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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards

bodies

(ISO member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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bcedures used to develop this document and those intended for its further maintenance, are
ed in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the

] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bn is drawn to the possibility that some of the elements of this document maybe"the subject of
rights. ISO shall not be held responsible for identifying any or all such patént rights. Details of

SO list of patent declarations received (see www.iso.org/patents).

de name used in this document is information given for the convenience of users and does not
ite an endorsement.

explanation on the voluntary nature of standards, the-mieaning of ISO specific terms and
ions related to conformity assessment, as well as inférmation about ISO's adherence to thg
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
ww.iso.org/iso/foreword.html.

This (ixcument was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,

Subco

mittee SC 27, IT Security techniques.
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Introduction

Security on the Internet and other networks is a subject of growing concern. Organizations around the
world, in both government and industry sectors, are seeking ways to address and manage cybersecurity
risks, including via baseline cybersecurity measures that can be implemented as requirements or
guidance. The demonstrated security and economic value of utilising existing best practices to develop
approaches to cyber risk management has led organizations to assess how to use and improve upon

existing approaches.

e.g. “cybersecurity” versus “information security”. Where similar risks are addressed, this
perspective can result in “cybersecurity” approaches focusing on external threats and the nee
information for organizational purposes, while, in contrast, "information security” approaches c

risks are primarily related to antagonistic threats, and that a lack of “cybersecurity” can creat
consequences to the organization than a lack of “information security”. Thus; cybersecurity
perceived as more relevant to the organization than information security. This perception ca
confusion and also reduces the effectiveness of risk assessment and treatment.

Regardless of perception, the concepts behind information security(can be used to assess and

and structured manner, and ensure that processes, governaiice and controls exist and ar
purpose. This can be done through a management systems approach. An Information

prganization to implement a risk-based approach to gybersecurity.

standards to achieve a well-controlled approachtoCybersecurity management.

Perspectives, and consequent approaches, to risk management are affected by the terminolégy used,

ifferent
to use
pnsider

pll risks whether from internal or external sources. There can also be a perception that cybersecurity

b worse
can be
h cause

manage

cybersecurity risks. The key question is how to manage cybersecurity risk in a comprghensive

b fit for
becurity

Management System (ISMS) as described in ISO/IECS 27001 is a well proven way for any

This document demonstrates how a cybersecurity framework can utilize current information security
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Information technology — Security techniques —
Cybersecurity and ISO and IEC Standards

1 Scope

This document provides guidance on how to leverage existing standards in a cybersecurity fran

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions\apply.

[SO and IEC maintain terminological databases for use in standardization at the following addr¢

— ISO Online browsing platform: available at https://www.so.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
information security
preservation of confidentiality, integrity and availability of information

[SOURCE: ISO/IEC 27000:2016 2.33]

4 Document structure

This document provides background on the reasons why having a risk-based, prioritized, f
putcome-focused, and confmunications-enabling framework for cybersecurity is important.
describes the objectives‘\.of a strong cybersecurity framework and includes mapping to ¢
standards that can be-used to achieve these objectives.

5 Background

5.1 General

Cybersecurity is a relatively new discipline. [SO, [EC, and ISO/IEC standards developed over the
y€ars can be applied to help solve the challenges of cybersecurity. Existing and emerging cybers

1ework.

sses:

lexible,
It then
xisting

last 25
ecurity

rameworks throughout the world Teference 156, 1EC, and 1SO/EC standards as useful so
information.

rces of

Implementing cybersecurity framework, or a cybersecurity programme, requires a consistent and
iterative approach to identifying, assessing, and managing risk and evaluating implementation of the
framework. ISO/IEC 27001 already provides a risk management framework that can be applied to

prioritize and implement cybersecurity activities within an organization.

© ISO/IEC 2018 - All rights reserved
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5.2

Advantages of a risk-based approach to cybersecurity

A risk-based approach to cybersecurity:

More detailed and prescriptive guidance (e.g. detailed standards and guidelines) required by specifig
stakehglders for specific purposes can be provided on demand. Organizations that implement a risk{
based dybersecurity framework can therefore take advantage of the benefits without being limited by
the nedld for a full set of detailed implementation guidance.

5.3

Stakehglders need to play an active role, beyond protecting their own assets, in order for the organization
to realjze the benefits of a connected global environment. Internet-enabled systems and applications

are

models} to include many-to-many interactions and transactions. Individuals and organizations need tg
be prepared to address emerging security risks and challenges and effectively prevent and respond tg
misuseland criminal exploitatien.

5.4 Activities of a cybersecurity framework and programme

The actlivities of a cy/bersecurity framework and programme are:

a)
b)
‘)
d)
e)

enables organizations to measure the impact of cybersecurity investments and improve their
cybersecurity risk management over time;

is prioritized, flexible, and outcome-focused;

enables organizations to make security investment decisions that address risk, implement risk
mitigationsinaway thatis mosteffective for theirenvironments,and advance security improvements
innovations;

facjilitates communication across boundaries, both within and between organizations;

is responsive to the actual risks faced by an organization, while recognizing that etganizational
redources are limited;

reflects a clear understanding of the organization’s particular business drivers and security
considerations;

allpws an organization to manage risks in ways that are consistent with their own business
priprities;

engbles organizations to have flexibility in a rapidly changing technology and threat landscape, and
helps to address the varying needs of organizations and sectars.

akeholders

expanding beyond the business-to=business, business-to-consumer, and consumer-to-consumer

degcribe the.erganization’s current cybersecurity status;

degcribe‘the organization’s target state for cybersecurity;

identify and prioritize opportunities for improvement,
assess progress toward the target state;

communicate among internal and external stakeholders about cybersecurity risk.
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6 Concepts

6.1 Overview of cybersecurity frameworks

A cybersecurity framework captures a set of desired cybersecurity outcomes that are common across
all sectors and organizations. A framework facilitates communication about implementation of these
desired outcomes and associated cybersecurity activities across the organization, from the executive
level to the implementation and operations levels. The framework should consist of five functions, or

igh-level descriptions of desired outcomes, which are concurrent and continuous:

— Identify;
— Protect;
— Detect;
— Respond;
— Recover.

When considered together, these functions provide a high-level, strategic view of an organi
management of cybersecurity risk. Within each function, there aré-also categories and sub-cat
h prioritized set of activities that are important for achieving the specified outcomes.

Categories are the subdivisions of a function into groups-ef cybersecurity outcomes closely
programmatic needs and particular activities. Sub-categories further divide a category into
putcomes of technical and/or management activitiessThey provide a set of results that, w
exhaustive, help support achievement of the outcomes-in each category.

Organizing a cybersecurity framework into multiple levels, such as functions, categories, a
categories, helps to enable communication-aeross boundaries. While many executives can

understand and make investments to more effectively mitigate organizational risk at the

functions, operational practitioners canbenefit from the more nuanced description of desired ou
nt the category or sub-category level, Importantly, though, if high-level and more nuanced desc
pof outcomes are organized within.asingle reference point that uses a common language, commur
between executives and practitioners is facilitated, supporting strategic planning.

NOTE Annex B provides an‘example of another cybersecurity framework.
6.2 Cybersecurity-framework functions

6.2.1 Overview

Functions ‘organize basic cybersecurity outcomes and activities at their highest level. Im
functions to include in a framework, as noted previously, are:

— Aldentify;

vation’s
pgories,

tied to
specific
hile not

nd sub-
seek to
level of
tcomes
iptions
lication

pbortant

——Protect;
— Detect;
— Respond;

— Recover.

Each of these functions represents an area that an organization can use to express how it manages

cybersecurity risk. These functions aid in organizing activities, enabling risk management de
addressing threats, and improving by learning from previous experiences.

© ISO/IEC 2018 - All rights reserved
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The Identify function develops the organizational understanding to manage cybersecurity risk to
systems, assets, data and capabilities. The activities in the Identify function are foundational for
effective use of the framework. Understanding the business context, the resources that support critical
functions, and the related cybersecurity risks enables an organization to focus and prioritize its efforts,
consistent with its risk management strategy and business needs.

The Protect function develops and implements the appropriate safeguards to ensure delivery of critical
infrastructure services. The Protect function supports the ability to limit or contain the impact of a
potential cybersecurity event.

The De
cybersg

The Re
a detec
potenti

The Re
resilien

Annex

(sub-categories), demonstrating how to leverage existing ISO and IEC standdrds to better support the

implem

6.3

The Idd
assets,
framew
related
its risk
vital to
unders

Within

Lect function develops and implements the appropriate activities to identify the occurrence, of 4
pcurity event. The Detect function enables timely discovery of cybersecurity events.

spond function develops and implements the appropriate activities to take action-regarding
ted cybersecurity event. The Respond function supports the ability to contain the“impact of g
al cybersecurity event.

cover function develops and implements the appropriate activities to -maintain plans for
ce and to restore any capabilities or services that were impaired due to aCybersecurity event.

A examines each of the categories and breaks them down into possible outcomes and activitieg

entation of relevant activities.

Identify

ntify function develops organizational understanding.to manage cybersecurity risk to systems
data and capabilities. The activities in the Identify function are important for effective use of the
rork. Understanding the business context, the resetirces that support critical functions, and the
cybersecurity risks enables an organization to focus and prioritize its efforts, consistent with
management strategy and business needsgWithin this function, there are activities that are
successful cyber risk management. To be able to identify these activities, an organization should
Fand its organisational objectives and risk management strategy.

the Identify function, the categories-that can be included are:

© ISO/IEC 2018 - All rights reserved
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Table 1 — Identify categories

Category

Description

References

Business environment

The organization’s objectives,
stakeholders, and activities are
understood and used to inform
roles, responsibilities and risk
management decisions. Compre-
hensive security measures are

necessarv covering f’hﬂ combanys
7 1=} L3 4

ISO/IEC 27001:2013, Clause 4
ISO/IEC 27001: 2013, Clause 5
ISO/IEC 27036 (all parts)

ISO/IEC 20243:2015, Clause 4

1EC 624.43.2.1:201 n’ 4.2 1

itself, its group companies, busi-
ness partners of its supply chain
and IT system control outsourcing
companies.

ISO 31000:2009, 5.3

Risk assessment

The organization understands the
risks to the organization’s opera-
tions and assets. The management
are required to drive cybersecuri-
ty risk measures considering any
possible risk while in proceeding
with the utilization of IT.

ISO/IEC 27001:20135.Clause 6
ISO/IEC 27014

ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010, 4.2
[SE-31000

ISO/IEC 38505

Risk management strategy

An organization’s approach, the
management components and
resources to be applied to-the
management of risk.

ISO/IEC 27001:2013, 9.3
ISO/IEC 20243:2015, Clause 4
ISO 31000, Clause 4

Governance

To monitor and manage'the
organization’s regglatory, legal,
environmental and operational
requirementsyThis information is
then usedt&inform the appropri-
ate levelsof management.

ISO/IEC 27002:2013, Clause 5
ISO/IEC 27002:2013, Clause 6
ISO/IEC 38054

ISO/IEC 38505-1

ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010, 4.3.2.3

Asset Management

Identification and management of
the systems, data, devices, people
and facilities in relation to the
business.

ISO/IEC 27002:2013

ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010, 4.2.3.4
ISO/IEC 27019:2017, Clause 7

6.4 Protect

potential cybersecurity event.

The Protectfunction develops and implements appropriate safeguards to ensure delivery of q
products'and services. The Protect function also supports the ability to limit or contain the imp

Within the Protect function, the categories that can be included are:

esilient
actof a

© ISO/IEC 2018 - All rights reserved
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Table 2 — Protect categories

Category Description References

Access control Limiting access to facilities and ISO/IEC 27002:2013, Clause 9
assets to only authorized entities
and associated activities. Included ISO/IEC 29146
in access management is entity ISO/IEC 29115

authentication IEC 62443-2-1:2010, 4.3.3.5

Awareness and training Ensuring users and stakeholders ISO/IEC 27002:2013, Clanse 6, 7
are aware of policies, procedures, |50 /15 20243:2015, Clause 4

and responsibilities relating to
cybersecurity responsibilities. [EC 62443-2-1:2010, 4.3.2.4.2

Data security Responsible for the confidentiality, [ISO/IEC 27002:2013, Clause-8
integrity, and availability of data
and information.

Informftion protection processes |Security policies, processes, and ISO/IEC 27002:2013
and prgcedures procedures are maintained and
used to manage protection of infor-
mation systems.

Maintehance Processes and procedures for ongo- [ISO/IEG 27002:2013, Clause 11
ing maintenance and modernization ISOAEE 20243:2015, Clause 4

[EC62443-2-1:2010, 4.3.3

Protecflive technology Technical security solutions (suchy\\SO/IEC 27002: 2013

as logglng, rgmovable media, least ISO/IEC 27033 series
access principles, and network

protection) IEC 62443-2-1:2010,

Annex A examines each of the categories and breaks.them down into possible outcomes and activitieq
(sub-cdtegories), demonstrating how to leverage existing ISO and IEC standards to better support thg
implemndentation of relevant activities.

6.5 Detect
The Detect function identifies the occurrence of a cybersecurity event in a timely fashion.

Within|the Detect function, the categories that can be included are:

Table 3 — Detect categories

Categopy Description References

Anomalies and events Detection of anomalies and events |ISO/IEC 27002:2013, Clause 16
and understanding of the impact 1SO/IEC 27035 (all parts)

of those events.
IEC 62443-2-1:2010, 4.3.4.5
Securitly€oentinuous monitoring |Systems being monitored on a reg- |ISO/IEC 27002:2013, Clause 12

wlar-basisto-validate-the-effective
ness of security measures in place.
Detection process Processes and procedures to ISO/IEC 27002:2013, Clause 16
ensure timely awareness and com- 1SO/IEC 27035 (all parts)

munication of events.
IEC 62443-2-1:2010, 4.3.4.5

Annex A of this document examines each of the categories and breaks them down into possible outcomes
and activities (sub-categories), demonstrating how to leverage existing ISO and IEC standards to better
support the implementation of relevant activities.
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6.6 Respond

The Respond function develops and implements appropriate activities to take action regarding a
detected cybersecurity event. The Respond function supports the ability to contain the impact of a
potential cybersecurity event.

Within the Respond function, the categories that can be included are:

Table 4 — Respond categories

Category Description References
Response Planning Plan for how to respond to events [ISO/IEC 27002:2013, Clause 16

in a timely manner including 1SO/IEC 27035 (all parfd)
processes and procedures for

responding to events. IEC 62443-2-1:2010, 4.3.4.5

Communications Processes and procedures for ISO/IEC 27002:2013, Clause 16
communicating the timely infor-
mation to relefant partie}s,. ISO/IEC 27035 (all parts)
C . : ISO/IEC, 27014

ompanies need to communi-
cate appropriately with relevant |IE€62443-2-1:2010, 4.3.4.5
parties by, for example, disclosing
information on security measures

or response on regular basis or i
times of emergency.

Analysis Review of detected events; iii- ISO/IEC 27002:2013, Clause 16
cluding categorizationiand impact 1SO/IEC 27035 (all parts)
of events.

IEC 62443-2-1:2010, 4.3.4.5
Mitigation Activities thatlimit the expansion |ISO/IEC 27002:2013, Clause 16
of the eventginitigate the event 1SO/IEC 27035 (all parts)

and stop the event.
IEC 62443-2-1:2010, 4.3.4.5

Improvements Organization reviews the response |ISO/IEC 27002:2013, Clause 16
plan and improves it based on les- 1SO/IEC 27035 (all parts)

sons learned during an event.
IEC 62443-2-1:2010, 4.3.4.5

Annex A examines eachrof-the categories and breaks them down into possible outcomes and adtivities
(sub-categories), demonstrating how to leverage existing ISO and IEC standards to better support the
implementation of elevant activities.

6.7 Recover

The Receéver function develops and implements appropriate activities to maintain plans for refilience
and to Festore any capabilities or services that were impaired due to a cybersecurity event.

Within the Recovery function, the categories that can be included are:

© ISO/IEC 2018 - All rights reserved 7
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Table 5 — Recover categories

Category

Description

References

Recovery planning

Plan for how to recover from an
event and the next steps after an
event.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.4.3.4

Communications Processes and procedures for ISO/IEC 27002:2013, Clause 16
communicating the timely infor- 1SQ/IEC 27035 (all narte)
mation to relevant parties. 7 N 7
IEC 62443-2-1:2010, 4.4.3.4
Improvements Organization takes the lessons ISO/IEC 27002:2013, Clause 16

learned during an event and feeds
it back into the process and pro-
cedures.

ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.4.34

Annex A examines each of the categories and breaks them down into possible outcontes and activities
(sub-categories), demonstrating how to leverage existing ISO and IEC standards-to better support the

implententation of relevant activities.
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Annex A
(informative)

sub-categories

A.1 General

new security techniques or capabilities. Baseline cybersecurity measures should articulate

more prescriptive guidance, such as sub-category activities and associated standards, that
updated by governments and industry as they assess rapidly changingtechnology and threatlan

Security standards.

A.2 Identify sub-categories

A.2.1 Business Environment

can support the understanding and implementation of these activities.

Table A.1 — Identify function: Business Environment sub-categories

As described above in Clause 5, effective approaches to cyber risk management are flexible.and oytcome-
focused, articulated in terms of desired security outcomes rather than dictating how outcomeg should
be achieved. However, both outcome-focused and more prescriptive guidance or controls have vialuable
functions in cyber risk management; while objectives are likely to remain consistent, controls| should
be constantly revised to reflect organizational and industry learnings, changing threat modg¢ls, and

desired

putcomes, such as functions and categories, and should remain applicable..Such baselines can reference

can be
dscape.

[n the context of functions and categories, this annex describes(@ set of sub-category activities and lists
hssociated standards, demonstrating how a cybersecurity-framework can utilize existing infoymation

Table A.1 describes the activities under the Business Environment category, along with standards that

Description of sub-category: Standards mapping

The organization’s role in the supply chain is identified and com- |ISO/IEC 27002:2013, 15.1.3, 15.2.1
municated ISO/IEC 27036-1
ISO/IEC 20243:2015, Clause 4

The organization’s place in critical infrastructure and its industry [ISO/IEC 27001:2013, 4.1.
sector is identified and communicated IEC 62443-2-1:2010, 4.2.2

Priorities for organizational mission, objectives, and activities are |ISO/IEC 27002:2013, Clause 6

estgiftehed and communicated IEC 62443-2-1:2010, 4.2.2, 4.2.3.6

Dpppndpnripﬁ and critical functions for delivery of critical services IQO/IF(‘ 27002:2013 1122

are established IEC 62443-2-1:2010, 4.2.3.3

ISO/IEC 20243:2015, Clause 4

ISO/IEC 27019:2017,9.2.2,9.2.3, 10.11.1

Resilience requirements to support delivery of critical services are |ISO/IEC 27002:2013, 11.1.4, 17.1.1
established ISO/IEC 27019:2017, 10.12.1

A.2.2 Risk Assessment

Table A.2 describes the activities under the Risk Assessment category, along with standards that can

support the understanding and implementation of these activities.
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Table A.2 — Identify function: Risk Assessment sub-categories

Description of sub-category

Standards mapping

Asset vulnerabilities are identified and documented

ISO/IEC 27002:2013,12.6.1, 18.2.3
ISO/IEC 30111
ISO/IEC 29147

IEC 62443-2-1:2010, 4.2.3, 4.2.3.7,4.2.39,
4.2.3.12

ISO/IEC 27019:2017,7.1.1, 7.1.2
ISO/IEC 20243:2015, Clause 4

Threat
sharing

and vulnerability information is received from information
forums and sources

ISO/IEC 27002:2013, 6.1.4

ISO/IEC 30111

IEC 62443-2-1:2010, 4.2.3, 4.2.3.9,4.2.3.12
[SO/IEC 20243:2015, Clause 4

Internd

| and external threats are identified and documented

ISO/IEC 27001:2013,.6.1.2
IEC 62443-2-1:2010, 4.2.3,4.2.3.9,4.2.3.12
ISO/IEC 20243:2015, Clause 4

Potentil

al business impacts and likelihoods are identified

ISO/IEC27001:2013, 6.1.2
IEG62443-2-1:2010, 4.2.3, 4.2.3.9, 4.2.3.12

Threat

5, vulnerabilities, likelihoods, and impacts are used to

determjine risk

[SO/IEC 27002:2013,12.6.1
ISO/IEC 20243:2015, Clause 4

Riskre

sponses are identified and prioritized

ISO/IEC 27001:2013, 6.1.3

A.2.3

Table A
that ca

Risk Management Strategy

.3 describes the activities under the Risk Management Strategy category, along with standards
W support the understanding and implementation of these activities.

Table A.3 — Identify function: Risk Management strategy sub-categories

Descri

ption of sub-category

Standards mapping

Risk m
to by o1

hnagement processes are established, managed, and agreed
ganizational stakeholdens

ISO/IEC 27001:2013, 6.1.3, 8.3,9.3
IEC 62443-2-1:2010, 4.3.4.2
ISO/IEC 20243:2015, Clause 4

Organi

rational risk tolerance is determined and clearly expressed

ISO/IEC 27001:2013, 6.1.3, 8.3
IEC 62443-2-1:2010, 4.3.2.6.5

The org
its role

anization’s determination of risk tolerance is informed by
in eritical infrastructure and sector specific risk analysis

ISO/IEC 27001:2013, 6.1.3,8.3

A2.4

Governance

Table A.4 describes the activities under the Governance category, along with standards that can support
the understanding and implementation of these activities.
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Table A.4 — Identify function: Governance sub-categories

Description of sub-category Standards mapping

Information security policy for the organization is established ISO/IEC 27002:2013, 5.1.1
IEC 62443-2-1:2010, 4.3.2.6

Information security roles & responsibilities are coordinated and |ISO/IEC 27002:2013, 6.1.1, 7.2.1
aligned with internal roles and external partners IEC 62443-2-1:2010, 4.3.2.3.3

ISO/IEC 20243:2015 Clause 4

Legal and regulatory requirements regarding cybersecurity, ISO/IEC 27002:2013, 18.1
including privacy and civil liberties obligations, are understood IEC 62443-2-1:2010, 4.4.3.7
and managed

Governance and risk management processes address cybersecuri- |ISO/IEC 27001:2013, Clduse 6
ty risks IEC 62443-2-1:2010;4'2.3
ISO/IEC 20243;2015, Clause 4

A.2.5 Asset Management

The category of Asset Management covers any data, personnel, devices, systems or facilities {
used or managed by the organization. Asset management covers'the physical inventory of devi
Kystems, inventory of software platforms and applications in anorganization and the mappin
data flows. There are controls described in ISO/IEC 27001:2013, Annex A that can assist with k
if the activity has been completed and guidance in ISO/IEC27002 for implementation of those c
Some of the sub-categories and standards that already*exist to help with those sub-categoj
identified in Table A.5.

Table A.5 — Identify function:Asset Management sub-categories

hat are
ces and
b of the
nowing
bntrols.
ies are

Description of sub-category Standards mapping
Physical devices and systems within the erganization are invento- |ISO/IEC 27002:2013, 8.1.1, 8.1.2
ried IEC 62443-2-1:2010, 4.2.3.4

ISO/IEC 27019:2017,9.2.1

Software platforms and applications within the organization are |ISO/IEC 27002:2013, 8.1.1, 8.1.2

inventoried IEC 62443-2-1:2010, 4.2.3.4
Organizational communication and data flows are mapped ISO/IEC 27002:2013, 13.2.1

IEC 62443-2-1:2010, 4.2.3.4
External inforpration systems are catalogued ISO/IEC 27002:2013, 11.2.6, 8.2.1

Resources (e:g. hardware, devices, data, and software) are prior- |ISO/IEC 27002:2013, 11.2.6, 8.2.1
itized based{on their classification, criticality, and business value

A3 Protect categories

A.3.1 Access Control

Table A.6 describes the activities under the Access Control category, along with standards that can

support the understanding and implementation of these activities.
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Table A.6 — Protect function: Access Control sub-categories

Description of sub-category Standards mapping
Identities and credentials are managed for authorized devices ISO/IEC 27002:2013,9.2.1,9.2.2,9.2 4,
and users 9.2.5,9.2.6,9.3.1,9.4.2,9.4.3

IEC 62443-2-1:2010, 4.3.3.5.1
ISO/IEC 27019:2017,11.1.1, 11.3.1, 11.5.2

Physical access and remote access is managed and protected ISO/IEC 27002:2013,11.1.1,11.1.2,6.2.2,
31T
IEC 62443-2-1:2010, 4.3.3.3.2, 4.3.3.3.8,
4.3.3.6.6

Managg¢ access permissions use the least principle and separation [ISO/IEC 27002:2013, 6.1.2,9.1.2,9.2.3,

of dutigs 9.4.1,9.4.4

IEC 62443-2-1:2010, 4.3.3.7.3

ISO/IEC 27019:2017, 84.1

Network integrity is protected, including network segregation as [ISO/IEC 27002:2013, 13.1.1, 13.1.3
appropyiate 1SO/IEC 27033-2

[SO/IEC 27033-3

[EC 62443-2-1:2010, 4.3.3.4

ISOAEC 27019:2017, 10.6.3, 11.4.5,11.4.8

A.3.2 [Awareness and Training

Table A.7 describes the activities under the Awareness-and Training category, along with standardg
that cap support the understanding and implementationrof these activities.

Table A.7 — Protect function: Awareness and Training sub-categories

Description of sub-category Standards mapping
All users are informed and trained ISO/IEC 27002:2013, 7.2.2 IEC
62443-2-1:2010,4.3.2.4.2

Roles ahd responsibilities of senior@xecutives, privileged users, |ISO/IEC 27002:2013,7.2.1,7.2.2,6.1.1,
stakehg¢lders, personnel (physical and information security) and |8.2.1
third party stakeholders (e.g. suppliers, customers, partners) are 1SO/IEC 20243:2015, Clause 4

understood
IEC 62443-2-1:2010, 4.3.2.4.2,4.3.2.4.3

A.3.3 [Data Security

Table A.8 describes the activities under the Data Security category, along with standards that can
suppor} the understanding and implementation of these activities.
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Table A.8 — Protect function: Data Security sub-categories

Description of sub-category

Standards mapping

Data atrest is protected

ISO/IEC 27002:2013, 8.2.3
ISO/IEC 27033-2
ISO/IEC 27040

14.2.5

Data-in-transit is protected ISO/IEC 27002:2013, 8.2.3,13.1.1, 13.2.1,
13.2.3,14.1.2,14.1.3
ISO/IEC 27033-2
ISO/IEC 27033-5
Assets are formally managed throughout removal, transfers and |ISO/IEC 27002:2013, 8.2.3¢8.3°1, 8.3]2,
disposition 8.3.3,11.2.7
[EC 62443-2-1:2010¢4.3.3.3.9, 4.3.4.41
Appropriate capacity planning to ensure availability ISO/IEC 27002:2013, 12.1.3,12.3.1
ISO/IEC 19086:-1
Data leakage protection ISO/IEC 27002:2013, 6.1.2,7.1.1, 7.1)2,
7.3.1,82,2,8.2.3,9.1.1,9.1.2,9.2.3,94.1,
9.44,94.5,13.1.3,13.2.1,13.2.3, 13{2.4,
14.1.2,14.1.3
Integrity checking mechanisms are used to verify software, firm# |ISO/IEC 27002:2013, 12.2.1, 12.5.1, 14.1.2,
ware, and information integrity 14.1.3
ISO/IEC 20243:2015, Clause 4
The development and testing environment(s) are separatefrom |ISO/IEC 27002:2013,12.1.4
the production environment 1SO/IEC 27019:2017, 10.1.4
A.3.4 Information Protection Processés and procedures
Table A.9 describes the activities underthe Information Protection Processes and procedures cgtegory,
hlong with standards that can suppertthe understanding and implementation of these activities.
Table A.9 — Protect function: Information Protection Processes and procedures sub-catdgories
Description of sub-category Standards mapping
Baseline configurations.of Systems are created and maintained ISO/IEC 27002:2013,12.1.2,12.5.1, 12.6.2,
14.2.2,14.2.3,14.2.4
[EC 62443-2-1:2010, 4.3.4.3.2, 4.3.4.8.3
ISO/IEC 27019:2017,12.1.1
ISO/IEC 20243:2015, Clause 4
A system development life cycle to manage systems is implemented [ISO/IEC 27002:2013, 6.1.5, 14.1.1, 14.2.1,

ISQ/TEC 27034 (all parts)

IEC 62443-2-1:2010, 4.3.4.3.3
ISO/IEC 20243:2015, Clause 4

Change control process in place

ISO/IEC 27002:2013,12.1.2,12.5.1

ISO/IEC 20243:2015, Clause 4

IEC 62443-2-1:2010, 4.3.4.3.2, 4.3.4.3.3

Backups are conducted, maintained and tested

ISO/IEC 27002:2013,12.3.1
IEC 62443-2-1:2010, 4.3.4.3.9

© ISO/IEC 2018 - All rights reserved
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Table A.9 (continued)

Description of sub-category

Standards mapping

Physical operating environment meets policy and regulations for
organizational assets

ISO/IEC 27002:2013, 11.1.4, 11.2.1,
11.2.2,11.2.3

IEC 62443-2-1:2010, 4.3.3.3.1, 4.3.3.3.2,
4.3.3.3.3,4.3.3.3.5,4.3.3.3.6

ISO/IEC 27019:2017,9.1.1,9.1.2,9.2.3,9.1.7,
918919

Data de

struction follows appropriate policy

ISO/IEC 27002:2013 8.2.3, 8.3.1, 8.3.2,
11.2.7

ISO/IEC 19086-1
IEC 62443-2-1:2010, 4.3.4.4.4

Protect

ion processes are continuously improved

ISO/IEC 27001:2013, Clauses,9 and 10
IEC 62443-2-1:2010, 44,3

Commuy
shared

with appropriate parties

nication of effectiveness of protection technologies is

ISO/IEC 27001:2013, 7.4
ISO/IEC 27002:2013, 16.1.6

Respon

se and recovery plans are in place, managed and tested

ISO/IEC 27002:2013,16.1.1,17.1.1, 17.1.2
ISO/IEC 27031

ISOAEC 27035-1

ISO/IEC 27035-2

1EC 62443-2-1:2010, 4.3.2.5.7, 4.3.4.5.11
ISO/IEC 27019:2017 14.1.1

Vulner

bility management

ISO/IEC 27002:2013,12.6.1, 18.2.2
ISO/IEC 20243:2015, Clause 4
ISO/IEC 30111

A.3.5

Table A
suppor

Maintenance

.10 describes the activitiestunder the Maintenance category, along with standards that can
I the understanding and implementation of these activities.

Table A!10 — Protect function: Maintenance sub-categories

Descri

ption of sub-category

Standards mapping

Organi
proved

processes.andtools

rational assetSare maintained and repaired following ap-

ISO/IEC 27002:2013,11.1.2,11.2.4
ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010, 4.3.3.3.7

Remote

and prd

tected from unauthorized accesses

maihtenance is performed following approved processes

ISO/IEC 27002:2013,11.2.4,15.1.1,15.2.1
IEC 62443-2-1:2010 43365 43366,

4.3.3.6.7,4.4.4.6.8
ISO/IEC 20243:2015, Clause 4

A.3.6

Protective Technology

Table A.11 describes the activities under the Protective Technology category, along with standards that
can support the understanding and implementation of these activities.
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Table A.11 — Protect function: Protection Technologies sub-categories

Description of sub-category Standards mapping
Audit/log records are determined, documented, implemented, and [ISO/IEC 27002:2013,12.4.1,12.4.2,12.4.3,
reviewed in accordance with policy 12.4.4,12.71

IEC 62443-2-1:2010, 4.3.3.3.9, 4.3.3.5.8,
4.34.47,44.2.1,44.2.4

ISO/IEC 27019:2017, 10.10.1
Removable media follows appropriate policy TSO/TEC 2700272013,8.2.2,8.3.1,83.3
ISO/IEC 27040

Principle of least functionality is applied to access to systems ISO/IEC 27002:2013,9.1.2

and assets IEC 62443-2-1:2010, 4.3.3)5
Communications and control networks are protected ISO/IEC 27002:2013; 13.1.1, 13.2.1
ISO/IEC 270332

ISO/IEC 27Q019:2017, 10.6.3

A.4 Detect categories

A.4.1 Anomalies and Events

Table A.12 describes the activities under the Anomalies and’/Events category, along with standards that
can support the understanding and implementation ofthése activities.

Table A.12 — Detect function: Anomalies and Events sub-categories

Description of sub-category Standards mapping

Baseline of network operations and data flows:is established ISO/IEC 27033 (all parts)

IEC 62443-2-1:2010, 4.4.3.3
Detected events are analysed to undéetstand attack targets and ISO/IEC 27002:2013,16.1.1, 16.1.4
methods 1SO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8

Event data is aggregated and correlated from multiple sources ISO/IEC 27035 (all parts)
and sensors

Determination ofimpact of event ISO/IEC 27035 (all parts)
Alert thresheldsvare established ISO/IEC 2035 (all parts)
IEC 62443-2-1:2010, 4.2.3.10

A.42¢ Security Continuous Monitoring

Tabte A-13describes the activities under—the Security Comtinuous Momitoring category, atong with
standards that can support the understanding and implementation of these activities.
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Table A.13 — Detect function: Security Continuous Monitoring sub-categories

Description of sub-category Standards mapping

Monitoring network, physical environment, personnel, and service |ISO/IEC 27002:2013, 12.4.1, 14.2.7,15.2.1
provider for potential events IEC 62443-2-1:2010, 4.3.3.3.8

ISO/IEC 20243:2015, Clause 4

Malicious code is detected ISO/IEC 27002:2013,12.2.1

IEC 62443-2-1:2010 43438

ISO/IEC 27019:2017, 10.4.1

ISO/IEC 20243:2015, Clause 4
Unauthlorized mobile code is detected ISO/IEC 27002:2013,12.5.1

Monitofing for unauthorized personnel, connections, devices, and |ISO/IEC 27002:2013, 12.4.1, 14.2.7,15.2.1
softwate is performed IEC 62443-2-1:2010, 4.3,3,3.8

ISO/IEC 20243:2015, Clause 4

Externjl service provider activity is monitored to detect potential |ISO/IEC 27036 (all patts)
cybersg¢curity events

Vulnergbility scans are performed ISO/IEC 27002:2013, 14.2.9

A.4.3 |Detection Processes

Table A.14 describes the activities under the Detection Processgs‘Category, along with standards that
can sugport the understanding and implementation of these activities.

Table A.14 — Detect function: Detection Processes sub-categories

Description of sub-category Standards mapping
Roles apd responsibilities for detection are well defined to ensure |ISO/IEC 27002:2013, 6.1.1

accountability IEC 62443-2-1:2010, 4.4.3.1
1SO/IEC 27019:2017, 8.1.1

Detection activities comply with all applicable requirements ISO/IEC 27002:2013, 18.1.4
IEC 62443-2-1:2010, 4.4.3.2
Detection processes are tested ISO/IEC 27002:2013, 14.2.8
IEC 62443-2-1:2010, 4.4.3.2
Event detection informatioiris communicated to appropriate ISO/IEC 27002:2013, 16.1.2
parties

ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.9
Detectipn processes are continuously improved ISO/IEC 27002:2013, 16.1.6

ISO/IEC 27035 (all parts)

1InC 724472 23 1.901N0
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A.5 Respond categories

A.5.1 Response Planning

Table A.15 describes the activities under the Response Planning category, along with standards that
can support the understanding and implementation of these activities.
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Table A.15 — Respond function: Response Planning sub-categories

Description of sub-category Standards mapping
Response plan is executed during or after an event ISO/IEC 27002:2013, 16.1.5

ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.3.4.5.1

A.5.2 Communications

Table A.16 describes the activities under the Communications category, along with standards‘that can
support the understanding and implementation of these activities.

Table A.16 — Respond function: Communications sub-categories

Description of sub-category Standards mapping

Personnel know their roles and order of operations when a re- ISO/IEC 2700142013, 7.4
sponse is needed ISO/IEC 27002:2013, 6.1.1, 16.1.1
ISO/IE€.27035 (all parts)

IEC'62443-2-1:2010, 4.3.4.5.2, 4.3.4.5.3,
43.4.5.4

ISO/IEC 27019:2017, 6.1.6,8.1.1
Events are reported consistent with established criteria ISO/IEC 27001:2013, 7.4

ISO/IEC 27002:2013, 6.1.3, 16.1.2
ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.5
Information is shared consistent with responseplans ISO/IEC 27001:2013, 7.4

ISO/IEC 27002:2013, 16.1.2
ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.2
Coordination with stakeholders eccurs consistent with re- ISO/IEC 27001:2013, 7.4

sponse plans ISO/IEC 27002:2013, 6.1.4, 16.1.5
ISO/IEC 27033-2

ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.5
[SO/IEC 27019:2017, 6.1.7

Voluntary information sharing occurs with external stakeholders [ISO/IEC 27001:2013, 7.4
to achieve broader cybersecurity situation awareness

A.5.3 Analysis

Table A.17 describes the activities under the Analysis category, along with standards that can support
the understanding and implementation of these activities.
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Table A.17 — Respond function: Analysis sub-categories

Description of sub-category Standards mapping
Notifications from detection systems are investigated ISO/IEC 27002:2013,12.4.1,12.4.3,16.1.5
ISO/IEC 27039

IEC 62443-2-1:2010, 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8

The impact of the incident is understood

ISO/IEC 27002:2013, 16.1.6

ISO/IEC 27035-2

IEC 62443-2-1:2010, 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8

Forensics are performed

ISO/IEC 27002:2013, 16.1.7

Incidents are categorized consistent with response plans

ISO/IEC 27002:2013, 16.1.4,
IEC 62443-2-1:2010, 4.34:5.6

A.5.4 |Mitigation

Table A[18 describes the activities under the Mitigation category, along with.standards that can support
the understanding and implementation of these activities.

Table A.18 — Respond function: Mitigation-sub-categories

Description of sub-category

Standards mapping

Incidenfts are contained and mitigated

ISO/IEC 27002:2013,12.2.1,16.1.5
ISO/IEC 27035-1

ISO/IEC 27035-2

IEC 62443-2-1:2010, 4.3.4.5.6

acceptqd

Newly |dentified vulnerabilities are mitigated of:documented as

ISO/IEC 27002:2013, 12.6.1
ISO/IEC 30111

A.5.5 |Improvements

Table A.19 describes the activities under the Improvements category, along with standards that can
supporf the understanding and- implementation of these activities.

TabléA.19 — Respond function: Improvements sub-categories

Description of sub-category

Standards mapping

Response plansiincorporate lessons learned

ISO/IEC 27001:2013, Clause 10
ISO/IEC 27002:2013, 16.1.5, 16.1.6

Responséstrategies are updated

ISO/IEC 27001:2013, Clause 10

ISO/IEC 27002:2013, 16.1.6

A.6 Recover Categories

A.6.1 Recovery Planning

Table A.20 describes the activities under the Recovery Planning category, along with standards that
can support the understanding and implementation of these activities.
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