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Foreword

ISO (the International Organization for Standardization) and

technol

Internatjonal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The ma3

Standarlds adopted by the joint technical committee are circulated to national bodies for yoting. Publication ag

an Inter

In exce
that wh
publish
every fi

Attentio
rights. |

ISO/IEQ
[4]) and
Informa

ical committees collaborate in fields of mutual interest. Other international organizations, governmenta
n-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
bgy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEC (the International Electrotechnical

in task of the joint technical committee is to prepare International Standards. Draft Internationa
hational Standard requires approval by at least 75 % of the national bodies casting a vote.

btional circumstances, when the joint technical committee has collectédydata of a different kind from
ch is normally published as an International Standard ("state of the art", for example), it may decide tg
a Technical Report. A Technical Report is entirely informative in,nature and shall be subject to review
e years in the same manner as an International Standard.

h is drawn to the possibility that some of the elements of\this document may be the subject of patent
50 and IEC shall not be held responsible for identifying ‘@ny or all such patent rights.

TR 27019 was prepared by DIN Deutsches Institut-fur Normung e. V. (as DIN SPEC 27009:2012-04
was adopted, under a special "fast-track procedure", by Joint Technical Committee ISO/IEC JTC 1
fion technology, in parallel with its approval by the national bodies of ISO and IEC.

\Y
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Introduction

This Technical Report provides guiding principles based on ISO/IEC 27002 “Code of practice for information
security management” for information security management applied to process control systems as used in the
energy utility industry. The aim of this document is to extend the ISO/IEC 27000 standards to the domain of

rocess control systems and automation technology, thus allowing the energy utility industry to impl

ment a

standardized information security management system (ISMS) in accordance with ISO/IEC 270
pxtends from the business to the process control level.

At the focus of application of this document are the systems and networks for controlling andysupervi

facilitating processes. This includes control and automation systems, protection and\safety syste
measurement systems, including their associated communications and telecontrol applications. For p
pf simplification, these systems will be collectively referred to in the following as “process control syste

n addition to the security objectives and measures that are set forth in ISO/IEC 27002:2005, the
control systems used by energy utilities and energy suppliers are subjeet\to’ further, special requiremn
comparison with conventional IT environments (e.g. office IT) thére” are fundamental and si
differences with respect to the development, operation, repair, maintenance and operating environ
process control systems. Furthermore, the process technology,referred to in this document may reg
ntegral components of critical infrastructures which means they are therefore essential for the sec
reliable operation of such infrastructures. These distinctionS and characteristics need to be taken i
consideration by the management processes for process.control systems and justify separate consi
within the ISO/IEC 27000 series of standards.

n particular, the following fundamental differences ‘exist compared with conventional IT systems:

Security features

n comparison with conventional IT systems, process control systems exhibit increased requireme
regard to their availability and integrity:* In some operational environments failure of the process mg
and control systems cannot be tolerated. Also, the integrity of the data processed is frequently o
mportance. Incorrect data can ‘lead to incorrect control inputs, resulting in failure of protection o
systems or trigger incorrect_decisions by operating personnel, as a result of an erroneous represen
current process conditions._These requirements therefore need to be taken into consideration du
system design stage as well as in normal operation.

System architecture

Besides the centfal IT installations within control centers for grid operation or conventional power plar
pre several systems which are typically distributed over larger areas, e.g.:

— _precess control and monitoring systems within substations and gas pressure regulating and n
stations;

01 that

s5ing the

generation, transmission and distribution of electric power, gas and heat in combination\with the control of

ms and
urposes
ms”.

process
ents. In
gnificant
ment of
present
ure and
nto due
Heration

nts with
nitoring
crucial
r safety
ation of
ring the

ts there

hetering

generation units;

— digital metering and measurement devices.
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Often, these remote systems cannot be physically protected at the same level as centrally located systems.
Therefore, the system architecture needs to take these differences into consideration and it may be necessary
to provide additional safeguards at the interface between distributed and central systems.

Also, the operating and management processes for distributed systems may vary in comparison with
centralized IT architectures. It is for instance, not normal procedure to apply changes to essential systems in
critical substations or at other important sites via remote access, unless the corresponding field service
personnel are present on-site.
Furthermere—in—many—process—eontrol-environmenis—the—architesture—sheuld—allow—fer—advtonomeous—Hosal
operatign of each distributed site — without network access to central installations. In case of outages it has tg
be posgible to restart selected sites without an external energy source, e.g. for grid restoration (“black start
capabld’ systems).

Mainterjance

Procesg control systems are often designed for a service life of 20 or more years. If Standard operating
systemg or software packages are used, special measures to handle outdated and”ho-longer supported
softwar¢ are needed.

Frequent shutdowns of process control components, e.g. to install software patches or updates, are normally
not possible. System restarts after software installation may also not be aceeptable due to the availability
requirements. Maintenance periods have to be planned and scheduled in advance. Particularly thorough and
careful pre-deployment testing is required in order to ensure that the integrity of the process control system is
maintained.

EquipmEnt resources

The in-process components (e.g. field control elements) ofproc¢ess control systems are generally designed tg
support{only the intended process data applications and frequently do not have sufficient system resources tg
support|additional security features such as encryptionér-authentication.

Audienge

This gujdeline is targeted at the persons responsible for the operation of process control systems used by
energy Ltilities, information security managers, vendors, system integrators and auditors. For this target group
it detail the fundamental measures in_accordance with the objectives of the ISO/IEC 27002:2005 standard
and defines specific measures fop-ptocess control systems, their supporting systems and the associated
infrastrycture.

viii © ISO/IEC 2013 — All rights reserved
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Information technology — Security techniques — Information
security management guidelines based on ISO/IEC 27002 for
process control systems specific to the energy utility industry

1 Scope

The scope of this guideline covers process control systems used by the energy utility industry for co
and monitoring the generation, transmission, storage and distribution of electric powen, gas and
combination with the control of supporting processes. This includes in particular(the following g
ppplications and components:

— the overall IT-supported central and distributed process control, monitoring.and automation techn
well as IT systems used for their operation, such as programming and parameterization devices;

— digital controllers and automation components such as control andfield devices or PLCs, includin
sensor and actuator elements;

— all further supporting IT systems used in the process eontrol domain, e.g. for supplementg
visualization tasks and for controlling, monitoring, data ar¢hiving and documentation purposes;

— the overall communications technology used in thexprocess control domain, e.g. networks, te
telecontrol applications and remote control technology;

— digital metering and measurement devices,€.g. for measuring energy consumption, gener
emission values;

— digital protection and safety systems, e.g\ protection relays or safety PLCs;
— distributed components of future smart-grid environments;
— all software, firmware and applications installed on above mentioned systems.

Outside the scope of this guideline is the conventional or classic control equipment that is non-dig
purely electro-mechanical or €lectronic monitoring and process control systems. Furthermore, energy
control systems in private_households and other, comparable residential building installations are out|
scope of this guideline.

Telecommunication.Systems and components used in the process control environment are also not
part of the scope_of this guideline. These are covered by the standard “ISO/IEC 27011:2008 Infq
fechnology - Security techniques — Information security management guidelines for telecommun
prganizatiofis-based on ISO/IEC 27002". It is recommended that users of this guideline should implen
measures. defined in that standard for the telecommunication systems and components used in the
contrel environment.

Normative references

ntrolling
heat in
ystems,

blogy as

g digital

ry data

emetry,

htion or

ital, i.e.
process
side the

directly
rmation
ications
hent the
process

The documents referred to below are required for the purposes of this document. When such references are
made only the version stated shall be applicable. If references are made without stating dates then the latest

version of the document in question shall be applicable (including all changes).

ISO/IEC 27001:2005, Information technology — Security techniques — Information security management

systems — Requirements
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ISO/IEC 27002:2005, Information technology — Security techniques — Code of practice for information
security management

3 Te

rms and definitions

For the purposes of this document, the definitions in accordance with ISO/IEC 27001:2005 and
ISO/IEC 27002:2005 shall apply, together with the following definitions.

3.1

blacko(it

widespr

3.2

Computer Emergency Response Team

CERT
team of|

3.3
critical
organiz

NOTE

significapt impact on public security and have other wide ranging impacts.

3.4
debugg
analysir

3.5

distribu
the tran
or heat

3.6
energy
equipm

3.7
energy
the pro
energy
3.8

legal b
distribu

3.9

human-machine interface

HMI

energy(iutility

ead electrical power outage

security experts to support the handling of information security incidents

infrastructure
htions and facilities that are essential for the functioning of society and the economy as a whole

A failure or malfunction of such organizations and facilities would result in\sustained supply shortfalls, make 3

ing
g malfunctions in computer systems

tion
sport of electrical energy of high, medium or low,voltage over a distribution grid or the transport of gag
bver local or regional distribution networks

equipment installation
bnt or plant for the generation, conversion, storage, transfer or supply of energy

supply
ess of generation, production or storage of energy for delivery to customers and the operation of an
supply network

dy or a_person that supplies energy in form of electricity, gas or heat to other parties, to an energy
ion network or to a storage complex

user interface for operating and monitoring of a process control systems and/or a plant

3.10

maintenance

all mea

sures used in the field of energy supply that are normally related to inspection, maintenance, fault

clearance and improvement
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3.1
PLC
programmable logic controller

3.12

process control system

system that serves to control and monitor the generation, transmission, storage and distribution of
power, gas and heat in combination with the control of supporting processes

242

electric

Eafety
functional safety

3.14
safety systems
systems and components that are required to ensure functional safety

3.15

smart grid

electric grid system, which is characterized by the use of communication. networks and the contro
components and loads

3.16
tatement of applicability
OA
ocumented statement describing the control objectives and’ controls that are relevant and applicabl
rganization’s ISMS

A7

ransmission system

ransmission grid for the transport of electrical gnergy using a high voltage or ultra-high voltage grid
ransmission network for the transport of natural 'gas using a high pressure pipeline network

Overview

.1 Structure of this guideline

detailed information is necessary direct reference is made here to the specifications applicablg
pbjectives and measures set forth in ISO/IEC 27002:2005. In cases where the measures set
SO/IEC 27002:2005TFequire a method of implementation that is specific to the energy supply sector
form of expanded’implementation this is provided in the form of implementation guidelines for the]
supply sector-or.as further information. A list of the new control objectives and/or measures for the
supply sector.is set forth in Annex A. Supplementary comments and notes are set forth in Annex B.

FFurthersrecommendations for implementation and information specific to energy utilities are include
following clauses:

of grid

e to the

br a gas

This guideline has been sfructured in a format compatible with ISO/IEC 27002:2005. Where no adlditional

to the
forth in
Dr some
energy
energy

d in the

— Organization of information security (clause 6);

— Asset management (clause 7);

— Human resources security (clause 8);

— Physical and environmental security (clause 9);

— Communications and operations management (clause 10);

— Access control (clause 11);
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Information systems acquisition, development and maintenance (clause 12);
Business continuity management (clause 14);

Compliance (clause 15).

4.2 Information security management systems for energy supply utilities

421

From the viewpoint of design and function, process control systems used by the energy utility sector @are- in
fact infgrmation processing systems. They collect process data and monitor the status of the physical process

using s

actuatofs. The control and regulation is automatic but manual intervention by operating personnel is alsg
possiblg. Information and information processing systems are therefore an essential part, of operationa
procesges within energy utilities. This means that appropriate protection measures should)be”applied in the
same mjanner as for other organizational units.

Software and hardware components based on standard IT technology are being utilized increasingly in
procesg control environments.

Nowadays, the information and information processing systems in praocess control environments are
conseqliently also exposed to an increasing number of threats and vulnerabilities. It is therefore essential that
in the pfocess control domain of the energy utility industry, adequate_ inférmation security is achieved through

the imp

Effectiv

establishing, implementing, monitoring, reviewing and if ne¢essary improving the applicable measures sef

forth in
Particul

econonlic necessity of a secure and reliable energy supply.

4.2.2

The requirement for a general and overall information security framework for the process control domain of

the ene

[

a) C

b) Legal and regulatory requirements demand secure and reliable operation of energy supply systems.

c) In their own interests energy providers themselves require information security in order to safeguard thei
buginess interests-and to fulfil customer needs and comply with the legal regulations.

423

In orde
identify
importa

Further

hiecti

ensors. The systems then process this data and generate control outputs that regulate actions using

ementation and continuous improvement of an ISMS in accardance with ISO/IEC 27001.
b information security in the process control domain of.the energy utility sector can be achieved by

this guideline, in order to attain the specific security and business objectives of the organization
br consideration should be given here to the spécial role of the energy utilities in society and to thg

Becurity considerations for process.control systems used by the energy utilities

rgy utility industry is based on several basic requirements:

stomers expect a secure and-reliable energy supply.

nformation assets to be protected

- to, establish an information security management system, it is necessary for the organization tg

all=6f ite oraanizational assets Thae identification-of oraanizational assets and thae clarification of theid
SH—OHHS—OFgatHLaHOReH tS—rRe-GehtHHEaHOR-OH-oFgaitLatHoRa tS—ahe—He—-6iaHHEaHo RO +—+HeH

nce enable the application of appropriate controls.

advice regarding the type of organizational assets that should be protected by an energy supply

organization can be found in 7.1.1, Inventory of assets.
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4.2.4 Establishment of information security management

4241 How to establish security requirements

It is essential that energy utility organizations identify their security requirements. There are three main

sources of security requirements:

a) The results of an organization’s risk assessment, taking into account the organization’s general business
strategies and objectives. Through a risk assessment, threats to the organization’s own assets will be

idapntifiad-adnarabiliticaa-and Llealllbhand ~f ~na i vrnnan gl bha avialiiatad oA st ntio] oot Ao

ted.

N o +1
TUCTTUITOU, VUTTTOUTUVIITUIUO UTTU TTINUTITTUOUU UT UUUUTTOUTTUL WIITT Vo U vaTudailvu Aariyu P\JLUIILIUI lIIIPuUL wolrnmg
pb) The requirements which result from legislation and bye-laws, regulations and contracts whiCh ha

reliable, effective and secure energy supply as well as the reliable fulfilment of thenrequireme
deregulated energy market, in particular the reliable and secure transfer of data with third parties.

c) The specific principles, objectives and business requirements placed on infafmation processing
were developed by the organization for supporting its business operations.

B.2.4.2 Assessing security risks

The necessary security measures or controls are determined by the miethodical assessment of secur
The cost of controls has to be balanced against the economic losses that may be incurred due to
ssues. The results of the risk assessment facilitate the definition of adequate management actic
priorities for the management of information security risks @s)'well as the implementation of the

chosen to protect against these risks. The risk assessment should be repeated periodically in order toj
changes into account, which could affect the results assessed.

B.2.4.3 Selecting controls

Once the security requirements and risks have been identified and decisions taken on how to deal
risks, appropriate controls should then be selected and implemented in order to ensure that the r
reduced to an acceptable level.

n addition to the controls provided\by a comprehensive information management system this g
provides additional assistance and/sector-specific measures for the process control systems used

recommended that energy utilities implement the measures set forth in this guideline. If necessary
measures can be develgped to fulfil particular requirements. The selection of security measures ¢
upon the decisions taken.by the organization on the basis of its own risk acceptance criteria, the op
dealing with the riskyand the general risk management approach of the organization. The sele
measures should”also take relevant national and international law, legal ordinances and regulati
consideration,

K.2.5 Critical success factors

Theccontents from ISO/IEC 27002:2005 clause 0.7 apply.

e to be

fulfilled by an organization, and sociocultural requirements. Particular examples include. safeguarding a

nts of a

, Which

ty risks.
security
ns and
controls
take all

with the

sks are

uideline
by the

Energy utility sector, taking inte,_consideration the special requirements in these environments. It is therefore

further
epends
ions for
ction of
bns into

Security policy

No additional information specific to the energy utility domain.
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6 Organization of information security

6.1 Internal organization

6.1.1 Management commitment to information security
No additional information specific to the energy utility domain.

6.1.2 Information security coordination

No additional information specific to the energy utility domain.

6.1.3 Allocation of information security responsibilities

No additional information specific to the energy utility domain.

6.1.4 Authorization process for information processing facilities

No additional information specific to the energy utility domain.

6.1.5 Confidentiality agreements

No additional information specific to the energy utility domain.

6.1.6 Contact with authorities

Control[6.1.6 from ISO/IEC 27002:2005 is augmented as follows:

Energy|utility specific implementation guidance

The applications and infrastructure of energy utility \precess control systems may be considered as part of
critical infrastructures and may be essential for the functioning of the community, society and economy as g
whole. Dperators of such systems should therefore maintain contact with all of the relevant authorities. In
addition| to relevant public departments (e.g-,fire service, inspectorates, etc.) this may for instance, alsg
include:
— natjonal and international agencies'and co-operation initiatives for the protection of critical infrastructures;
— natjonal and international CERT organizations;

— civil protection organizations and disaster-relief teams.

For opegrators of critical-infrastructures additional local bye-laws and regulations may apply, which have to be
complied with correspondingly.

Other information for the energy utility domain

During he’ course of svystem operation onerational nlannina and during nreparatory work for excentiona
J g T oF g 9 g rPror Y 14

weather and operational situations, weather information, forecasts and severe weather advisories may be
required. Direct contact should therefore be established with the corresponding local, regional and national
meteorological services and corresponding information services (e.g. thunderstorm warning, lightning
detection).
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6.1.7 Contact with special interest groups
Control 6.1.7 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility specific implementation guidance

For the purpose of exchanging information on process control-specific security issues and to facilitate cross-
organizational cooperation, contact should be maintained with national and international vendor and operator

associations and their corresponding working groups dealing with security issues.

6.1.8 Independent review of information security

No additional information specific to the energy utility domain.

6.2 External parties

6.2.1 ldentification of risks related to external parties

Control 6.2.1 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

Process control systems may consist of complex individually custemized systems and components.
vendors, integrators and other external parties (e.g. cloud service providers) are often involved

maintenance and operation processes of these systems_to Ja high degree. For maintenance a

maintenance to be carried out from remote locations. Employees of external parties may also need a
Security-controlled areas to perform on-site maintenance:

Close cooperation between the different system\operators on the generation, transmission and dis
evels may require close interconnection of-the" control systems and communication networks of
prganizations. Furthermore, external parties-such as vendors, system integrators or business partn
also require access to sensitive information.

The risks resulting from such third“party access to sensitive systems, networks and information sh
pssessed and taken into consideration, especially in terms of the exposure to risk of the physical proc
s to be controlled or monitored:

6.2.2 Addressing security when dealing with customers

Control 6.2.2 from ISO/IEC 27002:2005 is augmented as follows:

Energy utilitysspecific implementation guidance

The complex and diverse relationships between asset owners, system operators, service provid

nternalkand external customers in the energy utility sector may result in demarcated responsibilit
respect to maintenance, operation and ownership of assets.

System
in the
nd fault

correction processes these external parties may need tO use remote access connections that allow

ccess to

tribution
Hifferent
brs may

ould be
ess that

ers and
es with

xamples of this include:

— an internal service provider that is responsible for the operation and maintenance of transmission or

distribution grid infrastructure that is allocated to a separate internal organizational unit;

— a service provider responsible for the operation and maintenance of power plants or distributed

generation units;

— an internal or external service provider that is responsible for the operation of the process
infrastructure.

© ISO/IEC 2013 — All rights reserved
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Such diverse and/or complex business relationships should be taken into consideration when identifying and
addressing the security requirements necessary for granting customer access to information assets. When
process control systems are interconnected, the measures described in 11.4.8, Logical coupling of external
process control systems, should be taken into consideration.

6.2.3 Addressing security in third-party agreements

Control
Energy,

Under t
informa

Asset O
Asset o

Where
third pa
major |
contrac
may ne
telecom

6.2.3 from ISO/IEC 27002:2005 is augmented as follows:

" fieimel . i

he terms of contractual agreements it should be ensured that the protection requirements for sensitiveg
ion are given sufficient consideration.

wners should review all contracts that involve third party access to their process control systems
vners should also assess the need for third-party access to their process control systems.

elecommunication services for the process control systems used by energy utilities are supplied by
ties, special requirements relating to crisis and emergency communication, in‘particular in the case of
lackouts, natural disasters, incidents or other possible emergency situations, should be defined
ually specified and monitored. This applies in particular to any necessafy jpre-emptive measures thaf
bd to be taken to avoid service overload and to ensuring an acceptable-degree of independence of the
munication services of external energy supply (blackout resistance).

7.
711

Control
Energy

When
respons

The inv

assets and applications.

Further

Suppler
other s¢

a) inf
infq

7 Ajset management
1

esponsibility for assets

nventory of assets

7.1.1 from ISO/IEC 27002:2005 is augmented-.as follows:
utility-specific implementation guidance

Jeveloping and maintaining the ¢inventory of all of the organization’s important assets, distinct
ibilities should be clearly specified and documented.

entory of assets should cover all of the relevant process control systems and include information

information for energy utilities

hentary to the above classifications, assets in the energy supply domain also include a wide range of
ctor-specific’asset categories such as:

brmation: grid and network plans, scheduling and dispatching data, geographical and geo-referenced
rmation, crisis and emergency plans, grid disaster recovery plans, switching operation data, measured

val

ies’ and _measurement data, meter and metered data, operating records, parameterization data

measurement and message archives, etc.;

b) software: process control software, visualization systems, energy management and optimization
software, simulation software, parameterization software, management and monitoring systems,
operational resource planning systems, programming environments, firmware, archiving software, etc.;

c) physical assets: control and automation components, telemetric and telecontrol components, remote
terminal units, data transmission system components, digital protection and safety components, digital
metering and measuring devices, smart meters, digital sensor and actuating elements, parameterization
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and programming devices, visualization and operational components, digital monitoring and recording

systems, etc.;

d) services: telecommunication services, emergency communication services, information services,

meteorological services, etc.
7.1.2 Ownership of assets

Control 7.1.2 from ISO/IEC 27002:2005 is augmented as follows:

Further information for energy utilities

nformation security should be exactly defined and documented.
7.1.3 Acceptable use of assets

No additional information specific to the energy utility domain.
7.2 Information classification

7.2.1 Classification guidelines

Control 7.2.1 from ISO/IEC 27002:2005 is augmented as follows:
Energy utility-specific implementation guidance

Fnergy utility-specific classification criteria may be\extended to include the following points:

systems;

— assets, systems and information needed for restoration of the energy supply system foll
major supply disruption (grid restoration), e.g. “blackstart” capable systems and components;

— assets, systems and.information necessary to ensure functional safety/plant and equipment s

requirements~for instance, or that need to be implemented in order to fulfil other
requirements,

7.2.2 Information’ labelling and handling

No additionalinformation specific to the energy utility domain.

The potentially complex structure of organizations that employ process control systems may.mean that highly
diverse responsibilities with regard to commercial and operational ownership exist. As a result, the ownership
and the responsibilities in relation to assets, and the roles of the asset owner and assetioperator in regpect of

— assets, systems and information_supporting the operation of critical infrastructures and densitive

bwing a

ecurity;

— assets, systems~and information necessary to fulfil regulatory requirements such as unbundling

specific
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8 Human resource security

8.1 Prior to employment?)

8.1.1 Roles and responsibilities

Control 8.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

Staff employed in the energy utility sector to be responsible for process control systems technology sheuld
have the appropriate knowledge and skills for managing and supervising the installation, maintenance)and
secure [operation of process control systems. This should also include sufficient expertise in the:area of
modern|information system technology and information security.

The relevant control system engineers and other staff should be notified of their assigned roles and
respondibilities, especially with regard to information security aspects of these systems.

8.1.2 PBcreening

Control[8.1.2 from ISO/IEC 27002:2005 is augmented as follows:

Energy|utility-specific implementation guidance

A strict| screening process for key personnel that have access fo“critical information assets or that arg
respongible for the operation and maintenance processes of critical'systems should be carefully considered
This is gspecially the case if the information assets or systems.are part of the critical infrastructure or if they
are required for the operation of critical infrastructure.

Before prospective personnel are permitted to work on cemponents that form part of the critical infrastructure
a specific security clearance provided by governmental organizations may be required, depending upon the
approprjate (local) legislation.

8.1.3 Terms and conditions of employment

Control[8.1.3 from ISO/IEC 27002:2005 is augmented as follows:
Energy|utility-specific implementation guidance

Restrictjons on employee rights such as the right to strike, or the authorization to exceed the maximum
working| time in emergency. Situations should be considered for key personal responsible for the operation of
critical |nfrastructures and’sensitive systems, taking into consideration the applicable legal requirements

Agreements on the monhitoring and recording of specific actions such as switching operations should also beg
taken into consideration when formulating the contract of employment.

8.2 Dluring employment

No additional information specific to the energy utility domain.

1) Explanation: The word 'employment' is meant here to cover all of the following different situations: employment of
people (temporary or longer lasting), appointment of job roles, changing of job roles, assignment of contracts, and the
termination of any of these arrangements.

It should be noted that the controls in this section apply to independent contractors as well as people covered using other
employment arrangements.
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8.3 Termination or change of employment
No additional information specific to the energy utility domain.
9 Physical and environmental security

9.1 Secure areas

9.1.1 Physical security perimeter

ontrol 9.1.1 from ISO/IEC 27002:2005 is augmented as follows:
nergy utility-specific implementation guidance

specially in energy transmission and distribution systems and in the area of distfibuted ger
omponents are distributed across decentralized sites. Equipment is situated in contrel and technicg
ithin the organization’s building and in peripheral sites. Sometimes equipmeftis situated on th
remises or in public environments. It is not normally possible to achieve a comprehensive level of

eration,
| rooms
rd-party
bhysical

rotection for peripheral, potentially unoccupied sites; therefore the residual risk should be evaluated and

itigated where necessary by means of supplementary measures and compensating controls.
.1.2 Physical entry controls

Control 9.1.2 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

The use of physical access control systems should @lso be considered for peripheral sites where §
process control equipment is located. See 9.1.9, Securing peripheral sites.

D.1.3 Securing offices, rooms and facilities

No additional information specific to the energy utility domain.
P.1.4 Protecting against externalland environmental threats
No additional information spegific to the energy utility domain.
D.1.5 Working in secure areas

No additional information specific to the energy utility domain.
D.1.6 Publiclaccess, delivery and loading areas

No additional information specific to the energy utility domain.

ensitive

DA.7° Securing control centers

A control additional to ISO/IEC 27002:2005, clause 9.1, Secure areas is:

Control

Measures to ensure the physical security of control centers, where central control systems such as control

servers, HMI and supporting systems are housed, should be designed, developed and applied.

© ISO/IEC 2013 — All rights reserved
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Implementation guidance

To protect central control system facilities such as grid control centers or the control rooms of centralized or
distributed power plants or generation units (hereinafter referred to as control centers), the following points
should be taken into consideration:

a) A site located on solid ground should be selected for constructing the control center; where such solid
ground is not available, appropriate measures should be taken in order to ensure the sufficient load
bearing capacity of the foundation soil.

b) A dite should be selected for control centers where the environmental damage from wind and water, étc
car) be least expected; if a site is chosen that is vulnerable to such environmental threats, apprapriatg
mepsures should be taken in order to prevent such damage from occurring.

c) A dite should be selected for control centers where the potential damage due to strong electromagnetiq
fielfs is negligible; if a site is chosen that is exposed to strong electromagnetic fields, appropriatg
mepsures should be taken to protect control system equipment rooms using electromaghetic shielding.

d) Conptrol centers should not be located at sites directly adjacent to facilities used_for storing dangerous
materials that pose the threat of explosion or combustion.

e) |If the control center is located in an earthquake zone, control center buildings should be of earthquake
proof construction.

f)  Control center buildings should be of fire-proof or fire-resistant construction.

g) Control center buildings should be designed with adequate structural stability to meet all necessary flooj
loaging requirements.

h) Aufomatic fire alarm systems should be installed in control centers.
Further information for energy utilities

Procesg control system assets will sometimesl-be housed in an externally operated data centre along with
other infformation and telecommunication (I€T) assets. Physical segregation between control systems and
other IQT systems and strict “segregation of duties” is important when external operators operate the contro
systemg; in many cases this will be in a.facility distant from a data centre under the control of an energy utility.
9.1.8 Pecuring equipment rooms

This comtrol is not included.in-ISO/IEC 27002:2005.

Contro

Measurgs to ensare the physical security of equipment rooms where control system facilities used by energy
utilities pre located, should be designed, developed and implemented.

Implen1entation guidance

To protect a room in which control system facilities used by energy utilities are located (hereinafter referred to
as control system equipment rooms), the following controls should be considered:

a) The control system equipment room should be located where it is least endangered by external
influences such as extreme environmental conditions or natural disasters.

b) The control system equipment room should be located where access by unauthorized personnel is
restricted; adequate measures should be taken to prevent or detect possible unauthorized intrusion.
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Where possible, the control system equipment room should be unobtrusive. There should be minimum

indication of its use as a control system equipment room for process control systems.

The control system equipment room should be located where it is least susceptible to flooding or other

ingress of water. Should the room not fulfil this requirement, then the necessary measures sh
taken to prevent this, such as raising the floor level, watertight design of the building or installing
water drainage facilities, etc.

The control system equipment room should be located where it is best protected from

voltage / high current equipment or transformers, etc.

Important components should be placed in a dedicated control system equipment roomZwith app
physical protection.

In areas of high earthquake risk measures should be taken to prevent items<@nd materials useq
floor, walls, ceiling from collapsing and falling.

The materials used for the floor, walls, ceiling etc. should be non-combustible or fire-resistant.
Measures should be taken to deal with malfunctions caused by static charges.

Ducts connecting control system equipment rooms should, be designed to slow down or pre
spread of fire.

ould be
special

strong
cted by
of high

ropriate

for the

ent the

Measures should be taken to protect the controlisystem equipment rooms from electromagnetic

interference if they are used as data storage rooms and / or for data backup, where necessary.
Fire-proofing measures should be implemented'for data storage rooms.

Automatic fire alarms should be installed\in control system equipment rooms and air-conditionin
rooms.

Fire extinguishers should be installed in control system equipment rooms and air-conditioning
rooms.

Control system equipmentrooms should be air-conditioned.

Air-conditioning for'eontrol system equipment rooms and other important facilities should be provid
separate system-to that for offices and other areas of the building.

D.1.9 Securing peripheral sites
This controlis not included in ISO/IEC 27002:2005.

Control

y facility

facility

ed by a

controls should be designed, developed and implemented.

OF peripheral Sites where control system equipment used by energy utilities 1S located, physical security

Where a sufficient level of physical protection for peripheral sites is not attainable, the residual risk should be
taken into consideration and mitigated by the application of appropriate countermeasures. When selecting
such countermeasures, the criticality of the process control systems operated at these peripheral sites as well
as redundancy and fallback concepts implemented for their corresponding system functionality should be
given primary consideration.

© ISO/IEC 2013 — All rights reserved
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Implementation guidance

Especially in energy transmission and distribution networks, and in distributed generation systems,
components of the control system infrastructure may be distributed across peripheral sites that are frequently
unoccupied. In order to protect such decentralized sites where control system facilities are located (hereinafter
referred to as peripheral sites), the following controls should be considered:

a) If the peripheral site is located in an area of high earthquake risk, it should be earthquake-proof and
comply with corresponding national and regional standards.

b) Depending upon the criticality of the process control systems operated at peripheral sites, automatic fire
control equipment should be installed, where necessary.

c) Petfipheral sites should be monitored for the purpose of detecting component malfunctiens, powel
faillires, fire, etc. Where necessary, air humidity and temperature should also be monitored,

d) Ade¢quate, physically secure perimeters should be installed using, for example, secdre fencing and an
autpmatic alarm system should be installed and monitored from a central location, where necessary.

9.2 Ejquipment security

9.2.1 Equipment siting and protection

Control[9.2.1 from ISO/IEC 27002:2005 is augmented as follows:
Energy|utility-specific implementation guidance

Under gertain circumstances, system components of process control systems and supporting infrastructure
may have to be installed in areas with extensive exposufeto dust, heat, cold, electromagnetic radiation
humidity, etc. The equipment should be suitably designed and constructed to operate in such environmenta
conditions; otherwise additional protective countermeasures, e.g. suitable external housing cabinets should
be implgmented to ensure reliable operation.

9.2.2 Bupporting utilities

Control[9.2.2 from ISO/IEC 27002:2005 is‘augmented as follows:

Energy|utility-specific implementation guidance

To avoif cyclic dependencies, all critical systems, communication services and other equipment required for
system [restoration after a major power outage should be designed and operated so that they are independent
of exterpal services for af-appropriate period of time. This applies in particular to external energy supplies.
Further information.for energy utilities

Depending updtiplans for system restoration, critical components essential for system restoration should be
capablg of being operated independently of an external power supply for at least 8h to 12h. In remote areas if

may be|negessary to provide an independent power supply that can operate for several days. This includeg
for example an automatiC emergency power generator as well as the corresponding STOCKpIle of Tuel.

9.2.3 Cabling security
Control 9.2.3 from ISO/IEC 27002:2005 is augmented as follows:
Energy utility-specific implementation guidance

Especially in the sphere of energy transmission and distribution grids, communication networks are installed
over wide areas to allow communication with peripheral sites and provide remote maintenance access. It is
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frequently not possible to provide an equivalent level of protection for off-site cabling as for in-house cables.
The associated risks should be evaluated correspondingly and mitigated as far as possible by implementing
supplemental physical measures. Depending upon the sensitivity of transmitted data, additional non-physical
measures such as cryptographic protection should also be considered.

9.2.4 Equipment maintenance

No additional information specific to the energy utility domain.

595 Seeuritv-ofeat i .

No additional information specific to the energy utility domain.
D.2.6 Secure disposal or reuse of equipment

No additional information specific to the energy utility domain.
D0.2.7 Removal of property

No additional information specific to the energy utility domain.
0.3 Security in premises of 3™ parties

A control objective additional to ISO/IEC 27002:2005, clause 9, Physical and environmental security, ig:

Objective: To protect equipment located outside of the energy utility organizations' premises against physical
and environmental threats.

P.3.1 Equipment sited on the premises of other.energy utility organizations
Control

Where energy utility organizations install equipment outside of their own sites or premises in areas that are
the responsibility of other utilities, suchyas interconnection stations for instance, equipment should be|sited in
p protected area so that any risks “arising from environmental threats or dangers are mitigated and the
possibility of unauthorized access.is reduced.

mplementation guidance

To protect the equipment of an energy utility organization that is sited on the premises of other energy utility
prganizations, the-following controls should be considered:

n) The range-of responsibility and interfaces with other energy utility organizations should be specifigd and it
should\be possible to isolate the equipment easily from that of the other organization, where neg¢essary.
(Seealso 9.3.3, Interconnected control and communication systems).

b)~. Agreements should be concluded contractually with the other energy utility organization for the supply of

sunnortina-infrastructure services-stch as ganarav sunnly _coolina heating etc
SHUPPOHRGHRHHESHUGHHE-S8PAGEeSSHEHaS- 8RB HGY-SHP P 600HRGHeaHAg 86

c) It should be ensured that the operational site where equipment is to be installed fulfils all necessary
security requirements.

Further information
In order to ensure that the security level of the other organization's premises is consistent with that of the

energy utility organization's own premises, corresponding terms and conditions should be negotiated in
advance.
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9.3.2 Equipment sited on customer’s premises

Control

Where

energy utility organizations install equipment within customer premises, e.g. in order to control or

measure the supply of energy and/or to deliver additional services, the organizations' equipment should be
protected so that any risks arising from environmental threats or dangers are mitigated and the possibility of
unauthorized access is reduced.

Implenrvta%equidence
To protg¢ct equipment located at an energy utility customer’s site, the following controls should be considéred:

a) The equipment cabinets installed at the customer’s site should be sturdy and it should not be“easy fol

ung

b) The range of responsibility and the interfaces with the customer should be specified~and it should be

pog
c) Its
9.3.3
Contro
Where
parties,

possiblg
order to

Implementation guidance

Energy

In orde
isolating

conneciions, where necessary.

Energy
be susp

The crit

Moreov
fallback

10 Cd

101 QO

uthorized users to open them. Any form of manipulation should be easily detectable.

sible to isolate the equipment easily from that of the customer, where necessary.
hould be possible to monitor the status of the equipment or to operate the equipment remotely.

nterconnected control and communication systems

control systems and related communication lines are intefconnected with those of external third
the range of responsibility and interfaces with the customer should be clearly defined such that it is
to disconnect and isolate each organization from the others within an appropriate period of time in
avoid known risks.

utility organizations should monitor the status of their interconnections.

[ to diagnose problem areas and-take corrective actions, organizations should have a means fol
the connections between themselves and external third parties and for reconnecting isolated

utility organizations should)Specify in contracts or agreements that the system interconnections may

ended in cases where(Severe interference occurs with the organization’s own services.

bria and conditionsnecessary for the suspension of system interconnections should be clearly defined

br the possibleimpacts of suspending system interconnections should be evaluated and if necessary
measures should be defined and prepared, where necessary.

mmunications and operations management

perational procedures and responsibilities

10.1.1 Documented operating procedures

Control

Energy

10.1.1 from ISO/IEC 27002:2005 is augmented as follows:

utility-specific implementation guidance

In the operating processes documentation it should be specified exactly under which conditions incident,

emerge
security

16

ncy or crisis handling procedures are to be invoked (see clause 13.2, Management of information
incidents and improvements).
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10.1.2 Change management
No additional information specific to the energy utility domain.
10.1.3 Segregation of duties
No additional information specific to the energy utility domain.

10.1.4 Separation of development, test and operational facilities

Control 10.1.4 from ISO/IEC 27002:2005 is augmented as follows:
Energy utility-specific implementation guidance

n the process control domain of energy utilities, the separation of development, test, and-operational $ystems
s not always possible to the full extent. This is especially true where real-time procéss data is neg¢ded for
development, testing, trouble-shooting and debugging purposes. In these€/-special cases,| where
nterconnections between development, test and operational systems are required or where testing and
debugging at operational system level is necessary, these overlaps should’be reduced to an absolute
minimum. The resulting risks should be identified and feasible alternativesilike process data emulgtors or
remote debugging (debugging of the operational system using secured communication system interfaces)
should be considered.

f the separation of development, test, and operational systems/cannot be implemented, customized|change
management, incident, emergency and crisis handling procedures should be established that allow|a rapid
and appropriate reaction to disruptions and problems in the“gperational system, compatible with the griticality
pf the system in question.
[Moreover it should be ensured that development and.test systems are also secured using the state-of-the-art
fechnology. According to their criticality it should be ensured that the test and development systems are
sufficiently isolated from other system and networks (e.g. operation in a separate network environment, no
direct Internet access, etc.) and that they are-exclusively used for development and testing.
10.2 Third party service delivery:‘management

No additional information specific te-the energy utility domain.

10.3 System planning and acceptance

No additional information specific to the energy utility domain.

10.4 Protection’against malicious and mobile code

10.4.1 Controls against malicious code

Contrel10.4.1 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

If the software that protects against malicious code cannot be deployed for technical reasons (e.g. as a result
of a lack of vendor support or vendor approval or the impossibility of installing timely updates), the resulting
risks should be identified and other types of countermeasures should be implemented that provide at least an
equal degree of protection.

Supplementary controls against malicious code include, among others:

— securing of all physical and logical data interfaces;
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— network isolation and implementation of segmented network security zones that limit the impact of a
malware incident;

— comprehensive system hardening measures to minimize the risk of malware incidents;
— deployment of whitelisting solutions, which restrict the execution of non-approved software and code.
In particular, the possible effects of malware incidents on equipment used for real-time process control and

associated communications (e.g. through overload and disruption) should be taken into consideration and
mitigatedby Tmptementingtheappropriate comntrots:

10.4.2 Controls against mobile code

Control[10.4.2 from ISO/IEC 27002:2005 is augmented as follows:

Energy|utility-specific implementation guidance

Smart grid technology is based on communicative networking and the installation. of* distributed contro
systemg that may, among others, be situated on customer’s premises. For this purpose, distributed software
and mopile software agents may be used which could be provided and installed by the customer or by other
third pafties. The risks resulting from the use of mobile code should be taken-into consideration and treated
approprately.

10.5 Back-up

No additional information specific to the energy utility domain.

10.6 Network security management

10.6.1 Network controls

No additional information specific to the energy utility domain.

10.6.2 Becurity of network services

No additional information specific to the energy utility domain.

10.6.3 Becuring process control'data communication

A contr¢l additional to ISO/IEC.27002:2005, clause 10.6, Network security management, is:

Contro
Measurges to ensure’the confidentiality, integrity and availability of internal and external process control data

commupication sheuld be designed, developed and implemented in accordance with the level of sensitivity of
the datq transmitted.

Implementation guidance

In the field of process control data communication several sector-specific or generic technical standards and
protocols exists, such as:

— IEC 60870-5;
— |EC 60870-6 (TASE.2);

— DNP3;
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— |EC 61850;
— |EC 61400-25;
— Modbus.

The standard communication protocols usually do not include dedicated security mechanisms.

The risks resulting from this, together with the implementation of modified countermeasures, should be taken

Mo consiaeration.  Countermeasures may mciude the activation of —security features that—are
supported (e.g. in accordance with IEC 62351) or additional cryptographic protection (e.g. encryption,
Checks and authentication of the communication partners) on the lower network levels.

10.7 Media handling

No additional information specific to the energy utility domain.

10.8 Exchange of information

No additional information specific to the energy utility domain.

10.9 Electronic commerce services

No additional information specific to the energy utility domain.

10.10 Monitoring

10.10.1 Audit logging

Control 10.10.1 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

n the energy utility sector, relevant{audit logs may also include certain actions carried out by o
personnel, such as switching operations for instance. Audit logs and obligations to preserve such reco

be stipulated in industry-specific legislation and by regulatory bodies for a wide range of electronic doc

The acquisition, processing’ and management of audit protocols and data should be implemgd
pccordance with all applicable business, statutory, regulatory and internal requirements.

10.10.2 Monitoring'system use
No additionalkinformation specific to the energy utility domain.

10.10.3.Protection of log information

No additional information specific to the energy utility domain.

already
ntegrity

pberating
rds may
bments.

nted in

10.10.4 Administrator and operator logs
No additional information specific to the energy utility domain.
10.10.5 Fault logging

No additional information specific to the energy utility domain.
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10.10.6 Clock synchronization
Control 10.10.6 from ISO/IEC 27002:2005 is augmented as follows:
Energy utility-specific implementation guidance

For all systems that are directly or indirectly interconnected with external partners, a common and agreed time
standard such as Central European Time (CET) or Coordinated Universal Time (UTC) should be used.

Furtherrinformation-for-energyttilities
Depending upon the criticality of the process control system in question, the use of dedicated, non-interne

synchrdnized NTP servers or of digitally-signed NTP time messages should be considered in order to prevent
the manjipulation of NTP signals.

10.11 |Legacy systems

A contfol objective additional to ISO/IEC 27002:2005, clause 10, Communications and operations
managgment, is:

Objective: To protect against risks resulting from the use of legacy systems) where adequate security
measures cannot be implemented.

10.11.1|Treatment of legacy systems
Contro

All conventional legacy process control system technologies,.8ystems and components (hereinafter referred to
as legqcy systems) should be identified along with their potential information security vulnerabilities
Approptiate controls should be implemented in order to:mitigate all of the identified risks associated with such
legacy systems.

Implementation guidance

A large|l number of the process control systems used in the energy utility industry are based on legacy
technolpgies which lack basic security,features. To provide an appropriate level of security, the risks resulting
from cgntinued use of legacy systems and technologies should be identified. In situations where standard
controlg cannot be implemented, other types of countermeasure should be applied, for example:

a) The¢ implementation of strict and appropriate network segregation.

b) Remote access farconfiguration and maintenance purposes should be avoided. If remote access ig
abgolutely necessary, proper network isolation, e.g. through the use of secure proxy services should bg
engured. Access for maintenance purposes should only be provided via defined interconnection pointg
that are opérated and monitored securely.

c) Strict-aceess control rules should be enforced at the network, system and application levels.

It should be ensured that only state of the art equipment and components are used for maintenance and
configuration purposes.

10.12 Safety functions

A control objective additional to ISO/IEC 27002:2005, clause 10, Communications and operations
management, is:

Objective: To ensure the integrity and availability of safety functions.
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10.12.1 Integrity and availability of safety functions

Control

The integrity and availability of information assets, systems, components and functions that are required to
ensure safety functions should be protected in accordance with sector-specific standards and legal
requirements.

Implementation guidance

)

p)

C)

)

11

)

P)

n order to ensure the operating safety functions the following measures should be considered:

11.1 Business requirement for access control

11.1.1 Access control policy

Control 11.1.1 from ISO/IEC 27002:2005 is augmented as follows:
Energy utility-specific implementation guidance

n addition, the policy should take account of the following:

11.2 User\access management

No additional information specific to the energy utility domain.

EENT ibiliti

Using dedicated, isolated communication systems for the transmission of safety-relatg
communications.

Ensuring that the safety functions are independent of process control and automation systems.

Avoiding changes to critical safety systems and their safety-related configuration data by remote
means.

Logging of changes to the configuration of safety systems.

Access control

The application of conditions and regulations pertaining to the usage of group accounts, where th
personal user accounts is not possible. In order to ensure a sufficient level of access secu
traceability, precise rules®regarding exceptions should be defined, together with supple
measures.

Conditions and regulations that are applicable to systems that do not support a strong password |

d data

access

b use of
rity and
mentary

policy or

where such a-password policy is not possible for operational reasons. In order to ensure a sufficignt level

of access secufity, supplementary measures should be defined in particular.

11.3.1 Password use

Control 11.3.1 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

In the process control domain it is not always possible to ensure the use of secure passwords, e.g.:
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— Legacy systems often do not allow for individual passwords and/or passwords with necessary strength;

— It is frequently impossible to connect systems operated at decentralized plants, such as substations or
distributed generation units, to central directory services, which means that local accounts and passwords
have to be used. This makes it practically impossible to change passwords regularly.

It should therefore be clearly indicated to the user when the general password policy applies and where
different passwords are to be used or where it is not possible to use any passwords at all (legacy systems).

Especigtty-imsituations—where—ontyone—unique—password-s—used-forgenerat-systemaccess,thepasswor
should pe chosen to be as secure as possible. In particular, the standard passwords used by the system
vendorg should be considered as insecure and widely known. Passwords should only be accessible "tg
persong who are involved in the operation of the system.

11.3.2 Unattended user equipment

No additional information specific to the energy utility domain.

11.3.3 Clear desk and clear screen policy

No additional information specific to the energy utility domain.

11.4 Network access control

11.4.1 Policy on use of network services

No additional information specific to the energy utility domain.

11.4.2 User authentication for external connections

No additional information specific to the energy utility damain.

11.4.3 Equipment identification in networks

No additional information specific to the energy utility domain.

11.4.4 Remote diagnostic and configuration port protection

No additional information specific.to the energy utility domain.

11.4.5 Begregation in networks

Control[11.4.5 from ISOAEC 27002:2005 is augmented as follows:

Energy|utility-specific implementation guidance

Where ppplicable and technically feasible, the network infrastructure of process control systems should be

divided |inte_multiple zones with different functions and protection requirements [5]. In particular, differen
technical and operational domains should be segregated from one another.

Where technically feasible, the network zones should be separated by firewalls, filtering routers or gateways.
Network connections to external networks, such as the corporate office network, external partners or remote
maintenance access connections, should be routed exclusively via especially hardened application proxies,
which are located in a separate network zone (i.e. demilitarized zone), designed specifically for this purpose.

If applicable and technically feasible, the networks and distributed systems should be divided into independent

horizontal segments (e.g. according to different locations or plant units). These segments should be separated
by firewalls, filtering routers or gateways.
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11.4.6 Network connection control

No additional information specific to the energy utility domain.
11.4.7 Network routing control

No additional information specific to the energy utility domain.

11.4.8 Logical coupling of external process control systems

A control additional to ISO/IEC 27002:2005, clause 11.4, Network access control, is:

Control

Before process control systems and related communication links with external parties are.connected |
the energy utility organization should ensure that only authorized communications and informatio
ncluding control system commands and messages can be exchanged over the link: The risk resulti
such system coupling should be evaluated.

mplementation guidance

Process control systems should only be coupled with external third pariies if this is necessary for opg
reasons. Coupling should only be carried out at defined coupling jpeints which are operated and m
securely.

The type and extent of authorized communications, including the necessary data exchange and
commands should be defined and approved. The usg ‘Of filtering devices (such as gateways, pr
ppplication level firewalls) to allow only authorized “communication and information flows sh
considered.

11.5 Operating system access control

11.5.1 Secure log-on procedures

No additional information specific to'the energy utility domain.

11.5.2 User identification and\authentication

Control 11.5.2 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

The use of unigue user identifiers may not always be feasible in energy utility process control systems
pccessing the operating system or firmware of embedded systems like controllers / PLCs or for main
processes_jn distributed systems. The resulting risk should be considered and appropriate risk-m

countermeasures implemented.

The) use of individual and group user accounts should be consistent with applicable audit requirem

bgically,
N flows,
ng from

rational
bnitored

control
bXies or
buld be

e.g. for
fenance
itigating

ents (cf.

10.10.1, Audit logging)

11.5.3 Password management system

No additional information specific to the energy utility domain.
11.5.4 Use of system utilities

No additional information specific to the energy utility domain.
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11.5.5

Session time-out

Control 11.5.5 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

The activation of session time-outs and screensavers is not appropriate in certain process control

applica

tions, for example in HMIs and visualization applications used for continuous process monitoring by

operating personnel, e.g. in control centers. For such applications the resulting risks of unattended sessions

should

11.5.6

No additional information specific to the energy utility domain.
11.6 Application and information access control

No additional information specific to the energy utility domain.
11.7 Mobile computing and teleworking

No additional information specific to the energy utility domain.

12 Information systems acquisition, development and maintenance

12.1 Security requirements of information systems

1211

Control

Furthe

To support the acquisition of process controb systems, the BDEW Whitepaper “Requirements for Secure

Control
which
require

12.2 Correct processing in.applications

No add

12.3 Clryptographiccontrols

No add

12.4 Slecurity of system files

12.4.1

Control

P

_imitation of connection time

Becurity requirements analysis and specification
12.1.1 from ISO/IEC 27002:2005 is augmented.asfollows:

il information for energy utilities

and Telecommunication Systems” [1] exemplifies essential control system specific security measures
¢an be used during system procurement. A mapping of the controls of this document and the
ments of the BDEW Whitepaper:[1] is included in Annex B.

itional information¢specific to the energy utility domain.

itional information specific to the energy utility domain.

Control of operational software

12.4.1 from ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

Energy

utility organizations should minimize the risk of corruption of operational systems by observing the

following guidelines on controlling changes (change management):

24
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a) If changes to applications and core systems (e.g. operating system software, firmware) are to be
implemented on sensitive systems, comprehensive tests should be carried out beforehand in a dedicated
test environment that resembles the operational system environment and its interactions with the physical
process as closely as possible (cf. 10.1.4, Separation of development, test and operational facilities).

b) In the case of sensitive process control system applications, at least three generations of software,

parameter sets and configuration data should be retained.

12.4.2 Protection of system test data

No additional information specific to the energy utility domain.
12.4.3 Access control to program source code

No additional information specific to the energy utility domain.
12.5 Security in development and support processes
No additional information specific to the energy utility domain.
12.6 Technical vulnerability management

No additional information specific to the energy utility domain.

13 Information security incident management

13.1 Reporting information security events and<weaknesses

No additional information specific to the energy utility>*domain.

13.2 Management of information security incidents and improvements

No additional information specific to the energy utility domain.

14 Business continuity management

14.1 Information security aspects of business continuity management

14.1.1 Including information security in the business continuity management process

Control 14.1.1 from)ISO/IEC 27002:2005 is augmented as follows:

Energy utility-specific implementation guidance

Fnergy utility organizations should consider the continuity of the general energy supply as one of

Elements of business continuity management. For this reason, disaster recovery concepts and proced
relevant emergency and crisis scenarios affecting critical process control systems, e.g. outages, failu

malfunctions should be considered.

14.1.2 Business continuity and risk assessment

No additional information specific to the energy utility domain.

14.1.3 Developing and implementing continuity plans including information security

No additional information specific to the energy utility domain.
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14.1.4 Business continuity planning framework

No additional information specific to the energy utility domain.

14.1.5 Testing, maintaining and re-assessing business continuity plans

No additional information specific to the energy utility domain.

14.2 Essential emergency services

A contr(LI objective additional to ISO/IEC 27002:2005, clause 10, Business continuity management, is:

Objecti
natural

e: To ensure the availability of essential emergency services in the case of major disturbances

Hisasters, accidents or other extensive emergency situations.

14.2.1

Contro
Should
occurre
maintai
systems
from, su

Implementation guidance

Essenti

op4

inte

poy

dis

trapsmission and distribution.system operators;

me

flog

fire

dis

Emergency communication

major disturbances, natural disasters, accidents or any other emergencigs ‘occur, or if there is a risk o
nce thereof, energy utility organizations should ensure that essential communication links are
ned with their own emergency staff and/or the emergency staff of other utilities, with essential contro
and with external emergency organizations necessary for the protection and handling of, or recovery
ch incidents.

bl communication links may include voice and data trafismission, for example with the following:
rating and emergency staff in central or peripheral locations;

rnal and external crisis management;

ver stations;

ributed energy producers;

feorological organizations;
d preventiondrganizations;
service ‘erganizations;

bster-relief organizations;

security authorities;

telecommunication service providers;

medical institutions;

Other national or local organizations that handle essential public services.

Furthermore, emergency communications may include data links with the following:
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— emergency control systems and related subcomponents;

— emergency alarm and monitoring systems and related subcomponents.

Especially in the field of electric power supply it should be recognized that the communication links which may

be required for system restoration might in turn rely on the electric power supply.

15 Compliance

15.1 Compliance with legal requirements

15.1.1 Identification of applicable legislation

Control 15.1.1 from ISO/IEC 27002:2005 is augmented as follows:
Energy utility-specific implementation guidance

Requirements specific to the energy utility sector may include:

systems and networks;

— requirements relating to non-discrimination and unbundling-in regulated energy markets;
— requirements relating to the protection of critical infrastructures;

— national and international data protection legislation;

— other regulatory requirements.

n the course of planning systems that will have along service life, foreseeable changes in requi
should be taken into consideration as far as possible, so that these can be implemented with man
modification effort.

15.1.2 Intellectual property rights (IPR)

No additional information specific to_the energy utility domain.

15.1.3 Protection of organizational records

No additional informatjon specific to the energy utility domain.

15.1.4 Data protéection and privacy of personal information

No additional‘information specific to the energy utility domain.

15.1.5 ‘Prevention of misuse of information processing facilities

No-additional information specific to the energy utility domain.

— requirements relating to the secure, safe and reliable operation' of energy facility components,

rements
ageable

15.1.6 Regulation of cryptographic controls
No additional information specific to the energy utility domain.
15.2 Compliance with security policies and standards, and technical compliance

No additional information specific to the energy utility domain.
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15.3 Information systems audit considerations

No additional information specific to the energy utility domain.
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