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Foreword

ISO (th
Commi

e International Organization for Standardization) and IEC (the International Electrotechnical
ssion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |
ISO/IE

Internd

The malin task of the joint technical committee is to prepare International Standards. Draft Jnternational

Standa

Publication as an International Standard requires approval by at least 75 % of th@.national bodies

casting

In exce
from th
may de
be subj

Attenti
patent

ISO/IE

Subcommittee SC 27, IT Security techniques.
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[ JTC 1.

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2

rds adopted by the joint technical committee are circulated to national bodies for voting

avote.

pbtional circumstances, when the joint technical committee has collectefi{data of a different kind
at which is normally published as an International Standard (“state™of the art”, for example), i
cide to publish a Technical Report. A Technical Report is entirely informative in nature and shall
ect to review every five years in the same manner as an International Standard.

bn is drawn to the possibility that some of the elements ofthis document may be the subject of
Fights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

[ TR 27016 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology

iv
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Introduction

This Technical Report provides guidelines on information security economics as a decision making
process concerning the production, distribution, and consumption of limited goods and services. Actions
for the protection of an organization’s information assets require resources, which otherwise could be
allocated to alternative non-information security related uses. The reader of this Technical Report is
primarily intended to be executive management who have delegated responsibility from the governing
body for strategy and policy, e.g. Chief Executive Officers (CEOs), Heads of Government Organizations,

]llin Filldllbid} foil,cl N (CFGD), C}llcf GPUI d.l,ills foibcl N) (COGD), C‘llle IllfUl llld‘LiUll foiLCl N (CIG;), Chlef
[nformation Security Officers (CISOs) and similar roles.

[nformation security management is often seen as an information technology only approach using
technical controls (e.g. encryption, access and privilege management, firewalls, and’ intrusion and
malicious code eradication). However, any application of information security is noteffective yithout
considering a broad range of other controls (e.g. physical controls, human resdurce controls, policies
and rules, etc.). A decision has to be made to allocate sufficient resources to~support a broagl range
pf controls as part of information security management. This Technical. Réport supports th¢ broad
pbjectives of information security as provided in the ISO/IEC 27000 family-of standards by intr¢ducing
economics as a key component of the decision making process.

Coupled with a risk management approach (ISO/IEC 27005[5]) and’the ability to perform infomation
security measurements (ISO/IEC 27004[41), economic factors needto be considered as partofinfomation
Kecurity management when planning, implementing, maintaining and improving the security of the
prganization’s information assets. In particular, economicjustifications are required to ensure spending
pn information security is effective as opposed to using the resources in a less efficient way.

Typically, economic benefits of information security management concern one or more of the following:
H) minimizing any negative impact to the organization’s business objectives;

b) ensuring any financial loss is acceptable;

c) avoiding requirements for additional risk capital and contingency provisioning.

Information security managementimay also produce benefits that are not driven by financial c¢ncerns
plone. While these non-financial benefits are important, they are usually excluded from financigl based
economic analysis. Such benefits need to be quantified and included as part of the economic aphalysis.
Examples include:

) enabling the business to participate in high-risk endeavours;

b) enabling thé-business to satisfy legal and regulatory obligations;
) managing customer expectations of the organization;

d) managing community expectations of the organization;

)~ maintaining a trusted organizational reputation;

f) providing assurance of completeness and accuracy of financial reporting.

Negative financial and non-financial economic impacts as a result of a failure by the organization to
provide adequate protection of its information assets are increasingly becoming a business issue. The
value of information security management includes identifying a direct relationship between the cost of
controls to prevent loss, and the cost benefit of avoiding a loss.

Increasing levels of competition are resulting in the need for organizations to focus on the economics of
risk.

© ISO/IEC 2014 - All rights reserved \%
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This Technical Report supplements the ISO/IEC 27000 family of standards by overlaying an economic
perspective on protecting an organization’s information assets in the context of the wider societal
environment in which an organization operates.
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TECHNICAL REPORT ISO/IEC TR 27016:2014(E)

Information technology — Security techniques —
Information security management — Organizational
economics

1 Scope

This Technical Report provides guidelines on how an organization can make decisiéhs to
information and understand the economic consequences of these decisions in the context of con
requirements for resources.

This Technical Report is applicable to all types and sizes of organizations and provides infor
to enable economic decisions in information security management by tep ‘management wh
responsibility for information security decisions.

2 Normative references

The following documents, in whole or in part, are normatiyely referenced in this document
indispensable for its application. For dated references, only the edition cited applies. For y
references, the latest edition of the referenced documentfincluding any amendments) applies.

[SO/IEC 27000, Information technology — Security~techniques — Information security mandg
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the«terms and definitions given in ISO/IEC 27000 and the fo
hpply.

3.1

annualized loss expectancy

ALE
monetary loss (3.13) that can be expected for an asset due to a risk over a one year period

Note 1 to entry: ALE s defined as: ALE = SLE x ARO, where SLE is the Single Loss Expectancy and AR
Annualized Rate af-Qccurrence.

3.2
direct value

information asset or assets being harmed or lost

protect
hpeting

mation
o have

ind are
ndated

lgement

llowing

O is the

value that'can be determined by a value of an identical replacement or substitute in the event of an

ate 1 to entry: This value is pncifivp as lnng asthe information assetisnotharmed but seen aslossift

he event

occurs.

3.3
economic factor
item or information that affects an asset’s value (3.22)

3.4
economic comparison
consideration of competing or alternative cases for the allocation of resource

© ISO/IEC 2014 - All rights reserved
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3.5
economic justification
element of business case desiged to enable the allocation of resource

3.6
economic value added
measure that compares net operating profit to total cost of capital

3.7
econorpics
efficieth use of limited resources

3.8
expected value
value eptimated as an impact to the business by an information asset being harmed or lost

Note 1 to entry: This value is positive as long as the information asset is not harmed but seen-as loss if the event
occurs.

3.9
extended value
expecte¢d value times the number of times that value might occur

3.10

indire¢t value

value that is estimated for the replacement or restoring in the eyvent of an information asset or assets
being hlarmed or lost

Note 1 to entry: This value is positive as long as the informatign asset is not harmed but seen as negative if thd
event odcurs.

3.11
informlation security economics
efficient use of limited resources for informatidn security management

3.12
informlation security management
ISM
managing the preservation of confidentiality, integrity and availability of information

3.13
loss
reduction in the value (8:22) of an asset

Note 1 fo entry: In_terms of information security economics (3.11), a loss may also be used in the context as 3
positive value. Inthis document a cost is always negative unless otherwise stated.

3.14
market value
highest price thata rpnr‘ly, vvilling and able hnypr will pay and the lowest price a seller will accept

3.15
net present value
sum of the present values (3.16) of the individual cash flows of the same entity

3.16
present value
current worth of a future sum of money or stream of cash flows given a specified rate of return

3.17
non economic benefit
benefit for which no payment has been made

2 © ISO/IEC 2014 - All rights reserved
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3.18
opportunity cost
future estimated cost for a certain information security activity or activities

3.19
opportunity value
future estimated positive value gained from a certain information security activity or activities

3.20

eceagulatorvreauirements
e -y ettt Htd

mandatory resource demands associated with a specific market

3.21
return on investment
measurement per period rates of return on value invested in an economic entity

3.22
societal value
public distinction between right and wrong

3.23
value
relative worth of an asset to other objects or a defined absolute yalue

Note 1 to entry: In terms of information security economics (3.13) a value may be positive or negativel. In this
document a value is always positive unless otherwise stated.

3.24
value-at-risk
VAR
summarizes the worst loss (3.13) over a targettime that will not be exceeded with a given probability

Note 1 to entry: Target time for example could be 1 year and the given probability could also be referred to as
confidence level.

4 Abbreviated terms

BVM Basic Value Model

CIA Confidentiality-Integrity-Availability

[CT Information and Communications Technology
[RP Interest Rate Parity

[SMS Information Security Management System
ROT Return On Investment

5 Structure of this Document

Fundamental to the organizational economics of information security management is the ability to
enable economic values to be presented to management thereby enabling better factual based decisions
regarding the resources to be applied to the protection of the organization’s information assets.

In this Technical Report Clause 6 descibes information security economic factors and their relevance in
management decision making. Clause 7 describes the economic objectives in terms of asset evaluations.
Clause 8 describes how to apply an economic balance using information security benefits and costs in
an organizational context in general and using examples depending on the category of a business case.

© ISO/IEC 2014 - All rights reserved 3
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These clauses are supported by a number of annexes:

— Annex A describes wide context objectives of stakeholders regarding the values of information

sec

urity.

— Annex B describes business objectives and related information security organizational cost issues.

— AnnexCdescribesasetof modelsthatcanbe used forinformation security organizational economics.

— Annex D describes examples of using models with example figures.

6 Inf

6.1 Management Decisions

The IS
managg
inform
devised
resourg

The information security decision process needs to include a clear basis in support of management

decisio
securit
the org

as risks,

Detern
inform
needst
NetPre
progra

a) Somne benefits of an information security management programme may not be economic in nature

be
exa
nof
(of0)

b) Sinpilarly,the societal yalue ofaninformation security management programme cannotbe objectively

det
ecq

prd
dif

c) Inf]

ormation Security Economic Factors

D/IEC 27000 family of standards provides a number of business related objectives guiding
ement decisions by which organizations formally and informally assess theirneed to invest in
htion security. These management decisions will be made more effective if a relevant process i
to compare the net benefit of an information security investment with'\¢empeting demands for
e in other areas of the organization.

h-making, taking into account appropriate factors with respectto the organization’s information
¥ economics. The economic value of an information security‘investment should take account of
anization’s business objectives. With the business objectives directly linked, other factors such
costs and benefits can now be applied allowing theirimore effective measurement.

ining a suitable economic justification for the allo€ation of resources to preserve the security of
htion assets, in a way that allows economic comparison with other ways of using the resources
D be considered by management. One principleis to apply an approach of resource allocation (e.g
sentValue, Return On Investment, Economi¢Value Added) to aninformation security management
mme in order to produce results that canmbe compared for decision-making purposes.

ause it is difficult to objectively and consistently measure the benefits in economic terms. For
mple, if there are regulatory requirements to protect or provide certain information, it may
be possible to determine.the economic value of this benefit. This is also referred to as value of
hpliance.

ermined in econemic terms without an effective feedback mechanism from the community. Non
nomic benefitsare an important part of the justification of an information security management
gramme, howeVer, they cannot be included in any form of financial economic analysis as it i3
ficult to apply consistent measurement.

brmation security can be applied to protect intangible assets such as brand, reputation, etc. The

be

ent of thls protectlon needs to be calculated and presented i in such a way that it relates to the

related to the effect of applying 1nf0rmat1on security to the intangible asset. Econom1c values

should be sourced from business functions such as financial, risk management, sales and marketing,

etc.

Costs for protection should be calculated based on information security.

6.2 Business Cases

An information security investment business case allows an organization to consider whether the
economic benefits outweigh the costs and if so by how much. When information security objectives are
presented to an organization’s management, usually in the form of a business case, economic aspects
should be considered. This should include the consequences resulting from considering the information
security aspects of a business proposition. For example, what will be the economic impact on the

4
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organization’s ability to meet its objectives if an activity is (not) done? A business case should aim to
provide a clear answer to this question.

The business case should present a balanced cost-benefit-risk view so that the organization is aware
of the options and implications of any decision, thus enabling a basis upon which the desirability of
a given security investment can be considered to achieve the best outcomes. These implications and
options could be positive in terms of correct information security investments or negative if inadequate
investments are made.

Any costs associated with risks. The key fundamental elements of the business case shouldxprovide
decision makers with sufficient information to understand:

n) The value of the information asset.

b) The potential risks to the information asset.

c) The known cost of protecting the information asset.

d) The reduction of risk in relation to applying protection.

At some point the protection costs applied to the value of the information asset will reach an optimum
balance point. This optimum point between the protection costs iSwhen the reduction of risk that will
hffect the value will be less than the cost of protection (see alsg-inodel C.4).

Figure 1 symbolizes the need for the business case to include economic factors as part of the business
process.

l Top Management l Organization’s management cycle

Decision making points (related to 1I5M)
: - Definition of ISM objectives

Business Case i = Distribution of budget and resources to 15M

i - Implementation of ISM

15M cycle
Decision making points
- Distribution of resources to 1SM planning
- Definition of risk acceptance level and residual risks
- Addressing information security in change of businegs
- Applying controls for improving information security

Ipformation Security
MManagement

Figure 1 — Information security organizational economics decision process using 27016

When preparing the business case the organization needsto be mindful thatresourcesarealways finite
and that areas of concern need to be considered and prioritised dependent on the organization’s needs.
In this context, information security aspects should be founded on facts and hard data where available

and calculations should be made based on best knowledge and experience, which may include:

e) Calculation with a time-span (maximum, minimum time period, etc.).
f) Costestimates.
g) Quotations.

h) Predictions of market values.

© ISO/IEC 2014 - All rights reserved 5
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i) Known or estimated noncompliance fees and penalties.

j) Legal consequences in direct or indirect economic terms.

k) Risk estimates that provide predictions of losses occurring.

1) Opportunity Value.

m) Opportunity Cost.

When

etc. WHen defining a time-span it is useful to consult experts from all relevant functions and areas.
Econonpics related to information security management should cover:

n) Activities and decisions during the whole information security management process.

o) Ec
m
p) En

(information security management system).

The complexity of a business case for information security management\s dependent on scope which

in turn

include|{information security organizational economics as part of-abusiness case, a business rationalg
based ¢n a business description needs to be considered in combination with the actual information
securitly solution. Different economic models can be applied to.business cases at different levels of the
organization. These levels could be as simple as using two ‘categories: Category A - Organizational and

Catego

contair] a number of assets. From an information security management perspective, Category B could

also be

TaRKITTE eStMTAates baSed O a tIME-Spart, tese coutd be gathered fTomT StatiStiTs, TISK asSesments

nomic aspects supporting the decision on annual investments for the infeymdtion security
nagement process.

buring that information security management is undertaken in conformity with ISO/IEC 27001 [1]

is based on the context in which information security needs,tolbe applied. In order to be able tg

'y B - Part of the organization consisting of a progcéss, function, etc. The organizational part can

an application business case for a control or.controls.

© ISO/IEC 2014 - All rights reserved
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Table 1 — Categorization of business cases

as process/department/ func-
tion and/or asset/assets and/
or control/controls

business activity or an
information security
activity.

The case concerns a
change to part of the
business and describes
information security
applied to the change
and investmentfor the
organizatiorfgvith multi-
ple effects on informa-
tion security.

The¢ase describes
information security
applied to a spe-
cific asset or set of
assetswhere one or
a number of controls
should be applied.

Business Type/Scope Description of type of ISM example Calculation char-
case cat- business case acteristics
egory
A Organization wide High level and more A typical caseisan |High level calcula-
conceptual. This means |ISMS implementa- tion of opportu-
that the case describes |tion or merger or nity values for the
information security acqusition of another|organization and
ayylicd tU tllC VV}IU}C Ul sallibati\.}ll. LUDtD fUl ;lllple_
or a major part of the It assumed that ISMS menting and.run-
organization. . o .7, " |ning the busfiness
organization wide
. case.
applies to the agreed
scope boundaries Axange is rgcom-
mended for both
values and cpsts.
B Part of the organization such |A case based ona A typical cas€lissan | There could|be

ICT outsourcing,
computer-centre
and/or\such items
assecure web,
enhanced perimeter
protection, computer
centre fire protec-
tion, IDS deploy-
ment, etc.

several calcylations
and results Tnay
need to be aggre-
gated. A caldulation
of values andl costs
is generally pasy

to define buf may
need to be efti-
mated for cdmplex
business cages.

Arange is rdcom-
mended for ¢sti-
mates of valfies but
not costs.

)

6.3 Stakeholder Interests

Further information abotit eéconomic decisions and key decision factors are described in Annex

W

[SO/IEC 270011 stipulates that the ISMS should be used to further stakeholders’ interests. Furthering
these interests-should include consideration of information security economics. Economic factorg should
be considered where information security could have a negative impact on stakeholders. As an example
the following values may be used:

Societal value, for example, should the total economic value of the defined society be incliided or

should there be any limitations?

b)
‘)
d)
e)
f)

© ISO/IEC 2014 - All rights reserved

Brand value, key business value, etc.

Reputation.

Customer value.

IPR (Intellectual Property Rights).

Depending on the business, particular economic values may be needed such as within the health

care sector, transport sector, etc.
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Other functions within an organization may have already considered these values for their own
economic calculations and should be encouraged to provide valuable input when information security
is being considered.

Further information on stakeholders and their objectives are found in Annex A.

6.4 Economic Decision Review

The implementation and ongoing management of information security controls to protect information
assetsWillconsume limited organizationalresources. I ey therefore should be treated by anorganization
as an item of value with the expectation of returning a favourable future return (e.g. prevention of theft
of sensitive information).

As desdribed in ISO/IEC 27004,[4] an organization needs to continuously evaluate and measute whether
the applied information security has achieved its intended purpose. This measurement proeess equally
applies|to the assessment of the economic investment made by the organization in its limited goods and
services. For example, are the costs of the following activities reasonable:

a) Costofrisk assessing processes and projects.

b) Organizational infrastructure, including the cost of people required to maintain information
sedurity .

c) Infprmation security controls (e.g. cost of user access management solutions, cost of encrypting
bag¢kups) providing adequate ongoing protection in accordane€with the organization’s risk appetite
(e.g. accepted residual risk).

d) Activities to provide ongoing control testing, process assuirance and/or certification to demonstratg
thd that information security has reached a specificstandard.

e) Cultural development, training and awareness leading to a reduction in the number of information
sedurity related incidents.

NOTE Investments in organizational infrastructure and training can have slower but long-term effects on
the orggnization. Their assessment should therefore be considered over a longer period of time.

7 Ecpnomic Objectives

7.1 Introduction

The application of econemics to information security management requires appropriate data from thg
information securitydnanagement programme to be used as input factors in any economic decision-
making tools used/by the organization. This process is straightforward for financial economid
considdrations, but more difficult for non-financial consideration.

the achlievement of organizational objectives. These economic decisions apply equally to information
securitizmanagementasto other parts of the organization

Econolr_l\ic decisionsinvolve the prioritization of available limited goods and service resources to optimize

Annex B provides examples of information security specific decision factors for consideration when
optimising the achievement of multiple objectives. Each cost decision has the potential to influence the
achievement of information security outcomes. For example, increasing investment in risk mitigation
would allow the organization to operate at lower risk, but may not improve the organization’s
responsiveness to change.

7.2 Information Asset Valuations

Information asset valuations for information security purposes should be performed against the
criteria of Confidentiality, Integrity and Availability (and any additional information security aspects

8 © ISO/IEC 2014 - All rights reserved
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required by the organization). When establishing a value in monetary terms this value should ref

lect the

business impact value of the asset if the actual criterion is compromised. For example, if a public website
is compromised in terms of integrity (meaning that the information on that website is misleading), this
may incur a certain business impact which could be expressed in monetary terms. The confidentiality
value in monetary terms on the same website is zero as the information is publicly available. If the same

website becomes unavailable, the business impact will have a different impact in monetary ter

ms due

to external parties not being able to access the information. Thus there exists three different values for

this asset. This guidance should be considered when conducting asset valuations.

irrceevatuation of imtangible assetstamr bedifficult, there are twosimpteapproactestiat T
ndopted through the use of a simple comparative scale e.g. low, medium, high or a numerical.s¢g

puld be
le such

governments and other stakeholder components have of the organization

ps 1-4 . This is especially suitable when values and/or costs are calculated and/or presented as p range
pf values (max, min).
Economic values that may be used as an economic justification relating to tangible,and intangibl¢ assets
for information security investment are categorised in Table 2.

Table 2 — Types of Organizational Economic Values
Value type Description
Physical Sum of the tangible assets that comprise an organization
Customer Valuation of the business generated by the portfolio of clients of the organizatipn
Societal Valuation of the perception that societyin general has of the organization
Reputational Valuation of the perception that competitors, suppliers, customers, shareholdefs,

Intangible / Logical Sum of the intangible assets that comprise an organization. Intangible assets s
also include the information handled by an organization: strategic, business, e

hould
C.

Legal and Regulatory |Potential sanctions and/or penalties that might result from a breach

The basic value model should be used in cgnjunction with the balance sheet for evaluating and pre
conclusions of information security economics and is based on the following characteristics:

Direct values are direct economnrtic'values, such as material loss, or direct investments based
pccurrence that can be passive or active. In this area the values can be precise.

Indirect values are extengionts to the direct values and reflect the additional and more intangiblg
lost or gained. The inditect values have a greater uncertainty and as such they can be within g
These values could include the value of lost output, increased administration, etc.

Extended values-are those affected by the direct and indirect values and can be quite substant
extended values’have a greater range and have to be evaluated based on the same basis as dir]
indirect values, but will be affected by other factors as well such as impact on the society and
prganizdtion as a whole. This could include others such as share price if relevant, etc. Extended
here are often considered as unquantifiable values such as brand, reputation, etc. (Note extended
hre‘most likely to be negative but may also be positive.)

senting

| on an

values
range.

ial. The
ect and
/or the
values
| values

An organization should complete its valuation of its information assets by considering the different

stakeholders which include:
a) Tangible assets that comprise an organization.
b) Value of business generated by the portfolio of clients.

c) Intangible assets like information, customer perception, brand value, societal perception.
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Table 3 — Types of Economic Asset Values - Principles and examples

Category |Value type |Description Asset Value
A Organization |The parties The assets defined | The total value could be broken down
within scope of |to be able to run and |to business processes related to specific
ISMS. maintain the busi- assets such as intellectual property rights,
ness over time. databases, ICT resources, etc. to which
values could be applied.
B 2nd and 3rd _|Individual The assets defined The value defined for the assets involved.
Parties customers, sup- |to be able to run and
pliers. maintain the busi-
ness in relation to a
defined party.
C Stakeholders |Any party The assets defined | The total value could be brokendown
intertestedin  |to be able to run and |to business processes related to spe-
the information |maintain the busi- cific assets such as IPR, Databases, ICT
security aspects |ness inrelationtoa |resources, etc. to whichkvalues could be
of the organiza- |defined party. applied.
tion, such as
owners.
D Societal Community Assets that could Value of the@mpact on the community
interests. compromise the com- [which is then transfered to the organiza-
munity interest. tion.
This valluation can also be graded so as to apply an appropriateccombination of the relevant categories

For example, information assets associated with an entireXdatabase of 100,000 customer records
contairling personally identifiable information could be mueh more valuable when all organizational

(categ

Valuati
100,00
govern
be very

Organi
and the
can hav

8 Ba

81 1

A well-
inform
who ne

y A), stakeholder (category C) and other affected party (category B) interests are aggregated.

bns may also be graded based on categoriestof important assets. For example, a database of
) customer records containing personally idéntifiable information would be very important to a
ment department. Similarly, unpublished-final accounts of a major international company would
sensitive, with dangers of insider trading and major international economic repercussions.

vations can make informed economij¢decisions by mappingtherelationshipbetween costdecisiong
relative consequences. As each cost decision (e.g. on risk mitigation costs, on certification costs)
e multiple consequences, itimay be possible to represent this relationship in a table.

lancing Information Security Economics for ISM

htroduction

functioning/organization needs an information security management system that ensures itg
htion assets remain protected from adverse events, while at the same time being available to thoss
ed to'use such information for sustainable organizational delivery of its business objectives. The

comma requirements associated with determining benefits and costs to be achieved by an organization

- 1 H laa 4o 4 - 11 rade ol ad=]
to meetitsousmess opojeCtivesaretypicany assocratct Wit

a) Reduction of losses (often annualized).

b) Minimizing the costs associated with making financial and other provisions for loss events
(incidents).

c) Effectiveness of the information security management programme designed to protect information
assets.

d) Efficiency of the information security programme associated with the cost of planning, designing,
implementing, maintaining and improving the programme.

10
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Information security management can create intangible/non-financial and tangible/financial benefits
with positive values when management maintains an ability to direct and control information security

risks.

Cost and benefit decisions should relate to the expected benefits from achieving a risk reduction by the
deployment of planned controls. Typically risks are mitigated by a number of controls. The deployment
of a particular control may contribute at different levels to risk mitigation, ranging from a minor

contribution through to full risk mitigation.

mbered

that different approaches can be adopted, with different costs and benefits that will allow the

(e.g. increased revenue sooner) with increased ‘potential information security loss’ costsAe.g.

management programme to realize the benefits that would accompany good customer accepta
product or service.

8.2 Economic Benefits

presence of the Information security management programme{under consideration. When per

methodologies in use by the organization.

[SO/IEC 27005.15]

the Chief Financial Officer or-someone with a similar financial role.

Costs associated with minimizing financial loss and other provisions for loss events may be red
can be taken intp.aceount when evaluating a proposed Information security management progr
8.3 Economic Costs

Costs eftan Information security management programme to support particular business ob

may include:

desired

business objectives to be achieved. For example, it may be possible to trade-off ‘speed to market’ henefits

privacy

pf new customer data not protected and accessed by unauthorised persons). In this ¢ase potential loss
represents a valuation of the loss that could be incurred in absence or compromise.of the infoyymation
psset (customer data). Alternatively, it may be better to accept a higher cost [nformation security

hce of a

A reduction in losses can be determined by comparing an anticipated annual loss in the absea:)ce and

rming

this comparison, consideration needs to be given to using a4tiethodology that can be aligned with other

Where different criteria orassessment techniquesareused for determininginformation security sk, the
pverall economic results will most likely not be cousistent and comparable with other programrhes and
initiatives. Similarly, to ensure a consistent and eéomparable outcome the risk criteria used to determine
economic benefits should be restricted to these that have a financial focus. However, the orgarization
should also consider how non-financial econtomic factors could be applied once the financial edonomic
focus has been completed. Information about management of information security risks can be fpund in

[t is important to note that the selection of the risk criteria relevant to determining financial eqonomic
benefits rarely resides with the information security management function and is often determjined by

uced as

h consequence of an\Information security management programme. This is an economic bengfit that

pmme.

ectives

shouldcover the entire lifecycle of the programme using a risk-based approach. Areas to be ¢overed

a) Planning.

b) Implementation.
c) Operation.

d) Maintenance.

e) Improvement.

f) Decommissioning.

© ISO/IEC 2014 - All rights reserved
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Reporting and assurance procedures (including any auditing by customers, 3rd parties internal auditing
or other assurance approaches) should also be included in the costs. Similarly, costs associated with
training and maintaining awareness of people operating or using information security controls should
be included in the costs.

Costs should also cover the entire information security management programme (see ISO/IEC 27001[1])
and should be associated with a measurement of all the anticipated benefits, not just the economic
benefits (see ISO/IEC 27004[4]). This approach should be taken as it is often unrealistic to separate costs
into categories associated with economic benefits and other benefits.

Maintajning knowledge about the costs and the effectiveness of the Information security management
prograjnme provides an additional benefit that would enable the organization to convey confidence\and
trust tq organizational stakeholders.

Key cogt areas should be considered when assessing the Information security managementprogramme
as shown in Table 4.

Table 4 — Key cost areas

Cost Affea Description

Risk asfessment Includes all costs related to risk identification, analysisiand evaluation.

Traininjg and awareness |Includes induction training, company wide progranimes, targeted training, train-
ing assessment, reviews, training material development, presenters, and monitoring
tools.

Controls Includes direct costs for selecting and impleémenting controls to reduce risks, operat-
ing controls, other risk treatment options,and indirect costs related to organizational
effectiveness impact related to contro]. €ontrols may be preventive, detective and/or
reactive.

Certifidation Includes costs related to controkmonitoring and testing, assurance functions, cer-
tification testing and anythingthat works towards validating the effectiveness of
security controls. Certification costs are measured based on staff costs (performing
control testing), cost of audits, and cost of maintaining certifications or registrations
with authorized bodjes:

Audit Includes cost for@udit resources (external and/or internal) and should include inter-
nal staff time costs for the audit as well as planning, supporting and follow-up.

Measurements Includes costs for external and/or internal sourcing for measurement programmes,
tools and their application and should include internal staff time costs for providing
the measurement results.

8.4 Applying Economic Calculations to ISM

8.4.1 |Overview

To achleve, objectives for information security a business case has to be presented that includeg
information.security economics based on a calculation model, see Annex C.

An economic business rationale for information security investments should include costs, revenues
and returns, i.e. the business rationale for accepting the costs and investments involved.

Asany case willbe unique, a case specificapproach should be considered. Information security economics
isnotvery different to economics used to justify investments designed to use marketing to create a sales
impact. The benefit in terms of revenues and returns are very seldom known and have to be estimated.

The business cases can be categorized into two types as described in 6.2. The application of models to a
case can be seen as a hierarchy as shown in Figure 2. The method can be applied in several layers and if
suitable, aggregated. Aggregation is easier to use in a category B business case as this has a more limited
scope.
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Category A
High Level Business
Case
|
Category B ( Category B w
tevet 2 business case Level 2 business case
L Limited Scope J L Limited Scope ,J

| | I | | | I |
e
[ Category B 1 [ Category B } [ Category B 1 [ Category B
L S

Level 3 business Level 3 business evel 3 busines ,{@vel 3 business

|

Figure 2 — ‘Bottom up’ approach to compiling an Information Security Management busg
case

The biggest difference when applying an economic model is thatthe organizational wide categot

A model for the organizational wide category (A) could be supported by a more detailed mo
nccurate data are available. When applying the organizational wide model (A) or the partial mo
the accuracy of the calculation will be affected by:

n)  Availability of existing information related to the economics calculation such as value of]
statistics, etc.

b) Available resources for the results'such as time, people, finance, etc.
c) Availablity of business knowledge such as expertise, internal or external.

A simplistic approach can_use’categorization as the starting point and then evolve the ecq
calculation based on the initial calculation.

8.4.2 Guidance

The following steps should be taken as part of ISM in order to identify the business rationale and
economic methed, referred to as “the case™

n)  Establish Context

1)~ Get business based description if available.

iness

y (A) is

pften applied “Top-Down”, while the partial category (B) has\a more narrow scope applied “Bott¢m-Up”.

del(s) if
del (B),

assets,

nomics

use an

21

2—Establish-theseopeoftheease:
3) Establish the context of the case.
4) Establish the stake holders.
5) Establish who should make the business decision on the case.
6) Determine the category of the case.
b) Define assets that are affected by information security within the scope of the case such as:

1) Critical information.

© ISO/IEC 2014 - All rights reserved
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d)

f)

g)

14

2)
3)
4)
5)

ICT system.
Any other assets defined.
The assets’ information security value which should be listed for the assets defined.

The basic approach to be used for calculations including models and aggregation.

Determine objectives of the case.

iy
2)
3)
De
1y

De
1

2)
3)
4)

De
1
2)
3)
4)
5)
6)
7)
8)

Description i quatitative terms.

Description in quantitative terms.

Conclude in monetary terms.

fermine time.

How long is the case expected to have an impact on the organization:
i) Long term cases - more than one year, and if so, how many years.
ii) Short term - maximum one year.

[ine costs for applying the case such as:

Short term costs (not to be used for more than a year and will'have no impact on the organization
after that).

Investment costs (one time costs but will have an effect during the case).
Running costs - annual costs for the case duringits time.

It is useful to consider costs as direct costs, indirect costs or extended costs (see also model
C.3).

fine benefits and value of the case such as:

Compliance benefits by avoidingpenalties.

Compliance/sales opportunities by attracting new markets.
Image/sales opportunities by attracting new markets.

The positive value-of risk reduction.

The value ofihCreased internal efficiency.

The information security value of each asset if compromised.

Any‘other comparable case.

I~ 1 +1a 4 £ 4 3 43 3ot 4 14 ] 1. gL |
Ul valut tIIT LULILTPL U tUllllllg 1TadtIve LUST TTITU UpPpuUl tullity vaiut tdll DT ustiu (oLT dlS

Annex C).

Use possible interaction between cost and value

All the above may be applicable but often the context of the case means that only some of the values
apply. Information on values may also come from different,but related sources. For example, risk
reduction value may also include compliance penalties. The information security value is often also
areflection of consequences related to risk. In practical terms many sources may be used.
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Finalize the basis for selecting method.

1) If context and scope are organization wide, a method such as BVM and/or a generic investment
calculation may be appropriate. A combination of the two would not be unusual(ref. Category A
business case).

2) If context and scope are narrow and asset/control focused, a method such as ROI could be used
(ref. Category B business case).

3) If the context and scope are a combination of the above, both methods above could apﬁly, but
there may need to be consideration of assetsand their CIA impacts (ref. Category Brbusiness
case).

8.4.3 A Business Case Based on an Organization-Wide Approach(Category A)

A wider context case (Category A) could be applied through economic values beifig'either broken down
in detail and then aggregated (Bottom-Up) or identified using an overview analysis method (TopfDown)
where details are estimated. The latter method is likely to contain a lot of uncertainty which may make
it invalid, while giving an impression of being precise for management making the decision on the case.
[t will also be quite time consuming without providing the intended quantitative results.

The method can be implemented in stages . The method is generally an iterative process with inputs
changing as information is gathered and therefore changes are being made before a final calculation is
made. It is often easier to identify a range of input values oraesults than precise values. Where p range
can be used, it might be useful to document likely maximuin)and minimum values.

[nput Positive:
n)  Direct annual opportunity value, such as incident cost reduction.

b) Indirect opportunity value applied over-the time of the case, such as avoiding penalties through
compliance.

c) Extended opportunity value appliéd’over the time of the case, such as sales opportunities for new
market.

[nput Negative:

d) 1. Directannual costs;such as running costs.

e) 2. Indirect cost applied over the time of the case, such as setting up a project.
f) 3. Extendedcost applied over the time of the case, such as sales loss.

See D.1 for ab’eXample (using the model mentioned in C.2 and C.5).

This couldalso be calculated from the assets within the scope (“Bottom-Up”) using the principle in table
two, This approach will be more accurate but is extensive work and depends on assets being defjned; in
many instances this is not easily available. This refers to the “Bottom - Up” approach based on F|gure 2.

8.4.4 A Business Case Based on a Part of the Organization (Category B)

A partial context case (Category B) means that all economic values have to be gathered at a detailed
level, and then aggregated (“Bottom-Up”).

The complexity of a partial category (Category B) case may vary greatly. Models D.2 and D.3 show a
narrow scope application and then a broader one.

The method can be applied in stages. It is generally an iterative process with inputs changing as
information is gathered. A final calculation cannot be made until all the changes are complete. It is often
easier to identify a range of input values or results than precise values. Where a range can be used, it
might be useful to document likely maximum and minimum values.
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Input Positive:

a) CIA value of the asset/assets within the scope of the business case.

b) Define the impact on the value taking account of CIA risk.

c) Turn the negative impact to an opportunity value assuming correct information security levels

for
ma

each of the confidentiality, integrity and availability scenarios (i.e. none of the risks identified
terialise).

Input

d) Diy
e) An
f) Ex
See D.2

A parti
have to

egative:

ect annual costs, such as running costs for mitigating the risk.

y indirect cost applied over the time of the business case, such as setting up a project.
ended cost applied over the time of the case, such as sales loss.

for example.

hl context business case (category B) that is very limited in scope means&hat all economic valueg
be gathered at a detailed level, which could then be directly appliedte'the case.

Constryict a short analysis and select a simple method such as the negativeto positive model which can

be rapiflly conducted and understood (refer to C.5).

Input Ppsitive:

a) Estlimate actual or potential business impact related to.infermation security.

b) Esfimate the positive value for the activity of the business case.

c) Conclude if there are any other positive values that may occur depending on the activity and decidg
if tp include them or not. This will depend on.the case and the information available.

Input Negative:

d) Define the direct and indirect control(s) required to mitigate the impact.

e) Define the direct and indirect €osts for applying the control(s).

Concludle:

f) Esfablish the net valué~-/costs.

g) Compare and decidg:

See D.3{
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Annex A
(informative)

Identification of Stakeholders and Objectives for Setting Values

A.1 Overview

The purpose of this annex is to assist organizations in understanding the wider economic injpact of
their information security management programmes and related investments. There.dre a variety of
constituencies that could benefit from an organization’s improved information sectirity management.

The nature and size of the economic benefit will depend on how organizationgsleverage the benefjts they
can achieve associated with more efficient information security management:

A.2 Critical Public or Private Sectors

Public and private sector organizations in industry sectors in which information security is a grimary
business objective (such as banking, government, health and defence) clearly depend on estahlishing
and maintaining information security as a core part of their'brand value and image, and indeg¢d is an
inherent part of their products and services. By the same token, if organizations in such sectorp suffer
information security incidents, their brands may be harmed and, in the worst cases, they may be|put out
pf business.

A.3 Public Health and Safety

The proposed standard does not explicitly affect public health and safety. However, it will indirectly
pffect the safety of many forms of médical treatment by ensuring that the information on whifh such
treatment is based receives adequate security protection.

A.4 Societal and Community

The proposed standard is broadly applicable to organizations that operate and deal with all seftors of
ociety. It is unlikely;to have an adverse impact on minority or disadvantaged groups and wil] in fact
benefit all stakeholders as well as society and the community generally.

A.5 Personal Information
[n cases where information concerns individuals and their privacy, the standard will have a beneficial

effect because it is likely that the protection of personal and sensitive information will be imprjoved in

roanizations that use this standard in association with an information cnr‘nrify managementsvystem
[s) O v "

For most organizations the management of the vast stores of personal information is one of the areas
where greater information security challenges are encountered. A compromise of the security of
personal information could result in negative externalities.

A.6 Environmental
The proposed standard will not directly impact the environment to any significant extent.

Indirectly the proposed standard will have a positive effect on the environment because it is likely
that information critical to effective environmental management will receive better protection in

© ISO/IEC 2014 - All rights reserved 17


https://standardsiso.com/api/?name=3a1474ebbcfde66cadc0d8c713012f72

ISO/IEC TR 27016:2014(E)

organizations that use it in association with an information security management system that may
currently be the practice.

A.7 Competition

Organizations that make good use of information security may achieve a competitive advantage over
those that do not because related risks are better managed.
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Economic Decisions and Key Cost Decision Factors

COST DECISIONS
Ref BUSINESS OBJECTIVES Risk Mitigation | Certification | Risk Manage- ControhCostp
Costs Costs ment Organiza-
tional Costs
A |Enabling the business to participate in high | Yes Yes. Yes Yes
risk endeavours, by increasing risk man- Systems with Business Business part- .
agement maturity and operating at lower |lower riskwill  |partners may |nersare more Controls applied are generally
risk than competitors allow participa- |be influenced |likely to partake( 2 wide set of control_s hat
tion in a high risk | to participate |in higher risk affect the vyhple business
environment based on ventures ifthe — |Suchastraining. Cost for each
demonstrable |organization-Can control is dependent dn the
security certi- | demonstrate a .controls Fhemselvgs and the.
fication moveNature information security maturity
risk'erganization of the organization
B |Enabling the business to satisfy regulatory |Yes Maybe No Yes
requirements thereby avoiding operational o . . .
resource limitations and penalties, e.g. by Oljgamzatlonls Certlfllcatlon lncreas.mg Con.trols applied are generally
improving compliance with better risk |may directly |expenditureon |awide setof controls that
mitigation have |contfibute risk management |affect the whole businjess
better regulatory |tesatisfying |organization as well as specific tecljnical
positions regulatory does not directly |controls. The cost of epch con-
reéquirements |resultinan trol depends on the controls
improved regula- [ themselves and the informa-
tory position tion security maturity of the
organization
C |Enabling the business to be versatile, agile |No No Yes No
and responsive to change, e.g. by building N . . .
flexibility into security solutions Mitigating risks Qertlflca— lncreas.mg Contrpls genereally.d r.10t
do not neces- tion does not |expenditureon |contribute to organizgtional
sarily make an improve an operational risk |agility. This has more fo do
organization organization’s |organizationis |with ISM and the matyrity of
more agile agility more likely to the ISMS
enable a business
to manage higher
risk opportuni-
ties effectively
D |[Achieving an acceptable.level of predicted |Yes No Yes Yes
(future) loss, based en‘'the expected risk i L . .
profile, e.g. by mitigating risks based on R.15k mitigation Qertlflca— lncreas.mg Controls can be
risk value (ALE) directly drives tl_on does n_ot expencpture on lied di | 1.
expected loss directly drive |operational risk |2PP!l€ irectly to mifigate
levels lower risk and | organization is risks
expected loss |more likely to
rates reduce risks and
expected losses
E¢ JThe annualized loss expectancy (ALE) Yes No Yes Yes
expresses the product of expectance X L o . .
values (mean values) of loss as well as of P‘{_lsk rr:utliga_tlon C_ertl‘flca— lncrea§_1ng (‘If)ntr?ls can be appll_ed
occurrence. Such a Calculation Of riSk level uirctily urives LIOITUOUCTS TIUU CAPTIIUILUIc UIIr UITTiily tU HIIIIEdLe I'T kS
does not provide sufficient results for expected loss directly drive operat'ion.al ri.sk
“low frequency / large impact incident(s)”. levels lower risk and orgam_zatlon is
Information security controls should also expected loss |more hkf“ly to
cover these “low frequency / high impact rates reduce risks and
incidents” as they are a real information expected losses
security concern . The calculation of a
Value-at-risk (VAR) has the potential to
deliver better results than the ALE.
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COST DECISIONS
Ref BUSINESS OBJECTIVES Risk Mitigation | Certification | Risk Manage- Control Costs
Costs Costs ment Organiza-
tional Costs
F |The annualized loss expectancy (ALE) Yes No Yes Yes
expresses the product of expectance values | _ L . . .
(mean values) of losses as well as of occur- R_lsk mitigation C_ertlflca— Increas_mg antrols can be appll_ed
rence. Such a calculation of risk level does | directly drives tion does not |expenditure on |directly to mitigate risks
not provide sufficient results for “very low expected loss directly drive opera'Fion:all ri‘sk
frequency / very large impact incidents” levels lower risk and organization is
apall-However, information security expected loss | more llkt_ely to
cpntrols should also cover these “very low rates reduce risks and
filequency / very high impact incidents”. expected losses
The calculation of an average expected loss
hhps the potential to deliver better results
than the ALE.
G |Maintaining reputation and share price by |Yes Yes Yes No
ehabling the business to differentiate on . . . . )
“frust”, e.g. by certifying to standards and Risks likely to Cert_lflcatlon Increas_mg antrols dlref:tly _dq not con-
nlitigating high impact risks that are more |€3use reputa- can improve expend_lture on trl_bute folmaintaining share_
likely to impact reputation if they occur tional impacts reputation operaFlon_al risk |price/This has more to do with
can be mitigated organization can [ISM and the maturity of the
improve reputa- JASMS
tion, especially
to prospectivg
employees
H [Minimising expected operational costs of |No No No No
operating information security and risk L . . X .
nlanagement, e.g. by improving efficiency Mitigating risks C_ertl_flca— Ingteasing the Co_ntrols d_1rectly _do not con-
may not cause tion is not amount spent on |tribute to improving efficiency
operations to be |expected to risk management | related to risk management.
more efficient lower opera- {isnotexpected |Thishasmore todo with ISM
tional costs to improve effi- |and the maturity of the ISMS
ciency directly |including awareness, measure-
ments, audits, etc.
I Pfoviding assurance on the completeness |Yes Yes Yes No
ahd accuracy of risk information and gov- . . .
efnance reporting !ncreased ) Certl_flcatlon Increa51_ng head antrols dl_rectly do not con-
investment in provides some | count will allow |tribute to risk and governance.
assurance-s increase in increased assur- |This has more to do with ISM
likely to'identify |processassur- [ance function- and the maturity of the ISMS
inefféctive risk  |ance ality including awareness, measure-
tréatnient, driv- ments, audits, etc.
ing ' subsequent
improvement
J  |Pfotecting staff from personal liabilit§eig. | Yes Yes Yes Yes
pprforming due diligence to avoid direg¢- . . . .
tdrs’ liability Dlrecto_rs cot_lld Directors may Dlrecto_rs may Cpptrols (_)froles apd responsi-
be negligent if be able to be negligent if bility for information security.
investment in demonstrate |investmentin
risk mitigation |due diligence |risk management
was inadequate |by gaining is inadequate
external certi-
fication
K |Meeting commuhnity expectations as an Yes Yes No No
ifffrastructure and service provider, by . . . .
plotectingtheir information Risks to _ Certification Increas_mg Contr_ols directly do not
customer infor- |can be used expenditure on |contribute to community
mation can be to improve risk manage- expectations. This has more to
mitigated protection ment does not do with ISM and the maturity
UfLubLUlllCl \:‘lil CLL}_)’ I CDL[}L Uf Lllc ;SYV;S iu\.}ud;ug awdltc=
information in improved ness, measurements, audits,
protection of etc. to provide feedback to the
customer infor- |community
mation
L Providing employment opportunities to Yes No Yes No
the community . . . .
Spending on Certifica- Increasing Controls directly do not con-
risk mitiga- tion does not |expenditure on |tribute to employment oppor-
tion provides directly result | risk management | tunities. This has more to do
employment in employ- organization with ISM and the maturity of
opportunities for [ ment opportu- | creates more the ISMS including awareness,
those doing the |nities employment measurements, audits, etc..
mitigating opportunities
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controls for market, legal or regulatory
reasons

But this should
be a major part of
risk handling

Part of certifi-
cation

May increase
risk organization

COST DECISIONS
Ref BUSINESS OBJECTIVES Risk Mitigation | Certification | Risk Manage- Control Costs
Costs Costs ment Organiza-
tional Costs

M |Avoiding requirements for risk and audit | Yes No No No
capital and additional oversight burdensby | = . . . . .
operating within acceptable parameters Mltlgatmg risks certlf_lcatlon lncreas_mg C_ontrols do not dlrectly avoid

is the key means |isunlikely to |expenditure on |riskand audit capital alloca-
of avoiding risk |lead directly |the risk manage- |tion (unless those controls are
and audit capital [toreduction |mentorganiza- |deficient)
in risk and tion does not
audit capital |lead directly to
allocation reduction in risk
and audit capital

N [Avoiding impacts on external parties such |Yes No No Yes

as infrastructure and service providers L . . . .
Mitigation of Certifica- Increasing Contrels'may directlylavoid
risksislikelyto |[tiondoesnot |expenditureon |impacts
reduce therisk  |directly result |risk manage-
of impacts on inreduction |mentorganiza-
external parties, |of impacts tion does not
infrastructure to external lead directly,
and service pro- |parties to reduction ih
viders risk to external

parties
0 |[Systemsto manage and disseminate secu- |Yes Yes No No
rity policies, procedures, etc. Likely to reduce |Part of certi- *| There is no Controls directly do npt con-
the risks of fication audit./|increase inrisk |tribute to learning. THis has
human errors scope and{will |management more to do with ISM ahd the
contribute organization maturity of the ISMS ipcluding
costs awareness, measurenjents,
audits, etc.

P |Identity/authentication and access Yes No No Yes
;ncizzsgiirgﬁrtlst/sg:rt;r;;ssitgncs(jr;ircc.)lf:rszlrjrl)ll)ii;_ Likely to reduce Maybg part of There is no The‘controls related tp this
tion systems the risks of Ioss |certification |increaseinrisk |subjectapply

of confidentialty |auditscope management
and integrity and organization
may-increase costs
handling costs

ds well as costs

of technical solu-

tions

Q |[Vulnerability and change management sys- | Yes No No Yes

;ZTCShteOShEIp keep up to dateith security Likely to reduce |Maybe partof |There is no The controls related tp this
the risks of loss |certification |increaseinrisk |subjectapply
of Confidentialty |auditscope management
and Integrity. organization
May increase costs
handling costs
as well as costs
of technical solu-
tions

R |Incidents with an estimated value sufficent | Yes No Yes Yes
tejustify ISMS generation which will lead L . i
te'overall savings. Provided estimates are If1n01dent§ are Maybg part of May increase The‘controls related tp this
sufficiently conservative and rational to added to rlsk_ cert_lflcatlon risk management subject apply
survive management challenge, reduced processes this audit scope organization
A 1 1 AT willincrease cost
ITICTUTIITCUS LS dlUTIT WIIT Ly }JlLdlly UTIIIUIT N
than sufficient to justify the cost of the the complex1t_y
ISMS even though they do not constitute | Putalso provide
the whole business case more ac.curate

evaluations
S |Addressing information security risks and |Yes Yes Yes Yes

Compliance controls apply
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Annex C
(informative)

Economic Models Appropriate for Information Security

C1l

There &
well as

The pr
technid
be pres
models

C.2 H

The principle basic value model 1 applies both for positive (yield) and negative (costs) values and should

be used

eneral information

re many calculation models that apply to economics. In terms of information security;th€se ag
others could be used. Only very generic models are listed in this annex.

bcise economic implications of implementing information security processes,’ procedures of
al measures may be difficult to identify. It is therefore recommended that results of calculationg
ented within ranges using likely maximum and minimum values. This is not covered in the
as this is done by using one model but with different values and/or costs.

asic Value Model (BVM)

in conjunction with the negative to positive and the balarice sheet that is presented in the tablg

for a chlnplete set of method steps for evaluating and presentingdesults.

The pri

Direct
OCCUrT(

Indirec
lost or
They ¢

Extend
Extend
values,
whole,
conside
be posi

ciple of BVM 1 is based upon three areas with different characteristics as below:

7alues cover direct economic values, such as material loss, or direct investments based on an
bnce that can be passive or active. In this areathe values can be more precise.

t values are extensions to the direct values and reflect the additional and more intangible values
vained. The indirect values have a greater uncertainty and as such they can be within ranges
uld be an evaluation of values such@@s lost output, increased administration, etc.

bd values are those affected by the direct and indirect values and can be quite substantial
ed values have a greater rangeand have to be calculated using the same basis as directand indirect
but will also be affected-byother factors such as impact on society and/or the organization as a
br share price if releyant/etc. Extended values of items such as brand, reputation, etc. are often
red to be difficult to-guantify. (Note extended values are most likely to be negative but may also
Live as a consequehce when information security is applied.)

Walue

K Linncerfainty ! Extended

Indirect
Direct

Areas of Value
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Figure C.1 — Principle basic value model
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C.3 Negative to Positive Model

An approach to turning negative values* to positive values* is based on the alternative questions:
— What will the negative value be if an activity is not done?

— What will the positive value be if an activity is not done?

— What will the negative value be if an activity is done?

— What will the positive value be 1f an activity 1s done?
Note - Values used in the model as costs can be positive

Answering these questions in combination with the principle Basic Value Model, Figure C.1 wjill then
create a balance board with four squares as shown in Figure C.2.

Pozitive valus Pozitive aalis
SC i Mon-Sative

Maegative value
AT

Megative valus
Moanrn-Active

Figure C.2 — Negative to Positive model

The use of the model will'ensure that all aspects will be covered. However there are also duplications

pf values related to the Same activity. This can be handled by using a simple balance table as|seen in
Table C.1 below.

Referring to Fahlé C.1, in some cases the amount in Al is the same as in D2 and thus the negative
value/cost carrbe turned into a positive value when comparing the net for the two rows (1 and 2).

(If an activity is complex, further rows can be used but then the summary should still be between furrent
state\(the possible activity not done) and when the activity is fully implemented/done.)

© ISO/IEC 2014 - All rights reserved 23


https://standardsiso.com/api/?name=3a1474ebbcfde66cadc0d8c713012f72

ISO/IEC TR 27016:2014(E)

Table C.1 — Balance table for net values

Base Activity Positive Positive value| Negative Negative Net
value activity| activity not |value activity| value activity
done done done not done
Ref A B C D
1 |Apossible activ- | Activity Value Not applicable Cost Not applicable |14-1B
ity to change the | “X” done
current situa-
tion
2 |The possible Activity |Notapplicable Value Not applicable Cost 2B-2D
artivity notdone| “X”not
done
NOTE |[The table shows the principle and can be further simplified by deleting the cells that are not applicable
C.4 (eneric Balance Investment for Protection Cost vs. Value Theory

The th¢ory is that an optimum balance point can be reached by applying gradual protection costs tg
he optimum point between the protection and value costs is when the)reduction of risk that will
affect the value will be less than the cost of protection. The basic factorsfor'the theory are:

value. ]

a) The knowledge of value (which is constant)
b) The known cost of protection (which will increase dependifig on actions)

c) The reduction of risk in relation to applying protection’ (which is based on the value and howj
effgctive the protection is)

The value and costs for protection can often be established but the reduction of risk is often an estimate

gE

Cost/Value

Baximum business impact Sgldedn terms of
CONSequUEe s

| 2

Thee cost for
Protection

Risk cost when apphying protection

24

II"
4
Optimal protection lavals_

Protection Level

Figure C.3 — Optimum Balance Theory between Protection Cost and Value
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