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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodles) The work of preparmg Internatlonal Standards |s normaIIy carrled out through SO
techmc

non-goyernmental, in liaison with ISO, also take part in the work. 1SO collaborates closely with the
onal Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The mdi
adopteq
Internat

In exce
which ig

informative in nature and does not have to be reviewed u
longer Valid or useful.

Attentioh is drawn to the possibility that some of the elen
rights. 150 shall not be held responsible for identifyi

ISO/IEQ TR 27015 was prepared by Jornt

9,
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Introduction

Continuous developments in information technology have led to an increased reliance by organizations
providing financial services on their assets processing information. Consequently, management, customers

nd regulators have heightened expectations regarding an effective information security protection of these
assets and of processed information.
Whereas ISO/IEC 27001:2005 and ISO/IEC 27002:2005 address information security management and
controls, they do so in a generalised form.
Organizations providing financial services have specific information security nin their
respective organization or while performing financial transactions with business e a high
evel of reliance between involved stakeholders.
This technical report is a supplement to ISO/IEC 27000 fa use by
prganizations providing financial services. In particular, the guida | report
complements and is in addition to information security conirols d
The term “financial services” should be understood a sfer, or
ending of money which could be provid selling
physical products (i.e. anyone in the “busines

n addition to the implementation of bot ng this
fechnical report, organizations providing fina y establish a higher level of trust within their
prganization, with customers and with business. paN hat they
have adopted sector-specifit i
This technical report refl
© ISO/IEC 2012 — All rights reserved vii
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Information technology — Security techniques — Information
security management guidelines for financial services

1 Scope

ddition to infgrmation

This Technical Report provides information security guidance complementing and
9 , and improving

Security controls defined in ISO/IEC 27002:2005 for initiating, impleme
nformation security within organizations providing financial services.

2 Normative references

The following referenced documents are indispensable” for the. app of this document. Fgr dated
references, only the edition cited applies. For undated r he_latest edition of the refgrenced

SO/IEC 27000:2009, Information techno i igues — Information security manggement
systems — Overview and vocabulary

3.1 Terms and defi

FFor the purposes @S

3.1.1
financial services

apply.

OBIT Control Objectives for Information Technology

TP, One-Time Password

POS Point Of Sale
SST Self Service Terminal

4 Structure of this technical report

Information security guidance complementing and in addition to information security controls from
ISO/IEC 27002:2005 is provided in clauses 5 to 15 below.

© ISO/IEC 2012 — All rights reserved 1
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5 Se

curity Policy

No additional guidance for organizations providing financial services.

6 Organization of information security

6.1 Internal organization

6.1.1

No addi

6.1.2

No addi

6.1.3

Control

Implem

Management commitment to information security

tional guidance for organizations providing financial services.

Information security co-ordination

tional guidance for organizations providing financial services.

Allocation of information security responsibilities

6.1.3 from ISO/IEC 27002:2005 is augmented as follows:

pntation guidance

An organization providing financial services she

security| roles and responsibilities requirements and. reco d by laws and regulations, which
applied fto it, along with industry frameworks.
Care should also be taken by an organization rvidi%: grvices to ensure local implementation of
relevant requirements and recommendatio ated. by rnational partners in regards to its definition of
information security roles and res
Examples of frameworks xhich e 3 - organizations providing financial services and which
provide[information about i0 i ity roles and responsibilities:
a) |PCI-DSS [1] with théfo
1 ation security management responsibilities.
b) |COBIT [2] with
2. 4.0 Defingthe IT organization and relationships.
3. 44 'Roles and Responsibilities.
4\7~4.6 Responsibility for Logical and Physical Security.
Assign c—nformation acuw;ty rotes—and |ca|.)uno;b;“t;co shotld—be—reviewed—on—=a |cyu=a| basis—to—enstit

conformity with changes in requirements and recommendations stated by laws, regulations, industry
frameworks and partners.

6.1.4 Authorization process for information processing facilities

No additional guidance for organizations providing financial services.

6.1.5 Confidentiality agreements

No additional guidance for organizations providing financial services.

2 © ISO/IEC 2012 — All rights reserved
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6.1.6 Contact with authorities

No additional guidance for organizations providing financial services.

6.1.7 Contact with special interest groups
Control 6.1.7 from ISO/IEC 27002:2005 is augmented as follows:

Implementation quidance

n addition to the guidance provided in ISO/IEC 27002, membership in special interest groups. or|
should be considered as a means to:

a) confidentially share and exchange information about recent fraudulent & nal'activities.

6.1.8 Independent review of information security
No additional guidance for organizations providing financial services.
6.2 External parties

6.2.1 Identification of risks related to external partie
Control 6.2.1 from ISO/IEC 27002:2005 is

mplementation quidance

ef organization, affiliate, or public authority) witho
issue could then induce significant security breaches
ation.

external par i i
disclosurthi d parties
notification g the_organizati

n addition o' the guidance provided in ISO/IEC 27002, the following principles should be consid
pddress security when dealing with customers:

a)’ The organization should give information security advice to customers to raise awareness

threats (e.g. Trojans, phishing, fraudulent calls) which may introduce information security

them.

forums

d by an

d to the
rmation
ut prior
ith the

ered to

around
isks for

This advice should be tailored towards the customer needs and the right level of technical

communication needs to be chosen in order to ensure customer awareness is effective.

The organization should regularly review information security advice provided to customers to ensure
that it remains adequate and appropriate to the organization’s risk profile and it addresses new

information security threats.

Examples of information security advice given would typically include:

© ISO/IEC 2012 — All rights reserved
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c)

1. Applying appropriate controls (e.g. password protection, antivirus) for securing personal
computers and other devices used to access internet banking services.

2. Not disclosing customer and financial information (e.g. payment card number) unnecessarily
or where the integrity of the recipient is suspect.

3. Securely destroying expired or unusable payment cards.

Examples of recommendations which could be provided to the customer:

a. Correct cutting of the payment card.

b. Using a shredder for destroying the payment card.

6. Avoiding using the same pass
different organizations.

exorganization will not make unsolicited requests fof

the—process to follow if he or she suspects to have been the victim
sluding attempts thereof).

community meresbroadly, on a regular basis.
The organization should inform customers of:

1X A dedicated security contact point where customers can address any information security
issues or concerns they may have in regards to the use of financial services provided by thg

organization.

2. Actions that need to be taken if their user authentication information (e.g. password, PIN
code) has been compromised, even if this happened through their fault.

3. The manner to report unexpected events while attempting to access financial services
provided by the organization.

The organization should consider the followings when establishing an on-line transactions system
(e.g. internet banking) to customers:

© ISO/IEC 2012 — All rights reserved
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1. Terms and conditions for on-line transaction system usage. Care should be particularly taken
to define legal recognition of performed transactions along with provisions.

2. A clear statement regarding roles and responsibilities as well as liabilities which apply to the
organization and the customer.

3. A clear statement regarding privacy and usage monitoring, including fraud-monitoring, of the
on-line transaction system, by means of protecting both the customer and the organization’s
interests.

4. The allocation of access rights based on following principles:

a. Know your customer: this principle is used by regulators—to_express-their atfitude to
financial institutions from the standpoint of the knowledge of the ‘activities|of their
customers.

sources

mbating
rce and

als and

ihform customers (on a regular basis, continuously or on request)
d on their behalf.

ustries or service providers may be considered stakeholders to a busipess, in
ces the organization has in general a duty of care to advise its customers of
easures. If a breach or loss were to occur, the organization would risk being

damaged, eithier financially or by reputation.

6.2.3 ._‘Addressing security in third party agreements

Cantrol 6.2.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

In addition to the guidance provided in ISO/IEC 27002, the following should be considered in a supplier
agreement if the scope relates to financial services provided by an organization:

a) A clear contact point authorized to handle enquiries from the organization.

b) Provision for the property of records which may be generated by the supplier during the supplier
agreement execution.

© ISO/IEC 2012 — All rights reserved 5
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c)

f)

h)

7 Asset management

7.1 Responsibility for asset

Timely notification of security changes within supplier assets supporting the delivery of organization’s
financial services.

The assurance that organization’s information available to the supplier will be processed solely within
the terms and conditions specified in the agreement.

The assurance that changes of subcontractors or storage location of processed organization’s
information (e.g. offshoring) will be notified to the organization and may be subject to prior approval by
the organization, particularly when it involves processing organization’s information.

The assurance that incidents which arise during the supplier agreement execution will be reported ig
the organization in a timely manner and that appropriate investigations will be performed by, the
supplier.

The involvement of the supplier in case an incident or a suspicious event
of the organization. Care should be taken to ensure supplier reactivity in this d
example to monitor or cancel a financial transaction distributed among
there is a doubt in its legitimacy.

in casdg

The right to:
a. Audit subcontractors to the same level defined fop'the supplier:

b. Access to the supplier information and oper
regulators.

7.1.1 [Inventory of assets

Control{7.1.1 from ISO/IE ed as follows:
Implementation guidance

Care should be take ensure that:

a) [Specific the\context of providing financial services, such as payment devices (ATM
SST, POS),pay debit, credit, prepaid) and interbanking systems stored on and off-site are
included in

b) [The payment cards inventory held by a supplier (such as a payment service provider approving
payments performed with payment cards issued by the organization and on behalf of it) is accurate a
any. time and contains the correct status (validated, revoked) of issued payment cards to avoid the
pfocessing of payments performed with an unauthorized payment card.

7.1.2 Ownership of assets

No additional guidance for organizations providing financial services.

713

Control

Acceptable use of assets

7.1.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

© ISO/IEC 2012 — All rights reserved
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An organization providing financial services should also ensure that rules addressing the handling and the
disposal of uniforms and any other such branded items, including pre-printed forms, are established to avoid
their unauthorized use to commit fraud or criminal activity.

7.2 Information classification

No additional guidance for organizations providing financial services.

8 Human resources security
8.1 Prior to employment

8.1.1 Roles and responsibilities

No additional guidance for organizations providing financial services.

8.1.2 Screening

Control 8.1.2 from ISO/IEC 27002:2005 is augmented as fo

mplementation quidance

An organization providing financial servic bnnel in
key business processes.
n particular, care should be given to certai detailed
criminal and background chege
a) 'mation,
b)
c) bllowing

B8.1.3 <TFerms and conditions of employment

(Control 8.1.3 from ISO/IEC 27002:2005 is enhanced as follows:

Implementation guidance

The terms and conditions of employment should also incorporate a vacation policy applied to the organization
and suppliers personnel who perform sensitive financial activities.

As anti-fraud measure the vacation policy should enforce a minimum period of leave (e.g. 10 consecutive

working days each calendar year) in order to ensure that sensitive financial activities are not always
performed solely by the same person.

© ISO/IEC 2012 — All rights reserved 7
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8.2 During employment

8.21

Management responsibilities

No additional guidance for organizations providing financial services.

8.2.2
Control

Implem

Information security awareness, education and training

8.2.2 from ISO/IEC 27002:2005 is enhanced as follows:

entation guidance

The organization providing financial services should take into account that laws and regulations appllcable (e
it, alond with statements from regulators, require specific issues (such as telephone/Us i
customer and financial information, anti-money laundering program) to be addressed
awarenge izati

The infgrmation security awareness should also address specific topics suc
online viectors of attack, cards system skimming and software malware.

83 T

No addi

9 Physical and environmental securit

91 §

9.1.1

No additi

9.1.2

No additti

9.1.3

No addi

9.1.4

No addi

9.1.5

Control

ermination or change of employment

tional guidance for organizations providing financial

ecure areas

Physical security peri

al services.

tional guidancedor-organizations providing financial services.

Protecting against external and environmental threats

tional'guidance for organizations providing financial services.

Working In secure areas

9.1.5 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

Care should be taken to ensure that the use of mobile devices is particularly restricted in key business
processing areas, where payment card number or other customer information is available or processed, to

prevent

unauthorized records or transfer of this information.

© ISO/IEC 2012 — All rights reserved
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9.1.6 Public access, delivery, and loading areas

No additional guidance for organizations providing financial services.
9.2 Equipment security

9.21 Equipment siting and protection

Control 9.2.1 from ISO/IEC 27002:2005 is augmented as follows:

mplementation guidance

Care should be taken to protect payment devices (e.g. ATM, SST, POS) located outsidérthe orga
premises and processing customer and financial information or material™\assets against unau
modification, opening and theft. Implemented security measures should jinclude,\as~examples, con
chassis and fixation, auto-destruction mechanism as well as protection of cabling:

P.2.2 Supporting utilities

No additional guidance for organizations providing financial

D.2.3 Cabling security

D.2.4 Equipment maintenance
Control 9.2.4 from ISO/IEC 27002:2005 is &

mplementation guidanc

n addition to the an
control for mainte

Control 9.2.6 fromISO/IEC 27002:2005 is augmented as follows:

mplementation guidance

Car€ sShould be taken to ensure that customer and financial information stored in memory compone
ATM, SST, hard disks, POS internal memories) of payment devices is securely destroyed, de

nization
horized
structed

ng dual

nts (e.g.
eted or

overwritten prior to disposal.
9.2.7 Removal of property

No additional guidance for organizations providing financial services.

© ISO/IEC 2012 — All rights reserved
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10 Communications and operations management

10.1 Operational procedures and responsibilities

10.1.1

Documented operating procedures

No additional guidance for organizations providing financial services.

10.1.2
No addi
10.1.3
Control

Implem

Change-management

tional guidance for organizations providing financial services.

1Segregation of duties

10.1.3 from ISO/IEC 27002:2005 is augmented as follows:

entation guidance

Segregdition of duties should be applied within the scope of financial transacti

only th
authoriz

The org

the pro
differen

10.1.4

No addi

102 T
No addi
10.3 S

10.3.1
Control

Implem

systems\to ensure that nof

b initiation of an event, such as a financial transactio g processing or its

dual con \o
cessing of financial information or transaction _and tf
personnel or automated processes.

Separation of development, test, and o a'@i g
tional guidance for organizati providing\finanel

hird party service de
tional guidance fo ni

ci@ans tions management, i.e. thaf
erifigation ofithe outcome are performed by

pntation guidance

Care sh
implem

ould be-taken to ensure that capacity requirements are defined for following assets which have been
ented ‘or-which are planned to be deployed:

a)

10

lnternet-banking-services—based-on-the-consideration-offollowing-businessrequirements:
1. Current and expected number of transactions.
2. Current and expected peak periods and spikes in transactions.
3. Current number of customers.

4. Expected growth in the number of customers.

© ISO/IEC 2012 — All rights reserved
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5. Assurance of the availability of internet banking services even in times with high access rates

of customers.

b) Payment devices (e.g. ATM, SST, POS) processing customer and financial information

10.3.2 System acceptance

No additional guidance for organizations providing financial services.

10.4 Protection against malicious and mobile code

10.4.1 Controls against malicious code

Control 10.4.1 from ISO/IEC 27002:2005 is augmented as follows:

mplementation guidance

ATM, SST, POS) processing customer and financial informatio
malicious codes.

10.4.2 Controls against mobile code

10.5 Back-up

No additional guidance for organi

Control 10:7:2 from ISO/IEC 27002:2005 is augmented as follows:

mplementation guidance

es (e.g.
cted by

areshoutd-betakenmtoensure that secure disposat-procedures are i ptace forattypes of assets pro
customer and financial information (e.g. payment card information, customer passwords, PIN codes
with specific assets used for the payment cards production, such as ribbons.

10.7.3 Information handling procedures
Control 10.7.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

© ISO/IEC 2012 — All rights reserved
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The organization should also ensure that information handling procedures address the handling and the

disposa

| of cheque and deposit books, cheques and payment cards (debit, credit, prepaid) and other printed

stationary.

10.7.4

No addi

10.8 E

Security of system documentation

tional guidance for organizations providing financial services.

xchange of information

No addi
109 E

10.9.1

No addi

10.9.2

No addi

10.9.3

No addi

10.9.4
Control

Internet
unauthd

Implem

tional guidance for organizations providing financial services.
Jlectronic commerce services

Electronic commerce

tional guidance for organizations providing financial services.

On-Line Transactions

tional guidance for organizations providing financial servi

Publicly available information

tional guidance for organizations providing

Internet banking services

banking services .sho

rized customer a

pntation guidance

The org

Preventive finangeial limitations, e.g. interbank limit, discretionary limit.

Separated Juser credentials for joint account holders with associated privileges reflecting preliminary
defined-power of signatures.

Limited disclosure of customer and financial information, such as user identifier, name and accoun

numbers except for valid business purposes and actions carried out by the customer.

Approval of customer actions only if they have been submitted during the same user session with no
disruption or disconnection. In case of user session disruption or disconnection, user authentication
requirements should be again applied to the customer accessing to internet banking services.

Other information

Information systems hosting customers web interface for internet banking services should not store or process
customers and financial information to reduce the risk of information breaches if they are compromised.

12
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10.10 Monitoring

10.10.1 Audit logging

No additional guidance for organizations providing financial services.

10.10.2 Monitoring system use

Control 10.10.2 from ISO/IEC 27002:2005 is augmented as follows:

mplementation guidance

Areas should also be considered:

a) Unusual events related to customer and financial information, a
customers, such as:

1. Unusual transactions (e.g. money transfer
jurisdiction).

5.

No additional guidance for o

10.10.4 Administ@ 4

10.10.6 Clock{synchronization

No additional guidance for organizations providing financial services.

n addition to the areas provided in ISO/IEC 27002 for individual facilities moni

ghactiyities, the fpllowing

s perfofmed by

foreign

11 Access control

No additional guidance for organizations providing financial services.

© ISO/IEC 2012 — All rights reserved
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12 Information systems acquisition, development and maintenance

121 S

ecurity requirements of information systems

Security requirements analysis and specification

12.1.1 from ISO/IEC 27002:2005 is augmented as follows:

anization should consider following security requirements when designing a new financial transactiong
or when performing changes to an existing one:

The protection of financial transactions information from unauthorized falsification
readdressing and destruction.
The recovery of financial transactions information in case of una

Automated compliance checks when initiating, processing

Possibility of tracking possible fraudulent financial transa

Authentication of the following:

2. Incoming and outgoin

I

Segregation of\dutiesover\t{ransactions flows and disbursement approvals.

sihg in applications

nizations providing financial services.

12.1.1
Control
Implementation guidance.
The org
system
a)
b)
readdressing or destruction.
c)
transactions.
d)
e)
1.
f) |Delivery of electronic
transactions.
g) [Reconciliation o ir
processed electronie pa
h) |User authenticatiah
double entry, re
i)
12.2 Correct proc
No additional guidanee for orga
14
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