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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards th

rough

technical committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.

Other

international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.

The procedures used to develop this document and those intended for its further maintenan
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria’nee
the different types of document should be noted. This document was drafted in accordance wi
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document can be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development of the document will be
Introduction and/or on the ISO list of patent declarations received (seedwWww.iso.org/patents) or t
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and do
constitute an endorsement.

For an explanation of the voluntary nature of standdrds, the meaning of ISO specific term
expressions related to conformity assessment, as wellsas information about ISO's adherence
World Trade Organization (WTO) principles in the Teghnical Barriers to Trade (TBT) see www.is
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techr
Subcommittee SC 22, Programming languages, their environments and system software interfaces.

Any feedback or questions on this dosiment should be directed to the user’s national standards b
complete listing of these bodies capbe found at www.iso.org/members.html.

This first edition cancels and replaces ISO IEC TR 24772:2013, which has been split into several p
Alist of all parts in the ISO/IEC 24772 series can be found on the ISO website.
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Introduction

All programming languages contain constructs that are incompletely specified, exhibit undefined
behaviour, are implementation-dependent, or are difficult to use correctly. The use of those constructs
can therefore give rise to vulnerabilities, as a result of which software programs can execute differently
than intended by the writer. In some cases, these vulnerabilities can endanger the safety of a system or
be exploited by attackers to compromise the security or privacy of a system.

This jiocument provides users of programming languages with a language-independent overview
of poflential vulnerabilities in their usage and ways to avoid or mitigate them. Other parts of the
ISO/IHC 24772 series describe how the general observations apply to specific languages.

This focument is intended to provide guidance spanning multiple programming languages, so
that application developers will be better able to avoid the programming constructssthat lead to
vulnerabilities in software written in their chosen language and their attendant conseéquences. This
guidance can also be used by developers to select source code evaluation tools that can discover and
elimirjate some constructs that could lead to vulnerabilities in their software or to seléct a programming
language that avoids anticipated problems.

The ifjtended audience for this document are those who are concerned withhassuring the predictable
execution of the software of their system; that is, those who are developing,/qualifying, or maintaining
a software system and need to avoid language constructs that can cause’the software to execute in a
manner other than intended.

Develgpers of applications that have clear safety, security of\mission-criticality requirements are
expected to be aware of the risks associated with their code.aid can use this document to ensure that
their glevelopment practices address the issues presented. by the chosen programming languages, for
example by subsetting or providing coding guidelines.

Specifiic audiences for this document include in particular developers, maintainers and regulators of:
— sdfety-critical applications that can cause loss of life, human injury, or damage to the environment;

— sdgcurity-critical applications that need 'to ensure properties of confidentiality, integrity, and
ayailability;

— mfission-critical applications that need to avoid loss or damage to property or finance;

— buisiness-critical applicatiehs/'where correct operation is essential to the successful operation of the
biisiness;

— sdientific, modelling and simulation applications that require high confidence in the results of
possibly complex;expensive and extended calculation.

However, it should-ntot be assumed that other developers can ignore this document. A weakness in a non-
criticql application can provide the route by which an attacker gains control of a system or otherwise
disrupts co-hested applications that are critical. It is hoped that all developers would use this document
to ensure that common vulnerabilities are removed or at least minimized from all applications.

While this document does not discuss specification or design issues, there is recognition that boundaries
among the various activities are not clear-cut. This document seeks to avoid the debate about where
low-level design ends and implementation begins by treating selected issues that some can consider
design issues rather than coding issues.

It should be noted that this document is inherently incomplete. It is not possible to provide a complete
list of programming language vulnerabilities because new weaknesses are discovered continually.
Any such report can only describe those that have been found, characterized, and determined to have
sufficient probability and consequence.
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Programming languages — Guidance to avoiding
vulnerabilities in programming languages —

Part 1:

Language-independent guidance

1 Scope

This document specifies software programming language vulnerabilities te_‘be avoided i
development of systems where assured behaviour is required for security, saféty, mission-critic

n the
al and

business-critical software. Language-specific descriptions of these vulnetabilities are provided in

other parts of the ISO/IEC 24772 series.
It is applicable to the software developed, reviewed, or maintained forany application.

This document does not address software engineering and management issues such as how to
and implement programs, use configuration management tools;use managerial processes, and pe
process improvement. Furthermore, the specification of properties and applications to be assur
not treated.

Vulnerabilities are described in a generic manner that is applicable to a broad range of prograr
languages.
2 Normative references

The following documents are referredsto in the text in such a way that some or all of their ¢
constitutes requirements of this doctrment. For dated references, only the edition cited applig

lesign
rform
cd are

nming

bntent
s. For

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382, Information technology — Vocabulary

ISO 80000-2, Quantities Gnd units — Part 2: Mathematics

3 Terms and‘definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382, ISO 80000
the followinig apply.

[SO anéEC maintain terminological databases for use in standardization at the following addreg

-2 and

SeS:

=, “ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1 Terms related to communication

3.1.1
protocol
set of rules and supporting structures for the interaction of threads

Note 1 to entry: A protocol can be tightly embedded and rely on data in memory and hardware to control
interaction of threads or can be applied to more loosely coupled arrangements, such as message communication

spanning networks and computer systems.
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3.1.2

stateless protocol

communication or cooperation between threads where no state is preserved in the protocol itself
(example HTTP or direct access to a shared resource)

Note 1 to entry: Since most interaction between threads requires that state be preserved, the cooperating threads
needs to use values of the resources(s) themselves or add additional communication exchanges to maintain state.
Stateless protocols require that the application provide explicit resource protection and locking mechanisms to
guarantee the correct creation, view, access to, modification of, and destruction of the resource - for example, the

state needed Tor correct handling of the resource.

3.2 [Terms related to execution model

3.21
threafd
sequeptial stream of execution

Note 1|to entry: Although the term thread is used here and the context portrayed is that of shafed-memory threads
executfing as part of a process, everything documented applies equally to other variants ‘of concurrency such
as intgrrupt handlers being enabled by a process, processes being created on the same-system using operating
systen} routines, or processes created as a result of distributed messages sent gvera network. The mitigation
approdches will be similar to those listed in the relevant vulnerability descriptions, but the implications for
standdqrdization would be dependent on how much language support is provided for the programming of the
concuirent system.

3.2.2
threafd activation
creatipn and setup of a thread up to the point where the thread begins execution

Note 1| to entry: A thread can depend on one or more otherthreads to define its access to other objects to be
accessgd and to determine its duration.

3.2.3
activgted thread
thread that is created and then begins execution as a result of thread activation

3.24
activgting thread

threai that exists first and makes:the library calls or contains the language syntax that causes the
activafted thread to be activated

Note 1|to entry: The activatihgthread may wait, or not, for the activated thread to finish activation and may or
may not check for errors ifithe activation fails. The activating thread can be permitted, or not, to terminate until
after the activated thread.terminates.

3.2.5
static[thread activation

creatipn andiinitiation of a thread by program initiation, an operating system or runtime kernel, or by
another thread as part of a declarative part of the thread before it begins execution

Note 1 To entry: In static activation, a static analysis can determine exactly how many threads will be created and
how much resource, in terms of memory, processors, CPU cycles, priority ranges and inter-thread communication
structures, will be needed by the executing program before the program begins.

3.2.6

dynamic thread activation

creation and initiation of a thread by another thread (including the main program) as an executable,
repeatable command, statement or subprogram call
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3.2.7
thread abort
request to stop and shut down a thread immediately

Note 1 to entry: The request is asynchronous if from another thread, or synchronous if from the thread itself. The
effect of the abort request (such as whether it is treated as an exception) and its immediacy (that is, how long the
thread can continue to execute before it is shut down) depend on language-specific rules. Immediate shutdown

minimizes latency but can leave shared data structures in a corrupted state.

272 0

[ FY“Tye)
termination-directing thread
thread (including the OS) that requests the abortion of one or more threads

3.2.9

thread termination

completion and orderly shutdown of a thread, where the thread is permitted to\make data g
consistent, release any acquired resources, and notify any dependent threads that it is terminatiy

Note 1 to entry: There are a number of steps in the termination of a thread as listed below, but depending]
multithreading model, some of these steps can be combined, explicitly programimed, or missing:

— the termination of programmed execution of the thread, including"termination of any synch
communication;

— the finalization of the local objects of the thread;

— waiting for any threads that can depend on the thread to tenminate;

— finalization of any state associated with dependent threads;

— notification that finalization is complete, including;possible notification of the activating task;

— removal and clean-up of thread control blocks and any state accessible by the thread or by other thr
outer scopes.

3.2.10
terminated thread
thread that has been halted fromrany further execution

3.2.11

master thread

thread which needs toait for a terminated thread before it can take further execution steps (inc
termination of itself)

3.2.12
process
single execution of a program, or portion of an application

Note 1.teéntry: Processes do not normally share a common memory space, but often share:

— \processor;

bjects
18

on the

ronous

bads in

uding

— network;

— operating system,;

— filing system;

— environment variables; or

— otherresources.

Processes are usually started and stopped by an operating system and may or may not interact with other

processes. A process can contain multiple threads.
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3.3 Properties

3.31

software quality

degree to which software implements the requirements described by its specification and the degree to
which the characteristics of a software product fulfil its requirements

3.3.2

predictable execution

property of the program such that all possible executions have results that can be predicted from the
sourc¢ code

3.4 BSafety

3441
safety hazard
potential source of harm

Note 1]to entry: IEC 61508-4[20] defines a Hazard as a potential source of harm, where(hgrm is physical injury or
damagg to the health of people either directly or indirectly as a result of damage to property or to the environment.
Some derived standards, such as UK Defence Standard 00-56, broaden the definitien of harm to include material
and enpironmental damage (not just harm to people caused by property and environnental damage).

3.4.2
safety-critical software

softwhre for applications where failure can cause very seriouswconsequences such as human injury
or dedth

Note 1| to entry: IEC 61508-3[20] defines Safety-related software as software that is used to implement safety
functidns in a safety-related system. Although, in some demains a distinction is made between safety-related
(can lgad to any harm) and safety-critical (life threatening), this document uses the term safety-critical for all
vulnerpbilities that can result in safety hazards.

3.5 Mulnerabilities

3.5.1
appli¢ation vulnerability
security vulnerability or safety hazard, or defect

3.5.2
language vulnerability

property (of a programming language) that can contribute to, or that is strongly correlated with,
applicption vulnerabilities in programs written in that language.

Note 1| to entry: The'term property can mean the presence or the absence of a specific feature, used singly or in
combination. As‘an example of the absence of a feature, encapsulation (control of where names can be referenced
from) is generally considered beneficial since it narrows the interface between modules and can help prevent data
corrugtiort, The absence of encapsulation from a programming language can thus be regarded as a vulnerability.
Note thata property together with its complement can both be considered language vulnerabilities. For example,
automgmmmm
predictability and result in a safety hazard. On the other hand, the absence of automatic storage reclamation

can also be a vulnerability since programmers can mistakenly free storage prematurely, resulting in dangling
references.

3.5.3

security vulnerability

weakness in an information system, system security procedures, internal controls, or implementation
that can be exploited or triggered by a threat
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3.5.4
failure

malfunction of the system or component which has as subcategories omission failure, commission

failure, timing failure and value failure

3.5.5
omission failure
service that is requested but never rendered

Note 1 to entry: The client can wait forever or can be notified about the failure (termination) of the servicg.

3.5.6
commission failure
service that initiates unexpected actions, e. g., communication that is unexpected by the receiver

Note 1 to entry: The service can wait forever, causing omission failures for subsequent.calls by clien

s. The

receiver can be hindered to do its legitimate actions in time. At a minimum, resources/are consumed that are

possibly needed by others.

3.5.7
timing failure
service that is not rendered before an imposed deadline

Note 1 to entry: This results in a system response that is (too) late,‘catising corresponding damages to t
world affected by the system.

3.1.5.8
value failure
service delivers incorrect or tainted results

Note 1 to entry: The client continues computations with these corrupted values, causing a spread of conseq
application errors.

4 Applying this document

This document has been written'with several possible usages in mind:

he real

hential

— programmers familiar with the vulnerabilities of a specific language can reference the guide for

more generic descriptions and their manifestations in less familiar languages;

— toolvendors canusethethree-letter codesasasuccinctwayto “profile” the selection of vulneral
considered by their tools;

— individualerganizations can wish towrite their own codingstandardsintended to reduce the n;
of vulnerabilities in their software products. the guide can assist in the selection of vulneral
to be.addressed in those standards and the selection of coding guidelines to be enforced;

—, ‘organizations or individuals selecting a language for use in a project can want to consid
vulnerabilities inherent in various candidate languages;

ilities

hmber
ilities

er the

— scientists, engineers, economists, statisticians, or others who write computer programs as tools of

their chosen craft can read this document to become more familiar with the issues that can
their work.

There are a number of ways to avoid a vulnerability:

— avoiding the particular coding constructs that are found to be problematic;

affect

— usingstatic analysis tools to detect anomalous situations, including usage of a compiler that provides

warnings if a construct is problematic;

— choosing a programming language that avoids or mitigates a class of vulnerabilities;
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riting specific runtime checks to detect situations that can lead to problematic behaviour;

— used automated analysis tools to enforce coding standards;

— undertaking verification and validation methods such as focused human review of code.

This document gathers descriptions of programming language vulnerabilities, as well as selected
application vulnerabilities, which have occurred in the past and are likely to occur again. Every
vulnerability discussed here has been experienced in at least one programming language or runtime
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TITITETTt SOTTe vulnerabilities occur i att programmring tanguages, witte othrersare mitigated by
tures or capabilities of some programming environments.

vulnerability and its possible mitigations are described in this document in a language-
endent manner, though illustrative examples can be language-specific. In addition, other,parts of
D/IEC 24772 series for particular languages describe the vulnerabilities and their mitigations in a
br specific to the language.

5 explains how many of the vulnerabilities common to programming languagés-occur. The issues
sed are not vulnerabilities but language characteristics that lead to mistakes.and vulnerabilities
hn be exploited. Table 1 provides a summary list of the top 21 approaches’to avoiding the most
on vulnerabilities with references to Clauses 6 and 7. For many that cainot invest the resources
parch all of the vulnerabilities documented in Clauses 6, 7, and 8, implementing the guidance in
eady provides significant benefit to their projects.

b 6 provides language-independent descriptions of vulnerdbilities in programming languages
hn lead to application vulnerabilities. Each description provides a summary of the vulnerability,
‘teristics of languages where the vulnerability can be{found, typical mechanisms of failure,
ques that programmers can use to avoid the vulnerability, and ways that language designers can
y language specifications in the future to help programmers mitigate the vulnerability.

In using Clause 6, it is important to be aware of how a listed vulnerability is presented by the

progr

hmming language, tool environment, and_operating system that is being used. To help, this

docunent is supported by ISO/IEC TR 24772-2+(for Ada), ISO/IEC TR 24772-3 (for C), etc. Each part of
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D/IEC 24772 series:

named for a particular programming language, lists the vulnerabilities described in Clause 6;
bscribes how each vulnerability appears (or does not appear) in that specific language; and
ecifies how it can be mitigated in that language, whenever possible.

7 provides descriptions of selected vulnerabilities which:

ive been found,.and exploited in a number of applications;

ive well knewn mitigation techniques; and

sult frem'design decisions made by coders in the absence of suitable language library routines or
hermechanisms.

For th!
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— asummary of the vulnerability;

— typical mechanisms of failure; and

— techniques that programmers can use to avoid the vulnerability.

Mitigations for vulnerabilities listed in Clause 7 do not include the use of programming language-
specific features or choices but consist of alternate design choices or programming techniques.
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Clause 8 provides new vulnerabilities that have not yet had corresponding programming language-
specific text developed. The form and material matches the vulnerabilities of Clause 6, but vulnerability
writeups in the language-specific parts may not yet exist.

Annex A is a categorization of the vulnerabilities of this document in the form of a hierarchical outline
and a list of the vulnerabilities arranged in alphabetic order by their three-letter code.

Annex B summarizes the guidance to language designers found in Clauses 6.X.6.

470y

Arnmrex € s a template for thewriting of programming tanguage=specific parts of the t1SOAEC 2477 2jseries
that explain how the vulnerabilities from Clause 6 are realized in that programming language for show
how they are absent), and how they can be mitigated in language-specific terms.

5 Vulnerability issues and general avoidance mechanisms

5.1 Predictable execution

There are many reasons why software does not execute as expected by its developers, its users or
other stakeholders. Reasons include incorrect specifications, configuration management errors|and a
myriad of others. This document focuses on one cause: the usage of\programming languages i1l ways
that render the execution of the code less predictable.

Predictable execution is a property of a program such that all possible executions have results that can
be predicted from examination of the source code. Achieving predictability is complicated by thht fact
that software can be used:

— on unanticipated platforms (for example, ported to a different processor);
— in unanticipated ways (as usage patterns charnge);

— inunanticipated contexts (for exampleysoftware reuse and system-of-system integrations); and
— by unanticipated users (for example, those seeking to exploit and penetrate a software system).

Furthermore, today’s ubiquitous Connectivity of software systems virtually guarantees that most
software will be attacked — either'because itis a target for penetration or because it offers a springboard
for penetration of other software. Accordingly, today’s programmers need to take additional dare to
ensure predictable execution despite the new challenges.

Software vulnerabilities-are unwanted characteristics of software that can allow software to efecute
in ways that are unexpected. Programmers introduce vulnerabilities into software by using language
features that are\inherently unpredictable in the variable circumstances outlined above or by|using
features in aqmariner that reduces what predictability they can offer. Of course, complete predictability
is an idea] (particularly because new vulnerabilities are often discovered through experience), but any
programier can improve predictability by carefully avoiding the introduction of known vulnerabilities
into cede’

This document focuses on a particular class of vulnerabilities, language vulnerabilities. Thege are

nroperties of nrogramming lanouages that can contribute to (or are stronolv correlated Wlth)
Tror P o5 =] 575 5

application vulnerabilities — security weaknesses, safety hazards, or defects. An example may clarify
the relationship. The programmer’s use of a string copying function that does not check length can
be exploited by an attacker to place incorrect return values on the program stack, hence passing
control of the execution to code provided by the attacker. The string copying function is the language
vulnerability and the resulting weakness of the program in the face of the stack attack is the application
vulnerability. The programming language vulnerability enables the application vulnerability. The
language vulnerability can be avoided by using a string copying function that does set appropriate
bounds on the length of the string to be copied. By using a bounded copy function, the programmer
improves the predictability of the code’s execution.
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The primary purpose of this document is to survey common programming language vulnerabilities
(see Clause 6). Each description explains how an application vulnerability can result. In Clause 7, a few
additional application vulnerabilities are described. These are selected because they are associated with
language weaknesses even if they do not directly result from language vulnerabilities. For example, a
programmer can have stored a password in plain text (see 7.16) because the programming language
did not provide a suitable library function for storing the password in a non-recoverable format.

In addition to considering the individual vulnerabilities, it is instructive to consider the sources of
uncertainty that can decrease the predictability of software. These sources are briefly considered in

the remainder of this clause.
5.2 Bources of unpredictability in language specification

5.2.1 | Incomplete or evolving specification

The d¢sign and specification of a programming language involves considerations that are very different
from the use of the language in programming. Language specifiers are often required by customers to
maintpin compatibility with older versions of the language — even to the extent-of retaining inherently
vulnerable features. Sometimes, the semantics of new or complex features are not completely known,
especlally when used in combination with other features.

5.2.2 | Undefined behaviour

It is dimply not possible for the specifier of a programming language to describe every possible
behavjiour. For example, the result of using a variable to which no value has been assigned is left
undeflned by many languages. In such cases, a program cando anything — including crashing with no
diagngstic or executing with wrong data, leading to incorrect results.

5.2.3 | Unspecified behaviour

The b¢haviour of some features may be incompletely defined. The language implementer would have to
chooseg from a finite set of choices, but the cheice may not be apparent to the programmer. In such cases,
differ¢nt compilers can lead to different results.

5.2.4 | Implementation-defined behaviour

In somhe cases, the results of execution can depend on characteristics of the compiler that was used,
the prjocessor on which the software is executed, or the other systems with which the software has
interfaces. In principle, oné can predict the execution with sufficient knowledge of the implementation,
but spch knowledge is~sometimes difficult to obtain. Furthermore, dependence on a specific
implementation-defined behaviour will lead to problems when a different processor or compiler is
used +- sometimes even if different compiler switch settings are used.

5.2.5 | Difficult features

Some |anguage features can be difficult to understand or to use appropriately, either due to complicated

semar |-|1‘c (for avﬂmh]n floating naoint in numarical analucic "!V\V\]ll"‘\f!nh(‘-\ raval huyman ]IW\I""\"II‘\Y\C‘ (for
Treo—{ToT— Xt PreTroorertr PorTr e re T reo ot ror e Y oo P P T e OO O I e e T T T T T T e C T O ot

example, deeply nested program constructs or expressions). Sometimes 51mp1e typing errors can lead
to major changes in behaviour without a diagnostic (for example, typing “=” for assignment when one
really intended “==" for comparison).

5.2.6 Inadequate language support

No language is suitable for every possible application. Furthermore, programmers sometimes do
not have the freedom to select the language that is most suitable for the task at hand. In many cases,
libraries are used to supplement the functionality of the language. Then, the library itself becomes a
potential source of uncertainty reducing the predictability of execution.
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5.3 Sources of unpredictability in language usage

5.3.1 Porting and interoperation

When a program is recompiled using a different compiler, recompiled using different sw

19(E)

itches,

executed with different libraries, executed on a different platform, or even interfaced with different
systems, its behaviour will change. Such changes result from different choices for unspecified and
implementation-defined behaviour, differences in library function, and differences in underlying

use implementation-dependent extensions to the language rather than staying with the standa
language.

5.3.2 Compiler selection and usage

ose to
rdized

Nearly all software has bugs and compilers are no exception. They should be cacefully selected from

trusted sources and qualified prior to use. Perhaps less obvious, though, is the use of compiler sw
Different switch settings can result in differences in generated code. A careful selection of settin

tches.
s can

improve the predictability of code, for example, a setting that causes the flagging of any usagd of an

implementation-defined behaviour.

5.4 Top avoidance mechanisms

Each vulnerability listed in Clauses 6 and 7 provides a set of ways that the vulnerability can be ayoided
or mitigated. Many of the mitigations and avoidance metltanisms are common. Table 1 provides the
most effective and the most common mitigations, togetherwith references to which vulnerabilitigs they
apply. The references are hyperlinked to provide thé.reader with easy access to those vulnerabilities

for rationale and further exploration.

The expectation is that users of this document-will develop and use a coding standard based dn this

document that is tailored to their risk environment.

Table 1 — Recommended avoidance mechanisms

wdrnings.

Number |Recommended avoidance'mechanism References
1 Validate input. Do not irake assumptions about the values of 6.6 713

parameters. Checkiparameters for valid ranges and values in the

. . : : 7.18 7.28

calling and/or ¢alled functions before performing any operations.
2 When functions return error values, check the error return values [6.36

before processing any other returned data. 6.60
3 Enableé)compiler static analysis checking and resolve compiler 6.8 10 14 .15

19

27

.36

.54

o
)
N}
N
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Table 1 (continued)

Number |Recommended avoidance mechanism References
4 Run a static analysis tool to detect anomalies not caught by the 6.3 6.6 6.7 6.8
compiler. 10 14 15 - 16
6.17 618 619 6.22
2 2 27 29
6.50 6.54 6.56 6.356
6.39 647 6.54 6.56
6.57 6.60 6.61 ,6.62
7.28
5 Perform explicit range checking when it cannot be shown statically [6.6
that ranges will be obeyed, when range checking is not provided by 6.8
the implementation, or if automatic range checking is disabled. _
6.16
6 Allocate and free resources, such as memory, threads or locks, at  [6.14
the
same level of abstraction.
7 Avoid constructs that have unspecified but bounded behaviour, 6.24 6.56
and if the construct is needed, test for all possible behaviours.
8 Make error detection, error reporting, error correction, and.xecov- |6.36
ery
an integral part of a system design.
10 Use only those features of the programming language-that enforce |6.31
a
logical structure on the program.
11 Avoid using features of the language which-are not specifiedtoan |6.55 6.56  6.57
exact behaviour or that are undefined, implementation-defined or
deprecated. 658 659
12 Avoid using libraries without propersignatures. 6.34
13 Do not modify loop control variables inside the loop body. 6.29
14 Do not perform assignments within Boolean expressions, even if |6.25
allowed by the language.
15 Do not depend on side effects of a term in the expression itself. 6.31 6.24
16 Use names that are ¢lear and visually unambiguous. Be consistent |6.17
in choosing nain€s.
17 Use carefulpregramming practice when programming border cases. [6.6 6.29 6.30
18 Be aware/of short-circuiting behaviour when expressions with side |6.24
effects ‘are used on the right side of a Boolean expression such as if 2
thefirSt expression evaluates to false in an and expression, then |~
the'remaining expressions, including functions calls, will not be
evaluated.
19 AV Uld fall t}ll Uusll fl Ul UIlIT Cads\T (Ul O VV lt\,}l) Dtatcllltllt illtU t‘llC ur.27
following case statement: if a fall-through is necessary then pro-
vide a comment to inform the reader that it is intentional.
20 Do not use floating-point arithmetic when integers would suffice, |6.4
especially for counters associated with program flow, such as loop
control variables.
21 Sanitize, erase or encrypt data that will be visible to others A1
(for example, freed memory, transmitted data). 712
10 © ISO/IEC 2019 - All rights reserved
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6 Programming language vulnerabilities

6.1 General

This clause provides language-independent descriptions of vulnerabilities in programming languages
that can lead to application vulnerabilities. Each description provides:

— asummary of the vulnerability;

— characteristics of languages where the vulnerability can be found;
— typical mechanisms of failure;
— techniques that programmers can use to avoid the vulnerability; and

— ways thatlanguage designers can modify language specifications in the future.to help prograrhmers
mitigate the vulnerability.

Descriptions of how vulnerabilities are manifested, in particular, programming languages are provided
in other parts of the ISO/IEC 24772 series. In each case, the behavienr/of the language is asgumed
to be as specified by the standard cited in the respective part. Clearly, programs can have diffferent
vulnerabilities in a non-standard implementation. Examples of non-standard implementations influde:

— compilers written to implement some specification other than the standard;
— use of non-standard vendor extensions to the language;'and
— use of compiler switches providing alternative semantics.

The following descriptions are written in a language-independent manner except when specific
languages are used in examples. The language:specific parts can be consulted for language-specific
descriptions.

In general, this clause uses the terminelogy that is most natural to the description of each indiyidual
vulnerability. Therefore, terminology ean differ from description to description.

6.2 Type system [IHN]

6.2.1 Description of application vulnerability

When data values(are converted from one data type to another, even when done intentipnally,
unexpected results’can occur.

6.2.2 Cressreference
JSF AV-Rules![31]: 148 and 183
MISRA C[33]: 4.6, 10.1, 10.3, and 10.4

MISRACFF379-2,5-0-3 0 5-0-1%
CERTC guidelines[ﬁ]: DCL07-C, DCL11-C, DCL35-C, EXP05-C and EXP32-C
Ada Quality and Style Guidelll: 3.4

6.2.3 Mechanism of failure

The type of a data object informs the compiler on how values should be represented and which
operations are legal for the type. The type system of a language is the set of rules used by the language
to structure and organize its collection of types. Any attempt to manipulate data objects with
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inappropriate operations is a type error. A program is said to be type safe (or type secure) if it can be
demonstrated that it has no type errorsl2Zl,

Every programming language has some sort of type system. A language is statically typed if the type of
every expression is known at compile time. The type system is said to be strong if it guarantees type
safety and weak if it does not. There are strongly typed languages that are not statically typed because
they enforce type safety with runtime checksl2Zl,

In practical terms, nearly every language falls short of being strongly typed (in an ideal sense) because

of the[inclusion of mechanisms to bypass type safety in particular circumstances. For that reason, and
becaufe every language has a different type system, this description focuses on taking advantage of
whatgver features for type safety are available in the chosen language.

Sometimes it is appropriate for a data value to be converted from one type to another compatible one.
For eXfample, consider the following program fragment, written in no specific language:

float a;

integer i;

al:= a + 1i;

The variable "i" is of integer type. It is converted to the float type before it is d@dded to the data value.
This ip an implicit type conversion. If, on the other hand, the conversion ne€ds to be specified by the

program, for example,

al:= a + float (1)
then it is an explicit type conversion.

Type pquivalence is the strictest form of type compatibility;ytwo types are equivalent if they are
compgtible without using implicit or explicit conversion. Type‘equivalence is usually characterized in
terms| of name type equivalence—two variables have the¢same type if they are declared in the same
declarfation or declarations that use the same type namessor structure type equivalence—two variables
have the same type if they have identical structures. Thiere are variations of these approaches and most
langugges use different combinations of them[28], Therefore, a programmer skilled in one language can
very well code inadvertent type errors when using-a different language.

It is dpsirable for a program to be type safé\because the application of operations to operands of an
inappropriate type can produce unexpected results. In addition, the presence of type errors can reduce
the effectiveness of static analysis forfother problems. Searching for type errors is a valuable exercise
becaupe their presence often reveals design errors as well as coding errors. Many languages check
for type errors—some at compile-time, others at run-time. Obviously, compile-time checking is more
valualple because it can catch errors that are not executed by a particular set of test cases.

Makirlg the most use of the type system of a language is useful in two ways. First, data conversions
alwayp bear the risk of changing the value. For example, a conversion from integer to float risks the loss
of significant digits while the inverse conversion risks the loss of any fractional value. Conversion of
an intpger value fromiva type with a longer representation to a type with a shorter representation risks
the loss of signifieant digits. This can produce particularly puzzling results if the value is used to index
an array. Conversion of a floating-point value from a type with a longer representation to a type with a
shortdr reptesentation risks the loss of precision. This can be particularly severe in computations where
the nymber of calculations increases as a power of the problem size. (It should be noted that similar

surprisesecanoccurwhen an annlication s relaraeled Lo amachine with dilferent renrecontalions of

numeric values.)

Second, a programmer can use the type system to increase the probability of catching design errors or
coding blunders. For example, the following Ada fragment declares two distinct floating-point types:

type Celsius is new Float;
type Fahrenheit is new Float;

The declaration makes it impossible to add a value of type Celsius to a value of type Fahrenheit without
explicit conversion. Even explicit conversions also require additional numeric calculations that respect
the relationship of the real-world units being converted. For example F = C (where F is Fahrenheit and C
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is Celcius) only works when C=-40, otherwise one needs F = convert_to_fahrenheit(C) which performs
9*C/5+32.

As another example, the following Pascal code:

type AltitudeInFeet = -1500.. 45000;
defines the operating range of a plane and lets the compiler decide on the appropriate underlying
representation in contrast to a predefined type integer which can be represented in 16 bits (insufficient
for the purpose) or 32 bits, depending on the target architecture.

6.2.4 Applicable language characteristics

This vulnerability is intended to be applicable to languages that support multiple types and|allow
conversions between types.

6.2.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in‘tlie following ways.

— Take advantage of any facility offered by the programming langudgeto declare distinct types and
use any mechanism provided by the language processor and related tools to check for or epforce
type compatibility.

— Use available language and tools facilities to preclude arydetect the occurrence of implicit type
conversions, such as those in mixed type arithmetic. Ifit is not possible, use human review to|assist
in searching for implicit conversions.

— Avoid explicit type conversion of data values exgept when there is no alternative. Document such
occurrences so that the justification is made agvailable to maintainers.

— Usethemostrestricted datatype thatsuffices toaccomplish the job. For example, use an enumejration
type to select from a limited set of chgices (such as, a switch statement or the discriminant of a
union type) rather than a more general type, such as integer. This will make it possible for tooling to
check if all possible choices have been covered.

— Always respect the implied\unit systems, when converting explicitly from one numeric type to
another.

— Treat every compiler,;tool, or run-time diagnostic concerning type compatibility as a serious|issue.
Do not resolve the(problem by modifying the code to include an explicit conversion, without fiirther
analysis; instead\examine the underlying design to determine if the type error is a symptom of a
deeper problém.

— Never ighore instances of implicit type conversion; if the conversion is necessary, change it to an
explicitconversion and document the rationale for use by maintainers.

— Analyse the problem to be solved to learn the magnitudes and/or the precisions of the quantities
needed as auxiliary variables, partial results and final results.

— (Create types that maore nr‘r‘nrqfﬂ]y model the prnh]pm domain with r‘nrrncpnnding safe operations

and conversions in lieu of using primitive types.

— Minimize use of predefined numeric types whose ranges and precisions are implementation defined.
Instead, use types whose ranges and precision are guaranteed.
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6.2.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Language specifiers should standardize on a common, uniform terminology to describe their type
systems so that programmers experienced in other languages can reliably learn the type system of
alanguage that is new to them.

— Provide a mechanism for selecting data types with sufficient capability for the problem at hand.

— Provide a way for the computation to determine the limits of the data types actually selected.

— L4nguage implementers should consider providing compiler switches or other tools to provide the
highest possible degree of checking for type errors.

6.3 Bitrepresentations [STR]

6.3.1 | Description of application vulnerability

Interfacing with hardware, other systems and protocols often requires access,to one or more bits in
a single computer word, or access to bit fields that cross computer words fex the machine in question.
Mistakes can be made as to what bits are to be accessed because of the efidianness of the processor (see
below) or because of miscalculations. Access to those specific bits can affect surrounding bits in ways
that cpmpromise their integrity. This can result in the wrong information being read from hardware,
incorrect data or commands being given, or information being mangled, which can result in arbitrary
effect§ on components attached to the system.

6.3.2 | Cross reference

JSF A Rulesl31] 147, 154 and 155

MISRI C[33: 1.1, 6.1, 6.2,and 10.1

MISRA C++[36]; 5-0-21, 5-2-4 to 5-2-9, and 9;5*1

CERT[C guidelines[ﬁ]: EXP38-C, INT00-C;' INTO07-C, INT12-C, INT13-C, and INT14-C
Ada Qpality and Style Guidelll: 7.6.1:through 7.6.9, and 7.3.1
Hogaloom, Richard, A Generié API Bit Manipulation in C17]

6.3.3 | Mechanism of failure

Compfiter languages frequently provide a variety of sizes for integer variables. Languages may support
short,|integer, lorigrand even big integers. Interfacing with protocols, device drivers, embedded systems,
low lejrel graphigs or other external constructs may require each bit or set of bits to have a particular
meaning. Those bit sets may or may not coincide with the sizes supported by a particular language
implementation. When they do not, it is common practice to pack all of the bits into one word. Masking
and shifg . . L . :

pick out subsets of bits (for example, using 28 = 22 + 23 + 24 to create the mask 11100 and then shifting
2 bits) provides a way of extracting those bits. Knowledge of the underlying bit storage is usually not
necessary to accomplish simple extractions such as these. Problems can arise when programmers mix
their techniques (e.g. arithmetic and logical operations) to reference the bits or output the bit, since
storage ordering of the bits may not be what the programmer expects.

Packing of bits in an integer is not inherently problematic. However, an understanding of the intricacies
of bit level programming is necessary. Some computers or other devices store the bits left-to-right
while others store them right-to-left. The kind of storage can cause problems when interfacing with
external devices that expect the bits in the opposite order. One problem arises when assumptions are
made when interfacing with external constructs and the ordering of the bits or words are not the same
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as the receiving entity. Programmers can inadvertently use the sign bit in a bit field and then may not
be aware that an arithmetic shift (sign extension) is being performed when right shifting causing the
sign bit to be extended into other fields. Alternatively, a left shift can cause the sign bit to be one. Bit
manipulations can also be problematic when the manipulations are done on binary encoded records
that span multiple words. The storage and ordering of the bits need to be considered when doing bit-
wise operations across multiple words as bytes may be stored in big-endian or little-endian format.

6.3.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages that allow bit manipuladtigns.

6.3.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the folloWing ways.
— Explicitly document any reliance on bit ordering such as explicit bit patterns) shifts, or bit nugbers.

— Understand the way bit ordering is done on the host system and on thé'systems with which the bit
manipulations will be interfaced.

— Where the language supports it, use bit fields in preference to binatry, octal, or hex representations.
— Avoid bit operations on signed operands.
— Localize and document the code associated with expli¢it manipulation of bits and bit fields.

— Use static analysis tools that identify and report reliance on bit ordering or bit representatiol

=4

6.3.6 Implications for language design and evolution

In future language design and evolution agtivities, for languages that are commonly used for bit
manipulations, consider creating an API\(Application Programming Interface) for bit manipulptions
that is independent of word size and machine instruction set should be defined and standardized|

6.4 Floating-point arithmetie’[PLF]

6.4.1 Description of application vulnerability

Most real numbers cdnnot be represented exactly in a computer. To represent real numbers| most
computers use IEC 60559301, [f it is not followed, then the bit representation for a floating-point nfimber
can vary from eompiler to compiler and on different platforms. However, relying on a particular
representation¢an cause problems when a different compiler is used or the code is reused on another
platform. Regardless of the representation, many real numbers can only be approximated| since
representing the real number using a binary representation may well require an endlessly repgating
string of bits or more binary digits than are available for representation. Therefore, it should be asgumed
that-aXfloating-point number is only an approximation, even though it can be an extremely good one.
Floating-point representation of a real number or a conversion to floating-point can cause surgrising
results and unexpected consequences to those unaccustomed to the idiosyncrasies of floating-point

arithmetic.

Many algorithms that use floating point can have anomalous behaviour when used with certain
values. The most common results are erroneous results or algorithms that never terminate for
certain segments of the numeric domain, or for isolated values. Those without training or experience
in numerical analysis may not be aware of which algorithms, or, for a particular algorithm, of which
domain values should be the focus of attention.

In some hardware, precision for intermediate floating-point calculations may be different than that
suggested by the data type, causing different rounding results when moving to standard precision modes.
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6.4.2 Cross reference

JSF AV Rules(31l: 146, 147, 184, 197, and 202

MISRA C[35]: 1.1 and 14.1

MISRA C++[36l: 0-4-3, 3-9-3, and 6-2-2

CERT C guidelines!38l: FLP00-C, FP01-C, FLP02-C and FLP30-C

Ada Qpality and Style Guidelll: 5.5.6 and 7.2.1 through 7.2.8

6.4.3 | Mechanism of failure

Floatipg-point numbers are generally only an approximation of the actual value. Expressed i base 10
world| the value of 1/3 is 0,333333... The same type of situation occurs in the binaryworld, but the
numbers that can be represented with a limited number of digits in base 10, such as 1/10=0,1 become
endlegsly repeating sequences in the binary world. So 1/10 represented as a binaryfwmber is:

0.0003100110011001100110011001100110011001100110011...

Whicly is 0*1/2 + 0*1/4 + 0*1/8 + 1*1/16 + 1*1/32 + 0+*1/64..and ng'matter how many digits are
used, the representation will still only be an approximation of 1/10. Therefore, when adding 1/10 ten
times)the final result may or may not be exactly 1.

Accunpulating floating point values through the repeated additiom-of values, particularly relatively small
valuey, can provide unexpected results. Using an accumulated{alde to terminate a loop can result in an
unexpected number of iterations. Rounding and truncation:¢can cause tests of floating-point numbers
againgt other values to yield unexpected results. Another<cause of floating point errors is reliance on
compgrisons of floating point values or the compariseit’of a floating point value with zero. Tests of
equality or inequality can vary due to rounding or.truncation errors, which can propagate far from
the operation of origin. Even comparisons of constants can fail when a different rounding mode was
employed by the compiler and by the application, ‘Differences in magnitudes of floating-point numbers
can rgsult in no change of a very large floating:point number when a relatively small number is added
to or qubtracted from it.

Manigulating bits in floating-point_humbers is also very implementation dependent if the
implementation is not ISO/IEC/IEEE 60559[30] compliant or in the interpretation of NAN’s. Typically,
specidl representations are specified for positive and negative zero; infinity and subnormal numbers
very close to zero. Relying on@ pdrticular bit representation is inherently problematic, especially when
a new|compiler is introduced, er the code is reused on another platform. The uncertainties arising from
floating-point can be divided into uncertainty about the actual bit representation of a given value (such
as, big-endian or littlecendian) and the uncertainty arising from the rounding of arithmetic operations
(for ejample, the accwmulation of errors when imprecise floating-point values are used as loop indices).

Note that mostflpgating-point implementations are binary. Decimal floating-point numbers are available
on sorpe hardwdre and have been standardized in ISO/IEC/IEEE 60559[30] but be aware what precision
guarahtees\your programming language makes. In general, fixed point arithmetic can be a better
solutipn-to common problems involving decimal fractions (such as financial calculations).

Implementations (libraries) for different precisions are often implemented in the highest precision. This
can yield different results in algorithms such as exponentiation than if the programmer had performed
the calculation directly.

Floating-point systems have more than one rounding mode. Round to the nearest even number is the
default for almost all implementations. Repeatedly rounding iterative calculations towards zero or
away from zero can result in a loss of precision, and can cause unexpected outcome.

Floating-point Min and Max can return an arbitrary sign when both parameters are zero (and of
different sign). Tests that use the sign of a number rather than its relationship to zero can return
unexpected results.
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6.4.4 Applicable language characteristics

This vulnerability description is intended to be applicable to all languages with floating-point
operations, since floating-point variables can be subject to rounding or truncation errors.

6.4.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Unless the program’s use of floating-point is trivial, obtain the assistance of an expert in nunjerical
analysis and in the hardware properties of your system to check the stability and accuracy|of the
algorithm employed.

— Do not use a floating-point expression in a Boolean test for equality unless it can bg’shown that the
logic implemented by the equality test cannot be affected by prior roundingierrors. Instedd, use
coding that determines the difference between the two values to determine-whether the diff¢rence
is acceptably small enough so that two values can be considered equal. Note’that if the two yalues
are very large, the “small enough” difference can be a very large numbet.

— Verifythattheunderlyingimplementationis compliantwithISO/IEGIEEE 60559[3% or thatitinfludes
subnormal numbers (fixed point numbers that are close to zera)."Be aware that implementptions
that do not have this capability can underflow to zero in unexpected situations.

— Be aware that infinities, NAN and subnormal numbers aneypossible and give special consideration
to tests that check for those conditions before using them in floating point calculations.

— Uselibrary functions with known numerical charactéristics. Avoid the use of a floating-point vdriable
as a loop counter. If it is necessary to use a floating-point value for loop control, use inequallity to
determine the loop control (that is, <, <=, > orp=).

— Understand the floating-point format used to represent the floating-point numbers. This will
provide some understanding of the underlying idiosyncrasies of floating-point arithmetic.

— Avoid manipulating the bit représentation of a floating-point number. Prefer built-in language
operators and functions that aré-designed to extract the mantissa, exponent or sign.

— Do not use floating-point farjexact values such as monetary amounts. Use floating-point onlyl when
necessary such as for fundamentally inexact values such as measurements or values of djiverse
magnitudes. Consider the use of fixed point arithmetic/libraries or decimal floating point{when
appropriate.

— Use known precision modes to implement algorithms.
— Avoid changing the rounding mode from RNE (round nearest even).
— Avoidreliance on the sign of the floating-point Min and Max operations when both numbers arg zero.

— When adding (or subtracting) sequences of numbers, sort and add (or subtract) them from smallest
to largest in absolute value, or use a suitable compensated summation algorithm to avoid loss of
precision.

6.4.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Languages that do not already adhere to or only adhere to a subset of ISO/IEC/IEEE 6055939]
should consider adhering completely to the standard. Examples of standardization that should be
considered.

— Languages should consider providing a means to generate diagnostics for code that attempts to test
equality of two floating point values.
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— Languages should consider standardizing their data type to ISO/IEC 10967-1 and ISO/IEC 10967-2.
6.5 Enumerator issues [CCB]

6.5.1 Description of application vulnerability

Enumerations are a finite list of named entities that contain a fixed mapping from a set of names to a
set of integral values (called the representation) and an order between the members of the set. In some

langufiges, tThere are no other operations available except order, equality, Tirst, Iast, previous, and Next,
in othgrs, the full underlying representation operators are available, such as integer “+” and “-” and bit-
wise gperations.

Most |languages that provide enumeration types also provide mechanisms to set nen-default
repregentations. If these mechanisms do not enforce whole-type operations and check,for“conflicts
then Jome members of the set may not be properly specified or can have the wrong mappings. If the
value{setting mechanisms are positional only, then there is a risk that improper counts or changes in
relatiye order will result in an incorrect mapping.

For arfrays indexed by enumerations with non-default representations, there ig'a-risk of structures with
holes,|and if those indexes can be manipulated numerically, there is a risk of\out-of-bound accesses of
these prrays.

Most ¢f these errors can be readily detected by static analysis tools with appropriate coding standards,
restrigtions and annotations. Similarly mismatches in enumeratiofyvalue specification can be detected
staticglly. Without such rules, errors in the use of enumeration types are computationally hard to detect
statically as well as being difficult to detect by human review.

6.5.2 | Cross reference
MISRA CI[35]: 8.12,9.2,and 9.3
MISRA C++[36]: 8-5-3

CERT [ guidelines[38l: INT09-C
Holznjann[18l rule 6

Ada Qpality and Style Guidelll: 3.4:2

6.5.3 | Mechanism of failtixe

As a grogram is developed and maintained the list of items in an enumeration often changes in three
basic ays: new elements are added to the list; order between the members of the set often changes;
and r¢presentation. (the map of values of the items) change. Expressions that depend on the full set
or spdcific relationships between elements of the set can create value errors that can result in wrong
resultp or in‘unbounded behaviours if used as array indices.

Impropérly mapped representations can result in some enumeration values being unreachable, or can

createfofes T the Tepresentation witere vatues that canmot be defimedare propagated:

If arrays are indexed by enumerations containing non-default representations, some implementations
may leave space for values that are unreachable using the enumeration, with a possibility of
unnecessarily large memory allocations or a way to pass information undetected (hidden channel).

When enumerators are set and initialized explicitly, and the language permits incomplete initializers,
then changes to the order of enumerators or the addition or deletion of enumerators can result in the
wrong values being assigned or default values being assigned improperly. Subsequent indexing can
result in invalid accesses and possibly unbounded behaviours.
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6.5.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages that permit incomplete mappings between enumerator specification and value
assignment, or that provide a positional-only mapping require additional static analysis tools and
annotations to help identify the complete mapping of every literal to its value.

— Languages tiiat provide a trivial mapping to a type SUcCT as IMteger Tequire additionat staticanalysis
tools to prevent mixed type errors. They also cannot prevent invalid values from being placgd into
variables of such enumerator types. For example:
enum Directions {back, forward, stop};

enum Directions a = forward, b = stop, ¢ = a + b;

In this example, ¢ can have a value not defined by the enumeration, and ahy further use ds that
enumeration will lead to erroneous results.

— Some languages provide no enumeration capability, leaving it to thé programmer to define pamed
constants to represent the values and ranges.

6.5.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate'its ill effects in the following ways.

— Use static analysis tools that will detect inappropriate use of enumerators, such as using tHem as
integers or bit maps, and that detect enumeration definition expressions that are incomplete or
incorrect. For languages with a complete enumeration abstraction this is the compiler.

— Incode that performs different computations depending on the value of an enumeration, ensure that
each possible enumeration value is covered, or provide a default that raises an error or exception.

— Use an enumerated type to selectfrom a limited set of choices and use tools that statically detect
omissions of possible values iifan enumeration.

6.5.6 Implications for language design and evolution
In future language design-and evolution activities, the following items should be considered.

— Languages that-currently permit arithmetic and logical operations on enumeration typ¢s can
provide a méchanism to ban such operations program-wide.

— Languages’ that provide automatic defaults or that do not enforce static matching befween
enumerator definitions and initialization expressions can provide a mechanism to enforc¢ such
matching.

6:6° Conversion errors [FLC]

6.6.1 Description of application vulnerability

Certain contexts in various languages may require exact matches with respect to types.

aVar := anExpression

valuel + value?2

foo(argl, arg2, arg3, .., argN)
Type conversion seeks to follow these exact match rules while allowing programmers some flexibility
in using values such as: structurally equivalent types in a name-equivalent language, types whose
value ranges can be distinct but intersect (for example, subranges), and distinct types with sensible/
meaningful corresponding values (for example, integers and floats).
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Conversions can lead to a loss of data, if the target representation is not capable of representing the
original value. For example, converting from an integer type to a smaller integer type can result in
truncation if the original value cannot be represented in the smaller size and converting a floating point
to an integer can result in a loss of precision or an out-of-range value. Converting from a character type
to a smaller character type can result in the misrepresentation of the character.

Type-conversion errors can lead to erroneous data being generated, algorithms that fail to terminate,
array bounds-errors, or arbitrary program execution.

See alfo 6.44 Polymorphic variables [BKK] for up-casting errors.

6.6.2 | Cross reference

CWEI§l: 192. Integer Coercion Error

MISRI Cl31;7.2,10.1, 10.3, 10.4, 10.6-10.8, and 11.1-11.8

MISRA C++[36]; 2-13-3, 5-0-3, 5-0-4, 5-0-5, 5-0-6, 5-0-7, 5-0-8, 5-0-9, 5-0-10, 5-2-5, 5-2-9, and 5-3-2

CERT [ guidelines[38l: FLP34-C, INT02-C, INT08-C, INT31-C, and INT35-C

6.6.3 | Mechanism of failure

Convefrsion errors result in data integrity issues, which can result ima number of safety and security
vulnerabilities.

When|the conversion results in no change in representation but a change in value for the new type,
this nfay result in a value that is not expressible in the newytype, or that has a dramatically different
order or meaning. One such situation is the change of sign between the origin and destination (negative
-> pogitive or positive -> negative), which changes the relative order of members of the two types
and cqdn result in memory access failures if the values are used in address calculations. Numeric type
convefsions can be less obvious because some languages will silently convert between numeric types.

Vulnerabilities typically occur when appropridte range checking is not performed, and unanticipated
valueg are encountered. Ariane 5[21[33] Jguncher failure occurred due to an improperly handled
convefsion error resulting in the processor being shut down.

Convefrsion errors can also result iftsécurity issues. An attacker can input a particular numeric value to
exploift a flaw in the program legic. The resulting erroneous value can then be used as an array index,
a loop iterator, a length, a size) state data, or in some other security-critical manner. For example, a
truncgted integer value can be used to allocate memory, while the actual length is used to copy
information to the newly-allocated memory, resulting in a buffer overflow[39l,

Numeric type-conyersion errors can lead to undefined states of execution resulting in infinite loops
or crgshes. In semie cases, integer type-conversion errors can lead to exploitable buffer overflow
condifions, resulting in the execution of arbitrary code. Integer type-conversion errors result in an
incorrect value being stored for the variable in question.

Expliditteonversions between entities of different unit systems without the application of the correct

conversion factors can lead to INCOITECt computations. FOT example, the first Martian lander failed due
to an improper conversion from meters to feet resulting in the loss of the lander.

6.6.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages that perform implicit type conversion (coercion).

— Languages that permit conversions between subtypes of a polymorphic type. See 6.44 upcasts and
downcasts.
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Weakly typed languages that do not strictly enforce type rules.
Languages that support logical, arithmetic, or circular shifts on integer values.

Languages that do not generate exceptions on problematic conversions.

6.6.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

If range checking is not provided by the language, use explicit range checks, type checks of
checks to validate the correctness of all values originating from a source thatis not trusted) Ho
it is difficult to guarantee that multiple input variables cannot be manipulated to cause’an ef
occur in some operation somewhere in a program(39],

Alternatively, use explicit range checks to protect each operation. Because of the large num
integer operations that are susceptible to these problems and the numbeérof checks requi
prevent or detect exceptional conditions, this approach can be prohibitively labour intensiy
expensive to implement.

Choose a language that generates exceptions on erroneous data conversions.

Design objects and program flow such that multiple or eomplex explicit type conversiol
unnecessary. Understand any explicit type conversion needed to reduce the plausibility of error

Use static analysis tools to identify whether or not unacgeptable conversions will occur, to the
possible.

Avoid the use of plausible but wrong default values'when a calculation cannot be completed cor
Either generate an error or produce a value-that is out of range and is certain to be detected
care that any error processing does not lead'to a denial-of-service vulnerability.

Always respect the implied unit systéms, when converting explicitly from one numeric t}
another.

6.6.6 Implications for language ‘design and evolution

In future language design and evolution activities, the following items should be considered.

Languages should provide mechanisms to prevent programming errors due to conversions.
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— Languages shoeuld consider making all type-conversions explicit or at least generating warnings for

implicit conversions where loss of data may occur.

6.7 Stringtermination [C]M]

6.7.1,\ Description of application vulnerability

Some programming languages use a termination character to indicate the end of a string. Rely

ng on

the occurrence of the string termination character without verification can lead to either exploitation
or unexpected behaviour.

6.7.2 Cross reference

CWELEI

170. Improper Null Termination

CERT C guidelines[38l: STR03-C, STR31-C, STR32-C, and STR36-C
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6.7.3 Mechanism of failure

String termination errors occur when the termination character is solely relied on to stop processing on
the string and the termination character is not present. Continued processing on the string can cause
an error or potentially be exploited as a buffer overflow. This can occur as a result of a programmer
making an assumption that a string that is passed as input or generated by a library contains a string
termination character when it does not.

Programmers can forget to allocate space for the string termination character and expect to be able

to store an n-length character string in an array that is n characters long. Doing so can work in some
instarjces depending on what is stored after the array in memory, but it can fail or be exploitedat
some point.

6.7.4 | Applicable language characteristics

This pulnerability description is intended to be applicable to languages with\the following
charagteristics.

— L3nguages that use a termination character to indicate the end of a string.

— Languages that do not do bounds checking when accessing a string or array.

6.7.5 | Avoiding the vulnerability or mitigating its effects
Softwpre developers can avoid the vulnerability or mitigate its il-€ffects in the following ways.
— Dp notrely solely on the string termination character.

— Uselibrary calls that do not rely on string termination characters such as strncpy instead of st rcpy
inf the standard C library.

— Use static analysis tools that detect errors in string termination.

6.7.6 | Implications for language design and evolution

In futfire language design and evolutign activities, the following items should be considered.
— Eliminating library calls thatmake assumptions about string termination characters.
— Checking bounds when af array or string is accessed, C Bounds Checking Library(28l,

— Specifying a string construct that does not need a string termination character.
6.8 Buffer boundary violation (buffer overflow) [HCB]

6.8.1 | Description of application vulnerability

A buffer-boundary violation arises when, due to unchecked array indexing or unchecked array copying,
storage ontside the buffer is accessed. Usually houndary violations describe the situation where such

storage is then written. Depending on where the buffer is located, logically unrelated portions of the
stack or the heap can be modified maliciously or unintentionally. Usually, buffer boundary violations
are accesses to contiguous memory beyond either end of the buffer data, accessing before the beginning
or beyond the end of the buffer data is equally possible, dangerous and maliciously exploitable.

6.8.2 Cross reference
CWEILSL:

120. Buffer copy without Checking Size of Input (‘Classic Buffer Overflow’)
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122. Heap-based Buffer Overflow

124. Boundary Beginning Violation (‘Buffer Underwrite’)
129. Unchecked Array Indexing

131. Incorrect Calculation of Buffer Size

787. Out-of-bounds Write

JSF AV Rule: 15 and 25

MISRA C[35]: 21.1

MISRA C++[3¢l; 5-0-15 to 5-0-18

CERT C guidelines(38l: ARR30-C, ARR32-C, ARR33-C, ARR38-C, MEM35-C and’STR31-C

6.8.3 Mechanism of failure
The program statements that cause buffer boundary violations are‘often difficult to find.

There are several kinds of failures (in all cases an exception may be raised if the accessed loca
outside of some permitted range of the run-time environmeént):

6:8.4 Applicable language characteristics

805. Buffer Access with Incorrect Length Value

A read access will return a value that has no relationship to the intended value, such as, the v
another variable or uninitialized storage.

An out-of-bounds read access is used to obtairvinformation that is intended to be confidential.

A write access will not result in the intended value being updated and may result in the
of an unrelated object (that happens’to exist at the given storage location) being mo
including the possibility of changes,in external devices resulting from the memory location
hardware-mapped.

When an array has been allocated storage on the stack, an out-of-bounds write access can 1
internal runtime housekeeping information (for example, a function's return address) whi
change a program'’s cantrol flow.

An inadvertent or malicious overwrite of function pointers that is in memory, causing them tq
to an unexpected location or the attacker's code. Even in applications that do not explicit
function pointers, the run-time will usually store pointers to functions in memory. For ex
object methods in object-oriented languages are generally implemented using function pg
in a data-structure or structures that are kept in memory. The consequence of a buffer bou
violation can be targeted to cause arbitrary code execution; this vulnerability can be used to st
any.security service.
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This vulnerability description is intended to be applicable to languages with the following
characteristics.

Languages that do not detect and prevent an array being accessed outside of its declared b
(either by means of an index or by pointerd).

Languages that do not automatically allocate storage when accessing an array element for
storage has not already been allocated.

1

Using the physical memory address to access the memory location.
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— Languages that provide bounds checking but permit the check to be suppressed.

— Languages that allow a copy or move operation without an automatic length check ensuring that
source and target locations are of at least the same size. The destination target can be larger than
the source being copied.

6.8.5
Softw

— U

— U

Avoiding the vulnerability or mitigating its effects

are developers can avoid the vulnerability or mitigate its ill effects in the following ways.

be of implementation-provided functionality to automatically check array element accesses_and

pfevent out-of-bounds accesses.

be of static analysis to verify that all array accesses are within the permitted bounds. Such-analysis

mfay require that source code contain certain kinds of information, such as, that the bounds of all
déclared arrays be explicitly specified, or that pre- and post-conditions be specified.

— P¢rform sanity checks on all calculated expressions used as an array index or for'pointer arithmetic.

— A

Some

scertain whether or not the compiler can insert bounds checks while still meeting the performance

rgquirements of the program and direct the compiler to insert such checks4vhere appropriate

guideline documents recommend only using variables having.'ain unsigned data type when

indexing an array, on the basis that an unsigned data type can never bé.negative. This recommendation
simply converts an indexing underflow to an indexing overflow hécause the value of the variable will

wrap
lower
langu

fo a large positive value rather than a negative one. Also,some languages support arrays whose
bound is greater than zero, so an index can be positive dnd be less than the lower bound. Some
hges support zero-sized arrays, so any reference to a location within such an array is invalid.

In thg past, the implementation of array bound checking has sometimes incurred what has been
considered to be a high runtime overhead (often because unnecessary checks were performed). It is
now prractical for translators to perform sophisticated analysis that significantly reduces the runtime

overh
violat

6.9

6.9.1

pad (because runtime checks are only made when it cannot be shown statically that no bound
ons can occur).

Implications for language deSigh and evolution

ire language design and eveltition activities, the following items should be considered.

Unchecked array indexing [XYZ]

Description of application vulnerability

Unchecked array indexing occurs when a value is used as an index into an array without checking that
it falls within the acceptable index range.

24
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6.9.2 C(Crossreference
CWEISI;
129. Unchecked Array Indexing
676. Use of Potentially Dangerous Function

JSF AV Rules![31l: 164 and 15

MISRA CI33]: 21.1

MISRA C++[36]; 5-0-15 to 5-0-18

CERT C guidelines[38l: ARR30-C, ARR32-C, ARR33-C, and ARR38-C
Ada Quality and Style Guidelll: 5.5.1, 5.5.2, 7.6.7, and 7.6.8

6.9.3 Mechanism of failure

A single fault can allow both an overflow and underflow of the array indéx. An index overflow ¢xploit
can use buffer overflow techniques, but this can often be exploited,without having to provide ['large
inputs." Array index overflows can also trigger out-of-bounds read’ operations, or operations ¢n the
wrong objects; that is, buffer overflows are not always the result.\Unchecked array indexing, dep¢nding
on its instantiation, can be responsible for any number of telated issues. Most prominent of| these
possible flaws is the buffer overflow condition, with consequences ranging from denial of servide, and
data corruption, to arbitrary code execution. The most,common situation leading to unchecked array
indexing is the use of loop index variables as buffer indexes. If the end condition for the loop is subject
to a flaw, the index can grow or shrink unbounded;. therefore causing a buffer overflow or undgrflow.
Another common situation leading to this condition is the use of a function's return value, pr the
resulting value of a calculation directly as an,index in to a buffer. Unchecked array indexing can|result
in the corruption of relevant memory and perhaps instructions, lead to the program halting,|if the
values are outside of the valid memory area. If the memory corrupted is data, rather than instrugtions,
the system can continue to function with improper values. If the corrupted memory can be effe¢tively
controlled, it may be possible to exe¢ute arbitrary code, as with a standard buffer overflow.

Language implementations may or may not statically detect out of bound access and generate a compile-
time diagnostic. At runtime, the implementation may or may not detect the out-of-bound acce$s and
provide a notification. Thenotification can be treatable by the program or it may not be. Accesses can
violate the bounds of theéntire array or violate the bounds of a particular index. It is possible that the
former is checked and detected by the implementation while the latter is not. The information needed
to detect the violation may or may not be available depending on the context of use. (For example,
passing an arrdyito a subroutine via a pointer can deprive the subroutine of information regarding the
size of the axray.)

Aside from bounds checking, some languages have ways of protecting against out-of-bounds acdesses.
Someslanguages automatically extend the bounds of an array to accommodate accesses that can
otherwise have been beyond the bounds. However, this may or may not match the programmer's|intent
and can mask errors. Some languages provide for whole array operations that can obviate the need to

access individual elements thus preventing unchecked array accesses.

6.9.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages that do not automatically bounds check array accesses.

— Languages that do not automatically extend the bounds of an array to accommodate array accesses.
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6.9.5

Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— In

clude sanity checks to ensure the validity of any values used as index variables.

— Consider choosing a language that is not susceptible to these issues.

— When available, use whole array operations whenever possible.

— D

6.9.6

b not suppress bounds checks if provided by the language.

Implications for language designers

In futfire language design and evolution, the following items should be considered.
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rovide compiler switches or other tools to check the size and bounds of arrays and*their extents
at are statically determinable.

roviding whole array operations that can obviate the need to access individual elements.

inguages should consider the capability to generate exceptions or autpmatically extend the bounds
an array to accommodate accesses that can otherwise have been beyond the bounds.

Unchecked array copying [XYW]

Description of application vulnerability

the size and addresses of both the source and destination of an array or compound object are
ecked before the copy operation begins, the réSults can be catastrophic to program integrity.
assic case of buffer overflow happens whenssome number of bytes (or other units of storage)
pied from one buffer to another and the andount being copied is greater than is allocated for the
ation buffer. Data corruption can happen when the program, or the programmer, does not check
erlap between the source and target.

st situation, overflow of a buffer-inra sensitive region of a system, has been exploited as a classic
vector to render systems inoperable or to take them over.

cond situation, that of overlap, can result in data corruption, which is likely to result in incorrect
pning of the system with potentially disastrous consequences to the containing system.

6.10.2 Cross reference

CWEI[§l:

121. Stack<based Buffer Overflow

JSF AY Rule¥T5

MISR

30 o
\ ]

1.1
LS A i §

MISRA C++[36]; 5-0-15 to 5-0-18

CERT
AdaQ

C guidelines[38l: ARR33-C and STR31-C
uality and Style Guidelll: 7.6.7 and 7.6.8

6.10.3 Mechanism of failure

Many

languages and some third-party libraries provide functions that efficiently copy the contents

of one area of storage to another area of storage. Most of these libraries do not perform any checks
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to ensure that the copied from/to storage area is large enough to accommodate the amount of data
being copied.

When the source and target areas overlap, some libraries do not produce the expected outcome of
copying the value of the source area into the target area, because they do not identify the situation and
save into a temporary first to isolate the overlapped ranges.

The arguments to these library functions include the addresses of the contents of the two storage
areas and the number of bytes (or some other measure) to copy. Passing the appropriate combination

of incorrect start addresses or number of bytes to copy makes it possible to read or write out$ide of
the storage allocated to the source/destination area. When passed incorrect parameters_the-ljbrary
function performs one or more unchecked array index accesses, as described in 6.9.

6.10.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages\Vwith the following
characteristics.

— Languages that contain standard library functions for performing bulk copying of storage argas.

— The same range of languages having the characteristics listed in.6:9

6.10.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigatedts ill effects in the following ways.

— Only use library functions that perform checks an the arguments to ensure no buffer overryin can
occur (perhaps by writing a wrapper for the standard provided functions). Perform checks pn the
argument expressions prior to calling the Standard library function to ensure that no buffer oyerrun
will occur.

— Use static analysis to verify that the appropriate library functions are only called with arguments
that do not result in a buffer overrun or overlap. Such analysis may require that source code cpntain
certain kinds of information, for-example, that the bounds of all declared arrays be explicitly
specified, or that pre- and post-conditions be specified as annotations or language construct

T

— Sanitize input data so that eéxcessively large input data that can result in overflows is rejected.

— Do not suppress bounds checks if provided by the language.

6.10.6 Implications/for language design and evolution
In future langudge design and evolution activities, the following items should be considered.

— Languages should consider only providing libraries that perform checks on the parameters to
engupe that no buffer overrun can occur.

—<_Eanguages should consider providing full array assignment.

6.11 Pointer type conversions [HFC]

6.11.1 Description of application vulnerability

The code produced for access via a data or function pointer requires that the type of the pointer is
appropriate for the data or function being accessed. Otherwise undefined behaviour can occur.
Specifically, access via a data pointer is defined to be “fetch or store indirectly through that pointer” and
access via a function pointer is defined to be “invocation indirectly through that pointer.” The detailed
requirements for the meaning of appropriate type can vary among languages.
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Even if the type of the pointer is appropriate for the access, erroneous pointer operations can still cause
a fault.

6.11.2 Cross reference

CWEIS8;

136. Type Errors

188. Reliance on Data/Memory Layout

JSF AY Rules(31l: 182 and 183

MISR

MISRI C[33]: 11.1-11.8

C++[36]: 5-2-2 t0 5-2-9

CERT [C guidelines[38l: INT11-C and EXP36-A

Hattoh[13] rule 13: Pointer casts

Ada Qpality and Style Guidelll: 7.6.7 and 7.6.8

6.11.3 Mechanism of failure

If a pT]inter’s type is not appropriate for the data or function being accessed, data can be corrupted

or pri

acy can be broken by inappropriate read or write opérdtion using the indirection provided

by thg pointer value. With a suitable type definition, large portions of memory can be maliciously or
accidgntally modified or read. Such modification of data 6bjects will generally lead to value faults of
the application. Modification of code elements such as‘function pointers or internal data structures
for thp support of object-orientation can affect contrel flow. This can make the code susceptible to
targetled attacks by causing invocation via a pointér-to-function that has been manipulated to point to
an attpcker’s malicious code.

6.11.4 Applicable language characteristics

This pulnerability description is .intended to be applicable to languages with the following
charagteristics.

P]:inters (and/or referendes)can be converted to different pointer (and/or reference) types.

Pointers to functions’can be converted to pointers to data.

6.11.3 Avoiding the vulnerability or mitigating its effects

Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

28

Tfeatthecompiler’s pointer-conversion warnings as serious errors.

Adopt-programming guidelines (preferably augmented by static analyusis) that restrict pointer
PP o5 5O

conversions. For example, consider the rules itemized above from JSF AVI31], CERT C[38], Hattonl[12],
or MISRA CI35],

Use other means of assurance such as proofs of correctness, analysis with tools, verification
techniques, or other methods to check that pointer conversions do not lead to later undefined
behaviour.
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6.11.6 Implications for language design and evolution

In future language design and evolution activities, languages should consider creating a mode that
provides a runtime check of the validity of all accessed objects before the object is read, written or

executed.

6.12 Pointer arithmetic [RVG]

6.12.T Description of application vulnerability

Using pointer arithmetic incorrectly can result in addressing arbitrary locations, which. i tui
cause a program to behave in unexpected ways.

6.12.2 Cross reference

JSF AVI31]l Rule: 215

MISRA C[33]; 18.1-18.4

MISRA C++[36]: 5-0-15 to 5-0-18
CERT C guidelines[38l: EXP08-C

6.12.3 Mechanism of failure

Pointer arithmetic used incorrectly can produce:

— Addressing arbitrary memory locations, including buffer underflow and overflow.
— Arbitrary code execution.

— Addressing memory outside the range.of the program.

6.12.4 Applicable language characteristics

n can

This vulnerability description is intended to be applicable to languages that allow pointer arithmietic.

6.12.5 Avoiding the vulnerability or mitigating its effects

Software developenscan avoid the vulnerability or mitigate its ill effects in the following ways.
— Avoid usingpointer arithmetic for accessing anything except composite types.

— Preferindexing for accessing array elements rather than using pointer arithmetic.

— Limit'pointer arithmetic calculations to the addition and subtraction of integers.

6.12.6 Implications for language design and evolution

[None]
6.13 Null pointer dereference [XYH]

6.13.1 Description of application vulnerability

A null-pointer dereference takes place when a pointer with a value of nuLL is used as though it pointed

to a valid memory location. This is a special case of accessing storage via an invalid pointer.

© ISO/IEC 2019 - All rights reserved
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6.13.2 Cross reference
CWEIEI:
476. NULL Pointer Dereference
JSF AV Rule 174
CERT C guidelines[38l: EXP34-C

Ada Qpality and Style Guidelll: 5.4.5

6.13.3 Mechanism of failure

When(a pointer with a value of nuLL is used as though it pointed to a valid memory locationsithen a null-
pointgr dereference is said to take place. This can result in a segmentation fault, unhandled exception,
or accpssing unanticipated memory locations.

6.13.4 Applicable language characteristics

This pulnerability description is intended to be applicable to languagés with the following
charagteristics.

— L3nguages that permit the use of pointers and that do not check-the validity of the location being
aqcessed prior to the access.

— Languages that allow the use of a NuLL pointer.

6.13.3 Avoiding the vulnerability or mitigating its effects

Softwhre developers can avoid the vulnerability or\ mitigate its ill effects by ensuring that prior to
derefdrencing a pointer, its value is not equal to NULL.

6.13.6 Implications for language design and evolution

In futpire language design and evolution activities, consider a language feature that would check a
pointgr value for NULL before performing an access.

6.14 Pangling reference to heap [XYK]

6.14.1 Description of application vulnerability

A danpling referenee.is a reference to an object whose lifetime has ended due to explicit deallocation
or the stack framelin which the object resided has been freed due to exiting the dynamic scope. The
memofry for thie object may be reused; therefore, any access through the dangling reference can affect
an apparently.arbitrary location of memory, corrupting data or code.

This description concerns the former case, dangling references to the heap. The description of dangling

references to stack frames can be found in 6.33. In many languages, references are called pointers; the
issues are identical.

A notable special case of using a dangling reference is calling a deallocator, for example, free(),
twice on the same pointer value. Such a double free can corrupt internal data structures of the heap
administration, leading to faulty application behaviour (such as infinite loops within the allocator,
returning the same memory repeatedly as the result of distinct subsequent allocations, or deallocating
memory legitimately allocated to another request since the first free () call, to name but a few), or no
adverse effects at all.

Memory corruption through the use of a dangling reference is among the most difficult errors to locate.
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With sufficient knowledge about the heap management scheme [often provided by the OS (Ope

rating

System) or run-time system], use of dangling references is an exploitable vulnerability, since the
dangling reference provides a method with which to read and modify valid data in the designated

memory locations after freed memory has been re-allocated by subsequent allocations.

6.14.2 Cross reference

CWELL:

415. Double Free (Note that Double Free (415) is a special case of Use After Free (416))
416. Use After Free

MISRA C[33]: 18.1-18.6

MISRA C++[3€l: 0-3-1, 7-5-1, 7-5-2, 7-5-3, and 18-4-1

CERT C guidelines!38l: MEM01-C, MEM30-C, and MEM31.C

Ada Quality and Style Guidelll: 5.4.5, 7.3.3, and 7.6.6

6.14.3 Mechanism of failure

The lifetime of an object is the portion of program execution diiring which storage is guaranteec
reserved for it. An object exists and retains its last-stored<valte throughout its lifetime. If an ob
referred to outside of its lifetime, the behaviour is undéfined. Explicit deallocation of heap-all
storage ends the lifetime of the object residing at this ‘memory location (as does leaving the dy
scope of a declared variable). The value of a pointer hecomes indeterminate when the object it po
reaches the end of its lifetime. Such pointers are called dangling references.

| to be
ject is
cated
namic
nts to

The use of dangling references to previously freed memory can have any number of adlverse

consequences — ranging from the corruption of valid data to the execution of arbitrary code, depé¢
on the instantiation and timing of the deallocation causing all remaining copies of the refere
become dangling, of the system's reuse-of the freed memory, and of the subsequent usage of a da
reference.

Like memory leaks and errors-due to double de-allocation, the use of dangling references h4
common and sometimes oy&rldpping causes:

— Anerror conditionor-other exceptional circumstances that unexpectedly cause an object to b
undefined.

— Developer confusion over which part of the program is responsible for freeing the memory.

If a pointefte previously freed memory is used, it is possible that the referenced memory haj
reallocated. Therefore, assignment using the original pointer has the effect of changing the valug
unrelated variable. This induces unexpected behaviour in the affected program. If the newly all
data’happens to hold a class description, in an object-oriented language for example, various fu

nding
hce to
ngling

S two

pcome

been
b of an
cated
hction
ith an

pointers may be scattered within the heap data. If one of these function pointers is overwritten w
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6.14.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the foll
characteristics.

— Languages that permit the use of pointers and that permit explicit deallocation by the develo
provide for alternative means to reallocate memory still pointed to by some pointer value.

owing

per or

— Languages that permit definitions of constructs that can be parameterized without enforcing the

consistency of the use of parameter at compile time.
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6.14.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Use an implementation that checks whether a pointer is used that designates a memory location
that has already been freed.

— Use a coding style that does not permit deallocation.

roperly. If the language is object-oriented, ensure that object destructors delete each chunk, 6f
emory only once. Ensuring that all pointers are set to NULL once the memory they point to have
be¢en freed can be an effective strategy. The utilization of multiple or complex data structures’can
lower the usefulness of this strategy.

— Usge a static analysis tool that is capable of detecting some situations when a pointer is‘used after the
stiorage it refers to is no longer a pointer to valid memory location.

lemory should be allocated and freed at the same level of abstraction, and id€ally in the same code
mjodule?),

6.14.¢ Implications for language design and evolution
In futyire language design and evolution activities, the following items:should be considered.

— Implementations of the free function may tolerate multiple {rees on the same reference/pointer or
frees of memory that was never allocated. Such an operatien is called an idempotent operation.

— Fgr properties that cannot be checked at compile titne, language specifiers should provide an
agsertion mechanism for checking properties at run<time. It should be possible to inhibit assertion
checking if efficiency is a concern.

— Aptorage allocation interface should be provided that will allow the called function to set the pointer
uged to NULL after the referenced storage-is deallocated.

6.15 Arithmetic wrap-around errot-[FIF]

6.15.1 Description of application vulnerability

Wrap-around errors can occur’whenever a value is incremented past the maximum or decremented
past the minimum value representable in its type and, depending on whether:

— tHe type is signed.gp unsigned,
— the specification of the language semantics and/or implementation choices,
— tHe computation wraps around to an unexpected value.

This vjulnerability is related to 6.16 3).

6.15.2 Cross reference
CWEILSL:

128. Wrap-around Error

2) Allocating and freeing memory in different modules and levels of abstraction burdens the programmer with
tracking the lifetime of that block of memory. This can cause confusion regarding when and if a block of memory
has been allocated or freed, leading to programming defects such as double-free vulnerabilities, accessing freed
memory, or dereferencing NULL pointers or pointers that are not initialized

3) This description is derived from Wrap-Around Error [XYY], which appeared in ISO/IEC TR 24772:2013.
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190. Integer Overflow or Wraparound
JSF AV Rules![31l: 164 and 15
MISRA C[351: 7.2, 10.1, 10.3, 10.4, 10.6, 10.7, and 12.4
MISRA C++[36]; 2-13-3, 5-0-3 to 5-0-10, and 5-19-1
CERT C guidelines[38l: INT30-C, INT32-C, and INT34-C

6.15.3 Mechanism of failure

Due to how arithmetic is performed by computers, if a variable’s value is increased past the max
value representable in its type, the system may fail to provide an overflow indication to‘the prd
One of the most common processor behaviour is to wrap to a very large negative value, ot set a con
flag for overflow or underflow, or saturate at the largest representable value.

Wrap-around often generates an unexpected negative value; this unexpectedvalue can cause al

imum
gram.
dition

bop to

continue for a long time (because the termination condition requires a value'greater than some p¢sitive

value) or an array bounds violation. A wrap-around can sometimes trigger’buffer overflows that
used to execute arbitrary code.

It should be noted that the precise consequences of wrap-around'differ depending on:
— whether the type is signed or unsigned;
— whether the type is a modulus type;

— whether the type’s range is violated by exceedifagithe maximum representable value or falling
of the minimum representable value;

— the semantics of the language specification;
— implementation decisions.

However, in all cases, the resulting. problem is that the value yielded by the computation g
unexpected.

6.15.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages that do not trigger an exc
condition when a wirap-around error occurs.

6.15.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Determine applicable upper and lower bounds for the range of all variables and use lan
mechanisms or static analysis to determine that values are confined to the proper range.

ran be

short

an be

eption

guage

— Analyse the software using static analysis Tooking for unexpected consequences of arithmetic

operations.

6.15.6 Implications for language design and evolution

In future language design and evolution activities, consider providing facilities to specify either an
error, a saturated value, or a modulo result when numeric overflow occurs. Ideally, the selection among

these alternatives could be made by the programmer.
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6.16 Using shift operations for multiplication and division [PIK]

6.16.1 Description of application vulnerability

Using shift operations as a surrogate for multiply or divide can produce an unexpected value when the
sign bit is changed or when value bits are lost. This vulnerability is related to 6.15 4.

6.16.2 Cross reference

CWEL

JSF AV
MISR/
MISR/
CERT

6.16.3

Shift
correg

Such ¢
contin
value)
to exe

6.16.

This
opera

6.16.5

Softw

11
14

D
m

A
AY

I:
8. Wrap-around Error

0. Integer Overflow or Wraparound

Rules(31l; 164 and 15

\ Cl32]: 7.2, 10.1, 10.3, 10.4, 10.6, 10.7, and 12.4

\ C++[36]; 2-13-3, 5-0-3 to 5-0-10, and 5-19-1

C guidelines([38]: INT30-C, INT32-C, and INT34-C

Mechanism of failure

perations intended to produce results equivalent to multiplication or division fail to produce
t results if the shift operation affects the sign bit or shifts significant bits from the value.

rrors often generate an unexpected negative value;*this unexpected value can cause a loop to
ue for a long time (because the termination condition requires a value greater than some positive
or an array bounds violation. The error can semetimes trigger buffer overflows that can be used
cute arbitrary code.

Applicable language characteristics

rulnerability description is inténded to be applicable to languages that permit logical shift
[ions on variables of arithmetic type.

Avoiding the vulnerability or mitigating its effects
hre developers canaveld the vulnerability or mitigate its ill effects in the following ways.

btermine applicable upper and lower bounds for the range of all variables and use language
echanisms ot/static analysis to determine that values are confined to the proper range.

halyse the,software using static analysis looking for unexpected consequences of shift operations.

oidwusing shift operations as a surrogate for multiplication and division. Most compilers will use

th

ecorrect operation in the appropriate fashion when it is applicable.

6.16.6 Implications for language design and evolution

In future language design and evolution activities, the following items should be considered:

— not providing logical shifting on arithmetic values; or

— flagging it for reviewers.

4) This description is derived from Wrap-Around Error [XYY], which appeared in ISO/IEC TR 24772:2013.
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6.17 Choice of clear names [NAI]

6.17.1 Description of application vulnerability

Humans sometimes choose similar or identical names for objects, types, aggregates of

types,

subprograms and modules. They tend to use characteristics that are specific to the native language
of the software developer to aid in this effort, such as use of mixed-casing, underscores and periods,
or use of plural and singular forms to support the separation of items with similar names. Similarly,

se for

2| | PN S 1 ki o aa ok I VIS B Y NPT B0 S-D § e 13331 11 ™I
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constants).

Human cognitive problems occur when different (but similar) objects, subprograms, types, or con
differ in name so little that human reviewers are unlikely to distinguish between then, or wh
system maps such entities to a single entity.

Conventions such as the use of capitalization, and singular/plural distinctionscan work in smg
medium projects, but there are a number of significant issues to be considered.

— Large projects often have mixed languages and such conventions ar€¢ often language-specific

— Many implementations support identifiers that contain international character sets and
language character sets have different notions of casing and plurality.

— Different word-forms tend to be language and dialect(specific, such as a pidgin, and ¢
meaningless to humans that speak other dialects.

An important general issue is the choice of names that differ from each other negligibly (in K
terms), for example by differing by only underscores, (none, " " "__"), plurals ("s"), visually §
characters (such as "I" and "1", "O" and "0"), or>underscores/dashes ("-","_"). There is also an
where identifiers appear distinct to a human but identical to the computer, such as FOO, Foo, a
in some computer languages, or the reverseswhere the human considers FOO and foo to be the
but the language treats them as distinct. GHaracter sets extended with diacritical marks and non
characters can offer additional problems."Some languages or their implementations may pay att

to only the first n characters of an identifier.

The problems described above-are different from overloading or overriding where the same n:
used intentionally (and documenited) to access closely linked sets of subprograms. This is also dif
than using reserved names-which can lead to a conflict with the reserved use and the use of whig
or may not be detected.at ¢compile time.

Name confusion can lead to the application executing different code or accessing different object
the writer intended, or than the reviewers understood. This can lead to outright errors, or le
place code that€an execute sometime in the future with unacceptable consequences.

Althoughmbpst such mistakes are unintentional, it is plausible that such usages can be intentig
masking surreptitious behaviour is a goal.

6.17.2 Cross reference
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JSF AV Rules!31l: 48, 49, 50, 51,52
MISRA C[32]: 1.1

CERT C guidelines[38l: DCL02-C
Ada Quality and Style Guidelll: 3.2

6.17.3 Mechanism of Failure

Calls to the wrong subprogram or references to the wrong data element (that was missed by human

review) can result in unintended behaviour. Language processors will not make a mistake in
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translation, but human cognition limitations can cause humans to misunderstand, and therefore can be
missed in human reviews.

6.17.4 Applicable language characteristics

This wvulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages with relatively flat name spaces will be more susceptible. Systems with modules, classes
pqckages can use qualification to disambiguate names that originate from different parents.

— Languages that provide preconditions, post conditions, invariances and assertions or redundant
cading of subprogram signatures help to ensure that the subprograms in the module will béhave as
expected but do nothing if different subprograms are called.

Languages that treat letter case as significant. Some languages do not differentiate between names
ith differing case, while others do.

6.17.3 Avoiding the vulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or mitigate its ill effects imthe following ways.

— Use static analysis tools to show the target of calls and accesses and'to produce alphabetical lists of
ngmes. Human review can then often spot the names that are,sorted at an unexpected location or
ich look almost identical to an adjacent name in the list.

— Use languages with a requirement to declare names before use or use available tool or compiler
tions to enforce such a requirement.

— Dp not choose names that conflict with (unreserved) keywords or language-defined library names
for the language being used.

— Dp not use names that only differ by characters that can be confused visually in the alphabet used in
d¢velopment. For the Roman alphabet these would include as ‘0’ and ‘0’, ‘I’ (lower case ‘L), ‘I’ (capital
1) and ‘1, ‘'S’ and ‘5’, ‘Z’ and ‘2’, and ‘n’-and ‘h’.

— Dp not use names that only differ in'the use of upper and lower case to other names.

— Inlanguages with optional declarations of variables, always use explicit declarations of the variables
tq assist compiler checking.

6.17.¢ Implications for-language design and evolution

In fufure language“design and evolution activities, consider providing an option to impose the
declarfation of names before use.

6.18 Pead:store [WXQ]

6.18.1 Descriptiomof applicatiomr vatrerabitity

Avariable's value is assigned but never subsequently used, either because the variable is not referenced
again, or because a second value is assigned before the first is used. This can suggest that the design
has been incompletely or inaccurately implemented, for example, a value has been created and then
‘forgotten about’.

This vulnerability is very similar to 6.19.

6.18.2 Cross reference

CWEIS8I;
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563. Unused Variable
MISRA C++[3€]: 0-1-4 and 0-1-6
CERT C guidelines[38l: MSC13-C
See also 6.19.

6.18.3 Mechanism of failure

A variable is assigned a value but this is never subsequently used. Such an assignment is then\ger
referred to as a dead store.

A dead store can be indicative of careless programming or of a design or coding error; aseither t
of the value was forgotten (almost certainly an error) or the assignment was performed even thd
was not needed (at best inefficient). Dead stores can also arise as the result of mistyping the nan
variable, if the mistyped name matches the name of a variable in an enclosing scope.

There are legitimate uses for apparent dead stores. For example, if the value.of the variable is int
to be read by another execution thread or an external device. In such cagses, though, the variable {
be marked as volatile. Common compiler optimization techniques willl’remove apparent dead st
the variables are not marked as volatile, hence causing incorrect execution.

A dead store is justifiable if, for example:

— The code has been automatically generated, where itiS'‘commonplace to find dead stores intro
to keep the generation process simple and uniform¢

— The code is initializing a sparse data set, where'all members are cleared, and then selected
assigned a value.

6.18.4 Applicable language characteristics

This vulnerability description is intended to be applicable to any programming language that pr
assignment.

6.18.5 Avoiding the vulnerability or mitigating its effects
Software developers can ayoid the vulnerability or mitigate its ill effects in the following ways.

— Use static analysis to identify any dead stores in the program, and ensure that there is a justifi
for them.

— Ifvariablesare intended to be accessed by other execution threads or external devices, mar}
as volatile.

— Awoid declaring variables of compatible types in nested scopes with similar names.

— \For security, assign zero (or some other information free value) after the last intended read.
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6.18.6 Implications for language design and evolution

In future language design and evolution activities, consider providing (possibly optional) warning

messages for dead store.
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6.19 Unused variable [YZS]

6.19.1 Description of application vulnerability

An unused variable is one that is declared but neither read nor written in the program. This type of
error suggests that the design has been incompletely or inaccurately implemented.

Unused variables by themselves are innocuous, but they may provide memory space that attackers can
use in camhination with other techniques

This vjulnerability is similar to 6.18 if the variable is initialized but never used.

6.19.2 Cross reference

CWEI&!:
563. Unused Variable

MISRA C++[36l: 0-1-3

CERT [ guidelines[38l: MSC13-C

See alfo 6.18.

6.19.3 Mechanism of failure

A varfable is declared, but never used. The existence of ansunused variable can indicate a design or
coding error.

Becaule compilers routinely diagnose unused local variables, their presence may be an indication that
compiller warnings are either suppressed or are being ignored.

Whilelunused variables are innocuous, they canprovide available memory space to be used by attackers
to explloit other vulnerabilities.

6.19.4 Applicable language characteristics

This ypulnerability description is\uintended to be applicable to languages that provide variable
declarfations.

6.19.3 Avoiding the vulnerability or mitigating its effects
Softwhre developerscan avoid the vulnerability or mitigate its ill effects in the following ways.
— Enable detection of unused variables in the compiler.

— Use static analysis to identify any unused variables in the program and ensure that there is a
julstification for them.

6.19.6 Implications for language design and evolution

In future language design and evolution activities, consider requiring mandatory diagnostics for
unused variables.

6.20 Identifier name reuse [YOW]

6.20.1 Description of application vulnerability

When distinct entities are defined in nested scopes using the same name it is possible that program
logic will operate on an entity other than the one intended.
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When it is not clear which identifier is used, the program can behave in ways that were not predicted by
reading the source code. This can be found by testing, but circumstances can arise (such as the values
of the same-named objects being mostly the same) where harmful consequences occur. This weakness
can also lead to vulnerabilities such as hidden channels where humans believe that important objects
are being rewritten or overwritten when in fact other objects are being manipulated.

For example, the innermost definition is deleted from the source, the program will continue to compile
without a diagnostic being issued (but execution can produce unexpected results).

6.20.2 Cross reference

JSF AV Rulesl31]: 120, 135, 136 and 137,

MISRA C[35]: 5.3, 5.8, 5.9, 21.1, 21.2

MISRA C++[36]: 2-10-2, 2-10-3, 2-10-4, 2-10-5, 2-10-6, 17-0-1, 17-0-2, and 17-0-3
CERT C guidelines[38l: DCL01-C and DCL32-C

Ada Quality and Style Guidelll: 5.6.1 and 5.7.1

6.20.3 Mechanism of failure

Many languages support the concept of scope. One of the ideashehind the concept of scope is to provide
a mechanism for the independent definition of identifiers that may share the same name.

For instance, in the following code fragment:

int some var;

{
int t var;
int some var; /* definition in nested scope */

t var = 3;
some var = 2;
}
an identifier called some var hasbeen defined in different scopes.

If either the definition of sonie var or t var that occurs in the nested scope is deleted (for example,
when the source is modified) it is necessary to delete all other references to the identifier’s scope. If a
developer deletes the definition of ¢ var but fails to delete the statement that references it, thep most
languages require a-diagnostic to be issued (such as reference to undefined variable). However] if the
nested definition ofséme_var is deleted but the reference to it in the nested scope is not deleted, then no
diagnostic willbevssued (because the reference resolves to the definition in the outer scope).

In some cases, non-unique identifiers in the same scope can also be introduced through the use of
identifiers(Whose common substring exceeds the length of characters the implementation considers to
be distinct. For example, in the following code fragment:

extern int global symbol definition lookup_ table a[100];

extern int global symbol definition lookup table b[100];

the external identifiers are not unique on implementations where only the first 31 characters are
significant. This situation only occurs in languages that allow multiple declarations of the same
identifier (other languages require a diagnostic message to be issued).

A related problem exists in languages that allow overloading or overriding of keywords or standard
library function identifiers. Such overloading can lead to confusion about which entity is intended to be
referenced.
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Definitions for new identifiers should not use a name that is already visible within the scope containing
the new definition. Alternately, utilize language-specific facilities that check for and prevent inadvertent
overloading of names should be used.

6.20.4 Applicable language characteristics
This vulnerability is intended to be applicable to languages with the following characteristics.

— Languages that allow the same name to be used for identifiers defined in nested scopes.

— Languages where unique names can be transformed into non-unique names as part of the normal
tdol chain.

6.20.3 Avoiding the vulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or mitigate its ill effects in the followingtvays.

— Ensure that a definition of an entity does not occur in a scope where a differént entity with the
sgme name is accessible and can be used in the same context. A languagesSpecific project coding
cqnvention can be used to ensure that such errors are detectable with stdtic analysis.

— Ensure that a definition of an entity does not occur in a scope where adifferent entity with the same
ngme is accessible and has a type that permits it to occur in at least one context where the first
entity can occur.

— Use language features, if any, which explicitly mark definitions of entities that are intended to hide
ofher definitions.

— Degvelop or use tools that identify name collisions or zeuse when truncated versions of names cause
canflicts.

— Ensure that all identifiers differ within the number of characters considered to be significant by the
ichplementations that are likely to be used and document all assumptions.

6.20.6 Implications for language design,and evolution

In futfire language design and evolution activities, the following items should be considered.
— Languages should require niandatory diagnostics for variables with the same name in nested scopes.

— Languages should require mandatory diagnostics for variable names that exceed the length that the
imhplementation congiders unique.

— Languages should consider requiring mandatory diagnostics for overloading or overriding of
k¢ywords or.standard library function identifiers.

6.21 Namespace issues [BJL]

6.21.

Ifalanguage provides separate, non-hierarchical namespaces, a user-controlled ordering of namespaces,
and a means to make names declared in these namespaces directly visible to an application, the
potential of unintentional and possible disastrous change in application behaviour can arise, when
names are added to a namespace during maintenance.

Namespaces include constructs like packages, modules, libraries, classes or any other means of grouping
declarations for import into other program units.
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6.21.2 Cross-references

MISRA C++[3¢l; 7-3-1, 7-3-3, 7-3-5, 14-5-1, and 16-0-2

6.21.3 Mechanism of failure

The failure is best illustrated by an example. Namespace n1 provides the name 2, but not 8. Namespace
N2 provides the name B but not a. The application wishes to use 2 from n1 and B from n2. At this point,
there are no obvious issues. The application chooses (or needs) to import both namespaces to pbtain

names for direct usage, for an example.
Use N1, N2; - presumed to make all names in N1 and N2 directly
X = A + B; - visible in the scope of intended use

The semantics of the above example are intuitive and unambiguous.

Later, during maintenance, the name B is added to n1. The change to the natiespace usually implies a
recompilation of dependent units. At this point, two declarations of B are applicable for the use pf B in
the above example.

Some languages try to disambiguate the above situation by statihg ‘preference rules in case of such
ambiguity among names provided by different name spaces. If, initheé above example, n1 is preferred over
N2, the meaning of the use of B changes silently, presuming that no typing error arises. Conseqfiently,
the semantics of the program change silently and assuredly unintentionally, since the implementer of
N1 cannot assume that all users of N1 would prefer to take)any declaration of & from n1 rather than its
previous namespace.

It does not matter what the preference rules actually are, as long as the namespaces are mutable. The
above example is easily extended by adding 2 taW2 to show a symmetric error situation for a diffferent
precedence rule.

If a language supports overloading of subprograms, the notion of same name used in the above example
is extended to mean not only the same name, but also the same signature of the subprogram. For
vulnerabilities associated with overloading and overriding, see 6.20. In the context of namesfpaces,
however, adding signature matching to the name binding process, merely extends the desfribed
problem from simple names, te-full signatures, but does not alter the mechanism or quality |of the
described vulnerability. In ‘particular, overloading does not introduce more ambiguity for binding to
declarations in differentname spaces.

This vulnerability not only creates unintentional errors, but it also can be exploited maliciously| if the
source of the applieation and of the namespaces is known to the aggressor and one of the namespaces is
mutable by the@ttacker.

6.21.4 Applicable language characteristics

Theulherability is applicable to languages that support non-hierarchical separate name-spaces;

have means to import all names of a namespace wholesale for direct use; and have preference riles to

choose among multiple imported direct homographns.

6.21.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Avoid wholesale import directives, i.e. directives that give all imported names the same visibility
level as each other and/or the same visibility level as local names (provided that the language offers
the respective capabilities);

— Use only selective single name import directives or using fully qualified names (provided that the
language offers the respective capabilities)
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6.21.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered:
— languages should not have preference rules among mutable namespaces;

— ambiguities should be invalid and avoidable by the user, for example, by using names qualified by
their originating namespace.

6.22 |[nitialization of variables [LAV]

6.22.1 Description of application vulnerability

Readihg a variable that has not been assigned a value appropriate to its type can cause unpredictable
execufion in the block that uses the value of that variable, and has the potential to export’bad values to
callers, or to cause out-of-bounds memory accesses.

Uniniflialized variable usage is frequently not detected until after testing and often*when the code in
questjon is delivered and in use, because happenstance will provide variable§ with adequate values
(such ps default data settings or accidental left-over values) until some other.chiange exposes the defect.

Variables that are declared during module construction (by a classceonstructor, instantiation, or
elaboration) may have alternate paths that can read values before they are set. This can happen in
straight sequential code but is more prevalent when concurrency,oréo-routines are present, with the
same |mpacts described above.

Anothler vulnerability occurs when compound objects are initialized incompletely, as can happen when
objectls are incrementally built, or fields are added under maintenance.

When(possible and supported by the language, whole-structure initialization is preferable to field-by-field
initialjzation statements, and named association is preferable to positional, as it facilitates human review
and is|less susceptible to error injection under maitttenance. For classes, the declaration and initialization
may orcur in separate modules. In such cases, it needs to be possible to show that every field that needs
an initial value receives that value, and to dociment ones that do not require initial values.

6.22.2 Cross reference

CWEI§l:
4%7. Use of Uninitialized Variable

JSF A Rules: 71, 143, and 147

MISRA C[351: 9.1, 9.2,'and 9.3

MISRI C++[30](8y5-1

CERT [ guid€lines!28l: DCL14-C and EXP33-C

Ada Q otz aand Crola r‘";AC[ﬂ: o WA

TITCy oo oty reoorer

6.22.3 Mechanism of failure

Uninitialized objects may have invalid values, valid but wrong values, or valid and dangerous values.
Wrong values can cause unbounded branches in conditionals or unbounded loop executions or can
simply cause wrong calculations and results.

There is a special case for pointers or access types. When such a type contains null values, a bound
violation and hardware exception can result. When such a type contains plausible but meaningless
values, random data reads and writes can collect erroneous data or can destroy data that is in use
by another part of the program; when such a type is an access to a subprogram with a plausible (but
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wrong) value, then either a bad instruction trap can occur or a transfer to an unknown code fragment
can occur. All of these scenarios can result in undefined behaviour.

Uninitialized variables are difficult to identify and use for attackers but can be arbitrarily dangerous in
safety situations.

The general problem of showing that all program objects are initialized is intractable;

6.22.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages that permit variables to be read

before they are assigned.

6.22.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

Carefully structure programs to show that all variables are set befofe‘first read on every path
throughout each subprogram.

When an object is visible from multiple modules, identify a module that needs to set the value pefore
reads can occur from any other module that can access the ghject, and ensure that this modlule is
executed first.

When concurrency, interrupts and co-routines are_present, identify where early initialigzation
occurs and show statically that the correct order iss¢t/i.e. via program structure, not by timing, OS
precedence, or chance.

Initialize each object at declaration, or immediately after subprogram execution commencgs and
before any branches.

If the subprograms commence with- conditional statements, show statically that every vgriable
declared and not initialized earlier is+initialized on each branch.

Ensure that the initial object value is a sensible value for the logic of the program. The so-callgd junk
initialization (such as, for examiple, setting every variable to zero) prevents the use of tools to detect
otherwise uninitialized variables.

Define or reserve fields or portions of the object to only be set when fully initialized. Copsider,
however, that this@pproach has the effect of setting the variable to possibly mistaken valueg while
defeating the uge\of static analysis to find the uninitialized variables.

Use static @nalysis tools to show that all objects are set before use. As the general probjem is
intractable) keep initialization algorithms simple so that they can be analysed.

Whenydeclaring and initializing the object together, if the language does not require the compiler
to statically verify that the declarative structure and the initialization structure match, use|static
analysis tools to help detect any mismatches.

a ompaonents
together, use those in preference to a sequence of initializations as this facilitates coverage analysis;
otherwise use tools that perform such coverage analysis and document the initialization. Do not
perform partial initializations unless there is no choice and document any deviations from full
initialization.

Where default assignments of multiple components are performed, explicit declaration of the
component names and/or ranges helps static analysis and identification of component changes
during maintenance.

Use named assignments in preference to positional assignment where the language has named
assignments that can be used to build reviewable assignment structures that can be analysed by
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the language processor for completeness. Use comments and secondary tools to help show correct

assignment where the language only supports positional assignment notation.

6.22.6 Implications for language design and evolution

In future language design and evolution activities, the following items should be considered.

Some languages have ways to determine if modules and regions are elaborated and initialized and to
raise exceptions if this does not occur. Languages that do not, can consider adding such capabilities.

Languages are recommended to consider setting aside fields in all objects to identify if initialization
has occurred, especially for security and safety domains.

Languages that do not support whole-object initialization are recommended to consider adding this
cdpability.

6.23 Pperator precedence and associativity [JCW]

6.23.1 Description of application vulnerability

Each language provides rules of precedence and associativity that determine for each expression which
operahds bind to which operators. These rules are also known as groupitig or binding.

Experjence and experimental evidence shows that developers can“have incorrect beliefs about the
relatiye precedence of many binary operators. See, Developer beliefs about binary operator precedence.

6.23.2 Cross reference

JSF AY Rules!31]: 204 and 213

MISRA C[35]: 10.1, 12.1, 13.2, 14.4, 20.7, 20.10, and 2011

MISRA C++[36]; 4-5-1, 4-5-2, 4-5-3, 5-0-1, 5-052,5-2-1, 5-3-1, 16-0-6, 16-3-1, and 16-3-2

CERT [ guidelines[38l: EXP00-C

Ada Qpality and Style Guidelll: 7.1.8 and 7.1.9

6.23.3 Mechanism of failure

In C apd C++, the bitwise-operators (bitwise logical and bitwise shift) are sometimes thought of by the
programmer having similar precedence to arithmetic operations, so just as one can correctly write

x + 1 ==0 //&uminus one is equal to zero

a programmer camirérroneously write

x 1 ==N0"// mentally meaning “x and-ed with 1 is equal to zero”

wherdas the& operator precedence rules of C and C++ actually bind the expression as

1 fa)

comptte—+ 7

producing ‘false’ interpreted as zero, then bitwise-and the result with x”, producing (a constant) zero,
contrary to the programmer’s intent.

Examples from an opposite extreme can be found in programs written in APL, which is noteworthy for
the absence of any distinctions of precedence. One commonly made mistake is to write *a * b + c”,
intending to produce “a times b plus c”, whereas APL's uniform right-to-left associativity produces “o
plus ¢, times a”.
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6.23.4 Applicable language characteristics

19(E)

This vulnerability description is intended to be applicable to languages whose precedence and

associativity rules are sufficiently complex that developers may not fully remember them.

6.23.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Adopt programming guidelines (preferably augmented by static analysis). For example~ufe the

language-specific rules cross-referenced within 6.24.

— Use parentheses around binary operator combinations that are known to be a sounce.of err
example, mixed arithmetic/bitwise and bitwise/relational operator combinations).

br (for

— Break up complex expressions and use temporary variables to make the intended order cleater.

6.23.6 Implications for language design and evolution
In future language design and evolution activities, the following items&hptuld be considered:

— in alanguage definition, avoid providing precedence or a particular associativity for operato
are not typically ordered with respect to one another in arithmetic; and

— require full parenthesization to avoid misinterpretatiof.
6.24 Side-effects and order of evaluation of operands [SAM]

6.24.1 Description of application vulnerability

s that

Some programming languages allow subexpressions to cause side-effects (such as assignment,
increment, or decrement). For example, some programming languages permit such side-effectjs, and

if, within one expression (such as “i.(= v[i++]”), two or more side-effects modify the same
undefined behaviour results.

bbject,

Some languages allow subexptessions to be evaluated in an unspecified ordering, or even removed

during optimization. If these subexpressions contain side-effects, then the value of the full expr

ession

can be dependent on the-otder of evaluation. Furthermore, the objects that are modified by th¢ side-

effects can receive valgesthat are dependent on the order of evaluation.

If a program contaihs these unspecified or undefined behaviours, testing the program and seeinlg that
it yields the expected results can give the false impression that the expression will always yidld the

expected resalt.

6.24.2 <Cross reference

JSE AV Rulesl31l: 157, 158, 204, 204.1, and 213

MACSR A I35, 149 14 149
IVITOINTY U7 &l 1 J.

e

12 L J4.12 £
)y 4J.J dlIu 1J.U

MISRA C++[36]: 5-0-1
CERT C guidelines[38l: EXP10-C, EXP30-C
Ada Quality and Style Guidelll: 7.1.8 and 7.1.9
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6.24.3 Mechanism of failure

When subexpressions with side effects are used within an expression, the unspecified order of
evaluation can result in a program producing different results on different platforms, or even at
different times on the same platform.

(All examples here use the syntax of C or Java for brevity; the effects can be created in any language
that allows functions with side-effects in the places where C allows the increment operations.)

Consiger

af f(b) + g();
wherd £ and g both modify b. If £ (b) is evaluated first, then the b used as a parameter to g (b) may,be a
differ¢nt value than if g (o) is performed first. Likewise, if g (b) is performed first, £ () may be-called
with d different value of v.

Otherlexamples of unspecified order, or even undefined behaviour, can be manifested, such as

a ¥ £(i) + i++;
or

ali++] = bl[i++];
Parentheses around expressions can assist in removing ambiguity about grouping, but the issues
regardling side-effects and order of evaluation are not changed by the presence of parentheses. Consider

B S A
wherd even if parentheses are placed around the i++ subexpressions: undefined behaviour still remains.

The unpredictable nature of the calculation means that the pregram cannot be tested adequately to any
degree of confidence. A knowledgeable attacker can take advantage of this characteristic to manipulate
data vjalues triggering execution that was not anticipated’by the developer.

6.24.4 Applicable language characteristics

This pulnerability description is intendedoto be applicable to languages with the following
charagteristics.

— Languages that permit expressions.to contain subexpressions with side effects.

— L3nguages whose subexpres§ions are computed in an unspecified ordering.

6.24.3 Avoiding the vulnerability or mitigating its effects
Softwhre developers can‘avoid the vulnerability or mitigate its ill effects in the following ways.

— Mpke use of one-or more programming guidelines, which (a) prohibit t unspecified or undefined
be¢haviours;and (b) can be enforced by static analysis. (See JSF AV and MISRA rules in this clause)

— Keep expressions simple. Complicated code is prone to error and difficult to maintain.

— Ensure that each expression results in the same value, regardless of the order of evaluation or

execution of terms of the expression.

6.24.6 Implications for language design and evolution

In future language design and evolution activities, consider language features that eliminate or mitigate
this vulnerability, such as pure functions.
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6.25 Likely incorrect expression [KOA]

6.25.1 Description of application vulnerability

Certain expressions are symptomatic of what is likely to be a mistake made by the programmer. The
statement is not contrary to the language standard, but is unlikely to be intended. If the statement has
no effect, it is effectively is a null statement. Otherwise, it can introduce an unintended side-effect. A
common example is the use of = in an i f expression in C-based languages where the programmer meant
oarreauatity-tes -“i TC—=="0P€T3 i““";'v“‘ sed-operatorsin G :‘i-:i
the logical operators such as ss for the bitwise operator &, or vice versa. It is valid and possiblé-that the
programmer intended to do an assignment within the if expression, but due to this beinga common
error, a programmer doing so would be using a poor programming practice. A less likely loccurrence,
but still possible is the substitution of == for = in what is supposed to be an assignment stat¢ment,
but which effectively becomes a null statement. These mistakes can survive testing 6nly to mgnifest
themselves in deployed code where they can be maliciously exploited.

6.25.2 Cross reference
CWEIS8I;
480. Use of Incorrect Operator
481. Assigning instead of Comparing
482. Comparing instead of Assigning
570. Expression is Always False
571. Expression is Always True
JSF AV Rules(31l: 160
MISRA C[35]: 2.2, 13.3-13.6, and 14.3
MISRA C++[36l: 0-1-9, 5-0-1, 6-2-1, and 6-5-2
CERT C guidelines[38l: MSC02-G.and MSC03-C

6.25.3 Mechanism of failure

Some of the failures are simply a case of programmer carelessness. Substitution of = in place of == in
a Boolean test is‘easy to do and most C and C++ programmers have made this mistake at on¢ time
or another. Oth€r instances can be the result of intricacies of the language definition that spgcifies
what part of an expression is evaluated. For instance, having an assignment expression in a Bgolean
statement;is'likely assuming that the complete expression will be executed in all cases. Howevdr, this
is not always the case as sometimes the truth-value of the Boolean expression can be determined after
only-executing some portion of the expression. For instance:

if ((a ==Db) || (c = (d-1)))

Should (a==b) be determined to be true, then there is no need for the subexpression (c=(d-1)) to be
executed and as such, the assignment (c=(d-1)) will not occur.

Embedding expressions in other expressions can yield unexpected results. Increment and decrement
operators (++ and --) can also yield unexpected results when mixed into a complex expression.

Incorrectly calculated results can lead to a wide variety of erroneous program execution.
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6.25.4 Applicable language characteristics

This vulnerability description is intended to be applicable to all languages, since all languages are
susceptible to likely incorrect expressions.

6.25.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Simplify expressions.

— Dp not use assignment expressions as function parameters. Sometimes the assignment may notbe
executed as expected. Instead, perform the assignment before the function call.

— Dp not perform assignments within a Boolean expression. This is likely unintended, bat if it is not,
tHen move the assignment outside of the Boolean expression for clarity and robustness.

— Use static analysis tools that detect and warn of expressions that include assignment within an
ejlpression.

— Annotate code that includes assignment within an expression to show.that it is intentional and
include rationale for the side effect.

— Ayoid the use of statements that have no program effect. If necessary, document with comments the
rdtionale for their use in each instance.

6.25.6 Implications for language design and evolution

In futfire language design and evolution activities, the following items should be considered.
— L3nguages should consider not allowing assignments used as function parameters.
— Languages should consider not allowing assigiiments within a Boolean expression.

— L3nguage definitions should avoid situations where easily confused symbols (such as = and ==, or
nd :, or != and /=) are valid in the same context. For example, = is not generally valid in an if
stlatement in Java because it does fiot'normally return a Boolean value.

-

6.26 Pead and deactivated code [XYQ]

6.26.1 Description of application vulnerability

Dead and Deactivated.code is code that exists in the executable, but which can never be executed, either
becaupe there is ng)call path that leads to it (for example, a function that is never called), or the path is
semanitically inféasible (for example, its execution depends on the state of a conditional that can never
be acHieved).

Dead pnd‘Deactivated code is undesirable because it can indicate the possibility of a coding error. A
securityJdssue is also possible if a jump target is injected. Many safety standards prohibit dead code

because dead code is not traceable to a requirement.

Also covered in this vulnerability is code which is believed to be dead, but which is inadvertently
executed.

Dead and Deactivated code is considered separately from the description of 6.21.

6.26.2 Cross reference
CWEILS8L:
561. Dead Code
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570. Expression is Always False
571. Expression is Always True
JSF AV Rules[31]: 127 and 186
MISRA C[33]: 2.1 and 4.4
MISRA C++[3¢l; 0-1-1 to 0-1-10, 2-7-2, and 2-7-3

CERT C guidelines[38l: MSC07-C and MSC12-C

6.26.3 Mechanism of failure
RTCA DO-178BI37] defines Dead and Deactivated code as:

— Dead code - Executable object code (or data) which cannot be executed (code) or used (data
operational configuration of the target computer environment and is net traceable to a syst
software requirement.

in an
em or

executed (code) or used (data), for example, a part of a previously developed software comppnent,

— Deactivated code - Executable object code (or data) which by design.is either (a) not intende'}to be

or (b) is only executed (code) or used (data) in certain cénfigurations of the target co
environment, for example, code thatis enabled by a hardwatke pin selection or software progra
options.

Dead code is code that exists in an application, but whichcan never be executed, either because
is no call path to the code (for example, a function thatis never called) or because the execution
the code is semantically infeasible, as in

int 1 = 0;
if (i == 0)
{ fun a ()}
else
{fun b() };

fun_b () is dead code, as only fun_ay)_can ever be executed.

Compilers that optimize sometimes generate and then remove dead code, including code placed th
the programmer. The deadness of code can also depend on the linking of separately compiled mo

The presence of dead codelis not in itself an error. There may also be legitimate reasons for its pre
for example:

— Defensive codé/only executed as the result of a hardware failure.
— Code thatis part of a library not required in the program in question.
— Diagnostic code not executed in the operational environment.

—¢ Code that is temporarily deactivated but may be needed soon. This may occur as a way to mai
the code is still accepted by the language translator to reduce opportunities for errors whe

puter
mmed

there
ath to

ere by
Hules.

sence,

e sure
n it is

reactivated:
— Code that is made available so that it can be executed manually via a debugger.
Such code can be referred to as deactivated. That is, dead code that is there by intent.

There is a secondary consideration for dead code in languages that permit overloading of fun

ctions

and other constructs that use complex name resolution strategies. If the developer believes that some

code is not going to be used (deactivated), but its existence in the program means that it appears

in the

namespace, it may be selected by the compiler as the best match for some use that was intended to be of
an overloading function. That is, although the developer believes it is never going to be used, in practice

itis used in preference to the intended function.
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However, it is possible that, because of some other error, the code is rendered unreachable. Therefore,
any dead code should be reviewed and documented.

Be aware that some defensive code, such as that created to catch hardware error, can be optimized away
by the compiler. Use of optimization fences such as volatile accesses (consult language and compiler
manuals) can help.

6.26.4 Applicable language characteristics

This vyfulnerability description is intended to be applicable to languages that allow code to exist in@

progr

hm or executable, which can never be executed.

6.26.3 Avoiding the vulnerability or mitigating its effects

Softw

hre developers can avoid the vulnerability or mitigate its ill effects in the following Ways.

bmove dead code from an application unless its presence serves a documented/purpose.

When a developer identifies code that is dead because a conditional consistently evaluates to the
sgme value, this can be indicative of an earlier bug or of inadequate path coverage in the test regimen.
Infvestigate to ascertain why the same value is occurring.

Identify any dead code in the application, and provide a justification\as to why it is there.

Ensure that any code that was expected to be unused is docuthented as dead code.

dr code that appears to be dead code but is in reality accessible only by asynchronous events or

efiror handlers, or present for debugging purposes, prevent the optimizations that remove the code
inf question. Examples include the judicious use of volgtile accesses, pragmas, or compiler switches.

bply standard branch coverage measurement tools and ensure by 100 % coverage that all branches

arfe neither dead nor deactivated.

be static analysis tools to identify unreachable code.

6.26.6 Implications for language design and evolution

[None

6.27

Switch statements and static analysis [CLL]

6.27.1 Description ofapplication vulnerability

Many
amon

programming-languages provide a construct, such as a C-like switch statement, that chooses
r multiple~dlternative control flows based on the evaluated result of an expression. The use of

such ¢onstruets’ can introduce application vulnerabilities if not all possible cases appear within the
switch ordf\control unexpectedly flows from one alternative to another.

6.27.2 Cross reference

JSF AV Rulesl31l: 148, 193, 194, 195, and 196

MISRA C[35]: 16.3-16.6

MISRA C++[36l: 6-4-3, 6-4-5, 6-4-6, and 6-4-8

CERT C guidelines[38l: MSC01-C

Ada Quality and Style Guidelll: 5.6.1 and 5.6.10
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6.27.3 Mechanism of failure

The fundamental challenge when using a switch statement is to make sure that all possible cases are, in
fact, treated correctly.

6.27.4 Applicable language characteristics

This wvulnerability description is intended to be applicable to languages with the following
characteristics

6.27.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effeets in the following ways.

6.27.6: Implications for language design and evolution

In future language design and evolution activities, consider language specifications that r

Languages that contain a construct, such as a switch statement, that provides a selection
alternative control flows based on the evaluation of an expression.

Languages that do not require full coverage of all possible alternatives of a switch)statement

Languages that provide a default case (choice) in a switch statement.

Ensure that every valid choice has a branch that covers the choice.
Avoid default branches where it can be statically shown that each choice is covered by a bran

Use a default branch that initiates error processing wheére coverage of all choices by branches g
be statically shown.

Use arestricted set of enumeration values to improve coverage analysis where the language pr
such capability.

Avoid “flowing through” from one case;to'another. Even if correctly implemented, it is diffic
reviewers and maintainers to distingtiish whether the construct was intended or is an ef
omission®).

In cases where flow-through.isinecessary and intended, use an explicitly coded branch to (
mark the intent. Provide (comments explaining the intention can be helpful to reviewer
maintainers.

Perform static analysis to determine if all cases are, in fact, covered by the code. (Note that t
of a default case.can hamper the effectiveness of static analysis since the tool cannot deterr
omitted alternatives were or were not intended for default treatment.)

Use other1neans of mitigation including manual review, bounds testing, tool analysis, verifi
techniques, and proofs of correctness.

ymong

ch.

annot
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ult for
ror of
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bquire
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campilers ta ensure that 9 comnlete set of alternatives is nrovided in cases where the value set
r r r

switch variable can be statically determined.

5)

Using multiple labels on individual alternatives is not a violation of this recommendation, though.
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6.28

Demarcation of control flow [EO]J]

6.28.1 Description of application vulnerability

Some

programming languages explicitly mark the end of an if statement or a loop, whereas other

languages mark only the end of a block of statements. Languages of the latter category are prone to
oversights by the programmer, causing unintended sequences of control flow.

6.28.7 Cross reference

JSF A Rules!31]: 59 and 192

MISRA C[33]: 15.6 and 15.7

MISRA C++[36l: 6-3-1, 6-4-1, 6-4-2, 6-4-3, 6-4-8, 6-5-1, 6-5-6, 6-6-1 to 6-6-5, and 16-0-2

18: Control flow - if structure

Ada Q

6.28.3

Progr

nality and Style Guidelll: 3, 5.6.1 through 5.6.10

Mechanism of failure

hmmers often rely on indentation to determine inclusion of. statements within constructs.

Testirlg of the software may not reveal that statements that appearto-be included in a construct (due to

forma
then-
direct

6.28.4

This
condit

6.28.5
Softw]

— W
Cq
pi

— A
th

— U
\(

— U

ting) actually lay outside of it because of the absence of asterminator. Moreover, for a nested i f-
- 1se statement the programmer can be confused about wihich it statement controls the e1se part
ly. This can lead to unexpected results.

Applicable language characteristics

Fulnerability description is intended to .be,"applicable to languages that contain loops and
ional statements that are not explicitly termiinated by an “end” construct.

Avoiding the vulnerability or mitigating its effects
hre developers can avoid the vuliérability or mitigate its ill effects in the following ways.

here the language does(mot provide demarcation of the end of a control structure, adopt a
nvention for marking the closing of a construct that can be checked by a tool, to ensure that
ogram structure is dpparent.

Hopt programming guidelines (preferably augmented by static analysis). For example, consider
e rules documiented in 6.29.2.

be other¢meéans of assurance, such as proofs of correctness, analysis with tools, and dynamic
rificatien"techniques.

be pretty-printers and syntax-aware editors to help find such problems. Be aware that such tools

SC

adtina dicoiiica ool oo,
TRt S O S g StSutn e oS

— Where the language permits single statements after loops and conditional statements but permits
optional compound statements, such as C:

if

(...) statement else statement;

or Pascal

if expression then
statement;

else
statement;)

always use the compound version (i.e. C's {... } or Pascal'sbegin... end).
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6.28.6 Implications for language design and evolution

In future language design and evolution activities, the following items should be considered.

— Adding a mode that strictly enforces compound conditional and looping constructs with explicit

termination, such as end if or a closing bracket.

— Syntax for explicit termination of loops and conditional statements.

pamed

matches the structure as inferred.
6.29 Loop control variables [TEX]

6.29.1 Description of application vulnerability

Many languages support a looping construct whose number of iterations is controlled by the val
loop control variable. Looping constructs provide a method of specifying-an‘initial value for thi
control variable, a test that terminates the loop and the quantity by whichyit should be decremen
incremented on each loop iteration.

In some languages it is possible to modify the value of the loop-¢ontrol variable within the b
the loop. Experience shows that such value modifications are sometimes overlooked by readers
source code, resulting in faults being introduced.

Some languages, such as C-based languages do not explieitly specify which of the variables appeari
loop header is the control variable for the loop. MISRAGl12] and MISRA C++ [??] have proposed algot
for deducing which, if any, of these variables is the 160p control variable in the programming langu
and C++ (these algorithms can also be applied to other languages that support a C-like for-loop).

6.29.2 Cross reference

JSF AVI31] Rule: 201

MISRA C[33]: 14.2

MISRA C++[36]: 6-5-1 to 6-5-6

6.29.3 Mechanism offailure

e of a
s loop
ted or

bdy of
of the

ngina
ithms
ages C

Readers of sourcercode often make assumptions about what has been written. A common assumption is

that a loop controlvariable is not modified in the body of the loop. Incorrect code is often written
on this assumption.

6.29.4 <{Applicable language characteristics

This(Vulnerability description is intended to be applicable to languages that allow a loop ¢

based

ontrol

(rariable to be modified in the body of its associated loop.

6.29.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.
— Do not modify a loop control variable in the body of its associated loop body.

— Use a static analysis tool that identifies the modification of a loop control variable.
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6.29.6 Implications for language design and evolution

In future language design and evolution activities, consider the addition of an identifier type for loop
control that cannot be modified by anything other than the loop control construct.

6.30 Off-by-one error [XZH]

6.30.1 Description of application vulnerability

A program uses an incorrect maximum or minimum value that is 1 more or 1 less than the correct
value.|This usually arises from one of a number of situations where the bounds as understood by the
develgper differ from the design, such as:

— Co¢nfusion between the need for < and <= or > and >=in a test.

— Confusion as to the index range of an algorithm, such as: beginning an algorithm'at 1 when the

upderlying structure is indexed from 0; beginning an algorithm at 0 when the udderlying structure
islindexed from 1 (or some other start point); or using the length of a structurée'as its bound instead
off the sentinel values.

— Fgiling to allow for storage of a sentinel value, such as the NULL string términator that is used in the
Cpnd C++ programming languages.

These|issues arise from mistakes in mapping the design into a particular language, in moving between
languages (such as between languages where all arrays start at~0-and other languages where arrays
start 4t 1), and when exchanging data between languages withidifferent default array bounds.

The ispue also can arise in algorithms where relationships ‘exist between components, and the existence
of a bqunds value changes the conditions of the test.

The ekistence of this possible flaw can also be avserious security hole as it can permit someone
to surreptitiously provide an unused location {stich as 0 or the last element) that can be used for
undodqumented features or hidden channels.

6.30.2 Cross reference
CWEI!:
193. Off-by-one Error

6.30.3 Mechanism of failure

An offtby-one error may lead to:

— aJ out-of-beunds access to an array (buffer overflow);
c

— infcomplete comparisons or calculation mistakes;

— atead from the wrong memory location; or

— anincorrect conditional.

Such incorrect accesses can cause cascading errors or references to invalid locations, resulting in
potentially unbounded behaviour.

Off-by-one errors are not often exploited in attacks because they are difficult to identify and exploit
externally, but the cascading errors and boundary-condition errors can be severe.
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6.30.4 Applicable language characteristics

As this vulnerability arises because of an algorithmic error by the developer, it can in principle arise in

any language; however, it is most likely to occur when:

— The language relies on the developer having implicit knowledge of structure start and end indices

(for example, knowing whether arrays start at 0 or 1 - or indeed some other value).

— Where the language relies on explicit bounds values to terminate variable length arrays.

6.30.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Follow a systematic development process, use of development/analysis tools and thorough t
are all common ways of preventing errors, and in this case, off-by-one errors!

— Use static analysis tools that warn of potential off-by-one errors.

— Where references are being made to array indices and the languages provide constructs to s
the whole array or the starting and ending indices explicitly:\(fer example, Ada provid
attributes 'First and 'Last for each dimension), use the language-provided constructs inst|
numeric literals. Where the language does not provide such€onstructs, declare named con
and use them in preference to numeric literals.

— Where the language does not encapsulate variable length arrays, encapsulation should be pr
through library objects and a coding standard developed that requires such arrays to only b

esting

pecify
bs the
ead of
stants

vided
b used

via those library objects, so the developer does not need to be explicitly concerned with managing

bounds values.

6.30.6 Implications for language design and evolution
In future language design and evolution acttivities, consider providing encapsulations for arrays t
— prevent the need for the develaper to be concerned with explicit bounds values; and

— provide the developer with.symbolic access to the array start, end and iterators.
6.31 Unstructured programming [EWD]

6.31.1 Description-of application vulnerability

Programs thathave a convoluted control structure are likely to be more difficult to be human req
less understatidable, harder to maintain, harder to statically analyse, more difficult to mat
allocation\and release of resources, and more likely to be incorrect.

6.31:2 Cross reference

hat:

dable,
th the

MISRA C[33]: 15.1-15.3, and 21.4

MISRA C++[36]: 6-6-1, 6-6-2, 6-6-3, and 17-0-5
CERT C guidelines!38l: SIG32-C

Ada Quality and Style Guidelll: 3, 4, 5.4, 5.6, and 5.7
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6.31.3 Mechanism of failure

Lack of structured programming can lead to:

memory or resource leaks;
error-prone maintenance;

design that is difficult or impossible to validate;

squrce code that is difficult or impossible to statically analyse.

6.31.4 Applicable language characteristics

This pulnerability description is intended to be applicable to languages with the following
charagteristics.

Languages that allow leaving a loop without consideration for the loop control,
Languages that allow local jumps (goto statement).
Languages that allow non-local jumps (setjmp/longimp in the C programming language).

Languages that support multiple entry and exit points from a funetion, procedure, subroutine
or method.

6.31.3 Avoiding the vulnerability or mitigating its effects

Use ortly those features of the programming language thatenforce a logical structure on the program.

The p

ogram flow follows a simple hierarchical modeltthat employs looping constructs such as for,

repeat, do, and while.

Softwhre developers can avoid the vulnerability of“mitigate its ill effects in the following ways.

Ayoid using language features such as goto.
Ayoid using language features such'ascontinue and break in the middle of loops.
Ayoid using language featuresthat transfer control of the program flow via a jump.

Ayoid the use of multiple exitpoints from a function/procedure/method/subroutine unless it can be
shown that the code wjith multiple exit points is superior.

Ayoid multiple entry points to a function/procedure/method/subroutine.

6.31.6 Implications for language design and evolution

In futpre language design and evolution activities, considered supporting and favouring structured
programming through language constructs to the extent possible.

6.32 Passing parameters and return values [CS]]

6.32.1 Description of application vulnerability

Nearly every procedural language provides some method of process abstraction permitting
decomposition of the flow of control into routines, functions, subprograms, or methods. (For the
purpose of this description, the term subprogram will be used.) To have any effect on the computation,
the subprograms change data visible to the calling program. It can do this by changing the value of a
non-local variable, changing the value of a parameter, or, in the case of a function, providing a return
value. Because different languages use different mechanisms with different semantics for passing
parameters, a programmer using an unfamiliar language can obtain unexpected results.
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6.32.2 Cross reference

JSF AV Rules(31l; 20, 116

MISRA C[35]: 8.2, 8.3, 8.13, and 17.1-17.3

MISRA C++[36l; 0-3-2, 7-1-2, 8-4-1, 8-4-2, 8-4-3, and 8-4-4
CERT C guidelines[38l: EXP12-C and DCL33-C

Ada Quality and Style Guidelll: 5.2 and 8.3

6.32.3 Mechanism of failure

The mechanisms for parameter passing include: call by reference, call by copy, and call by name. T
is so specialized and supported by so few programming languages that it will ot be treated
description.

In call by reference, the calling program passes the addresses of the arguments to the called subprg
When the subprogram references the corresponding formal parameter, it is actually sharing dat
the calling program. If the subprogram changes a formal parameter,{then the corresponding

argument is also changed. If the actual argument is an expression(op‘a constant, then the addre
temporary location is passed to the subprogram; which is an errotiin some languages.

In call by copy, the called subprogram does not share data, with the calling program. Instead, f
parameters act as local variables. Values are passed between the actual arguments and the f
parameters by copying. Some languages may control ‘¢changes to formal parameters based on
such as in, out, or inout. There are three cases to consider: call by value for in parameters; call by
for out parameters and function return values; and eall by value-result for inout parameters. For
value, the calling program evaluates the actual@arguments and copies the result to the correspc
formal parameters that are then treated as, local variables by the subprogram. For call by

the values of the locals corresponding te formal parameters are copied to the corresponding
arguments. For call by value-result, the values are copied in from the actual arguments at the beg
of the subprogram's execution and back’/out to the actual arguments at its termination.

The obvious disadvantage of calkby copy is that extra copy operations are needed and executio
is required to produce the copies. Particularly if parameters represent sizable objects, such as
arrays, the cost of call by _copy can be high. For this reason, many languages also provide the ¢
reference mechanism. The*disadvantage of call by reference is that the calling program cani
assured that the subptogram has not changed data that was intended to be unchanged. For ex

he last
n this

gram.
h with
actual
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ormal
labels
result
call by
nding
result,
actual
nning

N time
large
all by

ot be

hmple,

if an array is passed by reference to a subprogram intended to sum its elements, the subprogram can

also change thewalues of one or more elements of the array. However, some languages enfor;
subprogram's-acéess to the shared data based on the labelling of actual arguments with modes-
as in, out, @Qirout or by constant pointers.

Anothet _problem with call by reference is unintended aliasing. It is possible that the address
actuakargument is the same as another actual argument or that two arguments overlap in stor
subprogram, assuming the two formal parameters to be distinct, may treat them inappropriate
example, if one codes a subprogram to swap two values using the exclusive-or method, then a

ce the
—such

bf one
age. A
ly. For
call to

swap (x,x) will zero the value of x. Aliasing can also occur between arguments and non-local o

bjects.

For example, if a subprogram modifies a non-local object as a side-effect of its execution, referencing

that object by a formal parameter will result in aliasing and, possibly, unintended results.

Some languages provide only simple mechanisms for passing data to subprograms, leaving it
programmer to synthesize appropriate mechanisms. Often, the only available mechanism is to u
by copy to pass small scalar values or pointer values containing addresses of data structures. Of ¢
the latter amounts to using call by reference with no checking by the language processor. In such

to the
se call
ourse,
cases,

subprograms can pass back pointers to anything whatsoever, including data that is corrupted or absent.
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Some languages use call by copy for small objects, such as scalars, and call by reference for large
objects, such as arrays. The choice of mechanism can even be implementation-defined. Because the two
mechanisms produce different results in the presence of aliasing, it is very important to avoid aliasing.

An additional problem occurs if the called subprogram fails to assign a value to a formal parameter that
the caller expects as an output from the subprogram. In the case of call by reference, the result may
be an uninitialized variable in the calling program. In the case of call by copy, the result can be that a
legitimate initialization value provided by the caller is overwritten by an uninitialized value because
the called program did not make an assignment to the parameter. This error can be difficult to detect

through review because the failure to initialize is hidden in the subprogram.

An additional complication with subprograms occurs when one or more of the arguments\are
expregsions. In such cases, the evaluation of one argument may have side effects that result in aschange
to the|value of another or unintended aliasing. Implementation choices regarding order of ©€valuation
can affect the result of the computation. This particular problem is described in 6.24.

6.32.4 Applicable language characteristics

This ulnerability description is intended to be applicable to languages that provide mechanisms for
definihg subprograms where the data passes between the calling program’and the subprogram via
paranjeters and return values. This includes methods in many popular objéct-oriented languages.

6.32.3 Avoiding the vulnerability or mitigating its effects

Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Use available mechanisms to label parameters as constants or with modes like in, out, Or inout.
— When a choice of mechanisms is available, pass small’simple objects using call by copy.

— When a choice of mechanisms is available and-the computational cost of copying is tolerable, pass
lajrger objects using call by copy.

— When the choice of language or the computational cost of copying forbids using call by copy, then
tdke safeguards to prevent aliasing:

— minimize side-effects of subprograms on non-local objects; when side-effects are coded, ensure
that the affected non-local'objects are not passed as parameters using call by reference;

— to avoid unintentional)aliasing, avoid using expressions or functions as actual arguments;
instead assign the(result of the expression to a temporary local and pass the local;

—t utilize tools orfether forms of analysis to ensure that non-obvious instances of aliasing are absent;

— performreViews or analysis to determine that called subprograms fulfil their responsibilities
to assign‘values to all output parameters.

6.32.¢ Implications for language design and evolution

In future Tanguage design and evolution activities, consider providing labels, Such as in, out, and inout,
that control the subprogram’s access to its formal parameters, and enforce the access.

6.33 Dangling references to stack frames [DCM]

6.33.1 Description of application vulnerability

Many languages allow treating the address of a local variable as a value stored in other variables.
Examples are the application of the address operator in C or C++, or of the ‘Access or ‘Address attributes
in Ada. In some languages, this facility is also used to model the call-by-reference mechanism by passing
the address of the actual parameter by-value. An obvious safety requirement is that the stored address
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must not be used after the lifetime of the local variable has expired. This situation can be described as
a dangling reference to the stack.

6.33.2 Cross reference
CWELSL:
562. Return of Stack Variable Address

JSF AV Rule: 173

MISRA Cl[32]: 4.1 and 18.6

MISRA C++[36]: 0-3-1, 7-5-1, 7-5-2, and 7-5-3

CERT C guidelines[38l: EXP35-C and DCL30-C

Ada Quality and Style Guidelll: 7.6.7, 7.6.8, and 10.7.6

6.33.3 Mechanism of failure

The consequences of dangling references to the stack come in( two variants: a deterministically
predictable variant, which therefore can be exploited, and an intérmittent, non-deterministic variant,
which is next to impossible to elicit during testing. The following code sample illustrates the two
variants; the behaviour is not language-specific:

struct s { .. };
typedef struct s array type[1000];
array type* ptr;
array type* F()

struct s Arr[1000];
ptr = &Arr; // Risk of variant, ks
return &Arr; // Risk of variant\¥7;

}

struct s secret;
array type* ptr2;

ptr2 = F();
secret = (*ptr2) [10]¢ // Fault of variant 2
secret = (*ptr) [L0); // Fault of variant 1

The risk of variant 1 is‘the assignment of the address of Arr to a pointer variable that survives the
lifetime of Arr. The fault is the subsequent use of the dangling reference to the stack, which references
memory since altered by other calls and possibly validly owned by other routines. As part of a call-back,
the fault allows systematic examination of portions of the stack contents without triggering an prray-
bounds-chéeking violation. Thus, this vulnerability is easily exploitable. As a fault, the effects ¢an be
most asteunding, as memory gets corrupted by completely unrelated code portions. (A life-time|check
as partuof pointer assignment can prevent the risk. In many cases, such as the situations aboye, the
checkis statically decidable by a compiler. However, for the general case, a dynamic check is neefled to
ensure that the copied pointer value lives no longer than the designated object.)

The risk of variant 2 is an idiom “seen in the wild” to return the address of a local variable to avoid
an expensive copy of a function result, as long as it is consumed before the next routine call occurs.
The idiom is based on the ill-founded assumption that the stack will not be affected by anything until
this next call is issued. The assumption is false, however, if an interrupt occurs and interrupt handling
employs a strategy called stack stealing, which is, using the current stack to satisfy its memory
requirements. Thus, the value of arr can be overwritten before it can be retrieved after the call on r.
As this fault will only occur if the interrupt arrives after the call has returned but before the returned
result is consumed, the fault is highly intermittent and next to impossible to re-create during testing.
Thus, it is unlikely to be exploitable, but also exceedingly hard to find by testing. It can begin to occur
after a completely unrelated interrupt handler has been coded or altered. Only static analysis can
relatively easily detect the danger (unless the code combines it with risks of variant 1). Some compilers
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issue warnings for this situation; such warnings need to be heeded, and some forms of static analysis
are effective in identifying such problems.

6.33.4 Applicable language characteristics

This wvulnerability description is intended to be applicable to languages with the following

characteristics.

— The address of a local entity (or formal parameter) of a routine can be obtained and stored in a
vdriable or can be returned by this routine as a result.

— Np check is made that the lifetime of the variable receiving the address is no larger than the lifetime
ofl the designated entity.

6.33.3 Avoiding the vulnerability or mitigating its effects

Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Dpnotuse the address of locally declared entities as storable, assignable or geturnable value (except
where idioms of the language make it unavoidable). When such an address’is stored, ensure that
tHe lifetime of the variable containing the address is completely englesed by the lifetime of the
d¢signated object.

— Negver return the address of a local variable as the result of a funétion call.

6.33.¢ Implications for language design and evolution

In futdire language design and evolution activities, the following items should be considered.

— D
— D
th
is

6.34

6.34.1

If a su

b not provide means to obtain the address of a l6cally declared entity as a storable value; or

efine implicit checks to implement the assufance of enclosed lifetime expressed in 6.33.5. Note
at, in many cases, the check is statically,decidable, for example, when the address of a local entity
taken as part of a return statement or eXpression.

Subprogram signature mismatch [OTR]

Description of application vulnerability

bprogram is called with a different number of parameters than it expects, or with parameters

of different types than dtZexpects, then the results will be incorrect. Depending on the language, the

opera
as ext
stack

6.34.2

[ing environment, and the implementation, the error can be as benign as a diagnostic message or
reme as a program continuing to execute with a corrupted stack. The possibility of a corrupted
brovides ofiportunities for penetration.

Crossreference

CWEI§

]

628. Function Call with Incorrectly Specified Arguments

686. Function Call with Incorrect Argument Type

683. Function Call with Incorrect Order of Arguments

JSF AVI31] Rule: 108

MISRA C[35]: 8.2-8.4, 17.1, and 17.3

MISRA C++[36l: 0-3-2, 3-2-1, 3-2-2, 3-2-3, 3-2-4, 3-3-1, 3-9-1, 8-3-1, 8-4-1, and 8-4-2
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CERT C guidelines[38l: DCL31-C, and DCL35-C

6.34.3 Mechanism of failure

When a subprogram is called, the actual arguments of the call are pushed on to the execution

stack.

When the subprogram terminates, the formal parameters are popped off the stack. If the number
and type of the actual arguments do not match the number and type of the formal parameters, then
depending on the calling mechanism used by the language translator, the push and the pop will not be

consistent and; if so, the stack will be corrupted. Stack corruption canlead to unpredictable exe

of the program and can provide opportunities for execution of unintended or malicious code.

The compilation systems for many languages and implementations can check to ensure that'the
actual parameters and any expected return match the declared set of formal parameters and 1
value (the subprogram signature) in both number and type. (In some cases, pragrammers §{
observe a set of conventions to ensure that this is true.) However, when the call’is being madsg
externally compiled subprogram, an object-code library, or a module compiledrin‘a different lan
the programmer needs to take additional steps to ensure a match between-the expectations
caller and the called subprogram.

For functions that accept a variable number of parameters, thefy parameter mismatchg
particularly likely.

6.34.4 Applicable language characteristics

cution

list of
return
hould
to an
buage,
of the

S are

This vulnerability description is intended to be applicable to languages with the following

characteristics.

— Languages that do not require their implementations to ensure that the number and types of
arguments are equal to the number and types-of the formal parameters.

— Implementations that permit programs-to call subprograms that have been externally cor
(without a means to check for a matching subprogram signature), subprograms in objec
libraries, and any subprograms cofipiled in other languages.

6.34.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Uselanguage or campiler support or static analysis tools to detect mismatches in calling sign
and the actual subprogram, particularly in multilingual environments.

— Take advantage of any mechanism provided by the language to ensure that subpr
signaturesymatch.

— Avoid\any language features that permit variable numbers of actual arguments without a met
enforcing a match for any instance of a subprogram call.

— \Take advantage of any language or implementation feature that would guarantee matchi

actual

npiled
[ code

htures

hgram

hod of

hg the

cnhprngmm signature in linking to other ];mgn;lgpc orto qpparn‘rplv rnmpilpd madules

— Intensively review subprogram calls where the match is not guaranteed by tooling.

— Ensure that only a trusted source is used when using non-standard imported modules.

6.34.6 Implications for language design and evolution
In future language design and evolution activities, language specifiers can:
— ensure that the signatures of subprograms match within a single compilation unit; and

— provide features for asserting and checking the match with externally compiled subprogram
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6.35 Recursion [GDL]

6.35.1 Description of application vulnerability

Recursion is an elegant mathematical mechanism for defining the values of some functions. It is
tempting to write code that mirrors the mathematics. However, the use of recursion in a computer can
have a profound effect on the consumption of finite resources, leading to denial of service.

6.35.73 Cross reference

CWEIS!:

674. Uncontrolled Recursion

JSF AY Rule: 119

MISR

MISRI Cl331; 17.2

C++[36]: 7-5-4

CERT [ guidelines[38l: MEMO05-C

Ada Qpality and Style Guidelll: 5.6.6

6.35.3 Mechanism of failure

Recurkion provides for the economical definition of some matheématical functions. However, economical
definifion and economical calculation are two different subjects. It is tempting to calculate the value of a
recurgive function using recursive subprograms because’the expression in the programming language
is strgightforward and easy to understand. However, the impact on finite computing resources can be
profound. Each invocation of a recursive subprogram may result in the creation of a new stack frame,
compliete with local variables. If stack space is limited and the calculation of some values will lead to an
exhaugtion of resources resulting in the program terminating.

In calqulating the values of mathematical functions, the use of recursion in a program is usually obvious,
but thiis is not true when considering computer operations generally, especially when processing error
condiflions. For example, finalization-of a computing context after treating an error condition can result
in recyirsion (such as attempting te-recover resources by closing a file after an error was encountered in
closing the same file). Although'such situations can have other problems, they typically do not result in
exhaufstion of resources but.can otherwise result in a denial of service.

6.35.4 Applicable language characteristics

This ulnerability*description is intended to be applicable to any language that permits the recursive
invocdtion of subprograms.

6.35.3 Avoiding the vulnerability or mitigating its effects

Software developers can avold the vulnerabllity or mitigate Its 11l eftects 1n the rollowing ways.

62

Minimize the use of recursion.

Convertrecursive calculations to the corresponding iterative calculation. In principle, any recursive
calculation can be remodelled as an iterative calculation which will have a smaller impact on some
computing resources but which can be harder for a human to comprehend. The cost to human
understanding needs to be weighed against the practical limits of computing resource.

Restrict recursion to cases where the depth of recursion can be shown to be statically bounded by
a tolerable number and document this number. Alternatively, monitor the depth of the recursion
through a mechanism such as passing a recursion depth value that is incremented for each level of
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recursion, and using explicit comparison against a maximum depth limit to trigger handling of the
situation.

6.35.6 Implications for language design and evolution

[None]

6.36 Ignored error status and unhandled exceptions [OYB]

6.36.1 Description of application vulnerability

Unpredicted faults and exceptional situations arise during the execution of code, preventing the
intended functioning of the code. They are detected and reported by the language implementatioiﬁ or by
explicit code written by the user. Different strategies and language constructs arej\used to reporjt such
errors and to take remedial action. Serious vulnerabilities arise when detected errors are reported but
ignored or not properly handled.

6.36.2 Cross reference
CWEI8I;
754. Improper Check for Unusual or Exceptional Conditions
JSF AV Rules(31l: 115 and 208
MISRA C[35]: 4.7
MISRA C++[36]: 15-3-2 and 19-3-1
CERT C guidelines(38l: DCL09-C, ERR00-C, and ERR02-C
Ada Quality and Style Guidelll: 4.1

6.36.3 Mechanism of failure

The fundamental mechanism of-failure is that the program does not react to a detected error or feacts
inappropriately to it. Execution may continue outside the envelope provided by its specification, njaking
additional errors or serious malfunction of the software likely. Alternatively, execution can ternpinate.
The mechanism can bé easily exploited to perform denial-of-service attacks.

The specific mechaism of failure depends on the error reporting and handling scheme provided by a
language or applied idiomatically by its users.

In languagesthat expect routines to report errors via status variables, return codes, or thread-local
error imdicators, the error indications must be checked after each call. As these frequent ¢hecks
cost exeCution time and clutter the code immensely to deal with situations that can occur rarely,
programmers are reluctant to apply the scheme systematically and consistently. Failure to check fpr and
handle an arising error condition continues execution as if the error never occurred. In most casgs, this

continued execution i an ti-defined program state witt Sooner or tater fatt, possibly catastropiically.

The raising and handling of exceptions was introduced into languages to address these problems. They
bundle the exceptional code in exception handlers, they need not cost execution time if no error is
present, and they will not allow the program to continue execution by default when an error occurs,
since on raising the exception, control of execution is automatically transferred to a handler for the
exception found on the call stack. The risk and the failure mechanism is that there is no such handler
(unless the language enforces restrictions that guarantees its existence), resulting in the termination
of the current thread of control. Also, a handler that is found may not be geared to handle the multitude
of error situations that are vectored to it. Exception handling is therefore in practice more complex
for the programmer than, for example, the use of status parameters. Furthermore, different languages
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provide exception-handling mechanisms that differ in details of their design, which in turn can lead to
misunderstandings by the programmer.

The cause for the failure can be simply laziness or ignorance on the part of the programmer, or, more
commonly, a mismatch in the expectations of where fault detection and fault recovery is to be done.

Partic
oppor

ularly when components meet that employ different fault detection and reporting strategies, the
tunity for mishandling recognized errors increases and creates vulnerabilities.

Another cause of the failure is the scant attention that many library providers pay to describe all error

situat
react
when

Differ
excep
some
lead t
There
handl
truly
are m
to thd
corre(
syster

6.36.4

ons that calls on their routines can encounter and report. In this case, the caller cannot possibly
ensibly to all error situations that can arise. As yet another cause, the error information provided
the error occurs may be insufficiently complete to allow recovery from the error.

ent error handling mechanisms have different strengths and weaknesses. Dealing with
ion handling in some languages can stress the capabilities of static analysis too)s and can, in
cases, reduce the effectiveness of their analysis. Inversely, the use of error statusyvariables can
b confusingly complicated control structures, particularly when recovery is not possible locally.
fore, for situations where the highest of reliability is required, the decision foxof against exception
ng deserves careful thought. In any case, exception-handling mechanismsshould be reserved for
inexpected situations and other situations where no local recovery is poessible. Situations which
erely unusual, like the end of file condition, should be treated by explicit testing — either prior
call which raises the error or immediately afterward. In general,“error detection, reporting,
tion, and recovery should not be a late opportunistic add-on, but'should be an integral part of a
h design.

Applicable language characteristics

Whether supported by the language or not, error reportingand handling is idiomatically present in all

langu

6.36.5
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nges. Of course, vulnerabilities caused by exceptions' require a language that supports exceptions.

Avoiding the vulnerability or mitigatingits effects
hre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

pserve exception-handling mechanisms for truly unexpected situations and other situations
here no local recovery is possible.

hndle exceptions by the exception handlers of an enclosing construct as close as possible to
e origin of the exception but as far out as necessary to be able to deal with the error. Consider
eventing implicit exeeptions by checking the error condition in the code prior to executing the
nstruct that causeS‘the exception.

ually, check etror return values or auxiliary status variables following a call to a subprogram,
less it is demonstrated that the error condition is impossible.

hen functions return error values, check the error return values before processing any other
turned-data.

— Use static analysis tools to detect and report missing or ineffective error detection or handling.

— When execution within a particular context is abandoned due to an exception or error condition,
finalize the context by closing open files, releasing resources and restoring any invariants associated
with the context.

— Retreat to a context where the fault can be handled completely (after finalizing and terminating the
current context) when it is not appropriate to repair an error situation and retry the operation.
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— Always enable error checking provided by the language, the software system, or the hardware in

the absence of a conclusive analysis that the error condition is rendered impossible.
— Carefully review all error handling mechanisms, because of the complexity of error handling

— In applications with the highest requirements for reliability, use defense-in-depth approach
example, checking and handling errors even if thought to be impossible.

6.36.6 Implications for language design and evolution

es, for

In future language design and evolution activities, consider a standardized set of mechaniSIIns for

detecting and treating error conditions, so that all languages to the extent possible could-use
This does not mean that all languages should use the same mechanisms as there should be a'varie
each of the mechanisms should be standardized.

6.37 Type-breaking reinterpretation of data [AMV]

6.37.1 Description of application vulnerability

In most cases, objects in programs are assigned locations in processer storage to hold their v3
the same storage space is assigned to more than one object — ejther statically or temporarily
a change in the value of one object will have an effect on the value of the other. Furthermore,
representation of the value of an object is reinterpreted as being the representation of the value
object with a different type, unexpected results can occur.

6.37.2 Cross reference

JSF AV Rules[31] 153 and183

MISRA 2012[35]: 19.1, and 19.2

MISRA C++[3€l; 4-5-1 to 4-5-3, 4-10-1, 4-10-2, and 5-0-3 to 5-0-9
CERT C guidelines!38l: MEM08-C

Ada Quality and Style Guidelll:'7.6.7 and 7.6.8

6.37.3 Mechanism of failure

Sometimes there is a)legitimate need for applications to place different interpretations on the
stored representation of data. The most fundamental example is a program loader that tr
binary image.of’a program as data by loading it, and then treats it as a program by invoking it
programmingJlanguages permit type-breaking reinterpretation of data, however, some offer less
prone altérnatives for commonly encountered situations.

Uninfentional or malicious reinterpretation of data can cause overwriting or disclosure of arh
meéniory regions. In addition, type-breaking reinterpretation of representation presents obsta
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htiman understanding of the code, the ability of tools to perform effective static analysis, and the

hbility

of code optimizers to do their job.
Examples include:

— Providing alternative mappings of objects into blocks of storage performed either statically (s
Fortran common) or dynamically (such as pointers).

uch as

— Union types, particularly unions that do not have a discriminant stored as part of the data structure.
(Discriminants are additional components of the data structure that determine the layout of the rest
ofthe data. If the discriminant capability is not provided by the language, then it is the programmer’s

responsibility to ensure consistency).
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— Operations that permit a stored value to be interpreted as a different type (such as treating the
representation of a pointer as an integer).

In all of these cases accessing the value of an object can produce an unanticipated result.

A related problem, the aliasing of parameters, occurs in languages that permit call by reference because
supposedly distinct parameters can refer to the same storage area, or a parameter and a non-local
object can refer to the same storage area. That vulnerability is described in 6.32.

the copversion to be an instantiation of unchecked Conversion.

A mudh more difficult situation occurs when pointers are used to achieve type reinterpretation: Many
languages perform type-checking of pointers and place restrictions on the ability of pointétsito access
arbitrpry locations in storage.

6.37.4 Applicable language characteristics

This pulnerability description is intended to be applicable to languages that permit multiple
interpretations of the same bit pattern.

6.37.3 Avoiding the vulnerability or mitigating its effects
Softwpre developers can avoid the vulnerability or mitigate its ill-effects in the following ways.

— Ayoid reinterpretation performed as a matter of convenience; for example, avoid an integer pointer
td manipulate character string data. When type-breaking reinterpretation is necessary, document
itfcarefully in the code.

— When using union types, use discriminated uniens in preference to non-discriminated unions
— Ayoid operations that reinterpret the same stored value as representing a different type.

— When pointers with different underlyifig types are used to reinterpret data, use language-defined
cdpabilities to flag and check suchusage (such as Ada’s ‘Valid attribute), or use static analysis to
show that the operation always sueceeds.

— Use static analysis tools to locate situations where unintended reinterpretation occurs.

— Ag the presence of reinterpretation greatly complicates static analysis for other problems, consider
sqgregating intendedreinterpretation operations into distinct subprograms.

6.37.¢ Implications for language design and evolution
In futyire language design and evolution activities, the following items should be considered.

— Becausethe ability to perform reinterpretation is sometimes necessary, but the need for it is rare,
programming language designers can consider putting caution labels on operations that permit
r illtCl }Jl ctatiuu. FUI CAalllp}C, t}lC U}JCI atiuu ill Adcl t}ldt lJCl lllitb ullLUllbtl aiucd I CilltCl lJl ctatiuu ib
called unchecked Conversion.

— Because of the difficulties with non-discriminated unions, programming language designers can
consider offering union types that include distinct discriminants with appropriate enforcement of
access to objects.
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6.38 Deep vs. shallow copying [YAN]

6.38.1 Description of application vulnerability

When structures containing references as data components are copied, one needs to decide whether the
references are to be copied (shallow copy) or, instead, the objects designated by the references are to be
copied and a reference to the newly created object used as the component value of the copied structure
(deep copy). Almost all languages define structure- copymg operatlons as shallow copies, i.e., the copied

DLl ubl,ul C I CICI CIIDCD LhC aouuc UbJCLL DCC}J LUP)’ 1115 ID ousul thllllLClll‘y lllUl C L,ha}}cuslus, Dll
object is permitted to be copied twice although it can be reachable by multiple paths within the
spanned by the references. Further, deep copying can be expensive in time and memory consunmn

ce no
graph
ption.

If, however, a shallow copy is made where a deep copy was needed, serious aliasing problents can arise

in the objects that are part of the graphs spanned by the copied references. Subsequentmodifica
such an object is visible via both the old and the new structure.

An identical problem arises when array indices are stored as component valués (in lieu of point
references) and used to access objects in an array outside the copied data strueture.

6.38.2 Cross reference

JSF AVI31] Rules: 76, 77, 80

CERT C guidelines[38l: (none)

Ada Quality and Style Guidelll: Sections 5.4, 5.5

6.38.3 Mechanism of failure

Problems with shallow copying arise when valuésin the objects (transitively) referenced by the ot
or the copy are assigned to: in a deep copy, suich assignments affect only the original or the copy|
graph, respectively; in a shallow copy, thévalue of the object is changed in both graphs, whic
not have been the intention of the programmer. Consequently, the problem can manifest itsel
during maintenance when, for the first'time, such as assignment to a contained object is intro
while shallow copying was originally chosen for reasons of efficiency but relying on the abse
assignments.

Knowledge of the use of shallow copying in lieu of deep copying can be exploited in attacks by c
unintended changes in data structures via the described aliasing effect.

The exposure and effects are similar to any other unintended aliasing, such as CS] Passing Parar
and Return Values:

6.38.4 Applicable language characteristics
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This vulnerability description is intended to be applicable to languages with the following

characteristics.

5 Languages that have pointers or references as part of composite data structures.

— Languages that support arrays.

6.38.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Use shallow copying only where the aliasing caused is intended.

— Use deep copying if there is any possibility that the aliasing of a shallow copy would affect the

application adversely, or if in doubt.
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— Use abstractions to ensure deep copies where needed, e.g., by (re-)defining assignment operations,
constructors, and other operations that copy component values.

6.38.6 Implications for language design and evolution

In future language design and evolution activities, consider providing mechanisms to create
abstractions that guarantee deep copying where needed.

6.39

6.39.1 Description of application vulnerability

A merpory leak occurs when software does not release allocated memory after it ceases,to be used.
Repealted occurrences of a memory leak can consume considerable amounts of available memory. A
memopry leak can be exploited by attackers to generate denial-of-service by causing-the program to
execufe repeatedly a sequence that triggers the leak. Moreover, a memory leak can cause any long-
runnihg critical program to shutdown prematurely.

6.39.2 Cross reference
CWEI{I:
401. Failure to Release Memory Before Removing Last Reference'(aka "Memory Leak")
JSF AVl Rule: 206

MISRA C[35]: 4,12

CERT [ guidelines!38l: MEM00-C and MEM31-C

Ada Qpality and Style Guidelll: 5.4.5,5.9.2, and 7.33

6.39.3 Mechanism of failure

(by thie runtime system, the applicatiom, or a garbage collector) after it ceases to be used, often results

Asa E:F)CESS or system runs, any memery taken from dynamic memory and not returned or reclaimed
in futyre memory allocation requests failing for lack of free space.

Alterrfatively, memory claimed and returned can cause the heap to fragment into progressively smaller
blockg, which, with the u$ual allocators, will result in a higher memory consumption and steadily
incregqsing search times for blocks of suitable size, until the system spends most of the CPU-time for
searching the heap for-suitable blocks.

Either| condition €an thus result in a memory exhaustion exception, progressively slower performance
by the allocating)application, program termination or a system crash.

If an aftaeker'can determine the cause of an existing memory leak or can increase the allocation rate for
blockg ofdifferent sizes, the attacker will be able to cause the application to leak or fragment quickly
and therefore cause the appiication to crasih or fait to perform withim acceptabie time Hmits: Dental-of-
Service attacks can thus occur.

6.39.4 Applicable language characteristics

This wvulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages that reclaim memory under programmer control can exhibit heap fragmentation and
memory leaks.
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Languages that support mechanisms to dynamically allocate memory and employ garbage coll
can exhibit memory leaks.

6.39.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

ection

Use garbage collectors that reclaim memory no longer accessible by the application. Some garbage

collectors are part of the language while others are add-ons.

In systems with garbage collectors, set all non-local pointers or references to null, 'wh
designated data is no longer needed, since the data transitively reachable from such a-poin
reference will not be garbage-collected otherwise, effectively causing memory leaks:

In systems without garbage collectors, cause deallocation of the data before thé last poin
reference to the data is lost.

Allocate and free memory at the same level of abstraction, and ideally in‘the same code mody

Allocating and freeing memory in different modules and levels of abstraction makes it diffic
developers to match requests to free storage with the appropriatestorage allocation reques
can cause confusion regarding when and if a block of memory‘has been allocated or freed, I¢
to memory leaks.

Use Storage pools when available in combination with strong typing. Storage pools are a speci
memory mechanism where all of the memory associated with a class of objects is allocated f
specific bounded region such that storage exhaustion in one pool does not affect the code ope
on other memory.

Use storage pools of equally-sized blockscto avoid fragmentation within each storage p
necessary, provide application-specific (de-Jallocators to achieve this functionality.

Avoid the use of dynamically allocated'storage entirely, or allocate only during system initiali
and never allocate once the main.gxecution commences, particularly in safety-critical systen
long running systems.

Use static analysis, which can sometimes detect when allocated storage is no longer used at
not been freed.

6.39.6 Implications for language design and evolution

In future languageé-déesign and evolution activities, the following items should be considered.

Languagés)can provide syntax and semantics to guarantee program-wide that dynamic men
not uséd (such as the configuration pragmas feature offered by some programming language

Langliages can document or specify that implementations document choices for dynamic m
management algorithms, to hope designers decide on appropriate usage patterns and req
techniques as necessary
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6.40 Templates and generics [SYM]

6.40.1 Description of application vulnerability

Many languages provide a mechanism that allows objects and/or functions to be defined parameterized
by type and then instantiated for specific types. In C++ and related languages, these are referred to as
templates, and in Ada and Java, generics. To avoid having to keep writing “templates/generics”, in this
subclause these will simply be referred to collectively as generics.
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Used well, generics can make code clearer, more predictable and easier to maintain. Used badly, they
can have the reverse effect, making code difficult to review and maintain, leading to the possibility of
program error.

6.40.2 Cross reference
JSF AV Rulesl31l: 101, 102, 103, 104, and 105
MISRA C++[36]: 14-6-1, 14-6-2, 14-7-1 to 14-7-3,14-8-1, and 14-8-2

Ada Qpality and Style Guidelll: 8.3.1 through 8.3.8, and 8.4.2

6.40.3 Mechanism of failure

The value of generics comes from having a single piece of code that supports some behaviour in a type
indep¢ndent manner. This simplifies development and maintenance of the code. It should‘also assist in
the urderstanding of the code during review and maintenance, by providing the same behaviour for all
types with which it is instantiated.

Probl¢ms arise when the use of a generic actually makes the code harder to iaderstand during review
and mjaintenance, by not providing consistent behaviour.

In most cases, the generic definition will have to make assumptions about the types with which it
can legally be instantiated. For example, a sort function requires that the elements to be sorted can
be copied and compared. If these assumptions are not met, ther&sult is likely to be a compiler error.
Wher¢ ‘misuse’ of a generic leads to a compiler error, this canderegarded as a development issue, and
not a Joftware vulnerability.

Confukion, and hence potential vulnerability, can arise, where the instantiated code is apparently
invaligl, but does not result in a compiler error. For example, a generic class defines a set of members, a
subsef of which rely on a particular property of the-instantiation type (such as a generic container class
with g sort member function, only the sort fungtion relies on the instantiating type having a defined
relatignal operator). In some languages, such as C++, if the generic is instantiated with a type that does
not meget all the requirements but the prognam never subsequently makes use of the subset of members
that rely on the property of the instantiating type, the code will compile and execute (for example, the
gener]c container is instantiated with @ user defined class that does not define a relational operator, but
the prjogram never calls the sort member of this instantiation). When the code is reviewed the generic
class yvill appear to reference a member of the instantiating type that does not exist.

Simildr confusion can arise.if-the language permits specific methods of an instance of a generic to
be explicitly defined, rather’than using the common code, so that behaviour is not consistent for all
instartiations. For example, for the same generic container class, the sort member normally sorts the
elemehts of the container into ascending order. In some languages, a ‘special case’ can be created for the
instarftiation of thegeneric with a particular type. For example, the sort member for a ‘float’ container
may b explicitly,defined to provide different behaviour, say sorting the elements into descending order.
Specidlizationthat does not affect the apparent behaviour of the instantiation is not an issue.

6.40.4 “‘Applicable language characteristics

This vulnerability is intended to be applicable to languages with the following characteristics:

— Languages that permit definitions of objects or functions to be parameterized by type, for later
instantiation with specific types, such as:

— Templates in C++; or

— Generics in Ada or Java.
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6.40.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Document the properties of an instantiating type necessary for a generic to be valid.

— If an instantiating type has the required properties, ensure that all operations of the generic are

valid or are unavailable, whether actually used in the program or not.
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but does not behave as it does for other types.

6.40.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Language specifiers should standardize on a common, uniform terminology to describe gen

erics/

templates so that programmers experienced in one language can reliablydlearn and refer to thie type

system of another language that has the same concept, but with a different name.

— Language specifiers should design generics in such a way that any‘attempt to instantiate a g
with constructs that do not provide the required capabilities résults in a compile-time error.

eneric

— Language specifiers should provide an assertion mechanism for checking properties at run-time, for

those properties that cannot be checked at compile time.It should be possible to inhibit ass
checking if efficiency is a concern.

6.41 Inheritance [RIP]

6.41.1 Description of application vulnerability

Inheritance, the ability to create enhanced’and/or restricted object classes based on existing
classes, can introduce a number of vulperabilities, both inadvertent and malicious. Because Inher
allows the overriding of methods of the parent class and because object-oriented systems are de:s
to separate and encapsulate codef@nd data, it can be difficult to determine where in the hierar
invoked method is actually defined. Also, since an overriding method does not need to call the n

be bypassed. This can he.especially dangerous in constructor methods, copy methods, or dest
methods and in particular when private data components (that is, data components not vis
methods of subclasses) of the parent class are left uninitialized or unchanged. Serious violations ¢
invariants can ariSeds a consequence.

in the parent class that hasdeen overridden, essential initialization and manipulation of class daFl can

Languages thHat-allow multiple inheritance, add additional complexities to the resolution of n
invocation§¢Different object brokerage systems may resolve the method identity to different c
based omlfow the inheritance tree is traversed.

6412 Cross reference
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—JSFAV RulestE78,79,80, 81,86, 87, 88,89, 89,90, 91,92,93,9%4, 95,96 and 97
MISRA C++[36]: 0-1-12, 8-3-1, 10-1-1 to 10-1-3, and 10-3-1 to 10-3-3
Ada Quality and Style Guidelll: 9
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6.41.3 Mechanism of failure

The use of inheritance can lead to an exploitable application vulnerability or negatively impact system
safety in several ways.

— Execution of malicious redefinitions, which can occur through the insertion of a class into the class
hierarchy that overrides commonly called methods in the parent classes.

— Accidental redefinition, where a method is defined that inadvertently overrides a method that has

already beemdefimed ima parent ciass.

— Agcidental failure of redefinition, when a method is incorrectly named or the parameters are€ not
defined properly, and thus does not override a method in a parent class.

— Breakingof classinvariants, which can be caused by redefining methods thatinitialize, copy, destroy
orf validate class data without including that initialization, copying, destruction, or validation in the
oyerriding methods. This applies particularly to class invariants involving data of tlie parent class
not visible in methods of the subclass. Inherited methods of the parent that have access to these
“grivate” components will likely fail, if the components are left uninitialized or'set inappropriately.

— Djrect reading and writing of visible class members when matching getting and setting member
functions include additional functionality.

These|vulnerabilities can increase dramatically as the complexity of the hierarchy increases, especially
in the|use of multiple inheritance.

As mgthods are inherited from multiple chains of ancestors) the determination of which methods
implementations exist and are being called, becomes increasingly more difficult for the programmer.
Underfstanding which methods and data components apply-to a given (sub)class becomes exceedingly
difficyltif these methods or components are inherited homographs (i.e., data components with identical
nameg or methods with identical signatures). Different languages have different rules to resolve the
resulting ambiguities. Misunderstandings lead to inadvertent coding errors. The complexity increases
even pore when multiple inheritance is used to.tnodel “has-a“ relationships (see 6.42): methods never
intended to be applicable to instances of a subcClass are inherited nevertheless. For example, an instance
of clags aircraftcarrier may be “turn”’edimerely because it obtained its propulsion screw by a “has-
a“-inhpritance with “turn” being an obvieusly meaningful method for the class of propulsionscrew.
Meanyvhile the user has a quite different expectation of what it means to turn an aircraft carrier. The
compliications increase if the carrier inherits twice from the class propulsionscrew because it has two
propullsion screws.

, if ambiguities in method or component namings are resolved by preference rules, changes in
cution of methods-ean be introduced by adding yet another unrelated but homographic method

use of|the:zwifong data components or methods. Knowledge of such incorrect use can be exploitable, as
instarjces)of the affected (sub)class can be corrupted by inappropriate operations.

6.41.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages that allow single or multiple
inheritances.

6.41.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Avoid the use of multiple inheritance whenever possible.
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— Avoid access to data components when getting and setting functions are available for them.

— Provide complete documentation of all encapsulated data, and how each method affects that data
for each object in the hierarchy.

— Inherit only from trusted sources, and, whenever possible, check the version of the parent classes
during compilation and/or initialization.

— Provide a method that provides versioning information for each class.

— Prohibit the use of visible inheritance for “has-a” relationships.
— Use components of the respective class for “has-a”-relationships.

— Delegate initialization, copying or destruction of the parent’s data components by calling the
corresponding operation of the parent type. Delegation is required in particular when the parent
has data components not visible to methods of the subclass.

6.41.6 Implications for language design and evolution

In future language design and evolution activities, the following items.should be considered.
— Language specification should include the definition of a comimon versioning method.

— Compilers should provide an option to report the class in which a resolved method resides.

— Runtime environments should provide a trace of allsuntime method resolutions.
6.42 Violations of the Liskov substitution principle or the contract model [BLP]

6.42.1 Description of application vulnerability

Object orientation typically allows polymorphic variables containing values of subclasses pf the
declared class of the variable. Methods’of the declared class of a receiving object can be invokgd and
the caller has the right to expect thatthe semantics of the interface called on are observed regard(tess of
the precise nature of the value,ofithe receiving object. Similarly, the existence of accessed compgnents
of the declared class needs to be ensured. Instances of subclasses thus must be both technically and
logically specialized instances of the parent class. This is the basis of the Liskov substitution prinlciple.

The Liskov substitutién)principle states that an instance of a subclass is always an instance |of the
superclass as well if ‘one ignores the added specializations. It implies that inheritance is used pnly if
there is a logical\“is-a"-relationship between the subclass and the superclass. Moreover, preconditions
of methods cafiat most be weakened and never strengthened as they are redefined for a subclass.
Inversely, postconditions can at most be strengthened and never be weakened by such a redefinition.
The callef;of an interface needs to guarantee only the preconditions of the interface and is allowed
to relyen its postconditions. The rules stated make sure of this property which is also known fas the
Contract Model.

Viplations of the Liskov substitution principle or the Contract Model can result in system malfunictions

as additional preconditions of redefinitions or promised postconditions of interfaces are not met.

An alternative inheritance semantics is that of “has-a”-relationships, usually appearing in programs in
languages with multiple inheritance, where the paradigm is sometimes referred to as a “mix-in”. It is
in stark conflict with the Liskow Principle: A polymorphic variable motor of class engine should not be
able to hold a car, merely because the subclass car was created by a mix-in of the class engine to the
class vehicle.

The principles stated above apply to implicit as well as explicit preconditions and postconditions.
Explicit conditions permit formal reasoning tools to be applied.
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6.42.2 Cross reference
JSF AV Rules!31l: 89,91, 92, 93
Ada Quality and Style Guidell] 9.3.2

6.42.3 Mechanism of failure

When a client calls the method of a class which dispatches to the implementation of a subclass with

a strengthened precondition, the client has mechanism to know about the added preconditions to be
satisfiled. Hence the call can fail on a violated precondition. Similarly, if the called implementation has.a
weakdr postcondition, the postcondition asserted to the client may not be satisfied. As a consequence,
the cljent can fail. Failing to meet preconditions or to guarantee postconditions is bound toe, cause
excepfions or system failures. The specific scenarios are extensive and range from faults that happen to
be handled by the system to complete loss of security and safety.

Using|visible inheritance to implement a “has-a”-relationships deteriorates class desigh and thereby
can b¢ the cause of consequential errors. There is no immediate failure mode, howéver.

6.42.4 Applicable language characteristics

This pulnerability description is intended to be applicable to ldnguages with the following
charagteristics.

— Languages that have polymorphic variables, particularly object-oriented languages.

— Languages that provide inheritance among classes.

6.42.3 Avoiding the vulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or;mitigate its ill effects in the following ways.

— Obpey all preconditions and postconditions of each method, whether they are specified in the
lajnguage or not.

— Prohibit the strengthening of pregonditions (specified or not) by redefinitions of methods.
— Prohibit the weakening of postconditions (specified or not) by redefinitions of methods.

— Prohibit the use of visiblé€ ijtheritance for “has-a” relationships. Use components of the respective
clpss for “has-a”-relatigniships instead.

— Use static analysis’tgols that identify misuse of inheritance in the contract model.

6.42.6 Implications for language design and evolution

In futyire language design and evolution activities, consider providing language mechanisms to formally
specif\Fr precdonditions and postconditions.

6.43 Redispatching [PPH]

6.43.1 Description of application vulnerability

When very similar functionality is provided by methods or interfaces with varying parameter
structures, a frequently found implementation strategy is to designate one of them as the work horse
and have all others call on it to perform the (common) work. A prime example are constructor or
initialization methods where different sets of initial values for certain components are provided and
the remaining components are set to default values.
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When the semantics of inner calls of dispatching methods ask for dispatching in turn, the call is said
to be redispatching. In this case, the following scenario can evolve: In class C, the implementation of
method A dispatches to method B, the work horse. In a derived class CD, the implementation of B needs
to be changed. The programmer finds the signature of the inherited method A matching his needs and
calls A as part of the redefinition of B. The outcome of a previously correct dispatching call on B in C
for a polymorphic variable of class C holding a reference to an object of class CD now causes infinite
recursion between the redefined method B and the inherited method A of class CD.

This vulnerability is not restricted to the example above, but can happen whenever the design calls for

multiple services converging to a single implementation.

6.43.2 Cross reference

Ada Quality and Style Guidelll: 9.4.1

6.43.3 Mechanism of failure

The mechanism is the intrinsic call semantics of the language. If it demahds dispatching for nested
method calls, the failure scenario is guaranteed. While the example-abéve is tractable, the infinite
recursion can involve multiple objects along a reference chain and, thus,it becomes quickly undedidable
whether such a situation exists or not. Even for simple cases, avoidance requires knowledge abdut the
implementation of all called methods inherited from superclasses’and needs to apply this knowledge
transitively. Such a requirement is diametrically opposed to fundamental software engineering akioms.

It has been shown that released libraries have containedimany instances of infinite recursions.

Malicious exploit of the vulnerability adds a subclass.that contains this infinite recursion conditionally
on some trigger value. The recursion can be sufficiently obscured so that no analysis tool or reyiewer
can detect it with any certainty. The system camthen be caused to fault with a stack overflow anytime
this trigger is used. The vulnerability can thus be used for Denial-of-Service attacks.

6.43.4 Applicable language characteristics

This vulnerability description is-intended to be applicable to languages that demand or|allow
dispatching for calls within dispatehing operations.

6.43.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Enforce a principle that, even across class hierarchies, converging services use a congistent
implementation.

— Agree-on and document a redispatch hierarchy within groups of methods, such as initialiZers or
constructors, and use it consistently throughout the class hierarchy.

—<_Avoid dispatching calls in methods where possible. See upcast consequences in 6.44.

6.43.6 Implications for language design and evolution

None.
6.44 Polymorphic variables [BKK]

6.44.1 Description of application vulnerability

Object-oriented languages allow polymorphic variables, in which values of different classes can be
stored at different times. In most of these languages, variables are declared to be of some class, while
the actual value can be of a more specialized subclass. Polymorphic variables go hand in hand with
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method selection at run time, when the method defined for the actual subclass of the receiving object or
controlling argument is invoked. This approach is safe, as method implementation and actual type of the
object match by construction. If, however, the language permits casting of the polymorphic reference to
process the object as if it were of the class casted to, several vulnerabilities arise. We distinguish the
following casts:

— upcasts, where the cast is to a superclass,

— downcasts, where the cast is to a subclass and a check is made that the object is indeed of the target

clhss of the cast (or a subclass thereof),
— unsafe casts, where there is no assurance that the object is of the casted class.
Distinct vulnerabilities arise for each of these cast types:

Upcasits are needed so that redefined methods can call on the corresponding method of thie, parent class
to achlieve the respective portion of the needed functionality and then complete it fof) the extensions
added| by the subclass. Without calling the parent’s implementation of a method-in the redefined
methqd, the private components of the parent class are inaccessible to the redefined method. Hence
there [is a risk that they are no longer consistent with the overall state of the'\object. Inversely, if the
issue is avoided by inheriting rather than redefining the method for a subclass;there is the risk that the
subcldss-specific parts are inconsistent with the overall state of the object.or'even uninitialized.

Downfasts carry the risk that the object is not of the correct classiIf checked by the language, as
language-defined downcasts typically are, an exception will occuwin this case.

Unsafg¢ casts allow arbitrary breaches of safety and security (seé 6.11)

Note that some languages also have implicit upcasts and downcasts as part of the language semantics.
The sgdme issues apply as for explicit casts.

6.44.2 Cross reference

JSF AV Rules!31l;

67 Make all data members private

78 Virtual method and virtual destructor

94 redefinition of an inherited non-virtual function
178 Limited downcast

179 Pointer casts

185 Use C++upcasts in place of C casts

6.44.3 Mechanism of failure

Objectstleft in an inconsistent state by means of an upcast and a subsequent legitimate method call of

the parent class can be exploited to cause system malTunctions.

Exceptions raised by failing downcasts allow Denial-of-Service attacks. Typical scenarios include the
addition of objects of some unexpected subclasses in generic containers.

Unsafe casts to classes with the needed components allow reading and modifying arbitrary memory
areas (see 6.11 for more details).
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6.44.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages that have polymorphic variables, particularly object-oriented languages.

— Languages that permit upcasts, downcasts, or unsafe casts.

6.44.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.
— Forbid the use of unsafe casts.

— When upcasting:

— Ensure functional consistency of the subclass-specific data to the“changes affected vlia the
upcasted reference.

— Use type invariants if provided to detect semantic violations catsed by upcasts.
— Try to avoid downcasts. Where a downcast is necessary:
— Make sure that you handle any resulting error situation:

— Precede downcasts by an appropriate memberghip test as needed to avoid possible exceptions.

6.44.6 Implications for language design and eveélution

In future language design and evolution activities, consider forbidding unsafe casts.
6.45 Extra intrinsics [LRM]

6.45.1 Description of application'vulnerability

Mostlanguages define intrinsic'procedures, which are easily available, or always simply available,[to any
translation unit. If a transldtor extends the set of intrinsics beyond those defined by the standard, and
the standard specifies that'intrinsics are selected before procedures of the same signature defiped by
the application, a diffetent procedure may be unexpectedly used when switching between translators.

6.45.2 Cross reference

[None]

6.45.3> \Mechanism of failure

Most standard programming languages define a set of intrinsic procedures to be used in any appli¢ation.

Same angnqu standards allow a translator to extend this set of intrinsic prnrndnrnc Some la guage

standards specify that intrinsic procedures are selected ahead of an application procedure of the same
signature. This can cause a different procedure to be used when switching between translators.

For example, most languages provide a routine to calculate the square root of a number, usually named
sqrt (). If a translator also provided, as an extension, a cube root routine, say named cbrt (), that
extension can override an application defined procedure of the same signature. If the two different
cbrt () routines chose different branch cuts when applied to complex arguments, the application may
unpredictably go wrong.

If the language standard specifies that application defined procedures are selected ahead of intrinsic
procedures of the same signature, the use of the wrong procedure can mask a linking error.
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6.45.4 Applicable language characteristics

This vulnerability description is intended to be applicable to any language where translators may
extend the set of intrinsic procedures and where intrinsic procedures are selected ahead of application
defined (or external library defined) procedures of the same signature.

6.45.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways

— Usewhatever language features are available to mark a procedure as language defined or application
de¢fined.

— Ayoid using procedure signatures matching those defined by the translator as extending the
stiandard set.

6.45.6 Implications for language design and evolution

In futfire language design and evolution activities, the following items should beconsidered.
— Clearly state whether translators can extend the set of intrinsic proceduxes or not.
— Clearly state what the precedence is for resolving collisions.

— Clearly provide ways to mark a procedure signature as being the intrinsic or an application provided
procedure.

— Require that a diagnostic is issued when an application*procedure matches the signature of an
intrinsic procedure.

6.46 Argument passing to library functions [TR]]

6.46.1 Description of application vulnerability

Libraijies that supply objects or functiehs are in most cases not required to check the validity of
paranjeters passed to them. In those (cases where parameter validation is required there may not be
adequate parameter validation.

6.46.37 Cross reference

CWEI{I:
114. Process Contyol

JSF A Rules[3116,"18, 19, 20, 21, 22, 23, 24, and 25

MISRA C[35451.3, 4.11, 21.2-21.8, and 21.10

MISRA €#+[36l: 17-0-1, 17-0-5, 18-0-2, 18-0-3, 18-0-4, 18-2-1, 18-7-1 and 27-0-1

CERT C guidelines[38l: INT03-C and STR07-C

6.46.3 Mechanism of failure

When calling a library, both the calling function or the library make assumptions about parameters. For
example, it may be assumed by a library that a parameter is non-zero so division by that parameter is
performed without checking the value. Sometimes some validation is performed by the calling function,
but the library may use the parameters in ways that were unanticipated by the calling function resulting
in a potential vulnerability. Even when libraries do validate parameters, their response to an invalid
parameter is usually undefined and can cause unanticipated results.
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6.46.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages that provide or use libraries
that do not validate the parameters accepted by functions, methods and objects.

6.46.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Use libraries that validate any values passed to the library functions before the value is used
— Develop wrappers around library functions that check the parameters before calling the fun¢tion.

— Demonstrate statically that the parameters are never invalid using static analysis tools capgble of
detecting data validation routines.

— Use only libraries that are known to have been developed with consistentfand validated interface
requirements.

It is noted that several approaches can be taken, some work best if used in conjunction with each|other.

6.46.6 Implications for language design and evolution
In future language design and evolution activities, the following.items should be considered.

— Ensure thatall library functions defined operate as infended over the specified range of input yalues
and react in a defined manner to values that are qutside the specified range.

— Languages should define libraries that provide the capability to validate parameters during
compilation, during execution or by static andlysis.

— Language-defined libraries should provide the preconditions and postconditions for each call §o that
function arguments can be validated during compilation, execution or via other static analysiq tools.

6.47 Inter-language calling [DJ$]

6.47.1 Description of application vulnerability

When an application is developed using more than one programming language, complications aride. The
calling conventions, datd layout, error handing and return conventions all differ between langudges; if
these are not addressed correctly, stack overflow/underflow, data corruption, and memory corrfiption
are possible.

In multi-langtiage development environments it is also difficult to reuse data structures and jobject
code across-the languages.

6.47.;2" Cross reference

[Nnnp]

6.47.3 Mechanism of failure

When calling a function that has been developed using a language different from the calling language,
the call convention and the return convention used needs to be considered. If these conventions are
not handled correctly, there is a good chance the calling stack will be corrupted (see 6.34). The call
convention covers how the language invokes the call (see 6.32), and how the parameters are handled.

Many languages restrict the length of identifiers, the type of characters that can be used as the first
character, and the case of the characters used. All of these need to be considered when invoking a
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routine written in a language other than the calling language. Otherwise, the identifiers can bind in a
manner different than intended.

Chara

cter and aggregate data types require special treatment in a multi-language development

environment. The data layout of all languages that are to be used need to be taken into consideration;
this includes padding and alignment. If these data types are not handled correctly, the data can be
corrupted, the memory can be corrupted, or both can become corrupt. This can happen by writing/
reading past either end of the data structure (see 6.8). For example, a Pascal sTrRING data type
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Str: STRING(L0);
ponds to a C structure

Fuct {

ht length;
har str [10];

bt to the C structure

hr str [10]
length contains the actual length of sTrinc. The second C construct js implemented with a
al length thatis different from physical length of the Pascal sTrING and assumes a null terminator.

umeric data types have counterparts across languages, but again thellayout should be understood,

and only those types that match the languages should be used. For exaniple, in some implementations
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correspondences can be implementation-defined and should be verified.

Applicable language characteristics

illnerability is applicable(to all high level programming languages and low level programming
hges since all are susceptible to this vulnerability when used in a multi-language development
nment.

Avoiding thé vulnerability or mitigating its effects
hre developérs can avoid the vulnerability or mitigate its ill effects in the following ways.
se thedibter-language methods and syntax specified by the applicable language standard(s)®).

hdeérstand the calling conventions of all languages used.

— For items comprising the inter-language interface:

— understand the data layout of all data types used;

— understand the return conventions of all languages used;

— ensure that the language in which error check occurs is the one that handles the error;

6) Fo

80

r example, Fortran and Ada specify how to call C functions.
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— avoid assuming that the language makes a distinction between upper case and lower case

letters in identifiers;
— avoid using a special character as the first character in identifiers;

— avoid using long identifier names.

6.47.6 Implications for language design and evolution

In future language design and evolution activities, consider developing standard provisions far|
language calling to languages most often used with the programming language under considérat

6.48 Dynamically-linked code and self-modifying code [NYY]

6.48.1 Description of application vulnerability

Code that is dynamically linked can be different from the code that was tested. This may be the
of replacing a library with another of the same name or by altering an enyironment variable such
11BrRARY PATH on UNIX platforms so that a different directory is searched-for the library file. Exe
code that is different than that which was tested can lead to unanticipated errors or intern
malicious activity.

On some platforms, and in some languages, instructions can medify other instructions in the code
Historically self-modifying code was needed for software that was required to run on a platforn
very limited memory. It is now primarily used (or misuséd) to hide functionality of software and
it more difficult to reverse engineer or for specialty applications such as graphics where the alga
is tuned at runtime to give better performance. Self:modifying code can be difficult to write cor
and even more difficult to test and maintain correctly leading to unanticipated errors.

6.48.2 Cross reference

JSF AV Rule: 2

6.48.3 Mechanism of failure

Through the alteration of a library file or environment variable, the code that is dynamically link
be different from the codewhich was tested resulting in different functionality.

On some platforms,-a pointer-to-data can erroneously be given an address value that design|

inter-
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location in the instruction space. If subsequently a modification is made through that pointer, then an

unanticipated behaviour can result.

6.48.4 Applicable language characteristics

This <vulnerability description is intended to be applicable to languages with the following

chardacteristics.
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the instruction space.
— Languages that allow execution of code that exists in data space.

— Languages that permit the use of dynamically linked or shared libraries.

— Languages that execute on an OS that permits program memory to be both writable and executable.
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6.48.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.
— Verify that the dynamically linked or shared code being used is the same as that which was tested.

— Retest the application before use when it is possible that the dynamically linked or shared code has
changed.

— Denoetwrite colf o difiing ~codn Avennt 10 tramalyy ro
1ot wWitee Yt ot

a axira Q-
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should never have a requirement for self-modifying code.

— Irfthose extremely rare instances where its use is justified, limit the amount of self-modifying|code
and heavily document them.

6.48.6 Implications for language design and evolution

In futfire language design and evolution activities, consider providing a means so that a program can
impliditly or explicitly check that the digital signature of a library matches the one\in the compile/test
envirgnment.

6.49 Library signature [NSQ]

6.49.1 Description of application vulnerability

Programs written in modern languages often use libraries written in other languages than the program
implementation language. If the library is large, the effort ofladding signatures for all of the functions
use by hand can be tedious and error-prone. Portable cross-language signatures will require detailed
underfptanding of both languages, which a programmexg-can lack.

Integrating two or more programming languages;into a single executable relies on knowing how to
interface the function calls, argument list and global data structures so the symbols match in the object
code during linking.

Byte glignment can be a source of data.dorruption if memory boundaries between the programming
langugges are different. Each languagé may also align structure data differently.

6.49.2 Cross reference
MISRA CI[35]: 1.1
MISRA C++[36l: 1-0-2

6.49.3 Mechanism of failure

When(the library and the application in which it is to be used are written in different languages, the
specification of signatures is complicated by inter-language issues.

AS uSr d ;ll tth \4 u}ucx Clbl]llty dCD\,l iyt;uu, thc tCl IIr llbl al _y ;u\.}udco thC ;lltCl fCl\,C tU thc UIJCI Clt;lls Dy DtClll’
which can be specified only for the language used to code the operating system itself. In this case, any
program written in any other language faces the inter-language interoperability issue of creating a
fully functional signature.

When the application language and the library language are different, then the ability to specify
signatures according to either standard may not exist, or can be very difficult. Thus, a translator-by-
translator solution may be needed, which maximizes the probability of incorrect signatures (since the
solution needs to be recreated for each translator pair). Incorrect signatures may or may not be caught
during the linking phase.
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6.49.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages that do not specify how to

describe signatures for subprograms written in other languages.

6.49.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Use tools to create the signatures.

— Avoid using translator options or language features to reference library subprograms w
proper signatures.

6.49.6 Implications for language design and evolution
In future language design and evolution activities, the following items should-be'considered.

— Provide correct linkage even in the absence of correctly specified procedure signatures. (Nof
this can be very difficult where the original source code is unavailable.)

— Provide specified means to describe the signatures of subprograms.
6.50 Unanticipated exceptions from library routines [HJW]

6.50.1 Description of application vulnerability

Alibrary in this context is taken to mean a set of software routines produced outside the control

ithout

e that

of the

main application developer, usually by a third party, and where the application developer may nat have

access to the source. In such circumstances,the application developer has limited knowledge
library functions, other than from their behavioural interface.

Whilst the use of libraries can present@number of vulnerabilities, the focus of this vulnerability

of the

is any

undesirable behaviour that a libraxy routine can exhibit, in particular the generation of unexpected

exceptions.

6.50.2 Cross reference

JSF AVI[31] Rule: 208

MISRA C[35]: 4,11

MISRA C++[361:)15-3-1, 15-3-2, 17-0-4
Ada Quality and Style Guidelll: 5.8 and 7.5

6.50{3 Mechanism of failure
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I SUHIIT 1dIIgudgts, UHTTIdITUITU TALTPULIUILS 1C4AU LU THITPITIHICTHL AU IUITTUCTHICTU UTIIAvVIUUL. T111S Lall 1
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immediate termination, without for example, releasing previously allocated resources. If a library

routine raises an unanticipated exception, this undesirable behaviour can result.

It should be noted that the considerations of 6.36 are also relevant here.
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6.50.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages that can link previously developed library code (where the developer and compiler do
not have access to the library source).

— Languages that permit exceptions to be thrown but do not require handlers for them.

6.50.3 Avoiding the vulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Wrapalllibrary callswithina ‘catch-all’ exception handler (ifthe language supports suchaceonstruct),
sd that any unanticipated exceptions can be caught and handled appropriately. Thisiwrapping may
b¢ done for each library function call or for the entire behaviour of the program, for example, having
tHe exception handler in main for C++. However, note that the latter is not a goniplete solution, as
stlatic objects are constructed before main is entered and are destroyed after'it has been exited.
Consequently, MISRA C++[3¢] bars class constructors and destructors from’ throwing exceptions
(Unless handled locally).

— Alternatively, use only library routines for which all possible exceptions are specified.

6.50.¢ Implications for language design and evolution
In futfire language design and evolution activities, for languages that provide exceptions, consider:
— providing a mechanism for catching all possible exceptions (for example, a "catch-all" handler);

— fully defining the behaviour of the program when €ncountering an unhandled.
6.51 Pre-processor directives [NMP]

6.51.1 Description of application vulnerability

Pre-pfocessor replacements happen before any source code syntax check, therefore there is no type
checking — this is especially important in function-like macro parameters.

If grepat care is not taken-n the writing of macros, the expanded macro can have an unexpected
mear;rlng. In many cases if.explicit delimiters are not added around the macro text and around all macro
argunpents within the macro text, unexpected expansion is the result.

Source code that ¢elies heavily on complicated pre-processor directives can result in obscure and
hard o maintain\Code since the syntax expected can be different from the expressions programmers
reguldrly expect’in a given programming language.

6.51.2 (Eross reference

Holzmann[8] rule 8

JSF AVI31] Rules: 26, 27, 28, 29, 30, 31, and 32

MISRA CI35]: 1.3, 4.9, 20.5, and 20.6

MISRA C++[36l: 16-0-3, 16-0-4, and 16-0-5

CERT C guidelines[38l: PRE01-C, PRE02-C, PRE10-C, and PRE31-C
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6.51.3 Mechanism of failure

Readability and maintainability can be greatly decreased if pre-processing directives are used instead
of language features.

While static analysis can identify many problems early; heavy use of the pre-processor can limit the
effectiveness of many static analysis tools, which typically work on the pre-processed source code.

In many cases where complicated macros are used, the program does not do what is intended. For

exampie:

define a macro as follows,

#define CD(x, y) (x + vy - 1) / vy

whose purpose is to divide. Then suppose it is used as follows

a=0CD (b & ¢, sizeof (int));

which expands into

a= (b & c + sizeof (int) - 1) / sizeof (int);

which most times will not do what is intended. Defining the macro as

#define CD(x, y) ((x) + (y) - 1) / (y)
will provide the desired result.

6.51.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following
characteristics.

— Languages that have a lexical-leyel pre-processor.

— Languages that allow uninfended groupings of arithmetic statements.
— Languages that allow €ascading macros.

— Languages that allow duplication of side effects.

— Languages thatallow macros that reference themselves.

— Languages)that allow nested macro calls.

— Languages that allow complicated macros.

6.51{5 Avoiding the vulnerability or mitigating its effects

Software devetopers cam avold the VUOerabiity or mitigate 1ts it effects by ot USing pre-processor
directives where it is possible to achieve the desired functionality without the pre-processor directives.

6.51.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Reduce or eliminate dependence on lexical-level pre-processors for essential functionality (such as
conditional compilation).

— Provide capabilities to inline functions and procedure calls, to reduce the need for pre-processor
macros.

© ISO/IEC 2019 - All rights reserved 85


https://standardsiso.com/api/?name=0b748784fb841f9d6d866eca5d0460f6

ISO/1

6.52

ECTR 24772-1:2019(E)

Suppression of language-defined run-time checking [MXB]

6.52.1 Description of application vulnerability

Some languages include the provision for runtime checking to prevent vulnerabilities to arise. Canonical
examples are bounds or length checks on array operations or null-value checks on dereferencing
pointers or references. In most cases, the reaction to a failed check is the raising of a language-defined
exception.

As ru
excep
for the

6.52.2

[None

6.52.3

Vulne

h-time checking requires execution time and as some project guidelines exclude the use 6f
ions, languages can define a way to optionally suppress such checking for regions of the code, or
 entire program. Analogously, compiler options can be used to achieve this effect.

Cross reference

Mechanism of Failure

rabilities that may have been prevented by the run-time checks are“indetected, resulting in

memojry corruption, propagation of incorrect values or unintended execution paths.

6.52.4
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Applicable language characteristics

vulnerability description is intended to be applicable/ to languages with the following
Cteristics.

inguages that define runtime checks to prevent certain vulnerabilities and
inguages that allow the above checks to be suppressed,

inguages or compilers that suppress chee¢king by default, or whose compilers or interpreters
ovide options to omit the above checks

Avoiding the vulnerability
hre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

b not suppress checks at all or restrict the suppression of checks to regions of the code that have
ben proved to be perfonmance-critical.

the default behavipur of the compiler or the language is to suppress checks, then explicitly enable
ose checks.

here checks are suppressed, verify that each suppressed check cannotfail. If external requirements
andate:thatlanguage-defined checks be supressed, use explicit checks at appropriate places in the
detoehsure that errors are detected before any processing that relies on the correct values.
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— Do not assume that checks in code verified to satisfy all checks cannot fail nevertheless due to
hardware faults.

6.52.6 Implications for language design and evolution

[None]
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6.53 Provision of inherently unsafe operations [SKL]

6.53.1 Description of application vulnerability

Languages define semantic rules to be obeyed by conforming programs. Compilers enforce these rules

and diagnose violating programs.

A canonical example are the rules of type checking, intended among other reasons to prevent

semantically incorrect assignments such as characters to paointers_meter ta feet _enro to doll

T, real

numbers to booleans, or complex numbers to two-dimensional coordinates.

Occasionally there arises a need to step outside the rules of the type model to achieve needed
functionality. One such situation is explicit type conversion of memory as part of the implementation

of a heap allocator to the type of object for which the memory is allocated. A typeisafe assig
is impossible for this functionality. Thus, a capability for unchecked explicit type’conversion be

hment
tween

arbitrary types to interpret the bits in a different fashion is a necessary but inhereritly unsafe operation,

without which the type-safe allocator cannot be programmed.

Another example is the provision of operations known to be inherently unsafe, such as the deallo
of heap memory without prevention of dangling references.

A third example is any interfacing with another language, sine¢e-the checks ensuring type-sa
rarely extend across language boundaries.

cation

feness

These inherently unsafe operations constitute a vulnerability, since they can (and will) be uged by

programmers in situations where their use is neither negessary nor appropriate.

The vulnerability is eminently exploitable to violateprogram security.

6.53.2 Cross reference

[None]

6.53.3 Mechanism of Failure

The use of inherently unsafe operations or the suppression of checking circumvents the featur¢s that

are normally applied to ensure safe execution. Control flow, data values, and memory accesses
corrupted as a consequence:See the respective vulnerabilities resulting from such corruption.

6.53.4 Applicabledanguage characteristics

This vulnerability description is intended to be applicable to languages with the foll
characteristics)

— Languages that allow compile-time checks for the prevention of vulnerabilities to be suppres
cempiler or interpreter options or by language constructs, or

= “Languages that provide inherently unsafe operations

tan be

pwing

sed by

6.53.5 Avoiding the vulnerability

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Restrict the suppression of compile-time checks to where the suppression is functionally essential.

— Use inherently unsafe operations only when they are functionally essential.

— Clearly identify program code that suppresses checks or uses unsafe operations. This permits the
focusing of review effort to examine whether the function can be performed in a safer manner.
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6.53.6 Implications for language design and evolution

[None]

6.54 Obscure language features [BRS]

6.54.1 Description of application vulnerability

Everyprogrammring laugudg,c hasfeaturesthatareobscuredifficutt tounderstandordifficutt touse
corredtly. The problem is compounded if a software design needs to be reviewed by people who may
not b¢ language experts, such as, hardware engineers, human-factors engineers, or safety officers.
Even iff the design and code are initially correct, maintainers of the software may not fully understand
the infent. The consequences of the problem are more severe if the software is to be useddnr trusted
applicptions, such as safety or mission-critical ones.

Misunfderstood language features or misunderstood code sequences can lead |to application
vulnerabilities in development or in maintenance.

6.54.2 Cross reference

JSF A Rules!31l: 84, 86, 88, and 97

MISRA C[35]: 1.1, 10.4, 13.4, 13.6, 18.5, 21.4, 21.5, 21.6, 21.7 and 21.8

MISRA C++[36l; 0-2-1, 2-3-1, and 12-1-1

CERT [ guidelines[38l: F1I003-C, MSC05-C, MSC30-C, and MSC31-C.

ISO/1HC TR 15942:2000, 5.4.2, 5.6.2 and 5.9.3 [2¢]

6.54.3 Mechanism of failure

The usge of obscure language features can leadto an application vulnerability in several ways:

The original programmer can misunderstand the correct usage of the feature and, hence, utilize it
incorrectly in the design or code itincorrectly.

Reviewers of the design and ¢ode misunderstand the intent or the usage and overlook problems.

Mpintainers of the code do’ not fully understand the intent or the usage and therefore introduce
problems during majntenance.

6.54.4 Applicable language characteristics

This vjulnerability’ description is intended to be applicable to any language.

6.54.3 Avoiding the vulnerability or mitigating its effects
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Avoid the use of language features that are obscure or difficult to use, especially in combination
with other difficult language features. Adopt coding standards that discourage use of such features
or show how to use them correctly.

When developing software with critically important requirements, adopt (organizations) a
mechanism to monitor which language features are correlated with failures during the development
process and during deployment.

(Organizations) Adopt or develop stereotypical idioms for the use of difficult language features,
codify them in organizational standards, and enforce them via review processes.
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— Avoid the use of complicated features of a language.

— Avoid the use of rarely used constructs that can be difficult for entry-level maintenance personnel
to understand.

— Use tool-based static analysis to find incorrect usage of some language features.

It should be noted that consistency in coding is desirable for each of review and maintenance. Therefore,
the desirability of the particular alternatives chosen for inclusion in a coding standard does not need to

beempiricatty provem:

6.54.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Language designers should consider removing or deprecating obscure, diffigult to understgqnd, or
difficult to use features.

— Language designers should provide language directives that optionally- disable obscure language
features.

6.55 Unspecified behaviour [BQF]

6.55.1 Description of application vulnerability

The external behaviour of a program whose source codé contains one or more instances of consfructs
having unspecified behaviour may not be fully predietable when the source code is (reJcompiled or
(re)linked.

6.55.2 Cross reference

JSF AV Rulesl31l: 17,18, 19, 20, 21, 22, 23,24, 25
MISRA C[35]: 1.1, 1.3, 19.1, and 20.2

MISRA C++[36]: 5-0-1, 5-2-6, 7-2-13"and 16-3-1
CERT C guidelines[38l: MSE15-C

See 6.56 and 6.57.

6.55.3 Mechanism of failure

Language specifications do not always uniquely define the behaviour of a construct. When an ingtance
of a constyruct that is not uniquely defined is encountered (this may be at any of compile, link, pr run
time) dmplementations are permitted to choose from the set of behaviours allowed by the larjguage
spedification. The term "unspecified behaviour" is sometimes applied to such behaviours, (language-
specific guidelines need to analyse and document the terms used by their respective language).

A developer may use a construct in a way that depends on a subset of the possible behaviours occurring.
The behaviour of a program containing such a usage is dependent on the translator used to build it
always selecting the "expected” behaviour.

Many language constructs can have unspecified behaviour and unconditionally recommending against
any use of these constructs may not be mpractical. For instance, in many languages the order of
evaluation of the operands appearing on the left- and right-hand side of an assignment is unspecified,
but in most cases the set of possible behaviours always produce the same result.
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The appearance of unspecified behaviour in a language specification is recognition by the language
designers that in some cases flexibility is needed by software developers and provides a worthwhile
benefit for language translators; this usage is not a defect in the language.

The important characteristic is not the internal behaviour exhibited by a construct (such as the
sequence of machine code generated by a translator) but its external behaviour (that is, the one visible
to a user of a program). If the set of possible unspecified behaviours permitted for a specific use of a
construct all produce the same external effect when the program containing them is executed, then
rebuilding the program cannot result in a change of behaviour for that specific usage of the construct.

For instance, while the following assignment statement contains unspecified behaviour in many
languages (that is, it is possible to evaluate either the A or B operand first, followed by thecother
operahd):

A § B;

in mopt cases, the order in which 2 and B are evaluated does not affect the external behaviour of a
program containing this statement.

6.55.4 Applicable language characteristics

This Yulnerability is intended to be applicable to languages whose specification allows a finite set
of mofe than one behaviour for how a translator handles some constructwhere two or more of the
behavjiours can result in differences in external program behaviour.

6.55.3 Avoiding the vulnerability or mitigating its effects

Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.
— Use language constructs that have specified behavigur.

— Use static analysis tools that identify conditions:that can result in unspecified behaviour.

— Ensure that a specific use of a construct having unspecified behaviour produces a result that is the
sgme for all of the possible behaviours permitted by the language specification.

— Fgr situation where the order of evaluation or the number of evaluations is unspecified, use only
olerations with no side-effects qridempotent behaviour, to avoid the vulnerability.

— When developing coding guidelines for a specific language
— identify all construetsthat have unspecified behaviour, and

— for each construct'where the set of possible behaviours can vary, mandate that the alternatives
be enumerated:

6.55.¢ Implications for language design and evolution

In fut\l:re language design and evolution activities, consider:

— It

nimizinag the amount of unsnecified hehaviours:
o r 4

— minimizing the number of possible behaviours for any given unspecified choice; and

— documenting what might be the difference in external effect associated with different choices.
6.56 Undefined behaviour [EWF]

6.56.1 Description of application vulnerability

The external behaviour of a program containing an instance of a construct having undefined behaviour,
as defined by the language specification, is not predictable.
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6.56.2 Cross reference

JSF AV Rulesl31l: 17, 18, 19, 20, 21, 22, 23, 24, 25
MISRA C[35]: 1.1, 1.3, 5.4, 18.2, 18.3, and 20.2
MISRA C++[36l; 2-13-1, 5-2-2, 16-2-4, and 16-2-5
CERT C guidelines![38l: MSC15-C

See also 6.55 and 6.57.

6.56.3 Mechanism of failure

Language specifications may categorize the behaviour of a language construct as undefined

rather

than as a semantic violation (that is, an erroneous use of the language) because of the potentiallly high

implementation cost of detecting and diagnosing all occurrences of it. In this caSeno specific beh
is required and the translator or runtime system is at liberty to do anything it pleases, including i
a diagnostic.

The behaviour of a program built from successfully translated source code containing a con
having undefined behaviour is not predictable. For example, in some languages the value of a vari
undefined before it is initialized.

6.56.4 Applicable language characteristics
This vulnerability is intended to be applicable to languages with the following characteristics.

— Languages that do not fully define the extent to which the use of a particular construct is a via
of the language specification.

— Languages that do not fully define the-behaviour of constructs during compile, link and pr
execution.

6.56.5 Avoiding the vulnerability'or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.
— Ensure that undefined language constructs are not used.

— Ensure that a use of a construct having undefined behaviour does not operate within the d
in which the dehaviour is undefined. When it is not possible to completely verify the dom
operation during translation a runtime check may need to be performed.

— When ‘developing coding guidelines for a specific language, document all constructs tha
undefined behaviour. The items on this list can be classified by the extent to which the behav
likely to have some critical impact on the external behaviour of a program (the criticality maj
between different implementations, for example, whether conversion between object and fu
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struct
hble is
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bgram
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nction

pointers has well defined behaviour).

— Use static analysis tools that identify conditions that can result in undefined behaviour.

— Document all uses of language extensions needed for correct operation

— When developing coding guidelines for a specific language all constructs that have undefined
behaviour, documented for each construct, the situations where the set of possible behaviours

can vary.

— When applying this guideline on a project, document the functionality provided by and for changing

its undefined behaviour.
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6.56.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Language designers should minimize the amount of undefined behaviour to the extent possible and
practical.

— Language designers should enumerate all the cases of undefined behaviour.

nstructs that can produce undefined behaviour.

6.57 Implementation-defined behaviour [FAB]

6.57.1 Description of application vulnerability

Some [constructs in programming languages are not fully defined (see 6.55) and thus“leave compiler
implementations to decide how the construct will operate. The behaviour of a prégram, whose source
code ¢ontains one or more instances of constructs having implementation-defined behaviour, can
changpe when the source code is recompiled or relinked.

6.57.2 Cross reference

JSF A Rules!31l: 17, 18, 19, 20, 21, 22, 23, 24, 25
MISRA CI35]: 1.1, 1.3, 5.4, 18.2, 18.3, and 20.2
MISRA C++[36]: 5-2-9,5-3-3, 7-3-2, and 9-5-1
CERT [ guidelines[38l: MSC15-C

ISO/IEC TR 15942:2000, 5.9 [26]

Ada Qpality and Style Guidelll: 7.1.5 and 7.1.6
See 6.p5 and 6.56.

6.57.3 Mechanism of failure

Language specifications do nat always uniquely define the behaviour of a construct. When an instance
of a cdnstruct that is not uniiquely defined is encountered (this can be at any of translation, link-time, or
program execution) implementations are permitted to choose from a set of behaviours. The only difference
from ynspecified behaviour is that implementations are required to document how they behave.

Suppdse that a developer uses a construct in a way that depends on a particular implementation-
defingd behaviour occurring. The behaviour of a program containing such a usage is dependent on the
translptor used to build it always selecting the 'expected’ behaviour.

Some |mplementations provide a mechanism for changing an implementation's implementation-defined
behaviour (for example, USE Of pragmas 1N SOUICE COAE). USE Of SUCh a change mechanism creates the
potential for additional human error in that a developer can be unaware that a change of behaviour was
requested earlier in the source code and may write code that depends on the implementation-defined
behaviour that occurred prior to that explicit change of behaviour.

Many language constructs have implementation-defined behaviour and unconditionally recommending
against any use of these constructs can be completely impractical. For instance, in many languages the
number of significant characters in an identifier is implementation-defined. Developers need to choose
a minimum number of characters and require that only translators supporting at least that number, v,
of characters be used.
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The appearance of implementation-defined behaviour in a language specification is recognition by the
language designers that in some cases implementation flexibility provides a worthwhile benefit for
language translators; this usage is not a defect in the language.

6.57.4 Applicable language characteristics
This vulnerability is intended to be applicable to languages with the following characteristics.

— Languages whose specification allows some variation in how a translator handles some construct,

where reliance on one form of this variation can result in differences in external program behdviour.

— Language implementations may not be required to provide a mechanism for)'controlling
implementation-defined behaviour.

6.57.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Document the set ofimplementation-defined features an application depends on, so that on a dhange
of translator, development tools, or target configuration it can be.énisured that those dependencies
are still met.

— Ensure that a specific use of a construct having implementdtion-defined behaviour produtes an
external behaviour that is the same for all of the possible) behaviours permitted by the lanjguage
specification.

— Usealanguage implementation whose implementation-defined behaviours are within an acceptable
subset of all implementation-defined behaviours. The subset is acceptable if the 'same exfternal
behaviour' condition described above is met.

— Create highly visible documentation (perhaps at the start of a source file) that the default
implementation-defined behaviour is.¢changed within the current file.

— When developing coding guidelinesfor a specific language all constructs that have implementation-
defined behaviour, documented for each construct, the situations where the set of passible
behaviours can vary and enumerated the variations.

— When applying this guideline on a project, document the functionality provided by and for chgnging
its implementation-defined behaviour.

— Verify code behaviour using at least two different compilers with two different technologies.

6.57.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Portability guidelines for a specific language should provide a list of common implementation-
defined behaviours.

L £ 1 11 . 1l 4l £ 1 i dafs i) 1 H
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— Language designers should provide language directives that optionally disable obscure language
features.

6.58 Deprecated language features [MEM]

6.58.1 Description of application vulnerability

Ideally all code should conform to the current standard for the respective language. In reality though,
a language standard can change during the creation of a software system or suitable compilers and

© ISO/IEC 2019 - All rights reserved 93


https://standardsiso.com/api/?name=0b748784fb841f9d6d866eca5d0460f6

ISO/1

ECTR 24772-1:2019(E)

development environments may not be available for the new standard for some period of time after the
standard is published. To smooth the process of evolution, features that are no longer needed or which
serve as the root cause of or contributing factor for safety or security problems are often deprecated to
temporarily allow their continued use but to indicate that those features can be removed in the future.
The deprecation of a feature is a strong indication that it should not be used. Other features, although
not formally deprecated, are rarely used and there exist other more common ways of expressing the
same function. Use of these rarely used features can lead to problems when others are assigned the
task of debugging or modifying the code containing those features.

6.58.7
JSF AV
MISR/

Cross reference
Rules[31]: 8 and 11
\ C[35]: 1.1 and 4.2

MISRA C++[36]: 1-0-1, 2-3-1, 2-5-1, 2-7-1, 5-2-4, and 18-0-2

Ada Q

6.58.3

Most

nality and Style Guidelll: 7.1.1

Mechanism of failure

languages evolve over time. Sometimes new features are added making other features

extraneous. Languages can have features that are frequently the basis for security or safety problems.

The d
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eprecation of these features indicates that there is a better way of accomplishing the desired
pnality. However, there is always a time lag between theyacknowledgement that a particular
e is the source of safety or security problems, the decisignto remove or replace the feature and
neration of warnings or error messages by compilers.that the feature should not be used. Given
bftware systems can take many years to develop, it\is possible and even likely that a language
ird will change causing some of the features wséd to be suddenly deprecated. Modifying the
hre can be costly and time consuming to remove the deprecated features. However, if the schedule
psources permit, this would be prudent asyfuture vulnerabilities can result from leaving the
Cated features in the code. Ultimately, the deprecated features will likely need to be removed
the features are removed.

Applicable language characteristics

vulnerability description «is™intended to be applicable to languages with the following
fteristics.

1 languages that havé standards, though some only have de facto standards.

| languages thdtevolve over time and as such can potentially have deprecated features at
me point.

Avoiding the vulnerability or mitigating its effects

hre‘developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Adheretothelatest published standard for which a suitable complier and development environment

is

available.

— Avoid the use of deprecated features of a language.

— Stay abreast of language discussions in language user groups and standards groups on the Internet.
Discussions and meeting notes will give an indication of problem prone features that should not be
used or should be used with caution.
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6.58.6 Implications for language design and evolution
In future language design and evolution activities, the following items should be considered.

— Obscure language features for which there are commonly used alternatives should be considered
for removal from the language standard.

— Obscure language features that have routinely been found to be the root cause of safety or security
vulnerabilities, or that are routinely disallowed in software guidance documents should be

considered for removat from the tanguage standard.
— Language designers should provide language mechanisms that optionally disable (depr¢cated
language features.

6.59 Concurrency — Activation [CGA]

6.59.1 Description of application vulnerability

A vulnerability can occur if an attempt has been made to activate a thifead, but a programming error
or the lack of some resource prevents the activation from completing{The activating thread mpy not
have sufficient visibility or awareness into the execution of the activated thread to determine|if the
activation has been successful. The unrecognized activation fdilure can cause a protocol failpre in
the activating thread or in other threads that rely on some action by the unactivated thread. THis can
cause the other thread(s) to wait forever for some event from-the unactivated thread, or can catise an
unhandled event or exception in the other threads.

6.59.2 Cross-references
CWEIS8I;

364. Signal Handler Race Condition
Hoare C.A.R., Communicating SequentialhProcessesl1©],
Holzmann G., The SPIN Model Checker: Principles and Reference Manuall19]
Larsen, Peterson, Wang, Model Checking for Real-Time Systems[33]
Ravenscar Tasking Profilé, $pecified in ISO/IEC 8652:2012, D.13[1]

6.59.3 Mechanism-of Failure

The context ef\the problem is that all threads except the main thread are activated by prograny steps
of another €Aréad. The activation of each thread requires that dedicated resources be created for that
thread, such as a thread stack, thread attributes, and communication ports. If insufficient resgurces
remaimiwhen the activation attempt is made, the activation will fail. Similarly, if there is a program
errop~in the activated thread or if the activated thread detects an error that causes it to terrhinate
before beginning its main work, then it can appear to have failed during activation. When the actiyation

3ET bl pacolinonc hovua baon enallocornd oo Sobiobions Lol bacoicn £ o 1ol of vncaise

1ol b b B o s will
is—staticresoureeshave-beerpreallocated—se—activationfailure beeause-ef-atack-ofresouree

not occur. However, errors can occur for reasons other than resource allocation and the results of an
activation failure will be similar.

If the activating thread waits for each activated thread, then the activating thread will likely be notified
of activation failures (if the particular construct or capability supports activation failure notification)
and can be programmed to take alternate action. If notification occurs but alternate action is not
programmed, then the program will execute erroneously. If the activating thread is loosely coupled with
the activated threads, and the activating thread does not receive notification of a failure to activate,
then it may wait indefinitely for the unactivated thread to do its work or may make wrong calculations
because of incomplete data.
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Activation of a single thread is a special case of activations of collections of threads simultaneously. This
paradigm (activation of collections of threads) can be used in languages that parallelise calculations
and create anonymous threads to execute each slice of data. In such situations, the activating thread is
unlikely to individually monitor each activated thread, so a failure of some to activate without explicit
notification to the activating thread can result in erroneous calculations.

If the rest of the application is unaware that an activation has failed, an incorrect execution of the
application algorithm can occur, such as deadlock of threads waiting for the activated thread, or
possibly causing errors or incorrect calculations.

6.59.4 Applicable language characteristics

This yulnerability is intended to be applicable to languages that permit concurrency within the
langugge, or to languages that use support libraries and operating systems (such as POSIX or Windows)
that provide concurrency control mechanisms.

In essence, all traditional languages on fully functional operating systems (such as PQSIX-compliant OS
or Windows) can access the 0S-provided mechanisms.

6.59.3 Avoiding the vulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or mitigate its ill effects-in the following ways.

— Always check error return codes on operating system command, library provided or language
thread activation mechanisms.

— Use static analysis tools to verify that return codes are checked.

— When functions return error values, check the ernor return values before processing any other
rqturned data.

— Hpndle errors and exceptions that occur on activation.

— Create explicit synchronization protocels, to ensure that all activations have occurred before
be¢ginning the parallel algorithm, if notprovided by the language or by the threading subsystem.

— Usge programming language provided features or thread-library provided features that couple the
aqtivated thread with the activating thread to detect activation errors so that errors can be reported
and recovery made.

— Use static activation impreference to dynamic activation so that static analysis can guarantee
cqrrect activation ofthreads.

6.59.¢ Implicationsfor language design and evolution
In futIre language design and evolution activities, the following items should be considered.

— Considerincluding automatic synchronization of thread initiation as part of the concurrency model.

— P UVidC d lllCL}lalliblll lJCl lllittills Liucl _y Uf a\,tivatiuu SULLTSS.
6.60 Concurrency — Directed termination [CGT]

6.60.1 Description of application vulnerability

This discussion is associated with the effects of unsuccessful or late termination of a thread. For a
discussion of premature termination (see 6.63).

When a thread is working cooperatively with other threads and is directed to terminate, there are a
number of error situations that may occur that can lead to compromise of the system. The termination
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directing thread may request that one or more other threads abort or terminate, but the terminated
thread(s) may not be in a state such that the termination can occur, may ignore the direction, or may
take longer to abort or terminate than the application can tolerate. In any case, on most systems, the
thread will not terminate until it is next scheduled for execution.

Unexpectedly delayed termination or the consumption of resources by the termination itself may cause
a failure to meet deadlines, which, in turn, can lead to other failures.

6.60.2 Cross-references

CWEISI;
364. Signal Handler Race Condition
Hoare C.A.R., Communicating Sequential Processes[16]
Holzmann G., The SPIN Model Checker: Primer and Reference Manuall1?],
Larsen, Peterson, Wang, Model Checking for Real-Time Systemsl33],

The Ravenscar Tasking Profile, specified in ISO/IEC 8652:2012, D.13[1]

6.60.3 Mechanism of failure

The abort of a thread may not happen if a thread is in an abert-deferred region and does not leaye that
region (for whatever reason) after the abort directive is{given. Similarly, if abort is implemented as an
event sent to a thread and it is permitted to ignore such*events, then the abort will not be obeyed

The termination of a thread may not happen if the thread ignores the directive to terminate, o if the
finalization of the thread to be terminated doesmot complete.

If the termination directing thread continugs on the false assumption that termination has completed,
then any sort of failure can occur.

6.60.4 Applicable language characteristics

This vulnerability is intended“to be applicable to languages with the following characteristics: all
languages that permit conéurrency within the language, or support libraries and operating systems
(such as POSIX-compliant or Windows operating systems) that provide hooks for concurrency coptrol.

6.60.5 Avoidingthe/vulnerability or mitigating its effect
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Use mechanisms of the language or system to determine that aborted threads or threads directed
to.fepminate have successfully terminated?).

—<_Provide mechanisms to detect and/or recover from failed termination.

11 PR 1 : — 1 : 1 Ja¥alnl I | 1 ; 1 P REIR | 1. . - -
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safely handled.
— Where appropriate, use scheduling models where threads never terminate.

— Where possible do not use forced termination.

7) These mechanisms can include direct communication, runtime-level checks, explicit dependency relationships,
or progress counters in shared communication code to verify progress.
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6.60.6 Implications for language design and evolution

In future language design and evolution activities, consider providing a mechanism (either a language
mechanism or a service call) to signal either another thread or an entity that can be queried by other
threads when a thread terminates.

6.61 Concurrent data access [CGX]

6.61.‘] Description of application vulnerability

Concufrrency presents a significant challenge to program correctly, and has a large number of possible
ways for failures to occur, quite a few known attack vectors, and many possible but undiscovéred
attacK vectors. In particular, data visible from more than one thread and not protected by assequential
accesq lock can be corrupted by out-of-order accesses. This, in turn, can lead to incorrect,omputation,
premdture program termination, livelock, or system corruption.

6.61.2 Cross-references
CWELS!:

214. Information Exposure Through Process Environment

362. Concurrent Execution using Shared Resource with Improper Synchronization ("Race
Condition")

366. Race Condition Within a Thread

368. Context Switching Race Conditions
413. Improper Resource Locking

764. Multiple Locks of a Critical Resource
715. Multiple Unlocks of a Critical Resoutce
820. Missing Synchronization

821. Incorrect Synchronization

Burns|A. and Wellings!4]

Hoare| C.A.R., Communicating Sequential Processesl16]

6.61.3 Mechanism‘of failure

Sharefl data canybe monitored or updated directly by more than one thread, possibly circumventing
any agcess lock protocol in operation. Some concurrent programs do not use access lock mechanisms
but rely on‘other mechanisms such as timing or other program state to determine if shared data can
be redd-or updated by a thread. Regardless, direct visibility to shared data permits direct access to

such data concurrently. Arbitrary benaviour of any Kind can result if such actions are not performed
atomically.

6.61.4 Applicable language characteristics

The vulnerability is intended to be applicable to all languages that provide concurrent execution and
data sharing, whether as part of the language or by use of underlying operation system facilities,
including facilities such as event handlers and interrupt handlers.
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6.61.5 Avoiding the vulnerability or mitigating its effect
Software developers can avoid the vulnerability or mitigate its effects in the following ways.
— Place all data in memory regions accessible to only one thread at a time.

— Use languages and those language features that provide a robust synchronization mechanism to
protect against data corruption.

g £ 53 ves—steh—a g : ; enization, to
develop a protocol following the principles of the Ada protected or Java synchronized paradigm.

— Where order of access is important for correctness, implement blocking and releasing paragligms,
or provide a test in the same protected region to check for correct order and generate’errorg if the
test fails.

— Where facilities such as atomic or volatile exist, use such mechanisms teyachieve the necgssary
atomicity of concurrent accesses.

6.61.6 Implications for language design and evolution
In future standardisation activities, the following items should be donsidered.

— Languages that do not presently consider concurrency should consider creating primitives that let
applications specify regions of sequential access to data:-Mechanisms such as protected regions,
Hoare monitors or synchronous message passing between threads result in significantly (fewer
resource access mistakes in a program.

— Provide the possibility of selecting alternative cancurrency models that support static analysis, such
as one of the models that are known to have-safe properties. For examples, see [9], [10] and [Z4].

6.62 Concurrency — Premature termination [CGS]

6.62.1 Description of application vidnerability

When a thread is working cooperatively with other threads and terminates prematurely for whatever
reason but unknown to other threads, then the portion of the interaction protocol betweg¢n the
terminated thread and other'threads is damaged. This can result in:

— indefinite blocking of the other threads as they wait for the terminated thread if the interpction
protocol was syn¢hronous;

— other threads receiving wrong or incomplete results if the interaction was asynchronous; or

— deadleck if all other threads were depending on the terminated thread for some aspect of their
computation before continuing.

6.62:2 Cross-references

CWE!S!:
364. Signal Handler Race Condition
Hoare C.A.R., Communicating Sequential Processes!1°]
Larsen, Peterson, Wang, Model Checking for Real-Time Systems!33]

“he Ravenscar Tasking Profile, specified in ISO/IEC 8652:2012, D.13[1]
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6.62.3 Mechanism of failure

If a thread terminates prematurely, threads that depend on services from the terminated thread (in the
sense of waiting exclusively for a specific action before continuing) can wait forever since held locks
can be left in a locked state resulting in waiting threads never being released or messages or events
expected from the terminated thread will never be received.

If a thread depends on the terminating thread and receives notification of termination, but the
dependent thread ignores the termination notification, then a protocol failure will occur in the

deper;Eent thread. For asynchronous termination events, an unexpected event can cause immediate
transfer of control from the execution of the dependent thread to another (possible unknown) location;
resultjng in corrupted objects or resources; or termination in the master thread®).

These|conditions can result in:

— pfemature shutdown of the system;

— cqrruption or arbitrary execution of code;

— liyelock;

— d¢adlock;

depending on how other threads handle the termination errors.

If the [thread termination is the result of an abort and the aborfds immediate, there is nothing that
can b¢ done within the aborted thread to prepare data for return to master tasks, except possibly
the mpnagement thread (or operating system) notifying other‘threads that the event occurred. If the
abort¢d thread was holding resources or performing active updates when aborted, then any direct
accesd by other threads to such locks, resources or memapy can result in corruption of those threads or
of the complete system, up to and including arbitrary €ode execution.

6.62.4 Applicable language characteristics

This yulnerability is intended to be applicable to languages that permit concurrency within the
language, or support libraries and operating systems (such as POSIX-compliant or Windows operating
systerhs) that provide hooks for concurrency control.

6.62.3 Avoiding the vulnerabijlity or mitigating its effect

Softwhre developers can ayoid the vulnerability or mitigate its ill effects in the following ways.
— Use concurrency miechanisms that are known to be robust.

— Iffpossible, dowot force immediate termination externally.

— Atappropriate times use mechanisms of the language or system to determine that necessary threads
afe stilboperating?).

— Hhpndle events and exceptions from termination.

— Provide manager threads to monitor progress and to collectand recover from improper terminations
or abortions of threads.

— Use static analysis techniques, such as model checking, to show that thread termination is safely
handled.

8) This can cause the failure to propagate to other threads.

9) Such mechanisms can be direct communication, runtime-level checks, explicit dependency relationships, or
progress counters in shared communication code to verify progress.
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6.62.6 Implications for language design and evolution

In future language design and evolution activities, the following items should be considered.

— Provide a mechanism to preclude the abort of a thread from another thread during critical
pieces of code. Some languages (for example, Ada or Real-Time Java) provide a notion of an abort-

deferred region.

— Provide a mechanism to signal another thread (or an entity that can be queried by other threads)

wiemnm a thread terminates.

— Provide a mechanism that, within critical pieces of code, defers the delivery of asynchr
exceptions or asynchronous transfers of control.

6.63 Lock protocol errors [CGM]

6.63.1 Description of application vulnerability

Concurrent programs use protocols to control:

— the way that threads interact with each other;

— how to schedule the relative rates of progress;

— how threads participate in the generation and consumgption of data;
— the allocation of threads to the various roles;

— the preservation of data integrity; and

— the detection and correction of incorrect operations.

When protocols are not correct, or whema vulnerability lets an exploit destroy a protocol, th
concurrent portions fail to work co-operatively and the system behaves incorrectly.

This vulnerability is related to 6.6%,Which discusses situations where the protocol to control acc
resources is explicitly visible to the participating partners and makes use of visible shared reso
In comparison, this vulnerability discusses scenarios where such resources are protected by pro
and considers ways that the\protocol itself can be misused.

6.63.2 Cross-references

CWEI8:
413. Improper Resource Locking
414 Missing Lock Check
609. Double Checked Locking

onous

bn the

ess to
urces.
focols,

667, Improper Locking
821. Incorrect Synchronization
833. Deadlock
Hoare, C.A.R, Communicating Sequential Processesl16]
Larsen et al. Model Checking for Real-Time Systems[33]
The Ravenscar Tasking Profile, specified in ISO/IEC 8652:2012, D.13[1]
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6.63.3 Mechanism of failure

Threads use locks and protocols to schedule their work, control access to resources, exchange data,
and to effect communication with each other. Protocol errors occur when the expected rules for co-
operation are not followed, or when the order of lock acquisitions and release causes the threads to quit
working together. These errors can be as a result of:

In suc

The p
and tH
unlikq
other
be dif
asad

deliberate termination of one or more threads participating in the protocol;

d
el

el

dé

li

d3

le

STUPTION Of MeSSages ol IMteractions i the protocol;

rors or exceptions raised in threads participating in the protocol; or

rors in the programming of one or more threads participating in the protocol.
h situations, there are a number of possible consequences:

adlock, where every thread eventually quits computing as it waits for results frem @nother thread,

ng further progress in the system is made;

relock, where one or more threads commandeer all of the computing resgurce and effectively lock

oyit the other portions, no further progress in the system is made;

ita corruption or lack currency (timeliness); or

ome or more threads detect an error associated with the ptotocol and terminate prematurely,

hving the protocol in an unrecoverable state.

tential damage from attacks on protocols depends on-the nature of the system using the protocol
e protocol itself. Self-contained systems using private protocols can be disrupted, but it is highly
ly that predetermined executions (including arhitrary code execution) can be obtained. On the
extreme, threads communicating openly between systems using well-documented protocols can
rupted in any arbitrary fashion with effects;such as the destruction of system resources (such
ntabase), the generation of wrong but plausible data, or arbitrary code execution. In fact, many

documented client-server-based attacks cornsist of some abuse of a protocol such as SQL transactions.

6.63.4

Applicable language charactéristics

The viilnerability is intended to be.applicable to languages with the following characteristics.

6.63.5

Lz
Lz
L:
L:

inguages that support concurrency directly.
inguages that permitcalls to operating system primitives to obtain concurrent behaviours.
inguages that permit [0 or other interaction with external devices or services.

inguages-that support interrupt handling directly or indirectly (via the operating system).

Avoiding the vulnerability or mitigating its effect

1 1 I PR | 1 11 ) PR oL B B | £.11 :
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Consider the use of synchronous protocols, such as defined by CSP, Petri Nets or by the Ada
rendezvous protocol since these can be statically shown to be free from protocol errors such as
deadlock and livelock.

Consider the use of simple asynchronous protocols that exclusively use concurrent threads and
protected regions, such as defined by the Ravenscar Tasking Profile, which can also be shown

st

atically to have correct behaviour using model checking technologies, as shown by [27].
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— When static verification is not possible, consider the use of detection and recovery techniques using
simple mechanisms and protocols that can be verified independently from the main concurrency

environment. Watchdog timers coupled with checkpoints constitute one such approach.

— Use high-level synchronization paradigms, for example monitors, rendezvous, or critical regi

ons.

— Design the architecture of the application to ensure that some threads or tasks never block, and can

be available for detection of concurrency error conditions and for recovery initiation.

. . o
—Ysemodet checkersto modetthe toncurrent betraviour of the comptete appticatiomramd thyg
states where progress fails.

— Place alllocks and releases in the same subprograms, and ensure that the order of calls and re
of multiple locks are correct.

— Onasingle processor, make use of a scheduling regime based on ceiling protocdls, this is guarz
to be deadlock free (if the tasks and resources are assigned the correct priofities - a static pr
that can be checked offline).

— For multicore systems, consider assigning all interacting tasks to the(same CPU then treat eac
group as a separate independent entity.

ck for

leases

nteed
perty

h such

— Minimize the use of dynamic priorities and dynamic ceiling priotities (so that the static valufs can

be verified).

6.63.6 Implications for language design and evolution

In future language design and evolution activities, the-following items should be considered.
— Raise the level of abstraction for concurrencyservices.

— Provide services or mechanisms to deteét'and recover from protocol lock failures.

— Design concurrency services that help to avoid typical failures such as deadlock.
6.64 Reliance on external format strings [SHL]

6.64.1 Description of application vulnerability

Many languages use fdrmat string to control how output is generated or input acquired. If the co
of the format stringcan be influenced by external data, there is an opportunity for an attacker
access to what shiould be private data, to execute arbitrary code, or to cause resource exhaust
buffer overrun{Even without an attacker, mistakes in format strings can cause serious program ¢

6.64.2 Cross reference

CWELEL:

nhtents
0 gain
ion or
rrors.

134. Uncontrolled Format String

6.64.3 Mechanism of failure

Format strings are parameters of input or output functions. They consist of fixed text and c
sequences that are associated with other parameters of the function, and which control ho
parameters are displayed or loaded.

There are a number of mechanisms relating to format strings that can lead to safety and se
problems.

ontrol
w the

curity

a) Firstly, for an output function, the format string controls what is written to an output channel (file

or printer) or a character buffer. In the latter case, particularly there is the possibility of
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b)

d)
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6.64.4

This
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6.64.7

Softw

overrun, when the format string causes data to be written beyond the end of the buffer. In most
languages that provide 1/O control using format strings, it is possible for control sequences in
the format string to control the size of the value written (e.g. the control sequence $64d in C based
languages means write an integer value in a 6-character field, padding with spaces if necessary). If
the size of the target field is accidentally or maliciously increased (say to $6000d) at runtime then
buffer overrun or resource exhaustion can occur.

As the format string controls what is written to an output channel, if an attacker can influence the

fo

rmat string, then they can control what is written to a buffer, which can include executable code. If
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e attacker can then cause corruption of the program stack, it becomes possible to execute this code;

5 the format string is interpreted at run-time and expects to find a parameter for each control
quence, if the format string has more control sequences than supplied parameters, it is likely
at additional values will be read off the stack. This can lead to values being output that can leak
nsitive information.

Format strings are able to modify data values passed for output, with the result that values

nerated by the application can be arbitrarily changed, with serious consequences for applications
at rely on the output. Again, using C-based languages as an example, the %n control sequence
eans write the number of characters output so far by this function to the value pointed to by the
sociated parameter. If the function should be writing the value of an\object that’s address was
pplied by a pointer, then if the intended control sequence is modified to sn, that value will be
anged instead.

rogrammer rarely intends for a format string to be userzcontrolled. However, this weakness
ntly occurs in code that reads log messages from a)file (for internationalization or user
ization). Such messages can safely be output using a format string that is interpreted as ‘output
g’, but it is not unknown for the programmer to orhit'the format string and use the message to
put as the format string, expecting it to consistSolely of literal text. If the message has been
pted, so that it includes control sequences, any ofthe issues mentioned above can occur.

Applicable language characteristics

rulnerability is intended to be applicable to languages that permit concurrency within the
hge, or support libraries and operating systems (such as POSIX-compliant or Windows operating
hs) that provide hooks for concurrency control.

Avoiding the vulnerability or mitigating its effects
hre developers can avojd the vulnerability or mitigate its ill effects in the following ways.

1sure that all forimat string functions are passed as static string which cannot be controlled by the
er and that the proper number of arguments is always sent to that function. In particular, where
Function expécts a format string, always supply one, even if it is the apparently redundant ‘write a
ring’. Neterlet a non-static text string be output as the format string.

1sure\all control sequences used to format [/O match the associated parameter.

6.64.6 Implications for language design and evolution

In future language design and evolution activities, consider mechanisms to ensure that all format
strings are verified to be correct in regard to the associated argument or parameter.
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7 Application vulnerabilities

7.1 General

This clause provides descriptions of selected application vulnerabilities which have been found and
exploited in a number of applications and which have well known mitigation techniques, and which
result from design decisions made by coders in the absence of suitable language library routines or
other mechanisms. For these vulnerabilities, each description provides:

— asummary of the vulnerability;
— typical mechanisms of failure; and
— techniques that programmers can use to avoid the vulnerability.

These vulnerabilities are application-related rather than language-related. They are written in a
language-independent manner, and there are no corresponding sections in the laniguage-specificparts.

7.2 Unrestricted file upload [CBF]

7.2.1 Description of application vulnerability

A first step often used to attack is to get an executable on the system to be attacked. Then the pttack
only needs to execute this code. Many times, this first stepds accomplished by unrestricted file upload.
In many of these attacks, the malicious code can obtain-the same privilege of access as the appli¢ation,
or even administrator privilege.

7.2.2 Cross reference
CWEILSL:

434. Unrestricted Upload of File with-Dangerous Type

7.2.3 Mechanism of failure

There are several failures associated with an uploaded file:
— executing arbitrary code;

— phishing page ddded to a website;

— defacing a twebsite;

— creating a vulnerability for other attacks;

— browsing the file system;

— \.Creating a denial of service;

— uploading a malicious executable to a server, which can be executed with administrator privilege.

7.2.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.
— Allow only certain file extensions, commonly known as a white-list.

— Disallow certain file extensions, commonly known as a black-Iist.

— Use a utility to check the type of the file.
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— Check the content-type in the header information of all files that are uploaded. The purpose of the
content-type field is to describe the data contained in the body completely enough that the receiving
agent can pick an appropriate agent or mechanism to present the data to the user, or otherwise deal
with the data in an appropriate manner.

— Use a dedicated location, which does not have execution privileges, to store and validate uploaded
files, and then serve these files dynamically.

— Require aunique file extension (named by the application developer), so only the intended type of the

fileis used for further processing. Each upload facility of an application can handle a unique file typge,

— Remove all Unicode characters and all control characters from the filename and the extensions
(see [43]).

— S¢t a limit for the filename length; including the file extension. In an NTFS (New Technelogy File
System) partition, usually a limit of 255 characters, without path information will suffice.

— S¢tupper and lower limits on file size. Setting these limits can help in denial of service attacks.

All of|the above have some shortcomings, for example, a GIF (.gif) file oftefi contains a free-form
commient field, and therefore a sanity check of the file’s contents is not alwayspessible. An attacker can
hide cpde in a file segment that will still be executed by the application or’server. In many cases it will
take alcombination of the techniques from the above list to avoid this vuliierability.

7.3 PDownload of code without integrity check [DLB]

7.3.1 | Description of application vulnerability

Some ppplications download source code or executables@rom a remote, and implicitly trusted, location
(such ps the application author) and use the source code or invoke the executables without sufficiently
verifying the integrity of the downloaded files.

7.3.2 | Cross reference
CWEI&I:
494. Download of Code Without Integrity Check

7.3.3 | Mechanism of failurée

An atfacker can executefmalicious code by compromising the host server used to download code or
execufables, performing,DNS spoofing, or modifying the code in transit.

7.3.4 | Avoidingthe vulnerability or mitigating its effects
Softwhre deVelopers can avoid the vulnerability or mitigate its ill effects in the following ways.

— P¢rferm proper forward and reverse DNS lookups to detect DNS spoofing. Encrypt the code with

a Teffable encryption scheme before transmittng. TS 15 only a partiat sofution since tTtwitt ot
prevent your code from being modified on the hosting site or in transit.

— Useavetted library or framework that does not allow this weakness to occur or provides constructs
that make this weakness easier to avoid. Specifically, it can be helpful to use tools or frameworks to
perform integrity checking on the transmitted code.

If providing code that is to be downloaded, such as for automatic updates of software, then use
cryptographic signatures for the code and modify the download clients to verify the signatures.
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7.4 Executing or loading untrusted code [XYS]

7.4.1 Description of application vulnerability

Executing commands or loading libraries from an untrusted source or in an untrusted environment

can cause an application to execute malicious commands (and payloads) on behalf of an attacker.

7.4.2 Cross reference

CWEISI;
114. Process Control
306. Missing Authentication for Critical Function

CERT C guidelines[38]: PRE09-C, ENV02-C, and ENV03-C

7.4.3 Mechanism of failure
Process control vulnerabilities take two forms:

— an attacker can change the command that the program exéeutes so that the attacker exj
controls what the command is;

— an attacker can change the environment in which thé command executes so that the at
implicitly controls what the command means.

Considering only the first scenario, the possibility that an attacker is able to control the comman
is executed, process control vulnerabilities occurgwhen:

— data enters the application from a source'that is not trusted;
— thedatais used as or as part of a string representing a command that is executed by the applic

— by executing the command, the application gives an attacker a privilege or capability th
attacker would not otherwisehave.

7.4.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Ensure that libraries that are loaded are well understood and come from a trusted sourc
a digital signature. The application can execute code contained in native libraries, which
contain-Calls that are susceptible to other security problems, such as buffer overflows or con
injection.

— Validate all native libraries.

=, “Determineifthe application requires the use of the native llbrary It can be very difficult to dete
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— To help prevent buffer overflow attacks, validate all input to native calls for content and length.

— Ifthe native library does not come from a trusted source, review the source code of the library. The

library should be built from the reviewed source before using it10).

10) This can require escrow on the source code for proprietary software.

© ISO/IEC 2019 - All rights reserved

107


https://standardsiso.com/api/?name=0b748784fb841f9d6d866eca5d0460f6

ISO/IEC TR 24772-1:2019(E)

7.5 Inclusion of functionality from untrusted control sphere [DHU]

7.5.1 Description of application vulnerability

The software imports, requires, or includes executable functionality (such as a library) from a source
that is unknown to the user, unexpected or otherwise. Any call or use of the included functionally can
result in unexpected behaviour, up to and including arbitrary execution.

7.5.2 [ Cross reference
CWEI[$I:

98. Improper Control of Filename for Include/Require Statement in PHP Program ('PHP File
Iriclusion')

829. Inclusion of Functionality from Untrusted Control Sphere

7.5.3 | Mechanism of failure

When(including third-party functionality, such as a web widget, library, or othér’source of functionality,
by defjinition the software places trust that functionality. Without sufficient protection mechanisms, the
functipnality can be malicious in nature (either by coming from an untristed source, being spoofed, or
being modified in transit from a trusted source). The functionality cap-also contain its own weaknesses,
or grajnt access to additional functionality and state information that should be kept private to the base
systerp, such as system state information, sensitive application-data, or the DOM of a web application.

This ¢an lead to many different consequences depending,on the included functionality, but some
examples include injection of malware, information exposure by granting excessive privileges or
permissions to the untrusted functionality, DOM-based XSS vulnerabilities, stealing user's cookies, or
open ffedirect to malware.

7.5.4 | Avoiding the vulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Use avetted library or framework that does not allow this weakness to occur or provide constructs
tHat make this weakness easierto avoid.

— When the set of acceptable objects, such as filenames or URLSs, is limited or known, create a mapping
frpm a set of fixed input'yalues (such as numeric IDs) to the actual filenames or URLs, and reject all
other inputs!b,

— Fgranysecurity'checks thatare performed on the client side, ensure that these checks are duplicated
on the serverside, in order to avoid CWE-602[8], as described in 7.14, 7.7, and 7.9.

7.6 Use of'unchecked data from an uncontrolled or tainted source [EFS]

7 6 1 n iy £ 1; i3 1 Lilis
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This vulnerability covers a general class of behaviours, the identification of which is referred to as
"taint analysis".

Whenever a program gets data from an external source, there is a possibility that that data has been
tampered with by an attacker attempting to induce the program into performing some damaging
action, or can have been corrupted accidently leading to the same result. Such data is called "tainted".

11) For example, ID 1 can map to "inbox.txt" and ID 2 can map to "profile.txt". Features such as the ESAPI
AccessReferenceMap provide this capability.
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The general principle should be that before tainted data is used, it should be checked to ensure that it is
within acceptable bounds or has an appropriate structure, or otherwise can be accepted as untainted,

and so safe to use.

7.6.2 Cross reference

[None]

7-6:3—Mechanismrof faiture

The principle mechanisms of failure are:
— use of the data in an arithmetic expression, causing the one of the problems described in Clat
— use of the data in a call to a function that executes a system command;

— use of the data in a call to a function that establishes a communications cennéction.

7.6.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its effects.in the following ways.

Different mechanisms of failure require different mitigationss which also depend on how the t
data is to be used.

— Test potentially tainted data used in an arithmetig expression to ensure that it does not
arithmetic overflow, divide by zero or buffer overflow.

— Check integer data used to allocate memory,or other resources to ensure that it wo not
resource exhaustion.

hinted

cause

cause

— Check strings passed to system functions to ensure that they are well formed and have an expected

structure.

NOTE1 This vulnerability is delscribed as "data from an uncontrolled source", as a distinction n
drawn between data from outside the program, but which is still trustworthy, and data that comes
source that can credibly be modified by an attacker, or otherwise corrupted.

NOTE2  For example,data read from a file can be regarded as trustworthy (untainted) if the file i
only and inside a firewall, but potentially tainted if it is from a more generally accessible location (seg

7.7 Cross-site(scripting [XYT]

7.7.1 Description of application vulnerability

Cross-site)scripting (XSS) occurs when dynamically generated web pages display input, such as

ust be
from a

5 read-
7.22).

login

information that is not properly validated, allowing an attacker to embed malicious scripts into the

geénerated page and then execute the script on the machine of any user that views the site. If succ

bssful,

Cross-site scripting vulnerabilities can be exploited to manipulate or steal cookies, create reques

s that

can be mistaken for those of a valid user, compromise confidential information, or execute malicious

code on the end user systems for a variety of nefarious purposes.

7.7.2 Cross reference
CWEI8:
79. Failure to Preserve Web Page Structure ("Cross-site Scripting")
80. Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic XSS)

81. Failure to Sanitize Directives in an Error Message Web Page
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82. Failure to Sanitize Script in Attributes of IMG Tags in a Web Page
83. Failure to Sanitize Script in Attributes in a Web Page

84. Failure to Resolve Encoded URI Schemes in a Web Page

85. Doubled Character XSS Manipulations

86. Invalid Characters in Identifiers

87. Alternate XSS Syntax

7.7.3 | Mechanism of failure

Crossq{site scripting (XSS) vulnerabilities occur when an attacker uses a web application/to send
malicious code, generally JavaScript, to a different end user. When a web application uses input from
a user] in the output it generates without filtering it, an attacker can insert an attack in that input and
the web application sends the attack to other users. The end user trusts the web application, and the
attacls exploit that trust to do things that would not normally be allowed. Attackers frequently use a
varietly of methods to encode the malicious portion of the tag, such as using Unicode, so the request
looks |ess suspicious to the user.

XSS attacks can generally be categorized into two categories: stored“dnd reflected. Stored attacks
are thpse where the injected code is permanently stored on the target servers in a database, message
forum, visitor log, and so forth. Reflected attacks are those where the injected code takes another route
to the|victim, such as in an email message, or on some other server. When a user is tricked into clicking
a link|or submitting a form, the injected code travels to the vulnerable web server, which reflects the
attacl back to the user's browser. The browser then executes'the code because it came from a "trusted’
servel. For a reflected XSS attack to work, the victim submits the attack to the server. This is still a very
dangejrous attack given the number of possible ways £@ trick a victim into submitting such a malicious
request, including clicking a link on a malicious Web:Site, in an email, or in an inter-office posting.

XSS flaws are very common in web applications;\as they require a great deal of developer discipline to
avoid them in most applications. It is relativelyeasy for an attacker to find XSS vulnerabilities. Some of
these pulnerabilities can be found using scanners, and some exist in older web application servers. The
consefjuence of an XSS attack is the sameregardless of whether it is stored or reflected.

The djfference is in how the payload arrives at the server. XSS can cause a variety of problems for the
end uger that range in severityfrom an annoyance to complete account compromise. The most severe
XSS altacks involve disclosuré of the user's session cookie, which allows an attacker to hijack the user's

sessio

and take over theif account. Other damaging attacks include the disclosure of end user files,

installation of Trojan herse programs, redirecting the user to some other page or site, and modifying
presentation of content:

Cross{site scripting.(XSS) vulnerabilities occur when:

Data enters'a Web application through an untrusted source, most frequently a web request. The data
is[included in dynamic content that is sent to a web user without being validated for malicious code.

e contant cnnt o +ha oo oo aftan toleac tho oy ~f o cngyannt Af Toyg Qo

ho“tmalicio i
Thefaticious-contentsentto-the-web browseroften—takes—the form-of asesmentof JavaSeript

but can also include HTML, Flash or any other type of code that the browser executes. The variety
of attacks based on XSS is almost limitless, but they commonly include transmitting private data
like cookies or other session information to the attacker, redirecting the victim to web content
controlled by the attacker, or performing other malicious operations on the user's machine under
the guise of the vulnerable site.

Cross-site scripting attacks can occur wherever an untrusted user has the ability to publish content to
a trusted web site. Typically, a malicious user will craft a client-side script, which — when parsed by
a web browser — performs some activity (such as sending all site cookies to a given e-mail address).
If the input is unchecked, this script will be loaded and run by each user visiting the web site. Since
the site requesting to run the script has access to the cookies in question, the malicious script does

110
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also. There are several other possible attacks, such as running "Active X" controls (under Microsoft
Internet Explorer) from sites that a user perceives as trustworthy; cookie theft is however by far the
most common. All of these attacks are easily prevented by ensuring that no script tags — or for good
measure, HTML tags at all — are allowed in data to be posted publicly.

Specific instances of XSS are:

"Basic" XSS involves a complete lack of cleansing of any special characters, including the most

nmonon_n

fundamental XSS elements such as "<", ">", and "s".

A web developer displays input on an error page (such as a customized 403 Forbidden page
attacker can influence a victim to view/request a web page that causes an error, then the atta
be successful.

A Web application that trusts input in the form of HTML IMG tags is potentially vidlnerable
attacks. Attackers can embed XSS exploits into the values for IMG attributes. (such as SRC)
streamed and then executed in a victim's browser. Note that when the page is loaded into a
browser, the exploit will automatically execute.

The software does not filter "JavaScript:" or other URIs (Unifokmi Resource Identifier)
dangerous attributes within tags, such as onmouseover, onload, onerfor, Or style.

The web application fails to filter input for executable script.disguised with URI encodings.

.Ifan
ck can

to XSS
that is
user's

from

The web application fails to filter input for executable scriptdisguised using doubling of the inyolved

characters.

The software does not strip out invalid charactets in the middle of tag names, schemes, and other

identifiers, which are still rendered by some web-browsers that ignore the characters.

The software fails to filter alternate script«syntax provided by the attacker.

Cross-site scripting attacks can occur anywhere that possibly malicious users are allowed t
unregulated material to a trusted web site for the consumption of other valid users. The most co
example can be found in bulletin-board'web sites that provide web-based mailing list-style functio
The most common attack performed with cross-site scripting involves the disclosure of information
stored in user cookies. In someircumstances it is possible to run arbitrary code on a victim's computer
when cross-site scripting is,combined with other flaws.

7.7.4 Avoiding the yulnerability or mitigating its effects

Software developers-can avoid the vulnerability or mitigate its ill effects in the following ways.

Carefullycheck each input parameter against a rigorous positive specification (white-list) de
the specific characters and format allowed.

Sanitize all input, not just parameters that the user is supposed to specify, but all data in the re

h post
mmon
pality.

fining

quest,

ineluding hidden fields, cookies, headers, the URL (Uniform Resource Locator) itself, and so fopth2).

Validate all parts of the HTTP (Hypertext Transfer Protocol) request, including fields that we

re not

expected to have changed in the client or fields that were anticipated for future growth.

Where the base system is a SQL database, follow the recommendations of 7.9.

12) A common mistake that leads to continuing XSS vulnerabilities is to validate only fields that are expected to be
redisplayed by the site.
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7.8 URL redirection to untrusted site ("open redirect") [PYQ]

7.8.1 Description of application vulnerability

A web application accepts a user-controlled input that specifies a link to an external site, and then
uses that link in a redirect without checking that the URL points to a trusted location. This simplifies
phishing attacks.

7.8.2 [ Cross reference

CWEI§l: 601. URL Redirection to Untrusted Site ("Open Redirect")

7.8.3 | Mechanism of failure

An ht{p parameter can contain a URL value that causes the web application to redirect|the request to
the splecified URL. By modifying the URL value to a malicious site, an attacker can successfully launch
a phishing scam and steal user credentials. Because the server name in the modified{ink is identical to
the orfginal site, phishing attempts have a more trustworthy appearance.

7.8.4 | Avoiding the vulnerability or mitigating its effects

Softwhre developers can avoid the vulnerability or mitigate its ill effects through input validation in the
followjing ways:

— Agsume all input is malicious. Use an accept known goodjinput validation strategy; for example,
uge a whitelist of acceptable inputs that strictly conform to specifications. Reject any input that
does not strictly conform to specifications, or transform it into something that does. Do not rely
exclusively on looking for malicious or malformed.ifputs (for example, do not rely on a blacklist).
bwever, blacklists can be useful for detecting potential attacks or determining which inputs are so
mfalformed that they should be rejected outright.

— Co¢nsiderall potentiallyrelevant properties;includinglength, type ofinput, the fullrange of acceptable
v3lues, missing or extra inputs, syntax,”consistency across related fields, and conformance to
byisiness rules. As an example of business rule logic, boat can be syntactically valid because it only
cgntains alphanumeric characters, but it is not valid if a colour such as red or b1ue was expected.
Use a whitelist of approved URLs or domains to be used for redirection.

7.9 [Injection [RST]

7.9.1| Description of application vulnerability

Injectjon problems span a wide range of instantiations. The basic form of this weakness involves the
software allowing-injection of additional data in input data to alter the control flow of the process.
Comnland injection problems are a subset of injection problems, in which the process can be tricked
into cplling external processes of an attacker’s choice through the injection of command syntax into

the input data. Multiple leading/internal/trailing special elements injected into an application through
input lcan be used to compromise a system As data is pnrcpd, imprnpprlv handled mnlfiplp ]pnding

special elements can cause the process to take unexpected actions that resultin an attack. Software may
allow the injection of special elements that are non-typical but equivalent to typical special elements
with control implications. This frequently occurs when the product has protected itself against special
element injection. Software may allow inputs to be fed directly into an output file that is later processed
as code, such as a library file or template. Line or section delimiters injected into an application can be
used to compromise a system.

Many injection attacks involve the disclosure of important information — in terms of both data
sensitivity and usefulness in further exploitation. In some cases injectable code controls authentication;
this can lead to a remote vulnerability. Injection attacks are characterized by the ability to significantly
change the flow of a given process, and in some cases, to the execution of arbitrary code. Data injection
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attacks lead to loss of data integrity in nearly all cases as the control-plane data injected is always
incidental to data recall or writing. Often the actions performed by injected control code are not logged.

SQL injection attacks are a common instantiation of injection attack, in which SQL commands are
injected into input to effect the execution of predefined SQL commands. Since SQL databases generally
hold sensitive data, loss of confidentiality is a frequent problem with SQL injection vulnerabilities.
If poorly implemented SQL commands are used to check user names and passwords, it is possible to

connect to a system as another user with no previous knowledge of the password. If authori

zation

information is held in a SQL database, it is possible to change this information through the successful

exploitation of the SQL injection vulnerability. Just as it is possible to read sensitive informatio
also possible to make changes or even delete this information with a SQL injection attack.

n, it is

Injection problems encompass a wide variety of issues — all mitigated in very different ways. Th¢ most
important issue to note is that all injection problems share one common trait — they allow fpr the

injection of control data into the user controlled data. This means that the exeetition of the p
can be altered by sending code in through legitimate data channels, using no other mechanism.

rocess
While

buffer overflows and many other flaws involve the use of some further issue to gain execution, injection

problems need only for the data to be parsed. Many injection attacks involvéthe disclosure of imp
information in terms of both data sensitivity and usefulness in furthéryexploitation. In some
injectable code controls authentication, this can lead to a remote vulnérability.

7.9.2 Cross reference
CWEI8:
74. Failure to Sanitize Data into a Different Plane (“Injéction")
76. Failure to Resolve Equivalent Special Elemétits into a Different Plane
78. Failure to Sanitize Data into an OS Comanand (aka "OS Command Injection")
89: Improper Neutralization of Special‘Elements used in an SQL Command ("SQL Injection")
90. Failure to Sanitize Data into LDAP Queries (aka "LDAP Injection")
91. XML Injection (aka Blind-XPath Injection)
92. Custom Special Character Injection
95. Insufficient Control of Directives in Dynamically Code Evaluated Code (aka "Eval Injectio
97. Failure to Sanitize Server-Side Includes (SSI) Within a Web Page

98. Insufficient Control of Filename for Include/Require Statement in PHP Program (aka "PH
Inclusien')

99Ansufficient Control of Resource Identifiers (aka "Resource Injection")

144. Failure to Sanitize Line Delimiters

brtant
cases

")

P File

140 Dol o Conitio o C fFica N alioa it oo
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161. Failure to Sanitize Multiple Leading Special Elements
163. Failure to Sanitize Multiple Trailing Special Elements
165. Failure to Sanitize Multiple Internal Special Elements
166. Failure to Handle Missing Special Element

167. Failure to Handle Additional Special Element

168. Failure to Resolve Inconsistent Special Elements
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564. SQL Injection: Hibernate
CERT C guidelines[38l: FI030-C

7.9.3 Mechanism of failure

A software system that accepts and executes input in the form of operating system commands (such
as system(), exec(), open()) can allow an attacker with lesser privileges than the target software
to execute commands with the elevated privileges of the executing process. Command injection is a

commjon problem with wrapper programs. Often, parts of the command to be run are controllable hy
the end user. If a malicious user injects a character (such as a semi-colon) that delimits the end of-one
commjand and the beginning of another, it becomes possible to insert an entirely new and unrelated
commfand to do whatever he/she pleases.

Dynarpically generating operating system commands that include user input as parameters can lead
to corpmand injection attacks. An attacker can insert operating system commands~or¢modifiers in
the uder input that can cause the request to behave in an unsafe manner. Such vulnerabilities can be
very dangerous and lead to data and system compromise. If no validation of the parameter to the exec
commfand exists, an attacker can execute any command on the system the application has the privilege
to access.

There|are two forms of command injection vulnerabilities. An attackeran change the command that
the prpgram executes (the attacker explicitly controls what the comm@and is). Alternatively, an attacker
can change the environment in which the command executes (the‘attacker implicitly controls what
the cdmmand means). The first scenario where an attacker explicitly controls the command that is
execufed can occur when:

— d4gta enters the application from an untrusted source;
— the datais part of a string that is executed as a command by the application;

— by executing the command, the application.gives an attacker a privilege or capability that the
aftacker would not otherwise have.

Eval ipjection occurs when the software allows inputs to be fed directly into a function (such as "eval")
that dynamically evaluates and executes the input as code, usually in the same interpreted language
that the product uses. Eval injection is’prevalent in handler/dispatch procedures that often invoke a
large number of functions, or set alarge number of variables.

A PHR file inclusion occurs when a PHP product uses require or include statements, or equivalent
statements, that use attacKey-controlled data to identify code or HTML (HyperText Markup Language)
to be dlirectly processed.bythe PHP interpreter before inclusion in the script.

A resdurce injection‘issue occurs when the following two conditions are met.

— Apattacker<can specify the identifier used to access a system resource. For example, an attacker can
be¢ able te-specify part of the name of a file to be opened or a port number to be used.

— BY specifying the resource, the attacker gains a capability that would not otherwise be permitted.

F v iSzaranla tha e gray ~o gl tha attacleartbho Slalibys +0 Aozt a tha e find £114 0 it
Fexampres e pregrattah 6”" tHe-attatrkerttRe-aphityte-overwiritetne-Spece et aiwith

a configuration controlled by the attacker, or transmit sensitive information to a third-party server.
Note: Resource injection that involves resources stored on the file system goes by the name path
manipulation and is reported in separate category. SeeZ.11 for further details of this vulnerability.
Allowing user input to control resource identifiers can enable an attacker to access or modify
otherwise protected system resources.

Line or section delimiters injected into an application can be used to compromise a system. As data
are parsed, an injected/absent/malformed delimiter can cause the process to take unexpected actions
that result in an attack. One example of a section delimiter is the boundary string in a multipart MIME
(Multipurpose Internet Mail Extensions) message. In many cases, doubled line delimiters can serve as a
section delimiter.
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7.9.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Assume all input is malicious and use an appropriate combination of black-lists and white-lists to

ensure only valid, expected and appropriate input is processed by the system.

— Narrowly define the set of safe characters based on the expected values of the parameter
request.

in the

— Anticipate that delimiters and special elements would be injected/removed/manipulatéd

input vectors of their software system and program appropriate mechanisms to handle then).

— Implement SQL strings using prepared statements that bind variables.

in the

— Use vigorous white-list style checking on any user input that can be used in a SQL\‘command. Rather

than escape meta-characters, it is safest to disallow them entirely since thelater use of daf
have been entered in the database may neglect to escape meta-charactersbefore use.

— Follow the principle of least privilege when creating user accounts to a SQL database.
requirements of the system indicate that users are permitted to.f€ad and modify their owr
then limit their privileges so they cannot read/write others' data,

— Assign permissions to the software system that prevents the user from accessing/oj
privileged files.

— Restructure code so that there is not a need to use the.éval () utility.
7.10 Unquoted search path or element [XZQ]

7.10.1 Description of application vulnerability

Strings injected into a software system that are not quoted can permit an attacker to execute arh
commands.

7.10.2 Cross reference
CWEI8:
428. Unquoted Sedrgh Path or Element

CERT C guidelines[38t ENV04-C

7.10.3 Mechanism of failure

The mechanism of failure stems from missing quoting of strings injected into a software syste
allowing white-spaces in identifiers, an attacker can potentially execute arbitrary commands
vulnerability covers "c:\Program Files" and space-in-search-path issues. Theoretically, this can

a that

If the
| data,

ening

itrary

m. By
. This
apply
be in

to)other operating systems besides Windows, especially those that make it easy for spaces tg

filenames or folders names.

7.10.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects by examining strings that are
to be interpreted to ensure that they do not contain constructs designed to exploit the system, such as

separators.
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7.11 Path traversal [EWR]

7.11.1 Description of application vulnerability

non

The software constructs a path that contains relative traversal sequence such as ".." or an absolute path
sequence such as "/path/here." Attackers run the software in a particular directory so that the hard
link or symbolic link used by the software accesses a file that the attacker has under their control. In
doing this, the attacker may be able to escalate their privilege level to that of the running process.

7.11.2 Cross reference

—

CWEI8I:
2%. Path Traversal

24. Path Traversal: - .. /filedir’

$. Path Traversal: '/../filedir’

6. Path Traversal: '/dir/../filename’

2
2
27. Path Traversal: 'dir/../../filename’
28. Path Traversal: ".\filename'

ZI. Path Traversal: '\..\filename'

30. Path Traversal: "\dir\..\filename'
31. Path Traversal: 'dir\.\filename'
32. Path Traversal: "..." (Triple Dot)
33. Path Traversal: "...." (Multiple Dot)
34. Path Traversal: "....//'

3%. Path Traversal: '.../...//"

37. Path Traversal: ‘/absolute/pathname/here’

38. Path Traversal: ‘ \absolute\ pathname\here’
BI. Path Traversal-'C:dirname’

4(. Path Traversal: "\\UNC\share\name\' (Windows UNC Share)
61. UNIX Symbolic Link (Symlink) Following

62. UNIX'Hard Link

6 WNWaindaiae it Dollosazian o (1 N2
vV IOV S OTIOT cCO T T OTIO VW It S (oI vV Ix )

65. Windows Hard Link
CERT C guidelines[38l: F1I002-C

7.11.3 Mechanism of failure

There are two primary ways that an attacker can orchestrate an attack using path traversal. In the
first, the attacker alters the path being used by the software to point to a location that the attacker
has control over. Alternatively, the attacker has no control over the path, but can alter the directory
structure so that the path points to a location that the attacker does have control over.
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For instance, a software system that accepts input in the form of:
'..\filename',

'\..\filename"',

'/directory/../filename’',

'directory/../../filename’,

'..\filename',

'\..\filename"',

"\directory\..\filename',

'directory\..\..\filename',

1 1
P

! ! (multiple dots)

'....//", or

AR
without appropriate validation can allow an attacker to traverse the file system to accessawarHlitrary
file. Note that '.." is ignored if the current working directory is the root directory. Someé-.of thesd input
forms can be used to cause problems for systems that strip out ".." from input in an attémpt to regmove
relative path traversal.

There are several common ways that an attacker can point a file access to a/file the attacker has
under their control. A software system that accepts input in the form of{/absolute/pathname}/here'
or "\absolute\pathname\here' without appropriate validation can alsosallow an attacker to traverse
the file system to unintended locations or access arbitrary files. An.attacker can inject a drive|letter
or Windows volume letter ('C:dirname') into a software system to,potentially redirect access|to an
unintended location or arbitrary file. A software system that acCepts input in the form of a backslash
absolute path without appropriate validation can allow an attacker to traverse the file system to
unintended locations or access arbitrary files. An attacker-can inject a Windows UNC (Universal
Naming Convention or Uniform Naming Convention) shdre ("\\UNC\share\name') into a software
system to potentially redirect access to an unintended location or arbitrary file. A software system that
allows UNIX symbolic links (symlink) as part of pathsswhether in internal code or through user input
can allow an attacker to spoof the symbolic link anditraverse the file system to unintended locatipns or
access arbitrary files. The symbolic link can pertit an attacker to read/write/corrupt a file thqt they
originally did not have permissions to access Failure for a system to check for hard links can repult in
vulnerability to different types of attacks.For example, an attacker can escalate their privilegeq if he/
she can replace a file used by a privileged'program with a hard link to a sensitive file, for examplg, etc/
passwd. When the process opens the file) the attacker can assume the privileges of that process.

A software system that allows Wiridows shortcuts (.LNK) as part of paths whether in internall code
or through user input can allow.an attacker to spoof the symbolic link and traverse the file sysfem to
unintended locations or access arbitrary files. The shortcut (file with the .1nk extension) can permit an
attacker to read/write a/file that they originally did not have permissions to access.

Failure for a system~to check for hard links can result in vulnerability to different types of aftacks.
For example, an attacker can escalate their privileges if he/she can replace a file used by a privjileged
program with @-hard link to a sensitive file (such as etc/passwd). When the process opens the file,
the attacker,ean assume the privileges of that process or possibly prevent a program from accyrately
processing data in a software system.

A sanitizing mechanism can remove characters such as “.' and ‘;' which can be required for some exploits.
An attacker can try to fool the sanitizing mechanism into "cleaning" data into a dangerous| form.
Suppose the attacker injects a “' inside a filename (say, sensi.tiveFile) and the sanitizing mechanism

TEMOVES the character resutting i the vatid fitemrane, sensttiveri e if the mputdata s Tow assumed
to be safe, then the file can be compromised.

When two or more users, or a group of users, have write permission to a directory, the potential for
sharing and deception is far greater than it is for shared access to a few files. The vulnerabilities that
result from malicious restructuring via hard and symbolic links suggest that it is best to avoid shared
directories.

Securely creating temporary files in a shared directory is error-prone and dependent on the version
of the runtime library used, the operating system, and the file system. Code that works for a locally
mounted file system, for example, can be vulnerable when used with a remotely mounted file system.

© ISO/IEC 2019 - All rights reserved 117


https://standardsiso.com/api/?name=0b748784fb841f9d6d866eca5d0460f6

ISO/IEC TR 24772-1:2019(E)

The mitigation should be centred on converting relative paths into absolute paths and then verifying that
the resulting absolute path makes sense with respect to the configuration and rights or permissions.
This can include checking white-lists and black-lists, authorized super user status, access control lists,
or other fully trusted status.

7.11.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Agsumeallinputis malicious. Attackers caninsert pathsinto input vectors and traverse the file systen

— Usge an appropriate combination of black-lists and white-lists to ensure only valid and expected
injput is processed by the system.

Use sanitizers to scrub input for sensitive programs. Ensure that sanitizers work propgrly?3).

— C¢mpare multiple attributes of the file to improve the likelihood that the file is the'éxpected onel4).
FIllow the principle of least privilege when assigning access rights to files.

— Deny access to a file can prevent an attacker from replacing that file with.alink to a sensitive file.
— Ensure good compartmentalization in the system to provide protectedareas that can be trusted.
— Restrict the use of shared directories; prefer files pulled from cofifiguration management systems.

— Dp not permit temporary files to be created in shared direetories.
7.12 Resource names [HTS]

7.12.1 7Description of application vulnerability

Interfacing with the directory structure or other external identifiers on a system on which software
execufes is very common. Differences in the conventions used by operating systems can result in
signiffcant changes in behaviour when ‘the same program is executed under different operating
systerps. For instance, the directory structure, permissible characters, case sensitivity, and so forth can
vary dmong operating systems and even among variations of the same operating system. For example,
Micropoft prohibits “/2:&\*”<>| 2% but UNIX, Linux, and OS X operating systems allow any character
except for the reserved charactérto be used in a filename.

Some |operating systems are‘case sensitive while others are not. On non-case sensitive operating
systemns, depending on.the software being used, the same filename can be displayed, as filename,
Filengme or rILENAME.2Nd all would refer to the same file.

Some pperating systems, particularly older ones, only rely on the significance of the first n characters
of the| file nameé)'n can be unexpectedly small, such as the first 8 characters in the case of Winl6
architectures;which would cause filenamel, filename2 and filename3 to all map to the same file.

Variatjions 'in the filename, named resource or external identifier being referenced can be the basis

for varfous kimds of probtems—Such mistakes orambiguity cam be umnimnterntionat; orinterntionat; amd i
either case they can be potentially exploited, if surreptitious behaviour is a goal.

«n «n

13) For example, a sanitizer should remove “” or “.” at a string beginning, but not in the middle of a valid file system
address.

14) Files can often be identified by other attributes in addition to the file name, for example, by comparing file
ownership or creation time. Information regarding a file that has been created and closed can be stored and then
used later to validate the identity of the file when it is reopened
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7.12.2 Cross reference

JSF AV Rules!31l: 46, 51, 53, 54, 55, and 56
MISRA C[35]: 1.1

CERT C guidelines[38l: MSC09-C and MSC10-C

7.12.3 Mechanism of Failure

The wrong named resource, such as a file, can be used within a program in a form that provides
to a resource that was not intended to be accessed. Attackers can exploit this situation to ntenti
misdirect access of a named resource to another named resource.

7.12.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Where possible, use an API that provides a known common set of conventions for namir
accessing external resources, such as POSIX, ISO/IEC/IEEE 9945:2009 (IEEE Std 1003.1-2001

— Analyse the range of intended target systems, develop a suitable API for dealing with ther
document the analysis.

— Ensure that programs adapt their behaviour to the platform on which they are executing, s
only the intended resources are accessed. The meafis that information on such characteris
the directory separator string and methods of aceeSsing parent directories must be paramet
and not exist as fixed strings within a program,

— Avoid creating resource names that are longer than the guaranteed unique length of all pof
target platforms.

— Avoid creating resources, which are-differentiated only by the case in their names.

ccess
onally
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n, and
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— Avoid all Unicode characters and all control characters in filenames and the extensions (see [44

7.13 Resource exhaustion [XZP]

7.13.1 Description of-application vulnerability

The application issusceptible to generating and/or accepting an excessive number of requests th
potentially exhaust'limited resources, such as memory, file system storage, database connectio
entries, or CRY,-This can ultimately lead to a denial of service that can prevent any other applic
from accessing these resources.

7.13.2-2Cross reference

CWEIBI:

at can
h pool
ations

400. Resource Exhaustion

7.13.3 Mechanism of failure

There are two primary failures associated with resource exhaustion. The most common result of

resource exhaustion is denial of service. In some cases an attacker or a defect can cause a system
in an unsafe or insecure fashion by causing an application to exhaust the available resources.

to fail

Resource exhaustion issues are generally understood but are far more difficult to prevent. Taking
advantage of various entry points, an attacker can craft a wide variety of requests that would cause the
site to consume resources. Database queries that take a long time to process are good DoS (Denial of
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Service) targets. An attacker would only have to write a few lines of Perl code to generate enough traffic
to exceed the site's ability to keep up. This would effectively prevent authorized users from using the
site atall.

Resources can be exhausted simply by ensuring that the target machine does more work and consume
more resources to service a request than the attacker does to initiate a request. Prevention of these
attacks requires that the target system either recognizes the attack and denies that user further access
for a given amount of time or uniformly throttles all requests to make it more difficult to consume
resources more quickly than they can again be freed. The first of these solutions is an issue in itself
though, since it can allow attackers to prevent the use of the system by a particular valid user. If the
attacKer impersonates the valid user, it becomes possible to prevent the user from accessing the server
in question. The second solution is simply difficult to effectively institute and even when properly done,
it doe$ not provide a full solution. It simply makes the attack require more resources on the part of the
attacHer.

The

fipal concernis that of systems which fail open. This means thatin the event of resouree’consumption,

the syjstem fails in such a way that the state of the system — and possibly the security functionality
of the[system — are compromised. A prime example of this can be found in old\switches that were
vulnerable to "macof” attacks (so named for a tool developed by Dugsong). These attacks flooded a
switchh with random Internet Protocol (IP) and Media Access Control (MAG) address combinations,
therefore exhausting the switch's cache, which held the information of which port corresponded to
whichf MAC addresses. Once this cache was exhausted, the switch would fail in an insecure way and
would begin to act simply as a hub, broadcasting all traffic on all ports and allowing for basic sniffing
attacls.

7.13.4 Avoiding the vulnerability or mitigating its effects

Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

Implement throttling mechanisms into the system architecture that are capable of detecting
potential denial of service attacks and throttling access when detected.

NOTE The best protection is to limit the amount of resources that an application can cause to be
e¥pended.

— Implement a strong authentication and access control model to deter such attacks. The
authentication application should be protected against denial of service attacks as much as
possible.

— Limit the critical resource (such as database) access, perhaps by caching often-used result sets,
to reduce the reseurces expended.

— Track the rate 0f requests received from users and blocking requests that exceed a defined rate
thresholddo further limit the potential for a denial of service attack.

Ensure that applications have specific limits of scale placed on them, and that all failures in resource
allocation cause the application to fail safely.

7.14 Authentication lngir error [Y7n]

7.14.1 Description of application vulnerability

The

software does not properly ensure that the user has proven their identity.

7.14.2 Cross reference

CWEIEI:

120

287. Improper Authentication
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288. Authentication Bypass by Alternate Path/Channel
289. Authentication Bypass by Alternate Name

290. Authentication Bypass by Spoofing

294. Authentication Bypass by Capture-replay

301. Reflection Attack in an Authentication Protocol

302. Authentication Bypass by Assumed-Immutable Data
303. Improper Implementation of Authentication Algorithm
305. Authentication Bypass by Primary Weakness

602. Client-side Enforcement of Server-side Security

7.14.3 Mechanism of failure

There are many ways that an attacker can potentially bypass the validation of a user. Some of the¢ ways
are means of impersonating a legitimate user while others are means*of bypassing the authentication
mechanisms that are in place. In either case, a user who should nothave access to the software system
gains access.

Authentication bypass by alternate path or channel occurswhen a product requires authenticatign, but
the product has an alternate path or channel that dogs\not require authentication. Note that this is
often seen in web applications that assume that access to a particular CGI (Common Gateway Intdrface)
program can only be obtained through a "front" scteen, but this problem is not just in web applications.

Authentication bypass by alternate name occui’s when the software performs authentication baged on
the name of the resource being accessed, but there are multiple names for the resource, and hot all
names are checked.

Authentication bypass by capture-replay occurs when it is possible for a malicious user to sniff network
traffic and bypass authentication by replaying it to the server in question to the same effect ps the
original message (or with miner:changes). Messages sent with a capture-relay attack allow acdess to
resources that are not otherwise accessible without proper authentication. Capture-replay attacks are
common and can be diffieult to defeat without cryptography. They are a subset of network injection
attacks that rely on listening in on previously sent valid commands, then changing them slightly if
necessary and resending the same commands to the server. Since any attacker who can listen to fraffic
can see sequence numbers, it is necessary to sign messages with some kind of cryptography to gnsure
that sequence nuimbers are not simply doctored along with content.

Reflection attacks capitalize on mutual authentication schemes to trick the target into revealipng the
secret shared between it and another valid user. In a basic mutual-authentication scheme, a sefret is
known to both a valid user and the server; this allows them to authenticate. In order to verify this
shared secret without sending it plainly over the wire, they utilize a Diffie-Hellman-style schgme in
which they each pick a value, then request the hash of that value as keyed by the shared secrédt. In a
reflection attack, the attacker claims to be a valid user and requests the hash of a random valué from

the server. When the server returns this value and requests its own value to be hashed, the attacker
opens another connection to the server. This time, the hash requested by the attacker is the value that
the server requested in the first connection. When the server returns this hashed value, it is used in the
first connection, authenticating the attacker successfully as the impersonated valid user.

Authentication bypass by assumed-immutable data occurs when the authentication scheme or
implementation uses key data elements that are assumed to be immutable, but can be controlled or
modified by the attacker, for example, if a web application relies on a cookie Authenticated = 1.
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Authe

ntication logic error occurs when the authentication techniques do not follow the algorithms that

define them exactly and so authentication can be jeopardized. For instance, a malformed or improper
implementation of an algorithm can weaken the authorization technique.

An authentication bypass by primary weakness occurs when the authentication algorithm is sound, but
the implemented mechanism can be bypassed as the result of a separate weakness that is primary to
the authentication error.

A server that relies on client-side authentication or protection logic can be fooled by unexpected

chang

Ps to the client protection code, resulting in maliciously modified server behaviour.

7.14.4 Avoiding the vulnerability or mitigating its effects

Softw

— F

hre developers can avoid the vulnerability or mitigate its ill effects in the following ways;

— FInnel all access through a single choke point to simplify how users can access a respurce.

r every access, perform a check to determine if the user has permissions to ac¢ess the resource.

— Ayoid making decisions based on names of resources (for example, files) if those resources can have

al

ternate names.

— Cénonicalize the name to match that of the file system's representation of the namel5),

— Ensure that messages can be parsed only once, e.g., by including ‘@’sequence number or time stamp
inla checksum.

— U

7.15

7.15.1

The s
attem

7.15.2

CWEI8I:

7.15.3

In a r¢
and W
large

be different keys for the initiator and responder or of a:different type of challenge for the initiator

and responder.

Improper restriction of excessive authentication attempts [WPL]

Description of application vulnerability

oftware does not implement sufficient measures to prevent multiple failed authentication
pts within in a short time frame/making it more susceptible to brute force attacks.

Cross reference

]

307. Improper Restriction of Excessive Authentication Attempts

Mechanisnrof failure

cent incident, an attacker targeted a member of a popular social networking sites support team
as able“to successfully guess the member's password using a brute force attack by guessing a
humber of common words. Once the attacker gained access as the member of the support staff,

mead tha s da oot o il 0 gt S cncc b o b A Sttt b aloanagnd +0 cnloalbitiac

he/sh
and p

o T O T C O UTITITIT ST o tUT paliCT tOU- o attt o5 tUT oot orattourtts oot oo s O to Tt oTTIoOcS

oliticians. Ultimately, fake messages were sent that appeared to come from the compromised

accounts.

7.15.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following way:

— Disconnect the user after a small number of failed attempts

15) This can sometimes be achieved with an available API (for example, in Win32 the GetFullPathName function).
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— Implement a timeout on authentication
— Lock out a targeted account

— Require a computational task on the user's part.

— Use a vetted library or framework that does not allow this vulnerability to occur or provides

constructs that make this weakness easier to avoid.

APRPIAuthent

— Considerusing

glibrarieswithauthenticationcapabilitiessuchasOpenSSLorthe ES

icator.

7.16 Hard-coded credentials [XYP]

7.16.1 Description of application vulnerability

Hard coded credentials (such as password, username/password or id number) wilkcompromise s
security in a way that cannot be easily remedied. It is never a good idea to hardcode any credenti
only does hard coding the credential allow all of the project's developers te‘view it, it also makes
the unintended disclosure of any credential extremely difficult. Once the code is in productid
credential cannot be changed without patching the software. If the acégunt protected by the cred

ystem
hl. Not
fixing
n, the
ential

is compromised, the owners of the system will be forced to choose between security and availabillity.

7.16.2 Cross reference
CWEI8:
259. Hard-Coded Password
798. Use of Hard-coded Credentials

7.16.3 Mechanism of failure

The use of a hard-coded credentials ias many negative implications - the most significant of
being a failure of authentication measures under certain circumstances. On many systems, a ¢

these
efault

administration account exists whieh is set to a simple default password that is hard-coded infto the

program or device. This hard-eoded password is the same for each device or system of this tyj
often is not changed or disabled by end users. If a malicious user comes across a device of this K
is a simple matter of looking up the default credential (which is likely freely available and public
Internet or the malicidus User can view firmware as text to find text strings that resemble crede
and logging in with(Complete access. In systems that authenticate with a back-end service, hard-
credentials withifrclosed source or drop-in solution systems require that the back-end service

e and
ind, it
pn the
ntials)
coded
use a

credential that'can be easily discovered. Client-side systems with hard-coded credentials presenit even

more of a threat, since the extraction of a credential from a binary is exceedingly simple. If hard-
credentials-are used, it is almost certain that unauthorized users will gain access through the a
in quesktion.

7-16.4 Avoiding the vulnerability or mitigating its effects

coded
rcount

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

Use a first login mode that requires the user to enter a unique strong password or other credential
rather than hard code a default credential (such as username and password) for first time logins.

For front-end to back-end connections, use one or more of the following solutions:

1) Use generated credentials that are changed automatically and must be entered at given time
intervals by a system administrator. These credentials will be held in memory and only be
valid for the time intervals.
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2) Use credentials that are limited at the back end to only performing actions for the front end, as
opposed to having full access.

3) Tag messages with a checksum that includes time sensitive values so as to prevent replay style
attacks.

7.17 Insufficiently protected credentials [XYM]

7.17.17 Description of appiication vuinerability

This weakness occurs when the application transmits, or stores authentication credentials and usésyan
insecyre method that is susceptible to unauthorized interception and/or retrieval.

7.17.2 Cross reference
CWEI[$I:
2%6. Plaintext Storage of a Password

2%7. Storing Passwords in a Recoverable Format

7.17.3 Mechanism of failure

a credential, such as a password, in plaintext can resultdn a system compromise. Credential
management issues occur when a credential is stored in plaintext in an application's properties
or corfiguration file. A programmer can attempt to remedy, the credential management problem by
obscufing the credential with an encoding function, such«as)Base64 encoding, but this effort does not
adequlately protect the credential. Storing a plaintext credential in a configuration file allows anyone
who cpn read the file access to the credential-protected resource. Developers sometimes believe that
they cpnnot defend the application from someone who has access to the configuration, but this attitude
makeg an attacker's job easier. Good credential management guidelines require that a credential never
be stofed in plaintext.

The storage of credentials in a recoverablé format makes them subject to credential reuse attacks
by madlicious users. If a system administrator can recover the credential directly or use a brute force
search on the information available to him, he/she can use the credential on other accounts.

The ule of recoverable credentials significantly increases the chance that credentials will be used
maliciously. In fact, it should\be noted that recoverable encrypted credentials provide no significant
benefit over plain-text credentials since they are subject not only to reuse by malicious attackers but
also by malicious insiders.

7.17.4 Avoiding the vulnerability or mitigating its effects
Softwhre deyeélopers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Ayoid'storing credentials in easily accessible locations.

— Never store a credential in plain text.
— Ensure that strong, non-reversible encryption is used to protect stored credentials.

— Store cryptographic hashes of credentials as an alternative to storing in plaintext.
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7.18 Missing or inconsistent access control [XZN]

7.18.1 Description of application vulnerability

The software does not perform access control checks in a consistent manner across all potential

execution paths.

7.18.2 Cross reference

CWEISI;
285. Missing or Inconsistent Access Control
352. Cross-Site Request Forgery (CSRF)
807. Reliance on Untrusted Inputs in a Security Decision
862. Missing Authorization
CERT C guidelines[38l: FI006-C

7.18.3 Mechanism of failure

For web applications, attackers can issue a request directly to a page (URL) that they may 1
authorized to access. If the access control policy is not consistently enforced on every page restric
authorized users, then an attacker can gain access to and possibly corrupt these resources.

7.18.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability'or mitigate its ill effects in the following ways.

— For web applications, make sure that‘the access control mechanism is enforced correctly

hot be
ted to

at the

server side on every page. Users shquld not be able to access any information simply by requesting

direct access to that page, if they do not have authorization.

— Ensurethatall pages containing sensitive information are not cached, and that all such pagesr
access to requests that are accompanied by an active and authenticated session token asso
with a user who has the\required permissions to access that page.

7.19 Incorrect authorization [B]JE]

7.19.1 Description of application vulnerability

pstrict
ciated

The software performs a flawed authorization check when an actor attempts to access a resoufrce or

perform an action. This allows attackers to bypass intended access restrictions.

7.19.2 Cross reference

CWEIB8I:

863. Incorrect Authorization

7.19.3 Mechanism of failure

Authorization is the process of determining whether that user can access a given resource, based

on the

user's privileges and any permissions or other access-control specifications that apply to the resource.
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When access control checks are incorrectly applied, users are able to access data or perform actions that
they should not be allowed to perform. This can lead to a wide range of problems, including information
exposures, denial of service, and arbitrary code execution.

7.19.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects by ensuring that access control
checks related to their business needs!®) are performed.

7.20 Adherence to least privilege [XYN]

7.20.1 Description of application vulnerability

Failurp to adhere to the principle of least privilege amplifies the risk posed by other vulnerabilities.

7.20.2 Cross reference
CWEI&I:
2%0. Design Principle Violation: Failure to Use Least Privilege

CERT [C guidelines[38l: POS02-C

7.20.3 Mechanism of failure

This yulnerability type refers to cases in which an application grants greater access rights than
necessary. Depending on the level of access granted, this’can allow a user to access confidential
ation. For example, programs that run with roet privileges have caused innumerable UNIX
security disasters. It is important that you carefully review privileged programs for all kinds of security
problgms, but it is equally important that privileged programs drop back to an unprivileged state as
quickly as possible to limit the amount of damage‘that an overlooked vulnerability can cause. Privilege
management functions can behave in some leSs-than-obvious ways, and they have different quirks on
differ¢nt platforms. These inconsistenciesfare particularly pronounced if you are transitioning from
one ngn-root user to another. Signal handlers and spawned processes run at the privilege of the owning
process, so if a process is running as root when a signal fires or a sub-process is executed, the signal
handler or sub-process will operate’ with root privileges. An attacker can leverage these elevated
privilgges to do further damage» To grant the minimum access level necessary, first identify the
differ¢nt permissions that an(application or user of that application will need to perform their actions,
such ds file read and write permissions, network socket permissions, and so forth. Then explicitly allow
those pctions while denying all else.

7.20.4 Avoiding thevulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Carefully manage the setting, management and handling of privileges.

— Expiicitly manmage trustzones i the software.

— Follow the principle of least privilege when assigning access rights to entities in a software system.

16) These checks may be different and more detailed than those applied to more generic resources such as files,
connections, processes, memory, and database records. For example, a database may restrict access for medical
records to a specific database user, but each record can be intended to be only accessible to the patient and the
patient's doctor.
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7.21 Privilege sandbox issues [XYO]

7.21.1 Description of application vulnerability

A variety of vulnerabilities occur with improper handling, assignment, or management of privileges.
These are especially present in sandbox environments, although it can be argued that any privilege

problem occurs within the context of some sort of sandbox.

7.2T.2 Cross reference
CWEI8:
266. Incorrect Privilege Assignment
267. Privilege Defined With Unsafe Actions
268. Privilege Chaining
269. Privilege Management Error
270. Privilege Context Switching Error
272. Least Privilege Violation
273. Failure to Check Whether Privileges were Dropped,Successfully
274. Failure to Handle Insufficient Privileges
276. Insecure Default Permissions
732. Incorrect Permission Assignment for‘Critical Resource

CERT C guidelines[38l: POS36-C

7.21.3 Mechanism of failure

The failure to drop system privileges when it is reasonable to do so is not an application vulner
by itself. It does, however, serve to significantly increase the severity of other vulnerabilities. Acc
to the principle of least privilege, access should be allowed only when it is absolutely necessary
function of a given systemy/and only for the minimal necessary amount of time. Any further allowa
privilege widens the-window of time during which a successful exploitation of the system will p
an attacker with that’same privilege.

Many situations-can lead to a mechanism of failure.
— A product incorrectly assigns a privilege to a particular entity.

— Afparticular privilege, role, capability, or right can be used to perform unsafe actions thaf
not intended, even when it is assigned to the correct entity. (Note that there are two separat

hbility
prding
to the
nce of
rovide

were
e sub-
ject is

categories here: privilege incorrectly allows entities to perform certain actions; and the ob

incorrectly accessible to entities with a given privilege.)

— Two distinct privileges, roles, capabilities, or rights are combined in a way that allows an entity to

perform unsafe actions that would not be allowed without that combination.

— The software does properly manage privileges while it is switching between different contexts that

cross privilege boundaries.

— A product does not properly track, modify, record, or reset privileges.
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— In some contexts, a system executing with elevated permissions will hand off a process/file or other
object to another process/user. If the privileges of an entity are not reduced, then elevated privileges
are spread throughout a system and possibly to an attacker.

— The software does not properly handle the situation in which it has insufficient privileges to perform
an operation.

— A program, on installation, can set insecure permissions for an object.

7.21.4 Avoiding the vulnerability or mitigating its effects
Softwhre developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— F¢llow the principle of least privilege when assigning access rights to entities in a softwane’system.
The setting, management and handling of privileges should be managed very carefully.

— Onh changing security privileges, verify that the change was successful.

— F¢llow the principle of separation of privilege. Require multiple conditions to be met before
pé¢rmitting access to a system resource.

— Explicitly manage trust zones in the software. If at all possible, limit‘the allowance of system
privilege to small, simple sections of code that can be called atomically.

— Ensure that the operating system drops the elevated privilege and returns to the privilege level of
the invoking user as soon as possible after calling a privileged\function such as chroot().

7.22 Missing required cryptographic step [XZS]

7.22.1 Description of application vulnerability

Cryptpgraphic implementations should follow thé algorithms that define them exactly, otherwise
encryption can be faulty.

7.22.2 Cross reference
CWEI&:
325. Missing Required Cryptographic Step

327. Use of a Broken orRisky Cryptographic Algorithm

7.22.3 Mechanismdof failure

Not fdllowing the algorithms that define cryptographic implementations exactly can lead to weak
encryption. This can be the result of many factors such as a programmer missing a required

cryptographic step or using weak randomization algorithms.
7.22.Lvmﬂnrﬂr¢mrmmmwyvrmrmtmmmﬂ—

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.

— Implement cryptographic algorithms precisely.

— Use system functions and libraries rather than writing the function.
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7.23 Improperly verified signature [XZR]

7.23.1 Description of application vulnerability

The software does not verify, or improperly verifies, the cryptographic signature for data. By not
adequately performing the verification step, the data being received should not be trusted and can be

corrupted or made intentionally incorrect by an adversary.

7.23.2 Cross reference
CWELEI:

347. Improperly Verified Signature

7.23.3 Mechanism of failure

can be intentionally compromised. If the exchange of the cryptologic keys‘are compromised then an

Datais signed using techniques that assure the integrity of the data. There aretwo ways that the ina:[egrity

attacker can provide encrypted data that has been altered. Alternatively,ifthe cryptologic verific
flawed so that the encryption of the data is flawed, this again lets an.attacker alter the data.

7.23.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigatedts ill effects in the following ways.
— Use data signatures to the extent possible to help:ensure trust in data.

— Use built-in verifications for data
7.24 Use of a one-way hash without a salt [MVX]

7.24.1 Description of application viilnerability

ion is

The software uses a one-way cryptégraphic hash against an input that should not be reversible, spch as

a credential, but the software daés not also use a salt!?) as part of the input.

7.24.2 Cross reference

CWEI8:
325. Missing-Required Cryptographic Step
327. Useof a Broken or Risky Cryptographic Algorithm
759 Use of a One-Way Hash without a Salt

7.24.3 Mechanism of failure

This makes it easier for attackers to pre-compute the hash value using dictionary attack techn
such as rainbow tables.

iques

17) In cryptography, a salt consists of random bits, early systems used a 12-bit salt, modern implementations use

48 bits to 128 bits.
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7.24.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways.
— Forasalt:

— generate a random salt each time a new credential is processed;

— add the salt to the plaintext credential before hashing it;

—t when the hash is stored, also store the salt;
— do not use the same salt for every credential that you process.

be one-way hashing techniques that allow the configuration of a large number of rounds; such as
rypt18),

U
b
— Use industry-approved techniques correctly. Never skip resource-intensive steps (see CWE-325(8]),
These steps are often essential for preventing common attacks.

7.25 [nadequately secure communication of shared resources [CGY}

7.25.1 Description of application vulnerability

A resdurce that is directly visible from more than one process (at,the same approximate time) and is
not pirjotected by access locks can be hijacked or used to corrupt) ‘control or change the behaviour of
other processes in the system. Many vulnerabilities that are associated with concurrent access to files,
sharedl memory or shared network resources fall under this vulnerability, including resources accessed
via stdteless protocols such as HTTP and remote file protocols.

7.25.2 Cross-references
CWEI&!:
1%. External Control of System or Configuration Setting
311. Missing Encryption of Sensitive Data

642. External Control of Critical State Data

367: Time of check, time ofuse

BurnsA. and Wellings Ak

7.25.3 Mechanismof failure

Any time that\a’shared resource is open to general inspection, the resource can be monitored by a
foreigh process to determine usage patterns, timing patterns, and access patterns to determine ways
that alplanned attack can succeed!?). Such monitoring may be, but is not limited to:

— reading resource values to obtain information of value to the applications;

18) This may increase the expense when processing incoming authentication requests, but if the hashed credentials
are ever stolen, it significantly increases the effort for conducting a brute force attack, including rainbow tables.
With the ability to configure the number of rounds, one can increase the number of rounds whenever CPU speeds or
attack techniques become more efficient.

19) Such monitoring is usually possible by a process executing with system privilege, but even small slips in access
controls and permissions let such resources be seen from other (non system level) processes. Even the existence
of the resource, its size, or its access dates/times and history (such as “last accessed time”) can give valuable
information to an observer
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— monitoring access time and access thread to determine when aresource can be accessed undetected
by other threads (for example, Time-of-Check-Time-Of-Use attacks rely on a determinable amount
of time between the check on a resource and the use of the resource when the resource can be

modified to bypass the check);

— monitoring a resource and modification patterns to help determine the protocols in use;

— monitoring access times and patterns to determine quiet times in the access to a resource that can

be used to find successful attack vectors.

This monitoring can then be used to construct a successful attack, usually in a later attack.

Any time that a resource is open to general update, the attacker can plan an attack by|performing

experiments to:
— discover how changes affect patterns of usage, timing, and access;

— discover how application threads detect and respond to forged values.

Any time that a shared resource is open to shared update by a thread, the resource can be changed in

ways to further an attack once it is initiated. For example, in a well-kfiown attack, a process mo
a certain change to a known file and then immediately replaces a virus free file with an infected
bypass virus checking software.

With careful planning, similar scenarios can result in the foréign process determining a weak
the attacked process leading to an exploit consisting of anything up to and including arbitrar}
execution.

7.25.4 Avoiding the vulnerability or mitigating its effect
Software developers can avoid the vulnerabilityor mitigate its effects in the following ways.
— Place all shared resources in memorytegions accessible to only one process at a time.

— Protectresources that need to be visible with encryption or with checksums to detect unauth
modifications.

— Obtain an unforgeable access path such as the file handle obtained on first access

— Protectaccess to shared resources using an unforgeable access path, permissions, access cont
obfuscation.

— Have and enférce clear rules with respect to permissions to change shared resources.

— Detect attempts to alter shared resources and take immediate action.
7.26 Memory locking [XZX]

7-26.1 Description of application vulnerability

nitors
file to

ess of
y code

brized

rol, or

Sensitive data stored in memory that was not locked or that has been improperly locked may be written

to swap files on disk by the virtual memory manager.

7.26.2 Cross reference
CWEI8l:

591. Sensitive Data Storage in Improperly Locked Memory
CERT C guidelines[38l: MEM06-C
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