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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are de
in the[[SO/TEC DiTectives, Part 1. In particular, the different approval criteria needed for the differer
of dodqument should be noted. This document was drafted in accordance with the editorial rules of thie

[SO anpd IEC draw attention to the possibility that the implementation of this document‘may involye the
| (@) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability pf any
claimgd patent rights in respect thereof. As of the date of publication of this document,|ISO and IEC had not
receivied notice of (a) patent(s) which may be required to implement this document‘However, implemgnters
qutioned that this may not represent the latest information, which may be obtained from the patent
databpse available at www.iso.org/patents and https://patents.iec.ch. ISQ@,and IEC shall not b¢ held
respofisible for identifying any or all such patent rights.

Any tfade name used in this document is information given for the“Convenience of users and dogs not
constitute an endorsement.

For ar] explanation of the voluntary nature of standards, the meaning of ISO specific terms and exprefssions
related to conformity assessment, as well as information ‘@bout ISO's adherence to the World [Trade
Organjization (WTO) principles in the Technical Barriers to, Trade (TBT) see www.iso.org/iso/foreword.html.
In the[lEC, see www.iec.ch/understanding-standards.

This fHocument was prepared by Joint Technical, Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 37, Biometrics.

This third edition cancels and replaces the(second edition (ISO/IEC TR 24722:2015), which hag been
technically revised.

The nfain changes are as follows:
— tHe content of Clause 3 has been'removed and ISO/IEC 2382-37 has been listed as a normative refefrence;
— td enhance information acecessibility, symbol descriptors have been paired with clear descriptions;

— tHe structure of the.document has been updated, and various editorial modifications have been made, in
order to improve-téchnical accuracy and bring the document in line with the most recent edition|of the
[JO/IEC Directives Part 2.

Any feedback<{or questions on this document should be directed to the user’s national starjdards
body.| A complete listing of these bodies can be found at www.iso.org/members.htm] and
www.iecs€hynational-committees.

© ISO/IEC 2024 - All rights reserved
iv


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
http://www.iso.org/patents
https://patents.iec.ch/iec/pa.nsf/pa_h.xsp?v=0
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://standardsiso.com/api/?name=8319c087ea76159973b3d09632e8f95b

ISO/IEC TR 24722:2024(en)

Introduction

Some applications of biometrics require a level of biometric performance that is difficult to obtain with a
single biometric measure. Such applications include the prevention of multiple applications for national
identity cards and security checks for air travel. In addition, provisions are needed for data subjects who are

unable

to give a reliable biometric sample for some biometric characteristic types.

Use of multiple biometric measurements from substantially independent biometric sensors, algorithms
or characteristic types typically gives improved technical performance and reduces risk. This includes an
improved level of performance where not all biometric measurements are available, such that decisions can

be magge from dlly number oI DIometric measurements wWitiiin an overall poliCy on accept/reject tnres

Of the
an ind

methqdds for combining measures at the score level have been discussed in References, {15] and []
the cyrrent level of understanding, combining results at the score level typically requites knowle
both mated and non-mated score distributions. All of these measures are highly application-dep¢
and generally unknown in any real system. Research on the methods not requiring previous knoy

of the

progressing.

Given|the current state of research into these questions and the highly application-dependent and ger
unavafilable data required for proper fusion at the score level, work an-multibiometric fusion can
meanfime be considered mature. By intention, this document is notyissued as International Stand{
order not to force industrial solutions to conform to the methodology described herein. Rather, the p
editioh of this document provides a mature technical descripfion for developments of multibio
systerps. It also provides a reference on multibiometric fusien*for developers of other biometric star
and imhplementers.

various forms of multibiometric systems, the potential for multimodal biometric systems; each
ependent measure, has been discussed in technical literature since at least 1974.[22][43} Ady

holds.

using

anced

dge of

6]. At

ndent

vledge

score distributions is continuing and research on fusion at both the image and feature levels |s still
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Technical Report ISO/IEC TR 24722:2024(en)
Information technology — Biometrics — Multimodal and
other multibiometric fusion

1 Scope

This Hocument provides descriptions and analyses of current practices on multimodal and:|other
multiiometric fusion, including (as appropriate) references to more detailed descriptions.

This document contains descriptions and explanations of high-level multibiometric concepts to aid [in the
explamation of multibiometric fusion approaches including: multi-characteristic-type, multi-instance, [multi-
sensofial, multialgorithmic, decision-level and score-level logic.

2 I\Jormative references

The fdllowing documents are referred to in the text in such a way that someor all of their content constitutes
requifements of this document. For dated references, only the edition cited applies. For undated referjences,
the lagest edition of the referenced document (including any amendménts) applies.

ISO/IHC 2382-37, Information technology — Vocabulary — Part 37~Biometrics

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the followinglapply.
[SO anjd [EC maintain terminology databases foruSe in standardization at the following addresses:

— I§0 Online browsing platform: availablesdthttps://www.iso.org/obp

— IHC Electropedia: available at https://www.electropedia.org/

3.1

multiplgorithmic

using multiple algorithms forprecessing the same biometric sample

3.2

multipiometrics

autonlated recognition-of individuals based on their biological or behavioural characteristic and invplving
the use of biometricfusion

3.3

multitcharacteristic-type

multi{type

using informationfrom multiple types of biometric characteristic

EXAMPLE Biometric characteristic types include: face, voice, finger, iris, retina, hand geometry, signature/sign,

keystroke, lip movement, gait, scent, vein, DNA, ear, foot, etc.

3.4

multi-instance
requiring two or more instances of a biometric characteristic

EXAMPLE Iris (left) + Iris (right), Fingerprint (left index) + Fingerprint (right index).

© ISO/IEC 2024 - All rights reserved
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Note 1 to entry: [SOURCE: ISO/IEC 2382-37:2022, 37.03.47, modified — Note 1 to entry has been removed and an
Example has been added.]

3.5

multipresentation
using either multiple presentation samples of one instance of a biometric characteristic or a single
presentation that results in the capture of multiple samples.

EXAMPLE

Several frames from video camera capture of a face image (possibly but not necessarily consecutive).

Note 1 to entry: Multipresentation biometrics is considered a form of multibiometrics if fusion techniques are

employed. Many fusion and normalization techniques are appropriate to the integration of information from m
preseritations of the same biometric instance.

3.6
seque
captu

3.7

simulfaneous presentation

captu

4 QOyerview of multimodal and other multibiometric systems

4.1

In ger
than ¢
a spe
compg
of this
will b

Multitnodal biometrics were first proposed, implemented and tested in the 1970s.[22.45] Combining me{

was s

multiple measures could increase either{security by decreasing the false acceptance rate or data s

conve
applic

The u
auton
with {
fusion
Some

ntial presentation
ing biometric samples in separate capture events to be used for biometric fusion

[ing biometrics samples in a single capture event to be used for biometric fusion

General

eral, the use of the terms multimodal or multibiometFic“/indicates the presence and use of]
ne characteristic type, sensor, instance and/or algorithm in some form of combined use for n
ific biometric identification or verification decision:-”The methods of combining multiple sa
irison scores or comparison decisions can be verysimple or mathematically complex. For the py
document, any method of combination will be censidered a form of “fusion”. Combination techi
e covered in Clause 5 of this document.

ben as a necessary future requirementfor biometric systems. It was widely thought that com

hience by decreasing the false fejection rate. These systems did not seem to advance into pr
ations.

ce of fusion and related-methods has been a key tool in the successful implementation of larg
ated fingerprint identification systems (AFISs), starting in the 1980s, and was further expandeq
he introduction of automated biometric identification systems (ABISs) in the 1990s. Most meth
discussed elsewhet®e in this document have been successfully implemented using fingerprints
pf the ways that fusion has been implemented in AFISs include:

— i

plain impressions on a livescan device;

— tgmplate fusion, where features extracted from several presentations are combined into a

age fusieny(also known as sample fusion), where a single “rolled” image is created from a se

ultiple

more
laking
mples,
rpose
niques

isures
bining
ubject
hctical

escale
| upon
ods of
alone.

ries of

single

template;

— multi-instance fusion, which uses fingerprints from all ten fingers;

— multipresentation fusion, which uses rolled and slap (plain) fingerprints;

— algorithm fusion for the purpose of efficiency (cost, computational complexity, and throughput rate),
where comparators are generally used as a series of filters in order of increasing computational
complexity. These are generally implemented as a mix of decision and score-level fusion;

© ISO/IEC 2024 - All rights reserved
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— algorithm fusion for the purpose of accuracy (decreasing false accept rate and/or false reject rate,
lessening sensitivity to poor-quality data), where comparators are used in parallel, with fusion of

resulting scores.

The use of fusion has made AFIS and ABIS possible because of fusion’s potential in improving both accuracy
and efficiency.

Most work to date on multibiometrics has focused only on improving false acceptance and false rejection
error rates. Some research work considers the use of multibiometrics to flexibly improve usability, security
or accuracy.l®ll Further, multibiometrics also aims at decreasing the overall failure-to-enrol rate (FTE)
especially in biometric systems where data subject cooperation is not expected (e.g. video surveillance

systerfis). MUltibiometrics 1s an effort to produce a
biometric characteristic were captured.[63]

To ful

lometric decision even 1I only a subset o € ex

ected

ther develop the understanding of the distinction among the multibiometric categories, Table 1

illustrjates the basic distinctions among categories of multibiometric implementation. The Key aspect{of the

categqry that makes it multi-“something” is explained below the table.

Table 1 — Multibiometric categories illustrated by the simplest case ofusing 2 elements

(Category Characteristic Algorithm Instance Sensor Presentation
type
Mult{-characteris- 2 2 2 2 atleast|l
tic-type (always) (always) (always) (usually)b
Multialgorithmic 1 2 1 1 atleast|l
(always) (always) (always) (always)
Mullti-instance 1 1 2 1 atleast|l
(always) (always) (dlways) (usually)¢
Multi-sensorial 1 1 1 2 atleast|l
(always) (usually)? (always, (always)
and same
instance)
Mult{presentation 1 1 1 1 atleastp
a It |s possible that two samples from separate sensors could be processed by separate “feature extraction” algorithms, and
then trough a common comparison algorithm, myaking this “1.5 algorithms”, or two completely different algorithms.
b An exception is a multi-characteristic-type system with a single sensor used to capture two different characteristid types.
For example, a high resolution image used\to extract face and iris or face and skin texture.
¢ A1 exception may be the use ©of two individual sensors to each capture one instance, for example possibly a twoffinger
fingerprint sensor.

Multi-characteristic<type biometric systems — these systems take input from single or m
sgnsors that capture two or more different types of biometric characteristic. For example, a
system combifing face and iris information for biometric recognition would be considered a

1

aging.devices or the same device. It is not required that the various measures be combined
athemyatically complex way. For example, a system with fingerprint and voice recognition wo

considered “multi-characteristic-type” even if the “OR” rule was being applied, allowing data subjg
b . : . o

iltiple
single
multi-

characteristi¢g-type” system regardless of whether face and iris images were captured by different

n any
uld be
bCts to

Multialgorithmic biometric systems — these systems receive a single sample from a single sensor and
process that sample with two or more algorithms. This technique could be applied to any characteristic
type. Maximum benefit (theoretically) would be derived from algorithms that are based on distinctly
different and independent principles such as either features they extract from the biometric sample (e.g.
finger minutiae versus finger pattern) or approaches to comparison (e.g. different algorithms comparing

minutiae).

Multi-instance biometric systems — these systems use one (or possibly multiple) sensor(s) to capture
samples of two or more different instances of the same biometric characteristic. For example, systems

© ISO/IEC 2024 - All rights reserved
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capturing images from multiple fingers are considered to be multi-instance rather than multi-
characteristic-type. However, systems capturing, for example, sequential frames of facial or iris images
are considered to be multipresentation rather than multi-instance.

— Multi-sensorialbiometric systems — these systems sample the same instance ofabiometric characteristic
with two or more distinctly different sensors. Processing of the multiple samples can be done with one
algorithm, or some combination of multiple algorithms. For example, a face recognition application could
use both a visible light camera and an infrared camera coupled with a specific frequency (or several
frequencies) of infrared illumination.

— Multipresentation — the biometric system uses multiple samples of one instance of a biometric
ciaracteristic.
For a $pecific application in an operational environment, there are numerous system design considerptions

and tn
orver
circur

Espec
such 3
respo
syster

4.2

4.2.1

Deper
captu

1) si
2) se

de-offs that would need to be made, among factors such as improved performance (e.g,-idéntifi
fication accuracy, system speed and throughput, robustness and resource requirements);acceptz:
hvention, ease of use, operational cost, environmental flexibility and population flexibility.[40]

ally for a large-scale human identification system, there are additional system)’design consider4
s operation and maintenance, reliability, system acquisition cost, life cycle cest, and planned s

hse to identified susceptible means of attack, all of which will affect thewoverall deployability
h.[40]

Simultaneous and sequential presentation

Overview

dent upon the system design, there are two methods: of presenting a biometric characteris
e by the system:

multaneous; and

quential.

cation
\bility,

htions,
ystem
of the

tic for
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Multibiometric systems

Presentation

NOTE
purpo

systenp design.

F

4.2.2

Simul
chara

that utilize simultaneouns-acquisition would tend towards high throughput applications at the expe]

possik
datas

4.2.3

Seque

Simultaneous Sequential
i v
_________ Yo &
: - : v
! | v, P, | P
' - | L
L ____ I 1
|
| Ps
4 v
Fusion methods Fusion methods
! Feature level fusion Feature level fusion

! Decision level fusion ! ! Deéion level fusion !
o __ . . __. il
| Future undefined fusion | | \Future undefined fusion |
| method(s) | I method(s) _

The presentation (simultaneous or sequential) mé&thod generally induces different fusion process
e of including this information is to illustrate considerations that can potentially influence multibio

gure 1 — Classification of multibiometric systems by simultaneity of presenting biometr
characteristic

Simultaneous presentation

aneous presentation \(With successful capture) provides biometric sample(s) from m
‘teristic types in a.single event (e.g. a face and iris taken from the same camera). System d

ly adding complexity (to synchronize sample collection) or difficulty of use (dual sensor inter:
ubject multi<tasking).

Sequential presentation

htials capture acquires biometric sample(s) from one or multiple characteristic types in se

bs. The
metric

IC

hltiple
esigns
nse of
iction,

barate

events-

Shanential cantura mav ho utilizad in tho throo caoncante diccussad in the litarature [65] Th
>eqHettar—captiie e HthiAe ah—+ttnetareecohRece pSaiseussSeaih—+nierteatdie- 1

first

is multi-instance, which is the use of two or more instances within one characteristic type for a subject,
i.e. Fingerprint (left index) + Fingerprint (right index). In this example, one single digit fingerprint reader
is used twice in sequence. The second concept is multi-characteristic-type, which is the use of multiple
different biometric characteristic types captured from one or more sensors for a subject, i.e. Hand + Face in
sequence. The third concept is multi-sensorial, which is the use of two or more distinct sensors for capturing
the same biometric feature(s) (e.g. traits) for a subject, but not at the same time. To avoid confusion with
multi-characteristic-type, which can also capture biometric instance(s) from two or more distinct sensors,
multi-sensorial can be clarified as “uni-characteristic-type multi-sensorial”. Examples for face recognition
are: infrared spectrum, visible spectrum, 2-D image, and 3-D image; for fingerprint recognition: optical,
electrostatic and acoustic sensors.

© ISO/IEC 2024 - All rights reserved
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Correlation

In multimodal biometric systems, the information being fused can be correlated at several different levels[>3]

asillu

strated in the following examples.

— Correlation between characteristic types: this refers to biometric samples that are physically related
such as the speech and lip movement of a data subject.

— Correlation due to identical biometric samples: this is the case in multialgorithmic systems where the
same biometric sample (e.g. a fingerprint image) or sub-sets of the biometric sample (e.g. voice, where an
entire sample can be used by one algorithm and part of the sample by another) is subjected to different

fi

— C

— C

— C
Howe

mult
signif

For tw

from the same subject can, but need not, be correlated. In the'case of decision level fusion, it is appropr

comparator).

characteristic types can be correlated. For example, the area of a data subject’s palm (hand geor
cdn be correlated with the width of the face.

opperator training.

(or tk;r ACCEPT/REJECT decision) pertaining to the comparators involved in the fusion scheme.
i

ItUTe EXtraction ard Comparisom algorithms (e g a mminutiae-based comparator amd a textured

rrelation between feature values: a subset of feature values constituting the feature vectorsof dif

rrelation among instances due to common operating procedures, e.g. commbon capture devi

rrelation among instances due to subject behaviour, e.g. coloured contdctlenses on both eyes.

Uer, in order to determine the extent of correlation it is necessaryto-éxamine the comparison

le classifier system literature, it has been demonstrated that fising uncorrelated classifiers lea
cant improvement in biometric performance.[33]

ro classifiers of reasonable accuracy involved in a fusien scheme, score outputs from inputs that

based

ferent
netry)

e and

pcores

In the
s to a

come
jlate to

consider the correlation of classifier errors as described’by Goebel, Yan, and Cheetham.[20] The corrglation
Pn, ig given by Formula (1):
nNCf A
Py. = 1
c t
N-Nt-NJ +nN/
wherd
n is the number of classifiers under test;
N is the total numberiof mulitbiometric information channels;
is the threshaold
N Cf is the number of mulitbiometric information channels where all classifiers have an incorrect putput
at threshold C;
M. isthe number of mulitbiometric information channels where all classifiers have a correct gutput
at a threshold C.
Asses ius scoretevelcorretationtsinher cut}_y motre dlffu,u}t astwi dcpcud ortherornratizationrused (see
5.3.3), but Formula (1), together with a relevant threshold on score can give a very rough first idea even in
those cases.

© ISO/IEC 2024 - All rights reserved
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5 Levels of combination

5.1 Overview

As abasis for the definition of levels of combination in multibiometric systems, this document first introduces
the single-biometric process and its building blocks, using the example of an authentication system for
simplification without PAD mechanisms. Figure 2 shows the block diagram of a single-biometric process.

Bipmetric
reference

<

\ Feature X SCORE . MATCH
Sample . Comparison Decision |————»
/|  extraction NON MATCH

Figure 2 — Single biometric process (generic)

A biometric sample captured by a biometric sensor (e.g. a fingerprint image) is\fed into the feature extrpction
module. Using signal processing methods, the feature extraction modulé_converts a sample into feptures
(e.g. fingerprint minutiae), which form a representation apt for comparison. Usually, multiple features are
collected into a feature vector. The comparison module takes the feature vector as input and compareg it to a
biometric reference. The result is a comparison score, which is used’ by the decision module to decide (e.g. by
applying a threshold) whether the presented sample matches with the stored template. The outcome pf this
decisipn is a binary match or non-match.

Generplizing the above process to multiple biometric infermation channels, there are several levels atjwhich
fusion| can take place. These include consolidating infe¥mation at the (i) decision level, (ii) comparisor] score
level, (iii) feature level, and (iv) sample level. Fusionsat levels (i) and (ii) occurs after the comparison npodule
is invoked, while levels (iii) and (iv) occur beforethe comparator. Although integration is possible af these
differg¢nt levels, fusion at the feature set level, the'comparison score level and the decision level are th¢ most
commonly used. Figure 3 illustrates the different levels of fusion for the case of a multimodal system.[Z]. [41]

a) Decision level: each individual biemetric process outputs its own Boolean result. The fusion pfocess
fyses them together by a combination algorithm such as AND and OR, possibly taking further parareters
sych as sample quality scores.as input.

b) Sgore level: each individual biometric process typically outputs a single comparison score but pgssibly
mpultiple scores. The fusion process fuses these into a single score or decision, which is then compdred to
tHe system acceptanc@threshold.

c¢) Fgature level: each individual biometric process outputs a collection of features. The fusion process
fyses these collections of features into a single feature set or vector.

d) S3qmple level: each individual biometric process outputs a collection of samples. The fusion process fuses
tHeseccallections of samples into a single sample.

© ISO/IEC 2024 - All rights reserved
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NOTE Sample 1 and Sample 2 can be the same sample.

c) Feature-level fusion

=8
B g
gﬂ
Q
=k
m

Sample 1

FEATURE MATCH

NON MATCH

Feature SCORE

Extraction

Sample Fusion Comparison Decision

Sample 2

d) Sample-level fusion

Figure 3 — Different levels of fusion for the case of a multimodal system

multaneous or sequential biometric sample acquisition, features are extracted and are com

againgt the template. How the comparison scores are determined is systeth<dependent and outsi

scope
result

5.2

5.2.1

Decisi
chan

of this document. The comparison scores of P;, P,, and P; are then sént to the fusion module for
In multibiometric systems the fusion can occur at the decision orscore level.

Decision-level fusion

Simple decision-level fusion

n-level fusion occurs after a comparison decision has been made for each biometric inforn
1. It is based on the binary result values match-and non-match output by the decision modulg

Figurg¢ 3 a), Decision-level fusion].

For bi

bmetric systems composed of a small number of information channels, it is convenient to assign

valueg to comparison outcomes so that fusion rules can be formulated as logical functions. The beh

of the
outpu

two most widely used functions,-AND and OR, are listed in Table 2, assuming a pair of decisio]
(S,

Table 2 — AND & OR fusion of decisions for a case of two biometric characteristic types

pared
le the
a final

nation
s [see

ogical
hviour
n-level

Decision Decision AND-fused OR-fused
Biometric Biometric decision decision
information information
channel 1 channel 2
X X X X
X . X .
. X X o
[ ] [ ) L] [ ]
Key
X Non-match
e Match

For biometric systems using many information channels, voting schemes have been established as fusion
rules, the most common of which is majority voting rule. The AND and OR are specific examples of voting

schemes.
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5.2.2 Advanced decision-level fusion

5.2.2.1 General model

Decision-level fusion is based upon individual accept/reject decisions for each sample. The two sub-groups
of advanced decision-level fusion are 1) layered and 2) cascaded. A layered system features adjustable
thresholds computed by using individual biometric scores to determine the pass/fail thresholds for
other biometric data processes. A cascaded system features fixed thresholds as pass/fail thresholds of
characteristic type-specific biometric samples to determine if additional biometric samples from other
characteristic types are required to reach an overall system decision. Decision-level fusion for the two

subgrpups-isshown in Figure 4

Simultaneous Sequential
E Comparison
------ Score of P,
___________________________ I
Layered v { Cascaded

Does Score Pass Do ;ellzlass
Threshold aresho:
P2Y/N o, P2Y/N

No
* Score of P,
/@ore Pass
Threshold > ------{------ D" Threshold (N ] [ ves
P2 Y/N P2 Y/N T
( ) Result1;
Ye
No Yes No Yes Som
: N
E>| Adjust Threshold of P, Compaﬁg)
No

the strength
sufficient to

Yes No
| Adjust Threshold of P, Comparison

Does Score Pass

the strength
sufficient to

Score o

Does Score Pass Does Score Pass [ No
Threshold =< -~""--1.20% - Threshold ¥
Result2;
sufficient to

P.?Y/N P2Y/N
Yes
Accept

Yes No Yes '
[ Mo Yes
[}
Result3;

the strength

Yes

NOTE[L  The leftiside of the figure presents the layered system and the right side presents the cascaded systdm.

NOTE P  Theprocesses, P, representing the fused biometric information channels are denoted as P, P, and H

w

5.2.2.2 Layered system

Independent of whether the presentation was simultaneous or sequential, the comparison score of P; enters
the layered system. The system processes the score against the system defined threshold. If it passes the
criteria/threshold for characteristic type P;, the output would adjust (raise or lower) the threshold needed
to pass for characteristic type P,. If P, fails to meet the criteria/threshold for characteristic type P;, then
the output would most likely increase the threshold required for characteristic type P,. Upon completion of
processing P; and resetting the thresholds requirements for characteristic type P,, the comparison score of
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P, enters the system. The process iterates as discussed above for P, and P5. Once the characteristic type P,
process is completed, a final accept/reject decision is made.

5.2.2.3 Cascaded system

Independent of simultaneous or sequential presentation, cascaded systems rely on at least one biometric
sample. If the first sample does not meet the requirements, additional samples are compared. Using Figure 4
as the model for this discussion, comparison score P; enters the system and is compared against the
threshold for sample P;. If the score exceeds the criteria/threshold required for P;, a subsequent decision
is made on the strength of the result (which could also include sample quality measures). If this strength
is sufficient the thjm“r is m‘r‘ppfpd If the score of P1 fails the initial threshold test or passeg the initial
threshold test, but fails the strength decision, cascaded systems require the use of the score of |P4. This
process is repeated for scores P, and Ps. It is not necessary for cascaded systems to require PyeriP4 to be
captufed if P, passes the threshold and strength test.

5.3 Score-level fusion

5.3.1| Overview

In scqre-level fusion, each system provides comparison scores indicating<thé& proximity of the feature
vectorf with the biometric reference vector. These scores can then be combihed to improve the comparison
perfofmance.

From |a theoretical point of view, biometric processes can be combined reliably to give a guargnteed
improvement in comparison performance. Any number of suitably characterized biometric processgs can
have their comparison scores combined in such a way that the multibiometric combination is guaranteed (on
average) to be no worse than the best of the individual biometric devices. The key is to correctly identjfy the
methdd which will combine these comparison scores reliably’and maximize the improvement in compfarison
perfofmance.

The njechanism (for this sort of good combinationtef scores within a multibiometric system) will ideally
follow] at least two guidelines. Firstly, each biometric process is expected to produce a score, rather than a
hard 4ccept/reject decision, and make it available to the multibiometric combiner. Secondly, in advance of
operational use, each biometric process is expected to make available to the multibiometric combirer, its
technijcal performance (such as score disttibutions) in the appropriate form (and with sufficient accugacy of
chara¢terization).

5.3.2 | Rank-level fusion

Both yerification (1:1) and-identification (1:N) systems can support fusion at the comparison scorgq level.
Howeyer, identification systéms can also integrate information available at the rank level (which is § form
of scofe level with multiple scores or indices based on scores). In identification systems, a templat¢ from
a biorﬁetric sample.is compared against templates from a subset of identities present in the databade and,

therefore, a sequerice of ordered comparison scores pertaining to these identities is available. Ho et|al.[23]
describe threedmgethods for combining the ranks assigned by the different comparators. In the "highestirank”
methdd, eaclipossible match is assigned the highest (minimum) rank as computed by different compafators.
Ties are Broken randomly to arrive at a strict ranking order and the final decision is made based pn the
combinedranks. The "Borda count" method uses the sum of the ranks assigned by the individual compajrators
to calculate the combined ranks. The "logistic regression” method is a generalization of the Borda count
method where the weighted sum of the individual ranks is calculated and the weights are determined by
logistic regression.

5.3.3 Score normalization

Score normalization methods attempt to map the scores of each biometric process to a common domain.
Some approaches are based on the Neyman-Pearson lemma, with simplifying assumptions. For example,
mapping scores to likelihood ratios allows them to be combined by multiplying under an independence
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assumption. Other approaches can be based on modifying other statistical measures of the comparison
score distributions.

The parameters used for normalization can be determined using a fixed training set or adaptively based on
the current feature vector.

NOTE 1

The computed characteristic can represent only “estimates” of the underlying population characteristic.

Score normalization is closely related to score-level fusion since it affects how scores are combined and
interpreted in terms of biometric performance. As discussed in Reference [32]:

a) TI
ey
si

c) Fi
i

Due tq
a scor

Table

NOTE

milarity measure;

b) F]lrther, the outputs of the individual comparators need not be on the same numerical s¢ale (rang

nally, the comparison scores at the output of the comparators are permitted (o' follow dif
atistical distributions.

these reasons, scores are generally normalized prior to fusion into a common domain. Figure 5 d
b-level fusion framework for processing two biometric samples, taking mormalization into accoy

Characterisation

—
S o
= O
g5
g =
o&
a2

|

Feature FEATURE 1 Comparison Normalisation
Extraction 1 1 7

Sample 1

SCORE MATCH

Score

ferent

epicts
nt.

. Decision
Fusion NON MATCH

L |

Feature FEATURE2 | comparjson Normalisation
Extraction 2 2 2

Sample 2

|

Q9
g2
‘é’m
5o
)

o~

Data 2

Characterisation

Figure 5 — A framework for score-level fusion

4 lists,under the framework of Figure 5, several commonly used score normalization methods.

P C~Some fusion methods use probability density functions (PDFs) directly and do not require normal

zation

metho

jan

S.

Table 3 defines the symbols used in Table 4. In some cases, PDFs are used to convert raw/native scores
directly into Probability of False Accept, and thus to a decision, without needing to have native scores
brought to a common reference range using normalization.
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Table 3 — Symbols used for score normalization formulae

Characterization data
Statistical measures Mated Non-mated Both mated and
distribution distribution |non-mated distributions

Minimum score SM,min SNM,min SB,min
Maximum score SM’maX SNM’maX SB'max
Mean score SM,mean SNM,mean SB,mean
Median score Shirred S mea Bomean

Score standard deviation SM.sD SNM SD SB.sD

Constant C C C
Probability density function PDFy PDFym
Centre of PDF crossover Scentre N.A.
Width of PDF crossover Swidth

Key

S similarity score

M Mmated score

ymM hon-mated score

g both

SM,min Minimum of mated similarity score

SM,max Maximum of mated similarity score

SM,mean Mmean of mated similarity score

SM,med Median of mated similarity score

Smsp standard deviation of mated similarity scoré

SNM,min Minimum of non-mated similarity score

SNM,max Maximum of non-mated similarityscore

SNM,mean Mean of non-mated similarity,sCore

SNM,med Median of non-mated similgrity score

Sym,sp standard deviation of nop-mated similarity score

SB min Minimum of both mated and non-mated similarity score
SB max Maximum of both nfated and non-mated similarity score
SB mean Mean of both mated and non-mated similarity score

SB med median of bothymated and non-mated similarity score
Sgsp standard deviation of both mated and non-mated similarity score
PDFy; probability’density function of mated distribution
PDFy\ probability density function of non-mated distribution
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Table 4 — Examples of score normalization methods

Method

Formula

Data
elements

Comment

Min-max (MM)

S'= (S _SB,min ) / (SB,max _SB,min )

SB,min
SB,maX

— Uses empirical data (or
theoretical limit or vendor

provided).
— No accounting for
linearity.

non-

— Assumes normal distri-

bution

Z-score

§'= (5 _SNM,mean )/SNM,SD

SNM,mean
SNM,SD

— Symmetric about Jnean.

— Assumes stdbility
both distributions acrj
populations.

of
0SS

M
de

bdian absolute
viation (MAD)

S"=(S—Sgmed )./ (C-median|S —Sg 1.q)

SB,med
Cc

— Assumes stability
both distributions acrj
populations.

of
0SS

Hypperbolic tangent

(Tanh)

S’: 05(tanh(C(5 _SM,mean )/ SM,SD )+ 1)

S M,mean

S\i,sb
C

—" Mean and varianc
transformed data dist]
tion.

— Assumes stability
both distributions acr
populations.

p of
ribu-

0SS

=3

a) Tv

c) Qu

daptive (AD)?
yo-quadrics (QQ)

b) Logistic

hdric-line-quadric

(QLQ)

1
—n,%[M, vy <€
Npp = ¢
c++/(1-c)(nyym —c), otherwise
1

N e ——
1+A-e B b

1

2 w
—— My T <lc——
(C_m) MM MM ( 2)

e (c—%quM s(”%)
S

otherwise

Npp =

— Assumes non-line
— 3 modelling methg

— Assumes stability
both distributions acrj
populations.

— np =adaptive
normalization score;

Arity.
ds.

of
0SS

nyy = min-max normal-

ized score;

¢ = centre of overlap
mated and non-mated|
distributions;

w = width of the over

A =asmall value (0.0
Reference [59]).

f

score

ap;
1 in

Biom
impo

etric gain against
stors (non-mated)
(BGI)

ppF"M (s.) / PDFM (5;)

PDFM
ppF\M

— Assumes stability
both distributions acrj
populations.

BioARI

S"=FARpreshold = score

ppF\M

— Assumes stability
non-mated distributio

Berda count

N —Rank(S)

("A'II’\DV‘D AN is t]'\cl numbnr of a]fnrnafi‘]nc)

Rank

— Applicable only to

1:N

comparison.

NOTE This table lists two types of normalization schemes:

(i) schemes that modify the location and scale parameters of the score distribution; and

(ii) schemes that consider only the overlap region of the mated and non-mated scores.

Thus, the min-max, z-score, MAD and tanh techniques fall under category (i), while QQ and QLQ fall under category (ii). Typically,
category (ii) techniques are used after having applied one of the category (i) schemes.

a  Refer to Reference [59].
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5.3.4 Score fusion methods

When each of a set of biometric comparators outputs a comparison score, integration can be done at the
comparison score level. This is also known as fusion at the measurement level or confidence level. The
comparison score output by a comparator contains the richest information about the input biometric sample
in the absence of feature-level or sensor-level information. Furthermore, it is relatively easy to access and
combine the scores generated by several different comparators. Consequently, integration of information
at the comparison score level is the most common approach in multimodal biometric systems. Table 5
provides an outline of several score fusion methods and their associated needs for data that characterize the
comparator performance.

NOTE I'his 1s valid only in the case where a rank or/and a comparison score 1s/are available tor all refdrences
preserft in the set of possible matches given by each algorithm.

In thel context of verification, there are two distinct approaches to score-level fusion. One.approach is to
formullate it as a classification problem, while the other approach is to treat it as a combination problem.
[321.139 In the classification approach, a feature vector is constructed using the comparisenscores output by
the individual comparators; this feature vector is then classified into one of two classe's;Accept” (asspming
amat¢d comparison trial) or “Reject” (assuming a non-mated comparison trial). Generally, the classifier used
for this purpose (e.g. decision tree, neural network, support vector machine, K-nearest neighbour, rgndom
forestf etc.) is capable of learning the decision boundary irrespective of how the'feature vector is gengrated.
[6].[611]62] Hence, the output scores of the different characteristic types can b€ non-homogeneous (ditance
or sinfilarity metric, different numerical ranges, etc.) and no processing is required prior to presenting them
to the|classifier. In the combination approach, the individual comparison-scores are combined to gengrate a
single|scalar score, which is then used to make the final decision.[381To ensure a meaningful combihation
of the[scores from the different characteristic types, if necessary;¢the scores can be first transformed to a
commjon domain prior to combining them. This is known as scgre-normalization (as discussed in 5.3.3).[27]

As part of a pattern classification problem, in the classification approach, the fusion module design ajims at
findinig an optimal two-class classifier for mated and non-mated classes. The classifier uses the ve¢tor of
compdrison scores provided by the comparators and assigns one of the two classes to it. For this purpoke, the
classifier defines two decision regions in the featuretwector space, one for mated class and one for non-mated
class. [[hese regions are separated by decision bouridaries, which need to be optimized during the degign of
the fusion module. These decision boundaries~can have various forms depending upon the complexity and
the n3gture of the distributions of the two classes. They can be as simple as a line in linear discriminant
functipns or more complex as in multilayérneural networks and support vector machines. The boungdaries
can also be determined from statistics 'such as the Neyman-Pearson likelihood ratio. Regardless [of the
choseh technique, the ultimate goal is to find decision boundaries that improve classification performance
to fit the application.

Combjnation approaches are seme of the simplest and most effective methods for biometric fusion, prgvided
scoreg are homogeneousor.can be normalised to make them so. Because of this simplicity and effectivieness,
they are some of the-most common methods for use in multibiometric systems. Kittler’s theofetical
framework for combining classifiers[38] describes some of the most popular techniques, these being the
produlct, sum, max;dnin and median rules. Each of these techniques uses simple arithmetic or rule operjations
to conpbine score§ from multiple sources. These techniques were extended by Benediktsson and Swain[l to
allow weighting’of the comparison scores based on performance. If more information on the distribution of
comparisen/scores is available, then Bayesian statistics can be used in combining the scores of different
biometrie comparators as demonstrated by Bigun et al.[3] Their technique takes into account the esti
accur v ifi i i ; . i i using
a Bayesian classifier when sufficient training data is available. Let Pi(S|G) and Pi(S|I) denote the probability

densities of score S (corresponding to the i characteristic type) under the mated and non-mated
hypothesis, respectively. A simple Bayesian classifier (SBC) would make a MATCH/NO-MATCH decision
based on the posterior densities P(G|S1, S2, ...SN) and P(I |S1, S2, ...SN). In the absence of sufficient training
data (i.e. mated and non-mated comparison scores) it is not possible to reliably estimate the "joint density"
involving multiple characteristic types. Thus, the posterior probability could be estimated by the product of
individual densities, i.e. P(G|S1, S2, ...SN) = I1Pi(Si|G) and P(I|S1, 52, ...SN) = I1Pi(Si|I).
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Table 5 — Examples of score fusion methods, ignoring correlation

Method Score fusion Characterization data required
formula None | PDFG | PDFI | EER | V.V, | Personal
Simple sum 2(i=1to N)S,-' 0
Minimum score min(i=1to N)S; 0
1
Maximum score max(i=1toN)S; 0
1
Comparator weighting ;(i —1to N)W.-S/ 0
I
Conlparator weighting with . ’o! 0 0
PIF fusion for decision 2 2(1 =1t N)W;-5;
Dlata subject weighting 2(1 “1to N)W-* .5/ D
1 1
Weighted product H(i —1to N)W, 'Si/ 0
Surh of probabilities mated Z(, =1toN)Rys, 0
1
Sum ¢f probabilities non-mated 2(,- =1to N) Ry, 0
1
Product of probabilities H(, =1to N)PBys, 0]
mated '
Product of probabilities H(, =1to N) Py, 0]
non-mated !
Biomjetric gain against impos- H(, =1to N)BGI; 0] 0]

tors (non-mated) b

Likelihood ratio ¢ PDFM /PDFNM 0 0

K-nearest neighbour

Decision trees

Support vector machines

Discriminant analysis

o|Oo|O0 |0 |O

Neural network

Key
i i-thlbiometric score
N number of fusion inputs

7. . .
S; I-th normalized comparison score

W; i-th comparator weightfactor

VI/}' i-th comparator weight factor in case of PDF fusion

WI-' i-th data subjectWeight factor

PDFM probability density functions of scores from mated data subjects for each dimension
pDFNM probability density functions of scores from non-mated results for each dimension
EER ¢qualerror rate

VM N dilllcllbiulla} lllatUd SLUIT VC\,tUl ) IAV, iD thU llulllbcl Uf lllUda}ity
Vym N-dimensional non-mated score vector; N is the number of modality
Rys; value of PDFy at score S;

Pymys; value of PDFyy at score S;

a  Refer to Reference [61].
b Refer to References [57] and [58].
¢ Refer to Reference [48].
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5.4 Feature-level fusion

In feature-level combination, biometric information is fused after feature extraction but before comparison
[see Figure 3 c)]. There are several ways features can be combined. The simplest form is to integrate the
feature vectors (or sets if there is no implicit correspondence) of component biometrics and to apply feature
classification methods to the combined feature vector. Where features from contributing multibiometrics
are not independent, in some circumstances, good feature-level combination will potentially allow
dependencies to be more fully exploited than solely using score-level combinations. Feature normalization
is normally used before combining the real valued features (especially in case of feature concatenation).
However, in case of binary features fusion feature normalization is not used. This is expected to give better

overall performance. However, fusion at this level is difficult to achieve in practice because of the following
reasols:

a) thelfeature vectors of multiple characteristic types can be incompatible (e.g. minutiae set of fingerjprints
and Ejgen-coefficients of face);

b) the|relationship between the feature spaces of different biometric systems can be unknown;

c) confatenating two feature vectors can result in a feature vector with very large dimensionality leading to
the “"qurse of dimensionality";

d) a significantly more complex comparator can be required to operate on the edrcatenated feature vecgor.[52]

Notwithstanding these challenges, fusion at the feature level has beéen attempted in several contexts.
Chang et al.l2] demonstrate feature-level fusion of face and ear characteristic types showing sign|ficant
improvements in performance. Kumar et al.[*1] integrate the palm;print and hand geometry featureg of an
indiviflual in order to enhance biometric performance. In their experiments, fusion at the comparison score
level Was observed to be superior to fusion at the feature level\However, Ross and Govindarajan[>2] combine
the hgnd and face characteristic types of a data subject (multibiometrics) as well as the R, G, B channels of
the fage image of a data subject (multi-sensorial) at the feature level and demonstrate that a feature selection
schenle can be necessary to improve comparison perférmance at this level. Thus, it is imperative to tise an
appropriate feature selection scheme when combining information at the feature level.

Features can also be combined in a more complex way on an algorithmic level through co-registration.
Most feature extraction algorithms requiresthe localization of landmarks in order to establish a common
coord|nate frame between samples for fegtuire extraction. In multibiometric systems individual compgnents
can exchange landmarks or mutually-stipport their extraction. This technique, called co-registratjon, is
considered a form of feature-level combination. For example, a face recognition algorithm may provifle eye
locatigns for an iris recognition algorithm, or depth landmarks in a 3D face recognition system may bg used
to corfect the pose of faces in texture images.

6 Characterisation-data for multibiometric systems

6.1 Pverview

One of the mest important aspects of normalization and combination for multibiometric systems|is the
originfof parameters for such normalization and/or combination. In the case of score-level combination using
statistical'pattern recognition theory, the PDFs of mated and non-mated score distributions are required.
In other<scare-level comhination and in feature-level and decision-level camhination, there are usually
important parameters that, in many cases, are required to be derived from characterization data. Thus, this
issue is all-pervading and conditions the relevance of theoretical analysis of the optimal fusion rule.

This clause concerns the analysis and discussion of characterization data, its expected origin(s), extent of its
validity (e.g. through small sample sizes or other limitations on characterization sample populations) and
how such data can be disseminated or otherwise made available for use.
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Use of characterization data in normalization and fusion

Score-level fusion combines the similarity scores from one or more comparators. In the multi-characteristic-
type and multialgorithmic case there will generally be two or more such comparison systems. In the multi-
sensor, multi-instance, and multipresentation cases only one comparator will usually be in use, but in any
case, multiple scores will be available to a fusion module. The distribution of comparison scores will depend
on the comparison system and the statistics of these variables will not usually be on any common range.

Thus,

the normalization process of 5.3.3 is a necessary precursor of the fusion process.

The characterization data, discussed in this subclause, is needed to support normalization and fusion. At
its simplest, this can be just the location and shape parameters of each score's "natural” distribution. For
examipple, a face and fingerprint fusion scheme would use some prior estimates of the median and njedian
absolyte deviation (see Table 4) to effect normalization of two scores. More usefully, a full spetifi

(appr
for bo

Thus,
outpu

can bg expressed as N pairs of (Si, cdf(Si)) or a functional fit of the data (see References [18] and [36]).

In sco
doma
popul
modu
remai

which|two (or more) underlying acquisition and comparison technologies (hand geometry and finge
for exfample) each generate a score which is fed to a fusionsmedule which has been initialized wj

appro

th the mated and non-mated distributions.

a biometric system's characterisation data is just a representative summary of {the statistics
[ scores. One powerful and simple characterization is the cumulative distribution function (cdf),

e normalization-based processes, fusion is preceded by a transformation-of each score to a co
n. The fusion information format defined in ISO/IEC 29159-1 is intendedto flexibly support any
hr transformations. By establishing a standardized means of data,exchange this standard supp
ar approach to biometric systems integration in which both thescomparison and fusion algoj
h protected as pieces of intellectual property. Thus, ISO/IEC29159-1 envisages an applicat]

priate instance of the fusion information format defined in ISO/IEC 29159-1.
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pximated) of the distribution of the scores would be used, and such a description would-be provided
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