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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are de
in the[[SO/TEC DiTectives, Part 1. In particular, the different approval criteria needed for the differer
of dodqument should be noted. This document was drafted in accordance with the editorial rules of thie

[SO anpd IEC draw attention to the possibility that the implementation of this document‘may involye the
| (@) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability pf any
claimgd patent rights in respect thereof. As of the date of publication of this document,|ISO and IEC had not
receivied notice of (a) patent(s) which may be required to implement this document‘However, implemgnters
qutioned that this may not represent the latest information, which may be obtained from the patent
databpse available at www.iso.org/patents and https://patents.iec.ch. ISQ@,and IEC shall not b¢ held
respofisible for identifying any or all such patent rights.

Any tfade name used in this document is information given for the“Convenience of users and dogs not
constitute an endorsement.

For ar] explanation of the voluntary nature of standards, the meaning of ISO specific terms and exprefssions
related to conformity assessment, as well as information ‘@bout ISO's adherence to the World [Trade
Organjization (WTO) principles in the Technical Barriers to, Trade (TBT) see www.iso.org/iso/foreword.html.
In the[lEC, see www.iec.ch/understanding-standards.

This fHocument was prepared by Joint Technical, Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 42, Artificial intelligence.

This $econd edition cancels and replaces .the first edition (ISO/IEC TR 24030:2021), which hag been
technically revised.

The nfain changes are as follows:

— sdlection of 51 “in operatien” use cases from Annex A (informative), Collected use cages of
I§0/IEC TR 24030:2021;

— cqllection and selection of 30 additional use cases;

— enhanced the use.case submission form and the structure of use case description in Clause 7 to dejscribe
the desirable information of use cases;

— updated thestatistics in 6.5 to reflect the use cases in this document;

— rgmovedthe subclauses that are no longer suitable for the use cases in this document (e.g. 6.6.3, Alinex A
allld Annex C in the first edition);

— removed most of the terms from Clause 3 to leave two definitions in this document.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

This d

ocument provides a collection of artificial intelligence (Al) use cases in a variety of domains.

In total, 187 Al use cases were submitted by experts between July 2018 and the end of June 2022. In this
document, the term “use cases” means “use cases selected from those submitted”. This document selected
81 in-operation use cases from all submissions.

The rationale for this document is as follows:

— il
— 1

— sk

put to and reference for Al standardization work;

aring the collected use cases in support of Al standardization work with external organizatioi

internal entities to foster collaboration;

— I
— i

— by
th

While
identi

ach out to new stakeholders interested in Al applicability;
hising with organizations to collect requirements for Al through use cases;

r investigating use cases, it is possible to find new technical requirements (standardized demar

s and

1ds) in

e market, which can accelerate the pace of transformation of scientific and technological achievements.

a bottom-up approach was used to collect use cases, a top-downxapproach is used in this docun
fy Al applications, their deployment models and their application domains, as shown in 5.2

The fi

st step taken to collect use cases was to identify application domains of Al systems (descri

Clausg¢ 5) and to provide a use case template (described in 6.4and Annex A). Contributors were requeg

subm
To im
accepf
used t

In thig
affect

The u

use cases using the provided template.

brove the quality of use cases, guidance has been provided to contributors. This guidance in
able sources (described in 6.3) and the characteristics of the Al systems (described in 6.4) th
0 develop use cases.

document, 6.5 includes basic statistics of use cases. Subclause 6.6 introduces societal concerr
many use cases.

se cases were grouped and categorized according to the identified application domains. I

document, use cases are grouped; categorized and summarized according to the identified appli

doma
https:

ns in Clause 7. Use cases.of specific application domains and their original submissions can be fo
/standards.iso.org/iso%ie’c/tr/24030/ed-2/en.

The p
[SO/IH
is me|

erspectives of security and privacy in the Al use cases can be found in ISO/IEC TR 27
C TR 27563[6Lintludes a security and privacy analysis of the use cases in ISO/IEC TR 24030:2
tioned that thevanalysis was carried out independently from the use cases in ISO/IEC TR 2403

contriputors and'therefore that it does not necessarily reflect their views.

Alisa
are giy

n emerging field with use cases and solutions with a wide range of maturity and success. The descri
ren'for the convenience of users of this document and does not constitute an endorsement by ISO.

ent to

bed in
ted to

cludes
at are

s that

n this
cation
und at

h63L6l,
021. It
:2021

ptions
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Information technology — Artificial intelligence (AI) — Use cases

1 Scope

This document provides a collection of representative use cases of Al applications in a variety of domains.

2 Normative references

There

3 T
For th
ISO an
— IS
— IH

3.1
artifi
Al

are no normative references in this document.

erms and definitions
e purposes of this document, the following terms and definitions apply.
d IEC maintain terminology databases for use in standardization at the following addresses:

0 Online browsing platform: available at https://www.iso.org/obp

C Electropedia: available at https://www.electropedia.org/

rial intelligence

<discipline> research and development of mechanisms‘and applications of Al systems (3.2)

Note 1
scienc

[SOUR

3.2

artifi
Al syg
engin
given

Note 1
develo

Note 2

[SOUR

to entry: Research and development can take place across any number of fields such as computer sciend
b natural sciences, humanities, mathematics and natural sciences.

CE: ISO/IEC 22989:2022, 3.1.3]

cial intelligence system

tem

pered system that generates outputs such as content, forecasts, recommendations or decision
et of human-definedobjectives

to entry: The engineered system can use various techniques and approaches related to artificial intellig
p a model to represent data, knowledge, processes, etc. which can be used to conduct tasks.

to entry: Al\systems are designed to operate with varying levels of automation.

CE: ISO/TEC 22989:2022, 3.1.4]

e, data

5 for a

bnce to

4 A

breviated terms

For the purposes of this document, the following abbreviated terms apply. The abbreviated terms are
extracted from use cases.

© ISO/IEC 2024 - All rights reserved
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AUC area under the curve

BERT bidirectional encoder representations from transformers
CNN convolutional neural network

COBIT control objective for information and related technology
CRISP-DM cross-industry standard process for data mining
CRM customer relations management

CSv comma separated values

CT computed tomography

Ccv computer vision

DICOM digital imaging and communications in medicine
DL deep learning

EHR electronic health record

GDPR general data protection regulation

GPU graphics processing unit

ICT information and communication technology

ISP internet service provider

ITIL information technology infrastructute library
KPIs key performance indicators

LSTM long-short-term memory network

ML machine learning

NLP natural languageprocessing

NLU natural language understanding

PACS picturearchiving and communication system
RMSE root-mean square error

RNN recurrent neural network

ROC receiver operating characteristic

SaaS software as a service

SIS smart information systems

SVM support vector machine

UT ultrasonic testing

XGBoost extreme gradient boosting

© ISO/IEC 2024 - All rights reserved
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5 Applications

5.1 General

This clause identifies Al applications from the perspectives of their application domains and deployment models.

5.2 Application domains

Eighteen application domains were considered as target domains for the use cases. The classifications of the
application domains are based on the categories in References [16] and [17].

agriculture: this domain refers to the science or practice of farming, including cultivation of theq
tHe growing of crops and the rearing of animals to provide food or other products (see ISO_20670

digital marketing: this domain refers to the applications of marketing that uses the Internet and
bagsed digital technologies such as desktop computers, mobile phones and othér“digital med
platforms to promote products and services;

eqcommerce/e-business (electronic commerce / electronic business): this domainisacategory of bul
transactions, involving two or more Persons, enacted through electroni¢/data interchange, bas
a monetary and for-profit basis. Persons can be individuals, organizations or public administrg
The underlying principles and characteristics of e-commerce and e‘buisiness include: 1) being bul

oil for
:2018,

pnline
a and

siness
ed on
ntions.
siness

trfansaction based (of both a financial and non-financial nature); 2) using information techmology

(domputers and telecommunications); 3) interchanging ele¢tronic data involving establishm,
cgmmitments among persons;

edlucation: this domain refers to the applications that cat provide processes by which an individ
group of people conveys, transfers or obtains knowledgeabout a subject or concept (see ISO 30422
3pl8h;

emergy: this domain refers to the industry that'is the totality of all of the industries involved
production and sale of energy, including fuel\extraction, manufacturing, refining and distribution

td deliver financial services. the emergence of fintech companies can reshape and improve fina
cytting costs and expanding access to financial services[29];

h¢althcare: this domain refers-to the applications that provide activities, services, or supplies relg
tHe health of an individual-(see ISO/TR 14639-2:2014, 2.31[2D);

h¢me and service robatics: this domain refers to the science and practice of designing, manufac
and applying robots'that performs useful tasks for humans or equipment excluding industrial autor
applications (see1S0O 8373:2021, 3.7, 3.10[10]);

IJT (Information and Communications Technology): this domain refers to group of applications

ent of

ual or
:2022,

in the

fintech: this domain refers to the companies whose line of business combines software and techmology

hce by

ted to

turing
nation

using

information/and communications (telecommunications) technologies for gathering, storing, retrieving,

pyocessing, analysing and transmitting information (see ISO/IEC TR 24704:2004, 3.1.5[1
IJOAEC 29138-1:2018, 3.3[12]);

I and

insurance: this domain provides an effective mechanism for protection and risk management and

limits

or relieves the financial burden on the insured by mitigating the effects of unpredictable events such as
illness, accident, death and natural disasters. Insurance companies pool different types of risk and use

statistical analysis to project losses within a given class;

knowledge management: this domain refers to the applications that provide combination of processes,
actions, methodologies, and solutions that enable the creation, maintenance, distribution and access to

knowledge (see ISO/IEC 30145-2:2020, 3.7[13]);

© ISO/IEC 2024 - All rights reserved
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5.3

This document considers the use of Al applications and lists the following possible deployment model
applicptions.

5.4

Examples of:Al applications are listed in Table 1. These application examples were derived from the “Ar

ISO/IEC TR 24030:2024(en)

legal: this domain refers to the applications that are used in the legal services industry provide expert
advice in all aspects of the law, including contract, corporate, criminal, family and estate, tax and tort

lawl21l;

manufacturing: this domain refers to the industry that is industries transforming goods, that is, mainly
manufacturing industries in their own right, but they also concern the repair and installation of industrial

equipment and subcontracting operations for third parties(22];

media and entertainment: this domain comprises businesses that produce, distribute and offer ancillary
digital services and products for motion pictures, television programs and commercials along with
streaming content, music, video and audio recordings, broadcast, radio, text and book publishing, eSports

a]:a VIdeo games Sectorsizat;

puiblic sector: this domain refers to businesses and industries that are owned or contrdlled |
government;

s¢curity products. The industry also includes licensed security agents, as well"as association
rdgulate security agencies, services and products(24];

triansportation: this domain encompasses the movement of humans, animals)and goods from one

td another. “Transportation” can be subdivided into “transportation inftastructure”, “transpor
vghicles” and “transportation operations”;

wprk and life: this domain refers to the industries in which digital technologies have had prd
impacts, good and bad, and other sectors in which automation wilHikely experience major changeg
near future. Many of these changes have been driven stronglyhy “routine” digital technologies, inc
efterprise resource planning, networking, information pretessing and searchl17],

eployment models

clpud services;

cyber-physical systems;

emmbedded systems;

hybrid (embedded systems‘and cloud services, or on-premise systems and cloud services);
on-premise systems;

sagcial networks,

Examples\of Al applications

by the

sgcurity: this domain refers to the industry that is made up of companies that manufacture anpd sell

s that

place
tation

found
in the
uding

s of Al

rificial

Intelliﬁence White Paper”[16l, Each example in Table 1 has an application domain, deployment mode and

short

pqr‘riptinn

The applications in Table 1 are the result of a top-down approach and can be considered to be indicative for
collecting use cases. Not all the applications are necessarily addressed by the collected use cases.

Table 1 — Examples of Al applications

Application domain Application Deployment model Short description

Agriculture

Cloud services Monitor and manage field conditions.

Agricultural automa-
tion On-premise systems

and eliminate them.

Accumulate weed or insect patterns

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Application domain

Application

Deployment model

Short description

Craftsmanship skill

Learn about the best practices from

Agriculture Cloud services craftsmen and provide feedback to
transfer
others.
. Cultivation manage- . Monitor the field condition and man-
Agriculture On-premise systems P -
ment age the irrigation condition.
Manufacturing Construction planning |Cloud services Learn about the best practices and

apply them to future planning.

: . Eloudservices PTOVIJE autoNoMmous constructipn
Manufacturing Robot construction : .
On_premise Systems robots to construction sites:
. Accumulate normal signal pattefns to
Cloud services .
) Abnormality or mal- learn normal signals.
Manufacturing . L - {
function prediction . Find out abnormalsignal patterps on
On-premise systems .
the premises.
Monitor cybértransactions against
. . important defence assets and find
r r r 1 r .
Secur|ty Cyber security Cloud services out attack/patterns and prevent|their
intrusion.
Cloud services
Securl]ty Electronic warfare Embedded systems Autonomous pilot .Wlth cloud support
to enable electronic warfare.
On-premise systems
Digita} marketing Online campaign per- | 4o vicas Target_ed advertising through dqta
formance optimization analysis.
Provide personalized learning npate-
Education Adaptive learning On-premise systems |rials via a learning model to achjeve
efficient learning results.
Provide the most effective feedfack
. . . to learners via the cognitive leafning
Educgftion Scoring On-premise systems model to achieve the most effectfive
learning results.
Accumulate and learn about the[best
Fintedh Asset management Cloud services practices and apply them to realjize
customer satisfaction.
. . e . [ ify fr r i r
Fintedh Fraud identification Cloud services dentify fraud transactions and warn
managers.
. . . Learn about customers' backgrqunds
Fintedh Loan screening Cloud services :
to find out abnormal loan patterns.
Security assurance Learn and detect known fraud
Fintedh Uty Cloud services patterns or discover unknown ffaud
against cyber attacks
patterns.
. Stock exchange and . Accumulate the best practices apd
Fintedh . Cloud services .
trading enable 24/7 trading.
Cloud services Provide diagnostic or treatment]
Y 3 P2 A | £ ol
Healthcare Diagnosis Support ITITUT .lll.aLlUII dITU 11Ty U.LIL aullivuTrlT lal
On-premise systems |condition compared with normal
condition.
Cloud services . : .
Accumulate and disseminate learning
Healthcare Electronic healthre- |Embedded systems |djsease patterns and healthy pat-

cord system

Hybrid

On-premise systems

terns, and assistants as an integrated
medical support system.
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Table 1 (continued)

Application domain

Application

Deployment model

Short description

Curation: Find out the correlation
among submitted papers.

Healthcare New drug development|Cloud services -
Molecular pattern: Find out the effec-
tive coordination of target molecule.
Legal Early case assessment |Cloud services ﬁl support of work that preps had
een doing.
Legal Judicial recommenda- Cloud services Judge support by using previous judi-

LIUII

CI T | 4
cidl Juusuu::uL CdsSTs.

Transportation

Logistics in the base

Cloud services

On-premise systems

Coordinate the best logisticiimove in
the local procurement base ware-
house.

Transportation

Procurement logistics

Cloud services

On-premise systems

Analyse the procurement context
and propose the.bhest procuremgnt
actions.

Transportation

Sales logistics

Cloud services

On-premise systems

Analyse and [earn about the besf
practices of sales logistics and pfo-

vide thé most effective routes to move
sales.

Transportation

Automatic cruise
control

Cloud services

Ypdate cruise control software fly-
namically.
Accumulate road condition dataland
disseminate them to autonomouls
agents.
Mainly enabled on wheelchairs, ghips
and autonomous robots.

Embedded systems

Enable autonomous driving without
any help from connected devices.
Mainly enabled on wheelchairs, ghips
and autonomous robots.

Transportation

Autonomous driving

Cloud services

Update cruise control software ¢ly-
namically.
Accumulate road condition dataljand
disseminate them to autonomous
agents.
This application is mainly implement-
ed on vehicles.

Embedded systems

Enable autonomous driving without

any help from connected devices. This
application is mainly implemented on
vehicles.

Transportation:

City-wide traffic
control

Cyber-physical sys-
tems

Optimize city-wide traffic flow by in-
specting real-time traffic image$ and
controlling traffic signals.

Create, maintain, and disseminafte

Transportation

Dynamic map for
autonomous cruise
control

Cloud services

mapinformatiorwithsemamtictags
with real-time communication with
mobile agents such as cars, wheel-
chairs, robots, and human beings.

On-premise systems

Accumulate actual road situation data
and recognize objects that are not on
the shared map.
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Table 1 (continued)

Application domain

Application

Deployment model

Short description

Cloud services

Pick-up arrangement system controls
robot taxis effectively.

Autonomously drive on the road with

Transportation Robot taxi Embedded systems |dynamic control of steering, accelera-
tion and braking.
. Autonomously drive on the road using
On-premise systems
aroad map.
Cloud services Accumutate dcaisu yatttu mstot elp
) ) designers.
Manufacturing Development design -
: Check design patterns upder el
On-premise systems . :
constraints on the prentises.
Manufacturing Prodqct quality in- On-premise systems Ipspect products by<iniage recogni-
spection tion.
Accumulate production quality actu-
Manufacturing Production process Cloud services ation patterns and estimate quality
performance.
Accuniulate production throught
Manufacturing Production process On-premise systems |put-yelated parameters and estinate
the output throughput.
Cloud services i i i F
Publid sector Online service support Pro.v1de res.ldents with support for
Social networks online services.
publid sector Public service match- |Cloud serviées Optimize matching between resjdents
ing On-premise’systems |and public services.
Digital marketing Autonomous driving Onp@ise systems Provide autonomous driving salps
store robots.
Digitall marketing Register-less store On-premise systems Mon_ltor all customer movement to
realize cash register-less retail ghops.
Monitor transactions in cyber space
Secur]ty Cyber security. Cloud services and find out attacks through finfling
abnormal transaction patterns.
Personal information . Monitor operations for GDPR con-
Secur]ty Cloud services
managentent formance assurance.
Vided surveillance and Monitor behavioural patterns in
Securl]ty . . S Cloud services urban areas, predict crime risk gnd
crime risk prediction . S
find out criminal patterns.
. Accumulate operational parametters
Cloud services :
i ) : and learn normal operations.
Publid sector Equipment operation - - -
. Monitor operations and find out|ab-
On-premise systems .
normal operation patterns.
Publid sector Learn about the correlation amgng
I tof significant parameters and realijze the
Mprovement ot opera-| .4 services most efficient operations.
tional efficiency

Trafficcontrot, efectricity sSuppty
control, etc.

Public sector

Landslide, flood pre-
diction

Cloud services

On-premise systems

Monitor weather and ground condi-
tions in real time and predict disas-
ters such as landslides, floods, etc.

Energy

Power demand fore-
casting

Cloud services

Learn about demand patterns with
other significant parameters and
forecast future demand.
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Table 1 (continued)

Application domain Application Deployment model Short description
Equip robot vacuums, refrigerators
Work and life Smart home appliances |[Embedded systems |and air conditioners with sophisticat-
ed control.
Work and life Smart personal agent |Social networks Smart agents assist individual users.

6 Use cases

6.1

This document is based on a collection of use cases available at https://standards.iso.org/iso-iec/tr/2
ed-2/¢n. Use cases from the first edition of ISO/IEC TR 24030 were included only when they-were updd
meet the selection criteria for the second editions. New submissions to the second edition that did no
the sdlection criteria (in-operation and of sufficient quality) are omitted from the electronic attach
This document contains 81 “in-operation” use cases that were selected from those sabmitted. Annex F
the use case titles and the subclause numbers in the first edition and this document: Some use cases r
trademnarks or trade names such as company names, product names or serviee.names. This informa
givenL:E

prod

The t¢rms of the template used for the collection of use cases, which. is given in Annex A, are defi

6.4.

templates between ISO/IEC TR 24030:2021 and this document, Subclause 6.2 provides sources of use
Subclduse 6.3 provides guidance for the submission of use cases. Subclause 6.5 presents basic statisf
the selected use cases. Societal concerns relating to the use cases are described in 6.6.

6.2

To improve the quality of use case descriptions, potential sources are:

6.3

Use cdse submissions were considered for inclusion in this document based on the following factors:

General

4030/

or the convenience of users of this document and does not constitute an€ndorsement by ISO of
ts or services.

Clause A.1 describes a blank template and Clause A.2 describes the comparison of the usg

Sources of use cases

peer-reviewed scientific or technical publications on Al applications;
patent documents describing Al systems;

tgchnical reports or conference presentations;

high quality company whitepapers and presentations;

puiblicly accessible sources in sufficient detail.

uidance for.submitting use cases

diversity-and representativeness: this document is meant to represent a range of Al use cases in
off application domain, deployment model, objectives, stakeholders, autonomy, data charactel

ted to
[ meet
ment.
b gives
pfer to
tion is
these

hed in
b case
cases.
ics on

terms
istics,

11 daothar fortnc.

a chdtactiien and o
reiintteitur v diivu vliic 1acvivul o,

amount of information: to populate as many fields as possible;

positive impact: demonstration of positive outcomes for society, the environment and stakeholders.

6.4 Fields of the use case template

6.4.1 General

The terms in the template used for the collection of use cases are defined in 6.4.2 to 6.4.16.

© ISO/IEC 2024 - All rights reserved
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642 ID

The unique number that identifies the use cases in ISO/IEC TR 24030:2021[4] and in this document.

6.4.3 Use case name

Generally, the name of the use case provided by the use case contributor. However, some use cases were
renamed for clarity.

6.4.4 Application domain

Generplly, the application domain selected by the use case contributor from the list in 5.2. Howey
classification of some use cases was changed for consistency reasons.

6.4.5| Deployment model

Deployment model selected by the use case contributor from the list in 5.3.

6.4.6 | Objective(s)

Generplly, the objectives of the Al system defined by the use case contributoryincluding the following:

wihat is to be accomplished;
intended beneficiaries of the Al system;

sdope, boundaries and limitations.

The objectives of some use cases were amended to improvetheir readability.

6.4.7 | Narrative

This fleld asks the contributor to provide description of optimization or inferences being made with
model] and what decisions, predictions, recommendations are being applied; capabilities and featurg
are uijique to the domain, decision environment; whose decision is being augmented? the dynamics
decisipn environment, etc.

6.4.8 | Stakeholders and stakeholder perspectives

ISO/IEC 2298911 defines a stakeholder as any individual, group, or organization that can affect, be af]
by, or perceive itself to be affected by a decision or activity. This can include organizations, customers
partigs, end users, the cofrmunity, the environment, developers and other entities. The use case can de|
Al sygtem stakeholders-and how their perspectives are taken into consideration. Stakeholder perspe
include stakeholder,assets, values and effects.

Al stakeholderfoles includes:

A] provider: provides products or services that use the Al system;

br, the

the Al
s that
of the

fected

third
scribe
ctives

A prndnrpr- dncigncl dpvplnpcl tests and dpplnyc prndn(‘rq or services thatuse the Al system;

Al Customer: uses an Al product or service either directly or by its provision to Al users;
Al partner: provides services in the context of Al;

Al subject: impacted by an Al system, service, or product.

Details of Al stakeholder roles can be found in ISO/IEC 22989:2022, 5.19111,

© ISO/IEC 2024 - All rights reserved
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6.4.9 Data characteristics

6.4.9.1 General

This field describes the data characteristics that are defined in 6.4.9.2 to 6.4.9.7.

6.4.9.2 Source

Origin of data processed by the Al system, e.g. customers, instruments, IoT, web, surveys, commercial
activity, simulations or other sources.

6.4.9.83 Variety

Types| of data processed by the Al system, e.g. structured or unstructured text, images; voices| gene
sequehces, numbers, composite: time-series, graph-structures. This field can also brieflyrdiscuss fofmats,
logical models, timescales and semantics.

6.4.9.4 Velocity

The rqte of flow at which the data in the Al system is created, stored, analysed.or visualized. That can be in
real time.

6.4.9.5 Variability

Changes in data rate, format, structure, semantics or quality.

6.4.9.6 Quality

Completeness and accuracy of the data with respect to.sémantic content as well as syntax of the data (e.g.
presefce of missing fields or incorrect values).

6.4.9.7 Protected attributes

An atfribute for equal treatment across groups (e.g. gender, race, religion, legally regulated attribute).

6.4.10 Key performance indicators (KPIs)

This fleld describes the KPIs for{ eyaluating the performance or usefulness of the Al system.
6.4.11 Features of use case

6.4.11.1 General

This fleld describés the features and Al characteristics of the use case.

6.4.11.2 ATask(s)

The malmtaskof the USe Case. A pul-dowmn HSTinciudes Tecognition, maturat tanguage processing, kKimowledge
processing and discovery, inference, planning, prediction, optimization, interactivity, classification,
recommendation and others.

NOTE NLP includes the tasks such as natural language understanding (NLU), natural language generation
(NLG), part of speech (POS), question answering, machine translations, relationship extraction sentiment
analysis and automatic summarization. The details of NLP tasks are described in ISO/IEC 22989:2022, 9.2.2111 and
ISO/IEC 22989:2022, 3.6L11.

© ISO/IEC 2024 - All rights reserved
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6.4.11.3 Level of automation
The level of automation of Al systems used in this use case.

Al systems can be compared based on the degree of automation and whether they are subject to external
control. Autonomy is at one end of a spectrum and a fully human controlled system on the other, with
degrees of heteronomy in between.

The level of automation includes the following options:

— full automation: the system can modify its operating domain or its goals without external intervention,

control or oversight:
&5

— high automation: the system can perform its entire mission without external intervention;
— cqnditional automation: the system performs parts of its mission without external intervention;

— p4qrtial automation: sustained and specific performance by a system, with an externalagent being|ready
td take over when necessary;

— agsistance: some sub-functions of the system are fully automated while the system remains under the
cgntrol of an external agent;

— n¢ automation: the system assists an operator.

See ISP/IEC 22989:2022, 5.12[11 for more details on the levels of autonyation.

6.4.11.4 Method(s)

Al method or Al methods, model or models, or framework orframeworks used in development.

6.4.11.5 Platform

Platfofm (includes hardware system) used in devélopment and deployment.

6.4.11.6 Topology

Topolggy of the deployment network architecture.

6.4.127 Threats and vulnerabilities

This fleld describes threats-and vulnerabilities relevant to the use case, such as unwanted bias, incorgect Al
systerp use, security threats; challenges to accountability and privacy threats (hidden patterns).

6.4.13 Challenges,and issues

Descrptions of challenges and issues of the use case.

6.4.14 Trustworthiness considerations

6.4.14.1 General

The trustworthiness of Al system is defined as ability to meet stakeholder expectations in a verifiable
way (see ISO/IEC 22989:2022, 3.5.16[11). This field is used to describe how the use case addresses the
characteristics of trustworthiness that include, for instance, reliability, availability, resilience, security,
privacy, safety, accountability, transparency, integrity, authenticity, quality and usability.

© ISO/IEC 2024 - All rights reserved
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6.4.14.2 Bias mitigation

ISO/IEC TR 24027[3] defines bias as systematic difference in treatment of certain objects, people or groups
in comparison to others. In this part of the trustworthiness field, the use case can describe how biases such
as human cognitive bias, confirmation, data bias and statistical bias are detected and mitigated in the Al
system. The use case can also discuss how the organization has approached bias goals and challenges.

See ISO/IEC TR 2402713] for further information.

6.4.14.3 Ethical and societal concerns

In thi§ part of the trustworthiness field, the use case can describe how societal and ethical concerns rfelated
to the|Al system are understood, identified, controlled and mitigated. Current or future measures to'adldress
potential ethical and societal risks can also be described, along with protected attributes.

Societfal concerns can be a factor when an organization is choosing or recommending dmAl techrjology.
Taking context, scope, nature and risks into consideration can mitigate undesirable sdgietal outcomes. In
the abisence of such considerations, the technology itself can perform flawlessly from.a technical perspective
but hgve undesirable social or ethical impacts.

ics is one important aspect of societal concerns that addresses the ethiecalissues arising from the use
stems. Al ethics are being considered in various countries and organizations in the form of pringiples,

Al ethlics and ethical risks is based on the four ethical principles of trustworthy Al of EU high-level ¢xpert

— rgspect for human autonomy;
— prevention of harm;

— fdirness;

— eyplainability.

guidelines. Ethical risk can be defined as@problem caused by an Al system that does not follow the[above

The ijur ethical principles encompass additional ethical principles described by other Al princigles or
ethicdll principles.

6.4.14.4 Explainability

ISO/IEC 22989:2022, 5.14.6[1Mdefines explainability as a property of an Al system to express impprtant
factors influencing the Al-system results in a way that humans can understand. In this part pf the
trustworthiness field, the-use case can describe the degree to which the Al system results are explafinable
and discuss how the{rganization has approached explainability goals and challenges.

6.4.14.5 Controllability

ISO/IEC 22989:2022, 5.14.5[11 defines controllability as a property of an Al system that a human or other
alagent can intervene in the system’s functioning. A key aspect of controllability is the determihation

T ager AT COITLT Ol WITICIT COIMPOIIET of thie AT Systent (e.g- the service provider or product
vendors, the provider of the constituent Al, the user or an entity with regulatory authority). In this part of
the trustworthiness field, the use case can describe the degree to which the Al system is controllable and
discuss how the organization has approached controllability goals and challenges.

6.4.14.6 Predictability

ISO/IEC 22989:2022, 5.14.7U11 defines predictability as a property of an Al system that enables reliable
assumptions by stakeholders about the output. In this part of the trustworthiness field, the use case can
describe the degree to which the Al system results are predictable and discuss how the organization has
approached predictability goals and challenges.

© ISO/IEC 2024 - All rights reserved
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6.4.14.7 Transparency

ISO/IEC 22989:2022, 5.14.8[11 defines transparency as a property of a system where appropriate
information about the system is communicated to relevant stakeholders in system domain. In this part of the
trustworthiness field, the use case can describe the degree to which the Al system results are transparent
and discuss how the organization has approached transparency goals and challenges.

6.4.14.8 Verification

ISO/IEC 22989:2022, 5.14.911 defines verification as confirmation, through the provision of objective

evidence, that specified requirements have been fulfilled. In this part of the trustworthiness field, t

e use

caseC

6.4.14
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hn discuss how the organization has approached verification goals and challenges.

.9 Robustness, reliability and resilience

C 2298911l defines robustness, reliability and resilience as follows:

bustness: ability of a system to maintain its level of performance under any circumstances;
liability: property of consistent intended behaviour and results;

silience: ability of a system to recover operational condition quickly following an incident.

b part of the trustworthiness field, the use case can describe the-degree to which the Al sys
[, reliable and resilient, and discuss how the organization has approached goals and challenges o
[teristics.

Use of standards; opportunities for future standardization

ptions of standardization opportunities or requirements associated with use case.

SDGs to be achieved

istainable Development Goals (SDGs)Yotherwise known as the Global Goals, are a collection
goals set by the United Nations General Assembly. SDGs are a universal call to action to end pd
t the planet and ensure that all peeple enjoy peace and prosperity.

Basic statistics

Use cases by application domain

b 1 shows the percentage of use cases per application domain. Figure 1 only takes into account
ses described jn Clause 7.

The classification of some use cases was changed for consistency reasons.

tem is
Fthese

of 17
verty,

the 81

1) https://sdgs.un.org/goals
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Figur¢ 2 shows the distribution of the 81 use cases according to the ta\s\s listed in 6.4.11.2. Some us§
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that include multi-tasks are counted multiple times in Figure 2.
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6.5.3 Use cases by relevant SDGs

cases

Figure 3 shows the distribution of the 81 use cases according to relevant SDGs, as identified in Table 2. Some

use cases that contribute to several SDGs are counted several times in Figure 3.

NOTE The list of SDGs for certain use cases was modified for consistency reasons.
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[SO/IH
- accq
huma
trusty

sustainability and the degree of societal risk resulting from the use of Al systems and applications. B

speak

receiviing from consumers, producers, legislators and other Al stakeholders.

7 U

7.1

Table
applic

relevant SDGs. Sub€lauses 7.2 to 7.19 provide details of the selected use cases, grouped by application d

Al is &
case d

Figure 3 — Distribution of use cases by relevant SDGs

Societal concerns

C TR 24368l2] identifies a number of ethical and societal concerns. The major topics in this doc
untability, fairness and non-discrimination, *transparency and accountability, privacy, se
h control of technology and human-centred design - remain relevant. Since its publication add
vorthiness characteristics have been identified: most notably the associated impact on environr

ing, the use cases in this second edition reflect the additional attention these characteristi

Se cases summaries

General

2 provides a sufiunary of information for each of the 81 selected use cases, including the se
ption domain,.the name of the use case, the subclause in which it is described, its deployment mod

hment
Curity,
tional
nental
roadly
Cs are

lected
el and
pmain

s. Use

n emerging field, with use cases and solutions that have a wide range of maturity and succes
escriptions written by practitioners in their respective fields can include field specific wordi

tigns are given for the convenience of users of this document and do not constitute an endors

were populated by the use case submitters. Therefore, some fields are blank.
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Table 2 — List of use cases

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.2.1 Real-time segmentation and prediction of Embedded Good health and
plant growth dynamics using low-power system well-being for peo-
embedded systems equipped with Al ple; zero hunger
Agriculture 7.2.2 Smart agriculture Embedded Zero hunger
system
7.2.3 Forecasting of crop yield using decision Cloud services |Zero hunger
anpnrf system
7.3.1 Improving conversion rates and return on On-premise Sustainablegities
investment (Rol) with Al technologies systems and cofimunities
Digitall marketing|7.3.2 Al system for digital marketing in retail Hybrid Resgofisible
services cdonsumptior] and
production
7.4.1 Emotion-sensitive Al customer service On-premise Industry, innjova-
systems tion, and infia-
structure
7.4.2 Deep learning-based user intent recognition |Clelid,services |Decent workjand
/ economic growth
e-cqmmerce
e-business 7.4.3 Al virtual assistant for customer support On-premise Affordable apd
and service systems clean energy
7.4.4 Customer relation management (CRM) Hybrid Responsible
consumptior] and
production; gen-
der equality
7.5.1 A recommendation system/for industrial On-premise Decent work|and
training systems economic growth
7.5.2 An intelligent marking system On-premise Quality educption
systems
7.5.3 Intelligent educational robot On-premise Quality educption
Education systems
7.5.4 Al system'to intelligent campus Cloud services |Quality educption
7.5.5 Al adaptive learning platform for personal- |Cloud services |[Quality educption;
izedNearning gender equality
7.5.6 Al adaptive learning mobile app Hybrid Quality educption;
gender equality
fner 7.6.1 Smart energy grid Embedded Affordable apd
8y systems clean energy|
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Table 2 (continued)

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.7.1 Detection of frauds based on collusions On-premise Decent work and
systems economic growth
7.7.2 Virtual bank assistant Cloud services |Industry, innova-
tion and infra-
structure
7.7.3 Forecasting prices of commodities On-premise Reducing inequal-
systems ities
7.7.4 Finance advising and asset management Cloud service |No povefty,
with Al
Hintech 7.7.5 Loan in 7 minutes On-premise Industry, in-
systems rovation, and
infrastructufte; No
poverty; Dedent
work and ec¢nom-
ic growth; Génder
equality
7.7.6 Predictive risk intelligence Hybrid Industry, innova-

tion, and infija-
structure; G¢nder
equality
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Table 2 (continued)

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.8.1 Al system to predict post-operative visual Cloud services |Good health and
acuity for LASIK surgeries well-being for
people; Gender
equality
7.8.2 Al system for quality control of electronic Cloud services |Good health and
medical records (EMR) in real time well-being for
people
7.8.3 Discharge summary classifier On-premise Good health pnd
systems well-beihg for
people
7.8.4 Generation of clinical pathways On-premise Good health pnd
systems well-being far
people
7.8.5 Hospital management tools On-premjse Good health pnd
systems well-being for
people
7.8.6 Predicting relapse of a dialysis patient dur- |Cloud'services |Good health pnd
ing treatment well-being for
people
7.8.7 Instant triaging of wounds Cloud services |Good health pnd
well-being for
people
7.8.8 Detection of fraudulent medicalclaims Embedded Sustainable ¢ities
systems and communities
Ith 7.89 Al platform for chest CT-secan analysis (early |Cloud services |Good health pnd
Heplthcare stage lung cancer detection) well-being far
people
7.8.10 Neural network fermation of 3D-model or- |Hybrid Good health pnd
thopaedic inseles well-being far
people
7.8.11 Search/forundiagnosed patients Social networks|Good health And
well-being far
people
7.8.12 A clinical decision support system Cloud services |Good health pnd
well-being far
people; Gender
equality
7.843 Symptom assessment (hypothetical) Mobile applica- |Good health pnd
tions accessing |well-being for
Al backends people; Gender
running on a equality
cloud platform.
Stand alone
offline mobile
applications.
7.8.14 Making using evidence-based medicine and |Cloud services |Good health and
Al well-being for
people
7.8.15 Al-service for blood cells and bone marrow |Cloud services |Good health and

scans analysis

well-being for
people

© ISO/IEC 2024 - All rights reserved
18



https://standardsiso.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

Table 2 (continued)

Application do-

Deployment

. Subclause Use case name Relevant SDGs
main model
7.8.16 Al-service for chest X-ray and chest CT On-premise Good health and
systems well-being for
people
7.8.17 Intelligent video analytics system On-premise Good health and
systems well-being for
people
7.8.18 Retrospective analysis Cloud services [Good health and
Heplthcare well-beingfar
people
7.8.19 Robotization of the federal hotlines on Cloud services |Good health pnd
COVID-19 issues wellabeing for
people
7.8.20 Use of computer vision innovative technol- |Hybrid Good health pnd
ogies for analysis of medical images and well-being for
further application people
Homeland service|7.9.1 Device control using Al consisting of cloud |Hybfid Affordable and
rpbotics computing and embedded system clean energy|
7.10.1 Al system to help mobile phones to have On-premise Industry, innjova-
better picture effect systems tion, and infifa-
structure
7.10.2 Product failure prediction for critica\IT On-premise Industry, innjova-
infrastructure systems tion, and infija-
structure
CT 7.10.3 Al-based optimized field dispatch On-premise Industry, innova-
systems tion and infrp-
structure
7.10.4 Wireless network failure prediction Cloud services |Industry, innova-
tion and infrp-
structure
7.10.5 Al performance evaluation of Al-powered cloud services |Decent workjand
messaging-bots economic growth
7111 Al services for health insurance companies |Embedded Good health pnd
Inpurance systems well-being far
people
712.1 Water crystal mapping Cloud services |Clean water and
sanitation
knowlledge man- - — - -
apement 712.2 Al system with a digital knowledge centre Cloud services |Industry, innova-
for utilizing the knowledge in the organiza- tion, and infija-
tion structure
7.13.1 Al contract management On-premise Industry, innova-
Legal systems tion, and infyja-

structure
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Table 2 (continued)

Application do-

Deployment

. Subclause Use case name Relevant SDGs
main model
7.14.1 Quality assurance solution based on Al, to On-premise Affordable and
detect defects on wind turbines blades systems clean energy
7.14.2 Generative design of mechanical parts Cloud services |Industry, innova-
tion, and infra-
structure
7.14.3 Powering remote drilling command centre |On-premise Industry, innova-
systems tion, and infra-
structure
7.14.4 Quality improvement of adhesive products, |Cloud services |Industry, ihnova-
based on Al tion,.and infyja-
structure
7.14.5 Empowering autonomous flow meter con- On-premise Industry, innova-
trol - reducing time taken for “proving of systems tion, and infifa-
meters” structure
. 7.14.6 Improvement of productivity of semiconduc- |Hybrid Industry, innova-
Manpfacturing tor manufacturing tion, and infija-
structure
7.14.7 Al decryption of magnetograms Hybrid Industry, in-
novation and
infrastructure;
Affordable apd
clean energy|
7.14.8 Analysing and predicting acid tteatment Hybrid Industry, innova-
effectiveness on bottom holézone tion, and infyja-
structure
7.14.9 Automatic classification tool for full size core | Hybrid Industry, innova-
tion, and infyja-
structure
7.14.10 Collaborative:Alto assist workers with pro- |On-premise Industry, innova-
duction and.assembly in factories systems tion and infrj-
structure
7.15.1 Video o¥demand publishing intelligence Hybrid Industry, innjova-
) platform tion and infrp-
Medig and enter- structure
tginment - - - - -
7.15.2 Al system for promoting DX in customer Hybrid Quality educption
attraction services at a museum
7.16.1 Alideally matches children to day-care On-premise Decent work|and
centres systems economic growth;
Gender equality
7.16.2 Open spatial data set for developing Al algo- |Hybrid Sustainable ¢ities
i rithms based on remote sensing (satellite, and communtities
Puhlic se¢tor drone, aerial imagery) data
7.16.3 Smart city On-premise Sustainable ¢ities
SystenTs amdcommmumities
7.16.4 Al tool for species categorization for wildlife |On-premise Life on land
population monitoring systems
7171 Non-intrusive detection of malware Others Sustainable cities
and communities
717.2 Detect pickpockets in a crowd - training with | Social networks | Good health and

Security

privacy-sensitive data

well-being; Peace,
justice and strong
institutions
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Table 2 (continued)

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.18.1 Enhancing traffic management efficiency Cloud services |Sustainable cities
and infraction detection accuracy with Al and communities
technologies
7.18.2 Al system for traffic signal optimization Hybrid Sustainable cities
based on multi-source data fusion and communities
7.18.3 Dynamic routing software as a service On-premise Climate action
(SaaS) based on artificial intelligence systems
7.18.4 Misbehaviour detection (MBD) for V2X Cloud services |Industry.innova-
tion andhinfra-
Tranfgportation stryctpre
7.18.5 Al system to estimate or predict congestion |Cloud services |Sustainable ¢ities
length for traffic signal control and on-premise./and commurlities
system
7.18.6 Traffic signal control using artificial intelli- |Traffic signals, |Industry, innova-
gence distributed tion and infrp-
networks and |structure
LTE
7.18.7 Al system for predicting rivers’ water levels¢jon-premise sys- | Climate actign
during flooding tems or cloud
services
7.19.1 Recommendation algorithm for impreving |Cloud services |Industry, innova-
member experience and discoverability of tion and infrj-
resorts in the booking portal ofia hotel chain structure
7.19.2 Improving the quality of onlin€’interaction |Hybrid Good health pnd
i well-being for
Work and life people
7.19.3 Business use of 10T for'surveillance Hybrid Decent work|and
economic growth
7.19.4 Video surveillance Hybrid Sustainable ¢ities
and communities
7.2 [Agriculture
7.2.1| Real-time segmentation and prediction of plant growth dynamics using low-power embddded
systems equipped with Al (use case 126)
7.2.1.1 Objectives
The pfoject is deveted to the development of a low-power embedded system and Al algorithm for real-
time plant segmeéntation and prediction of its growth. The proposed distributed system is aimed for [use in
greenhouses.and remote areas, where edge-computing autonomous systems are in demand. A branch pf this
projedt also'aims to develop the payload for drones for the segmentation of harmful plants in real-timg.

Prediction of harvest, biomass or leaf area dynamics, leaf index, parameters describing the quality
of produced food, consumption of resources from sequences of images of plant growth (including
multispectral), data from sensors that describe environmental conditions and artificial growing system
parameters representing the state of the growing system.

7.2.1.2 Narrative

Research efforts towards low-power sensing devices with fully-functional Al on board are still fragmented.
This use case presents an embedded system enriched with the Al that ensures the continuous analysis and
in situ prediction of plant leaf growth dynamics and other important growth parameters. The embedded
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solutions, grounded on a low-power embedded sensing system with a graphics processing unit (GPU), are
able to run the neural networks-based Al on board. Advantages of the proposed system include portability
and ease of deployment. This use case uses a sequence of convolutional neural network (CNN) and a
recurrent neural network (RNN) called the long-short-term memory network (LSTM) as the core of the
Al in our system. The proposed approach guarantees the system autonomous operation for 180 d using
a standard Li-ion battery. This use case relies on state-of-the-art mobile graphic chips for smart analysis
and control of autonomous devices. This use case used 5 514 images as a source for automated leaf area
calculation and follow the training of Al algorithms. Over one thousand records from sensors provide
additional information about environmental conditions. All the data were used for training and testing the
recurrent neural network, convolutional neural network algorithms, and the segmentation algorithms. This
solutign provides a root mean square error (RMSE) close to 4 cm?2in a 3 h prediction horizon. All this allows
for high performance in situ optimization of plant growth dynamics and resource consumption.

7.2.1.8B Stakeholders and stakeholder considerations

Stakeholders: agriculture, ecology management, sanitary services.

7.2.1.4 Data characteristics

Data from sensors that describe environmental conditions and artificial jgrowing system pararpeters
repregenting the state of the growing system.

The A] system used 5 514 images as a source for automated leaf area calculation and follow the training of Al
algorithms. Over one thousand records from sensors provide additiehal information about environiental
condifions. All those data were used for training and testing the{recurrent neural network, convolytional
neura| network algorithms, and the segmentation algorithms.

7.2.1.5 KPIs

Accurpcy of the predictions of harvest, biomass or leaf'area dynamics, leaf index, parameters describing the
quality of produced food, consumption of resourcess:

7.2.1.6 Features of use case
Task(q): prediction
Level pf automation: conditional automation

Platfofm: GPU

7.2.1.fy Threats and vulnerabilities

Hiddeh patterns, incorrect Al system use.

7.2.1.8 Challenges and issues

The plant growth data significantly depends on multiple factors, including used solutions, illumipation
charagteristics (for greenhouses), weather and seasonal conditions (for outdoors).

The architecture of the neural network is expected to have both high accuracy and high framerate, but a
low number of layers and trained parameters for further inference on low-power embedded systems. These
controversial factors are expected to be met since embedded systems have limited processing capabilities.

High diversity of data types and no standardization of data obtained by farmers.

7.2.1.9 Trustworthiness considerations

Improving the quality of data by adjusting the data for illumination characteristics (for greenhouses) and
weather and seasonal conditions (for outdoors).
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7.2.1.10 Use of standards and standardization opportunities

None identified.

7.2.2

Smart agriculture (use case 156)

7.2.2.1 Objectives

This platform is intended to provide personalised information to farmers on crop management.

Food

roduction needs to increase its production levels by 70 % to feed the world’s growing popu

lation

by 20
agricy
impad
expec

7.2.2.

This platform provides farmers with a range of crop management options within one compreh

platfo
purch
condit
datat

The p

— in
tg

— (I
Ay

— S
S(

7.2.2.

Stakeholders: farmers, suppliers of.agricultural products and services, farming consultants, environr

organ

Stakeholder considerations:-overlap with systems threats and vulnerabilities.

7.2.2.4 Data characteristics

The d
agron

7.2.2.

h0. In addition, the current ecological footprint is twice the level that it is desired to be; leawi
Itural sector with the colossal challenge of producing more food, while reducing their-eco
t. Agricultural big data, data analytics, and machine-learning algorithms are the catalysts th
ted to underpin the realization of the world’s agricultural goals.

P Narrative

Fm. It is intended to complement the company’s other programmes; ‘by personalising the
hse needs of farmers. The company collaborates with tech companiés” that can retrieve w
ions, wind speeds, crop protection, and pest and agronomic data,.The company then analyseg
b produce effective agricultural solutions to allow farmers to use their land more effectively.

‘oject consists of three fundamental components:

formation on local weather predictions, plant disease in.situ detection, and recommendation o
minimize risk;

op and yield previews, farm efficiency and sustdinability metrics, and early detection systel
eed, pests and disease;

pportsystem for farming consultants who aré working with farmers to find ideal agricultural pl3
lutions.

B Stakeholders and stakeholder-¢éonsiderations

sations and farmers representative groups.

ata used in‘this use case include weather conditions, wind speeds, crop protection, and pe
bmic data:

b ~KPIs

hg the
ogical
at are

bnsive
exact
bather
these
f tools

ms for

nning

nental

5t and

Accuracy oI data and recommendations.

7.2.2.6 Features of use case

Task(s): recommendation

Level of automation: high automation

© ISO/IEC 2024 - All rights reserved
23


https://standardsiso.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

7.2.2.7 Threats and vulnerabilities

Accuracy of data and recommendations: Algorithms can be fallible. There is a wide array of disparities
with variables that measure weather, soil and plant disease, training of the image recognition software
with accurate and wide variety of images of plant diseases. Natural variations from country-to-country and
region-to-region, such as differences in pest management, climatic conditions, and crop types. The system
will not replace an agronomist. The platform cannot establish a one-size-fits-all approach for their project
and changes their algorithms for different regions. Precise record keeping by farmers is a challenge. Another
constraint lies in the actual labour power required to maintain many farm management systems, requiring
a large department to work on it. Particularly, when it comes to ensuring the safety and security of the
farmer’s data.

Privaqy and security: The development team are aware of issues surrounding reverse engineering)to'access
their algorithms, so they put great emphasis into securing all of their platforms. If their servers.are ecure
and tteir software is fully encrypted and secured, then there is little chance that farmers: .data will be
breached, according to the interviewees.

7.2.2.8 Challenges and issues
Use: creating simple and effective user interfaces.

Data [ownership and intellectual property securely protect this data\from misuse, hacking, and
misapjpropriation for economic or marketing purposes. It is stated that-the company does not uge the
indiviflual farmer’s data to make comparisons between farms, and if this'is done in the future, it woyld not
be done without explicit informed consent from the farmers involved. Farmers own their data and canf move
it to apother organization.

7.2.2.9 Trustworthiness considerations

One key factor in the creation of this project was ensuring’that it was affordable and easy to use for fafmers.
The tdol is free of charge. It is also for supporting farming consultants, which means that both explanftions
for faymers and those for farming consultants areto*be provided.

EnvirJ)nnmental protection: While concerns related to environmental protection were not requested by
customners, the project does align with sustainability certification schemes.

7.2.2.10 Use of standards and standardization opportunities
How tp deal with conflicting ethical issues and its transparency?

The r¢searchers of this use-ecase have drafted a proposal for guidelines for ethical Al, based on ITIL, COBIT,
ISO/IEC 20000 series and6RISP-DM.

7.2.3 | Forecastingof crop yield using decision support system (use case 173)

7.2.3.1 Objectives

Incredsing.the productivity of farms.

Operational adjustment of agricultural works.

7.2.3.2 Narrative

Technology has redefined farming over the years and technological advances have affected the agriculture
industry in more ways than one. Agriculture is the mainstay occupation in many countries worldwide and
with rising population, which as per UN projections will increase from 7,5 billion to 9,7 billion in 2050, there
will be more pressure on land as there will be only an extra 4 % of land, which will come under cultivation
by 2050.
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This is driving farmers and agro companies to find newer ways to increase production and reduce waste. As
aresult, Al is steadily emerging as part of the agriculture industry’s technological evolution. The challenge is
to increase the global food production by 50 % by 2050 to feed an additional two billion people. Al-powered
solutions will not only enable farmers to improve efficiencies but they will also improve quantity, quality
and ensure faster goto-market for crops.

7.2.3.3 Stakeholders and stakeholder considerations

Agricultural holdings (agronomy, sales department)

The o

Crop 1

re-culkivated, yield (centner/ha), date of sowing, date of harvest.

Weathi
relativ

7.2.3.
The ay

7.2.3.
Task(s
Level

Methd

Platfo
the pd

Topolggy decision support system

7.2.3.

Accur
with Y
with 4
regioy

7.2.3.

Al sol
organ

7 2 3 Data-chanact ieiicc
V4o B Data CIrarattcristats

tline of the fields.

otation history in: field id, sowing year, crop name or indication of land was left uncultivated

er data from the fields: date and time of observation, coordinates of the weather station, air temper
re humidity, wind speed, atmospheric pressure, precipitation, snow cover height, dew point

b KPIs
rerage error in estimating the yield on the farm is 5,7 %, for a different field it is 15 %.

-

b  Features of use case

): decision support system

bf automation: high automation

d(s): machine learning (embedding, gradient boosting (XGBoost)

Fm: yield forecast (centner/ha) for each field%/ farm gets displayed on the web page of the servic
ssibility of uploading in tabular formatted CSV files.

7 Threats and vulnerabilities

hcy of data and recommendations: Algorithms can be fallible. There is a wide array of disp
rariables that measure ‘weather, soil and plant disease, training of the image recognition sof
ccurate and wide variety of images of plant diseases. Natural variations from country-to-count
-to-region, such@as\differences in pest management, limatic conditions and crop types.

B Challenges and issues

es thessearcity of resources and labour to a large extent and it will be a powerful tool that ca
zations cope with the increasing amount of complexity in modern agriculture.

r was

ature,

e with

arities
tware
'y and

n help

7.2.3.

9 Trustworthiness considerations

The abovementioned accuracy is achieved for the territories where the ML model has been trained, in other
regions the accuracy can be slightly lower.

7.2.3.10 Use of standards and standardization opportunities

None identified.
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7.3 Digital marketing

7.3.1 Improving conversion rates and return on investment (Rol) with Al technologies (use case 53)

7.3.1.1 Objectives
Utilizing Al technologies in digital marketing.
Help the operation team identify new business scenarios and seize more market opportunities.

Incregse conversion rate and marketing effectiveness

Impragve user experience by providing individually customized services.

7.3.1.2 Narrative

Persopalized digital marketing has become increasingly important in response to the 'rieeds of pro

viding

differ¢nt services to different consumers. The combination of big data and Al algorithms is the dore of
personalized digital marketing. By modelling user preferences, the Al system can‘predict the servicg¢s that

users fan be interested in, improve marketing effectiveness and enhance user experience.

With gconomic development, consumers become more emphatic about self*personality. Digital mar
has also begun to focus more on the consumer's personality instead of.epmmonality. Personalized

keting
Higital

markgting has become increasingly important in response to the fieed to provide different services to

differ¢nt consumers.

The cqmbination of big data and Al algorithms is the core of personalized digital marketing. By modellinig user
preferjences, it can be predicted the services that users can belinterested in, improve marketing effectiyeness

and emhance user experience. There are three main parts ofpersonalized marketing technology:

— aydience targeting: forecasting the people who can'be interested in the marketing activities, focuging on

high-conversion probability populations to incrgase conversion rates;

— stpart subsidy: different marketing subsidies for different users to achieve higher conversion rjtes at

er cost;

— pe¢rsonalized recommendation: predict user preferences for services or items and recommend td users

at they are most likely to be interested in, to increase conversion rates.

Through the application of Al(technology, personalized digital marketing has achieved very sign
resultk: the predicted population’s conversion rates have shown an improvement of more than 30 %j;
subsidy scenario, personalized digital marketing has achieved a cost reduction of more than 10 %

ficant
in the
while

achieying a 2 % increaseZin the conversion rate; in the coupon recommendation scenario, the convgersion

rate hps improved by-ore than 70 %.

7.3.1.B Stakehelders and stakeholder considerations

StakeIolders: Third-party payment companies, end users (customers), merchants

Stakeholders considerations: User experience, digital marketing Rol, conversion rate, marketing cost.

7.3.1.4 Data characteristics

Description: sample and feature data of marketing campaign.
Source: customers.

Type: log text.

Volume (size): ~500 GB/day.
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ty: stream and batch.

Variety: device information, location information, conversion information (clicks, transactions), active level.

Variability (rate of change): subject to digital marketing effort (festival, on sale).

Quality: varies (depending on position of data collection and data reflow mechanism).

7.3.1.5 KPIs

Conversion rate: The percentage of users who are responsive to the marketing (e.g. clicks) out of th

numbe OT'S: v v oneausectasc oDt V O 2 onv v
Rol: Rol = conversion_rate * (1 - k * cost), k is the cost impact factor and can be adjusted to getla
convefsion rate or lower cost. The reference of this KPI to mentioned use case objectives_is|to in

markégting effectiveness.

7.3.1.

-

b Features of use case

Task(4): audience targeting, smart pricing, personalized recommendation

Level

bf automation: assistance

Methdd(s): machine learning, deep learning

7.3.1.

7 Threats and vulnerabilities

Abusq of personal information, falsified or dirty data.

7.3.1.

How 1

B Challenges and issues

natiorjal and regional legislation and regulations;

How t

7.3.1.

D let the system evolve and improve continuously by applying new Al models and algorithms.

D Trustworthiness considerations

For uders: enjoy better service atalower cost

For m

brchants: Increase profits)jand decrease costs

For cities and communities; Promote economic prosperity and develop a green economy

7.3.1.
Techn
Guide
Guide

7.3.2

10 Use of standards and standardization opportunities
lical framiework of Al-enabled digital marketing system.

ines for collecting, storing and handling of digital marketing data.

o collect, utilize and protect user informatign within the scope of what is permitted by re|

e total

n rate.

higher
Crease

levant

3 £, | Al + N ] P P | et
IIICS 1UT CllJlle llls ey LCLllllUlusy U ulsu_cu IIIdI I\CLllls.

Al system for digital marketing in retail services (use case 185)

7.3.2.1 Objectives

To improve matching probability and added value of customer satisfaction in retail services by digital
marketing introducing Al technologies.
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7.3.2.2 Narrative

Through the smartphone application, a unique participant ID is issued to the participants of the campaign
and questionnaires are conducted. Using participant's past purchase history data in retail services,
probabilistic latent semantic analysis (PLSA) finds customer latent segments with similar purchasing
behaviour. To characterize the customer segment Bayesian networks that represents the conditional
probability, P (Seg | Q1, ..., Qn), the relationship between the questionnaire data and the customer segments
are constructed. At the same time, conditional probabilities P (Product | Seg) are obtained from the result of
PLSA. For new campaign participants and participants with no purchase history, an Al system can calculate
the purchase prediction probability for particular participant, P (Product | Seg) P (Seg | Q1, ..., Qn) from
the results of the questionnaire, and recommends the product with the highest value to the participant.

When
The f

matc
P(Seg
forec
distri
and

7.3.2.

the products or services are recommended, discount coupons for real retail services can bepo
ct that the recommendation was accepted can be verified by history of using the coupphs: 1

ing probability and added value of customer satisfaction in retail services. P (Product{|Segmen

ent| Q1,...,Qn) will be re-learned and the recommendation model will be updated, The'Al syste
sts demand and makes it possible to reduce inventory and waste loss. At the same time, looking]
ution of customer segments, service providers and content providers optimize information c
erchandise.

B Stakeholders and stakeholder considerations

Partidipants as both customers of retail services and Al customers.

Servide providers as both providers of the retail service and Al customiers.

Alres

parch centre of a national institute as both Al producer and*Al provider.

7.3.2.4 Data characteristics

Sourc

b: interactions with the Al system (“smartphone application”) and past purchase history data in

servides.

Variety: structured.

Velocity: real-time.

Variability: what data to collect and its format can be changed when the questionnaires, produc
servides are reviewed.

Qualitly: high enough.

Prote

7.3.2.
Effect

'ted attributes: colleoted data are anonymous.

b KPIs

jveness-Of recommendation: how effective the Al system’s recommendation and coupons can b

in retail services.

Custo

fered.
'he Al

constantly collects data generated from the smartphone application and utilizes it tg"improje the

t) and
m also
at the
bntent

retail

s and

b used

eD satisfaction: customer experience with the Al system’s interaction with visitors.

7.3.2.6 Features of use case

Task(s): interactivity, recommendation and probabilistic inference.

Level of automation: assistance.

Method(s): Bayesian network, probabilistic latent semantic analysis. Human computer interaction,
information recommendation using Bayesian network models.
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Platform: Servers for running Al programs and storing data. Smartphone application system for interaction
with participants.

Topology: Network of servers and smartphone application system.

7.3.2.

7 Threats and vulnerabilities

None identified.

7.3.2.

Since

8 Challenges and issues

the smartphone application and server system are continual improvement, what data to colle

analyge and its format are under periodic review and subject to change.

7.3.2.

D Trustworthiness considerations

There[are some concerns on the part of interaction with visitors, such as inappropriate recommen
due td poor user estimation.

7.3.2.
Stand
Stand

Stand

7.4

7.4.1

7.4.1.

Extra

10 Use of standards and standardization opportunities
hrd master tables for recommended products
hrd database of questionnaires

hrd database of coupons in retail services
e-commerce/e-business
Emotion-sensitive Al customer service (usécase 42)

I Objectives

in ordgr to improve the quality of customers’ inquiry experience.

To des

for which there is a limited trainifig data set.

7.4.1.

labou
inter

Again
Al sy
alsod

P Narrative

customer servicétepresentatives have to deal with a large number of requests every day. Regt
er service systems, which are online 24/7, are capable of offering instant assistance, which fr

resources-t6 a large extent. However, it is quite challenging, if not impossible, for those systg
ret emotions from customer input and respond in as friendly a manner as a human being.

tthisbackground, based on a huge data set of customer comments and the rich experience of NL
€m can automatically detect sentiments like “happy, angry, anxious,” etc. Moreover, this syste

'ting sentiment and its intensity from._ctstomers’ input, and responding with an appropriate af]

ign an efficient solution for detecting customers’ sentiment and its intensity, especially in situl

ct and

Hation

titude

ations

lar Al
bes up
ms to

P, this
m can

heural

networks, a widely used technique in visual computing, to interpret the semantic meaning of the customer’s
expression. It can improve the system'’s performance for sentiment classification and intensity detection.
Moreover, with the adoption of transfer learning, the system can also be applied to various types of data. To
overcome the difficulty of limited training data, the Al system also use data augmentation methods such as
reverse translation and data noise to increase the variability of training data.

Up to now, the system has reached 90 % recall and 74 % accuracy for sentiment classification over seven
categories. The overall recall and accuracy for sentiment intensity are also around 85 %. The system has
increased customer satisfaction by 57 %.
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7.4.1.3 Stakeholders and stakeholder considerations

Stakeholders: Customer service and customers.

7.4.1.4 Data characteristics

Description: conversation data from after-sales customer services for sentiment classification. These data
are annotated by professional annotators into seven categories of sentiments. For sentiment intensity
detection: Consists of sentiment data for “angry” and “anxious” only; these data are annotated into three
degrees of intensity: “low, medium, high”.

Sourc

Type:

Volunje (size): around 60 000 sentences for sentiment classification and 20 000 for sentiment int
detection.

Veloci
Variet
Varial

Qualif]

7.4.1.

Custo
expec
much

Accur
76,4 9

Recall
90 %.

Accur
is 85 ¢

Recall
85 %.

7.4.1.
Task(s
Level

Methd

p: conversation data from real-time customer services.

text

Ly: batch processing
y: real-time data from various categories of products.
ility (rate of change): static

y: high

b KPIs

tation is 100 %. The reference of this KPI to mentiéhéd use case objectives is increasing the 1
hs possible.

h. The reference of this KPI to mentioned use“case objectives is increasing the rate to 90 %.

: the current overall rate of accurate prediction across all customer sentiment intensity detect
The reference of this KPI to mentioned use case objectives is increasing the rate to 90 %.

hey: the current overall rate of.accurate prediction across all customer sentiment intensity dete]
0. The reference of this KPl.tonmentioned use case objectives is increasing the rate to 90 %.

: the current overall rate of accurate prediction across all customer sentiment intensity detect
The reference of this’KPPI to mentioned use case objectives is increasing the rate to 90 %.

-

b Features ofise case
): natural language processing
bf autortation: conditional automation

d(s): deep learning, transfer learning, data augmentation

mer satisfaction: the rate of customer satisfactioniwhen using this system for requests.

ensity

The
ate as

hcy: the current overall rate of accurate prediction across all customer sentiment classificatjons is

ons is

ctions

ons is

7.4.1.7 Threats and vulnerabilities

The low degree of humanization, and lack of semantic diversity for response.

Reducing the number of human customer service staff.

Identified privacy risks include specific data collected from customers.
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7.4.1.8 Challenges and issues

Challenge: the system’s performance is expected to be as good as a human customer server.

I[ssues: 1) limited training data; 2) sentiment classification among seven categories.

Adequately addressing identified privacy risks.

7.4.1.9 Trustworthiness considerations

Improving the efficiency of customer service, improving the customer service experience.

Redud
This u

7.4.1.

The s
enoug

7.4.2

7.4.2.
Recog

To re
techn

7.4.2.

This i
intent
used t

The A
in all 4

Based
compz
to say
techn
proce
recog

ing labour costs and reducing operating costs.

se case raises serious privacy concerns, especially with respect to specific customer data.

10 Use of standards and standardization opportunities

ystem can be promoted to as many customer services companies as possible once provideq
h training data for the specific application scenario.

Deep learning-based user intent recognition (use case 43)

I Objectives
nizing users’ intent in order to solve their problems in e-conifnerce fields.

rognize and understand users’ intent using Al and\deep learning technologies and apply
plogies to build chat bot systems to further reduce labour costs and for use in various fields.

P Narrative

htelligent customer service chat bot is mainly used to categorize users’ questions, recognize
and intelligently answer users’ questions related to various business jobs. Currently, this cha
0 handle 90 % of online customer seryice and has saved the company on labour costs each year.

provider is committed to usingechnology to drive business growth and improve the user expe
ireas of customer service.

on improved customer ddyice experience and the evolution of artificial intelligence technolog
iny decided back in 2012 to develop intelligent chatbots to meet the needs of its growing buj
e on customer seryice’costs and to increase service capability. Intent recognition is a key an
logy for building\this type of intelligent customer service chat bot. By applying natural lan
bsing technologies, deep learning technologies, and traditional machine learning algorithms,

findinig algorithms; our chat bot can solve the user’s problems in most cases and give the user a high-d

consu
has ca
recog

ting experience. Finally, to provide diversified and personalized customer services, the Al s
ntinuously improved the accuracy of intent recognition, personalized solution generation, sent
hitioh, and image recognition. So far, intelligent customer service has revolutionized the trad

| with

such

users’
tbot is

rience

ry, the
siness,
d core
guage
intent

hition accuraey has reached 95 %. Based on accurate intent recognition and a series of sojution-

uality
ystem
iment
tional

Hnolinace

custo

7.4.2.3 Stakeholders and stakeholder considerations

Stakeholders: Customer service and customers

Stakeholder Considerations: Customer service expectations and customer experience

7.4.2.4 Data characteristics

Description: question response data from the online dialogue log
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Source: customer dialogue log

Type: text

Volume (size): millions

Velocity: real time

Variety: various scenarios, various businesses, various categories of products

Variability (rate of change): nonlinear

Qualiyr good

7.4.2.p KPIs

Accurpcy: the percentage of users whose intent is correctly recognized over the total-number of jusers.
Curreptly, accuracy is 95 %. The reference of this KPI to mentioned use case objectives is to injprove
accurdcy of recognizing users’ intent.

Resoliition: the percentage of questions solved over the total number of questions asked. The refergnce of
this KPI to mentioned use case objectives is to improve resolution of questions from users.

Satisfaction: the percentage of users who are satisfied with customer service over the total number offusers.
The r¢ference of this KPI to mentioned use case objectives is to improyewuser experience.

7.4.2.p Features of use case

Task(4): natural language processing

Level pf automation: conditional automation
Methdd(s): machine learning and deep learning
Platfofm: GPU and CPU

Topolegy: TensorFlow

7.4.2.y Threats and vulnerabilities
High §emantic ambiguity, multipledanguage expressions in one sentence.

Identified privacy risks include risks related to knowledge of user intent and training data.

7.4.2.8 Challenges.and issues

Currept challenges‘of deep learning and intent recognition:

— high semantic ambiguity, similar sentences can convey different meanings;

— unelear classification rules caused by complicated business logics;

— hard to answer reasoning questions;

— adequately addressing identified privacy risks.

7.4.2.9 Trustworthiness considerations
Solve problems intelligently to increase efficiency.

Free up labour from repetitive work to save a large amount of resources for society.
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This use case raises serious privacy concerns, particularly with respect to the knowledge and training data
related to user intent recognition.

7.4.2.10 Use of standards and standardization opportunities

Process standardization would improve quality and productivity.

7.4.3

Al virtual assistant for customer support and service (use case 106)

7.4.3.1 Objectives

Custo
Limitd
Targe
Optim
proce

of cus
compz

7.4.3.

The sy
Atits

Chatb
accou
free f
beford

Chatb
servid

is ungble to help the client, or if the service procedure requires an operator, the dialogue is trans

to the

custoiners.

7.4.3.

mer support service, product and service consulting.
itions - support for dialogues exclusively within the Al provider’s products.
audience - b2b, b2c clients of the Al provider.

ization of company resources for support and customer service by automating the customer s
bs. As a result of the implementation of the system, the company was able £ cover a greater V|
Lomer requests without necessity to increase its staff of operators. This prevented an increase
iny's operating expenses.

P Narrative

r'stem automatically answers customer questions within the‘application and on the company w
beak, service automation reaches 85 %.

bt assists the client in the selection of tariffs and services, and advises on the financial condition|
nt. Chatbot promotes new products without the need.for an operator. The client can ask a ques
rm; the system would understand the request,If\hecessary, the system can ask additional que
delivering its answer to the client.

bt is integrated with internal billing systems, CRM, with a product catalogue and many oth
es of the company. This allows each cliént to be provided with an individualized service. If c

operator. Currently, chatbot serves-more than 1 million requests per month, working 24/7 to

B Stakeholders and stakeholder considerations

Stake

Stake
savin

Stake

7.4.3.

olders: Customer sefvice department and customers.

older considerdtions: Customer service department - maintaining / increasing customer 1
resources.

older considerations: Customers - meeting expectations

Data characteristics

ervice
olume
in the

bbsite.

of the
ion in
stions

br key
hatbot
ferred
serve

yalty,

Sourcercustomer proi1iles and a nhistory oI questions

Type:

text, voice

Volume (size): Millions of hits (historical data)

Velocity: in real time

Variet

y: collected data sets

Variability (rate of change): the system is updated daily with new scenarios.
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Quality: high

7.4.3.5 KPIs

Automation: solving a customer issue with a chatbot without operator intervention. The reference of this
KPI to mentioned use case objectives is the optimization of customer service costs.

Quality: customer satisfaction rating. The reference of this KPI to mentioned use case objectives is to ensure
high customer loyalty to the Al provider’s brand.

7.4.3.6___Features of use case

Task(4): optimization, natural language understanding, dialogue management
Level pf automation: assistance

Methdd(s): deep learning, NLP

7.4.3.f Threats and vulnerabilities
Inforrhation security, communication secrecy and the safety of personal data

Identified security and privacy risks include security and privacy risks related to client profiles and question
historyy.

7.4.3.8 Challenges and issues
The rgadiness of external systems’ API for integration with the bot platform.
Biased customer attitudes towards chatbots.

Adeqyately addressing identified security and privagy risks.

7.4.3.p Trustworthiness considerations

This yse case raises serious security andcprivacy concerns, particularly with respect to client profilgs and
questijon history.

7.4.3.10 Use of standards and-standardization opportunities

None {dentified.
7.4.4 | Customer relation management (CRM) (use case 157)

7.4.4.1 Objectives

This yse case.focuses on determining which ethical issues arise in the use of Al in CRM and how cah they
best be addressed.

Smart Information systems (SIS - big data and artificial Intelligence] are used in customer relations
management (CRM) to help manage large customer databases and improve customer interaction by
companies.

The aim of the use case is to identify what ethical issues arise from the use of SIS in CRM, whether companies
that use SIS for CRM have policies and procedures in place for addressing these concerns, and if practitioners
are facing additional issues not addressed in the current literature.

The aim of the company's model is to further increase customer orientation and cost-efficiency.
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7.4.4.2 Narrative

Customer relationship management deals with the processes and systems that support business strategies
to build long-term and profitable relations with customers.

Access to customers’ online data (through social networks, search engine history, cookies and other tracking
systems) allow companies to gather a variety of information about customers. Such access also allows
companies to create cloud systems with data, and strategize and automate CRM practices.

Data engineering blends data from all sources and builds ML models that will accurately predict the
propensity of a customer to churn (cease to be a customer) as well as predict the propensity to buy a new

produgct:

The upe case identified the following issues: autonomy, control, manipulation, privacy, knowledge/I

know

7.4.4.8 Stakeholders and stakeholder considerations

Stake
Stake

Autonjomy, control and manipulation: there is a concern that the autonomy oficustomers is being under

throu

they dan expand, constrain or alter people’s choices and behaviours;ieach of which has an influenc

the u

certaip choices, often with a moral component. The rise in consdmer debt occurred at the same time
develgpment of complex marketing profile methods that included neural networks and predictive mo
targetl consumers.

Privagy and knowledge: accessing the internet using big:téch companies' platforms results in the disc
of perfonal information to the platforms and other websites, even if customers do not want to reve
information. Therefore, privacy issues are a significant concern for CRM practices: people unknotv
and uhintentionally are communicating personal' data. For marketers, big data are powerful weapd
captufing consumer data directly, indirectlyxtinobtrusively, with and without permission and particip

Bias:

compiters are unbiased (as, for example, they do not recognize skin colour or gender) increasing re{

ledge, informed consent, bias, responsibility and trust.

Iolders: Companies, marketers, customers and public.

older considerations:

bh the employment of data analytics. Data analysis techniques aretnot a neutral tool or measurs

er. Data analytics treats individuals as already having made or being inevitably about to

roncerns of bias entering into Aliand ML have been growing. Despite surface assumption|

ack of

mined
ment:
e over
make
as the
lels to

osure
nl this
vingly
ns for
ation.

s that
earch

has b¢en conducted evidencing the.potential for the outputs of automated systems to be prejudiced ajgainst

certaih groups of society.

Responsibility and trust: £he“unequal power relationship between companies and consumers c
concefns of accountabilityand data ownership. Thus, responsibility for the data are a key concern.

Transparency and thieycompany’s vulnerability: it is usually difficult to make algorithms public, ang

custo

Furthermore, the(algorithms change quickly and models are constantly being updated. From this, o}
see hgw the notion of public “acceptance” of certain algorithms does not really work.

7.4.4.14 Data characteristics

mers would fiothave the ability to understand those algorithms or the input data needed to run|

reates

most
them.
e can

Description: customers’ online data

Source: social networks, search engine history, cookies and other tracking systems

7.4.4.5 KPIs

To help manage large customer databases and improve customer interaction.

To predict the propensity of a customer to stop being a customer as well as the propensity to buy a new
product.
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7.4.4.6 Features of use case

Task(s): prediction

Level of automation: assistance

7.4.4.7 Threats and vulnerabilities

Informed Consent: A challenge to the collection and use of data for CRM and elsewhere is the possible lack
of informed consent given by the consumer for data to be used. Some data is given initially for a particular
reason, but can be replaced by other interests at a later date. In such cases the company can hold the data

but nd

In the
do not

appar

t have recelved informed consent for its use to the latter end.

case of CRM, the data are collected by the company as customers subscribe to services, but gust|
always consent to having their data analysed for insights or profiling. Even when consents giv
bnt means of gaining consent can consist of merely ticking a box to say that it is agreed to the

and c¢nditions. However, it is widely accepted that very few people ever read these tefms and cond|

and as
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How t
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such the validity of that consent is questionable.

and different regulations outside EU: It would be comparatively easy-for a company base
ring outside of the EU jurisdiction to develop a data set that would be unethical or illegal to pr
ope. Based on this data set, the company can then develop a highly effective Al which can then |
ope. This would be economically advantageous to that non-EU company, provided no persong
fed in this manner ever entered the EU.

B Challenges and issues
f knowledge on behalf of the customers about what is hrappening with their data.

ines to make informed consent more realistic (rather than clicking away the pop-up and unknoy
consent).

ately addressing identified privacy risks.

D Trustworthiness considerations

is a need to protect customersfrom being exploited and misguided through data manipulatid
is. New advances in CRM practices and data technologies bring social benefits, but also ethical
pxamined.

10 Use of standards-and standardization opportunities
b deal with conflicting ethical issues and its transparency?

searchers of this use case have drafted a proposal for guidelines for ethical Al, based on ITIL,
C 20000,series and CRISP-DM.

Education
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terms
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7.5.1

A recommendation system for industrial training (use case 23)

7.5.1.1 Objectives

Find skill requirements and relevant training based on an employee’s career objectives.

Recommend a personalized list of “best” training courses to an employee, which can help him/her meet his/

her ca

reer objectives.
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7.5.1.2 Narrative

The recommendation system helps employees improve their skills by recommending appropriate training
courses from a given list and historical data.

Continuous training is crucial for creating and maintaining the right skill profile for an industrial
organization’s workforce. There is tremendous variety in the available training within an organization:
technical, project management, quality, leadership, domain-specific, soft-skills, etc. Hence it is important to
assist the employee in choosing the best training that perfectly suits his/her background, project needs and
career goals. In this use case, the Al system is built on algorithms for recommending training in an industrial
setting. The Al system provides training recommendations, taking into account the employee’s training and

work
mine
Using
multi-
reconmn

7.5.1.
The st
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— A
re

The st
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7.5.1.4 Data characteristics

The d

includes real-life data about training 118587 employees over 5 019 distinct training courses.

7.5.1.

Predi
of this

7.5.1.
Task(s

Level

real-life data about training 118 587 employees over 5 019 distinct training courses from

mendation engine algorithms as well as those based on standard sequence mining algorithms.

B Stakeholders and stakeholder considerations
akeholders include:

producer: the organization that develops the recommendation systemny;
ita provider: the organization that provides the training course;

users: the organization that adopts this recommendation{system and the employees that us
commendation system for industrial training.

akeholder considerations include:

e Al users consider job requirements, skill préfile, job description requirements and tr
quirements by using this recommendation system.

hta used in this use case are the employee’s training and work history from the organization

b KPIs

tion accuracy: number‘of employees undertaking courses from the recommended list. The ref§
KPI to mentioned use case objectives is to improve accuracy.

-

b Features af use case
): recommendation

bf autemation: partial automation

Methd

istory. The Al producer has developed several new unsupervised sequence mining algoritqms to
bast training data from the organization for making the next personalized training recommendation.

large

national IT organization, this use case show that these algorithms outperform several standard

e this

nining

which

prence

d(s): deep learning

Platform: GPU-enabled servers

Topology: GPU-enabled servers

7.5.1.7 Threats and vulnerabilities

The threats include that the different sources of bias based on model training, incorrect Al system use can

cause

stress in employees.
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7.5.1.8 Challenges and issues

The challenges include that the large amounts of training data are desired and predicting human behaviour
is tricky.

7.5.1.9 Trustworthiness considerations

This recommendation system is desired to consider the impact on the motivation of the Al user because the

emplo

7.5.1.10 _Use of standards and standardization opportunities

yees can feel challenged or demoralized by using recommendations.

The s
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andards for the unsupervised sequence mining algorithms to mine the past data can be|us
ystem.

An intelligent marking system (use case 83)

I Objectives

stem can realize intelligent detection and grading of all subjective questions to significantly 1
and organizational costs.

P Narrative

ise case is an intelligent marking system based on core{technology design research, inc
endent intellectual property rights of the Al producer handwriting recognition, natural lan
standing, intelligent evaluation and other artificial intelligence. It can realize the detection of]
ons for all question types except multiple choice questions, and computer intelligent evaluat
be/English composition, English translation, literature synthesis category short answer questio
h blank questions. At the same time, for Chinese/English composition, it can also effectively
mal answer papers which are highly similarte the dry content of the test paper or the content

exter

The intelligent marking system can provide‘a new generation of intelligent scanning network eval
solutipns for large-scale pen and paper examinations combined with the mature scanning ne
evalugtion technology. In the process ‘of)scanning, the detection and screening of similar volume and
volume questions and the intelligent evaluation of subjective questions are carried out in real time. ]
the data outputted from the scapning link as the objective third party quality evaluation standard, the
or offline quality monitoring of the marking paper is carried out to improve the quality of the marking

At the
certai

The in
which|
and e
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al model text.

same time, the computer intelligent evaluation of subjective questions can assist manual markil
h extent and effectively reduce the workload of manual marking of subjective questions.

telligent marking system has many advantages. First, it has a scientific and unified scoring sta
can avoid thedifferences in the scoring scale and subjective interference among different revi

cal persoennel and servers, which can reduce the organizational cost of existing manual m

by ab
volu

ut,50/%. Third, it can detect the abnormalities in the answers, such as blank questions and g

ed for

educe
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hsure the~fairness of the marking results. Second, the investment requires only a small numpber of

hirking
imilar
hieves

eS~At the same time, through the real-time comparison with the manual marking data, it ac

qualitymomnitoring:

7.5.2.3 Stakeholders and stakeholder considerations

Stakeholders: marking teachers and technicists

Stakeholder considerations: efficiency

The stakeholders include:

— Al users: marking teachers and technicists;
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— data provider: the school that adopts this system and provides scanning student papers.
The stakeholder considerations include:

— Al users consider the efficiency of this system.

7.5.2.4 Data characteristics
Description: scanning student papers

Source: the data from scanning student papers

Type: text, picture

Velociky: batch processing

Varietly: single source

Variability (rate of change): static

Qualitly: high

7.5.2.5 KPIs

The KPIs of this system include:

— cgst: reduce the cost of existing manual marking;

— effficiency: improve the efficiency of existing manual marking;

— adcuracy: improve the accuracy of existing manual marking.

7.5.2.p Features of use case
Task(4): natural language processing
Level pf automation: high automation

Methdd(s): deep learning, semantic recognition

7.5.2.V Threats and vulnerabilities

The irfadequate accuracy of the system is the threat to be considered.

7.5.2.8 Challenges.and issues

The a¢curacy of marking papers is necessary to be further improved.

7.5.2.9 Trustworthiness considerations

Therelis@ scientific and unified scoring standard, which can ensure the fairness of the marking resultss.

This system can significantly reduce labour and organizational costs. This use case can have impacts on
teacher job descriptions and roles.

7.5.2.10 Use of standards and standardization opportunities

None identified.
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Intelligent educational robot (use case 84)

7.5.3.1 Objectives

The robot is designed to support children’s education and to improve the pleasure of learning.

7.5.3.2 Narrative

The educational robot is a new teaching tool to cultivate students' comprehensive ability. It mainly uses
art1f1c1al 1ntell1gence technology, speech recogn1t10n technology and bionic technology to cultivate students'

schoo

It has
receiv
and s
overd

students. It can be used for study or entertainment.

teaching materials and lectures by famous teachers for all grades and disciplinesyand stude
e high-quality teaching without leaving home. It can also present knowledge,forgotten by st
blve students' learning problems in time. Moreover, it can correct studénts' bad habits s

remingders so as to cultivate students' good learning behaviour and living hdbits. For learning Englis

robot

can train students' oral English ability by practicing dialogue with them, and can also bring stu

pronujnciation more in line with the standard and improve students' comimunication ability.

7.5.3.
The st
— A
— d

B Stakeholders and stakeholder considerations
akeholders include:
users: students, parents and teachers;

ita provider: the learner provides the learner inputs.

The stlakeholder considerations include:

— tHe teachers (Al users) consider the students' grades and learning interest.

7.5.3.4 Data characteristics

Descr
Sourc

Type:

Veloci

ption: learner input, including pronunciation, visual information, keystrokes, etc.
p: data from the learner
voices, visual information, keystrokes, etc.

Ly: batch proeessing

Varietly: multiple source

Variability {rate of change): static

bpendence on others, hating to get out of bed, and inattentiveness by giving instructions and inte]li

Qualitly_high

7.5.3.5 KPIs

The K

PIs of this system include:

— interest: improve students' interest in learning;

— grades: improve students' academic performance.
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7.5.3.6 Features of use case

Task(s): recognition

Level of automation: high automation

Method(s): deep learning, automatic speech recognition, bionics techniques

7.5.3.7 Threats and vulnerabilities

The inadequate teaching effect of intelligent robot is the threat to be considered.

7.5.3.

B Challenges and issues

The challenges include:

— b

— aqg
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b able to sense students' emotions like teachers;

curately capture students' gestures, postures, face information, etc.

D Trustworthiness considerations

ystem is to consider the impacts on the students, such as the system can give students emd
rt and stimulate students' interest in learning.

Fepeated training, the intelligent educational robots can assist’students’ study like teachers. ]
er the transparency, explainability and predictability of the)actions of the robots.

10 Use of standards and standardization opportunities

dentified.
Al system to intelligent campus (use case 85)

I Objectives

se case is a full range of products and integrated solutions for teaching, examination, evaly
rement and learning.

se case provides a comprehensive intelligent sensing environment and comprehensive inforr
e platform for teachers”and students, so as to realize the integration of human and by
nation.

P Narrative

on big data and artificial intelligence technology, the use case brings teaching, examination, le:
anagemernt into the integrated system of mutual cooperation, based on accompanying data acqu

namic big data analysis, combined with process evaluation, to help teachers and students to j

tional

t is to

jation,

nation
siness

irning
sition
ealize

teachingraccording to their aptitude and individualized learning, to help managers to supervise and

assist

decision-maKking, and to greatly promote the transformation of education, learning and management to
intelligence.

In teaching, the Al system includes an intelligent and efficient classroom based on the cloud network end.
Through docking the resource cloud platform and school-based resource library, it can realize synchronous
push of high-quality resources and help teachers prepare classes efficiently.

In the area of examinations, the oral evaluation technology used in this Al system is the only technology
to have passed the certification of the National Language Commission, widely used in the national Chinese
Mandarin online test and used in classroom teaching. The Al provider applies its the industry-exclusive
artificial intelligence core technology to the examination and automatic approval of traditional offline
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homework, which greatly reduces the burden on teachers and digitalizes the daily examination process. Big

dataa

nalysis technology can be used to promote personalized teaching and learning.

In learning, this Al system supports students' online adaptive learning by building a question bank system,
evaluation system and online learning system. Through analysis of the students' examination results, the
system can evaluate the students' mastery of knowledge points and the stability of their grades, and then
combine the key points of the teaching materials with the high-frequency test points. Through intelligent
analysis, the scheme can recommend the optimal learning path.

In the area of management, this Al system includes a smart campus solution that covers more than 10
departments such as the academic affairs office, student office and school office. The system provides

more Eh_EU_I_hﬁFFﬁ_t—I—t_rﬁfh_ﬁan applications to mMeet the needs of normal campus management. It 1S Worth mentionin
in order to cope with the challenges of educational administration brought by the new curriculum‘a

new c
netwd
select
classr

7.5.4.

pllege entrance examination, this Al system, based on the classification algorithm of a~deep
rk, puts forward an intelligent course arrangement system, effectively avoids the confli¢t of
on, and realizes the optimal voluntary satisfaction rate under the premise of uniform teachir
bom resources, so that every student can attend classes according to his own voljtiof.

B Stakeholders and stakeholder considerations

Stake
The st

— A
SY

— A
— di
— A
The st
— A

7.5.4.4 Data characteristics

Descr
proce

Sourc

Type:

Velocity: in real time

Variet

StakeIolders: students, teachers, schools, governments

older considerations: privacy
akeholders include:

provider: the organization brings teaching, examination,learning and managementinto the inte
stem of mutual cooperation;

users: students, teachers, schools;

ita provider: the schools that adopt this Al system;
subject: governments.

akeholder considerations include:

provider considers the students" privacy.

ption: the data comes frem students and teachers as well as from their learning and administ]
bses.

: intelligent education products or platforms

structuredier-unstructured data

g that
nd the
neural
fourse
1g and

rrated

ration

yCstudents information, teachers’ information, information generated during the course of teqching,

learni

1 4
Iy dIIU IT1aldgCIIICIIL.

Variability (rate of change): in real time

7.5.4.5 KPIs

The KPIs of this system include:

— efficiency: improve students' learning and teachers' administration efficiency. The reference of this KPI
to mentioned use case objectives is to improve efficiency.
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7.5.4.6 Features of use case

Task(s): knowledge processing and discovery

Level of automation: high automation

Method(s): knowledge processing and discovery

7.5.4.7 Threats and vulnerabilities

Disclosure of privacy data for teachers and students is the threat of this Al system.

7.5.4.8 Challenges and issues

The ithplementation of an intelligent campus requires the collection and processing of large quanti
data dn students and teachers, which is likely to lead to the disclosure of private data. THenefore, the data
privady protection mechanism is expected to be strengthened in the intelligent platform:

7.5.4.9 Trustworthiness considerations

This Al system has not identified the trustworthiness considerations on Bias mitigation, explainz
contrg¢llability, predictability, transparency, verification, robustness, reliability and resilience.

Regarfding ethical and societal concerns, this Al system of intelligent\campus is desired to consid
impadts on the Al users (teachers and students), because it brings artificial intelligence technology on
campus and into the classroom, promotes students' learning and-teachers' teaching, and facilitates te
management.

7.5.4.10 Use of standards and standardization opportunities

None |dentified.

7.5.5| Al adaptive learning platform for personalized learning (use case 102)

7.5.5.l Objectives

This use case is an Al system for equal dccess to high-quality education.

Propefties of the system are: ¢gpen access, interactive tasks, personalization, user-generated contel
learnipg graph.

7.5.5.2 Narrative

The adlaptive learning’platform (AiEd platform) is an e-learning platform and course-builder that uses
forming adaptivelearning paths.

The afaptive.learning platform is a cloud-based platform designed to create and distribute inter
educatlional® content, enhanced by various types of automatically graded assignments with a red
feedback.’ The platform is suitable for any kind of e-learning activity, from private on-campus clag
massive open online courses (MOOCs)s. The platform is designed keeping the needs of computer science
education in mind.

ties of

\bility,

er the
to the
hiching

ht and

Al for

active
l-time

ses to

The platform aims to apply data mining techniques to make education more efficient and to improve the
way people learn and teach. Adaptive and personalized learning are one of the key priorities of our platform.

7.5.5.3 Stakeholders and stakeholder considerations

The stakeholders include:

Al users: students;
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— data provider: teachers (content providers);

— Al subjects: third-party services (via experience API), academic researchers (sets of eduDATA).

The stakeholder considerations include:

— Alprovider and Al users consider the personal data concerning interests and preferences, safety, privacy
of students;

— data providers (teachers, content providers) consider the reputation, trustworthiness, high quality
content;

— A

subjects (third-party actors) consider the safety of the system.

7.5.5.4 Data characteristics

The d

7.5.5.
The K

K

— V{4

th
ey

7.5.5.
Task(s
Level

Methd
Platfo

7.5.5.
Verifi

7.5.5.

Edsto

ita used in this use case are the student’s education and learning history.

5  KPIs
PIs include:

prformance: increases educational results through personalized learriing process. The reference
PI to mentioned use case objectives is personalization;

iriability: educational content makes up the learning graph. The)Al adaptive learning engine ba
e learning graph allows automatically creation of a huge number of education programs, accepta
reryone. The reference of this KPI to mentioned use case®©bjéctives is learning graph.

-

b Features of use case

): optimization

bf automation: high automation

d(s): recommendation-based approach that uses item response theory and the ELO rating syste

'm: none, cloud-based solution isTused

/ Threats and vulnerabilities

ation of new content.is the threat of this Al system.

B Challenges and issues

ries (micro-learning video stories) are desired to be included to satisfy the pedagogical md

moveinent-based learning.

7.5.5.

D ATrustworthiness considerations

of this

ed on
ble for

m.

del of

The system is expected to be integrated INto secondary and tertiary school systems that still face legal
boundaries and limitations for scaling, it is desired to consider the trustworthiness issues related to the

impac

t of the education of the students (e.g. the fairness of education opportunities).

In addition, after repeated training, the adaptive learning system would be highly efficient. It is desired to
consider the transparency and the predictability of the adaptive learning system.

7.5.5.10 Use of standards and standardization opportunities

None identified.
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7.5.6 Al adaptive learning mobile app (use case 124)

7.5.6.1 Objectives

A foreign language learning mobile program for all age groups that adapts to the student and builds an
individual learning track based on artificial intelligence.

Providing easy, convenient and adaptive learning of English with the help of a virtual teacher based on
artificial intelligence.

7.5.6.2— Narrative

This yse case describes a mobile application for learning English, which is based on a program that adapts
content to the student and learns with them. During registration, the program analyses the user's a¢count
on a spcial network and draws up an individual training plan based on the student’s interests.

The application analyses successes and develops a curriculum adapted for each user. Thexuser is required to
firstipdicate their level of knowledge of the language and follow the instructions of the virtual teacher.

The program pays more attention to developing vocabulary and learning grammar rules. Notably, the
program collects various information while the student interacts with it,dncluding the user's trpining
rate, the percentage of correct and erroneous answers, how well the user-knows and understands various
graminar rules, etc. By collecting this information, the application catailor different activities td meet
goals that have already been achieved and those toward which the student still wants to strive.

The virtual teacher suggests choosing a level of difficulty, and then'thonitors the execution of tests and|tasks,
analyg§ing errors. If the student cannot cope, it offers to repeat)the material. If the student solves th¢ tests
and tgsks without errors, it skips.

7.5.6.8 Stakeholders and stakeholder considerations

The stfakeholders include:

— Al provider: the organization that develops the Al system and provides the service.
— Al users: all age groups with the goal oflearning a foreign language.

The stfakeholder considerations include:

— Al provider considers the learning interest, effectiveness of acquiring new knowledge, the involvement
i the educational process through gamification.

7.5.6.4 Data characteristics

The data used in thiswdse case are the information while the student interacts with the Al system, including
the ugder's trainifig-rate, the percentage of correct and erroneous answers, how well the user knows and
underptands various grammar rules, etc.

7.5.6.b~ KPIs

The KPIs include:

— efficiency: improve students' learning through an adaptive learning format. The reference of this KPI to
mentioned use case objectives is to improve efficiency;

— interest: improve students'interestin learning. The reference of this KPI to mentioned use case objectives
is to improve involvement.

7.5.6.6 Features of use case

Task(s): optimization
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Level of automation: partial automation

Method(s): in-depth study of user actions and user information

7.5.6.7 Threats and vulnerabilities

Teaching effect of virtual teacher is the threat of using this Al system.

7.5.6.8 Challenges and issues

The development of a personalized approach to learning is the challenge of this Al system.

7.5.6.
This

knowledge transmitters and make education accessible to everyone. It is desired to consider the fairy

the ac

At the

of edutcational content, is much more effective than a person in the role of an assistant to a teacher and
0

ther
of the

In add
builds
verifiq

7.5.6.

None

7.6

7.6.1

7.6.1.

This
smart

7.6.1.

The i
energ
consu

The u

D Trustworthiness considerations
fase of the use of artificial intelligence in the educational process can complemént’ teach

cessibility of the students.

same time, artificial intelligence, performing the functions of analytics, packaging and personali

e of a classical teacher towards mentoring. It is desired to consider thetitnpact of the job descri
teachers.

ition, the use of a virtual teacher in the educational process enables the analysis of student actio
individualized learning tracks based on the data received. It is desired to consider the bias a
ation perspectives regarding the impact on the students.

10 Use of standards and standardization opportunities

dentified.
Energy
Smart energy grid (use case 166)

I Objectives

se case is a smart grid case study that explores the principal ethical issues that occur in the
information systems (SIS)in smart grids and offers suggestions as to how they can be addresse

P Narrative

itroduction of\smart grids and active demand systems that monitor and incentivise alter
y consumption habits can enable dynamic consumption of energy by enabling customers to shif]
mption to _take advantage of dynamic pricing.

of sma

irtdiving without big investments in the energy distribution systems in two ways. First, SIS sy

brs as
1ess of

zation
shifts
ptions

s and
nd the

use of
d.

native
t their

be of SIS in energy promises to ensure sustainable affordable energy for the ever-increasing demands

stems

optim

1ze the management of energy demand and energy supply from existing resources. Smart gric

s also

involve a host of intelligent technologies to improve the management of the energy distribution network
that connects energy producers with consumers.

7.6.1.3 Stakeholders and stakeholder considerations

Stakeholders: Energy distribution system operators, energy suppliers, energy consumers, politicians and
(governmental) policy advisors.
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Stakeholder considerations:

— affordability and energy equity: While smart grids are seen as one of the solutions to effecting energy
justice or equity, what they in fact try to achieve is energy abundance so that there is enough supply to
satisfy the disproportionate increases in energy demand. Poorer socio-economic strata would be the
most motivated to save on their energy costs but can find it difficult to benefit from dynamic pricing as
their energy use is frugal to begin with. There is also a concern that dynamic pricing will leave consumers
who are unable to shift their energy consumption worse off, as companies will try to ‘penalise’ energy
use during peak times by raising prices.

— privacy and informed consent: smart meter acceptance levels are dropping due to ethical tensions in the

infteraction between customers and organisations. GDPR has raised the publics privacy concerms and
syspicion towards companies.

7.6.1.4 Data characteristics

The d

7.6.1.
The a

7.6.1.

Level

7.6.1.
Cyber

Cyber
low fr

7.6.1.

ita used in this use case include energy demand and energy supply from existing.resources.

b KPIs
curacy of optimising the management of energy demand and energy supply from existing resoy

-

b Features of use case

bf automation: conditional automation

/ Threats and vulnerabilities
risks and Security: do we jeopardize energy security?

attacks on the smart grid can do significant damage, yet are still inadequately addressed, due t
equency of occurrence.

B Challenges and issues

Sustainability: doing our bit for climate change.

The 1
more
techn

Priori
While

priori
distril

7.6.1.

hore accurate and real-tinle, the modelling matches energy production with consumptio
responsive the grid will be)in managing electricity flows. On the other hand, smart meters a
plogies come at an energy cost.

fization of energy distribution and energy justice.

the goal of smart grids is to avoid energy scarcity, balancing energy provision between com
fies will beceime a point of political and societal debate. These concerns relate primarily to isg
putive justice.

D ATrustworthiness considerations

rces.

b their

n, the
nd SIS

beting
ues of

Priva

y and Informed Lonsent: Does the smart grid give away nousehold privacy?

Privacy concerns relate to the granularity of electricity consumption data that can be collected about a
household and the intimate lifestyle information that can be inferred from it. To mitigate such concerns, and
in response to the GDPR, utilities have embarked on educating customers regarding their privacy policies,
the reasons behind data collection and sharing, accessing of data, and consumer rights.

There is a lack of deliberation of how these ethical issues, arising from the constant surveillance of energy
consumption in the energy transition will be resolved, or institutional and political commitments on
how they will mitigate. While the discussion in the energy transition debate elaborates on the ability to
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incentivise behavioural change via economic benefits, the ethical and social implications of dynamic pricing
with respect to energy equity or energy justice are neglected.

7.6.1.10 Use of standards and standardization opportunities

— code of conduct for system operators on use of data to build trust with consumers in terms of goals,
privacy and informed consent;

— guidance for companies for ethics by design principles to build Al systems;

— guidance for companies to consult the public about innovations and strategic developments;

— g\llidance on how to deal with conflicting ethical issues and its transparency;

— rgquirements on a fair costing and pricing system for the different user groups.

7.7
7.7.1

7.7.1.

Auto

7.7.1.

This u
partid

Fraud
mobil
states
over (
insurg
marke

that tlhe stock market is a target of fraud.

Many
opera
amon
detect

Valithing the predicted collusion set is effort-intensive, investigative and’asks legal expertise.

Fintech
Detection of fraud based on collusion (use case 20)

1 Objectives

atic unsupervised detection of frauds based on collusions.

P Narrative

se case describes a set of unsupervised machine learning algorithms to detect collusion-based f
ularly circular trading and price manipulation instock market trading.

is prevalent across all industries; and is particularly severe in today’s computerized, web-conn
p-accessible, and cloud-enabled business environments. A Federal Bureau of Investigation (FBI)
that the insurance industry in the US;which consists of over seven thousand companies and c
ne trillion dollars in premiums, losés about 40 billion dollars annually to fraud in the non-
nce sector alone. The aggregate \size of the 52 regulated stock exchanges across the world
t capitalization) was $55 trillion-as of December 2012. Given the money involved, it is not surp

hdi of collusion. Informally, a set of traders is a candidate collusion set when they have “heavy tr
b themselves, as compared to their trading with others. This use case formalizes the prob

are i

algorithms for this problem. This use case also proposes a new graph clustering algorithm, speci
tailor¢d for detecting collusion sets; further, this use case establishes a combined collusion set. Tr|
individual experiments as evidence, this approach allows us to quantify the confidence (or belief)
candidlaté\collusion sets. This use case has carried out detailed simulation experiments to demon
effect{veness of the proposed algorithms. The system is also operational in a government organization

ion of collusiontsets, if any, in a given trading database. This use case show that naive appr
efficient for seal-life situations. This use case adapts and apply two well-known graph clus

rauds,

ected,
report
bllects
health
(total
rising

malpractices in stock market trading, e.g. circular trading and price manipulation, use the modus

hding”
em of
aches
tering

[fically

pating
in the
strate

. Note

that all our collusion detection algorithms are completely unsupervised and do not need any training data.

7.7.1.3 Stakeholders and stakeholder considerations

Stakeholders: stock market regulator, stock traders and stock investors.

Stakeholder considerations: fair price, prevention of collusions and frauds.

7.7.1.4 Data characteristics

The data used in this use case are the trading data consists of records having the following form:
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stock ID, timestamp, seller ID, buyer ID, quantity, price, value.

Actual trading data contains many other details, e.g. trader details, client details, (sales and purchase) order
details such as IDs, placement times, matching time, quantities and prices quoted in the order etc. Each
record in this trading database refers to a single trading transaction.

7.7.1.5 KPIs

Prediction accuracy: How many predicted collusion sets were actually involved in fraudulent activites? The
reference of this KPI to mentioned use case objectives is to improve accuracy.

7.7.1.6 Features of use case

Task(4): knowledge processing and discovery
Level pf automation: partial automation
Methdd(s): machine learning

Platfofm: GPU-enabled servers

Topolggy: GPU-enabled servers

7.7.1.V Threats and vulnerabilities

Incortject fraud detection can lead to unnecessary alerts.

7.7.1.8 Challenges and issues

Actual examples of collusion-based fraud cannot be readily available, even for evaluation and testing.

7.7.1.p Trustworthiness considerations

Incoriject detection of collusions and frauds can cause unnecessary stress in stock traders.

7.7.1.10 Use of standards and standardization opportunities

Graphtbased clustering.
7.7.2 | Virtual bank assistant)(use case 57)

7.7.2.l Objectives
Use ofladvanced chatbots and dialogue systems to automate part of call centre activities.

Provide better‘guality help desk support to employees.

7.7.2.2 ~ Narrative

A bank's virtual assistant is the first point of contact for branch operators, who receive immediate answers
at any time - it allows optimization of the time during which the service desk can be manned by human
operators, who are dedicated to activities of greater value.

A bank in Italy has created a virtual consultant to support internal staff in their operations and interaction
with customers.

The solution enabled a significant change in the service model of the bank, allowing it to achieve important
results in terms of greater contact volumes, extension of service hours and reduction of low-value human-
centric activities.
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The virtual assistant has been conceived as the first (and only) access point for assistance. It is easy
and responds with a high level of reliability to the questions of branch colleagues. The virtual assista

to use
nt has

not been designed as a simple “chatbot” trained on a specific topic but as a virtual “colleague” to turn to
for any question, completely integrated into the bank knowledge chain. To date, the virtual bank assistant

manages all 14 knowledge domains of the bank, receiving thousands of answers.

From the beginning of its use (January 2018), the virtual assistant manages 100 % of requests,
independently and partly in collaboration with the human operators of the service desk.

partly

The effectiveness of the solution is evidenced by the very high level of satisfaction, with positive feedback
from users exceeding 90 % and the reduction in the time spent by service desk operators in providing

Stakeholders: bank support employees, bank customers, bank managers.

Stakeholder considerations: to provide better quality help desk support to employees.

7.7.2. Data characteristics

The djta used in this use case include a knowledge base which includes 14-knowledge domains of th¢
and didn’t include the training data for the chat bot.

7.7.2. KPIs

Greatg¢r contact volumes with the bank: the objective is to expand’the quantity of internal support act
provided by the bank to its employees. The reference of this KPI to mentioned use case objective
improfve productivity of service desk operators (already measured an improvement of 25 %).

Extenpion of service hours: expand internal support dctivities 24/7. The reference of this KPI to men
use case objectives is always on.

Redudtion of low-value human-centric activities: reduction of low-level labour activities and let emp
conceftrate on more added-value activities. The reference of this KPI to mentioned use case objectivd
imprope the quality of work.

7.7.2.6 Features of use case

Task(9): natural language dialogue systems
Level pf automation: conditienal automation
Methdd(s): NLP

Platfofm: web-based solution

7.7.2.V Threats and vulnerabilities

2 bank

ivities

5 is to

rioned

loyees
sisto

None {dentified

7.7.2.8 Challenges and issues

Provide natural and consistent interaction with users who have different levels of experience (and thus

vocabulary) and different backgrounds.

7.7.2.9 Trustworthiness considerations

None identified.
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7.7.2.10 Use of standards and standardization opportunities

None identified.

7.7.3

Forecasting prices of commodities (use case 91)

7.7.3.1 Objectives

Build a neural network to forecast the price of base metal commodities.

Use fo

recasted prices to interpret trading trends.

7.7.3.
A trad

The t1
insuff]
netwd
media

7.7.3.

Stake

7.7.3.4 Data characteristics

The d
media

7.7.3.

Forec
timely

Model
more

Money
save t

7.7.3.
Task(s

Level

Stake]:olders: trading company, manufacturers, suppliers.

P Narrative

ading company has access to very good data to develop regression models. However, its mod
cient to differentiate the impact of long term versus short-term externalities. As such, a
rk was developed to ingest both structured market data as well as unstructured aggregate
data to improve the inference and retraining ability to forecast prices.

B Stakeholders and stakeholder considerations

older considerations: loss in spread of trades, market reseaxch for clients.

hta used in this use case are the structured market data as well as unstructured aggregate
data.

b KPIs

st accuracy: difference between fotecasted and actual price. The use case depends on highg
accuracy of the price for necessary-trades.

latency: the latency for the'model to retrain and output inferences. As the trading sector be
hutomated, it was importantfor the model to reduce latency.

 saved: the loss incurted in poor or negative spreads. The trading company can use better forec
heir clients' moneyfnd reduce stress on cash flow.

-

b Featuresofuse case
): prediction

bf agtomation: assistance

ing company sought to improve the accuracy of price point forecasting for specific commodities.

bl was
heural
social

social

br and

comes

1sts to

Methd

A Ve=a 1 4 1
US). Ul dl IITtWUL RS

Platform: on cloud service accessible by secure API.

Topology: star

7.7.3.7 Threats and vulnerabilities

Possible tightening of aggregate data access policies of social media platforms, which can require the neural
network to be remodelled.
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7.7.3.8 Challenges and issues

Modelling a neural network model that ingests a large and wide array of data, while calibrating for variables
that have short-term versus long term impact.

7.7.3.9 Trustworthiness considerations

Unpredictable flow of materials and commodities due to price shocks.

7.7.3.10 Use of standards and standardization opportunities

Al price prediction can be used to predict the price and flow of goods can be used to hedge algainst

unpre
amou

7.7.4

7.7.4.

Finan

dictable externalities such as civil unrest or territorial disputes when the accuracy of-pricq
1ts is critical to the mission.

Financial advice and asset management with Al (use case 114)

I Objectives

cial advice and portfolio management for financial institutions and constuners.

Desighed to manage exchange-traded securities portfolios of conservativelinvestors in real time, using

price
risk.

lata and macroeconomic data, and make the most accurate decisiens at a given yield and mo

contrgction (financial crisis).

7.7.4.
The ¢

P Narrative

pre of the system carries out a structured collection from open sources and multi-threaded p

analyg§is of information; it regulates the application of basic algorithms and rules for changing

algori
Al").
algori

thms that modify the purpose of the task. (Infermediate goal setting is one of the elements of “
ne of the tasks is to assess market trends,-as well as market and interest rate risk. Changes
thm of actions depend on the macroegonomic information received from the outside. It tran

notorjously weakly formalized parameters into specific decisions on the formation of investment por

and is|

sues orders to brokers to purchasef{rébalance or sell assets in stock exchanges. The macroecor

unitigan autonomous system that generates indicators of time periods and geographical areas with dif
weightts of investment potential.

For the purpose of realizing-efficiency that cannot be achieved by competitors, the project uses
x technologies than,ether standard solutions for building neural systems. All algorithms of thg

s and
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rediction of significant depreciation of exchange-traded assetprices as a result of a sharp monetary
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The William Sharpe/Harry Markowitz model is a simplification because it is very resource-intensive,
particularly when it comes to the hundreds of asset names globally for the diversification expected in
this model. Applying a straight-line approach to the assessment of dozens or even hundreds of additional
macroeconomic parameters of each of the dozens of different countries (in the interrelated world economy),
ask either supercomputers and very expensive neural models, or building a fundamentally new economic
model for the Al core.

In this project, the regression evaluation of higher-order macroeconomic indicators “guides” all subsequent

lower-

order models, thereby resolving issues.
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7.7.4.3 Stakeholders and stakeholder considerations

Stakeholders: state regulators.

Stakeholder considerations: here is no difference from human control.

7.7.4.4 Data characteristics

Description: historical and real-time securities price data. Historical and real-time macroeconomic data.

Source: securities prices from exchanges, open source, websites of central banks and the International

Mone

Type:

Volum

ary Forrd -
structured data

e (size): 4 TB

Velocity: real-time data replenishment 100 mbps

Variet
Varialf

Qualif

7.7.4.

Portfd
to me
signif

Sharp
Sharp

7.7.4.
Task(s
Level
Methda
Platfo

7.7.4.

Chang

7.7.4.

y: mostly structured
ility (rate of change): high
y: high

b KPIs

lio yield: The percentage return of the portfolio comparedto the benchmark. The reference of th
ntioned use case objectives is long-term, from 10 y to.20%, where the retention of positive rety
cantly higher than the base.

e ratio: Risk assessment strategies. The referencé of this KPI to the use case objectives is that a
e ratio is an indication of a higher level of control reliability (1 to 2 or more).

-

b Features of use case

): prediction, advise and management
bf automation: partial automation
d(s): ensemble models

'm: 64 GB RAM, 2 x Intel Core i7

7 Threats and-vulnerabilities

es in stateregulation of financial activities.

B Challenges and issues

is KPI
rns is

higher

Data ¢

arLbe noisy, can have several missing values and are desired to have appropriate pre-processing and

treatment before feeding to the model algorithm.

Working with financial assets requires high reliability of computing systems and replication systems.

7.7.4.9 Trustworthiness considerations

None identified.
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7.7.4.10 Use of standards and standardization opportunities

None identified.

7.7.5

Loan in 7 minutes (use case 119)

7.7.5.1 Objectives

A completely automated solution that analyses customer behaviour and makes the best loan offers for a
customer.

Creatd
possik

7.7.5.

Loan in 7 minutes is a solution where a credit decision is made by artificial intelligence’in’ just a few m

witho

A conpplex machine learning settlement system was implemented on a largést Hadoop-cluster (t

petab
Then

— elfiminated the need for the client to contact the bank in person féb a loan;

— as
— bz
— s1

If the
chang

It inte
all de
learni

The c
electr

Along
for th
Lawyg¢
would

The cliient signs.the documentation using his electronic certificate. The signature applied has full lega

and ca

lending products for clients of medium and large businesses (LMB) with the shortest deliver
le, taking into account the extremely detailed customer profile.

P Narrative

it human participation.

Ites of data) and integrated into the bank's corporate lending business-ptoecess.

ew project has significantly improved customer experience:

ks no additional documentation from the client to get a decision;
ink’s automated systems were improved in terms of automatic transaction creation;
bstantially simplified the process of issuing a loan;

client applies for a loan, they fill out a short-form on the bank’s online system to reflect the
es in the business. As soon as the client provides the necessary information the solution is activy

racts with the internal and external systems (e.g. transactional data and credit bureaus), c
failed information about the clientf.applies algorithms based on artificial intelligence and m

y time

inutes

ens of

recent
nted.

bllects
hchine

ient chooses the appropriate‘lending terms. The solution calculates the interest rate, genera
bnic version of credit doetmentation and sends it to the client via the web interface.

with the terms of theloan, a list of legal documents that are expected to be received from the cug
b deal to succeed isformed. The function of a legal officer is performed automatically by the
er, which does the-same set checks on client documents as a human lawyer in a standard credit p
do.

n be werified automatically by a certificate authority.

hg methods, automatically performs risk estimation and calculates appropriate offers for the cllfnt.

€S an

tomer
Robot
rocess

| force

The lo

ar conditions chosen by the client are reflected in the bank’s internal accounting system.

The speed of the decision making on a loan application in the solution is significantly improved and
represents an important step in the development of corporate lending in Russia for the LMB segment.

7.7.5.3 Stakeholders and stakeholder considerations

Stakeholders: customers

Stakeholder considerations: fair treatment
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7.7.5.4 Data characteristics

Millions of customer profiles collected from more than 50 systems inside and outside the bank and included
previous history of credit offers.

7.7.5.5 KPIs

Non-performing loans ratio: Ratio of the sum of borrowed money upon which the debtor has not made the
scheduled payments for a specified period to the total loans. The reference of this KPI to mentioned use case
objectives is to improve efficiency.

Time fo decision: minutes for generating appropriate Ioan offers. The reference of this KPI to mentigngd use
case dbjectives is to shorten delivery time.

7.7.5.p Features of use case

Task(4): natural language processing, decision making, graph
Level pf automation: high automation

Methqd(s):

— NLP: neural networks CNN + bi-LSTM, BERT + attention and few-shot learning (Proto- name |entity
rgcognition).

— Degcision making for loan approval: neural network (NN), XGBgost, LogReg + L1/L2 regularization.

— Graph: investigation of companies’ influence on each othef to’consider it in decision making.

7.7.5.V Threats and vulnerabilities

Differpnt sources of bias.

7.7.5.8 Challenges and issues

Nonlinear models based on big data need significant computational power during the training phase.

7.7.5.9 Trustworthiness considerations

Data jttributes such as genderfrace and address are used to verify fairness and take corrective actlion as
necess$ary. This action will correct unfair lending decisions for a particular group.

The system establishes anfinquiry means from the examination of the loan applicant. Responding to inquiries
will improve the fairness of loan screening and the reliability of loan screening companies. In technological
innovation and infrastructure is a crucial driver of higher levels of productivity and economic growth|

Becaulse of gender and racial bias in training data, loans are less likely to pass for a particular gender of race.

There|is mo'way for loan users to appeal.

7.7.5.10 Use of standards and standardization opportunities

Standardization needs for setting up this use case are currently under further investigation.
7.7.6 Predictive risk intelligence (use case 164)

7.7.6.1 Objectives

Predictive risk intelligence for a wide range of domains including supply chain management, insurance,
finance, sustainability and medicine.
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Risk management.

7.7.6.2 Narrative

The core technology used is a predication engine. The prediction engine uses smart information systems
(SIS) that enable the company to detect risk events on a global scale, days and sometimes even weeks before
they happen. Predictive intelligence is used to improve decision-making for various application domains
and markets, ranging from non-governmental organisations (NGOs) to supply chain management, corporate
sustainability, and the insurance industry.

The Al system is used to analyse media streams with advanced data analytics technologies. This involves
data retrieval from a range of social media sites, which is then analysed by ML algorithms to detgrmine
predigtive outcomes for clients. The algorithms are trained in a number of languages and can-eyvalpate a
wide fange of risk factors.

7.7.6.8 Stakeholders and stakeholder considerations
Stakeholders:

— far all: policy makers, social media users, social media providers, designers ©f;risk prediction algofithm;
— sypply chain management: business analysts, buyers, suppliers;
— insurance: insurance companies, consumers;

— fihance: stock traders, business owners, investors;

— rr]j:dicine: doctors, clinical analysts, patients.

Stakeholder considerations: overlap with systems threats and vulnerabilities.

7.7.6.4 Data characteristics

The dfita used in this use case are the media streams which is from a range of social media sites.

7.7.6.b KPIs

The adcuracy of detecting the risk events’on a global scale, days and sometimes even weeks before they happen.

7.7.6.p Features of use case

Level pf automation: assistance

7.7.6.V Threats and vulnerabilities

Secur]ty and privacy concerns: use of social media data for predictions raises privacy questions, consent
from those whose data were collected.

Integijity: alack of integrity when designing or using algorithms, when making predictions for specificftarget
clients and therefore formulating algorithms that will service those clients a bias can arise

Transparency, fairness and accountability: when it comes to transparency and fairness in the automated
decision-making process, such as predictive risk intelligence, users or clients only get a limited idea of why a
decision has been made in a certain way, which does not mean the decision is justified or legitimate. The Al's
methodology is confidential to protect intellectual property

Trust and accuracy: the predictions rely on social media input for a specific representation of the world. In
certain regions social media can be used less or experience a lot of fake news.

Bias: the company ‘consciously’ selects its clients so there is a high risk of bias.
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7.7.6.8 Challenges and issues

Overlap with systems threats and vulnerabilities.

7.7.6.9 Trustworthiness considerations

Privacy and data governance.

Use of social media data to make risk analysis and predictions.

7.7.6.10 Use of standards and standardization opportunities

How tlo deal with conflicting ethical issues and its transparency. Researchers are drafting a propo
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Healthcare
Al system to predict post-operative visual acuity for LASIK surgeries (use case 24)

I Objectives

ting post-operative visual acuity for laser-assisted in sitii¢keratomileusis (LASIK) surgeries
pective laser-assisted in situ keratomileusis (LASIK) surgéry data with patient follow-ups.

pre-operative examination results and demographic.information about a patient.

t: post-operative uncorrected visual acuity (UCVAJ one day, one week and one month after surg

P Narrative

surgeries have been quite popular fortreatment of myopia, hyperopia and astigmatism over th
ecades. In the past decade, over 10 million LASIK procedures have been performed in the United
with an average cost of approximately $2 000 USD/s. While 99 % of such surgeries are successf]
onest side effect is a residual refractive error and poor UCVA. This system aims at predicting the
ASIK surgery. The task of this\system is a regression problem and use the patient demography an
five examination details-as/features. This is the work to systematically explore this critical pr

sal for

thical
bre.

from

ery.

e past
States
ul, the
UCVA
d pre-
oblem

machine learning metheds. Further, LASIK surgery settings are often determined by practit
imize for the best post-operative UCVA by including such settings as features in the regression

(periments of this'system on a data set of 791 surgeries provides an RMSE of 0,102, 0,094 and 0,
edicted postioperative UCVA one day, one week and one month after surgery respectively.

B Stakeholders and stakeholder considerations

akeholders include:

joners

manually designedrules. It is explored that the possibility of determining such settings automaﬂcally

odel.
74 for

— Al producer: the organization that develops the Al system;

— data provider: the hospitals that provides the data set;

— Al users: patients undergoing LASIK surgeries.

7.8.1.4 Data characteristics

Description: The data set contains information for 404 patients in the age range of 18 y to 47 y. Of these
patients, 215 are female, and the rest are male. The 791 LASIK surgeries were performed in 2013 and 2014.
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Of the surgeries, 397 were performed on the left eye and the remaining ones on the right eye. Most of the
surgeries are either of the Wavefront guided-LASIK type or of the Plano-scan-LASIK type. Orbscan is the
most popular topography machine used; Oculyzer being the second most popular. Pre-operative UCVA
values vary between 0,15 and 2. Post-operative UCVA values vary between -0,2 and 1 ford 1, -0,3 and 1 for
one week and -0,2 and 0,95 for one month after the operation. Although usually large data sets improve the
accuracy of the learned machine learning models, it is difficult to obtain large data sets in this domain.

Source: measured using various medical machines.

Type: structured data

Volume-tsize}—7#9t+instancesfrom404patients:

Velocity: batch

Varietly: single source. data from multiple centres of the hospital.
Variability (rate of change): static.

Qualitly: contains some noise. high quality after pre-processing.

7.8.1.5 KPIs

Recomimendation: the system can be used to automatically recommend-the right LASIK surgery fo the
patier]t. The reference of this KPI to mentioned use case objectives is new use-case in healthcare.

Impragve accuracy: the accuracy of the model is reasonably good\in terms of being practically usefyl. The
referejnce of this KPI to mentioned use case objectives is to impnove accuracy.

7.8.1.p Features of use case

Task(q): prediction

Level pf automation: partial automation

Methdd(s): machine learning, gradient boostéd’decision trees-based regression.
Platfofm: machine with 1 CPU and 2 GB'RAM. Any operating system.

Topolpgy: LASIK surgeries, UCVA, uncorrected visual acuity, regression

7.8.1.V Threats and vulnerabilities

Differpnt sources of bias;“ificorrect Al system use

7.8.1.8 Challenges'and issues
The challenges-of this use case include:

— alarge amount of data about such surgeries is not easily available;

— thereare alotof pre-operative measurements that can be Used as signais;

— data are sparse, i.e. there are a lot of missing values.

7.8.1.9 Trustworthiness considerations

The trustworthiness considerations of this use case include: the explainability of the predication, the bias of
the data set of LASIK surgeries and the privacy of the patients’ data.
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7.8.1.10 Use of standards and standardization opportunities

The standards regarding the format and exchange of LASIK surgeries data can be used in this system.

7.8.2 Al system to quality control of electronic medical record (EMR) in real time (use case 50)

7.8.2.1 Objectives

Detecting defects in EMRs by inspecting unstructured data based on NLP ability.

To ensure the completeness, consistency, punctuality and medical compliance of EMRs written by phys

7.8.2.

This A
recor(

Using
recog

It ach
and r¢
enhan

7.8.2.

cians.

P Narrative

[ system is developed to simultaneously detect mistakes while physicians write the eleetronic m
| (EMR).

NLP ability, it can process a large amount of unstructured text and judge itsyacCuracy accord
nized medical references.

eved 80 % coverage of all EMR quality control requirements issued./by the Chinese govert
duced human labour for EMR quality control (QC) by 60 %, which-translated into cost savin
ced physician education.

B Stakeholders and stakeholder considerations

Stakeholders: doctor, hospital and patient.

The st

The st

A
A
d
A

akeholders include:

producer: the organization that develops this system;

ita provider: the hospitals and the EMRsystem vendor;
subjects: the hospitals and the patients relevant to the EMR.

akeholder considerations include safety, privacy, fair treatment and trustworthiness.

7.8.2.4 Data characteristics

Descr
Sourc
Type:

Veloci

Variet

ption: EMR text data
p: EMR system

text datafrom EMR system vendor

ky: realitime

edical

ing to

ment,
rs and

users: the doctors that use this system to create EMR. The hospitals that contain and use the EMR data;

v multiple data sets

Variability (rate of change): static

Quality: high (depending on EMR system)

7.8.2.5 KPIs

Coverage: ratio of EMR QC requirements covered by the solution or all issued EMR QC requirements in China.
Ideal target is 100 %. The reference of this KPI to mentioned use case objectives is to improve accuracy.
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7.8.2.6 Features of use case

Task(s): natural language processing

Level of automation: conditional automation

Platform: cloud service

7.8.2.7 Threats and vulnerabilities

The threats include new privacy and new security of using the EMR data to develop the Al system.

7.8.2.8 Challenges and issues
Challgnges: Achieve all EMR QC requirements in different disease areas.

I[ssued: 1) lack of medical reference data; 2) lack of medical knowledge graph.

7.8.2.9 Trustworthiness considerations

The gpality of the system is an important trustworthiness consideration of this use case. The sys
develgped to achieve 80 % coverage of all EMR quality control requirements issued by the C
goverfpment, and reduced human labour for EMR QC by 60 %. The quality-of the system can be tran
into cpst savings and enhanced physician education, which is a value of this system.

7.8.2.110 Use of standards and standardization opportunities

The stfandards regarding the format and exchange of EMR data and the standards of the EMR quality ¢
requifements can be used in this system.

7.8.3 | Discharge summary classifier (use case 79)

7.8.3.1. Objectives

Classification of discharge summaries

7.8.3.2 Narrative

This system proposes a method\for construction of classifiers for discharge summaries. First, morpho
analygis is applied to a set.of-<summaries and a term matrix is generated. Second, correspond anal
applied to the classification/labels and the term matrix and generates two dimensional coordinat]
measyring the distange\between categories and the assigned points, ranking of keywords is gend
Then, [keywords arecSelécted as attributes according to the rank, and training examples for classifid
generjted. Finally‘learning methods are applied to the training examples. Experimental validation
that random forest achieved the best performance and the second best was the deep learner with 2
differ¢nce, but decision tree methods with many keywords performed only a little worse than
netwdrk or\deep learning methods.

tem is
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7.8.3.3~ Stakeholders and stakeholder considerations

The stakeholders include:

Al producer: the organization that develops the Al system;
data provider: the organisations that provide the training data for developing the Al system;
Al users: the medical staff that use this system to create discharge summaries;

Al subjects; the medical staff and the patients.
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The stakeholder considerations include the stakeholders’ assets and values on the quality of medical care.

7.8.3.4 Data characteristics
Source: hospital information system
Type: text, numerical: time-series
Volume: 1 GB text

Velocity: real time

Variefly: text, numerical, (time series)
Variability: every hour

Quality:
— rdgcords: dependent on medical staff;

— nyimerical: automatic.

7.8.3.p KPIs
Accurpcy: classification accuracy. Check of decision summaries.

Length of stay: length of stay in inpatient ward. Management of ward.

7.8.3.p 10. Features of use case

Task(4): knowledge processing and discovery

Level pf automation: assistance

Methdd(s): text mining, decision tree, random forest, SVM, BNN, deep learning
Platfofm: servers for analytics, data servers

Topolpgy: network of data and analyticsservers

7.8.3.V Threats and vulnerabilities

The threats of this system include the bias in hospital texts.

7.8.3.8 Challenges.and issues

The challenges of-this system include reduction of the computational complexity, the refinement of mjedical
texts and the enhancement of the medical hospital management.

7.8.3.p - Trustworthiness considerations

The trustworthiness considerations of this use case include: the quality of the Al system and the privacy of
the patients’ data.

7.8.3.10 Use of standards and standardization opportunities

The standards that are relevant to big data analytics can be used in this use case.
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7.8.4 Generation of clinical pathways (use case 80)

7.8.4.1 Objectives

Nursing clinical pathway

7.8.4.2 Narrative

This system proposes a temporal data mining method to construct and maintain a clinical pathway used for
schedule management of clinical care. Since the log data of clinical actions and plans are stored in a hospital

lnfor nation sustem these histaries agive temnaoral and nroceduralinformation about treatment Them
YoreStHert oo+ By THP O rar Pt e O e O B Ot ed e e e e

considgts of the following four steps:

7.8.4.B Stakeholders and stakeholder considerations

The stfakeholders include:

The stfakeholder considerations include the stakeholders’ assets and values on the quality of medical d

7.8.4.4 Data characteristics

Source: hospital information system

Type: kext, numerical: time>series

Volunje: 1 GB text

Velocity: real tinle

Varietly: text, iimerical, image (time series)

Variability: every minute/hour

ethod

first, histories of nursing orders are extracted from the hospital information system;

sgcond, orders are classified into several groups by using clustering and multidimensional g
mlethods;

tHird, by using the information on groups, feature selection is applied to the dataand important fe
for classification are extracted;

finally, original temporal data are split into several groups and the first step is repeated. Aft]
grouping results are stable, a new pathway is constructed based on the-induced results.

Al producer: the organization that develops the Al systeni;
data provider: the organisations that provide the.tfaining data for developing the Al system;
AJ users: the nursing staff that use this systenpfor the schedule management;

A] subjects; the nursing staff, other medical staff and the patients.

caling

htures

er the

are.

Quality:

records: dependent on medical staff;

numerical/image: automatic.

7.8.4.5 KPIs

Pathway complexity: complexity of nursing orders. This KPI impacts on the management of nursing orders.

Length of stay: length of stay in inpatient ward. This KPI impacts on the management of ward.
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7.8.4.6 Features of use case

Task(s): knowledge processing and discovery

Level of automation: assistance

Method(s): decision tree, clustering

Platform: servers for analytics, data servers

Topology: network of data and analytics servers

7.8.4.
The th

7.8.4.

The challenges of this system include reduction of the computational complexity andthe enhancement
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7 Threats and vulnerabilities

reats of this system include the bias in hospital data.

B Challenges and issues

al management.

D Trustworthiness considerations

ustworthiness considerations of this use case include: to achieve the’good practice of medical se
onsidering the privacy of the patients’ data.

10 Use of standards and standardization opportunities

andards that are relevant to big data analytics can be.rsed in this use case.
Hospital management tools (use case 81)

I Objectives

fal management

P Narrative

plied to hospital data.

me for innovation ef)hospital services based on data mining. Then, based on this scheme, data 1
ques are appliedto data extracted from hospital information systems. The results included s
sting findings, which suggests that the reuse of stored data can provide a powerful tool to imprg
y of hospital-services.

B Stakeholders and stakeholder considerations

of the

rvices

ral data mining methods (multi-scale comparison with clustering and temporal frequent item sets)

nining
everal
ve the

The st

aKeholders include:

— Al producer: the organization that develops the Al system and hospital services;

— data provider: the organisations that provide the training data for developing the Al system;

— Al users: the hospital administrators that use this system for the hospital management;

— Al subjects; the medical staff and the patients.

The stakeholder considerations include the stakeholders’ assets and values on the visualization of medical
staff behaviour in hospital.
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7.8.5.4 Data characteristics

Source: hospital information system

Type: text, numerical, images: time-series

Volume: 1 GB text data and 4 TB image data

Velocity: real time

Variet

y: text, numerical and image (time series)

Varial
Qualit

— Iq

— nf@merical and image: automatic.

7.8.5.

Waiting time: waiting time of outpatient clinic. This KPI impacts on managermént of outpatient clinic.

Lengt

7.8.5.
Task(s
Level
Methd
Platfo

Topolggy: network of data and analytics servers

7.8.5.
The th

7.8.5.

The challenges of this system include reduction of the computational complexity and the enhancement]

hospit

7.8.5.
The tn

1lity: every second/hour

y

cords: dependent on medical staff;

5 KPIs

h of stay: length of stay in inpatient ward. This KPI impacts on management of ward.

-

b Features of use case

): knowledge processing and discovery
bf automation: assistance

d(s): temporal data mining, clustering

'm: servers for analytics, data servers

7 Threats and vulnerabilities

reats of this system includéthe bias in hospital data.

B Challenges and issues

al management.

D Trustworthiness considerations

ustvarthiness considerations of this use case include: to achieve the good practice of medical se

with d

of the

rvices

onsidering the privacy of the patients’ data.

7.8.5.10 Use of standards and standardization opportunities

The standards that are relevant to big data analytics can be used in this use case.

7.8.6

Predicting relapse of a dialysis patient during treatment (use case 87)

7.8.6.1 Objectives

Build an Al system to augment dialysis nurses.
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Use Al to predict if a patient is possible to relapse during dialysis to reduce patient trauma.

7.8.6.2 Narrative

A deep learning model to learn from historical and real-time parameters about a patient to identify the
probability that patient can relapse during dialysis.

The private dialysis clinic was relying solely on the discretion of trained nurses to make a call whether
or not a patient can get started for a dialysis session or is expected to be taken to a hospital ahead of the
treatment due to possible relapse. This created inconsistencies in the patient’s experience and 10 % of the
patients would relapse and suffer trauma in the middle of their sessions. The deep learning model was able
to provide a more consistent call about the likelihood of relapse, upon which the trained nurses can (lecide
proactively for or against starting the dialysis session.

Predi¢tion models can improve global quality of care for patients of kidney diseases or failureyard can allow
the sefvices to be more federated and standardized.

7.8.6.8 Stakeholders and stakeholder considerations

The stlakeholders include:

— Al producer: the organization that develops the Al system;

— data provider: the organisations that provide the training data for developing the Al system;
— Al users: the dialysis nurses;

— Al subjects; the dialysis patients and the partner hospitals:

The sfakeholder considerations include the stakeholders’ dssets and values on the percentage of relagses as
a total of all sessions, cost of incomplete sessions.

7.8.6.4 Data characteristics

Descr|ption: dialysis appointment history data

Source: dialysis company database

Type: structured data with Boolean, numerical and alphanumerical data
Velocity: batch

Variety: single

Variability (rate of change): dynamic, updated weekly

Qualitly: high

7.8.6.b KPIs

Predi¢tioh accuracy: consistency of prediction compared to actual relapse rates. The reference of this [KPI to
mentioned use case objectives is that the prediction accuracy is expected to be 90 % or more to ensure only
the true-positive relapses are proactively sent to hospitals.

Ease of use: ease of interpreting the inference of the models. The reference of this KPI to mentioned use case
objectives is that the output of the model is expected to be easily understandable to the nurses.

Money saved: the loss incurred for incomplete sessions. The reference of this KPI to mentioned use case
objectives is that the proactive decisions not to commence high-relapse-chance patients’ sessions to reduce
the cost of incomplete sessions.
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7.8.6.6 Features of use case

Task(s): prediction

Level of automation: assistance

Method(s): deep learning

Platform: clinic computers and laptops

Topology: hybrid

7.8.6.
If the

feed ipcorrect data into the model and the prediction output would also be inaccurate, leadingto misg

decisi

7.8.6.
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The st
kidne)

7.8.7

7.8.7.
Build
Use A

7.8.7.

A con]
intens

A wol
serioy

7 Threats and vulnerabilities

equipment to identify the on-premise vital stats of the patient is incorrect or inaccuratef these

DNS.

B Challenges and issues

nges in feature engineering the scores of data sets into a logical format_that allows the prec
to retrain without need for high compute.

D Trustworthiness considerations

ustworthiness considerations of this use case include: thedack of reliable and accessible heal
es, and the privacy of the patients’ data.

10 Use of standards and standardization opportuahities

andardizations that can be used in this use cases include to standardize and federate the ser}
 diseases or failure.

Instant triaging of wounds (use case 89)

I Objectives
hn Al system to augment triaging decisions by wound nurses.

to identify and classify(the’intensity of wounds.

P Narrative

puter vision-model able to use RGB and infrared (IR) wavelengths to measure the size, dept
ity of a wound.

nd nurse is the first line of medical attention when a patient comes to the hospital suffering
s extérnal wound injuries. The problem is more chronic in diabetic patients. The wound ny

expec

would
ruided

iction

thcare

rice of

h and

r from
rse is

Lédhto spend time to view the wound and decide how to triage the seriousness of the wound

before

sending the patient to the doctor. A CV model was built that can use a Z-megapixel mobile camera and off-
the-shelf IR camera attachments to visualize wounds within seconds, to help the wound nurse make faster
and more consistent triaging decisions.

Using computer vision can make medical attention more globally accessible, in particular for poor and

remot

e areas without compromising on the quality of care.
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7.8.7.3 Stakeholders and stakeholder considerations

The stakeholders include:

— A

[ producer: the organization that develops the Al system;

— data provider: the organisations that provide the training data for developing the Al system;

— A
— A
The s

[ users: the wound nurses;

[ subjects; diabetes patients and hospitals.

akeholder considerations include the stakeholders™ assets and values on the time and accur

triaging wounds.

7.8.7.4 Data characteristics

Descr

Type:

ption: images of wounds in RGB and IR spectrum

image data

Volunje (size): 250 GB

Veloci

ky: batch

Variety: single

Variability (rate of change): static

Quality: high

7.8.7.

b KPIs

Visualization accuracy: the visual representation of the wound is close to the actual condition. The ref¢
of thig KPI to mentioned use case objectives is toalinburden the nurse from the stress of accurately ident

the se

verity of wounds.

Ease df use: ease of interpreting the visualinodels of the wound. The reference of this KPI to mentioned us
objectifives is that the visualization of the wound is expected to be easily understandable for the wound n

Time gaved: the time taken to view;assess and triage each patient. The CV model would create a visuali

of the

7.8.7.

wound within seconds which can otherwise take a wound nurse 10 min to 30 min.

-

b Features of usécase

Task(4): knowledge processing and discovery

Level

bf automation: assistance

Methdd(s): Gomputer vision

Platfo

hcy of

brence
ifying

e case
Lirses.

zation

' mobile phones, hospital computers

Topology: bus

7.8.7.7 Threats and vulnerabilities

Externalities like poor lighting or damages in the phone camera can ingest incorrect data into the CV model
and output inaccurate visualizations.

7.8.7.8 Challenges and issues

Challenges in integrating RGB models and IR models into a single, interpretable visualization for the nurses.
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7.8.7.9 Trustworthiness considerations

The trustworthiness considerations of this use case include: shortfalls in access to trained nurses and
medical imaging technology, and the privacy of the patients’ data.

7.8.7.10 Use of standards and standardization opportunities

The standards that are relevant to computer vision can be used on this use case.

7.8.8

Detection of fraudulent medical claims (use case 90)

7.8.8.
Build

More

machine learning.

7.8.8.

The t}
by pat

Howe

A mag
identi

7.8.8.

I Objectives
hn ML model to classify if a particular claim can be fraudulent.

pffective fraud detection, moving from human-only detection to computer-assisted‘detection th

P Narrative

ird-party administration (TPA) company has a very good visualization'dashboard to observe {
ient, by physician and by condition of medical claims submitted to the)insurance companies it s¢

Uer, the identification of anomalies in the visual representation was still based on subjective judg

hine learning model was developed to determine whether a particular claim is fraudulent :
[y anomalies in claims due to fraudulent activity by the patient, the doctor or both in collusion.

B Stakeholders and stakeholder considerations

Stake
detect

7.8.8.4 Data characteristics

Descr

Sourc

7.8.8.

Infere
menti
intervj

Time

StakeIolders: TPA, medical insurance companies, doetors and patients.

older considerations: percentage of true-positive, false positive and false negative fraudulent
ed out of the total set of claims.

ption: medical claim data

e: medical insurance companies

b KPIs

nce accuracy; \Wumber of true-positives detected vs false-positives. The reference of this 1
bned use case objectives is that the better the accuracy of the model is, the more surgical the
ention is\in identifying and controlling fraud.

pf inference: The latency in the model to retrain and generate new inferences. The reference of th

rough

rends
brves.

rment.

ind to

rlaims

KPI to
TPA’s

is KPI

to me

htioned use case objectives is that the latency in the model is expected to be reasonable to allg

w the

TPA to take faster action against fraudulent activities.

Insurance company client’s satisfaction: The reduction in the number of fraudulent claims that the insurance
company client is expected to disburse money to. The reference of this KPI to mentioned use case objectives
is that the loss to the clients of the TPA (i.e. insurance companies) would reduce if more fraudulent claims
are detected.

7.8.8.6 Features of use case

Task(s): inference
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of automation: partial automation

Method(s): machine learning

Platfo

rm: TPA’s own devices and servers

Topology: ring and hybrid

7.8.8.7 Threats and vulnerabilities

If the features of the model are not updated every few years, the model is possibly not be able to detect

£ £ an | 4=l h) 1 £,
mOde. ul'lldul tidt I1davc 1ICTVTI UTCII STCII UTIULC,

Identi

7.8.8.

A maj

fied privacy risks include patient privacy risks (e.g. re-identification of patient data).

B Challenges and issues

br challenge was to develop separate models for each major source of fraudulent cldims.

Adeqyately addressing identified privacy risks.

7.8.8.

Inadwv

D Trustworthiness considerations

ertent or illegal use of funds intended for essential services to people.

This Use case raises serious privacy concerns, particularly with respect to patient data.

7.8.8.

Machi

10 Use of standards and standardization opportunities

Ine learning models capable of detecting fraud can be used worldwide to protect the integrity of

or private funds intended for essential services such asimedical care, housing, education or sanitation

7.8.9

7.8.9.
Detec

To fac
intelli

7.8.9.

Al platform for chest CT-scan analysis (€drly stage lung cancer detection) (use case 105)

I Objectives
[ing malignant neoplasms (lungs) on chest CT-scans.

jlitate early stage oncology‘chest CT-scans through the application of the platform based on ar
bence.

P Narrative

This Al system is a §oftware platform for the diagnosis and assessment of pathology risks using ar

intelli
recog
costs

bence technologies. The product supports radiologists and oncologists, facilitating the analys
hition of diggnostic images of CT-scans, digital X-rays and mammography. The project aims to 1
hind improve diagnostic accuracy, while detecting pathologies at early stages.

This Alsystem implements its own patented technology to create a digital model of the patient. This

public

rificial

rificial
is and
educe

hllows

for st
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LCTUILIIC dI U TTOUILS UTIIVEU 11 UIID UIIT LUllllJally ) als\u ILIIIILS, CUIITITIHIICU Uy SUCITTILITIUC lJulJllL

tions.

This Al system platform core goals are improved oncology detection at early stages and prioritization of
patient flow. The company provides its own developed digital imaging and communications in medicine
(DICOM) viewer. The platform can be integrated into any type of picture archiving and communication
systems (PACS)/central archive of medical images such as SaaS solutions, or as part of a medical institution’s
closed infrastructure. The company is ready to provide customizable integration options to fit the needs of
varying customers.

“Hybrid intelligence” technology allows for the combination of the Al platform’s sensitivity with the
specificity of a skilled radiologist. This Al system can also be used to manage the flow of different radiological
studies.
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This Al system is designed to increase the efficiency and effectiveness of radiological analysis. This product
addresses two main medical issues: an undersupply of radiologists in the workforce and missed malignant
neoplasms on chest CT-scans. With the introduction of this technology, thousands of lives can be saved via

impro

ved early-stage oncology.

7.8.9.3 Stakeholders and stakeholder considerations

The stakeholders include:

— Al producer: the organization that develops the Al system;

— d
— A
— A

The st
and cg

7.8.9.4 Data characteristics

The d

7.8.9.

Accur
menti

Speed|
object

7.8.9.
Task(s
Level

Methd

7.8.9.

Loss @

7.8.9.
Achiey

7.8.9.

ita provider: the organisations that provide the training data for developing the AT system;
users: the healthcare authorities;
subjects; the patients and hospitals.

akeholder considerations include the stakeholders’ assets and values on the reputation, save
st savings.

hta used in this use case are the diagnostic images of CT-scans, digitdl X*rays and mammographj

b KPIs

hey: 93 % detection rate of malignant neoplasm on chest-ET*scans (AUC). The reference of this
bned use case objectives is to improve accuracy.

from 4 min to 6 min (depending on Internet speed).The reference of this KPI to mentioned us
ives is to improve speed.

-

b Features of use case
): recognition
bf automation: conditional automation

d(s): deep learning

7 Threats and vulnerabilities

f trust of this Al system.

B Challengés'and issues

ing a higher confirmed level than accredited radiologists in the detection of lung cancer.

D ~_Trustworthiness considerations

1 lives

KPI to

e case

The trustworthiness considerations of this use case include: to consider the privacy of the patients’ data.

7.8.9.10 Use of standards and standardization opportunities

The standards that are relevant to big data analytics can be used in this use case.
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7.8.10 Neural network formation of 3D-models orthopaedic insoles (use case 121)

7.8.10.1 Objectives

Artificial intelligence methods are used to construct individual medical products to reduce the risk of
developing diseases of the musculoskeletal system.

Development of comfortable, individualized, anatomically correct orthopaedic 3D insoles for the treatment

of flat

7.8.1(

feet.

2 Narrative
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of an «[rthopaedic doctor.
a

StakeIolders: medicine,public sector.

artificial intelligence methods, the system converts a pre-scanned footprint into an Ahnoj
ally based 3D-insole. The Al-system would independently make a medical decision based
red medical history and anthropometric data.

training of the Al-system would take place together with the doctor. In the futusejthe system
by independently choosing the most suitable location options for a patient's vaults and indent
an an anatomically correct and secure 3D-insole.

rstem consists of two parts, hardware and software.

hrdware scans 3D/2D foot images of patients and receives a production file format ready for 1
specialized machine or a 3D printer.

software, a local orthopaedic 3D model of the insole is formedraccording to a unique author’s tech
h local software package based on artificial intelligence.

ceived data are stored on a cloud platform.

D-method makes it possible to more accurately ortliese complex pathologies and atypical deform|
the sophisticated equipment used and accurate removal of anatomical physiological parame
bt up to 10 000 p/sm2. The patient’s foot is s¢anned in the sitting position; it is not exposed to
laser scanning is 6 cm high, which allows-for obtaining full-colour 3D models of the patient’s leg
uracy of half a millimetre. Further automatic milling is highly accurate for orthopaedic shoe
s of creating insoles is completely alitenomous and personalized and does not require the interv

], the system is modularizediwith capabilities to self-learn and for future extensions.

.3 Stakeholders and stakeholder considerations

older considerations: Improving the quality of life.
akeholders'include:

producer: the organization that develops the Al system;

— d

yative,
n the

would
ations

ading

Inique

ations
ers of
loads;
s with
s. The
bntion

pta-provider: the organisations that provide the training data for developing the Al system;

— Al users: the medicine related organizations;

— Al subjects; the patients and hospitals.

The stakeholder considerations include the stakeholders’ assets and values to improve the quality of life of
the patients.
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7.8.10.4 Data characteristics

The data used in this use case include medical history, anthropometric data and the 3D/2D foot images of
patients and receives a production file format ready for loading into a specialized machine or a 3D printer.

7.8.10.5 KPIs

Individualized, anatomically correct orthopaedic 3D insoles: Local orthopaedic 3D model of the insole
is formed. The reference of this KPI to mentioned use case objectives is to reduce the risk of developing
diseases of the musculoskeletal system.

7.8.10.6 Features of use case
Task(g): construction

Level pf automation: high automation
Methdd(s): neural networks

Platfofm: 3D printer, scanner, cloud platform

7.8.10.7 Threats and vulnerabilities

Incoryect Al system use.

7.8.10.8 Challenges and issues

None |dentified.

7.8.1(0.9 Trustworthiness considerations

The tifustworthiness considerations of this use casg-include: to consider the privacy of the patients’ data.

7.8.10.10 Use of standards and standardization opportunities

Tolerdnce criteria for predicted product-characteristics
7.8.11 Search of undiagnosed patients (use case 127)

7.8.11.1 Objectives
Search for undiagnosed patients with orphan diseases, define patients’ journey.

Deep pemantic andlysis of unstructured texts (based on meaning rather than keywords, i.e. using nfatural
language processing technology).

7.8.11.2 Narrative

adfic avtraction fraom tho mac
now
et ettt o1 o

health-related portals, etc.

cif of ucor nacte in nationt forume nhuciciang’ nrafoaccianal not rorks
DOt St Pattre Rt ToHS Py ottt S—pT oSS e e vV )

Full-scale crawling of search engines.

Semantic and statistical analysis of found posts related to description of particular symptoms, description
of clinical analyses, diagnostic procedures, etc.

Identification of insights and presentation of results.

Semantic artificial intelligence (Al) tools that can read and interpret electronic free text at scale. Real patient
journey, patient subgroups, etc. are to be evaluated.
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A unified medical and social image of the user (patient) can be created.

7.8.11.3 Stakeholders and stakeholder considerations

Stakeholders: patients, government affairs, physicians and pharma companies.

Stakeholder considerations: personal data of the subjects to be identified, especially patients’, i.e. special
health information can potentially be at risk.

7.8.11.4 Data characteristics

Sourc
Variet

Varial

7.8.11
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Effect
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7.8.11
Task(s

Level

7.8.11

Diffictfilties with ordering and finding patients:

7.8.11

Perso
poten

7.8.11

The r
analys

7.8.11

None

b: user posts in patient forums, physicians’ professional networks, health-related portals, etc.
y: real time

ility (rate of change): multiple

.5 KPIs

t journey: real patient journey is to be clarified based on obtained data. Pisease guidelines arg
ed accordingly.

jveness: % of all identified patients is expected to be close to the ‘number of patients predic
ence data.

.6 Features of use case
): natural language processing

bf automation: conditional automation

.7 Threats and vulnerabilities

.8 Challenges and issues

nal data of the subjects tocbe identified, especially patients’, i.e. special health informatiq
fially be at risk.

.9 Trustworthiness considerations

pliability of the (Al*system can deteriorate with fluctuations of descriptions of symptoms, ¢
es, diagnostie procedures, etc.

10 Use of standards and standardization opportunities

dentified.

to be

red by

n can

linical

7.8.12 A clinical decision support system (use case 131)

7.8.12.1 Objectives

Screening for cardiovascular disease risk prediction with machine and deep learning methods.

Advances in precision medicine would require an increasingly individualized prognostic evaluation of
patients in order to provide the patient with appropriate therapy.
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7.8.12.2 Narrative

Cardiovascular disease (CVD) continues to be the most prelevant health problem of most countries in the world,
including the Russian Federation. According to the World Health Organization, more than 17 million people die
each year from CVD worldwide, including more than seven million from coronary heart disease (CHD).

The machine learning models outperformed traditional approaches for CVD risk prediction (such as
strategies concentrating on risk evaluation (SCORE), prospective cardiovascular Munster (PROCAM), and
Framingham equations). This approach was used to create a clinical decision support system (CDSS). It uses
both traditional risk scales and models based on neural networks. Of notable importance is the fact that
the system can calculate the risk of cardiovascular disease automatically and recalculate immediately after

addin
The (

— a

— a
C(

— th
— TI§

— Iq

P new Inrormation to the EHK. The results are delivered to the user's personal account.

DSS is a ready-made, trained solution to identify high-risk patients and prevent matbidit

mortTity. The characteristics of this system include:

tomatic risk stratification of patients;

more efficient organization of preventive work aimed at a personal group of patients with a high
mplications and death;

e ability to route patients depending on the assessment obtained;

duced morbidity and mortality;

liable digital assistance, trained on the results of evidenceshased medicine and modern ¢

gliidelines;

— auytomatic identification of risk factors;

— a

— Cdq

— TIq

tomatic determination of the likelihood of developing a disease;
mpliance with clinical practice guidelines;

duced time of the patient risk assessment;

— powerful artificial intelligence to evaluate medical data and identify risk factors without development

— th
— I

— Iq

7.8.172

e addition of medical decision support functions;
ady service for evaluating EHR and to identify the risk factors;

ducing the costs of devélopment of the medical information system.

.3 Stakeholders-and stakeholder considerations

Stakeholders: end-users (physician, nurse, laboratory technologist, pharmacist, patient), sales and mar

team,
archit

CDSS produet development and maintenance team (system administrator, system developer, s
pct, project manager and system maintenance).

y and

risk of

linical

costs;

keting
ystem

StakeTolder considerations: Competitiveness, cost savings

7.8.12.4 Data characteristics

Description: FHS-Cohort

Type:

structured/unstructured text: time-series

Volume (size): 84 MB

Velocity: variety

Variability (rate of change): never
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Quality: presence of missing fields or incorrect values

7.8.12.5 KPIs

Area under curve receiver operating characteristic (AUC ROC): AUC provides an aggregate measure of
performance across all possible classification thresholds. The reference of this KPI to mentioned use case
objectives is to determine the quality and correctness of classification models.

Confusion matrix (TP, FP, TN, FN): metrics that can be used to measure the performance of a classifier or
predictor. The reference of this KPI to mentioned use case objectives is that some of these people have the
disease, and our test correctly says they are positive. They are called true positives (TP). Some have the
diseade, but the test incorrectly claims they do not. They are called false negatives (FN). Some do noE have

the difease, and the test says they do not - true negatives (TN). Finally, there can be healthy peoplé whp have
a posifive test result - false positives (FP). These can be arranged into a 2 x 2 contingency tablge(confusion
matrix), conventionally with the test result on the vertical axis and the actual condition on theherizontal axis.

Metri¢s (accuracy, precision and recall): evaluation metrics for machine learning. Thereterence of tHis KPI
to meptioned use case objectives is to evaluate the performance of a model in ML.

7.8.12.6 Features of use case

Task(4): natural language processing

Level pf automation: partial automation

Methdd(s): SpaCy, natural language toolkit (NLTK), StanfordNLP,-Tensorflow, Keras
Platfofm: CPU, tensor processing unit (TPU)

Topolgpgy: collaboratory Google, web-services

7.8.13.7 Threats and vulnerabilities

Injurig¢s and error: the most obvious risk is that Al systems would sometimes be wrong, and that gatient
injury|or other health-care problems can restult.

Data gvailability: training Al systems requires large amounts of data from sources such as electronic health
records, pharmacy records, insurance’ claims records, or consumer-generated information like fiitness
trackqrs or purchasing history. But'health data are often problematic. Data are typically fragmented pcross
many (different systems.

Privaqy concerns: another set of risks arise around privacy. The requirement of large data sets cfeates
incentlives for developers’to collect data from many patients. Some patients can be concerned that this
collection violates theirprivacy, and lawsuits have been filed based on data-sharing between large health
systerns and Al deyvelopers.

Bias and inequality: there are risks involving bias and inequality in health-care Al. Al systems learn from
the data on which they are trained, and they can incorporate biases from those data. For instance, if the data
availapleAor Al are principally gathered in academic medical centres, the resulting Al systems would| know
less apout—and therefore would treat less effectively—patients from populations that do not typically
frequent academic medical centres.

7.8.12.8 Challenges and issues

To provide physician tools to easily calculate cardiovascular risk anywhere in the world.

7.8.12.9 Trustworthiness considerations

One of the major concerns about Al-assisted CDSS is how the machines reach decisions, and whose decision
is expected to prevail when there is disagreement between the CDSS and the medical professional. This lack
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of transparency is referred to as the ‘black box’ of Al. In addition to the lack of transparency, the necessary
use of large training data sets coupled with mathematical and statistical algorithms and sometimes neural
networks, whether with or without full understanding of the internal workings, presents a challenge in

educa

ting doctors to use these tools in a clinically relevant way.

7.8.12.10 Use of standards and standardization opportunities

None identified.

7.8.13 Symptom assessment (hypothetical) (use case 134)

7.8.13.1 Objectives

Gener

Suppart patients and doctors with (pre)-diagnosing health problems and providing advige.on next ste

7.8.13.2 Narrative

As pe

shortgge varies by region. One way to more efficiently use caregivers is.to have patients use syn
assesgment software that can provide them with a first assessment thatinforms their next steps.

The World Health Organization estimates the shortage of global healthrworkers to increase from 7,2 1
in 2013 to 12,9 million by 2035. This shortage is driven by sevetal factors including growing popu
incregsing life expectancy and higher health demands. The 2017 Global Monitoring Report by the WH
the Wprld Bank reported that half of the world’s population:lacks access to basic essential health sel
The growing shortage of health workers is likely to furtherlimit access to proper health care, reduce
time, and worsen patient journeys to a correct diagnosis@nd proper treatment.

While

systerps face challenges such as increased demanddue to increased life expectancy. Additionally, av

docto
to 90

(>75 %) attend primary care because theylack an understanding of the risks they face or the knoy
to care for themselves. In the United Kingdom alone, there are 340 million consultations at the g

practi

The g
evaluz
years
triage

Inrec
of Al-

provides beth.consumers and doctors with actionable advice based on symptom constellations, findin
additipndhcontextual information like age, sex and other risk factors. Starting from some general backg
information about the patient, these systems allow to enter the most relevant presenting complaints

0l humans (patients), health workers and health professionals.

pple are living longer and as the population is growing, there is a global shortage of caregiver

the problem in low- and middle-income countries (LMIC) is worse, in more developed countries

's have to spend considerable amounts of time on patients that do not always need to see a doct
o of people who seek help from primary.care have only minor ailments and injuries. The vast m3

kioner (GP) every year and the current system is being pushed to do more with less resources.

old standard for correct differential diagnosis, next step advice and adequate treatment
ition of a medical docter’who is an expert in the respective medical field, which is based on
of university education and structured training in hospitals. Depending on context, steps si

bt years, onepromising approach to meet the challenging shortage of doctors has been the introd
ased symptom assessment applications that have become widely available. This new class of s

pS.

5. This
hptom

hillion
lation,
O and
rvices.
Hoctor

health
hilable
or. Up
jority
vledge
eneral

is the
many
ich as

preceding diagnosis’/are responsibilities of other health workers. Decision making is often supported
by clinical guidelines-ahd protocols or by consulting literature, the internet or other experts.

liction
ystem
s and
round

After

this step systems proactively collect further relevant evidence - usually in the form of a dialogue inspired by
the patient-doctor conversation. In a final step these systems provide some general pre-clinical triage (e.g.
to see a doctor on the same day or to try self-care). Most systems also provide the list for most reasonable

under

lying diseases.

7.8.13.3 Stakeholders and stakeholder considerations

Stakeholders: patients, health workers, health professionals (doctors), clinics or hospitals, health systems,
large companies, governments, health related NGOs, WHO, companies developing symptom assessment
systems.
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Stakeholder considerations: personal or patient health, cost for diagnosis, cost for treatment, time to
diagnosis, time to treatment and recovery time.

7.8.13.4 Data characteristics

The data used in this use case include the general background information about the patient such as age, sex
and other risk factors as well as the most relevant presenting complaints.

7.8.13.5 KPIs

The accuracy of prndir‘:ﬂ'inn of prn-r‘]init‘a] triage

The agcuracy of the list for most reasonable underlying diseases.

7.8.13.6 Features of use case
Task(9): classification, interactive evidence gathering (chatbots)
Level pf automation: partial automation

Methdd(s) diverse; mostly data or knowledge driven probabilistic, heuristic{erdeductive expert systems;
partially with conversational ML based NLP technology

Platfofm: diverse; generic cloud platform hardware

Topolpgy: diverse

7.8.13.7 Threats and vulnerabilities

Incoriject (pre)-diagnosis, incorrect triage, insufficient robustness against missing, incorrect or contradicting
evidence, insufficient consideration of patient context«(e.g. age, gender, region, season, ethnicity)

7.8.13.8 Challenges and issues

None |dentified.

7.8.13.9 Trustworthiness considerations

Since the symptom assessment system is not 100 % reliable, it escalates some cases to human doctors(based
on thg pre-clinical triage.

7.8.13.10 Use of standards and standardization opportunities
Standprdized quality.benchmarking.

Standpardizatiemof input space (symptoms, findings, etc.) and output space (conditions, ICD10, pre-clinical
triage|levels-ete.).

7.8.14 “Making using evidence-based medicine and Al (use case 167)

7.8.14.1 Objectives

Decision support system for doctors, based on knowledge generated by experts.

7.8.14.2 Narrative

Clinical decision support system based on the intellectual analysis and processing of medical texts - medical
care standards, clinical recommendations and guidelines, EHR, drug use guide, evidence-based medicine
recommendations to ensure that medical decisions can be made in pharmacotherapy.
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Thematic information relevant to the user's request:

Systern services:

7.8.14.3 Stakeholders and stakeholder considerations

Stake
other medical errors.

7.8.14.4 Data characteristics

The data used in this use case are'the medical experts' knowledge generated from the medical texts (m
care dtandards, clinical recommendations and guidelines, EHR, drug use guide, evidence-based me|
reconimendations).

7.8.14.5 KPIs
Al algprithm acciiracy: 94 %

Medichl errorreduction: 30 %

7.8.14.6Features of use case

StakeIolders: healthcare facilities and healthcare educational.

national clinical guidelines;

standards for primary health care;
standards for specialized health care;
clinical guidelines and EBM guidelines;

summary of evidence with reference to sources;

cijiteria ror assessing the quality of care.

mfachine learning to find similar ones;
rIltimodal mathematical models for search;
intelligent search tools for semantic search;

processing requests in a natural language;

VJice search engine;
interfaces for the system from mobile devices and gadgets;
cijoss-language support;

tHe system works with international ontologies and thesauruses.

older considerations: using care reduces: medication prescription errors, adverse drug even

ts and

edical
dicine

Task(s): semantic search

Level of automation: assistance

Method(s): machine learning, NLP, topic modelling

7.8.14.7 Threats and vulnerabilities

None identified.
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7.8.14.8 Challenges and issues

None identified.

7.8.14.9 Trustworthiness considerations

Produced a correct diagnosis in > 90 % of cases, compared to the clinicians' success rate of 80 %.

Prevent medical error.

7.8.14.10 Use of standards and standardization opportunities

None {dentified.

7.8.13 Al-service for blood cells and bone marrow scans analysis (use case 168)

7.8.13.1 Objectives

To autiomate the routine process of microscopic blood and bone marrow scans analysis using Third O
Al seryice based on artificial intelligence.

7.8.13.2 Narrative

This Al system aims to automate the routine process of microscopic blood and bone marrow scans ar
and agsist doctor on signs of abnormalities detection.

Analypis of images with the tagging next 34 blood and bone matrow cells types:

agranular myeloblast;

bgnd neutrophil;

bare lymphocyte nuclei;

basophilic normoblast (erythrokaryocyte);
hypergranular atypical promyelogyte;
hypogranular atypical promyelocyte;
lajrge lymphocyte;

lymphoblast, 11 - 12 subgroups;
lyjmphoblast, 13 subgroups;

lyjmphocyte, Variant form;

mjature-basophil;

pinion

alysis

megakaryoblast;

metamyelocyte;

mitosis;

monoblast;

monoblast with granularity and auer rod;
monocyte;

myelo and monoblast;
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— myeloblast with auer rod;

— myeloblast with azurophilic granules;

— myeloblast with fuzzy-granules;

— m

yelocyte;

— neuroblastoma;

— no lineage spec blast (unidentified blast cell);

— 03

[y philic erythrokaryocyte,

asma cell;

— péolychromatic normoblast (erythrokaryocyte);

— pi
— pi
—  S6
—  S§
— 51
— 5]
— ul
Repon
This A
Applid
— pi
— d

in

cl

The u

omonocyte;

omyelocyte;

gmental eosinophil;

gmental neutrophil;

hall lymphocyte;

nudge cells;

ndifferentiated anaplastic blast cells.

t with detected and quantified cell types.

[ system is based on a supervised learning convolutional neural network algorithm.
ation areas:

ocessing the flow of images in diagndstic centres and laboratories;

Fnamic studies of one patient: new picture is compared with previously saved in in EHR or labo
formation system (LIS) undex the same ID of a particular patient;

ocessing the images flow”in specialized medical institutions (oncology, tuberculosis, hema
nics) and general institutions (city and regional hospitals).

be of this Al system:

eeds up thedecision-making process both for urgent and for routine cases;

— allows to{eute patients within the medical institution effectively;

— Cdq

ntributes to the transparency and cost of treatment control.

ratory

tology

The servicetambeimtegrated with EHR 7 E1S:

This Al system obtains the patent of the Russian Federation with the title “method for isolation and
classification of blood cell types using deep convolutional neural networks”.

7.8.15.3 Stakeholders and stakeholder considerations

Stakeholders: morphologists, digital microscopes developers, EHR or LIS developers, healthcare facilities
and the ministry of health.
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7.8.15.4 Data characteristics

Origin of data processed by the Al system are medical instruments.

Digitized bone marrow smear from users (pathologists).

Variet

Qualit

y: images

y:accuracy: 92 to 99 % accuracy rate of blood and bone marrow cells recognition (by type)

Protected attributes: all personal data

7.8.15
Accur

Repor

7.8.15
Task(s
Level

Methd

7.8.17
Indiffq

7.8.15

Lack d

7.8.15

Ethicg
inflict

7.8.15
To usg

7.8.16

7.8.16

To au
techn

.5 KPIs
hey: 92 to 99 % accuracy rate of blood and bone marrow cells recognition (by type).

t with cells labelling and interpretation.

.6 Features of use case

): assistant, studies routing, etc.
bf automation: assistance

d(s): computer vision

.7 Threats and vulnerabilities

brence of the doctor to the process of analysis of the study:.

.8 Challenges and issues

f digital diagnostic equipment in laboratories;lack of digital transformation skills in the domair

.9 Trustworthiness considerations

1 concerns are mitigated by limitingthe statement of the conclusion by artificial intelligence. Th
ion of harm by Al is prevented.

10 Use of standards and standardization opportunities

artificial intelligencé, jt'is necessary to rework the standard ISO 15189:2022[39], Medical labora
Al-service for,chest X-ray and chest CT (use case 169)

.1 ObjecCtives

fomate-the routine process of chest X-ray and chest CT analysis using this service based
logies.

is, the

tories.

pn CV

The service can detect signs of pulmonary pathologies (including pneumonia COVID-19) and lung cancer.

7.8.16.2 Narrative

This Al system can be used in 3+ scenarios to support radiology departments and transform the workflow.

7.8.16.3 Stakeholders and stakeholder considerations

Stakeholders: radiologists, healthcare software development companies [e.g. picture archiving and
communication system (PACS), electronic health record (EHR)], healthcare facilities and the ministry of health.
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7.8.16.4 Data characteristics

Origin of data processed by the Al system are medical instruments.

customers or partners.

Variet

y: images

Velocity: 10 s - speed of study analysis

Quality:

— affeaunder the ROC curve: 92 %;

— agcuracy: 87 %j;

— sgnsitivity: 94 %;

— specificity: 86 %.

Prote¢ted attributes: all personal data.

7.8.14.5 KPIs

speed; 10 sec

accuracy: 87 %

sensitjvity: 94 %

specifficity: 86 %

7.8.19.6 Features of use case

Task(4): recognition for binary triage, radiologist's‘assistant, studies routing, etc.
Level pf automation: assistance

Methqd(s): computer vision

7.8.19.7 Threats and vulnerabilities

Indiff¢grence of the doctor to the'process of analysis of the study - the doctor is asked to review the Al-
7.8.16.8 Challenges andissues

Scalinlg challengestwith on-premise installation model.

7.8.1¢

Ethicd

.9 Trustworthiness considerations

eport.

1S, the

lconcerns are mitigated by limiting the statement of the conclusion by artificial intelligence. Th

inflict

4 £1 1 Al . R |
IUITOT IIdT IIT Uy AT 1S PITVEIILTU.

But normal scans can be identified with Al and that Al-system can be approved for an autonomous Al-

medic

al imaging diagnostic system

7.8.16.10 Use of standards and standardization opportunities

ISO 12052:2017 is considered in this use case.
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7.8.17 Intelligent video analytics system (use case 170)

7.8.17.1 Objectives

This Al system is an intelligent monitoring system for increased patient safety. Using computer vision
technology, while securely protecting patient information, the system monitors patient's safety and the
quality of care provided by medical staff.

7.8.17.2 Narrative

This

Lsustem nrovidesthe solution on:
oy oS HH-prOvrer ++

— th
g
su
th

J— p(
— 59

— th
Cq

Using

— p(

— fallls treatment costs;

— b

7.8.17

Stakeholders: nursing facilities, healthcare facilities and the ministry of health.

7.8.17

Origin
activif

Video
Variet
Qualit

Prote

7.8.17

e incidence of pressure ulcers development: the system calculates the time spent by the.pat
ch pose. If the bedridden patients are left in one position too long, the pressure cuts off hprmall
pply increasing the bedsores development risk. If it exceeds the time limit set by the-doctor or
e system sends the notification;

itient falls: the system detects the patient’s position, fall risk and emergency signals;

fety: the system can authorize the personnel and visitors and control thecare quality;

nnected wearable devices.
this Al system aims to reduce:

itient neglect due to nursing shortage;

pdsores treatment costs.

.3 Stakeholders and stakeholder considerations

.4 Data characteristics

of data processed by the Al system, e.g. customers, instruments, 10T, web, surveys, comn|
y, simulations or other sotices.

from patient’s room
y: video
y: accuracy:95%

'ted attributes: all personal data

.5 KPIs

ent in
blood
nurse,

e lack of regular monitoring: the system monitors the patient’s state of héalth using information from

lercial

Accuracy: 99 %

Alarms with immediate response

7.8.17.6 Features of use case

Task(s): recognition for staff overload, meeting patient expectations etc.

Level of automation: assistance

Method(s): computer vision
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7.8.17.7 Threats and vulnerabilities

Saving privacy is a threat in this use case.

7.8.17.8 Challenges and issues

Additi

onal capital expenditure (CAPEX) for healthcare facilities.

7.8.17.9 Trustworthiness considerations

Securely protecting patient information.

7.8.17
The u

7.8.18

7.8.1¢

Servid

7.8.18

Al algorithms given in this system carry out automatic segmenftation of developed medical devig

varioy

Rapid

7.8.18

Stakeholders: medical information and analytical‘centres, outpatient covid centres, and cancer centre

7.8.18

Series

7.8.1¢
ROC/A

Analy

7.8.18
Task(s

Level

.10 Use of standards and standardization opportunities

be of Al in video surveillance systems can be considered to propose a standard.
Retrospective analysis (use case 172)

.1 Objectives

.2 Narrative

s nosologies.

y obtaining a preliminary diagnosis using artificial intelligence.

.3 Stakeholders and stakeholder considerations

.4 Data characteristics

of CT images.

.5 KPIs
\UC > 0.91.

5is speed < 5 min/series.

.6 Features'of use case
): prediction of nodules in lungs scans

pfautomation: high automation

Method(s): ResNet based Al

Platform: Docker

Topology: clustered

7.8.18.7 Threats and vulnerabilities

e for the analysis of lung CT archives collected during the COVID-19 panidemic, in the case of nodules.

es for

Medical data security, standard CT research protocols required and possibility of non-target rare diseases

findin

g.
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7.8.18.8 Challenges and issues

As aresult of incorrect adjustment of CT devices, deviations in accuracy are possible.

As aresult of the lack of integration of multisystem inflammatory syndrome (MIS) and CT devices, the value

of the

product decreases.

A medical specialist is required for the correct interpretation of the results.

7.8.18.9 Trustworthiness considerations

Imple
Imple

Ease @

7.8.18

DICONI protocol.

['OCT
['OCT

7.8.19

7.8.19

To inc
To prd

7.8.19

The s
questi

llUllLtﬂL‘l lidl,d LI dllbel ubiug d SCcCUurc rictwol k
mented data depersonalization before transmission (and depersonalization).

fuse lowers the entry threshold for physicians.

10 Use of standards and standardization opportunities

P MOK/TO 62266-2009 for Al.
28147-89 and 'OCT P 34.11-94 for gateway.

Robotization of the federal hotlines on COVID-19 issues (use case 174)

.1 Obijectives

rease the availability of information on COVID-19 jssues for the population of the Russian Fedel
cess 100 % of citizens' appeals without a queuedir the line. The ability to provide information 2

.2 Narrative

plution is based on the robot-operator*for the federal hotline. It automatically answers subsc
ons about symptoms, the course: @f;'the disease, how to protect yourself and your family w

invol

about|the method and procedure, of vaccination, PCR tests. The knowledge base contains about
questijons and answers on COVID=19. The customer is provided with a convenient and intuitive for
editing the knowledge base for self-update of the robot-operator.

7.8.19
Al prd
Al prd
Al Cug

ing contact centre operators. The robot provides statistics on the number of cases and inforr

.3 Stakeholders and stakeholder considerations
vider: IT company.
ducer: [T-egmpany.

tomex:-Ministry of Digital Development, Communications and Mass Media of the Russian Fede

and Mlinistry of Health.

ration.
4/7.

ibers'
ithout
hation
1,500
mat of

ration

Al subject: Population of the Russian Federation.

7.8.19.4 Data characteristics

Source: incoming telephone traffic on the federal hotlines.

Variet

y: audio, text.
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7.8.19.5 KPIs

Call waiting time less than 10 sec.

The delay between the question and the answer of the robot is less than 2 seconds.

Processing 100 % of calls, incl. at peak loads.

7.8.19.6 Features of use case

Task(s): speech recognition, search for question-answer pairs.

Level

Methd
robot

pbf automation: full automation

d(s): implementation of the knowledge base functionality that allows to quickly update-wit
data and search for an answer to the question in real time.

The kinowledge base with about 1 500 questions and answers on COVID-19 supports the following algor

D
dg
(1
of
ta

B
S
is
in

T
o1
is
In
cl

B

re
B

E

c(
th
in
th
re
of
tg

hmerau-Levenshtein distance: A measure of the difference between two<strings of char:
efined as the minimum number of operations of insertion, deletion, replacement and transpq
ermutation of two adjacent characters) required to transfer one string4o,another. It is a modifi
the Levenshtein distance: the operation of transposition (rearrangement) of symbols has been

the operations of inserting, deleting and replacing symbols defined-iri the Levenshtein distance.

LEU (bilingual evaluation understudy): An algorithm for calculating points for individual segmsg
eech - in this case, sentences - by comparing them with a-§€t of high-quality reference copies.

always a number between 0 and 1. This value indicates hiow similar the candidate text is to ref¢

stances, with values closer to 1 representing more similar texts.

he k-nearest neighbours' algorithm (k-NN) is a metrjc algorithm for automatic classification of g
regression. In the case of using the method for classification, the object is assigned to the clas
most common among the k neighbours of theigiven element, the classes of which are already K
the case of using the method for regressionthe object is assigned an average value over the k g

Dsest to it, the values of which are already, known. The algorithm can be applied to samples with 3

nyumber of attributes (multidimensional).

ERT is a language model based on the transformer architecture, designed to pre-train lan
presentations for their subsequent application in a wide range of natural language processing
ERT is a neural network based on a composition of transformer encoders. BERT is an autoen
ich layer of the encoder-applies two-way attention, which allows the model to take into accou
ntext on both sides of the token in question, and therefore more accurately determine the val
e tokens. When a text.is submitted to a network input, it is tokenized first. Tokens are words avj
the dictionary pr'\their constituent parts - if a word is absent in the dictionary, it is split into
at are present in’the dictionary. In the neural network itself, tokens are encoded by their

presentatiofs{(embeddings), namely, the representations of the token itself (pre-trained), the n
its propesdl, and also the position of the token within its proposal are connected. Input data

h new

thms:

icters,
sition
cation
added

ents of
BLEU
brence

bjects
s that
nown.
bjects
W large

guage
tasks.
coder.
nt the
ues of
hilable
parts
vector
mber
comes
ut the

the inpuit‘and is processed by the network in parallel, and not sequentially, but information abg

mputual arrangement of words in the original sentence is saved, being included in the positional part of

amount equal to the input. The reverse transformatlon of tokens into the probablhstlc dlstrlbutlon of
words is carried out by a fully connected layer with the number of neurons equal to the number of tokens
in the original dictionary.

Platform: common platform

7.8.19.7 Threats and vulnerabilities

Regular Al training through the involvement of journalists and editors who study open sources in order to
recognize the reality of the current morbidity situation.
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7.8.19.8 Challenges and issues

Low-quality data (background noise, poor phone connections)

7.8.19.9 Trustworthiness considerations
Fault tolerant solution.
Service level agreement (SLA): 99,9

Accommodating new knowledge about COVID-19 is a challenge.

7.8.19.10 Use of standards and standardization opportunities
Customer contact centre complies with GOST R 55540-2013 standards.

The sgrvice level indicator is 100 %.

7.8.20 Use of computer vision innovative technologies for analysis of medicakimages and further
appli¢ation (use case 175)

7.8.20.1 Objectives
To improve the quality of radiology reports by the implementation of Al services.

To reduce the time from a study's completion to the provision of thé radiology report by a radiologist.

7.8.2().2 Narrative

Testinlg and implementation of Al-based services in the ynified radiological information service of the tinited
medidal information and analytical system (URIS UMTIAS) for the use in the city healthcare system in| order
to improve a quality and efficacy of the diagnosticprocess carried out by radiologists.

7.8.2(.3 Stakeholders and stakeholder considerations

Stakeholder: the city medical facilities,"department of information technologies of the city government, Al
develgpers and the patients.

7.8.2().4 Data characteristics

Data qource: the unified radiological information service, which collects radiological studies performed in
city mledical facilities.

Analyped data: DICOM/files obtained from diagnostic devices of radiology departments:
— CT scannersy 176 units;

— X{rayand fluorography machines - 730 units;

J— amymooranhv units — 123
=R e

Use cases:

— automatic routing of studies (according to specified criteria - procedure code, patient age, type of a
medical facility);

— manual sending a specific study for processing by the selected Al service at the radiologist’s request (a
marketplace with all available Al services is implemented in the interface of the radiology workstation).

Number of processed studies per day ~ 16,000.
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Performance monitoring and quality control:

— automated weekly monitoring of technological defects in the Al performance;

— comprehensive monthly monitoring of technological and clinical defects in the Al performance.

7.8.20.5 KPIs

Experiment directions: 13.

Numb

er of directions in the stream processing: 8.

Numb
The nj
— 2]
— 2
Total
Total
Total
Satisf:

Numb

7.8.2(

Task(s
depar
study

Level

7.8.2(
Excee

Excee

7.8.2(

Al int
Obligd

7.8.2(

3 Al services are in the stream study processing in URIS UMIAS.

er of companies participating in the experiment: 21.
hmber of Al services participating in the experiment is 45, of which:

P Al services are at the testing stage in URIS UMIAS;

humber of participating city medical facilities: 103.

humber of diagnostic devices, from which studies were analysed by Al'sé€rvices: 1 029.
humber of analysed studies by Al services for 2020 and 2021: 4 000-900.

ction level with Al results by radiologists participating in the éxperiment: 65 %.

er of scientific papers published: 14 scientific papers havebeen published by researchers.

.6 Features of use case

Fments in the city by Al services to improve a-quality of radiology reports and reduce the time
s completion to a provision of the report by'a radiologist.

bf automation: assistance

.7 Threats and vulnerabilities
Hing a permissible percentage of technical defects in the Al-service operation.

ling a permissible percentage of clinical defects in the Al-service operation.

.8 Challenges and issues

egration inte{the national clinical guidelines and a development of financing mechanisms fi
tory Medical Insurance system.

.9 ~ATrustworthiness considerations

): recognition by processing and analysing DICOM files received from diagnostic devices of radjiology

rom a

br the

The basic functional and diagnostic requirements are developed for the Al services. It includes methods for
step-by-step testing and monitoring technological, diagnostic and clinical quality. More than 250 labelled
data sets have been created using original methodology. This includes one of the first and the largest
COVID-19 data sets.

7.8.20.10 Use of standards and standardization opportunities

Eleven national standards for using Al in the healthcare came into effect based on the scientific results of the
experiment. A proposal for developing a guideline on conducting clinical trials of Al-services in diagnostic
radiology was submitted to the international standardization organizations in 2020.
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7.9 Home and service robotics

7.9.1 Device control using Al consisting of cloud computing and embedded system (use case 132)

7.9.1.1 Objectives

Learn the user's preferred temperature in each situation for the control of home appliances (air conditioning
equipment).

Curre

Soluti
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the te
settin
valueq
air co
forecy

be stored in the device, so the model is forced to learn in the cloud. Training the model in thd
onger to be able to cope with the sudden variations in the operating pattern of the user.

Ot situation: the temperature is set using the controller evéry time the user feels uncomfortable

bn approach and solution steps: in addition to training‘the model using long-term historical d
bud, the model is also adjusted by frequent trainingin embedded devices. When the user ch
mperature setting using the controller, not onlythe setting but also accompanying data, such
b time, are stored in the air conditioner. Data about the operating status, such as temperature §
installed for the control of the air conditioner, are stored in the air conditioner. Data stored
hditioner is periodically uploaded to the cloud instance held by the manufacturer. The latest w
st information is kept on the cloud serwice at all times. A model is created to represent what t
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rature is expected to be depending-@n the external conditions around the air conditioner (inc
ecast) by periodic learning for-'each air conditioner on the cloud. The model is delivered

ponding air conditioner. Online machine learning is performed based on the data stored inside 1
ioner, and the internal parameters of the model are adjusted. This embedded learning is perfi
ntly, e.g. once an hour, and)it is possible to reflect sudden changes in the user's usage pattern
The online machine learning algorithm inside the air conditioner and the batch machine le
hm in the cloud are tuned as close as possible to prohibit radical change of the model from the

utside
k, etc.
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is overwritten~The air conditioner predicts the preferred temperature by using the model, a
is used as theset temperature of the air conditioner. As in normal operation, the air cond
ms control\so that the temperature of the room remains at the set temperature.

s and-effects: since the prediction is done by the air conditioner (embedded), it keeps working ¢
s, anetwork failure or a cloud failure. The only impact of a failure is the inability to upload data a

ed by online machine learning when the model is delivered via cloud computing and the ad}‘usted

d the
tioner

bven if
nd the

inabil

ty-to update the model as it learns via the cloud. Operation training with a long-term cycle, su

hasa

fixed operation for each day of the week, is effective if the model is trained from the accumulated operation
history. A model with this effect is created mainly by learning on the cloud. If there are sudden operation
pattern changes, e.g. when the outside temperature rises suddenly and the user reacts to it, high frequency
online machine learning inside the air conditioner can adjust the model immediately.

7.9.1.3 Stakeholders and stakeholder considerations

Stakeholders: equipment users, manufacturers, providers
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Stakeholders’ assets, values:
— equipment users: comfort, unintended (unpleasant) behaviour, riskless behaviour, privacy;
— manufacturer: competitiveness, reputation, reliability, safety;

— distributor: no claims for unintended (unpleasant) behaviour.

7.9.1.4 Data characteristics

Source: the data sources 1nclude the air condltloner which stored the controller settmgs (such as the

nd the

Velocity: the data from air conditioner are uploaded periodically (setting by the manufacture) amd the

weather forecast information are increased daily.

Quality: high.

7.9.1.5 KPIs

Numbger of cancel operations: the air conditioner changes the temperattre setting based on the predjction.

When|the user notices an unintended(unpleasant) setting, the user ‘operates the controller to cang
setting that was based on the prediction.

Distance between models: the difference between the model trained in cloud computing and the one 14
in thelfembedding equipment (air-conditioner).

7.9.1.6 Features of use case

Task(q): prediction

Level pf automation: conditional automation
Methdd(s): machine learning, online macHline learning

Platfofm: PC (pre-validation), cloud, cloud-to-device communication (Internet), embedded equipment

Topolggy: All air conditioners afe)connected to one cloud. On the cloud, keep a history of past operatio
operating conditions for all airconditioners. Learning for each air conditioner on the cloud, and deli
the crieated model to the. aiv conditioner. The air conditioner retains the operation history and ope
statuq history data for\a-certain period of time, and also maintains the delivered model. The mq
adjusted regularly by-executing online machine learning in the air-conditioner. Change the set tempe
based|on predictief,hich is based on the model in the air conditioner.

7.9.1. Threats and vulnerabilities

Creating an incorrect model by machine learning using a child's mischievous operation history.

el the

arned

hs and
vering
ration
del is
rature

Creating an incorrect model by machine learning using the history of operations based on user
misunderstanding, for example, operations that set the temperature extremely low when the user wants to

cool down immediately.

When an air conditioner is resold, the use pattern of the original user leaks to the next purchaser wh
air conditioner is used.

Threats to cloud computing in general.
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7.9.1.8 Challenges and issues

During actual use, there is a possibility of significant difference between the model that learns by cloud
computing and the model adjusted inside the air-conditioner. There is a significant change in the temperature
setting if the model in the air conditioner is overridden by the model that learns on the cloud.

How and when to detect whether there has been a significant difference.

How the air-conditioner explains a significant difference when it is detected. Criteria for determining
whether to explain this difference.

7.9.1. rustworthiness considerations

The purposed solution address different aspects of the trustworthiness in Al systems, related ‘with the
perfofmance efficiency of characteristics like capacity and behaviour time to make the required adjustiments
of varfiables such as the temperature taking into account overheating or overcooling pafameters. $mart-
home [applications, also they use to take into account trustworthiness aspects related with accountability,
security and responsibility when introduce final products within consumer digital markets.

7.9.1.10 Use of standards and standardization opportunities

se case is a typical smart-home application, with medium-high degree of conditional autonmation,
scenario where the Al systems have more relevance over the extetnal oversight of some infternal
paranjeters of the home such as the temperature. In order to distinguish standardization opportl'.lr;Flities,
i portant to understand that it is a hybrid solution, where Mli-algorithms are implemented infto the
ded Al systems, and also in the cloud to develop the predi¢tion tasks required by the solutiop. It is
possiljle to distinguish the following areas of improvement thféugh the implementation of standardigation
processes:

— adquire: general issues such as choice of data frequercy, establishing bias in input data, minimum sjize for
trpining data sufficiency;

— process: general issues such as the criterion fo¥'training, criterion for validation, criterion for retrpining
or the implementation in existing systems;

ply: general issues such as explainability of results, acceptable output for commercialization, fdil safe
ode of operation against biases, safety, health and environment impact or risk impact assessment.

— a

7.10 ICT

7.10.1 Al system to help impbile phones to have better picture effect (use case 32)

7.10.1.1 Objectives

Bettef understanding the image and improving the image effect on a smartphone by using a DL model fhat is
trained on the.cloud or offline.

irfd_dn ‘efficient solution to increase camera image quality on a smartphone without significantly
incregsing the operation and power burden on the mobile phone.

7.10.1.2 Narrative

An Al system was developed that can increase smartphone camera image quality. Using deep learning, the
smartphone can identify more scenarios and objects than before. Based on the identified scenarios and
objects, the smartphone can better understand the image and improve the image effect.

At present, there are 1,4 billion smart phone shipments in the world every year. Photography is one of the
most important functions of smart phones, and the industry has been trying to improve the picture quality
of mobile phone photography. The industry goal is to reach the quality of a professional single-lens reflex
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(SLR) camera. The traditional image processing algorithm has hit its ceiling in terms of potential. Traditional
algorithms cannot be used for photographing many scenes, simply because the effect is very poor.

This deep learning algorithm provides a turning point for solving the above problems. By using the Al
system, smartphones can better “understand” the pictures they take. Based on the deep learning algorithm,
the smart phone can analyse the scene in real time and intelligently identify a range of scenes during the
shooting process, such as blue sky, flowers, green plants, night view, snow scene, etc. The smart phone
can also intelligently detect the objects in the scene. Based on scene recognition and object detection, the
smartphone can automatically adjust and set parameters for different pictures, so as to get better photo
effects.

Mobil¢ phiones can now recognize one nundred Kinds of SCenes, and this number will reach the nuf
in the|future. By using the deep learning algorithm, mobile phones can now detect 20 types of object
in the[future, they will be able to detect hundreds of objects. Object detection can be used for smart

micropcope (auto focus on targets), and portrait segmentation can be used for background blur o
efficigncy.

7.10.1.3 Stakeholders and stakeholder considerations

Stake

StakeIolders: mobile phone manufacturers, end users, third party testing and eyaluation agencies.

older considerations: competitiveness

7.10.1.4 Data characteristics

Descr]ption: annotated pictures

Source: public picture library, self-collection picture library,web crawling pictures or automatic syn

of pic

Type:

fures.

picture format supported by a training platform:and smart phone.

Varietly: single source

7.10.1.5 KPIs

Mean

intersection over union (MIoU):the intersection of the prediction area and actual area divided

union(of the predicted area and actual area. The ideal target is 100 %. The reference of this KPI to men
use cdse objectives is to improve accuracy.

False
samp
and o

hcceptance rate (FAR): negative samples are identified as positive samples / total number of ne|
{fs. The lower the value of FAR is, the more likely it is the smartphone would detect the correct
jects. The reference-of this KPI to mentioned use case objectives is to improve accuracy.

7.10.1.6 Featuresofuse case

Task(g): recognition

Level

bf dutomation: conditional automation

dreds
s, and
ligital
r light

thesis

by the
rioned

cative
bcenes

Method(s): deep learning

Platform: neural network processing unit (NPU), GPU, CPU etc.

Topology: no need

7.10.1.7 Threats and vulnerabilities

New privacy threats (hidden patterns).
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7.10.1.8 Challenges and issues

Challenges: achieve the same picture quality as a professional SLR camera.
[ssues:

— lack of data for certain scenes;

— lack of computing ability on the device side;

— users can see an improvement in image quality but do not know that it is due to Al.

7.10.1.9 Trustworthiness considerations

Incoriject object detection can lead to racial prejudice or privacy protection problems.

7.10.1.10 Use of standards and standardization opportunities

The sffandardized content includes:

— tHe formats of training picture data;

— theformats of deep learning model generated offline or cloud, which wouldbée transplanted to smartp
— tHe platform to support the transplanted model in the smart phone;

— API which can be used by other applications, such as picture classification, security.
7.10.2 Product failure prediction for critical IT infrastructure (use case 86)

7.10.2.1 Objectives

Building an Al system to augment quality assuranee’(QA) engineers.

Redude the likelihood of releasing defective batches of hardware.

7.10.3.2 Narrative

A deep learning model to learn from a visual representation of the number of items that failed in a sj
batch jof hardware as well as the-type of defect.

hones;

becific

The hardware manufacturjng.company was using a few QA engineers to make subjective calls on whegther a
speciffic batch was good enough to be released into the market. The graphical representation of the shojrtfalls
and defects was also done manually. This led to inconsistent labelling and many unsatisfied customgrs. To
augment the QA engin€ers, a deep learning Al model was developed to do more accurate and congistent

labelling of which batches were likely to be most defective and the major type of defects.

7.10.2.3 Stakeholders and stakeholder considerations

Stakeholders: QA engineers, manufacturing line technicians, technical sales.

Stakeholder considerations: customer satisfaction index, cost of returned merchandise, time spent on

7.10.2.4 Data characteristics

QA.

The data used in this use case are the visual representation of the number of items that failed in a specific

batch of hardware as well as the type of defect.
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7.10.2.5 KPIs

Prediction accuracy: consistency of prediction compared to actual defect rates. The reference of this KPI to
mentioned use case objectives is that the prediction accuracy is expected to be 80 % or more to ensure only
the true-negative batches are inspected.

Time saved: time for QA engineers to inspect every batch. The reference of this KPI to mentioned use case
objectives is that the prediction model highlights the most obvious defective batches and allows the QA
engineers to spend time only on high-discretion tasks.

Customer satisfaction: the number of returns from the manufacturer’s customers. The reference of this KPI
P L . . . )

upfrontt before the sales process.

7.10.2
Task(s
Level

Metha
Platfo

.6 Features of use case

): prediction

bf automation: conditional automation
d(s): deep learning

'm: private on-premise servers

Topolpgy: bus and hybrid

7.10.2

If the
can geg

7.10.2

Challg
indexi

7.10.3
Addre

7.10.2

Failur
used 2

7.10.3

7.10.3

.7 Threats and vulnerabilities

retraining model is compromised due to significant changes in the input data, the prediction
nerate incorrect outcomes and cost the hardware manufacturer serious loss.

.8 Challenges and issues

nges in identifying which deep learning model gives the best performance output, and challen
ng raw flat files into visualization images.

.9 Trustworthiness considerations

ss issues of sustainable manufacturing and high-value technical jobs.

10 Use of standards and standardization opportunities

e prediction models-¢an improve global standards in manufacturing by reducing the waste of ma
nd energy and'water consumed.

Al-based‘optimized field dispatch (use case 151)

.14Qbjectives

duced

model

ges in

terials

Optimization of field dispatch based on Al

Save operating expense (OPEX) by avoiding false field dispatching decision.

7.10.3.2 Narrative

The trouble tickets issued by the ISPs when the network problems occur, have been used to guide the field
engineers to the right problem spot by informing them the location of the fault site and the reasons as well.
However, some of the tickets do not require any field actions, but just give the additional information to the
control room operators.
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To minimize the number of false dispatch tickets, DL technology has been introduced. As it is natural for any
[SPs to store their engineers’ work records for a certain period, it is relatively easy to train DL model using them.

After being approved to be superior than human operators, the implemented DL model has been applied on
the field.

In order for ISPs to maintain the reliable and secure communication network infrastructures, it is essential
to send a field engineer on time to the fault site to recover the failure.

But sometimes it is unclear whether a field engineer can really be sent to the fault site only depending on
the logs and symptoms in the control room. It is important to pinpoint which alarms can be recovered by
dispa' o fiold co oo ooy ol oo £olo o dio ool o oo oo cefall oo

Traditionally ISPs issue the trouble tickets to dispatch the field engineers. Based on the directions pn the
tickets, the engineers can move to the fault site and fix the problems.

With the rapid development of networking technologies, network equipment has become mere sophisticated
and tHe structure configured by that equipment has become extremely complicated, resulting in the dhange
of the[nature of trouble tickets. The trouble tickets started to show only the inforntation to be referred by
the ogerators and they do not mean field dispatch anymore. Some of them are justfor informational pr can
be covered from the remote-control room.

As a result, it became important for the operating staff in the control roonrto tell whether a certain trouble
ticket|really need to be covered by the field engineers. But it is not easyleven for the experienced opefrators
to make a correct decision all the time. It is neither easy to make it‘a complete rule set to tell the 100 %
corredt prediction.

Recenltly, the telecom company has been adapted DL technolggies on this matter and successfully applied
it to field. It was relatively easy to apply deep learning techitology in this matter, because engineers| work
records have been kept well in large quantities and the’stéred records contained the information|about
whetHer the site dispatch was necessary.

After [investigating couple of different models, CNN-style models have been chosen to be implenjented
becaupe at that time its performance was already proved especially in the computer vision area. fAs the
trouble tickets can be transformed into the 2Byimages, any CNN-style models can easily get them int¢ their
input |mages and show the excellent performance.

Since this model shows better perforniaince than human operators in terms of determining whether afticket
can b¢ taken care of by a field engineer or not, it has been applied to the field quickly.

7.10.3.3 Stakeholders and stakeholder considerations

StakeIolders: ISPs dispatching field engineers.

Stakeholder considerations: avoid the unnecessary dispatching based on the wrong decision.

7.10.3.4 Datacharacteristics

The dptauised in this use case are the 2D images for CNN-style models. The 2D images are transfprmed
from fhetrouble tickets which are extracted from engineers' work records contained the information|about

1 %1 - pa 1
whetherthesite aispateirwasnecessaty:

7.10.3.5 KPIs

Classification accuracy: how to accurately make a decision on whether the dispatch is needed. The reference
of this KPI to mentioned use case objectives is to save the OPEX by not sending out the field engineers.

7.10.3.6 Features of use case

Task(s): prediction

© ISO/IEC 2024 - All rights reserved
95


https://standardsiso.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

Level of automation: high automation

Method(s): CNN-style DL model has been applied to classify the trouble ticket records.

7.10.3.7 Threats and vulnerabilities

Lost the opportunity to save the OPEX by sending out their engineer to the field unnecessarily.

7.10.3.8 Challenges and issues

None identified.

7.10.3.9 Trustworthiness considerations

None |dentified.

7.10.3.10 Use of standards and standardization opportunities

None dentified.

7.10.4 Wireless network failure prediction (use case 152)

7.10.4.1 Objectives

Wirelg¢ss core network failure prediction based on Al

Avoiding serious wire core network failure before it happens:

7.10.4.2 Narrative

Since plmost all communication services are basedon the wireless network environment, stable operation
and mfanagement of wireless network is very impertant.

In partticular, if the wireless core network can-be closely monitored and the symptom of abnormality ¢an be
detectfed in advance, the survivability of the network will be greatly improved.

A telegom company has implemented awireless core network failure prediction system using auto-enicoder
model] and deployed it successfully.The key algorithm is to create an auto-encoder model with LSTM jmodel
to train the normal traffic. The trained model can detect the faulty traffic movement and prohibit the serious
netwdrk fault pre-actively.

As thd 5G market expanded in earnest, stable operation of wireless core networks became more impprtant
than gver. In the wireless core network, the traffic of users flows in a collective form. By monitoring this in
real time, it is possible’'to quickly diagnose the abnormality of the entire network.

Servide provideps are monitoring the collective wireless user traffic by tapping key connection points
betwden the wireless core network components for monitoring purposes and for accumulating the
monitpring results.

Accumulated data are provided to the human operators throughn a Speciiic Network management system to
help determine the abnormality of the traffic and the network itself on which it flows.

However, the prediction of anomalies based on empirical knowledge varies widely depending on the person
in terms of prediction accuracy and swiftness of processing. It can be possible for the human operators,
especially not experienced ones, not to recognize a particular symptom which can cause large-scale damage
on the core.

In order to resolve this problem, the telecom company has developed an Al-based wireless core network
failure prediction system. As for the core algorithm, a long-term memory (LSTM) model has been first
investigated among the recurrent neural network (RNN) technology that shows excellent performance
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in detecting patterns occurring in the time axis among deep learning models. It is applied to the legacy
management system to implement and commercialize the function to predict wireless network failure in

advan

ce.

Inside the core engine, it implemented an auto-encoder model based on LSTM model. The auto-encoder
model has been trained by the accumulated wireless core network traffic logs to learn the normal traffic
patterns. The trained model can predict the abnormal traffic before the problem actually happens, so that
serious failure situation can be avoided.

7.10.4.3 Stakeholders and stakeholder considerations

Stake

7.10.4

The d
learn

7.10.4

Predi
use ca

7.10.4
Task(s
Level

Methd

7.10.4

Missir
netwd

7.10.4

None

7.10.4

None

7.10.4

StakeIolders: ISPs operating wireless core network.

older considerations: predict the abnormality of wireless core network in advance.

.4 Data characteristics

hta used in this use case are the accumulated wireless core network traffic logs; which are u
'he normal traffic patterns.

.5 KPIs

tion accuracy: how accurately predict the anomaly situation? Thé-reference of this KPI to men
se objectives is to improve pre-activeness of abnormality detection.

.6 Features of use case
): prediction
bf automation: high automation

d(s): auto-encoder model using LSTM building'blocks

.7 Threats and vulnerabilities

g and ignoring a particular sympteém which can lead to a serious damage on the whole w
rk.

.8 Challenges and issué€s

dentified.

.9 Trustworthiness considerations

dentified.

10 Use of standards and standardization opportunities

dentified

sed to

rioned

reless

None

7.10.5 Al performance evaluation of Al-powered messaging bots (use case 176)

7.10.5.1 Objectives

Determine the efficacy of Al messaging bots and automations using another Al to provide a numerical
rating of conversation quality. Includes a middle Al layer to provide targeted analysis of specific issues
in bot automation. Reduces manual time and energy spent monitoring and reading individual automated
conversations. Limited to messaging bot conversations only; not applicable in current stages to human-to-
human interactions or automations outside the proprietary messaging ecosystem.
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7.10.5.2 Narrative

The ubiquity of human-bot interactions is a given and standard part of our lives. Humans are as critical of
human-bot interactions as human-human interactions and are prone to negativity bias. However, because
humans communicate with bots in a very command-like language (for example, “Siri, play Despacito” or
“Directions to the nearest petrol station”), traditional Al conversation quality measurement techniques
using NLP/NLU fail to accurately discern the quality of the human-bot interaction.

The meaningful automated conversation score (MACS) replaces the traditional numerical and statistical
techniques that measure the performance of messaging bots (commonly referred to as chatbots) and
automations.

AdditJonally reduces the entirety of automation corpora to the subset that contains identifiabt and
actionjable issues for the purpose of bot Al tuning. Allows bot tuners to focus on targeted conversatipns to
more fapidly generate improvements/recommendations.

MACS|uses 5 machine learned models, one for each “failure reason” and the score itself.

7.10.5.3 Stakeholders and stakeholder considerations
The stlakeholders include:

— bo¢t developers can assess the MACS rating of the bots they have deveéloped and take corrective pction
directly;

— bot tuners can generate recommendations for usage by bot developers;
— b¢t managers can assess the MACS rating for all bots depléyed by an organization;

— buisiness managers can assess the root cause of customer dissatisfaction with a particular autorhation
(at the intent level);

— end users will benefit from the corrective actiomsindertaken to improve the MACS of individual bats and
aytomations.

7.10.3.4 Data characteristics

Generpl: MACS is measured on a discréte scale of “1”, “2” and “3” with “1” denoting a poor experience and “3”
denot|ng a great experience.

Sourcg and variety: the ML model has been trained on roughly 5 000 conversations that were classified by
humans. Conversation data-are‘mostly text but can include structured content like menu tables and itpages.
Additjonally includes conyversation metadata and proprietary features like consumer intent, presepnce of
transfer or escalation.

Velocity: conversation consumed by the model is being generated real-time and historically. Dafa are
currently ingested; used for computation and stored daily. Visualizations are also updated daily.

Qualify: conversation data are used in internal stores with full data integrity, with the possible expedtation
of outpges: Not all metadata fields are applicable to all conversations (some do not use intent recognitipn, for
exampplé)but data are not expected to be incorrect or missing.

Protected attributes: model was trained on a subset of data where all personally identifiable information
(PID): names, numbers, were masked for security reasons. Gender, race, religion is not identified or separated
in the data.

7.10.5.5 KPIs
MACS score:

— main KPI of MACS is correlation: the product decision was to focus on being correlated with the human
evaluation of the conversation experience. As a perceived score 1 conversation is a problem conversation.
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failure state:

— precision: how accurately do we identify the reason for failure in the conversation?

— recall: from all the automated conversations with a failure, how many failures did we truly identify?

Model

runtime:

— model runs batched, nightly across 3 regional servers for all of the previous day’s closed conversation
data. It scores (and provides all failure reasons) for 600,000 conversations in 45 min.

7.10.5

Lootiiracaof coca
I

Task(s
Level
Metha
— A

— Fi
Platfo
— D

— D
U

Topolggy: data are initially extracted in the extraet transform load (ETL) layer. It then runs thrd

featur
result|

7.10.5

Implid
are u
model
maské
data,
engin

7.10.5

Limita
track

t\:lzguage modelling, dialogue act classification.

-\.rl CAltUICO Gl usc CAIC

): natural language processing
pf automation: high automation
d(s):

methods: machinelearning, dialogue managementand measurement, naturallanguage understa

dels: BERT, XGBoost, RandomForest, gated recurrent unit (GRU).
ameworks: PyTorch, TensorFlow.
Fm:
bvelopment: JupyterHub, Pachyderm.

eployment: Pachyderm and MySQL tables, Conversation Builder (proprietary web-based bot by
ber [nterface).

izer - to clean and prepare the data for as model input. The models are then run on the data inpu
models can be easily updated (as long as they continue to use the same features.)

.7 Threats and vulnerabilities

it biases of annotators or biases based on training data set (of brands willing to share data) exi
identified. Security threatsito the model would represent threats to the company as a whole,

d for security reasons;and the score and reasons do not directly expose any aspect of the conver
P[] or otherwise. [tZispossible the model, if acquired by malicious actors, can be used to back
ber some masked’eonversation text.

.8 Challenges and issues

itions_include the fact that the model mostly predicts negative failure states and does not cun
mptovements to the conversation flow. It can be considered that there are additional failure st:

be dis

nding,

ilding

ugh a
t;asa

st and
s the

data and infrastructurelive behind a firewall on the internal private cloud platform. PII dafta are

sation
wards

rently
ites to
hdel is

covered or defined; the subset of failure states does not cover all potential failures. Also, the m

dependent on the conversation text. This Al system currently only support English language conversations,

as the

effort to translate and annotate across languages is resource intensive.

Accuracy of the model is useably passable at the aggregate level; which meets the current use case
requirements for pointing out major flaws within bot design.

7.10.5.9 Trustworthiness considerations

Bias mitigation: data for development was sampled from more than 60 accounts to ensure uniformity.
Conversations were annotated by multiple annotators, all of whom were exposed to no more than 10 % of
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the entire data set and were trained on bias identification when annotating. The model itself is not subject to
any bias mitigation efforts.

Ethical and societal concerns: It did not identify any specific concerns in this system.

Explainability: MACS produces two interrelated measures; the score is a measure of consumer experience
and the reasons provide an explanation for a bad score. MACS is annotated in the way it is applied, this use
case has the annotations provide a score and provide an explanation for the score, the data are QA'd by the
expert taxonomists and only data that fits with the defined conceptual relationship between scores and
failure states is used to develop our models.

a A »

retopmen of MAES, the

v v

models cannot be tampered with to retrieve any PII information.
7.10.3.10 Use of standards and standardization opportunities

None {dentified.
7.11 [nsurance
7.11.1 Al services for health insurance companies (use case 161)

7.11.1.1 Objectives

This yse case analyses two Al technology providers to healthcdre insurance companies (German health
insurgnce company and business intelligence centre for healtheare insurers) and evaluates ethical isspes.

Smarfinformation systems in the insurance industry are used for:
— frpud detection;
— risk management;

— mjarketing.

7.11.1.2 Narrative

An esfimated 80 % to 85 % of insurance companies use smart information systems in 2018. Datg from
varioys sources play a vital rolesnhelping insurance companies:

— imiprove claims management;

— improve claims tracking;

— identify of fraudutent behaviour;
— cqnduct fifiance and accounting;

— dé¢cisiold making;

o 11
- pl CUItLIvc HIUUCIIIITE.

The use case focuses on two companies providing Al services to health insurance companies. The cases show
that the ethical issues identified in the literature (such as bias, reliability, discrimination, data governance,
security and privacy, job losses) differ from the issues identified by the two case companies (e.g. trust,
informed consent and responsibility). Transparency and accessibility of data as ethical issues appeared to
be important in both literature and practice.
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7.11.1.3 Stakeholders and stakeholder considerations

Stakeholders: insurance companies, Al service providers, healthcare organisations, health insurance,
customers, patients and clients.

Stakeholder considerations:

— Privacy: the most obvious issues when using smart information systems concern privacy.

— Trust: health insurance companies are the main clients and it is very important that health insurance
companies trust the Al service provider. Data sharlng requests from universities or research are only

P4

brsons, but that follows from the spec1f1cs of their functlons

— S¢lidarity: solidarity is a core value for insurers. The use of Al allows for detailed distinction be

cu
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7.11.1
The d

7.11.1
The a

and their non-canonical form. When data are not statistically‘sound, they reduce their effic

(¢

{stomers cohorts that present greater or lesser risky. Particularly where risks cannot\or‘partig
fluenced by the customer, the risks can undermine solidarity in the sector.

hta governance: there are many questions regarding data governance when using smart inforr
stems and smart technologies. The insurance industry currently lacks specific-regulations, exc
e GDPR.

asand reliability: data can be missing, corrupted, inconsistent, recordedin different formatsin dif
ita sources and lack a standard vocabulary. Data problems in healthcare are often perceived to
sult of the volume, complexity and heterogeneity of the data, their poor mathematical characteri

Qining. As a result, artificial intelligence can make many_false assumptions or being discrimi
g. making insurance more expensive for minorities).

scrimination: as smart information systems becoie" more sophisticated, discrimination em
he predictive modelling capacities of artificial intelligence systems constitute a natural “fit”
sessment of risk inherent in the processes of instirance ratemaking and pricing. This nature of
stem can increase the discrimination in thisuse case.

ansparency: determining which set of yariables are the most relevant for the artificial intell
odel is not always easy, because artificial intelligence chooses those completely by itself in accor

sured

tween
lly, be

nation
ept for

ferent
be the
zation

ajlcy for

atory

erges.
to the
the Al

gence
dance

ith its experience. But the customertas a legal right to be informed about the use of this persona|l data.

hat is why it is very important what methods insurance professionals will use to be able to re
lly to customer requests for.explanation of the reasoning that underlies those determinations
e mystery that cloaks the algorithms by which cognitive systems produce their results. The twd
e not open about their methods to the clients, nor do they think this is relevant.

.4 Data characteristics

ita used in thiswuse case are the healthcare data of the health insurance customers, patients and g

.5 KPIs

curacy of fraud detection.

spond
given
cases

lients.

The ir

TprovemnTent of claims tracking:

The accuracy of decision making.

The accuracy of predictive modelling.

7.11.1.6 Features of use case

Task(s): optimization

Level of automation: assistance
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7.11.1.7 Threats and vulnerabilities

Accessibility of data: within the organizational limits required by regulation and security, data are essential

for insurance companies for training and machine learning. The main limitation is accessibility of the

data,

because data often exists in different settings and systems, such as administrations, clinics, laboratories,

registers, public and private companies.

Security: adoption of smartinformation systems in the insurance sector raises many barriers and challenges.

When talking about security, authentication is very important. Authentication is understood as the
establishing or confirming that claims made by or about a subject are true.

7.11.1.8 Challenges and issues

Job losses: although artificial intelligence and smart information systems have been promisedas prd
solverfs, they have also sparked concerns about job losses.

7.11.1.9 Trustworthiness considerations

act of

blem-

As smprtinformation systems become more sophisticated, discrimination emerges*The predictive modelling

capacities of artificial intelligence systems constitute a natural “fit” to the assessment of risk inherent]

in the

processes of insurance ratemaking and pricing. The business strategy of thé\private company can djverge
from the societal or governmental objectives for (health) insurances with(respect to equity and justife and

solidafity:.

7.11.1.10 Use of standards and standardization opportunities

Guidelines and requirements for transparency: to be able“to respond fully to customer requegts for

explamation of the reasoning that underlies those determinations of Al methods used.
7.12 Knowledge management
7.12.1 Water crystal mapping (use case 77)

7.12.1.1 Objectives

Similgrity classification of water crystals as a knowledge map.

7.12.1.2 Narrative

Much [of the earth’s surfacé is ‘covered by water. As was pointed out in the 2020 edition of the World |Water
Develppment Reportl18k Tlimate change challenges the sustainability of global water resources, sp it is
imporftant to monitor-the quality of water to preserve sustainable water resources. Quality of water ¢an be
relatefl to the structure of water crystals, the solid-state of water, so methods to understand water crjystals
can h¢lp to improve water quality. The data set provided by an NPO containing 5 007 crystal photps has

been ¢reated as.the first annotated data set of water crystals. Water crystal shapes has been classifig
13 categories:A data set containing 20 K crystal photos has been delivered for service production.

7.12.%
The stakeholders include:

— Al producer: the organization that develops the Al system for water crystal classification;

d into

— Al customer: the organization thatadopts this Al system to analyse the water quality, such as municipality,

county, regions, UN, water-related researchers;
— Al subject: citizens;

— data provider: the organizations that provided and annotated 5 K water crystal photos.
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The stakeholders’ considerations include the following:

— Al producer considers how to enhance the performance of water crystal classification;

— Al customer considers how to utilize the classification results for water quality analysis.

7.12.1.4 Data characteristics

Source: the water crystals have been provided by an NPO. Crystals were produced from water samples
collected from many countries and sources, with the help of scientists all around the world.

Veloci
Variet
Varial

Qualif]

7.12.1
The m
— th

— th

7.12.1
Task(s
Level

Methda
Platfo

T . ool Loades : fd =l
ype: [Cl Y NI T CSOTUTION INTAgeS (0 17

AL A

2-=-3-648pixets)
y: real-time in production phase

y: image data only

ility (rate of change): moderate

y: high

.5 KPIs

ain KPIs of this use case include:

e water quality (turbidimetry) that is used for water crystal ranking;

e crystal similarity (crystal category) that is used for crystal classification in the water crystal

.6 Features of use case

): water crystal similarity ranking and clustering.

bf automation: partial automation

d(s): deep learning approach and crystal’structure embeddings

Fm: migration from server to cluster-machine.

Topolggy: distributed

7.12.1

None

7.12.1

.7 Threats and vulnerabilities

dentified.

.8 Challenges.and issues

The challenges.of this use case include to use the classification results to enhance the water quality.

7.12.1

.9 Trustworthiness considerations

map.

Trustworthy machine learning to be evaluated in 2022-2023.

7.12.1.10 Use of standards and standardization opportunities

The standardization opportunity in Al model generation can be considered in this use case.
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7.12.2 Al system with a digital knowledge centre for utilizing the knowledge in the organization (use
case 187)

7.12.2.1 Objectives

The Al system establishes and uses a digital knowledge centre to utilize knowledge for assisting in the
operation and maintenance of IT services that depend on human knowledges.

7.12.2.2 Narrative

In recentyrears,asICT systems-have become increasing omplex-due tothe use of multiple cloud se
busingss opportunities can lose due to the longer time it takes to respond to inquiries and |egnduct

troub

The A
know
maint

This A

— In

— In
a
si

— In
a
a

This A

eshooting from users.

[ system in this use case establishes and utilizes a “digital knowledge centre” that) digitiz

s the

edge of skilled staff and utilizes it throughout the organization. This changes the wiay-operations and

enance work is carried out to ensure business succession and increase the value ofUT services.

[ system includes the following functions:

inquiry response work, instead of searching incidents (previous cases)and knowledge (FAQ) bly trial

and error, simply select from a list of candidates and get an answer right\away;

trouble shooting work, any staff can follow the procedure by simplyfollowing the flow without

hsking

Kkilled person for the procedure. This Al system can associate eXisting documents with procedures by

Inply registering them without organizing them;

knowledge maintenance, this Al system efficiently maintains knowledge without analysing @ huge

ount of response history, as well as understands the)status in real time without manual extr]
d analysis.

I system has the following characteristics for€stablishing and utilizing the digital knowledge c

— T¢ consolidate knowledge: this Al system uses knowledge networking technology for large docuy|
chasautomatic pre-defined tagging andlearning to optimize tagging for large internal documents. The
system can extract the knowledge from the existing documents in the organization knowledgegble by
ecifying a storage location witheut-organizing the document. Thus, the problem that a beginnejr does

SU
A

St

n

action

entre:

ments

t know the contents of a document and cannot find information scattered in the organization is dolved.

Even beginners can use the taginformation to find information in existing documents from knowledge

n¢tworks.

T¢ utilize knowledge: this‘Al system uses a knowledge inspection technology based on task similarjity for

aytomatically displaying the previous cases, similar cases and related documents optimized acc
td the utilization state of corresponding candidates by navigating a task procedure in a process barj

brding
Thus,

eyen if a beginnerdoes not have the knowledge necessary for performing the work, it is not necesdary to

agk an expert-how to proceed the work, and the work can be performed while viewing a flow in
tHe work process and knowledge are displayed as long as the flow is followed.

which

T¢ in€réase knowledge: this Al system uses a fit and gap technology based on knowledge enrichment to

present knowledge extension points without having to look back at work. As a result, it is not nec

bssary

for the skilled staff to manually extract and analyse the enormous records of the inquiry response work
to find insufficient knowledge, and a beginner can increase knowledge by the assistance of the Al system.
This Al system also provides visibility into how knowledge is being used and optimizes the presentation

of extension points.

7.12.2.3 Stakeholders and stakeholder considerations

The stakeholders include:

— Al producer: the organization that develops the Al system and provides the technologies to establish and
utilize the digital knowledge centre;
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Al customer: the organization that adopts this Al system to utilize the knowledge for the operation and

maintenance support work;

Al subject: the staff that are related to the operation and maintenance work. The users who contact the

organization to require the trouble shootings and other operation and maintenance supports.

data provider: the organization that adopts this Al system and provides the internal documents to
system for establishing and utilizing the digital knowledge centre.

The stakeholders’ considerations include the following:

knowledge centre).

7.12.2.4 Data characteristics

The d

historjical records regarding the operation and maintenance support work.

the Al

brk by

1 data
ligital

hta used for this use case are the internal documents (includes paper documents) and the eyisting

Source: the internal data storages, includes the on-promise file-sérvers in the organization and the| cloud
storage services.

Varietly: the structured and unstructured text, images of the)paper documents.

Velocity: the data and documents are increased daily (€:g. the daily support records and the document
creatdd in the organization).

Quality: high.

7.12.2.5 KPIs

The main KPIs of this use case include:

tHe workload reduction of the operation and maintenance support work.

7.12.2.6 Features oflise case

Task(g): knowledgeprocessing and discovery, natural language processing, information retrieval.

Level pf automation: conditional automation

Methdd(s):"Al models for the natural language processing technologies

tHe accuracy and process tifne'on consolidating the knowledge daily increased internal documents;

5 daily

Platform: cloud services

7.12.2.7 Threats and vulnerabilities

No threats and vulnerabilities identified.
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7.12.2.8 Challenges and issues

The challenges of this use case include:

— to enhance the performance of establishing and maintaining the digital knowledge centre (e.g. the

technologies to process the paper documents);

to enhance the usability for assisting the operation and maintenance support work.

7.12.2.9 Trustworthiness considerations

: 11 1 1 h - 1 " - 1 - b LR 1l h LR h
ThlS USTTASt UTd IMOTITdVE tITE trUSTWOT UIIIIESS ISSUES OIT UITE DIJS, CXPIdldDIIIly, COIILI'OIIAdDIIILY, PIEeditu
and transparency.

The imipact to the support staff are desired to be considered because the Al system can cause unemploy

7.12.2.10 Use of standards and standardization opportunities

The standards can be used in this use case include:

tHe standards regarding the document formats;

tHe standards regarding the exchange and storage format of the suppgrtrecords.

7.13 Legal

7.13.1 Al contract management (use case 120)

7.13.1.1 Objectives

Building an Al contract management solution for automating business processes related to document
classification, automatic data extraction and contract monitoring.

Creating a solution that is able to standardize thie contract management process, improve the quality of w|
problgmatic contracts and claims, and optimize lawyers’ working process and relieve them from routine]

7.13.1.2 Narrative

The Al contract management sghition is built on an Al legal core, which includes technology that co

differ

extradts data to automate business tasks.

Itis a platform for aut@matic reading and analysis of legal documents and extraction of data with a hig
of accfiracy.

Based|on the extracted data automatic contract monitoring and execution can be performed.

The systenieontains the following Al contract management features:

nbility

rment.

5 data

ork on
tasks.

nverts

ent types of document§ jnto a digital format, replicates natural human-like text recognition and

h level

stiruetured digital document archive;

hierarchical chain and connections of all documents in relation to a primary document, whether it is a

contract, order or anything else;
monitoring and control of key contract terms;
creation of all necessary documents: notifications, claims, etc;

auto filling the required enterprise resource planning (ERP) systems with relevant data.

© ISO/IEC 2024 - All rights reserved
106


https://standardsiso.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

7.13.1.3 Stakeholders and stakeholder considerations

Stakeholders: procurement department, legal department.

Stakeholder considerations: acceleration and rising quality of legal operations and processes.

7.13.1.4 Data characteristics

Description: different types of documents: contracts, agreements, non-disclosure agreements (NDA), etc.

Source: data warehouses (DW)

Type:

Velocity: real-time in production phase

Variet
Varial

Qualit

7.13.1

Recall
retrie

Precis
instar]

Custo
expec
high 4

structured or unstructured text, images

y: different types of source with mostly structured data
ility (rate of change): moderate

y: moderate

.5 KPIs

: also known as sensitivity, the fraction of the total amount of relevant instances that were ad
red.

ion: also called positive predictive value, the fraction-of relevant instances among the ret
ces.

fation is 100 %. The reference of this KPI to mentioned use case objectives is to increase its r3
s possible.

Algor

Task gompletion rate: the performance is-calculated by dividing the number of cases that have
completed successfully by the total number of assigned tasks. The success or failure of a task is set acc
to the|criteria of each system. The reference of this KPI to mentioned use case objectives is the accurat
completion using the Al system.

Cost:
Efficid
7.13.1

Task(s

Level

hm accuracy: output when compared to htiman expert analysis of the same data.

inimize the financial gosts and reduce the risk of penalties under the contracts.

ncy: improve the effieiency of existing manual document processing.

.6 Features-of use case
): contract,management

pf automation: high automation

mer satisfaction: the ratio of customer satisfaction when using this system for requests.

tually

rieved

The
Wtio as

been
brding
e task

Methd

machi

d(s): optical character recognition (QCR), NILP and knowledge representation, NLU, neural net
ne learning, CV

Platform: 40 CPU, 80 GB RAM, SSD ~3,9 TB

7.13.1.7 Threats and vulnerabilities

Security threats, privacy threats.

works,

Usually contracts contain trade secrets, disclosure of which can lead to serious financial losses. For this
reason, the solution operates in a closed client protected form.
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Bias due to changes in requirements on the customer’s end or inappropriate training data.

7.13.1.8 Challenges and issues
Noisy data (variable scan quality).
Working with private data (information security).

Nonlinear models need significant computational power during the training phase.

7.13.1.9 Trustworthiness considerations

A helpful industrial solution that can optimize the current contract management process and assist to
the legal department's job easier.

7.13.1.10 Use of standards and standardization opportunities

The opportunity to bring the working process on a contract to a single standardized format (meta-doc
process) with ability to extract a key data set.

7.14 Manufacturing
7.14.1 Quality assurance solution based on Al, to detect defects on wind turbines blades (use c4

7.14.1.1 Objectives

To findl an accurate and efficient solution to detect defects without compromising the detection of in-m
damage and risking a loss in the manufacturer’s reputation.

7.14.1.2 Narrative

This Al system can automatically detect defects in produced wind turbine blades through an

optimleation method, which transforms raw«data from the non-destructive ultrasonic testing (UT) sd
into inage data based on RGB where deep-learning-based image recognition can be applied effectiy
achieved high coverage (see KPIs) of mare than 95 % for various defects, e.g. detecting missing bac

make

Lment

se 4)

hterial

image
anner
rely. It
k wall

echo, foreign objects, dry glass defects“and wrinkle defects. Quality controllers can focus their efforts on

suspidious regions and disregard.all.clean data; humans are only expected to examine the regions of
that afe flagged as suspicious By)the Al system. Since it achieved low split (see KPIs) of less than 2
reduced evaluation time for UT scanning data by 80 %.

Each blade can be up to.7Z5)m in length and takes a highly skilled professional quality controller up to
evalugte the UT scanning data in the quality assurance process. With 5,000 blades produced every ye3
adds yp to a saving,of’almost 32 000 person-hours, which translates into significant cost savings, re¢
produfction leadstimes, and increased productivity. Today, there is a shortage of ultrasonic eng
and irjspectors. This solution means the same inspector can do four to five blades per day instead

previqusly.

blades
%, it

6 hto
r, that
duced
ineers
of one

eholders and stakeholder considerations

7.14.

The manufacturer is the customer who wants to enhance the efficiency of the quality assurance process on

wind turbine blades while maintaining the quality level of the products.

The actual users of the solution are quality controllers and inspectors of produced wind turbine blades.

The producer is responsible for deploying an Al system capable of solving the above problem of efficiency.

The provider is responsible for developing an Al system for the solution.

Other stakeholders include utility companies and neighbourhood communities.
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7.14.1.4 Data characteristics

Source: UT scanner

Type: ultrasonic data from scanner vendor
Velocity: batch

Variety: single source

Variability: static

Qualitly: high

7.14.1.5 KPIs

Coverpge (for accuracy): proportion of the defects automatically reported without manuakinspection|

targetis 95 %.

. Ideal

Split (ffor efficiency): proportion of the regions of the blade that are flagged as suspicious and asking for

manugl inspection. The less split, the more efficient the total quality assurance process becomes.

7.14.1.6 Features of use case

Task(4): recognition

Level pf automation: partial automation
Methdd(s): deep learning

Platfofm: deep neural network

Topolggy: convolutional neural network

7.14.1.7 Threats and vulnerabilities

Changes in defects of in-material damage over time.

7.14.1.8 Challenges and issues
Challgnges:
Achieye the same level as ultrasonic accredited engineers for detecting critical defects.

Issueq:

— lack of defect.data per defect type;
— how to create good images for deep learning from UT raw data;

—  back'wall detection.

7.14.1.9 Trustworthiness considerations

The solution based on Al, is a mixed technical proposal, human-machine, where the system does not provide
a 100 % of reliability. To resolve to possible lacks robustness and resilience, there is needed additional

processes of continuous validation (monitoring and retraining) of the system.

Related with the transparency of the system, the explainability of the solution based on Al is achieved across
a causal explanation of their functionality, developed by groups of Al stakeholders related with final user
of the application, such as the controllers of the oversight of the system and quality inspectors, for the goal
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of understanding how the Al system of defect recognition, arrives at its results and to explain the chain of
causal attributions of mechanisms by which the input features are processed to produce the given result.

7.14.1.10 Use of standards and standardization opportunities

Taking into account the level of autonomy of the Al system, the use case implements a mixed scenario between
the Al system and the supporting with oversight of human experts. Both scenarios can be developed, across
the stages of acquire, process and apply. In the particular use case of defect detection in wind turbine blades,
can be identified the following issues and opportunities to be addressed by standardization:

— acquire: general issues such as choice of data frequency, establishing bias in input data, minimum size for
ining data sufficiency;

— process: general issues such as the criterion for training, criterion for validation, criterion forretrpining
o1 the implementation in existing systems;

— apply: general issues such as explainability of results, acceptable output for commerieialization, fgil safe
ode of operation against biases, safety, health and environment impact or risk-impact assessment.

7.14.2 Generative design of mechanical parts (use case 15)

7.14.2.1 Objectives
To help mechanical engineers design lighter, strong and better parts.

te optimized parts following precise mechanical constraints while enabling cost savings by reducing
the amount of material necessary to achieve goals.

7.14.2.2 Narrative

Generptive design is an iterative design process that involves a program that generates a certain nimber
of outputs that meet certain constraints, and a designer that is possible to fine tune the feasible regjon by
changiing minimal and maximal values of an interval in which a variable of the program meets the|set of
constfaints, in order to reduce or augment thé.aumber of outputs to choose from.

7.14.2.3 Stakeholders and stakeholder considerations
Stakeholders: organizations, designers, customers, end users.

Stakeholder considerations: competitiveness, safety, stability.

7.14.2.4 Data characteristics

Becaulse the generative design is one of the design processes and it can be used in various domains, there is
no sp¢gcific data dp-data type that can be identified for the Al system in this use case.

7.14.2.5 KPIs

Typicdal design criterion's:
— weight reduction: to minimize the part weight respect to previous designs, to be improved;

— mechanical constraints metrics: to use mechanical metrics to obtain strong and maximum strength
parts to be integrated in the final mechanical design.

7.14.2.6 Features of use case
Task(s): optimization
Level of automation: assistance
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Method(s): genetic algorithms, optimization algorithms, generative adversarial networks

Platform: CPU, GPU

7.14.2.7 Threats and vulnerabilities

Highly dependent on engineer input for constraints and requirements.

7.14.2.8 Challenges and issues

Challenges: the engineers using this technology are still desired to know how to define the constraints, start
and end points for the piece.

Issues

misunderstanding by the user.

7.14.2.9 Trustworthiness considerations

Modular design of mechanical engineering requires the highest reliability ratios in the design of the
about|aspects related to the performance efficiency and compatibility or re-usability in different parfts and
sectiops of final designs. Also is relevant the importance of aspects related to:fhe'security and account
over the commercialized product, taking into account issues related to both trustworthiness characte
since early stages of the design.

7.14.2.10 Use of standards and standardization opportunities

Deperlding on the final development, based on a degree of assistance automation, with supervised m

learni

it is ppssible to distinguish a scenario where Al acquires more relevance regarding the human exp

provig

weightt and resilience of the final product.

Takin
in the

produft life cycle and pipeline of different ML methods based on Al:

trpining data sufficiency;

process: general issues such-as the criterion for training, criterion for validation, criterion for retr
o1 the implementation in eXisting systems;

aiply: acceptable putput for commercialization, fail safe mode of operation against biases, safety,
and environmentimpact or risk-impact assessment.

7.14.3 Powering remote drilling command centre (use case 36)

7.14.3.1”Objectives

: pieces generated to satisfy a set of constraints can still have design flaws overlooked“because of

parts,

hbility
ristics

hchine

ng algorithm based on a greedy neural architecture search (GNAs), generative adversarial netyorks,

ertise,

ling a useful tool to improve design parameterselated to the final performance of the design like the

b into account aspects previously mentioned related to the use case, the following areas of improvement
design stages of the product can be defihed through the application of standardization process qverall

agquire: general issues such as choice of data frequency, establishing bias in input data, minimum sjize for

aining

health

Automatic generation of a daily performance report, reduction in overall drilling time, reduction in invisible
loss time and improvement of rig asset management.

7.14.3.2 Narrative

It is important for a drilling contractor to monitor rig parameters in real time to optimize operations. The
customer lacked granular insights during drilling and cannot ascertain the root cause of non-productive
time, and manual interpretation of signals led to the failure to notice anomalies, further degrading
performance.
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The Al system extracted and ingested different types of signals from surface and downhole sensors
to perform near real-time processing. More than 170 vital signals every second from each oil rig were
processed by the Al system to provide near real-time insights into drilling operations. This was achieved by
handling data format and data extraction standards, and the Al system provides the flexibility of generating
customized asset utilization reports, thus helping the oilfield engineers to understand the root causes of
non-productive time and better utilize the assets on field. Rig-specific utilization reports, and weekly and
monthly utilization reports, helped to plan drilling operations, improving drilling efficiency.

7.14.3.3 Stakeholders and stakeholder considerations

Stake

olders: customers of oil and gas companies relevant environmental rpgnln‘rnrv and pnlir‘v

aking

autho

rities.

Stakeholder considerations: challenges to accountability and security threats.

7.14.3.4 Data characteristics

Descr
Sourc

Type:

Veloci

ption: data from an oil and gas rig
b: drilling equipment
time-series sensor data

ky: 2,5 billion+ data points each day

Varietly: machine data

7.14.3.5 KPIs

Down

fime: loss time that it is indicated in the lost time of the asset in being idle or off, or unpl

downgime. The report generated by the use case recovers KPIs related with the availability of the asse
utilizqd time, lost time and their causes.

Overa

[l drilling time: specific KPI that it indicates the time spent on one drilling job inclusive

downtimes. The reference of this KPI to mehtioned use case objectives is that the real time visibilit

opera

[ions gives the operators early warnings to take actions immediately.

7.14.3.6 Features of use case

Task(4): knowledge processing-and discovery

Level

bf automation: conditional automation

Methdd(s): utilization.afid performance evaluation

Platfo

'm: application server: 64 GB RAM/ 16 Core / 500 GB HDD; data server: 128 GB RAM/ 16 Core, 3 T

7.14.3.7 Threats and vulnerabilities

anned
L, with

of all
y into

B HDD

Challdnges to accountability, security threats.

7.14.3.8 Challenges and issues

Compliance of organizations

7.14.3.9 Trustworthiness considerations

The proposed solution addresses different aspects of the trustworthiness in Al systems, related to the
performance efficiency in aspects related to the improvement of availability drilling system and effectiveness
parameters.
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Together with the production process improvements, the provider of the solution remarks important
trustworthiness challenges related to the reliability of the system, accountability or aspects related to the
security of the final solution.

7.14.3.10 Use of standards and standardization opportunities

Depending on the final development, based on premise systems, with conditional automation, it is possible
to distinguish a scenario where Al acquires more relevance regarding the human expertise, providing a
useful tool to improve performance characteristics related with a better performance efficiency of temporal

and resource management of parameter of the final solution. It is possible to distinguish the following areas
of impravement through standardization process:

— adquire: general issues such as choice of data frequency, establishing bias in input data, minimam sjize for
trpining data sufficiency;

— process: general issues such as the criterion for training, criterion for validation, criterion for retrpining
o1 the implementation in existing systems;

— aiply: acceptable output for commercialization, fail safe mode of operation against biases, safety, health
anmd environment impact or risk-impact assessment.

7.14.4 Quality improvement of adhesive products, based on Al (use case 37)

7.14.4.1 Objectives

Enharnce adhesive quality, performance benchmarking.

7.14.4.2 Narrative

The IqT signal intelligence platform provides the abilify to have a holistic perspective and understgnding
of the[sensitivity of the key parameters affecting output quality and the ability to monitor and contgol the
process in real-time. This would avoid variation§’in yields, build-up of inventories and missed cugtomer
deadlines.

The 1dT signal intelligence platform ingested three plus years of process data and sensor data regarding
plant pperations from temperature, rpm;-torque and pressure sensors that were strapped on to indiistrial
mixerp. These are the mandatory sensors for the operations. The Al system provider used its episode
detection algorithms (deep learning) to filter signals from noise and specifically identify the contributors
to quglity (anomaly signatures] that can then be used as signals to predict quality. It used its proprietary
N-dimensional Euclidian distarice-based scoring algorithms to normalize and present a unified scpre to
the bysiness team. This unified health score provided the process team with a different lens to benchmark,
speciffically target and.radically improve process efficiencies. The Al system provider then leveraged its
sophigticated ensemblé-models to predict potential quality failures, allowing the operations team tp take
real-time actions £o-control process deviations. The signals identified in the earlier steps provide model
explaﬂnability to the end-user for reasons behind quality deviation.

7.14.4.3 Stakeholders and stakeholder considerations

levant

Stakeholder considerations: competitiveness (respond to and exceed customers’ and consumers’
expectations by providing the best value, quality, service and winning innovations, brands and technologies
to create sustainable value).

7.14.4.4 Data characteristics

This Al system ingested three plus years of process data and sensor data regarding plant operations from
temperature, rpm, torque and pressure sensors that were strapped on to industrial mixers.
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7.14.4.5 KPIs

Accuracy: precision about to what extent has the model been able to predict correctly. The reference of this

KPI to

mentioned use case objectives is that provided ability as to % of times the quality complied.

7.14.4.6 Features of use case

Task(s): prediction

Level of automation: conditional automation

Methg
Platfo

7.14.4
Challg

7.14.4

Paten

7.14.4

The u
aspec
reseaf
perfor
is alsg

7.14.4

Takin
devicq
follow

1L AL h - 11 h - 1. 1 1 . 1 L |
US ). IN=UHITICIISIONAl LUCITUIAIT UIStAIICE=DasSCU SCOI'ME dIg O TUIIILS

Fm: application server: 64 GB RAM/16 Core/500 GB HDD; data server: 128 GB RAM/16 Core;3'T

.7 Threats and vulnerabilities

nges to accountability, new security threats.

.8 Challenges and issues

ed process if any, security restrictions.

.9 Trustworthiness considerations

be case addresses different aspects of the trustworthiness inAl systems, remarking by the Al pr
s related to the sustainability and environmental protection, through the investing in sci
ch and innovation as the way to achieve a sustainablexmodel. The purpose to improve the effi
mance of previous developments, by the provider, thteugh the development of technology based
relevant.

.10 Use of standards and standardization opportunities

b into account the development modelChybrid as a mixed of a platform of cloud services af
s, joined to a relevant degree of autenomy of the Al system of conditional automation. Accepti
ing stages of production process,acquire, process and apply, it is possible to identify the next

and opportunities to be addressed by standardization:

— aqg
tn

J— p]
rqg

quire: general issues suchrasichoice of data frequency, establishing bias in input data, minimum s
hining data sufficiency.;

ocess: general issues'such as the criterion for training data, criterion for validation model, criter
training or the implémentation in existing systems;

— a

7.14.

ply: generakissues such as explainability of results, acceptable output for commercialization, fa
ode of operdtion against biases, safety, health and environment impact or risk impact assessmel

Empowering autonomous flow meter control- reducing time taken to “proving of meters

B HDD

bvider
entific
ciency

on Al

nd IoT
hg the
issues

ize for

on for

il safe
nt.

" (use

case 40)

7.14.5.1 Objectives

Reduce the time taken for trial and error methods to set the variable frequency device (VFD) and flow
control valves (FCV) setpoints.

7.14.5.2 Narrative

With the previous system, the customer used to set VFD and FCV percentages manually to achieve the
desired flow rates using trial and error methods, which usually can take about 3 h to 4 h, with a relevant
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lost time. The efficiency of proving the meters was very low, and improvement was necessary to remove
any possible outlier in reading, as it was time-consuming. Through of the present use case, Cerebra module
is integrated within the system, taking into account considerations of the flow of fluid. The customer can
choose between the available options of a high flow rate, low flow rate or multi-viscous flow. Then, with
the master meter in the loop of testing, the meter from the field is introduced to analyse and to quantify
previous outliers and then prove the system by a more efficiently manner.

Since it takes some time to get the exact VFD and FCV percentage values, to achieve the desired flow rate,
Cerebra’s prognostics engine is integrated into the system.

Based on machine learning algorithms, the data models for the VFD and FCV percentages are used to predict

valueg are automatically registered on the valves’ monitors, and at the end only requires small twe&K

the V?EW% 0 be chosen, with an accuracy around o1 98 Y. SINCE the SyStem 1S a closed-100p, these pred
complete the operational process, thus reducing human labour.

7.14.5

Stakeholders: Al providers, Al customers or final users as manufacturing industries, relevant environt

regulg

Stakeholder considerations: competitiveness and stability.

7.14.5

This A
tempd
flow ¢

7.14.5

Accur
the se

Redud

7.14.5
Task(s
Level
Methd
Platfo

7.14.5
Challg

.3 Stakeholders and stakeholder considerations

tory and policy making authorities.

.4 Data characteristics

LI system ingested three plus years of process data and sensor.data regarding plant operation
rature, rpm, torque and pressure sensors that are used to set'the variable frequency device (VF
pntrol valves (FCV) setpoints.

.5 KPIs

hey: the accuracy of the predictive model is very-highest achieving values around 98 %, extend
fpoints to obtain predicted the values.

tion in calibration time: the amount of time saved from manually setting the calibration.

.6 Features of use case

): prediction

bf automation: conditiomal-automation

d(s): random forest-prediction, one hot encoding, cross validation, normalization

'm: applicationrserver: 64 GB RAM/ 16 Core / 500 GB HDD; data server: 128 GB RAM/ 16 Core, 3 T

.7 Threats and vulnerabilities

nges to-accountability, security threats

licted-
ing to

nental

b from
D) and

ing to

B HDD

7.14.5

.8 Clraltengesamd issues

None identified.

7.14.5.9 Trustworthiness considerations

The use case addresses different aspects of the trustworthiness in Al systems, remarking by the Al provider
aspects related to the sustainability and environmental protection, through the investing in scientific
research and innovation as the way to achieve a sustainable model.
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A relevant purpose is to improve the efficiency performance of previous developments, by the provider,
through the development of technology based on Al, and aspects related with a predictive maintainability
of the systems and operational calibrations across the use specific modules to achieve flow rates saving lost
time and automation of tasks. Taking into account challenges related with the security of the system but also
the accountability of the final customers and providers with the responsible use of the technology.

7.14.5.10 Use of standards and standardization opportunities

According to the level of autonomy of the Al system of conditional automation, it is a typical scenario with a
high degree of automation based on Al.

In thiiparticular use case of improvement of performance efficiency of the smart-sensor, the following
and o

7.14.6 Improvement of productivity of semiconductor manufacturing (use case 82)

7.14.6.1 Objectives
Analy

Cost reduction of semiconductor manufacturing.

7.14.6.2 Narrative

In modern semiconductor manufacturing, a huge amount of data is gathered and used to improve
However, it is difficult even for skilled engineers to promptly achieve the improvements by means of njanual
analygis because of the complexity of the:production process and the scale of the data. In operations
semicpnductor factory, where more than five thousand pieces of equipment are running, and two
records of data are created daily,\it is difficult to secure enough engineers to resolve the problem
arise ¢luring production. This uge\case tackled the issue with Al technology including machine learning. The
endezi‘our resulted in an improvement in productivity through stable quality based on semi-auto

data

This use case consists®f the following themes:

portunities can be identified to be addressed by standardization, depending of the operatidnal

agquire: general issues such as choice of data frequency, establishing bias in input data, minimum s
trpining data sufficiency;

process: general issues such as the criterion for training, criterion for validation, criterion for retr
o1 the implementation in existing systems;

apply: general issues such as explainability of results, acceptable output fer.commercialization, fg
mlode of operation against biases, safety, health and environment impact erTrisk impact assessmel

alysis.

Support for artalysis of cause of failure based on wafer map patterns: at the final stage of semicon
manufacturing, each chip on a wafer is tested and a pattern of the failed chips distributed on the
is|produeed? Analysis of the cause of failure is carried out based on the pattern and the history of
of manufacturing devices. The analysis is supported by the following four technologies:

issues
stage:

ize for
nining

il safe
nt.

5is of data taken from production equipment and improvement of productivity based on the analysis.

yields.

in the
billion
s that

mated

Huctor
wafer
usage

clustering of wafermap patterns:clustering of the wafer map patternsiscarried outinordert

grasp

an overview of the occurrence of the failure. Because there are 200 thousand wafers per month, a

fast-clustering algorithm is required to promptly provide information to engineers. Making
scalable k-means++, the clustering process is 72,5 times faster than the previous method.

use of

— cause estimation based on pattern mining: if failure of a particular manufacturing device frequently

occurs in the history of a wafer belonging to a wafer map cluster and failure of the device s
occurs in the history of other wafers, then the device is likely to be the cause of the failur

eldom
e. The

candidates for the cause of the failure and their likelihoods are calculated based on the number of
occurrences of the combinations of the devices promptly counted by a pattern mining algorithm FP-

Growth and ranking through chi-squared test.
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— wafer map classification based on CNN: a wafer map is classified into registered typical wafer maps
in order to monitor the recurrence of the failure. The classification accuracy (F1 score) with SVM

was 0,898. Making use of CNN, the accuracy is improved to 0,95.

— web portal for yield analysis: the information provided by the above technologies is shown in a
web portal. The portal has improved the automatic classification of scanning electron microscope

(verage analysis time from 6 h to 2 h.

— Automatic classification of scanning electron microscope (SEM) images of defects: Tests of wafers are

carried out not only at the final stage of the production but also between processes, where the result of
the previous processes is checked. One of the tests is classification of images of microscopic aspects of

cqrried out semi-automatically by an engineer with a tool with classification function. Howev
hyiman workload was relatively high because the tool’s ability was quite limited. Making 'se o
tHe number of defect categories that are automatically classifiable has dramatically incteased. N
aytomation ratio is 83 %, improved from 49 %.

mpanufacturing device are stored in a database. Therefore, the number pf\attributes becomes huge
tine of the completion of production. It is not uncommon for the numberof attributes to be much g
tHan the number of products to be analysed, sometimes by several grders. Making use of Lasso regr
for data with 23 600 attributes and 303 products, a regression,model predicting a quality charact

SU

7.14.6

Stake

pported by a network diagram that visualizes the causalStructure of the selected features. As a

tHe average analysis time is improved to one day from seven days.

.3 Stakeholders and stakeholder consideratioits

StakeIolders: Al producers related with semicondyctor manufacturing companies.

olders considerations: competitive edge-based on manufacturing cost reduction.

Busingss continuity based on the fewer number of required data scientists.

7.14.6

.4 Data characteristics

This fise case uses the various’/data including process parameters and sensor measurements f

manufacturing device are,stored in an internal database. Making use of Lasso regression for dat:

23 60p attributes and 3Q3-products, a regression model predicting a quality characteristic value ha
built, ith automatic feature selection.

Source: detected by'nianufacturing devices.

Varietly: the structured data.

Veloci

y./the data are increased daily.

tHe defects observed by SEM. Thirty thousand Images are taken daily. It 1S an important test,bécause
tHe class of a defect can provide valuable insight for cause estimation. Previously, the classificatign was

br, the
F CNN,
w the

Analysis of cause of variation of quality characteristic value: In this use case, thé cause of the vatiation
of a quality characteristic value is identified and the yield is maintained by countermeasurgs. For
quick identification, various data including process parameters and sénsor measurements from a

by the
reater
ession
eristic

v3lue has been built, with automatic feature selection. Engineers’ cause identification tasks are also

result,

rom a
h with
5 been

Quality:high:

7.14.6

.5 KPIs

Accuracy of wafer map classification: how accurately the recurrence of a failure is detected?

Time to identify the cause of failure: how quickly the cause of a failure is identified?

Accuracy of defect classification: how accurately the defect SEM images are classified?
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Accuracy of feature selection: how accurately important features to quality characteristic values are
selected?

7.14.6.6 Features of use case

Task(s): recognition, prediction, optimization, interactivity, recommendation

Level of automation: partial automation

Method(s): clustering, pattern mining, CNN, web portal, Lasso regression

ODLL

Platfo

7.14.6
Delay
Delay

7.14.6

DO 1 4= ad=l
IO TG LIUSLTh WItIT'Ur'v

.7 Threats and vulnerabilities
of the analysis tasks caused by inaccurate Al outputs.

of countermeasure deployment caused by the fact that the physical model of a failure is unknow

.8 Challenges and issues

Auto

7.14.6

The u
of effi
ML al
main
save p

Other

respo

7.14.6

Accor
algori
scena

Guar:[wtee of the correctness of analysis by Al.

atic physical model building for a failure.

.9 Trustworthiness considerations

e case addresses different aspects of the trustworthinessin Al systems related with the improv
Fiency performance of manufacturing processes based on the implementation of different metho
porithms to analyse images for validate and verified the quality parameters of semiconductor
mprovement addresses productivity and robustness issues, trying to implement this improvenj
roduction costs.

relevant challenges acquired with the final client include accountability, security or reliability
nsible use and commercialization of thétechnology.

10 Use of standards and standardization opportunities

ling to the information provider, the use case has a medium degree of automation, with use
thms like CNN or pattepn‘recognition with clustering methods for image treatment, drawing a
io with processing based on Al under the expert human oversight. Disguising the operational

of acg[jire, process and apply in the manufacturing process, it is possible to identify the following af

impr

— a(
tr

J— p]
O]

ement across standardization methods:

quire: generalissues such as choice of data frequency, establishing bias in input data, minimum s
hining datagSufficiency and specific issues as standardization data formats of manufacturing de

ocessi;general issues such as the criterion for training, criterion for validation, criterion for retr
thesimplementation in existing systems;

n.

ement
s and
s. The
ent to

and a

of ML
mixed
stages
eas of

ize for
vices;

aining

— apply: general issues such as explainability of results, acceptable output for commercialization, fail safe
mode of operation against biases, safety, health and environment impact or risk-impact assessment.
Also specific issues related with the standardization of results and outputs related with manufacturing
devices.
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7.14.7 Al decryption of magnetograms (use case 104)

7.14.7.1 Objectives

0il and gas transportation. Al system to quickly identify defects during the quality assurance process on a
field pipeline.

Detection of internal defects (e.g. pits, ulcers).

Detection of structural elements (e.g. welds, bends).

7.14.7.2 Narrative
A solution has been developed that allows for the detection of internal defects and structural elements.

In thq territory of the Russian Federation, there are tens of thousands of kilometres of*small digmeter
prodﬁli:tion pipelines under varying degrees of condition facing varying numbers of internal defects (e.g.
pits, uflcers) and structural elements (e.g. welds, bends).

There|are in-tube flaw detectors that allow the signal from the magnetometer sensors to be read.|These
robot$ are not widely used due to the speed of data interpretation.

Automation of the recognition of structural elements and defects would peduce the pipeline diagrostics
process by at least 160 x.

7.14.7.3 Stakeholders and stakeholder considerations

Stakeholders: Al customers of oil and gas manufacturing companies, relevant environmental regulatofy and
policyymaking authorities.

Stakeholder considerations: decision speed

7.14.7.4 Data characteristics
Descrption: data from 64 robot sensors
Source: flaw detector

Type: raw data, transformed into_ésv
Volunie (size): 60 GB

Velocify: batch

Varietly: different source

Variability (rate of-¢hange): static

Quality: low

7.14.1.5-KPIs

Coverage for welds detection: detection accuracy’s ideal target is 95 %. The reference of this KPI to
mentioned use case objectives is to improve accuracy.

Coverage for defects detection: detection accuracy’s ideal target is 100 % with 50 % defect depth. Target
is 90 % with 30 % defect depth. The reference of this KPI to mentioned use case objectives is to improve
accuracy.

7.14.7.6 Features of use case

Task(s): recognition
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Level of automation: conditional automation

Method(s): machine learning, classic computer vision

Platform: flaw detector

Topology: trees, random forest

7.14.7.7 Threats and vulnerabilities

Condition of the flaw detector

7.14.7.8 Challenges and issues
To acHieve high level accuracy in recognizing defects and welds.

To reduce the processing time of magnetograms.

7.14.7.9 Trustworthiness considerations

There|are addressed different quality characteristics related with the trustworthiness of the implen
solutipn. Aspects as the improvement of efficiency performance about the capacity or time behaviour
the maintainability and coverages of the solution are developed by the provider of the solution.

Also are relevant environmental challenges acquired to be proactive te'possible environmental risks,
into account trustworthiness issues as the accountability, security or reliability of the company 1
respofisible application of the technology to avoid possible envifenmental disaster related with oil spi

7.14.7.10 Use of standards and standardization opportunities

Accorfling to the information provider, the use case*has a medium degree of automation, with use
algorithms based on tree decision and random forest; and a hybrid architecture. It is possible to ident
following improvement areas across the standardization:

7.14.8 Analysing and-predicting acid treatment effectiveness of bottom hole zone (use case 110

7.14.8.1 Objectives

Mining of.oil~and gas; digital assistant for analysing and predicting the effectiveness of acid treatmg
the bdttont hole zone.

agquire: general issues such as choice of data frequency, establishing bias in input data, minimum s
trpining data sufficiency;

process: general issues such as thecriterion for training, criterion for validation, criterion for retr
or the implementation in existing systems;

apply: general issues such as explainability of results, acceptable output for commercialization, fg
mlode of operation against biases, safety, health and environment impact or risk-impact assessme

iented
about

raking
with a
1ls.

of ML
fy the

ize for

aining

il safe
nt.

nts of

Predict the effectiveness of acid treatments of the bottom hole zone

7.14.8.2 Narrative

Predict the effectiveness of acid treatments on the bottom hole zone.

Currently, a long and subjective selection of candidate wells for acid treatments is being carried out.

An application with mathematical models for automating statistical analyses and predicting the
technological and economic efficiency of acid treatments of the bottom hole zone of the well in the form of
additional oil and well production.
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The ranking of wells according to the degree of effectiveness of acid treatment of the bottom hole zone.

Determining the significance of various factors on the regression model for the field.

The goal is a convergence of the obtained forecast of the mathematical model with historical data of atleast 80 %.

7.14.8.3 Stakeholders and stakeholder considerations

Stakeholder: Al customers of oil and gas manufacturing companies, relevant environmental regulatory and
policy making authorities.

7.14.4
Descr

Type:

Volum

.4 Data characteristics
ption: data from different well sensors
structured data, .csv

e (size): 100 MB

Velocity: real time

Variet
Varial

Qualif]

7.14.8

Coeffi
use ca

7.14.4
Task(s

Level

y: different source
ility (rate of change): static

y: position updates can be incomplete

.5 KPIs

rient of determination: prediction accuracy’s ideal target is 0,9. The reference of this KPI to men
se objectives is the prediction of future outcomes.

.6 Features of use case
): prediction

bf automation: assistance

Topolpgy: trees, random forest, bogsting

7.14.8

None

7.14.8

To ach

7.14.8

.7 Threats and vulnerabilities

dentified.

.8 Challenges and issues

ieve higlrlevel accuracy of prediction efficiency of acid treatments

.9 “Trustworthiness considerations

rioned

There are addressed different quality characteristics related with the trustworthiness of the implemented
solution. Aspects as the improvement of efficiency performance about the capacity or resource utilization

with t

he target to achieve prediction improvements in implemented treatments.

Also are relevant environmental challenges acquired to be proactive to possible environmental risks, taking
into account trustworthiness issues as the accountability, security or reliability of the company with a
responsible application of the technology to avoid environmental disasters.
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7.14.8.10 Use of standards and standardization opportunities

The use case application presents a hybrid architecture model, with an automation degree of assistance,
and with an acquisition and processing pipeline where there are recovered lithographic parameters to be
processed by ML algorithms based on trees decisions and random forest. This scenario can provide the
following areas of improvement through the application of standardization processes:

— acquire: general issues such as choice of data frequency, establishing bias in input data, minimum size for

tr

aining data sufficiency;

— process: general issues such as the criterion for training, criterion for validation, criterion for retraining

n | - 1 dnndnn. - e b
ortre HIPITHICTIILAUUIT I TAISUILS S Y SLTILLS,

— apply: general issues such as explainability of results, acceptable output for commercializationyfa

7.14.9

7.14.9

ode of operation against biases, safety, health and environment impact or risk-impact assessme
Automatic classification tool for full size core (use case 112)

.1 Objectives

il safe
nt.

Oil and gas exploration, classification of rock types, oil saturation, carbonate and fracture according to

core i
Classi
Classi
Classi

Classi

7.14.9

A sol
in an

To des
with 1

of experts. Automation of the priecess of classifying rock types, saturation, carbonate and rock

degra
typing

7.14.9

Stakeholders: Al custemers of oil and gas manufacturing companies, relevant environmental regulato

policy

Stakeholder Gonsiderations: decision speed

mages.
fication of rock types.
fication of oil saturation.
fication of carbonate.

Fication of fracture according to the core.

.2 Narrative

ion has been developed that allows for the classification of rock types into four classes. This re
0 % reduction in core image analysis.

cribe the core of an exploratory.well, three specialists are allocated for a period of up to two
ravel expenses. The results of the description are subjective and can contain conflicting poj

Jation by daylight and ultrayiolet images using machine learning mechanisms can reduce the lith
I time to three days.

.3 Stakeholders‘and stakeholder considerations

making authorities.

sulted

weeks
itions

layer
otype

'y and

7.14.9

4-Data characteristics

Description: DL and UV core photos

Source: UT scanning instrument

Type:

photo

Volume (size): 50 GB

Velocity: batch

Variety: single source
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Variability (rate of change): static

Qualit

y: middle

7.14.9.5 KPIs

Coverage: rock type accuracy’s ideal target is 80 %. The reference of this KPI to mentioned use case

object

ives is to improve accuracy.

Splits: detection of splits in the rock with an accuracy of 2 cm. The reference of this KPI to mentioned use

case o

bjectives is to improve efficiency.

7.14.¢
Task(s
Level

Methg
Platfo

Topolgpgy: trees, random forest

7.14.9

Qualif]

7.14.9
To ach

To mi

core inages.

7.14.9

There
soluti
with t

Also are relevant environniental challenges acquired to be proactive to possible environmental risks,

into 4
respo

7.14.9

Accor
assist

.6 Features of use case

): recognition

bf automation: assistance

d(s): machine learning, classic computer vision

'm: camera

.7 Threats and vulnerabilities

y of images received from special equipment.

.8 Challenges and issues
ieve the same level of accuracy of recognition of:fock types as lithologist experts.

himize the set of laboratory tests due to visual recognition of rock types and their parameter

.9 Trustworthiness considerations

are addressed different quality characteristics related with the trustworthiness of the implen
bn. Aspects as the improvement of efficiency performance about the capacity or resource utili
he target to achieve prediction improvements in implemented treatments.

ccount trustworthifhess issues as the accountability, security or reliability of the company \
hsible application‘of the technology to avoid environmental disasters.

.10 Use of standards and standardization opportunities

ling te-the information provided, the use case presents a low degree of automation with a 14
hncendevelop in a hybrid architecture, where UT scanning instrumentation, provide infory

b from

lented
zation

raking
vith a

bvel of
nation

to be

acquired, processing and applied, permitting identify the following areas of improvement

ACI'OSS

standardization processes:

— acquire: general issues such as choice of data frequency, establishing bias in input data, minimum size for

tr

aining data sufficiency;

— process: general issues such as the criterion for training, criterion for validation, criterion for retraining
or the implementation in existing systems;

— apply: general issues such as explainability of results, acceptable output for commercialization, fail safe
mode of operation against biases, safety, health and environment impact or risk-impact assessment.
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7.14.10Collaborative Al to assist workers with production and assembly in factories (use case 179)

7.14.10.1 Objectives

To create autonomous, dexterous and market-oriented robot prototypes that provide new ways of
automating the manufacturing and processing of flexible and deformable materials.

The system can map and recognize the environment, as well as selected key objects.

Objects can be tracked for the duration of their lifetime.

1 1 1 - 1 £ 1 L
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7.14.10.2 Narrative

Robotjic hands are expected to be used in the production chain to assist workers in routinetasks, performing
repetitive processes such as product inspection, assembly, sorting, or distribution in lgonveyor belts and
assenbly lines. The robot is necessary to detect key objects in conveyor belts or othertypes of assembly lines
and tifack each object for the duration of the assembly process. Different use cases are proposed by project
partngers during development to perform tasks like: packing of poultry pieces, handling pillows during
assembly, improving manual bagging of insoles, assisting in the assembly of blowing machines, and hapdling
of flexiible circuit components. The system can be controlled by operators using static and dynamic geqtures,
facilithting collaboration between them. The robots are designed so thatthey can be easily reprogrammed
and rgpurposed for different scenarios.

7.14.10.3 Stakeholders and stakeholder considerations

Workers at industrial facilities are expected to be directly benefited from the system, by reducing workload
as well as the risk of workplace hazards.

Indirdctly, everyone in the company benefits as the system is necessary to have an impact on efficiefcy by
cuttinlg down on processing and production times,ttimately improving the company’s competitivenefs and
profitability.

7.14.10.4 Data characteristics

Data qource: the different beneficiary pdrtners involved in the project, will provide videos of their fadlities,
proceglures and key objects to train and test the system. They will also provide the system with regl-time
data df their processes that theystem is designed to process, analyse, understand and act upon, as well as
contrgl gestures to interact with the robot.

Several use cases have initially been proposed for the design and development of the system:
— packing of poultry pieces;
— handling pillews during assembly;

— improwving manual bagging of insoles;

— agsisting in the assembly of blowing machines;

— handling of flexible circuit components.

Additional data include output from the system sensors to provide information about the robotic hand’s
eight degrees of freedom (translation and rotation in x, y and z, as well as pan and tilt coordinates).

Data varieties: unstructured data from day-to-day operations; semi-structured data from control gestures;
and structured data from the system sensors.

Data velocity: once deployed in production, the system will receive data and react to it in real time.
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7.14.10.5 KPIs

Environment reconstruction: 3D reconstruction with an error < = 0,5 cm.

Object detection and characterization: detection over 95 % for all objects / Surface reconstruction with
error < = 0,5 cm.

Predictive tracking: MOTA over 95 %.

Non-verbal communication: Static and dynamic gesture detection rate over 95 %.

7.14.
Task(s
Level

Methg

Platfo
proce

Topolggy: on-site system consisting of a robotic hand with a set of sensors*and actuators connectg

centrg

7.14.1

Systein malfunction

Unfor

Secur

7.14.1

Operation errors caused by wrong or incomplete definitions of either the assembly (or production) p1

or the
Senso

Errors

7.14.1

Robot
syster
the sy
the hi
behav]

G-(J rcatul L) Uf UusStT LdosST

): recognition, classification, mapping, tracking, control

pf automation: assistance

d(s): Computer vision, deep learning, image processing, control

Fm: robotic hand, sensors and a central processing unit equipped with<ofi€ or several gr
bsing unit(s) (GPU) and a set of algorithm libraries to process the information.

1 unit. Cloud-based federated knowledge base.

0.7 Threats and vulnerabilities

bseen events (e.g. detection of unknown objects, objectsor workers crossing the trajectory of the

ty threats

0.8 Challenges and issues

work environment on premises.
[ accuracy errors.

derived from human interactions with the system.

0.9 Trustworthiness considerations

ic hands are one©f the most relevant applications of Al in manufacturing sectors. This use cas
ns highlights significative trustworthiness issues that are desired to be developed, in order to ¢
stainabiljtyref the model development as the user controllability of the systems, but also to a
bhest degree of autonomy with highest ratios of performance efficiency, in aspects related wit
iour, capacity and resource utilization.

Scena

hphics

d to a

robot)

ocess,

b of Al
nsure
rhieve
h time

Fios' combining machines with highest degree of autonomy together with the oversight of h

uman

external agents suppose an important challenge from the point of view of security and safety in order to
ensure the robustness of the equipment but also the integrity of line operators. Also there are relevant
aspects related with the maintainability of the system such as the repairability and reusability that can be
addressed with a modular design to be able to achieve highest levels of trustworthiness Al systems and also
assuring the sustainability of the development model.

7.14.10.10  Use of standards and standardization opportunities

The use case is a typical smart-manufacturing application, where it is possible to distinguish a mixed
scenario with human external oversight over machines with highest degree of conditional automation. The
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use case presents a hybrid architecture, where it is possible to distinguish the following standardization
opportunities across the life cycle and acquisition pipeline of the application:

— acquire: general issues such as creation of benchmark data set, choice of data frequency and
synchronization of acquisition, establishing bias in input data, minimum size for training data sufficiency;

process: general issues such as the criterion for training, criterion for validation, criterion for retraining

or the implementation in existing systems;

apply: general issues such as explainability of results, acceptable output for commercialization, fail safe
mode of operation against biases, safety, health and environment impact or risk-impact assessment,

< = H 3 rs £ 1 | dait
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7.15 Media and entertainment

7.15.1 Video on demand publishing intelligence platform (use case 58)

7.15.1.1 Objectives

Predi¢tive maintenance platform for a video on demand content preparation precess.

The gals of the project are:

process fault comprehension;

fault prediction;
fault recovery through a recommendation engine;

productive interaction between the fault prediction and recovery recommendation engines for pro
process maintenance.

7.15.1.2 Narrative

An EZE platform was developed in order_toachieve accurate fault prediction with machine learnir
useful recovery action recommendation-using Reinforcement Learning.

The fqult prediction engine allows to simulation of the outcome of a process instance. The machine le
enging predicts the outcome using:

The M

tHe current state of the target applications;
tHe current state of the target IT systems;
tHe recent state®fjthe target applications (20 min);

tHe recent state of the target IT systems (20 min).

point flirectly to the error cause or be related to it.

active

g and

rning

L models give insights on the most important variables in predicting the outcome. These variables can

The recovery recommendation engine is able to:

use the ML models to find a data-driven optimal action;
incorporate user feedback to add custom actions;

incorporate user feedback in order to further improve its recommendation strategy.

Model- and user-defined actions challenge each other in order to provide the current best action. User
feedback is incorporated in a reinforcement learning fashion.
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7.15.1.3 Stakeholders and stakeholder considerations

Stakeholders: the factory, predictive maintenance platform developers, maintenance staff.

Stakeholders considerations: the maintenance staff consider reducing the cost of the fault recovery, accurate
fault prediction, ML engine processing time.

7.15.1.4 Data characteristics

Description: the data used in this use case include current and recent (20 min) state of applications and IT
systems, user feedback.

Sourc

7.15.1

Error
is pro
proce

Laten
object
proac

Model
use ca

User fleedback: user feedback is used to tune the recommendation engine. The reference of this

menti

7.15.1

Task(s
yields
the la
the re
feedb

Level
Methd
Platfo

Topolpgy: machine{ Igarning, reinforcement learning, recommendation engine, environmental

applic

7.15.1

p: applications and IT systems.

.5 KPIs

frequency: error frequency to be reduced. The reference of this KPI to mentioned use case objg
Huctive interaction between the fault prediction and recovery recommendation engines for pro
bS maintenance.

bss: number of time-consuming tasks to be reduced. The reference of this-KPI to mentioned us|
ive process maintenance.
AUC: KPI to monitor the classification quality of the models. Fhe reference of this KPI to men

se objectives is fault prediction.

bned use case objectives is fault recovery through a recommendation engine.

.6 Features of use case

): the fault prediction engine and the fault récovery recommendation engine work in synergy: th
a fault probability based on the current and recent state of applications and IT systems, pro

commendation engine. The platform;suggests the winning action to the user. The user can the
ick, allowing the recommendatigh,engine to improve in a reinforcement learning fashion.

bf automation: high automation
d(s): random forest, variable importance evaluation, reinforcement learning.

'm: virtual machines

ption log, nextbest action, process mining.

.7 Threats and vulnerabilities

ctives
active

€ case

ives is productive interaction between the fault prediction and recoyery tecommendation engines for

rioned

KPI to

e first
viding

ter with a recommended recovery action. This action is challenged by other user-defined actions in

n give

logs,

None

dentified.

7.15.1.8 Challenges and issues

The machine learning engine processing time had to be very short.

7.15.1.9 Trustworthiness considerations

None identified.
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7.15.1.10 Use of standards and standardization opportunities

None identified.

7.15.2 Al system for promoting DX in customer attraction services at a museum (use case 178)

7.15.2.1 Objectives

To promote digital transformation (DX) with improved productivity and added value in customer attraction

servic

es at a museum by introducing Al technologies.

7.15.2

The m
collec

entramce, each exhibition booth and the exit. It constantly collects big data generated atthe service si

utilize

In add
Al sys
succes
It can

examjple, it can execute clustering of the visitors based on their actual routes and questionnaires. As a

sciend

7.15.7
Visito
Sciend
Muset

Alres

7.15.2

Sourc

.2 Narrative

useum installed dedicated terminals and distributed IC cards or QR codes to visitors for intera
[ing questionnaires with visitor’s IDs and recommending through visitors touchingheir card

s it to improve the productivity and added value of its customer attraction services.

ition to the features such as “Al vending machine” or digital signage and interaction with visito
tem can learn from the big data the structure among key goal indicators (KGIs), KPIs and key fact
s (KFSs) in terms of a Bayesian network, which can be used for DX of the'eistomer attraction sel
also analyse and visualize the big data for science communicators_and managers, respective

e communicators and managers improve their navigation skill and the contents in the museum.

.3 Stakeholders and stakeholder considerations

s as both customers of the museum service and Al customers.

e communicators (museum staff) as both providérs of the museum service and Al customers.
m managers as both providers of the museunt'service and Al customers.

parch centre of a national institute as bath Al producer and Al provider.

.4 Data characteristics

comp

Varie
stake

Velocity: data can be real-time when the museum is open.
Variability: what'data to collect and its format can be changed when the overall DX process is reviewe
Quality: highenough

Prote¢ted attributes: collected data are anonymous.

b: visitors via their moves inSide the museum, interactions with the Al system (“Al vending ma
nent) and questionnaires.

: structured (tracking visitor’s feedback data) and unstructured data (evaluation data
olders).

'tively
at the

ke and

rs, the
brs for
'vices.
y. For
result,

chine”

from

=

7.15.2.5 KPIs

Effect

iveness for DX: how effective the Al system’s outputs can be used for promoting DX.

Visitor satisfaction: customer experience with the Al system’s interaction with visitors.

7.15.2.6 Features of use case

Task(s): interactivity, recommendation and probabilistic inference
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Level of automation: assistance

Method(s): Bayesian network, probabilistic latent semantic analysis. Human computer interaction,
information recommendation using user models.

Platform: servers for running Al programs and storing data. On-site system for taking care of interaction
with visitors.

Topology: network of servers and on-site system

7.15.2.7 Threats and vulnerabilities

None

7.15.2

Since
under]

7.15.2

There,
due to

7.15.73
Al for

7.16

7.16.1

7.16.1

dentified.

.8 Challenges and issues

the overall DX process is continual improvement, what data to collect and analysé,and its form
periodic review and subject to change.

.9 Trustworthiness considerations

are some concerns on the part of interaction with visitors, such as<inappropriate recommen
poor user estimation.

10 Use of standards and standardization opportunities

facilitating multi-stakeholder processes.
Public sector
Al ideally matches children to daycare cenitres (use case 7)

.1 Objectives

Assigmment pattern that satisfies applicants' complex requirements.

To auf
applic

7.16.1

The n
dayca
gover

The b
priori

omatically determine the assignment pattern that is expected to fulfil the preferences of as
ants as possible.

.2 Narrative

limber of childrén,on daycare centre waiting lists has becomes a social issue. Matching child
re centres wlhiile accommodating each family's preferences is time- and labour-intensive foy
nments.

hsic goalof daycare admissions screening is to satisfy the preferences of applicants according
Ly ranking of children in consideration of the number of places in each daycare centre. In ad

at are

Hation

many

ren to
" local

to the
dition,
their

each local ‘government can incorporate more complex requirements, such as applicants who wan{
siblin!f : o] i ot o . - ot

increase the satisfaction of applicants. Saitama city government has eight requirements concerning sibling
admissions as well as the timing of the siblings’ admissions. The screening rule thus became more complex,
and consequently there are cases where multiple assignment patterns can fulfil the rule or no patterns fulfil
the rule. This means the city officials are required to take a long time to carefully determine the assignment
of applicants to be absolutely sure that the relevant rules have been correctly fulfilled.

‘der to

This Al system has made it possible to match children to daycare centres, meeting as many preferences as
possible, following a priority ranking. This is done by modelling the dependency relationships of complex
requirements, including parents who prioritize siblings going to the same daycare centre, or parents who
do not mind if their children go to different daycare centres as long as both children get a seat, using a
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mathematical model based on game theory, which rationally resolves the relationships between people
having differing values. When this technology was evaluated using anonymized data from about eight
thousand children in the city of Saitama, Japan, it successfully calculated an optimal assignment result in
just a few seconds.

7.16.1.3 Stakeholders and stakeholder considerations
Stakeholder: city officials, daycare centres and applicants.

Stakeholder considerations: maintaining fairness of matching results, reducing the burden of seat
assignment tasks, enabling the smooth return of parents to the workplace.

7.16.1.4 Data characteristics

The dfta used in the Al system is provided by the city official. It includes 8 000 applications\of‘the daycare.
The application data are anonymous and include the request of siblings’ application, working conditions of
parents, childcare conditions, and whether or not parents have nursing care.

Source: city officials.

Varietly: the structured text or database.

Velocity: the data can be updated frequently or not be updated.
Quality: high.

7.16.1.5 KPIs

Accurpcy: the matching rate of assignment. Automatic assignment.

Time:[the computation time to find an optimal assignment. Time reduction.

7.16.1.6 Features of use case
Task(4): optimization
Level pf automation: partial automation

Methqd(s): game theory

7.16.1.7 Threats and vulnerabilities

It is desired to considerthe privacy of applications in this use case. The data that make the parents [or the
familyf possible to be.identified are desired to be removed.

7.16.1.8 Challenges and issues

Challdgngessdetermine an optimal assignment pattern instantly and fairly depending on unique and complex
rules {n.€ach local government.

Issues: long calculation time is required in the case of a large number of children and siblings.

7.16.1.9 Trustworthiness considerations
Supporting working parents.

Resolving the problem of children waiting for day care.
7.16.1.10 Use of standards and standardization opportunities

Need to consider unique requirements for assignment rules in each local government.
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7.16.2 Open spatial data set for developing Al algorithms based on remote sensing (satellite, drone,
aerial imagery) data (use case 122)

7.16.

2.1 Objectives

Analytical services for automatic detection of changes in the state of ground surface objects for
administrative, government and social purposes in different use cases, such as:

urban monitoring: cadastral data, land management, estimation of the living population, etc;

— emergency mapping: estimation of disaster damage;

— sdcurity and risk management monitoring of protected zones (powerlines, railroads, pipelines):detection

off vegetation growth, control of safety, etc.

The gfowth of the market for geo-analytical cloud services based on remote sensing data andAPtechno

open

7.16.

Despite the increasing number of data sets and competitions in remote\séhsing data science [e
provider of very-small-aperture terminal (VSAT) satellite-based data netwark services], there is still
of geographical diversity, of training classes, and of interoperability of data sets.

The p

2.2 Narrative

ogies;

enchmark data sets for the research and development community; and bringing the'power of Al and
the glpbal coverage of remote sensing imagery closer to the people.

g. the
alack

roposed approach is to be extended to different types of renfote sensing data and application domains

based|on classification of the natural and man-made objects thathave a clear interpretation either in sdtellite

or aerjal imagery.

7.16.3.3 Stakeholders and stakeholder considerations

Stake

7.16.3.4 Data characteristics

The data used in this use case are the remote sensing (satellite, drone, aerial imagery) data.

7.16.2.5 KPIs

Georeference: maps (e.g.geegraphic database) for data labelling require objects’ coordinates. The ref{
of thid KPI to mentioned. uSe case objectives is that simply annotated photos are not enough.

Time

beforg and post-event images. The reference of this KPI to mentioned use case objectives is to observe
in dynlamic and‘calculate comparative indicators.

Cartographic styled labelling and classification: competition of network with manual mapping. The ref;
of this KPI to mentioned use case objectives is that the maps make an ahstracted interpretation off

StakeIolders: community

older considerations: trustworthiness, safety and competitiveness.

ceries: emergency mapping requires the detection of changes in residential infrastructure ary

trence

alysis
places

prence

earth

observation images.

Advanced classification: the help of different bands combination. The reference of this KPI to mentioned use
case objectives is thematic interpretation of satellite imagery.

Open API and web tools: integrate both mapping and data science approaches in ways demanded by users.
The reference of this KPI to mentioned use case objectives is to access and preview.

7.16.2.6 Features of use case

Task(s): recognition
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Level of automation: partial automation

Platform: high-performance computing (HPC)

7.16.2.7 Threats and vulnerabilities

New privacy and security threats, challenges to accountability

7.16.2.8 Challenges and issues

There is no standard or criteria regulating the process of labelling (manual or automatic) remote sensing
[satellite, drone or unmanned aerial vehicle (UAV)] images with a geographic reference. Developujent of

such 2

benchjmarking.

The fq

expected to match:

Providling open APl and web tools to access and preview data sets. Despite the data set collection repres
struc

gdoreference: annotated photos are not enough. Maps for data labelling (e:g{ geographic dat
rgquire objects’ coordinates;

is|“emergency mapping” that requires the detection of changes in residential infrastructure anal
be¢fore and post-event images;

cgrtographic-styled labelling and classification: maps maké-an abstracted interpretation of
observation images; it therefore can be considered that-the previous approach of labelling i
ith boxes does not satisfy the criteria for accurate image‘segmentation and will not work. For

standard is vital to Al algorithms for guaranteeing the quality of training data and for testing and

llowing criteria are considered that the perfect data set collection of electro-optical {EO) imagery is

hbase)

time series: to observe places dynamically and calculate comparative indicators. The main application

ysis of

earth
mages
heural

n¢tworks, it is now necessary to compete with manualynapping, and to calculate its accuracy af least
sgme ground truth that looks like a map. At the same time there are many other sources beyond the EO

system (GIS) software. For such purposes,.itiis proposed the basic classifier that is part of traini
tgsting data sets;

mjultispectral: next, itis proposed to extend this approach to advanced classification, which is comp
td thematic interpretation of satellite imagery with the help of different bands combination. That
tHe proposed classifier includes-classes that require even more specific training and non-optical
far better recognition.

imagery that can be useful for mapping, such as poiit of interest (POI), and collecting field works inf order
td accumulate addresses. At this moment our geal is to compare ML methods with the informatidn that
cgn be extracted by a cartographer using onlyzgptical bands of imagery and some geographic inforrhation

g and

arable
s why
bands

enting

red data, it would’be much more capable for further and updated use based on the standailds for
interoperability of geedadta. In this use case, it tried to join both mapping and data science approaches

in the

way speing new teols“and services demanded by users. For many users from the data science comnjunity,

maps |and remoteé~Sensing are becoming just one of the sources of information that is necessary

to be

structured and-classified. And for many mappers that are involved in the process of geodata interprgtation
and clpssification, the map itself is the perfect tool to interact with the data, no matter whether implemented

in a python hotebook or loaded in a desktop GIS application.

7.16.2.9 Trustworthiness considerations

Global extension of this technology brings society new possibilities of situational awareness and digital
instruments for natural and man-made resource management.

7.16.2.10 Use of standards and standardization opportunities

None identified.
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7.16.3 Smart city (use case 165)

7.16.3.1 Objectives

This use case offers insights into the development of smart cities in a regional context, the use and
implementation of smart information system (SIS) in urban environments. The use case evaluates the ethical
issues in the literature and how they contrast and diverge from those faced by professionals in practice.

This use case offers practitioners, policymakers, smart city organisations, and private ICT companies,
interesting observations about ethically responsible approaches towards SIS implantation in smart city
projects.

Evalugtion of the ethical issues in the literature on the use of SIS in smart cities identifies a numlber of
concefns that need to be addressed. The concerns from literature are evaluated by four eyganisptions
workipg on smart city projects to determine if the ethical issues found in the literature correlate with those
in real-life examples.

The use case presents four advanced smart city projects to demonstrate how the cities are implementing SIS
in praftice.

7.16.3.2 Narrative

This yse case unpacks the ethical challenges of Al by looking at four cities:citizens’ complaints Al, parking
permilt chat-bot, platform for data exchange, and a project with an open-source algorithm.

Smarf{ cities are in their infancy, which means that availability-and accuracy of data, and as a resuylt the
accurdcy of recommendations remains an issue.

Data dqre a potentially helpful tool for citizens and planners-alike to regain control and access of inforrmation
within their respective cities. Consent, transparency and data ownership are prominent ¢thical
considerations, with focus on citizens regaining contrel.over their own data.

CollaHoration is at the heart of a smart city. A publiesprivate model facilitates both the business develogment-
and the citizen-engagement sides of the smart city. A bottom-up approach is the most effective way to gnsure
that spart cities work and are used by citizehs:

7.16.3.3 Stakeholders and stakeholder considerations

Stakeholders: policy makers, smart city organisations, ICT companies, city planners and governande, and
citizens.

Stakelholder considerations:

Accurpcy of SIS and bids: determining the accuracy of information and bias are both crucial comp¢nents
to the|case study’s-validity. The chat-bot is still in its early stages of implementation. The Amsterdarp case
raises|a similar issue. The system is still in the developmental stage and is being used in situations that will
have thinimalshegative impacts on the lives of Amsterdam citizens.

Availgbilify¥and accuracy of data: the city data exchange was originally conceived as a general pl3tform
base(;1 orthe idea that data are interchangeable, but in practice, the specificity of data-usage undermined
this original idea, delivering results was not straightforward.

Data availability is a fundamental requisite for the success of smart city projects, but in practice, this can
be difficult. Municipalities shared the need to be able to retrieve and use their own training data for their
algorithms, rather than relying on third-party vendors for this.

Economics and inequalities: smart cities are about collaboration between corporations and municipalities
and not simply the sale of services according to a standard business model. Apart from the need to
overcome bureaucratic hurdles also objectives can differ. Investors are interested in the economics while
municipalities can have other objectives such as sustainability. Public entities focus on providing value to
citizens whereas this can have been a hindrance in the economic development of projects.
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Privacy and data ownership: smart city projects aim to allow citizens greater control over their personal
data and to ensure their privacy. Privacy of citizens and GDPR compliance of suppliers is an important
requirement for smart city projects. Citizens have to provide informed consent on the use of the data, and
the data are anonymized

Transparency and trust: there have to be a symbiotic relationship of trust between corporations, citizens
and municipalities working on smart city projects. There is the need for transparency about the accessibility
and availability of the city data to achieve trust from the citizens.

7.16.3.4 Data characteristics

The data used in this use case are the data of citizens and city government.

7.16.3.5 KPIs

The a¢curacy of recommendations of the Al systems.

7.16.3.6 Features of use case
Task(q): interactivity

Level pf automation: conditional automation

7.16.3.7 Threats and vulnerabilities

Data gwnership and control: there is a strong emphasis on the{citizens owning and controlling their data
and p¢rsonal information and consenting to its use. However, itds also important to identify who has control
over data in public-private smart city projects. Therefore, there is a need for transparency and involvement
between partners in order to ensure a fair and equitable interaction within smart city projects. (While
privatle organisations can be best suited to control and manage SIS, there needs to be an understgnding
betwden partners and a strong degree of transparency in their relationship.

Inequalities: there is concern that the technology:can replace humans in many areas of the smart city] Many
people¢ fear that SIS will replace customer ser¥ice, driving and factory jobs within the coming decade.

Smarf{ cities need an intellectual infrastructure to deploy SIS, becoming hubs for technological innoyation
and aflvancements, which can subsequéntly lead to a ‘brain-drain’ in rural areas. The most educatgd and
prospgrous citizens will be located.in cities, which can have a dramatic effect on the education, prosperity,
and growth of rural areas. SIS can‘increase digital divides and inequalities.

Privagy: there are many privacy concerns in the context of smart cities, such as the use of technologi¢s that
track movement, that scaiybodies, and those that record and recognize audio. Protection of one’s property
and physical space and’everall privacy is very important to individuals.

Since pmart cities‘dre based on the collection and use of data through SIS technologies, safeguarding the
data are cruciatfar the maintenance of the goal of a smart city to benefit citizens.

7.16.3.8 AChallenges and issues

Econormmic pressurer most cities are far {romr reaching the desired benefits outtined im smart city agendas
because they are still in the early stages of development. At the same time, monetary benefits are increasingly
linked to efforts to become smart.

7.16.3.9 Trustworthiness considerations

Responsible innovation favours the inclusion of all relevant stakeholders in the development of major
innovative projects such as smart cities. Many smart city initiatives are devised by SIS technology
corporations and city governments, disregarding civic participation and civic input. Smart city initiatives
can place a greater emphasis on technical fixes, instead of implementing political and social solutions to try
to tackle urban issues
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