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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

int¢rnational organizations, governmental and non-governmental, in liaison with ISO.and IEC, also
take part in the work.

The¢ procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria negdéd for

the|different types of document should be noted. This document was drafted’in accordance-with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.ieaich/members
experts/refdocs).

Attpntion is drawn to the possibility that some of the elements of.this document may be the subject
of patent rights. ISO and IEC shall not be held responsible. for, identifying ah§ “or all such patent
rights. Details of any patent rights identified during the development of the-document will be in the
Intyoduction and/or on the ISO list of patent declarations received (see wwyis0.org/patents) or the IEC
list|of patent declarations received (see patents.iec.ch). 5 ‘

Any trade name used in this document is information\given for the, eq?fvenience of users and does not
corfstitute an endorsement. /e

For| an explanation of the voluntary naturé of standards, thé meaning of ISO specific terms and
expressions related to conformity assessment, as well as Tnformation about I1SO's adherence to the
Wofld Trade Organization (WTO) principles in the Technital Barriers to Trade (TBT), see www.iso.org/

isofforeword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technica\l‘}fommittee ISO/IEC JTC 1, Information technology,
Sufcommittee SC 42, Artificial-intelligence. - &

S

A\
Aligt of all parts in the ISO/IEC 24029 serig¢s/can be found o' the ISO and IEC websites.

-

N . ) .
Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies canbe found at www.iso.org/members.html and www.iec.ch/national
-committees. N ¢
\)
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Introduction

When designing an Al system, several properties are often considered desirable, such as robustness,
resiliency, reliability, accuracy, safety, security, privacy. A definition of robustness is provided in 3.6.
Robustness is a crucial property that poses new challenges in the context of Al systems. For example, in
Al systems there are some risks specifically tied to the robustness of Al systems. Understanding these
risks is essential for the adoption of Al in many contexts. This document aims at providing an overview

of the approaches available to assess these risks, with a particular focus on neural networks, whigh|are
heavily used in industry, government and academia.

In many organizations, software validation is an essential part of putting software into~productjon.
The objective is to ensure various properties including safety and performance of the sgftware uised
in all parts of the system. In some domains, the software validation.and verificationsprocess is also
an important part of system certification. For example, in the automotive or aeronautic fields, existing
standards, such as ISO 26262 or Reference [2], require some specific actions te-justify the design,[the
implementation and the testing of any piece of embedded software.

v
The techniques used in Al systems are also subject to validation. Howevercommon techniques usefl in
Al systems pose new challenges that require specific-approaches in prdér to ensure adequate tesfing
and validation. SOR

\.’

\

Al technologies are designed to fulfil various tasks, includingfinﬁerpolation/regression, classification
and other tasks. TNL

While many methods exist for validating non-Al systems:‘they are not always directly applicabl¢ to
Al systems, and neural networks in particular. Neuralnetwork systems represent a specific challenge
as they are both hard to explain and sometimes ha%e unexpected behaviour due to their non-linear
nature. As a result, alternative approaches are neeged.

Methods are categorized inte three groups: ﬁatistical methods, fermal methods and empirical methgds.
This document provides background on t}\gs methods to assess the robustness of neural networks

\
It is noted that charaeterizing the robuStness of neural networks is an open area of research, and there
are limitations to both testing andwalidation approaches.
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Artificial Intelligence (AI) — Assessment of the robustness

of neural networks —

Sad

D 1
Idll 1.
Overview

1 Scope

This document provides background about existing methods to’assess the rpbustness of neyral

networks.

2 Normative references -

There are no normative references in this document.

3 Terms and definitions AN

For the purposes of this document, the following terms-atid definitions apply.

A\

ISO and IEC maintain terminological'databases for. Es‘e in standardization at the following addresses:

— IS0 Online browsing platform: available athttps://www.iso.org/obp

— IEC Electropedia: available at http:ZZWﬂ\/v.electropedia.orgz

3.1 K\

artificial intelligence

Al NS

<system>capability of an enginééred system to acquire, process and apply knowledge and skills
)

-

3.2 ?)
field trial N\

\
trial-of a new systenrin-dctual situations for which it is intended (potentially with a restricted user grg
Note1 to entry: Situation encompasses environment and process of usage.

3.3
input data
data forywhich a deployed machine learning model calculates a predicted output or inference

up)

Nete 1 to entry: Input data is also referred to by machine learning practitioners as out-of-sample data, new data

and production data.
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https://www.iso.org/obp
http://www.electropedia.org/
https://standardsiso.com/api/?name=da644adfb85704512b0b8eff45d085d6

ISO/IEC TR 24029-1:2021(E)

34

neural network

neural net

NN

artificial neural network

ANN

network of primitive processmg elements connected by welghted llnks w1th ad]ustable weights, 1n

» other elements or presents 1t asan output value

Note 1 to entry: Whereas some neural networks are intended to simulate the functioning of neurons in the nervous
system, most neural networks are used in artificial intelligence as realizations of the connectionist model.

Notk 2 to entry: Examples of non-linear functions are a threshold function, a sigmoid function and a palynomial
fungtion.

[SOURCE: ISO/IEC 2382:2015, 2120625, modified — Abbreviated terms have beeniadded under the

terms and Notes 3 to 5 to entry have been removed.] ]

P
3!5 .Q
requirement
stafement which translates or expresses a need and its associated constralnts and conditions
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.37] R\’ 2
3.6 ¢ [
rohustness /

ability of an Al system to maintain its level of performance lfl\'ldér any circumstances

N
Note 1 to entry: This document mainly describes data inpiiti.circumstances such as domain change but the
definition is broader not to exclude hardware failure and other types of circamstances.

3.7 O\

tesfing \

act]vity in which a system-of component is exétuted under specified conditions, the results are observed
or flecorded, and an evaluation is made of seme aspect of the'system or component

[SOURCE: ISO/IEC/IEEE 26513:2017 3252]
3.8 \ %

tesf data \)
subset of input data (3.3) §amples used to assess the generalization error of a final machine learning

(ML) moedelselected frofma‘set of candidate ML models
[SOURCE: Referencé4{2]]

3.9
trajning dataset
setfof samples used to fit a machine learning model

3.1p

validation
confirmation, through the provision of objective evidence, that the requirements (3.5) for a specific
intended use or application have been fulfilled

[SOURCE: ISO/IEC 25000:2014, 4.41, modified — Note 1 to entry has been removed.]

2 © ISO/IEC 2021 - All rights reserved
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3.11

validation data

subset of input data (3.3) samples used to assess the prediction error of a candidate machine
learning model

Note 1 to entry: Machine learning (ML) model validation (3.10) can be used for ML model selection.

[SOURCE: Reference [2]]

3.12
verification

confirmation, through the provision of objective evidence, that specified, requirements ‘hdve bgen
fulfilled

[SOURCE: ISO/IEC 25000:2014, 4.43, modified — Note 1 to entry has been removed.]

4 Overview of the existing methods to assess the robustnessof neural networks
v
P

X

4.1 General ¥

4.1.1 Robustness concept )
»
Robustness goals aim at answering the question “To what degbe‘/e is the system required to be robu$t?”
or “What are the robustness properties of interest?”. Robustness properties demonstrate the degreg to
which the system performs with atypical data as opposed'to the data expected in typical operations.

A\
¥ 4

4.1.2 Typical workflow to assess robustness s~

LN

This subclause explains how(the robustnesszaf’neural networks is assessed for different classes of Al
applications such as classification, interpo\la'ﬁon and other complex tasks.

There are different ways to assess t]le‘robustness of neural networks using objective informatjon.
A typical workflow for determiningyneural network-(er other technique) robustness is as shown in
-

Figure 1. JU

© ISO/IEC 2021 - All rights reserved 3
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Figure 1 — Typical workflow to determine neural network robustness

Step 1: State robustness goals

The process begins with a statement of the robustness goals. During this initial step, the target
be tested for robustness are identified. The metrics to quantify the 0)e0ts that demonstrate
achievement of robustness are subsequently identified.. This constitutes the set of decision critg

on robustness properties that can be subject to further approval by relevant stakeholders
ISO/IEC/IEEE 16085:2021, 7.4.2). Q QL
Step 2: Plan testing A 2

N

This step plans the tests that demonstrate robustness. The tests rely on different methods, for exam
statistical, formal or empirical methods..In practice, 4&«combination of methods is used. Statist
approaches usually rely on a mathematical testingqrocess and are able to illustrate a certain I
of confidence in the results. Formal.methods rely. on formal proofs to demonstrate a mathemat
property over adomain. Empiricalmethods rely Qn’Experimentation observation and expertjudgem
In planning the testing, the environment setupzeeds to be identified, data collection planned, and d
characteristics defined (that.is, which data.element ranges and data types will be used, which e
cases will be specified to‘test robustness;&tc.). The output of Step 2 is a testing protocol that compr
a document stating the rationale, ob]ect&ves design and proposed analysis, methodology, monitor
conduct and record-keeping of the tests (more details of the content of a testing protocol are availg
through the definition of the clinicakinvestigation/plan‘found in ISO 14155:2020, 3.9).
Step 3: Conduct testing b) e

The testing is then conghlcfed according to the defined testing protocol, and outcomes are collec
It is possible to pel;fqrin the tests using a real-world experiment or a simulation, and potential
combination of these:dpproaches.

Step 4: Analyze outcome
After completion, tests outcomes are analysed using the metrics chosen in Step 1.
Steps5: Interpret results

The'analysis results are then interpreted to inform the decision.

5 to
the
bria
see

ple:
ical
bvel
ical
ent.
ata
dge
ses
ng,
ble

red.
y a

Step 6: Test objective achieved?

A decision on system robustness is then formulated given the criteria identified earlier and the resulting

interpretation of the analysis results.

If the test objectives are not met, an analysis of the process is conducted and the process returns to

the

appropriate preceding step, in order to alleviate deficiencies, e.g. add robustness goals, modify or add

metrics, add consideration of different aspects to measure, re-plan tests, etc.

Al systems that significantly rely on neural networks, particularly deep neural networks (DNN),
bear built-in malfunctions. These malfunctions are showing up by a system behaviour that resembles

© ISO/IEC 2021 - All rights reserved
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an occurrence of a conventional software. Typical situations have been demonstrated by feeding
"adversarial examples" to object recognition systems, e.g. in Reference [5]. These built-in errors of
DNNs are not simple to "fix". Research on this problem shows that there are measures to improve the
robustness of DNNs with respect to adversarial examples, but this works to a certain degree only [6L[Z],
However, if detected during a test procedure, the Al system is able to signal a problem when an
associated input pattern is encountered.

Data sourcing:

Datfa sourcing is the process of selecting, producing and/or generating the testing data-and objects that
are|needed for conducting the testing.

This sometimes includes consideration of legal or other regulatory requirements; as well as practical or
technical issues.

Thg testing protocol contains the requirements and the criteria necessary for data spourcing. Data
sourcing issues and methods are not covered in detail in this document.

Esgecially the following issues can have an impact on robustness: ple
— | scale;
N
— | diversity, representativeness, and range of outliers; 5 ‘
»
— | choice of real or synthetic data; DN
— | datasets used specifically for robustness testing; &\

£

— | adversarial and other examples that explore hypotheti¢:domain extremes;
)
— | composition of training, testing, and.validation datasets.

S

LN

4.2 Classification of methods &

N
Following the workflow defined above for.determining robustness, the remainder of this document
describes the methods andymetrics applicable to the various testing types, i.e. statistical, formal and

empirical methods. Q‘\\

Statistical approaches usually relysén a mathematical testing process on some datasets, and help
engure a certain‘level of confidenc¢e in the results. Formal methods rely on a sound formal proof in
order to demonstrate a mathematlcal property over a domain. Formal methods in this document are
not|constrained to the tradltional notion of syntactic proof methods and include correctness checking
methods, such as model(chécking. Empirical methods rely on experimentation, observation and expert
judpgement.

Whiile it is possible.to characterize a system through either observation or proof, this document chooses
to geparate observation techniques into statistical and empirical methods. Statistical methods generate
reproducible_imeasures of robustness based on specified datasets. Empirical methods produce data
thaf can.be analysed with statistical methods but is not necessarily reproducible due to the inclusion
of ubjective assessment. Therefore, it is usually necessary that methods from both categories be
perfotimed jointly.

Thus, this document first considers statistical approaches which are the most common approaches
used to assess robustness. They are characterized by a testing approach defined by a methodology
using mathematical metrics. This document then examines approaches to attain a formal proof that
are increasingly being used to assess robustness. Finally, this document presents empirical approaches
that rely on subjective observations that complement the assessment of robustness when statistical
and formal approaches are not sufficient or viable.

6 © ISO/IEC 2021 - All rights reserved
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In practice, in the current state of the art, these methods are not used to directly assess robustness

as a whole. Instead, they each target complementary aspects of robustness, providing several par
indicators whose conjunction enables robustness assessment.

tial

For an evaluator, it is indeed possible to use these methods to answer different kinds of questions on

the system they intend to validate. For example:

— statistical methods allow the evaluator to check if the systems properties reach a desired target

threshold (e.g. how many defective units are produced?);

— formal methods allow the evaluator to check if the properties are provable on'the domainefuse
does the system always operate within the specified safety bounds?);

— empirical methods allow the evaluator to assess the degree to which the system’s\properties h
true in the scenario tested (e.g. is the observed behaviour satisfactory?).

The principle of applying such methods to robustness assessment is to evaluate'to which extent th

properties hold when circumstances change:
v

. L . £
— when using statistical methods: how is the measured'value of performance affected when chang
the conditions?

NS

— when using formal methods: do the new conditions still belong to-the domain where the proper
are provable? 0
NN
— when using empirical methods: do theproperties still lold true in other scenarios?

It is noted that characterizing the robustness of neural'networks is an active area of research, and th
are limitations to both testing and validation approdaches. With testing approaches, the variatio
possible inputs is unlikely to be large enough togptdvide any guarantees on system performance. W
validation approaches, approximations are usually required to handle the high dimensionality of infg
and parameterizations of aneural network £4"

\~\
5 Statistical methods ~

-

5.1 General (;
)

One aspect of robustness is: the effect of changing circumstances on quantitative performance, wk
statisticalmethods are pa}ticularly suited to measure. They enable this assessment by direct evaluaf
of the performance jnivarious scenarios using comparative measures.

-

When using statistical methods, the four following main criteria are used in the computatior
robustness:

1) Appropriate testing data. To evaluate the robustness of a model, a dataset that spans
distribution and the input conditions of interest for the target application is first established, eit
through acquisition of real measurement data or simulated data. Several sources for the data
possible, such as noisy data that was not accounted for during the initial training of the model, d
from similar domain applications, data from a different but equivalent data source. While ther

e.g.

old

ese

ing

ties

ere

of
/ith
uts

ich
ion

of

the
her
are
ata
e is

no gpnprn] method to assess the relevance of a dataset and it often relies on human jndgmpnf’ sd

me

techniques exist (e.g. based on intermediate representations of the data) to support this analysis
with various indicators. The evaluation of the robustness of neural network models can vary with
different testing datasets.

2) Choose a setting of the model. The evaluation can also assess the robustness using different
settings of the trained model (for example the model precision, quantized weight, etc).
3) A choice of metrics or metrics of performance. Based on the context, the task at hand and the

nature of the data, some metrics are not always appropriate, as they can lead to irrelevant or
misleading results. An appropriate set of metrics (see 5.2) helps to avoid these situations.

© ISO/IEC 2021 - All rights reserved 7
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4) A method for a decision on robustness. Given a selected metric, an appropriate statistical test
is performed to reach a decision regarding whether the model is sufficiently robust for the chosen
robustness goal(s) or not.

A robustness property assessed through statistical methods is defined by one or more thresholds over a
set of metrics that need to hold on some testing data. The evaluation of robustness is case-specific, given
that certain organizations or situations require different robustness goals and metrics to determine if
a goal is met.

This clause follows the general workflow described in Figure 1 to assess the robustness of a neural
network. In particular, it focuses on Steps 1, 2 and 3 of the workflow defined in 4.1.2,i.e. state robustness
godl, plan testing and conduct testing.

Sulclauses 5.2 and 5.3 present metrics and methods to assess the robustness of neuralsnetworks
statistically, more detailed information on each is available in References [8],[9],[10] and[}].

5.2 Robustness metrics available using statistical methods

5.2|11 General N

NS

This subclause presents background information about'statistical metiies that are available and
typjically used on the output of neural networks. It describes the robustness goals, using Step 1 of
Fighre 1. Robustness goals need t3o be well defined, Forexample, to sgy/simply that “the trained neural
network has to be robust to inputs dissimilar to those on which it has been trained” is not sufficiently
well defined. It is possible for a neural network to have full compliance or no compliance with this goal
degending on the input. For example, it is possible for a neuralneétwork to be fully robust to inputs that
follpw a different distribution from the initial training and*testing sets but remains within the scope
of the domain. On the other hand, it is likely to have a netiral network that is not compliant at all if the
inplts are in a completely different domain than thoseif was trained for. Therefore, the robustness goal
nedds to be stated sufficiently to enable meamngfu(determmatlon of aneural network’s robustness.

An example of a well-defined goal (structured iQ t\aree parts) is@as follows.

1) | The trained neural network needs to be robust to inputs dissimilar to those on which it has been
trained. o

N

O

2) |Inputs are assumed to be from.the same domain and can include both physically realizable and
hypothetical. N ¢

3) | Metrics.that can be usgd;al\'e included in 5.2.2.

Depending ‘on the task._dddressed by the Al system (e.g. classification, interpolation/regression)
difflerent statistical nietrics are possible. This subclause describes common statistical metrics available
and the way to calculate them. The list is not exhaustive and some of these metrics are compatible with
other tasks. It i§/p0Ossible to use them independently or in combination. Depending on the application,
thefe are also\niumerous task-specific metrics (e.g. BLEU, TER or METEOR for machine translation,
intgrsectioh.ever union for object detection in images, or mean average precision for ranked retrieval),
but|their\description is out of the scope of this document.

5.2.2—Examples of performance measures for interpotattom—————«—«—

5.2.2.1 Root mean square error or root mean square deviation

The root mean square error (RMSE) is the standard deviation of the residuals (prediction errors).
Residuals are a measure of how far from the regression line data points are and RMSE is a measure of
the spread of the residuals.

8 © ISO/IEC 2021 - All rights reserved
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5.2.2.2 Max error

Max error is either an absolute or a relative metric calculating a value in the input data and

(E)

the

corresponding value in the prediction from the Al system. The absolute max error is the maximal
signed difference between a value in the input data and the corresponding value in the prediction from
the Al system. The relative max error is the percentage of the width of the variation domain on which

the Al system operates.

5.2.2.3 Actual/predicted correlation

The actual/predicted correlation is the linear correlation (in the statistical sense) between'the acf
values and the predicted values for every value considered in a set.

5.2.3 Examples of performance measures for classification

5.2.3.1 General notions and associated basic metrics
A set of samples can have the following characteristics: ‘N

— total population: the total number of samples in the data; AN

WV

— condition positive: the number of real positive-cases in the data;
)

— condition negative: the number of real negative cases in‘the data;

-

— prediction positive: the number of samples classified‘as positive;

A\

— prediction negative: the number of samples claésf\fied as negative;

— prevalence: the proportion of a particular elass in the total number of samples.

LN

Each instance in the set of samples is classi\f‘i}d by the classification system in one of the following w
— true positive (hit):instance belongs*sco the class and ispredicted as belonging to the class;
— true negative (correct rejection): instance does not belong to the class and is predicted as

belongingto-the class; &
)

ual

y'S:

not

— false.positive (false alarm, Type I error): instance does not belong to the class and is predicted as

belonging to the clgss;

—( false negative ({pfss, Type Il error): instance belongs to the class and is predicted as not belong
to the class:

Several metrics are built on top of these sample characteristics, as described in Table 1.

— True-positive rate, sensitivity: the true positive rate (also known as sensitivity, recall or probalraljlgty

of detection) indicates the proportion of objects correctly classified as positive in the total nu
of positive objects.

— True negative rate, specificity: the true negative rate (also known as specificity or selectiv|

ing

er

ity)

Indicates the proportion of objects correctly classified as negative 1n the total number of nega
objects.

tive

— False negative rate: the false negative rate (also known as miss rate) indicates the proportion of

objects falsely classified as negative in the total number of positive objects.

— False positive rate: the false positive rate (also known as fall-out or probability of false alarm)

indicates the proportion of objects falsely classified as positive that are negative. Thus,
probability of a false alarm is given.

— Accuracy: the accuracy indicates the proportion of all objects that are correctly classified.

© ISO/IEC 2021 - All rights reserved
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— positive predictive value: the positive predictive value (also known as precision or relevance)
indicates the proportion of results correctly classified as positive in the total of results classified as
positive.

— Negative predictive value: the negative predictive value (also known as separation ability) indicates
the proportion of results correctly classified as negative in the total number of results classified as
negative.

— [ False discovery rate: the false discovery rate indicates the ratio of mistakenly rejected null
hypotheses (false positives, false alarm, type I errors) to the total rejected null hypotheses
(prediction positives).

— | False omission rate: the false omission rate indicates the ratio of mistakenly rejected false negatives
to the total number of predicted negatives.

— | Positive likelihood relation: the positive likelihood relation indicates'the ratio of the true positive
rate to the false positive rate.

— [ Negative likelihood relation: the negative likelihood relation iridicates the ratig.of the false negative
rate to the true negative rate. X

— | Diagnostic odds rate: indicates the ratio of the probability of true posit;is;é.s\fo the probability of false

positives and is independent of prevalence. ),
»
— | F1 score: the F1 score combines the true positive rate and the:positive predictive value using the
harmonic mean. ¢ N
4 )} s,
¥ 4
¥
N
A\
\~\
K\
\\
-
X~
O
)
%
\)
C 3
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Table 1 — Sample characteristics and relevant basic metrics built upon them

True condition

Condition Condition Prevalence Accuracy
Total ositive negative N, N.
+N.
population P & G+ T+ T
(CP) (CN) Pot Pot
False positive Positive predictive False di
p value (Vp.) alse discovery rate
o Pre('ii'ction True positive (FP) Precision, relevance
P% positive (TP) Ny, Ny,
E Typelerror
S NP+ NP+
]
3 False omission rate {Negative predictive value
Ll
2 False negative
o Prediction | gy True negative Separatipp-ability
% Inegative (FN) v
I\ & Ny
Type Il error (TN) — N —
NP- NP-
'0' Nt
True positive False positive Positive likelihood
rate (Ry,) rate (Rg,) ratio (Ry,) )
Sensitivity, ¢, \9
recall C
Probability of  |Fall-out; proba- PN
detection bility false alarm| ¢
’
NN F, score
o)) Diagnostic
KO8 odds rate
N
NT+ A&; RT+ R. -1,y -1 —1
O T P
NC+ N NC— RF+ RL+ %
False negative [‘[rue negative Negative likelihood Ry,
rate (Rp) Q{\ rate (Ry) ratio (R)
Miss rate ‘<) Specificity,
’ selectivity
N
e i s
(=N, Ne. Ry.
where
Ny, is the number of true positives;
Ny is the number of true negatives;
Ng, is the number of false positives;
NE. IS the number of 1alSe negatives;
Nc, is the number of conditions positive;
Nc. is the number of conditions negative;
Piot is the total population;
Np, is the number of predictions positive;
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Np. is the number of predictions negative;

Ry, is the true positive rate;

Ry is the true negative rate;

R, is the false positive rate;

R, is the false negative rate;

R, is the likelihood positive ratio;

R;. is the likelihood negative ratio;

Vp, is the positive predictive value.
Table 1 provides a synthetic view of the sample characteristics and metrics described,in this subclause.
All|these sample characteristics and metrics apply primarily to binary classificdtion but have also
generalized definitions in the multiclass and multilabel cases. N
5.2|13.2 Advanced metrics & O
5.2|13.2.1 Precision recall curve ' \Q 2
Prelcision/recall pairs of metrics are computed at different outpu-f thresholds. Precision/recall pairs

exp

5.2

The
hyp

RO
use
ben
pro

5.2
The

ress trade-offs between precision and recall when these metrics are used to evaluate robustness.
4 )} s,
¥ 4

3.2.2 Receiver operating characteristic (ROC) , =~

AN

ROC curve is a plot of the true positive rate agajnstthe false positive rate at different settings of the
erparameters (e.g. decision threshold). &

[ express trade-offs between true positi@&ates and false positive rates when these metrics are
d to evaluate robustness-ROCs are used -when one metric.is associated with a significant cost or
efit in robustness evaluation, such a(sQ.n‘the medical domain where false diagnoses can be especially

blematic. \4
))

-

3.3 Lift \S

®

A\ |
lift metricis a measuré.cbr'nparing the relative performance of a prediction system against another

cornftrol group (usually randemly selected).

5.2

Ard
for
JoJoks

3.4 Areaunder curve

a under cutve measures the integral of the ROC curve which represents the performance of a model
every threshold of classification. The ROC curve shows the true positive rate relative to the false
itive rate.

5.2

Balanced accuracy is the average recall obtained on each class as described in Reference [12].

5.2.3.6 Micro average and macro average

Measures like precision or recall computed over the whole dataset are sometimes misleading, in cases
of unbalanced datasets. A possible strategy to alleviate this is to compute a macro-averaged measure,
which is the average of the measure computed for each class separately, instead of the micro-average
which is the standard computation without class separationl13l,

12
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5.2.3.7 Matthews correlation coefficient (MCC)

Matthews correlation coefficient is a measure on a set of classifications. Its range lies within [-1,1

(E)

] in

which +1 represents perfect prediction, -1 represents total inverse prediction and 0 represents average
prediction. Crucially, this metric generalizes to instances where the classes are unbalanced in the data

themselves (i.e. an MCC of 0 does not necessitate 1/N prediction accuracy, given N classes)[14].[15],

It is computed in Formula 1:

Ny XNp —Np, XNg_
\/(NT+ +Ng, )(Np, +Ng.)(Np_+Ng, )(Np_+Ng.)

where

Ny, isthe number of true positives;

Ny is the number of false negatives;

Ng, is the number of false positives; N
Ng, isthe number of false negatives. SON
W
5.2.3.8 Confusion matrix and associated metrics 0 2
NN

A confusion matrix allows a detailed analysis of the pekrformance of a classifier and is helpfu
circumvent or uncover the weaknesses. of individual metrics as it achieves a more rigorous and w

e8]

to
ell-

rounded analysis of classifier perforimance. By contrast, using a single metric to express classifier

performance is not informative enough to conduqt\t}\lis analysis, as it does not indicate which clag
are best recognized or the type/of errors committed by the classifier.

The confusion matrix C is-a square matrix 'Where entry C,.satrow r and column c are the numbe
instances belonging to the rth class or cate‘gory that are labelled by the classifier as having the cth cl

Confusion matrices.include counts of. ﬁ‘ue positives, true negatives, false positives and false negatij
metrics such asaccuracy, per-classrecall, and per;class precision can be calculated from these. Furt
metrics can be derived from COQfUSlOIl matrix elements, such as entropy of the histogram represen
by the matrix. )

-

\$
5.2.4 < Other measures

( \
5.2.4.1 Hinge loss

Hinge loss is-an upper bound on the number of mistakes made by a classifier. In the general, multic
case, themtargin is computed by the Crammer-Singer method[16],

5.24:2 Cohen’s kappa

€ohen’s kappa is a measure of inter-annotator agreement [see Formula (2)].

ses

r of
hSS.

Ves:
her
ted

ass

K= (po _pe) / (1 - pe)
where

p, isthe prior probability of agreement of the label on any sample in observed data;

p. s the expected agreement when each of two annotators assign labels independently and
cording to their own measured prior distributions, given empirical data.
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This measure is primarily used for evaluating data quality after (error-prone) human annotation,
but it also has applications as a proxy evaluation method when labels are missing, by comparing two
classifiers with each other.

5.3 Statistical methods to measure robustness of a neural network

5.3.1 General

When applying the metrics from 5.2 on testing data in order to assess robustness, several statistical
techniques are available. This subclause describes some of the statistical methodologies availableyto
perform steps 2 and 3 described in 4.1 to plan and conduct the testing. Performing a testing protocol
is not unique to neural networks and considerations include the testing environment set-up, whdt and
hoW to measure, and data sourcing and characteristics. The difference in neural network rebustness
test planning is a more “intense” consideration of the data sourcing (e.g. quality, granularity, train/
test/validation datasets, etc.). While conducting the testing, planned data sourcing and availability of
computational resources are important considerations due to the sometimes massivexamounts of data
and computational resources required by neural networks. o 1%y

X
¥

5.312 Contrastive measures

NS

WV

Thd statistical measures of performance are applied first-on a referency dataset and then on one or
sevpral datasets representative of the targeted changes of circumstances. For each of those, if the
perfformance drop from the reference test set is sufficiently low, thén the system is deemed robust.

-
A
£

6 |Formal methods ',\' .
N\

AN

6.1 General

Ang¢ther aspect of robustness is the degree to h;}h changing circumstances affect the behaviour of
the| system, independently of-its performance.:,l:\%rmal methods are especially appropriate to assess
the|stability of the system, i:e-the extent to witich its outcome chianges when input varies. Although a
roﬂast system can be unstable and a stablé-system can be.not;robust, stability is a strong indicator for
robustness, as it makes the outcome m(\brte predictable.

Formal methods.have been used tosisprove software reliability and allow stronger quality assurance
on |systems involving softwaréx While it has mainly been used in the contexts of safety-critical
applications, €.g. transportatiofn systems, it is now being used more widely.

( ) &

Forjmal methods allow amathematical proof of a property all over a given domain, whereas statistical
or ¢mpirical methodolegies are based on extrapolation of the results from only the tested samples to
thelwhole domain. Safety properties are usually a main focus, but the methods apply to a wide range
of properties. Eermal methods are usually complex to deploy, as they sometimes require specific
mathematicalniodelling depending on the type of system to be analysed, and potentially a heavier
instrumentdtion of the system.

Al Joftware systems pose new specific challenges in terms of system validation, e.g. contrary to classical
software, their behaviour is harder to explain and to prove. This is especially the case for neural

netWorks because of the way thelT CONSIruction 15 done (trougit traiming instead of programimning),
and the inherent non-linearity of their behaviour. As a result, more adequate system properties are
required, and new methodologies are considered to prove them efficiently.

This clause follows the general workflow described in Figure 1 to assess the robustness of a neural
network. In particular, it focuses on Steps 1, 2 and 3 presented in 4.1. These steps consist of first choosing
the robustness properties wanted, then preparing the data, then performing the tests. Depending on
the kinds of use of the neural network, different properties are to be considered, different preparation
steps are sometimes required, and several methods to conduct the testing are possible.
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6.2 Robustness goal achievable using formal methods

6.2.1 General

(E)

This subclause describes the property of stability which is one of the properties used to assess

robustness. It is formalized differently depending on the task fulfilled by the system.

1) For infprpn]nfinn systems: infprpn]qfinn cfnhi]ify calculates the nnr‘prfninfy of 2 neural netw

rk,

which is a way to detect when the neural network can have insufficient robustness.

2) For classification systems: maximum stable space calculates the size<of the domain &here
neural network has a stable classification performance.

6.2.2 Interpolation stability

Neural networks are, in some cases, used to replace complex mathematical computdtions that are co
to perform. For example, for a complex system of differential equations requiring an iterative met

the

stly
hod

to be resolved (such as a Newton Raphson approach), the neural network4d3.uSed as an “oracle” to infer

directly some satisfying conditions of the systems. For'this approach, atraining dataset is genera
using a mathematical model of the system, which can;be expenswe to_compute. The question of

ted
the

relevance and the coverage of the input space bears'deep 1mpllcatron on the behaviour of the neyral

network. While it is obvious that the training dataset is not exhalstive (does not cover the entire inpg
output space), the problem remains the same forthe testing dataset used to validate it. Also, as they
usually used to model functions operating-in.more than two dimensions, neural networks pose iss
both in terms of behaviour and visualization. &

£

For interpolation systems, the main advantage of né(lrél networks is their ability to efficiently ma
complex linear and non-linear behaviour. Howeyvet; by nature, some non-linear behaviours occu
some point, making it possible-for the neural network to have some unexpected behaviour on part|
the domain in which it is to-be used. One cousequence is that their behaviour is erratic on some pz
of the domain and not on‘others. As it 1 (Q;flcult to cover_ every part of the domain in order to f
these erratic behaviours;.they are llkelyJO be missed and,this can reduce robustness. This uninten
behaviour constitutesan uncertainty inthe quality of the iriterpolation capability of the neural netw

-

6.2.3 Maximum stable spacq;fﬁr perturbation resistance

To mitigate the risks posed(by‘ data perturbations, which are also referred to as adversarial examp
it is possible to prove thérobustness of the classifier to a certain point. The maximum stable sp
property is used fo t.h].s purpose. The property states that there is no adversarial example aroun
specific input. The notlon of distance is essential to define the set of inputs that are “around” a spe
point. Annex A déséribes several types of data perturbations as well as associated distance metrics t
are used for the-dassessment of neural networks.

This subclause describes three general approaches that are able to demonstrate a maximal stable sp
property; which is used to measure the robustness of a neural network performing classification.
property can be proven through the following techniques:

1)' as aBoolean problem addressed using a solver;

ut/
are
ues

del
r at
s of
irts
ind
ded
brk.

les,
ace
da
ific
hat

ace
[he

2] as a numerical problem addressed using an optimization algorithm seeking a maximum; or
3) asamathematical property approximated using abstract interpretation.

Each technique has been customized for the specific nature of neural networks.
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6.3 Conduct the testing using formal methods

6.3.1 Using uncertainty analysis to prove interpolation stability

Uncertainty analysis is a technique commonly used to control the behaviour of mathematical functions.
The goal is to identify upon which inputs the function is having sudden and significant variations. For
neural networks it is 1ndeed a way to flnd the issues descrlbed in 6 2 2. In partlcular it 1s p0551ble to

Foundational work has been done to formalize the stability of a neural network. For example, in
Reference [17], a method is described to calculate the propagation of uncertainty in a network, thereby
allqwing it to detect the part of the domain where the response of the netiral network is-abnormal and
norf-robust behaviour is to be expected. In Reference [18], a method is.described indicating the effect or
importance of the input variables on the output, independently of the'nature (quantltatlve or discrete)
of the variables. In Reference [19], several sources of uncertainty.are described, meludlng uncertainty
in the input, the sensitivity of the network itself and the influence of random choices for training and
tesfing datasets. In this way, it is possible to detect the conditions under which the network is not
robjust and to detect the cause of uncertainty in the networkresponse.

»
6.3[2 Using solver to prove a maximum stable space property Y
Neyral networks are known to be large, non-linear, non-convex.aud Beyond the reach of general-purpose
toofs such as linear programming solvers or.existing satisfiability modulo theories (SMT). However,
sonpe advances have been made to use solveritechnologies to prove properties over neural networks. For
example, Reference [20] presents an approach to eff1c1enﬂy prove properties over some classes of neural
networks [using ReLu activation funetions which is defined as ReLu(x).= max(0, x)] by using a variation
of  Simplex algorithm. In Reference'[21], an SMT sélver is used to prove the absence or the existence of
adversarial example, including the ability to exhikit it. In Reference\[22], a combination of satisfiability
solying and linear programming on a llnear wapproximation ‘of .the overall network behaviour are
conlsidered. All of these works illustrate thatit'is possible to,adapt generic solver technologies to prove
properties on neural networks. Although:these works aim\to prove the robustness of classifiers, it is

als¢ possible to adaptthese methodstdhandle other neural’networks tasks.
)

-

6.3]3 Using optimization techhiques to prove a maximum stable space property

\)
Corhmon optimization teckiigues are also able to verify a neural network, whereby any satisfiability
problem~is-converted to“an optimization problem. It then becomes possible to apply conventional
optiimization techniques, such as the Branch and Bound algorithm, to solve it.

A ploperty is usually expressed as a Boolean formula on linear inequalities. For example, the output of a
network alwaysfieeds to be greater than some part of the input space. To prove it using an optimization
technique, the property intended is expressed as additional layers at the end of the network. This way,
onde a solution of the optimization problem is found, the solution of the satisfiability problem is solved
by ¢heeking the sign of the solution. In Reference [23], the construction of such an optimization problem
froCaysatisfiability problem on a neural network is described, combining a classical gradient descent

to find aTocal mmimum, as well'as a branch and bound optimiZer to determine the global optimum.

One other interesting example of optimizing techniques to prove neural networks robustness concerns
the use of constraint programming[23l. The neural network is approximated by first modelling it as
a linear program (using network composed of piece-wise linear functions), then approximating the
feasible states using only convex sets, and finally applying iteratively a constraint solver to prove the
robustness property.
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6.3.4 Using abstract interpretation to prove a maximum stable space property

Abstract interpretation is a form of formal method that relies on a theory which constructs controlled
approximations (see Annex B for more information). It is often used to prove complex program
properties[22], Abstract interpretation has taken a larger role in the software verification and
validation community, especially in the context of safety-critical software, such as embedded software
for planes(2¢], carsl2Z], and spacecraftl28],

Recent workl22L130LI1LIS2] constructs new abstract domains specially tailored.for the behavieu of
neural networks. Indeed, the non-linear nature of neural networks tends to render some of the €xjsting
abstract domains ineffective, especially the ones that use the affine dynamies-of a system tordefine|the
abstract domain. This is the case, for example, with a new zonotopic domain.described in Réference [|30]
that captures the specific dynamics of ReLu activation functions commonly used in iniage procesging
neural networks.

To prove the stability of decision on some part of the input space, one needs to first'express the parjt of
the input space to be analysed using an abstract domain. Then, it needs to define an abstract semantic
able to perform a symbolic computing of the neural network over the abstract domain. The outpyt is
then an abstract value representing an over-approximation of all the possible classification outputg on
this part of the input space. The output is a vector whose elements arethe confidence of classificafion
for each class. Each element is itself an abstract value (for example an interval). Once the output is
computed, two cases are possible: either one of the elements is gj‘éater than any other, or there ig no
class that always takes over the decision.

7 Empirical methods A

7.1 General N

AN

The next aspect of robustness;covered in this“document is the subjective assessment of robustngss.
This assessment is based.on a functional e‘\'}aluation at the system level, for which empirical methpds
are the most suitable, as.they directly colléct human pereeptions on this matter.

N

7.2 Field trials >

-
While there.dre several aspectéjthat need to be studied for the establishment of trust in Al systems,
the numberof feasible approaches for analysing a system's behaviour and performance are limited| Al
systems(typically consi§t\of software to a large extent. Therefore, standards for software testing|are
needed, such as the(IS,OZIEC/IEEE 29119 series, for example.

Theprimary goals of software testing are stated in ISO/IEC/IEEE 29119-3:2013:

"Providé-information about the quality of the test item and any residual risk in relation to how
much;the test item has been tested; to find defects in the test item prior to its release for use; anfl to
mitigate the risks to the stakeholders of poor product quality."

The-workflow to assess neural network robustness described in Figure 1 contains three steps thatlare
cracial for every field trial:

1

thinag i tho tactin
\% A2 9

H—settnewp-thetestep
2) realization of the data acquisition (data sourcing);
3) carrying out the trial in a real operation environment (conduct testing).

In contrast to other testing methods, in field testing the neural network is integrated into a system
that operates in a realistic environment for the respective application. Therefore, data acquisition and
sourcing are integral to experimental design and execution.
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Defects and poor product quality are concerns when testing Al systems too. However, the failure of an
Al system in a functional test is not necessarily related to a "software bug" or an erroneous design. Al
systems showing occasional malfunctions are sometimes accepted because they are still regarded as
useful for their intended purpose, in particular where there are no feasible alternatives. Al systems
reveal their degree of performance mainly during field trials or deployment, as is the case with systems
like virtual assistants, for example. This applies to many Al systems that operate in interaction with or
dependency of natural environments and humans.

Hoyv to deal with the uncertainty of a product's efficacy and the risks of its deployment.are subjects of
mahy regulations in the medical domain. For instance, in Europe medical devices, including those using
Al need to comply with ISO 14155. They need to undergo "clinical investigations",'a procedure that
respmbles "clinical trials"[341.[35].[36],

Forjnon-medical devices using Al, field trials have for long been a recognized.means of comparing and
asspssing the robustness of solutions. Some prominent examples are:

— | facial recognition trials[371.[38].[39];

— | tests of decision support systems for agricultural applications/49l; N
— | practice for testing driverless carsl4l; ¢ .
— | tests of speech and voice recognition systems[42].[43]; 5 N

— | networked robot at a train station[44l, N

Field trials for Al systems greatly vary with respect to methodology, number of users or use samples
invplved, status of the responsible organization/persons andydécumentation of the results.
¥

)
7.3 A posteriori testing o)

In §ome cases, it is possible to formally validate fhe robustness_of an intelligent system. When this
is rjot possible, as is very often.the case for neu?al networksl42l,\wvalidation by testing empirically the
roﬂ:stness of the system is-then 1mplementh and input-output’evaluation are very popular in this
conftext. In this kind of evaluation there ar@a-priori testing and a posteriori testing methods. While a
pri¢ri testing knows in-advance the expected output and statistical measures are therefore applicable, a
posteriori testing does not know it in advance. In that case, it is sometimes possible to design automated
megsures to still.perform statisticakmeasures by indirect means. Otherwise, the only available method
is empirical, relying on the judgment of human subjects.

A\ |
In g posteriori testing, Steps #-and 5 of the process in Figure 1 are slightly altered. Step 4 is likely to be
mofe complicated because the correct answer is unknown. Interpreting the results in Step 5 is a matter
of donsensus and notBased on an unambiguous truth.

In general, to validate the robustness of a system, data or test environments representing a wide
varjiety of test s¢enarios, for normal operating conditions and critical cases, are identified (Step 2 of
the|process) These inputs are submitted to the system to be evaluated and the system outputs (called
hypotheses}>are compared to references, i.e. to a ground truth (Step 3). These inputs are designed
to ¢hallenge the system to check its robustness, for example by using adversarial examples. These
reférences are usually provided by human annotators performing the same task as that performed by

the evatuated system, or Dy physical measurements.

In the case of a priori testing, references are provided by human annotators, and they usually all agree
among themselves on the "right answer" to be provided (high inter-annotator agreement rate). The
ground truth is therefore unambiguous. On the contrary, with a posteriori testing, the references
produced by the annotators varies from one to another. The field truth is therefore ambiguous. In
general, this is the case when the task has several correct answers[4él,

As it is not possible to determine a priori all the possible correct answers, a posteriori evaluations are
carried out. That is, it is by looking at the outputs of the systems that human annotators or automated
measures can tell whether they are "good" or "bad".
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Machine translation is a classic example of a task for which a posteriori evaluation is a useful
complement to a priori testing. There are usually several ways to translate the same sentence from
one language to another. While statistical methods are often applied in this case by establishing an
arbitrary set of correct or acceptable answers to compare the output with Reference [47], this is not a
fully reliable measure of performance and subjective a posteriori testing is often more precise. Similarly,
during a navigation task, it is possible to accept several trajectories to move from one place to another.
Depending on the ability to define an objective criterion for successful trajectories, a posteriori testing

can hn th]lﬂr‘] unfh nlfhor statistical or nmplrlr‘n] means-

..............

It is also possible to use a posteriori evaluation to validate a new robustness metric (a new metho;li or

formula to measure). Indeed, when the quality of task is subjective the metrics needs to assign'qu
scores that correlate with human judgment of quality. Human judgment is.the benchmark for‘assesg
automatic metrics[48l,

However, the concepts of a posteriori evaluation and post-deployment evaluationrare overlappin
some cases, particularly when testing with end users. For example, in the case ©of the evaluation of
quality of a human-machine interaction, the evaluation is done a posteriorj-because it is not poss
to know the how the interaction will generalize across thé population before widespread interact
takes place. To carry such evaluation, it is possible to.vary the user proflle and having a user

representative of the system's actual operating conditions and obtaln an empirical analysis of
robustness of this interactive intelligent system. R QL
7.4 Benchmarking of neural networks INE

Benchmarking a neural network-based system can helpdn éstablishing some degree of the robustr
of the system. Often, the initial trust)in an Al soldtion based on neural networks is establis
by a benchmark test. For example;. in pattern reco‘énition and similar applications of Al meth
benchmarking has for long beén the gold standard for establishing trust in a certain method
However, benchmarking can introduce elements “of subjectivity, such as in the tagging or annotatio

X

test datasets by expert practitioners. N\ >

Benchmarking measures the performqn\&e of a systemon carefully designed datasets that
publicly available in~most cases. Often,, they are used for testing different systems competitiyj
Prominent examples of benchmarking are the face recognition vendor tests (FRVT) conducted
the US Department of Commerce[i] Other examples are the "grand challenges in biomedical im|

analysis"[21], \

-

In contrast to 7.2, benthimarking does not necessarily require an operational system in a t

application scenario. For benchmarking, datasets are created that pose a serious challenge for st
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[49].
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of-the-art c1a551f1cat’10n or regression methods. The benchmark datasets need to be complemented by a

set ofbenchmarklng rules that describe and standardize ways of setting up testing, documenting th
setup, measuring results and documenting these results[>2],

Benchmarking plays a strong role in pattern recognition research and has contributed decisively to
advancement of the field. However, benchmarking is usually not sufficient for a decision on a cert
robuStness goal. Benchmarking results should be interpreted with carel23l,
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Annex A
(informative)

Data perturbation

A.1 General

Forjmally, a perturbation is defined as a homomorphism (i.e. a function from-one domain to thé same
ond) of the domain of the inputs of the system. The domain of the inputs containing all RGB+iniages of a
cerfain width and height is an example of such domain. This annex describes data perturpations in the
conftext of assessing the robustness of neural networks.

Forjexample, automated classification systems are a prominent use of neural networKs in the industry.
Sudh classification systems are used for facial recognition, object tracking, sound recognition, etc. A
usyal way to construct a classification system based on neural networks js to perform a supervised

trajning using a labelled dataset. R L

Thg work in Reference [54] has shown that even state-of-the-art n 211 networks for classification
are|strongly susceptible to data perturbations or adversarial examples. Adversarial examples include
imgges or sound samples that are slightly modified from an, ekisting one, resulting in a different
clagsification result compared to the original. Adversarial examples occur naturally in the environment
or because of sensor properties, and there are also many fEChnlques to engineer such examples, but
thefe is currently no tractable way to discover them all. >3

AN

From the view point of Al software engineers, the existence of adversarial examples presents a risk to
the|robustness of the system, as_the system has.ah. erratic behaviour’in some cases. Engineers know
thaf adversarial examples exist. However, it is no‘t easy to identify all possible adversarial examples in

advance. \«\

Usipg an adversarial example to cause ansunintended behaviour of a neural network constitutes an
attqck. There are two main attack paradigms that are found in the literature:

)
— | white-box attack, where the adversary has full knowledge of the neural network, training dataset
and training algorithm; N \

— | black-box attack, where the adversary lacks knowledge of the neural network, training dataset or
training algorithm.

While this annex désoribes various types of perturbations to different types of data, it is not intended
to e exhaustive; I/is also important to note that hardware is able to cause unintended behaviour by
altdring the data through their numerical representation and, thus, causing perturbations. There are
als¢ many strategies and techniques proposed in the literature to defend and protect a system from
thepe types of attacks.

In A.27and A.3, examples of data perturbations are described for images and sounds. In each case, both

unintentional natural perturbations and intentional attacks coexist in a wide range of applications.

A.2 Example image perturbations

A.2.1 General
Several types of image perturbations exist that can represent the possible degradation that the

environment is able to inflict to the image processed by the Al system. An image is (usually) a
2-dimensional array of pixel, each one being represented by one or more numerical values (for example
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one for a black and image, 3 for a RGB image). Without any loss of generality, we will consider in the
following an image to be an array of width, W, and height, H, of pixels, with each pixel p; ; being between
the value 0 and 255. Therefore, an image is a point in an L x W space. A perturbation of an image is a
function that transform one image into another using a specific function.

When two images are in the same space, there are a variety of metrics available to calculate the distance
between them, including mean-squared error, Levenstein distancel®3], structural similarity index[2€],
etc. Each perturbation present is also applicable also to colour images by considering the perturbation

on each channel. As there are many perturbations possible, there are also many metrics that define
which ones are closer to the input. Attacks can be designed to mimic actual deterioration of the|image
acquisition process, for example noise, vibration, dazzling or occlusion of the‘camera.

In A.2.2 to A.2.7, some example image perturbations and some of the.existing metri¢s/derived fijom
them are described.

A.2.2 Homogeneous noising

A homogenous noising is a transformation that puts a signeéd bounded randorm perturbation on evlery
I~

pixel of the image. The homogeneous noising is defined by a value K correspondlng to the maximurh of

noise that it is possible to apply to each pixel.

NS

Formally, each pixel is transformed using the following function;-\ N\

pi;=v—>p; ;=vk withk<Kand 0 < vxk <255 L

In the case of a homogeneous noising, the.metric used isidirectly correlated to the value K. An image I;
at a distance of 1 of an image I, if: AN

¥ 4

— for each pixel pilj of I; and its corresponding pixel pizj of I, pilj —pizj‘sk; and

— atleast one pixel exists(where ‘pl.lj —pizj*z"k.

A.2.3 Brightening N

N

Brightening (or.its.inverse darkenmg) is one of the most basic image transformation available. It is
used to create a change in the\)‘ghtmg of an image. Interestingly, Reference [57] demonstrates that
lighting conditions is able tolimpact the performance of an image classifier. For that reason, it is cruial
to demonstrate that a clas\sifier is robust to such a perturbation.

Formally, each pixelfis: tgansformed using, for example, the following function:

-

bi); :v—>p;‘j =y-+k) with k constant and -255 < k < 255

Another wayZo adjust the brightness parameter for RGB image is to switch to HSL (hue/saturatipn/
luminance)representation and adjust the luminance factor.

In the case of brightening, the metrics associated is either the luminance factor of the HSL representation
or_the constant used to do the perturbation for grayscale or RGB representation.

A.2.4 Vibration and rotation

When cameras are mounted on top of a vehicle some image degradation occurs due to a vibration or an
oscillation of the device. These perturbations cause some inversion of pixels from one frame to another.

When considering the robustness against such rotation or vibration perturbations, it is important
to consider the set of transformed images by such perturbations. For rotation, the metric used is the
maximum angle of rotation that is being applied onto the image. A model of a rotated imagel39 is
achieved by first computing the real-valued position (7', j*) that is to be mapped to the position of the
centre of the pixel. Then, the intensity of the rotated pixel it deduced by performing a linear interpolation
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taking into account surrounding pixels, such that the contribution of each pixel is proportional to the
distance to (7, j’), cutting off contributions at distance 1.

It is possible to model the vibration of an image by using an adequate blurring kernell>8] that represents
the degree of vibration applied on the image. This model allows the removal of vibration shake on an
image by deblurring the image after discovering the appropriate blur kernel. Also, for vibration and
flickering, it is possible to use a metric constructed[>2] by using a Cox process. A Cox process serves as a
model to aggregate spatial point patterns where those patterns follow a stochastic process.

A.2.5 Atmospheric turbulence

Opfical degradation occurs sometimes due to the effect of turbulent flow of air, changes in temperature,
derlsity of air particles, humidity and carbon dioxide level. Considering all of thesefactors, the réfraction
of ljght changes when crossing through several layers of air with differentiproperties. Thexesult is a
gedmetric distortion than degrades significantly the ability to process an image. This is-é€specially the
casp when the image taken goes through a large number of atmosphericlayers, for instanee/in the case of
satellite imaging or high-altitude drone imaging. For example, in References [60] and|61], a framework
to model atmospheric turbulence is described. A related problem.is to improve he'reconstruction of
imdges to remove atmospheric turbulencel®2].[63].[64], ]t is important for these teGhniques to use metrics
thaf model the intensity of the perturbation.

A.2.6 Blurring )

follpwing principle. A Gaussian blur typically relies on a cagnyolution of the image with a kernel of
Gayssian values. The size of the kernel is ¢hesen in order ¥¢’Span a more or less blurring effect. The

apgly non-Gaussian effect (for example a-Box blur).

Forjmally a blurring is defined by a kernel K of S}‘ﬁ\e n x m, usually n.= m = 3. Each perturbed image
is gonstructed by applying the Kernel on each p}xel of the original image and store the result of the
convolution as the value of the-new pixel. In R‘ef‘erence [65], the authors present some general blurring

=
In the case of a Gaussian blur, the assoc¢iated metric is the size of the kernel and the standard deviation
of the kernel. Otherblur effects intreduce different metrics depending on their own parametrization.
Eadh metric allows to set the intensity of the blur applied to the image.
\)

A.2.7 Blooming C)

-

and depending on the direction of coupled pixels m>n or n<m. Each pixel in K is transformed using
the following function:

pi’].=v—>p;'j =y=255

Sensors with special anti-blooming structures are able to circumvent this artifact but have the
disadvantage that due to the additionally required space for these structures the pixel size and with
that also the sensitivity of the sensor decreasesl©8l,
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A.2.8 Smear

Smear is identified as the formation of bright lines in the image that are vertical for slow CCD cameras
or have an angle to the vertical for CCD cameras with a higher speed. The reason for the smear artifact
is the charge transport after the exposure that lead to the exposure of transporting pixels in case of
strong incidence of lightl62L.170], [n contrast to the mostly sharply defined Blooming strip, the smear
effect strip always reaches the edge of the image and does not appear completely overexposed.

Formally vertical smear is defined by a strip S of size L x m with uniform intensity along each celuymn
starting at an overexposed spot. Each pixel in S is transformed using the following function:

Pij :v—>p;,j =v+b with 0 < v+b < 255

Circumventing smear before artifacts that occur before a new exposure is done byesetting chafge.
But smear after artifacts that occur after an overexposure are only'to be circumvented by the use pf a
mechanical or electro-optical shutterl(Z0l,

A.3 Example sound perturbations s~

A.3.1 Principle SOR
A\ Q'
Sound perturbations can impact a wide range of audio processing sttems. A number of systems rely on
voice input as the primary interface to control a device. For inistdnce, virtual assistants with Automptic
Speech Recognition (ASR) capabilities in_the home and ongmobile devices are able to control light|ng,
home appliances, home security systems, initiate purc¢lasing and help to make phone calls or spnd
messages. However, such systems can be sensitive togperturbations of the input sound data, potentiplly
resulting in a failure to recognize the.command, an\unintended action, or even a malicious action if|the
perturbation is related to an attack: N

There are two main types of.sound perturbdtions: a) those that'modify the acoustic signal in a humjan-

audible range, and b) those relying on ultrasound. The following overview papers discuss a numbef of

related techniqueslZ11Z2l-among these t¥pes of sound pérturbations.
~

A.3.2 Sound attacks in human-audible frequency range

A

References '[73] and [74] afe, ;Jmong the first papers to consider automated attacks on the input
speech signal. The perturbed sounds are intelligible as a specific command to an ASR system, |but
not undérstandable to a-human, and in some cases, not even perceptible by a human. These methpds
essentially modify the acoustic features that many ASR systems rely on to recognize speech (e.g. Nel-
frequency cepstral coefficients).

Reference [75}.describes a sound perturbation based on genetic algorithm, and has been applied gn a
lightweight/simple ASR system. Reference [76] describes an improved version of this work based qn a
state-of<the<art DeepSpeech system. The SirenAttack described in Reference [77] is a broadly applicable
attack based on particle swarm optimization.

Reference [78] developed a targeted speech adversarial example that makes slight perturbations to|the
eriginal speech to fool the Mozilla DeepSpeech ASR system. The perturbations are determined bajsed
on a mathematical optimization technique and result in an ASR output that is recognized as some other

pre-defined text. This is a white-box attack, i.e. this technique requires information about the system
being attacked.

Reference [79] develops effectively imperceptible audio adversarial examples (verified through a human
study) by leveraging the psychoacoustic principle of auditory masking, while retaining 100 % targeted
success rate on arbitrary full-sentence targets. This work also makes progress towards physical-world
over-the-air audio adversarial examples by constructing perturbations which remain effective even
after applying realistic simulated environmental distortions. Reference [80] proposes a similar idea
using psychoacoustic hiding to attack an ASR system. Both of these methods are white-box attacks.
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Reference [81] demonstrates the existence of universal adversarial audio perturbations that cause
mistranscription of audio signals by ASR systems. An algorithm is proposed to find a single quasi-
imperceptible perturbation, which when added to any arbitrary speech signal, can most likely fool the
target ASR model. Their method is applied to the Mozilla DeepSpeech ASR system. Additionally, it is
shown that such perturbations generalize to a significant extent across models that are not available
during training, by performing a transferability test on a WaveNet¢ based ASR system.

The_approach in Reference [82] shows that is possible to do voice commands stealthily by embedding
int¢ songs which, when played, is able to effectively control the target system through ASR without
beihg noticed.

A.3.3 Ultrasound based attacks

Ultrasound attacks mainly rely on the nonlinearity of the recording device, causing inaudible-sound to be
recprded. This was first accomplished in Reference [83], in which modulated ultrasound transmissions
wete transformed through microphone and amplifier non-linearities into valid cammands which
were executed by a variety of commercial ASR systems. Reference [84] also noted that non-linearities
in Joudspeakers make it harder for an adversary to increase the attack distancg;dnd used multiple
louflspeakers in the form of an ultrasonic loudspeaker array to attack ASR systéms-at longer distances.

Reference [85] used inaudible ultrasound transmissions to\record audlble’sounds proposing a high-
barjdwidth covert channel in their BackDoor work. The work in Reference [86] improves upon the
BadkDoor method by not requiring any software at the mlcrophone sp he perturbatlon is able to be
used on many deployed microphones or assistants.

LS
-

Additionally, Reference [87] considers attacks.on sound classification system, although only ultrasound-
baged ones so far. o N
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