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ISO (the International Organization for Standardization) and IEC (the International Electrote
Commission) form the specialized system for worldwide standardization. National bodi
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Introduction

In most cases, cloud service providers (CSPs) and cloud service customers (CSCs) negotiate service
level agreements (SLAs) which include service level objectives (SLOs) and service qualitative objectives

(SQOs)

for which CSPs make commitments. The commitments described in SLAs are expected to be

measured against actual performance of the service to ensure compliance with the SLA. How actual
performance compares against commitments in SLAs is explained in ISO/IEC 19086-2. Cloud SLAs are
covered in ISO/IEC 19086-1 and in ISO/IEC 19086-4.

The me
metrics
guidan
perforr
SLOs li
Respon
service
parties

In Clau
practic
in ISO/
templa
while d

tric model in ISO/IEC 19086-2 establishes common terminology, defines a model for specifying
for cloud SLAs, and includes applications of the model with examples. This document pravided
e and examples on using the metric model to compose the calculation of a cloud -service
hance measure in order to compare against an SLA commitment. A few examples-from the
sted in ISO/IEC 19086-1:2016, Clause 10 are given in the document, such as Cloud,Sepvice Mean
se Time and Simple Cloud Service Availability. As specific, measurable characteristics of a cloud
SLOs are the basis for defining the metrics used to evaluate and compare agfgements between

ses 8, 9 and 10 of this document, a basic explanation of these examples is provided using 3
hl method based on a tabular format that is a refinement of the ififormative tables provided
[EC 19086-2:2018, Annex B. The tabular representation described in this document serves ag
es for designing metrics. Guidance in using the metric model with these templates is provided
eveloping metric examples.

Vi
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Information technology — Cloud computing — Guidance

for using the cloud SLA metric model

1 Scope

The scope of this document is to describe guidance for using the ISO/IEC 19086-2 metric
illustrated with examples.

2 Normative references

The following documents are referred to in the text in such a way that sonie_or all of their
constitutes requirements of this document. For dated references, only thé‘edition cited appl
undated references, the latest edition of the referenced document (including any amendments) 4

[SO/IEC 17788, Information technology — Cloud computing — Overview'and vocabulary
[SO/IEC 17789, Information technology — Cloud computing — Reference architecture

[SO/IEC 19086-1, Information technology — Cloud comptiting — Service level agreemen
framework — Part 1: Overview and concepts

[SO/IEC 19086-2, Cloud computing — Service level agréeement (SLA) framework — Part 2: Metric n

3 Terms and definitions

model,

content
jes. For
ipplies.

b (SLA)

hodel

For the purposes of this document, the tenms and definitions given in ISO/IEC 17788, ISO/IEC| 17789,
[SO/IEC 19086-1 and ISO/IEC 19086-2:apply.

[SO and IEC maintain terminologicaldatabases for use in standardization at the following addrgsses:
— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: ayailable at http://www.electropedia.org/

4 Symbols and-abbreviated terms

CCRA  cloud-computing reference architecture

CSC cloud service customer

CSN cloud service partner

CSp cloud service provider

SLA service level agreement

SLO service level objective

SQO service quality objective

© ISO/IEC 2020 - All rights reserved 1
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5

Structure of this document

In supporting the scope presented in Clause 1, this document develops the rationale for a practical
metric representation to complement the metric model in ISO/IEC 19086-2 in the following clauses:

6

6.1 Preamble

This clpuse first identifies’the audience of this document and for the tabular metric representation
described in this documeént. This clause then describes some metric usage patterns and then identifies
scenarios and roles for these metric usage patterns. Sharing common guidelines and conventions in
using the metric rivoedel improves the ability to reuse and compare metrics. These common guidelineg
extend|to the aspects of a metric that are part of the metric model but the details of which are out of
scope df theymietric model in ISO/IEC 19086-2, such as the use of rule and expression languages and
how these’constructs relate to each other. Supportive of the goal of harmonizing the usage of the metrid
model Bcross users, this document proposes a tabular representation for metric definitions that i

Clause 6 states the rationale for complementing the metric model as defined in ISO/IEC 19086-2
with a practical representation and for providing related usage guidance as introduced by this
document. It identifies some usage patterns and highlights some usage scenarios where metric
definitions are shared across various parties. The users who benefit from this document include

se 7 introduces the tabular metric representation supportive of the metric model and derived
from the informative tables listed in ISO/IEC 19086-2:2018, Annex B. This representation is based on
tabjles intended to serve as templates for metric definitions. This clause represents initial guidance in
using the metric model, which is then illustrated and discussed throughout the examplesideveloped
latgr in the document.

Clause 8 introduces a simple case of metric definition that illustrates the use of the table templates
intfoduced in Clause 7. This example starts with the description of a metri¢.as it would appear in
thg narrative of an existing SLA and illustrates the extraction of this des¢ription toward a more
strjuctured and distinct representation using the proposed tabular répresentation. The example
shqws practical aspects when designing and developing metrics, suclias how metric rules relate to

expressions, and how to parameterize rules and expressions.
Clil

se 9 is a set of guidelines on how to use the metric model4vith the tabular templates (Clause 7)
Th|s guidance is motivated and illustrated by the examiples throughout the document. These
guldelines are best understood after developing a preliminary example (Clause 8). They explain how
to fise the metric model with the tabular templates for metric use cases posing similar challenges or
using similar features.

Clause 10 develops a more elaborate metric ekxample for cloud service availability. It describes
twp variants of the same metric that illusfrate two different approaches in using the metric
madel elements. Since it comes after the gliideline items listed in Clause 9, it is easier to relate the
development of this second example to these guidelines.

Mg¢tivation

derived from and augments the tables provided in Annex B of the metric model in ISO/IEC 19086-2:2018,
as explained in 7.2.2.

6.2 Audience and some user categories

6.2.1 General

The audience for this document is expected to be diverse, as the metric representation proposed in
this document is intended for different parties involved in providing or using cloud services. However
not every clause is of interest to all. Those who read, negotiate or create SLA content, such as business
users and administrators, are expected to be interested in Clauses 1 to 7 and in the initial approach

2
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to the first metric example (see 8.1). In addition to these clauses, metric designers and developers
are expected to be interested in the remaining clauses including more elaborate examples of metrics

(starting from 8.2 and beyond).

The parties interested in this document include representatives of the following roles def
ISO/IEC 17788.

6.2.2 Cloud service customer (CSC)

described in SLAs. When blended into the narrative of the SLA, metrics are often ambig
incomplete. A structured definition as described in the metric model and made practical writh a
representation helps to avoid or at least detect such issues.

Specific types of customers are interested in understanding how a service is measured without]
to read the entire SLA or prior to establishing an SLA. These customers are defined in the G
A cloud service users (who uses a cloud service to fulfil her/his role), a sefvice administratg
pversees all the operational processes relating to the use of cloud services,*serving as intern
between the user and the provider) and a business manager (who has,overall responsibility
business aspects of using cloud services, including the purchase of the'service under appropriat
and possibly the request of audit reports).

The tabular representation in this document is also an analysis-tool for the CSC to identify and
the metric material found in an SLA in order to get a clearer understanding of how the se
measured, as illustrated in 8.1.

6.2.3 Cloud service provider (CSP)

This document helps the CSP to describe the service metrics that support his or her SLAs, pot
avoiding contentious claims afterward that result from CSCs misunderstanding the terms and cor

regions. Among activities expected from-CSPs as defined in ISO/IEC 17789, the following are faq
by metric definitions and evaluations:*monitoring service, administering service security, pr
hudit data on request, defining.afd gathering metrics, managing security and risks, and,
handling support requests, reports and incidents from cloud service customers. For these ac
this document helps to establish a common and unambiguous representation of metrics used b
parties involved in these aetivities and distinct from other SLA material.

6.2.4 Cloud servicepartner (CSN)
The following CSNysub-roles are expected to find value in a metric definition template and guids

— Cloud service developer: this user is responsible for designing, developing, integrating,
and maintaining cloud services. Developers need to understand the measurements used to €
a eloud service. This role includes composing a new cloud service from existing separat
services. By having access to precise metric definitions and their rules, such as those illusti
Clauses 8 and 10, developers understand what features are to be monitored, what is the ej

ined in

tabular

having
CRA as
r (who
hediary
for the
e terms

extract
rvice is

entially
ditions

pf these SLAs. It also helps providers to hartionize their metrics across data-centre operators or world

ilitated
pviding

finally,
tivities,
etween

lines:

testing,
valuate
e cloud
ated in
(pected

quatity of the developed cloud Service and its priorites, as Welt as Tow to evaluate tie qua
risks when integrating third party cloud services.

— Cloud auditor: the auditor has the responsibility of conducting an audit of the provision and
of cloud services. A cloud audit typically covers operations, performance and security and ex

ity and

the use
amines

whether a specified set of audit criteria are met. By using metrics, the auditor understands or

communicates clearly the details of the measurements to perform. Such precision and

clarity

are provided by a distinct and detailed metric representation, as illustrated in the two examples

developed in Clauses 8 and 10.
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6.2.5 Regulators and policy makers

Several aspects of policy definition and enforcement concern measurable properties both about
the cloud service usage (including cloud service usage duration and times, volume and type of data
involved), and the cloud service performance (such as cloud service quality, elasticity and scalability,
availability and reliability). Other policies (such as those about trust and transparency, security
procedures, privacy) concern the relationship, governance and risk management between parties,
especially CSCs and CSPs. Whether these policies involve automated monitoring or some human
assessment 1nstead they rely on some form of measurement for tracklng thelr 1mplementat10n See

cloud sgrvice providers (CSPs) and cloud serv1ces and those p011c1es and practlces that govern thesé
of cloud services in organizations.

The expression of policies and rules sometimes translates into predefined metric elements, that arg
expect¢d to be used even when defining a customized metric. An example is of a policy thatdetermines
the formula (metric expression) to be used when assessing cloud service uptime per¢éntage, whilg
leaving other details unconstrained. As another example, if there is agreement for sharing across CSPs
the comhmon definitions of “natural disaster” or “service misuse”, the reuse of such definitions helps tg
establigh a common understanding of what a valid cloud service downtime means:-Creating and sharing
predefined metric material is a usage pattern described in 6.3.5 as sharing a.metric foundation.

6.3 Usage patterns

6.3.1 | General

A summary of various usage patterns for the tabular metric representation given in 7.2 and a rationale
for dmlg so are provided in the next subclauses. Some of these usage patterns match usage categorieg
identified in ISO/IEC 19086-2:2018, 6.4.2.

6.3.2 | Extract and clarify an existing metric description from an SLA

Often, the metric(s) information in a cloud sérvice SLA is scattered over the SLA narrative. Parts of
metric material (such as measurement rules; exceptions, underlying quantities and metrics) is mixed
with r¢lated information that is not part of the metric definition (such as performance objectives
remediption measures and penalties).

Distinguishing a metric definition apart from its context of usage in an SLA and using for this thg
metric nodel and its concrete representation helps detect ambiguities and missing elements. This alsg
promotles the reuse of a metric across SLAs and providers. (See 8.1 for an example of the extraction
of a mdtric definition froman SLA narrative). This pattern of using the tabular metric representation
supportfs the usage categories listed in ISO/IEC 19086-2:2018, 6.4.2.1 (cloud services) and 6.4.2.3 (cloud
service|agreementsy,

6.3.3 | Create:and share a metric description

A metrjcdefinition is sometimes intended to be used by various parties including CSP, different CSC{

and CSNs inr‘]nr’]ing sub-roles such as cloud service r"nvn]r\pnr and cloud auditor ”cihg 2 common metrid

representation and its usage conventions helps these parties to describe and understand metrics that
they use and share.

A metric representation separate from an SLA helps different parties to share metrics while leaving
aside any other SLA content. Beyond an informal plain text description understandable by all, the
tabular representation introduced in 7.2 supports more formal descriptions such as specific languages
for the calculation logic (expressions) and its rules, thus serving different users. See 8.1 for using
different expression languages of interest to various parties. This pattern of using the tabular metric
representation supports usage categories listed in ISO/IEC 19086-2:2018, 6.4.2.1 (cloud services) and
6.4.2.4 (developing performance monitoring tools).

4 © ISO/IEC 2020 - All rights reserved
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6.3.4 Compare metric descriptions

There are many variants of a seemingly common metric across CSPs. CSCs often want to compare
these. Such a comparison is made easier by using the same metric model and elements but also common
representation and guidelines. For example, significant variations have been observed between CSPs in
a metric as common as “service availability as uptime percentage” due to different definitions of cloud
service downtime.

A well-structured metric representation makes it easier to assess comparable metric elements.

hic ottt o noinag tha t-bhalase s o ncantbabios otk e oo gn  cabagoring 3 ted in
TTHS—pPatter— U Si g — it —taotratr — et e T e presSeatatot—5SupPports—uSage—tare gories—h

[SO/IEC 19086-2:2018, 6.4.2.2 (comparing cloud services).

6.3.5 Share a common foundation for a set of metrics

[n many cases, it is desirable to share the same metric conventions and elements, if not the same|metric.
These conventions and elements are expressed as a partially developed metric definition, dalled a
metric foundation in this document for convenience. For example, a metric fodndation can be fefined
for cloud service availability that imposes the same general calculation of “availability” as cloud|service
uptime percentage, leaving the details for each CSP to define (see 6.2.5/abeut policies requiring to use
predefined metric elements).

6.3.6 Build a metrics catalogue

A metrics catalogue collects metrics and their variants in spgcific areas, along with their association to
useful resources such as available implementations. Thi§)is/of interest to CSPs or communities pf CSNs
interested in sharing and reusing metric material.

A common metric representation and a set of conventions based on a shared metric model ar¢ a step
toward building a metrics catalogue. This also ltelps to create a catalogue of metric implementanns of
interest to cloud service developers. Such catalogues in turn serve as resources for various pafrties to
earch, select and reuse metrics or metric elements.

6.4 Examples of scenarios androles involved in sharing metric definitions

Metrics may be used in various_ways and for different purposes, and therefore may have djfferent
measurement definitions. Consider that calculating car rental “availability” is different from caldqulating
‘airline seat availability”€SPs may even have different definitions for the same metric. For example,
some CSPs may exclud€ “planned maintenance outages” when calculating “availability”, whilg others
include “planned maintenance outages”.

Consider an entérprise or government agency that purchases an [aaS service for compute. Th¢ role it
plays for the laa$ provider is the CSC who consumes a compute service. The enterprise (or govefnment
hgency) develops customized (PaaS) services to be reused by others in the enterprise or agencly. After
the PaaSGervices are deployed, its role is also of a PaaS CSP.

Application developers in the enterprise (or government agency) can use the PaaS$ to help devalop the
business applications (SaaS) for the benefit of their own end-users or business customers. After the
SaaS-servicesaredeptoyed; thedepartmentthat providestheseservicesactsirthre roteof SaaS-CSP.

Availability metrics are of interest to several roles and sub-roles with different perspectives and
concerns, as illustrated in Table 1.

© ISO/IEC 2020 - All rights reserved 5
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Table 1 — The use of cloud service availability metrics across roles

Metric: Cloud Service availability
Role description Use case scenario for the metric Potential availability metrics of
interest
CSP - laaS cloud What level of “cloud infrastructure compute Cloud infrastructure compute
compute service service availability” can the CSP commit to for |availability
provider its customers?
CSN - cloud Paa$S The PaaS developer needs to determine what PaaS$ availability, Cloud
serviceldeveloper availability “targets” are reasonable when devel- |infrastructure compute
oping and deploying their PaaS services (such as |availability
APIs). Does the cloud infrastructure compute ser-
vice availability commitment from the CSP enable
PaaS$ availability intended targets to be met?
CSC - cJoud Paa$S The user needs to understand what availability |Saa$S availability,
servicelcustomer, as a | “targets” they should require to satisfy their PaaS$ availability,
SaaS dgveloper customer needs. Does the Paa$ availability ena- |Cloud infrastructure
ble SaaS availability targets to be met? Does the |compute availability
“Cloud infrastructure compute service availabil-
ity” CSP commitment enable SaaS and/or PaaS
availability targets to be met?
SaaS cystomer What application service availability can be Saa$ availability
expected by the application user?

Table 1fillustrates the rationale for a metric definition that takes\into account a variety of usages and
accomrpodates a range of users. A way to ease the understanding of a metric definition across varioug

parties

Table 1 also suggests requirements for metrics to build on each other or to extend each other. An
example is of an [aaS CSP who does not include connegtivity as part of the availability calculation, while
other rples/sub-roles are affected by outages reldtéd to network connectivity (such as between the
CSNs, (SCs and the CSP) and want it to be part of their notion of availability. A more complete cloud

service|

network connectivity with an availability metric for the service itself.

Design
This co
in guid

7 THe metric modelin practice: templates

7.1 A brief reminder of the metric model

An ove

an UM} diagtam.

is to describe it using more than one language, as illustrated in Clause 8.

availability metric could compose_a mietric already developed for measuring the quality of

ng a metric for reusability makes’it more versatile and supports a variety of usages and intents
cern is briefly discussed in.design options for the examples (see 8.2.4.2 and 10.2.3.2) as well asg
bline 6 about parameterization in 9.7.

'view of'the metric model is provided in Figure 1 as it appears in ISO/IEC 19086-2 in the form of
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Expression
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description

expressionStatement
expressionLanguage
unit
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Figure 1 — The metric model in ISO/IEC19086-2

Each one of the four blocks in Figure 1 (Metric, Rule, Expression, Parameter) is also called 4|
element. A more detailed description of the metric eléments and their attributes is prov
[SO/IEC 19086-2.

The term Metric element (capitalized) is used to refer’specifically to the element named Metri
UML diagram and the tabular representation of this'element.

The term "metric element” is used generically'to denote any element that is part of a metric, y
necessary reference to a particular elementtype (i.e., Metric, Expression, Rule, Parameter).

7.2 A tabular representation

7.2.1 General

A tabular rendering of the metric model usable as a set of templates for capturing the definit
particular metric is provided in Table 2, Table 3, Table 4 and Table 5. There is one table for ea
pf metric element (Metric, Rule, Expression, Parameter). For example, the Metric table, ong
with values, représents the definition of a Metric element. These templates are described in t
Kubclauses.

and Parameter elements) are represented as references to these constituent elements using
pttribute (see associated element fields in Table 2). Such associations are illustrated as solid ling
didgram of Figure 1.

metric
ided in

c in the

vithout

on of a
ch type
e filled
he next

[n the Metric-table, the associations between the Metric element and its constituents (Rule, Expression

the id
s in the

There are other relationships between metric elements that are accounted for in the metric model in

[SO/IEC 19086-2 although not represented in the diagram of Figure 1. These relationships are

instead

represented in ways that depend on the metric languages (ruleLanguage, expressionLanguage),

the description of which is out of scope of the metric model. These relationships are between
elements that depend on other metric elements. Examples of such dependencies are:

— An Expression element using another underlying Expression element to support its calculat
— An Expression element referencing Rule elements that govern its calculation.

— An Expression element referencing another (underlying) Metric element of which it uses the
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— A Rule element designed on purpose to support a particular Expression element and referencing
this element.

— Rule or Expression elements parameterized by some Parameter element.

These cross-element relationships are denoted in this document as “depends on” relationships, as they
indicate that an element is somehow depending on another element. Unlike the association relationships
shown in the Figure 1 diagram and given explicit representation in the tabular templates (see the
associated element fields in Table 1), the “depends on” relationships are indicated inside the value of

some Heldsobthe tables fouch asruleStatomen .
explicif support in the table templates themselves.

In othef words, the “depends on” relationship representation is dictated by user-defined convéntions
such agthose described in ruleLanguage and expressionLanguage, and becomes apparent in/the values
given tp these fields for a specific metric. In the tables for the metric examples of this document, it iy
typically represented by a reference to the id of the element that is depended on. The) “depends on’
relationship is represented by dashed arrows in the figures that give an overview @fithe structure of
each mptric example, such as in Figure 2 in 8.1.3.

7.2.2 | The tabular representation for the Metric element

A non-ormative tabular representation for metrics and their elements\s-provided in Annex B of the
metric model in ISO/IEC 19086-2:2018. The tabular representation propoesed in this document and used
in the ¢xamples is a refinement of this metric model that differs mostly in its layout. Differences and
their rdtionale are pointed out for each table.

The table for the Metric element in this document clearly separates two sets of fields and qualifieq
explicitly their expected content, to avoid any confusion for users:

— The attributes (content: a value)
— The associated elements (content: a reference)

The right column in the table template of Tahle*2 contains as an informative reminder a brief account of
the field definition (derived from the one.@riginally provided in ISO/IEC 19086-2) and its multiplicity
(numbar of possible occurrences for that field in the table).

When ysed in an actual metric definition, the attributes are given a value in the right column, while thg
associated elements contain a reference to another metric element, meaning to another table or table
row in this tabular representatien.

In sevefal examples, the.id-dttribute is reported in the header of the metric for easier identification (in
additiop to or instead-of appearing in the same way as any other attribute), as shown in Table 2.

Table 2 — Tabular representation for the Metric element

Metric|(id)

attribyte value

id (1..1) A unique identifier for the metric.

description (0..n) A description of the metric. A case where several instances of this attribute
are used is when descriptions are provided in multiple languages.

source (1..1) The individual or organization that created this metric definition.

scale (1..1) Classification of the type of measurement result when using the metric.

The value of scale is one of: nominal, ordinal, interval, or ratio.

category (0..1) A grouping of metrics of similar characteristics or intent (e.g. “cloud elas-
ticity” or “cloud service availability”) and sharing comparable expressions, rules
or parameters.

note (0..n) additional information about the metric and how to use it.

8 © ISO/IEC 2020 - All rights reserved
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Table 2 (continued)

Metric (id)

associated element Reference

expression (0..1) id of the main expression of the metric (the expression of the calc
of the metric). Expressions can reference other expression ids, metric i
parameter ids.

its id) described in a separate table (see the “Set of Expressions” table).

This field represents a relationship to the main expression element (identified by

ulation
ds, and

parameter (0..n) id of a parameter used by the metric. This field represents a relat|
to a parameter (identified by its id), described in a separate table (seelthg
Parameters” table).

ionship
“Set of

rule (0..n) id of a rule used by the metric. This field represents a relationship t|
(identified by its id), described in a separate table (see the/~Set of Rules” t

D arule
able).

underlyingMetric (0..n) id of another metric used in support of this metrjc.

This field represents a relationship to the underlyingunetric (identified by
To each referenced underlying Metric correspondsja set of tables {Metri
Expressions, Set of Rules, Set of Parameters}.

its id).
L, Set of

underlyingExpression (0..n) id of an expression used in support of thernain expression of this metj
field represents a relationship to an expression (identified by its id), desc
a separate table (see the “Set of Expressiohs” table).

ic. This
ibed in

for the Metric, Expression, Rule and Parameter element$/As'not significant, and is not restricteq
metric model. However, for consistency this documentfollows the order used in ISO/IEC 19086+
diagram reported in Figure 1 for attributes, and tables in ISO/IEC 19086-2:2018, 8.1.5 for thd
prder of associations in Table 2).

The following tables are for the metric elements (Rule, Expression, and Parameter) associated w
referenced by the Metric element. The layout of these is different from Table 2 for the Metric §
and from the Annex B table representation in ISO/IEC 19086-2:2018.

For each kind of metric element of multiplicity greater than one (Expression, Rule and Paramete
is a single table where the attributes are listed horizontally instead of vertically in contrast w
previous Metric element table. This makes it possible for such a table to hold several instance
same kind of element (one-row for each instance) when associated with the same metric. It all
O compact representation-and the visual grouping of a set of related metric elements. This 13
visually convenient when metric elements refer to each other, as is often the case for express
more generally for @rolping elements of a same kind, as for rules. This is supportive of situation
such elements are-shared together (as a group) across metrics.

7.2.3 Thetabular representation for the Expression elements

supported by underlying expressions.

The order in which the fields (attributes and associated elements) are listed in the tabular templates

by the
2 (UML
listing

ith and
blement

r) there
yith the
5 of the
bws for
yout is
ons, or
t where

The main expression element calculates the final result of a measurement. This calculation is sonjetimes

At expressions i a metric mciuding the maim eXpression and the undertying expresst
represented in the same table, using the template in Table 3. Expressions in a metric often sh
same language. The first row under the table header indicates the default language for all expr
in the table.
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Table 3 — Tabular representation for Expression elements (main or underlying)

Set of Expressions
The first expression listed in this table is the metric main expression as referenced by the expression
association in a metric element. It is convenient to make an explicit mention of this in the note attribute.
Expressions listed after the first expression are underlying expressions as referenced by the
underlyingExpression associations in the Metric element.
Here, the default expression language (expressionLanguage) for all expressions in the table is
specified case-ah-expressionuses-a-differentlanguage thatlanguageisindicated by anadditiono
the form: “expressionLanguage = <value>" under the expression itself, in the expressionStatement column.
id (1..1] description expressionStatement (1..1) unit (0..1) note

(0..n) (and its expressionLanguage (1..1) (0..n)

if appropriate)

Anidenftifier for|A description of the |A representation of the expression,|A real scalar Additional
the maih expres- | expression. according to the language specified in | quantity, defined) |information
sion, also used “expressionLanguage” also specified |and adopted by _* |about the
as pladeholder in this column in case it is different|conventiony expression.
for the[value of from the default.
the expression.
An idenftifier for
an underlying
expresgion.

7.2.4 | The tabular representation for the Rule elements

Rules alre used to give details about measurement operations, as well as to state other constraints and
restrictions on the metric and its elements.

All Rul¢ elements in a metric are represented in the-same table, using the template shown in Table 4. In
case there are several rules for this metric, each ehe has a row in this Rules table. Table 4 illustrates thd
table tgmplate for a set of metric rules.

10 © ISO/IEC 2020 - All rights reserved
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Table 4 — Tabular representation for the set of Rule elements

Set of Rules

Here the default rule language (ruleLanguage) for all rules in the table is specified. In case of a different language
for a rule, a specific language is indicated by an addition of the form: “ruleLanguage = <value>”" under the rule
itself, in the ruleStatement column.

id (1..1) Description ruleStatement (1..1) note

(0..n) (and its ruleLanguage (1..1) if necessary) (0..n)
A uuiquc' idCllLifiUl fUl A dﬁbbl ipLiUll Uf L‘llU A I'epl CbCllLdLiUll Uf LhC I UIC, dCLUI Llillg LU L‘llt Addluu[l::al
the rule. rule. language specified in “ruleLanguage”, also spec- | informafion

ified in this column in case it is different from |about’the rule.
the default.

Identifier of the next
rule.

7.2.5 The tabular representation for the Parameter elements

A parameter is a variable the value of which is set prior to a measurementby the metric user, as opposed
to resulting from a calculation, and which remains constant during ap-actual measurement or expcution
pf the metric.

A single table is used to represent all Parameter elements in a metric, using the similar compact layout
(one row for each parameter) used in the Set of Expressionsand Set of Rules tables. Table 5 illystrates
the table template for a set of metric parameters.

Table 5 — Tabular representationfor a set of Parameter elements

Set of Parameters
id (1..1) description parameterStatement (1..1) unit (1..1) note
(0..n) (0..n)
A unique Plain text Detailed description of the parame- The unit of the |Additional
identifier for the |narrative that |teFcontentsuch asitsvalue typeand |values forthis |information
parameter. describes this ("|structure (e.g. for a vector). Includes parameter if about the
parameter. also any additional restriction on the |applicable. parameter.
possible values (e.g. a taxonomy or
enumeration).
Identifier of the
next parameter.

8 An example of metric definition: the cloud service mean response time mletric

8.1 The cloud service mean response time metric: informal variant

8.1)1 Extracting metric elements from an SLA narrative

A common usage pattern is to extract metric material from an existing SLA as mentioned in 6.3.2. This
example illustrates the extraction of metric material for calculating the mean response time of a cloud
service from a fictitious CSP named “ShinyCloud”. This metric named “cloud service mean response
time” (informal variant) is related to the cloud service SLO named Cloud Service Response Time Mean
(see SO/IEC 19086-1:2016, 10.4.2.3). It is averaging the elapsed time between all cloud service requests
and their responses over a period of time, typically a billing period.

Only parts of a simplified cloud SLA are reported in this example. Consider the following excerpts from
the narrative of a fictitious SLA for this cloud service:

© ISO/IEC 2020 - All rights reserved 11
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Excerpt #1: “We monitor each request-response transaction. We guarantee that our cloud service will

return

a response within 800 ms of receiving a request, as an average over a billing period. Requests-

responses occurring during periods of scheduled maintenance are not counted. “

Excerpt #2: “..If we fail to meet this guarantee, you will be eligible to receive a credit to your account. The
credit will be calculated as a percentage of your last billed fee for the cloud Files Storage service. Credits

will be based on how much the average response time exceeds the guaranteed threshold as defined below....

”

Excerpt #3: “...The request-response time is measured as the elapsed time between the reception of a service

reques
also red

As a fir|
represe
identify

— Ex
eve
of 1
usq
the
(sc

— Ex

conjtingency, like the metric objectives, is not part of the metriedefinition but part of the SLA context
whiere the metric definition is used. As such, it is left out of the metric definition. This excerpt showg

ac

— Ex

mejftric rule element.

8.1.2
Based

(informal variant) is created using the table’templates introduced in 7.2.

Some o

The Mdtric element table for this\metric is shown in Table 6.

intho CSD cuctom ac recorded in tho logagina sustem [sucloa call)l and tho conding of tho rocnong
tH—tIE—oo+—oy o teT 6o OG>y ot ey oto gttt t—tHEeS> et g o+t p o

orded in the logging system.”

5t step, the mean response time metric material used for this cloud service is extracted and’it ig
nted using the proposed tabular format (see 7.2). To this end, the SLA narrative is analyzed to
r and isolate the metric elements:

rerpt #1 defines some objective for a measurement of mean response time forsequest-responsg
nts: mean response time to be less than or equal to 800 ms. This objectivetin-itself is not part
he metric definition, but this excerpt also defines the overall calculation(logic for the metric in
:averaging the response time over a billing period. This is captured by theexpression element of
metric. The third sentence also specifies a case where request-response events are not counted
heduled maintenance). This is represented as a rule element of the‘metric.

ferpt #2 specifies a penalty resulting from failure to meet the-objectives for this metric. Thig

hse where contextual information for a metric is mixedwith metric definition material in an SLA

rerpt #3 specifies measurement details for this métric. These details are captured as another

Using the tabular representation

pn this analysis, a tabular representation of the cloud service mean response time metrig

ptional and unused fields have been removed from the tables. The id of the metric is CSMRT-1.

Table6 — The Metric element for the CSMRT-1 metric

Metric|(id:CSMRT-1)
attribyte Value
description This metric is averaging response times for a cloud service over a measurement

period. Measurement conditions (such as where/when the time measurements are
taken) and the exclusion cases are captured by rules.

The ]:\ngnngp used for both pvprpccinhc and rulesis pl:in text

source CSP “ShinyCloud”

scale Ratio

category cloud service response time

associated element Reference

expression id: MRT

rule id: SME

rule id: MM
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NOTE1 Astheid attribute is listed in the header row of the table for easier identification, it is not repeated as
arow in the table to avoid redundancy.

NOTE 2  When an optional attribute or association is not used in a metric, it is simply removed from the table
(which is why the Metric table for CSMRT-1 is not as complete as the Metric element table in 7.2.2.) Another option
is to leave the unused fields of the table unfilled.

The Set of Expressions table (capturing a single expression in this case) for the CSMRT-1 metric is
Shown 1n 1able /.

Table 7 — The Expression elements for the CSMRT-1 metric

Set of Expressions

expressionLanguage: plain English text

(default language common to all)

Id expressionStatement Unit Note

MRT Average of elapsed time for request-response events | millisecond (The id MRT is an
over a billing period, with request-response data abbreviation for Mean
complying with metric rules (SME, MM). response time.)

The Rule element table (capturing all rules) for the CSMRT-1 métric is shown in Table 8.

Table 8 — The Rule elements for the CSMRT-1 metric

Set of Rules

ruleLanguage: plain English text

(default language common to all)

id Description ruleStatement Note

SME |The rule disqualifies some of the Requests-responses overlapping with (The id SME is an
requests-responses events. scheduled maintenance periods are not abbreviatign for

counted. scheduled
maintenange
exclusion.)

MM This rule defines how a The request-response time is measured as (The id MM is an
request-responsé eyent is the elapsed time between the reception ofa |abbreviatidn for
measured, baged on two of its service request in the CSP system as recorded |measuremg¢nt
properties; @starting time and an  |in the logging system (syslog call) and the method.)
ending tine sending of the response also recorded in the

logging system.

There are-differences between the tables used for an actual metric definition and the generic templates
for related metric elements:

— _Unlike in the templates (see 7.2), the cardinality of each field (attribute or associated elemenlt) is not

rnpnrfnd inthe tablesused for actual metrics

— A missing field in a metric definition means that the field is optional and not used in this metric
definition: its cardinality in the template is (0..1) or (0..n).

— An added field indicates an extension to the metric model.

In this example the metric model and its tabular representation are used as an analysis tool for
extracting metric material from an existing SLA. While this directly supports the usage pattern
identified in 6.3.2 about metric material extraction, it also supports other usage patterns such as metric
comparison (see 6.3.4) and metrics catalogues (see 6.3.6) in situations where SLAs already exist with
metric data that does not conform to the metric model.

© ISO/IEC 2020 - All rights reserved 13
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8.1.3 Overall structure of the metric

Figure 2 gives an overview of the overall structure of the CSMRT-1 metric including its elements
and their usage relationships. The “depends on” relationship between metric elements (see 7.2.1) is
indicated with dashed arrows.

(Informal Cloud Service Mean Response Time)

Metric: CSMRT-1

_[Rule: SME

iq—____~
S
San

Rule: MM

\ 4
Ys
_______;—--""- Expressioz@

8.2 The cloud service mean response time metric: more formal variant

8.2.1 | A more formal variant of the metric

Consider a variant of the previous cloud service mean response time metric, with a more formal
expresgion language. This variant would be more useful to a CSN party such as a cloud servicg
developer (one of the users of metric definitions, as stated in 6.2). The new variant id is CSMRT-2
Besideg the introduction of a more formal expression language (attribute expressionLanguage) some of
the differences with the previous version-of this metric example are:

— Adgition of a parameter for the monthly period of measurement.

— Intfoduction of an underlying expression, as the formal translation of the sole expression in metrig
CSMRT-1 is broken down ifi two expressions in CSMRT-2.

The Mdtric element for thé-€SMRT-2 metric is shown in Table 9:

Figure 2 — The elements of the mean response time €CSMRT-1 metric

Table 9 — The Metric element for the CSMRT-2 metric

Metric|(id:CSMRT-2)

attribyte

value

descriTtion This metric is averaging response times for a cloud service over a measurement
period—Measurement conditons{suchaswhere fwhen the time measure

ments are taken) and the exclusion cases are captured by rules. The metric is
parameterized by its measurement period.
The language used for expressions is a formal language, and plain text for rules.

source CSP “ShinyCloud”

scale ratio

category cloud service response time

associated element reference

expression id: MRT_2

parameter id:MPeriod
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Table 9 (continued)
Metric (id:CSMRT-2)
rule id:SME
rule id: MM
underlyingExpression id: QRT

8.2.2 Adding a parameter

defining a Parameter element as shown in Table 10.

Table 10 — The Parameter elements for the CSMRT-2 metric

The metric CSMRT-2 is parameterized with the monthly period of measurement. This i$ done by

October,, Nowvember,
December,

=)

or execution (
the metric.)

participate in a
measurement.

intended to sdr

Set of Parameters

id Description parameterStatement Unit Note

MPeriod |Time boundaries |Month of the year Label in an enumeration A measuremept
for all {January, Februaty, parameter (ejfpected
request-response March, Aprils1Mey, June, |tochange atefach
events that July, Augugty./September, |messurement]

(The id MPeripd is

an abbreviation for
monthly periqd.)

ve as

An alternative to this parameter representation.would be to define MPeriod as a time interva

(Clause 10).

8.2.3 The metric rules

The rules are unchanged from CSMRT-1.
8.2.4 The metric expréssions

8.2.4.1 Tabular representation

The expressions-of this metric variant are defined as follows using the Set of Expressions
template, as¢shown in Table 11. The selected expression language in this example is algorithm
uses a functional notation in the expression statements. The signature and semantics of these fun
are briefly’ described in the expressionLanguage attribute (a more detailed description would
conyéniently be given outside this table and be referenced from the table).

© ISO/IEC 2020 - All rights reserved
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Table 11 — The Expression elements for the CSMRT-2 metric

Set of Expressions

expressionLanguage: algorithmic, including the following functions: (informal definitions)

— function: duration(<event>) returning a duration quantity (elapsed time between start time, end time of
an event).

— function: average(<iterator>) returning an average of the values iteratively produced.

J— fu “hata —iHes uels a aValalh ehecels oe - a a¥a __.,'_ G ARaVal a aka
applies rule(s) to some incidents or events that occur during a measurement, possibly bounded by a time
wihdow. The function returns an event qualified by these rules, the timing of which (start-time, end-time)
is fletermined. See a more complete definition used in examples in guideline 2 in 9.3

id Description expressionStatement Unit Note

MRT_2| |Mean duration for all | = average (QRT) millisecond |Mainmetric ex-
qualified pression, iterating
request-response ever successive
events. outputs from QRT,

used as a generator
(as in program-
ming languages).

QRT Duration of a single |=duration( millisecond |This expression is
request-response iteratively evaluat-
cps apply_rules (SME, MM) to (a
event, qualified . ed for each
ac§ording to ,fihe request-response event) over (MPeriod}y request—responshe
rules SME and MM. |) occurrence, wit
the iteration con-
trolled outside the
expression. The
QRT symbol is used

as a generator in
other expressions.

MPeriod is a
parameter.

(The id QRT is an
abbreviation for
qualified
response time.)

8.2.4.2| Design choices

The cofivention in this'decument (see guideline 3 for expressions in 9.4) is to use the expression id, foy
example QRT, as a variable for holding the result of evaluating the expression to be reused in another
expression (MRT-2). This intent is indicated by starting the metric expressions with “=".

The expression in the previous metric (CSMRT-1) has been broken up in two expressions (MRT_2 and
QRT) i thesmore formal metric version (CSMRT-2). This is an intentional design choice.

A monolithic single expression is sometimes unwieldly, depending on the expression language. Breaking
it up into underlying expressions helps reduce the complexity, as commonly done in algorithmic
representations with functions and components.

Splitting an expression in two or more expressions, as done in this example, sometimes promotes
expression reusability. In this example, the main expression (MRT_2) is independent from any rule that
could be specific to a provider (about measurement details or maintenance policies). Such rules are then
only associated with the underlying expression (QRT). The main expression (MRT_2) is now abstracted
from the rules (SME, MM), unlike MRT. This makes MRT_2 potentially more reusable across CSPs, in
metrics that have to perform similar calculations yet with different measurement rules or exclusion
rules for request-response events.
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Reusability of expressions is not just about facilitating implementation. It is also about ensuring a
common interpretation and calculation of these expressions across metrics and their users. In turn,
this promotes the reuse of their implementations and reduces the risk of unwanted variations between
metrics supposed to use same calculations.

Finally, the expression QRT is designed as a value “generator” that produces a duration value for each
request-response at a time. It is iteratively invoked in the MRT_2 main expression. This is in contrast
with the design option consisting of an expression producing all the values at once, passed to the main
expression as a list or an array (such an option is developed in the example of Clause 10).

Such a design choice depends on the context of use of the metric and other practical requiréments. In
this metric the collection of request-responses is potentially large and not suitable for being stored
in a data structure (such as a list) to be passed to another expression. However, in this|example, the
processing of these values (averaging them) is done iteratively without keeping an ificreasing ptate of
previous values. In other words, this computation has a complexity of O (1) w/r te‘memory. These are
hppropriate conditions for an iterative use of underlying expressions as value geherators.

8.2.5 Overall structure of the metric

An overview of the overall structure of the CSMRT-2 metric variant including its elements and their
relationships is shown in Figure 3. The “depends on” relationship between these elements is repr¢sented
by dashed arrows.

Metric: CSMRT-2
(Formal Cloud Service Mean Response Time)

I

A
\ Expression: MRT_2
Rule: SME et \
SN \
\‘ \\ \\
. —— -
Rule: MM (_)Q RS U “
oS Y
\N-::~\

a3 ---[ Underlying expression: QRT

Figure 3 — The elements of the mean response time CSMRT-2 metric

8.246 "Using constants

8.2.6.1 General

Sometimes the definition of a metric includes values that are constant throughout all measurements done
with that metric, but that are expected to be adjustable in a similar way as configuration parameters are
for a software application. This is achieved by representing such a constant as a distinct metric element,
as opposed to hardcoding its value in every element (expression or rule) where it is used.

Consider for example a refinement of the CSMRT-2 metric that aims at offsetting some inaccuracies in
recording a request-response event. The measurement method as described by rule MM (see 8.1.2) is
not precisely defining the “reception” time of a request. The monitoring mechanism that implements
this rule could vary from one implementation to another. For example, the recording of a request event
(as done with alog record) could be delayed if done after some pre-processing of the request takes place
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on the server side. In case there is consensus that the “request time” to be considered is the time of the
initial reception of the request by the server, this delay causes a recording for each request-response
transaction time (and for the final average) of a duration shorter than it must be.

Assuming this delay is known by the metric developer and that it is roughly the same for all requests,
an option is to represent it by a constant to be systematically added to the average request-response
time calculated by the metric. Considering a case where the estimated delay in recording a request is
of 500 milliseconds, there are two ways to represent such a constant as a metric element in a metric
definition:

(1) Aspn underlying expression that assigns a value to a variable (the expression id);
(2) Asfp parameter of known value at definition time.

These ¢ptions are illustrated in 8.2.6.2 and 8.2.6.3. Adjusting this constant would amountctd-replacing
(or modifying) the metric element used to represent this constant, by substituting to ita aeWw underlying
expresgion (1), or a new parameter (2).

8.2.6.2| Representing a constant as an underlying expression

An undprlying expression is added that represents a (static) variable assignéd with the estimated delay
(500 mp) in recording the request event, so that this delay is compensated-for in the final calculation.

delyOffset = 500 millisecond

Following the guidance adopted in these examples for representing expressions (see 8.2.4, alsg
reportdd as guideline 3 in 9.4), delayOffset would be the expression id, and “= 500” would be the valus
(expredsionStatement). Table 12 shows the updated expressions.

able 12 — The Expression elements for the, CSMRT-1 metric variant with constants

Set of l*xpressions

expreskionLanguage: algorithmic (using functions’as previously defined)

id Description expressionStatement Unit Note

(expressionLanguage if different)

MRT_2 Mean duration for all millisecond Main metric
qualified 3 expression,
request-response = average (QRT) iterating over
events, augmented successive
with the estisnated outputs from
offset ofithe delay the QRT
in recording the + delayOffset expression
requést time. and averaging

these.

QRT Duration of a single |=duration( millisecond

request-response

event, qualified apply_rules (SME, MM) to (a

request-response event) over

dllVuUIl d;ll tU th\, .
ules. 5 (MPeriod) )
)
delayOffset Estimated delayin  |=500 millisecond

recording a request
(to add to each
request-response
duration.)
Represented as a
constant.

The expression delayOffset would then be modified or substituted in case the 500 millisecond constant
is no longer appropriate.
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8.2.6.3 Representing a constant as a parameter

Alternatively, the delayOffset constant could be represented as a new parameter, the value of which is
known at metric definition time. Adding this parameter into the previous parameters (Table 10) results
in the extended Table 13.

Table 13 — The Parameter elements for the CSMRT-2 metric variant with constant

Set of Parameters

id Description parameterStatement Unit Note

MPeriod Time boundaries for all Month of the year Label in A measurement
request-response events that enumeration parameter
participateina {January, (expected
measurement. February, ..}{)to0 change ateach

measurement.)

delayOffset |Estimated delay in Time delay for recording |millisecond A configurption
recording arequest (toadd to  |requests parameter|(a
each request-response dura- constant value,
tion to offset this delay in the setat
final output.) Represented as a configuratjon
constant. time).

Notice that MPeriod and delayOffset are two different kinds of)parameters that are distinguifhed as
described in guideline 6 in 9.7. The parameter MPeriod is<given a new value for each measurement:
it is called a measurement parameter. In contrast, to give/the parameter delayOffset a value| means
to complete the metric definition. Such a parameter acts as a configuration element for the mgtric: it
is called a configuration parameter, described in gtaideline 6 in 9.7. Its value remains stable for every
measurement based on this configuration.

ODne way to set the value of a configuration parameter is in the main Metric element, at the place where
the parameter is referenced. Table 14 indicates how the Metric table given in Table 9 (see §.2.1) is
modified with the parameter line that contains the additional configuration parameter delayOffset and
Kets its value.

Table 14 — Setting the value of the parameter used as a constant in the CSMRT-2 Metric element

Metric (id:CSMRT-2)

attribute Value

associated element Reference

parameter id: MPeriod (measurement parameter)

parameter id: delayOffset, value=500 (configuration parameter)

Measurement parameters and configuration parameters play different roles in a metric pnd its
usage {see guideline 6 in 9.7). This distinction when annotated in the previous Parameter table (note
pttribute), and also in the table for the Metric element (parameter fields under associated elements),
inidicates to a user the role of a parameter.

Guideline 7 in 9.8 compares the merits of different ways to represent a constant (expression or
parameter).

9 Guidelines for using the metric model with the tabular representation

9.1 General

As part of the guidance for using the metric model, tabular templates have been introduced in Clause 7.
Clause 9 is about guidelines on using these templates in practice. It collects and discusses some guidance
illustrated in the two examples of metrics developed in this document: the cloud service mean response
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time metric in Clause 8, and the simple cloud service availability metric in Clause 10. These guidelines
were found useful when using the tabular templates to develop the examples in this document. They
are expected to serve as guidance for using the tabular templates when developing other metric cases
presenting similarities with these examples.

9.2 Guideline 1 about defining expression and rule languages

The language used for an expression or a rule is indicated in the expressionLanguage or ruleLanguage
attribute respectively. The language definition is not always a formally specified language. An ad-hoc
language definition or reference is adequate as long as the intended audience understands it. The tabulay
template allows for extending or detailing a formally defined (or referenced) language with definitiong
of langhage elements that are specific to the context of a metric. Subclauses 8.2.4 and 10.3.5 illtistratg
how to|add specific functions used in the context of a metric to a more general language definition in
the expressionLanguage content. In all examples, the rules use plain English text as ruleLanguage.

9.3 (Guideline 2 about associating rules with expressions

As rulep affect the metric calculation, it is sometimes useful to be explicit as towhere and how they dg
it. An afsociation between a Rule element and an Expression element is charactérized as a “depends on’
relatiofpship as defined in 7Z.2.1. There are different ways to express a dep€ndency between a rule and
an expiession; three of them are illustrated by the examples in Clauses 8\and 10.

The first option is to indicate the dependency in the Expression, element and does not affect thd
Rule element. It is a simple annotation in the note attribute of the ‘expression. The advantage of this
association is that it is independent from the expression language. The drawback is that using thd
note atfribute does not convey the importance of a dependency that is key to the understanding of the
expression.

The se¢ond option is to specify the dependency in the 'Expression element, directly referencing thd
rule(s) [from the expression statement. In this way, the expression statement is made inseparablg
from the rules that are indispensable to its evaluation. When the expression language is informal, 3
simple feference to the rule identifier(s) is sufficient (as illustrated in 8.1.2). When using a more formal
expression language, a way to formally expreéss this dependency is to use a functional notation added ag
part of the expression language such asthefunction apply_rules():

qualified event(s) « apply_rulesy(<rules>) to (<incident occurrence(s)>) [over (<time period>)]

In this|form, the function applies‘rules in their listed order to some metric input such as observed
incidenft(s), event occurrence(s) or operation(s), to be defined in the context of use and with the time of
occurré¢nce optionally bousid-by a time period. The result is a set of events qualified by these rules, with
these eyents to be definéd\n the context of use. Such rules give details on how to produce related event
data, how to performmeasurements for capturing these occurrences or how to select valid occurrences
Some ekamples ofuse of apply_rules() are shown in 8.2 and 10.3. The apply_rules() function is not used
to formjalize thelogic of applying rules. Its main role is to indicate explicitly and precisely which rules
participate in‘the processing of which input in order to produce events used in an expression.

The third-option is to specify the dependency in the Rule element and does not affect the Expression
statembnt . o . . ' :
from its rule statement, as illustrated in the example of 10.2. See guideline 5 in 9.6 for more details.

Each option (or combination of options) is addressing particular constraints or interests, such as
keeping some Metric elements independent from others, or on the contrary, associating them tightly
and formally in their statement.

9.4 Guideline 3 about relating expressions to each other

A relationship among expressions is another form of “depends on” relationship as defined in 7.2.1. In
case expression elements use or reference each other (underlyingExpression elements are typically
sub-expressions of the main expression element as referenced via the “expression” association from
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the Metric element), it is convenient to use the id of an expression as the name of a variable holding the
value of this expression, for usage in another expression. This role of the id is indicated in the tabular
representation by starting the expressionStatement with “=". This guideline is illustrated in 8.2, 10.2
and 10.3.

9.5 Guideline 4 about the identifiers of metric elements

Globally unique identifiers are sometimes appropriate for the id attributes of metric elements. For
example, this would be the case if these elements are expected to be archived, searched or reused on a
Jarge scale. One way to achieve this is to use URIs for these ids.

0.6 Guideline 5 about rules specifically designed to support an expression

[n some cases, rules are tailored to support the calculation of specific expressions. Such a|case is
illustrated by the example in 10.2. Given the tight dependency of such rules on the €xpression of which
they support the evaluation, it is useful to explicitly reference this expressign.by its identifier in the
rule itself as indicated in the third option of guideline 2 in 9.3.

The role of such rules is to detail how to evaluate the expression and proddee its output. While in general
the calculation logic expressed in the rule could also be expressed inthe expression statement {tself or
in its underlying expressions, it is sometimes preferable to use d-rule for this. This is the case when
the rule is combining or reusing several other rules, as illustrated by the example in 10.2, detailing
the logic of combining these rules involving disjunctions (legical or), conjunctions (logical and), rules
ppplying before, used as exceptions to or subsuming othef sules. Such combination logic is sometimes
better described within a new rule that explicitly mentious the rules that are combined, than within an
expression. This is the case of rules QualifiedStartTime-and QualifiedStopTime that explicitly reference
the expression to which this combination applies. This is in contrast with the translation of this logic
into an expression statement where computatiofis’sometimes do not clearly show how the rules that
povern these have been interpreted and composed.

0.7 Guideline 6 about the role of parameters

Parameters apply to either expressions, or rules, or both. A parameter in an expression dppears
ps a variable name, the value of which is given by the user of the metric, instead of resulting|from a
calculation. The parameter allows for late substitution of some value (text or number) in the full text
pf an expressionStatementor ruleStatement attribute. Two ways to parameterize a metric haye been
identified in the examples_of 8.2 and 10.3 that are distinguished by defining the type of a pajameter
pither as a measurement-parameter or as a configuration parameter:

1. Measurement\parameters: Such a parameter is given a value prior to each measufement.
Instantiating-such a parameter does not change the metric definition, but only provides a djfferent
input telthe calculation involved in a measurement. An example is the monthly period for a
cloud-sérvice evaluation such as expected in an SLA in order to prepare a billing statement. Such
parameters are illustrated by the examples in 8.2, 10.2 and 10.3 (MPeriod, MeasurementPerjiod and
OPeriod).

: ) igurable.
A conflgurable metrlc is a more abstract metrlc definition from Wthh a fully defined metric
is derived by giving a value to its configuration parameters. These values remain constant over
several measurements, in contrast with measurement parameters. An example is the MinOutage
parameter introduced in the InvalidMinimum rule (see 10.2 and 10.3). Another example is the
delayOffset parameter in the example of 8.2.6.3.

In these examples, the type of each parameter is indicated in the note field of the Parameter element.
Although the metric model does not establish these types, they help clarify to metric users what the
role of a parameter is, when its value is expected to be set and by whom.
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9.8 Guideline 7 about representing constants

A constant is a value that is determined at the time a metric definition is completed, and is considered
as part of that definition. Such a value does not change during the evaluation of the metric (during a
measurement) or from one measurement to the other. In case such a constant is reused at several places
and could be modified later, it is better to give it an id and isolate it as a distinct metric element instead
of duplicating the constant value in the metric or rule elements where it is to be used.

As illustrated in 8.2.6, constants are represented with either one of two metric elements: (a) as an
underl) ;lls CAIJI CDD;UII aaoisuius [=} va}uc tU d \.uuotaut, Ul (b} do d \.quis\.u at;uu lJal alllCtCl (;ll VVh;\,l
case the constant is seen as part of the metric configuration, as described in guideline 6). While there
is no cqmpelling rationale in preferring either way, there are some convenience aspects to considerin
choosing one:

— An|underlying expression (illustrated in 8.2.6) is a simple way to represent a constant when itg
madification or adjustment is not expected or at most very seldom. When the constant’is only used
by jother expressions in a metric, the tabular representation allows for a convenient display in thd
sarpe Set of Expressions table that describes the other expressions where it is used. However, when
thg constant is to be used in a rule, this makes the rule dependent on an expression element.

— A donfiguration parameter (see guideline 6 in 9.7) indicates that the canstant might be changed: i
is g variability point in the metric definition. See the case of the InvalidMinimum rule in 10.2 and
10.3 with the introduction of the MinOutage parameter. Parameterizing metric elements increaseg
thdir reusability. An option for setting the value of a configuration parameter is to assign its value
in the metric element that references it. This is the case of the Metric element in the cloud service
avgilability example in 10.3, and also of the Configuration extension element (see the example
variantin 10.3.7). Changing its value would affect the metyic element that references the parameter,
but not the parameter definition. Another option is to-set the value of a configuration parameter in
thg parameter definition itself, as illustrated in 10:24. Changing its value would conversely affect
thg parameter definition but not the elements that reference it.

10 The simple cloud service availability metric
10.1 Measuring cloud service availability

10.1.1 | General

This clause develops a more~elaborate metric example for cloud service availability. It describes twqg
variants of the same metricthat illustrate two different approaches in using the metric model elements
This metric example is placed after Clause 9 as it exercises all of the guidelines described in Clause 9.

Consider the simplecloud service availability metric (“Simple_SAM”) which is based on a simplg
notion pf cloud service availability. There are different ways to measure cloud service availability. One
approafh is te-count the service requests that fail compared with those that succeed. Another morg
common interpretation of cloud service availability is based on the percentage of the time a service has
been up (available) over a given period of time.

Many cloud service providers make a commitment in their SLA on the percentage of the time that their
cloud services will be available (for example 99 % availability). Although this is one of the most common
cloud metrics found in SLAs, it is not a simple one due to its dependency on several elaborate rules that
usually vary from one CSP to the other.

Two variants of this metric, Simple_SAM_1 (see 10.2) and Simple_SAM_2 (see 10.3), are developed in
the next subclauses. They are based on the same interpretation of availability and same SLA rules. They
share the same calculation logic overall and are expected to produce the same output. However, they
are designed quite differently on purpose. These two variants illustrate very different usages of the
metric model and of the tabular templates toward the same objective, producing equivalent metrics
with different metric elements.
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10.1.2 Overall design approach
The general design common to both metric variants involves the following:

— Expressions: evaluate availability based on the percentage of cloud service uptime. This percentage
is calculated over a measurement period.

— Parameters: although both metric variants illustrate different levels of parameterization, both
consider the period of measurement (typically a billing month) as a measurement parameter (see
guideline 6 in 9.7)

— Rules: govern various aspects of a measurement, including how a cloud service downtinie is Hefined
and validated. When validating an observed downtime, rules also define exclusion cases;for example
as reflecting a CSP policy.

As a requirement specific to this metric example, it is not assumed that downtimé’incidents as flefined
by the rules and recorded by the metric expressions are always disjoint in time, Overlapping downtime
records might result from the use of multiple monitoring sources. In case downtime records ¢verlap,
their overlapping period must not be counted twice in the total downtime:

10.1.3 SLA rules and metric rules

The downtime calculation is subject to certain rules, such a$ those defining what kind of [service
disruption qualifies as downtime, or defining how to measure the service disruptions. These riles are
initially dictated by business decisions and various constraints (legal or technical). Because thege rules
typically appear in SLAs they are called SLA rules to distinguish them from metric rules as repr¢sented
by the Rule elements in a metric representation.

The SLA rules as shared by both Simple_SAM_1 and’'Simple_SAM_2 variants are:

(a) A downtime is a period when the servicedis‘unreachable for at least one minute, or when a rgsponse
to a request takes longer than one minute. (As per this rule, the duration of a valid dofwntime
incident is always greater than or egual to one minute.)

(b) A downtime incident the duration of which is less than MinOutage (a parameter) is not counted as a
valid downtime period.

(c) A downtime incident that\occurs during a scheduled service maintenance is not counted ag a valid
downtime period.

The rules that appear)in a metric definition (the metric rules) sometimes do not match one-to-one
the SLA rules, evenif they are derived from them. Variations include cases such as aggregati¢ons and
Splits. Translatingiin a metric what appears to be expressed as a rule in an SLA is sometimes dore more
appropriatelyin’a metric expression instead of a metric rule.

[n this example some rules are parameterized. This is the case of rule (b) with MinOutage that|defines
the minimal outage duration for a downtime period to be counted in the availability per¢gentage
calculation.

ecause these rules Interact, the ordering oI their application 1s signiricant and arfects the metric
outcome:

— Rules (b) and (c) override rule (a). If rule (a) is applied first, downtime recordings per rule (a) could
be disqualified by rules (b) and (c).

— Adowntime period as recorded per rule (a) could be reduced by rule (c) if partially overlapping with
a maintenance period. In some cases, this shortened downtime is in turn disqualified by rule (b) as
expected, while it would not be the case if rule (b) was applied before rule (c).
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Both metric variants are controlling the application order of these rules in different ways. The Simple_
SAM_1 variant does so by introducing new metric rules to this effect, while the Simple_SAM_2 variant
is controlling the application order within its metric expressions.

10.2 The simple cloud service availability metric variant Simple_SAM_1

10.2.1 The Metric element

The Metricelement for the Qimp]p_QAM_1 metricis shown in Table 15

Table 15 — The Metric element for the Simple_SAM_1 metric
Metric|(id: Simple_SAM_1)
attribyte value
description The percentage of the time relative to the measurement peried when the cloud
service was available.
source SC38_WG3
scale ratio
associjted element reference
paramgpter id: MeasurementPeriod
paramgpter id: MinOutage
rule id: InvalidMinimum
rule id: ScheduledMaintenance
rule id: QualifiedStartTime
rule id: QualifiedStopTime
expresfsion id: ServiceUpTimePercentage
underllyingExpression id: TotalDowntimeDuration
underllyingExpression id: QualifiedDowntimePeriod
underlIyingExpression id: StartTime
underllyingExpression id: StopTime

10.2.2 | The metric rules

In this [design variant of the“¢loud service availability metric, some of the metric rules (described ag
Rule el¢ments in Table 16)-match closely the SLA rules described in 10.1.3:

— The InvalidMinimium metric rule directly matches the SLA rule (b) given in 10.1.3.
— The ScheduledMaintenance metric rule directly matches the SLA rule (c) given in 10.1.3.

Some ofher metric rules are designed so that they closely support the computation of specific underlying
expressions.in this metric. In doing so, they do not match exactly one-to-one the informal SLA ruleg
given i i i i i i
explicitly reference the expressions they are designed to support, and also depend on other rules:

— Themetricrule QualifiedStartTime is directly supportive of the calculation of the start ofa downtime
period as done by the underlying expression StartTime, and explicitly references this expression. It
details how to measure and qualify a valid StartTime value. This rule is derived from the SLA rules
(@), (b) and (c) (see 10.1.3) and controls the order in which the SLA rules are applied.

— The metric rule QualifiedStopTime is directly supportive of the calculation of the end of a downtime
period as done by the underlying expression StopTime, and explicitly references this expression. It
details how to measure and qualify a valid StopTime value. This rule is derived from the informal
SLA rules (a) and (c), and it controls the order in which these SLA rules are applied.

24 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=e4c6f5b8acc0a27dc0f03cd8d1db32c8

ISO/IEC TR 23951:2020(E)

The corresponding Rule elements are recorded as shown in Table 16.

Table 16 — The Rule elements for the Simple_SAM_1 metric

Set of Rules

ruleLanguage: plain English text

id

ruleStatement (and its ruleLanguage if departing from
the default language)

Note

D 31 1 4
Peseribeshowto-measure the
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downtime) as soon as all 3 conditions are satisfied:

(1) It is not during a scheduled maintenance downtime
(based on SLA rule (c)),

(2) The service has not been reachable for at least 1 min
or the response time takes more than 1 min (based on
SLA rule (a)), and

(3) The incident has been lasting for at least MinOutage
(based on SLA rule (b))

beginning of a downtiine peri-

od. Note that there‘is
of MinOutage.in the re
of the StartTime quary
be offsetin-the expres|
the metric).

MinOutage is a paran

StartTime is an undgrlying

expression.

This ruleis derived fT]
rules (a), (b) and (c).

a delay
cording
tity (to
sions of

eter.

om SLA

service maintenance period is not counted as a valid down-
time period:

QualifiedStopTime |Record current time as a StopTime value relative to a StopTime is an
recorded StartTime value, as soon as eithef,one of these  |underlying expressioh.
conditions is satisfied: This rule is derived flom
(1) The service becomes reachableragain and a response |SLA rules (a) and (c).
to arequest takes less than one'minute; or
(2) Ascheduled maintenance(period begins.
InvalidMinimum A downtime incident the duration of which is less than the | MinOutage is a paranjeter.
\éalue Qf Man_utage parameter is not counted as a valid This rule matches the SLA
owntime period.
rule (b).
ScheduledMaintenance | A downtime incident that occurs during a scheduled cloud | This rule matches thed SLA

rule (c).

10.2.3 The metric expréssions

10.2.3.1 Tabular representation

The metric expressions in this example as shown in Table 17 involve an underlying expression d
hs a value generator (QualifiedDowntimePeriod). Such a design already illustrated in the examp
has the benefit of working without keeping a potentially large state of previous iterations in me

psigned
eof8.2
nory.
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Table 17 — The Expression elements for the Simple_SAM_1 metric

Set of Expressions

expressionLanguage: algorithmic, including functions:

— function: SUM(<iterator>) returning the sum of all the durations iteratively produced.

— function: CurrentTime, returning the current date and time that also satisfies some rules.

Id expressionStatement Unit Note

ServiceUpTimePercentage = ((MeasurementPeriod - percentage Main expression.
lotalDowntimeDuration) /
MeasurementPeriod) * 100

Result: service uptime
percentage.

MeasurementPeriod is a
parameter.

TotalDowntimeDuration = SUM(QualifiedDowntimePeriod) minute All
QualifiedDownTimePeriods are
added together.

This expression iterates over
successive outputs from
QualifiedDowntimePeriod,
used as a generator of values.

QualifiedDowntimePeriod = StopTime - StartTime minute Conforms to rules
InvalidMinimum and
ScheduledMaintenance rules.

This expression is iteratively
evaluated for each downtime
incident (pair of values
StopTime and StartTime), with
the iteration controlled outside
the expression.

StartTirhe = CurrentTime - MinOutage minute Conforms to rule
QualifiedStartTime. Note that
the recording of the actual start
time of a downtime has a delay
of MinOutage per this rule.

= CurrentTime minute Conforms to rule
QualifiedStopTime.

StopTim

@

10.2.3.2 Design consideration$

As for pther examples in this document, the set of metric expressions is not designed to assume 3
particylar execution model The set of expressions in Table 17 support different evaluation modes
includihg:

(@) Evaluation synchronized and controlled by the occurrence of physical events. The set of expressions
is jevaluated)in a bottom-up manner with the main expression (ServiceUpTimePercentage)
ev3luatipfireacting to the evaluation of underlying expressions. (This evaluation mode is akin to
thg usé of variables called “futures” in programming languages.)

(b) Evatuatiomofexpressionsimperativety comtrotied i a top-dowTT TITaTeT; With the Taim eXpressio
(ServiceUpTimePercentage) driving the evaluation of its underlying expressions. This mode is
appropriate when events are not processed in real time but in batch after having been recorded for
example in a log.

In mode (a) the CurrentTime function is not “invoked” in a conventional sense in order to return a value.
Instead it returns a time value whenever the conditions for producing this value are satisfied, as defined
by the rules QualifiedStartTime and QualifiedStopTime.

26 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=e4c6f5b8acc0a27dc0f03cd8d1db32c8

ISO/IEC TR 23951:2020(E)

10.2.4 The metric parameters

Two parameters are involved in Simple_SAM_1:

— The measurement period MeasurementPeriod is parameterizing a metric expression

(ServiceUpTimePercentage);

— The minimum outage MinOutage is parameterizing a metric rule (InvalidMinimum).

The parameters in this variant of the cloud service availability metric illustrate a design approach

different from the one described for the parameterization of the example in 8.2. Both parameters are
treated as constants (called configuration parameters in guideline 6 in 9.7), with a valug|set in the
parameter definition itself as shown in Table 18 (see guideline 7 in 9.8).
Changing these parameter values would require modifying or replacing these Paraméter elemepts, but
would not affect other elements in the metric definition.
Table 18 — The Parameter elements for the Simple_SAM.1 metric

Set of Parameters
id Description parameterStatément Unit Note
MeasurementPeriod |The time period over which the (43200 minute |Basedona

availability was observed. 30 day month.
MinOutage The minimum duration for an 5 minute |N/A

outage to be considered as a

downtime.
10.2.5 Overall structure of the metric
An overview of the overall structure of theiSimple_SAM_1 metric including its elements arld their
relationships is shown in Figure 4. The depehdency relationship between these elements is indidated as
in other figures with dashed arrows, oralternatively by a text annotation in some Rule element boxes,
denoting a particular form of dependency such as in this case rules that explicitly support gpecific
expressions.
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