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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrote
Commission) form the specialized system for worldwide standardization. National bodi
are members of ISO or IEC participate in the development of International Standards t
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international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

Edge computing is increasingly used in systems that deal with aspects of the physical world. Edge
computing involves the placement of processing and storage near or at the places where those systems
interact with the physical world, which is where the "edge" exists. One of the trends in this space is the
development of increasingly capable Internet of Things (IoT) devices (sensors and actuators), which
generate more data or new types of data. There is significant benefit from moving the processing and
storing of this data close to the place where the data is generated.

Cloud ¢omputing is commonly used in systems that are based on edge computing approaches. This
can indlude the connection of both devices and edge computing nodes to centralized cloud senvicés

Howev
distrib

edge inforder to support use cases that demand reduced latency or avoiding the need to tzansmit large
volumes of data over networks with limited bandwidth.

This dqcument aims to describe edge computing and the significant elements which contribute to thd
succesdful implementation of edge computing systems, with an emphasis on the tis¢ of cloud computing
and cldud computing technologies in the context of edge computing, including the virtualization of
compufe, storage and networking resources.

It is us
edge c

physicdl world.

b1, it is the case that the locations in which cloud computing is performed are increasingly
ited in nature. The cloud services are being implemented in locations that are nearer to the

pful to read this document in conjunction with ISO/IEC TR 301641 [27] which takes a view of
pmputing from the point of view of IoT systems and the [T devices which interact with the

1) Under development. Current stage 10.99.

Vi
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Information technology — Cloud computing — Edge
computing landscape

1 Scope

This document examines the concept of edge computing, its relationship to cloud computing
and the technologies that are key to the implementation of edge computing. This document.éexplq
following topics with respect to edge computing:

— concept of edge computing systems;

— architectural foundation of edge computing;

— edge computing terminology;

— software classifications in edge computing, e.g. firmware, services, applications;
— supporting technologies, e.g. containers, serverless computing,smicroservices;
— networking for edge systems, including virtual networks;

— data, e.g. data flow, data storage, data processing;

— management, of software, of data and of networks; resources, quality of service;
— virtual placement of software and data, and‘inetadata;

— security and privacy;

— real time;

— mobile edge computing, mobilédevices.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
constitutes requiréments of this document. For dated references, only the edition cited appl
undated referencesg; the latest edition of the referenced document (including any amendments) 4

[SO/IEC 22123<1:—32), Information technology — Cloud computing — Part 1: Terminology
[SO/IECTS 23167, Information technology — Cloud computing — Common technologies and techn

ind IoT,
res the

content
jes. For
ipplies.

ques

32 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22123-1, ISO/IEC TS 23167

and the following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

2) To be published.

© ISO/IEC 2020 - All rights reserved


http://www.iso.org/obp
http://www.electropedia.org/
https://standardsiso.com/api/?name=e2698e0546b2891a1fa2850b6d7a4ae8

ISO/IEC TR 23188:2020(E)

3.1 Edge computing

3.1.1

distributed computing

model of computing in which a set of nodes (3.1.5) coordinates its activities by means of digital messages
passed between the nodes (3.1.5)

3.1.2
edge
£2 9 OO

b d Lot 43 £ digiraol | Lo, . L i dali fad 1l rs 1 |
Oun ly UTtLvvieUlIl lJCl CITICTIU Lusu.ou dallyu l.lll_)/;)lbul CrIILILITO LJ.L‘-UJ, Uuliliricdadailcu Ll_y IICLVVUI INCU OCTIoUT

(3.2.9) and actuators (3.2.1)

Note 1 fo entry: Pertinent digital entities means that the digital entities which need to be considered can vary
depending on the system under consideration and the context in which those entities are used..See 5.2 foy
more ddtail.

3.1.3
edge computing

distribyted computing (3.1.1) in which processing and storage takes place at or(near the edge (3.1.2)
where the nearness is defined by the system's requirements

3.14
lightweight node
node (3[1.5) with limited processing, storage and networking capacitiés

3.1.5
node
networked machine with processing and storage capabilitiés

3.1.6
edge computing system
system|providing functionalities of edge computing{3.1.3)

3.1.7
endpoint
combinjation of a binding and a network-address

[SOUR(QE: ISO/TR 24097-3:2019, 3.4}

3.2 IpT terms

3.21
actuator

[oT deWfice (3.2.4) that’changes one or more properties of a physical entity (3.2.8) in response to 3
valid irfput

[SOUR(CE: ISQAEC 20924:2018, 3.2.2]

3.2.2
Internet of Things

IoT

infrastructure of interconnected entities, people, systems and information resources together with
services which processes and reacts to information from the physical world and virtual world

[SOURCE: ISO/IEC 20924:2018, 3.2.1]
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3.2.3

Internet Protocol

IP

protocol specified in RFC 791 (IP version 4) or in RFC 2460 (IP version 6)

[SOURCE: ISO/IEC TR 21890:2001, 3.4]

3.2.4
IoT device

ntityz anJn !nTs}Iotom (Q 2 A) tl‘\')t ih‘tnrat‘tc 3nd Pr\mmnnit")tnc V"’ith tha phycit‘al v«]r\rld thrnugh

..... Y ot = Trere T THTrrerrrreer

pr actuating

Note 1 to entry: An [oT device (3.2.4) can be a sensor (3.2.9) or an actuator (3.2.1).
[SOURCE: ISO/IEC 20924:2018, 3.2.4]

3.2.5

[oT gateway

entity of an [oT system (3.2.6) that connects one or more proximity networks and the IoT devices
pn those networks to each other and to one or more access networks

[SOURCE: ISO/IEC 20924:2018, 3.2.6]

3.2.6
foT system
system providing functionalities of Internet of Things (3.2:2)

Note 1 to entry: [oT system is inclusive of 0T devices (3.2.4),' 10T gateways (3.2.5), sensors (3.2.9), and a
(3.2.1).

[SOURCE: ISO/IEC 20924:2018, 3.2.7]

3.2.7
pperational technology
OT

physical devices and systems, pro¢esses and events in the organization

3.2.8
physical entity
entity that has material existence in the physical world

[SOURCE: ISO/IE€20924:2018, 3.1.26, modified — Note 1 to entry has been removed.]

3.2.9

sensor

[oT device/3.2.4) that measures one or more properties of one or more physical entities (3.2
putputs:digital data that can be transmitted over a network

sensing

(3.2.4)

rtuators

hardware and software that detects$.or causes a change through the direct monitoring and/or control of

.8) and

SOURCE: ISO/IEC 20924:2018, 3.2.9]

3.3 Real time

3.3.1
real time

processing of data by a computer in connection with another process outside the computer according to

time requirements imposed by the outside process

[SOURCE: ISO/IEC 2382:2015, 2122900, modified: words 'pertaining to' removed to improve

substitutability of definition; Notes 1 to 3 to entry have been removed.]
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3.3.2

real time system

system in which processing meets real time (3.3.1) requirements

3.3.3

hard real time system
real time system (3.3.2) whose operation is incorrect if results are not produced according to specified
timing requirements

3.34

softre
real tin
timing

4 Sy

AC
ASIC
BYOD
CDN
CSC
CSp
DDoS
EPG
EPROM
FPGA
Gb
GPS
GPU
IETF
[oT

[P

hl time system

Fequirements

mbols and abbreviated terms

Alternating current
Application-Specific Integrated Circuit
Bring Your Own Device

Content Distribution Network

Cloud service customer

Cloud service provider

Distributed Denial of Service
Electronic Programme Guide

Erasable Programmable Read Only Memory
Field Programmable GateArray
Gigabyte

Global Positioning System

Graphics Prgeessing Unit
Internef\Engineering Task Force
Integhet of Things

Internet Protocol

I[PTV

e system (3.3.2) whose operation is degraded if results are not produced according to specifiéd

LAN
MDM
0S
PC
PII

Local Area Network

Mobile Device Management
Operating system

Personal Computer

Personally Identifiable Information
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RAM Random-access Memory
RFC Request for Comments

ROM Read Only Memory

TPM Trusted Platform Module
VM Virtual Machine

VoIP Voice over Internet Protocol
VPN Virtual Private Network

5 Overview of edge computing

5.1 General

Over time, the forms of computing have varied between centralized and-\distributed, depending
nature and capabilities of the computing devices and of the networks used to connect them.

Mainframe computers represent a form of centralised computifg, where the main computer 3
are placed in a data centre, containing processing and storage units. Originally, almost the W
the computing system was situated within the data centre: Gradually, time-sharing termina
located in remote locations to provide user access to the\tnainframe systems. Terminals were t}
little more than a display with a keyboard for input and-the associated network connection had
bandwidth, perhaps involving a dial-up modem.

The personal computer (PC) represents a distributed form of computing. The PC has sig
processing and storage capabilities and cambe used very effectively in a standalone mode. H
PCs are more typically used in a netwerked mode. Initially, the networks were used for
communications such as (text based)‘email, but as the network bandwidth increased ovg
increasingly sophisticated activitjes- took place, with file transfer and eventually peer-
capabilities being used.

The availability of higher bandwidth networking encouraged the development of the client
npplication architecture,(with the PC used for the client, connected to a centralized serve

substantial software €élements performing significant processing activities. Data might also be
locally for faster ace@ss, although the main database(s) are held centrally.

The advent of\the internet and the World Wide Web (WWW) represents the appearance of :
form of computing. In this form of computing, web servers serve up web pages and related n
which are accessed through client web browsers. Devices running web browsers can be relatiy
in coniptte power, while the web servers for some of the more popular and high demand web s
invelve massive compute power spread over many machines in a large data centre.

r on the

ystems
rhole of
S were
ypically
limited

hificant
bwever,
simple
r time,
to-peer

-server
which

performs the main prdcessing and storage of the application. Client applications can include quite

stored

inother
naterial
ely low
tes can

foudcomputing s a computing paradignt tirat makes avaitablealttypesof computing Tesources

in an on-demand, highly scalable fashion via cloud services. Cloud computing in practice is made

possible through a highly centralised architecture, with computing resources concentrated i

n large

data centres. However, cloud computing in practice also has some distributed computing features. It
is typical for cloud service providers (CSPs) to have multiple physically separated data centres and
cloud service customers (CSCs) commonly distribute their applications and data across multiple data
centres - for resilience, to reduce latency and for disaster recovery purposes. In addition, the favoured
design paradigm for cloud native applications is to distribute multiple instances of each application
component across different machines within the cloud computing system. This design paradigm and

the technologies that support it are of significance to edge computing.
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5.2 Concepts of edge computing

Edge computing is distributed computing in which data processing and storage takes place on nodes
which are near to the edge. The edge is marked by the boundary between pertinent digital and physical
entities, i.e. between the digital system and the physical world, delineated by networked sensors and
actuators.

Pertinent digital entities means that the digital entities which need to be considered can vary depending
on the system under consideration and the context in which those entities are used.

An exaanle of varying pertinence are the servers within a cloud computing data centre. From_thg
perspegtive of CSCs building systems using cloud services running on these servers, these 10T deviceg
are anything but "at the edge". However, from the perspective of the CSPs having to manage the/cloud
computing data centre, it is highly likely that the servers are instrumented with a varietycof-sensorg
capablg of reporting various physical properties of the servers, for example their temperatiire. Those
sensorg are at the edge.

The coficept of nearness to the edge also needs explanation. Nearness for edge computing is usually
based ¢n minimising the latency for communication between the IoT devices thapare at the edge and
the plage(s) where data processing and storage occurs. Nearness can mean placing the edge computing
nodes physically close to the IoT devices. In the most extreme cases, neatngss means combining the
sensorg and actuators and edge computing into a single node, as might happen with a smart phone. In
other dases, the edge computing nodes are separated from the 10T devices but are placed physically
close tq the IoT devices and have a proximity network connecting them designed to minimise latency
Nearness can also be influenced by the nature of the networks and the volume of data flowing tg
and frdm the [oT devices — where large volumes of data and high data rates are involved, edge nodes
are plared so as to reduce the latency of handling this datayto the minimum necessary to meet the
requirgments of the use case.

Digital |systems can observe and affect the physical world. Sensors and actuators are at the edge
betwegn the digital systems and the physical world. Edge computing systems generally combing
these IpT devices with distributed computing resources to provide the capabilities of the system. In
edge caqmputing systems, actions often need to-/occur within specific timeframes, i.e. edge computing
systems can also be real time systems, and-latency considerations affect system design and the choicg
of the glacement of data processing and-storage to achieve timing requirements. Edge computing helpg
to meef those timing requirements.

Edge cpmputing is characterized\by networked systems in which significant data processing and
storagq takes place on nodes rear the edge, rather than in some centralized location. Edge computing
can be| contrasted with centralized computing where the centralized nodes are remote from the
edge. However, it is important to note that edge computing is complementary to centralized forms of
computing and that inp-any given system, edge computing is often used in conjunction with centralized
compufing.

There gre multiple' reasons for the rise in the use of edge computing. One reason is the arrival of new
deviced combifiing significant processing power and storage with low power usage. Smart phones have
been ofe of the driving factors in this area, with billions of such devices in daily use. The Internet of
Things|(t0T) is another reason, with small, low power, low cost [oT devices enabling the creation of IT]
systems which can sense and act on real world entities.

5.3 Architectural foundations of edge computing
Edge computing involves nodes that are highly heterogeneous and which are commonly arranged in

tiers of compute and storage capabilities. A simplified view of the organization of edge computing nodes
and the networks connecting them in edge computing is shown in Figure 1.

6 © ISO/IEC 2020 - All rights reserved
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Device Tier
Lightweight nodes — includes sensors,
actuators, user interface devices

)

o © H

8 user device sensor actuator sensor actuator
©
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©

® Edge Tier - intermediate nodes such as o o (19
B

& loT gateways, control nodes and other nodes I;i'I;I I;i'I;I Q
S that need low latency / high bandwidth to device tier 0{1/
: X
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o

2
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=

Central Tier - nodes centrally located,
often in a data center, potentially using cloud

computing, with wide span of connectivity

.

Figure 1 — Organization of nodes-ih edge computing

The tiers shown in Figure 1 are essentially a coneeptual model (containing physical elemenits) and
are illustrative rather than definitive - in reality;the number of tiers and the type of node n each
tier and the networks connecting them are variable, depending on the nature of the system involved.
What is important to understand is that there:are multiple tiers, containing varying types of nqdes, all
connected by networks which can also vary'in nature depending on the tiers involved.

The device tier is at the edge. It typically’contains lightweight nodes which commonly contain $ensors
pr actuators or user interface devices:Such devices often have limited compute and storage capapilities.
The networks used by this tier-are often proximity networks, with limited bandwidth and [limited
range (see 6.1.1 in this documentand ISO/IEC 30141:2018!2], 10.2.3.2 and 10.4.1.2 for more detajl about
proximity networks).

The edge tier typically sits near to the device tier (where "near" is a relative term and dependg on the
particular system and use case) and its role is to provide direct support to the nodes in the devjice tier.
One type of node«ir_the edge tier is the gateway node, for which an IoT gateway is one example. The
role of the gateway node is to interconnect proximity networks to IP-based wide area netwm;%s. This
may involve/message and protocol syntax and semantic conversions. This role could include message
encryptionydeduplication and backup functions.

Anothér type of node in the edge tier is the control node. The control node receives data from nodes
in_the'device tier - typically data from sensors or input from user interface devices - and responds by
jssuing instructions to other nodes in the device tier. Other types of node may be placed in the eflge tier
to meet other edge computing functional requirements. This may include management nodes, security
nodes and software support nodes.

Control nodes are usually placed in the edge tier due to issues of latency and timing. The response of
a control node is often time constrained (sometimes called real time - see Clause 14), such that the
response must be given before some deadline following the receipt of some data or an event. One factor
in this time constraint is the transmission time of messages to and from nodes in the device tier - this
leads to the need for the nodes in the edge tier to be placed physically close to the device tier nodes
and to the need to reduce the number of hops that the messages must take. These constraints can also
influence the type of proximity network used and the protocol used over those networks. Similarly,
the control nodes must have appropriate processing capacity and storage for the processing that is
necessary to produce appropriate and timely responses.

© ISO/IEC 2020 - All rights reserved 7
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As an example, if the input data is a video stream from a camera device, which is a type of sensor, and
the processing required is an analysis of the video to detect the movement of some object with the
intent of influencing the movement via some actuators (which are different devices from the camera),
this could take a substantial amount of processing power and also require the handling of a substantial
amount of data - the control node must have appropriate processing power and storage to successfully
carry out its task.

The central tier represents a tier of nodes provided by centralized facilities. The nodes in the central
tier offer the ability to provide very substantial compute power and storage. The central tier is an
excellet ptacetotomduct amaty tics or other processing that Tequires botira ot of compute poweramn
access fo a lot of information. The central tier can hold large stores of information which can come from
many spurces - this can be from across the other tiers or from outside locations, potentially seunced
from ofher organizations. The central tier can provide services to the other tiers, including seryviceés foy
procesging data in various ways or for holding information or providing information as reduired. Thd
centralftier usually has a wide span of connectivity, meaning that it is commonly conneeted to many
other systems, including many of the distributed nodes in both the edge tier and in the device tier.

It is often the case that the central tier is implemented using cloud computing. A fullerdescription of the
relationship of edge computing to cloud computing is given in 5.4.

It is typical of the nodes in the central tier to communicate to the other tiers using high bandwidth
networks, typically the internet but possibly dedicated networks. It is«also possible for the nodes in
the cerfral tier to be arranged in a highly available resilient configuration, with multiple instances of
applications and services allied to replicated or redundant copies of information.

The tiers described in Figure 1 can become blurred when considering the many different types of devicg
that ar¢ available. A significant example is the smartphone, which combines a number of elements intg
a singlg device, as follows:

— a number of sensors of various types, including GPS (location sensor), accelerometer, barometer,
hedlth monitors (such as heart rate monitoringy;

— camera - both for static images and video;

— migrophone & loudspeaker for audio;

— display screen and user interface;

— sighificant compute power (€.8."quad or octo core systems, 2 to 4 Gb RAM);
— sighificant local storage{e.g. up to 256 Gb);

— nefworking and conngctivity.

These ¢apabilities ifn-a single device span the device tier and the edge tier and provide for dynamid
additiop and update of software on the device, enabling a very wide range of capabilities. Combined
with excellentnetworking capabilities, smartphones enable some forms of edge computing in their own
right - with the added advantage of their being mobile.

5.4 The relationship of edge computing to cloud computing

Edge computing can exist on its own, without any relationship to cloud computing. In terms of the tiers
described in 5.3, systems can exist in which cloud computing is not used in any of the tiers. This implies
that the system has no need of the capabilities offered by cloud computing. Older industrial systems are
of this nature - designed to be self-contained and with fixed functionality.

However, for many systems cloud computing or cloud computing technologies are used in one or more
of the tiers. This is especially so for the central tier - it is very common for the nodes in the central tier
to be part of a cloud computing environment, either a public cloud or a private cloud. Cloud computing
can also be used in the edge tier - as more powerful and lower-cost hardware becomes available, it is
increasingly possible and desirable to use cloud computing in the edge tier. Although today use of cloud

8 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=e2698e0546b2891a1fa2850b6d7a4ae8

ISO/IEC TR 23188:2020(E)

computing in the device tier is unusual and rare, there is nothing in principle to preclude its use once
the device nodes are sufficiently powerful and well-connected.

It is worth noting that edge computing rarely exists on its own, but is connected to both processing and
information which is held in the central tier. This means systems have processing and storage spread
right across the various tiers and types of nodes. The principle is the right placement of processing and
storage elements. Right placement in that processing and storage take place on nodes that are best
suited to the task involved.

ignure 2 illuctratoas hawr hath IaT and odoe comnuting can rolato ta difforont narte of th C]oud

igure 2 illustrates how both loT and edg mputin g can relate todifferent parts of the
computing ecosystem. This can include cloud services built on a private cloud (both on-prefifes and
more remotely) and a public cloud (including public clouds designed to serve a specifio(jurisfiction,
pr multinational or even global cloud services). Hybrid clouds of various kinds can also/be employed
pccording to business needs, as in the example shown in Figure 2 where a public cloudin-the central tier
is combined with a private cloud in the edge tier.

Device Tier &Q‘

: QV ______
Edge Tier aY et T

\ ,/ ~
Cloud Public Cloud g \ Cloud Private Cloud -0 ’
l;l ‘;I ,& S g l; ,

-,
4 Hybrid Cloud ¥

Central Tier

V4
Public/ National ; g Multinational Private Org-wide
Cloudl\ Public Cloud ) Public Cloud Cloud Private Cloud
\

Figure 2 — Relationship of edge computing to cloud computing

The central(tier can be implemented using public cloud services, and these can be implemented using
pither a-multinational public cloud (i.e. multiple data centres in a number of jurisdictions) or a rjational
public’cloud (for example, where there are restrictions on where the data can be stored and progessed).
The central tier can also be implemented using an enterprise-wide private cloud.

The edge tier can be implemented using an on-premises private cloud, physically located to suit the
needs of the edge system. However, it is the case that some public clouds make available cloud services
on a more physically localised basis, potentially suitable for edge computing scenarios. Compute
capabilities in cellular telephone towers are an example. Such distributed public cloud offerings could
be used for the edge tier. As an example in this latter case, the device tier nodes could be directly
connected using mobile phone networks to nodes running in cellular telephone towers.

As an example, to reduce latency and achieve timing goals, it could be necessary to place control
processing on edge tier nodes, where those nodes are physically close to the device tier such as a co-
located on-premises private cloud. However, for processing that involves analysis of large volumes of
data that arise from many different sources, it is likely that centralized storage is the best approach,
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allied to the substantial processing power available for analytics software in the central tier
implemented using public cloud services. For any given system, it is likely that both types of processing
are required and need to be combined effectively.

So, for example, direct control of a manufacturing production line is likely to be placed in the edge
tier - particularly where real time responses are required to the arrival of data and events. However,
the overall goals of the production line such as the product mix to produce, are much more likely to
be decided by applications and services in the central tier, which are analysing a lot of external data,
combined with information about business goals. Such goals are then passed down from the central tier
to the gdgetier forimplementation:

DeMice Tier Q

loT 0
Device User

1 Defe \
Q oncloud

& ( N
loT ed puting
Device k (% nctions
Device —

P ] 8
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Figure 3 “Relationship of edge computing tiers to cloud computing

Figure |3 aims to shew the relationship of edge computing to cloud computing as described in
ISO/IEQ 17789[2kJf is necessary to appreciate that the edge computing tier model, shown on the left is
largely[a physicalVmodel primarily concerned with placement of nodes. The ISO/IEC 17789[5] functional
view shown ‘on the right is a logical model primarily concerned with component relationships. In this

view, the“devices - and so the whole of the device tier - belong to the user layer of cloud computing, or;
if the dmemﬂmﬁmwﬂmmﬁmmmﬂW i i i i

as shown on the top right. Thus Figure 3 is making the assumption that cloud computing is not being
implemented on the devices themselves.

The edge tier is represented by sets of edge computing functions, which represent edge capabilities
implemented as software services, and the edge computing functions can be implemented as non-cloud
edge computing functions, in which case they logically sitin the cloud computing user layer. Alternatively,
the edge computing functions can be implemented as cloud services, in which case they logically sit in
the cloud computing service layer. Typically gateway nodes in the edge tier would be implemented as
non-cloud edge computing functions. Control nodes in the edge tier could be implemented as either
non-cloud edge computing functions or as edge cloud services. Meanwhile, the central tier is usually
based on a series of cloud services, typically implemented in a centralized location such as a public
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cloud computing data centre. Each of the services is used by clients (e.g. user devices or loT devi

ces) via

APl invocations to the service interface, whether the services are implemented by cloud services or not.

This indicates that many edge computing systems are effectively implemented by CSCs rather than CSPs
- the elements in the user layer are implemented and under the control of the CSC - not the CSP. An

exception to this can occur in the case where the cloud computing system is a private cloud depl

oyment

which is owned and operated by the same organization that owns and operates the device and edge tiers.

It is important to note that the mult1 layer functlons of cloud computlng (not shown in Flgure 3) do

lmphes that capab111t1es such as securlty, prlvacy and management have to span across all the ti
need to be implemented in a coherent way - otherwise problems are likely to occur. As_an im
element of security, the endpoints for cloud services present in the access layer are secured to
the underlying cloud services from attack, as indicated in Figure 3.

[t is also important to differentiate cloud computing software technologies from cloud computin
For example, the fact that a software component or an entire application can be’packaged in one
container(s) and be deployed and run on one or more computers does not fiean that cloud con
has been realized there. To qualify as cloud computing, there are key charagdteristics such as scg
and elasticity that need to be met (see ISO/IEC 17788[5] and ISO/IEC 22%23-1 for cloud comput]
characteristics).

However, there are a range of common technologies associated with cloud computing that a
used in edge computing, such as virtualization, VMs, containers-and serverless computing (as de
in Clause 8 and in [SO/IEC TS 23167).

Some CSPs offer cloud services that have capabilitiesthat are designed to support edge com
Many of these cloud services are particularly designed to support IoT systems and include cap4g
such as:

— device registration;
— device management and operation;
— device communication (e.g. support of lightweight protocols);

— device storage.

5.5 The relationship'of edge computing to IoT

Edge computing is,a\fundamental technology for the implementation of IoT systems. [oT systg
based on sensor,and’actuator IoT devices that exist in the device tier described in 5.3. Althoug
[0T systems do~not include any cloud computing or edge computing elements, many IoT syst]
include an edge'tier, containing [oT gateways and control nodes. It is also very common for IoT §
to make subsStantial use of a central tier, often containing analytic services and management and
systems;commonly implemented using cloud computing.

These'different possibilities can be represented as shown in Figure 4:
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Figure 4 — Relationship of edge computing to IoT

The 10T} edge computing, and cloud computing conceptsaréindependent. While often deployed together,

the pre

sence of any one does not imply the presence of all.

The foyr cases detailed in Figure 4 are as follows:

a) No

h-cloud IoT. Some IoT systems do not employ cloud computing or edge computing; IoT deviceq

can} be connected to non-cloud central Services without any use of edge computing, as shown by “A’
in Figure 4. These are out of scope foy'this document.

b) Cldud IoT. Some IoT devices are directly connected to a central cloud service without any use of
edge computing, as shown by “B” in Figure 4. These are also out of scope for this document

c) Ed
usi

be [0T. Some [oT deyices are connected to edge computing services (that might be implemented
Ing cloud services;ds edge cloud services) that are themselves connected to cloud services, as

shawn by “C” in Eigure 4.

d) Ml.]itirole edgecomputing. Some devices are multirole devices and can function as both IoT deviceg

an

as an.gdge computing node simultaneously, for example a smartphone as a user interface

deyice with 1oT sensors running different apps for different purposes, as shown by “D” in Figure 4

Th

ese’'multiple functions within the device might or might not be aware of each other.

The model of the edge compufting tiers presented in 5.4 above therefore describes a general case, with
no implication that any of the tiers is always present or required. Each system includes whichever tiers
are appropriate to the functions being deployed.

6 Networking and edge computing

6.1 General

Networking is a key element of edge computing. Edge computing involves multiple nodes, which are
networked machines, with activities coordinated between the nodes by means of digital messages

passed

12

between them over the networks that connect them.
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It is typical for edge computing to involve a set of different networks, where the network used to
connect a particular set of nodes reflects the nature of the nodes themselves and also the location and
environment in which they exist.

The ISO/IEC 30141[2] communications view describes 4 types of network, which are broadly applicable
to edge computing:

a) proximity network;

) _access network;

C) services network;

d) user network.

6.1.1 Proximity networks

Proximity networks exist at the edge. Their main task is to connect the nodes in the device ti¢r - the
kensors, actuators and user interface devices. Proximity networks conmect the device tier npdes to
each other, but more commonly connect those devices to nodes in the €dge tier, such as gateways and
control nodes.

[t is commonly the case that proximity networks are local and limited in range - they could alfo have
limited bandwidth. This is driven by the nature of the nodes(at the edge - they are commonly low-
power devices (in some cases "no-power" devices) that cainot support the technology required for
wide-area communications, or they are in locations thatanake it difficult or impossible to provide wide-
Area communications.

Proximity networks often use specialized protocols, can involve intermittent communicatigns and
might not support the Internet Protocol (IP).*Proximity networks often involve very simple, local
and low-power hardware. There are different kinds of proximity network in existence. A small set
pf example proximity networks include IPv6 over Low Power Wireless Personal Area Ndtworks
(6LOWPAN), ZigBee, Wireless HART, and, Narrow Band IoT. It is common that proximity netwdrks are
wireless in nature, to avoid the need fot'cabling to connect to each node, which could be impradtical or
oo expensive.

6.1.2 Access networks

Access networks connect hodes within the edge tier to each other and to nodes in the central tier] Access
hetworks are typically, wide area networks and they also typically support IP. A range of techrjologies
can be employed dor access networks, including wired connections (LAN, Broadband, Fibger) and
wireless connectiohs (Wireless LANs, Mobile (cellular), Low power wide area networks, Satellit¢ links).

6.1.3 Services networks

Services networks typically connect applications and services running in the central tier] These
networks are typically high bandwidth low-latency networks running IP. Services networks typically
exist within a cloud computing data centre, although CSPs can support such connections betwden two
or more physically separated data centres.

6.1.4 User networks

User networks connect end-user nodes to the applications and services running in one or more of the
tiers of the system. Such end-user nodes can offer human interfaces, or they can represent automated
systems with no human interface. User networks are commonly based on the public internet and use
[P - and they can use any of the technologies commonly used to carry internet traffic, including both
wired and wireless systems. It is increasingly the case that the end-user nodes are either smartphones
or devices which use smartphone technologies, with increasing use of wireless network technologies
including Wireless LANs and Mobile (cellular).
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6.2 Virtual networks

From the point of view of software in edge computing, it is increasingly the case that virtual networks
are more significant than the physical networks which connect nodes. Virtual networks, including
Software Defined Networks (SDNs) and Network Functional Virtualization (NFV), are a natural partner
to both virtualized compute (VMs, containers) and also to virtualized storage. Virtual networks use
the capabilities of the underlying networking hardware, combined with various software elements to
provide networking capabilities that are tailored to the specific needs of the distributed applications
running in an edge computing system.

Virtualjzed compute environments, such as VMs and containers, involve tight control and virtualization
of network resources - including both the endpoints exposed by the virtualized environments andalsg
the target network endpoints used by the software running within the environments. The capability of
running multiple VMs on one system, or multiple containers on one operating system, clearly,requires
mappirlg of each of the network endpoints exposed by the software to actual endpoints in the'containing
system} simply to enable the sharing of the system without resulting in clashes. The deplgyment of both
VMs an[d containers requires configuration to deal with these issues.

It is alfo commonly the case that both VMs and containers are used in distributed environments
instances of the same software can run on different systems and thoSe systems can run in
differemt physical locations. Applications are also commonly divided-'into multiple independent
compoments (services, microservices), and these components can each run in separate locations. Ideally,
the actpal locations of the components are hidden from the software ~application components need tg
communicate with each other seamlessly wherever they are runnifng. In addition, it is best for security
reason$ if the application components can only communicate with'each other - external communication
is usually carefully controlled through specifically designated-external endpoints.

The idgal approach to networking for these software arghitectures is that networking is effectively
defined at the application level - a virtual network thatis used only by the application components
and which transparently spans all the locations inswhich application components are running. The
implication is that each application has an assaqciated virtual network - and that, as with virtual
compute environments like containers, each virtual network is isolated from other networks. More
detail qn virtual networks and their relationship to virtual compute environments and to virtualized
storaggq is provided in ISO/IEC TS 23167.

There {s a security aspect to virtual networking, important in supporting distributed applications
With n¢n-virtualized networking, endpoints are exposed on each system where a software component
is run 4 and each endpoint must be fully secured since in principle each endpoint is publicly accessible
With virtual networks, it is possible to define a network only visible and usable by the components of g
specifi¢ application, whereverthose components are running. Other software, not granted access to the
virtualfnetwork, cannotusethat network and cannot get access to any of its endpoints. Put another way
the virfual network itself takes on the burden of securing the endpoints within the network and only
endpoints deliberately“exposed outside the virtual network need to have additional security applied
Equally, software ‘¢omponents connected to the virtual network can be (by design) limited to seeing
and using only those services attached to the same virtual network.

A variefy-0fitechnologies are available to implement virtual networks, some designed for specific typeg
of environment. These include:

— VxLAN: an overlay network technology, specified in IETF RFC 7348!2];
— Kubernetes networking;

— Container networking systems, such as Calicolll and Weave Netl12],
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7 Hardware considerations for edge computing

7.1 General

The hardware used for nodes in edge computing can vary significantly. The nature of the nodes in edge
computing has a major impact on system organization, since the placement of capabilities in the system
is often dictated by the hardware capabilities of the nodes.

Loy A0 ] Hardwsara caomnmalliizac
Y -] Taravwar CCapaotrcics

In terms of the capabilities of nodes in edge computing the key factors are:
— the amount of compute power;

— the nature of the hardware processors involved;

— the amount of runtime memory;

— the amount and type of storage;

— the network bandwidth and latency;

— the network type and its ability to integrate into a larger system;

— security capabilities, e.g. chipset with TPM; software update supported.

For nodes in the device tier, cost is often a key factor since there can be many nodes and keeping their
cost down can be a significant factor in the overalkeost of the system. Cost can include not dnly the
hardware of the device, but also the impact of préviding sufficient electrical power to run the|device.
Cost and the physical environment of the devices can also influence the network technology| that is
used. Another factor is the requirement to maintain devices that can be placed into locations that are
difficult and/or expensive for maintenance personnel to reach. This means that physical maingenance
heeds to be kept to a minimum.

[t is also the case that the cost of edge'nodes of a given capability continues to decrease over time while
the capabilities of nodes of a givénycost continue to increase.

An example is the evolutionwefthe Raspberry Pi system, a low cost system often used in edge computing.
The original Pi 1 had a single core 700 Mhz ARM11 processor with 128 Mb RAM while the Pi|3 has a
quad core 1,2 Ghz ARM\Cortex-A53 with 1Gb RAM which can have up to 10 times the performance of
the Pi 1. The expansien of RAM size is probably almost as important as the higher performance| in that
it enables more sephisticated software to run on the device. This evolution occurred between Fegbruary
2012 and Febrtiary 2016 when the advanced capabilities of the Pi 3 became available at the sajne cost
as the original-Pi 1.

With the\increasing need to implement sophisticated applications (e.g. surveillance, access gontrol,
anomaly detection) on the edge, nodes in the edge tier become increasingly powerful o offer
intelligence. Data transformation, advanced analytics and local decision-making on edge nogles has

ecome more common.Traditional CPUs or microcontrollers are complemented by heterodeneous
accelerators, such as GPUs, FPGAs or ASICs of various types, to enhance the performance and efficiency
of intensive and complex processing (e.g. inference). Moreover, the hardware architecture is tailored
to specific application needs and the constraints of the environment. For instance, the edge nodes for
surveillance can have an architecture optimized for image or video processing, with a form factor
suitable for deployment on the road, at the gate or in the building.

Another important set of hardware capabilities for an edge computing node are sensor and actuator
capabilities.

A sensor is an IoT device that measures some property of a physical entity and outputs digital data
representing the measurement that can be transmitted over a network (ISO/IEC 20924I81). A simple
example is a thermometer which measures the temperature of the air in a room where the output
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might be a message containing the temperature represented as a number in degrees Celsius. In other
cases, the output digital data can be distantly related to the input from the physical environment and
can be output with a significant time delay, depending on processing of the data within the node. For
example, the recognition of the identity of a vehicle number plate from a surveillance camera device can
be based on the input video of a scene where the output is a message containing a string representing
the recognised number plate. In some cases, the physical entity that is measured is the node itself. For
example, a thermometer in a node can measure the node's temperature, or an accelerometer in a node
can measure the movement of the node.

An actyatorisadevice thataccepts digitatinputsamd wiichacts o (e Thanges) ome or moTe propertiey
of a physical entity on the basis of those inputs (ISO/IEC 30141[2]). This can be as simple as switching
on or off an indicator light or as complex as instructing a manufacturing robot capable of manipulating
physicdl objects.

Actuatgrs can require control software loops, where inputs from one or more sensors are-processed
by confrol software which then issues commands to the actuators. Control software 16ops are often
intimately associated with the related sensors and actuators and operate with real timre deadlines (see
Clause [14) to ensure that the actuators perform appropriate actions on physical entities.

It is alsp notable that there are classes of complex devices that combine sets of sénsors, actuators with
substaitial processing and communications capabilities and also with human user interfaces - thesd
types of complex devices are considered further in Clause 15.

8 Software technologies for edge computing

8.1 (General

Softwafe is increasingly a key element in edge computing when the capabilities of a node in an edgg
compufing system are defined and implemented by the software that exists and runs on that node.

However, the nature, organization and capabilities of software vary substantially from node to node
Partly, this is influenced by the capabilities of the nodes themselves. Partly it is influenced by the choicg
of partjcular software technologies. Boththe capabilities of the nodes themselves and the availablg
software technologies are advancing oyertime.

There qre various classifications ofisoftware that are involved in edge computing, described in 8.2
Some of the significant softwareechnologies used in edge computing are described in 8.3.

8.2 Software classifications

8.2.1 |Firmware

Firmwgre is a clas§ of software that is integrated with the hardware of a device and which provides foy
low-level control’of that device's hardware. Firmware is typically held in non-volatile memory within
the deviice.such as ROM, EPROM or flash memory. Firmware typically has limited capabilities which are
specifi¢ to-the hardware of the device.

Simple devices which have limited, fixed functionality could contain and run only firmware. In more
advanced devices, the firmware could form the foundation for more complex software to run on the
device, for example, supporting platform software.

For some types of device, it is not possible to change the firmware of the device after manufacture. For
other types of device, it is possible to update the firmware, for example to fix bugs or to add capabilities
to the device. Where supported, the method of updating the firmware can vary from physical
replacement of the memory storing the firmware, to the update of flash memory contents via a special
procedure.

In general, itis desirable that firmware can be updated, especially to address any security vulnerabilities
that are discovered in the firmware. In an edge computing system, in addition to manual local updates,
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it is also desirable that the firmware update can be performed remotely over the network, with
appropriate security controls to prevent malicious updates to the software.

8.2.2 Platform software

Platform software is software that provides an environment in which other (higher level) software is
executed.

The most typical form of platform software is the operating system (0S) such as Linux, Microsoft
ViTdows anmd AZUTe SPHeTe, ATdrord, RT LITuX (and a targe Set of Simmitar reat time operating syjtems).

Platforms can also include virtualization software such as virtual machines (VMs) and containefrs.

[n other cases, platform software includes a runtime environment which is necessary to e¢xecute
software components designed for that runtime environment. Examples of general purpose rjuntime
environments include Java VM, node.]S and Microsoft .NET Common Language-Runtime, while an
example of amore specialised runtime environment is NodeREDI®]. Some of the§eruntime environments
include a substantial stack of software offering a wide variety of capabilities.

In general, one of the aims of platform software is to provide a set of cagabilities which can be yised by
the higher level software that runs on the platform. This permits the(Simplification and reduction of the
amount of code in the higher level software.

Note that platform software can provide one or more services (as described in 8.2.3) as a means of
providing capabilities to higher level software. Some of¢these services can relate to the usg of the
platform itself, such as lifecycle services.

Note that the term "platform" is subject to over-usé<and can be misapplied. A useful discussion of the
various types of software platforms can be found-ivthe article "The 9 types of Software Platforms"[Zl.

8.2.3 Services

Services are software components that offer specific capabilities to other client software vial one or
more defined interfaces. Services operate independently of the client software that uses them, for
example, operating in their own OS.process.

The capabilities offered by seftware services can be of almost any type. Examples include encryption/
decryption, video processing; artificial intelligence, analytics.

8.2.4 Applications

Application software is a software component that is designed to perform a coordinated set ¢f tasks
for some particular purpose or goal. Application software can directly serve end-users and inf such a
case, the application is likely to offer some form of user interface both to display information to the end-
user andtalso to receive input or commands from the end-user. In other cases, application softwjre can
pperate.dutonomously without a direct end-user interface.

Application software can make use of software services and also make use of capabilities provided by
platform soiftware.

An example of application software within edge computing is the applications used to control a smart
building that ensure that the facilities within the building operate to serve the users of the building,
operate efficiently and alerting maintenance staff where problems occur.

8.3 Significant software technologies

8.3.1 General

Increasingly, edge computing is taking advantage of modern software technologies to deal with the
development, distribution and execution of software across all the different tiers and nodes.
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Many of these technologies had their origins in cloud computing, but they are now being applied to some
edge nodes, where the capabilities of the edge nodes are sufficiently high. The thinking behind the use
of these technologies is "right placement" of the software for the task in hand, taking into account the
processing and storage capabilities of the nodes and the bandwidth and latencies associated with the
networks which connect them.

The technologies described in this clause are described at more length and in more detail in
ISO/IEC TS 23167. This clause concentrates on the application of the technologies to edge computing.

8.3.2 [Virtual machines

Avirtupl machine (VM) is an isolated execution environment for running software that uses virtualiZed
physicdl resources. In other words, this involves the virtualization of the system where thecsoftwarg
within pach VM is given carefully controlled access to the physical resources to enable sharingof thosd
resourges without interference (from ISO/IEC 22123-1:—, 5.5.1). Multiple VMs can run at the same timg
on one|hardware system. The purpose of VMs is to enable multiple applications to.run at the same
time o1} one hardware system, while those applications remain isolated from each.gther. The softwarg
running within each VM appears to have its own system hardware, such as processor, runtime memory;
storagg device(s) and networking hardware.

Each VM contains a complete stack of software, starting with the operating system and continuing with
whatevler other software is required to run the application(s) that execute 'within the VM.

The software that runs in a VM is stored and distributed in the fornief a VM image. To run the software
the target node runs a hypervisor and any associated control and\management software.

Since al VM contains a complete software stack, this means,that the VM can run almost anywhere
However, the completeness of the software stack often means that the VM image is of substantial size
both a§ an image and also at runtime. This can make{distributing the VM images slower and morse
bandwldth intensive. It also means that (relatively) few VMs can run on a particular system due to thd
resour¢es they consume (especially runtime memdry), which is often a serious consideration for edgg
nodes dince they are typically relatively small syStems.

For a cpmplete and detailed description of*¥Ms and associated software, see ISO/IEC TS 23167:2020
Clause p.

8.3.3 | Containers

A contdiner is an isolated executibn environment for running software that uses a virtualized operating
system|kernel (termed the.host operating system). Virtualized operating system kernel means accesg
to the resources of the.operating system kernel is mediated and the software within the container
only gdts to see and,use’ a carefully controlled and limited version of the host OS resources (from
ISO/IEQ 22123-1:—25:5.2). Multiple containers can run at the same time on one hardware system
Containers enable/multiple applications to run at the same time while those applications remain
isolated from gach other.

Each container typically contains application software and the minimum stack of software on which
it depends/ This stack does not include the operating system kernel, which is provided by the host OS.

The software that runs in a container is stored and distributed in the form of a container image. To
run the software, the target node runs a container runtime environment and any associated control
and management software. Container images can be relatively small, depending on the size of the
application code itself and on the number and size of its dependencies. Container images can also be
layered, so that common pieces of software such as runtime environments (e.g. node.js, Java) can be
shared by multiple containers on a particular system.

By comparison with running applications in VMs, containers use less resources (less memory in
particular) and can be started and stopped relatively quickly as needed.
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For a complete and detailed description of containers and associated software, see
ISO/IEC TS 23167:2020, Clause 7.

8.3.4 Serverless computing

Serverless computing is a cloud service category in which the CSC can use different cloud capabilities
types without the CSC having to provision, deploy and manage either hardware or software resources,
other than providing CSC application code or providing CSC data.

TIE COIMITION {OTTIT Of SErVETTESS COMPUtINg IS FUTNCTIONS a3 a SETVICE (Faas ). Faas IS aform of senverless
computing in which the capability used by the CSC is the execution of CSC application code,dn-the form
pf one or more functions that are each triggered by a CSC specified event.

Serverless database is another form of serverless computing, in which the capability@sed by the CSC is
h database, where the database is provisioned, managed and operated by the CSPqand its functipns are
made available via an API. The allocation of storage resources is managed by the'CSP.

For a complete and detailed description of serverless computing, see ISO/IECTS 23167:2020, Clause 8.

8.3.5 Microservices

Microservices architecture is a design approach for building cloud’ native applications, which| is also
useful for building applications suited to edge computing.

For an application built using microservices architecturg, the application is divided into a series of
Keparate processes termed microservices, which are deployed independently and which are connected
by service interfaces. Each microservice is designed toimplement some specific area of function, say a
particular technical capability of a particular business process. Each microservice can be developed,
tested, operated and updated independently.

A full description of microservices is given ieJSO/IEC TS 23167:2020, Clause 9.

O Deployment models and service capabilities types and service categories for
edge computing

Cloud computing has a variety of deployment models, cloud capabilities types and cloud [service
categories, as described in1SO/IEC 17789[4] and I1SO/IEC 17788!2l. Similar models, types and categories
hpply to edge computing.

0.1 Deploymentmodels

The nodes inthé device tier, the edge tier and the central tier can be owned and managed by # single
prganization: This is equivalent to a private deployment model across all the tiers:

— private device deployment;

-~ private edge deployment;

— private central deployment.

However, other deployment models are possible for each tier and the deployment model for one tier does
not have to be the same as that of other tiers. In each tier, the following deployment models can exist:

— private deployment

where the deployment is either owned and managed by a single organization, or where a provider
makes the resources available exclusively to a single organization (i.e. no sharing of resources);
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— public deployment

As an |example, telecommunication organizations are making available edge nodesas-a service
where [these nodes are based around the widely distributed network hardware opérated by thesq
organizations. For example, nodes with compute and storage capabilities can be avatlable in mobile
phone fetwork base stations.

9.2

As for dloud computing, the capabilities provided by any node in any of thetiers can be one of the three

9.3

In cloud computing, a service category is defined as "a group of cloud services that possess somg
common set of qualities”.

As for dloud computing,edge computing services can be offered in any of the tiers and can be any one of
many different service ¢ategories, of which examples include:

20

w
w

here the deployment is owned and managed by a provider who makes the resources available to a
ide range of customers (i.e. resources are shared);

community deployment

A\
a

here the deployment is owned and managed on behalf of a group of organizations who have
relationship with one another and a shared set of requirements (i.e. the resources are shared

amongst the community):

hybrid deployment

w

inffrastructure

wW.

pl

w

mare execution environments supported by thesnode;

application

w

analytics;
imjige progessing;

enfitytracking;

re a given tier has a combination of the other deployment models.

Service model capabilities types

re the user of the node can provision and use processing, storage or networking resources;
form

re the user can deploy, manage and run user-created or user-acquired applications using one or

re the user can make use of one orore applications provided by the node.

Service categories

control processing;

content distribution;

IPTV;

platform services such as running containers, object stores, databases.
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10 Data in edge computing

10.1 General

Datais a key element of any form of computing. Since edge computing is a form of distributed computing,
three aspects inevitably apply to data in edge computing:

— the flow of data between nodes in the system;

— the Storage of data on nodes In the system,
— the processing of data by nodes in the system.

These three aspects of data in edge computing are considered in this clause.

10.2 Data flow

[n edge computing systems, data is typically generated by sensor devices and also through inputjto user
interface devices. Other data can flow into the system from outside sources‘and can be held on nodes in
any tier of the system. Data can also be produced within the system as theresult of processing adtivities
such as analytics. This can include derived data resulting from the\use of the system as descyibed in
[SO/IEC 19944122,

Data flow can take place between two or more nodes within one edge computing tier, or it can take
place between nodes that exist in different edge computing tiers. The essence of the data flow is that
the data is made available to storage and processing.résources on the receiving node(s). It ig useful
to place the data flow in the context of the model of edge computing described in Clause 5 - ag shown
in Figure 5. It is notable that data flows can be both between nodes in one tier (e.g. between djfferent
devices in the device tier) and also between nodés'in different tiers (e.g. between a device in thg device
tier and an edge tier node).

Device Tier \O

Q
A I
Edge Tier \%O : -

N\

Central Tier

Figure 5 — Data flows in edge computing systems

One purpose for data flow is that there can be insufficient storage capacity available on the source
node. For example, it is often the case that nodes in the device tier have limited storage capacity. In such
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cases, the data must flow to other nodes for long term storage, typically in another tier. Similarly, the
data could require software analysis that takes more processing power than is available on the source
node. In this case it is necessary that the data flows to node(s) where sufficient processing power is
available. Data flow is also necessary to support resilience and availability objectives when data is
stored in multiple redundant locations or datasets are replicated on multiple nodes in the system.

Another important purpose for data flow is to aggregate data coming from multiple sources. Some types
of data analysis are only possible when combining data from multiple sources, such as multiple sensors,
or where current data is compared w1th historical data. Data aggregatlon isa ma]or c0n51derat10n in

flows. s described in Clause 6, there are various different kinds of networks asseciated with edgs
computiing systems. The networks can vary in their bandwidths and also in the lateney associated with
moving data over those networks. The bandwidth and latency can have considerable impacts on system
design,|as described in Clause 14 and can influence the placement of both\storage and of software
components.

Netwoik bandwidth limitations can be addressed by means of techniques that limit the amount of data
that flojvs. One possibility is to flow data only when a significant change takes place. Compression of the
data is pnother technique that can reduce the volume of the data'to flow. Another possibility is to flow
data in|digest form or where pre-processing has taken place to feduce the volume of data. An example
of pre-processing is dealing with facial recognition from a.yideo stream, where the video stream ig
procesged locally to extract the essential characteristics;of a face, which involve much less data and
which ¢an then flow across the network to node(s) where the characteristics can be compared against 3
potentiplly large database of known faces.

An addjtional consideration applies where data is'used at or near the edge, but where that data has 3
source [that is distant from the edge. The case’of network caching of data (especially audio and video
data) ready to use at edge nodes (often user interface devices) has been common in association with
web serving for a long time. The conceptoficaching can apply to any centrally held data that needs to bd
used at{or near the edge for other usecasSes such as augmented reality and virtual reality. Data caching
can improve delivery speeds and reduce network traffic.

A speclfic example of the usé of Edge functions to mitigate network bandwidth usage is in video
streamjfng services such a§ non-Internet IPTV and internet-based video streaming services. IPTV,
systems and internet Gontent Distribution Networks (CDNs) commonly use Edge-based cacheg
of poptilar video content placed as close as possible to the consumer (e.g. in the local telephonsg
exchanpe or cable T head-end). This approach reduces bandwidth usage in the core network, and
can alsp enable advanced video features such as fast channel change between live IPTV channels (e.g
ETSIT$ 102 034V2.1.1 (2016-04) - Annex 1[24]),

However, there are also good reasons why data flow can be undesirable. One case is where the data
involveld has privacy and/or confidentiality concerns. Flowing such data can expose the data to the risK
of falling into the hands of unauthorized people. Another case is where the data concerned is subject to
laws and regulations that restrict either the movement of the data or the purposes for which it can be
processed. In other cases, data flow can be wasteful of limited network bandwidth.

Describing the flow of data across the 3 tiers of edge computing is especially useful when there is a
need for transparency about where data is generated, where it is processed and where and how it is
used. This may be necessary to address concerns about security, privacy and rights and responsibilities
involving data and its value. For more information about data flows, data categories and data use
statements see ISO/IEC 19944[22],
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10.3 Data storage

Data can be stored on any node in the edge computing system. The amount of storage available varies
from one node to another. Generally, there is less storage volume available on device tier nodes, due to
size, cost and power consumption reasons. Edge tier nodes often have more storage space available,
while central tier nodes typically have very large amounts of storage capacity ("unlimited capacity" is
often said of centralized public cloud computing data centres).

The availability of storage capacity can influence system design, with the tendency to store large

] £ o4 1 AN ralas 14 L H AN rS 14
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One good reason to store data near the edge is to provide for autonomy. There can be a concgrn that
communication to distant resources, such as those in the central tier, might be subject to interjuption.
[f processing in the edge tier and device tier becomes dependent on these more distantiresourdes, that
processing is likely to fail if communication is disrupted. This can have undesiraple.consequerces. An
example is the case of an edge computing system supporting a production linefin-a factory. Fajilure of
the communications to a central tier cloud service can have the effect of stapping production, which
is very costly. As a result, such edge tier systems are designed to be autonomous and store the data
needed close to the edge to ensure continued operation and use the central tier for capabilitie§ whose
failure does not disrupt production.

However, storing data in a single location has the downside of vulnefability to point failures. The failure
pf a node could involve the loss of all data stored on that node. Asia result, replication and backup| of data
is desirable, at least for any data whose loss could impact the operational effectiveness of the system.
[deally, such replication and backup is built into the desigh of the system and permits autpmated
recovery after a failure occurs.

While simpler or older systems might use storage devices directly, more sophisticatgd and
hdvanced systems use one or more storage services to handle the storage of data, as descrjibed in
[SO/IEC TS 23167:2020, Clause 12. Such storage Services can virtualize storage capacity and engble the
transparent provision of capabilities such-ag;replication and backup. In addition, storage services can
pffer enhanced features such as database-capabilities, which can better suit the software runhing on
the nodes concerned than raw storage'devices. ISO/IEC 17789[4] defines a functional compongnt as a
functional building block needed toengage in an activity, backed by an implementation. Data stprage is
described as resource layer funetional components in ISO/IEC 17789[4]. The resource layer furctional
components include resource abstraction and control and physical resources.

Virtualization of storage permits a flexible, policy-based approach to the locations used to stpre any
particular piece of data. For example, storing frequently used data locally to where it is being used,
while lesser used dat@a can be transparently moved to a location where there is greater storage capacity.

10.4 Data processing

Data processing by software is key to any system since it defines what the system does. In gn edge
computing’ system, the key questions are what data processing is taking place and where that data
processing is taking place.

For) cloud computing, data processing is described as services layer functional compongnts in
ISO/IEC 17789!4l. The services layer functional components include service capabilities and service
orchestration. The service capabilities functional component consists of the necessary software
required to implement the service. The service orchestration functional component provides
coordination, aggregation and composition of multiple service components in order to deliver the cloud
service.

There are two main types of data processing taking place in an edge computing system - analytics and
control. Analytics processing is examining data, potentially from multiple sources, to produce results
of interest. Control processing is examining data about the real world with the intention of controlling
activities in the real world. Analytics and control processing can exist independently, or they could be
combined, with the analytics producing results that help the control processing make decisions.
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An example of combined analytics and control processing is where monitoring data about some
running machinery is analysed in real time, looking for evidence of faults. Where one or more faults
are detected, the results are passed to control software that can take action to deal with the fault
concerned. For example, the control software can shut down the machinery concerned or make
(automated) adjustments to correct for the fault.

Another example involves the use of a mobile device serving the needs of a human user. A smart phone
is a typical example of such an edge tier device. To give a good user experience, it is necessary to conduct
a significant part of the processing on the mobile device, sending requests to other nodes only where
necessqry, XAIITPIE o;. dCCE o up-to-date imnfo atio O EX eI TId OUTTES. £ d Odx
map agplication which can provide real time information on traffic conditions is an example of such
a desigh, where the maps and the control over the view presented to the user are handled locally’tg
provid¢ rapid response to the user, while updates on the traffic conditions flow from a central nodé that
has accss to information flowing in from a wide variety of sources.

Where the processing takes place can be a complex question for edge computing systents,

It is often the case that control software is located near the edge either in the device tier or (morg
commonly) in the edge tier. The location is chosen for reasons of latency and fer veasons of autonomyj
since njore distant locations might not be able to react quickly enough to meet\the time demands of thd
system|and such locations might be more prone to failures in communicatidns links.

However, edge computing often involves a hierarchy of processing, with software layered through the
differemt tiers, depending on the computing resources available, the,volume and location (or origin) of
necessgry data and the communication links involved.

Layeregl software involves dividing up the required capabilities into separate software components
that operate on different nodes in the system and which ¢ooperate to produce the required results
The diffferent software components can be designed toaécommodate the characteristics of the nodes
on whigh they are intended to operate such as dealing with relatively low compute power and limited
memorfy for edge tier devices, while placing software components requiring high compute power and
more njemory onto central tier systems.

In add{tion, some processing could require. dccess to multiple different sets of data where thosg
differemnt sets of data have different origins. The origins and volumes of the data involved can affect
the placement of the processing. The ‘more different origins and the higher data volumes tends to
favour p more centralized location fer the processing, since flowing the required data to the (multiple)
procesging locations in the edge tier can become problematic.

One approach to data processing in edge computing is distributed analytics and distributed queries. In
this cage, the data in the system is not centralized, but is distributed or "sharded" across many nodeg
in the pystem, with different pieces of the overall dataset in different nodes at different locations
Analytic and/or query software components are then also run on these distributed nodes, each node
producfng a partial ¥esult, with the partial results being combined to produce a complete result. Whilg
such digtributed analytics can be done by software components that are fixed on particular nodes, it is
increadingly the'case that the software components are designed for a virtual distributed environment
as desqribéd(in Clause 12. Such software components are then dynamically deployed to the nodes
holding the relevant data and executed on demand.

11 Management of edge computing

11.1 Management and orchestration fundamentals

Management and orchestration of edge computing is a significant challenge due to the distributed
nature of edge computing systems and the presence of considerable heterogeneity of components
across these systems. Orchestration is the automated arrangement, coordination and management of
the set of nodes and the related set of software components and data elements that make up the system
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Heterogeneity applies to the nodes themselves, especially in the device tier, but also in the edge tier.
The node hardware can vary substantially, as also can the software running on the node. Heterogeneity
also applies to the networks connecting the nodes. The proximity networks connecting the nodes in the
device tier to each other and to nodes in the edge tier can use many different technologies and protocols
(see ISO/IEC 30141[2] for further information about proximity network technologies).

One of the major areas of management of edge computing systems is termed operations, which covers
collections of capabilities that deal with:

Draovicionina and Denlaoument: Canahbilitice for lifocucla managoamont for 2 comnonent in luding
OV oottt E ooy orper ToT—T11T T TS eI eI ToO TP oTreTre—y

....................

configuration, onboarding, registration, asset tracking, deployment, deactivation and rerhogyal.

— Management: Capabilities for actively managing components, enabling commands to be‘issu¢d from
a management system that are directed at the various components making up the system.

— Monitoring and Diagnostics: Capabilities that enable the continuous gathering of informatign from
the components of the system about their activities and behaviour. The major intent is to|ensure
that all components are operating correctly and that where deviationis from correct behaviour
occur, these deviations are identified rapidly, that the cause(s) are idéntified, alerts generafed and
where possible, corrective actions taken.

— Prognostics: Capabilities using predictive analytics whose main,goal is to identify potentia] issues
before they occur and recommend actions to mitigate thems

— Optimization: Capabilities that aim to improve reliabijlity and performance of the system,|reduce
energy consumption, and increase availability as the'system is used.

One aspect of many edge computing systems is that sugh systems often involve large scale wherje many
components are running in many locations. Systemyr;management for edge computing systems needs to
hddress the scale of the edge system and a key aspect is for a high level of automation of the opgrations
capabilities. This applies to initial installationtand deployment, through upgrades and fixes. A [further
pspect supporting automation is that managément processes are distributed and capable of expcuting
putonomously if necessary, to both deal with any outages of communication from the edge| tier to
central tier and also to provide more timely reaction to events as they occur.

An aspect of dealing with the scale of edge computing systems is that there is a mechanigm that
keeps track of all the components of the system, both physical components (nodes, networks) and
hlso software and virtualssesources. The management capabilities need to know which hajdware
components are present, how they are connected, what software is in use where and its version|level.

The design of an edge computing system aims to address reliability, availability and servicgability
("RAS") as a suppeft'for management of the system. Reliability concerns can be addressed for gxample
by using redundant configurations, avoiding single points of failure. Alternatively, componenits with
preater inhefent reliability are used. Serviceability covers hardware, software, networking and data
components--Hardware components need to be capable of being swapped out and this also [implies
ease of aceess to the component. Software components need to be upgradeable whether the software
is firmware, platform, service or application. Software needs to be autonomous as far as pjossible,
.e; upgrades are automated and require minimal intervention. Data needs to be replicated| unless

he’data is frn]y dicpncnh]n and its loss would have no impnrf on the cycfnm n:\fn’ inr‘]nding System

configuration, needs to be capable of being restored to a system that has been upgraded or swapped.

Infrastructure management is an essential base capability, managing all the nodes in the edge system,
including device management as far as possible. It is likely that some of the nodes and devices are remote
from the location of the management system and the administrators, so that remote asset management
is necessary. It is desirable that nodes support both in-band and out-of-band management capabilities.

In-band capabilities refer to those capabilities that are available when the node is up and running,
while out-of-band capabilities are those which are available when the node has been stopped. Out-of-
band capabilities might include features such as the ability to stop and restart the node, or to perform
a firmware upgrade, which might involve a reboot of the system and the stopping and restarting of the
software which normally runs on the node.
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11.2 Management plane, control plane and data plane

Given t

hat an edge computing system fundamentally involves distributed computing, with sets of

networked nodes communicating with each other to achieve the goals of the system, it is valuable to
consider management and control of edge computing systems in terms of capability planes. The concept
of capability planes is derived from networking[2Z1[28],

Note that "control” in the sense meant here is not the same as a control system managing the behaviour
of actuators in an edge computing system.

It is desirable that all components in the edge computing system provide management and contfol
interfages. The edge system can be considered as being divided into 3 capability planes, dedicatedtg
separatfe capabilities:

— dafta plane, which is used for communication between system components for the purposes of the

ap
dat

— con

to the data plane. These capabilities can be automated or can be exerciséd by one or more of the
rolps associated with the system, including end-users. It is desirable for control plane capabilities to
haye some autonomy and continue working even when unable to comimunicate with other parts of

the

— maq
the

plane can make changes to the control plane. The management plane often involves a centralized set

of {

Note th
signifig

Securit
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securit
three p
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the cenfral tier, e.g. registries, directories, certificates, single sign-on, event logging.

A coup
describ

lications and services which embody the business capabilities of the system and-through which
ais carried in the system.

trol plane, which is used for direct control of deployed capabilities where thiose capabilities relats

system.

nagement plane, which deals with overall management of the-system involving capabilities such ag
deployment of code and policies and the monitoring of caimponents of all kinds. The management

apabilities for the entire system, dealing with the issues of scale described in 11.1.

at these capability planes are not layers and where they are shown on a diagram, there is no
ance to their placement in relation to one another.

y and privacy form cross cutting aspects{as described in ISO/IEC 17789[4] and in Clause 13 of this
ent) that relate to the security of the systems and the privacy of the data and which apply across
be capability planes and across the tiers of edge computing. Orchestration and harmonization of
 and privacy capabilities across the tiers is essential. Different capabilities exist in each of thg
lanes. So, for example, the data plane can handle encrypted communication of data, while the
plane can handle the encryption keys required to do this, while the management plane can apply
cies as to which communications need to be encrypted and which encryption scheme(s) to use.

urity and privacy capabilities often include activities that depend on functions implemented in

e of examples™from telecom and from IoT can help explain the three plane organization, ag

ed in Tablett:

Table 1 — Examples of data, control and management plane capabilities

Plane Example from telecom Example from IoT
Relating to a telephone line and |Relating to the use of a heating system for a build-
the service delivered over it. ing, with associated heater units and temperature
and energy use sensors.
Data plane In a telephone system, the sound Heater units apply energy to heat a building space.
of the voices in the conversation is |Sensors report the energy use and temperature
carried over the data plane. information.
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Table 1 (continued)

Plane

Example from telecom

Relating to a telephone line and
the service delivered over it.

Example from IoT

Relating to the use of a heating system for a build-
ing, with associated heater units and temperature

and energy use sensors.

Control plane

Making a phone call by dialling a
number is an example of the
control plane.

The operator has controls to turn the heating unit on

and off, and to adjust the desired temperature.

The routing of an 800 number to the
right physical line is an automated
control example.

There can he a frost prevention capability thath
the heating units on if the temperature falls bele
temperature.

Each unit has an emergency off button and an aut
cut-out to shut it down in the event of @fire or oth

ings
v a set

matic
br fault.

Management
plane

Having a new telephone line
installed, associating a line with

a billing account, and allocating a
phone number to it are examples of
management plane functions.

Some telephone sets such as a
smartphone require identification,
authentication and authorization
before telephone or data service is
enabled, typically through the use
of a physical or virtual SIM card, or
implicitly for landline services.

Security requires a subscriber’s
identity to be verified before they
can add a new telephone line or
make changes to an existing service.

The organisation can employ a centralised heatir
management system which can menitor all their
heating units, push down revised firmware, set |
on when they can be used, how much energy can
used at a given time and how they can be set by t
staff, and ensure the tulits remain secure from

hacking. It might also monitor and predict end-of

and other faults based on individual and aggregated

unit data.

Security hanagement for the heating system include

access-controls, identification of components,
certifiéates, detection of breaches, logging of dat
control and management plane events.

g

mits
be
he

-life

R
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The three capability planes can extend throughout all three tiers of the edge computing model as shown

in Figure 6:
Device Tier Edge Tier m

Raw device data Collated/aggregated data
Command data Analytic output data Q(]/Q’

'\g

Control requests and alerts

Data Plane

Congtrol Plane
Control requests

il

Parameter setting Parameters and data updates

bl e e ne Device registration

Code, policies, certificates, configuration..

Device registration Node registration
(, ~ |

Code, policies, certificates... Code, policies, certificates...
\/

&

Actions - incident handling

Actions —incident handling

)
Q)
S

Figure 6 — Relationship of capabili.Q\ planes to edge computing tiers

¥
The arrows within the planes in Figure 6 r@@esent possible abstract information flows within the
distribfited computing system. The specjfie- information flows shown in Figure 6 are illustrative
examples only and are neither prescripti or exhaustive of the many possibilities. The direction of thd
arrows|in Figure 6 indicates the generalflow of information and does not preclude acknowledgementg
or othef specifics of the protocols l@df

I

The control plane and the management plane need to be isolated from the data plane and from each
other, ih networking terms.(It)is desirable that access to each of the control plane and the management
plane is strictly control@ and uses additional security mechanisms such as VPN, secure virtual
networfks and multi-f authentication.

11.3 Gloud-b@tmanagement and control of edge tier nodes and device tier devices

11.3.1 Geghﬁ
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management and control of device tier devices and edge tier nodes (including but not limited to IoT).

Such cloud-based management neither requires nor precludes the use of cloud computing technologies
(such as virtualised software execution environments) in the devices or nodes being managed by the
cloud service.

11.3.2 Control of services from a device

In many cases, the device tier node allows a user or application to control some part of the service. The
control plane can be used to formulate and make requests of the service (such as making a VoIP call).
The cloud service can also use the control plane to deliver alerts and instructions to a device (such as
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notifying of an incoming call). The data plane can then be used to deliver the service (in this case a VoIP
voice connection).

EXAMPLE

A television is connected to a set-top-box which provides access to a cloud-based IPTV service. The viewer
is able to request channels, pause the video stream, and control other aspects of the service. The set-top-box
connects to an edge tier concentrator node which is physically located in a local telephone exchange. Many
commands (such as for popular local channels or stored content) from the IPTV subscriber can be handled

Aixactly by tha conmcnntratrar noda Otbarc (oo oo waoacte £or o oo chapaalc) oo oo 1t in the
e ety Byttt eeRtratoroat— ottt rS(SHea s Teqgue St ore-—oo5eure— tahiherS—atTestrt

concentrator node requesting additional service functions from the central tier cloud service.

11.3.3 Management of devices and edge nodes from a cloud service

The management plane can extend beyond central tier computing out into deyice tier and edge tier,
which can be independently owned by the CSC or a third party, and can be, located a consiferable
distance from a centralized cloud computing node.

A CSP can offer management of devices (of whatever kind) from a cloudrservice. This involves|linking
the device or edge node and the cloud service in some way, such that\the device can receive gnd will
nccept management actions directly from the cloud service.

EXAMPLE 1

This approach is already common with mobile phones todaygespecially in BYOD scenarios where the enfployer
wants to ensure their employees do not put corporateinformation or systems at risk. A mobile |device
management (MDM) system works when the employeé«device is registered with the MDM cloud servige, and
the control of the device by the end-user (control planeZactions) becomes subject to the policies set by thg MDM.
This can include forcing the installation of phone‘and app security certificates and patches, virus scanning,
delivering and configuring essential corporatesapps to the device, enforcing appropriate communidations
security and, if necessary, removing any corpérate information from the device in the event that it is [lost or
stolen.

EXAMPLE 2

Returning to the IPTV example given in 11.3.2, the management plane is responsible for handlihg the
registration of the set-top;box to the system, verification that the set-top-box is a genuine approved |device
for the service, and delivery/of security certificates that will be needed to access the program stream/and to
decode encrypted TV.-channels. The management system instructs the set-top-box on the policies that must
be obeyed, such as-bloecking of private recording of high-quality video outputs. The management gystem
also configures the edge tier concentrator node for matters such as where it should obtain EPG information,
security protocels to use, and collects data such as concentrator loading measurements and progfamme
viewing statistics for offline analysis.

While amranaged device in the device tier or managed node in the edge tier is certainly managed by the
cloud\service, it doesn’t become part of the managing cloud service, so it remains in the user laygr of the
cloud computing reference architecture. It is also common that such devices or nodes are owned by the

Vv U U U d U PJa Y d d Yy

11.4 Orchestration and maintenance

There is a need for the management system to provide orchestration of the components within the edge
computing system. Orchestration primarily involves the coordinated deployment of compute, data and
networking components. Where these components are virtualized, as described in ISO/IEC TS 23167,
orchestration can involve the use of tools such as container management systems as described in
ISO/IEC TS 23167:2020, 7.4.

It is worth noting that edge computing systems, like IT systems more generally, have a need for ongoing
development and maintenance - that components are not simply deployed once, but they are updated
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and redeployed over time. Associated with this is the concept of providing continuous delivery for edge
computing, building on the concepts of continuous deployment and continuous delivery as described in
ISO/IEC TS 23167:2020, Clause 10.

11.5 Management of data, rights and resources

The management system needs to provide distributed data management. Elements of data are likely to
exist in many nodes in the edge computing system and are also flowing between nodes. It is necessary
for the data management system to be aware of the presence and location of data. The data management
system| has an aim to ensure the availability and integrity of the data, with a particular concernctg
ensurelthat important data is not lost. This can, for example, involve the system moving important.data
from npdes with limited storage capacity to secure long-term storage facilities, if new data iS)being
continyally added those nodes.

One aspect that applies to some kinds of edge computing system is the question of rights‘management
This cqn apply in situations where edge computing involves multiple different orgarizations and
where data from one organization is transferred into the control of a second orgahization. In thesq
cases, the originating organization can decide to place limits on what can be done with the data by the
second|organization. If this is the case, the management system needs to include rights management
capabilfities to ensure that the data is used only in ways that are permitted to\thie second organization.

The m3gnagement system provides resource management. It is typical for"an edge computing systeny
to haveg resources with restrictions, such as limits to compute capability (processing power, memory)
storagq capacity, network bandwidth. The management system has to allocate resources appropriately,
potentiplly dynamically as the demands on the system changé) This includes network management
which ¢an include the use of virtual networks as described in’ISO/IEC TS 23167:2020, Clause 13.

11.6 Security and privacy management

Securitly and privacy (protection of PII) have asseciated management capabilities. The management
system|aims to address the security of individualkeomponents and also the security of the orchestrated
sets of pomponents. Similarly, the management.system has to be aware of the presence of PII and aims
to ensyre that the PII is protected appropriately, wherever it is in the edge computing system. It is
desiralle for the management system te‘tecognise that additional PII can in some cases be generated
through the bringing together of different data elements (e.g. data from different sensors). See Clause 13
for a full discussion of security in edge computing.

12 Virtual placement

In many edge computing-systems, particularly those systems based on the use of older or less capablg
technologies, it is typical for the placement of specific software and storage capabilities to be decided
at design time, or-at the latest at the time that nodes are installed into the system. In other words
the capabilities{of 'particular nodes in such systems are fixed and do not change over time. This is
particullarly the'case for nodes in the device tier (e.g. sensors and actuators) but can also apply to nodeq
in other tiets(such as the edge tier.

The adventof more tapable Todes with greater processing tapacity {faster processors, TIOTE TEToTY
and more storage combined with the utilization of virtualization technologies (as described in earlier
clauses in this document) and service-oriented application design changes the situation significantly.
Now it is possible to place software components at whatever location is most suitable for the purposes
of the application and it is also possible to both update the software as desired, to run multiple software
components on the same node and to change the set of software components running on a given node.

The vision of applications as sets of interacting components and datasets (the microservices model,
derived from cloud computing practices), where each component can be independently deployed and
scaled and where connections between components are virtualized, allows for the concept of "right
placement” of components. The location of an instance of a component can be chosen to suit the needs
of the application. The choice can be influenced by important factors, such as required deadlines for
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processing (see Clause 14), the latency of access to other components, the latency of access to data,
the volume of data to be accessed and the bandwidth available over the network connections. These
factors remain unchanged, what changes is the ability of the software to adapt to them in a variety of
alternative ways.

Location independence follows from use of the virtualization technologies where connections between
components are made over virtual network connections. There are no fixed locations. Data accesses are
also achieved via data service interfaces, which effectively virtualize the location of the data. Multiple
instances of a component can run at the same time and these instances can run in one location or in
Tuttiptefocations spreadacross the retwork- Wirere the irstances Turmr s tranmsparent tousery of that
component.

Using virtualization technologies such as containers, any software component can_beldynamically
updated as is done in cloud computing. This addresses one of the key concerns anddeéy limitations of
plder edge computing systems. It is possible to evolve the capabilities of an edge eomputing system by
updating the software on a particular node. An example could be an edge node| which is performing
image analysis on a video stream supplied by a camera sensor in the device {ayer. The image gnalysis
can start out performing relatively simple identification of humans (say).in the scene but evolve over
time to add capabilities such as gait analysis, or face recognition, all through advances in the rielevant
software components, dynamically updated.

[n the virtualized environment, the handling of data is also fluid and mutable over time. Data might be
stored locally where it is generated, or it might be moved to a location where more processing power is
pvailable to analyse the data. Data can be replicated to multiple locations, either as a whole or in part,
and potentially sharded. With the ability to move processing to the data, on demand, it is also gossible
to use distributed data analysis techniques ("distributed queries") where analysis of a large data set
(does not necessarily mean that the data must be gatheyed in a single central location. Instead the query
pr analysis is created in one place and then the results are transmitted to a distributed set of nodes
where the data exists and the results sent back and collated. An example implementation of this|type of
technique is the Gaian databasel13],

Data can also be processed using a streaming technique. This is typically associated with the use of
messaging systems, such as Apache Kafkall4l, where data is delivered though the distributed syptem as
h stream of messages and can be stored and processed at whatever nodes are most suitable for the task.

Virtualization techniques do not-imply that all processing moves to the edge tier. "Right plagement"
can still indicate the need to'perform some processing centrally in a large data centre. This is ljkely to
be the case where analysis)requires a very large amount of compute resources, or where the gnalysis
involves large quantities of (often historic) data, potentially from multiple sources. It would be difficult
to place processing 6f this nature in the edge tier, since much of the data involved would haye to be
pccessed remotely.and the edge tier might not have the necessary processing resources available.

13 Security and privacy in edge computing

13.1\General

dge computing has assaciated risks and as a result needs to incorparate appropriate contrpls and
capabilities that satisfy business expectations and applicable regulations to secure and protect
information, systems and nodes. Information security is one key element that applies across all the
elements of an edge computing system. Commonly, edge computing systems also process personally
identifiable information (PII) and as a result involve the need to protect that PII to provide appropriate
privacy.

As indicated by the ISO/IEC 30141[2], edge computing systems also usually involve more than the
aspects of security and privacy. The term trustworthiness is applied to these systems, encompassing
the additional aspects of safety, reliability and resilience in addition to security and privacy. These
five aspects of trustworthiness interact with one another in ways that can create challenges for edge
computing systems that go beyond those that apply to other types of systems.
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It is also necessary to recognise that the term cybersecurity is often applied to edge computing and
to IoT systems. Cybersecurity typically involves a different viewpoint than information security,
concentrating on the risks that arise from constructing "systems of systems", with nodes in multiple
interacting tiers using networks that can be used to mount attacks on those systems.

Some edge computing systems, particularly those involved in manufacturing and control, also involve
combining traditional operational technology systems with information technology systems. This can
cause difficulties for security because operational technology systems have a different approach to
security than information technology systems.

13.2 Applying foundational security principles

Founddtional security principles are discussed in the OWASP Security by Design Principlest?3]YEdge
computing systems apply foundational security principles to:

— sedure information to ensure its availability, its integrity and its confidentiality;

— sedure systems to ensure that they operate to design, that they cannot be hijacked, that they havg
no vulnerabilities, that they are available (e.g. address DDoS attacks);

— defect attacks and incidents, record and report attacks and incidents;

— engure that nodes only communicate with other authorised hodes and that networks arg
apIropriately protected;

— apply all appropriate data protection principles where perSonal data is involved, when stored or
prgcessed on a node, or when transmitted on networks between nodes;

— engure that access to or management of nodes in_the system is subject to authentication and
authorization;

— adgpt the security functions to the specific arghitecture of edge computing;
— degign security functions that can be flexibly deployed and expanded;
— prgvision the system to continuously~mitigate attacks within a certain period of time;

— prgvision the system to tolerate function failures within a specified range while basic functiong
cofjtinue to run as designed;

— engure that the entire system can quickly recover from failure.

Securitly requires a comprehensive approach to all entities in the edge computing system, applying
the foundational security principles during the whole lifecycle of the system, from design through
implemnentation, allowing for maintenance and update and finally termination or retirement.

An edge systenicould involve spanning trust boundaries. Edge systems are often built as "system§g
of systems'tand the ownership and control of the component systems could belong to different
organizations and/or individuals. Such trust boundaries need to be addressed as part of the overall
systemldesign

13.3 Secure nodes and devices

Given that edge computing systems are built from a networked mesh of nodes, it is important to
consider the security of the nodes and especially of those nodes in the device tier and in the edge tier,
often having fewer capabilities than other nodes. It is important that the nodes and devices provide
mechanisms to ensure that they operate in a trusted manner at all times. This trust ideally would be
consistent across both the hardware and software elements of the node or device.

Items to consider in providing secure nodes and devices include:

— hardware root of trust;
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— secure cryptographic keys;

— certificate based authentication;

— software compartmentalization;

— protection for all potential attack surfaces, with multiple mitigations for threats;

— software integrity and updateability;

— datd IMtegrity and tImeiness;
— detection and reporting of incidents.

Hardware based root of trust is an approach to both defend against low-level softwargtattacks pnd the
basis of ensuring that only authorized software can run on the node or device. One example of hajfdware
root of trust is covered by ISO/IEC 11889-1[28],

Cryptographic keys are essential to many of the security capabilities of any hode. Having those keys
stored in a hardware-protected vault is important to avoid the compromijse of security capapilities.
Assigning the keys to the device at creation is one strategy to employ.

Authentication is necessary for the node or device itself (e.g. in praving its identity) and for capabilities
running on the node. It is typical to achieve authentication using*signed certificates, using prptected
cryptographic keys.

Software compartmentalization, providing barriers between different software components fjunning
pn a node, prevents a problem (including a breach). concerning one component from spreading
to other components. The barriers could be hardware imposed or hardware assisted and |special
provision is often applied to sensitive areas of mi¢mory, such as the storage used for cryptopgraphic
keys. Compartmentalization can also apply to-storage, so that only specific software can| access
hnd use specific areas of storage. Containers'and VMs generally provide for this form of s¢ftware
compartmentalization, not only isolating software components from each other, but also limiting what
pther software components they can cofinect with over the network.

[t is typical for any particular node or device to have multiple different attack surfaces. Prdtection
needs to be provided for each potential threat and the countermeasures provided in depth to mitigate
pgainst the effect of a breachs

Only authorized software.is allowed to run on the node or device. Integrity checking can be ppplied
to the software to ensure that it is both authorized and that it has not been subject to tampering.
A desirable capability“is the ability to check the validity of software remotely. At the same tjme, all
software ideallywetuld be updateable so that any new vulnerabilities or threats can be addressed.

Integrity of<data within the node ideally would be protected and the timely availability of the data
needs to,he’addressed, which can form another type of integrity (i.e. out-of-date data is not ysed for
decisiommaking).

Detection and reporting of incidents is a key requirement. When an attack occurs, it must be detected
and reported so that appropriate management action can be taken. Reporting of routine activities is
also desirable.

13.4 Connectivity and network security

For edge computing systems, networks connect nodes within a tier and also connect nodes in different
tiers. The networks and the connectivity that takes place over them are a fundamental aspect of edge
computing. Network security is an important aspect of the edge computing systems.

Networks need security controls which ensure that only authorized components communicate with
each other - this is commonly done at the level of nodes. Increasingly, particularly through the use of
software defined networking, controls are applied at the level of components.
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Data flowing on the networks could be confidential or PII. It must not be subject to eavesdropping or
to alteration. Equally, the availability of the network to transmit the data is key, especially where the
timely arrival of the data is necessary for the correct operation of the edge system. Controls to prevent
interference between different data flows taking place over the same physical network are another
consideration.

In addition, the security design and implementation need to take the unique features of edge computing
into consideration such as:

B

— Conhnectivity secured using a password, passcode or passkey should be unique to each node, evelrif
thg node is subjected to a factory reset.

— Alllkeys should be stored securely.

— Ea¢h node should have a unique and tamper-proof device identifier.

13.5 Qrganization of security elements

The stiucture of edge computing systems is complex, with heterogeneousynodes spread across thd
tiers inf many different physical locations and with highly variable security context. As a result, the
organization of the security elements of an edge computing system neéessarily reflects the complexity
of the slystem itself.

Key functional elements of security of edge computing systemsare€ illustrated in Figure 7. In Figure 7,
security elements are divided into the security operational. support system (0OSS), which is part
of the management plane as described in 11.2, and into the’four areas of Application security, Data
securitl, Network security and Node security. Functionally, these apply across all of the tiers of the
edge cqmputing system. These functional elements relate to the control plane and management plang
as descyibed in 11.2.

The traditional trust-based security model is~difficult to apply to the access of a large number of
heterogeneous devices. Therefore, the security'model needs to be based on the minimum authorization
principle.

Isolatign between networks and domains is implemented on key nodes (such as gateways) to control
the scope of security attacks and risks, preventing attacks on one node from spreading to the entirg
netwo

The sdcurity monitoring- funhctions are seamlessly embedded into the entire edge computing
architefture to achieve continuous detection and response. Automation ideally would be implemented
as much as possible, but manual intervention is also required at times.

Securitly organization covers each tier of the edge computing architecture, and different tiers might
requird different’ security features. In addition, security monitoring, security management and
orchesfration,»ID and access management, and security policy handling are required to ensure
maximpim’security and reliability of the entire architecture.
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Figure 7 — Functional view of security elements

Network security:

The inherent networked basis of edge computing systems means that network security is a key ¢lement
pf the security of edge computing systems. This dncludes the use of firewalls, strict control pf open
ports, the use of strong authentication and unigue passwords. Anti-DDoS measures are necessalry, plus
the use of secure protocols to address direct-attacks against the networks. Dividing the networks into
isolated segments linked via secure gateways is a measure that can limit the scope of an attack pgainst
pne network element. The use of secure virtual networks is another important technique that can
reduce the attack surface area with the'potential for security at the application level.

The cipher suites used for netwarking need consideration. The security level of cipher suites vaifies and
can change over time so the system needs to employ such suites flexibly and cope with changirg them
pver time.

Data security:

Includes data encryption and/or data tokenization for both data at rest and for data in motiqn, data
isolation and deStruction, data integrity measures (anti-tampering), privacy protection (elg. data
hnonymization);/ data access control, and data leakage prevention.

Data leakage prevention for edge computing is different from that of traditional systems becauge edge
computing devices are usually deployed in distributed mode. Particular capabilities are reqyired to
ensure that data is not leaked even if devices are stolen.

T protection is a significant concern, with PII minimisation, privacy-by-design and strict deletion
policies in place.

Application security:

Where the application has a web interface, appropriate controls are necessary for that interface. Strong
authentication is applied to all application interfaces. Traditional trust-based security model can
be hard to apply to a large number of heterogeneous nodes and a multiplicity of services. Therefore,
security models such as the whitelist function with minimal authorization can be useful to handle ID
and access management for application components.
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