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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrote
Commission) form the specialized system for worldwide standardization. National bodi
are members of ISO or IEC participate in the development of International Standards t

chnical
es that
hrough

technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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The procedures used to develop this document and those intended for its further maintera
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nee
the different types of document should be noted. This document was drafted in accordance w
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development of.the document will bg
Introduction and/or on the ISO list of patent declarations received (seewWww.iso.org/patents) or
list of patent declarations received (see http://patents.iec.ch).

constitute an endorsement.

For an explanation of the voluntary nature of standdrds, the meaning of ISO specific ter
expressions related to conformity assessment, as well as information about ISO's adherencs
World Trade Organization (WTO) principles in the Téchnical Barriers to Trade (TBT), see www.i
iso/foreword.html.

This document was prepared by Technicall Committee ISO/IEC JTC 1, Information tecH
Subcommittee SC 38, Cloud computing and distributed platforms.

Any feedback or questions on this document should be directed to the user’s national standards
complete listing of these bodies can(be found at www.iso.org/members.html.
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Introduction

The purpose of this document is to expand on the understanding of the interactions between cloud
service partners (CSNs) and cloud service customers (CSCs), and between CSNs and cloud service
providers (CSPs).

Cloud computing offers solutions to many emerging technologies and it offers many benefits to all cloud
service users (CSUs) and CSCs. The broader requirement for cloud computing solutions is to ensure

Organiﬁafinnc have the hest r‘apahi]ifinc to fulfil their business missions. This has hn]pnd to drive the
adoptign of cloud services and the marketplace is adjusting to the increasing demands.

In finding and applying appropriate solutions and leveraging the many benefits of using cloud sétvices
many (SCs use multiple CSPs and various deployment models. In using, sharing, and assessing data
an understanding and clarification of roles, activities and responsibilities will help to_maintain the

securit

Interac

in the dloud service marketplace. In some cases, causing harm to CSCs through inappropriate security

control
This is
standa

Interac
ISO/IE

Interac
describ

This dg
ISO/IE
with th
and act
service|

y, privacy, confidentiality and integrity of cloud services.

tions of CSCs and CSPs with the various CSNs have caused a degree of concern and confusion

s and the lack of proper cloud service agreements relating to the cloud services being used
in part caused by an inadequate understanding of the relationships/involved and by the lack of
"ds which might apply to those relationships.

tions between CSCs and CSPs have been described in detail in standards documents -
[ 17789, ISO 19011, ISO/IEC 19941, ISO/IEC 27017, ISO/IEG27018 and the ISO/IEC 19086 series
tions of CSNs, a key role in the cloud service environmént; with CSCs and CSPs have not been
ed in similar detail. This document provides further clarity about those interactions.

cument provides clarification of the concepts prévided in ISO/IEC 17788, ISO/IEC 17789, thg
[ 19086 series, and ISO/IEC 19941 regarding CSNs, and CSN interactions with CSCs and CSPs
e help of a few exemplary market scenarios;Building on an expanded description of sub-roles
ivities, this document provides guidance o1n using cloud service agreements (CSAs) and cloud
level agreements (cloud SLAs) to provide more clarity for CSN interactions.

Vi
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Information technology — Cloud computing — Interacting

with cloud service partners (CSNs)

1 Scope

(CSNs), specifically cloud service brokers, cloud service developers and cloud auditors, and othg

— definition of terms and concepts, and provision of an overview for interactions between C§
CSCs and CSPs;

— description of types of CSN interactions;
— description of interactions between CSNs and CSCs;
— description of interactions between CSNs and CSPs;

— description of elements of CSAs and Cloud SLAs for CSN.iateractions, both with CSPs and wit

2 Normative references

[SO/IEC 17788, Information technology< Cloud computing — Overview and vocabulary

[SO/IEC 17789, Information technelogy — Cloud computing — Reference architecture

framework — Part 1: Overyiew and concepts

3 Terms and definitions

For the purposges-of this document, the terms and definitions given in ISO/IEC 17788, ISO/IEC
[SO/IEC 19086-1, and the following apply.

[SO and-IEC maintain terminological databases for use in standardization at the following addre

— AISO Online browsing platform: available at https://www.iso.org/obp

3.1

audit

This document provides an overview of and guidance on interactions between cloud servigé.pprtners

r cloud

ervice roles. In addition, this document describes how cloud service agreements (€SAs) anfl cloud
cervice level agreements (cloud SLAs) can be used to address those interactions, including the follJowing:

Ns and

h CSCs.

The following documents are referred to in the(text in such a way that some or all of their fontent
constitutes requirements of this document. For dated references, only the edition cited appljes. For
undated references, the latest edition of the ¥eferenced document (including any amendments) dpplies.

[SO/IEC 19086-1, Information. technology — Cloud computing — Service level agreement (SLA)

17789,

Sses:

systematic, independent and documented process for obtaining objective evidence and evaluating it

objectively to determine the extent to which the audit criteria (3.2) are fulfilled

Note 1 to entry: Internal audits, sometimes called first party audits, are conducted by, or on behalf of, the

organization itself.

© ISO/IEC 2020 - All rights reserved
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Note 2 to entry: External audits include those generally called second and third party audits. Second party audits
are conducted by parties with an interest in the organization, such as customers, or by other individuals on
their behalf. Third party audits are conducted by independent auditing organizations, such as those providing
certification/registration of conformity or governmental agencies.

[SOURCE: ISO 19011:2018, 3.1]

3.2
audit criteria
set of requirements used as a reference against which objective evidence is compared

Note 1 [to entry: If the audit criteria are legal (including statutory or regulatory) requirements, the words
“complignce” or “non-compliance” are often used in an audit finding.

Note 2[to entry: Requirements may include policies, procedures, work instructions, legal reguirements
contractual obligations, etc.

[SOURCE: ISO 19011:2018, 3.7]
4 Symbols and abbreviated terms

CCRA cloud computing reference architecture

Cloud LA cloud service level agreement

CSA cloud service agreement
CSC cloud service customer

CSN cloud service partner

CSpP cloud service provider

CSu cloud service user

[aaS infrastructure as a service
Paa$S platform as a service

PII personally identifiable information
Saa$S software as-@service

SLA serviegleével agreement

SLO séryice level objective

SQO service qualitative objective

5 Structure of this document

In supporting the scope presented in Clause 1, this document is faithful to the existing descriptions
of roles and sub-roles as presented in ISO/IEC 17789:2014, 7.2.2 and cloud computing activities in
ISO/IEC 17789:2014, 7.2.1. This document explains the relationship between cloud service partners
(CSNs), specifically cloud service brokers, cloud service developers and cloud auditors, and other cloud
service roles:

Clause 6 - presents the challenges of managing risks relating to roles and activities in cloud services.

Clause 7 - provides an overview of the roles, sub-roles, and responsibilities of cloud service partners
and provide the essential connection to the reference material in ISO/IEC 17789.
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Clause 8 - building on Clause 7 and the exemplary scenarios in Clause 10, this clause discusses an
overview and description of the types of interactions between cloud service partners (CSNs) and CSPs,
CSCs and other CSNs.

Clause 9 - provides guidance on the use and tailoring of cloud service level agreements (cloud SLAs)
and other agreements with the understanding of the roles, sub-roles and activities of CSNs in relation to
the use of cloud services.

Clause 10 - presents examples that involve CSCs, CSPs, CSNs and demonstrates how different

e

.........
[SO/IEC 17789:2014, 7.2.2.

Clause 11 - presents issues relating the roles, activities and responsibilities.

Clause 12 - identifies existing relevant standards.

6 Relationship of roles and activities, and managing risks in cloud services

6.1 Overview

Cloud computing embraces different cloud service categoriesycloud deployment models, cloud
capabilities types, and cloud computing cross cutting aspects: To this end, roles and activities are
critical contributors, and it is often necessary to differentiate requirements and issues for |certain
parties (see ISO/IEC 17021-1).

The cloud computing roles and their associated activitie€s and components are defined in ISO/IE( 17788
and ISO/IEC 17789 (CCRA). One of the goals of ISOAEC 17789, as specified in Clause 6, is “to| specify
hasic cloud computing activities and functional components, and describe their relationships to eadh other
and to the environment.” For example, a cloud, service broker is a sub-role of a cloud service partner
(CSN) as defined in ISO/IEC 17788 and ISO/EC 17789. These standards make it clear that a C§N does
not provide cloud services. On the other hand, an inter-cloud provider is a sub-role of a CSP that ¢an and
does provide cloud services.

Note that ISO/IEC 17788 and ISQZIEC 17789 do not claim to describe all possible sub-roles jof CSN,
and initially identified the three_sub-roles a cloud service broker, cloud service developer and cloud
puditor. This document extends the ISO/IEC 17789 description of CSNs based on a survey of recent
developments in cloud computing.

The CSP’s role and all<its’sub-roles when providing cloud services to a CSC are not only just delivering
cloud services but-are also carrying out all activities necessary to safeguard its delivgry and
maintenance of those cloud services. ISO/IEC 27017 provides guidelines for the provision and use of
cloud services.specifically for CSPs and CSCs. ISO/IEC 27036-4 addresses relationships of C§Ps and
CSCs with suppliers of cloud service products?b.

[n a cloud‘Computing environment, CSC data is stored, transmitted and processed by one or moie cloud
seryices. A CSC's business processes depend upon the information security of those cloud services.
Without sufficient control over the cloud services, the CSC might need to take extra precautions ith its

£ 3 T 3
HTUTTITATTUIT STLUT IT Yy "PT ALTILTS,

Itis necessary for a CSC or any potential user to be concerned about protecting their data and to have an
appreciation of both the benefits and risks of cloud computing. It would be prudent to have requirements
for higher assurance for data security and privacy regardless of whether they are accessing cloud
services from a CSP or are working with a CSN. The roles and related activities in handling CSC’s data
when delivering cloud services should be understood by all parties to ensure appropriate precautions
and safeguards are in place. When using the service of a CSN, it is pertinent to have some form of

1) ISO/IEC 17789:2014, 3.2.2 cloud service product: A cloud service, allied to the set of business terms under
which the cloud service is offered. NOTE - Business terms can include pricing, rating and service levels.

© ISO/IEC 2020 - All rights reserved 3


https://standardsiso.com/api/?name=046787ff00833711c2d66053a386a5e4

ISO/IEC TR 23187:2020(E)

agreement or understanding, to clarify data ownership, who has access to the data, and how data is
being accessed and handled.

The role and responsibilities of PII processors for protection of personally identifiable information (PII)
in public clouds are specified in ISO/IEC 27018. ISO/IEC 27018 also emphasizes the responsibilities of
the CSP, especially for a public CSP who is processing PII for a CSC, and the contractual relationship
between CSC and CSP. To articulate consistently how data is to be collected and used, the taxonomy and
structured data use statements defined in ISO/IEC 19944 are recommended.

When : en HSer—6 s—director-indire onta sea : oud—s eproducts—te
meet ifs mission, the CSC will find offerings from businesses of various sizes with different cldud
deployment models, cloud services, and different cloud capabilities types, such as laaS, PaaS and(SadS
The quandary is in determining the providers of the services and their roles in delivering the services

and thd roles and activities of those involved in delivering and using the cloud services.

Following this thought, interactions between CSNs specifically cloud service brokers;) ¢loud servicg
developers and cloud auditors are the focus of the discussion in this document. Jdteractions in the
delivery and use of cloud services are related activities initiated by one party that influence responsive
activities from another party or parties. The fluidity of the cloud marketplace embraces the flexibility
of all pprties and different sub-roles to play multiple and interchanging rolesin delivering and using
cloud sgrvices.

6.2 ope in relation to the cloud computing reference architecture (ISO/IEC 17789)

The fodus of this document is on roles and related activities, andspecifically interactions between cloud
service| partners (CSNs) such as cloud service brokers, cloud. service developers and cloud auditors
with offher cloud service roles and their related activities.dSO/IEC 17789 (cloud computing referencg
architertural /CCRA) covers roles and activities througlythe lens of the reference architecture user
and functional views. The functional view includes a layering framework that makes up the user layer;
access layer, service layer and resource layer as desekibed in ISO/IEC 17789:2014, 9.1.1. The CCRA alsdg
includefs cross cutting aspects, layering framework-and operational support systems components and
components relating to the user and functionalviews. The approach of this document is not to redefing
roles, spib-roles and activities as laid out in ISO/IEC 17789, but it is important to emphasize that roles
can change through interaction of stakeholders during the use of cloud services, and that it may be
possible to expand on these roles and ‘sub-roles in the future. While this document will align closely
to the rfoles and activities described.JSO/IEC 17789, it is not necessary to include all components from
ISO/IEC 17789 to support the scopeof this document.

7 Overview of roles;sub-roles, and responsibilities of cloud service partners
(CSNs))

7.1 Relationship between roles, activities and responsibilities

As the|use ef'cloud computing increases, the cloud service products evolve and adapt to meet the
demangl. Pechnological development is evolving, and cloud computing is becoming part of the solutiong
for the|Internet of Things (IoT), edge computing, and artificial intelligence (see ISO/IEC 23167 and
ISO/IEC 23188). To meet the changing environment and increasing demands, the roles, responsibilities
and activities in providing cloud services need to be re-examined in relation to the technological
development and growing adoption of cloud computing.

The diversity of different cloud service offerings is accelerating the need for additional standards. Some
roles and the associated responsibilities described in existing standards need to be further expanded
for the spectrum of offerings as discussed in Clause 12. A party is not defined by a set of activities,
and at any time, can assume more than one role and can take on a specific subset of activities of that
role. Understanding the roles and associated activities for the use of cloud computing is necessary for
clarifying gaps in responsibility, specifically for security, privacy and the key characteristics described in
[SO/IEC 17788, when building applicable agreements including cloud service level agreements (see 9.2).
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This document focuses on the same three cloud computing roles as in ISO/IEC 17789 but examines
the evolving relationship and sub-roles of these roles as they interact in a cloud service environment.
ISO/IEC 17789 specifies the basic cloud computing activities to establish the requirements of “what”
cloud services provide. A role is defined by a set of cloud computing activities but some of the activities
with one role can be shared or performed by other roles to facilitate and enable the delivery and use of
cloud services (see ISO/IEC 17789:2014, 7.2.2).

1T'UIIl DC}C\.t;UAA thl uush CVClltLla]l UuotTo Uf [} \.}Uud oCI'V l\.C thCl C darc ulau_y \.UllllJUllClltD, ou\,h ao th
cutting aspects, that require coordination across roles and need to be implemented consisten
cloud computing system. A clear understanding of roles and the representative sets of cloudycon
pctivities is necessary to avoid any misunderstanding of responsibilities and to facilitate a
hgreement for the use of cloud services.

/

i

Cloud service
provider
(CSP)

N £

A

A party which i
makes cloud
services available

/

Cloud service

customer
(CSC)

party which is
n a business

relationship for
the purpose of

using cloud
services

Cloud service

partner (CSN)

A party which is engaged

in support of, or

auxiliary to, activities of =
eitherthe CSP orthe

CSC or both

>

4
44
2L

Figure 1 — Common roles of cloud computing
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Within the context of cloud ¢omputing, it if nec-
essary to differentiate atmong the requirernents
and issues for certain parties ISO/IEC 17788.

These parties are entities that play roles (3

nd

sub-roles). A role\is'described as a set of clpud

computing activities performed by a party
serve a commeon purpose. The three roles
fied in [SQ/IEC 17789 are cloud service pr

that
denti-
vider

(CSP),&loud service customer (CSC) and clpud
sepvice partner (CSN), as described in Figure 1. A

stib-role is a subset of the cloud computing

activi-

ties for a given role. Different sub-roles can share
the cloud computing activities associated yith a

given role. A party can play more than one
any given point in time and can only engag
specific subset of activities of that role.

role at
eina

A party can play more than one role. For example,
a CSP can provide an application capabilities type

\

K SErvice

J

supports the segregation of duties in the cloud

pabili-

for
ntrols
and
lities

Party service to CSCs using the infrastructure ca
< \ ties type service from another CSP. In thisscenar-
oud 6 party which Cloud io, as shown in Figure 2, this party is perfqrming
ervice a%r;;i‘c,:l:t?:n service the roles of CSR and CSC, and its responsibijlities
| “customer capablities type|  Provider change depending on its engagement.
(CSC) service using (CSP) NOTE ISO/IEC 27017 provides guidelines
anotnerGol's The lmpiementatlon orimnrormation security ¢
infrastructure based on the roles and responsibilities of CSPs
capabilities type CSCs. A clear definition of roles and responsibi

environment and establishes the applicable security

controls to address cloud-specific information
security threats and risks considerations.

Figure 2 — A party can play more than one role
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7.3 Cloud service provider (CSP)

A CSP is specifically responsible for making cloud services available. The role of providing cloud services
focuses on the activities necessary to ensure services are delivered to the intended CSC or CSU. Some of
the necessary activities are identified in ISO/IEC 17789 for the various CSP sub-roles.

The CSP can supply its cloud service products in co-operation with one or more CSNs who are
responsible for different aspects such as control, security and configuration of the cloud services.

7.4 (loud service customer (CSC)and Cloud service user (CSU)

7.4.1 |Cloud service customer (CSC)

The CSL is a party which is in a business relationship for the purpose of using cloud services. For thd
activitips of using cloud services, a CSC can be an individual person, a person using multiple different
CSPs and even as one of the tenants sharing access to a set of cloud physical and yirtual resources
The CSL may acquire cloud services directly from one or more CSPs or through a €SN. In addition, thd
CSC mdy choose to engage another party to be responsible for the cloud servicésyand for a variety of
activitips relating to cloud service usage. In doing so, the CSC allows this party{to assume many of the
CSC’s syb-roles and associated activities.

7.4.2 |Cloud service user (CSU)

The cldud service user (CSU) is defined in ISO/IEC 17788:2014,£3)2.17, as a natural person, or entity
acting ¢n their behalf, associated with a cloud service customex, (CSC) that uses cloud services. A CSU
is also recognized as a tenant sharing access to a set of physical and virtual resources of a CSC'’s cloud
servicel A CSC may have many different CSUs using the cloud services to which it has access. The CSU ig
not described as one of the three main cloud computingtoles in either ISO/IEC 17788 or ISO/IEC 17789
A CSU ip associated to the CSC for the use of cloud services and is likely to have some form of permission
or authprization with the CSC governing the CSU’s1iSe of the cloud services the CSC is accessing.

7.5 (loud service partner (CSN)

7.5.1 | Overview

A CSN is recognized as a party which is engaged in
support of, or auxiliary to, the activities of either the
Party CSP or CSC, or both. It may be true that CSNs are not

70 Cloud providing cloud services. However, in recognizing
7, servil that any party can play more than one role at any
./*’“Cr'loud rovidd given point and different sub-roles can share the
L. service P ‘(’:ISI?’ cloud computing activities associated with a given
partner ( ) role, CSNs can perform various activities needed in
(CSN) support of CSCs and CSUs in their usage of cloud ser+
vices. In their interaction with CSCs and CSPs, the
sub-roles of CSNs are changing, and many activities
\ / and functions morph smoothly with those of the

In support of, or auxiliary to, the CSCs and_ CSPs in respond_ing to the support_needed.
L . A CSN might perform various cloud computing
activities of either the CSP or activities depending on the types of partnership
CSC, or both and their relationship with the CSP and the CSC, as
shown in Figure 3.

Figure 3 — Cloud Service Partner (CSN)
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The CSPs work with various partners to serve CSCs and to expand more offerings to meet the needs

and demands of their CSCs. The CSNs, in partnering with CSPs, are not constrained to pre

scribed

activities and can respond by assuming activities that are otherwise described for sub-roles of CSCs
and CSPs in ISO/IEC 17789. Consequently, to strategically expand a customer base, the CSPs empower
CSNs to expand their activities to include providing customized services such as localization, while not

providing a comprehensive cloud service.

Some cloud services utilize third-party cloud services to augment functionality and the flow of data.

The roles and responsibilities of CSNs might need to go beyond a supporting role to CSPs an

d CSCs.

efimmg Totesamd resporsibitities thrat€SNstam performrwitt ot onty hetptoestabtishrtheappr
components in the agreements, but most importantly, determine the security safeguards.

Depending on the type of partnership with CSP and CSC, the CSN can perform one or,more su
including cloud auditor, cloud service broker and cloud service developer.

7.5.2 Cloud auditor

The cloud auditor is responsible for conducting an independent audit, of the provision and
cloud services as defined in ISO/IEC 17789:2014, 8.4.1.2. A cloud audit-typically covers ope
performance, privacy impact and security and examines whether a_specified set of audit crite
definition below - ISO 19011:2018, 3.7) are met.

— Perform audit (ISO/IEC 17789:2014, 8.4.2.4)

The audit objectives, specifications, policies and agreement can be established in the cloud
agreement, which is addressed in Clause 9 of this.document.

— Report audit results (ISO/IEC 17789:2014,.8:4.2.5)
In this document, two types of cloud auditor are considered;
1) External cloud auditor

An organization commissioned by an independent accreditation body (e.g. a gover
conducts audits from the’perspective of a third party. The external cloud auditor can
called “Third-party.cloud auditor” (see Table 1).

For example, i order to ensure cloud services procured by a government meet their
measures, there are three main entities for consideration: (1) the government as t
using cloudservices; (2) the CSP which provides the cloud services; and (3) the extern
auditor.that audits the cloud services provided by the CSP and used by the CSC. The gove
needs to specify a set of control measures required by the government based on their
acteptable risk, and the CSP is required to meet the specified set of control measures.
of the external cloud auditor is to confirm that the CSP's individual control measures 1
control criteria properly.

The cloud auditor is a sub-role of the CSN and performs the follewing cloud computing activities:

opriate

b-roles,

use of
rations,
ria (see

service

nment)
also be

control
he CSC
h] cloud
rnment
level of
he role
eet the

In another case the cloud audit is performed by a partner that makes an alliance with a

CSP for

their business. The partner audits the cloud services to obtain the partner viewpoint. T
also be treated as an internal audit.

For another case, multiple external cloud auditors can be auditing one cloud

his can

service

simultaneously. The auditors will need to coordinate audits collaboratively while meeting

independent Cloud SLAs made between the CSP and CSC.

Some information, such as actual audit data shared between the external cloud auditor, CSC

and CSP, may be confidential information belonging to the CSP. It may therefore be subj
non-disclosure agreements (NDA) between the relevant parties.

2) Internal cloud auditor

© ISO/IEC 2020 - All rights reserved

ecttoa


https://standardsiso.com/api/?name=046787ff00833711c2d66053a386a5e4

ISO/IEC TR 23187:2020(E)

An internal audit as shown in Table 1 is referred to as a first party audit and can be conducted
on the CSC’s use of cloud services or on the CSP’s anticipated cloud services. An internal auditor
canbe an "in-house cloud auditor” within an organization or contracted third party. A CSP:cloud
service operations manager performing the sub-role as a cloud auditor (ISO/IEC 17789:2014,
8.3.1.1) provides audit data from an audit performed internally.

One of the important rationales for internal audits is to monitor the ongoing status of the
results evaluated by external audits as the appropriate measures as necessary for the CSP to
demonstrate continued compliance.

From tile perspective of conformity assessment, the definition for audit as per ISO 19011 is provided.in
3.1

The inflernal cloud auditor should perform the audit as the first party audit, and the external cloud
auditorfshould perform the audit as the second party audit and third party audit (see ISO 19011). Whilg
ISO 19011 concentrates on internal audits (first party) and audits conducted by organizations on their
external providers and other external interested parties (second party), the document¢an also be useful
for extg¢rnal audits conducted for purposes other than third party management systeni certification. Ag
an add{itional reference, ISO/IEC 17021-1 provides requirements for auditing mandagement systems for
third party certification.

Table 1|lists the three types of audit as referenced in ISO 19011.

Table 1 — Different types of audits (see {SO 19011)

First party audit Second party audit Third party audit

Certification and/or

Internal audit External provider audit accreditation audit
Other external interested Statutory, regulatory and
party audit similar audit

Regardless of whether it is an internal or externalaudit, it is essential that the cloud auditor and the CSC
have a mutual and clear understanding of the“scope of the cloud computing environment, the CSPs and
potentipl outsourcing partnership, and any,third-party providers. Many audit standards exist within
ISO andl external to ISO. The objectives and scope for the audits, identify the key roles and sub-roles
to be cpnsidered and included as part of the audit. ISO/IEC 27007 provides guidance on managing an
informgtion security managementisystem (ISMS) audit programme, on conducting audits, and on the
competlence of ISMS auditors, in-addition to the guidance contained in ISO 19011. The audit is applicablg
to thosg needing to understand-or conduct internal or external audits of an ISMS or to manage an ISMS
audit pfogramme.

Depending on the objectives and scope of the cloud computing audit, the cloud auditor interacts with
CSP, CSL, and CSN, ie~the cloud service broker and cloud service developer, to produce the appropriate
audit results. For\€xample, a cloud auditor may need to audit the service after the cloud servicq
developer has_completed the test(s).

7.5.3 | Cleud service broker

The cloud service broker negotiates business relationships between CSCs and CSPs as defined in
ISO/IEC 17789:2014, 8.4.1.3. Unlike the inter-cloud provider (CSP’s sub-role [ISO/IEC 17789:2014,
8.3.1.6]), the cloud service broker is not involved in providing the cloud service and is not itself a CSP.
The party assuming the sub-role of cloud service broker could operate independently or also assume
the sub-role by combining its activities with the CSP:inter-cloud provider and performing activities of
peering, intermediation, aggregation and managing peer cloud service (see 7.6).

The cloud computing activities of a cloud service broker include:
— acquire and assess customers (ISO/IEC 17789:2014, 8.4.2.6);
— assess marketplace (ISO/IEC 17789:2014, 8.4.2.7);
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— setup legal agreement (ISO/IEC 17789:2014, 8.4.2.8).

A cloud service broker could set up a business solution to connect CSU or CSC to one or more
shown in the scenarios in Clause 10. The CSCs could be in contact with a CSN offering cloud

CSPs as
service

solutions that include offerings of cloud service products on behalf of CSPs. The marketplace assessment
can occur prior to CSU or CSC acquisition, allowing the creation of pre-agreements with CSPs. This

enables CSCs to select CSPs from a service catalogue, possibly negotiating service details (e.g.,
level objectives) at selection time.

service

Activities and offerings to help CSCs with understanding the complexity of cloud service offering

contracts with the CSP on behalf of the CSC. Whether in support of the CSC or the CSP, the eloud

7.5.4 Cloud service developer

A cloud service developer is responsible for designing, developing/ testing and maintain
implementation of a cloud service as defined in ISO/IEC 17789:2014, 8.4.171. The cloud service de

pctivity, resulting in the service being made available for use by £LSCs.

The cloud service developer's cloud computing activities include:

— design, create and maintain cloud service components (ISO/IEC 17789:2014, 8.4.2.1);
— compose services (ISO/IEC 17789:2014, 8.4.2.2);

— testservices (ISO/IEC 17789:2014, 8.4.2.3).

A cloud service developer collaborates with-a CSP or a CSC, and sometimes also with a cloud

service developer are versatile and fluid when interacting with a CSC, a CSP and other CSNs.

There are various models for a CSN'developing and deploying code artefacts for use as (or within)

create and package servicesinmplementations and hand them to the CSP for deployment and op
The cloud service developer interacts with the CSP to:

— inspect the CSP'§ environment for service execution;
— test serviceimplementations;

— hand ower the service implementation packages.

The cloud service hroker acting a¢ tho intormodiaru hotween tho CSC and thoe CSP _mav nvwand lts
1t Ottt v Do C et ot e e e by —oEvy ot e —oo Tty >

5 and to

create added value for the cloud services. A cloud service broker may also be in the position to‘hggotiate

service

broker only acts during the contracting phase of the service. The cloud service broker‘is not ifivolved
during the consumption of the service. In such cases, the activities involved are the CSP's activities.

ng the
veloper

hands over the created package to the CSP’s cloud service manager'to perform the deploy services

service

integrator or cloud service component developer. The role, activities and responsibilities of the cloud

acloud

service. For example, consider a scenario wherein the CSP contacted a CSN:cloud service developer to

bration.
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Figure 4 — Example - Interaction of cloud service developer with CSCs and CSPs

Figure  provides an example of an illustration of the CSN:cloud service developer interaction with thd
CSP, CSC and CSN with a mapping of the activities as per ISO/IEC 17789:2014, 8.4.1.1.

For example:

— The CSP can obtain code directly from the CSN:cloud service developer for implementation within
thdir cloud service. The interaction is between the CSN and CSP without any involvement from the
CSC, and this would generally be regarded as an “application capabilities type” cloud service such
as paaS.

— The CSN can provide code to the CSP on behalf of a CSC, such as where the CSC has purchased 4
pag¢kage independently, and the CSN is responsible for the deployment. The resulting cloud services
to the CSC areeither a “SaaS” or “PaaS” service, depending on other characteristics.

— The CSN ean“provide code to the CSC, and the CSN takes responsibility for integrating with other
code developed in-house or by another developer before deploying it to the CSP. A cloud service that
supposts this is usually referred to as a “PaaS”. A cloud service integrator (ISO/IEC 17789:2014
g 1 S ——— T . a EES
including application functions and data.

d D€ USEU IO Co O O OUud SEeIrv U dS W C D V

In each case, the code artefacts will go through phases of design, development, testing, deployment,
operation, maintenance, and eventual retirement that will not be further discussed here. However, it is
important to realize that the relationship with the CSN rarely ends with deployment. For some general
information about the cloud service code lifecycle, see Recommendation ITU-T Y.3522.
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7.6 Relationships between CSNs, and other roles and sub-roles

7.6.1 Differences between CSNs, CSCs and CSPs

In support of the CSPs and CSCs, the CSN’s cloud computing activities position the CSNs to be involved
in wide variety of activities without providing the cloud services. The CSN can either assume or share
certain activities with either CSC or CSP. For example, the CSN can serve as the CSC:cloud service
administrator and the CSP:cloud service business manager to support the CSC and CSP.

Therefore, cloud computing activities of sub-roles are not necessarily exclusively associated] with a
piven role. The CSNs, in assisting their potential customers of cloud service in securing apptjopriate
pdoption of cloud computing, are responsible for initiating and dealing with the businegs\relationship
hnd not as a traditional channel between CSPs (specifically CSP:cloud service business manager)
and CSCs. In their service offering to assist CSCs in finding CSPs, CSNs use the critéeria provijded by
the CSCs to make appropriate determination and metrics for identifying the désired cloud services.
The information gathering is associated with the activities of CSP:cloud service deployment mjanager
(ISO/IEC 17789:2014, 8.3.1.2).

A party can play one or more roles, i.e. a party can perform the role of €SN and CSP. A party can be a
CSN in support of either the CSC or CSP, and the party can carry out aetivities of either a CSP to 4 CSC or
CSC using a service supplied by a CSP. The responsibilities are specifically related the cloud computing
pctivities of the roles and sub-roles.

7.6.2 CSNs and inter-cloud providers

The inter-cloud provider described in ISO/IEC 17789:2014, 8.3.1.6 is a sub-role of the CSP. The (SP and
its sub-roles define the cloud computing activities necessary for providing a cloud service and tHe cloud
computing activities necessary for ensuring its-delivery to the CSC. The activities of an intgr-cloud
provider concentrate on using and managing the-cloud services of a peer cloud service provider

The cloud service broker, a sub-role of the CSN, is engaged in activities to support the CSC, CSP ¢r both,
and not in providing services, which _are the activities of the inter-cloud provider. This disfinction
is particularly important for CSCs to”have appropriate contractual agreements for handljng the
relationship between a CSN and an.inter-cloud provider.

Any sub-roles of CSN can haye an agreement with a CSP or CSPs to offer not only solutions byt cloud
ervice products. The agre@ment may involve a cloud service broker to collaborate with CSPs gnd will
have help from the CSP;hter-cloud provider. If a CSN, e.g. cloud service broker, has an agreement with
b CSP to represent and, offer cloud service products, this CSN might then assume some of the adtivities
in collaboration withya’CSP in providing cloud services to the CSC. The roles and responsibilitieq should
be transparent tg-all parties and clearly defined in the appropriate agreement with the CSNs and CSCs.

8 Overview and description of types and interactions between cloud service
partners (CSNs) with CSPs, CSCs, and CSNs

8.1 General

With the increasing adoption of cloud services, the market reaction is to provide a larger quantity
and range of service offerings. The CSPs are working with various market players to serve CSCs and
to expand more offerings to meet CSCs’ needs. As the apprehension surrounding cloud computing
gradually dissolves into confidence, CSCs seeking to design and adopt solutions that fit their needs can
choose to use multiple CSPs and multi-cloud scenarios.

The core of cloud computing is distributed services and their delivery. All cloud computing related
activities can be categorized into:

— activities that use services,
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— activities that provide services, and
— activities that support services.

This document focuses on “what” cloud services provide and not on how to design cloud-based solutions
and implementations. On that path, cloud computing activities are required to support a purpose to
deliver one or more outcomes. A set of cloud computing activities that serve a common purpose is only
a generic representation of a role, not a definitive one.

8.2

8.2.1 | Overview

A CSC |interaction with a CSP is a business relationship for using cloud services. Furthermore
ISO/IEC 17789 also specifies that a CSC has a business relationship with a CSN or CSN§’for a variety
of purposes. As the cloud computing landscape evolves, CSPs in collaboration wiitly’ CSNs in the
marketplace have either shared or allowed CSNs to assume some activities to initiate cloud services
e.g. a QSN designing the design template with the CSP’s service catalogue. This collaboration allows
CSPs td expand their customer base and to provide an avenue for more users to(CSPs’ excess or unused
resourdes from their existing capacity of cloud services. This can offer competitive cost incentives tq
CSCs off users of small and medium size businesses and offers the flexibility to combine different cloud
services from different providers to meet their needs.

There are myriad different solutions when implementing cloud~¢Computing to meet business needg
and ad{lressing required security and privacy controls that are offered for a diverse combination of
costs. A simple online platform set up by a CSN connects a CSCwith a selected cloud service serviced by
varioug CSPs. Apart from hosting the online service, the entity/organization has limited involvement in
providing cloud services. The services offered could bea<imple, basic use of data storage, email, and
office gpplications. The CSC can expand its appetite.for cloud service for more applications, storage
or interconnecting to other services and another gloud. The expanded needs might involve the help
of othef CSNs, for example, a cloud service developer or cloud service broker. CSCs may also interact
with other CSNs in using cloud services that@re not directly involved with implementing, building
and pr¢viding cloud services, such as a CSN\providing consulting services to CSCs in advising strategid
planning for cloud computing. Apart fromthe activity of using cloud services, cloud computing activities
that ISQ/IEC 17789 defines as being related to the sub-roles of a CSC can be activities performed by thd
sub-roles of CSNs as supported by the scenarios described in Clause 10.
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8.2.2 CSN managing CSC’s cloud adoption

CSC:cloud CSC:cloud CSC:cloud CSC:cloud
service user service service business ARG
administrator Manager integrator

| el L

Service trial
H Perform business
. . administration
Monitor service

Administer
service security
Provide billing &

usage reports
Handle problem
reports '

Administer

tenancies
Nt ranotil

Usecloud
service

Entity §
role

Figure 5 — CSN as@anager of CSC's cloud

Upon selecting and contracting a cloud service, the CSC might consider engaging a CSN, such as
service developer, to bridge possible gaps between the CSC’s information security requireme

role

ble

ssumed

a cloud
hts and

or entire use of the cloud service.:Alternatively, the CSC might outsource the process beginni
selection through to adoption, implementation and management of the cloud computing. In esta
this relationship, the CSN assumes or shares the CSC’s responsibilities and activities for the CS
cloud services. In the second example, the CSN might assume the role of CSP or joint CSP in pr
the cloud service. In another example, the CSC might extend the CSN’s management of the CSC
to include managingultiple or federated clouds. Depending on the service engagement on thg
pf services agreed‘between CSC, CSP, and CSN, the CSN could either share the activities with
(see keys in Figure 5) or be completely responsible for the activities for the CSC’s consumption
services.

8.3 Interaction between CSNs and CSPs
Thé'CSNs’ interaction with CSPs, based on ISO/IEC 17789, is likely be described in these exampl

the information security capabilities offered by the service. A CSC can engage a CSN to man:?fe part

g from
lishing
" use of
pviding
s cloud
extent
he CSC
bf cloud

a) Between cloud service broker and cloud service business manager:
— Manage business plan (ISO/IEC 17789:2014, 8.3.2.11);
— Manage customer relationships (ISO/IEC 17789:2014, 8.3.2.12);
— Manage financial processing (ISO/IEC 17789:2014, 8.3.2.13).

b) Between cloud service developer and cloud service manager:
— Provide services (ISO/IEC 17789:2014, 8.3.2.8);
— Deploy and provision services (ISO/IEC 17789:2014, 8.3.2.9);
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— Perform service level management, with cloud service security and risk manager
(ISO/IEC 17789:2014, 8.3.2.10);

— Manage security and risks (ISO/IEC 17789:2014, 8.3.2.17).
c) Between CSN and inter-cloud provider:
— Manage peer cloud services (ISO/IEC 17789:2014, 8.3.2.15);

— Perform peering, federation, intermediation, aggregation and arbitrage (ISO/IEC 17789:2014,
8.3.2.16).

d) Befween cloud auditor and operation manager
— | Provide audit data (ISO/IEC 17789:2014, 8.3.2.4)

The cloud auditor requests audit evidence from the CSP through the administration acgess functional
cotnponent of the CSP, invoking the necessary administration capabilities (ISQZEC 17789:2014
Figure 10-2).

A CSN/jorganization with an agreement with a CSP to build solutions on teplef CSP’s cloud servicq
products can assume the role and sub-roles of CSP as the CSP to its CSCs.

8.4 Interaction between CSNs and other CSNs

8.4.1 |Description of types of CSNs interactions

All CSNs can be in business independent of the other. Each role may also interact with the other
in the [cloud marketplace in meeting the needs of theit customers. For example, a cloud service
developer and cloud service broker collaborate to design cloud services or draft a roadmap for CSCg
(ISO/IHC 17789:2014, 8.3.2.2 [compose services] andi8.3.2.3 [test services]), or a cloud service broker
negotidtes a relationship with other CSNs and CSPs’to offer cloud services to CSCs and CSPs. Multipld
cloud apditors may interact in performing audits on multiple different geolocations or where important
functiops are outsourced and managed under leadership of different organizations (ISO 19011).

8.4.2 | CSN - interaction and responsibilities

The dofument established in subclause 7.2 the importance of differentiating among the requirements
and issfues for certain parties(This is to enable the definition of the perimeter of responsibility and
accoungability within the context of cloud computing. The CSN is defined not as a provider of cloud
service, but as a party whioch is engaged in support of, or auxiliary to, the activities of either the CSP o
CSC, or[both ISO/IEC 17788. In presenting the examples in Clause 10, this document also presents the
CSNs iff their interaetion with CSCs and CSPs assuming activities as previously designed for CSCs and
CSPs, i.p., the CSNs-are performing additional roles and activities to their supportive activities to CSCs
and CSPs. In performing more than one role ata time, the CSN, in supporting either the CSC or the CSP, can
assumg different roles and activities and thereby offer products and provide cloud services to another
party. Figdre 5 demonstrates the need to align accountabilities and have appropriate agreements for
activitipsperformed by various actors. This is particularly essential for recognizing and accounting fo
responsibilities associated with security and privacy in the cloud computing environment.

9 Elements of cloud service agreements (CSAs) relating to CSN interactions

9.1 General principles

A CSC will have some form of an agreement with the CSP for the purchase and use of cloud service.
ISO/IEC 19086-1:2016, Clause 6, refers to this agreement as a Cloud service agreement (CSA). A
CSA has one or more parts that are formulated in one or more documents. The agreement includes
information security arrangements. A service level agreement (SLA) might include availability,
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reliability, performance, security, data protection, compliance and data handling. The cloud

service

level agreement (cloud SLA) is among those common parts of CSAs. It should account for the key
characteristics of cloud computing with metrics expressed as cloud service level objectives (SLOs) and

service qualitative objectives (SQOs). The scope of this clause is limited to cloud SLAs.

Generally, the traditional use of a cloud service begins between the CSC and CSP. The journey begins
when a cloud service is selected, and as the prescribed sub-roles of the CSC (see ISO/IEC 17788) intend

to explain how the CSP manages the use of the cloud service to meet its requirements. The CSP
provide the information and technical support necessary for meeting the CSC's requirements

should
, which

outd beused to craft a cloud-SEA-For certaimarrangements, forexampte, the €S€purchases
cloud service reselling CSN (see 10.2), a standardized service level agreement (SLA) coveringt
determined information security controls is provided by the CSP. The CSC may need to work w

NOTE The ISO/IEC 19086 series describes various standardized elements of an SLAywhich can be
Appropriate.

As adoption of cloud computing continues to increase, in meeting the customers’ demand of
Sizes in transitioning from disparate systems to the cloud, many businessés often collaborate wi

pffer a comprehensive and competitive package to their customers(These business collaborati

those critical functions or the establishment of cloud SLA for-all parties, a risk assessment 1
incomplete and CSCs, particularly for small and medium size’busSinesses, are subjected to poten
possibly serious security risks.

Cascading relationships for CSNs and other roles andisub-roles add to the complexity for neg
hnd monitoring of SLAs. As an example, one cloud service developer may use many other cloud
developer services (including open source), all of which impacts the SLA offered to the CSC. Th
service broker and cloud auditor need to be aware of such cascading SLAs complexities and th
contractual elements.

0.2 Role, relationship and agreement

0.2.1 Overview

Traditionally, when a CSC.ex:potential user contacts a CSP with the intent of using a cloud sery
parties will likely be communicating throughout the development, testing and eventual usage
services. The servicedeyel agreement (SLA) will be between the CSC and CSP (see ISO/IEC 19086+
D.5). The CSP and alljof its sub-roles focus on the cloud computing activities necessary for proy
cloud service and-the cloud computing activities necessary for ensuring its delivery to the CSC. 1
could negotiate to use a cloud service through a CSN such as a reselling package (10.2) as illu
in Figure 6,.Fhe contract agreement for the use of the cloud service with all the components th
made between the CSN and CSC or CSU.

CSP for customizing the SLA and/or to implement additional controls of its own to mitigate risk$

from a
he pre-
ith the

N

used as

various
th third

parties. Many CSPs increasingly out-source components including critical functions to third pajrties to

pns are

not always transparent or known to the CSPs’ customers. Withgut visibility into who is performing

emains
tial and

tiation
service
e cloud
e other

ice, the
f cloud
1:2016,
riding a
'he CSC
strated
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serviges. .This is important to have a implementation and execution and
the CSP. cl ntractual understanding of roles changes to the cloud SLA.
Roles and responsibilities between CSC

\\ /O@mpombmﬁes' j &csu and the CSN. j
6\%
QO

In the gvent wh@two or more CSPs are involved in the delivery of one or more cloud services to a CSC
the CS( woul e set up an agreement with each CSP on the services and products. In the layout of g
hierardhic l&r cloud, a single CSP provides a service that is composed of resources from a hierarchy
of seco CSPs and the CSC can have an SLA dlrectly w1th the prlmary CSP deflnmg a standard sef
of clouc L0 g 0 QO :

all cloud services. CSCs and CSPs could be interacting W1th one or more CSNs such as in the setting of
shared services management (10.6) and cloud data management service (10.5). This requires multiple
SLAs with various roles.

Figure 6 — Scenarios and SLAs

When a CSC or potential user engages a CSN through a public website in planning for the adoption of
cloud computing, whereby the services offered can be simply described and accompanied by friendly
check boxes for the selection of options, there is limitation for the CSC or potential user to request
detailed specifications and requirements. The CSPs could have included a blanket or basic agreement
among the selection check boxes that the potential CSC or user would have easily overlooked.
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9.2.2 C(Cloud migrations and cloud deployment models

Whether an individual or an organization is planning to use cloud services for the first time or planning
on expanding their use of cloud services, it is worthwhile including a plan on managing and moving data
as part of the broader mission strategy. Depending on needs and requirements, cloud migrations may
extend from moving an entire IT infrastructure to a CSP to adopting a hybrid cloud model combining
with on-premises data centres. A CSU or CSC may be collaborating with more than one CSP and CSN.
A CSP delivers cloud services according to firm SLAs or CSAs supporting a clear description of roles,
activities and responsibilities that is crucial not just for mission success, but also for maximizing value
Ut of the data and ctoud capabtiities: T e 1SO/TEC 38505 sertes cam tielp Wit this process.

A potential user or CSC is confronted with an array of service offerings - cloud and cloud [related
services. In determining what is best suited to meet the business mission, the user-or CSC|should
consider if the service constitutes a cloud service and if it meets the needs of the CSG,and alighs with
the capabilities of the covered services. For guidance on definition and conceptsyof-cloud computing,
see ISO/IEC 17788. ISO/IEC 17789, and ISO/IEC 22123. CSCs should ensure that cloud SLAs and other
poverning documents align with their business cases and overall strategy ISO/4EC 17789.

[SO/IEC 27036-4:2016, Figure 1, and reproduced in Figure 7, uses the camparison of the acqpisition
process between the public cloud deployment model and ICT outsourcing as an initial example to
illustrate the differences in the acquisition process for various deployment models and cloud [service
olutions designed by providers. This is applicable to scenariosssuch as cloud service exchange. The
implementation and agreement for the use of the cloud services-differs among cloud service models and
cloud capabilities types.

Acquirer party Relationship Supplier party

ICT outsaurcing; hybrid or Supplier organization

private cloud depmyment » Offers fulfilment of information
models security requirements based on
requirements communicated acquirer

* Communicates requirements L. requirem'ents
* Negotiates fulfilment in Negotlatlon * Offers price

S reemine O | Determines and sccopts upmly
«  Determines and accepts residual * Determines and accepts supply

risks with the agreement

Acquirer organization
* Sets information security

risk s
*  Signs agreement Both parties * Signs agreement
accept
Agreement
Public cloud
out T deployment model Cloud service provider
Cloyd@sgwiice customer - *  Determines information security|
* DeterminesSecurity requirements I Non-negotia ble offer I requirements based on service
forinformation applicable to the business model
service oo . .
* D b fi ti it
»~EValuates and accepts residual risk Acceptance _ c:::::gl:s fniormation security
\Accepts service Yes/No +  Offers service level of information
security
* Delivers service when accepted
Accepted P
IIAc Ic’I
Agreement 7

Figure 7 — Differences and similarities between ICT outsourcing and public cloud
deployment models
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9.3 C(Cloud service level agreement (Cloud SLA)

9.3.1 Overview

A cloud service agreement (CSA) is a documented agreement between the CSP and CSC that governs
the covered services. A CSA can consist of one or more parts recorded in one or more documents and
a cloud SLA will be one of those parts. The ISO/IEC 19086 series provides pertinent details on service
level agreements for cloud computing. The definition provided in ISO/IEC 17788:2014, 3.1.7 includes
a note stating that “an SLA can also be established between the service provider and a supplier, an

interndl group or a customer acting as a supplier.” The parts of the ISO/IEC 19086 series can be found-in

the Bibliography, [3] - [5].

4

A CSC

with a

Cloud Service \ / Cloud Service
Manager
Customer &
CSCcan partnering Cloud Service provide%(-csp)
have a multi with a CSP Administrator,
parts Dtle\:laloyment
anager
Cloud Servi agreement Customer &
oud >ervice Support & Care
User or separate Representative
agreements Cloud Networ
with a CSN Provider
Customer Cloud Business
Service and CSPor a Manager
Administrator dedicated Inter-Cloud
agreement < Provider
Customer . X
Business with a CSN 7%
Manager R Security & Ris
N / Manager
2 7 Cloud Service
Customer Cloud x> Developer .
Service Integrator NOTE the service @ NOT_E the activities
interface is either b tour are instantiated for
shared or provided -
by the CSN Cloud Auditor

oy

both roles but may
have differing
scopes and
functions

Figure 8 — CSC using a managed service

have li
to rea

should have an SLAOwith the provider of covered cloud services and should have a separatg
agreenjent with the CSN-thiat administers and supports the delivery of the cloud services. For example
Figure B describes the.separate agreements necessary when using a managed cloud service partnered
CSP (see 104 and Figure 12). A potential user signing up for a basic cloud service, for example
through a cloud‘exchange (see 10.3), should have a predetermined agreement/SLA simply by clicking 4
check Hox on-aswebpage or by registering for the cloud service. A predetermined standardized SLA will
itéd flexibility for any potential user to negotiate for specificities. It is still a primary objective
the fine print and discuss clarifications on the cloud offerings with the provider to meet the

CSC’s expectations, which in the long run may help to contain any increase in costs and align compliance
with regulations and requirements.

9.3.2 SLA terminology

The cloud SLA should account for the key characteristics of cloud computing as described in
ISO/IEC 17788:2014, 6.2. Deploying a cloud service begins with the CSC specifying their requirements
for a cloud service. This understanding will then be used to build the cloud SLA components and defined
concepts with the CSP(s).
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9.3.3 Roles and responsibilities

9.3.3.1 General

The roles and responsibilities component in a cloud SLA includes a description of the roles and
responsibilities for all roles. Defining the roles and responsibilities for the parties involved in cloud
computing is an important foundation for describing the activities that are required. The activities
define the role and thereby also the responsibilities. For example, a CSC engaging a CSN through a cloud
service reselling platform (see 10.2) can negotiate a cloud SLA once it is established that this party
pgrees to perform some of the CSP sub-roles. A basic cloud SLA can generally be found on the-webpage
pf an online cloud service offering such as cloud service reselling package or cloud service exchdnge.

0.3.3.2 CSCs interacting with CSNs

The CSCs logically use cloud service products from CSPs, and CSNs work andcinteract with {SPs as
illustrated in ISO/IEC 17789:2014, 10.2.2. The cloud service brokers do not proevide cloud services but
can have a business relationship with CSPs to support the provision of cloud’services. In this endeavour,
the CSN:cloud service broker may work with cloud service developers and interact with ¢SCs as
demonstrated in Clause 8.

[n many cases when the initial contact for use of a cloud service bggiits with an engagement with a CSN
and not directly with a CSP, the CSC should determine the prdvider or providers of the serviges and
their roles in delivering the services, and the roles and activities of those involved in deliver|ng and
using the cloud services. The CSCs need to have a clear understanding of the party or parties supplying
the services during the acquisition process. A clear delinedtion of roles and responsibilities shpuld be
discussed and included in any agreement that covers pertinent security policy to cloud services

D.3.3.3 CSPs interacting with CSNs

A CSP may incorporate third party cloud services to enhance their offering or to customize the cloud
ervice to meet a CSC’s specific requirements. From an auditing perspective, transparency is desirable,
but such information may not be readily-available. The cloud service governance component described
in ISO/IEC 19086-1:2016, 10.9, discusses the importance of adhering to certain industry regylations
and involves the description of €SPs, CSCs and other roles, e.g. security, data protection, finang¢ial and
healthcare regulations for data.

A typical illustration of cloud computing activities involving CSP and sub-roles interacting with ¢SC and
CSN is provided ISO/IEC 17789:2014, 10.2.2, Figure 10-1 and Figure 10-2. This document illustrafes that
parties in a cloud cofmputing system can assume any one role and carry out a specific set of adtivities
that are not necessarily of that role (see Figure 2).

The following. examples of interaction between CSN:sub-roles with CSPs are extracte¢l from
[SO/IEC 17%89:

— CSN:Cloud auditor interacting with CSP (ISO/IEC 17789:2014, A .4);
. ESN:Cloud service developer interacting with CSP (ISO/IEC 17789:2014, A.3 and Figure A.7].

10 Examples of scenarios illustrating CSN activities

10.1 Introduction

This clause presents examplary scenarios to illustrate evolving roles and activities in the marketplace
and highlight potential issues. These examples are included as a means for illustration and discussion,
and they are by no means conclusive as factors such as the deployment models, business practices,
sectors and locations result in many different scenarios. Many publications including those listed in
the Bibliography on cloud computing are directed at interaction between CSPs and CSCs, as explained
in Clause 11. The examples help to expand the focus on the interaction between CSPs, CSCs, and CSNs.
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The definition of cloud computing includes many key characteristics and is eloquently expressed in
ISO/IEC 22678:2019, 6.2.1, as “ICT resources can be accessed almost as simply as pressing a switch to turn
on a light - and can be released almost as simply as pressing the switch again to turn the light off” The
journey to use cloud computing has different paths to implementing cloud computing and it is much
more complex than pressing the switch. As the cloud computing definition also describes cloud service
categories, cloud deployment models, cloud capabilities types, cloud computing cross cutting aspects,
and finally, cloud computing roles and activities, a CSC is to determine which of those cloud computing
components to tailor the solutions to meet the CSC’s mission, values, and the time to delivery. This CSC
is further challenged by the creative offerings in the marketplace. In seeking to expand their offerings
to proyide more solutions to customers, the CSPs partner with other parties to find more customerg
directly and indirectly. Potential CSCs can find adoption, implementation and maintenance of cloud
challeniging and decide to outsource those activities to another CSN.

10.2 Reselling of cloud service

Cloud service
customer (CSC) Reselling of cloud services

Wse cloud . Assess customers
service Acquire and ;
needs and design
assess customers .
solution
Selecrt‘ and
burchase
service Assess
marketplace
Set up legal agreement
Cloud service providers (CSPs)
A 4
Consolidated Catalogue orf) @P’s offerings Provide services

S—
Cloud service

v

Liaison and
Consultation during initial
planning

Request audit
Report(s)

CSP CSP

offering #1 Cloud service
\ ) offering #3 }ﬂ 1 3

Cloud service Cloud service CSP CSP

K Al e offering #4 / 2 4
=

Figure 9 — Reselling of cloud service

Figure P describées an example where a party that is reselling cloud services may simply be a conduit to
the CSH tosatisfy contractual or policy requirements. Businesses that are reselling cloud services often
also offefother value-added capabilities, which could include almost anything from technical brokering
developmentand even auditing. IT15 the CSCSTesponsibility to understand speciticatly whatis Tequire
and what added value the reseller business is offering. This scenario illustration highlights a subset of
the activities that could be performed under the title of "reseller". The CSN integrates solutions while
managing the deployment of multiple cloud service products purchased through multiple CSPs or other
similar entities. The CSN partners with various CSPs and re-packages CSPs’ offerings of cloud service
products to resell them with customized solutions as its offerings to potential users. The services
offered may range from an introduction of the CSP(s) to the CSC after matching the CSP’s services based
on the CSC’s requirements, to a full range of activities in assisting CSCs to adopt cloud services. In some
cases, the CSPs use the reseller to offer excess or unused resources from their existing capacity of cloud
services.
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The CSN will have an agreement with CSPs to represent and market the CSPs’ products and services.
Some of the CSPs may also train and certify the representatives from the CSN. The CSN:reseller offers
a catalogue of many CSPs’ offerings. In meeting CSC’s needs, the CSN can also formulate solutions by
combining products and services from one or more CSPs.

The CSN can engage other CSNs, such as a cloud auditor, cloud service broker, and cloud service
developer to assist in implementing the cloud services. Table 2 includes some potential cloud computing
activities of this CSN depending on the arrangement negotiated between the parties, i.e. CSC, CSP and
CSN. By including the cross reference to the activities from ISO/IEC 17789, Table 2 provides examples of

paetivities of threstemario; reseting cloud services '™

Table 2 — Example of activities of the scenario: reselling cloud services

Examples of the activities of a CSN
engaged in reselling cloud services

[

Activities as described in ISO/IEC17789:2014

8.4.2.6 |Acquire and assess customeérs
Formulate solutions by offering products and

services from one or more CSPs 8.4.2.7 |Assess marketplace

8.4.2.8 |Setup legal agréement

8.3.2.1 |Assessing the\impact of new service

Assess customers’ needs and requirements : ;
deploymentsor the increase in use of

for cloud services

existing services
Request audit data from CSPs 8.2.2.10 |Auditreport(s)
Provide audit data
Analyse CSCs’ requirements 8.3.2.5\\ |Liaison and consultation between CSC

Consult and liaise with CSPs to provide and CSP(s) during initial planning

the appropriate cloud service products

a2 The activities in this table are extracted from ISO/IEC 17789 as a mapping to illustrate the potential agtivities
that a CSN engages in each example.
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10.3 Cloud service exchange

CSP product
catalogues

QO
Figure 10 — Cloud sellz;@p exchange

b

Figure [10 above describes a CSN operating a busi&@@as a cloud service exchange where any potential
customers can search for cloud service productsﬁJrovisions and request bids from a portfolio of CSPs
that the¢ exchange has established with the CSP@‘he CSN business sets up a common website and profit{
from the monthly commission from sucqeéful cloud service contracts made through connections on
the welpsite. C)\\

accounf with the cloud service ange. The CSC specifies its requirements such as type, amount
location, storage capacity, and Q)ﬁ ract term to solicit the CSPs’ bids. Any account holder can select with
the optjon to purchase a basiccloud service. The potential user is at liberty to further negotiate directly
with a [CSP on customiz expanded services. The cloud exchange account holder can also request
assistapce from the e ge in certain parts of the process depending on the CSN’s business model.

An ind{vidual or organization in@gted in using the cloud service exchange can establish a businesq

The CSPs, apart fré'ﬁsting the catalogues of products and services, also use the exchange as a channel
to entdrtain b'@ or their excess capacity in the marketplace. This offers the potential users the
opport mity? nsider possible advantages from pricing and the flexibility to scale up or down as they
need td. %@ may also consider this as a solution for short-term projects, e.g. a research project with 3
time lith

This example is a basic market concept that can be found in many countries. The business model,
which is similar to the CSN reselling cloud service packages, is to serve as an interchange connection
point for “buyers and sellers” of cloud services. While this same CSN may offer bonus services such
as localization, customization of applications or options for expanding management of cloud service
as part of securing a business connection, it is not responsible for network connectivity, security, and
many other components of a cloud services. The exchange can continue to claim a channel fee as long as
the CSC continues using the services from the CSP or CSPs; the CSCs are directed to channel any issues
relating to the use of cloud services to the CSP’s customer service.

This example can be attractive to private individuals, sole traders, or owners of small businesses seeking
to adopt basic cloud services. Many customers of these exchanges may not fully comprehend the roles
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and responsibilities to maintain the security, privacy, confidentiality and integrity necessary for using
the service that they, the CSN and the CSPs play. The initial contact for any CSC is the online page, and for
many CSCs, there is no or little interaction with a live person. The CSCs may overlook any display or hint of
standard SLA offered by the CSPs. The cloud service exchange does not have a comprehensive or thorough
set-up for CSCs and CSUs to establish an appropriate service level agreement (SLA) with their CSPs.

The exchange may be able to provide a source of information for potential users to research, define and
design their strategy for adopting cloud computing. Many cloud computing activities of this CSN can be
aligned to a cloud service broker (7.5.3). Table 3 provides an example of activities of the scenario, "cloud
ETVICES EXCITANEE  withr rapping to thresub-rote fromr 1SOAEC 17785

Table 3 — Example of activities of scenario: cloud services exchange

Examples of the activities of a CSN engaged

. . Activities as described in ISO/IE€'17789:2(0142
in cloud services exchange

8.4.2.7 Assess marketpldce
Assess customers’ needs for cloud services

8.4.2.6 Acquire ahd.assess customers
Provide a source of information

8.4.2.8 Set up legal agreement
Request audit data from CSPs 8.3.24

Provide audit data

Provide audit data

aThe activities in this table are extracted from ISO/IEC 17789 as a miapping to illustrate the potential adtivities
that a CSN engages in each example.

10.4 Management of cloud service

10.4.1 CSN - CSC: Managing the CSC use of cload service

-
/ Man&ement of cloud
/ Cloud service \ % service
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>
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purchase service <

Perform busines%O

S
v
9
S
?»
A

customer (CSC) K7
/ ,—’;I' Design, create and iy
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Figure 11 — Management of a cloud
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Figure 11 describes a CSN that is engaged in assisting the CSC directly or indirectly to manage the
use of their cloud services. Alternatively, the CSC may engage the CSN to implement as well as to
manage the cloud service. The CSC will then contract the CSN to manage the entire process of planning,
implementing and managing any part of the cloud service. The scope of activities is dependent on the
agreement between the CSC and CSP with this CSN, and whether the cloud service(s) are contracted
directly with a CSP.

In some cases, the CSP has a business arrangement with the CSN that includes providing extensive
training and allowing exclusive rights to the CSN to market and deliver the CSP’s cloud service products

(see wmwmmm
more cloud services from one or more CSPs.

When the CSC engages the CSN to manage its cloud service, this is independent from the cloud-service
agreen]ent between the CSC and CSP. The CSN will then assume many activities on behalf of the.CSC with
the CSH(s) to ensure cloud services are supplied to the CSC according to the cloud SLA made between
CSC angdl CSP. Figure 11 shows the CSC owning those activities displayed within the boundaries of thg
CSC. Ad an illustration, it is suggested that the activities in between CSC and the CSN.are either shared
and the CSN is responsible for performing those activities on the right side of the*CSN in Figure 11
Table 4{ provides examples of activities of the scenario, "cloud service management” with mapping tg
the actjvities from ISO/IEC 17789.

Table 4 — Example of activities of scenario: managementof cloud service

Example of the activities of a CSN engaged

. Activities as deScribed in ISO/IEC 17789:20144
inlmanagement of a cloud services

8.2.2.2 Perform service trial
8.2.2.3 Monitor service
Directly or indirectly manage the use 8.2.2.4 Administer service security

of cloud services
8.22,5 Provide billing and usage reports

8.2.2.6 Handle problem reports

8.2.2.8 Perform business administration
8.2.2.10 Request audit report(s)

8.3.24 Provide audit data

8.4.2.4 Perform audit

8.4.2.5 Report audit results

Requestt audit data from CSPs

Provid¢ audit data

8.4.2.1 Design, create and maintain service components
Assist (SP to provide the.cloud 8.4.22 Compose services
compufing products to/CS€E T p

8.4.2.3 Test services

aThe a¢tivities imthis table extracted from ISO/IEC 17789 as a mapping to illustrate the potential activities that
a CSN engages<dneach example.

10.4.2 [ ESN - CSP: partnership with a CSP to deliver cloud service

Figure 12 includes an illustration of partnership between a CSN and a CSP whereby the CSP has an
arrangement or agreement with a CSN to market and deploy the CSP’s cloud service products to a
CSC. The CSP works with the CSN in establishing itself as a certified representative of the CSP’s cloud
service products. The business arrangement may allow the CSN to assume the activities of some of the
sub-roles of the CSP, as described in ISO/IEC 17789, as suggested for those sub-roles - cloud service
manager, cloud service administrator, customer support and care representative and business manager.
The CSN may engage a cloud service developer to develop the implementation and testing of the cloud
services before deployment of the cloud service. The CSN, in serving as a partner of the CSP, performs
the activities to assess the marketplace, acquire and assess customers, and set up legal agreement. The
activities would include working with the cloud auditor to gather the necessary audit reports.
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Figure 12 — Partnership between a CSN and a CSP

Table 5 — Example-of dctivities of scenario: partnership with a CSP

[n this example, the CSC uses the cloud service asllustrated in the functional component relationship
in ISO/IEC 17789:2014, Figure A.1. The CSN may assume the activities of the cloud service business
manager as shown in ISO/IEC 17789:2014, Figure A.2. Table 5 provides examples of activitie$ of the
Kcenario, "partnership with a CSP" with mapping to the activities from ISO/IEC 17789.

Example of the activities of 4
CSN engaged in a partnership

Activities as described in ISO/IEC 17789:20142

with a CSP
8.3.2.8 Provide services; deployment and provision of dervic-
es; perform service level management
Partnership with CSP to/provide 8.3.2.9 o ]
cloud computing prodcts 8.3.2.10 Liaison and consultation between CSC and CSP(§) dur-
e ing initial planning
8.3.1.2
8.4.2.6 Acquire and assess customers
8.4.2.7 Assess marketplace
Partnership with CSP to manage 8.4.2.8 Set up legal agreement
customers and customer 8321 Assess-customers-peedsandrequirementsfor¢loud
relationships i
8.3.212 services
8.3.2.14 Manage customer relationships

Handle customer requests
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Table 5 (continued)

Example of the activities of a
CSN engaged in a partnership Activities as described in ISO/IEC 17789:20142
with a CSP
8.3.2.15 Manage peer cloud services
8.3.2.17 Manage security and risks
8.3.2.18 Design and implement service continuity
8.3.2.19 Ensure compliance S
Support CSP to deploy CSP’s cloud ser- 8.3.2.20 Provide network connectivity Qq/
vice pr¢ducts depending on the scope 8.3.2.22 Provide network management services ,\q/
of parthership agreement with the CSP .
8.4.2.4 Perform audit (b;\cb
8.4.2.5 Report audit results q/
8.4.2.1 Design, create and maintain servi,og mponents
8.4.2.2 Compose services Q/C)
8.4.2.3 Test services A\\
a The agtivities in this table are extracted from ISO/IEC 17789 as a mapping to Wate the potential activities
that a SN engages in each example. k\

10.5 dloud data management service

CSN hostirg\@<2
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Figure 13 — Cloud data management

This example as described in Figure 13 presents a
owners, e.g. emergency services and a restaurant
more CSPs in the delivery of a cloud service to a C

CSN as a host for gathering data from various data
reservation service. This situation involves two or
SC as well as the use of inter-cloud as described in

ISO/IEC 17789. A CSN acts as a single point of access to the resources that can be gathered from a group

of CSPs. All members can interact with the cloud

service and access the resources. This CSN could

perform the activities of both the CSC and the CSP as described in ISO/IEC 17789, as the administrator
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and operation manager of the service. Table 6 provides examples of activities of the scenario, "cloud
data management" with mapping to the activities from ISO/IEC 17789.

Table 6 — Example of activities of scenario: cloud data management

Example of the activities of a CSN
engaged in cloud data management

Activities as described in ISO/IEC 17789:20144

8.3.1.2 Liaison and consultation between CSC and CSP(s) during

o 24 |initial planning

8.3.2.14 Assess customers’ needs and requirements for cloid services

8.4.2.1 Handle customer requests
Activities as the administrator and 8.4.22 Design, create and maintain service cofponents
operation manager of the service e .

Compose services
8.4.2.3
8.2.1.2 Test services

Perform service trial, monitorservice, administer|service
security, provide billing and isage reports, handle groblem
reports, administer tenancies

that a CSN engages in each example.

aThe activities in this table are extracted from ISO/IEC 17789 as a mappingto illustrate the potential adtivities

10.6 Shared services management
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Figure 14 — Illustration of shared services management

The example is similar to tenants of a building that is managed by a landlord. The landlord is responsible
for resources for the tenants to live within the building and connecting the tenants to services outside
the building. The tenants can customize specific needs with the landlord, e.g. storage facility outside
the building. To this end, the cloud SLA varies for every cloud service “tenant” with the “landlord.”
Table 7 provides a cross-reference to the activities and sub-role from ISO/IEC 17789.
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