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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodi
are members of ISO or IEC participate in the development of International Standards t

technical committees established by the respective organization to deal with particular fi

es that
hrough
ields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

1 — 1 1
dRT pPdl'UHI'tIIT WUIL'K.

The procedures used to develop this document and those intended for its further mainteha
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nee

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such

Introduction and/or on the ISO list of patent declarations received (seewWww.iso.org/patents) or
list of patent declarations received (see http://patents.iec.ch).

constitute an endorsement.

For an explanation of the voluntary nature of standdprds, the meaning of ISO specific ter

org/iso/foreword.html.

Subcommittee SC 38, Cloud Computing and \Distributed Platforms.

Any feedback or questions on this document should be directed to the user’s national standards
complete listing of these bodies can(be found at www.iso.org/members.html.

hce are
ded for

the different types of document should be noted. This document was drafted in accordance with the

subject
patent

rights. Details of any patent rights identified during the development of the document will b¢ in the

the IEC

Any trade name used in this document is information given for*the convenience of users and does not

ms and

expressions related to conformity assessment, as well as information about ISO's adherencq to the
World Trade Organization (WTO) principles in the*Technical Barriers to Trade (TBT) see www.iso

This document was prepared by Joint Technical Committee ISO/JTC 1, Information technology,

body. A
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Introduction

Cloud computing has become a major industry throughout the world in recent years, and today
comprises a global network of large and small datacentres and telecommunications networks, operated
by many different cloud service providers, offering vast numbers of different cloud services to their
customers. These cloud services range from simple email and productivity applications, through
replacements for traditional on-premises software, up to advanced services that cannot be constructed
in any other way, such as social networks, big data processing, machine learning, and cognitive services.

Cloud domputing offers many benefits to cloud service customers, to governments, and to society.

As with all commercial services, governments and enterprises are adopting policies to ensure that
customer and governmental interests are protected.

This dgcument provides information to assist with the development of such policies goncerning thd
deployment and use of cloud computing systems and services.
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Information technology — Cloud computing — Guidance

for policy development

1 Scope

This document provides guidance on the use of international standards as a tool in the devel
pf those policies that govern or regulate cloud service providers (CSPs) and cloud services, an
policies and practices that govern the use of cloud services in organisations.

This includes material that explains cloud computing concepts and the role 0f)cloud con
international standards in formulating policies and practices.

The document makes references to various international standards. Wheré\possible, these st3
are ISO/IEC standards. Where a suitable ISO/IEC standard is not available, references are n
documents published by other WTO-registered standards bodies.

in supporting technical regulations and conformity assessmentfhowever this document does n
matters of trade.

2 Normative references

The following documents are referred to in the téxt in such a way that some or all of their
constitutes requirements of this document. For dated references, only the edition cited appl
undated references, the latest edition of the referenced document (including any amendments)

[SO/IEC 17788, Information technology — Cloud computing — Overview and vocabulary

3 Terms and definitions

For the purposes of this.document, the terms and definitions given in ISO/IEC 17788 4
following apply.

[SO and [EC maintain terminological databases for use in standardization at the following addrg

— ISO Online brewsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at https://www.electropedia.org/

3.1
cloud computing
paradigm for enabling network access to a scalable and elastic pool of shareable physical or

bpment
d those

hputing

ndards
hade to

As explained in the WTO Agreement on Technical Barriers to Trade (TBT), standards play a vital role

t cover

content
jes. For
ipplies.

nd the

sses:

virtual

TOTO T oo oo o crercr o oo et

Note 1 to entry: Examples of resources include servers, operating systems, networks, software, applications, and

storage equipment.

[SOURCE: ISO/IEC 17788:2014, 3.25]
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3.2
jurisdiction
geographical or corporate area over which a cloud computing policy extends

Note 1 to entry: In a government policy context this will generally be the geographical area over which the body
enacting the policy has legal authority either as government or as authorised regulator. However, in an enterprise
or government agency environment, the jurisdiction of a policy might cover a business function, department,
agency, or other organisational area of responsibility not tied to geography.

4 Abbreviated terms

CSC Cloud Service Customer

CSN Cloud Service Partner

CSp Cloud Service Provider

CSuU Cloud Service User

DDoS Distributed Denial of Service (attack)

DPA Data Protection Authority

EN European Norm

EU European Union

[aaS Infrastructure as a Service

ICT Information and Communications Technology
IEC International Electro-technical Commission
ISO International Organisation for Standardisation
IT Information Technology

ITU International Telecommuainication Union

ITU-T ITU Telecom sector(responsible for standardisation)
JTC1 Joint Technical Gommittee 1 (a joint project between the ISO and IEC on standards for ICT)

MLAT | Mutual Legal’Assistance Treaty

PaaS Platferm as a Service
PII Personally Identifiable Information
SaaS Software as a Service

SC 27 Sub-committee 27 of JTC1, responsible for information security standards
SC 38 Sub-committee 38 of JTC1, responsible for cloud computing standards
SLA Service Level Agreement

SLO Service Level Objective

2 © ISO/IEC 2019 - All rights reserved
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SME Small or Medium sized Enterprise

SQO

Service Qualitative Objective

WTO World Trade Organisation

5

Summary of this document

5.2

5.1 Purpose of this document

The purpose of this document is to ease the formulation of government and enterprise,polic
facilitate the adoption and use of standards-based cloud computing services.

By following the guidance in this document, developers of policy can:

leverage international standards in an appropriate fashion when developing policy;
achieve greater global consistency in applicable laws, regulations and.policies;
reduce costs for CSPs and CSCs;

increase choice and competition;

simplify the challenges of deploying and adopting cost efféctive local, multi-national, or glob
services.

Intended audience
Lawmakers (in both developed and developing countries) at every level;
Regulators, including Data Protection Atithorities (DPAs);
Those developing enterprise policies’including:
— Cloud service customers-(large and small) and prospective customers,
— Cloud service providers,

— Cloud service paritners;

es that

h1 cloud

Those developing“non-governmental rules and policies about trust and transparency for cloud

computing, such as trade bodies and engineering institutions;

Organisations that provide advice to governments and enterprises on the economic and {
implieations of technology policies, e.g. the Organisation for Economic Co-operati
Development (OECD).

[n-particular, this document is intended to assist those in smaller administrations such 4§

olitical
bn and

s local

overnment {‘]Pvplnping countries and those l;\(‘king in cpprin]iq‘r knnwlpdgp on these tapics
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5.3 How to use this document

This document provides guidance on which specific international standards
might be applicable for policies on cloud computing and provides guidance
on how they can best be employed. As such this document should be used in
accordance with the overall ISO/IEC advice in this area as follows:

“The International Standards developed by the IEC and ISO are voluntary. And &
while they do not seek to establzsh drive or motlvate publzc policy, regulations, Using 21 referencing % J
or sociala 5 150 & 1I£( sundudl

implempntation of public pollcy B ! E

‘b-u 1EC

M!

This statement comes from the publication “ISO/IEC: Using and referencing
ISO angl IEC standards to support public policy”, which is publicly available
and can be found at: https://www.iso.org/iso/PUB100358.pdf

Please refer to this ISO/IEC publication for general advice on how internation-
al standlards can be incorporated in the public policy process and, by exten-
sion, in|the development of cloud computing procurement policies for both
public 3nd private organisations.

6 Understanding cloud computing aspects for policy deyelopment

6.1 Introduction

This cljuse provides an explanation of some key characteristics and implications of cloud computing
where an understanding is desirable by those developing public or corporate policy for cloud services
The intpnt is to present this material in a readable and approachable manner for those who are not full;
time clpud computing engineers, while providing references to more technical material which can be
considgred when appropriate.

6.2 (loud computing essential characteristics

6.2.1 |Standard definition of cloud computing

The definition for cloud computifig:(3.1) captures several essential characteristics that differ from
traditignal, local, or hosted computing. These characteristics are further explained in ISO/IEC 17788
and will be described in evep-greater detail in the forthcoming ISO/IEC 221231,

Effectiyely, this definitionsdys that cloud computing involves the provision of almost any ICT resourcsg
as a sefvice (a cloud service) over the network, and that this provision can be done dynamically on
demangl at the CSC!s*réquest, much like the way utilities, such as telecommunications, are provided
Custonjers use whatthey need when they need it, and consumption is billed accordingly. ICT resources
can be pccessedialmost as simply as pressing a switch to turn on a light, and can be released almost ag
simply jas preessing the switch again to turn the light off. The need for the CSC to perform the lengthy
procesges-to acquire, install configure secure and operate hardware, software and applications i

A, P2 R SR ey ali atad
greatly rCuuCCu, 1T T1UU bllLAl \41)’ \,11111111611,\,\4

6.2.2 Essential characteristics of cloud computing (from ISO/IEC 17788)

Cloud computing has a series of essential characteristics, which are summarized in Table 1.

1) Under development. Current stage: 30.60.

4 © ISO/IEC 2019 - All rights reserved
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Table 1 — Cloud computing essential characteristics

Characteristic As seen in cloud computing
Broad network The cloud service can be accessed from an arbitrary location by a wide variety of device
access types including PCs and mobile devices of all kinds, connected in many ways, usually by the
Internet but sometimes by private networks, such as a corporate internal network.
Measured service |Customers’ use of the cloud service is measured, and they might be charged based on what

they really use, much as electricity supply is often billed based on measured energy con-

sumption. Reduced usage can therefore mean reduced cost.

Multi-tenancy

Multi-tenancy means the resources supplied by a cloud service are shared by multip
Each tenant's use of the resources is isolated and inaccessible from all other tenants
that CSCs are assured that their data and their use of applications cannot be seen by

other CSCs. This is comparable to the expectation that details in a bank acceunt are ot

visible to other customers of the bank.

Note that a single customer can sometimes have multiple, different tenancies with a
cloud service, e.g. where the activities of different departments iman'organisation ng
be kept isolated from each other.

Note also that while a private cloud by definition has only a single CSC, that single cu
might still choose to employ multiple tenants of their owi.fot isolation purposes.

e CSCs.
— so
any

given
red to

stomer

On-demand
self-service

Generally, cloud services allow the customer to sign up,pay for, and make use of the

without needing to interact with a human customenservice representative. Customg
generally also able to manage their service, or cancel it, again without requiring hun
intervention. There might be exceptional circumstances where interaction with a hu
operator is required, but these will be abnotmal cases, not regular business practice

service
rs are
an
man

Rapid elasticity
and scalability

Cloud services are able to allocate resources dynamically to a particular workload a$

needed. This is sometimes describedias)scaling up (increasing the size of a single reg
or scaling out (allocating additional;similar resources). The intent is that customers

expand and contract their use of'the cloud service as dynamically as possible, often to cope

with planned or unexpected increases or decreases in workload. For example, if a wg
hosted on a cloud service suddenly attracts a huge amount of interest, the website oy
can order (and pay for) mere computing power and bandwidth so their site isn’t ove
ed. Once the peak is past) the resources can be released and the cost reduced.

Another important3aspect of cloud service scalability is that the resources available
pear effectivelyunlimited to the customer. This is in contrast with traditional datac§
where the number of servers, the amount of data storage capacity, the network band
all typically-have limits that can only be changed by installing more equipment.

ource),
Can

bbsite
vner
load-

an ap-
bntres,
width

Resource pooling

Cloud.computing gains efficiency by sharing various resources between multiple ten
and werkloads. As an example, in traditional computing, ten customers might be hos
ten separate servers, even if each of them was only using half of each server’s capaci
a-eloud computing environment, those ten customers could be automatically provisi
onto just five servers

ants
ted on
y. In
bned

To exploresthe inter-relationship between these six essential characteristics and the
implications of cloud computing identified in this document, see Annex A.

6:3  Major benefits of cloud computing

various

6.3.1 Benefits for cloud service customers (CSCs)

The benefits enjoyed by CSCs are summarized in Table 2.
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Table 2 — Customer benefits of cloud computing

Benefit to customer

As seen in cloud computing

Low capital investment

A customer wishing to develop or run a new application no longer needs to provision
their own IT equipment, nor the buildings and infrastructure needed to house and
support it, and potentially does not need to acquire, install and operate much or all of
the software stack for the application. The customer is able to pay a relatively small
amount (i.e. no need to buy server equipment) while developing and/or deploying the
new application, then gradually build up the amount of cloud server resources they

useastheusage of the application and revenue stream increases
(=] rr

Cost-eff
cloud sq

ectiveness of
ale

CSPs are able to purchase at scale, meaning that servers and other resources are much
cheaper when bought in huge quantities. These cost savings can be passed on to.the
individual customers. Also, the cost per server of running very large datacentres,in
terms of manpower, energy and other costs, is much lower than in hundreds\otsmall
installations.

Use as

eeded

Cloud services allow customers to start small, then ramp up and down very quickly as
needed. The customer can reduce their bills during “quiet” periods fertheir business,
and increase capacity in readiness (or in response to) peak loads such as for seasonal
shopping or unexpected popularity.

Compet]

ition

Cloud service prices are very competitive due to the dynamics’of the market. Each
new project has a choice of which CSP to use, and new start*ups continue to challenge
the big operators with special features and innovations:

Securit]

~

At one time, security was seen as a concern with méving to use cloud services, but
today it is seen as a significant strength. Securityis no longer considered as a signifi-
cant hurdle in adoption of cloud computing. There are several reasons for this. Firstly,
reputable CSPs often have security teamsworking around the clock and around the
world to keep their systems secure, up te date with security patches, and ahead of any
emerging threats that can be identified, They are very quick to respond to incidents.
Even large commercial enterprises:and smaller governments will struggle to recruit
and pay for an equivalent level 0f24x7 security expertise on their own staffs. Sec-
ondly, one of the biggest threats;to computer security is the “insider” attack, where
someone with administrative,or physical access is involved in the breach, perhaps a
corrupt or disgruntled eniployee, but who would not have the same kind of access to
an external cloud servige. (See ITU-T X.1601).

Availab
Reliabil

lity and
ity

Many CSPs operate multiple datacentres in separate locations and this offers custom-
ers the opportunity for improved availability of their applications and data. Applica-
tions can be ritn in multiple datacentres, and data can be replicated between those
datacentres)avoiding any single point of failure. If one datacentre is taken offline by
some nafujal disaster or major failure, CSC access to applications and data can be
switched instantly to another datacentre.

Advanc

bd capabilities

Itisincreasingly the case that CSPs are making advanced capabilities available as
off-the-shelf cloud services. Examples include Al systems, advanced Analytics, and
Big Data services. Some of these services are pre-trained on vast datasets. CSCs might
struggle to implement these advanced capabilities in-house, due to limited access to
the skilled people and resources.

It is often far more cost-effective to integrate these advanced cloud services into new
applications built by the CSC.

Choice

yfﬁ’nnr’ Service

deployment models

Cloud r‘r\mpnfing allows 32 CSCto choose the maost apprnpriafn deblovment maodelto

meet their requirements, including public, private, community and hybrid cloud ser-
vice deployment models (see ISO/IEC 17788).

For a private cloud deployment model, the CSP will be part of the CSC’s own organ-
isation.

Easier

compliance

Most public cloud CSPs obtain a variety of certifications for their cloud services.

By taking advantage of these cloud services, a large part of the burden of obtaining
certifications and ensuring compliance can be lifted from the CSCs. Also, CSPs often
provide advice, guidance and support for their CSCs who are seeking to have their use
of the cloud service comply with such things as privacy and data protection regula-
tions in their jurisdiction.

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=c900837dc53c1ff987128b0ce271f2b6

ISO/IEC TR 22678:2019(E)

6.3.2 Benefits for society

The benefits for the wider society that can flow from cloud computing are summarized in Table 3.

Table 3 — Benefits to society from cloud computing

Benefit to society

As seen in cloud computing

Energy efficiency

Large purpose-built datacentres can be far more energy efficient than many sm
ones. They can also be in places where power is more readily available at a lowe

or where the power used 1S based on renewable energy. Some datacentres are e][;en de-

signed to operate on free-air cooling, which greatly reduces the energy require
In addition, CSPs are able to optimise their customer's workloads and data on tq
minimum needed number of serversa.

aller
r cost,

ent.
the

Robustness and
Resilience

Connections to cloud services are robustly protected, and far less yulnerable to
or other malware attacks. They are also often strong enough to withstand dete}
distributed denial of service (DDoS) attacks from hackers and botnets. Cloud s¢
providers often offer geographic diversity, such that cloud services can continu
in the event of a major natural disaster disabling one of their datacentres. Furth
cause these systems generally use software to provide resilience across multipl
ical machines, they do not require every computer tourun reliably. For a large clg
service datacentre, there is no need to carefully ténd'every server. Rather, work
can be moved without impact to the customer«Fhe service remains resilient evd
individual servers are not. The failed equipment can then be reconditioned and
or recycled as appropriate. The resilience of‘eloud services benefits society, bec
CSCs no longer depend on their own resouirces and skills to keep business procd
running.

virus
mined
rvice

b even
er, be-
e phys-
ud
loads
n if the
reused
huse
sses

Lawful access

While customer privacy is important, society also needs to protect itself from b
actors. When data is stored in cloud services, rather than on local computers, th
are additional measures to obtdin properly authorised legal access to it for crinj
investigations, anti-terrorism, and other government purposes.

However, this is not a:;panacea, and both legal and engineering challenges remain. For

example, a situation where data is stored in (and/or managed from) another jur
tion might involvelégal complications for investigators, such as requiring the u
a Mutual Legal‘Assistance Treaty (MLAT) to obtain the cooperation of appropri
authorities-ithe other jurisdiction.

A related area is e-discovery during legal proceedings, for which international s
ardsssuch as the ISO/IEC 27050 series of standards could be helpful.

ad
ere
inal

isdic-
be of
hte

tand-

Source: Bibliography [39]

a A small business moving te-the cloud could reduce its energy consumption and carbon emissions by more th{
by running its business applieations in the cloud instead of running those same applications on its own infrastruct

n 90 %,
lire.

6.4 Implications for policy makers

6.4.1 Shared responsibilities

Due to the nature of cloud computing, where the CSC and the CSU have considerable control over
f+he cloud service there are shgred rpcpnncihﬂil’ipc tomaintain the Qpr‘nrify’ privqr‘y’ caonfide

the use

ntiality,

and integrity of the service. For example, CSCs remain responsible for following best practices in their
use of the cloud service, such as in handling passwords or other credentials, in giving appropriate
permissions to specific users, in the type of data they put into the cloud service, and in labelling content
so that it can be treated correctly by the cloud service. Such practices determine the overall security,
privacy, confidentiality and integrity of the service, but are beyond the control of the CSP alone.

The use of industry-defined codes of practice to guide both the CSP and the CSC in the operation and
use of cloud services is widely held to be a valuable approach.
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6.4.2 Cloud services which are deployed and managed across multiple jurisdictions

Traditionally, IT systems were deployed within an organisation, or within a hosted environment
dedicated to a single country or other jurisdiction. Even international telecommunications
infrastructures were constructed country by country, with clear interconnection points defined at
international boundaries, such that resources and management were normally done by staff and using
facilities in the same jurisdiction as the customers of the service. This is no longer true for many cloud
computing systems and services.

Global prd—smuitinations oHe-services—achieve He—and-efficieneyrby—eentratisine—theiractvitie
manage¢ment and staff as much as possible. This means that customers in one country might be using
cloud sprvice resources (e.g. servers, data stores and network equipment) that are located in another
country, with those servers being managed from a third country.

This approach provides many benefits to both CSP and their CSCs.

1) Haying a single global version of the software suite for the cloud service means’that a single
deyelopment, testing, and security team can support the CSP’s entire network.of datacentres, no
matter how many there are or how many countries they are located in.

2) CSPs and CSCs benefit from continuous, timely improvements to the-service, rather than each
couyntry or datacentre having to implement updates individually.

3) Sequrity patches and fixes can be deployed more easily. Vulnerabilities or breaches identified
anywhere can be addressed everywhere simultaneously.

4) It allows for geographic diversity in the deployment .of ‘services and data. This can providg
redundancy and protection against major incidents ¢such as flooding, earthquake or network
failure, which can take an entire datacentre out of seryice. It is rarely cost effective or efficient to
prgvide multiple datacentres in smaller countries,'se out-of-country redundancy might be the only
option for meeting business continuity requirements.

5) For data that is not geographically constrained, the cloud service can dynamically move or copy
dafa between datacentres to optimise performance and storage utilisation. For example, some dat3
might be relevant for reading worldwide, perhaps on mobile devices (e.g. maps, news, video), such
thdt global replication greatly improves the customer experience by reducing data access latency.
Sug¢h data movement and replication is usually fully automated based on objective measurements
of dlata usage behaviours.

6.4.3 | Economics of managing a global cloud service

CSPs, especially large orgdnisations, are resilient and flexible to minimising the cost of their capital
investments and operational costs, and possibly enabling lower pricing of their cloud service offerings
CSPs ordinarily use{standard equipment configurations across their datacentres allowing them to
purchape equipmeht in large quantities. Servers used in cloud datacentres ordinarily are devoid of manyj
of the “pells and-Whistles” found in off-the-shelf servers which saves costs and energy. CSPs mostly use
software-based resiliency rather than equipment redundancy to provide business continuity further
reducingieapital and operating costs. For a large cloud service datacentre, the problem is therefore nof
“keep atf the equipment TUNmMing , bUt Tatier to Tetocate Worktoads Suci that the €SCdoes ot notic
any hardware failures or changes to the service. Such resiliency may require applications to utilize
particular software architecture styles or design patterns relating to e.g. “cloud native” applications in
order to make failures transparent to cloud service users.

Because of the scale of large cloud datacentres, CSPs design for minimum energy use to save costs
and maximize computing density in a way that smaller datacentres cannot. Cloud servers have no
need for interfaces (such as for monitor, mouse and keyboard) which are never used in a bulk rack-
mounted server design. Additionally, CSPs are incentivised to design highly efficient cooling and power
distribution systems that lower environmental impact. CSPs initiate bespoke renewable energy projects
to power their datacentres and they can employ advanced, environmentally friendly power sources
such as bio-mass fed fuel cells. Besides renewable energy, depending on the location, heat recycling can
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be used to collect and utilize generated heat to, e.g. warm local housing. These and other techniques
are available and measurable in all energy-efficient datacentres as covered in standards such as ISO/
[EC 19395 and ISO/IEC 30134-4, developed in ISO/IEC JTC 1, Subcommittee 39, Sustainability for and by
Information Technology.

Using a single version of software across datacentres is another way CSPs contain costs. Therefore,
a CSP will endeavour to use the exact same software for each service throughout their network of
datacentres. This software can then be monitored, managed and maintained by a single team (including
security analysts). New versions of software will be tested and rolled out gradually, to reduce the risk
fmtroducing a catastropticerror to the whote retwork; butthe goatwitt renmaimtokeepa single
deployed software version throughout the CSP as much as possible.

Where multiple software versions exist, any changes will need to be tested against all active vérsions,
and any security vulnerabilities have to be checked and patched in every version. Also)\extensive|testing
is required when software of one version interacts with software of another versiofi! As such, the cost
of maintenance rises approximately with the square of the number of versions if uise.

Consistency of hardware and software further enables the automated management of cloud services.
CSPs can use multiple ways (e.g. artificial intelligence) to monitor millions of servers and procgsses to
detect impending failures and anomalies. This increases business continuity and reduces costs fpr CSPs
and CSCs.

6.4.4 What global, scalable public cloud computing makespossible

Globally deployed, highly scalable public cloud services. offer cost effective and scalable gervices
across geo-political boundaries. Such services offer possibilities that were not available in traglitional
pn-premises deployments or private clouds. For example, such global services enable collectjon and
transfer of user data as well as organisational data across geo-political boundaries. The volume and
speed of data collection and transfer are unprecedented.

With the introduction of data analytics and faachine learning techniques using the power of publjc cloud
services and large quantities of collected data, more than ever before the provenance and categpries of
data need to be understood. In addition,as data gets aggregated and de-identified (see ISO/IEC [19944),
public and enterprise policy developgers need to understand the necessary concepts, terminolagy and
tools to communicate the desired behaviours and outcomes to protect individuals as well as pprotect
confidential organisational data.

6.4.5 Implications ofservice scale and velocity

A key characteristic-of cloud computing is that the service is “On-demand self-service” (s¢e ISO/
[EC 17788:2014,.6.2). This means that customers can create an account, pay for the selected seyvice(s),
start using it,post content, make changes, or whatever else the cloud service provides for thgm, in a
highly automated process. This speed of using the service is highly valued by CSCs, and has|been a
major driving force in cloud service adoption. However, it is also challenging for CSPs to filter out “bad
pctor” belraviour by CSCs. Examples of such bad behaviour include using the cloud service for malicious
purposes (e.g. spreading malware, sharing illegal or extreme content, copyright violation, etc.), dareless
use, (e.g. putting confidential information in unsecure places), or ignorant use (e.g. posting fontent
hchisacceptable i their home coumntry, but tmappropriate or ittegat elsewtere):

While CSPs constantly work to mitigate these bad actors, it remains an “arms race” between the CSPs
and malicious (authorised or not) CSUs. CSPs have been deploying both human specialists and artificial
intelligence tools to mitigate improper use of their services.

CSCs, where applicable, assume responsibility and management of the access control and the use of
their environment. As an example, the CSC needs to control authorization and authentication to their
cloud services to ensure that their CSUs do not abuse cloud services. Further, the CSC needs to monitor
content and usage of their cloud services to ensure that all applicable local, national and international
laws are respected (see also 6.4.1).
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6.4.6 Implications of continuous development

In pre-cloud computing, software was developed in terms of large “releases”, often two or more years
apart. This approach allowed large amounts of testing and certification to be performed before each
release went live. In practice, updating from one release to the next often required systems to be
taken down, updated with new code, and put back up again, either at once or in batches of machines
thus causing planned interruption of service. Should an update fail, the whole process might need to
be reversed. This also meant that security updates might have to wait weeks or months for a “service
pack” or other software update opportunity to be deployed.

Cloud domputing, due to its 24x7 operating nature and the modern security threat environment, hag
moved [to a model of continuous development where small incremental changes are introduced very
frequently, often weekly or even daily. Security fixes can be rolled out even more rapidly when needed.

The effect of this is that there is no longer a clear “release” schedule with long periods.available for]
rigoroys planned testing or certification processes. A traditional approval cycle for a’legacy system
would ot be completed on a cloud system before it was already migrated to a<new version, and
with fyrther changes already on the way. Therefore, testing and certification needs to adapt to an
enviro-Eiment of constant software changes. ISO/IEC 27001 provides structure. for such testing and

certification of rapidly innovative technology. One effect is that testing can’be more focused. It is
certainly possible that a few errors get through the service provider’s own.checks to impact customers
However, it is equally true that a fix for such a problem can be deployed much more quickly.

6.4.7 |Implications of multi-tenant cloud services

Becausp cloud resources such as computers, storage, and.networks are pooled resources shared
by many CSCs and/or tenants (see 6.2.2), it is no longer\possible to give commercial auditors of]
government inspectors physical access to equipment specific to one CSC without potentially violating
the conffidentiality of other CSCs using the same pooled resource. Some data might be spread across
multiple shared storage resources using “sharding”.

In any tase, the CSC controls their own data, andthe CSP might not be able to view or control specific
data inja customer’s cloud datastore, for example if it is encrypted.

This also means that fully secure data“deletion, which under some older policies can require thq
destrugtion of the storage media, cannot be performed as frequently or rapidly as in single-customer
systemp. Where the data of one custemer occupies only 10 % of the space on a disk drive, it is neither
econonpic nor efficient to lose thé use of it for other customers until the drive is eventually taken out of
service

See ISQ/IEC 19944:2017,.92.8.22) for a description of a layered approach to secure deletion that does
not req[lire destruction-of media.
i

When if comes to isSues of lawful enquiry, again physical access to resources shared by a large pool of
users i§ not the@ppropriate approach. Rather, a cloud-oriented approach that relies on the capabilitieq
of the ¢loud services to support inquiry and destruction is required. In many instances, application
level clpudébased log data can provide session access and activity details to support auditing, logging
and forgnsics.

6.4.8 Implications of geographical restrictions

CSPs with larger and global operations, will have various approaches for storage of static data. When a
customer chooses to store (or generate) data, the CSP needs to make smart decisions over where it will
be physically stored. Considerations that go into this decision include:

— Customer or legal requirements or policies.

2) A useful reference from ISO/IEC 19944 is Joel Reardon, David Basin, Srdjan Capkun, SOK: Secure
Data Deletion, IEEE Symposium on Security and Privacy, 2013, available from <http://www.ieee-security

.org/TC/SP2013 /papers/4977a301.pdf>.
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— Currently available storage capacity (e.g. for very large amounts).

— Storage performance (the nearest datacentre might be very busy due to other customers, resulting

in slower data access and bandwidth than might be possible from a less loaded but more
datacentre).

— Storage costs (storage in some places can cost the CSP more than in others, for example
differences in energy costs, or other operating costs).

— Network capacity and availability (sometimes there is better connectivity to a distant locati

distant

due to

n than

to alocal one)3).

— CSCs can be subject to business continuity (disaster recovery) policies and regulations

possible to provide geo-redundant storage within the jurisdiction. It is also ordinarily requit
geo-redundant resources be placed at a distance adequate to prevent failure of both the
resource and the geo-redundant resource from large scale natural and man-made disasters

— Many CSCs have field staff, customers, suppliers, and/or partners located in other parts of th¢
For these users, having the data they need stored more locally to thefn can improve the perfo
of the service.

— CSCs might choose to collect and process data at alocal level.and consolidate their data from|
in a larger scale facility in a different jurisdiction. This is sometimes done to reduce network
concerns, and sometimes to reduce the volume of data<that needs to be transferred to the
datacentre (e.g. from thousands of mobile apps, IoT devices, or other data collection sources

security vulnerabilities are exploited remotelyyInternal resources and manual misconfigur
data can also account for loss of data; the last two can be mitigated in a more efficient glob
environment.

Some policies, both governmental and enterprise, might require that some or all data stored in
service is physically kept within a specific jurisdiction.

more expensive to store due to'management overhead, less storage efficiency, and might als
reduced application performance due to network latency or bandwidth bottlenecks.

For smaller jurisdictions, there might be very few CSPs with a local datacentre. Even if there
there might be no possibility of offering geographic redundancy with only a single datacentr
relevant jurisdiction) This might increase vulnerability to any local catastrophe. See 6.3.10.

6.4.9 Thedieed for cloud service data categorisation and classification

Cloud services hold large amounts of data, both belonging to the CSP and that of their custol
is useful to categorize data to improve its use and management. ISO/IEC 17788 provides thre
categories of cloud data, while ISO/IEC 19944 expands those categories to four top-level categoj

which

require them to maintain geo-redundant copies of their data. In smaller jurisdictigns,it mighft not be

ed that
rimary

e world.
rmance

locales
latency
central

).

— Geographicrestriction of data does notalways prevent dataleaving the restricted location since most

htion of
h] cloud

a cloud

For the reasons given above, data.that is geographically constrained in this way might be soIewhat

suffer

is one,
b in the

mers. It
e basic
ies and

Ise provides a detailed taxonomy for many different sub-categories.

The four top-level categories are as follows:

— Cloud Service Customer Data (which is provided or generated by the CSC themselves, such as

documents, databases, designs, client lists, staff personnel records, etc.)

Cloud Service Provider Data (which concerns the operations of the cloud service, and is irrelevant to
CSCs, such as equipment configurations, network routes, maintenance records, CSP staff rosters, etc.)

3)

As an extreme example, one major video game company launched a latency-sensitive service on the USA’'s east

coast from a datacentre located in London, England rather than their existing one on the USA’s west coast. This was
because connectivity across the Atlantic Ocean performed much better for latency than across the mainland USA.
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— Cloud Service Derived Data (which arises from the customer's use of the cloud service, such as
records of their activity, call logs, audit logs, etc.)

— Account Data (such as CSC contact and payment information)

On any given cloud service, all of these categories will be present and all can potentially include some
PII for the purposes of Data Protection and Privacy law.

A policy approach that applies appropriate rules to specific, limited, and clearly defined categories of
data (such as those enumerated in ISO/IEC 19944) allows for much more efficient data management
and thys cost-effectiveness of the cloud service. It also makes the task of auditing for compliance much
clearer

For thg Data Controller, concentrating appropriate restrictions on data which does containPIl'is far
more cpst-effective and efficient than applying broad control to data categories which could.potentiall)
contair] PII, since as noted above the latter group is very much larger.

(A Datgq Processor, by contrast, usually has no idea whether any given data contains@any PII or not.)

As another example, for non-PIl data there is a very big difference in suitable-handling of current
confidgntial, or valuable information and that of outdated, public, or valueless\data.

See alsp 6.4.1 with respect to CSC and CSU responsibility for achieving assurance in the security of
cloud sgervices to safeguard public sector and regulated workloads.

6.4.10 | Interoperability and portability

Firstly,[it is important to understand that these two terms have very different and distinct meanings. In
simple ferms:

Interoperability is the ability of two connected systems to exchange information, and to mutually use
the infgrmation that has been exchanged. For exafiple, a PC and a printer are interoperable if the PQ
can serld a document to the printer for printing.and the printer can understand the format and content
of the document.

Portability comes in two forms:

— Data portability is where data objects (such as documents, images, files, or databases) can be copied
or moved from one system tg-another, and can still be used on the second system.

— Application portability is\where executable software can be copied or moved from one system tg
angther, and can still be,used (run) on the second system.

Interogerability and poytability are highly complex multi-faceted topics, and the details are addressed
extensively in ISO/IEC 19941.

6.4.10.1 Comsiderations for interoperability in a cloud computing environment

ISO/IEC ©7788:2014, 3.1.5 defines interoperability as the ability of two or more systems or applications
to exchange information and mutually use the information that nas Deen excnanged. 1N the CONteEXt O
cloud computing, interoperability is further described as a cross-cutting aspect providing the ability for
a cloud service customer system to interact with a cloud service and exchange information according to
a prescribed method and obtain predictable results (see ISO/IEC 17788:2014, 6.6). Interoperability also
includes the ability for one cloud service to interact with other cloud services (see ISO/IEC 17789:2014,
8.5.5 and ISO/IEC 19941).

Interoperability and portability in cloud computing is rarely confined to a binary decision of possible
or impossible. Interoperability is potentially subject to implementation costs. A cost/benefit analysis
is required to determine whether the resources needed to assure exchange of information in the
prescribed method while obtaining predictable results is worthwhile. The ability of systems of a CSC
and cloud services as well as multiple cloud services to interoperate is more than a matter of investing
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the resources to assure the exchange of information between the interfaces at either end. In addition,
any changes caused by interoperation requirements might entail additional training for end users,
management and operations staff.

There are many considerations when addressing cloud interoperability. These include:

— the ability of a CSC to interact with a cloud service by exchanging information according to a
prescribed method obtaining predictable results;

— the ability for a cloud service to work with other cloud services:

— properties needed to facilitate successful interactions between an organisation’s ICT facilifies and
a cloud service;

— roles and activities as defined in ISO/IEC 17789;
— cloud capabilities types as defined in ISO/IEC 17788;

— interfaces between different functional components as defined in ISO/IEE 17789:2014, 9.2.

6.4.10.2 Considerations for portability in a cloud computing environment

[n the context of cloud computing, portability refers to the ability of a CSC to move and quitably
pdapt their applications and data between the CSC’s systems-and cloud services, between djfferent
cloud deployment models, and between cloud services ofsdifferent CSPs. ISO/IEC 19941 pfovides
considerations for cloud application portability and cloudidata portability separately.

Portability is “possibly subject to switching costs”. Ay€ost/benefit analysis is required to detlermine
whether porting applications and/or data is worthwhile. The similarity of the CSC and CSP’s syqtems is
therefore more a matter of lowering the switching'cost than of “enabling” portability to take plade, since
plmost any portability is possible if the customer is willing and able to pay for it. Switching concerns
are not limited to costs; it also usually invelves some risks and usually entails the CSC spendin‘L effort
nnd time and perhaps a period of service interruption.

There are many considerations when‘addressing portability in cloud computing. These include:

— allowing CSCs to migrate applications and data in response to business needs such as faster gervice,
lower cost, greater reliability or disaster recovery needs;

— wider availability of application and data allowing access to a broader market;

— time and effort.required for porting both applications and data, however, such overhead|can be
reduced using*¢ommon programming languages, standards, tools, frameworks, models, rup times
and APIs;

— limiting of lock-in situations where the CSC is tied to the cloud services of one CSP.

[n general, CSPs endeavour to provide some degree of interoperability and portability betwegn their
products and those of their competitors. This is in their own commercial interests as a means to
onvince potential customers. However, the engineering challenges must not be underestimated.

6.4.11 Trust and transparency

CSPs have recognised that customer and regulatory trust in their cloud services is essential for
commercial success. One definition of a "trusted cloud service" (there are others) is as follows:

trusted cloud service: A cloud service that satisfies a set of requirements such as transparency for
governance, management and security so that a cloud service customer (CSC) can be confident in using
the cloud service. (Source: ITU-T Y.3501, 2016).

NOTE1 The set of requirements will vary depending on the involved cloud service customer, the nature of the
cloud service and the governing jurisdiction.
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NOTE 2  The setofrequirements could also be related to additional cross-cutting aspects such as performance,
resiliency, reversibility, SLAs, etc.

NOTE 3 Transparency means that the cloud service provider (CSP) should commit to the CSC that they have
appropriate and clear control and reporting mechanisms for governance, management and security, such as SLA
commitments, online announcements, data handling policies, etc.

This definition clearly shows that trust involves multiple aspects.

Transparency To be trusted, a CSP needs to do the right things, but they should also be seen to do the
right things. This includes things like compliance with relevant standards, regulations
and policies, often verified by certification and audit (see 6.4.13). It can also include
providing statements and reports in industry-standard formats using standardised
terms (e.g. ISO/IEC 17788, ISO/IEC 19086 series, ISO/IEC 19944, ISO/IEC 270%7 1SO/
IEC 27018) so that customers and regulators have a clear basis for comparison and
understanding.

Securitly CSPs should implement an appropriate level of security for the service being offered.
For a free-to-play cloud-based online game, this might not be mulch, but for any service
handling personally identifiable information, especially sensitive information such as
financial or medical information, the security requirement§ will be very much higher.

Managé¢ment  The cloud service's management system should be capable of handling the CSCs re-
quirements and the CSP’s various compliance obligations. For example, a cloud service
which is very secure but which is unable to correctly constrain customer data to
reside in the correct jurisdiction(s) cannot be trusted.

Governance A cloud service that has excellent security and effective management is still only as
trustworthy as the governance of the ogganisation. For example, a CSP where the
CEO is able to make changes to their data handling policies on a whim to meet a new
business opportunity (e.g. by selling;the data), cannot really be called trustworthy.
Transparency of governance might'be addressed by certification of compliance with
international standards in this.area such as ISO/IEC 38500.

As stated in the Notes above, these aspeets are highly contextual and it would be difficult if not
impossjble to create a one-size-fits-all set of criteria or regulations for all.

6.4.12 | Exceptional circumstances

Some (JSPs have greater capagity and resources in sustaining and surviving large scale disasters such
as earthquakes or floodsthat could damage one or more datacentres, or isolate them from the network
However, when there-isTonly a single such facility within a jurisdiction it might be appropriate to
considgr the possible impact should it suffer a serious outage whether by natural or human causes.

If a policy requines a cloud service to restrict some data or applications to the local jurisdiction

)

continue offering the service from a datacentre in another jurisdiction until normal service can be
resumed. This is not a decision that can be made after a disaster hits, since the CSP will need to have
made prior arrangements for the handover before the original datacentre is lost or isolated. For example,
a CSP might offer a mechanism for keeping encrypted backups of data in another part of the world, such
that they can be decrypted and brought into service only under such exceptional circumstances.

The cloud SLA is intended to be useful for CSC and CSP to make clear the criteria of exceptional
circumstances.
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6.4.13 Compliance, certification, audit

Some (though not all) of the standards for cloud computing are designed to be used for independent
certification of a CSP, or indeed a CSC%. These standards provide clear criteria for an auditor to measure
against.

There is value in leveraging internationally-recognized accreditations to avoid re-doing audit work
under new certification regimes. Re-using work already performed by an accredited assessor promotes
a globally harmonized approach.

Examples include ISO/IEC 27001 together with ISO/IEC 27017 and ISO/IEC 27018 which cavelrs risk-
based security of personal information stored in the cloud.

A CSP who seeks and obtains certification against these standards can demonstrate thatthey haye been
nssessed and audited by independent professionals and can be trusted to follow the \(internatjonally)
standardised best practice correctly.

Once a certificate of compliance to a suitable standard is granted, ongéing compliance|to the
requirements is assured by internal processes and periodic external audits.

6.4.14 Challenges for small and medium sized enterprise (SME)adoption

Adoption of cloud computing services by small and medium Sized enterprises (SMEs) has both
hdvantages and challenges.

In general, SMEs using cloud services fall into two categaries:
— Non-IT small and medium sized enterprises;

— IT-oriented small and medium sized enterprises.

6.4.14.1 Non-IT small and medium sized-enterprises

Firstly, there are SMEs where IT seryvices are incidental to their actual business, e.g. retailers, small
manufacturers, farms, partnerships; professionals. This type of SME is most likely to choosg cloud
based applications that are tailofed (or can be customised) to their own business needs, such as general
pffice productivity applications, (work processors, spreadsheets, document storage, accounting, stock
tracking, telephony). In addition, they might use specialised applications designed for their pafticular
industry, perhaps built py~a/cloud service partner (CSN — see ISO/IEC 17788).

For these SMEs, cloud.computing greatly reduces the need to own, manage, and secure softwaile other
than that which resides on their own desktop PCs or other devices. They never need to see of worry
pbout running/or-securing a server.

A key challenge is often obtaining cost-effective and reliable network connectivity (including sufficient
bandwidth) to the CSP. This can be especially difficultin rural areas (even in otherwise highly deyeloped
counteies) as there might be only a single network service provider with little incentive to inyest, or
perhaps none at all SMEs in developing countr1es can be espec1ally challenged in this regard Pupblished

cellular coverage such as 3G and 4G wh1ch is often unsultable or too expenswe for continuous daily use
of cloud services for SMB business. For SME staff out on the road, the use of WiFi hotspots can be useful,
but even these can be frustrating if not well designed and maintained.

There are also challenges for SMEs trying to remain compliant with data protection and privacy rules
who cannot afford expensive consultants or specialist employees to take care of this. Instead they
must mostly rely on the advice and features provided by their CSP, which might or might not be easy to
understand when it comes to meeting local law and regulations. However, cloud services could provide

4)  Note that not all international standards are suitable for certification. For example, some describe terminology
or standard concepts but do not include any requirements that can be verified by an auditor.
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a better option than equivalent on-premises software, since it is more likely that the CSP would have
access to the right skills to ensure compliance than an SME organization.

6.4.14.2 IT-oriented small and medium sized enterprises

Secondly, there are SMEs such as IT-oriented start-ups which opt for cloud computing as the platform
for developing their new business. They can take advantage of getting started on minimal capital
investment and then grow as gently or rapidly as their market opportunity allows.

A succgssful SMEof this kKimd cam rapiaty gaim cloud=-based CUSTOMETS arournd the Wortd, and provide
strong fource of export revenue for their home jurisdiction. Some of these SMEs can grow into power{
houses|of innovation and revenue, and even become influential throughout the whole business world.

While they are more likely to be based in cities and thus have better access to broadband than thg
first grpup, they can struggle with interpreting and anticipating how their new business model(s) might
be understood and treated by regulators, especially if their approach is seen as disruptive to existing
businegses or social norms.

6.4.14.3 Impact of large business policies on small and medium enterprisés

Both kinds of SMEs can be disproportionately affected by policies that are-crafted primarily around
regulatiing large enterprises.

For example, a new regulation that might require the assistance of alawyer and a specialist data-sciencsg
contradtor for a 10,000-employee large enterprise might still cequire a lawyer and a contractor for g
5-emplpyee start-up business, which could be beyond the finances of the SME, or make their adoption
of cloud computing impossible.

Any di§proportionate impact on SMEs can have seriou$§‘economic consequences in any places wherg
SMEs npake up a substantial part of the local business;community. While large CSPs are far less directly
affectefl, such a loss of local SME business can al$o adversely affect the large CSPs who provide the
cloud service(s) for them, thus reducing the value of the entire local cloud ecosystem and depriving
local pgople of some of the benefits identified above.

7 Usling international standards to assist in developing policies that cover cloud
comppting

7.1 International standards relevant to cloud computing policy development

Interngtional standards_ereated by ISO/IEC JTC 1 often build on each other, or at minimum reference
materigl included in<other standards. It is important to understand the inter-relationship of such
standards, especially"when it comes to those related to cloud computing. This way users of such
interndtional standards have an understanding for how they can use them in a set of comprehensive
tools. For example, Figure 1 below shows how the foundational security and privacy risk management
frameworks developed in ISO/IEC]JTC 1 SC 27 are the basis for derived standards such as ISO/IEC 27018
or how([ISO/IEC JTC 1 SC 38 standards ISO/IEC 19944 and ISO/IEC 19941 are derived from foundation
cloud computing standards ISO/TEC 17788 and ISU/IEC 17789, and In turn they are reierenced Dy
various parts of the ISO/IEC 19086 series, describing cloud service agreements.
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Cloud Computing Standards

All Cloud Standards use as basis

ISO/IEC 27036-4
Supply chain
security — cloud
services

[

Application of
ISO/IEC 27017 to
Partners

ISO/IEC
19086-4

Trusted
Connections

ISO/IEC 27070
Virtualised Roots
" of Trust for Cloud
Risk

Management 1SO/IEC 21878
Library Security for
Virtualised Servers

ISO/IEC 27570
Privacy
Guidelines for
Smart Cities

ISO/IEC
20889

ISO/IEC 27030
loT Security and
Privacy

Emerging
Virtualisation
technologies

Purple = SC27
=S5C38

Blue = SC40

Figure 1 — International'standards for cloud computing

(current stage: 20.00), ISO/IEC 27570 is urnider development (current stage: 20.00).

The following table provides a shottdescription of each of the standards shown in Figure 1.

Privacy 1
Ph¢

or Smart
nes

Green = Study Periods (SCR7)

NOTE ISO/IEC 27070 is under development (current stage: 10.99), ISO/IEC 27030 is under deve|lopment

Standard

Description

ISO/IEC 17788:2014

Information technology=— Cloud computing —
Overview and vocabtlary

Provides an overview of cloud computing along with a set
of terms and definitions. It is a terminology foundatjon for
cloud computing standards.

ISO/IEC 17789:2014

Information technology — Cloud computing —
Reference-arcChitecture

Specifies the cloud computing reference architecturg
(CCRA). The reference architecture includes the cloyd
computing roles, cloud computing activities, and thg cloud
computing functional components and their relationjships.

ISO/IEC.19086-1:2016

Information technology — Cloud computing —

blocks (concepts, terms, definitions, contexts) that cpn be

Seeks to establish a set of common cloud SLA building
IE)-

used to create cloud Service Level Agreements (SLA

Service level ngroomant ((" A)JFramovyrnrlz

Part 1: Overview and concepts

ISO/IEC 19086-2

Cloud computing — Service level agreement (SLA)
framework —
Part 2: Metric model

Establishes common terminology, defines a model for spec-
ifying metrics for Cloud Service Level Agreements (SLAs),
and includes applications of the model with examples.
ISO/IEC 19086-2 establishes a common terminology and
approach for specifying metrics.

ISO/IEC 19086-3:2017

Information technology — Cloud computing —
Service level agreement (SLA) framework —
Part 3: Core conformance requirements

Specifies the core conformance requirements for service
level agreements (SLAs) for cloud services based on ISO/
IEC 19086-1 and guidance on the core conformance re-
quirements. This document is for the benefit of and use by
both cloud service providers and cloud service customers.
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Standard Description

ISO/IEC 19086-4 Specifies security and protection of personally identifiable
information components, SLOs and SQOs for cloud service

Cloud computing — Service level agreement (SLA) level agreements (cloud SLA) including requirements and

framework — uidance
Part 4: Security and privacy & '
ISO/IEC 19941:2017 Specifies cloud computing interoperability and portability

types, the relationship and interactions between these
two cross-cutting aspects of cloud computing and common
tCl 1llillU}U5y Cllld LUllLClJtD UDCI:‘I tU dibl,ubb illtcl UlJCl dbi}it_y
and portability, particularly relating to cloud services.

ISO/IEC 19944:2017 Names and describes the categories of data, flows of data
between a device and a supporting cloud services,andhow
to describe the use of different categories of data by-the CSP.

Information technology — Cloud computing —
Interoperability and portability

Informqtion technology — Cloud computing —
Cloud services and devices: Data flow, data
categotifies and data use

ISO/IE¢ 27001:2013 Specifies the requirements for establishing, implementing,
maintaining and continually improving'an information
security management system within the context of the or-
ganisation. It also includes requirements for the assessment
and treatment of information gecurity risks tailored to the
needs of the organisation. The,réquirements set out in [SO/
IEC 27001:2013 are generic and are intended to be applica-
ble to all organisations, fegardless of type, size or nature.

Informgqtion technology — Security
techniques — Information security
managg¢ment systems — Requirements

ISO/IE¢ 27002:2013 Gives guidelines for'organisational information security
standards and infermation security management practices
including the selection, implementation and management
of controls taking into consideration the organisation's
informatijdgrysecurity risk environment(s).

Informqtion technology — Security
techniques — Code of practice for information
security controls

ISO/IEC 27017:2015 Gives guidelines for information security controls applica-

Informdtion technology — Security techniques — ble to‘the provision and use of cloud services by providing:

Code of|practice for information

security controls based on ISO/IEC 27002 *— additional implementation guidance for relevant
for cloud services controls specified in ISO/IEC 27002;

— additional controls with implementation guidance that
specifically relate to cloud services.

ISO/IE(C 27018 Establishes commonly accepted control objectives, con-
trols and guidelines for implementing measures to protect
Personally Identifiable Information (PII) in accordance
with the privacy principles in ISO/IEC 29100 for the public
cloud computing environment.

Informqtion technology — Security.

techniques — Code of practice fon protection of per-
sonally fidentifiable informatian (P11) in public clouds
acting q¢s PII processors

ISO/IE( 20889 Provides a description of privacy-enhancing data de-iden-
tification techniques, to be used to describe and design
de-identification measures in accordance with the privacy
principles in ISO/IEC 29100. In particular, this document
specifies terminology, a classification of de-identification
techniques according to their characteristics, and their
applicability for reducing the risk ot re-identification.

Privacy|enhancing data de-identification techniques

ISO/IEC 27036-4:2016 Provides cloud service customers and cloud service provid-

Information technology — Security ers with guidance on

techniques — Information security for supplier rela-

tionships — Part 4: Guidelines for security of cloud |3  8aining visibility into the information security risks
services associated with the use of cloud services and managing

those risks effectively, and

b) responding to risks specific to the acquisition
or provision of cloud services that can have an
information security impact on organisations using
these services.
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7.1.1 ISO/IEC 19086 series of standards as applicable to trust and transparency

The cloud computing standards created in ISO/IEC JTC1 can be seen as relating to each other from
the perspective of cloud service level agreements (SLAs). The ISO/IEC 19086 series of standards
describes Cloud Service Level Objectives (SLOs) and Cloud Service Quality Objectives (SQOs) that

are the components of cloud service agreements. Such SLOs or SQOs are often described by

making

references to previous cloud computing standards such as ISO/IEC 27018 for topics related to public
cloud processors, or ISO/IEC 19944 for data management SLOs or SQOs that need to build on data

taxonomies and use statements.

to see how various cloud computing standards are associated with each other from the pérspe
cloud service agreements.

Privacy enhancing data de-identification
technique & qualifiers

Figure 2 describes how the ISO/IEC 19086 series of standards reference other standards. It)ig useful

ctive of

Linked by SLA: Trust and Transparency Standards

Legend I\

can be used in response to
SLA/RFQ

I

Arrow points to standards thdt

1SO/IEC 17788/17789
as Foundation

Cloud security controls @

Figure 2 — International standards related to Service Level Agreements (SLOs)

and future)
- Governance of Data
SLA Conformance

Disaster recovery

Service monitoring & tern|
Verticals (health, finance,

Figure 3 shows a few,examples of SQOs that cite other ISO/IEC JTC1 standards such as ISO/IEC 1
the areas of datatakonomy and use statements, as well as ISO/IEC 27018 for protection of PII b}
cloud operatot that act as PII processors. Such use of relevant international standards facilit3
creation of cloud service agreements that are based on internationally recognized consensus ¢
and termrinologies, allowing for more structured and efficient relationships between cloud
providers; cloud service customers and regulators.

Cloud Vocab and Ref. Arch.

Also connected by reference:(current

Resiliency and fault tolerance

ination
letc.)

D944 in
 public
tes the
bncepts
service
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SLA: Part of the CSA that includes SLOs and SQOs for the covered service(s):

<

ISO/IEC 27018: Code of practice for protection of

&SLA Component Pll in public clouds acting as Pl processors

SQO: Customer

NAtA N, P WITV W Y-V- VWi M
—awa I.)U/IEL 157545 UdAUTIUITTY altd Udta

References O
SQO: Customer use statement structure N4
Data Usage (19

Cloud service customer data component

|/

References

SQO: Provider
Data

Cloud service provider data component

ISO/IEC 19944 taxonomy and data (],
use statement structure y (1/
/Q\

[l

SQO: Account P C)
— ISO/IEC 19944 taxonomy a%id,data
e

[Account data component use statement 5tr)-'®

<
Q
ISO/IEC 19944<ta%onomy and
data use s&@ment structure

3 SQO: Derived Data,
its usage and access
Derived data component

References

I

7.1.2

A simil
coreis
ISO/IE
(ISO/IH
IEC 199

Unders
to puti

\\\‘<

Figure 3 — Examples of SQOs that reference other international standards in the
ISO/IEC 19086 series

ISO/IEC 19944 as applicable to clarify’ data concepts

hr inter-relationship and dependenhcy map can be established for data-centric standards. At the
SO/IEC 19944 that is itself based on foundational cloud computing standards ISO/IEC 17788 and
[ 17789. ISO/IEC 19944 hasdbeen used by other projects in JTC1 such as service level agreements
C 19086 series), de-identification of data (ISO/IEC 20889, data portability (as covered in ISO
41).

tanding this inter-rélationship could be useful for public and enterprise policy makers who need
h place policies-and practices using concepts described in them.
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Data-Centric Standards Relationship

Legend:

Cloud Analytics and
Machine Learning

Future
projects

ISO/IEC 22624
Taxonomy-based data

Data taxonomy & use ' management
atements (ISO/IEC 19944) (an SC38 AHFW subgroup)

Based on Data
taxonomy in

ISO/IEC 17788 /17789 as
Foundation

Figure 4 — International standat@@elated to cloud data
O
7.1.3 ISO/IEC 275525), Privacy information m@gﬁgement systems

[SO/IEC 27552 is an extension of ISO/IEC 270&\}‘Inf0rmatlon security management systems) as
[SO/IEC 27002 (Code of practice). In parti 1, it contains controls suitable for PII controllers
processors (that includes cloud compuﬁ:trollers and processors). ISO/IEC 27552 extends t]
by requiring explicitly that PII proces be considered in the scoping of the ISMS, and that pri
taken into account in terms of inte.r\ d parties, risks, obligations, etc.

[SO/IEC 27552 is suitable to mg% obligations of modern data protection regulations. ISO/IE(
is intended to serve as an%sﬁrance mechanism in the controller/processor relationship, as
penerator of evidence tha®1 y be useful also for supervisory authorities.

[t could also serve as@foundation for privacy information certification, in much the same way th
[EC 27001 and ISQ@’B 27002 serve as a foundation for information security certification.

Figure 5 des@es how ISO/IEC 27552 has been derived from the existing international stand
mformatio%ecurity management system (ISO/IEC 27001) and how the privacy controls hay
develop relations with, and in composition with security and privacy controls in the ¢
inter nal standards for codes of practice.

A

ISO/IEC 23186 Arrow points to standards
Safe Data Processing for that can use data taxonomy
&

well as
and PII
he ISMS
vacy be

27552
well a

at 1SO/

ard for
‘e been
xisting

)

5) Under development. Current stage: 40.00.
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Relationships between ISO/IEC 27001, 27002, 27018 and 27552

/

ISO/IEC 27001: ISMS ISO/IEC 27552: PIMS

(Information Security Management System) (Privacy Information Management System)

requires - requires
. Derived from
Risk Assessment + _ Risk Assessment +

Stateinieiit o1 ApPIicaiity Statement of Appiicabiiity
Management Systems /4;1/

1Based on—> /\
] (Q\
ISO/IEC 27002

(new guidance for existing controls in 27002 +
new privacy controls and guidance for
BErives) e controllers and processors

N

ISO/IEC 27552:

ISO/IEC 27018

(new guidance for existing controls in 27002 +
new privacy controls and guidance for cloud
processors)

K Codes of Practice P /
Q\/

Figure 5 — International standards related to sec and privacy in cloud computing

%
Similar{to other ISO/IEC JTC1 standards, ISO/IEC 2755&ui1ds on the existing standards as described
in Figure 5 and cites other cloud computing stan s such as ISO/IEC 19944 and ISO/IEC 20889 as
they contain data taxonomy and data use expre s, as well as de-identification techniques that can
be used in privacy-related policy expressions,@actices and certifications.

7.2 (Qther significant standards, @é&fications, and documents
The clqud computing international tandards identified in 7.1 fit within a much wider collection of

standafds and specifications, "@ﬁ of which may also be useful when developing cloud computing
policy. A non-exhaustive list of@c additional standards and specifications can be found in Annex B.

8 Comsiderations@%en developing policy

8.1 onsider@ﬂ’&s for regulatory policy

The fol owi@"e valid considerations when developing policy that will be legally mandated on the
deploy ffer, or use of cloud services in a jurisdiction.

The numbering does not imply any form of precedence or priority.

8.1.1 General

CSPs ordinarily provide considerable amounts of documentation to their customers, partners, and
regulators. It is therefore unreasonable to diverge from the international consensus on how cloud
computing systems are described.

1) Does this policy use or define cloud computing terms in a way that conflicts with the definitions
provided in international standards (see 6.2 and ISO/IEC 17788, ISO/IEC 17789)?

2) Does this policy always refer to the international standards for definitions where possible (see 6.2)?
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Does this policy avoid or mitigate unintended engineering consequences by allowing for reasonable
industry consultation before policy changes?

Does this policy contain any time constraints and time limits for implementation? Are these
consistent with the engineering challenges for implementing the requirements?

8.1.2 Multi-tenant issues

As described in 6.4.7 above, cloud services achieve economy of scale and cost by sharing resources

1)

)

B)

4)

1)

)

B)

4)

ETWEETT MUITIPIe CUSTOMErS/ Temants.

The following for multi-tenant should be considered:

8.1.3 Avoiding unnecessary barriers to cloud adoption

The following should be considered:

Does this policy require that CSPs grant physical access to data or systems by goveriiment officials?

a) If so, how does it protect the rights (e.g. confidentiality, integrity, availability) of othdr cloud
service tenants hosted on the same physical systems or data stores asthe'target (see 6.4.7)?

Does this policy cover deletion of data?

a) If so, does it take into account the needs of other tenants-whose data resides on the same
storage media (see 6.4.7)?

Does it take into account the financial cost in destroying viable storage media before the end of its
working life (see 6.4.3)?

Does this policy cover the rights of CSCs to retrieve their data from the CSP?

a) If so, does this policy take into account theshandling of PII about other people that nlight be
embedded within such data?

Policies that were originally developed-for regulation of on-premises computing systems or|locally
hosted systems can sometimes agtias obstacles to the deployment of efficient cloud computing
prchitectures.

Does this policy include implicit assumptions or explicit requirements about CSP staff, such as their
citizenship or loc¢ation (see 6.4.2)?

Does the palicy require specific local staff qualification(s) or clearance(s) that would make it
difficult of impossible to operate or manage by CSP staff based in another jurisdiction (see §.4.2)?

Does~this policy constrain the ability of the CSP to move cloud service provider data (sge 1SO/
[EC:19944) between jurisdictions (see 6.4.2, 6.4.3)?

Does this policy constrain the storage location of cloud service customer data or derived dpta to a
specific jurisdiction (see 6.4 2)?

5)

6)

a) Ifso, does this constraint apply to all such data, or to an identified subset of data categories?
b) Ifthe latter, are these data categories based on the data taxonomy defined in ISO/IEC 199447

[f the policy includes constraints on data location, does it allow for operational exceptions in special
circumstances, for example maintaining the cloud service in operation during a major emergency
affecting the local cloud datacentre(s)?

[s this policy consistent with the international standards for IT governance (see ISO/IEC 38500)?
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7) Does this policy allow for continuous development of cloud services and connected applications
(see 6.4.6)?7

8) Does the policy allow for continuous prototyping, development, test, and deployment?
9) Does the policy encourage or deter CSPs and CSCs keeping their systems up to date?
10) Does the policy require re-certification or re-approval when software is changed?

a) Ifso, how much change is permitted before re-certification or re-approval is required?

8.1.4 | Trust and transparency

CSCs nged to trust their CSP, and experience has shown that trust is best established and maintained by
being truthful and transparent about the service(s) being offered, and their operation.

The following should be considered:

1) Dogs this policy encourage or mandate the use of standards-based terminology int describing onling
comnputing services (cloud-based or otherwise)?

2) Dops this policy discourage or prohibit the use of terms like “cloud”_or “cloud computing” foy
degcription of services that don’t meet the international standard definition of cloud computing
defined in ISO/IEC 17788 (the practice known as “cloud washing”)?

3) Dogs this policy mandate informing the CSC about how the CSP will make use of customer data of]
derived data?

a) | If so, does the policy mandate or encourage the CSR'making data use statements constructed
according to the standard method defined in ISO/1EC 199447

4) Dogps this policy require the use of standard teryninology in cloud computing service agreements of]
sernvice level agreements (SLAs)?

a) | If so, does the policy follow the istandard terminology and framework defined in ISO
[EC 19086 series?

8.1.5 |Interoperability and portahility

Interogerability and portability are important issues for CSCs and for regulators, especially for thosg
concerned with competitionbetween service providers. However, this is a very complex subject and
needs to be handled carefGiy.

The following shouldbé considered:
1) Dogs this poligy cover issues of interoperability or portability?

2) Dogs this,policy make clear the distinctions between (see ISO/IEC 19941):

a) | Interoperability

b) Data portability
c) Application portability
3) Does this policy mandate specific aspects of interoperability or portability?
a) Ifso, are these aspects aligned with or defined using the facets identified in ISO/IEC 199417

4) Does this policy require direct interoperability (see ISO/IEC 19941), or does it also allow for
the use of:

a) Protocol converters
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b) Intermediate formats

c¢) Third-party data conversion tools (e.g. open source)

d) Other solutions

Does this policy require direct data portability, or does it also allow for the use of:

a) Intermediate formats

6)

1)

)

B)

4)
P)

by —Third-party adapters {e.g8- Open SOUrce)

c) Other solutions

Does this policy require direct application portability, or does it also allow for the use of:
a) Emulators

b) Application code conversion

c) Other solutions

8.1.6 Security and privacy

The following should be considered:

Does this policy impose specific security requirements on cloud service providers and cloud
customers?

Confidence in information security and the protection of personal information within cloud services is
hn essential pre-requisite for the successful adoption of cloud computing technologies.

service

Does this policy recognise the concept af shared responsibility between the cloud service pfrovider

and the cloud service customer in keeping data secure and private?

Does this policy enable and eneourage advances in security technology and techniques
threats emerge?

aS new

Does this policy enable ox promote the use of strong encryption of data at rest and while mgving?

Does this policy enable the use of industry-trusted risk management approaches to gecurity
and privacy such-as“those described in ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018, and 1SO/

IEC 275527

8.2 Considerations for advisory policy

8.2.1 _‘General

This\ subclause covers considerations that are relevant when crafting a policy that advjises or
recommends on the use of cloud computing but does not impose mandatory requirements.

Examples of such policies would be where a national government provides guidelines and
recommendations covering the use of cloud services to local government or to government agencies,
though the final decisions of whether (and how) to use cloud services are left to those bodies, such as

https://www.gov.uk/government/news/government-adopts-cloud-first-policy-for-public-sector-it.

The following should be considered when developing policy that will provide advice and/or guidance
on the deployment, offer, or use of cloud services in a jurisdiction.

The numbering does not imply any form of precedence or priority.
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8.2.2 Promotion of cloud technology adoption

Many governments see advantages to business, society and the environment from moving to appropriate
cloud computing approaches to IT, as identified in 6.3 above, and will often advise local government and
agencies accordingly.

The following should be considered:

1) Does this advisory policy recommend a “cloud first” approach, prioritising the use of public cloud
services for those situations where it is technically capable of meeting policy and organisatio
requirements?

2) Dogps this policy advise local government or agencies on criteria to determine whether to)adopt
clopd computing (or not) for their IT needs?

3) Dops this policy advise on the environmental benefits of moving to a cloud computing based
approach?

8.2.3 | Terminology and taxonomy

Correct interpretation of advisory policy depends on common understanding\of the terminology used
and coffrect identification of the categories of data that it will apply to.

The following should be considered:

1) Dogs this advisory policy use international standard cloud computing terminology according to thg
deflined terms in ISO/IEC 17788 and ISO/IEC 221237

2) Dogps this policy only provide general advice or does,it provide specific guidance for particulay
catlegories or classifications of data (see ISO/IEC 19944), types of application, or purposes?

8.2.4 |Adoption by small and medium enterprises

Policie§ crafted primarily for large scale “enterprises and large CSPs can sometimes imposg
disproportionate burdens on smaller orgamisations.

The following should be considered:

1) Dogps this advisory policy assist with or complicate the use of cloud computing for smalley
deployments such as smalllocal governments, educational establishments, or smaller agencies?

2) Dogps this advisory polioy encourage or inhibit the adoption of cloud computing by those small and
medium enterprises(SMEs) that supply or undertake work for governments and agencies?

8.2.5 |Supplier certifications

Following an-advisory policy is easier when it provides clear guidance on the type of certifications that
can be fised to validate full or partial compliance.

The following should be considered:

1) Does this advisory policy give guidance on the type of certifications that might be expected of
suppliers and contractors offering cloud-based services to government and agencies?

a) Ifso, does this guidance identify suitable certifications against ISO/IEC standards such as those
listed in Clause 7?

8.2.6 Network connectivity

Employing cloud computing implies sufficient appropriate network availability, whether via the public
Internet or a private network of some kind.
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The following should be considered:

1) Does this policy advise on networking issues as essential to cloud computing benefits?

a) If so, does the policy encourage the provision of sufficient and suitable broadband network

connectivity, availability, and reliability?

2) Does this policy provide guidance on appropriate matters of demarcation, such as the scope of
responsibilities of CSCs, CSPs (as data controllers and as data processors), and network connection

providers?

8.2.7 Interoperability and portability

Enabling interoperability and portability is often cited as essential to free market competition b
suppliers of IT services including cloud computing.

The following should be considered:
1) Does this policy provide guidance on the types of interoperability or, portability that sh
sought?

international standard framework provided in ISO/IEC19941?
8.3 Considerations for procurement policy

8.3.1 General

This sub clause covers considerations that are relevant when crafting procurement policies for
and users of cloud services, whether purchased by governments, government agencies, or com
enterprises.

determine, limit or control which cloud services their departments and staff can purchase or en

The following should be considered when developing policy that will control the purchase, depld
pffer, or use of cloud servicesyinan organisation.

The numbering does notimply any form of precedence or priority.

8.3.2 Terminology and taxonomy

Some cloud computing and other IT suppliers sometimes use terminology in their marketing or
descriptions‘which deviates from (or is less clear than) the internationally standardised term
procurement policy, it is important to ensure that the terms used are understood and used in th
way bysall suppliers in their service offerings.

The following should be considered:

etween

buld be

a) If so, does the policy adequately articulate the complexity' of these topics and follow the

buyers
mercial

Examples are where a government, edterprise, department, or other CSC sets down rules that will

iploy.

yment,

broduct
s. For a
e same

1) Does this procurement policy use international standard cloud computing terminology according

to the defined terms in ISO/IEC 17788, ISO/IEC 22123 and other international standards?

2) Does this procurement policy reference the ISO/IEC 19086 series for cloud service agr
terms and concepts?

eement

3) Ifthis procurement policy places limitations on the use of customer data or derived data by the CSP,

does it identify the affected data categories according to the taxonomy described in ISO/IEC
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