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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of I1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
internati prat I t - T . o , i "

Inthefig
The mailn task of technical committees is to prepare International Standards, but in exceptional circumstanees a technical

atrons,gove a Nt MoN=govel entar, arSOmwW Oanc Al SO laRePaA c WO

1, when the required support cannot be obtained for the publication of an International Standard, despite repeated
2, when the subject is still under technical development or where for any other reason.there is the future but not

3, when a technical committee has collected data of a different kind from that\which is normally published|as an
Intgrnational Standard (“ state of the art”, for example).

Technicgl Reports of types1 and 2 are subject to review within three years of publication, to decide whether they gan be
transformped into International Standards. Technical Reports of type 3 do not necessarily have to be reviewed until the datia they
provide gre considered to be no longer valid or useful.

Technicfl Reports are drafted in accordance with the rules given in the ISOMEC Directives, Part 3.

Attention is drawn to the possibility that some of the elements of thisTechnical Report may be the subject of patent rights. ISO
and |EC{shall not be held responsible for identifying any or all such(atent rights.

ISO/IEQ TR 21890, which is Technical Report of type 3, was,prepared by ECMA (as Technical Report ECMA TR/8]) and
was adopted, under a specia “fast-track procedure”, by Joint>Technical Committee | SO/IEC JTC 1, Information technolggy, in
parallel yith its approval by national bodies of 1SO and | EC:
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I ntroduction

This Technical Report investigates the interoperability of Private Integrated Services Networks (PISNs) and Internet Protocol
(IP) networks within the context of Corporate Telecommunication Networks. The purpose is to identify possible scenarios for
interoperation, problems that will have to be solved if particular scenarios are to be pursued further, and possible future
standardization activities in this area. It forms the foundation for further work in ECMA on this subject, including the
productionof-Standards where-found-toberequirec:

This Technical Report is based upon the practical experience of ECMA member companies and the results of theis agtive and
continuous participation in the work of ISO/IEC JTC1, ITU-T, ETSI, IETF and other international and national)standardization
bodies. It represents a pragmatic and widely based consensus.
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unication over IP networks, including ITU-T recommendation H.323, IETF Session thitiation Protocol (SIP) ar
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ple future standardization activities resulting from this Technical Report can include work items relating to IP
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ominant traffic in PISNsis voice, and therefore this Technical Report focuses on interoperability considerations

video and data). Although in many respects similar to voice, fax. traffic has dightly different requirements a
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ternet : A public IP network.

tranet : A private IP network.

ternet Protocol (1P) : The protocol specified in RFC 791 (IP version 4) or in RFC 2460 (IP version 6).

P (VolP)

Customer
Inication

network : A public or private network offering connectionless-packet-mode services based on the Internet Protocol (1P)

network layer protocol.

- The Internet is the prime example of a public IP network.
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such as
Services

SIP Session Initiation Protocol

SSL Session Security Layer

SM Scenario Management (functional grouping)

SS7 Signalling System number 7

SW Switching (functional grouping)

TCP [ TrangmssiorControt Protocot

TDM Time Division Multiplexing

TIA Telecommunications Industry Association

TLS Transport Layer Security

TRIP Telephony Routing Information Protocol

UDP User Datagram Protocol

URL Universal Resource L ocator

VolP Voice over IP

VPN Virtua Private Network

5 Introduction

51 Background

Private Integrated Services Networks (PISNs), based on 64kbit/s-based Time Division Multiplexing (TDM) technigyies, have
for y years been the basis of corporate voice communicatiohs and additionally have supported other serviceg
facsimile, video and data (circuit-switched and packet-switched).(The technology is similar to that of public Integrated

Digitdl Networks (ISDNs). More recently, the connection of virtually every desktop to a Local Area Network (L

gro

voice|communications. There are a number of motives behind this, including cost savings (by the use of common w
equipment) and the potential for applications that explait the integration of voice, data and other media to the bene
busingss.

The
high

Becalse of the growth of the Internet, the Internet Protocol (1P) has become the dominant network layer protocol. Al
present version 4 of IP (IPv4, RFC 791)i's almost universal, lack of address space and other considerations are creatin
interest in version 6 (IPv6, RFC,2460). Except where otherwise stated, the term IP in this Technical Report refers
[Pv4 or IPv6.

To cgrry voice over data networks, it has to be carried over 1P, and hence the term “Voice over IP” (VolP) has cf
being} Voice over |P cantbe used in a number of ways, including:

h of the Internet and the building of “intranets’ and “extranets’ have led to the desire to use these data network

network layer protocol is of great importarice in data networks, since it has to support a wide range of application
e layer protocols that they employ, whilst at the same time being able to operate over a wide variety of infr

end-to-end betweenrterminal equipments attached to IP networks;

o
between.two networks, in particular between two PISNs or between a PISN and another network;
o

etiveen two parts of the same network, in particular between two Private Integrated Service Network eX changes)

etween aterminal equipment attached to an I P network and a point of interworking with a PISN or other network;

AN), the
5 also for
ring and
it of the

5 and the
ructures.
hough at
j alot of
to either

bme into

(PINXs)

1 H + +ha DLCAL:
Ul Iullly W iCc o Aatic riTomn, Ul

between a terminal equipment and its point of attachment to its serving network, in particular between a
equipment and its serving PINX.

terminal

From this list it can be seen that PISNs can interoperate with |P networks in a number of different ways, and this is the subject
of this Technical Report. The Technical Report focuses chiefly on voice, this being the service most often provided by a PISN.
In particular, this means that packet mode aspects of PISNs are not considered.

Figure 1 shows an example illustrating these different means of voice communication through an IP network. The IP terminal
equipments have direct access to the IP network, telephones 1 and 2 have access to the | P network through a gateway (labelled
as gateway type 1) and PINXs A and B have access to the | P network through a gateway (labelled as gateway type 2). All these

entit

ies can communicate with each other through the I P network using the respective gateways.
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In addition, PINX A and PINX B may be able to communicate with each other viathe |P network using gateways that provide
special support for inter-PINX communication. For this purpose PINX A and PINX B are shown as being attached to the IP
network also through gateways labelled as gateway type 3.

Finally, telephones 3 and 4 are shown as being served by PINX B, access being achieved via the IP network using gateways
(labelled as gateway type 4 on the telephone side of the IP network and gateway type 5 on the PINX side of the IP network).
These telephones cannot make and receive calls directly through the IP network to other destinations (e.g., IP terminal
equipments) but make and receive al callsviaPINX B.

NOTE - Although these different gateway types have functional differences, there may also be substantial similarities in practice between
some of these types. Also a physical realisation of agateway might incorporate more than one of these gateway types.

IP terminal IP terminal
equipment equipment

Teleplones 1 and 2

Gateway
type 1

B

pe 2

e

Teleghones 3 and 4
Gateway

type 3

Gateway
type 4

Gateway Gateway rGateway

‘ type 5 type 2 & type 3

Figure 1 — Example of voice communication through an I P network

Gateway| type 2 can be used for intepworking between PISNs and | P networks, which is considered in clause 8. Gateway type 3
can be uped for interconnecting PISNs'or PISN components via | P networks, which is considered in clause 9. Gateway tyjpes 1,
2, 4 and b can be used for connection of (remote) telephonesto a PINX viaan IP network, which is considered in clause 10.

5.2 Types of network

An IP network operateSin/packet mode, since information is sent in packets, when information is available, rather than as a
continudus stream._Each packet is routed individualy, rather than being switched in accordance with a pre-estabjished
connectipn. This makes an IP network a connectionless packet network.

This contrasts\with a PISN, where information is transmitted along the path of a pre-established connection (connection-
oriented). A PISN can operate in CI rcuit mode, where mformatlon is transmltted as a continuous stream of bits, or in packet
' 2 al-Report

regards a PI SN asa prlvate connectlon -Ofi ented circuit mode network

Similar considerations apply to public ISDNs, which can be regarded as public connection-oriented circuit mode networks.
Although the focus of this Technical Report is on PISNs interoperating with 1P networks, public ISDNs have to be considered
in the overall picture.

An IP network can provide services to alimited set of users (in a corporation), and therefore can be considered to be a private
IP network (or intranet). Alternatively an I P network can provide services to the general public (asis the case with the existing
Internet), in which case it can be considered to be a public IP network (or Internet). The term “extranet” is often used to
describe an intranet that is spread over multiple administrative domains. “Extranets’ are not considered further in this
Technical Report.

6 © ISO/IEC 2001 — All rights reserved
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A Corporate telecommunication Network (CN) can comprise a PISN, an intranet, or a combination of the two.
Based on these considerations, this Technical Report uses the following terminology:
= switched circuit network (SCN): aPISN or public ISDN offering connection-oriented circuit-mode services;

= [P network: a public or private network offering connectionless packet-mode services based on IP as the network layer
protocol.

Therefore in examining the interoperability of PISNs and |P networks, this Technical Report focuses on the interoperation of
SCNg and I P networks, with particular emphasis on Corporate telecommunication Networks.

5.3 Arrangementsfor interworking of SCNsand I P networks

Figure 2 illustrates possible interworking between the following types of network:

e private switched circuit network (PISN);

e public switched circuit network (public ISDN);

e private IP network (intranet);
P

ublic IP network (Internet).

Circuit network IP network
(connection-oriented, (connectionless,
circuit-mode) packet mode)

Public public ISDN < > Internet

network 1
11 I

VI
v
RISN intranet
CN K P
v

Figure 2 — Interworking arrangements
Arrarjgements | to VI are listedin-table 1, along with their coverage in standards bodies and their security implications

Table 1 — Interworking arrangements

No. Destription Coveragein standards bodies Security implications

I public ISDN / Internet | No CN impact, outside the scope of | No CN impact, outside the scop¢ of
this Technical Report and covered | this Technical Report.
by ETSI project TIPHON (see 7.5).

I public ISDN / PISN SCNs only, outside the scope of SCNs only, outside the scope of [this
this Technicat Report: TFechnicatReport:

[l Internet / intranet IP networks only, outside the scope | IP networks only, typically covered
of this Technical Report and by firewalls. Outside the scope of this
covered by IETF. Technical Report and covered by

IETF.

v PISN / intranet Covered by this Technical Report, Possible security impact leading to

see clause 8. the employment of some firewall

functions in addition to gateway
capability — the two functions may be
combined or separate.
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\Y PISN / Internet

Covered by this Technical Report,

Requires firewall capability in

outside the scope of this Technical

see clause 8. addition to gateway capability —the
two functions may be combined or
Separate.
Vi public ISDN / intranet | No PISN impact, and therefore Asfor V.

Report.
54 Arrangementsfor interconnection of SCN componentsover |P networks
Two SCNs (or two parts of the same SCN) can be interconnected via an IP network. Each of the networks:ifvolved ¢an be
public of private, leading to the particular arrangements shown in table 2.
Table 2 — Arrangementsfor inter connection of SCN components over |P netwonks
Arrangement | Outer Inner network Remarks
networks
1 Public (ISDN) Public (Internet) Outside ECMA'’ s field 6f responsibility — covered lpy
ETSI project TIPHON.
2 Public (ISDN) Private (intranet) | Probably of no practical value, but could be considered
as arrangement 4 with public-private SCN
interworking at each end.
Private (PISN) Public (Internet) Covéered by this Technical Report, see clause 9.
4 Private (PISN) Private (intranet) | «Covered by this Technical Report, see clause 9.
1 public Public (Internet) Should not be considered as a separate arrangement,
(ISDN), 1 sinceit is effectively a combination of arrangement 1
private (PISN) and public-private SCN interworking at one end.
6 1 public Private (intranet) | Should not be considered as a separate arrangemen,
(ISDN), 1 sinceit is effectively a combination of arrangement 4
private (PISN) and public-private SCN interworking at one end.
The focuys for ECMA is therefore on arrangements 3 and 4, both of which involve PISNs as the SCNs. The network sigrjalling
protocol|used in the SCNs is therefore’assumed to be QSIG, as specified in ISO/IEC 11572, ISO/IEC 11582 and other HCMA
Standards.
6 General principleseb multimedia communication over an | P network
In clasgcal telephony, the-whole functionality of Signalling System number 7 (SS7) and other signalling pratocols
encomrgxm routing, résource reservation, call admission, address translation, call establishment, call management and hjilling.
In 1P telephony thoserfunctions will generally be handled by a series of separate_and largely independent packet swjtched
protocolk. In particular, in IP telephony, the orthogonality between signalling, resource reservation (or any other kind of QoS
provisiop mechanism) and media transport functions is aimed at affording greater architectural flexibility.

In additipa’to QoS prowson and medlatransport mechanisms, |P telephony reqw resa meansfor caII participants to fingl each
other, sigra o
“signalhng inIP telephony Sesaons (i.e. assoqatlons between partlas) WI|| thus have to be created and managed by 1P
telephony signalling.

IPtelephony signalling itself can be further divided into several functions:

= Name trandation and user location. It should be possible to map between names of different levels of abstraction (eg. a
common name at a domain and a user name at a particular host). Location of the user may be relevant in this process.

= Media negotiation (also known as capabilities exchange). Parties should agree on what media to use for communication.
Parameters of those media (e.g. encodings) can be negotiated too.

= Call participants management. Number, type and role of participants during a call may vary. For example, it should be
possible to invite others into an existing call, or terminate associations with some users, or transfer and hold other users.
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= Media changes. It should be possible to modify the media used during the course of a session, for example because the
participants require additional or reduced functionality.

6.1 Architecture

In this clause the functional entities that in general are required to achieve multimedia communication over an IP network are
derived and the way in which they relate to each other is represented diagrammatically. The resulting generic functional
architecture can then be used as the basis for evaluating relevant existing and evolving standards and identifying areas where
further standardization is required. This clause limits itself to the case where communicating users have direct connection to
the IH network. Tnterworking with a switched circuit network is discussed in clause 8.

For the purposes of this Technical Report the IP network is assumed to use the Internet Protocol (1P) at the network Jayer, on
top off which any suitable transport protocol is used, e.g., UDP, TCP. The services of an appropriate transport' layer ar used to
comnjpunicate packets of information between functional entities identified in this document when geographically dispgrsed.

For the purposes of this Technical Report a user can be a human user or a software application.

In order to transport a medium across an |P network between two users the medium has to be‘processed into a suitgble form

ketized. At the receiving end it has to be de-packetized and processed back into itsioriginal form (or some other form
le for onward transmission). For data these functions can be null if the data is already~in a suitable packetized l{hrm. For
real-time media these functions are unlikely to be null. Audio, for example, comprises & continuous stream of informdtion that
has tp be packetized for transmission and de-packetized on reception. It can.dso require some or al of the fpllowing
processing functions:

e ¢pding / decoding or transcoding, including compression / decompression;
e gllence suppression;

e erho cancellation;

e timing management.

Collettively these functions form a media processing -and packetization (MPP) functional entity. A simple flinctional
architecture involving only users and M PP functional entities, without any control functions, is shown in figure 3.

Key:
User MPP MPP User

MPP — media processing
and packetization

< IP network >

Figure 3 — Funetional architecturefor transport of media acrossan | P network

The gervices of an appropriate transport layer are used to communicate packets of information between the MPP flinctional
entitigs. In the case of rea-time media, recovery from packet error or loss is not normally feasible, and thereforg UDP is
norm@lly the transport protocol used.

6.1.2| Resourcecontrol (RC) functional entity

The functional architecture above does not include control functionality for establishing, maintaining and clearing glown the
transport of media ‘At any given time there can exist one or more unidirectional medium streams between two communicating
users,

Before media can be transported, there has to be agreement between the two ends on the media to be transported and the form
in which they will be transported, e.g., coding standard. This has to take account of media requirements from the two users as
well as the available resources at each end. Furthermore, the transmitting end has to know the transport address to which to
send media packets. This meansthat signalling is required between the two RC functional entities.

The functiona architecture shown above therefore needs to be extended as shown in figure 4.
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User | | RC RC |_| User
Key:
RC - resource control
MPP — media processing
| | mPP MPP 1 and packetization
< IP network >

Figure4 — Functional architecture for media transpart with respurce contral

6.1.3 [Session control (SC) functional entity

Media tjansport between two users occurs within the context of a communication session between the twocysers. The rjormal
method pf session establishment is that one of the users requests a session with the other user, that other, user being ideftified
by somg means, e.g., name, address. Establishment is supported by SC functional entities acting on behalf of the two |users.
The calljng user’'s SC functional entity interprets the user-supplied identity of the other user in arderto be able to signal a
session gstablishment request to the other user’s SC functional entity. The latter functional entity‘determines whether to accept
the sessipn. The two functional entities supervise the completion of session establishment and the eventua clear down [of the
session, signalling to each other as appropriate. They aso supervise any changes during the'séssion (e.g., substitution of [users,
addition|of further usersto form a conference). RC functional entities act only within the.context of a session established py SC
functiongl entities.

The fungtional architecture shown above therefore needs to be extended as shown infigure 5.

Key:
User SC SC User

— | SC — session control

| | RC — resource control
L1 RC RC 1 MPP — media processing

| | and packetization
| MPP MPP | |

< IP network >

Figure 5 — Functional architecture for media transport with resour ce and session control

6.1.4 [C-redirect (SC-R), SC-proxy.(SC-P) and RC-proxy (RC-P) functional entities
The capgbilities of the SC functional entities that act on behalf of the two users may be insufficient to achieve establishment
and maimtenance of the session unaided. Additional SC functional entities may exist along the path of the session. For example,
the SC functional entity acting-efrbehalf of the calling user may be unable to resolve the called user’s identity sufficiently to
route the session directly tothe SC functional entity acting on behalf of the called user. Instead it might be able to establish the
session gs far as an intermediate SC functional entity, which in turn will either:

o redifect the session-by clearing back the session to the preceding SC functional entity with an instruction where to ropite to;
or

e extgnd the'session towards the destination.

To distinguish the three types of SC functional entity identified, the following terminology is used:

e an SC functional entity associated with auser is an SC-user (SC-U) functional entity;
e an SCfunctional entity that redirects the session is an SC-redirect (SC-R) functional entity; and
e an SC functional entity that extends the session is an SC-proxy (SC-P) functional entity.

Any number of SC-R and/or SC-P functional entities can in theory be involved. In practice the number is likely to be
influenced by the number of administrative domains that have to be transited in order to reach the destination.

SC-P functional entities may or may not remain involved throughout the lifetime of the session, whereas SC-R functional
entities have only a transient involvement. SC-P functional entities that remain involved throughout the lifetime of a session
can participate in changes during the session, e.g., involvement in certain supplementary services such as call transfer. This
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may require the use of alocal RC functional entity, i.e., an RC-proxy (RC-P) functional entity, to manage the impact of session

changes on resources.
To take account of SC-R, SC-P and RC-P functional entities the functional architecture is extended as shown in figure 6.

SC-R

/ Key:
User SC-U SC-P SC-U User

— | SC-U — session control — user

i i i S€=P—=-essiomcontrotproxy—
| | RC-U RC-P RC-U || SC-R - session control redirect

| RC-U — resource control % user

RC-P - resource_control — prox

L | wPpP MPP ||

MPP — media(precessing and
packetization

»
»

< IP network

Figure 6 — Functional architecture showing SC-R, SC-P and RC-P functienal entities

6.1.5| Admission control (AC) functional entities

An A functiona entity grants admission to the IP network for the purpose of establishing a session and grants pernjission to

use IR network bandwidth during that session. A SC-U functional entity consultsan AC functional entity for this purpgse.

6.1.6| ldentity resolution (IR) functional entity

entiti
identi

are called upon by SC functiona entities for this purpose. *An 1R functional entity may be able to resolve a given
y fully (to the address of the destination user), partialy (to ‘@n-address of another SC functional entity, i.e., an|SC-R or
SC-PJ] or not at all. IR functional entities can signal to each otherfor the purpose of sharing identity resolution informaion.

IR qutional entities convert user identities to addresses that the | P netwiork’can use for routing, i.e. |P addresses. IR finctional

In prijpciple al types of SC functional entity can make use,of IR functional entities, although SC-U functional entities may

inst
6.1.7

route all sessionsto an SC-R or SC-P functional. entity for resolution.

Registrar (RGR) and registrant (RGT) functional entities

The r@lationship between a user identity and an {P address can be fixed. However, this means that the user must always use the

same | P address and prevents the following:

mobility between different terminals with different | P addresses;

terminal mobility between different sub-networks that use different |P address ranges;

namic assignment of |P addresses using DHCP.

To alow these features to Operate and alow the user to be located when an incoming call arrives, a means of regijstering a

temp

rary relationship between a user identity and an IP address is required. For this purpose the registrar and rfegistrant

functional entities aredrequired. The RGT functional entity acts on behalf of a user and submits registration requests to the
RGR|functiona entity: The RGR functional entity accepts registration requests, stores the mapping of user identjty to IP

address, and makes’this information available to IR functional entities.

6.1.8| Genexic functional architecture (non-interworking)
With gll-of\the functional entities identified above, the functional architectureisas showninfigure 7.

© ISO/IEC 2001 — All rights reserved

11


https://standardsiso.com/api/?name=af11583c3ab42fd9918554dd2d25a8e1

ISO/IEC TR 21890:2001(E)

6.1.9 Physical realizations of generic functional architecture for muItimeQi\B\Oe?)mmunication over an IP nef
®)

A typicgl physical realization of the generic functional architecture is %{n in figure 8, where functional entiti
implemdnted either in terminals (e.g., PCs) or in network servers. Q

This parfi realization results in exposed interfaces at the following points:

12

RGR RGR

AC AC

Key:

User | | RGT RGT User

RGT - registrant
| SC-R | RGR - registrar

AC — admission control

L i
ST o=t ot

T ] IR — identity resolution N

SC-U - session control —
| RC-U RC-P RC-U

SC-P — session control pr

| | SC-R - session ct edirect

MPP MPP RC-U - resour rol — user

RC-P — resource control — proxy

MPP dia processing and
pao@ tion

A

»
»

IP network

Figure 7 — Generic functional architecture Q/Q
o

non-interworking)

IP network >

%,

@FigureB—Exampleof aphysical realization of the generic functional architecture

wor k

ES are

A (between MPPs) — transport of media streams;

B (between RCs) — resource control signalling;

C (between SCs) — session control signalling;

D (between SC-U and IR and between IRs) — identity resolution signalling;
E (between SC-U and AC) — admission control signalling;

F (between RGT and RGR ) — registration signalling.
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Although not exposed in this particular example, other feasible physical realizations can result in exposed interfaces at the
following points:

o G (between RGR and IR) — identity resolution management signalling;

e H (between IR and SC-R and between IR and SC-P) — identity resolution signalling.

Interface C applies also between two SC-P functional entities or between two SC-U functional entities. Likewise interface B

appli

es also between two RC-P functional entities or between two RC-U functional entities.

Signgling between physical entities occurs over the | P network using an appropriate transport layer, e.g., TCP.

6.1.10 Generic functional architecturefor interworking with an SCN

Thed
SCN.

capaljilities of the SCN) and SCN control (representing the collective control capabilities of the SCN).

The §

layer

highe

functi
termi

layer

To RGR
Jo AC
W RGT
| To IR
HLS | SC-U ﬁ To peer SC
User SCN | |
—— control LLS | RCUL To peer RC
SCN s\q
switching Q) MPP To peer MPP
4 \

4—— SCN —P»<4¢—— Pgintof interworking ——»4—— P network ——»

Figure 9 — Generic functional architecture for interworking with an SCN

lonal entities are separated because” some physical realizations being considered by standards bodies sep.
nation of SCN signalling transport protocols (e.g., SS7 MTP, ISDN layer 2 signaling) from the termination
protocols. An InterWorking (IW) functional entity performs control plane interworking between SCN cont

eneric functional architecture at either side of the IP network is modified as shown in figure 9 when interworking with an
In the figure the SCN is represented by two functional entities: SCN switching (representing the-collective switching

ICN side of the MPP functional entity termiinates a switched circuit (e.g., an ISDN B-channel). SCN control pldne lower
signalling (e.g., up to layer 2) is terminated by a lower layer signalling (LLS) functional entity and SCN cont
r layer signalling (e.g., layer 3 upwards) is terminated by a higher layer signalling (HLS) functional entity. T

rol plane
nese two
brate the
pf higher
ol plane

signalling (for call control purpeses) and IP network control plane functionality (primarily session control, but with impact on

other
Withi
in ac
switc
functi

Altho
intervy

aspects such as resource,control).

hed circuit, and'therefore is delivered to the SC-U functional entity or RC-U functional entity respectively via
onal entity, which handles multiplexing of the signalling and media streams. Thisis not explicitly shown in the f

SCN

1ser’ does not need to rmdiqmr inorder to make callsto and receive calsfrom the | P network

h the SCN, session.and resource control normally exist only in the context of calls involving multimedia commu
ordance with.@ Standard such as H.320. In this case, any session or resource control signalling is carried W

Lgh aiRGT functional entity exists on the IP network side of the IW functiona entity, its purpose is to g
orking equipment (gateway) to register with an RGR and make known the SCN addresses that it is able to re

nications
ithin the
the MPP
gure.

llow the
ach. The

6.1.11 Physical realizations of generic functional architecturefor interworking with an SCN
The functional entitiesinvolved at the point of interworking can be realized as an integrated gateway unit (figure 10).
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To RGR
To AC
To IR
To peer SC
u SCN
> —1 control To peer RC Q'\
| Q>
SCN Q-
- switching To peer MPP q
O
4— scN —» 4+ Pnetwork—————» (1/
Figure 10 — Example physical realization of interworking with an
using an integrated gateway unit
vely a number of separate units can be employed. Normally this involves physi aration of the MPP fundtional
bm the various control plane functional entities. The unit containing the is commonly known as the media
(MG) unit and the unit containing the IW and other control plane functiond\ tiesis commonly known as the media

controller (MGC) unit. This results in the exposure of an interface at point
Because MGC units tend to be more scaleable than MG units, asin GC unit will typically control a multi

nits. Q

Al entity can be included in the MGC unit, as shown in figuﬁ& , included in the MG unit, as shown in figure
as a separate Signalling Gateway (SG) unit, as shown irLE@re 13.

To RGR
To AC
To IR

To peer SC

User
To peer RC

L switching To peer MPP

?g" SCN

QO
&§ 4+—sCcN —> 4 IPnetwork >

% Figure 11 — Example physical realization of interworking with an SCN

J between the MPP and RC-U fungtional

licity

C unit normally comprises at least the following functiona entities: IW, RGT, SC-U, RC-U and HLS. The¢ LLS

12, or

14

using separate MG and MGC units, with the LL S functional entity within the MGC unit
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ToRGR
ToAC
ToIR
To peer SC
To peer RC QQ'\
v
Q-
%)
ol o N
' 3
I Torpribe
<4—— SCN —» <—I®\})rk—>

Figure 12 — Example physical realization of interWQ%n with an SCN
using separate MG and MGC units, with the L L S functional entity within the MG unit

To RGR
To AC
To IR
To peer SC
User SCN To peer RC
— control
SCN ‘
| switch To peer MPP
O
4@SCN —> 4 Pnetwork————»

Q Figure 13 — Example physical realization of interworking with an SCN
Q‘ using separate MG, MGC and SG units

In thglast two interface K is exposed between the HLS functional entity and the LL S functional entity.

6.1.12 Si eterminals

As hes%)eady been shown (6.1.9), user endpoints comprise a number of functional entities (i.e., MPP, RGT, SC-U| RC-U),
reflecting the fact that a user endpoint acts as the Interface between the user and the packet environment. An alternative view of
a user endpoint is that it performs interworking between a non-packet environment and a packet environment. In this case it
would comprise some of the same functional entities as the gateway units described above (6.1.11).

Physical realization of a simple terminal can place the MPP functional entity in the terminal and the control plane functional
entities in other equipment attached to the IP network, i.e., in a server or MGC unit. This is shown on the |eft hand side of
figure 14. Typically asingle MGC unit would control a multiplicity of terminals.
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RGR RGR
MGC unit AC R R AC
RGT RGT |__| User
| SCR ‘
SC-U [ SC-P SC-U
RC-U RC-P RC-U |_|
Terminal J
User || MPP MPP™ ||

<
<

»
»

IP network

Figure 14 — Example physical realization of a simple terminahrelying
on network-based MGC unit

This arrgngement exposes interface J between the MPP functional entity and the RE€-U functional entity. No separate gontrol
interfacq is shown between the user and MGC unit and no LLS, HLS or IW/functional entities are shown. This is because
interfacg J can be extended to convey simple control information between the user and the control plane functional entifiesin
the MGL unit, via the MPP functiona entity in the terminal. The control information concerned is stimulus in nature,
comprisfng simple events (e.g., on-hook, off-hook, dialled digits, key presses, etc.) to the MGC unit and instructions (e.fg., for
display, Jamp control, sound control, etc.) to the terminal.

6.2 Naming and addressing

For an IP network, the basic form of addressing is by means'of |P addresses. At present this is amost predominantly 1Pv4
addressgs comprising 4 octets. Longer | Pv6 addresses are expected to be introduced eventually.

In many| cases, for convenience of the user, names are-used as aliases for 1P addresses, because names can be remenjbered
more eafily than IP addresses. In addition, such aliases form a basis for user mobility, since a user may change IP afldress
while kgeping the same name. The use of names.(aliases) requires mechanisms for assigning names to IP addresses and for
trandatipg names into 1P addresses. These mechanisms can be enabled by the Domain Name System (RFC 1034 and RFC
1035), which provides a hierarchical administration of names facilitating a distributed database for mapping names|to IP
addresses.

6.3 Security

Present glay |P packet-based networks do not in general provide end-to-end security services. Therefore, when interconngcting
a securd private switched cireuit network (SCN) to an IP network, there is an increased potential for risk of attack by an
intruder| Simply by attaching’a network monitor that is SCN protocol capable to an appropriate point on the IP netwdrk, an
intruder can monitor ard-record on-going conversations that occur. For example, if the SCN interconnects through an Ethernet
or other|shared media-sub-network, anyone on the network segment is a potential intruder. Besides the increased rjsk of
privacy |oss, othermore disruptive forms of attack are also possible by inserting forged |P datagrams, which convey carefully
crafted Eher level protocol commands, into a communications stream. For example, an intruder could continually| issue

connectipn.resets to shut down an on-going conversation relying on a TCP connection. More sophisticated attacks could also

be directetagainst the various signalling and media stream transport interfaces described earlier.

A common solution for shielding a private network from a less restricted I1P network is a firewall. A firewall is a functional
entity stationed at the interface to the less restricted |P network for monitoring the communications, ensuring that only
legitimate pre-authorised protocols flow across the interface and that prescribed access control policies are followed (e.g., from
what IP address ranges can a call be initiated). While a firewall can shield the SCN to some extent, it does not prevent
eavesdropping on a conversation or tampering with | P datagrams by an intruder. Something more is needed.

Under the banner of Internet Protocol Security (1PSec, IETF standardisation efforts have recently produced a framework (RFC
2401) and family of security protocols and mechanisms, e.g., Authentication Header (AH, RFC 2402), Encapsulating Security
Payload (ESP, RFC 2406) and Internet Security Association and Key Management Protocol (ISAKMP, RFC 2408) for
implementing IP security services. IPSec security protocols are able to encapsulate IP datagrams at the network level for
authentication, confidentiality and integrity purposes. IPSec is designed to work with both versions 4 and 6 of IP. Similar
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security mechanisms to those employed by IPSec can also be applied one level higher, at the transport layer. IETF
standardisation for TCP has resulted in the Transport Layer Security (TLS) protocol. TLS was drawn from a Netscape-
developed security protocol called the Session Security Layer (SSL) protocol, which is in wide use today and is backward
compatible with SSL.

6.4 Quality of service (QoS)

Quality of service is the collective effect of service performance factors, which determines the degree of satisfaction obtained
by a user of the service. Traditional SCNs offer good quality speech transmission, which is based upon the fact that SCNs had
a reldiively slow evolution and have always been optimised Tor services with high quaity and reliability demands Quality
impairments were decreased with each new generation of technology.

The Internet, on the contrary, intrinsically offers only avery basic level of quality of service. Usually only abest-effort point-
to-point data delivery is offered. For real-time applications over |P (e.g. telephony over 1P), when compared to SCNs|the QoS
impaifment by individual factorsisincreased.

ain factors affecting the QoS in an IP telephony network are:

elay. Thisis the elapsed time for a packet to traverse from the source to the destination\Delay results in problems like
ho and talker overlap. Causes of delays in an IP telephony network are network(delays and delays resulting from
cumulation of data (for the purpose of packetization) and processing by (low bit-rate) yvoice coders.

o Jltter (delay-variation). This is the variation in end-to-end delay. Reasons for\variations in end-to-end delay| are that
imdividual packets need not follow the same path between sender and recefver and that packets may be buffered in
imtermediate systems (i.e. routers) owing to temporary traffic peaks. In erder to minimise the consequences |of jitter,

uences of packets can be buffered so that they can be played in thelcorrect order and without having to subgtitute for

ketsthat arrive late. The drawback, however, is that this causes additional delay.

lacket loss. Packet loss can occur due to congestion and/or unreliability of the network. In addition, jitter and delay can
so result in packet loss, since packets arriving too late at the @estination are deleted.

posed bandwidth (i.e. the maximum available transfer rate between source and destination).

IP telephony can be used extensively, it is essentialithat the infrastructure of the IP network provides support of real-
time QoS, giving control over end-to-end packet delayssFherewith it should be noted that provision and maintenance of end-
speech transmission performance can best be provided by “managed” or “engineered” Intranets.

Various standardization bodies are active in the atea of QoS for Voice over IP, including:
e |ETF. Thework in the IETF focuses om two (complementary) types of QoS control:

Reservation of resources (integrated services). The mechanisms for reservation of network resources according to an
endpoint’s QoS request areprovided by the RSV P (RFC 2205).

Service differentiation.~Here the different types of network traffic are classified, enabling preferentia tregtment to
specific applications, and network resources are allocated in accordance with bandwidth management policy criteria.
The framework for-differentiated servicesis specified in RFC 2475.

FU-T Study Group)12 (“end-to-end transmission performance of networks and terminals’). The work in Study Group 12
DCUSES ON:

—h

identification of transmission parameters (e.g. packet loss, packet delay variation, echo) relevant to |IP-based
networks for which transmission planning guidance must be provided in order to implement voiceljand and
multimedia services;

quaj It;fibat;ul I Uf thC ;III'J(I.:L‘ UIT <l Id'tU'CI Id tl [c )= 0) IiDD;UI I quahty Uf t: ICSC tl AT Iibd-Ul I pal anlétu p=)
- identification of necessary planning rules for networks that use | P technology.
e ETSI TC STQ (“Speech processing, Transmission and Quality aspects”’).

e ETSI project TIPHON. The genera aspects of QoS for TIPHON networks can be found in TR 101 329. The TIPHON
model distinguishes four classes for QoS (best, high, medium and best efforts). These classes take account of overall
speech transmission quality rating R (according to the E-model described in ITU-T Recommendation G.107), one-way
non-interactive speech quality and end-to-end delay.

e TIA TR 41 (“User Premises Telecommunication Requirements’). End-to-end voice quality guidelines for North American
| P telephony are documented in PN-4689.
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6.5 M obility
Three types of mobility in networks are recognized:

e  User mobility isthe ability for a user to maintain the same user identity on different terminals or terminal types.

e Terminal mobility is the ability for a terminal to change location and network point of attachment and still be able to
communicate.

. by
vith a

(user

ess to

strars.
and is

7 Standar ds for multimedia communication over an I P network
7.1 Dverview
Important sources for existing and emerging standards for multimedia communication over a packet network are the ITU-T

and the |ETF. Figure 15 gives the generic functional architecture for multimegia communication over |P networks, including
interworking with an SCN, showing most relevant interfaces.
RGR RGR
G G
F \f\ /l/ F
AC AC
E IR D I IR E
User | | RGT " _|_ g RGT || w
D D
| SCR |
(o —
| ] SC-U c I SC-P c I SC-U || || HLS
| | | I K TpSCN
|| RC-U B | RC-P B | RC-U || LLS ontrol
JT T¢ SCN
|| mPP A | MPP swtching
< IP network >
Figure 15 — Generic functional architecture showing relevant physical interfaces
NOTE - Interface,designations above do not necessarily correspond to those in use in other bodies, e.g., ITU-T Study Group 16, ETSI project
TIPHON
Table 3 &i des:
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Table 3—Overview of standards applicableto the variousinterfaces

NOTH
signa

multi
and/o

7.2

ITU-T

referg
of mu

NOTH

Inter | ITU-T specification |ETF specification

-face

A H.323 - H.225.0, RTP/RTCP part RFC 1889 (RTP/RTCP)

B H.323 — H.245 (resource control) RFC 2327 (SDP)

c H:323=14-225:0; Tatttontrot part RFC2543(SHP)

BICC (Bearer-Independent Cal Control in
SS7/ISUP)

D H.323 — H.225.0, RAS part e.g. RFC 2251 (LDAP), RFC 1035(DNYS)
H.323 — H.225.0 annex G (when spanning TRIP (when spanning administrative domains)
administrative domains)

E H.323 — H.225.0, RAS part -

F H.323 — H.225.0, RAS part RFC 2543 (SIP)

G - e.g., RFC 2251(LDAP)

H - e.g., RFC 2251 (LDAP)

J H.248 (=MEGACOP), optionally using SCTP for MEGACOP (=H.248), optionally using SQTP
transport, as being defined in H.248 annex H for transport

K See NOTE SCN adaptation specifications, SCTP for SCN-

signalling transport

ThelTU-T H.323 family of recommendations

recommendation H.323 (Packet-based Multimedia Communications Systems) is an umbrella recommendd
speciflies protocols and procedures for multimedia communications over packet networks, including 1P networks. H.3
to other ITU-T recommendations, e.g., H.225.0 for call signalling and media stream packetization and H.245 fqg
[timedia communication.

- The Real-time Transport Protocol (RTP) and the Real-time Transport Control Protocol (RTCP) defined in H.225.0 are ¢

with the corresponding IETF protocols defined in RFC 1889.

Anne]
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A contains an everview of H.323.

Functional-ar chitecture

hain H.323.entities are endpoints (endstations, gateways or MCUSs) and gatekeepers. For the case where one en
Istation.(terminal) and the other is a gateway to an SCN, the allocation of functional entities to H.323 entitiesis

- ITU-T has not specified anything for interface K, athough there is no reason why SCTP cannot be used for transpoit of SCN
ing (e.g., Q.931).
Except the ITU-T and IETF aso other bodies, like 'ETSI (project TIPHON) and TIA are producing specifica
Mmedia communication over a packet network.ln"most cases, these specifications are complementary to relatg
r |ETF specifications.

tions for
d ITU-T

tion that
23 itself
r control

bmpatible
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Figure 16 — Mapping of H.323 entities onto generic functional a@'ﬂecture

3 endstation comprises MPP, RC-U, SC-U and RGT functionality. An H.3 eway comprises MPP, 1W,

GT, HLS and LLS functionality. An H.323 gatekeeper comprises RG and IR functionality. In addi
er includes SC-R functionality (direct call model) and/or SC-P functionality (gatekeeper-routed call mod
er that includes an SC-P functional entity may also include an RC—Pantional entity, depending on whether 4
of the SC-P functional entity have impact on resource control.

g each H.323 entity isrealized as a separate physical unit, inter areexposed at A, B, C, D, Eand F.
akes use of the following protocolsin support of physical Sep ation of H.323 entities:

P5.0 media stream packetization for real-time mediatr ’é‘&n between MPP functional entities (interface A);
15 resource control protocol between RC functior&\@ntities (interface B);

P5.0 “call control” protocol as session control,@tocol between SC functional entities (interface C);

P5.0 registration, admission and status{@kS) protocol for registration, admission and endpoint location pu

P5.0 annex G for interface D wh%é)anni ng administrative domains.
Naming and addressing O

dance with H.323 wh ied to IP networks, addressing is by means of IP addresses. However, in H.3!
pf aliases exists, wher, addressable entity can have one or more other forms of identification in addition tg
An alias can act dress, but more often acts as a name. Examples of aliases are telephone humbers and

es’. A telephon ber alias can be an E.164 number or a PNP number. Any entity outside the IP network (e
an SCN) has identified by an dias rather than an | P address.

etwork, required to establish a call to a given aias, will look up the corresponding IP address. In the cass
Fesent; entity in an SCN, the IP address will be that of a suitable gateway, and the gateway will use the al

them
7.2.3

soj( ifying the final destination.

RC-U,
lion a
). A
ctions

poses

P3 the
an IP
email
g., an

of an
ias as

lementary services

Supplementary services for use with H.323 in an IP network are specified in the H.450.x series of recommendations. H.450.1
specifies the generic functional protocol that is used by other recommendations in the series. The following supplementary
service recommendations are already specified:

e H.450.2 - Cdl Transfer;

e H.450.3-Cdll Diversion;

e H.450.4-Call Hald;

e H.450.5- Call Park and Call Pickup;
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e H.450.6 — Call Waiting;

e H.450.7 — Message Waiting Indication;
e H.450.8 — Name I dentification;

e H.450.9 — Call Completion.

7.24  Security

H.323 VoIP security procedures are ouflined in Recommendation H.Z35. The recommendation 1dentifies a hnumber, off security
servides, including authentication, integrity, and confidentiality, which are intended to counter the primary, threats of
eaveqdropping and media stream diversion. Confidentiality is also referred to as privacy or data encryption wjthin the
speciflication, which tends to blur these related but distinct notions.

H.23% covers three phases of an H.323 call and their associated protocols:

e Registration and call admission (H.225.0 RAS - interfaces D, E and F),

e (all establishment and control (H.225.0 call control - interface C), and

e  Resource control and mediatransport (H.245 and RTP - interfaces A and B).

The ynderlying principle is that during each phase the H.235 security services can beyndependently negotiated and applied.
The game principle applies to individual media streams as well. Communications are protected using the protocols and
algorithms common to both entities. H.235 recommends the 1PSec and TLS¢protocol standards to provide the apsociated
security services whenever possible. Since TLS is not a viable candidate for those H.323 protocols that rely on a UDP
conngctionless transport service (e.g., RAS) instead of a TCP connectioti-oriented service, IPSec is in genera Ee more

and TLS

in this
regargl.
NOTH - Because the H.235 recommendation comprises a wide range-ef-alternatives for provisioning security services for commginications
systemis compliant with the H.323 recommendation, which in itséif is an umbrella recommendation, H.235 can be best vigued as a

framejvork document. Implementers, therefore, are expected to interpret the specification for the particular application environment in which
they afe involved.

being| specified by ITU-T Study Group 16 (H.23$ version 2 and H.323 annex J) and by ETSI project TI.PHON to help in this
respett. The following discussion gives some examples of the types of trade-offs one must consider for each of the H.323 call

Call Admission: RAS signalling betwéen an endstation and a gatekeeper relies on UDP and, therefore, appropriate for
appligation of IPSec. Alternatively,) RAS messages may directly convey H.235 defined extensions (e.g., ClearToken,
CryptpoToken) in order to perform_authentication. While integrity protection of RAS messages is also possible at this|ayer, no
configlentiality service exists.

Call

ring this

admigsi ' is, ini i iati i i i em to the

provide its securlty services. Securlty services are negot|ated as any other capablllty in H.245. RTP was designed to be
independent of the underlying transport and network layers, but for media transport typically operates over UDP. While |PSec
could be used to secure individual media streams, RTP also provides a confidentiality service by applying encryption directly
to the RTP payload, which may benefit performance and flexibility in multi-stream situations. Since key distribution is not
within the scope of the RTP specification, H.245 signalling could be used to set up a cryptographic association by distributing
the cryptographic keys needed to encrypt the RTP media streams. Some validity checks are specified in the RTP specification,
but there is no overall integrity service provided as with |PSec.

Security-conscious organisations will likely deploy H.235 in conjunction with other security measures such as firewalls. A
firewall can be considered to be a special type of gateway within the H.323 scheme, in that it accepts H.323 calls from one side
(i.e., atrusted or secure side) and passes those calls to H.323 entities on the other (i.e., an untrusted side). On the trusted or
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secure side, appropriate protection is applied between the communicating endpoint and the firewall. Typically, an H.323 proxy
on the firewall monitors all callsto and from the untrusted side, ensuring that only valid H.323 traffic goes through. The proxy
can also enforce access control policies set by the administrator, such as whether an endpoint can initiate or receive cals, what
facilities an endpoint is permitted to use, whether access is restricted to or from specific endpoints, and whether access can
occur only during certain periods of time. Because of the multiple protocols involved under H.323, implementing a proxy is
not as straightforward as with some other protocols. A firewall may also incorporate Virtual Private Network (VPN)
technology to secure the untrusted side and extend the CN to a co-operating peer. VPN technology may also appear
independently in special purpose standal one gateways as a distinct, but similar alternative to firewalls.

7.25 Puality of service

H.323 ig concerned with multimedia communications services over packet based networks that do not necessarily) proyide a
guarantged Quality of Service (QoS). In order to fulfill the QoS requirements of real-time video and audio-streams, H.323
recommends the use of transport level resource reservation mechanisms. Such transport level resource reservation mechgnisms
themselJes, however, are beyond the scope of H.323. Appendix Il of H.323 describes as an example_the use of RSVP

RSVP i$ the transport level signalling protocol for reserving resources in unreliable |P-based fetworks. RSVP hag been
specified by the IETF in RFC 2205. Using RSV P, H.323 endpoints can reserve resources forsa given real-time traffic gtream
based on its QoS requirements. If the network fails to reserve the required resources, or inthe’absence of RSVP, only best-

telephone number) to IP address representing the user’s current location. By registering with its gatekeeper, a user can|make
and recgve callsin principle from any terminal at any location. Likewise, aterminal, on behalf of a user, can register with its
gatekeepger from different locations (terminal mobility). In either gase the user can receive a consistent service (sgrvice

Howevef, gatekeepers generally control only a specific geographic zone within an administrative domain, and hence user or
terminal|roaming outside the zone or outside the administrative domain involves registering with a different gatekeeper.[Work
isin progress on H.323 annex H, which will describe extensions to H.323 to support mobility beyond a single gatekeeper| zone.
Hand-ouer is aso being considered.

7.3 Other I TU-T standards
731 .248
ITU-T Recommendation H.248 (Gateway+Control Protocol) is complementary to H.323. It defines the protocols used begtween

Recomnmendation H.323. H.248 is the'result of co-operative work between ITU-T Study Group 16 and the IETF MEGACO
working|group. The protocol definition in H.248 is common text with a corresponding IETF RFC (not yet available), which is
known as MEGACO-Protocol (MEGACOP). Consequently, the protocol is independent of the peer-tp-peer

element$ of a physically decomposed."multimedia gateway, used in accordance with the architecture as specifc:ted in

8/MEGACO protacol operates between a media gateway unit (MG unit) and a media gateway controller unit (MGC
unit), these being twoe,component parts of a gateway to a switched circuit network (SCN). The MG and MGC units ¢an be
mapped [onto the generic functional architecture of figure 15 in different ways. In any case, the MG unit comprised MPP
ity and-the MGC unit is assumed to comprise at least HLS, IW, RC-U, SC-U and RGT functionality. Th¢ LLS
ity{can be allocated to the MGC unit, the MG unit or a separate SG unit, as shown in figure 11, figure 12 and figure

In support of physical separation of functional entities, H.248/MEGA COP complements the H.323 protocols by providing a
protocol at interface J between the MG and MGC units (see figure 15). This also includes application at an interface J for
simple terminals, as shown in figure 14.

H.248/MEGACOP specifies the use of 1PSec [RFC 2401 to RFC 2411] as a security mechanism to prevent unauthorized
entities from using the MEGACO/H.248 protocol for setting up unauthorized calls or interfering with authorized calls. The
I PSec mechanisms can be used to provide data origin authentication, connectionless integrity, optional anti-replay protection of
messages and confidentiality of messages passed between the MG unit and the MGC unit.

Annex C contains an overview of H.248/MEGACOP.
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732 BICC

Bearer-Independent Call Control (BICC) is a protocol being developed by ITU-T Study Group 11 as an adaptation of SS7
ISUP. Initially developed for controlling bearers provided by ATM networks, work is now being extended to control bearers
provided by IP networks. BICC itself runs in an existing signalling network. As for ISUP, it is applicable only to public
networks.

For controlling bearers provided by IP networks, it is anticipated that BICC will fulfil the role of a session control protocol at
interface C and will be used to establish a bearer for a resource control protocol, e.g., H.245.

74 |ETF specificationsfor | P telephony

Diffefent protocols related to IP telephony are emerging from the IETF. Logically, these individual protocols.can be used to
creatg a complete framework for multimedia communication over |P networks. The difference from ITU-T-H.323 is that there
is no imbrella specification that formally glues together the individual components.

Impoftant IETF specifications in the area are the Session Initiation Protocol (SIP) and Session Description Protocal (SDP).
Thesg specifications complement earlier IETF protocols such as the Real time Transport Protocol {RTP) for media stream
packetization.

7.4.1| Functional architecture

The main entities defined in relevant IETF protocols are SIP proxy servers, SIP redirect 'servers, location servers, SIP fegistrars
and endpoints (endstations, gateways) containing SIP user agents. The mapping of S|P entities onto functional entitifes of the
gener|c functional architectureis as shown in figure 17.

sIP " sip
registrar registrar
———mm - - RGR G G RGR
Endstation

Location :%c;tion A, ________________ -

1
1
: F server ) server F : Gateway
! AC | R | B IR AC [
User SIP user |1 J | SIP user
agent = agent

1
1
1
! :
! 1
1
1 ) 1
i et 1 [H -, ! RGT W :
! T ! SIP redirect ' i !
: v b p er 1
|
1
| | \ SC-R SIP proxy D | !
| sc-u /M == ' scu HLS | |1
! L1 i C}ISC-PI ! [ I
;|—l 1
! ] ! f ! I 1 K[1 Toscn
1 |l | rRC-U | B | 1 RC-P B b RC-U || LLS : contrgl
1 1 |
1 I | ]
| | LT |
| ' | 1To SCN
1 I Y N A | ' MPP Iswitching
1 1 I ) :
| S 1 -
< IP network >

Figure 17 —Mapping of SIP entities onto generic functional architecture

A SIR registrar will typically be implemented in the same equipment as a SIP redirect server or SIP proxy server. Ajlocation
servel can be implemented in the same equipment as a SIP registrar or a SIP proxy or SIP redirect server.

Exanples of protecolsin support of physical separation of functional entities (see also table 3in 7.1) are:

e RTPARFC 1889) for real-time media transport between MPP functional entities (interface A);

e SIP (RFC 2543) as session control protocol between SC functional entities (interface C) and registration protocol between
RGT and RGR functional entities (Interface F);

e LDAP (RFC 2251) and/or DNS (RFC 1035) and (when spanning multiple domains) TRIP (interface D);
e MEGACOP for media gateway control in the case of a decomposed gateway (interface J);
e SCTP (SIGTRAN) as transport mechanism for MEGACOP and SCN-signalling (interfaces J and K).
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7.4.2 Main protocols
7.4.2.1 Real-time Transport Protocol (RTP)

The Real time Transport Protocol (RFC 1889) provides end-to-end delivery services for data with real-time characteristics,
such as interactive audio and video. Those services include payload type identification, sequence numbering, time-stamping
and delivery monitoring. Applications typically run RTP on top of UDP to make use of its multiplexing, port addressing and
checksum services; both protocols contribute parts of the transport protocol functionality. RFC 1889 also specifies the Real-
time Transport Control Protocol (RTCP), which provides feedback on quality of transmission. RTP and RTCP serve as the
basi s forrtiretomespormdimg T O=-T H:225.0 protocotsand the two paiTs Of protocots are compatibte:

7.4.2.2 PBession Initiation Protocol (SIP)

The Sesgion Initiation Protocol is a session control signalling protocol for IP telephony and multimedia conferencing. S|P can
establist], modify and terminate phone calls or multimedia sessions. It has been developed within the JETF MMUSIC
(Multipgrty Multimedia Session Control) working group, and is now a Proposed Standard RFC, RFC 2543

Annex H contains an overview of SIP.

7.4.2.3 Pession Description Protocol (SDP)

SDP (RIFC 2327) is used to describe multimedia sessions for the purposes of session annguncement, session invitation, and
other fofms of multimedia session initiation. Although not mandated, SDP is the assumed candidate for use with SIP. Cantrary
to ITU-T'sH.245, SDP is not intended for negotiation of media encodings, but merely far capability exchange.

NOTE - Endpoints recognize received media types from the RTP payload type information in the RTP header.

7.4.2.4 Pomain Name System (DNS) and Lightweight Directory Access Protocal (LDAP)

The Dorpain Name System (DNS), specified in RFC 1034 and RFC 1035, cah be used between SC-U and IR functional entities
(interface D) to locate an appropriate SIP server. DNS is a distributed database, used for mapping between hostnames gnd 1P
addressgs. DNS s less suited for locating individual endpoints.

LDAP (Lightweight Directory Access Protocol), specified in RFCZ2251, provides a directory service that offers a megns to
locate irdividual endpoints without knowing their location. LDAP can be applied between SC-U and IR functiona entities
(interface D), between RGR and IR functiona entities (interface G) and between SC-R/SC-P and IR functional eftities
(interfacg H).

NOTE - | DAP and DNS can also be used in H.323 systems,

7.4.2.5 [Telephony Routing Information Protacel{(TRIP)

The Telgphony Routing Information Protocol (TRIP) is being specified by the IETF IPTEL group. TRIP is a policy ¢riven
inter-administrative domain protocol for advertising the reachability of telephony destinations between location serverfs, and
for adveytising attributes of the routes toithose destinations. TRIP's operation is independent of any signalling protocol. Hence
TRIP cap serve as the telephony routing protocol for any signalling protocol.

Architegturally TRIP is applicableat interface D between two IR functional entities in different administrative domains. (It can
also be pised for flooding intef~domain routing information within an administrative domain. It fulfils a similar functjon to
H.225.0jannex G, which isgart of H.323. Because H.323 implementations are likely to use H.225.0 annex G for inter-dpmain
routing, pse of TRIP is moretikely to be with SIP.

7.4.2.6 Media Gatewway Control Protocol (MEGACOP)
MEGAQOP definesprotocols used between elements of a physically decomposed multimedia gateway and is the result pf co-
operative work-between ITU-T Study Group 16 and the IETF MEGA CO working group. See 7.3.1.
7.4.2.7 Stream Control Transmission Protocol (SCTP)

Work in the IETF SIGTRAN group is aimed at producing a transport protocol suitable for carrying signalling, in particular
taking into account the high demands of SS7. Currently work is in progress on a Stream Control Transmission Protocol
(SCTP). Although it has a number of possible applications, the initial aim is to fulfil requirements of interface K between an
LLSfunctional entity and an HL S functional entity, as shown in figure 12 and figure 13.

Annex D contains an overview of SIGTRAN work.

7.4.3 Naming and addressing

In SIP, users are identified and addressed by SIP URLSs (such as sip:jack@company.com). Calls to this address must traverse
SIP servers on the network, much like email traverses message transfer agents (MTA'S), eventually arriving at the current
location for this user. More precisely, SIP uses an email-like identifier of the form “ user @domain” , “ user @host” , “ user @I P
address’ or “ phone-number @gateway” . The identifier can refer to the name of the host that a user is logged into at the time,
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an email address or the name of a domain-specific name trandlation service. Addresses of the form “ phone-number @gateway”
designate SCN phone numbers reachable via the named gateway (in accordance with the numbering plan of the SCN
concerned). SIP thus uses these addresses as part of SIP URLs, such as sip:;jack@company.com or sip:+1-255-238-
1234@gateway_provider.com.

7.4.4  Supplementary services

Assuming a high degree of decentralization, many supplementary services are enabled by basic SIP (RFC 2543). Without the
need for further standardisation, many supplementary services can be implemented in SIP endstations. A certain set of services
howefrer, need to be Tmplemented in a nefwork component, such as a SIP proxy server, a SIP redirect server or_ajregistrar
device. For example, services that are independent of a particular endsystem or services that need to be availableevep when a
targ endsystem is not operational .

A number of SIP Telephony Call Flow Examples have been documented in IETF drafts. Included in these'examples are call
flowgfor the following supplementary services:
. all Hold;
. onsultation Hold;

nattended Transfer;

ttended Transfer;

all Forwarding Unconditional;
all Forwarding — Busy;

all Forwarding - No Answer;

[ ]
W 0O 0O 0O > C 0O 0O

tway Conference;

°
(n

ingle Line Extension;

ind-Me;

[ )
Q T

all Management (Incoming Call Screening);
e (all Management (Outgoing Call Screening),

For sgrvices where the capabilities provided-by-basic SIP are insufficient, extensions to basic SIP (in the form of gdditional
messgges and headers) are currently being defined by the IETF MMUSIC and SIP working groups.

Becalise |IETF practice is to standardize building blocks rather than complete architectures or services, it is unlikely that
supplementary services will be gpecified in standards track RFCs. However, if consensus is reached as to how certain
supplementary services are best implemented, this might be documented in informational “best current practice” RFCs. There
may be opportunity for ECMA)members to influence this process and/or to produce their own SIP supplementary service
stand@rds, in order to achieveclose alignment with the specifications, functional models and information flows on which QSIG
supplementary services arebased.

Persohalization of serviCesis enabled by running scripts on SIP proxy and SIP redirect servers using mechanisms like|SIP-CGlI
(Common Gateway tnterface) and CPL (Call Processing Language), currently being specified by the IETF IPTEL [working
groug.

7.45| Security

The §I P specification includes capabilities for encryption and authentication of SIP messages. These mechanisms can protect
against unauthorised use of the signalling information contained in SIP and SDP messages. Different, complementary forms of
security are supported. End-to-end encryption of SIP message body and certain header fields provides confidentiality of
information between endpoints. Additionally, hop-by-hop encryption of specific header fields can be used for securing
routeing and address information over links between S|P endstations and SIP servers. Encryption of the media can be achieved
using mechanisms provided by SDP. Authentication mechanisms are provided, e.g. to ascertain the identity of the caler, to
prevent injection of unauthorised responses or to prevent unauthorised redirection of the call.

The security mechanisms of SIP and SDP are assumed to make use of common security tools such as IPSec [RFC 2401 to
RFC 2411]. 1PSec provides security services at the IP layer by enabling a system to select required security protocols,
determine the algorithm(s) to use for the service(s), and put in place any cryptographic keys required to provide the requested
Services.

© ISO/IEC 2001 — All rights reserved 25


https://standardsiso.com/api/?name=af11583c3ab42fd9918554dd2d25a8e1

ISO/IEC TR 21890:2001(E)

Recently, the IETF SIP Working Group has launched a SIP Security Task Force with the special aim of evaluating the SIP
security model, so that it can be clarified and strengthened in the next version.

7.4.6 Quality of service
Different mechanisms for Quality of Service control and measurement are available, including:

e RTP control Protocol (RTCP) defined in RFC 1889. RTCP provides feedback on quality of transmission.
e End-to-end QoS reservations based on for example the Resource reSerV ation Protocol (RFC 2205).

o Difflerentiated services (DiffServ) described in RFC 2474 and RFC 2475. With DiffServ it is possible to implement
scalpble service differentiation in | P-based networks.

e  Multiprotocol Label Switching (MPLS), introducing the use of labels for identification of particular‘traffic requiring
spedial services, e.g., QoS. The requirements for traffic engineering over MPLS are described in RFC:2702. Further] work
on this subject isin progressin the IETF MPLS working group.

747 Mobility

SIP transparently supports user mobility by name mapping and by proxying and redirecting- requests to the user's qurrent
location] Based on the use of a unique personal identity and the ability of SIP-users to registér their current location, end users
can origjnate and receive calls and access subscribed telecommunication services on any terminal in any location.

75 FETSI TIPHON specifications

ETSI prpject TIPHON is producing technical specifications for interworking between 1P networks and SCNs. The follpwing
scenariof are being considered:

o acdl between two usersin IP networks (global |P-telephony service);
e acdl from user in an IP network to auser in an SCN;

e acdl fromauserinan SCN to auser in an |P network;

o acdl between two SCNsviaan |P network;

o acdl between two IP networks viaan SCN.

Work to|date has focused on H.323 as the signalling protocol, but SIP is now also being investigated. The following topilcs are
covered;

e reqyirements,
e  archjitecture;
e protpcols;

e nanfing and addressing;

¢ QoY
e secyrity;
o molility;

e testing andvalidation;
e  marjagement.

7.6 Terminal specificationsfrom TIA TR-41.3.4

TIA TR-41.3.4 is producing a profile specification for terminals attached to IP networks, TIA/EIA/IS-811. As far as control is
concerned, the profile specification allows for H.323, SIP or H.248. In each case the document specifies use of the protocols.

8 Interworking of PISNsand I P networks via a gateway

With an interworking scenario the circuit and | P networks operate as peers. The basic interworking scenario is a call between a
user connected to a SCN and a user connected to a IP network. Instances of interworking between circuit and |P networks can
be concatenated, e.g.:

e circuit-IP-circuit;
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e |P-circuit-1P.

In either of these two cases, the network in the middle plays a full part in the provision of the communication service, and the
originating network need not know, when establishing a call to the second network, that the call will terminate at a network of

the same type as the originating network.

Any specifications for interworking between circuit and IP networks should be applicable at each concatenated instance of
interworking, and there should not be a need to produce specifications for concatenation in general or for specific examples of

concatenation.

In this Technical Report, attention is confined to the case where the circuit network is a PISN using QSIG (
ISO/IEC 11572, ISO/IEC 11582 and other ECMA Standards) as the inter-exchange signalling system. (.I/Q

8.1 Architecture Q .

An equipment that performs interworking between a PISN and an | P network can be regarded as a PI @gure 18 g
of the PINX reference configuration from ISO/IEC 11579-1 superimposed onto the generic ional architef
interwyorking from figure 9. The relationship between functional entities from the generig)functional archite
interworking and functional groupings from the PINX reference configuration is as follows: &

icified in

ows part
Cture for
tture for

e theRGT, SC-U, RC-U, IW and HL S functional entitiestogether correspond to the C@dﬂtrol (CC) functional grouping;

. t of the MPP functional entity corresponds to the Switching (SW) functionilmg)@\hng;

e the LLS functional entity and the remainder of the MPP functional entit)g\ espond to the Mapping (MP) flinctional
ouping; @)
o thhe Scenario Management (SM) and Inter-PINX Connection Contréfunctional groupings have no equivalents in the
eric functional architecture for interworking.
The MP functional grouping is responsible for mapping logical @inq and user information channels at the Q feference
point jonto physical channels at the C reference point and termir@'ng signalling transport protocols. The functionality relating
to thg signalling channel corresponds to the LL S functional e@y The functionality relating to user information chafnels can
be regarded as being part of the MPP functional entity. $
&
To RGR
To AC
To IR
To peer SC
%\% To peer RC
Qv To peer
é PINX
&v (signaling)
% To peer
PO ser TO peer VPP
information)
< | > < P
PISN | : network
C ref.erence Q re-ference
point point

Figure 18 — Functional architecture for interworking with a PISN
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8.2 Signalling

From 8.1 it can be seen that the IW functional entity is required to perform signalling interworking between signalling at the Q
reference point (e.g., QSIG) and IP network session control signalling. If H.323 is used in the IP network, the IW functional
entity needs to perform signalling interworking between QSIG and H.225.0 (basic call) and H.450.x (supplementary services).
If SIPisused in the IP network, the IW functional entity needs to perform signalling interworking between QSIG and SIP. The
IW functional entity needs to interact with the SC-U functional entity, and also with the RC-U functional entity to ensure that
resources made available in the | P network are suitable for mapping onto the bearer capability used in the PISN and vice versa.

8.3 aming and addressing
831 aming and addressing in PISNs

In accorpance with ISO/IEC 11571, addressing in a PISN is by means of numbers conforming to either E.164,or a Hrivate
Numbering Plan (PNP). Numbers can also be represented in an implicit format, where prefix digits or other~means within the
actual nimber identify the numbering plan, but the numbering plan is still either E.164 or a PNP.

NOTE - pometimes numbers in a PISN are used as names (identifying users) rather than addresses (identifying points of attachment), and
thereforejthe terms “address’ and “addressing” are not always used in line with current ITU-T Study Group 2 use:

In additipn, PISNs can use textual names in accordance with 1SO/IEC 13864 for name identification of auser in acall. Thisis
not congdered further in this Technical Report.
8.3.2 Naming and addressingin I P networks
See 7.2.2 (H.323) and 7.4.3 (SIP).

8.3.3 Naming and addressing interwor king when H.323 used in the | P network
H.323 sypports the use of E.164, PNP and implicit numbers as alias addresses,

8.3.3.1 Interworking and PNP numbers

A charafteristic of a PNP is that it belongs to a CN administration arid-numbers from that PNP have significance only yithin
that admjinistrative domain. An administrative domain may cover.ané@ntire CN or only part of aCN.

When an IP network is a public network, it is necessarily a différent administrative domain from that of a PISN. The PISIN may
employ g PNP, but the public IP network will not. Thereforé PNP numbers cannot be passed through a gateway between the
two netwyorks. Numbering considerations are similar to those in ISO/IEC 11571 between a PISN and a public ISDN.

When an IP network is a private network belonging to-the same CN as a PISN, the use of a PNP in the IP network can be in
accordarjce with any of the following:

1. No PNPintheIP network.
2. Use|of separate PNPsin the I P netwerk*and the PISN (different administrative domains).
3. Useof asingle PNP in the IP network and the PISN (same administrative domain).

In cases|1 and 2, a PNP number from the PISN cannot be passed on to the IP network and the gateway is required to trgndate
such a npmber into an alias that-is meaningful in the IP network.

In case 2, a PNP number‘from the IP network cannot be passed on to the PISN and the gateway is required to translate such a
number nto a number that is meaningful in the PISN.

In case B, PNP numbers can be passed between the two networks, provided they are of a sufficiently high level tq have
meaning on either. side of any regional boundary that might occur at the gateway.
8.3.3.2 |nterworking and E.164 numbers

E.164 numbers can be passed between a PTSN and a [P network, provided they are of a suificiently high level 1o have meaning
in both networks. An international number is necessary if the gateway is at a national boundary, but in other situations a
national number is normally sufficient. In some cases a subscriber number may be sufficient.

8.3.3.3 Other formsof aliasin the | P network

Any other form of alias in the IP network cannot be passed to a PISN and is required to be trandated into a telephone number
having meaning in the PISN.

8.3.34 Implicit forms of number

Implicit forms of telephone number can be passed between a PISN and an IP network subject to having meaning in the two
networks and subject to the considerations above for PNP and E.164 numbers.
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8.3.4 Naming and addressing interwor king when SIP used in the | P network

Some of the considerations of 8.3.3 for H.323 apply also to SIP, but support of different types of number in SIP requires
further study.

8.4
8.4.1

Supplementary services
H.323 supplementary services

For each of the H.450 supplementary services listed in 7.2.3, table 4 shows where there is potential for interworking with

corregpot ekt g QSHS aupp:u nentary-serviees:

Wher

Table 4 — Potential for interworking between H.450 supplementary services
and QSIG supplementary services

H.450 supplementary service

QSI G supplementary service

H.450.2 (call transfer)

Call transfer (by consultation) as specified in ISO/IEC 13869 and

single step call transfer as specified in | SO/MEC 19460

H.450.3 (call diversion)

Call diversion supplementary services as specified in
13873.

| SO/IEC

H.450.4 (call hold)

There is no corresponding QSIG supplementary service. However,

the Notification indicatorginfermation element specified in
11582 can contain notification descriptors that are able to m

| SO/IEC
bp to and

from signals used in(H450.4 that indicate hold and retrigval from

hold.

H.450.5 (call park and call pick-up)

There are no carresponding QSIG supplementary services.

H.450.6 (call waiting)

There is¢norcorresponding QSIG supplementary service. However,

the Noatification indicator information element specified in
11582 ‘can contain a notification descriptor that is able to m
from the signal used in H.450.6 that indicates that the call is

|SO/IEC
hp to and
waiting.

H.450.7 (message waiting indication)

Message waiting indication, as specified in | SO/IEC 15506.

H.450.8 (name identification)

Name identification supplementary services, as specified in
13868.

| SO/IEC

H.450.9 (call completion)

Call completion supplementary services, as specified in
13870.

| SO/IEC

stand
and t

8.4.2
Wher
equiv
8.5

SIP supplementary services

Security

Secur

ty-aspects of interworking require further study.

b consensus \has been achieved in IETF and there is potential for interworking of SIP supplementary servi
bl ent QSIG. supplementary services, the method of interworking could be a subject for standardization by ECMA

b there is potential for nterivorking of supplementary services, the method of interworking could be a supject for
dization by ECMA. dnaddition, interworking between the H.323 generic functional protocol (as specified in
e QSIG generic functional protocol (as specified in ISO/IEC 11582) could be a subject for standardization by EGMA.

H.450.1)

ces with

8.6

Quality of service

QoS aspects of interworking require further study.

8.7

Mobhility aspects of interworking require further study.

8.8

M obility

Networ k management

Network management aspects of interworking require further study.
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8.9 Aspectsrequiring further study or standardization work

Further work on interworking between PISNs and |P networks could focus in more detail on the following aspects, taking into
account both ITU-T standards (H.323 family) and IETF standards (SIP etc.) in the I P network:

= Protocol interworking between QSIG and H.323/SIP. For basic call protocol interworking considerations are similar to
those for interworking between DSS1 and IP networks, which are being covered by work in ETSI project TIPHON, and it
needs to be verified whether the same specification can apply to QSIG. However, for supplementary service interworking
QSIG considerations are different from those of DSS1. At the time of writing this Technical Report, ECMA had aready
produced QSIG-H.323 interworking Standards for the generic functional protocol (TSOTEC 11582 and H.450.7), cal
trangfer (ISO/IEC 13869/ 1SO/IEC 19460 and H.450.2) and call diversion (ISO/IEC 13873 and H.450.3). There hjay be
reqyirements for standardizing interworking for other supplementary services or for interworking between QSIG anf SIP.
In afdition, ECMA may wish to standardize SIP supplementary services (using building blocks specified-hy VETF) and/or
inflyience consensus in IETF on best current practice.

= |SOfIEC 11571 may need to be updated to reflect P addressing.
= Der{vation, screening and presentation of identification numbers in support of CLIP, COLP and'CEIR.

= Routing considerations. Issues include selection of a suitable gateway, SCN end-to-end wersus PISN-1P-PISN, avpiding
networks with poor performance.

= Nurmbering considerations when interworking with SIP.
= Secyirity aspects.

= Qo9 aspects.

= Mobility aspects.

= Netyvork management aspects.

Work on these aspects may involve changes to standards for |P networks and/or changes to standards for PISNs in order to
achieve atisfactory interworking.

9 nterconnection of remote PISNsvia an | P Retwor k
This clalise explores different methods of interconnecting remote PISNs (or two parts of the same PISN) via an IP network.

As descilibed in clause 8, concatenated instances eftinterworking at a gateway can be used to achieve the interconnectjon of
remote $CNsvia an IP network. In particular, this:approach can be applied to the interconnection of two PISNs (or two PINXs

Howevef, concatenation has the limitation that information from one PISN that cannot be mapped onto correspgnding
informatjon in the protocols used inthel P network will not be available to the peer PISN. This is a particular problem(when
the two PISNs employ the same netwerk signalling protocol (e.g., QSIG), since any information from one PISN is likely to be

of servide to users compared with the level of service that would have existed if the two PISNs were joined directly. Tojavoid

Concatepated instances of interworking at a gateway is equivalent to the concatenation concept described in TR/57 (kngwn as

€p ay €p Y
1). With the overlay concept, PISN services are overlaid on top of the services of the network that interconnects the two PISNs.
TR/57 identifies two approaches within the overlay concept:

e  Cco-operative approach; and
e transparent approach.

With the co-operative approach (often known as “integrated scenarios’) the network that interconnects the two PISNsis known
as an InterConnecting Network (ICN) and has enhanced capabilities (often known as “virtual private network” or VPN
capabilities) that enable it to participate in PISN servicesin an integral manner. The ICN acts as atransit PINX.
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With the transparent approach (often known as “ overlay scenarios’) the network that interconnects the two PISNs is known as
an InterVening Network (IVN). An IVN does not participate in and has no knowledge of PISN services. Instead the IVN
provides a means for PISN services to operate between the two PISNs by conveying information transparently, i.e., through a
tunnel.

Digtinction between the two approaches is not always clear, since with the co-operative approach some aspects of PISN
signalling can still be tunnelled. However, the fact that the network that interconnects the two PISNs provides at |east some
enhanced capabilities for the interconnection of PISNs signifies the co-operative approach. Typicaly with the co-operative

btha LON roL oo | L o DICAL oAl vaia witb-tha t '3 bt IN/ANL vou b ac o okl o o d
appr T IS O TOUtES0aSCU O T 1o attrCSSCS, VWHCTCaS vt T tiCtra ISPal Tt apProcCIT ticT Vv TV TOUtCS O it ve g resses

rather] than PISN addresses.

Both jppproaches can in principle be applied to the case where the two PISNs are interconnected by an IP network) The co-
opergive approach requires enhancements to the IP network to allow it to participate in PISN services (e.g:; by rquting on
PISN |addresses, participation in PISN supplementary services). Without such enhancements, the concatenation concegt applies
and certain PISN functionality will be lost.

With |the transparent approach, the IP network is simply required to provide appropriate tunnelling mechanisms for PISN
information, but does not need to be aware of the content of such information.

Figurg 19 shows the generic architecture for scenarios in accordance with the overlay concept, transparent approach|(overlay
scengfios), as derived from |SO/IEC 11579-1.

PINX PlN{\‘U
SM SM
d
I I I I
cC ICC ICC cc
C reference C reference
| | point point | |
SW | MP I IVN I MP I SW
} ] (IPsnetwork) } }
| I I |
| | | |
| [ o —] |
< IPL >
Q reference Q reference
point point

Figure 19 — Generic architecture for overlay scenarios

Concgptually the two PINXs are linked by an Inter-PINX Link (IPL) between the two Q reference points. The IPL coprises a
packgt mode D,-channel for signalling and a number continuous bit rate (normally 64 Kbit/s) U,-channels.

The flinction of the MP functional grouping isto map the D, and U-channels at the Q reference point onto bearer capabilities
provigled by the IVN asinter-PINX Connections (IPCs). The ICC functional grouping can become involved if |dynamic
establjishment and clear down of IPCsisinvolved. The SM functional grouping provides management.

For the D-channél;-transport across the IVN needs to be reliable, in terms of low loss and error rate. This is true alqo for the
U,-channels when carrying data, but when carrying real-time information the emphasis is more on minimizing delay and delay
variafjon. Forreal-time information transport over an IP network acting as the IVN, RTP (over UDP) is a suitable fransport
protogol .~For other information, including PISN signalling information, more reliable transport is required. Thergfore any
overl@y-soenario has to provide separate transport means for the D -channel and the U -channels (at least for rea-tifne PISN
SErVices).

9.2 Solutionsfor the interconnection of remote PISNsvia an | P network

The following solutions have been proposed for the interconnection of remote PISNs via an |P network other than by simple
concatenation:

e Solution 1 — QSIG tunnelling over |P network transport layer protocol;
e Solution 2 — QSIG tunnelling over |P network session control protocol;
e Solution 3 —enhanced QSIG (“QSIG+") in the IP network.
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9.3 Solution 1 — QSIG tunnelling over | P network transport layer protocol

Solution 1 isin accordance with the overlay concept, transparent approach (i.e., overlay scenario). Both the D -channel and the
U,-channels are carried directly over an IP network transport layer protocol, but for reasons explained in 9.1 different transport
layer protocols need to be employed.

9.3.1 Architecture
With this type of scenarlo PI SN signalling mformatlon (QSIG) is carried over a rehable transport protocol such as TCP or, if

for signdlling transport” ) from the SIGTRAN group in [ETF. A brief introduction to the sgnallmg transport concepts@ RFC
2719 isgivenin annex D. Q
One poskible scenario that could be a candidate for a PISN mapping Standard is as follows: q/
e D, -thannel (QSIG signalling) transported over IP using a standard IP transport protocol with functi lesigned tq meet
tranpport requirements for SCN signalling (RFC 2719), such a protocol being referred to below as TRAN protocol;
e U,-thannelstransported using RTP over UDP (e.g. using G.711 encoding); Q~
» UDP ports for RTP assigned either in a static manner, with semi-permanent mapping t o-Channel numbers or|using
scerjario management procedures for more dynamic assignment. Q/
A simpl¢ solution based on the principles above would mean that the only bearer capabil supported are speech and 31 kHz
audio at |64 Khit/s. Figure 20 shows the architecture for the SIGTRAN approach. s\\
Q
N\
N
%
S&
IPC IPL A’\Q’ IPL IPC
Control | Control Control | Control
xO
<
N
C reference C reference
point point
I IVN I
(IP network)
I I
I I
le— IPC(s) —»] |
IPL =I
% Q reference Q reference
point point

Figure 20 - Architecturefor solution 1

The conceptual interconnection scenario shown in the figure is derived from ISO/IEC TR 14475. The IPC Control function is
used for the control of the packet mode associations at the C-reference point (IP, UDP, TCP, RTP, “SIGTRAN"). The function
shown as IPL control in the figure is required for the dynamic assignment of U_-channels. In this case a signalling protocal,
known here as ScenSIG (scenario signalling), operates between the two peer IPL control functions. As for QSIG, ScenSIG
requires the SIGTRAN protocol for transport.
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9.3.2 Agpectsrequiring further study or standardization work

Solution 1 for QSIG tunnelling is particularly suited to static scenarios where an IPL with a fixed number of U,-channels exists
on a semi-permanent basis. The setting of static pre-conditions then is mandatory. However, since the parameters and their
values have local significance only, there is no need for standardization of their structure or format.

Nevertheless, there are some aspects that may be candidates for standardization (see also ISO/IEC TR 14475), particularly for
implementation of dynamic scenarios, but also for semi-permanent scenarios, e.g.:

. urity aspects. \
. etwork management aspects. O

94 Solution 2 — QSIG tunnélling over | P network session control protog)QI\
9.4.1| Architecture {<

With this type of scenario an H.323 or SIP session is established betwe?go PINXsto provide an IPL. Within the cpntext of
this spssion, resource control can be used to establish media str to-transport U -channels. QSIG is tunnelled within the
sessign control protocal, i.e., within the application layer. For H.gaz;&generic tunnelling capability is already being |prepared
for H|323/H.225.0 version 4. An object identifier identifiesthe tl@'l led protocol, and therefore this mechanism can be used to
tunngl QSIG. A similar capability could be introduced to S P.&Q

The g chitecture of solution 2 is shown in figure 21. The unctional entity contains RGT, SC-U, RC-U and MPP functional
entiti¢s. Signalling information across the Q reference peinit from CC (via SW) to MP is routed to the SC-U functiongl entity,
which inserts it into the tunnel within the session C(@rol protocol. Likewise, tunnelled signalling information received within
the sgssion control protocol is extracted by the S\Cl;ﬁ» unctional entity and sent to the CC (via SW).

IVN
(IP network)

Figure 21 — Architecturefor solution 2

The transport of U,-channels is the same as for solution 1, i.e., for real-time PISN services transport over RTP over UDP.
However, the way of establishing RTP streams is different. With solution 2 the standard resource control protocol (H.245 for
H.323, SDP for SIP) is used. With solution 1 there is no such means readily available, and either the U -channels have to be
provisioned on a semi-permanent basis (through management procedures at the two PINX, perhaps co-ordinated through
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network management) or a scenario signalling protocol (ScenSIG) has to be defined. This means that solution 1 is particularly
suited to static scenarios where an |PL with afixed number of U -channels exists on a semi-permanent basis. Solution 2, on the
other hand, is particularly suited to dynamic scenarios.

One possibility with solution 2 is to have a 1:1 mapping between PISN calls and IP network sessions, by establishing an IPL
(session) each time a PISN call requires to be routed across the IP network to another PINX. Where there is more regular
traffic between a given pair of PINXs, an alternative would be to keep the IPL (session) established on a semi-permanent basis
and to open and close media streams on a dynamic basis as PISN calls are established and released.

When sglution 2 is used with H.323, normally H.323 gatekeepers will be available in the |P network and can be exploited in
various vays, e.g.:

e resglution of telephone number to | P address;

e detgrmining that a QSIG gateway will be encountered at the IP network egress (included in H.225.0cversion 4 as part of
the generic tunnelling enhancement);

e  banfiwidth management and QoS services.

Similarly when using solution 2 with SIP, corresponding entities might be available for exploitation. Because solution 1 is
indepenglent of H.323 or SIP, solution 1 cannot depend on gatekeepers or equivalent for sdeh functions, although solution 1
may be gble to use gatekeepers or equivalent if available.

9.4.2 Aspectsrequiring further study or standar dization work

Using tHe generic tunnelling mechanism in H.323/H.225.0 version 4, particular scenarios identified as being useful colild be
standard] zed. Standards should focus on the following aspects:

o Mapping matrix and bearer conditioning.

e  ScenSIG information flows (if applicable) and the means for their transfer.

e Usgof the H.323/H.225.0 tunnelling mechanism for transporting’QSI G messages over the | P network.
o |PClestablishment.

o Usg|of both public and private intervening networks.

e Qo$ considerations.

e  Sectrity considerations.

e Netyvork management aspects.

Similar $cenarios could be specified for'tunnelling over SIP using a generic tunnelling mechanism in SIP (e.g., QSIG MIIME
type, cufrently being specified by 1ETF).

9.5 Solution 3 —enhanced:QSI G in the | P network

9.5.1 Architecture

Solution| 3 uses an enhanced QSIG (“QSIG+") as the session control protocol in the IP network in place of existing session
control protocols (H.225.0 or SIP). Whereas QSIG includes negotiation of a circuit mode bearer (e.g., a B-channel), QSIG+
needs tol negotiatetresources (e.g., port numbers) for running a resource control protocol (e.g., H.245, SDP). In other respects
QSIG+ isidenticalto QSIG, and therefore there is no requirement for tunnelling QSIG information.

This sollitien‘can be regarded asan mtegrarred scenario (overlay concept co- operative approach) since any IP network entities

supporting QSIG+ rather than H.225. 0 or SIP.

In the special case where no such IP network entities are involved, this can be regarded as an overlay scenario, with QSIG+
simply tunnelled over an IP network transport layer protocol. It differs from solution 1 in that QSIG+ is tunnelled rather than
QSIG.

Solution 3 is analogous to the BICC in public networks.

9.5.2 Agpectsrequiring further study or standar dization work

This scenario requires the specification of the QSIG+ protocol in the form of deviations from QSIG. Other aspects that would
require study include security, QoS and network management. Naming and addressing is unlikely to be a problem.
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Connection of telephonesto a PINX via an | P network

Figure 1 in 5.1 shows two ways in which (non-1P) telephones can be connected to a PINX via an | P network:

e viagateway type 1 (on the telephone side) and gateway type 2 (on the PINX side); or

e viagateway type 4 (on the telephone side) and gateway type 5 (on the PINX side).

NOTE - If certain security requirements are met, a public I P network (Internet) can be used for the connection of 1P and non-I1P telephones to
aPINX, which can be regarded as another example of VPN capability. The requirements for such VPNs are not explicitly considered in this

Techn

10.1

In thq
teleph

signalling protocol. Gateway type 2 is discussed in clause 8.

NOTH
to rou
theu

Figure 22 shows the architecture for the case where gateways type 1 and type 2 are empleyed and the telephone uses
signalling. The stimulus signalling passes through the MPP functional entity to the relevant control plane functional

the g4

teway type 1. Hence no IW, HLS and LL S functional entities are shown in gateway type 1.
RGR RGR
AC r L[ R AG
SC-R
SC-P
I
RC-P

cal Report, but could be the subject of further study.

Architecture

case of gateway type 2, an “end-to-end” signalling protocol (H.323 or SIP) is used in the IP netwaorky and ¢
one (in the case of an IP telephone) or the telephone in combination with a gateway type 1 has’to termi

ither the
hate this

- Although calls between terminals connected to the same IP network can be routed directly over the LP netivork, there may Ibe reasons

e at least the signalling part of such calls via a gateway, a PISN and a second gateway. This will he'the case in configurati
s of these terminals are to be regarded as users of the PISN and thus should have access to services of the PISN.

IP network

Figure 22 * Connection of telephone to PINX using gatewaystype 1 and 2
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nal entity on thestelephone side of an IP network, as shown in figure 23 (RGR, AC and IR functional en
N). Interface Jis exposed. The gateway type 1 becomes a gateway type 4 and the gateway type 2 becomes a gate
thin the gateway-type 5, internal communication takes place between the SC-U functional entity on the user sid
functional-entity on the PINX side. Similarly internal communication takes place between the two RC-U f
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Figure 23 — Connection of telephoneto PINX - using gat Qype4 and 5
Gateway| type 4 can be omitted if the MPP functional entity isinside the tel ephoneo\

NOTE - IIn contrast to the situation where gateways type 1 and type 2 are employed eways type 4 and type 5 are employed, sig

must alwdys be routed viathe PISN, even for calls between two terminals connect e same | P network.

Different signalling protocols can be applied at interface J, e.g., H.24 ,\@CP (a predecessor of H.248).

For a call between two telephones attached via gateways type 4, routing of both signalling and voice is via gateways typ

shown in figure 24. Q

g
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Figure 24 — Connection of two telephones via PINX using gatewaystype 4 and 5

Advantages might be gained in terms of QoS and use of gateway resources if voice were to be routed directly through the IP

network between the gateways type 4, by-passing the PINX, as shown in figure 25.
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