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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the speC|aI|zed system for worldwide standardlzatlon National bodies that are members of

technical committees collaborate in fields of mutual interest. Other international organlzatlons governmenta
and nof-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technolpgy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatjonal Standards are drafted in accordance with the rules given in the ISO/IEC Directives;Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft Internationa
Standarlds adopted by the joint technical committee are circulated to national bodies for yoting. Publication ag
an Interpational Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, when the joint technical committee has collectéd,data of a different kind from
that which is normally published as an International Standard (“state of the art®, for example), it may decide tq
publish fa Technical Report. A Technical Report is entirely informative in.nature and shall be subject to review
every fiye years in the same manner as an International Standard.

Attentioh is drawn to the possibility that some of the elements of\this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Attention ig
drawn tp the possibility that some of the elements of this do€ument may be the subject of patent rights. 1ISO
and IEQ shall not be held responsible for identifying any or‘all such patent rights.

ISO/IEG TR 20004:2012 was prepared by Joint Techtical Committee ISO/IEC JTC 1, Information technology
Subcommittee SC 27, Security techniques.
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Introduction

This Technical Report provides added refinement, detail and guidance to the vulnerability analysis activities
outlined |n ISO/IEC 18045: 2008( ) It is mtended to be used in COﬂjUﬂCtIOﬂ W|th and as an addendum to
intended to
satisfy the full range of requirements under the AVA VAN family as deﬂned in ISO/IEC 18045:2008(E) or to
priificially restrict the activities performed by evaluators but rather to facilitate consistency through-a [minimal
baseline of AVA_VAN evaluation.

The target audience for this Technical Report is primarily evaluators applying ISO/IEC(15408 and ¢ertifiers
confirming evaluator actions; evaluation sponsors, developers, PP/ST authors and othep parties intergsted in
T security are a secondary audience.

This Technical Report recognizes that not all questions concerning IT security, evaluation will be apswered
herein and that further interpretations will be needed. Individual schemes Wil determine how to handle such
nterpretations and other guidance, although these can be subject to mutual\recognition agreements.

© ISO/IEC 2012 — All rights reserved \%


https://standardsiso.com/api/?name=6ba48e975c08c824815f29b5ede7b4b6



https://standardsiso.com/api/?name=6ba48e975c08c824815f29b5ede7b4b6

TECHNICAL REPORT ISO/IEC TR 20004:2012(E)

Information technology — Security techniques — Refining
software vulnerability analysis under ISO/IEC 15408 and
ISO/IEC 18045

1 Scope

This Technical Report refines the AVA_VAN assurance family activities defined in ISO/IEC 18045:2008 and
provides more specific guidance on the identification, selection and assessment of relevant potential
vulnerabilities in order to conduct an ISO/IEC 15408 evaluation of a software“target of evaluatign. This
Technical Report leverages the Common Weakness Enumeration (CWE) and/the Common Attack|Pattern
Fnumeration and Classification (CAPEC) to support the method\“of scoping and implementing
SO/IEC 18045:2008 vulnerability analysis activities.

This Technical Report does not define evaluator actions for~certain high assurance ISO/IEC 15408
components, where there is as yet no generally agreed guidance,

2 Terms and definitions
FFor the purposes of this document, the following terms and definitions apply.

2.1
ssurance case
tructured set of claims, arguments and“a corresponding body of evidence to demonstrate that a|system
atisfies specific claims with respect {a’its security properties

2
ttack pattern
bstracted approach utilized_ to attack software

3

ttack potential
easure of the~effort to be expended in attacking a TOE, expressed in terms of an attacker's expertise,

esources and’motivation

SOURCE:ASO/IEC 15408-1:2009, definition 3.1.5]
A4

onfirm
declare that something has been reviewed in detail with an independent determination of sufficiency

NOTE The level of rigour required depends on the nature of the subject matter. This term is only applied to evaluator
actions.

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.14]
2.5

CVE vulnerability
vulnerability listed in CVE

© ISO/IEC 2012 — All rights reserved 1
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2.6

determine

affirm a particular conclusion based on independent analysis with the objective of reaching a particular
conclusion

NOTE The usage of this term implies a truly independent analysis, usually in the absence of any previous analysis
having been performed. Compare with the terms “confirm” or “verify” which imply that an analysis has already been
performed which needs to be reviewed

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.22]

27
encountered potential vulnerabilities

potentigl weakness in the TOE identified by the evaluator while performing evaluation activities that could be
used to|violate the SFRs

[SOURCE: ISO/IEC 15408-1:2009, definition 3.5.2]

2.8
evaluatjon
assessinent of a PP, an ST or a TOE, against defined criteria

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.26]
2.9

exploitable vulnerability
weaknegs in the TOE that can be used to violate the SFRs in the eperational environment for the TOE

[SOURCE: ISO/IEC 15408-1:2009, definition 3.5.3]
210
potential vulnerability

suspected, but not confirmed, weakness

NOTE Suspicion is by virtue of a postulated-attack path to violate the SFRs.
[SOURCE: ISO/IEC 15408-1:2009, definition 3.5.5]

2.1

Protectjon Profile
implemegntation-independent-statement of security needs for a TOE type

[SOURCE: ISO/IEC 15408<1:2009, definition 3.1.52]

212

residudl vulnerability
weakness that-cannot be exploited in the operational environment for the TOE, but that could be used tg
violate the 'SFRs by an attacker with greater attack potential than is anticipated in the operational environmenf
for the TOE

[SOURCE: ISO/IEC 15408-1:2009, definition 3.5.6]

213

Security Target

implementation-dependent statement of security needs for a specific identified TOE

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.63]

2 © ISO/IEC 2012 — All rights reserved
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214
selection
specification of one or more items from a list

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.64]
215

target of evaluation
set of software, firmware and/or hardware possibly accompanied by guidance

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.70]

2.16
threat agent
entity that can adversely act on assets

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.71]

.17
TOE evaluation
pssessment of a TOE against defined criteria

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.72]

2.18

TOE-relevant CVE vulnerabilities
CVE vulnerabilities from all versions of the TOE product family or CVE vulnerabilities associated with [
pf the same technology type,

2.19
verify
rigorously review in detail with an independent determination of sufficiency

NOTE Also see “confirm” (3.1.14). The-term “verify” has more rigorous connotations. It is used in the ¢
pf evaluator actions where an independent effort is required of the evaluator.

[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.84]

2.20

vulnerability

weakness in the TOE that can be used to violate the SFRs in some environment

[SOURCE: ISO/IEC 15408-1:2009, definition 3.5.7]

2.21
weakhess

roducts

bntext

ction of

characteristic or property of a TOE that, in proper conditions, could contribute to the introdu

i [ e Ll ol TN
Ulricauiniucs witinm thiat 1TULE

3 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.
CAPEC™  Common Attack Pattern Enumeration and Classification

CVE® Common Vulnerabilities & Exposures

© ISO/IEC 2012 — All rights reserved
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CWE™ Common Weakness Enumeration
ETR Evaluation Technical Report

PP Protection Profile

SAR Security Assurance Requirement
SFR Security Functional Requirement
ST Security Target

TOE Target of Evaluation

TSF TOE Security Functionality

TSFI TSF Interface

4 Background Context

ISO/IEQ 15408-3 sub-clause 15.1 defines “development vulnerabilities” “as vulnerabilities which take
advantdge of some properties of the TOE which were introduced during its' development. In the same sub-
clause, | ISO/IEC 15408-3 states that an assessment of development vulnerabilities is covered by the
assurarjce family called “vulnerability analysis” (AVA_VAN). ISO/IEE/15408-3 expects this assessment tg
determihe whether potential vulnerabilities identified could allow attackers to violate the SFRs and to deal with
the thrg¢at that an attacker will be able to discover flaws\Jas the identified potential vulnerabilities]
(ISO/IEL 15408-3:2008 sub-clause 15.2.1).

The levels in the AVA_VAN assurance family are ordered-as follows:

AVA_VAN.1 is the lowésb level and AVA_VAN.5 is the highest level in the AVA_VAN assurance family.
ISO/IEQ 15408-3 states the following two evaluator actions for each of the AVA_VAN levels.

“Potential vuinerability identification from public sources” action

¢| AVA_VAN.1 “vulnerability survey” (ISO/IEC15408-3:2008 sub-clause 15.2.3);

¢| AVA_VAN.2 “vulnerability analysis” (ISO/IEC 15408-3:2008 sub-clause 15.2.4);

o] AVA VAN.3 “focused vulnerability’analysis” (ISO/IEC 15408-3:2008 sub-clause 15.2.5);

¢| AVA_VAN.4 “methodical yulnerability analysis” (ISO/IEC 15408-3:2008 sub-clause 15.2.6);

¢ AVA VAN.5 “advanced methodical vulnerability analysis” (ISO/IEC 15408-3:2008 sub-clause
15.2.7).

“The eV —-— ‘ rofoubticd . et =t bitities i the TOE™

e in AVA_VAN.1.2E (ISO/IEC 15408-3:2008 sub-clause 15.2.3.4.2);
e in AVA_VAN.2.2E (ISO/IEC 15408-3:2008 sub-clause 15.2.4.4.2);
e in AVA_VAN.3.2E(ISO/IEC 15408-3:2008 sub-clause 15.2.5.4.2);
e in AVA_VAN.4.2E(ISO/IEC 15408-3:2008 sub-clause 15.2.6.4.2);

e in AVA_VAN.5.2E(ISO/IEC 15408-3:2008 sub-clause 15.2.7.4.2).

© ISO/IEC 2012 — All rights reserved
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“Penetration testing” action

“The evaluator shall conduct penetration testing, based on the identified potential vulnerabilities, to determine

that the TOE is resistant to attacks performed by an attacker possessing
¢ Basic attack potential” in AVA_VAN.1.3E (ISO/IEC 15408-3:2008 sub-clause 15.2.3.4.3);

¢ Basic attack potential” in AVA_VAN.2.4E(ISO/IEC 15408-3:2008 sub-clause 15.2.4.4.4);

e High attack potential” in AVA_VAN.5.4E (ISO/IEC 15408-3:2008 sub-clause 15.2.7.4.4).

dentification from public sources” action (in its sub-clauses 14.2.1.5, 14.2.2.5, 14,2:3.5, 14.2.4.5) as fo

AVA_VAN.1-3, AVA_VAN.2-3, AVA_VAN.3-3, AVA_VAN.4-3

TOE.

pf vulnerability information and sophisticated attack tools “on the Internet makes it more likely

The search of the information publicly available’should be focused on those sources that refer spe

factors: TOE type, evaluator experiencetin this TOE type, expected attack potential and the level
pvidence available.

AVA VAN.1-4, AVA VAN.2-5, AVA"VAN.3-5, AVA_VAN.4-5
The evaluator shall record.in the ETR the identified potential vulnerabilities that are candidates for tes
ppplicable to the TOE in its/operational environment.

pvaluator identifies that measures in the operational environment, either IT or non-IT, prevent exploi
the potential yulnerability in that operational environment.

The evaluator records any reasons for exclusion of potential vulnerabilities from further consideratiq

Othierwise the evaluator records the potential vulnerability for further consideration.

e Moderate attack potential” in AVA_VAN.4.4E (ISO/IEC 15408-3:2008 sub-clause 15.2:6.4.4); for

SO/IEC 18045:2008 further specifies certain work units associated with the fPotential vulnerability

lows.

The evaluator shall examine sources of information publicly available to identify potential vulnerabilitigs in the

The availability of information, that may be readily available to.an attacker that helps to identify and facilitate
pttacks, effectively operates to substantially enhance the attack potential of a given attacker. The acc&ssibility

at this

nformation will be used in attempts to identify potential.vulnerabilities in the TOE and exploit them. |Modern

search tools make such information easily available to the evaluator, and the determination of resisfance to

published potential vulnerabilities and well known generic attacks can be achieved in a cost-effective r]vanner.
Ci

ically to
the product from which the TOE is derived."The extensiveness of this search should consider the fpllowing

of ADV

ing and

t may be identified that no further consideration of the potential vulnerability is required if for example the

ation of

n if the

pvaluator determines that the potential vulnerability is not applicable in the operational envirpnment.

A list of potential vulnerabilities applicable to the TOE in its operational environment, which can be used as an

input into penetration testing activities, shall be reported in the ETR by the evaluators.

NOTE As stated in ISO/IEC 18045:2008 sub-clauses 14.2.5, ISO/IEC 18045 does not specify any work uni
AVA_VAN.5 level.

© ISO/IEC 2012 — All rights reserved
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The content of the “Potential vulnerability identification from public sources” evaluator action is summarized in
the following diagram.

E\VA_VANJ .2E/2.2E/3.2E/4.2E: perform a search of public domain sources to identify potential vulnerabilities ir]
the TOE

—_—— AVA_VAN.1-3/2-3/3-3/4-3: examine public information to identify
otential vulnerabilities

AVA_VAN.1-4/2-5/3-5/4-5: record the identified potential
vulnerabilities as candidates for testing

Figyre 1 — “Potential vulnerability identification from public sources” evaluator action summary

ISO/IEG 18045:2008 further specifies certain work units associated with the “Penetration testing” action (in its
sub-clayises 14.2.1.6, 14.2.2.7, 14.2.3.7, 14.2.4.7) as follows.

AVA_VAN.1-5, AVA_VAN.2-6, AVA_VAN.3-6, AVA_VAN.4:6

The evgluator shall devise penetration tests, based on the independent search for potential vulnerabilities.
The evaluator prepares for penetration testing as. pecessary to determine the susceptibility of the TOE, in its
operatignal environment, to the potential vulnerabilities identified during the search of the sources of
informagion publicly available. Any currentyinformation provided to the evaluator by a third party (e.g

evaluatipon authority) regarding known potential vulnerabilities will be considered by the evaluator.

The evaluator is not expected to test)for potential vulnerabilities (including those in the public domain) beyond
those which required

a Basic attack potential (in the case of AVA_VAN.1-5);

a Basic attack potential (in the case of AVA_VAN.2-6);

a Enhanced-Basic attack potential (in the case of AVA_VAN.3-6); or

a‘Moderate attack potential (in the case of AVA_VAN.4-6).

AVA_VAN.1-6, AVA_VAN.2-7, AVA_VAN.3-7, AVA_VAN .4-7

The evaluator shall produce penetration test documentation for the tests based on the list of potential
vulnerabilities in sufficient detail to enable the tests to be repeatable.

6 © ISO/IEC 2012 — All rights reserved
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With an understanding of the potential vulnerability, the evaluator determines the most feasible way to test for

the TOE's susceptibility. Specifically the evaluator considers:

a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses;

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that will

need to exist and security attributes they will need to have);

c) special test equipment that will be required to either stimulate a TSFI or make observations of a

TS

ToT 1,

an initial test can be extrapolated to demonstrate that repeated attempts of an attack are
succeed after a given number of attempts.

AVA_VAN.1-7, AVA_VAN.2-8, AVA_VAN.3-8, AVA_VAN.4-8

The evaluator shall conduct penetration testing.

The evaluator uses the penetration test documentation resulting from work Gt
e AVA_VAN.1-5 (in the case of AVA_VAN.1-7);

e AVA_VAN.2-6 (in the case of AVA_VAN.2-8);

e AVA_VAN.3-6 (in the case of AVA_VAN.3-8); or

e AVA_VAN.4-6 (in the case of AVA_VAN.4-8)

ps a basis for executing penetration tests onsthe TOE, but this does not preclude the evaluat
performing additional ad hoc penetration tests.

AVA VAN.1-8, AVA_VAN.2-9, AVA_VAN:3<9, AVA_VAN.4-9
The evaluator shall record the actual results of the penetration tests.
AVA_VAN.1-9, AVA_VAN.2-10;’AVA_VAN.3-10, AVA_VAN.4-10

The evaluator shall report.in the ETR the evaluator penetration testing effort, outlining the testing ag
configuration, depth and)results.

AVA_VAN.1-10-and AVA_VAN.2-11

The evaluator-shall examine the results of all penetration testing to determine that the TOE, in its opq
environment, is resistant to an attacker possessing a Basic attack potential.

f the results reveal that the TOE, in its operational environment, has vulnerabilities exploitable by an
ossessing less than Enhanced-Basic attack potential, then this evaluator action (namely AVA VAN

d) whether theoretical analysis should replace physical testing, particularly relevant where the results of

likely to

or from

proach,

rational

attacker
1.3E or

AVA_VAN.2 4E) fails.

The guidance in (ISO/IEC 18045 Annex B.4) should be used to determine the attack potential req
exploit a particular vulnerability and whether it can therefore be exploited in the intended environment.

AVA_VA.3-11

uired to

The evaluator shall examine the results of all penetration testing to determine that the TOE, in its operational

environment, is resistant to an attacker possessing an Enhanced-Basic attack potential.

© ISO/IEC 2012 — All rights reserved
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If the results reveal that the TOE, in its operational environment, has vulnerabilities exploitable by an attacker
possessing less than Moderate attack potential, then this evaluator action (namely AVA_VAN.3.4E) fails.

The guidance in B.4 should be used to determine the attack potential required to exploit a particular
vulnerability and whether it can therefore be exploited in the intended environment.

AVA_VAN.4-11

aftacker possessing less than a High attack potential, then this evaluator action, (namely
AVA_VAN.4 4E) fails.

The guidance in B.4 should be used to determine the attack potential required to exploit a particulal
vplnerability and whether it can therefore be exploited in the intended environment.

AVA_VAN.1-11, AVA_VAN.2-12, AVA_VAN.3-12, AVA_VAN.4-12

—

he evaluator shall report in the ETR all exploitable vulnerabilities and residual vulnerabilities, detailing
or each:

=h

a) its source (e.g. ISO/IEC 18045 evaluation methodology<activity being undertaken when it was
conceived, known to the evaluator, read in a publicatien);

b) the SFR(s) not met;

c) a description;

d) whether it is exploitable in its operational environment or not (i.e. exploitable or residual).

e) the amount of time, level of expertise, level of knowledge of the TOE, level of opportunity and
the equipment required to perform the identified vulnerabilities, and the corresponding values

using the tables B.2 and B.3.ef(ISO/IEC 18045) Annex B.4.

NOTE As stated in ISO/IEC 18045:2008 ‘sub-clauses 14.2.5, ISO/IEC 18045 does not specify any work units at the
AVA_VAN.5 level.

The corjtent of the “Penetration-testing” evaluator action is summarized in the following diagram.

8 © ISO/IEC 2012 — All rights reserved
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performed by an attacker possessing an attack potential as specified (respectively)

AVA_VAN.1-5/2-6/3-6/4-6: devise tests for potential vulnerabilities not beyond
those which require an attack potential as specified (respectively)

S

S

repeatable

AVA_VAN.1-7/2-8/3-8/4-8: use AVA_VAN.1-5 and AVA_VAN.1-6(as-a basis to
conduct tests

AVA_VAN.1-6/2-7/3-7/4-7: produce test documentation to ensure tests are ]
— )

—_— | AVA_VAN.1-8/2-9/3-9/4-9: record test results

AVA_VAN.1-10/2-11/3-11/4-1 1*¢examine test results and fail the
— | AVA_VAN.1.3E action if thesresults determine that the TOE is not resistant to
the Basic attack potential

—— | AV/A_VAN.1-9/2-10/3-10/4-10: report in the ETR the testing effort )

AVA_VAN.1-11/2542/3-12/4-12: report in the ETR all exploitable vulnerabilities
» and residual vulperabilities

EAVA_VANﬂ .3E/2.4E/3.4E/4 4E: conduct penetration testing to determine that the TOE is resistant to attacks }

Figure 2 — “Penetration testing” evaluator action summary

5 Overview

5.1 Purpose

This document(is-intended to provide added refinement, detail and guidance to the vulnerability
pctivities outlined in ISO/IEC 18045:2008(E) for the software elements of a TOE. Specifically, it is intg
pdd refinement and clarification of the “Potential vulnerability identification from public ¢
AVA VAN:1.2E/2.2E/3.2E/4.2E) and “Penetration testing” (AVA_VAN.1.3E/2.4E/3.4E/4.4E) e

vulnerabilities. This document provides guidance on an approach to objectively search for, identify, f

Analysis
nded to
ources”
valuator

actions;-which are currently imprecise in regards to searching for, identifying and testing relevant potential

Iter and

est’ potential vulnerabilities utilizing international ad hoc standard resources for software weaknes

ses and

attack patterns. The set of relevant software weaknesses and attack patterns identified through this g

uidance

represent a minimal set for analysis under the AVA_VAN assurance family in an ISO/IEC 15408 evaluation.
Additional weaknesses and attack patterns may be determined relevant by specific national schemes,
technical communities, associated protection profiles or other sources. In utilizing these standard structured
resources, the approach defined here has the added benefit of being equally applicable to the TOE
development process as it does to the TOE security evaluation process. This means that relevant
weaknesses and attack patterns identified and tested for during development, whether defined ad hoc or as
part of a structured assurance case, can provide an head start template for a TOE-specific set of relevant

weaknesses and attack patterns for use in the security evaluation.

This document is intended to be used in conjunction with and as an addendum to ISO/IEC 18045.

© ISO/IEC 2012 — All rights reserved
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6 Vulnerability Assessment Activities

6.1 Determine relevant potential vulnerabilities

ISO/IEC 18045:2008(E) defines the work units for determining relevant potential vulnerabilities in Sub-
clauses:

14.2.1.5.1 Work unit AVA_VAN.1-3;
14.2.2.5.1 Work unit AVA_VAN.2-3;
14.2.3.5.1 Work unit AVA_VAN.3-3;
14.2.4.5.1 Work unit AVA_VAN.4-3

Commdn Vulnerabilities and Exposures (CVE®) is a dictionary of common names (i.e., CVE |dentifiers) for
publicly| known information security vulnerabilities, while its Common Configuration Enumeration (CCE™
provides identifiers for security configuration issues and exposures. CVE’s common identifiersimake it easier
to sharg data across separate network security databases and tools, and provide a baseling for/evaluating the
coverade of an organization’s security tools.

CVE is:

e |One name for one vulnerability or exposure

¢ |One standardized description for each vulnerability or exposure

¢ |A dictionary rather than a database

¢ |How disparate databases and tools can "speak" the sameJlanguage
o |A way to interoperability and better security coverage

¢ |A basis for evaluation among tools and databases

e |Free for public download and use

¢ |Industry-endorsed via the CVE Editorial Board and CVE-Compatible Products

CVE was launched in 1999 when most information security tools used their own databases with their owr
names for security vulnerabilities. At that time there was no significant variation among products and no easy
way to fletermine when the different databases were referring to the same problem. The consequences were
potentidl gaps in security coverageand no effective interoperability among the disparate databases and tools
In additjon, each tool vendor uséd,different metrics to state the number of vulnerabilities or exposures they
detectedl, which meant there was no standardized basis for evaluation among the tools.

CVE’s gommon, standardized identifiers provided a systematic approach to these problems.

CVE is how a widely, adopted industry standard for vulnerability and exposure names. CVE ldentifiers provide
referenge points{for'data exchange so that information security products and services can speak with each
other. QVE Identifiers also provides a baseline for evaluating the coverage of tools and services to help userg
determipe which tools are most effective and appropriate for their organization’s needs. In short, products and
serviceg compatible with CVE provide better coverage, easier interoperability, and enhanced security.

There now exists a publicly available, substantive standardized enumeration of potential software
vulnerabilities (weaknesses) in the form of the Common Weakness Enumeration (CWE™).! The Common
Weakness Enumeration is an international community-developed formal collection of common software
weaknesses. It serves as a common language for describing software security weaknesses, a standard
measuring stick for software security tools targeting these vulnerabilities, and as a baseline standard for
weakness identification, mitigation, and prevention efforts. Leveraging the diverse thinking on this topic from
academia, the commercial sector, and government, CWE unites a valuable breadth and depth of content and

T http://cwe.mitre.org
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structure to serve as a unified standard. Its objective is to help shape and mature the code security
assessment industry and also accelerate the use and utility of software assurance capabilities for
organizations in reviewing the software systems they acquire or develop. CWE content will continue to evolve
with public participation and contributions to form a standard mechanism for identifying, collecting, refining,
and sharing software weaknesses among the software community.

Given the comprehensiveness of the CWE and with the additional objective of a more focused bounding of
scope for IT security evaluations, this document specifies the use of the CWE as one of the standard

resources for identification of potential vulnerabilities as specified in ISO/IEC 18045:2008(E) Sub-clauses
142151 142251 142351 and 142451,

n addition, to more objectively characterize attack potential in relation to relevant potential vulnerabilifies and
fo support the specification of relevant security/penetration tests, this document also |specifies the
dentification and selection of relevant attack patterns using the Common Attack Pattern~Ehumeration and
Classification (CAPEC™)? as the associated standard publicly available resource. To.identify and mitigate
relevant vulnerabilities in software, the software community needs more than just good:-software engjneering
and analytical practices, a solid grasp of software security features, and a powerfil-set of tools. All pf these
fhings are necessary but not sufficient. To be effective, the community needs to think outside of the bok and to
have a firm grasp of the attacker's perspective and the approaches used to,exploit software. An apgropriate
defense can only be established once you know how it will be attacked,” The Common Attack [Pattern
F-numeration and Classification is an international community-developed fosmal collection of common goftware
pttack patterns. Attack patterns are descriptions of common methods for exploiting software providing the
attacker's perspective and guidance on ways to mitigate their effect, They derive from the concept of design
patterns applied in a destructive rather than constructive context and are generated from in-depth analysis of
specific real-world exploit examples. This information when¢Captured in such a formalized way cgn bring
considerable value for software security considerations through all phases of the software development
ifecycle (SDLC) and other security-related activities, including:

e Requirements gathering
o ldentification of relevant security requirements, misuse and abuse cases
e Architecture and design
o Provide context for architectural risk analysis and guidance for security architecture
e Implementation and coding
o Prioritize and guide activities of secure code review
e Software testing and quality~assurance
o Provide context forappropriate risk-based and penetration testing
e Systems operation
o Leverage lessons learned from security incidents into preventative guidance
e Policy and standard generation
o Guidethe identification of appropriate prescriptive organizational policies and standards

| everaging the diverse thinking on this topic from academia, the commercial sector, and government, [CAPEC
unites a valuable/breadth and depth of content and structure to serve as a unified standard. Its objecijve is to
provide a better understanding of software weaknesses through characterization of how they are likgly to be
attacked @nd to guide security/penetration testing efforts. CAPEC content will continue to evolve with public
participation and contributions to form a standard mechanism for identifying, collecting, refining, and|sharing
pttackpatterns among the software community.

aluation
are identified through one of two mechanisms: 1) an existing structured assurance case specifying relevant
weaknesses and attack patterns or, 2) directly from the public CWE & CAPEC resources.

Both CWE and CAPEC are actively and persistently versioned such that at any time an evaluator can
reference the specific version of content that was used to identify the set of relevant software weaknesses
(CWEs) and attack patterns (CAPECSs) for a given TOE evaluation.

2 http://capec.mitre.org
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6.1.1 Identify relevant weaknesses and attack patterns from existing structured assurance case

The simplest and most concrete mechanism for identifying relevant weaknesses and attack patterns for a
given TOE evalution is the existence of a CWE/CAPEC-adorned ISO/IEC 15026 structured assurance case
specified as relevant for that TOE evaluation. If a structured assurance case exists for the TOE then the
CWEs and CAPECs identified in the structured assurance case should be considered the relevant set for the
IT security evaluation. If multiple structured assurance cases exists for the TOE then the CWEs and CAPECs
identified in the most TOE-specific structured assurance case should be considered the relevant set for the IT
security evaluation.

6.1.2 |dentify relevant weaknesses and attack patterns from public sources

Where |no relevant existing structured assurance case is available, the minimal set of relevant, potentia
softwar¢ weaknesses and attack patterns should be identified from the publicly available CWE_and CAPEQ
resources according to the processes outline in the following two sections.

6.1.2.1( Identify initial set of potentially relevant weaknesses and attack patterns from public
sourcesg

The evaluator should identify an initial set of potentially relevant software weaknesses and attack patterns by
searching the publicly available CWE & CAPEC lists for relevant entries using the-below criteria.

Identify initial set of potentially relevant weaknesses
Search the publicly available CWE list for CWE weaknesses where the-following criteria are all true:
1) CWE weaknesses with a minimum adequate level of defined.detail.

e Forl a given CWE weakness, the weakness will be deemed relevant if the following properties are all true:

The CWE schema element Weakness_Abstraction is defined and equal to "Base" or "Variant"
The CWE schema element Applicable_Platforms is defined

The CWE schema element Detection_Méthods is defined

The CWE schema element Related_Adtack_Patterns is defined

Without| this minimum adequate level of defined detail weaknesses would be too ambiguous for objective and
consistgnt use as a guiding element of IT security evaluations. Therefore, requiring this minimum level of
defined| detail for CWE weakneSses does not reduce the effectiveness of the “Penetration testing’
(AVA_MAN.1.3E/2.4E/3.4E/4.4E).evaluator actions.

2) CWE weaknesses whose technical context factors are relevant to the TOE and its operationa
enyironment.

NOTE | For a given~CWE weakness, the CWE schema element of "Applicable Platforms" indicates the
relevant technical ¢context for a given weakness including things like language, operating system, hardware
architeqture, arehitectural paradigm, environment, technology class, and common platform references. The
CWE s¢hema‘element "Functional_Area" indicates the area of software functionality where a given weakness
would typiCally instantiate within a TOE.

Special consideration should be given to ensure that the initial set contains CWE weaknesses that are
identifiable from TOE-relevant CVE vulnerabilities.
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Identify initial set of potentially relevant attack patterns
Search the publicly available CAPEC list for CAPEC attack patterns where the following criteria are all true:
1) CAPEC attack patterns with a minimum adequate level of defined detail.

e For a given CAPEC attack pattern, the pattern will be deemed relevant if the following properties are all
true:

The CAPEC schema element Pattern Completeness is defined and equal to "Complete"
The CAPEC schema element Pattern_Abstraction is defined and equal to " Standard" or "Detajled"
The CAPEC schema element Attack_Execution_Flow is defined
The CAPEC schema element Technical_Context is defined

The CAPEC schema element Related Weaknesses is defined

Without this minimum adequate level of defined detail attack patterns would be too ambiguous for dbjective
pnd consistent use as a guiding element of IT security evaluations. Therefore, requiring this minimum(level of
defined detail for CAPEC attack patterns does not reduce the effectiveness”ef*the “Penetration |testing”
AVA_VAN.1.3E/2.4E/3.4E/4.4E) evaluator actions.

P) CAPEC attack patterns whose technical context factors are releyant to the TOE and its opgrational
environment.

NOTE: For a given CAPEC attack pattern, the CAPEC schema element-of “Technical Context” indicates the|relevant
fechnical context for a given attack pattern including things like architectural paradigm, framework, and platform factors of
b CAPEC attack pattern. The CAPEC schema element of “Attack Rrerequisites” identifies characteristics or features of the
TOE that must be present for the CAPEC attack pattern to be relevant for a given context. If these factors are nof relevant
fo the TOE, then the corresponding CAPEC attack patterni:would not be relevant for a given evaluation arjd would
be filtered out of the set used to identify relevant potentiab vulnerabilities (CWE weaknesses) for the TOE. Therefore,
filtering out these CAPEC attack pattern does no6ts reduce the effectiveness of the “Penetration | testing”
AVA_VAN.1.3E/2.4E/3.4E/4.4E) evaluator actions. . Given that the complexity of technical context is too [great to
completely structure in this document some level of @valuator interpretation is required for determining relevance for these
Elements.

Correlate relationships between identified CWEs and CAPECs

The evaluator should examine the‘relationships between identified weaknesses and attack patterns as|defined
n the "Related_Attack Patterns" element of the CWE schema and the "Related_Weaknesses" element of the
CAPEC schema. Any CAPEC entries referenced by identified CWEs but not in the list of identified CAPECs
and any CWE entries referenced by identified CAPECs but not in the list of identified CWEs shpuld be
Freevaluated for potentiakinclusion in the list of relevant weakenesses and attack patterns.

6.1.2.2 Filter.initial set of potentially relevant weaknesses and attack patterns
The evaluater:should identify and document the set of potentially relevant software weaknesses angl attack
patterns. oy ‘applying the following filtering criteria to the initial set identified according to the prpcesses
putlingdiin the previous section above.

SO/IEC 18045:2008(E) defines the work units for recording relevant potential vulnerabilities in Sub-clduses:

14.2.1.5.2 Work unit AVA_VAN.1-4;
14.2.2.6.2 Work unit AVA_VAN.2-5;
14.2.3.6.2 Work unit AVA_VAN.3-5;
14.2.4.6.2 Work unit AVA_VAN.4-5

The purpose of CWE & CAPEC are to enumerate a very broad set of software weaknesses and attack
patterns that may be relevant across a wide range of TOE contexts. To bound the set of potential
vulnerabilities to a reasonable scope for the IT security evaluation, the initial set of potentially relevant
weaknesses and attack patterns identified through the process outlined in sub-clause 6.1.1 above must be
filtered by a set of appropriate criteria.
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