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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.|In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IECJTC 1.

The pfrocedures used to develop this document and those intended for its further maintenancé are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria_neéded for
the different types of document should be noted. This document was drafted in accordance with the
editorfial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or-all such patent rights.
Details of any patentrights identified during the development of the document will'be in the Introduction
and/of on the ISO list of patent declarations received (see www.iso.org/patents).

Any tfade name used in this document is information given for the cenvenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms ahd expressions related to conformity
assesgyment, as well as information about ISO’s adherence to the WTO principles in the Technical Barriers
to Trade (TBT) see the following URL: Foreword - Suppleméntary information

The cgmmittee responsible for this document is ISO/IEGJTC 1, Information technology, SC 40, IT Service
Management and IT Governance.

ISO/IEC 20000 consists of the following parts,”under the general title Information technology —
Servide management:

— Pqrt 1: Service management system requirements

— Part 2: Guidance on the application of service management systems

— Pgrt 3: Guidance on scope definition and applicability of ISO/IEC 20000-1

— Part 4: Process referente model [ Technical Report]

— Part 5: Exemplar implementation plan for ISO/IEC 20000-1 [Technical Report]

— Part 9: Guidance on the application of ISO/IEC 20000-1 to cloud services [ Technical Report]
— Pqrt 10: Geoncepts and terminology [Technical Report]

The fgllewing parts are under preparation:

— Part 6: Requirements for bodies providing audit and certification of service management systems!

— Part 11: Guidance on the relationship between ISO/IEC 20000-1:2011 and related service management
frameworks [Technical Report]
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Introduction

ISO/IEC 20000 is the International Standard for service management. It is based on practical industry
experience and includes information to support identifying, planning, designing, changing, deploying,
operating, supporting, and improving services for the business and customers. ISO/IEC 20000-1 specifies
a service management system (SMS) as the means to achieve the integrated management of the service
management policies, objectives, plans, processes, process interfaces, documentation, and resources. A
key focus of the SMS is to fulfil the service requirements and to deliver value.

The implementation and coordinated integration of an SMS provides ongoing control, -greater
effectiveness, efficiency and opportunities for continual improvement. It enables an organizatjion to
work effectively with a shared vision.

The guidance in this part of ISO/IEC 20000 can be used by organizations thatare involved in the provision
or management of services that include cloud services. It can also be of interest to’organizations that
are faced with changes to their existing services and support arrangements as part of a move td cloud
computing. ISO/IEC 20000 can be used by service providers that offer dedicated or shared servjces to
internal and external customers.

Key benefits of adopting ISO/IEC 20000 for service providers that offer ¢loud services can includg:

a) greater credibility with internal or external customers of\the organization, through deliviery of
reliable and cost effective services;

b) the opportunity to build a service management system that is based on a tried and proveh best
practice approach;

c) ongoing control, greater effectiveness and efficiency as well as prioritized continual improvement
of services and processes;

d) improved communication within the-cloud service provider organization, including a greater
understanding by service managementand specialist technical personnel of each other’s viewpoints;

e) improved communication between the cloud service provider organization and cloud custpmers
and users;

Cloud services primarily focus on enabling access to shared resources, physical or virtual, thiat are
scalable with on-demand self-service provisioning and administration. The cloud services can b¢ used
without the cloud customer having any knowledge of the location and other details of the infrastricture
supporting those serviees. These services and resources can include networks, servers and sforage
systems and applieations that can be rapidly provisioned and released with minimal managementeffort
or service provideriinteraction. Typical attributes of cloud environments include the ability to support
dynamic establishment and modification of services and capabilities in a multi-provider environment
and a focus‘on automation to reduce manual intervention.

The delivery and management of cloud services can require coordinated integration to ensure vidibility
and'centrol of all the elements that contribute to services, including technology, processes, peoplle and
partners, or suppliers.

An SMS that conforms to the requirements specified in ISO/IEC 20000-1 can be a powerful tool for
service providers delivering cloud services to achieve high service quality, delivery of value, increased
agility, and reduced risk.

AnSMScanbeintegrated withaninformationsecuritymanagementsystembasedinISO/IEC27001,which
includes requirements for information security in more detail than those specified in ISO/IEC 20000-1.

© ISO/IEC 2015 - All rights reserved v
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Information technology — Service management —

Part 9:

Guidance on the application of ISO/IEC 20000-1 to cloud

services

1 Scope
This part of ISO/IEC 20000 provides guidance on the use of ISO/IEC 20000-1:2011for service pro

viders

delivering cloud services. It is applicable to different categories of cloud service,‘such as those defined in

ISO/IEC17788/ITU-T Y.3500 and ISO/IEC 17789/ITU-T Y.3502, including, butsietlimited to, the foll
a) infrastructure as a service (IaaS);

b) platform as a service (PaaS);

c) software as a service (SaaS).

It is also applicable to public, private, community, and hybrid cloud deployment models.

The applicability of ISO/IEC 20000-1 is independent of the type of technology or service model u
deliver the services. All requirements in ISO/IEC 20000-1 can be applicable to cloud service prov

The structure of this part of ISO/IEC 20000 .does not follow the structure of ISO/IEC 20000-
guidance is presented as a set of scenarios that can address many of the typical activities of a
service provider. The guidance in this partiof ISO/IEC 20000 can also be useful for customers of
service providers.

This part of ISO/IEC 20000 can be used as guidance for a cloud service provider in designing, man
or improving an SMS to support-cloud services.

This part of ISO/IEC 20000 does not add any requirements to those stated in ISO/IEC 20000-1 an
not state explicitly howevidence can be provided to an assessor or auditor. The scope of this j
ISO/IEC 20000 excludé€s any specifications for products or tools.

NOTE Additional guidance on the application of ISO/IEC 20000-1 can be found in ISO/IEC 20000-2:20

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document a1
indiSpensable for its application. For dated references, only the edition cited applies. For ur
references, the latest edition of the referenced document (including any amendments) applies.

wing:

sed to
ders.

1. The
cloud
cloud

aging,

d does
art of

12.

nd are
dated

ISO/IEC 20000-1:2011, Information technology — Service management — Part 1: Service management

system requirements

ISO/IEC/TR 20000-10:2012, Information technology — Service management — Concepts and vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions provided in ISO/IEC/TR 20000-10 a

© ISO/IEC 2015 - All rights reserved

pply.


https://standardsiso.com/api/?name=c96998c1190c84b908a1893a661c2474

ISO/IEC TR 20000-9:2015(E)

4 Applying ISO/IEC 20000-1 to cloud services

4.1 Delivering and managing cloud services

Acloudservice provider should define the services using terminology that customersand otherinterested
parties, such as suppliers, can understand. For cloud services this should take into account that many
cloud customers can have little knowledge or understanding of technology. Defining different cloud
services or providing a cloud service with several different options can help both service providers and
custorers make fSTOT i TS - P

K C DC e OIl dDOUL W SIY dI'c DC dlI£I1Ed LO CIV [€JU

activities with the knowledge that the customer understands what is being delivered.

By fulfilling the requirements specified in ISO/IEC 20000-1, the cloud service provider should be able to
delivef services in alignment with both service targets and customer exp€ctations.

The cloud service provider wishing to demonstrate conformity te ISO/IEC 20000-1 should review its
applicpbility using the guidance provided in ISO/IEC 20000-3.

NOTE|L  Cloud service providers might find it helpful to refer toNlSO/IEC 17788, which provides an overview of
cloud gomputing along with a set of terms and definitions.

NOTER  Cloud service providers might find it helpful to.refer to ISO/IEC 17789, which specifies the cloud
compufting reference architecture.

4.2 Scenarios

The s¢enarios in this part of ISO/IEC 20000 describe the service lifecycle utilizing terminology and
examjples familiar to cloud service providers.

Each $cenario includes references\to the most relevant requirements specified by ISO/IEC 20000-1.
There|can be additional considerations for each of the scenarios beyond those referenced. Each scenario
includes recommendations_and examples of how the referenced clauses in ISO/IEC 20000-1 can be
applicpble to cloud services.

All processes specifiedin ISO/IEC 20000-1 have been included in one or more of the scenarios described
in thig part of ISOAEC20000.

5 Scenarios

5.1 Ydentify-the-contextforservice-managementofecloudservices———————

So01 Identify the context for service management of cloud services

Description A cloud service provider should understand the business and technical context for manag-
ing and delivering cloud services. A cloud service provider should ensure that its services,
including cloud services, achieve business objectives and customer requirements while
adhering to the service provider’s principles, rules, and necessary statutory requirements,
regulatory requirements and contractual obligations.

Outcomes — The business and technical environment and context for cloud service delivery is
defined and communicated.

2 © ISO/IEC 2015 - All rights reserved
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So01

Identify the context for service management of cloud services

Applicable clauses

in ISO/IEC 20000-1 |

— Clause 4.1, Management responsibility

Clause 7.1, Business relationship management

Guidance on the
application to
cloud services

Service providers and customers should seek opportunities to create value with cloud
services while optimizing resources and risk. To realize the benefits of delivering cloud
services, effective decision-making regarding the context and scope of the SMS and
services should be incorporated into the cloud service provider’s strategy and plan. Risk

mahkasement-cost mr\r]o]c onvnu‘n r]n]nrnv'n n]qnn\nn and any |mn')rf Favsl ni—]r\nr 'Jr'f|"|f| S Of

...... o5 e e Ty ooty

the service provider and customer should be taken into consideration.

The ability to ensure governance of any processes operated by other parties, siich as|sup-
pliers, should be considered in regard to cloud services.

The cloud service provider should determine what categories of cloud sérvices to prdvide
based on the market demand, opportunities and its own capability.

Multi-tenancy, location and other attributes of cloud services can‘iffroduce new gov-
ernance requirements, management and maintenance issues far-service providers ard
customers that should be considered.

Agreements and contracts can become more complicated-for cloud services where the
customer and supplier are located in different countries\and different jurisdictions.

Examples

Typical service management objectives of cloud servjice providers can include:
— optimize the cost of cloud services and technology;

— offer a more effective and economic method of providing higher quality services af a
lower cost;

— generate business value from clpudiservice investments through innovation and vaplue
creation;

— achieve operational excelletice through the reliable and efficient management of cloud
services;

— maintain cloud servicerelated risk at an acceptable level;
— comply with relevant laws, regulations and contractual agreements.

The cloud service provider should consider any statutory and regulatory requiremerts, as
well as financial, safety, data protection, information security, privacy, intellectual prop-
erty, business continuity and sustainability policies and objectives.

Scenario 1;(Identify the context for service management of cloud services

5.2 Establish strategy and plan for management of cloud services

S02

Establish strategy and plan for management of cloud services

Description

The service management plan should define the way the cloud service provider intends
to provide services. A service strategy can also define how the cloud service providey
intends to provide services to achieve both the desired outcomes for the customer arld the
service provider’s own objectives, within known limitations and documented constrjints.
The purpose of strategy and planning is to define and plan how the cloud service proyider

intends to deliver value for its own organization as well as for different customers and
interested parties using the service provider’s capabilities and resources.

Outcomes

— Service management plans are structured to cascade down from a top-level plan to
detailed plans for operation and improvement of the SMS and delivery of the services.

— Service management and process specific policies (examples include: information secu-
rity policy, change management policy, release policy).

— Defined and agreed service management objectives.

© ISO/IEC 2015 - All rights reserved 3
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02

Establish strategy and plan for management of cloud services

Applicable clauses

in ISO/IEC 20000-1

— Clause 4.1, Management responsibility
— Clause 4.3, Documentation management
— Clause 4.4, Resource management

— Clause 4.5.1, Define scope

— Clause 4.5.2, Plan the SMS

— Clause 5.2, Plan new or changed services
— Clause 6.4, Budgeting and accounting for services
— Clause 6.6, Information security management

— Clause 7.1, Business relationship management

Guida

applic
cloud

hce on the
htion to
kervices

Cloud service provider’s top management should:

— define desired outcomes and service management objectives to deliver those desired
outcomes and service management objectives;

— define what services and capabilities are needed to deliver these desired outcomes and
service management objectives;

— determine how the service provider and customer(s) will\know if desired outcomes
have been achieved;

— agree measurement and reporting of delivery against plan and desired outcomes;
— assess and analyse the current state - what exists and what can be leveraged/reused;

— analyse customers, suppliers, competitors,regulatory requirements and contractual
obligations, policies.

When the desired outcomes have beendéfined, the next step should be to determine the
services and service components needed to deliver those outcomes. The services should
be categorized in a way that captufes the service requirements for people (e.g., skills and
competencies), process, technolegy and organizational structure.

The service management plan‘can then further categorize and schedule the delivery of the
agreed services, includingiimprovements, into releases. These releases should have agreed
timeframes and targets:Resources should be allocated to achieve the agreed release tar-
gets. The service management plan should make it possible to easily identify dependencies
between different services or service components, to facilitate decisions about priority
and resourcing.aiid to accurately measure delivery of business value. Service components
include all components, both technical and non-technical, necessary to deliver and manage
the serviece..Examples of how dependencies between service components should be consid-
ered irrregard to planning can include:

a).agbeements and contracts with suppliers which should be in place before the service is
commercially available;

b) training for service support personnel which should be completed before the service is
commercially available;

c) allocation of specialist personnel across multiple projects;

d) dependencies on hardware components being in place before service components can

be implemented.

© ISO/IEC 2015 - All rights reserved
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S02

Establish strategy and plan for management of cloud services

Examples

The service provider’s top management should understand the business objectives, con-
straints, risks and priorities in developing the strategy for cloud services. Considerations
should include the resources and capabilities of the service provider and other interested
parties such as cloud service partners, as well as other service requirements. Top manage-
ment should prioritise the cloud services to be introduced, changed or retired.

In addition to improving service quality, reducing cost and risk, top management should
identify strategic opportunities to optimise services through innovation, increasing stand-

ardization, sharing, automation and self-service provisioning. There can be significant
opportunities for growth from increases in competitive advantage, geographicalxed¢h,
innovation, value creation and customer satisfaction.

When the desired business outcomes are understood, the service provider‘can prioritise
the services, including the capabilities and resources used to plan, design,jtransitionjand
deliver those services. The service provider can then invest accordingly~

Strategies and plans for introducing, changing or retiring cloud séivices should cons]der
the following:

a) changes to the business environment;

b) the context of use of the cloud services including the\typical roles of users who wil
access the cloud services, the types of user computing'devices and geographical locations;

c) changes to the existing services, changes to any.eloud services plus any service capabili-
ties and resources required to deliver all the sexvices across the catalogue of service$;

d) standard mechanisms to provide access.to the cloud services;

e) the impact on the service management system and its resources and capabilities sfich
as organizational aspects, processessdocumentation, education, training, competende of
personnel;

f) automation, self-service prewisioning and administration;
g) sharing geographically,distributed computing resources that can change dynamicplly;

h) automatic provisioning of resources in any quantity at any time, subject to constrdints
of service agreements;

i) pooling resources in a location independent fashion, in order to serve multiple cusfom-
ers through multi-tenancy;

j) maintenance of shared services that potentially impact many organizations, their qus-
tomeps-ainid large volumes of users;

k) requirements for transparency and access to customer information to enable custpmers
to optimize and validate their cloud services.

Scendrio 2: Establish strategy and plan for management of cloud services

5.3 Provide a catalogue of cloud services

ISO/IEC 20000-1

S03 Provide a catalogue of cloud services

Description A catalogue of cloud services should be made available to prospective and existing clopd
customers. If applicable, this can also be part of a general catalogue of services. Information
should be provided to communicate any relevant options for use of the services.
The catalogue can be either specific to cloud services or can include both cloud and other
services.

Outcomes — Catalogue of cloud services that is understandable to the parties involved.

Applicable clauses |— Clause 4.3, Documentation Management

in

Clause 6.1, Service level management

— Clause 7.1, Business relationship management

© ISO/IEC 2015 - All rights reserved 5
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S03

Provide a catalogue of cloud services

Guidance on the
application to
cloud services

A catalogue should be defined that contains cloud and potentially other services. For exam-
ple, customers receiving both cloud and other services from a service provider can find it
easier if the service provider has combined all services offered into a single catalogue. This
catalogue should be aligned with the requirements specified in ISO/IEC 20000-1, 6.1.

The catalogue of services should be the foundation both for the definition of cloud services
to be provided and for the contracts and SLAs between the service provider and the cloud
customer.

The cloud service provider should have visibility of the dependencies between services and
service components which can be technical and non-technical and that are necessary to
deliver and manage the services. Cloud services and the service components can be grouped
together into categories that possess some characteristics in common with each othet. This
can help to structure the catalogue of services and can minimise duplication of information.

Examples

A cloud service provider offering cloud services to the general public has defined a cata-
logue with all the available service offerings using terms aligned to the customer’s expecta-
tion of the services. It has been published on the internet so that the custémer can select the
desired services using a self-service mechanism.

Apart from the standard content for a catalogue of services described in ISO/IEC 20000-
2:2012, 6.1.3.2, the cloud service provider in this example also.defines other aspects of the
cloud service, including:

a) cloud service category, such as laaS, PaaS$, SaaSs;

b) service deployment options;

c) applicable policies, e.g. data retention policies;

d) applicable standards e.g. minimum technical'configuration standards;

e) information security policies and procedures, e.g. privileged user access, risk control, and
access control for other parties;

f) controls to support statutory andsreégulatory compliance;

g) controls to support contractual obligations;

h) ordering and provisioning procedures;

i) relevant financial information, including pricing, accounting and billing methods;

j) resources and data location;

k) legal issues,i-exprivacy and data protection;

Examples oficomponents that a cloud service can depend on include:

— functional components such as hardware, software, documentation, communications;

— résources required for implementation, i.e. human, financial, information and technical
resources.

Information about the cost of increasing service levels or adding additional resources has
been included in the catalogue of cloud services. Information about the minimum periods of
service provision or the cost of the early termination of a service has also been included.

Scenario 3: Provide a catalogue of cloud services

5.4 Identify and manage service requirements for cloud services

S04 Identify and manage service requirements for cloud services

Description The service requirements should be identified and documented for the SMS and the cloud
services.
Activities are identified to manage the service requirements for the service provider and
interested parties that have a valid interest in the cloud services.

6 © ISO/IEC 2015 - All rights reserved
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ISO/IEC 20000-1

S04 Identify and manage service requirements for cloud services
Outcomes — The service requirements for the SMS are defined.
— The pre-requisites for deployment to the cloud service customer are specified.
— The required characteristics and context for the use of cloud services, delivery and oper-
ations are specified.
— Service requirements are traceable to their source.
Annlicahla clavicnc Clauca 4 Caonaral »oorivamantc
Applicable-elauses Clause4-Generalrequirements
in

Clause 5.2, Plan new or changed services

Clause 5.3, Design and development of new or changed services
Clause 6.1, Service level requirements

Clause 7.1, Business relationship management

Clause 7.2, Supplier management

Clause 9.1, Configuration management

Clause 9.2, Change management

Guidance on the
application to
cloud services

ISO/IEC 20000-1, 7.1, Business relationship management,specifies requirements for the
identification and documentation of the customers, users and interested parties of th¢ ser-
vices. This usefully provides a visible record of theé\setvices used by each customer, as|well
as the estimated number of users of each service;The service provider should commuhicate
with customers, users and interested parties to promote an understanding of the cloud ser-
vices and to establish that their requireménts for cloud services are documented accufately.

ISO/IEC 20000-1, 4.5.2, Plan the SMS, specifies requirements for defining the statutory,
regulatory requirements and contractiial obligations for services. If the cloud service
customer is located in a different country and/or different jurisdiction to the cloud segvice
provider there can be differentStatutory and regulatory requirements. ISO/IEC 20000-1,
Clause 4.5.2 also specifies requirements for identification of any known limitations which
can impact the SMS, or the@utcome of management decisions and technical decisions.|The
cloud service provider sheuld analyse the service requirements and maintain all relevfant
documentation, including traceability of each requirement to the originating source of the
requirement.

To enable service requirements to be traceable to their source, functional requirements can
be classified for different types of capability based on the resources used. Examples irlclude:
applicatien‘capability, platform capability and infrastructure capability.

The service requirements should include the definition of the anticipated customer inter-
actionm'with the cloud services, the cloud service delivery models, cloud deployment mpdels,
operational and support scenarios and environments.

Examples

Examples of customer communications for a cloud service can include:

— Establishing the service requirements: The customer checks a box that confirms they
understand the terms of the agreement and the details about the service to be deliver¢d;

— Establishing the statutory, regulatory requirements and contractual obligations: The
customer checks a box that confirms they have read and understood the statutory, regula-
tory requirements and contractual obligations that apply to users of the cloud service

— Communication: The customer receives an automated notification that includes a link to
information on the service provider’s website with a call to action;

Service requirements for the quality of cloud service delivery are described by various
terms and criteria, including functionality, availability, scalability, resilience, information
security, privacy, portability, interoperability, performance and maintainability.

© ISO/IEC 2015 - All rights reserved 7
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S04 Identify and manage service requirements for cloud services
Examples of functional requirements for users include: set up and administer users, login,
data entry, browse, search, report, payment and support for business activities. To achieve
the required functionality, some service components can need to be integrated.
Examples of functional requirements that support the management of cloud services
include:
— Business support: budgeting, accounting and charging for cloud services and assets;
— Administration support: administration of user identities and profiles, monitoring of
service activity and usage, event handling and problem reporting, provisioning and mainte-
nance
— Information security: authentication, authorization, auditing, validation, encryption,
privacy.
Scenario 4: Identify and manage service requirements for cloud services
5.5 Pesign and develop a new cloud service
S05 Design and develop a new cloud service
Description As with other types of services, a new cloud service should®e planned, designed and devel-
oped in preparation for transition into the live environment.
Outcomes — A new cloud service is designed.
— Updated catalogue of services, including the new.cloud service.
Applidable clauses |— Clause 5.1, General (Design and transition of new or changed services)
in . .
1SO/IHC 200001 | — Clause 5.3, Design and development of new or changed services
— Clause 5.4, Transition of new or¢hanged services
— Clause 6.1, Service level ma@nagement
— Clause 6.3, Service continuity and availability management
— Clause 6.5, Capacity-management
— Clause 6.6, Information security management
— Clause 7.1y Business relationship management
— Clausé 7)2, Supplier management
— Clause 9.1, Configuration management
— Clause 9.2, Change management
— Clause 9.3, Release and deployment management
8 © ISO/IEC 2015 - All rights reserved
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Guidance on the |The SMS facilitates the coordination of all the components required for the design and
application to development of the cloud services.

cloud services ISO/IEC 20000-1, 5.4, Transition of new or changed services, specifies requirements that

apply to the planning, design, development and transition of a new or changed cloud ser-
vice. Changes to the new cloud service as well as changes to existing services should be
controlled by the change management process.

Cloud carvicac cam inteodiion comoidapatione ool ac pacoipon ol acourea o115
SO a-Se e € SE6HT U

seantrtroduceconsiderationssuchasre ce-sharirgseres e-aHs
cation and multi-tenancy can become very important aspects. The cloud service provider
should be aware that the processes specified in ISO/IEC 20000-1, Clause 6 (service level
management, service continuity and availability management, capacity managenient and
information security management) should be taken into account during the‘design of ¢loud
services. For example,

a) during service design, existing service level agreements can be reyiewed to determjne
whether they can be reused for the new service or whether a new service level agreenjent
should be developed;

b) the service continuity and availability of the new servicesshould be designed to ensyire
that the delivered availability can fulfil the service requirements;

c) the design should consider the capacity requirements for the new service;

d) the design should consider the information secturity aspects of resource sharing anfl
privacy issues.

The cloud customer can expect cloud serviees. to be easily scalable and accessible whephever
and wherever they are used, making activities of resource planning and allocation, capacity
management or performance monitoring especially relevant to cloud services.

For the transition of new or changed-cloud services into the operational environment,|the
requirements specified in ISO/IEC20000-1, 5.3 and 5.4 should be considered. The cloyd ser-
vice provider should ensure thatthe services fulfil the agreed service requirements apd are
tested against the documented design. If the cloud services are acceptable they should be
deployed into the live environment using the release and deployment management prcess
specified in ISO/IEC 20000-1, 9.3.

The catalogue of services should be updated with details of the new service and the
dependencies between services and service components should be identified. This car also
be useful to identify where some service components support more than one service. The

configuration management database (CMDB) should be updated with details of any ngw or
changed.configuration items.

Examples A cloud service provider is designing and developing a service for a medium-sized glolal
ofganization that wishes to concentrate on its own core area of business rather than deliv-
eping the service itself. The cloud customer wishes to use its existing business software
applications to avoid migration and training costs. However, they want the service prqvider
to host these applications for them as a private cloud service. For this example, the serfvice
requirements for the cloud service include:

© ISO/IEC 2015 - All rights reserved 9
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— remote access to the business software applications hosted as a cloud service;
— no data allowed to be stored outside the customer’s home country;

— secure storage access to the cloud customer’s data and records from both the cloud cus-
tomer’s offices and for personnel working outside of the office;

— atleast the same or better transaction response times are guaranteed;

]

elond-servicetratrsactionrespense-time menttering:

— data processing to be done as part of normal activities;

— self-service support for the customer on demand to increase efficiency;

— an easily scaled cloud service that can meet rapid changes in business demand;

— an efficient transition to live operation with a minimum investment by the Customer.

The design and development requirements specified in ISO/IEC 20000-1, 5.3,5hould be
considered for a new cloud service.

Examples of the design aspects to consider for the design of a new ¢loud service to fulfil the
service requirements include:

a) the identification of policies and standards, contractual obligations, and other con-
straints;

b) the approach to meeting statutory and regulatory requirements of all countries where
the service is provided;

c) the design of the new cloud service and the capabilities required to deliver it;
d) authorities and responsibilities for delivery.of the new cloud service;
e) resource sharing with other organizations;

f) new or changed agreements and contracts to align with the service requirements includ-
ing service targets for incident reselution, changes and service request fulfilment;

g) the functional components needed to engage in the cloud service activities including
business support, administration and information security components;

h) procedures, measures and knowledge required for delivery and operation of the new
cloud service;

i) provision of andvaccess to service reports that enable the different parties to verify and
evaluate the quality of service, as well as identify opportunities for improvement;

j) plans to fulfil specific business and cloud service continuity requirements;

k) criteria-for information security and integrity of infrastructure, data and communica-
tionsg;

D)protection of personnel and customer data;

m) procedures for archiving, back-up, recovery and controlling access to software products
and methods of control for virus protection;

n) availability of archived data, such as logs or backups, according to agreed requirements
and applicable policies;

0) automation and tools required for the development, transition, operation and improve-
ment of the new cloud service, including self-service;

p) standard service and configuration changes required to support any onboarding activi-
ties;

q) resource requirements to perform the activities to develop, transition, deliver and main-
tain the new cloud service including human, finance, information and technical resources;

r) risks of introducing cloud services and management of the risks;

10
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Examples of the design aspects to consider for changes to the design of the SMS include:

— the identification of policies, standards, rules, practices and conventions and methodolo-
gies that are applicable for the delivery of all cloud services;

— authorities and role definitions for managing cloud services, including the cloud service
provider, cloud customer and supplier roles;

— new or changed human resource requirements, including requirements for appropriate

education, training, skills and experience to manage, operate and improve cloud sepvifes.

5.6 Establish a service relationship with the cloud customer

Scenario 5: Design and develop a new or changed cloud service

S06

Establish a service relationship with the cloud customer

Description

The relationship between the cloud service provider and the,¢loud customer should he
defined and agreed. A communication procedure should be-established and responsibili-
ties for management of customer satisfaction should be dssigned.

Other relationships between the cloud service providerand interested parties should be
defined, agreed and maintained.

Outcomes

— Define relationship between the cloud serviee.provider and the different groups o
customers.

— Communications between the cloud service provider and cloud customer.

— Customer satisfaction measurementand identification of opportunities for improye-
ment.

Applicable clauses

in ISO/IEC 20000-1

— Clause 6.1, Service level management

— Clause 7.1, Businessirelationship management

Guidance on the
application to
cloud services

ISO/IEC 20000-1 specifies requirements for a communication structure and procedures,
which should be defined to manage the relationship with the customer.

An individual should be designated to manage the customer relationship and custompr
satisfaction, regardless of whether the cloud service provider owns the service or is gcting
as a service broker. This can be challenging to implement, e.g. a cloud service offered|to the
generalpublic and with many customers. In this situation the ‘designated individual’|can
be a téam of service provider personnel sharing a common identity, accessible via a single
communication point, e.g. ‘customer support’.

NOTE: ISO/IEC 17788, 2.5, defines a cloud broker as “a person or an organization that
negotiates the relationship between cloud customers and cloud service providers forjman-
agement of the delivery, use and performance of cloud services.”

Examples

A cloud service provider offering software as a service has defined different communi-
cation procedures for each market space and/or customer group. It has defined severfal
customer profiles and customer accounts, simplifying the management of the custoniers,
their contracts and accountability.

These procedures have been automated to ensure maximum efficiency and effectiveness,

To support Ilexibility and ease of Use for the customer and to aid the agility of the cloud
service provider.

The cloud service provider has also defined procedures to review the performance of the
services delivered to the cloud customer and to manage customer satisfaction and com-
plaints. The procedures can differ by customer profile. For example, a high value customer
can in some cases have an individual relationship manager with face-to-face meetings and
tailored reporting. Alternatively, a single relationship manager may look after many cus-
tomers using options for remote communication and automated checklists.
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Examples of interested parties and their relationship with the cloud service provider can
include:
— A cloud service broker role that acquires cloud services and builds relationships on
behalf of the cloud customer;
— A cloud service developer role that is responsible for designing, developing, testing, the
implementing and maintaining of a cloud service;
— A cloud service auditor role that is responsible for conducting an audit of the provision
and use of the cloud services and reporting the audit results.

Scenario 6: Establish a service relationship with the cloud customer

5.7 [Establish a cloud service agreement

S07 Establish a cloud service agreement

Description A subscription to one or more cloud services in the catalogue of services is formally agreed
between the cloud service provider and the cloud customer. The/subscription includes a
documented agreement of terms and conditions for use of the cloud service.
For cloud services that are not subscription based, a documented agreement should still
be put in place. Examples of non-subscription based seryices can include private clouds
operated by an internal service provider or customize@dservices.
The cloud service agreement can include one or move SLAs setting the agreed service
targets, workload characteristics and exceptions to be monitored and reported. It can also
include other information such as responsibilities of each party, termination conditions
and charges.

Outcomes — Cloud service agreement, signed and agreed by all parties.

Applidable clauses |— Clause 6.1, Service level mafiagement

in ISO

IEC 20000-1|

Clause 7.1, Business relationship management

— Clause 9.2, Change management.

Guida

applic
cloud

nce on the
htion to
Kervices

Cloud services can be delivered to many different types of customers with different ser-
vice requirements.

The cloud customer can match the entries in the cloud service provider’s catalogue of
services with(its service requirements. A cloud service agreement should be signed,
referencing one or more SLAs between the cloud service provider and the customer. The
cloud sefvice agreement should define the rights and responsibilities of all parties and the
qualiti~of the services delivered.

Fer,seme cloud services, the terms of the SLAs can be negotiable and can include the
specific requirements of a particular cloud customer. SLAs should fulfil the requirements
specified in ISO/IEC 20000-1, 6.1. The SLA can refer to both cloud and other services.

Where a customer uses several different cloud services, the cloud service provider can sign
either a global service delivery agreement or multiple agreements with the customer.

12
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When a cloud service involves parties in addition to the service provider, the cloud service
agreement and/or the SLA should define the roles which should be performed by each of
the parties, their responsibilities and their dependencies. The agreed service in the agree-
ment between the cloud service provider and the customer should be the responsibility of
the cloud service provider.

The cloud service provider should ensure that the SLAs, if considered a legally binding con-
tract, comply with all statutory and regulatory requirements applicable to the cloud ser-

vice provider, the service delivered and the requirements agreed with the cloud custpmer.

ISO/IEC 20000-1 specifies all the changes to the documented service requirements, cat-
alogue of services, SLAs and other documented agreements to be controlled by the clpud
service provider’s change management process. For example, general terms-of the sefvice
that have been accepted by the customer should not be changed by the cloud service pro-
vider without customer agreement and/or notification.

Examples

A cloud service provider has standardized all services and has defined three differenjt
product offerings in its catalogue, covering different service options to support the varied
business needs of different customers. For each of them, the Cleud service provider has
defined a specific SLA. Each cloud customer chooses the option that is most suitable fjo
fulfil their service requirements. Two of the options dosn¢t'allow changes during the ferm
of an agreement. The third option includes customizable conditions to meet specialized

requirements.

The customer’s decision can be based on the ability of the cloud service to fulfil servire
requirements, plus other criteria such as agfeement duration, cost, location of data, €tc.

All three SLA options define the qualityofiservice in objective and quantifiable termg,
including information security, handling'of performance failures and, where relevant|, the
terms of any licences. They includeiinformation about:

— charges and penalties;

— statutory and regulatorys¢ompliance, including privacy;
— service continuity plahming;

— limitations to transaction response times;

— the location and'management of information;

— record-keeping policies;

— intellectual property and data access rights;

— liability in the event of an incident, for example, an information security incident result-
ing i’ loss of data;

>— dispute resolution procedures;

— exit process, detailing the termination of use of the service;

— cloud service provider responsibilities, e.g. backup/restore tasks.
— service targets;

— resource scaling and related costs;

— resource capacity and availability;

— rights and responsibilities of the cloud service provider, cloud customer and interested
parties;
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The cloud service provider should include the terms and conditions for an orderly termi-
nation of the agreement, including aspects such as the return of data owned by the cloud
customer, or the agreement end dates.
Terms and conditions can also be referenced in policies that apply to the cloud services in
the catalogue. The customer should commit to follow these policies as part of their respon-
sibilities, which can be a legally binding contract.
Theeloud-serviceproviderhas-alse-setupaninterface betweentheserviceevelmanage
ment process and the budgeting and accounting for services process to ensure compliance
with all financial commitments agreed with its own suppliers, e.g. the issue of penalties
due to failure to achieve agreed targets.
Scenario 7: Establish a cloud service agreement
5.8 Pnboarding the customer
S08 Onboarding the customer
Description The cloud service provider should prepare the cloud services andresources for delivery
to the cloud customer. The activities should include planningand deploying changes to
the SMS, transition plans, the processes and interfaces and-the cloud services, if required.
In order to manage and administer the cloud services effectively the activities should
include registration of users, managing access anddknowledge transfer.
Outcomes — The cloud service is configured according tethe service requirements;
— The cloud customer and users are set up and ready to manage, administer and use the
cloud services effectively.
Applidable clauses |— Clause 4.3, Documentation Management
in [SOfIEC 20000-1 | Clause 6.1, Service level management
— Clause 6.3, Service contihuity and availability management
— Clause 6.4, Budgeting and accounting for services
— Clause 6.5, Capacity management
— Clause 6.6, Information security management
— Clause'71 Business relationship management
— Clause 7.2, Supplier management
— Glause 8.1, Incident and service request management
— Clause 8.2, Problem management
— Clause 9.1, Configuration management
— Clause 9.2, Change management
— Clause 9.3 Release and deployment management
14 © ISO/IEC 2015 - All rights reserved
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Guidance on the
application to cloud
services

Onboarding of the customer can include a range of activities such as defining dedicated
or multi-tenant environments, allocating resources, registering users and assigning per-
missions, configuring an access channel for the service or configuring management and
monitoring interfaces for the administrators.

The cloud service provider and cloud customer should agree the specific service require-
ments that will enable both administration and use of the service by the cloud customer.
For public cloud customers this can consist of an online form and agreement.

Standard service and configuration changes should have been tested prior to deployjment
of the cloud service. During the onboarding activities these standard changes canbe
applied to integrate the cloud service with the customer’s existing services dndsystems.

Any standard configuration changes should be tested as part of serviceransiton, per
the requirements specified in ISO/IEC 20000-1, Clause 5, design and ttansition of nejw or
changed services,.

Examples

A cloud service provider has designed and deployed a software,based service offering
(SaaS) that is offered as a private or public deployment model.As each new custome is
acquired, the cloud service provider plans the onboarding-activities for each cloud cpis-
tomer. If the customer selects a public cloud offering, specific activities can be performed
by the cloud customer. The basic onboarding activities are tested and verified as part of
the transition of the new cloud service.

The cloud service provider’s onboarding activities for a specific new cloud customer
include:

a) agreeing specific service requirements for administration and use of the cloud sefvice.
The customer decides to use a public cloud service in a multi-tenancy environment rjather
than a dedicated environment.

b) setting up the cloud service acecording to the agreed service requirements includes:
— addition of the customer to-the multi-tenant environments;
— allocation of resource§to support the predicted demand;

— establishing the authentication and authorization for customers, cloud service admin-
istrators and users;

— configuringan access channel for the service or configuring management functiops;

— information security activities including the authentication and authorization of the
cloud euStomer and administrators, providing the customer with the information sgcu-
rity policy and the approach to managing information assets;

— configuring monitoring interfaces for the administrators;
— verifying the services against the customers’ service requirements.

¢) providing access to online application training for the cloud customer’s personnel
including users and administrators;

d) providing technical documentation to the cloud customer to support the cloud custom-
er’s responsibilities for the service.

The cloud customer performs the following activities:

movaannlication camnanantcintatho cland corvica anuiranmaont ([240C DaaQ)).
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— configure the cloud application to meet specific customer requirements (SaaS);
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— move data to the cloud service environment, with appropriate information security
controls;

— establish secure network communications between the customer’s environment and
the cloud service;

— perform standard configuration changes to integrate the cloud service with the cus-
tomer’s existing services and systems ;

— integration of the cloud service administration capabilities with the customer’s exist-
ing operational support systems;

— coordinate training and awareness activities for the cloud customer’s personnel;

— information security activities including the authentication and authorization for
users;

— verification against the service requirements and any applicable legal sequirements.

5.9

Scenario 8: Onboarding the customer

Deliver and operate the cloud services

S09

Deliver and operate the cloud services

Descr

ption

Once the onboarding of a cloud service has beensempleted, the delivery of the cloud ser-
vice begins.

The service should be delivered, used, operated and reported on according to the terms of
any agreement and associated SLA to failfil the service targets.

The cloud service provider reports,and reviews service achievements as well as any
non-conformities against the SLA'with the customer and interested parties, such as a
cloud service partner. See scenario S10 of this part of ISO/IEC 20000 for monitoring and
reporting cloud services. Thee)cloud service provider delivers customer support for ser-
vice requests from customers, resolves incidents and problems and addresses non-con-
formities.

These activities can include change requests, maintenance and service upgrades.

Outco

mes

— The cloud sérvice is delivered to the customer to fulfil the service requirements.
— Cloud customers receive support for the service as agreed.

— The eloud provider reports and reviews the performance of the service and SLAs with
the-customer.

“—)Activities are performed to maintain and update the cloud services.

16

© ISO/IEC 2015 - All rights reserved



https://standardsiso.com/api/?name=c96998c1190c84b908a1893a661c2474

ISO/IEC TR 20000-9:2015(E)

ISO/IEC 20000-1

S09 Deliver and operate the cloud services
Applicable require- |— Clause 4.2, Governance of processes operated by other parties
ments in

— Clause 4.3, Documentation management
— Clause 4.4, Resource management
— Clause 4.5.3, Implement and operate the SMS (Do)

— Clause 6.1, Service level management

— Clause 6.2, Service reporting

— Clause 6.3, Service continuity and availability management
— Clause 6.4, Budgeting and accounting for services

— Clause 6.5, Capacity management

— Clause 6.6, Information security management

— Clause 7.1, Business relationship management

— Clause 7.2, Supplier management

— Clause 8.1, Incident and service request management
— Clause 8.2, Problem management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3 Release and deployment management

Guidance on the
application to cloud
services

The cloud service should be delivered.and operated according the requirements spefified
in Clause 4.5.3 implement and opérate the SMS (Do), in ISO/IEC 20000-1.

The SMS facilitates the coordimation of all the components required for the operatiop of
the cloud services, including the processes, the agreements, the policies, the plans and the
human, technical, financialrand information resources.

The service level management process in ISO/IEC 20000-1,6.1 coordinates activitieq of
the service providérand interested parties to deliver the cloud services according t¢ the
SLA and servicerequirements.

Cloud custoiners need a clear understanding of the available cloud service offerings
including what support is available, how support is provided and what procedures and
customer obligations exist for accessing support for each service.

Clgud-service providers can utilize other parties to support the delivery of cloud serfices
to the customer. The other parties can be suppliers, internal groups or customers acfing
as suppliers.

For example, a cloud service provider can utilize a supplier to manage incidents for the
service and to provide a service desk. Suppliers that are external to the cloud service
provider should be managed using supplier management requirements specified in [SO/
IEC 20000-1, 7.2. Internal groups that are in the same organization as the cloud servjfice

provider but outside the scope of the SMS, or customers acting as a supplier should Qe
managed with the support of a documented agreement according to the requiremenjts
specified in ISO/IEC 20000-1,6.1.

Whenever several cloud suppliers are involved in the delivery and management of a ser-
vice, aspects such as confidentiality, portability (at the data, system or service level) and
service interoperability should be considered.

In order to ensure that all suppliers manage information security and quality of services
in alignment with SLAs between the customer and the service provider, the cloud service
provider should have governance of all processes or parts of processes operated by other
parties according to the requirements specified in ISO/IEC 20000-1, 4.2.

Measurement of deliverables against originally defined service requirements and any
amendments or changes, as documented in the SLA or other agreement, should deter-
mine whether or how well requirements have been met and whether services have been
improved. Service acceptance criteria can support this measurement.
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Examples

The SMS provides the cloud service provider with the visibility and control of all the
service components for a specific service, including the infrastructure components, the
documents (for example agreed service targets, policies, configuration information),
resources, suppliers, monitoring data and analysis, incident, problem and change records,
etc.

The cloud service provider conducts risk analysis and identifies existing and potential
risks to the service, which can then be prioritized and addressed through the change

management process.

As cloud customers are added and subtracted, or service requirements evolve, or
incidents and problems occur, the cloud service provider should address any requiréd
changes through the change management process.

Examples of how the SMS supports the delivery and operation of the cloud services can
include:

a) management of the availability, continuity, capacity and information\seetirity require-
ments for the service;

b) managing the suppliers, both external or internal, that are iny6lved in the cloud service
delivery;

c) management of ongoing changes and releases with potential impact to the service;

d) regular review of adherence to policies with potential impact to the service, as well as
consideration of any changes required to policies to reflect identified opportunities for
improvement or evolving service requirements;

e) reviews of service reports, including serviceperformance and customer satisfaction.
The cloud customer can also participate in‘the operation of the service, for example:

a) access: the cloud customer can have-afyadministrator with access to a management
interface which gives them specific capabilities to contribute to service delivery, such as
the addition or removal of user acecess;

b) service reports: the cloud customer can have the ability to define their own scheduled
and ad hoc reporting requirerments through an administrative interface;

c) change management:the cloud customer can require to be included in the change man-
agement process oran request to be notified of significant changes that can impact their
service availability;

d) incident and'service request management: the cloud customer should be informed

of progress-and expected service restoration times for any incidents which have been
logged prwhich impact the cloud customer’s service availability. This information can be
delivered/via a relationship manager, an online dashboard or the cloud service provider
sepvice’desk.

Scenario 9: Deliver and operate the cloud services

5.10 eronitor and report cloud services

S010 Monitor and report cloud services

Description The cloud service provider should monitor the fulfilment of the service requirements and
objectives agreed in the SLA including service targets, customer satisfaction, workload
characteristics and exceptions to the SLA. This includes activities to monitor and report
the service performance, capacity, availability, information security and/or continuity of
the cloud service.
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The activities include discovering and monitoring resources, monitoring cloud operations
and events and generating reports. The monitoring activities can benefit both the service
provider itself and the customer. For example, the service provider can use monitoring
activities to raise alerts when capacity is nearing a threshold and an action needs to

be taken to ensure the service does not become unavailable for customers. The service
reporting provided to a cloud customer can indicate the true usage of the cloud services
to enable the consideration of any adjustments. These can include improved training and
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the service level agreement to reflect evolving service requirements.

Outcomes

— Cloud service performance and aspects of cloud service delivery are reported and
available to interested parties.

[e)

— Measurements of cloud service performance and usage are available'to the servig
provider and interested parties, including the cloud customer.

— Abnormal occurrences, events and incidents are visible to intériested parties.

Applicable require-
ments in
ISO/IEC 20000-1

— Clause 4.3, Documentation management
Clause 4.5.4, Monitor and review the SMS (Check])
— Clause 4.5.5, Maintain and improve the SMS_(Aet)
— Clause 6.1, Service level management
— Clause 6.2, Service reporting
— Clause 6.3, Service continuity and.dyailability management
— Clause 6.5, Service capacity
— Clause 6.6, Information sécurity management
— Clause 8.2, Problem management
— Clause 9.1, Configuration management
— Clause 9.2, Change management

— Clause 9.3Release and deployment management

Guidance on the
application to cloud
services

The cloud seryiceprovider should make service reports available so that the cloud cjs-
tomer can compare the services and SLA against agreed service targets. This reportfing
can be made available through a website for many customers or can be tailored for differ-
ent customers as agreed in an SLA or other agreement.

Cloud-service providers should store the monitoring data for an agreed period of tinEe,
allowing the customer to examine or download it. The data retention policy for monjtor-
ing data and service reports should be defined and agreed in the SLA.

The cloud service provider should also produce internal reports, for its own use, as g deci-
sion support tool for the management and improvement of cloud services.

Monitoring of cloud services can be complex. An increase in complexity can lead to
greater risk and higher costs due to the number of components to be controlled.

The cloud service provider can automate service level monitoring activities in order{to
facilitate opportunities for improvement to be identified, e.g. improvements in prodfictiv-
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The cloud service provider should ensure the existence of a procedure to monitor all parts
of the service, including those which are delivered by other parties, to measure perfor-
mance against service level targets.
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Other service management processes are involved in monitoring and providing input to
service reports, e.g. capacity management, incident management, information security
management, service continuity and availability management.

The service reports should be used to enable decisions to be made for the prioritization of
improvements. Any improvements identified should be managed using the requirements
specified in ISO/IEC 20000-1, 4.5.5, Maintain and improve (Act).
IherequirementsspectiedindSOAEC 200001454 Meniterandreview the SMS
(Check), should be used for management reviews and internal audits of the SMS and the
cloud services. Any corrections or improvements identified should be controlled usingthe
requirements specified in ISO/IEC 20000-1, 4.5.5, Maintain and improve (Act). For exam-
ple, the internal audit can identify that a process is not being followed which is impacting
the service levels and a corrective action can be undertaken to ensure the process is
followed consistently.

Examples For operational cloud services, certain conditions should be identified that demand imme-
diate notification of the event to the impacted customer, e.g. an intrusion detection or
invocation of the continuity plan in the event of a disaster.

Regular monthly service reports can also include the following:
— cloud service provider internal operational reports. For €gample, number of incidents,
problems, average speed of dealing with customer issuesf.etc.;
— cloud service reports to the customer. For example;status report issued against agreed
high level measures, such as percentage availability of the service;
— service level target reports, including agreed measurements over an agreed timescale
for the targets defined in the SLA or other agreeément;
— service performance. These measures should be represented from the customer per-
spective rather than technical details.abeut servers and backend measures;
— service availability targets, such:as,
—service downtime as\apercentage of expected uptime;
—financial - invoiee.issued to customer on time;
—invoice paid on‘time;
—customer--customer satisfaction;
—service changes - additional service usage or changes to the service contract.
Scenario 10: Monitor and report cloud services
5.11 Manage resources for cloud services

S11 Manage resources for cloud services

Descr]ption Within the context of an existing agreement, the cloud customer can request the alloca-
tion or release of resources according to the agreement.

Resources, as specified in ISO/IEC 20000-1, can include human, technical, financial or
information resources.

Outcomes — New configuration of the service with the updated resources.

— Updated cost profile.
20 © ISO/IEC 2015 - All rights reserved



https://standardsiso.com/api/?name=c96998c1190c84b908a1893a661c2474

ISO/IEC TR 20000-9:2015(E)

S11

Manage resources for cloud services

Applicable clauses
in ISO/IEC 20000-1

— Clause 4.2, Governance of processes operated by other parties
Clause 4.3, Documentation management

— Clause 4.4, Resource management

— Clause 4.1.1, Management commitment

— Clause 4.5.5.2, Management of improvements

— Clause 6.4, Budgeting and accounting for services

— Clause 6.5, Capacity management

— Clause 8.1, Incident and service request management
— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3, Release and deployment management

Guidance on the
application to cloud
services

The cloud service provider should identify the need for additienal resources or the 1
of resources, through service reports as well as plans tg-add new customers or incrg
the number of users. The cloud service provider can requést additional resources or
the release of resources through the change managément process. If these are stand
changes, they can be made through the incident and service request management pi

Configuration records should be updated with-the revised resource allocation and apy

updated interfaces to other configuration items. Cloud resources should either be ad
or removed using the release and deployment management process once the reques
change has been fully tested and approved for implementation.

Service capacity should be adequateto meet customer demand. The capacity manag|
process can ensure that the cloud,service provider can fulfil the customer’s expecta
the elasticity of cloud services:

The allocated capacity foxsthe cloud service can be automatically recovered or surre
dered by the cloud custonier when no longer utilized.

The cloud service previder should develop a capacity plan to ensure that demand dr
capacity can be suecessfully maintained. The capacity plan should consider human,

technical, information and financial resources. It should also identify capacity growt

patterns in order to facilitate the appropriate scaling of cloud resources. The potent
complexicalculation of demand across all users and all customers can be supported

service reporting process and the integrated information flow from individual service

management processes and the SMS.

Thé revised cost profile for services with a revised capacity allocation should be cal
lated and notification provided to the customer.
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Examples

An laaS provider offers infrastructure resources as a cloud service. The cloud customer
should be able to request additional resources or services on demand and also surrender
unused resources or services when they are no longer used.

The cloud service provider should have procedures for the budgeting and accounting of
the provisioning and de-provisioning of resources and services.

There are no requirements for charging specified in ISO/IEC 20000-1. However, in order

tocharga acorataly £on alad capgione tha olond cargion mpagidar chanld panforas tha
to-Cnatr geatetracery o Eroua Serviee St erea Service proviaersnotaperreri—+ie

activities of the budgeting and accounting for services process as specified in ISO/

IEC 20000-1, 6.4. These include documented policies and procedures for at least the fol=
lowing service components: assets, including licences; shared resources; overheads; oper-
ating expenses; personnel and facilities. The cloud service provider should also measure
the consumption of services and calculate the cost of services. The cloud service provider
can also report service utilization to the cloud customer for use in the cloudcustomer’s
own accounting procedures.

The automation of service delivery can effectively increase the resporsiveness of cloud
service providers by enabling the ‘on demand’ usage of services. This\can only be achieved
if the cloud service provider understands the expected workload{and utilization require-
ments of the service.

Scenario 11: Manage resources for cloud services

5.12 Check and improve the SMS and cloud services

S12

Check and improve the SMS and cloud;services

Descr]ption

The SMS and the cloud services should'be reviewed regularly, in order to identify and
prioritize opportunities for improvement. Improvements to the SMS can include improve-
ments to the infrastructure, the\policies, the agreements and contracts, skills and compe-
tencies of personnel, documentation, efficiency and effectiveness of processes or process
interfaces, better allocationof resources, etc. Improvements to the cloud service can
include improved reliahility, functionality, or customer satisfaction. Improvements should
be prioritized against defined criteria including business objectives, the cloud service
provider’s capability-and service requirements.

Check the fulfilmeént of cloud service requirements based upon customer feedback, per-
formance measurement, internal audit, management reviews, industry trends or competi-
tive service-differentiation, etc.

Evaldatgservice delivery against defined business outcomes and identify opportunities to
improve operational efficiency, or realign the services with evolving service targets.

Ensure the approved improvements are incorporated into the service management plan.

Initiate an improvement project using design and transition of new or changed services
process (ISO/IEC 20000-1, Clause 5) or change management process (ISO/IEC 20000-1,
9.2), per criteria defined in change management policy.

in ISO/IEC 20000-1

Outcopes — Prioritized improvements to services, processes, policies, skills and competencies,
TECNNO0gY, COMIMUINITATION, etC,, I aligNMent Wit DUSINESS 0DJectiVes and CuStomer
requirements.

Applicable clauses |— Clause 4.1.2, Service management policy

Clause 4.2, Governance of processes operated by other parties
— Clause 4.3, Documentation management
— Clause 4.4.1, Provision of resources
— Clause 4.5.4, Monitor and review the SMS (Check)
— Clause 4.5.5, Maintain and improve the SMS (Act)
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— Clause 5, Design and transition of new or changed services
— Clause 6.2, Service reporting

— Clause 7.1, Business relationship management

— Clause 8.2, Problem management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3, Release and deployment management

Guidance on the
application to cloud
services

Both the SMS and the cloud services should be checked using internal auditand marjage-

ment review, as well as agreed service measurements, including performance and ciis-

tomer satisfaction. Market analysis can also be useful as an input to nianiagement reyiews.
Opportunities for improvement can also be identified through the review of informdtion

provided by service reporting, from analysis of the results of customer satisfaction $ur-

veys as well as other sources, such as analysis of the marketplace.

Improvements should be managed using the requirements specified in ISO/IEC 20000-1,

4.5.5, Maintain and improve the SMS (Act), according te’the’policy on service improve-

ment. The criteria used for the evaluation of improvemerits should include considergtion
of the impact of the improvements on other compenents of the SMS or on other services,

e.g., multi-tenants in cloud services, other non-cloud services.

Improvements which are approved should be‘prioritized, added to the service manage-
ment plan and controlled using the change'fnanagement process. Changes with a mdjor

impact on customers, the SMS or servicessshould be managed using the design and transi-

tion of new or changed services process'specified in ISO/IEC 20000-1, Clause 5.

Examples

The cloud service provider in this'example understands the importance of continual

improvement and innovationtefacilitate reduced risk, lower costs, improved quality and

competitive advantage.

Continual improvement.ig’built into the operation of each process within the SMS and

prioritization of improvements are coordinated by individual process owners. Decigions

for the prioritizatien.of improvements to individual services are coordinated by the

role within the sekrvice provider allocated responsibility for the service. Prioritizatign

of improvements’having a potential impact across multiple components of the SMS gnd/

or services aré coordinated by the senior responsible owner of the SMS or a designated

group.

Priofitized improvements are reviewed against business objectives and resource capabil-

ities)Results of implemented improvements are also measured and reviewed.
Examples of benefits from implemented improvements include:

— improved communication, resource allocation and better knowledge management
resulting in increased operational efficiency and effectiveness;

— better understanding of the cost of services resulting in more cost effective solutjons;

— improvements identified for one process or service being leveraged to improve other

areas of the service provider organization, working effectively with a shared vision;

— reduced risk through improved adherence to the change management policy and jmore

comprehensive risk assessment;

— improved service reliability, functionality and customer satisfaction resulting in
greater profitability and competitive advantage;

— enhanced customer experience with the cloud service.

Scenario 12: Check and improve the SMS and cloud services
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S13

Terminate a cloud service contract

Description

The cloud service provider and the cloud customer agree to terminate a cloud service
contract and its associated service delivery.

The termination of a contract, or early termination, should be managed in accordance
with the terms and conditions outlined within the contract, SLA or other agreement.

Outco

TICS

T, 3 3 £l 1 A 3 + £ el + 1 ik 43 £l 3
TCTTHTITatIOTT OT e CTo U SCT v ICCCOTIT at T totIrCratudT SatrSsTat o OT cirCpar trcst

— Orderly termination of the service delivery as defined in the exit procedure.

Applig
ISO/IH

able clauses in
C20000-1

— Clause 4.3, Documentation management

— Clause 4.4, Resource management

— Clause 5, Design and transition of new or changed services
— Clause 6.1, Service level management

— Clause 6.4, Budgeting and accounting for services
— Clause 6.5, Capacity management;

— Clause 6.6, Information security management;

— Clause 7.1, Business relationship management

— Clause 7.2, Supplier management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3, Release and deploymient management

Guida

applic
servig

hce on the
htion to cloud
s

The design and transition of new orehanged services process, as specified in ISO/

IEC 20000-1, Clause 5, is also used to coordinate changes such as the end of the service.
The termination of a contract should be managed through the design and transition of
new or changed services process, as removal of a service is classified as a change with
potential to have a majordmpact on services or the customer. This process has defined
interfaces with the canfiguration management, change management and release and
deployment managefment processes. Termination should cover both the expected end
of a service in acoydance with any contracts and any early termination of the service.

Either the cloud customer or cloud service provider can terminate the service. The
cloud seryice-provider can terminate the service under specific circumstances which
should be listed in the terms of the agreement, e.g. misuse of the service. The cloud
custemer can terminate the contract under specific circumstances which should be
listed-in the terms of the contract, e.g. with a one week notice period.

The cloud service provider should follow an exit procedure that identifies the steps to
be taken by both cloud service provider and cloud customer, from both a business and
a technical point of view. An orderly termination of the service should include revers-
ibility options, including data retrieval by the cloud customer and backup storage
with the cloud service provider, until the customer confirms that the data is no longer
required.

When the exit procedure has been completed, the cloud customer should cease to

consume resources and the customer environment should be cleared. For external cus-
tomers, if legally permitted, all information relating to the customer should be deleted
from the service provider’s infrastructure (e.g. data, logs, or monitoring data). Config-
uration, capacity and financial records should be updated to reflect the termination of
the service.

At the end of the exit activities, the service provider should provide the customer with
written confirmation that the exit criteria have been fulfilled and that the customer’s
data has been removed from the service provider’s systems.
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