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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

SO or IEC participate in the development of International Standards through technical committees

pstablished by the respective organization to deal with particular fields of technical activity. 1SO~d
fechnical committees collaborate in fields of mutual interest. Other international organizations, gover
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field |of infg
fechnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

The main task of the joint technical committee is to prepare International Standards. Draft Inten
Standards adopted by the joint technical committee are circulated to national bodies for voting. Public
an International Standard requires approval by at least 75 % of the national bedies casting a vote.

pf one of the following types:
— type 1, when the required support cannot be obtained forthe publication of an International St
despite repeated efforts;

future but not immediate possibility of an agreemént on an International Standard;

— type 3, when the joint technical committee*has collected data of a different kind from that
normally published as an International Standard (“state of the art”, for example).

Technical Reports of types 1 and 2 are subject to review within three years of publication, to decide
they can be transformed into International Standards. Technical Reports of type 3 do not necessarily
be reviewed until the data they provide are considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements of this document may be the subject g
rights. ISO and IEC shall not-be held responsible for identifying any or all such patent rights.

SO/IEC TR 19791, ewhich is a Technical Report of type 2, was prepared by Joint Technical Co
SO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.

This secondiedition cancels and replaces the first edition (ISO/IEC TR 19791:2006), which hg
fechnically-revised.

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

nd IEC
nmental
rmation

national
ation as

n exceptional circumstances, the joint technical committee may proposesthe publication of a Technical Report

andard,

— type 2, when the subject is still under technical development or where for any other reason thefe is the

vhich is

Whether
have to

f patent

mmittee

s been
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Introduction

This Technical Report is a support document that defines extensions to ISO/IEC 15408 to enable the security
assessment (evaluation) of operational systems. ISO/IEC 15408, as currently defined, provides support for

specifying the IT security functionality that exists in products and systems. However, it does not captur

certain

evaluat¢ such a system.

This Te
technol
develop
seeking
approvi
system

Considd
a Techr
that it
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many o
availabl

There a
focus o
the sys
personr
togethe

This is & revised edition, updated for compatibility 'with the third edition of ISO/IEC 15408.

critical aspects of an operational system that must be precisely specified in order to effectively

chnical Report provides extended evaluation criteria and guidance for assessing both the information
bgy and the operational aspects of such systems. It is primarily aimed at those who are involved in the
ment, integration, deployment and security management of operational systems, as wgllas evaluators
to apply ISO/IEC 15408 to such systems. It will be relevant to evaluation authorities responsible for
ng and confirming evaluator actions. Evaluation sponsors, and other parties intefested in operationa
security, will be a secondary audience, for their background information.

ring the complexity of this project and the need for additional work, the target has been defined to be
ical Report Type 2. In the future, once additional experience has been_gained in this area, it is hoped
ay be possible to convert this Technical Report into an International Standard to support evaluations
tional systems. Until some formalisation of an approach is performed, it is considered unlikely that
perational system evaluations of this nature will be undertaken<due to the lack of specific guidance
e, a gap that this Technical Report is designed to fill.

re fundamental issues in regards to the definition and use’/of the term system. ISO/IEC 15408, with its
n product evaluation, uses the term system to include’only the information technology (IT) aspects of
em. The term operational system, as used withinithis Technical Report, covers the combination of
el, procedures and processes integrated with téchnology-based functions and mechanisms, applied
F to establish an acceptable level of residual risk-in a defined operational environment.

vi
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Information technology — Security techniques — Security
assessment of operational systems

1 Scope

This Technical Report provides guidance and criteria for the security evaluation of opeérational systems. It
provides an extension to the scope of ISO/IEC 15408, by taking into account a number)of critical aspects of
pperational systems not addressed in ISO/IEC 15408 evaluation. The principal extensions that are fequired
address evaluation of the operational environment surrounding the targét “of evaluation, gnd the
decomposition of complex operational systems into security domains that can be,separately evaluated

This Technical Report provides
p) a definition and model for operational systems,

b) a description of the extensions to ISO/IEC 15408 eyaltation concepts needed to evaluate such
operational systems,

C) a methodology and process for performing the security evaluation of operational systems,

d) additional security evaluation criteria to address*those aspects of operational systems not covered by the
ISO/IEC 15408 evaluation criteria.

This Technical Report permits the incorposation of security products evaluated against ISO/IEC 15408 into
pperational systems evaluated as a whole 'using this Technical Report.

This Technical Report is limited tol.the security evaluation of operational systems and does not consider other
forms of system assessment. If does not define techniques for the identification, assessment and accgeptance
pf operational risk.

2 Normative references

The following~referenced documents are indispensable for the application of this document. Fdr dated
references,ohly the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

SO/EC 15408-1, Information technology — Security techniques — Evaluation criteria for IT segurity —
Part 1: Introduction and general model

ISO/IEC 15408-2, Information technology — Security techniques — Evaluation criteria for IT security —
Part 2: Security functional components

ISO/IEC 15408-3, Information technology — Security techniques — Evaluation criteria for IT security —
Part 3: Security assurance components

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation

© ISO/IEC 2010 — All rights reserved 1
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-1, ISO/IEC 18045 and
the following apply.

3.1
component
identifiable and distinct portion of an operational system that implements part of that system’s functionality

3.2
externgl operational system
separatg operational system which interfaces to the operational system that is the subject of evaluation

3.3
managément controls

security] controls (i.e., safeguards and countermeasures) for an information system that. focus on the
managgment of risk and the management of information system security

[NIST SP 800-53]

3.4
operatipnal controls

security] controls (i.e., safeguards and countermeasures) for an information system that primarily are
implemgnted and executed by people (as opposed to systems)

[NIST SP 800-53]

3.5
operatipnal system
information system, including its non-IT aspects, considered’in the context of its operating environment

3.6
residudl risk
risk renfaining after risk treatment

[ISO/IEC Guide 73:2002]

3.7
risk
potentidl that a given threat will\exploit vulnerabilities of an asset or group of assets and thereby cause harm
to the organization

NOTE This definitionnig identical to that of 'information security risk' in ISO/IEC 27005:2008.
3.8

risk analysis
systematicuse of information to identify sources and to estimate the risk

[ISO/IECGuide 7372002]

3.9

risk assessment

overall process of risk analysis and risk evaluation

[ISO/IEC Guide 73:2002]

2 © ISO/IEC 2010 — All rights reserved
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3.10
risk management
coordinated activities to direct and control an organization with regard to risk

[ISO/IEC Guide 73:2002]
3.1

risk treatment
process of selection and implementation of options to modify risk

[ISO/IEC Guide 73:2002]

3.12

security controls

management, operational, and technical controls (i.e., safeguards or countermeasur€s) prescribed
nformation system to protect the confidentiality, integrity, and availability of the systemhand its informa

[NIST SP 800-53]

NOTE This definition is intended to include controls that provide accountability;, authenticity, non-repudiation
pnd reliability, which are sometimes considered as distinct from confidentiality, integrity and availability.

3.13
security domain
portion of an operational system that implements the same setof'security policies

3.14

subsystem

pne or more operational system components that.are’ capable of execution separately from the reg
System

3.15

system target of evaluation

pperational system that is being operated ih accordance with its operational guidance, including both t
and operational controls

NOTE Operational controls form part of the operational environment. They are not evaluated in 1SO/IH
Pvaluation.

3.16

technical controls

Security controls ~(i.e?, safeguards and countermeasures) for an information system that are f
mplemented and-executed by the information system through mechanisms contained in the h3
software, or firmware components of the system

[NIST SRP.800-53]

317

for an
ion

, privacy

t of the

pchnical

C 15408

rimarily
rdware,

Verification

assessment processes used to confirm that the security controls for an operational system are implemented

correctly and are effective in their application

© ISO/IEC 2010 — All rights reserved
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4 Abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO/IEC 15408-1, ISO/IEC 18045 and the
following apply.

COTS Commercial Off The Shelf

OSF Operational Security Functionality
SP SpecratPubtication

SPP System Protection Profile

SSA System Security Assurance

SSF System Security Functionality
SST System Security Target

STOE System Target of Evaluation

5 Structure of this Technical Report

Clauseg 1 to 4 contain introductory and reference material, and arefollowed by this overview of the contentg
of the Report (Clause 5).

Clause B, Technical approach, describes the technical approdch to operational systems assessment used in
this Tedhnical Report.

Clause |/, Extending ISO/IEC 15408 evaluation_\'concepts to operational systems, describes how
ISO/IECQ 15408 evaluation concepts have been extended for use in operational system evaluation.

Clause B, Relationship to existing security.Standards, describes the relationship between this Technica
Report &nd other security standards which have been used in its development.

Clause P, Evaluation of operationalisystems, contains requirements for specification of security problems
security] objectives, security requirements, SST contents and periodic reassessment which are needed in
order to| evaluate operational systems.

Annex A, Operational system Protection Profiles and Security Targets, defines the security requiremen
specifichtions needed foroperational systems.

Annex B, Operational system functional control requirements, defines the additional security functiona
requirements needed for operational systems.

Annex C,-Operational system assurance requirements, defines the additional security assurance requirements
neededlfor npnrnfinnnl dei‘nme

Annex D, Operational system evaluation methodology, defines additional actions to be performed by an
evaluator conducting the evaluation of an operational system.

4 © ISO/IEC 2010 — All rights reserved
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6 Technical approach

6.1 The nature of operational systems

For the purposes of this Technical Report, an operational system is defined as an information
including its non-IT aspects, considered in the context of its operating environment.

Many operational systems are complex in nature, made up of a combination of subsystems that are
roprietary and unique in nature, and partially constructed using bought-in general products. They

system,

partially
interact

from multiple vendors. These components may be integrated to compose the operational syste
ntegrator that does not perform any development functions, only configuration and interconnection.

However, operational systems typically:

— are under the control of a single entity, the operational system owner;

— are built against specific needs, for a specific type of operation;

— change frequently; either in technical set-up and/or in operational requirements;

— contain a considerable (or even large) number of components;

— contain bought-in components that possess a large numbérof possible configuration alternatives;

— enable the operational system owner to balance technical (and specifically IT) and non-technical
measures;

— contain components with different degrees and types of security assurance.

6.2 Establishing operational system security

pvaluated against ISO/IEC 15408 may be preferable in construction of a secure operational system. H

access control parameters(op filtering rules of a firewall, poor linking of files directories, etc. Further
the case of a network, the security level of an operational system connected to the network mig
concern to other operational systems that have to communicate with it.

An operational)system:

n) risksassessment, to determine the security risks applicable to a system;

b) 7risk reduction, to counter or eliminate security risks by the selection, application and assess
security controls;

Secure products offer an important contribution to operational system security and indeed the use of

Security problems in operational systems are caused not only from product problems but also from opg
system problems in a real opgrational environment, such as poor application of bug fixes, poor sﬁting of

This Technical Report is based upon a three step approach to establishing the necessary level of sed

with and have dependencies upon other systems. An operational system is typically built using components

by an

security

roducts
pwever,
rational
ore, in
t be of

urity for

ment of

c) accreditation, to confirm that the residual risks remaining within the system after the controls are
are appropriate for the system to be used in live operation.

Conceptually, this three step process is shown in Figure 1 following.

© ISO/IEC 2010 — All rights reserved
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Risk Assessment

Risk identification
Risk analysis
Risk evaluation

Selection of controls

Specification of controls in the System
Security Target (SST)

Application of controls
Risk,Reduction

i (Scepe of this

Application of security controls to the Technical Report
System Target of Evaluation (STOE) ! port)

Assessment of controls

Evaluation of compliance with the\SST

Accreditation

Acceptance ©of residual risks

Figure1 — Process for establishing operational system security

This Tefhnical Repert.addresses only the middle step of the three step process, namely risk reduction through
the selg¢ction, application and assessment of security controls. To do this, it uses a security evaluation
approagh, basedupon the security evaluation model for IT security controls defined in ISO/IEC 15408, but
extenddd todeal with all types of security controls.

Techni :
risk assessment, see ISO/IEC 27005 [1]. Techniques and models for accreditation are a management
responsibility, also beyond the scope of this report. For more information on one possible approach, see
NIST SP 800-37 [2].

The security evaluation model of ISO/IEC 15408 excludes consideration of the operational environment
surrounding the IT portion of the information system. The operational environment is treated as assumptions
in ISO/IEC 15408 evaluation, but cannot be discounted for operational systems. Typically, operational
systems are reliant on non-IT security measures, e.g. measures of an administrative or physical nature. There
is therefore a need to define ways to express and evaluate such requirements and controls, as an extension

6 © ISO/IEC 2010 — All rights reserved
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to the ISO/IEC 15408 specification criteria. This Technical Report extends ISO/IEC 15408 to do this. The
extensions include, but are not limited to:

a)

b)

Positioning security evaluation within an overall methodology for the security assessment of operational

systems including their operational environment.

A methodology for specifying the internal structure of operational systems, including details of

internal

and external interfaces, to the extent necessary to understand how the various portions of an operational

system interoperate.

d)

e)

)

b)

C)

d)
e)

)

A catalogue of assurance criteria to express the extensions to the scope of evaluation (see Annex
A catalogue of functional criteria to express additional operational security controls (see Annex B).

A catalogue of assurance criteria to express the additional evaluation tasks needed-{o, assess opq
systems (see Annex C).

A catalogue of evaluator actions to express the additional activities required to assess opq
systems (see Annex D).

Fxtending the ISO/IEC 15408 approach to the evaluation of complete operational systems has the ad
pf using a defined existing metric so that common and mutual understanding of evaluation results is g
For a specific operational system, advertising the evaluation result in a way that is compatilple with
SO/IEC 15408 might bring business advantage to customers, not only for service provider systems
nternet banking systems, but also from the view point of social responsibility.

Operational system evaluation requires that a prior risk assessment has identified the security risks ap
fo an operational system, and determined those risks” that are unacceptable and must be red
eliminated through technical and operational controls:t then consists of the following steps:

Setting security objectives for the operational system that will reduce the unacceptable risks tg
which is tolerable.

Selecting and specifying technicalhand operational security controls that satisfy the security objec
the operational system, taking due-account of controls that already exist.

Defining concrete, measurable assurance requirements for both the technical and operational co
gain the requisite levelof confidence that the operational system meets its security objectives.

Recording the decisions made in a System Security Target (SST).
Evaluating the-actual operational system to judge compliance with the SST.

Periodically reassessing both the security risks to the operational system and the operational g
ability to address those risks.

Although this model is an extension of the ISO/IEC 15408 model, it is consistent with that model
SO/IEC 15408 evaluation results can be reused.

A).

rational
rational
vantage
ossible.

such as

plicable
iced or

a level

tives for

htrols to

ystem’s

so that

6.3 Security in the operational system life cycle

6.3.1 Overview

The life cycle of an operational system is considered to have four phases, namely development/integration,
installation, system operation and modification. The security controls of an operational system must be
assessed throughout the lifetime of the system. This is illustrated in Figure 2 following.
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Development/Integration

Identify risks

Design system / prepare SST

Design security controls

Purchase / develop applications
Integrate / configure system
Development testing / security evaluation

!

Installation

Implement security controls
Test in operational environment

!

Operation

Operate / monitor security controls
Monitor minor changes
Assess security problems

!

Modification

Review'/ implement major changes
Re-test / re-evaluate security controls
Decommissioning

Figure 2 — Security within operational system lifecycle

6.3.2 Pevelopment/integration phase

During the development/integration phase, the first security activity is to identify the risks to the operationa
system| Those risks that are considered unacceptable must be reduced or eliminated by security measureg
bUI|t |ntU thb‘ Dybtl:lll. FU”UVV;IIH thb‘ Iib;\ abbb‘bblllb‘llt dIIQl ;dl:llt;fibdtiull Uf Iiblt\b tU bG Eiilllilldtcd, dall authw iLC

officer of the organization, the Accreditor, must consider the anticipated residual risks, and the sum of the
residual risks, and confirm that they will be acceptable.

The operational system will then be designed, including the use of software and hardware products, the
physical facilities required, the business application programs needed and the technical security controls
required. The design of the operational system must be recorded in the SST. The SST will contain a
description of the system security requirements, including the risks to be countered and the security objectives
to be achieved by technical and operational controls. The list of technical and operational controls
documented in the SST will represent an instantiation of the system security objectives.
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For the purposes of correctness, security objectives should be specified in the SST that address all risks
identified as unacceptable. The SST should specify security requirements that completely satisfy the security
objectives without any additions or omissions. The design documentation for the operational system should
identify precise security countermeasures within the operational system that meet all of the security
requirements specified in the SST. The countermeasures might be security functions, facilities, procedures or
rules. The countermeasures should be adequately controlled, managed and applied to the system. The
security countermeasures should be implemented without any unauthorized addition, elimination or
modification. The implementation should be verified with testing of the system or checking of documents. The
operation of security countermeasures should be adequately described in the guidance documents.

For effectiveness, the selected security requirements should reduce all security risks identified,|by risk
pssessment as unacceptable to a level that can be tolerated as residual risks. Each security countermeasure
should work effectively in combination with other countermeasures to satisfy the overall security requifements
for the operational system. The strength of the security mechanisms should be sufficient’ to match the
expected attack potential. Vulnerability survey or vulnerability analysis and penetration-testing might be
required with the expected attack potential.

Fvaluators should be involved in the development/integration phase, early in the’system life cycle, to facilitate
their understanding of the system and its intended environment, as well as tojprovide input from rgview of
design documentation, and to provide guidance on evaluation and guidance . documentation to be userI as part
pf assurance evidence. Ideally the full SST should be evaluated in a pfeliminary evaluation to confirm that
there are no inconsistencies or omissions in the security requirements and proposed controls.

The business applications and systems software, including the technical security controls, are then pfoduced
pr purchased, and the system is integrated, configured, and tested by the developer. At the same time, the
pperational security organization is created and security.policies, rules and procedures produged and
ntegrated into the system. The proper security configuration. settings should be identified and implemented.

FFollowing integration testing, the operational systemcshould be security tested as part of the devgloper’s
Fequirements verification testing. Typically, system“specific security controls such as access controlg can be
verified by the developer prior to deployment at-the operational site. Testing of site specific security controls
both technical and operational) is deferred” until the system is installed in its intended opgrational
environment. Verification testing will confirm the strength of security mechanisms, as well as the| correct
pperation of the security controls.

The operational system will then be )evaluated. The evaluation should confirm that all risks, as detailgd in the
SST, that have to be countered by security controls are addressed by the system at an acceptable leyel. The
result of the evaluation is an-independent confirmation to the system owner that this is the case.

The Certification Repart~will list any confirmed vulnerabilities found in evaluation, and idenfify any
recommended corrective actions, as required. The system owner will then prepare a corrective actior] plan to
reduce or eliminate the identified vulnerabilities, as deemed appropriate. The result of the certification of the
system will bepresented to the Accreditor for determination that the actual residual risk to operatipns and
system assets/is acceptable. The output of this phase will be an authorization for the system to operatg.

6.3.3 <nstallation phase

Paring the installation phase, the technical and operational controls will be implemented and prepared for use
T theoperatiormatenvironment.—Site-specific controts wittbetested,andother controts Tetestedtocontirm that
they perform correctly in the actual operational environment.

For the purposes of correctness, the controls should be compliant with the security requirements documented
in the SST and authorized for use by a competent person. To be effective, all persons should be trained in use
of the security controls and procedures.

6.3.4 System operation phase

In the system operation phase, records of the operation of technical controls and operational controls should
be collected and assessed. Audit trails and monitoring records for all access to assets should be logged.
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Security countermeasures should be confirmed as operating as intended. It should be verified that
unauthorized operations and unacceptable risks have not occurred. Secure states should be recovered from
insecure states within the required time. Changes due to routine maintenance should be monitored and
assessed for security problems. Records of actual access and utilization of assets should be inspected.
Security problems should be reported, reviewed and analyzed.

The purpose of these activities is to provide feedback to the Accreditor when changes occur that may have an
impact on operational system security. Typically, in systems operation, a critical subset of the operational
system security controls should be identified for regular monrtorlng to determine their continued effectlveness
Additiona A

system hat documents the current operatronal system assets, |ts conf|gurat|on and presents that |nformat|on
to the r¢sponsible parties.

6.3.5 odification phase

During {he system modification phase, any proposed or actual operational system changes beyond the scope
of routime maintenance should be reviewed, analysed and, if necessary, tested to determine their impact on
operatignal system security before being implemented in live operation. This includes changes to procedureg
and policies. Penetration testing of modified controls should be performed to verify theireffective operation.

The reqults of impact analysis and testing should be presented to the Accreditor to determine the need for
security| re-evaluation. Where modifications are deemed not to have significantly increased the residual risks
perhapg because they have already been assessed as part of a product-assurance maintenance process
re-authgrization may be given without re-evaluation. However, if the evaluation results have been invalidated
re-evalyation may be required.

The fingl act of system modification is decommissioning, where a system is closed down and its datg
archivedl, destroyed or transferred to other systems. The Accreditor will be required to confirm that the system
has begn successfully terminated.

6.4 Rlelationship to other systems

An opefational system may interact with other related systems and may form part of a larger whole. The
STOE ¢f the evaluated operational system (s defined to be that portion of the group of systems that ig
evaluated, including both IT systems and their operational environment. The remainder is considered to beg
external| operational systems. An operational system may have security objectives that are met by the externa
operatignal systems, but these are net'analysed or evaluated.

7 Extending ISO/IEC-15408 evaluation concepts to operational systems

7.1 Qverview

The pufpose of 4his clause is to document the philosophy that underpins the ISO/IEC 15408 approach tg
security] evaluation and then to extend it to operational systems. ISO/IEC 15408 addresses only technica
controld and their related management controls; in operational systems, technical controls and operationa
controld éembine to protect the information and other assets of the organization.

7.2 General philosophy

For many organizations, information is the primary asset and requires protection against the threats of
unauthorised release, modification, or destruction. Those assets are protected using a combination of
technical controls and supporting operational control infrastructures of personnel, policy, procedures and
physical protection measures. The overall ISO/IEC 15408 philosophy is that threats to organizational assets
should be clearly articulated and countered using a combination of technical control and operational control
infrastructures. The technical control requirements for addressing threats are included in ISO/IEC 15408-2.
Under ISO/IEC 15408, the requirements for the operational controls were considered separately as part of an
external accreditation process and therefore were not directly addressed by the security evaluation. This
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document seeks to formalise those requirements so that they may be assessed as part of the operational
system evaluation.

ISO/IEC 15408 conceptually divides security measures into security-related services that must be provided
and measures taken to have confidence that those measures are implemented correctly and effectively. In a
product evaluation, the security-related services are those functions in the IT implemented to meet the
objectives for that piece of technology. In an operational systems context, the procedural and physical
contributions to the security can also be assessed. They are similar to IT functionality because they are
security capabilities of the operational system that together meet the security objectives. However, they are
Yot nnrmall\l I-csﬁhnnlng\]l haonrl gnd are—-more CIII+DH to-assessment rhunnn I-hn nnnrahnnal ﬁnnl’rnl pnr“on Of
the operat|onal system life cycle than the development portion. Therefore, they are considered to be'deparate
from functional requirements.

The measures taken to ensure that the security capabilities perform as expected are termed “assurgnce” in
SO/IEC 15408 and consist of evidence being generated and independent assessment\ of the suitgbility of
fhose capabilities. This can be extended to cover the operational controls portion ofithe operational| system
through documentation describing the operational controls as implemented.

The process used to develop, implement and maintain both the operational system itself and more spgcifically
the security related services has a considerable influence on the correctnessé@nd effectiveness of the [security
related service and its overall contribution to the total security of the opérational system. This influence also
contributes to the confidence in the performance of the security related-service. Thus the process contributes
fo the overall assurance of the complex operational system. More specifically the greater the level of capability
pf the process, the greater the confidence that can be had in the-corfectness and effectiveness of the [security
related service and thus the overall assurance provided.

n summary, operational security functional requireménts are those non-technical security [controls
mplemented in the operational system contributing to-the overall security objectives, while operational
Security assurance requirements reflect the evidence.that those requirements are satisfied.

Fvaluation of security in an operational system can therefore be decomposed into a series of steps:

p) The security problem is articulated as@set of risks to be reduced or mitigated, and a set of organijzational
security policies to be enforced. This Tequires prior analysis to determine the purpose of the opgrational
system, and risk assessment.{o’ determine those risks that must be countered by technital and
operational controls. The results of the analysis are recorded in the SST.

b) The security problem js. partitioned into a high-level security solution, represented by a set of |security
objectives. These objectives are recorded in the SST.

C) The security objectives are further refined into security requirements that can be assessedq by an
independentevaluator. Some security objectives will be allocated to the technical controls and dthers to
operational_controls. Some may require both technical and operational controls. For example, controlling
unauthofized access to an information asset will often be accomplished both by providing physical
security( to the facility holding the asset (e.g. locks, guards) and by IT functionality (elg. user
authentication and access control mechanisms). The security requirements are recorded in the SST.

d)-. A set of activities for the evaluator to follow during the assessment is defined, based on thg overall

obiectives-and-the-overall-assurance-in-the-protection-measurestreguitred—These-assutance-reguirements
objectiesaha+the-oVvernassStiahRceitReprotectHor-heastiestrequirec—hReseasstiahRcetfequd

are recorded in the SST.

e) An independent evaluator assessment determines that the operational system meets its security
requirements, based on the requirements documented in the SST.

f)  Continuing assessments can also take place to gain confidence that the operational system meets its
requirements during operation. These will focus mostly on the operational control portion of the
operational system because these controls depend on human behaviour, which is less controllable and
consistent than IT behaviour.
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g) Periodic re-evaluation of the operational system can assess that the operational system continues to
meet its requirements despite changes to the operational system or its environment. This consists of
determining what changes have taken place, assessing the security impact of those changes, updating
the SST as required, and determining that security has been maintained during this process.

This process is very similar to the ISO/IEC 15408 evaluation process. The typical difference between an
operational system evaluation and a ISO/IEC 15408 product evaluation is that in an operational system
evaluation the actual operational environment is fully considered, whereas in a product evaluation the
operational environment is not defined in detalil, it is described purely as assumptions which are not verified
during the-evaluation-

The priary goal of an operational system evaluation is to gain assurance that the security objectives for the
operatignal system are implemented correctly and effectively. However, evaluation of security cantrols
whethel technical or operational, can never provide absolute assurance that those controls will ‘always
function| as intended, at all times and in all circumstances. Evaluation produces a pass or fail verdict. Even i
evaluatipn identifies no unacceptable vulnerabilities, there will always be a residual risk that\the controls dg
not perform as intended. This risk can be reduced by adding additional assurance controls.or using differenf
assurarlce measures that give greater confidence. The residual risk of incorrect or ineffective performance of
controlg can only be identified through continuous monitoring and assessment.

This regidual risk must be taken into account when deciding if an operational systém can be accredited for livg
operatign.

Environmental factors may result in differing criticality/threat environments for different operational system
comporlents. It is possible that some portions of the operational system ‘may require greater assurance whilg
other pgrtions require less assurance. Because risk assessment can’/establish different levels of acceptability
of risk for different portions of the operational system, an operational system can be divided into security
domain$ with different assurance requirements. The risk assessment will determine acceptability of risk fo
different parts of the operational system and will aid in detepmining appropriate assurance measures for each
part of the operational system.

7.3 Qperational system assurance

The ISQ/IEC 15408 paradigm for assurance centres on the provision of evidence that the security functions
exist apd are implemented correctly apd.effectively. Higher levels of assurance place more detailed
requirements on the content and presentation style of the evidence. In addition, higher assurance sometimes
requireg increasing rigour of analysis_of.the evidence by both the developer and the evaluator.

A ISO/JEC 15408 product evaluation is conducted in a manner that assumes a generic operationa
environment in which the product-might be employed. The product evaluation focuses on verifying the security
capabilities implemented by)the product, independent of any specific operational context. The product
evaluation utilises various "specification, design and test documentation to substantiate the verdict of
correctnjess. In product. evaluation, the assurance requirements are not normally derived from the security
problen}. Instead, they. are selected axiomatically or by policy decision.

The primary goalof a product evaluation is to gain assurance that the security capabilities of the product are
implemented \correctly. The basis for correctness is established by the security requirements that are
containd in the products Securrty Target (ST) The ST mcludes some traceabllrty on the securrty problem

to be based on a threat assessment for the types of envrronments suitable for deployment of the product The
scope of the product evaluation is limited to the IT security requirements allocated to the product by this threat
assessment. In addition, the product evaluation sets bounds for “secure values” for configurable aspects of
the product: termed the “evaluated configuration”. However, these configurations do not take into account any
specific environment as this in unknown at the time of evaluation. Upon completion of the product evaluation,
it remains necessary to properly integrate the evaluated product with other products to compose an
operational system, and finally, to verify that the operational system provides the desired security properties
and behaviour in its operational environment and operational configuration.
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Product evaluations generally have the same assurance measures applied across all the security functionality
defined. Although it is technically possible to have different security domains in products, this is not usually
applied for generic product evaluations.

The evaluation evidence and evaluation reports generated from a product evaluation may be used to support
the operational system integration and verification effort.

In principle, there is little difference between the properties of an IT product and an operational system for the
purposes of security evaluation. However, operational system evaluation may be significantly more complex

n)  An operational system may comprise many bought-in products and custom IT developments grouped into
security domains. The composition of each system security domain may be based upon.several|factors,
such as the technology employed, the functionality provided and the criticality of the assets protected.

b) An operational system may contain multiple instances of the same product (e.gs, multiple copigs of an
operating system provided by the same vendor) or multiple different proddct. instances of the same
product type (e.g., multiple firewalls provided by several different vendors).

C) An operational system may have security policies that apply to some security domains while not @pplying
to others.

d) Different residual risks may be acceptable within different domains of an operational system, whereas a
product counters specific threats to specific types of asset without consideration of risk.

All these factors impact on the assurance requirements for an’ operational system. In particular, differept forms
pf assurance controls may be required for different -security domains, depending upon the 4gvailable
development information, or upon the different types. of functional controls selected. This megns that
assurance objectives have to be defined and explained’as part of the solution to the security problem.

FFurthermore, an operational system evaluation>must cover all security controls, including those implgmented
n the operational environment, which are treated as assumptions in a product evaluation. In general, the type
pf assurance requirements for technical controls documented in ISO/IEC 15408-3 can be extended to gpply to
pperational controls. For example, thesconcept of assessment of design documentation for technical controls
becomes assessment of the description of operating procedures for operational controls. The agtions of
people implementing operational\controls can be tested in a similar way to the way that the adtions of
programs implementing technical controls are tested.

Some ISO/IEC 15408-3 (assurance requirements relating to system development may not be [directly
applicable to operational systems, or their assessment must be delayed until the system installation life cycle
phase. Similarly, assurance in operational controls can often only be achieved in the actual opgrational
environment, whereas technical controls are often examined and tested in their development environmient.

Therefore, in“order to assess the security controls of operational systems, it is necessary to generalise and
modify the~assurance classes for technical functionality found in ISO/IEC 15408-3. This has been dgne, and
Annex - contains the definitions of suitable assurance classes.

Acparticular issue concerns assurance of the effectiveness of the controls implementing the SSF. Aspurance
an-thic acn + of t hnical cantealaia achiavad by oralhit fraral Aacian ta bt iae b oo Aol o .—aratlon
muno GOPU\JL vuTrioourmnodr VUTITtIITvio 1o avurinoevou I.Iy arvirmnmeoeuouwural \.‘UOIHII lUUIIIIIHuUQ SULIT Ao UurTtiaint QUP )
non-interference and non-bypassability of controls. For operational controls, analogous but somewhat different
techniques are used, such as separation of duties, inspection and monitoring.

Areas where additional assurance components are needed to handle operational systems are:
a) the overall security architecture and placement of components within the architecture;
b) the configuration of the components that comprise the operational system;

c) the management policies, rules and procedures that govern operation of the operational system;
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d) the requirements and rules for interaction with other trusted and untrusted operational systems;
e) the monitoring of the non-IT controls during the operational phase of the system life cycle.

Because of its product focus, ISO/IEC 15408 assumes that a TOE will be developed in a single development
environment which is distinct from the intended operational environment. This assumption is unlikely to hold
true for most operational systems. Even if the operational system is developed in a separate test environment,
the final stage of operational system development will be integration into the operational environment, when
the operational control measures are added into the operational system. Some parts of the operational

S Stem nartictdarbh, haouahtin nraducte  mav hava haoaon daovalanad in dictinat and Aiffarant davalanman
y: -particutary—bought-in—produsts —may—have—been—de ed—in—distinct—and—different—developrmen

environinents from the main development environment.

Some ¢omponents of the operational system may have already been evaluated against ISO/IEC 15408
based dn assumptions about the intended operational environment. If these assumptions are shown,to be true
in the ¢ontext of the operational system, the results of such evaluations will still apply to-us€ of those
comporlents as part of the operational system, and can be reused.

In summary, there are five major ways that assurance in operational system controls can’be ‘obtained:

a) frof analysis of the operational system design (the ASD class of Annex C, which is based on the ADV
clags of ISO/IEC 15408-3);

b) by [testing of the operational system (the AOT class of Annex G, based on the ATE class of
ISQ/IEC 15408-3);

c) by perification that the operational system has been installed and configured correctly (the APR class of
Annex C, which has no ISO/IEC 15408-3 equivalent);

d) by perification that the operational system is performing-securely during live operation (the ASO class of
Anmex C, also with no ISO/IEC 15408-3 equivalent);

e) by feuse of existing evaluation results (members'of the AOC class).

In additfon, assurance can be obtained from examination of the requirements specification (the ASP and ASS
classes| based on the APE and ASE classes-of ISO/IEC 15408-3), operational documentation (AOD, based
on AGD), and from vulnerability assessment' (AOV, based on AVA).

Most operational system evaluations-will require the use of all of these techniques.

There fnay be several different- ways in which the required level of assurance can be obtained in an
operatignal system. Unlike~product evaluation, there are no predefined Evaluation Assurance Levels
Assurarnce requirements Should be chosen to match assurance objectives set from analysis of the risks to the
operatignal system and the availability of documentation, test results, and development and operational tes
facilitied.

7.4 Clomposite operational systems

Many operational systems are large and complex, offering multiple functions and with a complicated interna
structure. This Technical Report therefore defines a standard methodology for the description of the
architecture of operational systems, based on two levels of decomposition — subsystems and components.

A component is an identifiable and distinct portion of an operational system that implements part of that
system’s functionality (whether security related or not). A component may comprise a single function provided
by a single product, a single product with multiple functions, or an integrated set of functions implemented by
the combination of customised software and operational procedures. A subsystem is a set of one or more
operational system components that are capable of execution independently from the rest of the operational
system. For example, a subsystem might comprise a single client or server constructed from multiple
products, multiple servers and/or clients and networks, or a set of heterogeneous clients and/or servers. Some
components and subsystems may already be security evaluated; others not.
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In simple operational systems, every subsystem might be made up of exactly one component; indeed, there

might be only one identifiable subsystem. However, most operational systems are likely to be compos
multiple subsystems, each made up of multiple distinct components.

In ISO/IEC 15408 evaluation, the system design of the Target of Evaluation must be broken do
subsystems and modules. A subsystem in ISO/IEC 15408 is a high-level description of what a portio
TOE is doing and how; a module is a description of system functionality at the most detailed
breakdown provided by the system design.

ot nractica _cubovctamec oo rln'Flnnrl |n H‘no Tf\f\hhlf\ﬁl Dr\nr\r+ \u||| r\ﬂ'nn nr\rrnonr\nrl Alrr\rd-l\l tao-cubhovc
PraCtce—SupSySteris—aS reSport to—SubSyS

defined in ISO/IEC 15408. However, a component as deflned in this Technical Report has a wider, §¢d

a ISO/IEC 15408 module, for example, it may include functionality provided by non-IT means. Forfund
mplemented by software, a component may correspond to multiple low-level ISO/IEC 15408' modulg
documents, each of which will correspond to a module of code.

Typically, composite operational systems:

p) Contain several subsystems, each made up of multiple components, with different degrees and
assurance.

b) Have a well defined control structure. This may be a single operational)system “owner” or a defing
management relationships on the various portions of the operational)system.

C) Are built against specific needs for specific operation.

d) Individual components carry a large number of possible configuration options, some of wh
inconsistent with the operational system security policies.

e) Enable the operational system owner to implément a different balance of technical contr
operational controls in different parts of the operational system.

The security policy may be different for the different combinations above, except for the rare case in wj
pperational system has a single function..Logically, all the portions of the operational system under th
et of security policies can be termed a security domain. This operational system decompog
subsystems and components that_are-governed by the same security policy(s) is then characterize
security policy in accordance with.the appropriate risks to that domain. Functional and assurance
requirements may be identified_for each security domain. As such, each security domain will have
Security policy, security preblem definition, security objectives, security requirements and

set of policies, security~problems, objectives, requirements, and documentation. Each security dom
have its own assuranee’requirements based on the degree of confidence needed in that security doni
ts overall contribution to the operational system. The operational System Security Target will spe
pperational system security requirements, which will be a representative compilation of the security ¢
that comprisé(the operational system from an operational system context. The security domain co
llustrated-inFigure 3.
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Figurée.3'— Example of domains

It is imgortant to realise that the security domain structure of a composite operational system need not be the
same ap its architectural structure,-Atsubsystem may span several security domains (for example, a singlg
client-sg¢rver subsystem may havedifferent security policies for the clients and servers). Likewise, severa
products from different vendors ‘may need to be treated as separate components for build purposes buf
implement identical security/policies and thus fall within a single security domain.

When defining a compgosite operational system there is a need to describe the architectural structure of the
system/| in particular{te-identify and describe the boundaries of the system, to describe the interfaces and
dependgncies between components of the system, and to describe the interfaces and dependencies between
comporlents of ‘the system and its environment (e.g. users, external operational systems). All interfaceg
between components, and between the operational system and its surrounding environment need to be
defined| The. interface specifications need to cover any security requirements for the interface or for the
commuanication links implementing the interface. In addition, the specifications must identify any trust relation
or invariant security properties for the interface.

7.5 Domain Assurance

One benefit of the security domain concept is that it permits different assurance requirements to be applied to
different parts of the operational system. Consider a typical server system. It will be constructed from a variety
of components, such as application programs, middleware products and base software such as an operating
system. The middleware and base software may have been the subject of product evaluations, but may
equally well be unevaluated. For unevaluated products, the vendor may cooperate in providing the evidence
needed for evaluation, but also may refuse to make the necessary evidence available. For evaluated
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products, an Evaluation Technical Report (ETR) may be available to assist in reuse of evaluation results, but
access to the ETR may be refused.

Consider the system shown in Figure 4 following. For security domain A, which is built from proprietary
software, it is likely all evaluation evidence required for ISO/IEC 15408 evaluation can be made available. For
security domain B, evidence to satisfy some ISO/IEC 15408 criteria might be obtained (e.g. the ADO and AGD
classes and ATE_FUN) but some other criteria (e.g. the ADV and AVA classes and ATE_COV/DPT) are
unlikely to be achievable as the necessary evidence will not be obtainable and may never have existed.
Alternative assurances must be obtained (such as a product evaluation certificate) or residual risks accepted.

Domain A

i New developed application i
i program for the operational !
! system :

Domain B

| Products where evaluation i
i evidence cannot be delivered !
! Example: Multipurpose-QS !
! and DBMS :

Figure 4 — Heterogeneous system composition

On the other hand, the system shown.in Figure 5 following is built entirely from components fdr which
evidence required for ISO/IEC 15408 evaluation can be obtained. This can therefore be treated as g single
security domain, domain X, with hemogenous assurance requirements.

Domain X

New developed application
program for the operational
system

products where evaluation
evidence could be delivered
Example: vendor’s own OS
and DBMS

I
1
! !
! 1
! 1
! 1
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! 1
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! I
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1
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Figure 5 — Homogeneous system composition
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In order to achieve its security requirements, one domain within a composite operational system may have
dependencies on the security properties of other domains. A domain may offer security services that can be
used by other domains through communications or application programming interfaces, or it may enforce

security

properties on other domains. This needs to be reflected within the SST for the operational system.

Security services and properties that are enforced on or made available to other domains must be identified
as such with the statement of security objectives for the domain. Similarly, if a security domain has security
objectives that are met by other domains, these must be identified as such within its statement of security
objectives.

7.6 TL(pes of security controls

ISO/IE(Q
comporn
needed

Operati
have re
specifie

Becaus
repeata
are con
the sys
operatig

This T4
manags
support

An exainple of this is shown in Figure 6 following. In-this example, the access control functions implemented

by the s
the acci
duties)

control,

15408 mainly specifies technical controls, i.e. security controls that are implemented by.the IT
ents of a system. However, it also needs to specify those management controls and actiyities that arg
to control and monitor the technical controls.

bnal systems also need to specify operational controls. As for technical controls, operational controlg
ated management controls and activities which are essential to ensure that they are implemented as
d, do not fall into disuse, and are effective in practice.

b most operational controls depend on human action which is not_necessarily predictable o
ble, management and monitoring is even more important than for technical controls. In addition, therg
frols implemented by system and corporate management designed-t{o ensure the secure operation of
em. These controls could be categorised as either operational,controls (since they are part of the
n of the system) or as independent management controls (sincelthey purely relate to management).

chnical Report uses the same approach to management controls as in ISO/IEC 15408, namely
ment controls are always considered to be part of the technical or operational controls that they

erver are a technical control. The registration-of user attributes is a management control that supports
ess control functions. However, the rules.for assignment of user roles (e.g. to enforce separation of
s an operational control. The procedures for management of these users’ roles are a management
but one which supports this operational control.
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Figure 6 — Example of security controls

Operational controls may include\rules and procedures as well as physical protection. An examp
pperational control that would involve purely management activities is security incident reporting.

F-or an operational systemrto-be secure, the technical and operational controls (including related mang
controls) must integrate, and work together to provide coverage of all threats. In practice, the contrib

provide the operational environment. As an example, the value of the system's “IT-asset” to the orga
will determine the,type of operational controls such as physical protection it is afforded, what personng
granted access-to it, and under what conditions it will be backed up to support continuing opers
pddition, theré may be integration of technical controls and operational controls such as physical prq
For example, physical access operational controls may rely on technical controls for authentication
and operational controls may provide to technical controls information about the physical presence or 4
pf-personnel from a facility.

e of an

gement
ution to

security of the system's’ technical controls is influenced by and dependent on the operational contfols that

nization
| will be
tion. In
tection.
services
bsence

Many technical controls for operational systems can be expressed directly using ISO/IEC 15408-2 fu

nctional

components. However, the complexity of operational systems may require additional refinement of

components not normally necessary in ISO/IEC 15408 evaluation. Some examples of this are:

a) The administrator might need the capability to ascertain that the operational system configuration is as
expected. The requirement for this capability would be a refinement of TSF self-testing (FPT_TST) to be

included in the definition of “correct operation of the TOE”.

b) The SST may wish to specifically allocate portions of security functionality to specific components within

security domains. This would mean refining “the TSF” to specific portions of the TSF, e.g. “The
security domain shall provide a mechanism to...”.
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c) It may be necessary to define technical control functions concerning interoperability with other systems,
or concerning interoperability between different components or subsystems of the operational system.

Where an ST already exists for the technical controls of an operational system, for example if the controls are
provided by a bought-in and evaluated product, the ST can be used as a template for construction of the
operational system security requirements. However, since operational system evaluation is risk-based, the
threats and assumptions of the product ST and the associated ST rationales will have to be reassessed and
possibly amended.

expres
handle

7.7 S

The ISQ
IT secu

technical and operational control functions.

The syjg
system
operatig

When s
a funct

combination of both.

Three t
control

becaus¢ ISO/IEC 15408 already uses the term TSF-fan technical security controls. If an operational security

control
must b
operatig

It is imp
SSF, a
pictorial

ed using ISO/IEC 15408-2 functional components. Additional functional components are needed"to
hese requirements, and suitable components are defined in this Technical Report.

ystem security functionality

/IEC 15408 paradigm for security functionality centres around the provision of a TOE-which deals with
ity functions only. In an operational system the TOE is generalised into a STOE that includes both the

tem security functionality (SSF) comprises those portions of the STOE (and therefore operationa
relied upon to maintain the security policies for that system. The, SSF contains both technical and
nal security controls.

ecurity requirements are defined, the system owner may choese/to allocate the requirements to satisfy
onal security objective to either technical security controls, operational security controls or g

brms are therefore used when defining operational¥security requirements. When a technical security
s required, the requirement should be expressed in the form “The TSF shall...”. This form is used

s required, the requirement should be expressed in the form “The OSF shall...”, indicating the contro
e physical, personnel or procedure based. If the implementation could be either technical of
nal, or a combination of the two, the requirement should be expressed as “The SSF shall...”.

ortant to note that only the security-relevant portions of the STOE would be included in the evaluated
nd that the STOE need not.represent the entire operational system. Figure 7 following provides g
representation of these concepts.
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Entire operational system

System Target of Evaluation (STOE)

System Security Functionality (SSF)
(the totality of the combination of TSFE‘and OSF)

Technical Security
Functions{(TSF)

Operational Security
Functions (OSF)

Figure'7 — System security controls

n ISO/IEC 15408 evaluation, technical’security functions often have dependencies on aspects of ops
security. An example is ISO/IEC 15408-2 access control element FDP_ACC.1.1:

FDP_ACC.1.1 The TSF shallenforce the [assignment: access control SFP] on [assignment: list of
pbjects, and operations among subjects and objects covered by the SFP].

n ISO/IEC 15408 evaluation, the access control policy and list of subjects, objects and operations w
documented, butetherwise assumed correct. In operational system evaluation, this policy and list w
pvaluated as part of the assessment of data protection and personnel roles and responsibilities (see
FOA _INF.1:8;%and B.2.2.4, FOD_PSN.1.18). In general, rules and procedures required by TSF that
assumed({ correct and applicable in ISO/IEC 15408 evaluation will be evaluated as part of an ope
systemsevaluation.

tlisyimportant in any operational system that a good balance is chosen between TSF and OSF. TSH

rational

ubjects,

ould be
ould be
B.4.2.4,
must be
rational

require

he purchase of Security products or the design and implementation of Speciiic System Security fun
within hardware and software. TSF therefore have an initial system development cost in time and mo

ionality
ney. On

the other hand, OSF are flexible but may become ineffective over time if not policed. They typically have a low

initial cost to set up, but a high cost during operation due to extra staff activities performing and checki

ng OSF

controls. Explaining the desired balance between TSF and OSF within the SST or SPP may assist in

understanding the choice of functionality selected.

7.8 Timing of evaluation

Evaluation makes a determination at a given moment of time whether controls meet the requirements placed

upon them. This may take place at any time in a product or system’s life cycle, but in the ca
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ISO/IEC 15408 product evaluation normally takes place once development is complete, but before the product
is put into operation.

It is very likely that a technical control that is successfully tested in a development environment will also work
in the operational environment. This is much less certain for operational controls. During regular operation, the
people in the operational environment may be less trustworthy, less experienced, less competent and/or less
motivated than during testing in the development environment. Thus assurance from the development phase
in operational controls is much less transferable to the operational environment than assurance in technical
controls. It is therefore more likely that initial evaluation will extend into the operational phase, or will take

1 that 2l dyvis i 11
place op-a-system-that-already-is-in-operation-

Ideally, jan operational system should be re-evaluated following major changes in system capabilities orrisks
Howevdr, it is also necessary to re-evaluate an operational system periodically to confirm it is still meeting its
objectives effectively and to determine whether adjustments are necessary to remain within the risk teleranceg
required.

In the flrst case, as for development evaluation, evaluation will provide good evidence that the operationa
system [is capable of meeting its changed objectives but little evidence that such is\the case in actua
operatign. It is left for management to ensure that the operational system security) controls are utilised
effectivgly. In the second case, the evaluator can confirm by examination of records of the operation of
controlg and of security incidents that the controls are meeting their requirements and thus working effectively.

7.9 Use of evaluated products

Where & product has been evaluated, there may be evidence available from the product evaluation that can
be reuspd in operational system evaluation. However, the detailed €vidence may not be publicly available. Iy
some irjstances, this evidence can be obtained directly through. an agreement with the product developer of
from thI authority controlling the evaluation scheme. In others, the relevant detail necessary to determine its
applicability to its role in the operational system may not be possible to obtain, and system owner must then
determipe whether it is acceptable to accept the results\without access to the evidence that contributed tq
those rgsults.

Similarly, it is not necessarily the case that the results of a product evaluation are applicable to the operationa
system fevaluation. Some reasons might be:

a) the|configuration of the product during-the product evaluation and the configuration of the product when
intggrated into the operational system may be different.

b) thelassurance at which the product was evaluated is inadequate compared to the assurance to which the
product is required when(integrated as a component in the operational system. In this case, there may beg
eviflence that can be reused but new evidence that will have to be generated as well.

In thesg instances, the.operational system evaluation needs to determine the degree to which the results
available can be used and what additional assurance measures may be needed. In the worst case, these
comporjents would)need to be treated as unevaluated components.

When g predict has not completed evaluation, it is unknown how much information might be available tg
support|the) operational system evaluation and it is unknown whether any existing product information will be
confirmed by the product evaluation. VWhen a product has not been evaluaied, information usually required for
product evaluation may not be available to support the operational system evaluation. Such considerations
would need to be considered in the operational system evaluation.

It is essential that information is available about the security characteristics of the interfaces between
products, i.e. which security functions of one product depend on security functions of a different product. It is
necessary to confirm in the system evaluation that all products that depend on security functions within other
products use those products in a secure manner. Often the necessary information will be documented in the
ETR of the other product, but the information may not be presented in a way that is compatible. In this case, it
will be necessary to look at other documents such as interface specifications and architectural design
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documentation as part of system evaluation, and to confirm that the required security properties are present.
The same applies where unevaluated products are used.

The variety and maturity of evaluated COTS products that are available for integration into an operational
system limits the maximum assurance that can be achieved purely by using evaluated products. In general, it
will be impractical to re-evaluate evaluated products at a higher level of assurance, as the additional evidence
and developer support are unlikely to be available. If product assurance is not sufficient, it will be necessary to
obtain additional assurance from alternative controls or by architectural means, such as adding firewalls or
other security-specific architectural components.

Alternatively, an operational system evaluation has the ability to allocate differing levels of assurancg across
different operational system domains. Where assurance for a particular domain is constrained by th¢ use of
pvaluated products, the Accreditor can be asked to accept the consequential increased residual risk| for that
single domain.

7.10 Documentation requirements

n ISO/IEC 15408 product evaluation most documentation requirements are used by the evaluators to|confirm
that development activities have been performed correctly, and to ensure’ that users have the necessary
nformation to configure and operate the TOE in a secure manner.

n an operational system, documentation must also be provided that defines the operational controls, sp that:

n) the evaluators can confirm that these controls, if properly implemented, will actually satisfy the security
objectives placed upon them;

b) checks can be made during the operational phase, of'the system life cycle that the relevant progedures
are being followed, and that both procedural and physical controls are effective.

PDocumentation must also be provided concerning the security properties of interfaces between different
components of the operational system, and(between components of the operational system and other
systems within its surrounding environment;~so that where a component has dependencies on the [security
properties of another component or system, it can be confirmed by the evaluators that these propefties are
valid according to the specification of that component or system.

PDocumentation requirements for. the design of operational systems must be more flexible than permitted in
product evaluation. For some \subsystems and components, good security documentation, of the dtandard
required for product evaluation at high assurance levels, may be available. However for other subsystgms and
components, particularly(those with no intended security features, there may be little or no security{specific
documentation availaliley and often very little design documentation at all. This means that any documgntation
mandated for operational system evaluation may have to be specially created for the purposes of evaluation.
n some cases, the) security properties of a subsystem or component may be well defined, but how tfhey are
mplemented may be unknown. In such cases, creation of detailed internal design documentation may be
mpossible.

The basic requirement for the evaluation of the design of an operational system is that an architecture
description is provided. This must identify the operational system in terms of its subsystems and interconnects
between subsystems, and its external interfaces to other systems. The architecture description need not be a
Security-Specific document. It enables the evaluator 1o gain an understanding of the overall architecture of the
operational system, but not how it achieves its security objectives.

The second level of architectural description is to provide the evaluators with a security concept of operations
document. This describes the security properties of the operational system, at a level of detail consistent with
the architecture description. It must cover all modes of operation of the operational system, describe how the
security functions of the operational system work together to enforce the security properties of the operational
system, and how the operational system is protected from bypass or tampering with its security functionality.
This document enables the security architecture of the system to be assessed, independently of how the
operational system is implemented internally.
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As well as assessment of the security architecture, operational system evaluation may look at how the
security features of the system have been implemented. The first level of assessment requires an interface
functional specification to be provided that specifies all security functions and properties of the operational
system visible at its interfaces, but without any internal details of the implementation. This enables “black box”
assessment of the operational system, where claimed properties are known but there are no details of how
they are achieved.

Finally, operational system evaluation may look at internal design documentation for the operational system.
This can be done at three levels:

a) where all subsystem interfaces and properties are documented;
b) where interfaces and properties are documented at the level of individual components;

c) where a component level design is supplemented by implementation representations (source code
corjfiguration scripts) for key security components.

Although operational controls will not exist until the operational system enters operation, they can be designed
during the development of the operational system and their design assessed at that time

7.11 Tpsting activities

The tedting activities performed as part of operational system evaluationy'have requirements that are no
usually found in ISO/IEC 15408 product evaluation.

Operatipnal system testing assesses the effectiveness of the technical and operational control functions which
counter[known unacceptable risks and enforce the defined security policies. The effectiveness is determined
partly through testing the security functionality of the operational system and partly through conducting
penetration testing. Testing is only meaningful after the operational system has been placed into a verified
secure ronfiguration, and in the case of operational controls, can only be simulated in a test environment
There gre two types of configuration: the configuration’of the products to interoperate as components of the
operatignal system and the configuration of the products to provide the security behaviour required to enablg
secure (day-to-day operations for the business:-or mission that the operational system supports. The
operatignal system’s technical controls can-‘and should be tested prior to deployment by the system
developer/integrator. This testing will provide confidence that the system’s technical control functions arg
working| properly and effectively counter. the risk to the level intended by the risk assessment. It should alsg
identify flany unintended shortcomings_and provide the developer with a window to resolve those shortcomings
prior to|evaluation. The operational controls will then be integrated with the technical control functions at the
operatignal site(s), where the effectiveness of the operational system integrated security controls can be
evaluated.

Becausg operational testing is not part of product evaluation, and ISO/IEC 15408 product evaluation does nof
require [configuration ef\the product to enforce a specific set of “real-world” operational policies, all products
will need to be spegifically tested in their operational system configuration as part of the overall operationa
system ftesting.

It may Jjalso,_be the case that products or subsystems within an operational system do not interoperate
properly. “This means the overall operational system testing must investigate and confirm the securg
interaction between driferent components and subsysiems.

The internal testing strategy may also be different for different security domains that comprise the operational
system, depending on characteristics such as:

a) level of assurance required in the subsystem;
b) level of assurance already established (or not established) in products that comprise the subsystem;

c) architecture chosen and products that comprise the architecture;
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d) technology employed;

e) placement of components in the physical environment.

7.12 Configuration management

Operational system evaluation has configuration management requirements that are not usually found in
ISO/IEC 15408 product evaluation. ISO/IEC 15408 treats the life cycle of IT products from the perspective of a
developer. The life cycle begins with the requirements for the product and then progresses through design,
development, evaluation and production. The Tife cycle only considers operational concerns as it imppcts the
hext version of the product.

Because of this, configuration management is treated primarily as an assurance measure sothe“evalugtor can
be sure that the TOE being assessed is the correct version, and can be sure that the developer knoyws what
Should be incorporated into the evaluated TOE to be distributed. The configuration management process is
hot part of the TOE but rather a tool for generating the TOE.

n operational systems it is not only important to know that the correct components are incorporated |into the
pperational system but also that the configuration of the system continues to/be-known and understoog during
pperation of the operational system. Therefore there may be two different configuration management systems:
pne for the development environment in which the operational system is produced, and another| for the
pperational environment in which it operates. The first of these is treated as an evaluation assurance [and the
atter is an operational control capability.

The operational configuration management system exists primarily for the operational system adminjstrators
and security managers to be able to establish that the operational system continues to operate in g secure
configuration and also to know the impact of updates, removal and insertion of operational [system
components. Therefore, the operational system needs to have the capability (through either proceflural or
fechnological means) to manage the configuration ‘and to report the current configuration. The reporting
capability can be used to compare the actual operational system configuration with its intended configuration
fo facilitate verification that the system security, controls are configured correctly, and that security controls
have not been changed, due to maintenance-action or otherwise and not duly documented. The repofting will
plso serve to support assurance of any change impact analysis, as a result of continuous monitoring aftivities.
Configuration management therefore pecomes a security capability of the operational system. It can be used
ko provide assurance evidence that-theoperational controls are correctly and effectively implemented.

A further function of configuration' management is to ensure that independent products that are incofporated
as components within an ©perational system are configured securely, in accordance with their guidance
documentation and any product evaluation requirements. Operational system configuration managemnjent can
perform this check, by comparing the actual configuration against any constraints recorded in the [product
documentation.

8 Relationship to existing security standards

8.1, \Overview

Thic T haoical Raoanaort e~ ndac on viancion + ICONEC 18400 ¢ oot th valiiatian £ nar: t
LILILLE=J rovormmnmoedar I\UP\JIL PIUVIUUO art CALCTTOTUTT \w TV O TUTUU IAY4 PUIIIIIL uaunre o vVvAanuauuvull T UH Ia |Ona|
systems. As described in previous clauses, this requires extensions to the model of evaluation found in
ISO/IEC 15408 and the definition of additional evaluation criteria.

For the most part, the additional processes, documentation and tasks required for operational system
evaluation have been defined by extending analogous concepts within ISO/IEC 15408. The additional
evaluation criteria that are required deal primarily with the operational and system integration aspects of
information security, and have been derived from existing non-evaluation information security standards. In
particular, this Technical Report draws heavily on two specific security best practice standards,
ISO/IEC 27002 [3] and NIST SP 800-53 Recommended Security Controls for Federal Systems [4]. Given the
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existence and wide acceptance of these documents, it was considered inappropriate to develop new criteria
and criteria structures.

This relationship is shown in Figure 8. The SST, system security policy model, risk assessment, vulnerability
assessment, guidance documents, procedures, and development design documents will all form part of the
documentation provided for the system evaluation and have been generalised from ISO/IEC 15408. The
criteria for assessing the operational environment and in particular the operational controls have been drawn
from non-evaluation standards and guidelines.

Criteria and methodology for evaluation (ISO/IEC 15408, 18045)

Existing evaluation concepts

EVACOATION
CRITERIA

Deliverables for evaluation (SST, risk assessment, procedures,

security policy model, guidance / design documents,-€tc.)

New)controls

—— W I - .
———— —‘-~
- —

LE - - T~o

j§ E 7 d Development, delivery and.installation of secure products S N
©= \
L‘E (23 i Integration, operation and’modification of secure systems |
1 s \ /
IEE % S ~ Guidelines @nd-standards for secure products and systems -~ 7
O w SS ~ o (ISO/IEC 27002, 21827, etc). - -

—y -
S~ -
N -

Figure 8 — Relationship between operational environment and evaluation criteria

As welll as ISO/IEG27002 and NIST SP 800-53, there are a number of other SC 27 standards, such as
ISO/IEQ 21827 \[S} that have been used as sources. ISO/IEC TR 15443 [6] offers alternative potentia
approaghes, with respect to assurance requirements. ISO/IEC TR 15446 [7] suggests guidelines for protection
profiles fand security target design.

Other relevant documents include NIST SP 800-53A Guide for Verifying the Effectiveness of Security Controls
in Federal Information Systems [8] and the German IT Baseline Protection Manual [9].

Concepts and specific controls have been adapted from all these documents where appropriate. However,
evaluation criteria are not intended to define how to design and manage an operational system securely. The
purpose of evaluation criteria is to define how to evaluate secure operational systems using evidence provided
to evaluators by the system owners, developers, integrators, operators and administrators of the operational
system. Evaluation criteria will therefore cover different aspects and have different emphases than the source
material from these other standards and guidance documents.
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Since the processes, documents and tasks defined within this Technical Report are based on existing
ISO/IEC 15408 equivalents, the contributions from other standards and guidelines have been restructured into
a format that is an extension of that already used in ISO/IEC 15408.

8.2 Relationship to ISO/IEC 15408

The first edition of ISO/IEC 15408 was used as the baseline for the development of this Technical Report.
This revised edition has been updated for compatibility with the third edition of ISO/IEC 15408.

SO/TEC 175408 has been used as the primary basis and framework for operational sysiem evalution. It
provides the means to specify the requirements for technical controls. For example, it contains. criferia for
Specification of access control policies. ISO/IEC 15408 does not provide the means to spegify) opgrational
controls, but such controls can be captured within a ISO/IEC 15408-like framework. This jthen enables the
pperational system to be assessed using ISO/IEC 15408-like assurance criteria that arelverified dufing the
evaluation.

Part 1 of ISO/IEC 15408 defines the concepts of security targets and protection prefites. These requifements
specification frameworks serve as the basis for enhanced targets and profiles, System Protection |Profiles
SPPs) and System Security Targets (SSTs), that also cover operational controls’

Part 2 of ISO/IEC 15408 defines evaluation criteria for functional requirements. These criteria are|directly
applicable to the technical controls required for operational systems,»and are used as the basis for defining
hew additional classes, families and components with focus on thé operational controls of the opgrational
system within this Technical Report. This Technical Report also captures the “as configured” aspegt of the
functions and mechanisms within the operational system, and_requirements for the policies and progedures
fhat must be implemented in the operational environment by the operational controls.

Part 3 of ISO/IEC 15408 defines criteria for assessing,the assurance requirements. These assurance criteria
are used as the basis for new assurance classes{ families and components with focus on the evaluation
activities that must be performed to evaluate thé security controls aspects of the operational system as a
single integrated unit. This includes the requirements for evidence of the policies and procedures that will be
mplemented in the operational environment by the operational controls.

8.3 Relationship to non-evaluation standards

SO/IEC 27002 is a Code of Practice that recommends security controls that should be considered by an
prganization in order to manage'the security of information assets. ISO/IEC 27002 provides recommemndations
for information security ,management to initiate, implement and maintain information security wjthin an
prganization.

SO/IEC 27002 provides a widely-accepted management framework for the control of operational segurity. It
has been usedras-the principal source for identifying and specifying aspects of operational security where
controls are réquired, and for formulating specific operational control requirements.

NIST SR800-53 provides guidelines for selecting and specifying security controls for information $ystems
ntended for use in US Government Federal systems. US state, local, and tribal governments as|well as
private sector organizations comprising the critical infrastructure of the United States are also encoufaged to
consider the use of its guidelines. Its use is mandated by a formal US Federal Standard, FIPS
Publication 200, Minimum Security Controls for Federal Information Systems [10]. Where appropriate, NIST
SP 800-53 draws on ISO/IEC 27002 in the definition of its security controls, but it also covers other areas not
directly related to information security management.

NIST SP 800-53 has therefore been used as a secondary principal source for operational controls, particularly
in those areas of operational security that are outside the scope of the International Standard, ISO/IEC 27002.

There are other International Standards that address requirements for security controls. However, in general
these deal with controls at too high a level to be used as a source of specific operational control requirements.
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8.4 Relationship to Common Criteria development

The Co

mmon Criteria is a technically identical standard to ISO/IEC 15408 published by the Common Criteria

Development Board, an association of national schemes for evaluation and certification. Common Criteria

Version

3.1 Revision 2 [11] is the equivalent to the third edition of ISO/IEC 15408, which was used as the

baseline for this edition of this Technical Report.

The Common Criteria Development Board is currently soliciting ideas for major changes to the Common

Criteria.

9 Ewvaluation of operational systems
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necessary tasks performed. These activities and associated roles and responsibilities are listed in Table 1

Each o
respons
identifie]

If adopted, these are likely to be reflected in future revisions of ISO/IEC 15408.

troduction

bnal systems shall be evaluated using the general model of evaluation defined inISO/IEC 15408-1
ensions as defined in this clause.

valuation roles and responsibilities
re three types of activity required for operational system evaluation. Thése are:

duction of evidence for the evaluation (which includes the <risk assessment, SST specification
elopment and integration, operation, modification);

luation (including certification of evaluation results);
reditation;

h of these activities appropriate personnel shallbe assigned, their terms of reference agreed and the
f the different actions required by thisoTechnical Report should readily map to the roles and

ibilities identified in Table 1. Each. ofthe different actions should also map to the SST sections
d in the table.

28

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

Table 1 — Roles and Responsibilities for Operational System Evaluation

Activity Role Responsibility SST Sections
Production of the | Senior Management | Overall responsibility for security. N/A
evaluation Defi table risk
evidence efine acceptable risks.
Approve actions of authorized officers
Authorized officers | Assess and accept residual risks. Security problem
of the organization definition
Security agency Sets organization-wide security policies. Security preblem
Defines mandatory controls to be implemented by all definitiQd
organization systems.
System owner Conducts risk assessment. Security probjem
Defines security problems to be addressed by the definition
system (including objectives, requirements). Security objegtives
Prepares any SPP (perhaps as part of a consortjum of | Security
owners of similar systems) requirements
Authorises re-evaluation based on changes to system or | STOE description
its environment.
Reviews system status from continuous monitoring
reports.
Developer/ Production or support of production of SST based on STOE description
::r)ltegrator/ System [ security problem defined\by the system owner. Technical controls
esigner . .
Production of development evidence.
Assurance
Assists the system owner to reduce or eliminate requirements
vulnerabilities-found during evaluation. relating to
development
Architecture gnd
summary
specificationg
Operator/ Support of production of SST. Operational controls
Administrator/ . . .
P Production of operational evidence. Assurance
Maintainer, .
. . requirements|related
Assists the system owner to reduce or eliminate t ;
s - . 0 operation
vulnerabilities found during system operation.
Architecture and
summary
specificationg
Evaluation Evaluator/ Evaluates system based on security requirements All
certification agent articulated in SST, to make determination of system
capability to meet its security requirements at that point
in time.
Provides independent assessment of system security
operations throughout system operation
Performs re-evaluation, as required, to support changes
to the system or its environment.
Certifies the evaluation results.
Provides evaluation and certification reports to system
owner, with recommendations, as required, to support
system accreditation/authorization
Accreditation Accreditor Authorizes system for use or confirms to the authorized | Security problem
officer that anticipated residual risks are acceptable. definition
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9.3 Risk assessment and determination of unacceptable risks

Prior to operational system evaluation, the system owner shall assess the scope of the operational system,
determine the assets that need protecting, and, in concert with the authorized officer or designated
representative from higher management, determine the level of risk which the organization is willing to accept
that each asset of the operational system could be lost, damaged or compromised.

The system owner shall then conduct a risk assessment covering all assets of the operational system. This
risk assessment should identify all possible risks to the operational system, including those risks that are
countered-er-eliminatetd by UI\;Dt;IIU ocuu|;ty controtls—hese c/\;ot;ny controts—shalt-be—documented-as pai’t ©

the risk jassessment, so that they can be included in the SST description of security objectives.

NOTE This Technical Report does not prescribe any particular model or form for risk assessment. Furthe
information about risk assessment of ICT systems can be found in ISO/IEC 27005.

Where [isks to assets exist that are above the level of risk that the organization is prepared.1o’ tolerate, the
system [owner shall identify a proposed course of action to reduce the risk to an acceptable level. This may
take thg form of:

— risH acceptance, accepting the increased risk and acknowledging liability for the €ensequences should the
risk be realised;

— risH transfer, transferring the risk or liability for its consequences, to another party;
— risK avoidance, such as by abandoning the activity which causes thetrisk;

— risK reduction or elimination, reducing the risk to an tolerable level through the implementation of
evdluated countermeasures within the operational system.t0-reduce the likelihood and/or the impact of
the|risk.

Following this analysis, each risk shall then be categorised as acceptable or unacceptable from the point of
view of the operational system. Acceptable risks are those which are to be tolerated, accepted, transferred of
avoided. Unacceptable risks are those that are to be reduced or eliminated.

Where fisks are unacceptable, the system owner in conjunction with the system developer shall identify and
specify fechnical and operational security controls to be implemented as countermeasures. The system owne
in conjunction with the system developer shall also identify and specify assurance controls to confirm that the
risk that technical or operational security controls fail to meet their security objectives as countermeasures is
reduced to a level that the organizdtion is prepared to tolerate.

As part|of the operation phase)of the system life cycle, the system owner shall periodically review the risk
assessment, to determine whether:

— thefe are changes.te business assets;
— thefe are new risks, or changes to risks to assets;

— the|existing countermeasures are still appropriate.

The owner shall then determine it there IS a need jor the system to be re-evaluated to coniirm the adequacy
and continued effectiveness of the operational system security controls against the revised risk assessment.

9.4 Security problem definition

The system owner shall define the security problem to be addressed by the operational system and assessed
by evaluation. The description of the security problem shall include:

— the results of the risk assessment;

— any organizational security policies that apply to the system.
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9.5 Security objectives

The system owner shall prepare a statement of security objectives for the operational system. The security
objectives shall provide a concise statement of the intended response to the security problems faced by the
operational system.

For operational system evaluation, two types of security objective must be distinguished:

a) functional security objectives that will be satisfied by technical and operational controls implemented

Y [ ' 1 4
wWILT Uy UI1c UpTliauurial S yotlll,

b) assurance security objectives that will be satisfied by assurance controls (e.g. verification activitieg).

n ISO/IEC 15408 evaluation, functional security objectives are normally implemented excldsively by téchnical
controls, since the operational environment is not evaluated, but defined by assumptiens within the |security
problem definition. Within an operational system evaluation, the operational environment-is included wjthin the
5cope of evaluation, and functional objectives may be implemented as technical coftrols, operational ¢ontrols,
pbr a combination of the two. Of course, both technical and operational controls may involve associated
management controls or actions.

The statement of security objectives shall cover all security objectives, Jincluding both objectives that are
plready satisfied by existing controls and objectives that must be satisfied by additional controls implgmented
ps part of the operational system.

Different security domains may have different assurance security objectives as well as different [security
functional objectives. This might be because different levels{of residual risk will be accepted in the different
domains.

Some security objectives might apply to the whole~of the STOE but must be implemented using different
functional or assurance security requirements in different domains. This might be because the same fypes of
controls are not possible in all domains, or because equivalent assurance is required in all domains, hut must
be obtained by different means.

0.6 Security requirements

0.6.1 Introduction

The system owner shall-prepare a set of security requirements for the operational system. The |security
requirements shall defing*a’ set of security controls to be implemented within the operational system t¢ satisfy
the functional securjty objectives and shall define the assurance requirements to confirm that those controls
satisfy the assurance-security objectives.

D.6.2 Security functional requirements

Technical 'security controls shall be selected from the functional classes defined within ISO/IEC 15408-2.
Operational security controls shall be selected from the functional classes defined in Annex B.

AV’;ICIC bUlItIUib Iriay ;JG ;IllpiUIIIUI Itdd IUy d bUIIIbiIIdt;UII Uf tUbhllibdi dlld UpUIdt;Ulldi beul;ty Imedsul 33, they
shall be selected from the functional classes defined in Annex B. Suitable controls are indicated by the use of
the abbreviation SSF to indicate that either technical or operational measures might be used.

Controls which must be implemented as a specific combination of technical and operational measures shall
first be subdivided into separate technical and operational requirements, and then specified as defined above.

If no suitable components exist within either ISO/IEC 15408-2 or Annex B of this document to satisfy some

specific security functional objective, additional custom components shall be devised and defined in
accordance with the procedure defined in ISO/IEC 15408-1, Annex B.
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Table 2 shows a comparison between the functional classes defined in ISO/IEC 15408 and this Technical
Report, and their applicability to operational system evaluation.

Table 2 — Comparison of functional classes

ISO/IEC 15408 Operational system Applicability and coverage

Security audit (FAU) Applicable to operational systems Same as 15408

Communication (FCO)

Cryptographic support (FCS)

Uger data protection (FDP):

Idéntification and
authentication (FIA)

Sdcurity management (FMT)
Prlvacy (FPR)
Prptection of the TSF (FPT):

Rgsource utilisation (FRU)
TQE access (FTA)
Tryisted path/ channels (FTP)

Administration control (FOD) Policy, Personnel, Risk management,
Incident management, Security
organization, Service agreement

IT System control (FOS) Policy, Configuration, Network security,
Monitoring, Personnel control,
Operational system assets, Records

User Assets control (FOA) Privacy data protection, User assets

Business control(FOB) Policy, Continuity

Facility and_,"Equipment control [ Mobile, Removable equipment, Remote

(FOP) equipment, System, Facility

Third\Parties control (FOT) Management

Management (FOM) Security parameter, Asset classification,

Personnel responsibility, Security
organization, Security reporting

9.6.3 Pecurity assurance requirements

Assurarjce requitements shall be selected from the assurance classes defined within Annex C. The assurance
classes|of Annex C are based for the most part on assurance classes from ISO/IEC 15408-3, but generalised
for appl|cability to both technical and operational security measures.

If no suitable assurance components exist within Annex C that will meet a particular assurance objective, it
may be possible to use assurance components from ISO/IEC 15408-3. If no suitable assurance components
exist within either Annex C or ISO/IEC 15408-3, additional custom components shall be devised and defined
in accordance with the procedure defined in ISO/IEC 15408-1, Annex B.

Table 3 shows a comparison between the assurance classes defined in ISO/IEC 15408 and this Technical
Report, and their applicability to operational system evaluation.
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Table 3 — Comparison of assurance classes

ISO/IEC 15408 Operational system Applicability

APE: Protection Profile | System Protection Profile evaluation | Specification of SPP

evaluation (ASP)

ASE: Security Target | System Security Target evaluation | Specification of SST

evaluation (ASS)

ADV: Development Operational system architecture, | Interfaces and configuration of components
dUO;HII Glld UUIIf;yUIGt;UII dUbUIIIUIIt .
(ASD) External interfaces

Architecture, information flow, access to.STQE

Mode of operation / transition condition

AGD: Guidance documents [ Operational system guidance [ Rules and procedures for User“and Admipistrator
document (AOD) guidance

Confirmation and verifiéation (operation time

=

ALC: Life cycle support Operational system configuration | Configuration management (plan, CM systenp

management (AOC) Secure configuration of component products

Reuse of product evaluation results

ATE: Tests Operational system test (AOT) Functional, coverage and depth test for SSF
Independent testing for SSFs

Regression testing at maintenance/ modification

time
AVA: Vulnerability | Operational  system  vulngrability | Detection of insecure states and their recovery
assessment assessment (AQV) Penetration testing (both operation time ahd after
maintenance/modification)
ACO: Composition None Not applicable to operational systems

- Preparation for live operation (APR) | Awareness training and Communication of SEFs

Confirmation and verification (operation time

- Records™ on operational system|Records of SSFs log
(ASQ) Management review on SSFs
Independent verification of SSFs

Confirmation and verification of records,

0.7 The System Security Target (SST)

The system’ owner shall record the security problem definition, the security objectives and the [security
Fequirements for an operational system in a System Security Target (SST). The owner shall also obfain and
doctument the other information required to complete the SST as identified in Annex A.

NOTE A System Security Target is distinct from a Site Security Target, a form of documentation used in some
certification schemes to enable reuse of product development environment evaluation results. Site Security Target is also
often abbreviated to SST.

Where the owner of an operational system wishes to define the requirements for an operational system in an
implementation independent way, he may first produce or adopt a System Protection Profile (SPP). The
mandatory and optional contents of an SPP are defined in Annex A.

The SST serves as the basis for both the documentation of the operational system security capabilities and for

the evaluation of those capabilities within the STOE. As such, it provides the evidence and information
necessary to perform an evaluation.
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An SST differs from an ST due to its focus on both the technical and operational controls of the operational

system.

An SST may be broken down into several distinct security domains with different functional and

assurance controls. However, like an ST, an SST can be evaluated for consistency independently from the

STOE.

Subsequently, evaluation of the STOE may identify inconsistencies between the SST and the STOE. The
types of discrepancies may include:

a)

en\
b) asf
sy

c) asf
dis

The s
interfac
function
appropr
operatig
whethe

complefe and inconsistencies have been resolved can the SST be confirmed as a correct representation.

Table 4
Report,

aspects of the operational system environment as implemented disagree with the operational system

. QT-
+Fen-m-el=l-t-a-s-slpeei-f-l-ed-|-n-t-h-e-8u T

ects of the operational system security functionality as implemented are different from the operationa
tem security functionality as specified in the SST;

ects of the operational system interfaces and interconnects and their behaviour aslimplemented
hgree with the operational system interfaces as specified in the SST.

ystem owner must determine whether the implemented environment; = functionality of
b/interconnect is as required, and the description in the SST is wrong, ‘op if the environment
ality or interface/interconnect should be as specified in the SST. Upon completion of the assessment
ate changes must be made. These changes may result in change$ ‘to the SST and/or to the
nal system. For these reasons, it is impossible for SST evaluation,to)provide a final verdict as to
the SST is a correct representation of the desired operational system. Only when STOE evaluation is

shows a comparison between the ST defined in ISO/IEC 15408 and the SST defined in this Technica
and their applicability to operational system evaluation.

Table 4 — Comparison of security target elements

ISQ/IEC 15408 Operational system Applicability to operational systems
Introdugtion Introduction IT ./\operational parts of the STOE and interfaces to external
operational systems should be defined.
Domain organization could be defined.
Conformpance claims Conformance claims Compliance claim for SPPs, PPs, and/or STs could be defined.
Security problem Security problem Risks should be defined instead of threats.
deffinition deffinition Assumptions must not be defined, because environments are
reality.
Security objectives Security Objectives Security objectives for IT and operational parts of the STOE and
external operational systems should be defined.
Security requirements Security requirements Functional requirements for IT parts of the STOE
Operational requirements for operational parts of the STOE
Assurance requirements should be defined.
TOE supmary STOE summary Functional, operational and assurance specifications should be
specification specification described.
Domain introduction IT / operational parts of the domain should be defined.
Domain enmlrify prnhlpm Risks and QSPs shaould he defined
definition
Domain security Security objectives for IT and operational parts of the domain
objectives should be defined.
Domain security Functional requirements for IT and operational parts of the domain
requirements should be defined.
- Assurance requirements for the domain should be defined.
Domain summary Functional, operational and assurance specifications for the
specification domain should be described.
Domain compliance claim | Compliance claim for SPPs, PPs, and/or STs for the domain could
be defined
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9.8 Periodic reassessment

The system owner shall specify controls to ensure that the results of evaluation of an operational system
remain valid during system operation.

This can be done in two ways:

— Management controls can be specified to check periodically that the configuration of the technical
controls has been maintained and the operational control measures are being faithfully implemented. To
dothis; = setof processes and procedures must be treatedto mamage thesecurity impactof thranges as
they occur in the operational environment. It must include regression testing of all system changes, to
ensure that system controls are not modified or disabled.

— An evaluator can periodically re-evaluate the operational system STOE, concentrating ‘'on whether the
combination of technical and operational control measures needs adjustment to, 'meet the changing
security requirements of the organization, and to confirm that operational processes and proceduyres are
being applied effectively.
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Annex A
(normative)

Operational system Protection Profiles and Security Targets

A.1 Specification of System Security Targets

A.1.1 Overview

This segtion defines the concept and content of a System Security Target (SST).

Table A.1 — Summary of ST and SST differences

“Product” ST SsT

Specification Single “box” focus Focus increase\to address larger and
framework more complex/ grouping of system
components, which can be

decomposed into security domains.
Security objectives IT specific; and no direct mapping | Specific objectives traced back to
of security objectives to assurance |.specific assurance requirements.
requirements. Operational controls (physical,

procedural and policy) relationships and
their contribution to system security
documented to and  assurance
measures selected.

Environment Minimally addressed outside of risk | Should be clearly defined and

documentation assessment arena‘ahd seen as | documented. No assumptions.
assumptions

Risk Assessment Cites non-IT, especially | Identifies risks as “known” and
procedures, as assumptions and | operational controls may call for
produet.compliance related evaluation as to their adequacy in

integrated system environment

[TOE description IT.focused Defines technical and operational
controls environment, their interfaces,
and their inter-relationships.

Compliance claims Strictly IT functionality Can re-allocate functionality between
system components (e.g., technical and
operational controls).

System, architecture Based on “stand-alone” product Typically broken into distinct security
domains  with  different  controls.
Addresses interactions between

domains and between domains and the
surrounding environment

The SST provides a specification for the implemented security capabilities of an operational system as it is
employed in a specific operational context to counter assessed risks and/or enforce stated organizational
security policies to achieve an acceptable level of residual risk. The operational system is composed of an
integrated combination of technical and operational control functions. The SST describes the requirements
and behaviour of the functions that implement the security objectives through a combination of technology-
based and operational-based mechanisms. Additionally, the SST describes the measures that provide

36 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

assurance in terms of the ability of the operational system to meets its functional objectives while operating at

an acceptable level of residual risk.

The SST serves as a suitable basis for conducting the operational system evaluation. The SST must therefore

provide a description of the operational system that is:

a) Sufficiently complete. Each risk is sufficiently countered and each organizational security policy is

sufficiently enforced by the combination of technical and operational control functions.

nnnnnnnnn ta__and aarsacaolution for thA totad nrablana TIThao caombination_of +

ical and
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operational control functions is effective in countering the unacceptable risks and enfordi
organizational security policies, and the assurance measures provide sufficient assurance
security functions are correctly and effectively implemented.

+

C) An accurate instantiation of any SPP, PP or ST to which it claims compliance, eitherin whole or in

The concept and structure of an SST are based on expansion of the ISO/IEC 15408.concept and stru
Security Targets (STs). Table A.1 above provides a summary of the conceptual differences between a
SST.

A.1.2 SST contents

An SST shall conform to the content requirements described in thissannex. An SST should be presen
user-oriented document that minimises reference to other matérial that might not be readily availabl
SST user. The rationale may be supplied separately, if that is~appropriate.

An SST shall include the following:

p) a common part applicable to the whole STOE;

b) domain parts, one for each security domain, defined within the STOE, and describing the unique
of that domain.

The common part shall contain:

n)  SST introduction;

b) conformance claims;

C) security problem definition;

d) security objectives;

e) extended-cemponents definition;
f) security‘requirements;

p) SFOE summary specification.

ing the
hat the

part.

tture for
ST and

ed as a
e to the

aspects

oreach cnmlrify domain fnrming parf of the npﬂrnfinnnl chfnm the fnlln\/\ling shall be included:
5 -

a) security domain introduction;

b) security domain conformance claims;

c) security domain security problem definition;
d) security domain security objectives;

e) security domain security requirements;

f)  security domain summary specification.
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Certain sections of the SST may be empty if there is no relevant information to be provided. Conformance
claims only appears if the SST claims compliance with one or more SPPs, PPs or STs. Certain subsections of
the security domain information are optional. They need only be specified if security domains have unique
security problems, objectives or requirements that do not apply to the STOE as a whole.

The specifications presented in this section are derived in part from the ST specifications contained in
ISO/IEC 15408-1, Annex A, and in part from additional SST requirements defined in this Technical Report.

A.1.3 SST introduction

The SSJI introduction shall identify the SST and STOE, and provide an STOE overview, an STOE description
and domain organization. It shall contain document management and overview information as follows:

a) The¢ SST/STOE identification shall provide the labelling and descriptive information necessary)to contro
and identify both the SST and the STOE to which it refers.

b) The STOE overview shall summarize the objectives of the STOE in narrative form. The overview should
be pufficiently detailed for a potential user of the SST to determine whether the SST is of interest.

c) The STOE description shall outline the functions and boundaries of the STQOE in“narrative form.

d) The¢ domain organization specification shall describe the breakdown“of’'the STOE into domains with
unifjue security requirements.

There i$ no prescribed content or layout for the STOE overview, butit . should specify the purpose or mission
of the pperational system, an overview of the system in the gontext of its operational environment and
descripfions of the system from the point of business, management and technical architecture. It should defing
the relationship between the STOE and external operational systems, and the interfaces between the STOE
and thoge systems.

no prescribed content or layout for the STQE description, but it should describe the scope and
boundafies of the STOE from both logical and physical points of view. It should also describe the organisation
and locgtion where the STOE was developed, in¢luding any unique characteristics for individual domains e.g
domain$ based on commercial products.

Operatipnal systems are composed of one” or more security domains. Each security domain includes some
comporlents and may have its own seeurity assurance requirements. The domain organization specification
shall document the organization of the*security domains, their domain boundaries and their interfaces in detail

In the best possible case, the(STOE will be composed of components that fully define the operational system
ed entity whereby.there are no interfaces to external operational systems that are not included in the
evaluation. From a practical standpoint, this best case is sometimes not possible and it is necessary to defing
a clear partition between’those parts of the operational system that will undergo evaluation as an integrated
unit and those partssthat are outside the scope of the evaluation. The components that are outside the scope
of the eyaluation‘are treated as part of external operational systems.

The opgrational system concept has basis in the interfaces that exist between the components of thg
operatignabsystem. Without interfaces, there is no operational system. Therefore, the interfaces are critical tg
the operational system definition and equally critical to the ability of the operational system to enforce a
security policy across its interfaces. The domain organization specification will provide an overview of the
various components of the operational system, including how they interface. The details of the interfaces are
left to interface specifications for the design and integration of the operational system. However, the domain
organization specification should identify all security properties of individual domains that are enforced on
other domains, and also all security services offered by individual domains that are available to other domains.

A.1.4 Conformance claims

This section is only applicable if the SST claims compliance with one or more SPPs, PPs, STs or security
requirement packages. The conformance claims section provides evidence that the SST is an acceptable

38 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

instantiation of any SPP, PP, ST or requirements package for which compliance is being claimed. A
conformance claims rationale shall demonstrate consistency between the SST security objectives and
requirements and those of any SPP, PP, ST or requirements package to which conformance is claimed.

The focus of the compliance claim is on “equivalence” in terms of meeting the base set of criteria stated in the
SPPs, PPs, STs or requirements packages. The SST may be a functional superset of a package or profile but
it shall not be a sub-set.

A primary difference between operational system and product compliance claims is that for the operational
vetam it mav bha Aanneraneinta $+a raallanata fiinatinnAalitvgy habhvaan tha tachnical Aand AnaratinnAal ~antral 1

ysterm--may-be-appropriate-to-reatiocate-functionality-between-the-techrical operationa-centrol o_rtlons
pf the operational system because it is all considered part of the STOE. In a product evaluation, allogation of
T functionality to the non-IT environment changes the entire concept of the product and defeats\the purpose

pf the product evaluation activity.

A.1.5 Security problem definition

A.1.5.1 Overview

The SST security problem definition section shall provide a coherent, consistent and sufficiently cbmplete
definition of the security problems that the operational system is intended.t0 address. The security pfoblems
pre stated in terms of the risks that will be countered by the operational'system and the organizational jsecurity
policies that support and govern the use of the operational system, to"reduce operational system rigk to an
acceptable level.

The security problem definition shall define:
p)  all risks that are applicable to the STOE;
b) all organizational security policies that apply tothe STOE.

n this section, security problems that are conc¢erns to the whole STOE should be defined. It is poss|ble that
different security domains of the STOE will execute in different operational environments, and as & result,
there may be different or unique risks_ or ‘policies that must be addressed independently by different [security
domains of the operational system. Foreach security domain, additional security problems that are cpncerns
fo that domain only should be defined:

Recognising that this sectiontis\preceded by the STOE introduction, it is important that any material presented
n this section of the SST ,is\consistent with the information provided in the STOE introduction.

A.1.5.2 Risk identification

n this section all)risks that are applicable to the STOE shall be described, based upon a risk assesgment of
the operational~system. Each risk shall be categorised as acceptable or unacceptable, i.e. requiring re¢duction
pr elimination through technical or operational controls within the STOE. Those risks that are accepted must
still be ddentified, since acceptability of risks may change over time.

The list of risks shall include risks relating to the development of the operational system. The descr|ption of

Aach riclk chall ha cpffinianthy, Aatallad A idantifi tha Aaconte that Aan ha Aamannd Ar ~Aamnramicond tha threats
SCH TSI SHaT P C—SumCiCrty et aO1GCHtTy tHCaSSCotHat oo tamage GO COMmprohsSea e

and vulnerabilities applicable to each asset and the impact of successful attack. Threats should be
characterised in terms of the associated threat agents and their potential adverse actions on assets. The risk
assessment should identify all possible risks to the operational system, including those risks that are
countered or eliminated by existing security controls.

NOTE Threat agents can include natural events such as accidents, as well as human beings and computer
processes acting on their behalf.

With time, additional risks may be identified or the consequences of a security breach may change. Risk

assessment must be repeated through the system life cycle, and, if necessary, the SST updated and the
operational system re-evaluated.
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In this section, those risks should be identified and categorised that relate to operation of the system as a
whole, for example risks relating to employees or business assets. Some risks, for example risks relating to
application processing, may only apply to a particular security domain and should be therefore be identified
and analysed for that domain only.

A.1.5.3 Organizational security policies (OSPs)

In operational systems, the OSP scope is expanded to include the life-cycle management and operations
issues that are not addressed during a ISO/IEC 15408 evaluation. These policies include:

a) goyerning laws, mandates and directives;
b) buginess continuity;

c) intgr-organizational use agreements (i.e. Inter-Service Agreement (ISA) or Memorandum of
Understanding (MOU)).

A.1.6 Becurity objectives

The segurity objectives contained in the SST security objectives section shall provide a coherent, consistent
and sufficiently complete high level description of the security solution (based upon the definition of
unacceptable risks and organizational security policies in the security problem definition section. The high
level description is made in terms of functional security objectives that (@re subsequently allocated to the
technical and operational controls of the operational system or to other<operational systems that interface tg
the operational system. A security objectives rationale shall demonstrate that the stated security objectives
are tradeable to all of the aspects identified in the SST security problem definition and are suitable to cover
them. If should provide complete traceability between the stated security objectives and all aspects of the
statemgnt of the security problem, and it should provide sufficient information to determine whether the
security] objectives sufficiently counter the stated unacceptable risks and enforce the stated organizationa
security] policies.

There ig another type of security objective which geverns the verification activities to generate and analyse the
evidenge and to observe or test the implementation to determine that it is implemented in accordance with the
requirements. This type of security objective._is;typically not justified in ISO/IEC 15408 evaluation (i.e. specifig
objectives are not traced back to specific assurance requirements). As a result, there is little, if any substance
in prodict PP/ST documents that justifies the assurance measures selected. However, for an operationa
system | a clear statement of assurance objectives is needed, derived from assurance aspects of the security
problen), in order to justify assurance measures that will apply to the whole of the operational system. Thes¢
measurgs may apply either to the.development environment of the TOE or its operation.

The stajement of security.-objectives must cover all required controls, including both controls that already exist
and thoge that must be created as part of the implementation of the operational system.

Security objectives\selected to implement one aspect of the security problem may also provide solutions of
partial dolutionssin other areas. In particular, security objectives may address risks which have been accepted
following risk~assessment, i.e. categorised as tolerable, acceptable, transferable or to be avoided. Such
linkagesg must'still be identified and recorded, as acceptability of risks may change over time.

The security objectives provide the highest level statement of the strategy and philosophy for countering the
defined risks and for enforcing the defined organizational security policies. In operational systems, it is critical
that security objectives are precise. Precision is required both in terms of how the objectives trace back and
cover statements made in the security problem definition and also in terms of how the security objectives
allocate the solution to the operational system components and physical processes.

The security objectives must be considered against the stated risks and organizational security policies in finer
detail when compared to how they are considered in the product sense. This is because of the impact the
environment has in regards to the operational system evaluation and the detailed knowledge about the
environment that must be captured in the security objectives.
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In addition, operational system security objectives must ensure there is a balance achieved in the
management of overall residual risk.

It is possible that different security domains of the operational system will support and execute in different
operational environments. For example, the capability for the operational system to monitor internal network
traffic might be configured as “off” whereas the capability for the operational system to monitor incoming traffic
to the internal network is configured as “on”. As a result, there may be different or unique security objectives
for different security domains. There may also be additional assurance objectives for particular security
domains to meet unique assurance requirements that apply only to those domains.

A.1.7 Extended components definition

n some cases, suitable components to describe the security requirements will not exist within ISO/IEC 15408
pr this Technical Report. In such cases, new components shall be defined within this section of the SST.
These extended components can then be used to define additional functional and additional aspurance
Fequirements.

A.1.8 Security requirements

The security requirements section shall provide a complete and consistent\set of security requirements for the
STOE. This includes both the operational system security functional reguirements and the operational| system
Security assurance requirements. It applies to both the technical cand operational control measurgs to be
provided to meet the operational system security objectives. These)requirements must provide an agequate
basis for the development of security processes, procedures, mechanisms and services that may be
configured to enforce defined policies and to counter identified’risks. A security requirements rationgle shall
demonstrate that the set of security requirements is suitable to meet and traceable to all SST [security
pbjectives.

n some cases, the security requirements for an operational system may be stated without justification; i.e.
they are not derived from security objectives-Wwhich are themselves derived from definitions of |security
problems. In these cases, the objectives and seeurity problem definition sections of the SST may be omitted.

The security requirements section shall” describe all system security functions and systems [security
pssurances required by the operational system in terms of completed security components.

t is possible that different security domains of the operational system will support and execute in different
pperational environments. As:a‘result, there may be different or unique security functional requirements for
pach security domain, required to meet the unique security objectives of that domain. Similarly, |security
pssurance requirements ‘need not be applied across all operational system components to the samle depth
and breadth. It is necessary to allocate the appropriate level and types of assurance to the various [security
domains defined in‘the SST.

A.1.9 STOEsummary specification

The STOE summary specification shall provide a coherent, consistent and sufficiently complete high-level
description of the security mechanisms, services, interfaces, operational controls and assurance megasures,
and, demonstrate that these satisfy the specified operational system security requirements. A STOE simmary
nacotfl Haon ratianal ahall chawthat th CT O caopmribvy funmationne oA oScoiirana maackrac—ore. n..table to
PUUIII\JCILI\JII TatuTrIiane  oridinm oriuvy Uurat uaiv v i1rJUia OUUUIIL_Y TUTTuvliivIIo diiu doourarlive 1T11edourcvo dirv ou

meet the STOE security requirements.

It is necessary that enough of the operational system architecture is defined in the SST for a reader to
understand the solution being provided to meet the requirements. Details on the definition of subsystems,
interfaces and interconnections, and the allocation of functional requirements to the various subsystems that
comprise the operational system should be left for design documentation to follow. The architecture and
summary specification should address interactions between security domains and interactions between
domains and their environment.
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A.1.10 Security domain information

The security domain information section of the SST shall provide information concerning each security domain
forming part of the complete operational system. It shall provide an accurate and correct identification of each
security domain and any domain-specific security information that is required.

If there is only one security domain within the STOE, it need not be explicitly named or identified, and this
section should be omitted.

The security domain information for each security domain shall contain the following:

a) Th«L security domain introduction shall provide the labelling and descriptive information necessarytg
control and identify the security domain and the STOE to which it refers, and summarize the domain in
narrative form. The overview should be sufficiently detailed to understand the business functiensof the
sequrity domain and its security requirements.

b) The security domain conformance claims shall define any conformance claims that are-unique to the
dornain. If the security domain has no unique conformance claims, this section may belomitted.

c) The¢ security domain security problem definition shall define any security problems that are unique tg
theldomain. This shall include policies and risks that are unique to the domain.{f’the security domain hag
no unique security problems, this section may be omitted.

d) The security domain security objectives shall define any security cobjectives that are unique to the
dornain. This shall include any security objectives that are available)to other domains, or which are
imglemented by other domains. If the security domain has no uniqu€ security objectives, this section may
be pmitted.

e) The security domain security requirements shall define.any security requirements that are unique tg
theldomain. If the security domain has no unique securitytequirements, this section may be omitted.

f) The security domain summary specification shall define any mechanisms, services, interfaces
opgrational controls and assurance measures thatare unique to the domain. If the security domain has
no |[unique mechanisms, services, interfaces, opérational controls or assurance measures, this section
maly be omitted.

A.2 Specification of System Protection Profiles
A.2.1 Overview
This segtion defines the concept and content of a System Protection Profile (SPP).

Table A.2 — Summary of PP and SPP differences

Product PP System PP

Specifigation Framework Single “box” focus Focus increase to address larger and more
complex grouping of products, which comprise
operational system, with physically dispersed
distribution, and integrated security controls
Focus More narrow and IT specific Broader, flexible and incorporates security
controls aspects of system security — flexible to
account for varying business cases

Operational Controls Minimally addressed outside of risk Addresses as full partner with technical

(Physical, OSPs, assessment arena — assumes controls as contributor to system security to

Personnel..) environment contributions meet operational needs

Risk Assessment Cites non-IT, especially procedures, as Identifies risks as “known” and operational
assumptions and product compliance controls may call for evaluation as to their
related adequacy in integrated system environment

TOE description Narrow and IT focused Broader incorporating internal interfaces as

well as interfaces to “external/remote” systems,
subsystems, and components.
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The SPP conceptually serves the same function as a ISO/IEC 15408 Protection Profile - the SPP presents a
characterisation of an acceptable solution to a security problem. The SPP, however, has to handle the
integration of technical and operational security controls and may need to integrate multiple components or

subsystems with differing security policies and/or operational environments.

An SPP must be capable of presenting options and conditional solutions. An example would be in the
definition of security objectives. There may be both technical control and operational control solutions that
address a specific risk and which would be equally acceptable from the operation and cost points of view. An

SPP might offer several applicable and reasonable solutions for an SST author to select one of them.

Fqually, an SPP must be capable of mandating certain common security controls. For example, thére
A policy within an organization that certain operational controls will be applied to all information systemn
that organization.

Finally, the SPP specification framework must have sufficient flexibility to enable an \operational
pvaluated based on an SPP to be reused as an evaluated component of a larger system:

Suitable for this purpose, the SPP must provide a description of the operatiohal system security cag
that is:

p) Sufficiently complete. Each risk is sufficiently countered and.each organizational security g

chosen option where the SPP permits alternatives).

b) An appropriate and necessary solution for the stated security problem. The combinations of techn|
operational control functions are effective in countering the unacceptable risks and enforg
organizational security policies, and the assurance” measures provide sufficient assurance
security functions are correctly and effectively implemented.

The concept and structure of an SPP are based on expansion of the ISO/IEC 15408 concept and stru
Protection Profiles (PPs). Table A.2 provides a summary of the differences between a PP and SPP.

A.2.2 SPP contents

An SPP shall conform to the~content requirements described in this annex. An SPP should be presen
user-oriented document that’minimises reference to other material that might not be readily availabl
SPP user. The rationale\may be supplied separately, if that is appropriate.

An SPP shall inclade the following:

p) a common part applicable to the whole STOE;

b) domain parts, one for each security domain defined within the STOE, and describing the unique
ofthat domain.

C) An accurate instantiation of any SPP or PP _t&*which it claims compliance, either in whole or in part.

may be
s within

system

An SPP can also be used as part of the procurement specification for acquiring an, operational systenp. To be

abilities

olicy is

sufficiently enforced by the mandated combination of technical and operational control functiops (or a

ical and
ing the
hat the

cture for

ed as a
e to the

aspects

The' commaon part shall cantain:

a) SPP introduction;

b) conformance claims;

c) security problem definition;

d) security objectives;

e) extended components definition;

f)  security requirements.
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For each security domain forming part of operational systems meeting the SPP, the following shall be
included:

a) security domain introduction;
b) security domain conformance claims;

c) security domain security problem definition;

d) Sedq ul;ty domain ocuul;ty ubjcut;vco,
e) sedurity domain security requirements.

Certain|sections of the SPP may be empty if there is no relevant information to be provided.* Certain
subsecfjons of the security domain information are optional. They need only be specified if seeurity domaing
have urfique security problems, objectives or requirements that do not apply to the STOE as a'whole.

The spgcifications presented in this section are derived in part from the PP specifications contained in
ISO/IEQ 15408-1, Annex B, and in part from additional SPP requirements defined in this Technical Report.

A.2.3 8PP introduction

The SPP introduction shall identify the SPP and provide an STOE overview,and domain organization. It shal
contain [document management and overview information as follows:

a) The SPP identification shall provide the labelling and descriptive information necessary to control and
identify the SPP.

b) The STOE overview shall summarize the STOE represented by the SPP in narrative form. The overview
shquld be sufficiently detailed for a potential user of'the SPP to determine whether the SPP is of interest
The overview should also be usable as a stand alone abstract for use in SPP catalogues and registers.

c) The¢ domain organization specification shall describe the breakdown of the STOE into domains with
unifjue security requirements.

There i no prescribed content or layout for the STOE overview, but it should specify the purpose or mission
of the pperational system, an overview of the system in the context of its operational environment and
descripfions of the system from the point of business, management and technical architecture. It should defing
the relationship between the STOE and external operational systems, and the interfaces between the STORE
and thoge systems.

Operatipnal systems are . composed of one or more security domains. Each security domain includes some
comporjents and may)have its own security assurance requirements. The domain organization specification
shall document the ‘organization of the security domains, their domain boundaries and their interfaces in detail

In the best pessible case, the STOE will be composed of components that fully define the operational system
ed entity whereby there are no interfaces to external operational systems that are not included in the
evaluatipn_From a practical standpoint, this best case is sometimes not possible and it is necessary to defing
a clear partition between those parts of the operational system that will undergo evaluation as an integrated
unit and those parts that are outside the scope of the evaluation. The components that are outside the scope
of the evaluation are treated as part of external operational systems.

The operational system concept has basis in the interfaces that exist between the components of the
operational system. Without interfaces, there is no operational system. Therefore, the interfaces are critical to
the operational system definition and equally critical to the ability of the operational system to enforce a
security policy across its interfaces. The domain organization specification will provide an overview of the
various components of the operational system, including how they interface. The details of the interfaces are
left to interface specifications for the design and integration of the operational system. However, the domain
organization specification should identify all security properties of individual domains that are to be enforced
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on other domains, and also all security services offered by individual domains that are to be available to other
domains.

A.2.4 Conformance claims

This section is only applicable if the SPP claims compliance with one or more SPPs, PPs or security
requirements packages. The conformance claims section provides evidence that the SPP is an acceptable
instantiation of any SPP, PP or requirements package for which compliance is being claimed. A conformance
claims rationale shall demonstrate consistency between the SPP security objectives and requirements and
hose of any SPP, PP or requirements package 1o which conformance 1S claimed.

The focus of the compliance claim is on “equivalence” in terms of meeting the base set of criteria stated in the
SPPs or PPs. The SPP may be a functional superset of a package or profile but it shall not be a 'sub-set.

A primary difference between operational system and product compliance claims is that for the opgrational
system it may be appropriate to reallocate functionality between the technical and operational control portions
pf the operational system because it is all considered part of the STOE. In a prodtct-evaluation, allogation of
T functionality to the non-IT environment changes the entire concept of the product and defeats the purpose
pf the product evaluation activity.

A.2.5 Security problem definition

A.2.5.1 Overview

The SPP security problem definition section shall provide‘a coherent, consistent and sufficiently cbmplete
definition of the security problems that operational systems.meeting the requirements of the SPP are iptended
fo address. The security problems are stated in terms~of the risks that will be countered by the opgrational
system and the organizational security policies that-support and govern the use of the operational $ystems
mmeeting the requirements of the SPP to reduce operational system risk to an acceptable level.

The security problem definition shall define:
p)  all risks that are applicable to the STOE;
b) all organizational security policies that apply to the STOE.

n this section, security preblems that are concerns to the whole of operational systems meefing the
requirements of the SPP” should be defined. It is possible that different security domains of opgrational
systems meeting the SPP will execute in different environments, and as a result, there may be different or
unique policies or risks-that must be addressed independently by different security domains of the opgrational
system. For each’security domain, additional security problems that are concerns to that security domjin only
Should be defined.

f risk assessment of an actual operational system indicates that there are risks not identified in the SRP, then
t will be-necessary to modify the system boundaries to eliminate those risks, or introduce the additional risks
ntothe"SST risk identification section.

. oot Lt tH H daod b . QT A o4t ol tH H H 'y 4l o ES | td
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in this section of the SPP is consistent with the information provided in the STOE introduction.

A.2.5.2 Risk identification

In this section all risks that are applicable to the STOE shall be described, based upon a risk assessment of
the operational system or types of operational system covered by the SPP. Each risk shall be categorised as
acceptable or unacceptable, i.e. requiring reduction or elimination through technical or operational controls
within the STOE. Those risks that are accepted must still be identified, since acceptability of risks may change
over time.
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The list of risks shall include risks relating to the development of the operational system. The description of
each risk shall be sufficiently detailed to identify the assets or types of asset that can be damaged or
compromised, the threats and vulnerabilities applicable to each asset or type of asset and the impact of
successful attack. Threats should be characterised in terms of the associated threat agents and their potential
adverse actions on assets. The risk assessment should identify all possible risks to operational systems
meeting the requirements of the SPP.

NOTE Threat agents can include natural events such as accidents, as well as human beings and computer
processes acting on their behalf.

With tirﬁe, additional risks may be identified or the consequences of a security breach may change. RisK
assessment must be repeated through the system life cycle, and, if necessary, the SPP updated and the
operatignal system re-evaluated.

In this section, those risks should be identified and categorised that relate to operation of systems\meeting the
requirements of the SPP as a whole, for example risks relating to employees or business assets! Some risks
for example risks relating to application processing, may only apply to a particular security domain and should
be thergfore be identified and analysed for that domain only.

A.2.5.3| Organizational security policies (OSPs)

In operational systems, the OSP scope is expanded to include the life-cycleZmanagement and operations
issues that are not addressed during a ISO/IEC 15408 evaluation. These palicies include:

a) goyerning laws, mandates and directives;
b) buginess continuity;

c) Intgr-organizational use agreements (i.e. Inter-Service Agreement (ISA) or Memorandum of
Unglerstanding (MOU)).

A.2.6 Becurity objectives

The segurity objectives contained in the SPP security objectives section shall provide a coherent, consistent
and sufficiently complete high level description of the security solution based upon the definition of
unacceptable risks and organizational security policies in the security problem definition section. The high
level description is made in terms ef\functional security objectives that are subsequently allocated to the
technical and operational controls(of operational systems meeting the requirements of the SPP or to othef
operatignal systems that interface_to that operational system. A security objectives rationale shall demonstratg
that the| stated security objectives are traceable to all of the aspects identified in the SPP security problem
definition and are suitableto_cover them. It should provide complete traceability between the stated security
objectives and all aspects’of the statement of the security problem, and it should provide sufficient information
to determine whetherthe’security objectives sufficiently counter the stated unacceptable risks and enforce the
stated drganizational-security policies.

There ig another type of security objective which governs the verification activities to generate and analyse the
evidencge and to observe or test the implementation to determine that it is implemented in accordance with the
requirements. This type of security objective is typically not justified in ISO/IEC 15408 evaluation (i.e. specifig
objectives are not traced back to specific assurance requirements). As a result, there is little, if any substance
in product PP/ST documents that justifies the assurance measures selected. However, for an operational
system, a clear statement of assurance objectives is needed, derived from assurance aspects of the security
problem, in order to justify assurance measures that will apply to the whole of the operational system. These
measures may apply either to the development environment of the TOE or its operation.

The statement of security objectives must cover all required controls, including both controls that are assumed
to already exist and those that must be created as part of the implementation of the operational system.

Security objectives selected to implement one aspect of the security problem may also provide solutions or
partial solutions in other areas. In particular, security objectives may address risks which have been accepted
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following risk assessment, i.e. categorised as tolerable, acceptable, transferable or to be avoided. Such
linkages must still be identified and recorded, as acceptability of risks may change over time.

The security objectives provide the highest level statement of the strategy and philosophy for countering the
defined risks and for enforcing the defined organizational security policies. In operational systems, it is critical
that security objectives are precise. Precision is required both in terms of how the objectives trace back and
cover statements made in the security problem definition and also in terms of how the security objectives
allocate the solution to the operational system components and physical processes.

Fhe-seeurity-objectivesrust-be-censidered-against-the-stated+isks-and-organizational-security-pelisies in finer
detail when compared to how they are considered in the product sense. This is because of the impact the
environment has in regards to the operational system evaluation and the detailed knowledge “ahout the
environment that must be captured in the security objectives.

n addition, operational system security objectives must ensure there is a balance “achieved| in the
management of overall residual risk.

t is possible that different security domains of operational systems meeting the requirements of the $PP will
support and execute in different operational environments. For example, the capability for the opgrational
systems to monitor internal network traffic might be configured as “off:<whereas the capability|for the
pperational systems to monitor incoming traffic to the internal network is(canfigured as “on”. As a resJlt, there
may be different or unique security objectives for different security demains. There may also be additional
pssurance objectives for particular security domains to meet unique assurance requirements that apply only to
fhose domains.

A.2.7 Extended components definition

n some cases, suitable components to describe the security requirements will not exist within ISO/IEC 15408
pr this Technical Report. In such cases, new comfponents shall be defined within this section of the SPP.
These extended components can then be used to define additional functional and additional aspurance
requirements.

A.2.8 Security requirements

The security requirements section(shall provide a complete and consistent set of security requirementg for the
STOE. This includes both the operational system security functional requirements and the operational| system
Security assurance requirements. It applies to both the technical and operational control measurgs to be
provided to meet the operational system security objectives. These requirements must provide an agequate
basis for the development of security processes, procedures, mechanisms and services that may be
configured to enforce ‘defined policies and to counter identified risks. A security requirements rationgle shall
demonstrate that-the’/set of security requirements is suitable to meet and traceable to all SPP [security
pbjectives.

n some cases, the security requirements in an SPP may be stated without justification; i.e. they|are not
derived frem security objectives which are themselves derived from definitions of security problems. |n these
cases;;the objectives and security problem definition sections of the SPP may be omitted.

The' security requirements section shall describe all system security functions and systems [security
assurances required by the operational systems meeting the requirements of the SPP in terms of completed
security components.

It is possible that different security domains of operational systems meeting the requirements of the SPP will
support and execute in different operational environments. As a result, there may be different or unique
security functional requirements for each security domain, required to meet the unique security objectives of
that domain. Similarly, security assurance requirements need not be applied across all operational system
components to the same depth and breadth. It is necessary to allocate the appropriate level and types of
assurance to the various security domains defined in the SPP.
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A.2.9 Security domain information

The security domain information section of the SPP shall provide information concerning each security domain
mandated by the SPP. It shall provide an accurate and correct identification of each security domain and any
domain-specific security information that is required.

If the SPP does not mandate more than one security domain, it need not be explicitly named or identified, and

this sec

tion should be omitted. Note that architectural considerations may mean that an SST based on the

SPP introduces additional security domains in order to permit a cost effective solution to the security problems.

The seq

a) The security domain introduction shall provide the labelling and descriptive information necessary tg

cor
nar
sed

b) The security domain conformance claims shall define any conformance claims that are unique to the

dor

c) The¢ security domain security problem definition shall define any security problems that are unique tg

the
no

d) The security domain security objectives shall define any security objectives that are unique to the

don
im
be

e) The security domain security requirements shall\define any security requirements that are unique tg

the

urity domain information for each mandated security domain shall contain the following:

trol and identify the security domain and the STOE to which it refers, and summarize theydomain in
rative form. The overview should be sufficiently detailed to understand the business functions of thg
urity domain and its security requirements.

hain. If the security domain has no unique conformance claims, this section may_be omitted.

domain. This shall include policies and risks that are unique to the domain. If the security domain hag
Linique security problems, this section may be omitted.

hain. This shall include any security objectives that are_available to other domains, or which arg
lemented by other domains. If the security domain has no.unique security objectives, this section may
pmitted.

domain. If the security domain has no unique security requirements, this section may be omitted.
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Annex B
(normative)

Operational system functional control requirements

B.1 Introduction

This annex defines operational system control functional components covering the managemént and
procedural aspects of a STOE. The components described herein work in conjunction with technical functional
components taken from ISO/IEC 15408-2 to meet the security objectives of an STOE\ISO/IEC 15408-2 is
used as the basis for the structure for these components.

Operational control functional components are categorised by considering subjects, functional arg¢as and
actions. The subject is the direct target for controls, such as business data, information processing fadilities or
T systems. The functional area is the target for the defined operations, suchras policy, risk management or
recording. Each functional area constructs a family within a class. The action is an operation in a|defined
functional area, and constructs a component within that family. Elements are the concrete definition of rule
and procedures for controls.

Seven new classes of operational controls are defined in this annex. They are:

p)  Administration (FOD), which specifies provides operational control requirements relating to|system
administration;

b) IT systems (FOS), which specifies operational control requirements supporting the use of IT systgms and
equipment;

c) User assets (FOA), which specifies gperational control requirements relating to the control of user|assets;

d) Business (FOB), which specifies-operational control requirements relating to business processes and
functions;

e) Facility and Equipment\(FOP), which specifies operational control measures relating to Husiness
equipment, facilities and“premises;

f) Third party (FOT), which specifies the operational control measures to relationships with third parties;

pg) Managemént (FOM), which specifies the operational control measures relating to management acfivities.
The families‘within these classes are shown in Table B.1 following.
Thecdependencies between components of these families are shown in Table B.2. Each of the components
that, is a dependency of some functional component is allocated a column. Each functional compongnt with
'cpcudcnbica ib a“uuatcd d TUW. T;IU vaiuc ill ﬂIU tabic L,C” illulibdtcb VVhUﬁ ITT “ I L,Uiulllll idIUUi bUlIIpJnent iS

directly required (indicated by a cross ‘X’), or indirectly required (indicated by a dash ‘-’) by the row label
component.

Some requirements for operational controls will always be implemented as operational requirements and are
therefore defined as OSF. Others could be either operational or technical and are therefore described as SSF.

There are four presentational differences to ISO/IEC 15408-2. There are no hierarchical operational control
components, so that subheading is omitted throughout. All management activities are handled by explicit
components, and thus no management activities subheadings are needed. The audit subheading has been
changed to records, which better expresses the necessary evidence gathering process for operational
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controls. The assignment permitted operation has been used more flexibly than as used in ISO/IEC 15408-2.
Identification of documents that describe associated policy, procedures, rules, security requirements and other
controls may be specified as an assignment.

Table B.1 — Operational control functional families

Class Family

Administration (FOD) Policy administration (FOD_POL)
Personnel administration (FOD_PSN)

Risk management administration (FOD_RSM)

Incident management administration (FOD_INC)

Security organization administration (FOD_ORG)

Service agreements administration (FOD_SER)
IT Systems (FOS) Policy for IT systems (FOS_POL)

Configuration of IT systems (FOS_CNF)
Network security of IT systems (FOS_NET)
Monitoring of IT systems (FOS_MON)

Personnel control of IT systems (FOS_JPSN)

Operational system assets of Isystems (FOS_OAS)
Records for IT systems (FOS_RCD)

User Assets (FOA) Privacy data protection,(FOA_PRO)

User assets information protection (FOA_INF)
Business (FOB) Business policies' (FOB_POL)

Business eontinuity (FOB_BCN)
Facility and Equipment (FOP) Mobile-equipment (FOP_MOB)

Removable equipment (FOP_RMM)
Remote equipment (FOP_RMT)
System equipment (FOP_SYS)
Facility management (FOP _MNG)
Third Parties (FOT) Third party commitments (FOT_COM)
Third party management (FOT_MNG)

Management(FOM) Management of security parameters (FOM_PRM)

Management of asset classification (FOM_CLS)

Management of personnel security responsibilities (FOM_PSN)

A $+ of WY H ' (EOMNM _ORON
Vi ayCTrmeTr O SCUUTI Y OTgamZatior T OIWI_O M\

Management of security reporting (FOM_INC)
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Table B.2 — Operational control dependencies

I'NSd aod
¢'NSd aod
S'NSd aod
L'INSY aod
1'9¥0 aod
2'O¥0 aod
170d sod
¥10d sod
1’LIN so4d
€70d vod
Z’'Ndd Wod
L'ONI" NO4

FOD_INC.1
FOS_SER.1 X
FOS_POL.1 X
FOS_PSN.1 | X | X X
FOS_OAS.1 X -
FOA_INF.1 X ,
FOB_POL.1 X -
FOB_BCN.1 X
FOP_MNG.1 X
FOT_MNG.1 X
FOM_PRM.1 X
FOM_PSN.1 X
FOM_ORG.1 X
FOM_ORG.2 X

x
x

B.2 Class FOD: Administration

This class provides operational coptrel requirements for administration of an operational system.
B.2.1 Policy administration (FOD_POL)

B.2.1.1 Family behaviour

This family definesS-operational system security policies for administration. It includes specification of [security
policy, management forum, management review and management controls for security violation.

B.2.1.2 {Component levelling

FOD_POL.1 Security policy. Management controls, goals and objects of the security policy, manggement
review and management controls for security violation are defined.

FOD_POL.2 Data protection and privacy policy. Data protection and privacy policy is defined.
B.2.1.3 Records

The operational system shall maintain and make available for inspection the following evidence.

a) For FOD_POL.1: Description of management commitment, security policy, management review and
management controls for security violation with concrete actions and specifications.

b) For FOD_POL.2: Description of data protection and privacy policy.
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B.2.1.4 FOD_POL.1 Security policy
Dependencies: no dependencies.
FOD_POL.1.1 The OSF shall define [assignment: management commitment] that management will

actively support security within the organization through clear direction, demonstrated commitment,
explicit assignment and acknowledgment of information security responsibilities.

FOD_ POL1 2 The OSF shall deflne [aSS|gnment mformatlon securlty pollcy] mcludmg goals

include the information on results of independent reviews, results of previous management reviews
changes that could effect the organization’s approach to managing information security
recommendations provided by relevant authorities, trends related to threats and’vulnerabilities, and
reported security incidents as the input.

FOD_PpPL.1.4 The OSF shall define [assignment: personnel policy] providing a means for personne
to recejve retraining of violation of operational controls.

FOD_PpPL.1.5 The OSF shall define [assignment: security requirements] for means to communicate
the actjon upon the violation of operational controls that will take'place before personnel are given
access|to system assets.

FOD_PpPL.1.6 The OSF shall define [assignment: personnel policy] providing a means to impose
sanctiﬂns such as monetary fine, removal of privileges, suspension or other penalty upon the
violatigh of operational controls.

FOD_PPL.1.7 The OSF shall define [assignment: security requirements] that remove, limitation, or
other agtions to the violator from access to system assets until criteria for reinstatement.

FOD_PPL.1.8 The OSF shall define [assignment: personnel policy] by providing a means to terminate
personpel upon violation of rules and procedures, as permitted by law.

FOD_PPL.1.9 The OSF shall define [assignment: security requirements] for all relevant statutory
regulatpry, and contractual requirements and the organization’s approach to meet these requirements
and to be kept up to date foreach information system and the organization.

FOD_PpPL.1.10 The OSFE shall define [assignment: information security policy] that an appropriate set
of prodedures for information labelling and handling is developed and implemented in accordance
with the¢ classification"'scheme adopted by the organization.

FOD_PpPL.1.14-Fhe OSF shall define [assignment: information security policy] that the organization’s
approath to\managing information security and its implementation (i.e. control objectives controls
policie, processes and procedures for mformatlon securlty) is reviewed independently at planned

- I.IUII OoCCHH:

FOD_POL.1.12 The OSF shall define [assignment: information security policy] that all identified
security requirements are addressed before giving users access to the organization’s information or
assets.

FOD_POL.1.13 The OSF shall define [assignment: information security policy] that an information

security policy document is approved by management, and published and communicated to all
employees and relevant external parties.
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B.2.1.5 FOD_POL.2 Data protection and privacy policy
Dependencies: no dependencies.

FOD_POL.2.1 The OSF shall develop and implement [assignment: data protection and privacy
policy].

B.2.2 Personnel administration (FOD_PSN)

B.2.2.1 Family behaviour

This family defines security administration of personnel in the operational system. It includes (Specifigation of
personnel roles and responsibilities, disciplinary action, contents of personnel agreement;"xmanagement of
user identification, control of assets and information security awareness, education, and training.

B.2.2.2 Component levelling

FOD_PSN.1 Personnel roles and responsibilities. Management responsibilities, responsibilities for pefforming
the exit process, legal responsibilities and security controls for the personnelworking in the secure grea are
defined. A formal disciplinary process is defined. Term and conditions of{the assignment contract and|rules to
5ign a confidentiality or non-disclosure agreement are defined. Rules té-supervise or clear visitors are gefined.
Rules to take aware of precise scope of the permitted access are‘defined. Rules regarding acceptgble use
and return of organizational assets are defined.

FOD_PSN.2 Information security awareness, education and’ training. Requirements for information security
pwareness, education, and training are defined.

B.2.2.3 Records

The operational system shall maintain and make;available for inspection the following evidence.
n) For FOD_PSN.1: Description of management responsibilities, responsibilities for performing the exit
process, legal responsibilities, security controls for the personnel working in the secure area, @ formal
disciplinary process with conerete actions, specifications and records on conducting the disgiplinary
action, term and conditions of-the assignment contract, rules to sign a confidentiality or non-digclosure
agreement, rules on conducting the user identification, rules to take aware of precise scope of the
permitted access and (ules regarding acceptable use and return of organizational assets with goncrete
actions and specificdtions and records on conducting the control.

b) For FOD_PSN.2:The records of conducting information security awareness, education and training.

B.2.2.4 FOD).PSN.1 Personnel roles and responsibilities
PDependencies: FOD_POL.1 Security Policy

FOD_RSM.1 Risk management within the organization

FOD_PSN.1.1 The OSF shall define and document [assignment: roles and responsibilities] of
employees, contractors and third party user in accordance with the organization’s information
security policy.

FOD_PSN.1.2 The OSF shall define [assignment: responsibilities] for performing employment
termination or change of employment.

FOD_PSN.1.3 The OSF shall define [assignment: security requirements] for on-going security
requirements, legal responsibilities, confidentiality agreement and the terms and conditions
continuing for defined period after the end of the employee’s, contractor’s or third party user’s
assignment for the communication of exit responsibilities.
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FOD_PSN.1.4 The OSF shall define [assignment: security requirements] for personnel working in
secure areas.

FOD_PSN.1.5 The OSF shall define [assignment: security requirements] that access rights of all
employees and contractors and third party users to information and information processing facilities
shall be removed upon termination of their employment, contract or agreement, or adjusted upon
change.

FOD_PSN.1.6 The OSF shall define [assignment: security requirements] on all candidates for staff,
contra ors-and-third-par HSers-Hh-accorda RGE ith-relevan 2 > egtHations

FOD_PpBN.1.8 The OSF shall define [assignment: security requirements] on a formal-disciplinary|
process for employees, contractors and third party users who have committed a security breach.

FOD_PBN.1.9 The OSF shall define [assignment: security requirements] on térm and conditions of
the assignment contract which state: the employee’s, contractor’s and third party user’s lega
responsibilities and rights, responsibilities for the classification and management of organizationa
data hgnded by the employee’s, contractor’s and third party user’s, responsibilities of the employet
for the |handling of personal information, including personal information created as a result of, or in
the course of, assignment with the organization, responsibilities, which are extended outside the
organization’s premises and outside normal working hours and/actions to be taken if the employee
contragtor or third party user disregards the employer’s security requirements to all people employed
by the prganization, new employees, contractors and third party users. The responsibilities contained
within the term and conditions of employment shall continue for a defined period after the end of the
assignment.

FOD_PBN.1.10 The OSF shall define [assignment:-rules] that as part of their contractual obligation
employees, contractors and third party users- agree and sign their and the organization’s
responsibilities for information security.

FOD_PBN.1.11 The OSF shall define [assignment: rules] to sign a confidentiality or non-disclosure
agreenient as part of their initial term‘and conditions of employment prior to being given access tg
information processing facilities «and that requirements for confidentiality or non-disclosure
agreements reflecting the organization’s needs for the protection of information are identified and
regular]y reviewed.

FOD_PpBN.1.12 The OSF shall-define [assignment: security requirements] for confidentiality agreement
when there are changes.to terms of assignment or contract, particularly when employees are due to
leave the organization, or contracts are due to end.

FOD_PSN.1.13 Thel OSF shall define [assignment: rules] that all personnel to wear some form of
visible jdentification.

FOD_PBN.1:114 The OSF shall define [assignment: rules] not to access to organizational facilitiesl
except that-which-isautherized-

FOD_PSN.1.15 The OSF shall define [assignment: rules] concerning acceptable use of information
and organizational assets.

NOTE. Organizational assets include previously issued software, corporate documents, mobile computing devices,
credit cards, access cards, software, manuals and information stored on electronic media.

FOD_PSN.1.16 The OSF shall define [assignment: rules] that all employees and contractors and third

party users to return all the organization’s assets in their possession upon termination of their
employment, contract or agreement.
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FOD_PSN.1.17 The OSF shall define [assignment: rules] that all employees and contractors and third

party users not to take organizational assets off-site without authorization.

FOD_PSN.1.18 The OSF shall define [assignment: rules] that duties and areas of responsibility are
segregated to reduce opportunities for unauthorized or unintentional modification or misuse of the

organization’s assets.

FOD_PSN.1.19 The OSF shall define [assignment: security requirements] on a formal disciplinary

process for employees who have committed a security breach.

B.2.2.5 FOD_PSN.2 Information security awareness, education and training
PDependencies: no dependencies.
FOD_PSN.2.1 The OSF shall define and document [assignment: security requirements]

training and regular updates in organizational policies and procedures, as-relevant for tH
Function.

that all

employees of the organization, contractors and third party users receive appropriate awareness

eir job

awareness training should commence with a formal induction process designed to introd
prganization’s security policies and expectations before access to information or services is gn

FOD_PSN.2.3 The OSF shall define and document [assigntment: security requirements] that g
training should include security requirements, legal responsibilities and business controls, as

nformation on the disciplinary process.
B.2.3 Risk management administration (FOD._RSM)

B.2.3.1 Family behaviour

This family defines risk management for.administration. It includes risk management to the organizatio
related third parties.

B.2.3.2 Component levelling

FOD_RSM.1 Risk management within the organization. The procedures for risk management
prganization are definedy

FOD_RSM.2 Risk-management relating to third party access. The procedures for risk management of
by third parties, are defined.

B.2.3.3 - “Records

The operational system shall maintain and make available for inspection the following evidence.

FOD_PSN.2.2 The OSF shall define and document [assignment: Vsecurity requiremenlj‘s] that

ce the
anted.

ngoing
well as

kraining in the correct use of information processing facilities, use of software packagps and

h and to

to the

access

a) For FOD_RSM.1: Description of the risk management to the organization with concrete actions and

specifications and records on conducting the risk management.

b) For FOD_RSM.2: Description of the risk management of third party access with concrete actions and

specifications and records on conducting the risk management.

B.2.3.4 FOD_RSM.1 Risk management within the organization

Dependencies: no dependencies.
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FOD_RSM.1.1 The OSF shall define [assignment: procedures] for risk management to lists of
organizational information and information processing facilities, including home workers and other
remote or mobile users.

FOD_RSM.1.2 The OSF shall define [assignment: security requirements] for conducting of risk
management to the operational system with business process..

FOD_RSM.1.3 The OSF shall define [assignment: security requirements] that timely information about
technical vulnerabilities of information systems being used is obtained, the organization's exposure to
such vulnerabilit ) ) PR ) ) ) ot o

B.2.3.5/ FOD_RSM.2 Risk management relating to third party access
Dependencies: no dependencies.

FOD_RBM.2.1 The OSF shall define [assignment: procedures] for risk management of lists of
organigational information and information processing facilities which third parties¢will access with
the consideration of lists of controls employed by the third parties, legal and regulatory requirements
the thigd party should take into account and contractual obligations the organization and the third
party needs to take into account of.

FOD_RBSM.2.2 The OSF shall define [assignment: procedures] that the-risks to the organization’
information and information processing facilities from business processes involving external partie
are identified and appropriate controls implemented before granting-access.

B.2.4 Incident management administration (FOD_INC)

B.2.4.1| Family behaviour

This family defines incident management for administration. It includes specification of incident management.

B.2.4.2| Component levelling

FOD_INC.1 Security incidents. A formal\Security incident reporting procedure, incident management
procedyres and action to recovery are defined.

B.2.4.3| Records
The opgrational system shall. maintain and make available for inspection the following evidence.
a) Fof FOD_INC.1: Description of a formal security incident reporting procedure, incident managemen

procedures and¢action to recovery with concrete actions and specifications and records on security
incident reports;and their management.

B.2.4.4| FOD-INC.1 Security incidents

Depen ncles. l:ﬁl\ll_ll\lf‘_1 annrﬁng detected cnmlrify prnhlnmc

FOD_ORG.2 Management forum responsibilities.
FOD_INC.1.1 The OSF shall define [assignment: procedures] for a formal security incident reporting
together with an incident response procedure, setting out the action to be taken on receipt of an
incident report.

FOD_INC.1.2 The OSF shall specify [assignment: security requirements] for a point of contact where
everybody wanting to report an incident can turn to.
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FOD_INC.1.3 The OSF shall define [assignment: procedures] for incident management to handle
potential types of security incident, including system failures and loss of service, viruses and other
forms of malicious code, denial of service, errors resulting from incomplete or inaccurate business
data, breaches of confidentiality, integrity, accountability, authenticity, reliability or privacy, and
misuse of information systems.

FOD_INC.1.4 The OSF shall define [assignment: security requirements] on action to recovery from
security breaches and correct system failures.

faults

epo?ted by users regarding problems with information processing or communications systems.

OD_INC.1.6 The OSF shall define [assignment: procedures] that security incidents shquld be
eported through appropriate management channels as quickly as possible.

OD_INC.1.7 The OSF shall define [assignment: rules] to ensure that that all employees, confractors
and third party users of information systems and services are aware of the procedure for rejporting
security incidents and the point of contact.
OD_INC.1.8 The OSF shall define [assignment: rules] that all employees, contractors and third
party users of information systems and services are required to(note and report any obsefved or
suspected security weaknesses in systems or services.

OD_INC.1.9 The OSF shall define [assignment: responsibilities and procedures] for management to
ensure a quick, effective, and orderly response to information security incidents.

OD_INC.1.10 The OSF shall define [assignment: mechanisms] in place to enable the types, volumes,
and costs of information security incidents to be quantified and monitored.

OD_INC.1.11 The OSF shall define [assignment: security requirements] that where a follow-up action
against a person or organization after an information security incident involves legal action| (either

ivil or criminal), evidence is collected, retained, and presented to conform to the rules for evidence
aid down in the relevant jurisdiction(s).

B.2.5 Security organization administration (FOD_ORG)

B.2.5.1 Family behaviour

his family defines administration of the security organization. It includes specification of a manggement
orum.

B.2.5.2 Component levelling

OD_ORG.1 Security coordination responsibilities. The responsibilities for security coordination are defined.

OD_'ORG.2 Management forum responsibilities. The responsibilities of a management forum are defined.

B.2.5.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOD_ORG.1: Description of the responsibilities for security coordination with concrete actions and
specifications.

b) For FOD_ORG.2: Description of the responsibilities of the management forum with concrete actions and
specifications.
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B.2.5.4 FOD_ORG.1 Security coordination responsibilities

Dependencies: no dependencies.

FOD_ORG.1.1 The OSF shall define [assignment: responsibilities] that information security activities
are co-ordinated by representatives from different parts of the organization with relevant roles and job

functions.

FOD_ORG.1.2 The OSF shall define [assignment: security requirements] that appropriate contacts
with relevantautheritiesare-maintained-

FOD_ORG.1.3 The OSF shall define [assignment: security requirements] that appropriate contacts
with special interest groups or other specialist security forums and professional associations are
maintained.

B.2.5.5/ FOD_ORG.2 Management forum responsibilities

Dependencies: no dependencies.

FOD_ORG.2.1 The OSF shall define [assignment: responsibilities] for a management forum dealing
with sefurity issues.

FOD_ORG.2.2 The OSF shall define [assignment: requirements] for the- management forum to ensure
that security activities are executed in compliance with the information security policy; approv
methodologies and processes for information security, risk assessment, information classification]
identify threat changes and exposure of information and information processing facilities to threat
and asgess the adequacy and co-ordinate the implementation,of information security controls.

B.2.6 Pervice agreements administration (FOD_SER)

B.2.6.1| Family behaviour

This family defines service agreements on security administration. It includes specification of network services
security| requirements.

B.2.6.2| Component levelling

FOD_SER.1 Network services agreements. Security features, service levels and management requirements
of network services are defined.

B.2.6.3| Records
The opgrational system shall maintain and make available for inspection the following evidence.

a) Foll FOD.SER.1: Description of security features, service levels and management requirements of
network.services with concrete actions and specifications.

B.2.6.4 FOD_SER.1 Network services agreements

Dependencies: FOS_NET.1 Network services.

FOD_SER.1.1 The OSF shall define [assignment: security requirements] on identification of security
features, service levels and management requirements of all network services and inclusion of them

in a network service agreement.

FOD_SER.1.2 The OSF shall define [assignment: security requirements] on the ability of the network
service provider to manage agreed services in a secure way and agreement of the right to audit.
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FOD_SER.1.3 The OSF shall establish [assignment: agreements] for the exchange of information and

software between the organization and external parties.

B.3 Class FOS: IT systems

This class provides operational control requirements for IT systems in the operational system.

B.3.1 Policy for IT systems (FOS POL)

B.3.1.1 Family behaviour

This family defines security policies for IT systems in the operational system. It includes specific
security requirements, change control, malicious code control and cryptography.

B.3.1.2 Component levelling

FOS_POL.1 Security requirements. Update management procedures and identification of changes,
control and introduction of changed system are defined.

FOS_POL.2 Malicious code policy. Management procedures to deal with’malicious code are defined.
FOS_POL.3 Mobile code policy. Management procedures to deal-with mobile code are defined.

FOS_POL.4 Cryptography policy. Procedures for use of cryptographic techniques, management pro
for cryptographic keys are defined.

FOS_POL.5 Public systems. Protection procedures for publicly available system are defined.

B.3.1.3 Records
The operational system shall maintain andimake available for inspection the following evidence.

p) For FOS_POL.1: Description ©f,the security requirements and change controls with concrete acti
specifications and records_on conducting the control.

b) For FOS_POL.2: Description of the management procedures to deal with malicious code with ¢
actions and specifications and records on conducting the malicious code control.

c) For FOS_POL:3: Description of the management procedures to deal with mobile code with ¢
actions and-specifications and records on conducting the mobile code control.

d) For FOS-POL.4: Description of policy for use of cryptographic techniques and records on condug
cryptegraphic control.

e)-"‘For FOS_POL.5: Description of protection procedures for publicly available systems with concrete
and specifications and records on conducting the control

ation of

change

cedures

bns and

oncrete

oncrete

ting the

actions

B.3.1.4 FOS_POL.1 Security requirements

Dependencies: FOM_PRM.2 Segregation of privileges.

FOS_POL.1.1 The OSF shall define [assignment: procedures] on a software update management
process to ensure the most up-to-date approved patches and application updates are installed for all

authorized software.
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FOS_POL.1.2 The OSF shall define [assignment: procedures] on identification of changes to
information processing facilities and systems and assessment on potential impacts.

FOS_POL.1.3 The OSF shall define [assignment: procedures] for formal change control to control the
implementation of changes to information processing facilities and systems.

FOS_POL.1.4 The OSF shall define [assignment: procedures] for maintenance and copying of
program source libraries in accordance with change control.

r compliance with secu

FOS_PA . y o
rity implementation standards.

regular]y checked fo

FOS_POL.1.6 The OSF shall specify [assignment: security controls] in the statements of business
requirements for new information systems, or enhancements to existing information systems.

FOS_POL.1.7 The OSF shall define [assignment: procedures] to control the installation’ of software
on operational systems.

FOS_PDL.1.8 The OSF shall define [assignment: procedures] that when operating systems are
changed, business critical applications are reviewed and tested to ensure there’is no adverse impact
on organizational operations or security.

FOS_POL.1.9 The OSF shall define [assignment: rules] that modifications to software packages ig
discouraged, limited to necessary changes, and all changes are strictly controlled.

FOS_POL.1.10 The OSF shall document, maintain and make available [assignment: procedures] to al
users who need them.

B.3.1.5| FOS_POL.2 Malicious code policy
Dependencies: no dependencies.

FOS_POL.2.1 The OSF shall define [assignmient: procedures] for management to deal with malicious
code protection on systems, reporting and-recovering from malicious code attacks.

FOS_POL.2.2 The OSF shall define.[assignment: procedures] for the detection of and protection
against malicious code that may be transmitted through the use of communication facilities.

FOS_PQOL.2.3 The OSF shall_define [assignment: responsibilities] to deal with malicious code
protectjon on systems, training in their use, reporting and recovering from malicious code attacks.

FOS_POL.2.4 The OSF_shall define [assignment: procedures] to implement detection, prevention
and redovery controls'to protect against malicious code and appropriate user awareness.

B.3.1.6| FOS_POL.3 Mobile code policy

Dependencies: no dependencies.

FOS_POL.3.1 The OSF shall define [assignment: procedures] for management to authorize the use of
mobile code.

FOS_POL.3.2 The SSF shall define [assignment: security requirements] on the configuration of

mobile code to ensure that authorized mobile code operates according to a clearly defined security
policy, and unauthorized mobile code is prevented from executing.
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B.3.1.7 FOS_POL.4 Cryptography policy

Dependencies: no dependencies.

FOS_POL.4.1 The OSF shall define [assignment: a cryptographic policy] on the use of cryptographic
controls for protection of information in compliance with all relevant agreements, laws, and

regulations.

FOS_POL.4.2 The OSF shall define [assignment: a cryptographic policy] on the use of cryptography

OS_POL.4.3 The OSF shall define [assignment: procedures] for key management to(support the
organization’s use of cryptographic techniques.

OS_POL.4.4 The OSF shall define [assignment: security requirements] on Jlegal advice| before
encrypted information or cryptographic controls are moved to another country.

OS_POL.4.5 The SSF shall provide [assignment: controls] that any related cryptographic keys

passociated with encrypted archives or digital signatures are kept securely and made available to
authorized persons when needed.

B.3.1.8 FOS_POL.5 Public systems
Dependencies: no dependencies.

OS_POL.5.1 The SSF shall provide [assignment: controls] for the protection of software, data and
other information requiring high level of integrity being'made available on a publicly available system.

OS_POL.5.2 The OSF shall provide [assignmént: security requirements] for the publicly acgessible
system to be tested against weaknesses and failures prior to information being made available.

OS_POL.5.3 The SSF shall provide [assignment: security requirements] that there is a|formal
approval process before information issmade publicly available.

OS_POL.5.4 The SSF shall provide [assignment: security requirements] that all input provided from
he outside to the system is verified and approved.

B.3.2 Configuration of ITsystems (FOS_CNF)

B.3.2.1 Family behaviour

his family defines configuration of IT system. It includes separation of development and opgrational
environment, ‘and system configuration.

B.3.2.2°"Component levelling

OS_CNF.1 Separation of development and operational environment. Separation of developmeént and
operational environment and access control are defined.

FOS_CNF.2 System configuration. Management of shared resources and system configuration are defined.

B.3.2.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_CNF.1: Description on the separation of development and operational environment with
concrete actions and specifications and records on conducting the control.
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b) For FOS_CNF.2: Description of the management of shared resources and system configuration with
concrete actions and specifications and records on conducting the control.

B.3.2.4 FOS_CNF.1 Separation of development and operational environment
Dependencies: no dependencies.

FOS_CNF.1.1 The OSF shall define [assignment: rules] on level of separation that is necessary,
between operational, test and development environments, to prevent operational problems.

FOS_CNF.1.2 The OSF shall define [assignment: rules] for the transfer of software from development
to operptional status.

FOS_CNF.1.3 The SSF shall provide [assignment: measures] of access control that) apply to
operatipnal application systems, to test application systems for protection of operational data.

FOS_CNF.1.4 The SSF shall provide [assignment: controls] of restrictions for IT{support staff to
access|to program source libraries.

FOS_CNF.1.5 The OSF shall define [assignment: rules] development and operational software run on
different systems or different processors.

FOS_CNF.1.6 The OSF shall define [assignment: rules] when operational information is copied to 4
test application system.

B.3.2.5| FOS_CNF.2 System configuration
Dependencies: no dependencies.

FOS_CNF.2.1 The OSF shall define [assignmenti‘rules] segregation of groups of information
services, users and information systems, on networks.

FOS_CNF.2.2 When a sensitive application is to run in a shared environment, the OSF shall define
[assignment: rules] identification of the -application systems with which it will share resources with
the owner of the sensitive application.

FOS_CNF.2.3 The OSF shall define [assignment: rules] that sensitive systems have a dedicated
(isolated) computing environment.

B.3.3 Network security of iT systems (FOS_NET)

B.3.3.1| Family behaviour

This farily defines) hetwork security of IT systems. It includes specification of network security and network
services.

B.3.3.2[ Component levelling

FOS_NET.1 Network services. Network services and their access are defined.

FOS_NET.2 Network security. Protection of networks, security of information in networks, confidentiality and
integrity of transmission data are defined.
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B.3.3.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_NET.1: Description on the network services with concrete actions and specifications and
records on the access to the network.

b) For FOS_NET.2: Description of protection of networks, security of information in networks with concrete
actions and specifications and records on the control.

.3.3.4 FOS_NET.1 Network services
ependencies: no dependencies.
OS_NET.1.1 The OSF shall define [assignment: rules] for the networks and network serviges that

re allowed to be accessed, authorization procedures for determining who is allowed to acces$ which
etworks and networked services.

.3.3.5 FOS_NET.2 Network security
ependencies: no dependencies.

OS_NET.2.1 The SSF shall provide [assignment: controls] to shut down inactive sessions |in high
isk locations after a defined period of inactivity.

OS_NET.2.2 The SSF shall provide [assignment: controls] to clear the terminal screen angl close
oth application and network sessions after a definéd-period of inactivity on a time-out facility.

OS_NET.2.3 The SSF shall provide [assignmént: controls] to make restrictions on connection times
o provide additional security for high-risk applications.

OS_NET.2.4 The SSF shall provide [assignment: measures] for linking network access rights to
ertain times of day or dates.

OS_NET.2.5 The SSF shall provide [assignment: controls] to segregate groups of information
ervices, users, and information systems on networks.

OS_NET.2.6 The SSE-shall provide [assignment: controls] to restrict the capability of users to
onnect to the network-for shared networks, especially those extending across the organi{ation’s
oundaries, in line,with the access control policy and requirements of the business applications.

OS_NET.2.7 /The SSF shall provide [assignment: controls] to routing for networks to ensure that
omputer connéctions and information flows do not breach the access control policy of the business
pplications.

.3:4/Monitoring of IT systems (FOS_MON)

B.3.4.1 Family behaviour

This family defines monitoring of IT systems. It includes specification of audit log, legal advice, alarm and
monitoring requirements.

B.3.4.2 Component levelling

FOS_MON.1 Audit logs. Audit requirements, audit management, production of audit, recorded information in
the log and logging of system administrator are defined.

FOS_MON.2 Legal advice. Legal advice before implementing monitoring procedures is defined.
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FOS_MON.3 Alarm requirements. Alarm parameter settings and alarm response are defined.

FOS_MON.4 Monitoring system use. Monitoring of system use is defined.
B.3.4.3 Records

The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_MON.1: Description of the procedures for production of audit logs with concrete actions and
spdcifications and records of audit logs in detall.

b) Fol FOS_MON.2: Description of the legal advice with concrete actions and specifications.

c) Foll FOS_MON.3: Description of alarm parameter settings and alarm response records withy concretg
actlons and specifications and records on conducting the control.

d) Fol FOS_MON.4: Description of procedures for reviewing monitoring activities with eoncrete actions and
sp4gcifications and records on conducting the reviews.

B.3.4.4( FOS_MON.1 Audit logs

Dependencies: no dependencies.

FOS_MON.1.1 The OSF shall plan [assignment: security requifements] for audit and activitie
involving checks on operational systems and agree to minimize-the risk of disruptions to busines

FOS_MQN:18 The Q psta 3 o
processing facilities and for reviewing the results of the monitoring activities regularly.

FOS_MON.1.9 The SSF shall provide [assignment: security measures] to protect logging facilities and
log information against tampering and unauthorized access.

FOS_MON.1.10The SSF shall produce [assignment: procedures] for logging of faults, analysis and
appropriate action taken.
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B.3.4.5 FOS_MON.2 Legal advice

Dependencies: no dependencies.

FOS_MON.2.1 The OSF shall define [assignment: rules] to take legal advice before implementing

monitoring procedures.

B.3.4.6 FOS_MON.3 Alarm requirements

ependencies. no dependencies.

OS_MON.3.1 The SSF shall provide [assignment: measures] to alarm to the operational syste

m.

OS_MON.3.2 The SSF shall provide [assignment: capabilities] to set alarm parameters, prg-define

alarm events and alarm changes of the alarm settings of the operational system.

OS_MON.3.3 The OSF shall define [assignment: rules and procedures] that'are defined for expcution
pon receipt of alarms and the required actions, including any timjng ‘constraints, responsible

persons and reporting.
B.3.4.7 FOS_MON.4 Monitoring system use

Dependencies: no dependencies.

OS_MON.4.1 The OSF shall provide [assignment: procedures] for monitoring use of info
processing facilities and reviewing the results of the monitoring activities.

OS_MON.4.2 The OSF shall define [assignment{’security requirements] that the level of mo
equired for individual facilities is determined by.a risk assessment.

B.3.5 Personnel control of IT systems(FOS_PSN)

B.3.5.1 Family behaviour

rmation

hitoring

his family defines personnel controls for IT system. It includes specification of user authorization, malicious

ode, system use and facilities:

B.3.5.2 Component levelling

OS_PSN.1 User“authorization. User registration, user authentication and rules to keep authentication

nformation suchras’passwords confidential are defined.

OS_PSN.2°System use. Procedures to terminate active sessions are defined.

B.3.6.3~ Records

a) For FOS_PSN.1: Description of user registration, user authentication and rules to keep authentication
information confidential with concrete actions and specifications and records on conducting the control.

b) For FOS_PSN.2: Description of procedures to terminate active sessions with concrete actions and

specifications and records on conducting the control.
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B.3.5.4 FOS_PSN.1 User authorization

Dependencies: FOM_PRM.2 Segregation of privilege
FOD_PSN.1 Personnel roles and responsibilities
FOD_PSN.3 Personnel agreement

FOS_PSN.1.1 The OSF shall define [assignment: procedures] for a formal user registration and de-
registration-for-granti avoki

FOS_PBN.1.2 The OSF shall define [assignment: procedures] that include using unique user IDs so
that users can be linked to and made responsible for their actions (the use of group IDs should only
be permmitted where they are suitable for the work carried out), checking that the~user hag
authorigation from the system owner to use the requested system or service in the access contro
procedpre within the user registration and de-registration process.

FOS_PBN.1.3 The OSF shall define [assignment: procedures] that issue temporary authentication
information following positive identification of the user when users forget or lose)their authentication
information. Temporary authentication information shall be passed to users in.asecure manner.

FOS_PBN.1.4 The OSF shall define [assignment: rules] to prevent) loss or compromise of
authentication information, e.g. to avoid keeping a record of passwords unless this can be stored
securely, select quality passwords with sufficient minimum length;,not based on anything somebody
else cquld easily guess or obtain using person related information, change passwords at regulat
intervals or based on the number of accesses and avoid re-using or cycling old passwords, chang
temporpry passwords at the first log-on, do not include passwords in any automated log-on proces
and do(not share individual user passwords.

FOS_PBN.1.5 The OSF shall define [assignment: rules] to sign a statement to prevent loss
comprgmise or misuse of authentication information-e.g. to keep personal passwords confidential and
work group passwords solely within the members,of the group.

FOS_PBN.1.6 The SSF shall provide [assignment: measures] to provide users initially with secure
temporary authentication information that.they are forced to change or confirm immediately.

FOS_PBN.1.7 The OSF shall define [assignment: rules] that user authentication information is never
stored pn computer system in an-unprotected form.

FOS_PBN.1.8 The OSF shall -define [assignment: a formal management process] to control the
allocation of authentication-data to users.

B.3.5.5| FOS_PSN.2,System use

Dependencies: .no)dependencies.

FOS_PBN2.1 The OSF shall define [assignment: procedures] to terminate active sessions when
finished,-unless they can be secured by an appropriate locking mechanism.

FOS_PSN.2.2 The OSF shall define [assignment: procedures] to log-off mainframe computers,
servers and office PCs when the session is finished.

FOS_PSN.2.3 The OSF shall define [assignment: rules] to use different user profiles for operational
and test systems and menus.

FOS_PSN.2.4 The OSF shall define [assignment: rules] not to leave personal computers and

computer terminals and printers logged on when unattended and protect them by key locks,
passwords, or other controls when not in use.
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B.3.6 Operational system assets of IT systems (FOS_OAS)

B.3.6.1 Family behaviour

This family defines the security of operational assets of IT systems. It includes specification of protection of
operational assets, system program, back up and authentication information.

B.3.6.2 Component levelling

FOS_OAS.1 Protection of operational assets. Erasure of operational information, access control and secure
keeping of system documentations are defined. Criteria for acceptance of new systems, rules of\the use of
utility program, authentication procedures for system utilities, procedures for updating of the”opgrational
software, rules not to use of unauthorized software and responsibility for following up vendors release of
patches are defined.

1%
o

FOS_OAS.2 Back-up procedures. Procedures to back-up copies of information and.software are defin

B.3.6.3 Records
The operational system shall maintain and make available for inspection the‘following evidence.

n) For FOS_OAS.1: Description of erasure of operational information; access control and secure kegping of
system documentation with concrete actions and specifications and records on conducting the|control.
Description on criteria for acceptance of new systems, rules of the use of utility program, authentication
procedures for system ultilities, procedures for updating/of the operational software, rules not t¢ use of
unauthorized software and responsibility for following-up vendors release of patches with concrete actions
and specifications and records on conducting the control.

b) For FOS_OAS.2: Description of procedures to“back-up copies of information and software with goncrete
actions and specifications and records on gonducting the control.

B.3.6.4 FOS_OAS.1 Protection of operational assets
PDependencies: FOS_POL.1 Security:requirements

FOS_OAS.1.1 The OSF shall define [assignment: rules] for erase of operational information|from a
test application system immediately after the testing is complete.

FOS_OAS.1.2 The OSF shall define [assignment: security requirements] for control of program
istings in a secure-environment.

FOS_OAS.1.3,"The SSF shall provide [assignment: controls] for protection and secure keeping of
ystem documentation against unauthorized access.

OS__OAS.1.4 The SSF shall provide [assignment: controls] not to make accessible compilers,
ditors and other development tools or system utilities from operational systems.

e shall define [assignment: acceptance criteria] for new information systems
and upgrades, and for new versions to be established and suitable tests carried out during
development prior to acceptance.

FOS_OAS.1.6 The OSF shall define [assignment: security requirements] for detection, prevention and
recovery to protect against malicious code and user awareness.

FOS_OAS.1.7 The OSF shall define [assignment: rules] to restrict and control use of utility programs
that might be capable of overriding system and application controls.
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FOS_OAS.1.8 The SSF shall provide [assignment: controls] for authentication for system utilities,
segregation of system utilities from applications software, limitation of the use of system utilities to
the minimum practical number of trusted, authorized users.

FOS_OAS.1.9 The OSF shall define [assignment: procedures] for the updating of the operational
software, applications and program libraries by trained administrators upon appropriate management
authorization.

FOS_OAS.1.10 The OSF shall define [assignment: rules] that only executable code is held on the
operatiphal-system-

FOS_OAS.1.11 The OSF shall define [assignment: rules] that applications and operating system
softwale are implemented after extensive and successful testing.

FOS_OAS.1.12 The OSF shall define [assignment: rules] that physical or logical access-is\only given
to suppliers for support purposes when necessary, and with management approval.

FOS_OJAS.1.13 The OSF shall define [assignment: rules] not to use of unauthorized software.

FOS_OJ|AS.1.14 The OSF shall define [assignment: responsibility] for following<up vendors releases of
patches and fixes for application programs.

FOS_OJ|AS.1.15 The OSF shall define [assignment: procedures] to upgrade to a new release taking into
account the security of the release, the introduction of new security functionality or the number and
severity of security problems affecting the current version.

FOS_OAS.1.16 The OSF shall define [assignment: rules] for.the acceptable use of information and

assets | associated with information processing facilities to be identified, documented, and
implemented.

B.3.6.5/ FOS_OAS.2 Back-up procedures
Dependencies: no dependencies.

FOS_O|AS.2.1 The SSF shall provide fassignment: procedures] to take and test back-up copies of
informgtion and software regularly in accordance with an agreed backup policy.

FOS_OAS.2.2 The OSF shall define [assignment: procedures] to produce necessary level of back-up
information, together with accurate and complete records of the back-up copies and documented
restoration procedures.

FOS_OAS.2.3 The OSF shall define [assignment: procedures] for back-up media to ensure that they
can be relied upon for.emergency use when necessary.

FOS_O|AS.2.4 .The OSF shall define [assignment: procedures] to ensure they are effective and that
they can be complete within time allotted in the operational procedures for recovery.

FOS_OAS.2.5 The OSF shall define [assignment: security requirements] on back-up arrangement for
individual systems to ensure that they meet requirements of business continuity plans.

B.3.7 Records for IT systems (FOS_RCD)

B.3.7.1 Family behaviour

This family defines the records to be kept for IT systems. It includes specification of records.
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B.3.7.2 Component levelling

FOS_RCD.1 Records. Recording of all suspected faults is defined.

B.3.7.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_RCD.1: Description of all suspected faults with concrete actions and specifications and

records

on conducting the control.

B.3.7.4 FOS_RCD.1 Records
PDependencies: no dependencies.

FOS_RCD.1.1 The SSF shall provide [assignment: measures] for recording of all suspected o
faults and corrective maintenance of equipment.

B.4 Class FOA: User Assets

This class provides operational control requirements for user assets.6f the operational system.
B.4.1 Privacy data protection (FOA_PRO)

B.4.1.1 Family behaviour

This family defines policy for user assets. It includes:specification of privacy data, cryptography, mang
pf user assets and roles and responsibilities.

B.4.1.2 Component levelling

FOA_PRO.1 Privacy data. Rules not:\te’use operational databases containing personal information for]
Fules to obtain publicly available information in compliance with data protection legislation, and respon
pf the owner of data to inform.the authorised officer of the organization responsible for data proted
defined.

B.4.1.3 Records
The operational system shall maintain and make available for inspection the following evidence.

n) For FOASPRO.1: Description of the rules not to use personal databases containing personal info
rules to 'obtain publicly available information in compliance with data protection legislation securit
reSponsibility of the owner of the data to inform the authorised officer of the organization respon
data protection with concrete actions and specifications and records on conducting the control.

r actual

gement

testing,
Sibilities
tion are

'mation,

policy,
sible for

B.4.1.4 FOA_PRO.1 Privacy data

Dependencies: no dependencies.

FOA_PRO.1.1 The OSF shall define [assignment: rules] not to use operational databases containing

personal information for testing purposes.

FOA_PRO.1.2 The OSF shall define [assignment: rules] to obtain publicly available information in
compliance with data protection legislation, to process completely and accurately in a timely manner

and to protect during the collection process and when stored.
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FOA_PRO.1.3 The OSF shall define [assignment: responsibilities and rules] of the owner of the data
to inform the authorised officer of the organization responsible for data protection about any
proposals to keep personal information, and to ensure awareness of the data protection principles
defined in relevant legislation.

B.4.2 User assets information protection (FOA_INF)

B.4.2.1 Family behaviour

This farmily defines information protection for user assets. It includes data protection, procedures and rules.

B.4.2.2| Component levelling
FOA_INF.1 Data protection. Guidelines on the retention of records in transit, procedures to permiit appropriate

destruction of records and security for electronic communications are defined. Procedures for-labelling and
handling of information are defined.

B.4.2.3| Records

The opgrational system shall maintain and make available for inspection the following evidence.

a) Forll FOA_INF.1: Guidelines on the retention of records in transit, jprocedures to permit appropriate
degtruction of records and security for electronic communications with concrete actions and

specifications. Description of procedures for labelling and handling ‘of information with concrete actiong
and specifications and records on conducting the control.

B.4.2.4| FOA_INF.1 Data protection
Dependencies: FOS_POL.1 Security requirements

FOA_INF.1.1 The OSF shall define [assignment: guidelines] on the retention, storage, handling and
disposal of records and information.

FOA_INF.1.2 The OSF shall define [assignment: rules] for a retention schedule identifying essentia
record types and the period of time for which they should be retained.

FOA_INF.1.3 The OSF shall define [assignment: procedures] to permit appropriate destruction of
recordg after that period if they.are not needed by the organization.

FOA_INF.1.4 The SSF shall provide [assignment: measures] that the information shall be destroyed
deleted or overwritten-using approved techniques for devices containing sensitive information.

FOA_INF.1.5 The~SSF shall provide [assignment: measures] for electronic communications by
protecting messages from unauthorized access, modification or denial of services, ensuring correct
addreang and transportation of the message, reliability and availability of the service, lega

considération.

FOA_INF.1.6 The OSF shall define [assignment: procedures] for labelling and handling for
information including both in physical and electronic formats in accordance with classification
scheme adopted by the organization.

FOA_INF.1.7 The OSF shall define [assignment: rules] for identification of privileges associated with
each system product and each application, and the categories of staff to which they need to be
allocated.

FOA_INF.1.8 The OSF shall define [assignment: rules] for allocation of privileges to users on a
need-to-use basis and on an event-by-event basis in line with the access control policy.
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FOA_INF.1.9 The OSF shall define [assignment: security requirements] to protect information
involved in electronic commerce passing over public networks from fraudulent activity, contract
dispute, and unauthorized disclosure and modification.

B.5 Class FOB: Business

This class provides operational control requirements for business of the operational system.

B.5.1 Business policies (FOB_POL)

B.5.1.1 Family behaviour

This family defines business policies. It includes specification of security requirements and intg¢llectual
property.

B.5.1.2 Component levelling
FOB_POL.1 Security requirements. Business value of the information assets”involved, security requifements
pf individual business applications, identification of all information related to the business applicatipns and

security roles and responsibilities for implementing and maintaining, Seeurity polices are defined. Apgropriate
procedures to ensure compliance with legal restrictions on the use of material are defined.

B.5.1.3 Records

The operational system shall maintain and make availablefor inspection the following evidence.

n) For FOB_POL.1: Description of business value of the information assets involved, security requifements
of individual business applications, identification of all information related to the business applicatipns and
security roles, responsibilities for implementing and maintaining security polices, appropriate progedures

to ensure compliance with legal restrictions on the use of material with concrete actions and
specifications and records on conducting the control.

B.5.1.4 FOB_POL.1 Security requirements

PDependencies: FOS_POL.1-Security requirements

FOB_POL.1.1 The OSF shall specify [assignment: security policy] to determine the business value of
the system and information assets that form part of the overall system.

FOB_POL.1.2{The OSF shall define [assignment: security requirements] of individual bysiness

applications;/identification of all information related to the business applications and the risks the
nformatjon(is facing, policies for information dissemination and authorization, consistency Hetween

the access control and information classification policies of different systems and networks, relevant
egislation and any contractual obligations regarding protection of access to data or seérvices,

management of access rights in a distributed and networked environment which recognizes all types
; ¥ ilabl

FOB_POL.1.3 The OSF shall define [assignment: roles and responsibilities] for implementing and
maintaining security polices, for the protection of asset.

FOB_POL.1.4 The OSF shall define [assignment: roles and responsibilities] and communication to
job candidates during the pre-assignment process.

FOB_POL.1.5 The OSF shall define [assignment: procedures] to ensure compliance with legislative,

regulatory, and contractual requirements on the use of material in respect of which there may be
intellectual property rights and on the use of proprietary software products.
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FOB_POL.1.6 The OSF shall develop and implement [assignment: policies and procedures] to
protect information associated with the interconnection of business information systems.

B.5.2 Business continuity (FOB_BCN)

B.5.2.1 Family behaviour

This family defines business continuity activities. It includes specification of business impact analysis, fault
isolation and business continuity plans.

B.5.2.2| Component levelling
FOB_BLCN.1 Impact analysis. Impact analysis for business continuity, business continuity plans tosmaintain of

restore [business operations, isolation of security faults and special access granted at the time of security
faults afe defined.

B.5.2.3| Records
The opgrational system shall maintain and make available for inspection the following-évidence.
a) Foq FOB_BCN.1: Description of business continuity impact analysis, -business continuity plans tg

majntain or restore business operations, fault isolation plans and spe¢ial access granted at the time of
sequrity faults with concrete actions and specifications.

B.5.2.4] FOB_BCN.1 Impact analysis
Dependencies: FOD_RSM.1 Risk management within the organization
FOB_BCN.1.1 The OSF shall define [assignment: security requirements] on conducting a business

impact|analysis to identify events that can cause.interruptions to business processes along with the
lity and impact of such interruptions and their consequences for information security.

FOB_BLCN.1.4 The OSF_shall specify [assignment: security requirements] for understanding the risk
the orgpnization is facing’in terms of their likelihood and their impact, understanding the impact whic
interruptions are likely’to have on the business, formulating and documenting a business continuit
strategy consistent-with the agreed business objectives and priorities, formulating and documentin
busine$s continuity plans in line with the agreed strategy, regular testing and updating of the plan
and prgcesses.put in place and ensuring that the management of business continuity is incorporate
in the drganization’s processes and structure for business continuity.

FOB_BCN.1.5 The OSF shall define [assignment: security requirements] for development and
implementation of business continuity plans to maintain or restore operations and ensure availability
of information at the required level and in the required time scales following interruption to, or failure
of, critical business processes.

FOB_BCN.1.6 The OSF shall define [assignment: procedures] that a copy of the business continuity
plans are stored in a remote location, at a sufficient distance to escape any damage from disaster at
the main site. It shall be ensured that these copies are up-to-date and protected with the same security
level as on the main site.
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FOB_BCN.1.7 The OSF shall specify [assignment: security requirements] for the conditions for its
activation, as well as the individuals responsible for executing each component of the plan for each

business continuity plan.

FOB_BCN.1.8 The OSF shall define [assignment: security requirements] on testing and updating of

business continuity plans to ensure that they are up to date and effective.

FOB_BCN.1.9 The OSF shall define [assignment: security requirements] on security faults isolation
plans such that impact of a fault has minimal impact on business continuity on occurrence of security

OB_BCN.1.10 The OSF shall define [assignment: rules] for special access to the operational
ssets at the time of security faults.

OB_BCN.1.11The OSF shall define [assignment: security requirements] that a managed pr
eveloped and maintained for business continuity throughout the organization-that addres
nformation security requirements needed for the organization’s business continuity.

usiness continuity plans to ensure that all plans are consistent, consistently address info
ecurity requirements, and identify priorities for testing and maintenance.
B.6 Class FOP: Facility and Equipment

This class provides operational control requirements for<equipment, faciliies and premises wi
pperational system.

B.6.1 Mobile equipment (FOP_MOB)

B.6.1.1 Family behaviour

This family defines mobile equipment security requirements. It includes specification of security requi
and roles and responsibilities.

B.6.1.2 Component levelling

FOP_MOB.1 Security requirements for mobile equipment. Requirements for physical protecti

unattended equipment are defined.

B.6.1.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a)-/For FOP_MOB.1: Description of requirements for physical protection and procedures to take

Isystem

cess is
es the

OB_BCN.1.12The OSF shall define [assignment: security requirements] for a single framework of

rmation

hin the

rements

pn and

procedures to take caré ‘of security measures when using mobile computing facilities in public places are
defined. Rules for.the use of personal or privately owned information processing facilities and rules that

care of

security measures when using mobile computing facilities in public places with concrete actions and
specifications. Description of rules for the use of personal or privately owned information processing
facilities and rules that unattended equipment with concrete actions and specifications and records on

conducting the control.
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B.6.1.4 FOP_MOB.1 Security requirements for mobile equipment
Dependencies: no dependencies.

FOP_MOB.1.1 The OSF shall define [assignment: security requirements] for risks of working with
mobile computing equipment in unprotected environments in the mobile computing policy.

FOP_MOB.1.2 The OSF shall define [assignment: security requirements] for physical protection,
access controls, cryptographic techniques, back-ups, and virus protection in the mobile computing
policy.

FOP_MOB.1.3 The SSF shall provide [assignment: measures] to protect against risks of using mobile
computing facilities.

FOP_MOB.1.4 The OSF shall define [assignment: procedures] to take care of security measures when

FOP_MOB.1.6 The OSF shall define [assignment: rules] for the use of personal or privately owned
information processing facilities for processing business information.

FOP_MOB.1.7 The OSF shall define [assignment: rules] that unattended equipment and media at the

premises should not be left in public places and that portable computers shall be carried as hand
luggage and disguised where possible when travelling.

B.6.2 Removable equipment (FOP_RMM)

B.6.2.1| Family behaviour

This farily defines security procedures for.removable equipment. It includes specification of management of
removaple media.

B.6.2.2| Component levelling

FOP_RMM.1 Management of-Removable Media. Procedures for the management of removable computer
media, procedures on autharization for media removed from the organization and procedures for erase of the
content$ of any re-usable‘media are defined.

B.6.2.3| Records
The opgrationalsystem shall maintain and make available for inspection the following evidence.

a) Foll FOP_RMM.1: Description of procedures for the management of removable computer media
procedures on authorization for media removed from the organization and procedures for erase of the
contents of any re-usable media, with concrete actions and specifications and records on conducting the
control.

B.6.2.4 FOP_RMM.1 Management of Removable Media
Dependencies: no dependencies.

FOP_RMM.1.1 The OSF shall define [assignment: procedures] for the management of removable
computer media.
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FOP_RMM.1.2 The OSF shall define [assignment: procedures] on authorization for media removed
from the organization.

FOP_RMM.1.3 The OSF shall define [assignment: procedures] for minimization of risks concerning
with leakage of sensitive information to unauthorized persons for establishment of formal procedures
for the secure disposal of media.

FOP_RMM.1.4 The OSF shall define [assignment: procedures] for erasure of the contents, including
any sensitive data and licensed software, of any re-usable media and equipment containing storage
medi 2 e-to—be-femoves om-the—organi ior-whenhe ohge ire A Ree em for

ompletion.
.6.3 Remote equipment (FOP_RMT)

B.6.3.1 Family behaviour

his family defines security procedures for remote equipment. It includes specification of management of
emote equipment.

B.6.3.2 Component levelling

OP_RMT.1 Management of Remote Equipment. Responsibilities and procedures for the management and
se of remote equipment and the procedures for remote access to business information are defined.

B.6.3.3 Records
he operational system shall maintain and make available for inspection the following evidence.
) For FOP_RMT.1: Description of responsibilities and procedures for the management and use off remote

equipment and the procedures for remotg, access to business information with concrete actions and
specifications and records on conducting-the control.

B.6.3.4 FOP_RMT.1 Management of‘Remote Equipment
Dependencies: no dependencies.

OP_RMT.1.1 The OSF(_shall define [assignment: responsibilities and procedures] for the
anagement and use of.remote equipment including equipment in user areas.

OP_RMT.1.2 The -OSF shall define [assignment: procedures] for remote access to business
nformation across public network using mobile computing facilities only after sudcessful
dentification and authentication, and with suitable access control mechanisms.

OP_RMTA.3 The SSF shall provide [assignment: measures] for a key lock or an equivalent |control
or secure PCs or terminals from unauthorized use.

OP RMT.1.4 The SSF shall provide [assignment: measures] for automatic equipment identification
as a means to authenticate connections from specific locations and equipment.

FOP_RMT.1.5 The SSF shall provide [assignment: controls] for physical and logical access to
diagnostic and configuration ports.
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B.6.4 System equipment (FOP_SYS)

B.6.4.1 Family behaviour

This family defines security procedures for system equipment. It includes specification of management of
system equipment.

B.6.4.2 Component levelling

FOP_SY¥S.1 Management of System Equipment. Site fallback equipment and back-up media, rules to keep
hazardqus or combustible materials, procedures to inspect incoming material and protection of network
cabling gre defined.

B.6.4.3| Records
The opgrational system shall maintain and make available for inspection the following evidence.
a) Forll FOP_SYS.1: Description of site fallback equipment and back-up media, rules to keep hazardous ot

combustible materials, procedures to inspect incoming material and protection,of network cabling with
corjcrete actions and specifications.

B.6.4.4| FOP_SYS.1 Management of System Equipment
Dependencies: no dependencies.

FOP_S¥S.1.1 The OSF shall define [assignment: rules] for site fallback equipment and back-up
media at a safe distance to avoid damage from a disaster at the main site.

FOP_SY¥S.1.2 The OSF shall define [assignment: rules] to keep hazardous or combustible materialg
securely at a safe distance from a secure area.

FOP_S¥S.1.3 The OSF shall define [assignment: rules] to keep directories and internal telephone
books identifying locations of sensitive information processing facilities not accessible by the public.

FOP_S¥S.1.4 The OSF shall define [assignment: procedures] to inspect incoming material for
potentifl threats before it is moved from the delivery and loading area to the point of use.

FOP_SY¥S.1.5 The SSF shall provide [assignment: measures] for protection of network cabling from
unauthprized interception or damage through public areas.

FOP_S¥S.1.6 The OSF shall define [assignment: rules] to maintain equipment in accordance with
suppligr's recommended service intervals and specifications.

FOP_SY¥S.1.7 .The OSF shall define [assignment: rules] that only authorized maintenance personne
should|carry out repairs and service equipment.

FOP_SY¥S:1.8 The OSF shall define [assignment: controls] for an appropriate level of physical and
environmental protection consistent with the standards applied at the main site for back-up
information. Controls applied to media at the main site shall be extended to cover the back-up site.

FOP_SYS.1.9 The OSF shall define [assignment: rules] for keeping of all media in a safe and secure
environment in accordance with manufactures’ specification.

FOP_SYS.1.10 The OSF shall define [assignment: responsibilities] for protecting unattended

equipment for all employees, contractors and third party users of the security requirements and
procedures.

76 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

FOP_SYS.1.11 The OSF shall define [assignment: procedures] to ensure that all relevant information
is transferred to the organization and securely erased from the equipment, in case where an employee
or contractor or third party user purchase the organization’s equipment or uses their own personal
equipment.

FOP_SYS.1.12 The OSF shall provide [assignment: controls] for media containing information to be
protected against unauthorized access, misuse or corruption during transportation beyond an
organization’s physical boundaries.

B-6.5 Facliity Management (FOP_MNG)
B.6.5.1 Family behaviour

This family defines management of facilities. It includes specifications of physical security, ‘supporting|utilities,
and communications links.

B.6.5.2 Component levelling
FOP_MNG.1 Physical security. Physical security for offices, rooms and facilities is defined. Separation of
development, test and operational facilities is defined. Requirements (for\ adequate back-up facilities, and
protection of information processing facilities are defined.

FOP_MNG.2 Power supporting utilities. The control of supporting utilities and the use of a back-up generator
are defined.

FOP_MNG.3 Communications links. The control of external:)communications links is defined.

B.6.5.3 Records

The operational system shall maintain and make;available for inspection the following evidence.

n) For FOP_MNG.1: Description of physical security for offices, rooms and facilities, separation of
development, test and operational-facilities, adequate back-up facilities, and protection of infgrmation

processing facilities, with concréteactions and specifications.

b) For FOP_MNG.2: Description of the control of power supporting utilities and the use of pack-up
generators with concretéyactions and specifications.

c) For FOP_MNG.3 Description of the control of communications links and failure arrangemepts with
concrete actions-and specifications.

B.6.5.4 FOPLMNG.1 Physical security

PDependencies: FOD_PSN.5 Access to facility and equipment

FOP.MNG.1.1 The OSF shall define [assignment: security requirements] on physical secu.tity for
pffices, rooms and facilities] against damage from fire, flood, earthquake, explosion, civil unregst and
other forms of natural or man-made disaster.

FOP_MNG.1.2 The OSF shall define [assignment: security requirements] for separation of
development, test and operational facilities to reduce risks of unauthorized access or changes to the
operational system.

FOP_MNG.1.3 The OSF shall define [assignment: security requirements] for adequate back-up

facilities to ensure that all essential information and software can be recovered following a disaster or
media failure.
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FOP_MNG.1.4 The OSF shall define [assignment: security requirements] for protection of information
processing facilities to avoid the unauthorized access to or disclosure of the information stored and
processed by these facilities.

B.6.5.5 FOP_MNG.2 Power supporting utilities

Dependencies: no dependencies.

FOP_MNG.2.1 The SSF shall provide [assignment: controls] for protection of equipment from power
failure :

FOP_MNG.2.2 The OSF shall define [assignment: security requirements] for the use of\ UPS
(Uninterruptible Power Supply) equipment.

FOP_MNG.2.3 The OSF shall define [assignment: security requirements] for the usecof a back-up
generator if processing is to continue in case of a prolonged power failure.

B.6.5.6|] FOP_MNG.3 Communications links

Dependencies: no dependencies.

FOP_MNG.3.1 The SSF shall provide [assignment: controls] for\protection of power and
telecommunications cabling carrying data or supporting information ‘services from interception of
damage.
FOP_MNG.3.2 The SSF shall define [assignment: sectrity requirements] for ensuring that

commuynications connectivity can be maintained in the evéntrof communications equipment failure of
interruption.

B.7 Class FOT: Third parties

This class provides operational control requirenients for third parties.
B.7.1 Third party management (FOT-MNG)

B.7.1.1| Family behaviour

This family defines management of third parties and commitments for third parties. It includes specification of
outsourging and third party‘security requirements.

B.7.1.2| Componentlevelling

FOT_MNG.1 Quisourcing. A plan for the necessary transitions of information, licensing arrangements, code
ownership andiintellectual property rights are defined.

FOT_MNG: y Y - Gy g ,.
are defined. Sufficient overall control and rules not to provide access to the organization’s information are
defined. Risk management applicable to third party relationships is defined.

B.7.1.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOT_MNG.1: Description of a plan for the necessary transitions of information, licensing
arrangements, code ownership and intellectual property rights with concrete actions and specifications.
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b) For FOT_MNG.2: Description of all security requirements resulting from work with third parties, sufficient
overall control and rules not to provide access to the organization’s information and risk management with
concrete actions and specifications.

B.7.1.4 FOT_MNG.1 Outsourcing
Dependencies: FOD_PSN.3 Personal agreement.

FOT_MNG.1.1 The OSF shall define [assignment: security requirements] on a plan for the necessary
Far F i FIY 1, INTOrmation proce Ng 13 85 and anything else that Neec 0 belmoved
in the transition period for arrangement of outsourcing.

and security maintenance

OT_MNG.1.2 The OSF shall define [assignment: security requirements] for licensing-arrangements,
ode ownership and intellectual property rights, certification of the quality and accuracy of the work
arried out, escrow arrangements in the event of failure of the third party, rights of access for audit of
he quality and accuracy of work done, contractual requirements for quality of code and testing before
nstallation to detect Trojan code where software development is outsourced:

B.7.1.5 FOT_MNG.2 Third party security requirements
Dependencies: no dependencies.

OT_MNG.2.1 The OSF shall define [assignment: security requirements] resulting from work with
hird parties or internal controls in the agreement with the third party.

OT_MNG.2.2 The OSF shall define [assignment: security requirements] to ensure compliance with
organization’s security policies and standards in the:agreement with third parties involving accessing,
processing, communicating or managing organizational information or information proc¢essing
acilities.

OT_MNG.2.3 The OSF shall define [assigniment: security requirements] for sufficient overall |control
and security aspects for sensitive or critical information or information processing facilities ac¢essed,
processed or managed by a third party:

OT_MNG.2.4 The OSF shall define [assignment: rules] not to provide access to the organization’s
nformation by third parties until the controls are in place and an agreement has been signed defining
he terms and conditions for.the connection or access and the working arrangement.

OT_MNG.2.5 The OSE’ shall define [assignment: security requirements] for conduct pof risk
anagement of business processes with third parties and third party personnel.

OT_MNG.2.6 -The OSF shall define [assignment: security requirements] for conduct pof risk
anagement)of the different means of storing and processing information that the third p3arty will
employ.

OT_MNG.2.7 The OSF shall define [assignment: procedures] for outsourced software develppment
o.be supervised and monitored by the organization.

FOT_MNG.2.8 The OSF shall define [assignment: security requirements] to confirm that the security
controls, service definitions and delivery levels included in the third party service delivery agreement
are implemented, operated, and maintained by the third party.

FOT_MNG.2.9 The OSF shall define [assignment: security requirements] that the services, reports
and records provided by the third party are regularly monitored and reviewed, and audits carried out
regularly.

FOT_MNG.2.10The OSF shall define [assignment: security requirements] that changes to the
provision of services, including maintaining and improving existing information security policies,
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procedures and controls, is managed, taking account of the criticality of business systems and
processes involved and re-assessment of risks.

FOT_MNG.2.11The OSF shall define [assignment: security requirements] to be covered in the
agreements with third parties involving accessing, processing, communicating or managing the
organization’s information or information processing facilities, or adding products or services to
information processing facilities.

amagement

s provides requirements for management of operational controls.

B.8.1 Management of security parameters (FOM_PRM)

B.8.1.1| Family behaviour

This family defines management of security parameters. It includes specification of,use of cryptography and
privileggs.

B.8.1.2| Component levelling

FOM_PRM.1 Use of cryptography. The approach to key management including methods to deal with the
protectipn of cryptographic keys and recovery of encrypted informatioh.are defined.

FOM_PRM.2 Segregation of privileges. Segregation of privileges, is'defined.

B.8.1.3| Records
The opgrational system shall maintain and make available for inspection the following evidence.

a) Foll FOM_PRM.1: Description of the approaeh to key management including methods to deal with the
protection of cryptographic keys and-recovery of encrypted information with concrete actions and
spgcifications.

b) Fol FOM_PRM.2: Description oftsegregation of privileges with concrete actions and specifications.

B.8.1.4| FOM_PRM.1 Use of-cryptography
Dependencies: FOS_PQL.4 Cryptography policy.

FOM_PRM.1.1 The“OSF shall define [assignment: security requirements] on management approach
towards the use-of cryptographic controls across the organization, the approach to key management
including methods to deal with the protection of cryptographic keys and recovery of encrypted
information 'in-the case of lost, compromised or damaged keys, roles and responsibilities, who is
responsible‘for the implementation of the policy; and regulations and national restrictions that migh
apply te-th ofcryp aphic-technigues-in-different parts-of-the d-an he—i :
border flow of encrypted information for the organization’s cryptographic policy.

B.8.1.5 FOM_PRM.2 Segregation of privileges
Dependencies: no dependencies.
FOM_PRM.2.1 The OSF shall define [assignment: rules] for segregation of privileges to reduce

opportunities for unauthorized modification or misuse of assets, separation of the initiation of an
event from its authorization.
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FOM_PRM.2.2 The OSF shall define [assignment: security requirements] on assignment of pri
to a different user identity from those used for normal business use.

B.8.2 Management of asset classification (FOM_CLS)

B.8.2.1 Family behaviour

This family defines classification of assets. It includes categorization.

.8.2.2 Component levelling

OM_CLS.1 Categorization. Categorization of records is defined.

OM_CLS.2 Asset Identification. Asset identification is defined.

.8.2.3 Records

he operational system shall maintain and make available for inspection the following evidence.
) For FOM_CLS.1: Description of categorization of records with concrete specifications.

) For FOM_CLS.2: Description of asset identification with concrete specifications.

.8.2.4 FOM_CLS.1 Categorization

ependencies: no dependencies.

OM_CLS.1.1 The OSF shall define [assignment: security requirements] on categorization of

vileges

records

nto record types, database records, transaction logs, audit logs and operational procedureps, each

ith details of retention periods and type of storage media.

.8.2.5 FOM_CLS.2 Asset Identification
ependencies: no dependencies.

OM_CLS.2.1 The OSF shall define [assignment: security requirements] on specifica
dentification, specification the type of asset, the asset function, requirements for manag
rovide levels of protection commensurate with the importance of the assets agree owners
ecurity classification-and record current location in an inventory to each asset.

ion of
jement,
hip and

OM_CLS.2.2<{The OSF shall define [assignment: security requirements] on drawing u(p and

aintenancef an inventory of all important assets.

OM_CLS/2.3 The OSF shall define [assignment: security requirements] on retention pe
ssential business information, and also any requirements for archive copies to be perm
etained.

iod for
nently

B.8.3 Management of personnel security responsibilities (FOM_PSN)

B.8.3.1 Family behaviour

This family defines the security responsibilities of staff. It includes asset owners and security managers.
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B.8.3.2 Component levelling

FOM_PSN.1 Asset ownership. Asset ownership is defined.

FOM_PSN.2 Security managers. Assignment of security managers is defined.
B.8.3.3 Records

The operational system shall maintain and make available for inspection the following evidence.

a) Fol FOM_PSN.1: Description of asset ownership with concrete specifications.

b) Forl FOM_CLS.2: Description of assignment of security managers with concrete specifications.

B.8.3.4] FOM_PSN.1 Asset ownership
Dependencies: FOA POL.3 Management of user assets
FOM_PSN.1.1 The OSF shall define [assignment: security requirements] that all information and

assets | associated with information processing facilities is owned by a\designated part of the
organization.

B.8.3.5| FOM_PSN.2 Security managers

Dependencies: no dependencies.

FOM_PSN.2.1 The OSF shall define [assignment: security requirements] on assignment of a specific
responsible manager for each security control].

FOM_PiSN.2.2 The OSF shall define [assignment: Security requirements] that management require

employlees, contractors and third party users to apply security in accordance with established policie
and prqcedures of the organization.

B.8.4 Management of security orgapization (FOM_ORG)

B.8.4.1| Family behaviour

This family defines organization of-security management. It includes security management responsibilities and
managgment forum membership.

B.8.4.2| Componentdevyelling
FOM_QRG.1 Management responsibilities. Management responsibilities for security are defined.

FOM_QRG.2\Management forum membership. Membership of the management forum is defined.

B.8.4.3 —Records
The operational system shall maintain and make available for inspection the following evidence.
a) For FOM_ORG.1: Description of management responsibilities with concrete actions and specifications.

b) For FOM_ORG.2: Description of management forum membership with concrete specifications.
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B.8.4.4 FOM_ORG.1 Management responsibilities
Dependencies: FOD_ORG.1 Security coordination responsibilities

FOM_ORG.1.1 The OSF shall define [assignment: responsibilities] for management to ensure security
activities comply with the security policy, approve specific methodologies and processes for
information security, monitor significant threat changes and exposure of information assets to threat,
assess the adequacy and coordinate the implementation of specific information security controls for

TTOTIT

OM_ORG.1.2 The OSF shall define [assignment: responsibilities] for managers to ensure [that all
ecurity procedures within their area of responsibility are carried out correctly to achieve-compliance
ith security policies and standards.
OM_ORG.1.3 The OSF shall define [assignment: responsibilities] for the management to reviiew the

nformation security policy at planned intervals or if significant changés. occur to enslure its
ontinuing suitability, adequacy, and effectiveness.

.8.4.5 FOM_ORG.2 Management forum membership
ependencies: FOD_ORG.2 Management forum responsibilities
OM_ORG.2.1 The OSF shall define [assignment: appointment of representatives from management

nd from different parts of the organization group with relevant roles and job functions]| to the
anagement forum to ensure that information security activities are coordinated.

.8.5 Management of security reporting (FOMZINC)

.8.5.1  Family behaviour

his family defines management of repornting of security incidents. It includes management of feported
ecurity problems.

.8.5.2 Component levelling
OM_INC.1 Reporting deteCted security problems. Management of reported security problems is definged.
.8.5.3 Records

he operational-system shall maintain and make available for inspection the following evidence.

) For FOM- INC.1: Description of security reporting procedures with concrete actions and specifications
andwrecords on conducting the control.

8.5.4 FOM_INC.1 Reporting detected security problems

Dependencies: no dependencies.

FOM_INC.1.1 The OSF shall define [assignment: procedures] to note and report any observed or
suspected security weaknesses in, or threats to, systems or services to their management or directly
to their service provider as quickly as possible in order to prevent security incidents.

FOM_INC.1.2 The OSF shall define [assignment: rules] to prohibit attempting to prove a suspected
weakness exists through attempted exploitation.
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Annex C
(normative)

Operational system assurance requirements

C.Aa In

This an
defined

Security
that the
specific

hex defines the additional assurance components for operational systems needed in addition {0 thos¢g

troduction

in ISO/IEC 15408-3. ISO/IEC 15408-3 is used as the basis for the structure for these compenents.

assurance can be considered from two aspects, correctness and effectiveness. Correetness means
security mechanisms have been implemented correctly; that they work in accordance.with the security
htions, and that availability of security services is maintained. Effectiveness’means that security

mecharjisms work against security threats and vulnerabilities and prevent unauthorized processes, such ag
bypass [of security mechanisms or unauthorized interference with security mechahisms. Assurance can be
gained [from activities across all phases of the system life cycle. This conceptyis illustrated in Table C.1
following.
Both cqrrectness and effectiveness can be assessed by security evaluation. In addition, other forms of
assurarfce may need to be taken into account, such as assurance associated with the system developer’s
reputatibn, and assurance derived from the maturity of the system” development processes used. Morg
informatgion on this topic can be found in ISO/IEC TR 15443 [6].
Many agpects of operational systems assurance are covereddy existing ISO/IEC 15408-3 evaluation criteria
Howevagr, there are some aspects of operational systems assurance for which additional criteria are required.
Table C.1 — Assurance for operational systems
Factofs | Life cycle Stage Assurance Objectives Assurance Class/Family Evaluation Activities
Security objectives shall
Risk Couhteraction address all risks identified as
Secuityyrequirements gr;iﬁcr;i?ptraeblﬁirements shall
specified in the SST are SST/SPP evaluation corres {)n dqto securit
effective in reducing (AST/ASP) Ob.ecti{’/es y
uniacceptable risks to a Ject
tolerable level. Security countermeasures
shall meet the STOE
:D?velogment/ Summary Specification
ntegration
Operational system Operational system
ol architecture architecture description
a ] (ASD_SAD) Security countermeasures
< Security countermeasures oflSecurity concept of shall work effectively in
3 selbsyste'm‘s, ~ componentSoperations (ASD_CON) combination with other
@ CIU. WOTR TUYEIIIeT 1U LTEdeISecurity interfaces counfermeasures.
required secure properties\ASD _|FS)
for the overall system. STOE design (ASD_STD)
\Vulnerability analysis shall
. be conducted and the
'\S/ltgzrrlgtnhisﬁSSecunty vulnerabilities shall not be
. . \Vulnerability assessment exploitable by the assumed
Installation Strength of security )
. . (AOV_VAN) attack potential.
mechanisms are effective for . .
the system. Penetration testing shall be
conducted and there shall be
no security problems.
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subsystems are configured

Factors | Life cycle Stage Assurance Objectives Assurance Class/Family Evaluation Activities
Communication and
awareness training Confirmation of Communication and
Rules and procedures are{cOmmunication and awareness shall be
communicated and trained tolawareness (APR_CMM, confirmed by records and
appropriate personnefAPR_AWA) interview.
effectively.
Aaoritariaa £ O Tt V]
Menttering-of-Seeurity
Countermeasures
\Audit logs and monitoring . Security countetmeagsures
records are collected to z\fla\osncl;o'r\l/lng'\?)f SSF shall be confitmed a
show security - operating ‘as intendegl.
countermeasures operate as
Operation intended.
\erification
It is confirmed that no risks ([Verification of operation of It shall be confirmed khat no
are detected that should be [SSF (AOD_OGD, unacceotable risks ate
countered and security APR_AWA, APR_CMM, de tectez
controls perform as ASO_RCD, ASO_VER) '
expected.
Regression testing Regression festin Detected security problems
Security controls continue to ( AgT REG) 9 shall be investigated|and
work as intended. ¥ results fed back.
Modification
Penetration testing Penetration testin
System changes do not (AOV_VAN) 9 Detected security problems
introduce gaps in the \erification of correct shall be investigated|and
ggr\;ttargge of security. configuration (AOD_OCD) results fed back.
Correspondernice between . I
Security Risks and Security S((je((j:urlty OITJ?CIEV?(? Sﬁ." d
Requirements, and between address a b?S s derjtiied as
Security Requirements and gr;iﬁcr:i?ptrae jiremenls shall
Security Countermeasures. [SST/SPP evaluation corres {)ndqto securi
Security requirements (AST/ASP) ob'ecti?/es y
address all unacceptable S Ject
risks. Security ecurity countermeafsures
countermeasures meet all shall meet the STOE
security requirements Summary Specificatipn
Operational system
Dévelopment/ Correspondence with architecture description
Q Integration Development Works (ASD_SAD) Security countermeakures
3 Security countermeasures  |Security interfaces shall beyim lemented without
2 are implemented correctly. [(ASD_IFS) mp . .
3 ; - unauthorized modifigation
D Security countermeasures  |Security concept of addition or deletion '
o —distribution— operations (ASD_CON) '
TmptenTentation STOEdesigmtASD—STD)
Testing (AOT)
Guidance Documents ' . .
Description o Conflguratlon and operation
Secure operations are Description (AOD_OCD, of security countermeasures
© ope ; AOD_OGD) shall be sufficiently
described in the guidance described
documents correctly. ’
gg?fflgﬁgﬁ?:an d Configuration (AOD_OCD, |Component and subsystem
Installation P AOC) configuration and operation

Testing (AOT)

correctly

of controls shall be verified
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Factors | Life cycle Stage Assurance Objectives Assurance Class/Family Evaluation Activities
Start up . . .
Installation and start up Correct installation and start
STOE Start up executes | App gic) up shall be confirmed
correctly
Monitoring of Security Audit trails and monitoring
Countermeasures o records on access to and
Security  countermeasures Monitoring (ASO_MON) utilization of assets shall be
are operated correctly inspected
Operation Verification Verification of secure
It is confirmed that no risks |installation (APR_SIC)
are detected that should be ([Verification of records Security controls shalllbe
countered and security (ASO_RCD) verified
controls perform as Independent verification
expected. (ASO_VER)
Requirements verification
It is confirmed that . P .
. Requirements verification Requirements changes shall
modifications have not (ASD_RVR) Ke analvsed
invalidated SST - ysed.
requirements
Design verification
e It is confirmed that . e G .
Modification e Design verification Design changes shall be
modifications have not (AOD_GVR,ASD DVR) lanalysed
invalidated parts of the - \ - ysed.
design
Regression testing Detected security problems
It is confirmed that changed |Regréssion testing . ity p
. shall be investigated and
security controls work as (AOT_REG)
; results fed back.
intended
Nine neWw classes of assurance requirements are defined in this annex. They are:
a) SPP evaluation (ASP);
b) SSJ evaluation (ASS);
c) Opegrational system guidanee document (AOD);
d) Operational system arehitecture, design and configuration documentation (ASD);
e) Operational system configuration management (AOC);
f)  Opegrational-system test (AOT);
g) Operational system vulnerability assessment (AOV);
h) Preparation for live operation (APR);
i) Records on operational system (ASO).

There are new assurance classes for the evaluation of System Protection Profiles (SPP) and System Security
Targets (SST), since the contents of an SPP or SST are expanded from those of a product PP or ST. The
other new classes address the additional assurance requirements for operational system evaluation. The
relationship between the additional assurance requirements defined in this annex and the four life cycle
stages is shown in Table C.2.
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Life cycle Assurance requirement
Development/ | AOD_OCD.1 Description of configuration specification
Integration AOD_OGD.1 Description of user related SSFs in the user guidance

ASD_SAD.1 Description of the architecture
ASD_CON1 Security concept of operations
ASD IFS.1 Description of the external interfaces
ASD_STD.1-3 Description of the STOE design
AOT_COV.1 Test coverage for SSFs
AOT_COV.2 Completeness of test coverage for SSFs
AOT_DPT A1 Test depth for subsystem design
AOT_DPT.2 Test depth for component design
AOT_DPT.3 Test depth for implementation representation
AOT_FUN.1 Functional test for SSFs
Installation AOD_0OCD.2 Verification of configuration specification
AOC_OBM.1-2 Operational configuration managemeént
AOC_ECP.1-2 Configuration of evaluated component products
AOC_UCP.1-2 Configuration of unevaluated component products
AOT_COV.1 Test coverage for SSFs
AOT_COV.2 Completeness of testcoverage for SSFs
AOT_DPT.1 Test depth for,subsystem design
AOT_DPT.2 Test depth.for component design
AOT_DPT.3 Test depth for implementation representation
AOT_FUN.1 Functional test for SSFs
AOT_IND.1-3 Independent testing
AOV_VAN.147 Vulnerability assessment
APR_AWA.1 Awareness training
APR_(CMM.1 Communication on SSFs to appropriate personnel
ARR”SIC.1 Secure installation and start up of STOE
Operation AOD_0OGD.2 Verification of use of SSFs in the user guidance
APR_AWA.2 Verification of awareness training
APR_CMM.2 Verification of communication on SSFs to personnel
APR_SIC.2 Verification of secure installation and start up
ASO_RCD.1-2 Verification of operational records
ASO_VER.1-2 Verification of operational controls
ASO_MON.1-2 Management monitoring for SSFs
Modification AOD_GVR.1 Guidance document verification
ASD_RVRA1 Requirements verification
ASD_DVR.1 Design verification
AOT_REG.1 Regression testing
AOV_VAN.1-7 Penetration testing

© ISO/IEC 2010 — All rights reserved

87


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

There are two presentational differences in this annex from ISO/IEC 15408-3. Developer action elements
have been renamed as developer/integrator action elements, in order to recognise that an operational system
may be composed by a system integrator who is distinct from the developer of components and products used
within the system, and both of these may collaborate in the production and delivery of the necessary
evidence. In some cases it is operational system management who are responsible for the production of
evidence and so in these families the action elements to provide evidence are identified as management

actions.

have b
interdeq]
compor
value in
X), ori

Table C.3 — SPP assurance dependencies

ent is allocated a column. Each assurance component with dependencies is allocated a row:The
the table cell indicates whether the column label component is directly required (indicated by'a cross
ndirectly required (indicated by a dash ‘-’) by the row label component.

5|5 |5 |5 |6 |55 |b
I-u I-u I-u I-u I-U I-U I-u I-u
ASP_CCL.1 X | X[ X] X ] X
ASP_OBJ.1 X
ASP_REQ.1 X
ASP_REQ.2 X1 -[X
ASP_DMI A1 X
ASP_DMC.1 - - X | X[ X
ASP_DMO.1 X X
ASP_DMR.1 X
ASP_DMR.2 <] X - X

TabletC.4 — SST assurance dependencies

88

215|555 |6|6 |6 |6
Im Im Im Im Im Im Im Im Im
=8 13(3 (3|2 22
S22 lg|P|E |3 |6 |=

ASS_CCL.1 X[ x| x|x]|x

ASS_OBJ.1 X

ASS_REQ.1 X

ASS_REQ.2 X|-|x

ASS_TSS A X | - X

ASS_DMI.1 X

ASS_DMC.1 -] - X | x| x

ASS DMO.1 | X X

ASS_DMR.1 X

ASS DMR.2 | - | X - | x

ASS_DMS.1 - - X X
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Table C.5 — STOE assurance dependencies

38|52 |b|b|B (8|3
|g |g I: |2 I: Ig Ig Iz |8 I:
o > (0O | |24 |d |d |m |S
SIBIS|Z 212|887
AOD_OCD.1/2 - x| - X
AOD_0OGD.1/2 X
AOD_GVR1 X | X | - - - -
ASD_CON.1 X
ASD_IFS1 X
ASD_STD.1-3 X X
ASD_DVR.1 X| X[ X]X
AOC_ECP.1/2 X
AOC_UCP.1/2 X
AOT_COV.1/2 - X X
AOT_DPT.1 - - | X X
AOT_DPT.2 - - X X
AOT_DPT.3 - - X X
AOT_IND.1 X | - X
AOT_IND.2/3 X | - X X
AOV_VAN.1 X | X
AOV_VAN.2 X | X pX
AOV_VAN.3 X | X0 X [X
AOV_VAN .4-7 XX | X [ X | X

C.2 Class ASP: System Protection Profile evaluation

C.2.1 Introduction
This clause provides assurance criteria for the evaluation of System Protection Profiles (SPP). Evaly
SPP is required to demonstrate that an SPP is sound and internally consistent, and, if the SPP is deriy
pne or more SPRS-or packages, that the SPP is a correct instantiation of these SPPs and packageg
properties are necessary for the SPP to be suitable for use as the basis for subsequent STOE evaluati
The following are the families within this class:

n) «ASP_INT: SPP introduction;

ation of
ed from
. These

pn.

) ASP CCL: Conformance hl::ime;

c) ASP_SPD: Security problem definition;

d) ASP_OBJ: Security objectives;

e) ASP_ECD: Extended components definition;
f) ASP_REQ: Security requirements;

g) ASP_DMI: Security domain introduction;

h) ASP_DMC: Security domain conformance claims;
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i) ASP_DMP: Security domain security problem definition;
i) ASP_DMO: Security domain security objectives;

k) ASP_DMR: Security domain security requirements.

C.2.2 SPP common part

The following specifications apply to the whole SPP. Specifications for specific domains should be described
using the-domain families (cnn C2 Q)

C.2.3 $PP introduction (ASP_INT)

C.2.3.1| Objectives
The objgctive of this family is to describe the STOE in a narrative way.
Evaluat|on of the SPP introduction is required to demonstrate that the SPP is correctly-identified, and that the

STOE ¢gverview and domain organization specification are consistent with each other” The introductions fol
specific|security domains are defined at C.2.10 security domain introduction.

C.2.3.2| ASP_INT.1 SPP introduction

Dependencies: no dependencies.

Cc.2.3.21 Developer/integrator action elements

ASP_INT.1.1D The developer/integrator shall provide an"SPP introduction.

C.2.3.22 Content and presentation of evidence élements

ASP_INT.1.1C The SPP introduction shall contain an SPP reference, a STOE overview and a domain
organigation specification.

ASP_INT.1.2C The SPP reference shall uniquely identify the SPP.

ASP_INT.1.3C The STOE overview shall summarize the usage and major security features of the
STOE.

ASP_INT.1.4C The STOE.overview shall identify the STOE type.

ASP_INT.1.5C The(STOE overview shall identify the relationships and interfaces to any externa
operatipnal systems required by the STOE.

ASP_INT.1.6€The domain organization specification shall describe the organization of mandated
security domains and their identification.

ASP_INT.1.7C For each domain, the domain organization specification shall describe any security
services provided by that domain that are to be available to other domains and any security properties
of the domain that are to be enforced on other domains.

c.2.3.2.3 Evaluator action elements

ASP_INT.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

ASP_INT.1.2E The evaluator shall confirm that the STOE overview and the domain organization
specification are consistent with each other.
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C.2.4 Conformance claims (ASP_CCL)

C.2.4.1 Objectives

The objective of this family is to determine the validity of various conformance claims: the ISO/IEC 15408
conformance claim, the SPP conformance claim, the PPs conformance claim and the requirements package
claim. The ISO/IEC 15408 conformance claim describes the version of ISO/IEC 15408 to which the SPP and
STOE claim conformance, the PPs claim (if any) describes how the SPP claims conformance with the
identified PPs, the package claim (if any) describes how the SPP claims conformance with the stated
package, while the SPP claim identiiies the SPPS (If any) that the SPP claims conformance 0. Deteérmining
the validity of the SPP claim, the PPs claim and the package claim entails determining whethemalbclaimed
SPPs, PPs and packages are clearly identified, whether the SPP fully contains these SPPs HPs and
packages, and whether all security requirements drawn from these SPPs, PPs and packagges .are completed
correctly. Conformance claims for a specific security domain are defined at C.2.1@ysecurity [domain
conformance claim.

C.2.4.2 Application notes
f an SPP claims conformance to a PP, it must demonstrate as part of conSisténcy of security requifements

that it defines OSF that will satisfy the assumptions about the operational-environment in the security problem
definition section of the PP.

C.2.4.3 ASP_CCL.1 Conformance claims

Dependencies: ASP_INT.1 SPP introduction
ASP_SPD.1 Security problem definition
ASP_OBJ.1 Security objectives
ASP_ECD.1 Extended compahents definition

ASP_REQ.1 Stated security requirements

C.2.4.3.1 Developer/integrator-action elements
IASP_CCL.1.1D The developer/integrator shall provide a conformance claim.

IASP_CCL.1.2D The developer/integrator shall provide a conformance claims rationale.

C.2.4.3.2 Content and presentation of evidence elements

JASP_CCL.14C The conformance claim shall contain a criteria conformance claim that identifies the
version-of ISO/IEC TR 19791 to which the SPP claims conformance.

SP. CCL.1.2C The criteria conformance claim shall describe the functional conformance of the SPP
o0 ASO/IEC TR 19791 as either ISO/IEC TR 19791 functionally conformant or ISO/IEC TR 19791
functionally extended.

ASP_CCL.1.3C The criteria conformance claim shall describe the assurance conformance of the SPP
to ISO/IEC TR 19791 as either ISO/IEC TR 19791 assurance conformant or ISO/IEC TR 19791 assurance
extended.

ASP_CCL.1.4CThe criteria conformance claim shall be consistent with the extended components
definition.

ASP_CCL.1.5C The conformance claim shall identify all SPPs, PPs and security requirement packages
to which the SPP claims conformance.
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ASP_CCL.1.6C The conformance claim shall describe any conformance of the SPP to a package as
either package-conformant or package-augmented.

ASP_CCL.1.7C The conformance claims rationale shall demonstrate that the STOE type is consistent
with the STOE type in the SPPs and PPs for which conformance is being claimed.

ASP_CCL.1.8C The conformance claims rationale shall demonstrate that the statement of the security
problem definition is consistent with the statement of the security problem definition in the SPPs and
PPs for which conformance is being claimed.

ASP_CELJ .9C The conformance claims rationale shall demonstrate that the statement of objectives isl
consistent with the statement of objectives in the SPPs and PPs for which conformance is being
claimed.
ASP_C[LCL.1.10C The conformance claims rationale shall demonstrate that the statement\of security

requirements is consistent with the statement of security requirements in the SPPs, PPs and
packages for which conformance is being claimed.

C.24.383 Evaluator action elements

ASP_C[CL.1.1E The evaluator shall confirm that the information provided 'meets all requirements for
content and presentation of evidence.

C.2.5 Security problem definition (ASP_SPD)

C.2.5.1 Objectives
This paft of the SPP defines the security problems to be addressed by the STOE. These security problems
are applicable to the STOE as a whole. Security problems for a specific security domain are defined at C.2.12

security] domain problem definition. Evaluation of the security problem definition is required to demonstrate
that the|security problems intended to be addressed.by the STOE are clearly defined.

C.2.5.2| ASP_SPD.1 Security problem definition

Dependencies: no dependencies.

C.2.5.21 Developer/integrator action elements

ASP_SPD.1.1D The developer/integrator shall provide a security problem definition.

C.2.5.22 Content and-presentation of evidence elements

ASP_SPD.1.1C The  security problem definition shall describe all risks applicable to the STOE. Each
risk shall be categorised as acceptable or unacceptable.

ASP_SPD.1:2C All unacceptable risks shall be described in terms of threats and vulnerabilities. Each
threat s e described inte = : = : erse action

ASP_SPD.1.3C The security problem definition shall describe the OSPs.

C.2.5.3 Evaluator action elements

ASP_SPD.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.
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C.2.6 Security objectives (ASP_OBJ)

C.2.6.1 Objectives

The security objectives are a concise statement of the intended response to the security problem defined
through the ASP_SPD family. The defined security objectives in this part are applicable to the STOE as a
whole. Security objectives for a specific security domain are defined at C.2.13 security domain security
objectives. Evaluation of the security objectives is required to demonstrate that the functional security
objectives adequately and completely address the security problem definition, that the division of this problem
efween the STOE and exiernal operational systems Is clearly defined, and that the assurance Jsecurity
pbjectives are documented and explained.

C.2.6.2 Application notes
The security objectives rationale must explain why the assurance security objectives were chosen. This may

be as a result of risk analysis, but may also depend on practicality and achievability and may ¢ven be
prbitrary. The reasons should be stated, but these reasons need not be justified.

C.2.6.3 ASP_OBJ.1 Security objectives

PDependencies: ASP_SPD.1 Security problem definition

C.2.6.3.1 Developer/integrator action elements
ASP_OBJ.1.1D The developer/integrator shall provide a statement of security objectives.

ASP_OBJ.1.2D The developer/integrator shall provide a security objectives rationale.

C.2.6.3.2 Content and presentation of evidence elements

SP_OBJ.1.1C The statement of security objectives shall describe the functional security objectives
or the STOE.

SP_OBJ.1.2C The statement of security objectives shall describe any functional security objectives
et by external operational systems.

SP_OBJ.1.3C The statement of security objectives shall describe the assurance security objectives
or the STOE.

SP_OBJ.1.4C The_security objectives rationale shall trace each functional security objective|for the
TOE back to risks countered by that security objective and OSPs enforced by that security objective.

SP_OBJ.1:5C The security objectives rationale shall trace each functional security objective for
xternal.operational systems back to risks countered by that security objective and OSPs enfofced by
hat security objective.

SP OBJ.1.6CThe security objectives rationale shall demonstrate that the functional gecurity
objectives counter all unacceptable risks.

ASP_OBJ.1.7CThe security objectives rationale shall demonstrate that the functional security
objectives enforce all OSPs.

ASP_OBJ.1.8C The security objectives rationale shall explain why the assurance security objectives
for the STOE were chosen.
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C.2.6.3.3 Evaluator action elements

ASP_OBJ.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.2.7 Extended components definition (ASP_ECD)

C.2.7.1 Objectives

Extendgd security requirements are requirements that are not based on components from ISO/IEC 15408-ef
this Te¢hnical Report, but are based on extended components: components defined by the SPP author
Evaluatlon of the definition of extended components is necessary to determine that they are clear-and
unambiguous, and that they are necessary, i.e. they could not have been clearly expressed using. existing
ISO/IECQ 15408 or this Technical Report components.

C.2.7.2 ASP_ECD.1 Extended components definition

Dependencies: no dependencies.

C.2.7.21 Developer/integrator action elements
ASP_ECD.1.1DThe developer/integrator shall provide a statement of security requirements.

ASP_ECD.1.2DThe developer/integrator shall provide an extended components definition.

C.2.7.22 Content and presentation of evidence elements

ASP_ECD.1.1CThe statement of security requirements shall identify all extended security
requirements.

ASP_ECD.1.2CThe extended components definition shall define an extended component for each
extended security requirement.

ASP_ECD.1.3CThe extended components definition shall describe how each extended component is
related|to the existing components, families, and classes in ISO/IEC 15408 or this Technical Report.

ASP_ECD.1.4CThe extended components definition shall use the existing components, families
classeg, and methodology in ISO/IEC 15408 or this Technical Report as a model for presentation.

ASP_ECD.1.5CThe exterided components shall consist of measurable and objective elements such
that compliance or non-compliance to these elements can be demonstrated.

C.2.7.3 Evaluator action elements

ASP_ECD.1.1EThe evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

ASP_ECD.1.2E The evaluator shall confirm that no extended component can be clearly expressed
using existing components.

C.2.8 Security requirements (ASP_REQ)

C.2.8.1 Objectives
The SSFs form a clear and unambiguous description of the expected security behaviour of the STOE. The

SSAs form a clear and unambiguous description of the expected activities that will be undertaken to gain
assurance in the STOE. The security requirements defined in this part are applicable to the STOE as a whole.
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Security requirements for a specific security domain are defined at C.2.14 security domain security
requirements. Evaluation of the security requirements is required to ensure that they are clear and

unambiguous.

C.2.8.2 Component levelling

This family has two components. The components in this family are levelled on whether they are stated as is,

or whether they are derived from security objectives for the STOE.

C.2.8.3 ASP_REQ.1 Stated security requirements

PDependencies: ASP_ECD.1 Extended components definition

C.2.8.3.1 Developer/integrator action elements

ASP_REQ.1.1D The developer/integrator shall provide a statement of security requirements.
ASP_REQ.1.2D The developer/integrator shall provide a security requirements rationale.

C.2.8.3.2 Content and presentation of evidence elements

ASP_REQ.1.1C The statement of security requirements shall describe the SSFs and the SSAs.

that are used in the SSFs and the SSAs shall be defined.

requirements.
ASP_REQ.1.4C All operations shall be performed correctly.

SP_REQ.1.5C Each dependency between security requirements shall either be satisfied,
ecurity requirements rationale shalljustify the dependency not being satisfied.

IASP_REQ.1.6C The statement of-security requirements shall be internally consistent.

C.2.8.3.3 Evaluator action elements

content and presentation of evidence.

C.2.8.4 ASP-REQ.2 Derived security requirements
Hierarchical to: ASP_REQ.1 Stated security requirements

Dependencies: ASP_OBJ.1 Security objectives

ASP_ECD.1 Extended components definition

C.2.8.41 Developer/integrator action elements
ASP_REQ.2.1D The developer/integrator shall provide a statement of security requirements.

ASP_REQ.2.2D The developer/integrator shall provide a security requirements rationale.
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or the
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C.2.8.4.2 Content and presentation of evidence elements
ASP_REQ.2.1CThe statement of security requirements shall describe the SSFs and the SSAs.

ASP_REQ.2.2CAll subjects, objects, operations, security attributes, external entities and other terms that are
used in the SSFs and the SSAs shall be defined.

ASP_REQ.2.3CThe statement of security requirements shall identify all operations on the security
requirements.

ASP_REQ.2.4CAll operations shall be performed correctly.

ASP_REQ.2.5CEach dependency between security requirements shall either be satisfied, or the -security
requirermnents rationale shall justify the dependency not being satisfied.

ASP_REQ.2.6C The security requirements rationale shall trace each SSF back to'the functiona
security objectives for the STOE.

ASP_REQ.2.7C The security requirements rationale shall demonstrate that _the SSFs meet al
functiohal security objectives for the STOE not met by external systems or individual domains.

ASP_REQ.2.8C The security requirements rationale shall trace each.SSA back to the assurance
security objectives for the STOE.

ASP_REQ.2.9C The security requirements rationale shall demonstrate that the SSAs meet al
assurance security objectives for the STOE not met by individual domains.

ASP_REQ.2.10C The statement of security requirements shall.be internally consistent.

C.2.8.43 Evaluator action elements

ASP_REQ.2.1E The evaluator shall confirm that the“information provided meets all requirements for content
and prepentation of evidence.

C.2.9 PP security domains

Each SPP security domain defines-the 'security problems, security objectives and security requirements that
are unique to that specific security domain.

The follpwing sections defing the families that are used to define security domains within the SPP.
C.2.10| Security domain introduction (ASP_DMI)

C.2.10.1 Objectives

The objective ‘of this family is to describe a security domain in a narrative way on three levels of abstraction
security] domain reference, security domain overview and security domain description.

C.2.10.2 ASP_DMI.1 Security domain introduction

Dependencies: ASP_INT.1 SPP introduction

C.2.10.2.1 Developer/integrator action elements

ASP_DMI.1.1D The developer/integrator shall provide a security domain introduction.
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C.2.10.2.2 Content and presentation of evidence elements

ASP_DMI.1.1C The security domain introduction shall contain a security domain reference, a security
domain overview and a security domain description.

ASP_DMI.1.2C The security domain reference shall uniquely identify the security domain.

ASP_DMI.1.3C The security domain overview shall summarize the usage and major security features
of the security domain.

|ASP_DMI.1.4C The security domain description shall describe the included subsystems|and/or
components.

IASP_DMI.1.5C The security domain description shall describe the relationships @nd interfaces to
pther domains.

C.2.10.2.3 Evaluator action elements

ASP_DMI.1.1E The evaluator shall confirm that the information provided-“meets all requireménts for
content and presentation of evidence.

IASP_DMI.1.2E The evaluator shall confirm that the security "domain reference, security pgomain

pverview and the security domain description are consistentwith each other, and with the SPP
ntroduction.

C.2.11 Security domain conformance claims (ASP_DMC)
C.2.11.1 Objectives
This part of the SPP defines the unique conformance claims for a security domain.

C.2.11.2 ASP_DMC.1 Security domain*conformance claims
PDependencies: ASP_DMP.1 Security*"domain security problem definition
ASP_DMO.1.Security domain security objectives

ASP_DMR)1 Stated domain security requirements

C.2.11.2.1 Developer/integrator action elements
ASP_DMC.10D'The developer/integrator shall provide a domain conformance claim.

ASP_DMC:1.2D The developer/integrator shall provide a domain conformance claims rationale.

C:2.11.2.2 Content and presentation of evidence elements

ASP_DMC.1.1C The domain conformance claim shall identify all SPPs, PPs and security requirement
packages to which the domain claims conformance.

ASP_DMC.1.2C The domain conformance claim shall describe any conformance of the domain to a
package as either package-conformant or package-augmented.

ASP_DMC.1.3C The domain conformance claims rationale shall demonstrate that the STOE type is
consistent with the STOE type in the SPPs and PPs for which conformance is being claimed.
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ASP_DMC.1.4C The domain conformance claims rationale shall demonstrate that the statement of the
domain security problem definition is consistent with the statement of the security problem definition
in the SPPs and PPs for which conformance is being claimed.

ASP_DMC.1.5C The domain conformance claims rationale shall demonstrate that the statement of
domain security objectives is consistent with the statement of objectives in the SPPs and PPs for
which conformance is being claimed.

ASP_DMC.1.6C The domain conformance claims rationale shall demonstrate that the statement of
domain-security_reauirements is_consistont with the_statemen A AN
PPs anfl packages for which conformance is being claimed.

C.2.11.2.3 Evaluator action elements

ASP_DMC.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.2.12| Security domain security problem definition (ASP_DMP)

C.2.12.1 Objectives

This paft of the SPP defines the unique security problems addressed by a security domain.

C.2.12.2 ASP_DMP.1 Security domain security problem definition

Dependencies: no dependencies.

C.2.12.2.1 Developer/integrator action elements

ASP_DMP.1.1D The developer/integrator shall provide a domain security problem definition.

C.2.12.2.2 Content and presentation of evidence elements

ASP_DMP.1.1C The domain security problem definition shall describe all unique risks applicable ta
the domain. Each risk shall be categorised as acceptable or unacceptable.

ASP_DMP.1.2C All unacceptable'risks shall be described in terms of threats and vulnerabilities. Each
threat ghall be described in terms of a threat agent, an asset, and an adverse action.

ASP_DMP.1.3C The domain security problem definition shall describe the unique OSPs applicable to
the domain.

c.212.3 Evaluator action elements

ASP_DMPA.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.2.13 Security domain security objectives (ASP_DMO)

C.2.13.1 Objectives

This part of the SPP specifies a concise statement of the intended response to the unique security problems
defined through the ASP_DMP family.
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C.2.13.2 ASP_DMO.1 Security domain security objectives
Dependencies: ASP_INT.1 SPP introduction

ASP_DMP.1 Security domain security problem definition
C.2.13.2.1 Developer/integrator action elements

ASP_DMO.1.1D The developer/integrator shall provide a statement of domain security objectives.

|ASP_DMO.1.2D The developer/integrator shall provide a domain security objectives rationale:

C.2.13.2.2 Content and presentation of evidence elements

SP_DMO.1.1C The statement of domain security objectives shall describe the unique functional
ecurity objectives for the domain.

IASP_DMO.1.2C The statement of domain security objectives shall describe any functional security
pbjectives for the domain that are met by other domains or external operational systems.

SP_DMO.1.3C The statement of domain security objectives shall“describe the unique assurance
ecurity objectives for the domain.

ASP_DMO.1.4C The statement of domain security objectives shall describe any functional security
pbjectives for the domain that are enforced on or available'to other domains.

ASP_DMO.1.5C The domain security objectives rationale shall trace each unique functional gecurity
pbjective for the domain back to risks countered by that security objective and OSPs enforced|by that
ecurity objective.

SP_DMO.1.6C The domain security objectives rationale shall trace each unique functional security
bjective for other domains back to risks countered by that security objective and OSPs enfofced by
hat security objective.

SP_DMO.1.7C The domain security objectives rationale shall demonstrate that the functional
ecurity objectives counter all'unique unacceptable risks to the domain.

tSP_DMO.1.8C The domain security objectives rationale shall demonstrate that the functional
ecurity objectives enforce all unique OSPs for the domain.

ASP_DMO.1.9C The’domain security objectives rationale shall explain why the unique assurance
security objectives for the domain were chosen.

C.2.13.2.3~ (Evaluator action elements

SP 'DMO.1.1E The evaluator shall confirm that the information provided meets all requireménts for
ontent and presentation of evidence.

ASP_DMO.1.2E The evaluator shall confirm that the statement of domain security objectives is
consistent with the domain organization specification.

C.2.14 Security domain security requirements (ASP_DMR)

C.2.14.1 Objectives

This part of the SPP provides a clear and unambiguous description of the expected unique security behaviour
of the security domain.
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C.2.14.2 Component levelling

This family has two components. The components in this family are levelled on whether they are stated as is,
or whether they are derived from security objectives for the domain.

C.2.14.3 ASP_DMR.1 Stated domain security requirements

Dependencies: ASP_ECD.1 Extended components definition

.1 Developer/integrator action elements
R.1.1D The developer/integrator shall provide a statement of domain security requirements.

R.1.2D The developer/integrator shall provide a domain security requirements rationale.

.2 Content and presentation of evidence elements

R.1.1C The statement of domain security requirements shall describe(the unique SSFs and
plicable to the domain.

_DMR.1.2C All subjects, objects, operations, security attributes, external entities and other terms
that arg used in the unique SSFs and the SSAs applicable to the domain shall be defined.

ASP_DMR.1.3C The statement of domain security requirements shall identify all operations on the
security requirements.

ASP_DMR.1.4C All operations shall be performed correctly:

ASP_DMR.1.5C Each dependency between domain security requirements shall either be satisfied, or
the domain security requirements rationale shall justify the dependency not being satisfied.

ASP_DMR.1.6C The statement of domain security requirements shall be internally consistent.

C.2.14.3.3 Evaluator action elements

ASP_DMR.1.1E The evaluator shall'confirm that the information provided meets all requirements for
content and presentation of evidence.

C.2.14.4 ASP_DMR.2 Derived/domain security requirements
Hierarchical to: ASP_DMR.1 Stated domain security requirements
ncies: ASP~REQ.2 Derived security requirements

ASP_ECD.1 Extended components definition

ASP_DMO.1 Security domain security objectives

C.2.14.4.1 Developer/integrator action elements
ASP_DMR.2.1D The developer/integrator shall provide a statement of domain security requirements.

ASP_DMR.2.2D The developer/integrator shall provide a domain security requirements rationale.
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C.2.14.4.2 Content and presentation of evidence elements

ASP_DMR.2.1C The statement of domain security requirements shall describe the unique SSFs and SSAs
applicable to the domain.

ASP_DMR.2.2C All subjects, objects, operations, security attributes, external entities and other terms that are
used in the unique SSFs and the SSAs applicable to the domain shall be defined.

ASP_DMR.2.3C The statement of domain security requirements shall identify all operations on the security

A-leamant

ASP_DMR.2.4C All operations shall be performed correcily.

ASP_DMR.2.5C Each dependency between domain security requirements shall either be satisfied| or the
domain security requirements rationale shall justify the dependency not being satisfied.

SP_DMR.2.6C The domain security requirements rationale shall trace each(domain SSF back to the
unctional security objectives for the domain.

SP_DMR.2.7C The domain security requirements rationale shall demonstrate that the doma:r SSFs
eet all unique functional security objectives for the domain not (met by other domains or external
ystems.

ASP_DMR.2.8C The domain security requirements rationale, shall demonstrate that the domain SSFs
meet all functional security objectives for the STOE that are identified in the security requinements
rationale for the whole STOE as met by individual domains.

IASP_DMR.2.9C The domain security requirements_rationale shall trace each domain SSA back to the
assurance security objectives for the domain.

IASP_DMR.2.10C The domain security requirements rationale shall demonstrate that the domain SSAs
meet all unique assurance security objectives for the domain.

IASP_DMR.2.11C The domain security-requirements rationale shall demonstrate that the domain SSAs
meet all assurance security objectives for the STOE that are identified in the security requirements
rationale for the whole STOE as'met by individual domains.

ASP_DMR.2.12C The statement of domain security requirements shall be internally consistent.

C.2.14.4.3 Evaluator action elements

SP_DMR.2.1E-The evaluator shall confirm that the information provided meets all requiremeénts for
ontent and_ presentation of evidence.

.3 Class ASS: System Security Target evaluation

C.3.1Introduction

This clause provides assurance criteria for the evaluation of System Security Targets (SST). Evaluation of an
SST is required to demonstrate that the SST is sound and internally consistent, and, if the SST is based on
one or more SPPs or packages, that the SST is a correct instantiation of these SPPs and packages. These
properties are necessary for the SST to be suitable for use as the basis for the rest of the STOE evaluation.

The following are the families within this class:

a) ASS_INT: SST introduction;

b) ASS_CCL: Conformance claims;
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c) ASS_SPD: Security problem definition;

d) ASS_OBJ: Security objectives;

e) ASS_ECD: Extended components definition;
f) ASS_REQ: Security requirements;

g) ASS_TSS: STOE summary specification;

h) ASpF_DMi—Security domaim introduction;

i) ASB_DMC: Security domain conformance claims;

j)  ASB_DMP: Security domain security problem definition;
k) ASBE DMO: Security domain security objectives;

) ASP_DMR: Security domain security requirements;

m) ASPE_DMS: Security domain summary specification.

C.3.2 8ST common part

The follpwing specifications apply to the whole SST. Specifications for specific domains should be described
using the domain families (see C.3.10).

C.3.3 $ST introduction (ASS_INT)

C.3.3.1| Objectives

The objgctive of this family is to describe the STOE inaharrative way on four levels of abstraction: SST/STOE
referenge, STOE overview, STOE description, and-domain organization.

Evaluatjon of the SST introduction is required to demonstrate that the SST and the STOE are correctly
identified, that the STOE is correctly describéed at four levels of abstraction and that these four descriptions arg

consistgnt with each other. The introductions for specific security domains are defined at C.3.11 security
domain|introduction.

C.3.3.2| ASS_INT.1 SST introduction
Dependencies: no dependencies.

C.3.3.2{1 Developerl/integrator action elements

ASS_INT.1.1D<-Fhe developer/integrator shall provide an SST introduction.

C.3.3.2{27) Content and presentation of evidence elements

ASS_INT.1.1C The SST introduction shall contain an SST reference, a STOE reference, a STOE
overview, a STOE description and a domain organization specification.

ASS_INT.1.2C The SST reference shall uniquely identify the SST.
ASS_INT.1.3C The STOE reference shall identify the STOE.

ASS_INT.1.4C The STOE overview shall summarize the usage and major security features of the
STOE.
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ASS_INT.1.5C The STOE overview shall identify the STOE type.

ASS_INT.1.6C The STOE overview shall identify the relationships and interfaces to any external

operational systems required by the STOE.
ASS_INT.1.7C The STOE description shall describe the physical scope of the STOE.

ASS_INT.1.8C The STOE description shall describe the logical scope of the STOE.

nclu_ding any unique characteristics of individual domain development environments.
ecurity domains and the identification and physical scope of each security domain.
ESS_INT.1.11C For each domain, the domain organization specification shallnidentify any

ervices provided by that domain that are available to other domains and ahy. security prop
the domain that are enforced on other domains.

C.3.3.2.3 Evaluator action elements
content and presentation of evidence.

description and the domain organization specification.are consistent with each other.
C.3.4 Conformance claims (ASS_CCL)

C.3.4.1 Objectives

The objective of this family is to determine the validity of various conformance claims: the ISO/IE

conformance, the PPs, STs and/orpackage claim (if any) describes how the SST claims conformance
stated PPs, STs and/or package, while the SPP claim identifies the SPPs (if any) that the SST|
conformance to. Determining the validity of the SPP claim, the PPs claim, the STs claim and the
claim entails determining”whether all claimed SPPs, PPs, STs and packages are clearly identified,
the SST fully contains~these SPPs, PPs, STs and packages, and whether all security requirement
from these SPPs, PPs,-STs and packages are completed correctly. Conformance claims for a specific
domain are defined.at C.3.12 security domain conformance claim.

C.3.4.2 Application notes

f an _SST claims conformance to a PP or ST, it must demonstrate as part of consistency of
requirements that it defines OSF that will satisfy the assumptions about the operational environmer

e1 STOE,

SS_INT.1.10C The domain organization specification shall describe the organization of/.constructed

ecurity
rties of

IASS_INT.1.1E The evaluator shall confirm that the information“provided meets all requireménts for

IASS_INT.1.2E The evaluator shall confirm that the STOE reference, the STOE overview, the STOE

C 15408

conformance claim, the SPP claim, the/.PPs claim, the STs claim and the requirements package cldim. The
SO/IEC 15408 conformance claim describes the version of ISO/IEC 15408 to which the SPP and STQE claim

with the

claims
ackage
whether
5 drawn
security

security
t in the

sécurity problem definition section of the PP/ST.

C.3.4.3 ASS_CCL.1 Conformance claims

Dependencies: ASS_INT.1 SST introduction
ASS_SPD.1 Security problem definition
ASS_OBJ.1 Security objectives
ASS_ECD.1 Extended components definition

ASS_REQ.1 Stated security requirements
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C.3.4.31 Developer/integrator action elements
ASS_CCL.1.1D The developer/integrator shall provide a conformance claim.

ASS_CCL.1.2D The developer/integrator shall provide a conformance claims rationale.

C.3.4.3.2 Content and presentation of evidence elements

ASS_CCL.1.1CThe conformance claim shall contain a criteria conformance claim that identifies the
version of ISONIEC TR 1979T to which the SST and the STOE claim conformance.

ASS_C[L.1.2C The criteria conformance claim shall describe the functional conformance of the SST|
to ISO/IEC TR 19791 as either ISO/IEC TR 19791 functionally conformant or ISO/IEC TR'19791
functiohally extended.

ASS_C[LL.1.3CThe criteria conformance claim shall describe the assurance conformance of the SST|
to ISO/IEC TR 19791 as either ISO/IEC TR 19791 assurance conformant or ISO/IEC TR{19791 assurance
extended.

ASS_C[CL.1.4CThe criteria conformance claim shall be consistent with the.extended components
definitipn.

ASS_C[LCL.1.5CThe conformance claim shall identify all SPPs, PPs;~STs and security requirement
packages to which the SST claims conformance.

ASS_C[L.1.6C The conformance claim shall describe any conformance of the SST to a package as
either gackage-conformant or package-augmented.

ASS_C[LL.1.7CThe conformance claims rationale shall‘demonstrate that the STOE type is consistent
with th¢ STOE type in the SPPs, PPs and STs for which conformance is being claimed.

ASS_C[L.1.8C The conformance claims rationale“shall demonstrate that the statement of the security
problem definition is consistent with the statément of the security problem definition in the SPPs, PP
and STp for which conformance is being claimed.

ASS_C[L.1.9C The conformance claimsrationale shall demonstrate that the statement of objectives is
consistent with the statement of objectives in the SPPs, PPs and STs for which conformance is being
claimed.

ASS_C[CL.1.10C The conformance claims rationale shall demonstrate that the statement of security

requirements is consistent’with the statement of security requirements in the SPPs, PPs, STs and
packages for which conformance is being claimed.

C.3.4.33 Evaluator action elements

ASS_CCL.1.4EThe evaluator shall confirm that the information provided meets all requirements for
content and.presentation of evidence.

C.3.5 Security problem definition (ASS_SPD)

C.3.5.1 Objectives

This part of the SST defines the security problems to be addressed by the STOE. These security problems
are applicable to the STOE as a whole. Security problems for a specific security domain are defined at C.3.13
security domain security problem definition. Evaluation of the security problem definition is required to
demonstrate that the security problems intended to be addressed by the STOE.
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C.3.5.2 ASS_SPD.1 Security problem definition

Dependencies: no dependencies.

C.3.5.21 Developer/integrator action elements

ASS_SPD.1.1D The developer/integrator shall provide a security problem definition.

C.3.5.2.2 Content and presentation of evidence elements

ASS_SPD.1.1C The security problem definition shall describe all risks applicable to the STOE
risk shall be categorised as acceptable or unacceptable.

IASS_SPD.1.2C All unacceptable risks shall be described in terms of threats and vulnerabilities
threat shall be described in terms of a threat agent, an asset, and an adverse action.

IASS_SPD.1.3C The security problem definition shall describe the OSPs.

C.3.5.2.3 Evaluator action elements

content and presentation of evidence.
C.3.6 Security objectives (ASS_OBJ)

C.3.6.1 Objectives

through the ASS_SPD family. The defined security objectives in this part are applicable to the STQ

pbjectives adequately and completely address the security problem definition, that the division of the p

pbjectives are documented and explained.

C.3.6.2 Application notes

prbitrary. The reasons should be stated, but these reasons need not be justified.

C.3.6.3 ASS_OBJ.1 Security objectives

PDependencies: ASS_SPD.1 Security problem definition

C.3)6.3.1 Developer/integrator action elements

ASS_OBJ.1.1D The developer/integrator shall provide a statement of security objectives.

ASS_OBJ.1.2D The developer/integrator shall provide a security objectives rationale.

C.3.6.3.2 Content and presentation of evidence elements

. Each

. Each

ASS_SPD.1.1E The evaluator shall confirm that the information. provided meets all requireménts for

The security objectives are a concise statement ofthe intended response to the security problem |defined

E as a

whole. Security objectives for a specific seglifity domain are defined at C.3.14 security domain [security
pbjectives. Evaluation of the security objectives is required to demonstrate that the functional [security

roblem

between the STOE and external operational systems is clearly defined, and that the assurance [security

The security objectives-rationale must explain why the assurance security objectives were chosen. This may
be as a result of risk-analysis, but may also depend on practicality and achievability and may ¢ven be

ASS_OBJ.1.1CThe statement of security objectives shall describe the functional security objectives

for the STOE.
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ASS_OBJ.1.2C The statement of security objectives shall describe any functional security objectives
met by external operational systems.

ASS_OBJ.1.3C The statement of security objectives shall describe the assurance security objectives
for the STOE.

ASS_OBJ.1.4C The security objectives rationale shall trace each functional security objective for the
STOE back to risks countered by that security objective and OSPs enforced by that security objective.

objectiyes enforce all OSPs.

ASS_OBJ.1.8C The security objectives rationale shall explain why the assurance security objectives
for the STOE were chosen.

C.3.6.33 Evaluator action elements

ASS_OBJ.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.3.7 Extended components definition (ASS_ECD)

C.3.7.1| Objectives
Extendgd security requirements are requirements(that are not based on components from ISO/IEC 15408 or
this Teghnical Report, but are based on extended components: components defined by the SST author
Evaluatlon of the definition of extended components is necessary to determine that they are clear and

unambiguous, and that they are necessary, i.e. they could not have been clearly expressed using existing
ISO/IECQ 15408 or this Technical Report components.

C.3.7.2 ASS_ECD.1 Extended components definition
Dependencies: no dependencies.

C.3.7.2/1 Developer/integrator action elements
ASS_ECD.1.1DThe developer/integrator shall provide a statement of security requirements.

ASS_ECD1.2DThe developer/integrator shall provide an extended components definition.

C.3.7.2.2 Content and presentation of evidence elements

ASS_ECD.1.1CThe statement of security requirements shall identify all extended security
requirements.

ASS_ECD.1.2CThe extended components definition shall define an extended component for each
extended security requirement.

ASS_ECD.1.3CThe extended components definition shall describe how each extended component is
related to the existing components, families, and classes in ISO/IEC 15408 or this Technical Report.
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ASS_ECD.1.4CThe extended components definition shall use the existing components, families,
classes, and methodology in ISO/IEC 15408 or this Technical Report as a model for presentation.

ASS_ECD.1.5CThe extended components shall consist of measurable and objective elements such
that compliance or non-compliance to these elements can be demonstrated.

C.3.7.2.3 Evaluator action elements

ASS_ECD.1.1E The evaluator shall confirm that the information provided meets all requirements for

content and presentation of evidence.

ASS_ECD.1.2E The evaluator shall confirm that no extended component can be clearly)expressed
using existing components.

C.3.8 Security requirements (ASS_REQ)

C.3.8.1 Objectives
The SSFs form a clear and unambiguous description of the expected secufity behaviour of the STQE. The
SSAs form a clear and unambiguous description of the expected activities that will be undertaken|to gain
pssurance in the STOE. The security requirements defined in this part ‘are applicable to the STOE as & whole.
Security requirements for a specific security domain are defined" at C.3.15 security domain [security

requirements. Evaluation of the security requirements is required to ensure that they are clg¢ar and
LUnambiguous.

C.3.8.2 Component levelling

This family has two components. The components,in‘this family are levelled on whether they are stated as is,
pr whether they are derived from security objectives for the STOE.

C.3.8.3 ASS_REQ.1 Stated security requirements

PDependencies: ASS_ECD.1 Extended components definition

C.3.8.3.1 Developer/integrator action elements

IASS_REQ.1.1D The developer/integrator shall provide a statement of security requirements.
IASS_REQ.1.2D The-developer/integrator shall provide a security requirements rationale.

C.3.8.3.2 Content and presentation of evidence elements

IASS_REQ:1.1C The statement of security requirements shall describe the SSFs and the SSAs.

SS_REQ.1.2C All subjects, objects, operations, security attributes, external entities and other terms
hat are used in the SSFs and the SSAs shall be defined.

ASS_REQ.1.3C The statement of security requirements shall identify all operations on the security
requirements.

ASS_REQ.1.4C All operations shall be performed correctly.

ASS_REQ.1.5C Each dependency between security requirements shall either be satisfied, or the
security requirements rationale shall justify the dependency not being satisfied.

ASS_REQ.1.6C The statement of security requirements shall be internally consistent.
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C.3.8.3.

3 Evaluator action elements

ASS_REQ.1.1EThe evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.3.84

ASS_REQ.2 Derived security requirements

Hierarchical to: ASS_REQ.1 Stated security requirements

Depen

C.3.8.4
ASS_R

ASS_R

C.3.8.4
ASS_R

ASS R
used in

ASS R
requirern

ASS_R

ASS R
requirern

ASS R
securit

ASS_R
functio

ASS R
securit

ASS_R

assurance security objectives for the STOE not met by individual domains.

ASS_R

encies. ASS_UBJ.T Security Objectives

ASS_ECD.1 Extended components definition

1 Developer/integrator action elements
EQ.2.1D The developer/integrator shall provide a statement of security requirements:

EQ.2.2D The developer/integrator shall provide a security requirements rational€.

2 Content and presentation of evidence elements
EQ.2.1CThe statement of security requirements shall describe the SSFs and the SSAs.

EQ.2.2CAll subjects, objects, operations, security attributes, external entities and other terms that arg
the SSFs and the SSAs shall be defined.

FQ.2.3CThe statement of security requirements shall identify all operations on the security
nents.

EQ.2.4CAll operations shall be performed correctly.

FQ.2.5CEach dependency between security requirements shall either be satisfied, or the security
hents rationale shall justify the dependehcy not being satisfied.

FQ.2.6C The security requirements rationale shall trace each SSF back to the functiona
y objectives for the STOE.

FQ.2.7C The security (tequirements rationale shall demonstrate that the SSFs meet al
hal security objectives\for the STOE not met by external systems or by individual domains.

FQ.2.8C The security requirements rationale shall trace each SSA back to the assurance
y objectives for the STOE.

FQ.2.9C (The security requirements rationale shall demonstrate that the SSAs meet al

EQ-2.10C The statement of security requirements shall be internally consistent.

C.3.8.4.

3 Evaluator action elements

ASS_REQ.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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C.3.9 STOE summary specification (ASS_TSS)

C.3.9.1 Objectives

The objective for the STOE summary specification is to provide potential consumers of the STOE with a high-
level description of how the developer/integrator intends to satisfy its SSFs and SSAs. The STOE summary
specification should allow evaluators and potential consumers to understand how the STOE meets its SSFs
and SSAs. The STOE summary specification defined in this part is applicable to the STOE as a whole. The
security summary specification for a specific security domain is defined at C.3.16 STOE security domain
Summary speciication. Evaluation of the STOE summary speciication Is necessary 1o determine whether all
SSFs have been adequately addressed, and whether the STOE summary specification is consistent with
pther narrative descriptions of the STOE.

C.3.9.2 ASS_TSS.1 STOE summary specification
PDependencies: ASS INT.1 SST introduction

ASS_REQ.1 Stated security requirements

C.3.9.2.1 Developer/integrator action elements

IASS_TSS.1.1D The developer/integrator shall provide a STOE summary specification.

C.3.9.2.2 Content and presentation of evidence elements
ASS_TSS.1.1C The STOE summary specification shallhdescribe how the STOE meets each SSF

ASS_TSS.1.2C The STOE summary specification(shall describe how the STOE meets each SSA

C.3.9.2.3 Evaluator action elements

IASS_TSS.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence:

ASS_TSS.1.2E The evaluator shall confirm that the STOE summary specification is consistent with the
STOE overview and the STOE description.

C.3.10 STOE Security domains

Fach STOE security-domain defines the security problems, security objectives and security requiremegnts that
are unique to that Specific security domain.

The following sections define the families that are used to define security domains within the STOE.

C.3(11 Security domain introduction (ASS_DMI)

C.3.11.1 Objectives

The objective of this family is to describe a security domain in a narrative way on three levels of abstraction:
security domain reference, security domain overview and security domain description.

C.3.11.2 ASS_DMI.1 Security domain introduction

Dependencies: ASS _INT.1 SST introduction.
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C.3.11.2.1 Developer/integrator action elements

ASS_DMI.1.1D The developer/integrator shall provide a security domain introduction.

C.3.11.2.2 Content and presentation of evidence elements

ASS_DMI.1.1C The security domain introduction shall contain a security domain reference, a security
domain overview and a security domain description.

ASS_DMI.1.2E The evaluator shall confirm that the security' domain reference, security domain
overvi and the security domain description are consistent with each other, and with the SST|
introdugction.

C.3.12| Security domain conformance claims (ASS_DMC)

C.3.12.1 Objectives

This paft of the SST defines the specific conformance claim for the security domain.

C.3.12.2 ASS_DMC.1 Security domain conformance claims
Dependencies: ASS_DMP.1 Security domain security problem definition
ASS_DMO:}-Security domain security objectives

ASSCDMR.1 Stated domain security requirements

C.3.12.2.1 Developer/integrator action elements

ASS_DMC.1:1D The developer/integrator shall provide a domain conformance claim.

ASS_DMC.1.2D The developer/integrator shall provide a domain conformance claims rationale.

C.3.12.2.2 Content and presentation of evidence elements

ASS_DMC.1.1C The domain conformance claim shall identify all SPPs, PPs, STs and security
requirement packages to which the domain claims conformance.

ASS_DMC.1.2C The domain conformance claim shall describe any conformance of the domain to a
package as either package-conformant or package-augmented.
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ASS_DMC.1.3C The domain conformance claims rationale shall demonstrate that the STOE type is
consistent with the STOE type in the SPPs, PPs and STs for which conformance is being claimed.

ASS_DMC.1.4C The domain conformance claims rationale shall demonstrate that the statement of the
domain security problem definition is consistent with the statement of the security problem definition
in the SPPs, PPs and STs for which conformance is being claimed.

ASS_DMC.1.5C The domain conformance claims rationale shall demonstrate that the statement of

domain security objectives is consistent with the statement of objectives in the SPPs, PPs and STs for
: ; : ey

SS_DMC.1.6C The domain conformance claims rationale shall demonstrate that the statement of
omain security requirements is consistent with the statement of security requirements in the SPPs,
Ps, STs and packages for which conformance is being claimed.

.3.12.2.3 Evaluator action elements

SS_DMC.1.1E The evaluator shall confirm that the information provided meets all requiremeénts for
content and presentation of evidence.

C.3.13 Security domain security problem definition (ASS_DMP)

C.3.13.1 Objectives

This part of the SST defines the specific security problems addréssed by a security domain.
C.3.13.2 ASS_DMP.1 Security domain security problem definition

Dependencies: no dependencies.

C.3.13.2.1 Developer/integrator action elements

ASS_DMP.1.1D The developer/integrator shall provide a domain security problem definition.

C.3.13.2.2 Content and presentation of evidence elements

IASS_DMP.1.1C The domain security problem definition shall describe all unique risks appligable to
the domain. Each risk-shall be categorised as acceptable or unacceptable.

SS_DMP.1.2C Alltinacceptable risks shall be described in terms of threats and vulnerabilities. Each
hreat shall be{described in terms of a threat agent, an asset, and an adverse action.

SS_DMP.1.3C The domain security problem definition shall describe the unique OSPs appligable to
he domain.

3:13.2.3 Evaluator action elements

ASS_DMP.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.3.14 Security domain security objectives (ASS_DMO)

C.3.14.1 Objectives

This part of the SST specifies a concise statement of the intended response to the unique domain security
problems defined through the ASS_DMP family.
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C.3.14.2 ASS_DMO.1 Security domain security objectives

Depend

encies: ASS INT.1 SST introduction

ASS_DMP.1 Security domain security problem definition

C.3.14.2.1 Developer/integrator action elements

ASS_DMO.1.1D The developer/integrator shall provide a statement of domain security objectives.

ASS_D

C.3.14.]

ASS D
securit

ASS_D
objecti

ASS D
securit

ASS_D
objecti

ASS D
objecti
securit

ASS D
objectiy
that se¢

ASS D
securit

ASS D
securit

ASS D
securit

C.3.14.]

ASS D
conten

MO.1.2D The developer/integrator shall provide a domain security objectives rationale.

p.2 Content and presentation of evidence elements

MO.1.1C The statement of domain security objectives shall describe the unigque’ functiona
y objectives for the domain.

MO.1.2C The statement of domain security objectives shall describe any, functional security
yes for the domain that are met by other domains or external operational’systems.

MO.1.3C The statement of domain security objectives shall describe the unique assurance
y objectives for the domain.

MO.1.4C The statement of domain security objectives shall describe any functional security
yes for the domain that are enforced on or available to other'domains.

MO.1.5C The domain security objectives rationale shall trace each unique functional security
ye for the domain back to risks countered by that Security objective and OSPs enforced by that
y objective.

MO.1.6C The domain security objectives rationale shall trace each unique functional security
ye for other domains back to risks countered by that security objective and OSPs enforced by
curity objective.

MO.1.7C The domain security( objectives rationale shall demonstrate that the functiona
y objectives counter all unacceptable risks unique to the domain.

MO.1.8C The domain security objectives rationale shall demonstrate that the functiona
y objectives enforce all unique OSPs for the domain.

MO.1.9C The domain security objectives rationale shall explain why the unique assurance
y objectives forthe domain were chosen.

p.3 Evaluator action elements

MOAME The evaluator shall confirm that the information provided meets all requirements fol
and'presentation of evidence.

ASS_DMO.1.2E The evaluator shall confirm that the statement of domain security objectives is
consistent with the domain organization specification.

C.3.15

Security domain security requirements (ASS_DMR)

C.3.15.1 Objectives

This part of the SST provides a clear and unambiguous description of the expected unique security behaviour
of the security domain.
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C.3.15.2 Component levelling

This family has two components. The components in this family are levelled on whether they are stated as is,

or whether they are derived from security objectives for the domain.

C.3.15.3 ASS_DMR.1 Stated domain security requirements

Dependencies: ASS_ECD.1 Extended components definition

E.3.15.3.1 Developer/integrator action elements

C.3.15.3.2 Content and presentation of evidence elements

ASS_DMR.1.1C The statement of domain security requirements shall describe)the unique SSFs an
applicable to the domain.

ASS_DMR.1.2C All subjects, objects, operations, security attributes, external entities and other terms
used in the unique SSFs and the SSAs applicable to the domain shall be defined.

ASS DMR.1.3C The statement of domain security requirements shall identify all operations on the
Fequirements.

ASS DMR.1.4C All operations shall be performed correcily.

ASS DMR.1.5C Each dependency between domain security requirements shall either be satisfied
domain security requirements rationale shall jusfify the dependency not being satisfied.

ASS_DMR.1.6C The statement of domain Security requirements shall be internally consistent.

C.3.15.3.3 Evaluator action elements

content and presentation(of evidence.

C.3.15.4 ASS_DMR.2 Derived domain security requirements
Hierarchical to:;/ASS_DMR.1 Stated domain security requirements
PDependencies: ASS_REQ.2 Derived security requirements

ASS_ECD.1 Extended components definition

IASS_DMR.1.2D The developer/integrator shall provide a domain security requirements rationale.

SS_DMR.1.1D The developer/integrator shall provide a statement of domain security requirements.

d SSAs

that are

security

| or the

IASS_DMR.1.1E The evaluator. shall confirm that the information provided meets all requireménts for

ASS DMO.1 Security domain security objectives

C.3.15.4.1 Developer/integrator action elements
ASS_DMR.2.1D The developer/integrator shall provide a statement of domain security requirements.

ASS_DMR.2.2D The developer/integrator shall provide a domain security requirements rationale.
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C.3.15.4.2 Content and presentation of evidence elements

ASS_D

MR.2.1C The statement of domain security requirements shall describe the unique SSFs and SSAs

applicable to the domain.

ASS D
used in

ASS_D

requirerpents:

ASS_D

ASS D
domain

ASS D
functio

ASS D
meet a

systemss.

ASS D
meet a
rationa

ASS_D

assurance security objectives for the domain.

ASS_D

meet all unique assurance security objectives for.the domain.

ASS D
meet a
rationa

ASS_D

C.3.15.4.3 Evaluator action elements

ASS D
and pre

C.3.16

C.3.16.

MR.2.2C All subjects, objects, operations, security attributes, external entities and other terms that are
the unique SSFs and the SSAs applicable to the domain shall be defined.

MR.2.3C The statement of domain security requirements shall identify all operations on the security

MR.2.4C All operations shall be performed correcily.

MR.2.5C Each dependency between domain security requirements shall either be satisfied, or the
security requirements rationale shall justify the dependency not being satisfied.

MR.2.6C The domain security requirements rationale shall trace each domain’SSF back to the
hal security objectives for the domain.

MR.2.7C The domain security requirements rationale shall demonstraté.that the domain SSFg

I unique functional security objectives for the domain not met by other domains or externa

MR.2.8C The domain security requirements rationale shall demonstrate that the domain SSF
I functional security objectives for the STOE that are identified in the security requirement
e for the whole STOE as met by individual domains.

MR.2.9C The domain security requirements rationale shall trace each domain SSA back to the

MR.2.10C The domain security requirements rationale shall demonstrate that the domain SSAg

MR.2.11C The domain security requirements rationale shall demonstrate that the domain SSA
| assurance security objectives for-the STOE that are identified in the security requirement
e for the whole STOE as met by\individual domains.

MR.2.12C The statement ofdomain security requirements shall be internally consistent.

MR.2.1E The eyallGator shall confirm that the information provided meets all requirements for content
Sentation of evidence.

Security domain summary specification (ASS_DMS)

Objectives

This part of the SST specifies the security domain summary specification.

C.3.16.2 ASS_DMS.1 Security domain summary specification

Depend

114

encies: ASS_DMI.1 Security domain introduction

ASS_DMR.1 Stated domain security requirements
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C.3.16.2.1 Developer/integrator action elements

ASS_DMS.1.1D The developer/integrator shall provide a domain summary specification.

C.3.16.2.2 Content and presentation of evidence elements

ASS_DMS.1.1C The domain summary specification shall describe how the STOE meets each domain

SSF.
[ASS_DMS.T.2C The domain summary specification shall describe how the STOE meets each
SSA.

C.3.16.2.3 Evaluator action elements

content and presentation of evidence.

the domain overview and the domain description.

C.4 Class AOD: Operational system guidance document

C.4.1 Introduction

The purpose of the operational system guidance document class is to judge the adequacy
documentation describing the integration and operational use of the operational system. Such docum
ncludes that aimed at operational system integrators, trusted administrators and non-administratg
whose incorrect actions could adversely affect the security behaviour and characteristics of the opd
system, as well as that aimed at normal users Whose incorrect actions could adversely affect the abili
pperational system to provide the required protection capabilities for their own data.

Therefore, the AOD activity is closelyrelated to the processes and procedures defined by the opd

Security requirements. The user ,guidance includes information regarding the technology aspectd
pperational system as well as the operational and human processes of the operational system.

C.4.2 Application notes

n the appropriate-operational system guidance document.

Maintenance{made, single user mode and any special mode of operation entered following an
pxception-should be identified and considered for their consequences and implication for maintaining
pperation.

Administrator guidance should identify the following information:

domain

IASS_DMS.1.1E The evaluator shall confirm that the information provided meets-all requirements for

IASS_DMS.1.2E The evaluator shall confirm that the domain summary specification is consistgnt with

of the
entation
r users
rational
y of the

rational
of the

All OSF requirements'defined in the SST as they apply to required personnel behaviour should be d¢scribed

error or
secure

— the functions and privileges that must be controlled
— the types of controls required for them

— the reasons for such controls.

Warnings should cover expected effects, possible side effects and possible interactions with other functions

and privileges.
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The guidance should describe the administration of the operational system as a whole, in addition to that for
individual products and sub-systems. Administrator guidance that is not only for application programs but also
for the whole operational system should be documented.

C.4.3 Operational System Configuration Specification (AOD_OCD)

C.4.3.1 Objectives

The purpose of the operational system configuration specification is to specify the security relevant
configufation parameters that support the integration of the operational system components and that allow the
operatignal system security functions to implement and enforce the operational system security concept. of
operatign and associated policies.

C.4.3.2( Component levelling

This farily contains two components. The components in this family are levelled on the basis of confirmation
of descfiption in the documentation and verification in the operational system.

C.4.3.3| AOD_OCD.1 Operational system configuration specification
Dependencies: ASD_CON.1 Security concept of operations

ASD_STD.2 Component design

C.4.3.31 Developer/integrator action elements

AOD_QOCD.1.1D The developer/integrator shall provide a’configuration specification that defines the
security relevant configuration parameters that support'the integration of the system components and
that allow the system security functions to implement and enforce the system security concept of
operatipns and associated policies.

C4.33 Content and presentation of evidence elements

AOD_QCD.1.1C The configuration specification shall describe all configuration requirements relative
to the §TOE including its operational environment.

AOD_QCD.1.2C The configuration’specification shall describe the security configuration parameters
availabje to the system integrator or equivalent users/administrators of the STOE with that role and
responsibility.

AOD_QCD.1.3C The configuration specification shall identify all possible modes of operation of the
STOE (jncluding operation following failure or operational error), their consequences and implications
for maiptaining secure operation.

AOD_QCD.114C The configuration specification shall contain warnings about configuration accessible
functiohs-and privileges that should be controlled in a secure processing environment.

AOD_OCD.1.5C The configuration specification shall clearly present all configuration related
responsibilities necessary for secure operation of the STOE, including dependencies on external
operational systems.

AOD_OCD.1.6C The configuration specification shall be consistent with the security concept of
operations.

AOD_OCD.1.7C The configuration specification shall show that all component security parameters
required by the security concept of operations are implemented by the component design.
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C.4.3.3.3 Evaluator action elements

AOD_OCD.1.1E The evaluator shall confirm that the information provided meets all requirements for

content and presentation of evidence.

C.4.3.4 AOD_OCD.2 Operational system configuration specification verification

Hierarchical to: AOD_OCD.1 Operational system configuration specification

ependencies. ASD_CON.T Security concept of operations

ASD_STD.2 Component design

C.4.3.4.1 Developer/integrator action elements
AOD_OCD.2.1D The developer/integrator shall provide a configuration specification that defines the
relevant configuration parameters that support the integration of the system components and that a

5ystem security functions to implement and enforce the system security concept of operations and as
policies.

C.4.3.4.2 Content and presentation of evidence elements

AOD_OCD.2.1C The configuration specification shall describe_all*eonfiguration requirements relativ
STOE including its operational environment.

AOD_OCD.2.2C The configuration specification shall descrtibe the security configuration parameters g

including operation following failure or operational error), their consequences and implications for mai
Secure operation.

AOD_OCD.2.4C The configuration specification shall contain warnings about configuration ac
functions and privileges that should be-¢ontrolled in a secure processing environment.

AOD_OCD.2.5C The configuration specification shall clearly present all configuration related respon
hecessary for secure operation-of the STOE, including dependencies on external operational systems.

AOD_OCD.2.6C The configuration specification shall be consistent with the security concept of operat

AOD_OCD.2.7C The configuration specification shall show that all component security parameters
by the security €oncept of operations are implemented by the component design.

C.4.3.4.3 Evaluator action elements

AOD_OCD.2.1E The evaluator shall confirm that the information provided meets all requirements for
and)presentation of evidence.

fo the system integrator or equivalent users/administrators’of the STOE with that role and responsibility.

security
low the
sociated

b to the

vailable

AOD_OCD.2.3C The configuration specification shall identify all possible modes of operation of thg STOE

ntaining

cessible

sibilities

ons.

equired

content

AOD_OCD.2.2E The evaluator shall repeat all configuration and installation procedures to confirm that
the STOE can be configured and used securely using only the supplied configuration specification.

AOD_OCD.2.3E The evaluator shall perform independent testing to determine that a user, with an
understanding of the configuration specification, would reasonably be able to determine if the STOE

is configured and operating in a manner that is insecure.

© ISO/IEC 2010 — All rights reserved

117


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

C.4.4 Operational system user guidance documentation (AOD_OGD)
C.4.41 Objectives

Operational system user guidance documentation is intended to be used by all users of the STOE, including
privileged users such as system administrators. Security policy, procedures, rules, responsibility and other
security requirements that are defined by operational requirements and are intended to be used by users
should be described in the user guidance documentation. The user guidance documentation should describe
the security controls provided by the SSF and provides instructions and guidelines, including warnings, for its
sSecure gse:-

The guiflance for ordinary users provides a basis for understanding the operation of the STOE and a measure
of confilence that non-malicious users, application providers and others exercising the external interfaeces of
the STOE will obey the security requirements and will use it as intended. The administrator guidance is
intende¢l to help administrators understand the security controls provided by the STOE, if¢luding both
technical and operational controls that require the administrator to perform security-critical actions and those
functions that provide security-critical information.

C.4.4.2| Component levelling

This farily contains two components. The components in this family are levelled_on the basis of confirmation
of descfiption in the documentation and verification in the operational system.

C.4.4.3| Application notes

The content of the operational system user guidance documentation will directly be reflected by the policies
rules, re¢sponsibilities, procedures and operational security measures that are related with the user and are
defined|in the operational controls. The requirement AOD_OGD.1.4.C ensures that any warnings to the userg

of a STOE with regard to the STOE security environment and the security objectives described in the
SPP/SYT are appropriately covered in the user guidance:

C.4.4.4( AOD_OGD.1 User guidance

Dependencies: ASD_CON.1 Security concept-of operations

C.44.41 Management action elements

AOD_QOGD.1.1M The management shall provide user guidance.

C.4.44[2 Content and presentation of evidence elements

AOD_QGD.1.1C The)user guidance shall describe, for each user role, the functions and interfaceg
availabje to that type of user of the STOE.

AOD_QGD.1:2€ The user guidance shall describe, for each user role, the operational controls that are
related|to that type of user.

AOD_OGD.1.3C The user guidance shall describe the use of user-accessible security functions
provided by the STOE.

AOD_0OGD.1.4C The user guidance shall describe, for each user role, all security parameters under the
control of that type of user, indicating secure values as appropriate.

AOD_OGD.1.5C The user guidance shall contain warnings about user-accessible functions and
privileges that should be controlled in a secure processing environment.
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AOD_OGD.1.6C The user guidance shall clearly present all user responsibilities necessary for secure
operation of the STOE, including those related to user behaviour during system operation.

AOD_OGD.1.7C The user guidance shall be consistent with the security concept of operations.

C.4.443 Evaluator action elements

AOD_OGD.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.4.4.5 AOD_OGD.2 User guidance verification
Hierarchical to: AOD_OGD.1 User guidance

Dependencies: ASD_CON.1 Security concept of operations

C.4.4.5.1 Management action elements

AOD_OGD.2.1M The management shall provide user guidance.

C.4.4.5.2 Content and presentation of evidence elements

AOD_OGD.2.1C The user guidance shall describe, for each usér role, the functions and interfaces gvailable
fo that type of user of the STOE.

AOD_0OGD.2.2C The user guidance shall describe, for each’user role, the operational controls that arg related
fo that type of user.

AOD_OGD.2.3C The user guidance shall describe the use of user-accessible security functions proyided by
the STOE.

AOD_OGD.2.4C The user guidance shall’describe, for each user role, all security parameters under the
control of that type of user, indicating secure values as appropriate.

AOD_OGD.2.5C The user guidance’shall contain warnings about user-accessible functions and privileges that
sShould be controlled in a secure.processing environment.

AOD_OGD.2.6C The usen guidance shall clearly present all user responsibilities necessary for| secure
pperation of the STOE, including those related to user behaviour during system operation.

AOD_OGD.2.7C Fhe user guidance shall be consistent with the security concept of operations.

C.4.4.5.3 Evaluator action elements

AOD +OGD.2.1E The evaluator shall confirm that the information provided meets all requirements for|content
and ‘presentation of evidence.

AOD_OGD.2.2E The evaluator shall independently verify the usability of the user guidance.
C.4.5 Guidance document verification (AOD_GVR)

C.4.5.1 Objectives

The objective is to demonstrate that the guidance documentation is still correct after changes or modifications
of system components, system configuration or operational environment.
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C.4.5.2 Component levelling

This family contains one component.

C.4.5.3 AOD_GVR.1 Guidance verification

Dependencies: AOD_OCD.1 Operational system configuration specification

AOD_OGD.1 User guidance

C.4.5.3/1 Objectives

In this component, the objective is to demonstrate that the guidance documentation is still cofrect after
change$ or modifications to system components, system configuration or operational environment,

C.4.5.32 Application notes

This cdgmponent does not only address changed or modified parts of the operational system guidance
documgntation, but also other parts that may have become invalid.

C.4.5.3{3 Developer/integrator action elements

AOD_GVR.1.1D After changes or modifications to system components, system configuration of
operatipnal environment, the developer/integrator shall perform_a guidance verification analysis tg
check [all operational system configuration and guidance “‘documentation remains correct and
consistent.

C.45.3/4 Content and presentation of evidence elements

AOD_QVR.1.1C The guidance verification analysiscshall show that the configuration specification ig
unaffedqted by the changes or modifications, or that it has been correctly updated to reflect the
changes or modifications.

AOD_GVR.1.2C The guidance verification-analysis shall show that the user guidance is unaffected by
the changes or modifications, or that it has been correctly updated to reflect the changes oj
modifidations.

C.4.5.3)5 Evaluator action-elements

AOD_GVR.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation’of evidence.

C.5 Class <ASD: Operational System architecture, design and configuration
documentation

C.5.1 Introduction

The ASD assurance class is the equivalent of the ADV class in ISO/IEC 15408-3. However, the development
and integration information necessary and appropriate for operational systems is different enough from that
defined in the ADV class to require a new class to be defined.

The purpose of this class is to assess the architecture, design and configuration decisions that have been
made to insure that they are sufficient and complete in terms of meeting the functional requirements levied
against the operational system. It is through the architecture, design and configuration documentation that
insight to these decisions is provided. The secondary purpose of this section is to verify that the operational
system architecture, design and configuration reflects the security requirements allocated to the various
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subsystems and components of the operational system. To do this, the security properties of all internal
interfaces must be defined, together with those security properties (such as address space separation) that
are enforced by one element of the architecture on others.

C.5.2 Architecture description (ASD_SAD)

C.5.2.1 Objectives

The purpose of the operational system architecture description is to present an overview of the operational
System in terms of structure (subsystems, interfaces to external operational systems), interactions (intprfaces,
nterconnects, data and control flows), and purpose. This information supports understanding and“pefforming
various aspects of the operational system evaluation: the allocation of assurances to portions of the
pperational system, the operational system security concept of operations, the operational system test
trategy, plans and procedures. It should define:

n) the subsystems that comprise the operational system;

b) the internal and external interfaces to the subsystems and the functionality provided through the igentified
interfaces;

c) the interconnects between the subsystems and the information(flow between subsystems acfoss the
interconnects;

1) the external operational systems to which the operational system interfaces and the relationships
between the operational system and these external operatiohal systems;

e) the interconnects to external operational systems®and the information flow between the opgrational
system and external operational systems across.the interconnects.

C.5.2.2 Application notes

The architecture description is a general.document describing the system architecture, not a security{specific
document. Security aspects of the architectural design are deal with in ASD_CON.

C.5.2.3 Component levelling
This family contains one component.
C.5.2.4 ASD_SAD.1 Architecture description

PDependencies:/no-dependencies.

C.5.2.4.1 Developer/integrator action elements

ASD \SAD.1.1D The developer/integrator shall provide an architecture description of the systen).

9.2.4.2 Content and presentation of evidence elements

ASD_SAD.1.1C The architecture description shall identify the STOE in terms of its subsystems and
the interfaces and interconnects between the subsystems.

ASD_SAD.1.2C The architecture description shall identify the external operational systems that
interact with the STOE and the interfaces and interconnects between the STOE and external
operational systems.

ASD_SAD.1.3C The architecture description shall describe the purpose and functions of the identified
subsystems, interconnects and interfaces of the STOE.
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ASD_SAD.1.4C The architecture description shall describe the purpose of the identified interconnects
and interfaces from the STOE to external operational systems and shall describe the services from
and provided to the external operational systems.

ASD_SAD.1.5C The architecture description shall be internally consistent.

C.5.24.3 Evaluator action elements

ASD_SAD.1.1E The evaluator shall confirm that the information provided meets all requirements for

contenfand presentation of evidence.

C.5.3 Becurity concept of operations (ASD_CON)

C.5.3.1| Objectives
The pufpose of the security concept of operations is to describe the security polici€s, properties and
characteristics of the operational system as they are provided and enforced in support of the operationa

business or mission case. This will permit analysis of architecture and design evidence to confirm that the
STOE ¢gnforces the necessary policies and properties.

C.5.3.2 Application notes
Different techniques are generally used to ensure the effectiveness of ¢he technical and operational controls
implementing the SSF. In the case of technical controls, the necessary pervasive mechanisms are often

implemeénted at the hardware level (e.g. memory management mechanisms). In the case of operationa
controlg, organisation-wide procedural mechanisms are often used\(e.g. separation of duties).

C.5.3.3| Component levelling

This farily contains one component.

C.5.3.4( ASD_CON.1 Security concept of operations

Dependencies: ASD_SAD.1 Architecture description

C.5.3.4/1 Developer/integratoraction elements

ASD_CPN.1.1D The system\ developer/integrator shall provide security concept of operations
documentation covering all-SSF.

C.5.3.42 Content-and presentation of evidence elements

ASD_CPN.1.1C<The security concept of operations documentation shall be at a level of detai
commensurate. with the description of interfaces and interconnects provided in the architecture
descrigtion,

ASD_CON.1.2C The security concept of operations documentation shall describe all security policies,
properties and characteristics of the STOE.

ASD_CON.1.3C The security concept of operations documentation shall cover all modes of operation
of the STOE (e.g. including backup or degraded modes of operation).

ASD_CON.1.4C The security concept of operations documentation shall describe any mandatory
security configuration options for component products.

ASD_CON.1.5C The security concept of operations documentation shall describe the security
domains of the STOE.
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ASD_CON1.6C The security concept of operations documentation shall describe the security

properties that security domains enforce on other domains, including measures to ensure the
operation of SSF.

ASD_CON1.7C The security concept of operations documentation shall demonstrate that t

correct

he SSF

initialisation process prevents bypass or tampering with establishment of the SFR-enforcing

functionality.

ASD_CON.1.8C The security concept of operations documentation shall demonstrate that t

he SSF

SD_CON.1.9C The security concept of operations documentation shall demonstrate that t
revents bypass of SFR-enforcing functionality.

SD_CON.1.10C The security concept of operations documentation shall!'\demonstra
nformation flows between domains of the STOE, and between the STOE and external ope
systems, do not bypass, interfere or tamper with the SFR-enforcing functionality.

C.5.3.4.3 Evaluator action elements

content and presentation of evidence.

s consistent with the architecture description.
C.5.4 Interface functional specification (ASD. IFS)

C.5.4.1 Objectives

pperational system security functions.acécessible at the visible interfaces, and their security properties.
C.5.4.2 Component levelling

This family contains one component.

C.5.4.3 ASD_IFS.1-Interface functional specification

PDependenciesi ASD_SAD.1 Architecture description

C.5.4.3.1. Developer/integrator action elements

ASD“IFS.1.1D The developer/integrator shall provide an interface functional specification.

he SSF

e that
rational

ASD_CON.1.11C The security concept of operations documentation shall'be internally consistent.

IASD_CON.1.1E The evaluator shall confirm that the information provided meets all requirements for

IASD_CON.1.2E The evaluator shall determine that the security concept of operations documegntation

The purpose of the operational system_interface functional specification is to provide a description of the

C.5.4.3.2 Content and presentation of evidence elements

ASD_IFS.1.1C The interface functional specification shall identify and describe all the visible STOE
interfaces, the security properties of those interfaces and the security functions accessible through

those interfaces.

ASD_IFS.1.2C The interface functional specification shall be internally consistent.
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C.5.4.3.3 Evaluator action elements

ASD_IFS.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

ASD_IFS.1.2E The evaluator shall determine that the interface functional specification is consistent
with the architecture description.

C.5.5 STOE design (ASD_STD)

C.5.5.1| Objectives

The purpose of the STOE design family to provide a description of the system design and its SSF, 'indicating
how that functionality is allocated to different parts of the system.

C.5.5.2( Component levelling

This farhily has three components. The components are levelled on the basis of increasing detail provided in
the SSH representations, from the subsystem design to implementation representatiof:

C.5.5.3| ASD_STD.1 Subsystem design
Dependencies: ASD_SAD.1 Architecture description

ASD_IFS.1 Interface functional specification

C.5.5.3/1 Objectives

In this gomponent, the system TOE is described at the level of subsystems. The objective of this component is
to ensufe that the system design specifies:

a) the[subsystems;

b) thelallocation of security functionality to the subsystems;

c) thelsecurity properties of each subsystem;

d) thelinterfaces to each subsystem and the functionality provided through each interface;

e) the|components from-which each subsystem is built.

C.5.5.32 Application Notes

At this Ipvel of<STOE design analysis, the evaluator will only examine the allocation of SSF at the subsystem
level thfough\éxamining the subsystem design. It is not necessary for the subsystem design to be a single
documgnt;.it'is merely necessary that the design information supplied meets all the content and presentation
requirerments—dentified—-betow—and-that-the—relevantinformation—ean—-be—readity—identified—by—the—evaluatot

within the documentation supplied.

C.5.5.3.3 Developer/integrator action elements
ASD_STD.1.1D The developer/integrator shall provide a subsystem design.

ASD_STD.1.2D The developer/integrator shall provide a mapping from the subsystem design to the
architecture description.
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C.5.5.3.4 Content and presentation of evidence elements

ASD_STD.1.1CThe subsystem design shall describe the security functionality provided by each
subsystem.

ASD_STD.1.2C The subsystem design shall identify all hardware, firmware, and software required by
the security functionality allocated to the subsystem.

ASD_STD.1.3C The subsystem design shall identify the interfaces to each subsystem.

SD_STD.1.4C The subsystem design shall identify the security properties for each subsystem

SD_STD.1.5C The subsystem design shall describe the interfaces to each subsystem,in téerms of
heir purpose and method of use of the effects, exceptions and error messages.

SD_STD.1.6C The subsystem design shall identify the components from which-each subsystem is
uilt.

SD_STD.1.7C The subsystem design shall be internally consistent.

SD_STD.1.8CThe subsystem design shall be a complete instantiation of the STOE security
unctionality, including domain-specific functionality.

SD_STD.1.9C The mapping from subsystem design to architecture description shall demqgnstrate
hat all elements of the architecture description are present'in the subsystem design.

.5.5.3.5 Evaluator action elements

SD_STD.1.1E The evaluator shall confirm that‘the information provided meets all requiremeénts for
content and presentation of evidence.

ASD_STD.1.2E The evaluator shall determine that the subsystem design is consistent with the
architecture description and interface functional specification.

C.5.5.4 ASD_STD.2 Component design
PDependencies: ASD_SAD. 1. Architecture description

ASD_|ES:* Interface functional specification

C.5.5.4.1 Objectives

n this component, the STOE is described at the level of both subsystems and components. The additional
componentylevel of design specifies:

n) «purpose and functions of each operational system component;

—theattocationmrof security furnctiomatity toeachcomponent;

c) the security properties of each component;

b) the subsystem interfaces provided by each component;

c) the functionality provided through the identified interfaces to the component;

d) how the security functionality and security properties of each component are provided.
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C.5.5.4.2 Application Notes

At this level of STOE design analysis, the evaluator examines the allocation of SSF at both subsystem and
component levels. It is not necessary for the subsystem design or component designs to be single documents;
it is merely necessary that the design information supplied meets all the content and presentation
requirements identified below, and that the relevant information can be readily identified by the evaluator
within the documentation supplied. Indeed, where a subsystem is built from a single component, the same
document could satisfy both its subsystem and component design requirements.

identified in the co therefore contain SSF-enforcing functionality. For software
comporlents, the component design may be at a higher level of detail than individual code modules. If design
verification at the level of code modules is required, suitable components are defined in ISO/IEC 15408.

C.5.5.4{3 Developer/integrator action elements
ASD_STD.2.1D The developer/integrator shall provide a subsystem design and a component design.

ASD_STD.2.2D The developer/integrator shall provide a mapping from the subsystem design to the
architegture description.

ASD_S[ID.2.3D The developer/integrator shall provide a mapping from‘the component design to the
subsystem design.

ASD_S[TD.2.4D The developer/integrator shall provide a STOE\summary specification consistency
analysip.

C.5.5.4/4 Content and presentation of evidence elements
ASD_STD.2.1C The subsystem design shall describe the:security functionality provided by each subsystem.

ASD_STD.2.2C The subsystem design shall identify all hardware, firmware, and software required by the
security| functionality allocated to the subsystem.

ASD_STD.2.3C The subsystem design shall,identify the interfaces to each subsystem.
ASD_STD.2.4C The subsystem design\shall identify the security properties for each subsystem.

ASD_STD.2.5C The subsystem ‘design shall describe the interfaces to each subsystem, in terms of theip
purposg and method of use of\the effects, exceptions and error messages.

ASD_STD.2.6C The subsystem design shall identify the components from which each subsystem is built.
ASD_STD.2.7C Thé/subsystem design shall be internally consistent.

ASD_STD.2.8€The subsystem design shall be a complete instantiation of the STOE security functionality
including domain-specific functionality.

ASD_STD.2.9C The mapping from subsystem design to architecture description shall demonstrate that all
elements of the architecture description are present in the subsystem design.

ASD_STD.2.10C The component design shall describe the purpose and functions of the components
of each subsystem.

ASD_STD.2.11C The component design shall define the interrelationships between the components of
each subsystem.

ASD_STD.2.12C The component design shall identify the interfaces to the STOE subsystem met by
each component.
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ASD_STD.2.13C The component design shall describe the interfaces to the STOE subsystem met by
each component in terms of their purpose and method of use.

ASD_STD.2.14C The component design shall describe the security functionality provided by each
component.

ASD_STD.2.15C The component design shall identify the security properties for each component.

ASD_STD.2.16C The component design shall describe how the security functionality and security

[SD_STD.2.17C The component design for each subsystem shall be internally consistent

IASD_STD.2.18C The component design for each subsystem shall provide a complete instantiation of
the security functionality assigned to each subsystem, including domain-specific functionality.

SD_STD.2.19C The mapping from component design to subsystem design,shall demonstrate|that all
lements of the subsystem design are present in the component design.

ASD_STD.2.20C The STOE summary specification consistency analysis shall demonstrate that the

component design is consistent with the description of implementation of SSFs in the STOE summary
specification in the SST and any STOE domain summary specifications.

C.5.5.4.5 Evaluator action elements

ASD_STD.2.1E The evaluator shall confirm that the information provided meets all requirements for|content
and presentation of evidence.

ASD_STD.2.2E The evaluator shall determine that‘the subsystem design is consistent with the architecture
description and interface functional specification,

ASD_STD.2.3E The evaluator shall determine that the component design is consistent with the
subsystem design and interface functional specification.

C.5.5.5 ASD_STD.3 Design plus implementation representation
PDependencies: ASD_SAD. 1 Architecture description

ASD_IFS.1 Interface functional specification

C.5.5.5.1 Objectives

n this companent, the STOE design information is supplemented by examination of the implemgntation
representation of critical components, particularly those where SSF is implemented by configuratiop of the
component, rather than as an inherent property of the component.

C.5,5.5.2  Application Notes

It is not envisaged that the implementation representation (e.g. source code) is provided for all components of
the operational system, only those which configure other portions of the operational system or implement
critical security functionality supporting other components. Integration programs or exit routine programs
developed solely for the operational system may be target for this family.

© ISO/IEC 2010 — All rights reserved 127


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

C.5.5.5.3 Developer/integrator action elements
ASD_STD.3.1D The developer/integrator shall provide a subsystem design and a component design.

ASD_STD.3.2DThe developer/integrator shall provide an implementation representation of the
component design for [assignment: list of components].

ASD_STD.3.3D The developer/integrator shall provide a mapping from the subsystem design to the
architecture description.

ASD_STD.3.4D The developer/integrator shall provide a mapping from the component design to, the
subsystem design.

ASD_STD.3.5D The developer/integrator shall provide a STOE summary specification consistencycnalysis.

C.5.5.5{4 Content and presentation of evidence elements
ASD_STD.3.1C The subsystem design shall describe the security functionality provided-by‘each subsystem.

ASD_STD.3.2C The subsystem design shall identify all hardware, firmware, and“software required by the
security| functionality allocated to the subsystem.

ASD_STD.3.3C The subsystem design shall identify the interfaces to each subsystem.
ASD_STD.3.4C The subsystem design shall identify the security properties for each subsystem.

ASD_STD.3.5C The subsystem design shall describe the interfaces to each subsystem, in terms of their
purposg and method of use of the effects, exceptions and error,messages.

ASD_STD.3.6C The subsystem design shall identify the.ecamponents from which each subsystem is built.
ASD_STD.3.7C The subsystem design shall be internally consistent.

ASD_STD.3.8C The subsystem design shall be a complete instantiation of the STOE security functionality
including domain-specific functionality.

ASD_STD.3.9C The mapping from subsystem design to architecture description shall demonstrate that al
elements of the architecture description are present in the subsystem design.

ASD_STD.3.10C The component design shall describe the purpose and functions of the components of each
subsystem.

ASD_STD.3.11C The component design shall define the interrelationships between the components of each
subsystem.

ASD_STD.3.42€ The component design shall identify the interfaces to the STOE subsystem met by each
comporjent.

ASD_STD.3.13C The component design shall describe the interfaces to the STOE subsystem met by each
component in terms of their purpose and method of use.

ASD_STD.3.14C The component design shall describe the security functionality provided by each component.
ASD_STD.3.15C The component design shall identify the security properties for each component.

ASD_STD.3.16C The component design shall describe how the security functionality and security properties
of each component are provided.

ASD_STD.3.17C The component design for each subsystem shall be internally consistent.
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ASD_STD.3.18C The component design for each subsystem shall provide a complete instantiation of the
security functionality assigned to each subsystem, including domain-specific functionality.

ASD_STD.3.19C The mapping from component design to subsystem design shall demonstrate that all
elements of the subsystem design are present in the component design.

ASD_STD.3.20C The STOE summary specification consistency analysis shall demonstrate that the
component design is consistent with the description of implementation of SSFs in the STOE summary
specification in the SST and any STOE domain summary specifications.

SD_STD.3.21C The implementation representation shall be a complete implementation)| of the
omponent design for the identified components, including all security functionality and gecurity
roperties assigned to those components.

SD_STD.3.22C The implementation representation shall establish the security functionality provided
by the identified components in terms of their specific configuration requirements.

ASD_STD.3.23C The implementation representation shall be internally consistent.

C.5.5.5.5 Evaluator action elements

ASD_STD.3.1E The evaluator shall confirm that the information provided meets all requirements for|content
and presentation of evidence.

ASD_STD.3.2E The evaluator shall determine that the subsystem design is consistent with the architecture
description and interface functional specification.

ASD_STD.3.3E The evaluator shall determine that the component design is consistent with the sulbsystem
design and interface functional specification.

C.5.6 Requirements verification (ASD_RVR)

C.5.6.1 Objectives

The objective is to demonstrate that’the security requirements defined in the SST remain valid after ¢hanges
pr modifications to risks or system-environment.

C.5.6.2 Component levelling

This family contains‘ohe component.

C.5.6.3 ASDLRVR.1 Requirements verification
Dependencies: no dependencies.

C5.6.3.1 Objectives

In this component, the objective is to demonstrate that the SST is still valid after changes or modifications to
the risks addressed by the operational system, or to other constraints on its evaluation.

C.5.6.3.2 Application notes
This component requires a new risk assessment to be performed by the system owner, or the existing risk

assessment to be revised. The model or form of this risk assessment is outside the scope of this Technical
Report.
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This component is also applicable where changes to SSF or SSA are required for other reasons (for example,
because particular controls or assurances have been found to be ineffective or impractical in practice).

C.5.6.3.3 Developer/integrator action elements

ASD_RVR.1.1D The developer/integrator shall perform a requirements verification analysis to confirm
that the SSFs and SSAs defined in the SST remain applicable and appropriate.

C.5.6.3.4 Content and presentation of evidence elements

ASD_RNMR.1.1C The requirements verification analysis shall show that the security problem definition
within the SST is unaffected by changes or modifications to risks, or that it has been correctly
updatedl to reflect the changes or modifications.
ASD_RNMR.1.2C The requirements verification analysis shall show that the functional security
objectiyes within the SST are unaffected by changes or modifications to the security problem
definitipn, or that they have been correctly updated to reflect the changes or modifications.
ASD_RNMR.1.3C The requirements verification analysis shall show that the~“assurance security
objectiyes stated within the SST remain valid, or that they have been correctly updated to reflect the
changes or modifications required.

ASD_RNMR.1.4C The requirements verification analysis shall show that'the SSFs and SSAs correctly
reflect the current security objectives stated within the SST.

C.5.6.3/5 Evaluator action elements

ASD_RNMR.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.5.7 Design document verification (ASD_DVR)

C.5.7.1| Objectives

The objective is to demonstrate that the security design documentation is still correct after changes of
modifications of system components:

C.5.7.2| Component levelling

This farily contains one eonmiponent.

C.5.7.3| ASD_DVR.1 Design verification
DependenciesixASD_SAD.1 Architecture description

ASD_CON.1 Security concept of operations

ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

C.5.7.3.1  Objectives

In this component, the objective is to demonstrate that the security documentation is still correct after changes
or modifications to system components.

130 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

C.5.7.3.2  Application notes

This component not only addresses changed or modified parts of the operational system design
documentation, but also other parts that may have become invalid.

Design verification using ASD_DVR may be performed where only the architecture description, interface
functional specification, subsystem design and security concept of operations documentation are available.
However, “all STOE design documentation” includes the component design and implementation
representation if higher level components of ASD_STD are included within the SST.

.5.7.3.3 Developer/integrator action elements
SD_DVR.1.1D After changes or modifications to system components, system configurjtyion or

perational environment, the developer/integrator shall perform a design verification analysis to
heck all STOE design documentation remains correct and consistent.

.5.7.3.4 Content and presentation of evidence elements
SD_DVR.1.1C For each design document, the design verification{analysis shall show that the

ocument is unaffected by the changes or modifications, or that.it\has been correctly updated to
eflect the changes or modifications.

5.7.3.5 Evaluator action elements

SD_DVR.1.1E The evaluator shall confirm that the information provided meets all requiremeénts for
content and presentation of evidence.

C.6 Class AOC: Operational System configuration management

C.6.1 Introduction

The objective of the Configuration Management class is to provide assurance that the system installgd in the
pperational environment is correctly configured, and that if the system is later modified, the relevant ¢ghanges
pre under CM control.

Where COTS products are.incorporated within the operational system, this class can be used to dgtermine
whether the products meet'their security assurance requirements and are correctly configured in accprdance
with the instructions from the product vendor.

C.6.2 Operational system configuration (AOC_OBM)

C.6.2.1 <Objectives

This_ family defines the configuration options for the operational system that must be set during insfallation,
and) requires a configuration management system to report on the operational system built using those
options. The family alSo requires modifications 1o the operational system arter installation to be tracked and
controlled, so that the system can be reinstalled correctly.

C.6.2.2 Component levelling

This family contains two components. The components in this family are levelled on the basis of confirmation
of description in the documentation and independent verification by the evaluator.
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C.6.2.3 AOC_OBM.1 Operational system configuration

Dependencies: no dependencies.

C.6.2.3.1 Developer/integrator action elements
AOC_OBM.1.1D The developer/integrator shall provide a CM plan.

AOC_OBM.1.2D The developer/integrator shall use a CM system to deliver an installed STOE in
accordfnce with the CM plan.

C.6.2.3 Content and presentation of evidence elements
AOC_QBM.1.1C The CM plan shall describe how the STOE is configured during installation,

AOC_OBM.1.2C The CM plan shall describe how changes to the installed STOE-are tracked and
controljed.

AOC_OBM.1.3C The CM system shall report the configuration options of the installed STOE.

AOC_OBM.1.4C The CM system shall uniquely identify the installed STOE; each associated change
and its [evaluation status.

C.6.2.33 Evaluator action elements

AOC_(JBM.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.6.2.4( AOC_OBM.2 Operational system configuration verification

Hierarchical to: AOC_OBM.1 Operational system configuration

Dependencies: no dependencies.

C.6.2.4/1 Developer/integrator action elements
AOC_OBM.2.1D The developer/integrator shall provide a CM plan.

AOC_OBM.2.2D The developer/integrator shall use a CM system to deliver an installed STOE in accordance
with the] CM plan.

C.6.24 Contentand presentation of evidence elements
AOC_OBM.2.1CxThe CM plan shall describe how the STOE is configured during installation.

AOC_OBM.2.2C The CM plan shall describe how changes to the installed STOE are tracked and controlled.

AOC_OBM.2.3C The CM system shall report the configuration options of the installed STOE.

AOC_OBM.2.4C The CM system shall uniquely identify the installed STOE, each associated change, and its
evaluation status.

C.6.2.4.3 Evaluator action elements

AOC_OBM.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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AOC_OBM.2.2E The evaluator shall independently verify the installed STOE against the CM plan and
CM system.

C.6.3 Evaluated component products (AOC_ECP)

C.6.3.1 Objectives

This family defines the assurance and configuration requirements for operational system components that are
made up from evaluated products. When creating an operational system from product components, there is a
heed to specify the required assurance from aspects of development and integration activities| Where
evaluated COTS products are used, there will normally be no development activities performed specifically for
the operational system. Assurance must therefore be obtained from product evaluation and cettificatign, such
as availability of a formal certificate stating that a product has been certified, for example, at/EAL4, as|defined
n ISO/IEC 15408.

Assurance requirements may be specified as assurance packages, such as an EAL, as part of a PP pr SPP,
pr explicitly defined.

Where product components have specific parameters for secure operation, these parameters musi be set
correctly.

C.6.3.2 Component levelling

This family contains two components. The components in this'family are levelled on the basis of confjrmation
pf description in the documentation and independent verification by the evaluator.

C.6.3.3 AOC_ECP.1 Evaluated component products

PDependencies: AOC_OBM.1 Operational system configuration

C.6.3.3.1 Developer/integrator action elements

AOC_ECP.1.1D The developer/integrator shall define required assurance packages for conmponent
products or security domains containing such products.

AOC_ECP.1.2D The developer/integrator shall provide preparative procedures for each evpluated
product.

AOC_ECP.1.3D The _developer/integrator shall provide an independent certification report or
Fvaluation Technical Report for each evaluated product.

C.6.3.3.2 Content and presentation of evidence elements

AOC_ECP/1.1C The CM plan shall show that the operational parameters for each evaluated product
fare configured in accordance with its preparative procedures.

AQOC _ECP.1.2C For each evaluated product, the independent certification report or Evaluation

Technical Report shall show that the required assurance packages are satisfied.

C.6.3.3.3 Evaluator action elements

AOC_ECP.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.
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C.6.3.4 AOC_ECP.2 Evaluated component products verification
Hierarchical to: AOC_ECP.1 Evaluated component products

Dependencies: AOC_OBM.1 Operational system configuration

C.6.3.41 Developer/integrator action elements

AOC_ECP.2.1D The developer/integrator shall define evaluated assurance packages for component products
or secufity domains containing such products.

AOC_E[CP.2.2D The developer/integrator shall provide preparative procedures for each evaluated product

AOC_E[CP.2.3D The developer/integrator shall provide an independent certification report or‘-Evaluation
Technidal Report for each evaluated product.

C.6.3.4]2 Content and presentation of evidence elements

AOC_E[CP.2.1C The CM plan shall show that the operational parameters for each, evaluated product are
configurted in accordance with its preparative procedures.

AOC_E[CP.2.2C For each evaluated product, the independent certification ‘report or Evaluation Technica
Report $hall show that the required assurance packages are satisfied.

C.6.3.43 Evaluator action elements

AOC_E[CP.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and prepentation of evidence.

AOC_EICP.2.2E The evaluator shall confirm that-assumptions about the operational environment
descriljed in the independent certification reports or Evaluation Technical Reports of the evaluated
products meet the requirements of the operatiohal environment of the STOE.

C.6.4 Unevaluated component products (AOC_UCP)

C.6.4.1 Objectives

This farnily defines the assurance-and configuration requirements for operational system components that arg
made yp from unevaluated \products. When creating an operational system from unevaluated product
comporlents, there is a need-to specify the required assurance from aspects of development and integration
activitiep. For products,such as business application programs that are developed for the operational system
specifichlly, during their development activities the same assurance evidence as required for produc
evaluation can be_produced by the product developer.

The aspurance:claims of the product developer can be taken on trust. Alternatively, to achieve higher
assurarce; the claims can be verified by the evaluator performing a product evaluation.

Assurance requirements may be specified as assurance packages, such as an EAL, as part of a PP or SPP,
or explicitly defined.

Where product components have specific parameters for secure operation, these parameters must be set
correctly.

C.6.4.2 Component levelling

This family contains two components. The components in this family are levelled on the basis of confirmation
of description in the documentation and independent verification by the evaluator.
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C.6.4.3 AOC_UCP.1 Unevaluated component products

Dependencies: AOC_OBM.1 Operational system configuration

C.6.4.31 Developer/integrator action elements

AOC_UCP.1.1D The developer/integrator shall define required assurance packages for component
products or security domains containing such products.

[ROC_UCP.TZD The developer/integrator shall provide configuration documentation fof each
unevaluated component product.

AOC_UCP.1.3D The developer/integrator shall provide security claims for each, “unevpluated
component product.

C.6.4.3.2 Content and presentation of evidence elements

JAOC_UCP.1.1C The CM plan shall show that the operational parameters for each unevaluated product
are configured in accordance with its configuration documentation.

AOC_UCP.1.2C For each unevaluated product, the statement of security claims shall show that the
required assurance packages are satisfied.

C.6.4.3.3 Evaluator action elements

JAOC_UCP.1.1E The evaluator shall confirm that the information provided meets all requireménts for
content and presentation of evidence.

C.6.4.4 AOC_UCP.2 Unevaluated component\products verification
Hierarchical to: AOC_UCP.1 Unevaluated component products

Dependencies: AOC_OBM.1 Operational system configuration

C.6.4.4.1 Developer/integrator-action elements

AOC_UCP.2.1D The developer/integrator shall define required assurance packages for component groducts
pr security domains containing such products.

AOC_UCP.2.2D The-developer/integrator shall provide configuration documentation for each uneyaluated
component product.

AOC_UCP.2:3D The developer/integrator shall provide security claims for each unevaluated component
product.

C6.4.4.2 Content and presentation of evidence elements

AOC_UCP.2.1C The CM plan shall show that the operational parameters for each unevaluated product are
configured in accordance with its configuration documentation.

AOC_UCP.2.2C For each unevaluated product, the statement of security claims shall show that the required
assurance packages are satisfied.
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C.6.4.4.3 Evaluator action elements

AOC_UCP.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

AOC_UCP.2.2E The evaluator shall perform product evaluation and confirm that the unevaluated
products meet the required assurance packages under the operational environment of the STOE.

cC7C

C.7.1 Introduction

The pufpose of this class is to verify that the operational system components, when installed, integrated and
configufed in accordance with the operational system architecture and operational system-configuration

configued as specified by the configuration specification, tested against the relevant architecture and design
evidence, by performing a sample of the developer/integrator’s tests, and by independently testing a subset of
the SSH.

This class is composed of five families. Four families, Operational ,system test coverage (AOT_COQV)
Operatipnal system depth of testing (AOT_DPT), Operational system functional tests (AOT_FUN) and
Operatipnal system independent testing (AOT_IND) are closely’ based on equivalent families in
ISO/IEG 15408 for product testing. The final family, Operationalisystem regression testing (AOT_REG) is
used to[test modifications to the operational system once in opération.

Testing|using the AOT class is always performed in a test énvironment. It is therefore possible that operationa
controlg in the operational environment will perform-differently to their observed behaviour in the test

environient. Test results must therefore generally be~supplemented by examination and verification during
system pperation of operational records and controls.

C.7.2 QOperational system test coverage’(AOT_COV)

C.7.2.1| Objectives
This family addresses those aspects of testing that deal with completeness of test coverage. That is, it

addresdes the extent to which the SSF is tested, and whether or not the testing is sufficiently extensive tg
demondtrate that the SSF gopérates as specified.

C.7.2.2| Component.levelling

This family has\two components. The components in this family are levelled on the basis of testing of al
interfaces defined in the interface functional specification, and testing of all parameters of those interfaces.

C.7.2.3L AOT_COV.1 Evidence-of coverage

Dependencies: ASD_IFS.1 Interface functional specification

AOT_FUN.1 Functional testing

C.7.2.3.1  Objectives

The objective of this component is to establish that all of the interfaces to the SSF have been tested. This is to
be achieved through an examination of an analysis of the test coverage of AOT_FUN.
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C.7.2.3.2 Application notes

In this component the developer/integrator is required to demonstrate that the tests which have been identified
test all of the visible security functions as described in the interface functional specification. The analysis
should not only show the correspondence between tests and security functions, but should provide also
sufficient information for the evaluator to determine how the functions have been exercised. This information
can be used in planning for additional evaluator tests. Although at this level the developer/integrator has to
demonstrate that each of the functions within the interface functional specification has been tested, the
amount of testing of each function need not be exhaustive.

C.7.2.3.3 Developer/integrator action elements

AOT_COV.1.1D The developer/integrator shall provide an analysis of the test coverage.

C.7.2.3.4 Content and presentation of evidence elements
JAOT_COV.1.1C The analysis of the test coverage shall demonstrate the corréspondence betwpen the
tests identified in the test documentation and the SSF accessible through visible operational [system
nterfaces as described in the interface functional specification.
AOT_COV.1.2C The analysis of the test coverage shall demonstrate/that all SSF accessible through

visible operational system interfaces as described in the interfacefunctional specification haye been
tested.

C.7.2.3.5 Evaluator action elements

AOT_COV.1.1E The evaluator shall confirm that the information provided meets all requiremeénts for
content and presentation of evidence.

C.7.2.4 AOT_COV.2 Rigorous analysis of coverage
Hierarchical to: AOT_COV.1 Evidence of.¢overage
PDependencies: ASD_IFS.1 Interfacefunctional specification

AOT_FUN.1 Functionaktesting

C.7.2.41 Objectives

The objective of thisTcomponent is to establish that all parameters of all the interfaces to the SSF haye been
fested through exhaustive testing. This is to be achieved through an examination of an analysis of the test
coverage of AQT/ FUN.

C.7.2.4.2/ Application notes

n-this component the developer/integrator is required to demonstrate that the tests which have been igentified
est’ all of the parameters to all of the visible security functions as described in the interface functional
specification. This additional requirement includes bounds testing (i.e. verifying that errors are generated
when stated limits are exceeded) and negative testing (e.g. when access is given to User A, verifying that
User B did not suddenly gain access). This kind of testing is not exhaustive because not every possible value
of the parameters or every possible user action is expected to be checked.

C.7.2.4.3 Developer/integrator action elements

AOT_COV.2.1D The developer/integrator shall provide an analysis of the test coverage.
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C.7.2.44 Content and presentation of evidence elements

AOT_COV.2.1C The analysis of the test coverage shall demonstrate the correspondence between the tests
identified in the test documentation and the SSF accessible through visible operational system interfaces as
described in the interface functional specification.

AOT_COV.2.2C The analysis of the test coverage shall demonstrate that all SSF accessible through visible
operational system interfaces as described in the interface functional specification have been completely
tested.

C.7.245 Evaluator action elements

AOT_CPV.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and prepentation of evidence.

C.7.3 Operational system depth of testing (AOT_DPT)

C.7.3.1| Objectives

The cofnponents in this family deal with the level of detail to which the SSF is tested by the developer of
integratpr, based on knowledge of the system design. Specification is based upon increasing depth of
informatgion derived from analysis of additional design representations.

The objective is to counter the risk of missing an error in the development and integration of the STOE
Additionally, testing that exercises specific internal interfaces can<provide assurance not only that the SSH
exhibits| the desired external security behaviour, but also that thissbehaviour stems from correctly operating
internal|mechanisms.

C.7.3.2 Component levelling
This farpily has three components. The components-in this family are levelled on the basis of increasing detai

providedl in the SSF representations, from the subsystem design to the implementation representation. This
levelling reflects the SSF representations presented in the ASD class.

C.7.3.3| Application notes

The spgcific amount and type of documentation and evidence will, in general, be determined by the chosen
comporlent from AOT_FUN. Note/that basic testing at the level of the interface functional specification ig
addresded by AOT_COV.

The principle adopted within this family is that the level of testing be appropriate to the level of assurance
being sought. Wherg)higher components are applied, the test results will need to demonstrate that the
implementation of the'SSF is consistent with its design. For example, the subsystem design should describe
each of|the subsystems and also describe the interfaces between these subsystems in sufficient detail for the
purposd, effects and errors of each interface to be clearly defined. Evidence of testing at the subsystem
design |evekmust show that the internal interfaces between subsystems have been exercised. This may be
achievedthrough testing via the external interfaces of the SSF, or by testing of the subsystem interfaces in
isolation, perhaps employing a test harness or test system. The higher components in this family aim to check
the correct operation of internal interfaces that become visible as the design becomes less abstract. When
these components are applied it will be more difficult to provide adequate evidence of the depth of testing
using the SSF’s external interfaces alone.

C.7.3.4 AOT_DPT.1 Testing: subsystem design
Dependencies: ASD_STD.1 Subsystem design

AOT_FUN.1 Functional testing

138 © ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

C.7.3.41 Objectives

The subsystem design provides a high-level description of the internal workings of the SSF. Testing at the
level of the subsystems provides assurance that the SSF subsystems have been correctly realized.

C.7.3.4.2 Developer/integrator action elements

AOT_DPT.1.1D The developer/integrator shall provide an analysis of the depth of testing.

.7.3.4.3 Content and presentation of evidence elements
OT_DPT.1.1C The analysis of the depth of testing shall demonstrate the correspondence between the
ests identified in the test documentation and the subsystems of the STOE identified in.the subsystem
esign.

OT_DPT.1.2C The analysis of the depth of testing shall demonstrate that all subsystems of the STOE
dentified in the subsystem design have been tested.

C.7.3.4.4 Evaluator action elements

IAOT_DPT.1.1E The evaluator shall confirm that the information. provided meets all requireménts for
content and presentation of evidence.

C.7.3.5 AOT_DPT.2 Testing: component design
Hierarchical to: AOT_DPT.1 Testing: subsystem design
PDependencies: ASD_STD.2 Component design

AOT_FUN.1 Functional testing

C.7.3.5.1 Objectives

The component design provides acdétailed description of the internal workings of the SSF. Testing at the level
pf the components provides assurance that the detailed design of all SSFs have been correctly realizeg.

C.7.3.5.2 Applicationnotes
All components identified in the component design should normally contain SSF-enforcing functionglity and

therefore need to-have been tested. For software components, the component design will typically [be at a
higher level of detail than individual code modules.

C.7.3.5.3'Developer/integrator action elements

AOT DPT.2.1D The developer/integrator shall provide an analysis of the depth of testing.

C.7.3.5.4 Content and presentation of evidence elements

AOT_DPT.2.1C The analysis of the depth of testing shall demonstrate the correspondence between the tests
identified in the test documentation and the subsystems and components of the STOE identified in the
subsystem and component design.

AOT_DPT.2.2C The analysis of the depth of testing shall demonstrate that all subsystems of the STOE
identified in the subsystem design have been tested.

AOT_DPT.2.3C The analysis of the depth of testing shall demonstrate that all components of the STOE
identified in the component design have been tested.
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C.7.3.5.5 Evaluator action elements

AOT_DPT.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

C.7.3.6 AOT_DPT.3 Testing: implementation representation

Hierarchical to: AOT_DPT.2 Testing: component design

Dependencies: ASD_STD.3 Design pius implementation representation

AOT_FUN.1 Functional testing

C.7.3.6/1 Objectives

The implementation representation of a SSF determines its actual behaviour. Testing at the level of the
implementation representation provides assurance that the relevant SSF have been corréctly implemented in
all wayd.

C.7.3.62 Application notes
It is not envisaged that the implementation representation (e.g. source cede) is provided or tested for al
comporlents of the operational system, only those which configure othey portions of the operational system of

implement critical security functionality supporting other componentsy Integration programs or exit routine
programs developed solely for the operational system may be target.for'this family.

C.7.3.6{3 Developer/integrator action elements

AOT_DPT.3.1D The developer/integrator shall provide an\analysis of the depth of testing.

C.7.3.6/4 Content and presentation of evidence elements

AOT_DPT.3.1C The analysis of the depth of testing shall demonstrate the correspondence between the tests
identified in the test documentation andthe subsystems and components of the STOE identified in the
subsystem and component design.

AOT_DPT.3.2C The analysis of the)depth of testing shall demonstrate that all subsystems of the STOE
identified in the subsystem design_have been tested.

AOT_DPT.3.3C The analysis/of the depth of testing shall demonstrate that all components of the STORE
identified in the component/design have been tested.

AOT_rIZIT.3.4CThe analysis of the depth of testing shall demonstrate that SSF for which
implementation representation is provided operate in accordance with that representation.

C.7.3.615 Evaluator action elements

AOT_DPT.3.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

C.7.4 Operational system functional tests (AOT_FUN)

C.7.41 Objectives

The objective of this component is for the developer/integrator to demonstrate that all security functions
perform as specified. The developer is required to perform testing and to provide test documentation.
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Functional testing performed by the developer and/or integrator establishes that the SSF exhibits the
properties necessary to satisfy the functional requirements of its PP/ST. Such functional testing provides
assurance that the SSF satisfies at least the security functional requirements, although it cannot establish that
the SSF does no more than what was specified. The family “functional tests” is focused on the type and
amount of documentation or support tools required, and what is to be demonstrated through developer testing.
Functional testing is not limited to positive confirmation that the required security functions are provided, but
may also include negative testing to check for the absence of particular undesired behaviour (often based on
the inversion of functional requirements).

This famil/ contributes-to nrovidina-assurance-that the likelinood-of undiscoveraed-flaws is ralativalh, sm =1|]
HHS—aHRHHY HHHHH tO-proHGHgasSSUHHah HaReHK6+H086-OHHAGH 88 o—HaWs—ts—+etathvery-SHAdll.

The families AOT_COV, AOT_DPT and AOT_FUN are used in combination to define the evidence of testing
fo be supplied by a developer and/or an integrator. Independent functional testing by the evaluator is sjpecified
by AOT_IND.

C.7.4.2 Component levelling

This family contains one component.

C.7.4.3 Application notes

Procedures for performing tests are expected to provide instructions for using test programs and tes} suites,
ncluding the test environment, test conditions, test data paramete(s and values. The test procedureg should
plso show how the test results are derived from the test inputs,

This family specifies requirements for the presentation of all test plans, procedures and results. Thus the
guantity of information that must be presented will vary in accordance with the use of AOT_CpV and
AOT_DPT.

Ordering dependencies are relevant when the.successful execution of a particular test depends upon the
existence of a particular state. For example, this’might require that test A be executed immediately before test
B, since the state resulting from the successful execution of test A is a prerequisite for the sugcessful
pxecution of test B. Thus, failure of test B*could be related to a problem with the ordering dependenciep. In the
pbove example, test B could fail because test C (rather than test A) was executed immediately before |t, or the

failure of test B could be related to afailure of test A. An analysis of dependencies between functional tests is
pssential in operational systems because users cannot be assumed to perform actions in any particulaf order.

C.7.4.4 AOT_FUN.1 Functional testing
PDependencies: no depenhdencies.

C.7.4.41 Developer/integrator action elements
JAOT_FUN:.1D The developer/integrator shall test the SSF and document the results.

IAOT_FUN.1.2DThe developer/integrator shall provide test documentation.

C.7.4.4.2 Content and presentation of evidence elements

AOT_FUN.1.1CThe test documentation shall consist of test plans, expected test results and actual
test results.

AOT_FUN.1.2CThe test plans shall identify the tests to be performed and describe the scenarios for
performing each test. These scenarios shall include any ordering dependencies on the results of other
tests.

AOT_FUN.1.3CThe expected test results shall show the anticipated outputs from a successful
execution of the tests.
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AOT_FUN.1.4CThe actual test results shall be consistent with the expected test results.

AOT_FUN.1.5CThe test documentation shall include an analysis of any test procedure ordering
dependencies.

C.74.43 Evaluator action elements

AOT_FUN.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.7.5 Operational system independent testing (AOT_IND)

C.7.5.1 Objectives

The objgctive of this family is to provide independent evidence that the security functions perform’as specified.

C.7.5.2] Component levelling

This farily has three components. Levelling is based upon whether there is access t0'the developer/integrator
test dogumentation, and upon the comprehensiveness of testing.

C.7.5.3| Application notes

The testing specified in this family can be supported by a party withvspecialized knowledge other than the
evaluatpr (e.g. an independent laboratory, an objective consumer organization). Testing requires an
understpnding of the STOE consistent with the performance of-other assurance activities, and the evaluator
retains [responsibility for ensuring that the requirements of ¢this family are properly addressed when such
support|is used.

Indeper|dent functional testing may take the form of repeating the developer’s functional tests, in whole or in
part. It may also take the form of functional tests devised by the evaluator, either to extend the scope or the
depth of the developer's tests, or because, developer results are not available. These activities arg
complementary, and an appropriate mix must be planned for each STOE, which takes into account the
availability and coverage of test results, and the functional complexity of the SSF.

Sampling of developer tests is intended\to provide confirmation that the developer has carried out his planned
test prqgram on the SSF, and _has correctly recorded the results. The size of sample selected will bg
influenged by the detail and quality of the developer’s functional test results. The evaluator will also need td

evaluation/“The evaluator will need to assess the applicability of the results provided, and to plan his own
testing accordingly.

Independent functional testing is distinct from penetration testing, the latter being based on an informed and
systematic search for vulnerabilities in the design and/or implementation. Penetration testing is specified using
the family AOV_VAN.

The suitability of the STOE for testing is based on the access to the STOE, and the supporting documentation
and information required (including any test software or tools) to run tests. The need for such support is
addressed by the dependencies to other assurance families.

Additionally, suitability of the STOE for testing may be based on other considerations. For example, the
version of the STOE tested by the developer may not be the final version.
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References to a subset of the SSF are intended to allow the evaluator to design an appropriate set
which is consistent with the objectives of the evaluation being conducted.

C.7.5.4 AOT_IND.1 Independent testing - conformance
Dependencies: ASD _IFS.1 Interface functional specification

AOD_OGD.1 User guidance

of tests

C.7.5.4.1 Objectives

n this component, the objective is to demonstrate that the SSF operate in accordance withthe i
Specification and user guidance documentation for the STOE, without access to developer test results.

C.7.5.4.2 Application notes

This component does not address the use of developer test results. It is applicable where such results
pvailable, and also in cases where the developer’s testing is accepted without validation. The eva
required to devise and conduct tests with the objective of confirming that.the STOE operates in acc
with its interface specification and user guidance documentation. The™approach is to gain confid
correct operation through representative testing, rather than to conduct every possible test. The e

festing to be planned for this purpose is a methodology issue, and needs to be considered in the con
particular STOE and the balance of other evaluation activities.

C.7.5.4.3 Developer/integrator action elements

C.7.5.4.4 Content and presentation of evidence elements

carry out testing.

C.7.5.4.5 Evaluator action elements

content and presentation‘of evidence.

AOT_IND.1.2E The~evaluator shall test a subset of the STOE interfaces to confirm that t
pperates as specified.

C.7.5.5 AOT_IND.2 Independent testing - sample
Hierarchical to: AOT_IND.1 Independent testing - conformance

PDéependencies: ASD_IFS.1 Interface functional specification

hterface

are not
uator is
brdance
ence in
xtent of
ext of a

AOT_IND.1.1D The developer/integrator shall provide the STOE and a test environment for testing.

AOT_IND.1.1C The STOE and user guidance documentation shall enable the evaluator to prepare and

JAOT_IND.1.1E The evaluator.shall confirm that the information provided meets all requiremeénts for

he SSF

AOD_OGD.1 User guidance

AOT_FUN.1 Functional testing

C.7.5.5.1  Objectives

In this component, the objective is to demonstrate that the SSF operate in accordance with the interface
specification and user guidance documentation for the STOE. Evaluator testing confirms the results of
developer/integrator testing by repeating a sample of the developer tests, and also performs some additional

testing.
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C.7.5.5.2 Application notes

The intent is that the developer should provide the evaluator with materials necessary for the efficient
reproduction of developer tests. This may include such things as machine-readable test documentation, test
programs, etc.

This component contains a requirement that the evaluator has available test results from the developer to
supplement the program of testing. The evaluator will repeat a sample of the developer’s tests to gain
confidence in the results obtained. Having established such confidence the evaluator will build upon the
developers-testing-by ' itions ha ; OE-in-a-difforont-manner—By-using-
platform of validated developer test results the evaluator is able to gain confidence that the STOE operates
correctly in a wider range of conditions than would be possible purely using the developer’'s own efforts(given
a fixed level of resource. Having gained confidence that the developer has tested the STOE, the evaluator wil
also hgve more freedom, where appropriate, to concentrate testing in areas where examination of
documgntation or specialist knowledge has raised particular concerns.

C.7.5.5{3 Developer/integrator action elements

AOT _IND.2.1D The developer/integrator shall provide the STOE and a test environment/for testing.

C.7.5.5/4 Content and presentation of evidence elements

AOT_IND.2.1C The STOE and user guidance documentation shall enable(the evaluator to prepare and carry
out testing.

AOT_IND.2.2C The developer/integrator shall provide an equivalent set of resources to those that
were used in the developer’s functional testing of the SSF.

C.7.5.5/5 Evaluator action elements

AOT_IND.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and prepentation of evidence.

AOT_IND.2.2E The evaluator shall execute’a sample of tests in the test documentation to verify the
developer test results.

AOT _IND.2.3E The evaluator shall{est a subset of the STOE interfaces to confirm that the SSF operates as
specified.

C.7.5.6( AOT_IND.3 Independent testing - complete
Hierarchical to: AOT_IND.2 Independent testing - sample
Dependencies: ASD IFS.1 Interface functional specification

AOD_OGD.1 User guidance

AOT _FUN_TFunctional testing

C.7.5.6.1  Objectives

In this component, the objective is to demonstrate that the SSF operate in accordance with the interface
specification and user guidance documentation for the STOE. Evaluator testing confirms the results of
developer/integrator testing by repeating all the developer tests, and also performs additional testing of the
entire STOE.
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C.7.5.6.2 Application notes

The intent is that the developer should provide the evaluator with materials necessary for the

efficient

reproduction of developer/integrator tests. This may include such things as machine-readable test

documentation, test programs, etc.

In this component the evaluator must repeat all of the developer’s tests as part of the program of testing. As in
the previous component the evaluator will also conduct tests that aim to exercise the STOE in a different

manner from that achieved by the developer. In cases where developer testing has been exhaustiv

avramainlittlaecsconefor-thic
rey-rerHa - tte-SEope+1or—thss

e, there

C.7.5.6.3 Developer/integrator action elements

AOT _IND.3.1D The developer/integrator shall provide the STOE and a test environment foptesting.

C.7.5.6.4 Content and presentation of evidence elements

AOT _IND.3.1C The STOE and user guidance documentation shall enable the“eyvaluator to prepare a
put testing.

AOT _IND.3.2C The developer/integrator shall provide an equivalent set-of resources to those that weg
n the developer’s functional testing of the SSF.

C.7.5.6.5 Evaluator action elements

AOT _IND.3.1E The evaluator shall confirm that the informyation provided meets all requirements for
and presentation of evidence.

AOT _IND.3.2E The evaluator shall execute all tests in the test documentation to verify the develo)
results.

Specified.
C.7.6 Operational system regression testing (AOT_REG)

C.7.6.1 Objectives

The objective of this\component is to demonstrate that the security functions perform as specifi
changes or modificafiens of system components, system configuration or operational environment.

C.7.6.2 Component levelling

This family’contains one component.

C7:6.3 AOT_REG.1 Regression testing

nd carry

re used

content

per test

AOT _IND.3.3E The evaluator shall test.all STOE interfaces to confirm that the entire SSF operates as

ed after

Dependencies: no dependencies.

C.7.6.3.1  Objectives

In this component, the objective is to demonstrate that the security functions perform as specified after

changes or modifications of system components, system configuration or operational environment.
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C.7.6.3.2  Application notes

This component does not only address the test of changes or modified parts of the operational system, but
also other parts.

C.7.6.3.3 Developer/integrator action elements

AOT_REG.1.1D The developer/integrator shall test the SSF implemented by changed or modified areas
of the STOE and document the resulits.

AOT_REG.1.2D The developer/integrator shall provide a regression testing analysis.

AOT_REG.1.3D The developer/integrator shall provide regression test documentation.

Content and presentation of evidence elements

AOT_REG.1.1C The regression testing analysis shall identify those SSF that afe“implemented by
changed or modified areas of the STOE, and the intended changes, or otherwise, to the behaviour of
those §SF.

AOT_REG.1.2C The regression test documentation shall cover those SSF-that are implemented by
changed or modified areas of the STOE.

AOT_REG.1.3C The regression test documentation shall consist-of test plans, expected test results
and acfual test results.

AOT_REG.1.4C The test plans shall identify the tests to bé performed and describe the scenarios for
t. These scenarios shall include any ordering dependencies on the results of other tests.

AOT_REG.1.5C The expected test results shall show the anticipated outputs from a successfu
execution of the tests.

AOT_REG.1.6C The actual test results shall be consistent with the expected test results.

AOT_REG.1.7C The actual test results shall demonstrate that each tested SSF behaved as specified in
the regfession testing analysis.

AOT_REG.1.8C The test documentation shall include an analysis of any test procedure ordering
dependencies.

C.7.6.3/5 Evaluator action elements

AOT_REG.1.1E The®valuator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.8 Cjass AOV: Operational System vulnerability assessment

C.8.1 Introduction

The purpose of the vulnerability assessment activity is to determine whether potential vulnerabilities within the
STOE represent actual vulnerabilities that might be exploited by an attacker. This determination is based upon
analysis by the evaluator, checking for common vulnerabilities found in similar systems, and, at higher levels,
investigating potential vulnerabilities identified during other evaluation tasks.

Vulnerability assessment considers both technical and operational controls. However, any testing to determine

whether potential vulnerabilities are actually exploitable is performed in a development environment. It is
therefore possible that additional actual vulnerabilities will exist because the operational controls in the
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operational environment perform differently to their observed behaviour in the test environment. Vulnerability
assessment must therefore generally be supplemented by examination and verification during system
operation of operational records and controls.

This class performs a single evaluation function and therefore contains one family of assurance components.
C.8.2 Vulnerability analysis (AOV_VAN)

C.8.2.1 Objective

The objective of vulnerability analysis is to determine whether potential vulnerabilities identified~during the
pvaluation of the construction and anticipated operation of the STOE could actually allow attackers t¢ violate
fhe SFRs.

C.8.2.2 Component levelling
This family contains seven components. The components in this family are levelled initially on the|form of

pnalysis of potential vulnerabilities undertaken, and then at higher levels (on the level of sophisgtication
considered in mounting an actual attack.

C.8.2.3 AOV_VAN.1 Architectural vulnerability survey
Dependencies: ASD_SAD.1 Architecture description

AOD_OGD.1 User guidance

C.8.2.3.1 Objectives

A vulnerability survey of information available intthe public domain is performed by the evaluator to|identify
potential vulnerabilities that may be easily found-by an attacker.

The evaluator then performs penetration”testing, to confirm that the potential vulnerabilities capnot be

exploited in the proposed operational ;environment for the STOE. Penetration testing is performed by the
pvaluator assuming an attack potential of Basic.

C.8.2.3.2 Application notes
This component does ot require security documentation to be available when planning penetration tgsting. It

s therefore most suitable for domains within an STOE where there is no security functionality, as 4 way of
ensuring that these.domains cannot be used to subvert other domains.

C.8.2.3.3 . Developer/integrator action elements

OV_VAN.1.1D The developer/integrator shall provide the STOE and a test environment for tesfing.

:8)2.3.4 Content and presentation of evidence elements

AOV_VAN.1.1C The STOE and user guidance documentation shall enable the evaluator to prepare and
carry out testing.

C.8.2.3.5 Evaluator action elements

AOV_VAN.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

AOV_VAN.1.2E The evaluator shall perform a search of public domain sources to identify potential
vulnerabilities in the STOE, based upon the architecture description.
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AOV_VAN.1.3E The evaluator shall conduct penetration testing, based on the identified potential
vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing

Basic a

c.8.24

ttack potential.

AOV_VAN.2 Enhanced vulnerability survey

Hierarchical to: AOV_VAN.1 Architectural vulnerability survey

Depend

encies: ASD_SAD.1 Architecture description

Cc.8.24
A vulne]
potentig
security
The ev

exploite
evaluat

Cc.8.24
This co

potentig
STOE ¢

Cc.8.24

AOV_V.

C.8.24

AQV_V
out test

C.8.2.4

AQOV_V
and pre

AQV_V
vulnera

ASD_CON.1 Security concept of operations

AOD_OGD.1 User guidance

1 Objectives

rability survey of information available in the public domain is performed by the<evaluator to identify
| vulnerabilities that may be easily found by an attacker. The survey takes account of the intended
properties of the STOE or STOE domain.

bluator then performs penetration testing, to confirm that the potential vulnerabilities cannot be

d in the proposed operational environment for the STOE. Penetration testing is performed by the
br assuming an attack potential of Basic.

2  Application notes
mponent requires security concept of operations documentation to be available when identifying

| vulnerabilities. Penetration testing can therefore be-targeted at the intended security properties of the
r STOE domain to which it is applied.

3  Developer/integrator action elements

AN.2.1D The developer/integrator shall‘provide the STOE and a test environment for testing.

4  Content and presentation-of evidence elements

AN.2.1CThe STOE and user guidance documentation shall enable the evaluator to prepare and carry
ng.

5 Evaluator action elements

AN.2.1E The ‘evaluator shall confirm that the information provided meets all requirements for content
sentation,ef \evidence.

AN.2.2EThe evaluator shall perform a search of public domain sources to identify potentia

pilities in the STOE, based upon the architecture description and the security concept of operations1

documentation

AOV_VAN.2.3EThe evaluator shall conduct penetration testing, based on the identified potential
vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing Basic
attack potential.
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C.8.2.5 AOV_VAN.3 Interface vulnerability analysis

Hierarchical to: AOV_VAN.2 Enhanced vulnerability survey

Dependencies: ASD_SAD.1 Architecture description
ASD_CON.1 Security concept of operations

ASD_IFS.1 Interface functional specification

AOD_OGD.1 User guidance

C.8.2.5.1 Objectives

As well as a vulnerability survey of information available in the public domain, theCevaluator performs a
vulnerability analysis of the interfaces within the STOE to identify potential vulnerabilities.

The evaluator then performs penetration testing, to confirm that the potential vulnerabilities capnot be

exploited in the proposed operational environment for the STOE. Penetration’ testing is performed by the
pvaluator assuming an attack potential of Basic.

C.8.2.5.2  Application notes
This component requires security concept of operations~documentation and an interface functional

Specification to be available. However, it does not reqdire’ any design documentation. Therefpre the
vulnerability analysis can only identify functional discrepancies.

C.8.2.5.3  Developer/integrator action elements

AOV_VAN.3.1D The developer/integrator shall provide the STOE and a test environment for testing.

C.8.2.5.4 Content and presentation of-evidence elements

AOV_VAN.3.1CThe STOE and usenrguidance documentation shall enable the evaluator to prepare apd carry
put testing.

C.8.2.5.5 Evaluator action elements

AOV_VAN.3.1E The evaluator shall confirm that the information provided meets all requirements for|content
and presentation of\evidence.

AOV_VAN.32EThe evaluator shall perform a search of public domain sources to identify potential
vulnerabilities~in the STOE, based upon the architecture description and the security concept of opgrations
documentation.

OV, VAN.3.3E The evaluator shall perform an independent vulnerability analysis of the S[TOE to
dentify potential vulnerabilities in the STOE, using the architecture description, the security ¢oncept
of operations documentation, the interface functional specification and the user guidance
documentation.

AOV_VAN.3.4EThe evaluator shall conduct penetration testing, based on the identified potential
vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing Basic
attack potential.
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C.8.2.6 AOV_VAN.4 Design vulnerability analysis

Hierarchical to: AOV_VAN.3 Interface vulnerability analysis

Dependencies: ASD_SAD.1 Architecture description
ASD_CON.1 Security concept of operations

ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance

C.8.2.6/1 Objectives

As welll as a vulnerability survey of information available in the public domain, the evaltuator performs 3
vulnerability analysis of the specification and design of the STOE to identify potential vuinerabilities.

The evpluator then performs penetration testing, to confirm that the potential ‘vulnerabilities cannot beg

exploited in the proposed operational environment for the STOE. Penetration\testing is performed by the
evaluatpr assuming an attack potential of Basic.

C.8.2.62 Application notes
Vulnerability analysis of the STOE design may be performed where only a subsystem design is available

Howevgr, “all available design documentation” includes the” component design and implementation
represeptation if higher level components of ASD_STD are in€luded within the SST.

C.8.2.6{3 Developer/integrator action elements

AQOV_VAN.4.1D The developer/integrator shall provide the STOE and a test environment for testing.

C.8.2.6/4 Content and presentation of-evidence elements

AOV_VAN.4.1CThe STOE and user.guidance documentation shall enable the evaluator to prepare and carry
out testing.

C.8.2.6/5 Evaluator action elements

AOV_VAN.4.1E The evaluator shall confirm that the information provided meets all requirements for content
and prepentation of evidence.

AOV_VAN.4.2EThe evaluator shall perform a search of public domain sources to identify potentia
vulnerabilities~ib the STOE, based upon the architecture description and the security concept of operations
documgntation.

AOV_VAN.4.3E The evaluator shall perform an independent vulnerability analysis of the STOE to identify
potential vulnerabilities in the STOE, using the architecture description, the security concept of operations
documentation, the interface functional specification, all available design documentation and the user
guidance documentation.

AOV_VAN.44EThe evaluator shall conduct penetration testing, based on the identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing Basic
attack potential.
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C.8.2.7 AOV_VAN.5 Focused vulnerability analysis

Hierarchical to: AOV_VAN.4 Design vulnerability analysis

Dependencies: ASD_SAD.1 Architecture description
ASD_CON.1 Security concept of operations

ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance

C.8.2.7.1 Objectives

As well as a vulnerability survey of information available in the public domain,"¢he evaluator performs a
focused vulnerability analysis of the specification and design of the STOE to identify potential vulnerabllities.

The evaluator then performs penetration testing, to confirm that the-potential vulnerabilities capnot be

exploited in the proposed operational environment for the STOE. Pgnetration testing is performed by the
evaluator assuming an attack potential of Enhanced-Basic.

C.8.2.7.2  Application notes
Vulnerability analysis of the STOE design may be perfofmed where only a subsystem design is ayailable.

However, “all available design documentation” includes the component design and implemgntation
representation if higher level components of ASD_STD’are included within the SST.

C.8.2.7.3  Developer/integrator action elements

AOV_VAN.5.1D The developer/integrator.shall provide the STOE and a test environment for testing.

C.8.2.7.4 Content and presentation of evidence elements

AOV_VAN.5.1CThe STOE and\user guidance documentation shall enable the evaluator to prepare apd carry
put testing.

C.8.2.7.5 Evaluator action elements

AOV_VAN.5.1EThe evaluator shall confirm that the information provided meets all requirements for|content
and presentation’of evidence.

AOV_VAN,5.2E The evaluator shall perform a search of public domain sources to identify potential
vulnerabilities in the STOE, based upon the architecture description and the security concept of opgrations
documentation.

AOV_VAN.5.3E The evaluator shall perform an independent, focused vulnerability analysis of the STOE to
identify potential vulnerabilities in the STOE, using the architecture description, the security concept of
operations documentation, the interface functional specification, all available design documentation and the
user guidance documentation.

AOV_VAN.54EThe evaluator shall conduct penetration testing, based on the identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing
Enhanced-Basic attack potential.
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C.8.2.8 AOV_VAN.6 Methodical vulnerability analysis

Hierarchical to: AOV_VAN.5 Focused vulnerability analysis

Dependencies: ASD_SAD.1 Architecture description
ASD_CON.1 Security concept of operations

ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance

C.8.2.8/1 Objectives

As welll as a vulnerability survey of information available in the public domain, the evaltuator performs 3
vulnerability analysis of the specification and design of the STOE to identify potential vuinerabilities.

The evpluator then performs penetration testing, to confirm that the potential ‘vulnerabilities cannot beg

exploited in the proposed operational environment for the STOE. Penetration\testing is performed by the
evaluatpr assuming an attack potential of Moderate.

C.8.2.82 Application notes
Vulnerability analysis of the STOE design may be performed where only a subsystem design is available

Howevgr, “all available design documentation” includes the” component design and implementation
represeptation if higher level components of ASD_STD are in€luded within the SST.

C.8.2.8{3 Developer/integrator action elements

AQOV_VAN.6.1D The developer/integrator shall provide the STOE and a test environment for testing.

C.8.2.844 Content and presentation of-evidence elements

AOV_VAN.6.1CThe STOE and user.guidance documentation shall enable the evaluator to prepare and carry
out testing.

C.8.2.8/5 Evaluator action elements

AOV_VAN.6.1E The evaluator shall confirm that the information provided meets all requirements for content
and prepentation of evidence.

AOV_VAN.6.2EThe evaluator shall perform a search of public domain sources to identify potentia
vulnerabilities~ib the STOE, based upon the architecture description and the security concept of operations
documgntation.

AOV_VAN.6.3E The evaluator shall perform an independent, methodical vulnerability analysis of the STOE to
identify potential vulnerabilities in the STOE, using the architecture description, the security concept of
operations documentation, the interface functional specification, all available design documentation and the
user guidance documentation.

AOV_VAN.6.4EThe evaluator shall conduct penetration testing, based on the identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing
Moderate attack potential.
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C.8.2.9 AOV_VAN.7 Advanced methodical vulnerability analysis
Hierarchical to: AOV_VAN.6 Methodical vulnerability analysis
Dependencies: ASD_SAD.1 Architecture description

ASD_CON.1 Security concept of operations

ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance

C.8.2.9.1 Objectives

As well as a vulnerability survey of information available in the public domain,"¢he evaluator performs a
vulnerability analysis of the specification and design of the STOE to identify potential vulnerabilities.

The evaluator then performs penetration testing, to confirm that the-potential vulnerabilities capnot be

exploited in the proposed operational environment for the STOE. Pgnetration testing is performed by the
pvaluator assuming an attack potential of High.

C.8.2.9.2 Application notes
Vulnerability analysis of the STOE design may be perfofmed where only a subsystem design is ayailable.

However, “all available design documentation” includes the component design and implemgntation
representation if higher level components of ASD_STD’are included within the SST.

C.8.2.9.3 Developer/integrator action elements

AOV_VAN.7.1D The developer/integrator.shall provide the STOE and a test environment for testing.

C.8.2.6.4 Content and presentation of evidence elements

AOV_VAN.7.1CThe STOE and\user guidance documentation shall enable the evaluator to prepare apd carry
put testing.

C.8.2.9.5 Evaluator action elements

AOV_VAN.7.1EThe evaluator shall confirm that the information provided meets all requirements for|content
and presentation’of evidence.

AOV_VAN,7.2E The evaluator shall perform a search of public domain sources to identify potential
vulnerabilities in the STOE, based upon the architecture description and the security concept of opgrations
documentation.

AOQOV_VAN.7.3E The evaluator shall perform an independent, methodical vulnerability analysis of the STOE to
identify potential vulnerabilities in the STOE, using the architecture description, the security concept of
operations documentation, the interface functional specification, all available design documentation and the
user guidance documentation.

AOV_VAN.7.4EThe evaluator shall conduct penetration testing, based on the identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing High
attack potential.
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C.9 Class APR: Preparation for live operation

C.9.1 Introduction

Before live operation it is necessary to establish and define the security management structure whose
purpose is to promulgate and instil security policy and awareness into the organization. Management should
visibly promote and support security within the organization through active participation in the implementation
of security across the organization. Management activity includes articulating security goals to meet the
organizational requirements, and is integrated in relevant business processes. Activities include formulating,
reviewiié:], and approving security policy, ensuring that there is clear and visible management support, and

providing security training and awareness programs in support of organizational security policy. It lalso
designgtes a manager as the organization’s security authority.

It is als¢ necessary to confirm the adequacy of the procedures used to configure the operational,system, both
on instdllation and on routine start-up.

C.9.2 Awareness training (APR_AWA)

C.9.2.1 Objectives

This family requires that the management provide training as a means for personnel to learn their security
roles arld responsibilities for conducting their business within the operationalisystem.

C.9.2.2| Component levelling

This farily contains two components. The components in this family are levelled on the basis of confirmation
of descfiption in the documentation and verification in the operational system.

C.9.2.3 APR_AWA.1 Awareness training

Dependencies: no dependencies.

C.9.2.31 Management action elements

APR_AWA.1.1M The management shall conduct awareness training with a formal induction process
designeéd to introduce [selection: all operational controls, [assignment: operational controls]] and
their e{pectation [selection: b€éfore, within [assignment: time frame], periodically [assignment: time
period]| giving personnel access to the operational system assets.

C.9.2.32 Content andpresentation of evidence elements
APR_AWA.1.1C The:awareness training shall be recorded.

APR_AWA.1.2C"The records shall contain date and time, authorized personnel, targeted personnel
contents and'results of the training.

C.9.2.3.3 Evaluator action elements

APR_AWA.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.9.2.4 APR_AWA.2 Verification of awareness training
Hierarchical to: APR_AWA.1 Awareness training

Dependencies no dependencies.
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C.9.2.41 Management action elements

APR_AWA.2.1M The management shall conduct awareness training with a formal induction process designed
to introduce [selection: all operational controls, [assignment: operational controls]] and their expectation
[selection: before, within [assignment: time frame], periodically [assignment: time period]] giving personnel
access to the operational system assets.

C.9.24.2 Content and presentation of evidence elements

AFR_AVWA.ZTU The awareness training shall be recorded.

APR_AWA.2.2C The records shall contain date and time, authorized personnel, targeted persennel, ¢gontents
and results of the training.

C.9.2.4.3 Evaluator action elements

APR_AWA.2.1E The evaluator shall confirm that the information provided meets<all requirements for|content
and presentation of evidence.

APR_AWA.2.2E The evaluator shall independently verify the veracity*of conducting the awareness
training.

C.9.3 Communication (APR_CMM)

C.9.3.1 Objectives

This family requires that the management has some means of communicating operational guidance
documentations that define and specify SSFs to the\appropriate personnel.

C.9.3.2 Component levelling

This family contains two components. The-components in this family are levelled on the basis of confjrmation
pf description in the documentation and,verification in the operational system.

C.9.3.3 APR_CMM.1 Information on controls
PDependencies: no dependencies.

C.9.3.3.1 Management action elements

APR_CMM.1,1M)The management shall communicate [selection: all SSFs, [assignment: SSFSFS] to all
personnel ;associated with operational controls before giving them access to operational [system
assets.

C.9:3.3.2 Content and presentation of evidence elements

APR_CMM.1.1C The information shall be recorded.

APR_CMM.1.2C The records shall contain date and time, authorized personnel, targeted personnel
and contents of the information.

C.9.3.3.3 Evaluator action elements

APR_CMM.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.
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C.9.3.4

APR_CMM.2 Verification of information on controls

Hierarchical to: APR_CMM.1 Information on controls

Depend

C.9.34.

encies: no dependencies.

1 Management action elements

APR_CMM.2.1M The management shall communicate [selection: all SSFs, [assignment: SSFs]] to all

personn

c.9.3.4
APR_C

APR _C
content

C.9.3.4

APR_C
and pre

APR_C
operati

C.9.4 |

C.9.41
This fan

the ST(
of the o

C.9.4.2

This far
of desc

C.9.4.3
Depend

C.9.4.3

APR_S

el assoclated with operational controls betore giving them access 10 operational sysiem assets.

2 Content and presentation of evidence elements
MM.2.1C The information shall be recorded.

MM.2.2C The records shall contain date and time, authorized personnel, targeted personnel and
5 of the information.

3 Evaluator action elements

MM.2.1E The evaluator shall confirm that the information provided meets all requirements for content
Sentation of evidence.

MM.2.2E The evaluator shall independently verify the veracity of the communication of the
bnal controls.

Becure installation check (APR_SIC)

Objectives
nily provides a means to verify the installation and start up of the STOE. The installation and start up of

E should be implemented and operated ceorrectly and effectively in accordance with the security policy
pberational system.

Component levelling

hily contains two components. The components in this family are levelled on the basis of confirmation
iption in the documentation and verification in the operational system.

APR_SIC.1 Secure installation check

encies: nodgpendencies.

1 Management action elements

CA.1M The developer/integrator shall document secure installation procedures necessary tg

ensure

that components and interfaces that comprise the STOE, especially those to legacy security

controls and interfaces, can be installed, started up and interoperate in a secure manner.

C.9.4.3.

2 Content and presentation of evidence elements

APR_SIC.1.1C The secure installation procedures documentation shall describe the steps necessary
for verification of secure installation, start-up and interoperation of the STOE in its environment.
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C.9.4.3.3 Evaluator action elements

APR_SIC.1.1E The evaluator shall confirm that the information provided meets all requirements for

content and presentation of evidence.

C.9.4.4 APR_SIC.2 Verification of secure installation check

Hierarchical to: APR_SIC.1 Secure installation check

ependencies. no dependencies.

C.9.441 Management action elements
APR_SIC.2.1M The developer/integrator shall document secure installation procedures.necessary tg

nterfaces, can be installed, started up and interoperate in a secure manner.

C.9.4.4.2 Content and presentation of evidence elements

APR_SIC.2.1C The secure installation procedures documentation shalldescribe the steps neces
verification of secure installation, start-up and interoperation of the STOE)in its environment.

C.9.4.4.3 Evaluator action elements

APR_SIC.2.1E The evaluator shall confirm that the information provided meets all requirements for
and presentation of evidence.

APR_SIC.2.2E The evaluator shall verify that the secure installation procedures result in a
configuration.

C.10 Class ASO: Records on operational system

C.10.1 Introduction

Most assurance activities aresperformed in a development or test environment. It is therefore poss
pperational controls in the operational environment will perform differently to their observed behavioy
fest environment. Development assurance activities must therefore generally be supplemern
examination and verification during system operation of operational records and controls.

This class contains families that govern how SSFs are conducting correctly and effectively during ope
the system, “The primary purpose of operation of system security is to enable a determination

pperationah system is operating in a secure manner without violation of operational system security pd
plso defines actions that will take place if and when security relevant events occur. This class ensu
pppropriate actions are taken to detect, record and respond to events that may be possible violation
pperational system security policy.

ensure

that components and interfaces that comprise the STOE, especially those to legacy-security contfols and

sary for

content

secure

ble that
r in the
ted by

ation of
hat the
licies. It
res that
s of the

The families in this class define a means for management to monitor and verify the operational controls.

C.10.2 Operation records of operational controls (ASO_RCD)

C.10.2.1 Objectives

This family provides operation records for the SSFs during the operation. The operational controls should be
implemented and operated correctly and effectively in accordance with the security policy of the operational

system.
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C.10.2.2 Component levelling

This family contains two components. The components in this family are levelled on the basis of confirmation
of description in the documentation and verification in the operational system.

C.10.2.3 ASO_RCD.1 Record of operational controls

Dependencies: no dependencies.

C.10.2.

.1 Management action elements

ASO_RICD.1.1M The management shall record the operational evidence defined by [selection: al
operatipnal controls or [assignment: operational controls]].

C.10.2.3.2 Content and presentation of evidence elements

ASO D.1.1C The information associated with the operational evidence shall be fecorded.
ASO D.1.2C The records shall contain date and time, responsible persons targeted operationa
controls and results of the operation.

ASO_R[CD.2.1M The management shall record the operational evidence defined by [selection: all operationa
controld or [assignment: operational-controls]].

C.10.2.4.2 Content and presentation of evidence elements
ASO_R[D.2.1C The infotmation associated with the operational evidence shall be recorded.

ASO_R[CD.2.2C The*records shall contain date and time, responsible person, targeted operational controls
and reslilts of the operation.

C.10.2.4.34 Evaluator action elements

ASO_RCD.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ASO_RCD.2.2E The evaluator shall independently verify that the information concerning operation of
operational controls is being correctly recorded.
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C.10.3 Verification of operational controls (ASO_VER)

C.10.3.1 Objectives
This family provides a means to verify the operational controls during the operation. The operational controls

should be implemented and operated correctly and effectively in accordance with the security policy of the
operational system.

C.10.3.2 Component levelling

This family contains two components. The components in this family are levelled on the basis of.cenfjrmation
pf description in the documentation and verification in the operational system.

C.10.3.3 ASO_VER.1 Verification of operational controls

PDependencies: no dependencies.

C.10.3.3.1 Management action elements

IASO_VER.1.1M The management shall verify that [selection: all operational controls or [assignment:
operational controls]] are installed and operated correctly and effectively.

C.10.3.3.2 Content and presentation of evidence elements
IASO_VER.1.1C The information associated with the verification shall be recorded.

IASO_VER.1.2C The records shall contain date and time, responsible person, targeted operational
controls and results of the verification.

C.10.3.3.3 Evaluator action elements

ASO_VER.1.1EThe evaluator shall confirm that the information provided meets all requireménts for
content and presentation of evidengce.

C.10.3.4 ASO_VER.2 Independent verification of operational controls
Hierarchical to: ASO_VER 1" Verification of operational controls

PDependencies: no.dependencies.

C.10.3.4.1 Management action elements

ASO_VER.2.1M The management shall verify that [selection: all operational controls or [assignment:
pperational controls]] are installed and operated correctly and effectively.

-40.3.4.2  Content and tation of evid | |

ASO_VER.2.1C The information associated with the verification shall be recorded.

ASO_VER.2.2C The records shall contain date and time, responsible person, targeted operational controls
and results of the verification.

C.10.3.4.3 Evaluator action elements

ASO_VER.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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ASO_VER.2.2E The evaluator shall independently verify that the operational controls are installed and
operated correctly and effectively.

C.10.4 Monitoring of operational controls (ASO_MON )

C.10.4.1 Objectives

This family provides a means to monitor the operational controls during the operation. The primary purpose of
operational control monitoring is to enable a determination that operational controls are operating in a secure
without violation of operational system security policies. The operational controls should bg
nted and operated correctly and effectively in accordance with the security policy of the operationa
| It also defines actions that will take place if and when some changes occur in the operationa

Component levelling

ily contains two components. The components in this family are levelled on the’basis of confirmation
iption in the documentation and verification in the operational system.

ASO_MON.1 Monitoring of operational controls by management

ncies: no dependencies.

.1 Management action elements

ASO_MON.1.1M The management shall monitor the provisions and performance levels of [selection
all opefational controls or [assignment: operational controls]] at regular period.

ASO_MON.1.2M The management shall monitor the changes to provision of services including

maintenance and improvement of security policies, procedures and controls, taking account of
criticality of business systems and processes involved and re-assessment of risks.

C.10.4.3.2 Content and presentation of evidence elements
ASO_MON.1.1C The information associated with the monitoring shall be recorded.

ASO_MON.1.2C The records shall contain date and time, responsible person, targeted operationa
and results of the monitoring.

C.10.4.3.3 Evaluator action elements

ASO_MON.1.1E The<evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.10.4.4 ASO_MON.2 Verification of monitoring of operational controls

Hierarchical to: ASO_MON.1 Monitoring of operational controls by management

Dependencies: no dependencies.

C.10.4.4.1 Management action elements

ASO_MON.2.1M The management shall monitor the provisions and performance levels of [selection: all
operational controls or [assignment: operational controls]] at regular period.
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ASO_MON.2.2M The management shall monitor the changes to provision of services including maintenance
and improvement of security policies, procedures and controls, taking account of criticality of business

systems and processes involved and re-assessment of risks.

C.10.4.4.2 Content and presentation of evidence elements
ASO_MON.2.1C The information associated with the monitoring shall be recorded.

ASO_MON.2.2C The records shall contain date and time, responsible person, targeted operational

controls

nd results or the monitoring.

C.10.4.4.3 Evaluator action elements

ASO_MON.2.1E The evaluator shall confirm that the information provided meets all requirements for
and presentation of evidence.

IASO_MON.2.2E The evaluator shall independently verify that the monitoring is condu
accordance with the security policy.

content

cted in
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Annex D
(normative)

Operational System evaluation methodology

D.1 Technical approach

D.1.1 Introduction

This Arnex is designed for use in conjunction with ISO/IEC 18045. It defines the specific evaluation sub-
activitie and work units required to perform the evaluation of an operational system. These are applied within
an evalpation process as described in ISO/IEC 18045. The other evaluation tasks required to perform an
operatignal system evaluation are identical to those described in the evaluation process clause of
ISO/IEG 18045.

D.1.2 Documentation approach

ISO/IEQ 18045 is a self-contained document that repeats and explains théJstructure of the ISO/IEC 15408-3
assurar|ce components, their scope and applicability. This Annex uses-aslightly different approach; it is to be
read in ponjunction with Annex C and ISO/IEC 18045. Information thére/is not repeated unless the relationship
with thg relevant section of this Annex is not obvious. For example, the text of criteria elements is nof
repeatefd, but referenced where necessary. Where methods\.and approaches from ISO/IEC 18045 are
applicable to this methodology, they are referenced rather thafrepeated.

Each agsurance class defined in Annex C is supportedby a subclause of methodology in this Annex. Each
comporlent of each family within that class is treated as-a separate evaluation sub-activity, with its own section
within the subclause, detailing the related evaluator work units. Where there is a hierarchical relationship
between components, unchanged earlier work units are referenced by higher components rather than being
repeatefd. To simplify the document structure, work units are not given individual subheadings.

D.1.3 Types of evidence

Evidende to support the evaluation” of operational systems evidence may take additional forms to those
permittgd in ISO/IEC 15408 ,evaluation. The best evidence is gathered from direct observation by the
evaluator; this particularly applie€s to operational security functionality, where a measure might be documented
but not|actually used in¢practice. However, it may not always be practicable to verify measures by direc
observdtion.

Evidende can alsobe established from seeing the results of performance of measures (visitor logs, audit trails
etc.). Fipally, evidence can be obtained from documentation of the design of measures and their linking back
to secufity policies. Examination of documentation is particularly useful for technical security measures, where
if a medsure'is designed, tested and then installed correctly, it is likely to be effective in practice.

All work unit verbs representing mandatory evaluator actions are preceded by the auxiliary verb shall and by
presenting both the verb and the shall in bold italic type face. In some cases, guidance text accompanying
work units recommends a method or mechanism for how to perform the work. The auxiliary verb should is
used when the described method is strongly preferred. All other auxiliary verbs, including may, are used
where the described method(s) is allowed but is neither recommended nor strongly preferred; it is merely a
suggestion.

In some cases, the evaluator is asked to independently verify some aspect of the SSF, without a specific
verification mechanism being defined. In these cases, it is up to the evaluator to select the way to perform the
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verification. The evaluator should select a method that is efficient and effective, but gives confidence that the
SSF in question is being properly applied. The method chosen should be recorded in the ETR.

D.2 Class ASP: System Protection Profile evaluation

D.2.1 Introduction

The purpose of the System Protection Profile evaluation class is to confirm that an SPP is a complete and
consistent specification of a type of STOE, and if it references other SPPs, PPs or packages, that it is a
correct instantiation of those specifications.

There are eleven families within this class, dealing with different aspects of SPP specification. The final five
pre used to specify domain-specific aspects of STOEs consistent with the SPP.

PD.2.2 SPP introduction (ASP_INT)

P.2.2.1 Family Structure

This family contains one component, ASP_INT.1 SPP introduction.
P.2.2.2 Evaluation of sub-activity ASP_INT.1

D.2.2.2.1  Action ASP_INT.1.1E

This action requires the evaluator to examine the SPP ‘introduction for content and presentation and |s made
up of seven work units. The action fails if any of the.work units fail to confirm the relevant requirement.

ASP_INT.1-1  The evaluator shall check that‘the SPP introduction contains an SPP reference, @ STOE
pverview and a domain organization specification.

ASP_INT.1-2  The evaluator shall examine the SPP reference to confirm that it uniquely identifies the SPP.

ASP_INT.1-3 The evaluator shall’examine the STOE overview to confirm that it summarizes the uspge and
major security features of the STOE.

ASP_INT.1-4 The evaluator shall examine the STOE overview to confirm that it identifies the STOH type.
The STOE type may_be“operational system”, or some more precise definition.

ASP_INT.1-5_4The evaluator shall examine the STOE overview to confirm that it identifies the relationships
and interfaces(to any external operational systems required by the STOE.

The identification should enable any reader of the SPP introduction to establish which external opgrational
systens interface to the STOE and why.

—NT-t= i i izati i that it
describes the organization of mandated security domains and their identification.

If the operational system consists of a single domain, this work unit is satisfied by a statement that there is a
single domain.

ASP_INT.1-7 The evaluator shall examine the domain organization specification to confirm that for each

domain, it identifies any security services provided by that domain that are to be available to other domains
and any security properties of the domain that are to be enforced on other domains.
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If the operational system consists of a single domain, this work unit is satisfied by a statement that there is a
single domain.

D.2.2.2.2  Action ASP_INT.1.2E

This action requires the evaluator to look for inconsistencies within the SPP introduction and is made up of
one work unit. The action fails if the work unit fail to confirm the relevant requirement.

ASP_INT.1-8 The evaluator shall confirm that the STOE overview and the domain organization
specification are consistent with each other.

The evaluator should look for information in the domain organization specification that is inconsistent with
statemgnts of fact in the STOE overview. For example, if the STOE overview says that the SPP, specifieq
systemg with accounting functions, but the domain organization specification defines only domains’ dealing
with office automation facilities, this would be inconsistent.

D.2.3 Conformance claims (ASP_CCL)

D.2.3.1| Family Structure

This farmily contains one component, ASP_CCL.1 Conformance claims.
D.2.3.2| Evaluation of sub-activity ASP_CCL.1

D.2.3.21  Action ASP_CCL.1.1E

This acfion requires the evaluator to examine the conformance claim and conformance claims rationale for
content{and presentation and is made up of ten work units.” The action fails if any of the work units fail tg
confirm|the relevant requirement.

ASP_CCL.1-1 The evaluator shall examine the. conformance claim to confirm that it contains a criterig
conformance claim that identifies the version of this"Technical Report to which the SPP claims conformance.

ASP_CCL.1-2 The evaluator shall examine the criteria conformance claim to confirm that it describes thg
functional conformance of the SPP to this Technical Report as either TR 19791 functionally conformant of
TR 19791 functionally extended.

ASP_CCL.1-3 The evaluator_shall examine the criteria conformance claim to confirm that it describes thg
assurarlce conformance of the SPP to this Technical Report as either TR 19791 assurance conformant of
TR 19791 assurance extended.

ASP_CCL.1-4 The €valuator shall examine the criteria conformance claim to confirm that it is consistent
with the] extended components definition.

If extended cemponents are defined, then the criteria conformance claim must be functionally or assurance
extendgd,.or.both.

ASP_CCL.1-5 The evaluator shall examine the conformance claim to confirm that it identifies all SPPs, PPs
and security requirement packages to which the SPP claims conformance.

The evaluator should confirm that any referenced SPPs, PPs and security requirement packages are
unambiguously identified, and that there are no descriptive references to SPPs, PPs or security requirement
packages in the SPP introduction that are not listed here.

ASP_CCL.1-6 The evaluator shall examine the conformance claim to confirm that it describes any
conformance of the SPP to a package as either package-conformant or package-augmented.
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If the SPP does not claim conformance to any packages, this work unit is not applicable and therefore
considered to be satisfied. Otherwise, the evaluator should check that the SSFs and SSAs defined in the SPP
are consistent with the type of conformance claimed for each identified package.

ASP_CCL.1-7 The evaluator shall examine the conformance claims rationale to confirm that it
demonstrates that the STOE type is consistent with the STOE type in the SPPs and PPs for which
conformance is being claimed.

5 is not

hecessary; just that there are no contradictions in the information supplied.
ASP_CCL.1-8 The evaluator shall examine the conformance claims rationale to_confirm | that it
demonstrates that the statement of the security problem definition is consistent with the, statement of the
Security problem definition in the SPPs and PPs for which conformance is being claimed.
f the SPP does not claim conformance to any SPPs or PPs, this work unit is ngt.applicable and therefore
considered to be satisfied. If an SPP or PP that is referenced has no security policy definition, it is cornsidered
consistent without further examination.
ASP_CCL.1-9 The evaluator shall examine the conformance claims rationale to confirm | that it
demonstrates that the statement of objectives is consistent with the statement of objectives in the SPPs and
PPs for which conformance is being claimed.
f the SPP does not claim conformance to any SPPs or PPs; this work unit is not applicable and therefore
considered to be satisfied. If an SPP or PP that is referenced has no statement of security objectiyes, it is
considered consistent without further examination.
ASP_CCL.1-10 The evaluator shall examine th€” conformance claims rationale to confirm | that it
demonstrates that the statement of security requirements is consistent with the statement of [security
requirements in the SPPs, PPs and packages foerwhich conformance is being claimed.

f the SPP does not claim conformance {@_any SPPs, PPs or packages, this work unit is not applicgble and
therefore considered to be satisfied.

f an SPP claims conformance toa PP, the rationale must show that OSF are defined that salisfy the
passumptions about the operatienal environment in the security problem definition section of the PP.

D.2.4 Security problem definition (ASP_SPD)

PD.2.4.1 Family Structure

This family cantains one component, ASP_SPD.1 Security problem definition.
D.2.4.2Evaluation of sub-activity ASP_SPD.1

D.2:4.21  Action ASP_SPD.1.1E

This action requires the evaluator to examine the security problem definition for content and presentation and
is made up of three work units. The action fails if any of the work units fail to confirm the relevant requirement.

ASP_SPD.1-1 The evaluator shall examine the security problem definition to confirm that it describes all
risks applicable to the STOE, and that each risk is categorised as acceptable or unacceptable.

If all security objectives are derived from policies, there need be no description of risks in the SPD. In this
case, this work unit is not applicable, and therefore considered to be satisfied.
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Risks should be identified in a risk assessment, and each risk then analysed and categorised as acceptable or
unacceptable.

ASP_SPD.1-2 The evaluator shall examine the security problem definition to confirm that all unacceptable
risks are described in terms of threats and vulnerabilities, and all threats are described in terms of a threat
agent, an asset, and an adverse action.

If all security objectives are derived from policies, or all risks are categorised as acceptable, this work unit is
not applicable, and therefore considered to be satisfied.

Threat el:gents may be further described by aspects such as expertise, resource, opportunity, and motivation.

ASP_SIPD.1-3 The evaluator shall examine the security problem definition to confirm that it describes the
OSPs.

If all seturity objectives are derived from threats, there need be no description of OSPs in the’SPD. In this
case, thlis work unit is not applicable, and therefore considered to be satisfied.

D.2.5 $ecurity objectives (ASP_OBJ)

D.2.5.1| Family Structure

This farily contains one component, ASP_OBJ.1 Security objectives.
D.2.5.2| Evaluation of sub-activity ASP_OBJ.1

D.2.5.211  Action ASP_OBJ.1.1E

This action requires the evaluator to examine the statement of security objectives and security objectives
rationale for content and presentation and is made upZof eight work units. The action fails if any of the work
units fail to confirm the relevant requirement.

ASP_OBJ.1-1 The evaluator shall examine-the statement of security objectives to confirm that it describes
the fungtional security objectives for the STFOE:

ASP_OBJ.1-2 The evaluator shall examine the statement of security objectives to confirm that it describes
any fungtional security objectives niet by external operational systems.

If no fupctional security objectives are met by external operational systems, this work unit is not applicable
and thefefore considered to‘be satisfied.

Security objectives met\by external operational systems are not considered further in SPP evaluation, but wil
be validated in anySTOE evaluation.

ASP_OBJ.1-3 X\ The evaluator shall examine the statement of security objectives to confirm that it describes
the asslirance security objectives for the STOE.

ASP_OBJ.1-4 The evaluator shall examine the security objectives rationale to confirm that it traces each
functional security objective for the STOE back to risks countered by that security objective and/or OSPs
enforced by that security objective.

Each functional security objective for the STOE may trace back to threats or OSPs, or a combination of
threats and OSPs, but it must trace back to at least one threat or OSP.

ASP_OBJ.1-5 The evaluator shall examine the security objectives rationale to confirm that it traces each

functional security objective for external operational systems back to risks countered by that security objective
and/or OSPs enforced by that security objective.
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If no functional security objectives are met by external operational systems, this work unit is not applicable,
and therefore considered to be satisfied.

Each functional security objective for external operational systems may trace back to threats or OSPs, or a
combination of threats and OSPs, but it must trace back to at least one threat or OSP.

ASP_OBJ.1-6 The evaluator shall examine the security objectives rationale to confirm that it demonstrates
that the functional security objectives counter all unacceptable risks.

Ok ch nacocantabhla mial tha avualiiotar ol A ~Annfies thoot f SN £ ianal-cacurit otz t trace
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back to that risk are achieved, the risk is eliminated, or mitigated to an acceptable level.

The evaluator also confirms that each functional security objective that traces back to an unacceptable risk is
hecessary: if the security objective is achieved, it actually contributes to the elimination or, mitigation of that
Fisk.

f for any unacceptable risk, no functional security objective traces back to that risk(this work unit fails.

ASP_OBJ.1-7 The evaluator shall examine the security objectives rationale\to confirm that it demopstrates
that the functional security objectives enforce all OSPs.

FFor each OSP, the evaluator should confirm that if all functional security/objectives that trace back to that OSP
pre achieved, the OSP is enforced.

The evaluator also confirms that each functional security objective that traces back to an OSP is necessary: if
the security objective is achieved, it actually contributes to the' enforcement of that OSP.

f for any OSP, no functional security objective traces back to that OSP, this work unit fails.

ASP_OBJ.1-8 The evaluator shall examine the security objectives rationale to confirm that it explgins why
the assurance security objectives were chosen

The evaluator confirms that reasons why:the objectives were chosen are given. However, these reasops need
not be justified, and may even be stated-as arbitrary choice.

PD.2.6 Extended components definition (ASP_ECD)

P.2.6.1 Family Structure

This family contains one’component, ASP_ECD.1 Extended components definition.
PD.2.6.2 Evaldation of sub-activity ASP_ECD.1

D.2.6.2.1< ) ‘Action ASP_ECD.1.1E

This. action requires the evaluator to examine the statement of security requirements and the ektended
components definition for content and presentation and is made up of five work units. The action fails |f any of
the work units fail to confirm the relevant requirement.

ASP_ECD.1-1 The evaluator shall examine the statement of security requirements to confirm that it
identifies all extended security requirements.

The evaluator should check that all security requirements not identified as extended security requirements are
based on components from ISO/IEC 15408 or this Technical Report.

ASP_ECD.1-2 The evaluator shall examine the extended components definition to confirm that it defines an
extended component for each extended security requirement.
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The evaluator should check that all security requirements identified as extended security requirements are
based on components defined in the extended components definition.

If the SPP contains no extended security requirements, this work unit is not applicable, and therefore
considered to be satisfied.

ASP_ECD.1-3 The evaluator shall examine the extended components definition to confirm that it describes
how each extended component is related to the existing components, families, and classes in ISO/IEC 15408
or this Technical Report.

If the $PP contains no extended security requirements, this work unit is not applicable, and therefare
considefed to be satisfied.

ASP_ECD.1-4 The evaluator shall examine the extended components definition to confirmthat each
definition uses the existing components, families, classes, and methodology in ISO/IEC 15408 or thig
Technidal Report as a model for presentation.

If the $PP contains no extended security requirements, this work unit is not applicable, and therefore
considefed to be satisfied.

If an extended component definition fails to follow the ISO/IEC 15408 model 6f )presentation in a way thaf
prevents this methodology being applied to its use, the work unit fails. The work unit also fails if an extended
comporfent is defined in a way that is inconsistent with the claimed relationship with existing components
families| and classes.

ASP_ECD.1-5 The evaluator shall examine the extended components definition to confirm that each
extenddd component consists of measurable and objective elements such that compliance or non-complianceg
to thesq elements can be demonstrated.

If the $PP contains no extended security requirements,~this work unit is not applicable, and therefore
considefed to be satisfied.

The evaluator should determine that requirements based on each extended component definition can be
evaluate¢d without subjective evaluator judgement.

D.2.6.2)2 Action ASP_ECD.1.2E

This acfion requires the evaluator t6 show that no extended component in the extended components definition
readily guplicates existing companents, and is made up of one work unit. The action fails if the work unit fails
to confifm the relevant requirement.

ASP_ECD.1-6 The evaluator shall confirm that no extended component can be clearly expressed using
existing|components,

If the $PP contains no extended security requirements, this work unit is not applicable, and therefore
considefed to be satisfied.

In performing this check, the evaluator should take into account components from ISO/IEC 15408, this
Technical Report, and other extended components defined in the SPP, including refinements, substitutions
and combinations of components. The check should not be exhaustive, merely sufficient to detect and exclude
unnecessary complication, if requirements can be clearly expressed by using other components.

D.2.7 Security requirements (ASP_REQ)

D.2.7.1 Family Structure

This family contains two components, ASP_REQ.1 Stated security requirements and ASP_REQ.2 Derived
security requirements.
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D.2.7.2 Evaluation of sub-activity ASP_REQ.1

D.2.7.21  Action ASP_REQ.1.1E

This action requires the evaluator to examine the statement of security requirements and the security
requirements rationale for content and presentation and is made up of six work units. The action fails if any of
the work units fail to confirm the relevant requirement.

ASP_REQ.1-1 The evaluator shall examine the statement of security requirements to confirm that it
€5Cribes the SSFS and the SSAS.

SSFs and SSAs may be included in the SPP by reference to an SPP, PP or package, as well as Qhy being
explicitly stated.

ASP_REQ.1-2 The evaluator shall examine the SPP to confirm that it definescall subjects, |objects,
pperations, security attributes, external entities and other terms that are used in the SSFs and the SSAs.

The goal of this work unit is to ensure that the SFRs and SARs are well-defined-and that no misundergtanding
may occur due to the introduction of vague terms. This work unit should not be‘taken into extremes, by forcing
the SPP writer to define every single word. Terms may be defined\within the statement of |security
requirements, but may also be defined elsewhere within the SPP.

ASP_REQ.1-3 The evaluator shall examine the statement of security requirements to confirm] that it
dentifies all operations on the security requirements.

dentification may be achieved by typographical distinctions, ér by explicit identification in the surroundjng text,
pr by any other distinctive means.

ASP_REQ.1-4 The evaluator shall examine the(statement of security requirements to confirm [that all
pperations are performed correctly.

This applies to assignment, selection, iteration and refinement operations, as specified in ISO/IEC 1548.

ASP_REQ.1-5 The evaluator shall ~-examine the security requirements rationale to confirm that each
dependency between security requirements is satisfied, or justified as not being satisfied.

A dependency is satisfied by.the inclusion of the relevant component (or one that is hierarchical to if) within
the statement of security réquirements. The component used to satisfy the dependency should, if ne¢essary,
be modified by operations_to ensure that it actually satisfies that dependency.

This is the only function for the security requirements rationale for this member of the security requifements
fFamily. A simple-lishthat shows how each dependency is satisfied, or identifies it explicitly as “not satigfied”, is
Sufficient to satisfy this work unit: no greater justification is needed.

ASP_REQ.1-6 The evaluator shall examine the statement of security requirements to confirm that it is
nternally consistent.

The evaluator should determine that on all occasions where different security requirements apply to the same

types of developer evidence, events, operations, data, tests to be performed etc. or to “all objects”, “all
subjects” etc., that these requirements do not conflict.

D.2.7.3 Evaluation of sub-activity ASP_REQ.2

D.2.7.3.1  Action ASP_REQ.2.1E

This action requires the evaluator to examine the statement of security requirements and the security
requirements rationale for content and presentation and is made up of ten work units, ASP_REQ.2-1 to
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ASP_REQ.2-10. Work units ASP_REQ.2-1 to ASP_REQ.2-4 are identical to ASP_REQ.1-1 to ASP_REQ.1-4
respectively. Work unit ASP_REQ.2-10 is identical to work unit ASP_REQ.1-6.

The action fails if any of the work units fail to confirm the relevant requirement.

ASP_REQ.2-5 The evaluator shall examine the security requirements rationale to confirm that each
dependency between security requirements is satisfied, or justified as not being satisfied.

This work unit is identical in specification to ASP_REQ.1-5. However, if a dependency is not satisfied, the
justificatien—sheutd-explain—by i ieetiv Hse—w i
necessary or useful.

ASP_REQ.2-6 The evaluator shall examine the security requirements rationale to confirm that it traces each
SSF bagk to the functional security objectives for the STOE.

The evgluator should determine that each SSF traces back to at least one functional security lebjective for the
STOE. [Failure to trace implies that either the security requirements rationale is incomiplete, the security
objectives for the STOE are incomplete, or the SSF has no useful purpose.

ASP_REQ.2-7 The evaluator shall examine the security requirements rationale to confirm that i
demongtrates that the SSFs meet all functional security objectives for the STOE not met by external systems
or individual domains.

If there|is a functional security objective for the STOE, to which no/SSFs trace back, and which is nof
identified as being met by external systems or individual domains, thistwork unit fails.

The evaluator should determine that the SSFs are sufficient: if, all’\SSFs that trace back to each objective are
satisfied, then that functional security objective for the STOE is achieved.

The evaluator should also determine that each SSF that traces back to a functional security objective for the
STOE i$ necessary: when the SSF is satisfied, it actually contributes to achieving the security objective.

ASP_REQ.2-8 The evaluator shall examine the security requirements rationale to confirm that it traces each
SSA bafk to the assurance security objectivesfor the STOE.

The evgluator should determine that each'SSA traces back to at least one assurance security objective for the
STOE. [Failure to trace implies that either the security requirements rationale is incomplete, the security
objectives for the STOE are incomplete, or the SSA has no useful purpose.

ASP_REQ.2-9 The evaluateryshall examine the security requirements rationale to confirm that i
demongtrates that the SSAsymeet all assurance security objectives for the STOE not met by individua
domains.

If there|is an assurance security objective for the STOE, to which no SSAs trace back, and which is nof
identified as being'met by individual domains, this work unit fails.

The eviluator¢should determine that the SSAs are sufficient: if all SSAs that trace back to each objective arg
satisfied,dhen that assurance security objective for the STOE is achieved.

The evaluator should also determine that each SSA that traces back to a assurance security objective for the
STOE is necessary: when the SSA is satisfied, it actually contributes to achieving the security objective.

D.2.8 Security domain introduction (ASP_DMI)

D.2.8.1 Family Structure

This family contains one component, ASP_DMI.1 Security domain introduction.
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D.2.8.2 Evaluation of sub-activity ASP_DMI.1

D.2.8.21  Action ASP_DMI.1.1E

This action requires the evaluator to examine each security domain introduction for content and presentation
and is made up of five work units. The action fails if any of the work units fail to confirm the relevant
requirement.

ASP_DMI.1-1 The evaluator shall check that the security domain introduction contains a security domain
eference, a security domain overview and a security domain description.

ASP_DMI.1-2 The evaluator shall examine the security domain reference to confirm that) it Uniquely
dentifies the security domain.

ASP_DMI.1-3 The evaluator shall examine the security domain overview to confirm ¢hat it summarjzes the
sage and major security features of the security domain.

ASP_DMI.1-4 The evaluator shall examine the security domain description-to confirm that it identffies the
ncluded subsystems and/or components.

The identification should enable any reader of the security domain intreduction to establish the relgtionship
between this security domain and the subsystems/components from which operational systems matching the
SPP must be constructed.

ASP_DMI.1-5 The evaluator shall examine the security domain description to confirm that it identjfies the
relationships and interfaces to other domains.

The identification should enable any reader of the security domain introduction to establish the relgtionship
between this security domain and others.

D.2.8.2.2 Action ASP_DMI.1.2E

This action requires the evaluator to lookfor inconsistencies within each security domain introduction and is
made up of one work unit.

ASP_DMI.1-6 The evaluator,_shall confirm that the security domain reference, security domain gverview
and the security domain description are consistent with each other, and with the SPP introduction.

The evaluator should_loek at each specification in turn to identify information that is inconsistgnt with
statements of fact in-the/other specifications. For example, if the domain organization specification in {he SPP

ntroduction says, that’'this domain has two interfaces to other domains, but the security domain degcription
defines three, this would be inconsistent.

PD.2.9 Security domain conformance claims (ASP_DMC)

P.29.1 Family Structure

his family contains one component, ASP_DMC.1 Security domain conformance claims.
D.2.9.2 Evaluation of sub-activity ASP_DMC.1

D.2.9.21  Action ASP_DMC.1.1E

This action requires the evaluator to examine each domain conformance claim and domain conformance
claims rationale for content and presentation and is made up of six work units. The action fails if any of the
work units fail to confirm the relevant requirement.
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ASP_DMC.1-1 The evaluator shall examine the domain conformance claim to confirm that it identifies all
SPPs, PPs and security requirement packages to which the domain claims conformance.

The evaluator should confirm that any referenced SPPs, PPs and security requirement packages are
unambiguously identified, and that there are no descriptive references to SPPs, PPs or security requirement
packages in the domain introduction that are not listed here.

ASP_DMC.1-2 The evaluator shall examine the domain conformance claim to confirm that it describes any
conformance of the domain to a package as either package-conformant or package-augmented.

If the dpmain does not claim conformance to any packages, this work unit is not applicable and therefore
considefed to be satisfied. Otherwise, the evaluator should check that the SSFs and SSAs defined in the~SPH
are consistent with the type of conformance claimed for each identified package.

ASP_DMC.1-3 The evaluator shall examine the domain conformance claims rationale to .confirm that i
demondtrates that the STOE type is consistent with the STOE type in the SPPs andhPPs for which
conformance is being claimed.

If the domain does not claim conformance to any SPPs or PPs, this work unit is not applicable and therefore
consid%ed to be satisfied. To demonstrate consistency, a direct relationship between STOE types is nof
necessary; just that there are no contradictions in the information supplied.

ASP_DMC.1-4 The evaluator shall examine the domain conformance claims rationale to confirm that i
demongtrates that the statement of the domain security problem definition‘is consistent with the statement of
the seclirity problem definition in the SPPs and PPs for which conformance is being claimed.

If the dpmain does not claim conformance to any SPPs or PPs, this work unit is not applicable and therefore
considefed to be satisfied. If an SPP or PP that is referenced has’no security policy definition, it is considered
consistgnt without further examination.

ASP_DMC.1-5 The evaluator shall examine the domain conformance claims rationale to confirm that i
demondtrates that the statement of domain security abjectives is consistent with the statement of objectives in
the SPHs and PPs for which conformance is being ¢laimed.

If the domain does not claim conformance_to.anhy SPPs or PPs, this work unit is not applicable and therefore
considefed to be satisfied. If an SPP or PP that is referenced has no statement of security objectives, it iS
considefed consistent without further examination.

ASP_DMC.1-6 The evaluator shall examine the domain conformance claims rationale to confirm that i
demongtrates that the statement .6f domain security requirements is consistent with the statement of security
requirements in the SPPs, RPs-and packages for which conformance is being claimed.

If the dgmain does naot‘claim conformance to any SPPs, PPs or packages, this work unit is not applicable and
therefore consideredto be satisfied.

D.2.10| Secturity domain security problem definition (ASP_DMP)

D.2.10.1_Family Structure

This family contains one component, ASP_DMP.1 Security domain security problem definition.
D.2.10.2 Evaluation of sub-activity ASP_DMP.1

D.2.10.2.1 Action ASP_DMP.1.1E

This action requires the evaluator to examine each domain security problem definition for content and
presentation and is made up of three work units. The action fails if any of the work units fail to confirm the
relevant requirement.
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ASP_DMP.1-1 The evaluator shall examine the domain security problem definition to confirm that it
describes all unique risks applicable to the domain, and that each risk is categorised as acceptable or
unacceptable.

If all security objectives are derived from policies, there need be no description of risks in the domain SPD. In
this case, this work unit is not applicable, and therefore considered to be satisfied.

Risks should be identified in a risk assessment, and each risk then analysed and categorised as acceptable or
unacceptable.

ASP_DMP.1-2 The evaluator shall examine the domain security problem definition to confifm|that all
unacceptable risks are described in terms of threats and vulnerabilities, and all threats are described [n terms
pf a threat agent, an asset, and an adverse action.

f all security objectives are derived from policies, or all risks are categorised as acceptable, this work unit is
hot applicable, and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise, resource, opportunity, and motiyation.

ASP_DMP.1-3 The evaluator shall examine the domain security problém definition to confirm that it
describes the unique OSPs applicable to the domain.

f all security objectives are derived from threats, there need be no description of OSPs in the domain [SPD. In
this case, this work unit is not applicable, and therefore considered to be satisfied.

D.2.11 Security domain security objectives (ASP_DMO)

PD.2.11.1 Family Structure

This family contains one component, ASP_DMO:1*Security domain security objectives.
PD.2.11.2 Evaluation of sub-activity ASP_DMO.1

D.2.11.2.1 Action ASP_DMO.1.1E

This action requires the evaluator to examine each statement of domain security objectives and [domain
security objectives rationale for content and presentation and is made up of nine work units. The actign fails if
any of the work units fail fo confirm the relevant requirement.

ASP_DMO.1-1 The-evaluator shall examine the statement of domain security objectives to confirm that it
[describes the unigue functional security objectives for the domain.

f there aretno functional security objectives for the domain, this work unit is not applicable, and therefore
consideréd to be satisfied.

ASP, DMO.1-2 The evaluator shall examine the statement of domain security objectives to confirm that it
describes any functional security objectives met by other domains or external operational systems.

If there are no functional security objectives met by other domains or external operational systems, this work
unit is not applicable, and therefore considered to be satisfied.

The evaluator should check that functional security objectives met by other domains are described in the
statements of domain security objectives for other domains as being enforced on or available to other
domains.

Security objectives met by external operational systems are not considered further in STOE evaluation, but
will be validated in SST evaluation.
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ASP_DMO.1-3 The evaluator shall examine the statement of domain security objectives to confirm that it
describes the unique assurance security objectives for the domain.

If there are no assurance security objectives for the domain, this work unit is not applicable, and therefore
considered to be satisfied.

ASP_DMO.1-4 The evaluator shall examine the statement of domain security objectives to confirm that it
describes any functional security objectives for the domain that are enforced on or available to other domains.
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considered to be satisfied.

It is acdeptable for objectives to be enforced on or available to other domains without other domains making
use of those objectives.

ASP_DMO.1-5 The evaluator shall examine the domain security objectives rationale to confirm’that it traces
each unique functional security objective for the domain back to risks countered by thatsecurity objective
and/or QSPs enforced by that security objective.

If there|are no functional security objectives for the domain, this work unit is not\applicable, and therefore
considered to be satisfied.

Each fynctional security objective for the domain may trace back to threats or OSPs, or a combination of
threats and OSPs, but it must trace back to at least one threat or OSP.

ASP_DMO.1-6 The evaluator shall examine the domain security_objectives rationale to confirm that it traces
each urnjique functional security objective for other domains back-10 risks countered by that security objective
and OSPs enforced by that security objective.

If there |Jare no functional security objectives for other domains, this work unit is not applicable, and therefore
considefed to be satisfied.

Each functional security objective for other domains may trace back to threats or OSPs, or a combination of
threats and OSPs, but it must trace back to at l€ast one threat or OSP.

ASP_DMO.1-7 The evaluator shall examine the domain security objectives rationale to confirm that if
demongtrates that the functional security objectives counter all unacceptable risks unique to the domain.

If there are no functional security objectives and no unacceptable risks unique to the domain, this work unit is
not applicable, and therefore gonsidered to be satisfied.

For eagh unacceptable risk*unique to the domain, the evaluator should confirm that if all functional security
objectives that trace back to that risk are achieved, the risk is eliminated, or mitigated to an acceptable level.

unique [to thesdomain is necessary: if the security objective is achieved, it actually contributes to the

The evIIuator alsoyconfirms that each functional security objective that traces back to an unacceptable risK
eliminafjon,ormitigation of that risk.

If for anyumacceptableriskuniquetothedomaim, o furctionatsecurity objective traces back to that Tisk; this
work unit fails.

ASP_DMO.1-8 The evaluator shall examine the domain security objectives rationale to confirm that it
demonstrates that the functional security objectives enforce all OSPs unique to the domain.

If there are no functional security objectives and no OSPs unique to the domain, this work unit is not
applicable, and therefore considered to be satisfied.

For each OSP unique to the domain, the evaluator should confirm that if all functional security objectives that
trace back to that OSP are achieved, the OSP is enforced.
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The evaluator also confirms that each functional security objective that traces back to an OSP unique to the
domain is necessary: if the security objective is achieved, it actually contributes to the enforcement of that
OSP.

If for any OSP unique to the domain, no functional security objective traces back to that OSP, this work unit
fails.

ASP_DMO.1-9 The evaluator shall examine the domain security objectives rationale to confirm that it
explains why the unique assurance security objectives for the domain were chosen.

f there are no unique assurance security objectives for the domain, this work unit is not applicalple, and
therefore considered to be satisfied.

The evaluator confirms that reasons why the objectives were chosen are given. However, these reasops need
not be justified, and may even be stated as arbitrary choice.

D.2.11.2.2 Action ASP_DMO.1.2E

This action requires the evaluator to look for inconsistencies between each-statement of domain [security
pbjectives and the SPP introduction and is made up of one work unit.

ASP_DMO.1-8 The evaluator shall confirm that the statement of, domain security objectives is cgnsistent
with the domain organization specification.

The evaluator should look at each specification in turn t0. jdentify information that is inconsistgnt with
statements of fact in the other specification. For example, if the domain organization specification sayg that all

domains are independent, but the statement of domain security objectives show that some objectives [are met
by other domains, this would be inconsistent.

D.2.12 Security domain security requirements (ASP_DMR)

PD.2.12.1 Family Structure

This family contains two components;”ASP_DMR.1 Stated domain security requirements and ASP|{DMR.2
Perived domain security requirements.

D.2.12.2 Evaluation of sub-activity ASP_DMR.1

D.2.12.2.1 Action ASP_DMR.1.1E

This action requites the evaluator to examine each statement of domain security requirements and|domain
security requifements rationale for content and presentation and is made up of six work units. The acfion fails
f any of the\work units fail to confirm the relevant requirement.

ASP_BDMR.1-1 The evaluator shall examine the statement of domain security requirements to confirm that it
describes the unique SSFs and the SSAs applicable to the domain.

SSFs and SSAs may be included in the domain specification by reference to an SPP, PP or package, as well
as by being explicitly stated.

ASP_DMR.1-2 The evaluator shall examine the SPP to confirm that it defines all subjects, objects,
operations, security attributes, external entities and other terms that are used in the unique SSFs and SSAs
applicable to the domain.

The goal of this work unit is to ensure that the domain SFRs and SARs are well-defined and that no
misunderstanding may occur due to the introduction of vague terms. This work unit should not be taken into
extremes, by forcing the SPP writer to define every single word. Terms may be defined within the statement of
domain security requirements, but may also be defined elsewhere within the SPP.
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ASP_DMR.1-3 The evaluator shall examine the statement of domain security requirements to confirm that it
identifies all operations on the security requirements.

Identification may be achieved by typographical distinctions, or by explicit identification in the surrounding text,
or by any other distinctive means.

ASP_DMR.1-4 The evaluator shall examine the statement of domain security requirements to confirm that
all operations are performed correctly.
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ASP_DMR.1-5 The evaluator shall examine the domain security requirements rationale to confirm that™each
dependgncy between security requirements is satisfied, or justified as not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one that is hierarchical, to it) within
the statement of domain security requirements. The component used to satisfy the dependency should, i
necessary, be modified by operations to ensure that it actually satisfies that dependency.

This is|the only function of the domain security requirements rationale for this,member of the security
requirements family. A simple list that shows how each dependency is satisfied, or.identifies it explicitly as “nof
satisfieq”, is sufficient to satisfy this work unit: no greater justification is needed.

ASP_DMR.1-6 The evaluator shall examine the statement of domain secufrity requirements to confirm that if
is internfally consistent.

The evgluator should determine that on all occasions where different/security requirements apply to the sameg
types of developer evidence, events, operations, data, tests, taxbe performed etc. or to “all objects”, “al
subjects” etc., that these requirements do not conflict.

D.2.12.3 Evaluation of sub-activity ASP_DMR.2

D.2.12.3.1 Action ASP_DMR.2.1E

This acfion requires the evaluator to examing each statement of domain security requirements and domain
security] requirements rationale for content and presentation and is made up of twelve work units
ASP_DMR.2-1 to ASP_DMR.2-12. Wark units ASP_DMR.2-1 to ASP_DMR.2-4 are identical to ASP_DMR.1-1
to ASP |DMR.1-4 respectively. Workwnit ASP_DMR.2-12 is identical to work unit ASP_DMR.1-6.

The actfon fails if any of the work‘units fail to confirm the relevant requirement.

ASP_DMR.2-5 The evaluator shall examine the domain security requirements rationale to confirm that each
dependgncy between seeurity requirements is satisfied, or justified as not being satisfied.

This wqrk unit isidentical in specification to ASP_DMR.1-5. However, if a dependency is not satisfied, the
justificagion should/explain, by reference to the security objectives or otherwise, why the dependency is nof
necessary orwuseful.

ASP_D )
traces each SSF back to the funct|onal secunty objectwes for the domain.

If there are no unique functional security requirements for the domain, this work unit is not applicable, and
therefore considered to be satisfied.

The evaluator should determine that each SSF traces back to at least one functional security objective for the

domain. Failure to trace implies that either the domain security requirements rationale is incomplete, the
security objectives for the domain are incomplete, or the SSF has no useful purpose.
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ASP_DMR.2-7 The evaluator shall examine the domain security requirements rationale to confirm that it
demonstrates that the domain SSFs meet all unique functional security objectives for the domain not met by
other domains or external systems.

If there are no unique functional security requirements and functional security objectives for the domain, this
work unit is not applicable, and therefore considered to be satisfied.

If there is a functional security objective for the domain, to which no SSFs trace back, and which is not met by
other domains or external systems, this work unit fails.

The evaluator should determine that the SSFs are sufficient: if all SSFs that trace back to each abjegtive are
satisfied, then that functional security objective for the domain is achieved.

The evaluator should also determine that each SSF that traces back to a functional security objectivg for the
domain is necessary: when the SSF is satisfied, it actually contributes to achieving the security objectiye.

ASP_DMR.2-8 The evaluator shall examine the domain security requirements {ationale to confirm that it
demonstrates that the domain SSFs meet all functional security objectives for tHenSTOE that are identified in
the security requirements rationale for the whole STOE as met by individual domains.

f there are no unique functional security requirements for the domain and o functional security objectives for
the whole STOE met by individual domains, this work unit is not applicable, and therefore considergd to be
Satisfied.

f there is a functional security objective for the whole STOE to*be met by individual domains, to which no
domain SSFs trace back, this work unit fails.

The evaluator should determine that the SSFs are sufficient: if all SSFs that trace back to each objeftive for
the whole STOE to be met by individual domains are~satisfied, then that functional security objectivg for the
whole STOE is achieved.

The evaluator should also determine that each SSF that traces back to a functional security objectivg for the
whole STOE to be met by individual domains is necessary: when the SSF is satisfied, it actually contriputes to
pchieving the security objective.

ASP_DMR.2-9 The evaluator shall examine the domain security requirements rationale to confirm that it
fraces each SSA back to the assurance security objectives for the domain.

f there are no unique assurance security requirements for the domain, this work unit is not applicable, and
therefore considered tobe satisfied.

The evaluator should determine that each SSA traces back to at least one assurance security objective for the
domain. Failure to trace implies that either the security requirements rationale is incomplete, the |security
pbjectives forthe domain are incomplete, or the SSA has no useful purpose.

ASP_DMR.2-10The evaluator shall examine the domain security requirements rationale to confirm that it
demonstrates that the SSAs meet all unique assurance security objectives for the domain.

fthereare Mo unique assurance security TequirenTents and assurance security objectives for thedomain, this
work unit is not applicable, and therefore considered to be satisfied.

If there is an assurance security objective for the domain, to which no SSAs trace back, this work unit fails.

The evaluator should determine that the SSAs are sufficient: if all SSAs that trace back to each objective are
satisfied, then that assurance security objective for the domain is achieved.

The evaluator should also determine that each SSA that traces back to a assurance security objective for the
domain is necessary: when the SSA is satisfied, it actually contributes to achieving the security objective.
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ASP_DMR.2-11The evaluator shall examine the domain security requirements rationale to confirm that it
demonstrates that the domain SSAs meet all assurance security objectives for the STOE that are identified in
the security requirements rationale for the whole STOE as met by individual domains.

If there are no unique assurance security requirements and no assurance security objectives for the whole
STOE to be met by individual domains, this work unit is not applicable, and therefore considered to be
satisfied.

If there is an assurance security objective for the whole STOE to be met by individual domains, to which no

domain SSAs-trace-back—thisworkuritfails-

The evaluator should determine that the SSAs are sufficient: if all SSAs that trace back to each objective for
the whdle STOE to be met by individual domains are satisfied, then that assurance security objective for the
whole STOE is achieved.

The evgluator should also determine that each SSA that traces back to a assurance security lebjective for the
whole §TOE is necessary: when the SSA is satisfied, it actually contributes to achieving the security objective.

D.3 Class ASS: System Security Target evaluation

D.3.1 Introduction
The pufpose of the System Security Target evaluation class is to cotifirm that an SST is a complete and
consistgnt specification of the security properties of the STOE it repfesents, and if it references SPPs, PPs of
packages, that it is a correct instantiation of those specifications.

There gre thirteen families within this class, dealing with diffebent aspects of SST specification. The final six
are usefl to assess domain-specific aspects of the STOE foreach domain within the STOE.

D.3.2 $ST introduction (ASS_INT)

D.3.2.1| Family Structure

This farily contains one component, ASS “INT.1 SST introduction.
D.3.2.2| Evaluation of sub-activity ASS_INT.1

D.3.2.211  Action ASS_INT.1.1E

This action requires thé evaluator to examine the SST introduction for content and presentation and is made
up of eleven work units: The action fails if any of the work units fail to confirm the relevant requirement.

ASS_INT.1-1 «THe evaluator shall check that the SST introduction contains an SST reference, a STOHE
referenge, a STOE overview, a STOE description and a domain organization specification.

ASS_INF-

ASS_INT.1-3 The evaluator shall examine the STOE reference to confirm that it uniquely identifies the
STOE.

This includes identifying the version of the STOE that matches this version of the SST, if more than one
version could exist.

ASS_INT.1-4 The evaluator shall examine the STOE overview to confirm that it summarizes the usage and
major security features of the STOE.
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ASS_INT.1-5 The evaluator shall examine the STOE overview to confirm that it identifies the STOE type.
The STOE type may be “operational system”, or some more precise definition.

ASS_INT.1-6  The evaluator shall examine the STOE overview to confirm that it identifies the relationships
and interfaces to any external operational systems required by the STOE.

The identification should enable any reader of the SST introduction to establish which external operational
systems interface to the STOE and why.

ASS INT.1-7 The evaluator shall examine the STOE description to confirm that it describes the)physical
scope of the STOE.

The description should establish the physical boundaries of the STOE so that it is clear-whether particular
physical assets are part of the STOE or not.

ASS INT.1-8 The evaluator shall examine the STOE description to confirm that it describes thg logical
scope of the STOE.

The description should establish the logical boundaries of the STOE sohat it is clear whether particular
functions or procedures are part of the STOE or not.

ASS_INT.1-9 The evaluator shall examine the STOE description to confirm that it identifies the
development environments for the STOE, including any uhique characteristics of individual {[domain
development environments.

The description should identify those parts of the STOE _development that take place outside the opgrational
system. Typically, operational systems include bought-in products and applications produced by |outside
parties, and these may be integrated together ina~development environment distinct from the opgrational
system environment.

ASS INT.1-10 The evaluator shall examine the domain organization specification to confirm| that it
describes the organization of constructed security domains and the identification and physical scope |of each
security domain.

f the operational system consists‘of' a single domain, this work unit is satisfied by a statement that there is a
5ingle domain.

ASS_INT.1-11 The evalUator shall examine the domain organization specification to confirm that for each
domain, it identifies anysecurity services provided by that domain that are available to other domains pnd any
security properties gftfie domain that are enforced on other domains.

f the operational system consists of a single domain, this work unit is satisfied by a statement that there is a
5ingle domaing

D.3.2,2:2° Action ASS_INT.1.2E

This action requires the evaluator to look for inconsistencies within the SST introduction and is made up of
one work unit. The action fails if the work unit fail to confirm the relevant requirement.

ASS INT.1-12 The evaluator shall confirm that the STOE reference, the STOE overview, the STOE
description and the domain organization specification are consistent with each other.

The evaluator should look at each item in turn to identify information that is inconsistent with statements of fact
in the other parts. For example, if the STOE overview says that the system has accounting functions, but the
domain organization specification defines only domains dealing with office automation facilities, this would be
inconsistent.
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D.3.3 Conformance claims (ASS_CCL)

D.3.3.1 Family Structure
This family contains one component, ASS_CCL.1 Conformance claims.

D.3.3.2 Evaluation of sub-activity ASS_CCL.1

D.3.3.24—Action ASS_CCLAA4E

This acfion requires the evaluator to examine the conformance claim and conformance claims rationale for
content{and presentation and is made up of ten work units. The action fails if any of the work units|fail tg
confirm|the relevant requirement.

ASS CCL.1-1 The evaluator shall examine the conformance claim to confirm that it contains a criterig
conformance claim that identifies the version of this Technical Report to which the SST and.the STOE claim
conformance.

ASS C(CL.1-2 The evaluator shall examine the criteria conformance claim to cenfirm that it describes the
functional conformance of the SST to this Technical Report as either TR 19791)functionally conformant of
TR 19791 functionally extended.

ASS_CCL.1-3 The evaluator shall examine the criteria conformanceclaim to confirm that it describes the
assurarlce conformance of the SST to this Technical Report as either*TR 19791 assurance conformant of
TR 19791 assurance extended.

ASS_CCL.1-4 The evaluator shall examine the criteria conformance claim to confirm that it is consistent
with the] extended components definition.

If extended components are defined, then the criteria-€¢onformance claim must be functionally or assurance
extendgd, or both.

ASS_CCL.1-5 The evaluator shall examine the conformance claim to confirm that it identifies all SPPs
PPs, STs and security requirement packages.te which the SST claims conformance.

The evaluator should confirm that any, referenced SPPs, PPs, STs and security requirement packages arg
unambiguously identified, and that\there are no descriptive references to SPPs, PPs, STs or security
requirement packages in the SST introduction that are not listed here.

ASS _CCL.1-6 The evaluater~shall examine the conformance claim to confirm that it describes any
conformance of the SST {o-a package as either package-conformant or package-augmented.

If the §ST does not{claim conformance to any packages, this work unit is not applicable and therefore
considered to bessatisfied. Otherwise, the evaluator should check that the SSFs and SSAs defined in the SST|
are consistent with’the type of conformance claimed for each identified package.

ASS_CCLA-7 The evaluator shall examine the conformance claims rationale to confirm that if
demon ' 3 ot th ST ¢+ H ot + HE Y N Y Y ST ¢+ H +la [alm]®] Imim) A _COT £ o
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conformance is being claimed.

If the SST does not claim conformance to any SPPs, PPs or STs, this work unit is not applicable and therefore
considered to be satisfied. To demonstrate consistency, a direct relationship between STOE types is not
necessary; just that there are no contradictions in the information supplied.

ASS CCL.1-8 The evaluator shall examine the conformance claims rationale to confirm that it

demonstrates that the statement of the security problem definition is consistent with the statement of the
security problem definition in the SPPs, PPs and STs for which conformance is being claimed.
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If the SST does not claim conformance to any SPPs, PPs or STs, this work unit is not applicable and therefore
considered to be satisfied. If an SPP, PP or ST that is referenced has no security policy definition, it is
considered consistent without further examination.

ASS CCL.1-9 The evaluator shall examine the conformance claims rationale to confirm that it
demonstrates that the statement of objectives is consistent with the statement of objectives in the SPPs, PPs
and STs for which conformance is being claimed.

If the SST does not claim conformance to any SPPs, PPs or STs, this work unit is not applicable and therefore

oncidaerad to-ba-caticfiod 1f an SPD DD ~Ar OT that ic rafarancad hac na ctatamant af caciimity ahiact: /es It |S
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considered consistent without further examination.

ASS CCL.1-10 The evaluator shall examine the conformance claims rationale to_confirm | that it
demonstrates that the statement of security requirements is consistent with the statement of |security
requirements in the SPPs, PPs, STs and packages for which conformance is being claimed.

f the SST does not claim conformance to any SPPs, PPs, STs or packages, this¢work unit is not agplicable
and therefore considered to be satisfied.

f an SST claims conformance to a PP or ST, the rationale must show that‘OSF are defined that safisfy the
pssumptions about the operational environment in the security problem definition section of the PP/ST

D.3.4 Security problem definition (ASS_SPD)

PD.3.4.1 Family Structure

This family contains one component, ASS_SPD.1 Secufity'problem definition.
PD.3.4.2 Evaluation of sub-activity ASS_SPD.1

D.3.4.21  Action ASS_SPD.1.1E

This action requires the evaluator to examine the security problem definition for content and presentation and
s made up of three work units. The-agtion fails if any of the work units fail to confirm the relevant requifement.

ASS SPD.1-1 The evaluator‘shall examine the security problem definition to confirm that it descfibes all
risks applicable to the STOE\and that each risk is categorised as acceptable or unacceptable.

f all security objectivés)are derived from policies, there need be no description of risks in the SPD}. In this
case, this work unit is"hot applicable, and therefore considered to be satisfied.

Risks should be.identified in a risk assessment, and each risk then analysed and categorised as acceptable or
Lnacceptable.

ASS _SPD.1-2 The evaluator shall examine the security problem definition to confirm that all unacgeptable
Fisks_dre described in terms of threats and vulnerabilities, and all threats are described in terms of g threat
pgent, an asset, and an adverse action.

If all security objectives are derived from policies, or all risks are categorised as acceptable, this work unit is
not applicable, and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise, resource, opportunity, and motivation.

ASS_SPD.1-3 The evaluator shall examine the security problem definition to confirm that it describes the
OSPs.

If all security objectives are derived from threats, there need be no description of OSPs in the SPD. In this
case, this work unit is not applicable, and therefore considered to be satisfied.
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D.3.5 Security objectives (ASS_OBJ)

D.3.5.1 Family Structure
This family contains one component, ASS_OBJ.1 Security objectives.

D.3.5.2 Evaluation of sub-activity ASS_OBJ.1

D.3.5.24—Action ASS_OBJA1E

This action requires the evaluator to examine the statement of security objectives and security objectives
rationalg¢ for content and presentation and is made up of eight work units. The action fails if any of the-work
units fail to confirm the relevant requirement.

ASS_OBJ.1-1 The evaluator shall examine the statement of security objectives to confirm ithat it describes
the fundgtional security objectives for the STOE.

ASS_OBJ.1-2 The evaluator shall examine the statement of security objectives to €onfirm that it describes
any fungtional security objectives met by external operational systems.

If no fupctional security objectives are met by external operational systems, this work unit is not applicable
and thefefore considered to be satisfied.

Security objectives met by external operational systems are not considered further in SST evaluation, but wil
be validated in any STOE evaluation.

ASS_OBJ.1-3 The evaluator shall examine the statement of 'security objectives to confirm that it describes
the asslirance security objectives for the STOE.

ASS_OBJ.1-4 The evaluator shall examine the secutity objectives rationale to confirm that it traces each
functional security objective for the STOE back to-risks countered by that security objective and/or OSPs
enforcefl by that security objective.

Each fynctional security objective for the STOE may trace back to threats or OSPs, or a combination of
threats and OSPs, but it must trace back te_at least one threat or OSP.

ASS_OBJ.1-5 The evaluator shall\examine the security objectives rationale to confirm that it traces each
functional security objective for external operational systems back to risks countered by that security objective
and/or QSPs enforced by that/security objective.

If no fupctional security objectives are met by external operational systems, this work unit is not applicable
and thefefore considered)to be satisfied.

Each functional security objective for external operational systems may trace back to threats or OSPs, or 3
combination ofithréats and OSPs, but it must trace back to at least one threat or OSP.

ASS_OBdA-6 The evaluator shall examine the security objectives rationale to confirm that it demonstrates
that the fw Ibt;UI Idi o>CULUI Ity UIUjCL,t;VCD COUl ItUI d“ ul |abbcptabic I;b;\b.

For each unacceptable risk, the evaluator should confirm that if all functional security objectives that trace
back to that risk are achieved, the risk is eliminated, or mitigated to an acceptable level.

The evaluator also confirms that each functional security objective that traces back to an unacceptable risk is
necessary: if the security objective is achieved, it actually contributes to the elimination or mitigation of that
risk.

If for any unacceptable risk, no functional security objective traces back to that risk, this work unit fails.
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ASS_OBJ.1-7 The evaluator shall examine the security objectives rationale to confirm that it demonstrates
that the functional security objectives enforce all OSPs.

For each OSP, the evaluator should confirm that if all functional security objectives that trace back to that OSP
are achieved, the OSP is enforced.

The evaluator also confirms that each functional security objective that traces back to an OSP is necessary: if
the security objective is achieved, it actually contributes to the enforcement of that OSP.
£ £
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ASS OBJ.1-8 The evaluator shall examine the security objectives rationale to confirm that it(explgins why
the assurance security objectives were chosen.

The evaluator confirms that reasons why the objectives were chosen are given. However, these reasops need
not be justified, and may even be stated as arbitrary choice.

PD.3.6 Extended components definition (ASS_ECD)

P.3.6.1 Family Structure

This family contains one component, ASS_ECD.1 Extended components definition.
PD.3.6.2 Evaluation of sub-activity ASS_ECD.1

D.3.6.2.1  Action ASS_ECD.1.1E

This action requires the evaluator to examine the statement of security requirements and the ektended
components definition for content and presentatioh and is made up of five work units. The action fails |f any of
the work units fail to confirm the relevant requirement.

ASS_ECD.1-1 The evaluator shall examine the statement of security requirements to confirmj that it
dentifies all extended security requirements.

The evaluator should check that al-security requirements not identified as extended security requirements are
based on components from ISO/IEC 15408 or this Technical Report.

ASS _ECD.1-2 The evaluator shall examine the extended components definition to confirm that it defines an
extended component foryeach extended security requirement.

The evaluator should check that all security requirements identified as extended security requiremegnts are
based on components defined in the extended components definition.

f the SSIT) contains no extended security requirements, this work unit is not applicable, and therefore
considered to be satisfied.

ASS_ECD.1-3 The evaluator shall examine the extended components definition to confirm that it describes
ow each extended component is related to the existing components, families, and classes in ISO/IEC 15408
or this Technical Report.

If the SST contains no extended security requirements, this work unit is not applicable, and therefore
considered to be satisfied.

ASS_ECD.1-4 The evaluator shall examine the extended components definition to confirm that each

definition uses the existing components, families, classes, and methodology in ISO/IEC 15408 or this
Technical Report as a model for presentation.
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If the SST contains no extended security requirements, this work unit is not applicable, and therefore
considered to be satisfied.

If an extended component definition fails to follow the ISO/IEC 15408 model of presentation in a way that
prevents this methodology being applied to its use, the work unit fails. The work unit also fails if an extended
component is defined in a way that is inconsistent with the claimed relationship with existing components,
families, and classes.

ASS ECD1 -5 The evaluator shall examine the extended components def|n|t|on to confirm that each

If the $ST contains no extended security requirements, this work unit is not applicable, and therefore
considefed to be satisfied.

The evaluator should determine that requirements based on each extended component definition can beg
evaluate¢d without subjective evaluator judgement.

D.3.6.2f2 Action ASS_ECD.1.2E
This acfion requires the evaluator to show that no extended component in the extended components definition
readily guplicates existing components, and is made up of one work unit. The.action fails if the work unit fails
to confifm the relevant requirement.

ASS_ECD.1-6 The evaluator shall confirm that no extended component can be clearly expressed using
existing|components.

If the $ST contains no extended security requirements, this®work unit is not applicable, and therefore
considered to be satisfied.

In perfgrming this check, the evaluator should takeZinto account components from ISO/IEC 15408, this
Technidal Report, and other extended components~defined in the SST, including refinements, substitutions

and combinations of components. The check should not be exhaustive, merely sufficient to detect and excludg
unnecesgsary complication, if requirements can-be clearly expressed by using other components.

D.3.7 $ecurity requirements (ASS: REQ)

D.3.7.1| Family Structure

This family contains two camponents, ASS_REQ.1 Stated security requirements and ASS_REQ.2 Derived
securityl requirements.

D.3.7.2 Evaluation‘of sub-activity ASS_REQ.1

D.3.7.211  Action ASS_REQ.1.1E

This adtion’ requires the evaluator to examine the statement of security requirements and the security
requirements rationale for content and presentation and is made up of six work units. The action fails if any of
the work units fail to confirm the relevant requirement.

ASS_REQ.1-1 The evaluator shall examine the statement of security requirements to confirm that it
describes the SSFs and the SSAs.

SSFs and SSAs may be included in the SST by reference to an SPP, PP, ST or package, as well as by being
explicitly stated.

ASS_REQ.1-2 The evaluator shall examine the SST to confirm that it defines all subjects, objects,
operations, security attributes, external entities and other terms that are used in the SSFs and the SSAs.
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The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur due to the introduction of vague terms. This work unit should not be taken into extremes, by forcing
the SST writer to define every single word. Terms may be defined within the statement of security
requirements, but may also be defined elsewhere within the SST.

ASS_REQ.1-3 The evaluator shall examine the statement of security requirements to confirm that it
identifies all operations on the security requirements.

Identification may be achieved by typographical distinctions, or by explicit identification in the surrounding text,

by anv athar dictinetivia maanc
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ASS_REQ.1-4 The evaluator shall examine the statement of security requirements to canfirm |that all
pperations are performed correctly.

This applies to assignment, selection, iteration and refinement operations, as specified inISO/IEC 1548.

ASS REQ.1-5 The evaluator shall examine the security requirements rationale to confirm that each
dependency between security requirements is satisfied, or justified as not being satisfied.

A dependency is satisfied by the inclusion of the relevant component (or one’that is hierarchical to if) within
the statement of security requirements. The component used to satisfy the ‘dependency should, if ne¢essary,
be modified by operations to ensure that it actually satisfies that dependéncy.

This is the only function for the security requirements rationale/for this member of the security requifements
family. A simple list that shows how each dependency is satisfied, or identifies it explicitly as “not satigfied”, is
Sufficient to satisfy this work unit: no greater justification is needed.

ASS _REQ.1-6 The evaluator shall examine the statement of security requirements to confirm that it is
nternally consistent.

The evaluator should determine that on all occasions where different security requirements apply to the same

fypes of developer evidence, events, operations, data, tests to be performed etc. or to “all obje¢ts”, “all
Subjects” etc., that these requirements da.not conflict.

PD.3.7.3 Evaluation of sub-activity,ASS_REQ.2

D.3.7.3.1  Action ASS_REQ.2.1E

This action requires the-evaluator to examine the statement of security requirements and the [security
requirements rationale_for content and presentation and is made up of ten work units, ASS REQ.2-1 to
ASS_REQ.2-10. Werk units ASS_REQ.2-1 to ASS_REQ.2-4 are identical to ASS_REQ.1-1 to ASS_REQ.1-4
respectively. Work-unit ASS_REQ.2-10 is identical to work unit ASS_REQ.1-6.

The action.fails if any of the work units fail to confirm the relevant requirement.

ASS (REQ.2-5 The evaluator shall examine the security requirements rationale to confirm that each
dependency between security requirements is satisfied, or justified as not being satisfied.

This work unit is identical in specification to ASS_REQ.1-5. However, if a dependency is not satisfied, the
justification should explain, by reference to the security objectives or otherwise, why the dependency is not
necessary or useful.

ASS_REQ.2-6 The evaluator shall examine the security requirements rationale to confirm that it traces each
SSF back to the functional security objectives for the STOE.

The evaluator should determine that each SSF traces back to at least one functional security objective for the

STOE. Failure to trace implies that either the security requirements rationale is incomplete, the security
objectives for the STOE are incomplete, or the SSF has no useful purpose.
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ASS_REQ.2-7 The evaluator shall examine the security requirements rationale to confirm that it
demonstrates that the SSFs meet all functional security objectives for the STOE not met by external systems
or individual domains.

If there is a functional security objective for the STOE, to which no SSFs trace back, and which is not
identified as being met by external systems or individual domains, this work unit fails.

The evaluator should determine that the SSFs are sufficient: if all SSFs that trace back to each objective are
satisfied, then that functional security objective for the STOE is achieved.

The evaluator should also determine that each SSF that traces back to a functional security objective for the
STOE i$ necessary: when the SSF is satisfied, it actually contributes to achieving the security objective.

ASS_REQ.2-8 The evaluator shall examine the security requirements rationale to confirm that it traces each
SSA bafk to the assurance security objectives for the STOE.

The evgluator should determine that each SSA traces back to at least one assurance secutity. objective for the
STOE. |Failure to trace implies that either the security requirements rationale is incomplete, the security
objectives for the STOE are incomplete, or the SSA has no useful purpose.

ASS_REQ.2-9 The evaluator shall examine the security requirements (ationale to confirm that i
demondtrates that the SSAs meet all assurance security objectives for the ”STOE not met by individua
domains.

If there|is an assurance security objective for the STOE, to which<0*SSAs trace back, and which is nof
identified as being met by individual domains, this work unit fails.

The evdluator should determine that the SSAs are sufficient: if all SSAs that trace back to each objective arg
satisfied, then that assurance security objective for the STOE.js achieved.

The evgluator should also determine that each SSA that'traces back to a assurance security objective for the
STOE i$ necessary: when the SSA is satisfied, it actually contributes to achieving the security objective.

D.3.8 STOE summary specification (ASS_TSS)

D.3.8.1| Family Structure

This farily contains one component,,ASS_TSS.1 STOE summary specification.
D.3.8.2| Evaluation of sub-activity ASS_TSS.1

D.3.8.211  Action ASS’ TSS.1.1E

This acfion requites' the evaluator to examine the STOE summary specification for content and presentation
and is made._lp~of two work units. The action fails if either of the work units fail to confirm the relevant
requirerment,

ASS_TSS.1-T The evaluator shall examine the STOE summary specificafion to confirm that it describes
how the STOE meets each SSF.

This description is intended as an overview, and should not be overly detailed. lts main function should be to
identify where different subsystems achieve the same SSF but in different ways

ASS_TSS.1-2 The evaluator shall examine the STOE summary specification to confirm that it describes
how the STOE meets each SSA.

This description is intended as an overview, and should not be overly detailed. lts main function should be to
identify where different domains achieve the same SSA but in different ways.
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D.3.8.2.2 Action ASS_TSS.1.2E

This action requires the evaluator to confirm that the STOE summary specification is consistent with the
descriptive elements of the SST introduction. It is made up of one work unit.

ASS_TSS.1-3 The evaluator shall confirm that the STOE summary specification is consistent with the
STOE overview and the STOE description.

The evaluator should look at each specification in turn to identify information that is inconsistent with

ate e > o A RE—OtRC :“‘::‘ O e :“C‘ he—1+O0 o) ‘::‘ ate R A STOE
provides a remote web access service, but the STOE summary specification describes only local| access
facilities, this would be inconsistent.

The evaluator should also check that there are no security features described in the STOE,overview that are
hot present in the STOE summary specification, and therefore traceable back to the security objectiyes and
security problem definition.

D.3.9 Security domain introduction (ASS_DMI)

P.3.9.1 Family Structure

This family contains one component, ASS_DMI.1 Security domain introduction.
P.3.9.2 Evaluation of sub-activity ASS_DMI.1

D.3.9.2.1  Action ASS_DMI.1.1E

This action requires the evaluator to examine each 8ecurity domain introduction for content and presgntation
and is made up of five work units. The action\fails if any of the work units fail to confirm the felevant
Fequirement.

ASS DMI.1-1 The evaluator shall check’that the security domain introduction contains a security|domain
reference, a security domain overview.and a security domain description.

ASS DMI.1-2 The evaluator shall examine the security domain reference to confirm that it ¢niquely
dentifies the security domain,

ASS DMI.1-3 The evaluator shall examine the security domain overview to confirm that it summarjzes the
usage and major secufity features of the security domain.

ASS_DMI.1-4 _The ‘evaluator shall examine the security domain description to confirm that it identjfies the
ncluded subsystems and/or components.

The identification should enable any reader of the security domain introduction to establish the relgtionship
between “this security domain and the subsystems/components from which the operational sygtem is
constracted.

ASS_DMI.T-5  The evaluator shall examine the security domain description To confirm that it identifies the
relationships and interfaces to other domains.

The identification should enable any reader of the security domain introduction to establish the relationship
between this security domain and others.

D.3.9.2.2 Action ASS_DMI.1.2E

This action requires the evaluator to look for inconsistencies within each security domain introduction and is
made up of one work unit.
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