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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

SO or |IEC paricipate in the development of International Standards through technical committees

pstablished by the respective organization to deal with particular fields of technical activity. 1SQ\ 4
fechnical committees collaborate in fields of mutual interest. Other international organizations, gover
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field |of infg
fechnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

The main task of the joint technical committee is to prepare International Standards. Draft Inten
Standards adopted by the joint technical committee are circulated to national bodies for voting. Public
an International Standard requires approval by at least 75 % of the national bedies casting a vote.

n exceptional circumstances, the joint technical committee may proposesthe publication of a Technica
pf one of the following types:

— type 1, when the required support cannot be obtained for\the publication of an International St
despite repeated efforts;
future but not immediate possibility of an agreemént on an International Standard;

— type 3, when the joint technical committeethas collected data of a different kind from that
normally published as an International Standard (“state of the art”, for example).

Technical Reports of types 1 and 2 are subject to review within three years of publication, to decide
they can be transformed into International Standards. Technical Reports of type 3 do not necessarily
be reviewed until the data they pravide are considered to be no longer valid or useful.

SO/IEC TR 18044, which jsSa Technical Report of type 3, was prepared by Joint Technical Co
SO/IEC JTC 1, Informatien-technology, Subcommittee SC 27, IT Security techniques.

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

nd IEC
nmental
rmation

national

ation as

Report

andard,

— type 2, when the subject is still under technical development or where for any other reason thefe is the

vhich is

whether
have to

mmittee
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Introduction

No typical information security policies or safeguards will guarantee total protection of information, information
systems, services or networks. After safeguards have been implemented, residual weaknesses are likely to remain that
may make information security ineffective and thus information security incidents possible, potentially with both direc
and indifect adverse impacts on an organization’s business operations. Further, inevitably new previously unidentified
threats wWill occur. Insufficient preparation by an organization to deal with such incidents will make any actual responsd
less effeftive, and potentially increase the degree of potential adverse business impact. Therefore it is essential for any
organizafion that is serious about information security to have a structured and planned approach to:

e detedt, report and assess information security incidents,

e respdnd to information security incidents, including by the activation of appropriate safeguards\for the prevention and
redugtion of, and recovery from, impacts (for example in the support and business continuity planning areas),

e learn| from information security incidents, institute preventive safeguards, and, over time, make improvements to thg
overgll approach to information security incident management.

Vi © ISO/IEC 2004 — All rights reserved
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Information technology — Security techniques — Information

security incident management

1 Scope

This Type 3 Technical Report (TR) provides advice and guidance on information security incident management {
information security managers, and information system, service and network managers.

This TR contains 11 clauses and is organized in the following manner. Clause 1 describes the*scope and is follow
ist of references in Clause 2 and terms and definitions in Clause 3. Clause 4 provides some‘background to inforn
security incident management, and that is followed by a summary of the benefits andkey/issues in Clause 5. Exal
information security incidents and their causes are then provided in Clause 6. The planfiing and preparation for
information security incident management, including document production, is then)described in Clause 7. The
pperational use of the information security incident management scheme is desCribed in Clause 8. The review ph
information security management, including the identification of lessons learnt and improvements to security and
information security incident management scheme, is described in Clause 9 The improvement phase, i.e. making
identified improvements to security and the information security incident management scheme, is described in C
Finally, the TR concludes with a short summary in Clause 11. AnneX A contains example information security ey
incident report forms, and Annex B contains some example outline guidelines for assessing the adverse conseque
information security incidents, for inclusion in the reporting forms. The Annexes are followed by the Bibliograpl

2 Normative References

The following referenced documents are indispensable for the application of this document. For dated references
the edition cited applies. For undated references)the latest edition of the referenced document (including any
pnmendments) applies.

[SO/IEC 13335-1:2004, IT security techniques — Management of information and communications technology
ecurity — Part 1: Concepts and models for information and communications technology security management

[SO/IEC 17799:2000, Information’technology — Code of practice for information security management

3 Terms and Definitions

For the purposes¢fithis document the terms and definitions given in ISO/IEC 13335-1, ISO/IEC 17799 and the ff
apply.

3.1 Business continuity planning

Business continuity planning is the process to ensure that recovery of operations will be assured should any unex

edbya
hation
mples of

hse of
the

ause 10.
ent and
nces of

y.

only

bllowing

pected

pr-unwanted incident occur that is capable of negatively impacting the continuity of essential business functions

and

supporting elements. The process should also ensure that recovery is achieved in the required priorities and timescales,

and subsequently all business functions and supporting elements will be recovered back to normal.

The key elements of this process need to ensure that the necessary plans and facilities are put in place, and tested, and
that they encompass information, business processes, information systems and services, voice and data communications,

people and physical facilities.
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3.2 Information security event

An information security event is an identified occurrence of a system, service or network state indicating a possible
breach of information security policy or failure of safeguards, or a previously unknown situation that may be security
relevant.

3.3 Information security incident

An information security incident is indicated by a single or a series of unwanted or unexpected information security
events that have a significant probability of compromising business operations and threatening information security.
(Examplpsof Information Security incidents are shown in Clause 0.)

3.4 ISIRT (Information Security Incident Response Team)

An ISIR[ is a team of appropriately skilled and trusted members of the organization, which will handle information
security incidents during their lifecycle. At times this team may be supplemented by external experts, for example from a
recognized computer incident response team or Computer Emergency Response Team (CERT).

3.5 Other
Also see|the definitions in ISO/IEC JTC1 SC27 SD6, Glossary.

4 Background

4.1 Objectives

As a key| part of any organization’s overall information security strategy, it'i§ essential to have in place a structured well-
planned ppproach to the management of information security incidents.

The objdctives of this approach are to ensure that:

¢ information security events can be detected and dealt witlvefficiently, in particular in identifying whether they need to
be cdtegorized as information security incidents or not;

e identified information security incidents are assessed and responded to in the most appropriate and efficient manner,

o the aflverse impacts of information security-incidents on the organization and its business operations can be
minimized by appropriate safeguards as part-of the incident response, possibly in conjunction with relevant elements
from(a business continuity plan or plans,

o lessops can be quickly learnt from information security incidents and their management. This is to increase the
changes of preventing future information security incidents occurring, improve the implementation and use of
information security safeguards; and improve the overall information security incident management scheme.

4.2 Processes

To achigve the objectiyes outlined in Clause 4.1, information security incident management consists of four distinct
processes:

e Plan andRrepare,

o Use,
e Review,
e Improve.

" Tt should be noted that information security events could be the result of accidental or intentional attempts to breach
information security safeguards, but in most cases an information security event alone does not imply that an attempt has
really been successful and therefore doesn't need to have any implications on confidentiality, integrity and/or availability,
i.e. not all information security events will be categorized as information security incidents.

2 © ISO/IEC 2004 — All rights reserved
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(It should be noted that these processes are similar to those reflected in the “Plan, Do, Check and Act’ model in IS 9000
and IS 14000.)

A high level view of these processes is shown in Figure 1 below.

PLAN & PREPARE

« information security incident management policy, and commitment of senior
management

« information security incident management scheme

« corporate & system/service/network security, & risk analysis and management, <
policies update

« ISIRT establishment

« information security incident management awareness briefings & training

« information security incident management scheme testing Q<

LN

O\
USE Q
« information security event detection & reporting QQ
« assessment and decision on if information security incident\

« responses to information security incident, including for@ alysis

A\(J
« further forensic analysis \ l \
« identification of lessons lear C)
« identification of improvemen security
« identification of improvemenits to information security incident management scheme

“ *

REVIEW

IMPROVE

* make improvements to security risk analysis & management
review results

* initiate improvements to security

* make improvements to information security
incident management scheme

Figure 1- Information Security Incident Management Processes
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4.2.1 Plan and Prepare

Effective information security incident management requires appropriate planning and preparation. For responses to
information security incidents to be effective, the following actions are necessary:

e develop and document an information security incident management policy and gain visible commitment to that
policy from all key stakeholders, particularly senior management,

e develop and comprehensively document an information security incident management scheme to support the
information security incident management policy. Forms, procedures and support tools, for the detection, reporting
assegsment and response to information security incidents, and details of the incident severity scale’, should be
encompassed within scheme documentation. (It should be noted that in some organizations, the scheme may be
referfed to as an information security incident response plan.),

e update information security and risk management policies at all levels, i.e. corporate-wide and for each System,
servife and network, with references to the information security incident management scheme,

e establlish an appropriate information security incident management organizational structure, i.e“\the Information
Security Incident Response Team (ISIRT), with defined roles and responsibilities allocated fo personnel who are
availpble to enable an adequate response to all known types of information security incidént, Within most
orgamizations the ISIRT will be a virtual team, with a senior manager leading the teamrsupported by groups of
individuals specialized in particular topics, e.g. in the handling of malicious code atfacks, who will be called upon
depending on the type of incident concerned,

e makd all organizational personnel aware through briefings and/or other mechianisms, of the existence of the
inforpmation security incident management scheme, its benefits and how(fo report an information security event.
Appropriate training should be provided to those personnel responsible.for managing the information security
incident management scheme, decision makers involved in determinifig whether information security events are
incidents, and those individuals involved in the investigation of incidents,

o thorqughly test the information security incident management scheme.

The Plai} and Prepare phase is further described in Clause 7.

4.2.2 Use

The follpwing processes are necessary to makeuse of an information security incident management scheme:
e detedting and reporting the occurreqice 'of information security events (by human or automatic means),

e collepting information associated with information security events, and assessing that information to determine what
evenfs are to be categorizedas information security incidents,

e makihg responses tginformation security incidents:

n
—

mediately, in real-time or in near real-time,

= whertinformation security incidents are under control, conducting activities that may be required in slower time
(for'example, in facilitating full recovery from a disaster),

= if information security incidents are not under control, instigating ‘crisis’ activities (for example, calling the fire
brigade/department or activating a business continuity plan),

= communicating the existence of information security incidents and any relevant details thereof to internal and
external people and/or organizations. (This could include escalating for further assessments and/or decisions as
required.),

% An incident severity scale to be used to ‘grade’ incidents should be established. This scale could, for example, be
‘major’ and ‘minor’, with, in any event, the decision based on the actual or projected adverse impacts on the
organization’s business operations.

4 © ISO/IEC 2004 — All rights reserved
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= forensic analysis,
= properly logging all activities and decisions for further analysis,
= closing incidents on resolution.

The Use phase is further described in Clause 8.

#A-2.3— Review

A fter information security incidents have been resolved/closed, the following review activities are necessaty;

o conducting further forensic analysis, as required,
o identifying the lessons learnt from information security incidents,

o identifying improvements to information security safeguard implementation, as result’of the lessons learnt, whether
from one information security incident or many,

o identifying improvements to the information security incident management sCheme as a whole, as a result of lessons
learnt from quality assurance reviews of the approach (for example, fromeview of the effectiveness of the pfocesses,

procedures, the reporting forms and/or the organizational structure).

The Review phase is further described in Clause 9.

4.2.4 Improve

[t is emphasized that the information security incident management processes are iterative, with regular improvements
made to a number of information security elements overtime. These improvements will be proposed on the basis| of
reviews of the data on information security incidents and the responses to them, as well as trends over time. This|[will
include:

o revising the organization’s existing information security risk analysis and management review results,

» making improvements to the information security incident management scheme and its documentation,

o initiating improvements to seeurity, that may encompass the implementation of new and/or updated informatipn
security safeguards.

The Improve phase is futher described in Clause 10.

<) Benefits and Key Issues

This clause provides information on the:

o _benefits to be obtained from a good information security incident management scheme,

e key issues that need to be addressed to convince senior corporate management and those personnel who will report to
and receive feedback from the scheme.

5.1 Benefits

Any organization using a structured approach to information security incident management may accrue significant
benefits, which can be grouped under:

e improving information security,

© ISO/IEC 2004 — All rights reserved 5
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¢ reducing adverse business impacts, for example disruption and financial loss, caused as a consequence of information
security incidents,

e strengthening the information security incident prevention focus,

e strengthening of prioritization and evidence,

e contributing to budget and resource justifications,

e impr
e prov
e prov

Each of

5.1.1

A structy
rapid idg
to quick
security

5.1.2

A struct
business|
longer-t

51.3

Using a
preventi
thereby
incident

51.4

A struct
conducti

If there 4
respondij
activitie

Clear ing
legally a
be recog]

VITIg Updartes 10 TISK amatysis and Management Tesuits,
ding enhanced information security awareness and training program material,
ding input to information security policy and related documentation reviews.

hese topics is introduced below.

Improving Security

ired process for detecting, reporting, assessing and managing information security events and incidents enables
ntification and response to any information security event or incident, thus impreving overall security by helping]
y identify and implement a consistent solution, providing a means of preventing-fuiture similar information
incidents.

Reducing Adverse Business Impacts

ired approach to information security incident management can assist in reducing the level of potential adverse
impacts associated with information security incidents. These impacts can include immediate financial loss, and
rm loss arising from damaged reputation and credibility.

Strengthening Incident Prevention Focus

structured approach to information security incidefit\management can help to create a better focus on incident

n within an organization. Analysis of incident(elated data will enable the identification of patterns and trends,
acilitating a more accurate focus on incident prevention and thus identification of appropriate actions to prevent
occurring.

Strengthening of'Prioritization and Evidence

ired approach to information security incident management will provide a solid basis for prioritization when
ng information security incideht investigations.

re no clear procedures;_there is a risk that investigation activities could be conducted in a reactive mode,
hg to incidents as-th€y occur and to the “loudest voice” of related management. This could prevent investigation
from being directed where they are really needed and in the ideal priority.

ident invéstigation procedures can help to ensure that data collection and handling are evidentially sound and
dmissible: These are important considerations if legal prosecution or disciplinary action might follow. It should
hized however, that there is a chance that the actions necessary to recover from an information security incident

might je

ppatdize the integrity of any such collected evidence.

5.1.5

Budget and Resources

A well-defined and structured approach to information security incident management will help justify and simplify the
allocation of budgets and resources within involved organizational units. Further, benefit will accrue for the information

security

incident management scheme itself, with the:

o use of less skilled staff to identify and filter out the false alarms,

e provision of better direction for the activities of skilled personnel,
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e engagement of skilled personnel only for those processes where their skills are needed and only at the stage of the
process where their contribution is needed.

In addition, a structured approach to information security incident management can include ‘time stamping’ so that it is
possible to make ‘quantitative’ assessments of the organization’s handling of security incidents. It should, for example,
be possible to provide information on how long it takes to resolve incidents of different priorities and on different
platforms. If there are bottlenecks in the information security incident management process, these should also be
identifiable.

546 g tomSecuritv-RiskAnatvsi . |

The use of a structured approach to information security incident management will facilitate the:

o collection of better data for assisting in the identification and determination of the characteristics of\the varioys threat
types and associated vulnerabilities,

o provision of data on frequencies of occurrence of the identified threat types.

The data gained on the adverse impacts on business operations from information security incidents will be usefullin the
business impact analysis. The data gained identifying the occurrence frequency of thévatious threat types will greatly aid
the quality of the threat assessment. Similarly, the data gained on vulnerabilities will‘greatly aid the quality of future
vulnerability assessments.

This data will greatly improve information security risk analysis and management review results.

5.1.7 Information Security Awareness

A structured approach to information security incident management will provide focused information for informgtion
Kecurity awareness programs. This focused information will previde a source of real example information capablg of
demonstrating that information security incidents do actually”’happen to the organization, and not always “to somgbody
plse”. 1t will also be possible to demonstrate the benefits associated with the rapid availability of solution information.
FFurthermore, such awareness helps to reduce a mistake or panic/confusion by an individual in the event of an infprmation
Security incident.

5.1.8 Input to Information Security Policy Review

Data provided by an information security incident management scheme could provide valuable input to reviews of the
effectiveness, and subsequent imprevement, of information security policies (and other related information securjty
(documents). This applies to péli¢ies and other documents applicable both organization-wide and for individual systems,
services and networks.

5.2 Key Issues

Feedback on the way information security incidents have been managed will assist personnel to ensure that their work
remains focused on the real risks to the organization’s systems, services and networks. This important feedback gannot be
ns effectively'provided through dealing with information security incidents as they occur on an ad hoc basis. It can be
more effectively provided through the use of a structured well-designed information security incident management
scheme that uses a common framework for all parts of the organization. This framework should continually enable more
comptehensive results to be produced from the scheme, and allow a solid base for the rapid identification of possjble
rformatiomn bc\,uli‘t_y merdentconditionstobe Jcplcbcu‘tcd beforcamrmformation bcuwi‘t_y merdentoceurs; Sometnes
called “alerts”.

The management and audit of the information security management scheme should provide the basis for the trust
necessary to facilitate widespread participation, and to allay any concerns about the preservation of anonymity, security
and the availability of useful results. For example, management and operations personnel need to be confident that
"alerts” will give timely, relevant, accurate, concise and complete information.

Organizations need to avoid potential problems in implementing information security incident management schemes,

such a lack of useful results and concerns about privacy related issues. It is necessary to convince stakeholders that steps
have been taken to prevent such problems occurring.
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Thus, a number of key issues should be addressed to achieve a good information security incident management scheme,
including:

e management commitment,

® awareness,

o legal

and regulatory aspects,

e oper
e anon
e confi

e credi

e typol

Each of

5.2.1

Ensuring
incident
benefits
needs to
capabilit

5.2.2

Another
of awarg
organiza

are less likely to participate effectively in its operation.

Any infd

document that includes details of the:

e bene
orgai

e incid

e stratg
ofal

tional efficiency and quality,
mity,

dentiality,

ble operations,

ogy.

hese issues is discussed below.

Management Commitment

continued management commitment is vital for the acceptance of astiictured approach to information security
management. Personnel need to recognize an incident and know what'to do, and even understand the broad

pf the approach to the organization. However, unless managemént.is supportive, little will happen. The idea

be sold to management so that the organization commits to resourcing and maintaining an incident response

Y.

Awareness

important issue for the acceptance of a structured approach to information security incident management is that
ness. Whilst users should be required to participate, if they are not aware of how they and their part of the
tion may benefit from participating in a structured approach to information security incident management, they

rmation security incident management scheme should be accompanied with an awareness program definition

Fits to be derived from the $ttuctured approach to information security incident management, both to the
lization and to its persofinel,

ent informatiop-held in, and the outputs from, the information security event/incident database,

gy and méchanisms for an awareness program, that, depending on the organization, could be standalone or part
roader mformation security awareness program.

5.2.3

| © Legal and Regulatory Aspects

The following legal and regulatory aspects of information security incident management should be addressed in the

informat

ion security incident management policy and associated scheme.

e Adequate Data Protection and Privacy of Personal Information is Provided. In those countries where specific
legislation exists that covers data confidentiality and integrity, it is often restricted to the control of personal data. As
information security incidents need to be typically attributable to an individual, information of a personal nature may
therefore need to be recorded and managed accordingly. A structured approach to information security incident
management therefore needs to take into account the appropriate privacy protection. This may include:
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= those individuals with access to the personal data should, so far as is practical, not personally know the person(s)
being investigated;

= non-disclosure agreements should be signed by those individuals with access to the personal data prior to them
being allowed access to it;

= information should only be used for the express purpose for which it has been obtained, i.e. for information
security incident investigation.

enforcement (e.g. regarding any case that may involve a serious crime or penetration of a sensitive government
system).

o Safeguards are in place to Ensure Fulfillment of Commercial Contractual Obligations\Where there are pinding
requirements on the provision of an information security incident management service, fot-example covering frequired
response times, an organization should ensure that appropriate information security is‘provided to ensure that|such
obligations can be met in all circumstances. (Related to this, if an organization contraéts with an external partly for
support (see Clause 7.5.4), for example a CERT, then it should be ensured that all‘téquirements, including regponse
times, are included in the contract with the external party.)

o Legal Issues related to Policies and Procedures are dealt with. The policies and procedures associated with the
information security incident management scheme should be checkéd for potential legal and regulatory issueq, for
example if there are statements about disciplinary and/or legal actiontaken against those causing incidents. Il some
countries it not easy to terminate employment.

o Disclaimers are Checked for Legal Validity. All disclaimers regarding actions taken by the information incjdent
management team, and any external support personnel;'should be checked for legal validity.

o Contracts with External Support Personnel.cover all Required Aspects. Contracts with any external support
personnel, for example from a CERT, should be thoroughly checked regarding waivers on liability, non-disclpsure,
service availability, and the implications of\incorrect advice.

o Non-Disclosure Agreements are Enforceable. Information security incident management team members mgy be
required to sign non-disclosure agreements both when starting and leaving employment. In some countries, having
signed non-disclosure agreeménts 'may not be effective in law; this should be checked.

»  Law Enforcement Requirements are Addressed. The issues associated with the possibility that law enforcgment
agencies might legally tequest information from an information security incident management scheme need t¢ be
clear. It may be thé-case that clarity is required on the minimum level required by law at which incidents shoyld be
documented, and-how long that documentation should be retained.

o LiabilityiASpects are Clear. The issues of potential liability, and related required safeguards to be in place, fjeed to
be claritied. Examples of events which may have associated liability issues are:

= \if'an incident could affect another organization (for example, disclosure of shared information), and it is npt
notified in time and the other organization suffers an adverse impact,

= if a new vulnerability in a product is discovered, and the vendor is not notified and a major related incident occurs
later with major impact on one or more other organizations,

= areport is not made where, in the particular country, organizations are required to report to or generate archives
for law enforcement agencies regarding any case that may involve a serious crime, or penetration of a sensitive

government system or part of the critical national infrastructure,

= information is disclosed that seems to indicate that someone, or an organization, may be involved in an attack.
This could damage the reputation and business of the person or organization involved.
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= information is disclosed that there may be a problem with a particular item of software and this is found not to be
true.

e Specific Regulatory Requirements are Addressed. Where required by specific regulatory requirements, incidents
should be reported to a designated body, for example as required in the nuclear power industry.

e Prosecutions, or Internal Disciplinary Procedures, can be Successful. The appropriate information security
safeguards should be in place, including provably tamper-proof audit trails, to be able to successfully prosecute, or
bring internal disciplinary procedures against, ‘attackers’, whether the attacks are technical or physical. In support of
this, evidence will typically need to be collected in a manner that is admissible in the appropriate national courts of
law qr other disciplinary forum. It must be possible to show that:

= r¢cords are complete and have not been tampered with in any way,

]
[

pies of electronic evidence are provably identical to the originals,

n
o

1y IT system from which evidence has been gathered was operating correctly at the time the evidence was
r¢corded.

o Legal Aspects Associated with Monitoring Techniques are Addressed. The implicatiofis of using monitoring
techrliques need to be addressed in the context of the relevant national legislation. The-legality of different techniques
will yary from country to country. For example, in some countries it is necessary tomake people aware that
moniforing of activities, including through surveillance techniques, takes place. Faetors that need to be considered
include who/what is being monitored, how they/it are being monitored, and when the monitoring is occurring. It
should also be noted that monitoring/surveillance in the context of IDS is spetifically discussed in TR 18043.

e Accgptable Use Policy is Defined and Communicated. Acceptable.praetice/use within the organization should be
defined, documented and communicated to all intended users. (For.example, users should be informed of the
acceptable use policy and asked to provide written acknowledgement that they understand and accept that policy
wher] they join an organization or are granted access to information systems.)

5.24 Operational Efficiency and Quality

The opetational efficiency and quality of a structured approach to information security incident management relies on a
number pf factors, including obligation to notify ineidents, quality of notification, ease of use, speed and training. Some
of these factors relate to making sure that users areaware of the value of information security incident management and
being m¢tivated to report incidents. With regard.to speed, the time people take to report an incident is not the only factor,
but also the time it takes to process data and distribute processed information (especially in the case of alerts).
Approprjate awareness and training pregrams should be complemented by ‘hot line” support from information security
incident [management personnel, in order’'to minimize delays.

5.2.5 Anonymity

The issup of anonymity is-fundamental to the success of information security incident management. Users should be
convincgd that the inforthation they contribute on information security incidents is completely protected and, where
necessarfy, sanitized sueh that there exists no way of associating it with their organization or part thereof unless with their
full agrepment.

The infoymation security management scheme should address situations where it is important to ensure the anonymity of
the persqn-0r party that reports potential information security incidents under specific circumstances. Each organization
should have provisions that clearly illustrate the expectation of anonymity, or lack thereof, for persons or parties
reporting a potential information security incident. The ISIRT may need to obtain additional information not initially
relayed by the person or party who reported the incident. Furthermore, important information about the information
security incident itself can be derived from who detects it first.

5.2.6 Confidentiality

An information security incident management scheme may contain sensitive information, and people involved in
addressing incidents may be required to handle sensitive information. During processing either this information should be
‘anonymized’ or personnel with access to this information required to sign confidentiality agreements. If information
security events are logged via a generalized problem management system, sensitive details may also have to be omitted.
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Additionally, the information security incident management scheme should have provision for controlling the
communication of incidents to external parties, including the media, business partners, customers, law enforcement
organizations, and the general public.

5.2.7 Credible Operations

Any information security incident management team should be capable of efficiently satisfying the functional, financial,
legal and political needs of the organization and be able to exercise organizational discretion when managing information
security incidents. The function of the information security incident management team should also be independently
audited to confirm that all business requirements are being satisfied effectively. Further, a good way of achieving another
pspect of independence is to separate the incident response reporting chain from operational line management angl to
make a senior manager directly responsible for managing incident responses. Finance of the capability should\dlso be
segregated to avoid undue influence.

5.2.8 Typology

A common typology, reflecting the general structure of the information security incident management approach, will be
pne of the key factors to enable the provision of consistent results. The typology will, togethet.with common metfics and
h standard database structure, provide the capability to compare results, improve alert information and enable a njore
hecurate view of the threats to, and vulnerabilities of, information systems.3

6 Examples of Information Security Incidents and their Causes

[nformation security incidents may be deliberate or accidental (e.g. caused by error or acts of nature), and may b caused
by technical or physical means. Their consequences include such events as-information being disclosed or modified in an
inauthorized manner, destroyed or otherwise being made unavailable; 0r organizational assets being damaged or|stolen.
[nformation security events that are not reported, and determined t0/b&incidents, cannot be investigated, nor can
safeguards be taken to prevent any recurrence.

The following descriptions of selected example informationi¢security incidents, and their causes, are provided for
llustrative purposes only. It is important to note that these*‘examples are by no means exhaustive.

6.1 Denial of Service

Denial of service (DoS) is a broad category oftincidents with a common thread. Such incidents cause a system, sqrvice or
network to fail to continue operating in its-intended capacity, most often with complete denial of access to legitinpate

sers.
There are two main types of DoS.incidents caused by technical means: resource elimination and resource starvation.
Some typical examples of deliberate technical DoS incidents include:

o pinging network broadcast addresses in order to fill up network bandwidth with response traffic,

o sending dat@itvan unexpected format to a system, service or network in an attempt to crash it, or disrupt its ngrmal
operation;

o opening up multiple sessions with a particular system, service or network in an attempt to exhaust its resourcgs (i.e.,
to.slow it down, lock it up or crash it).

Some technical DoS incidents may be caused accidentally, for example caused by operator mis-configuration or through
incompatibility of application software, but others may be deliberate. Some technical DoS incidents are intentionally
launched in order to crash a system or service, or take down a network, while others are merely the by-products of other
malicious activity. For instance, some of the more common stealth scanning and identification techniques can cause older
or mis-configured systems or services to crash when scanned. It should be noted that many deliberate technical DoS
incidents are often executed anonymously (i.e. the source of the attack is ‘faked’), since they typically do not rely on the
attacker receiving any information back from the network or system being attacked.

3 It is not the purpose of this document to define a common typology. The reader is advised to refer to alternative sources
for this information.
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DoS incidents caused by non-technical means, resulting in loss of information, service and/or facilities, could be caused,
for example, by:

e breaches of physical security arrangements resulting in theft or wilful damage and destruction of equipment,
e accidental damage to hardware (and/or its location) by fire or water damage/flood,

e extreme environmental conditions, for example high operating temperatures (e.g. due to air conditioning failure),

e systerT TraHurctions orovertoad;
e uncoptrolled system changes,

e malffinctions of software or hardware.

6.2 Information Gathering

In generjl terms, the information gathering category of incidents includes those activities associatéd with identifying
potential targets and understanding the services running on those targets. This type of incident involves reconnaissance,
with the [goal being to identify the:

e existence of a target, understand the network topology surrounding it, and with whémthe target routinely
comrpunicates,

e potential vulnerabilities in the target or its immediate network environmeunt that could be exploited.
Typical gxamples of information gathering attacks by technical means include:

e dumping Domain Name System (DNS) records for the target’sAniternet domain (DNS zone transfer),
e pinging network addresses to find systems that are ‘alive};

e probing the system to identify (e.g., fingerprint) the host operating system,

e scanming the available network ports on a system to identify the related services (e.g. e-mail, FTP, Web, etc.) and the
software version of those services,

e scaniing for one or more known vulnerable services across a network address range (horizontal scanning).

In some [cases, technical information-gathering extends into unauthorized access if, for example, as part of searching for
vulnerabjilities the attacker alsd.atteémpts to gain unauthorized access. This commonly occurs with automated hacking
tools thaf not only search fof-wulnerabilities but also automatically attempt to exploit the vulnerable systems, services
and/or ngtworks that are.found.

Information gatheringiincidents caused by non-technical means, resulting in:

o direct orandirect disclosure or modification information,

o theft of Tmtettectuat property stored electromnicatly;

e breaches of accountability, e.g. in account logging,

e misuse of information systems (e.g. contrary to law or organization policy),
could be caused, for example, by:

e Dbreaches of physical security arrangements resulting in unauthorized access to information, and theft of data storage
equipment that contains important data, for example encryption keys,
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e poorly and/or mis-configured operating systems due to uncontrolled system changes, or malfunctions of software or
hardware, resulting in internal or external personnel gaining access to information for which they have no authority.

6.3 Unauthorized Access

This category of incidents includes those that do not fall into the first two categories. In general this category of incidents
consists of actual unauthorized attempts to access or misuse a system, service or network. Some examples of technically

stimulated unauthorized access incidents include:

e attempts to retrieve password files

o buffer overflow attacks to attempt to gain privileged (e.g., system administrator) access to a target,
o exploitation of protocol vulnerabilities to hijack or misdirect legitimate network connections,

o attempts to elevate privileges to resources or information beyond what a user or administraterialready legitim
possesses.

Unauthorized access incidents caused by non-technical means, resulting in direct or indirect disclosure or modifi
information, breaches of accountability or misuse of information systems, could be-¢atised, for example, by:

o breaches of physical security arrangements resulting in unauthorized access-tp information,

o poorly and/or mis-configured operating systems due to uncontrolled'system changes, or malfunctions of softv
hardware, with results similar to those described in the last bullet/of elause 6.2 above.

7 Plan and Prepare

The information security incident management planning and preparation phase focuses on:

o documenting the information security event and incident reporting and handling policy, and associated schem)
(including related procedures),

o getting the appropriate incident management organizational structure and personnel in place,
o instituting an awareness briefing and)training program.

With this phase completed, an organization should be fully prepared to properly manage information security inc

7.1 Overview

For an efficient and effective information security incident management scheme to be put into operational use, a
pbf preparatory activities should be completed after the necessary planning. These preparatory activities include th

o formulation-and production of an information security incident management policy, and gaining senior mana
commitment to that policy (see also Clause 7.2 below),

o _‘definition and documentation of a detailed information security incident management scheme (see also Claus

htely

ation of

arc or

idents.

humber
e:

gement

7.3

below). The topics for inclusion include:

= an information security incident severity scale to be used to ‘grade’ incidents. As mentioned in Clause 4.2

.1, this

scale could be ‘major’ and ‘minor’, with, in any event, the decision based on the actual or projected adverse

impacts on the organization’s business operations,

= information security event® and incident® reporting forms® (example forms are shown at Annex A), the related
documented procedures and actions, with links to the normal procedures for the use of data and system, service

and/or network backups, and business continuity plans,

* The form completed by the reporting person (i.e. not an information security incident management team person).
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= operating procedures for the ISIRT, with documented responsibilities, and the allocation of roles to designated
persons’ to conduct various activities, for example including:

shut down an affected system, service and/or network, in certain circumstances agreed by prior arrangement
with the relevant IT and/or business management,

leave an affected system, service and/or network, connected and running,

monitor data flowing from, to and within an affected system, service and/or network,

activate normal back-up and business continuity planning procedures and actions in line with the system,
service and/or network security policy,

monitoring and maintaining the secure preservation of electronic evidence, in case it is required for legal
prosecution or internal disciplinary action,

communication of information security incident details to internal and external people or otganizations,

e testir}g the use of the information security incident management scheme, its processes and/procedures (see also Clause
7.3.5|below),

e updating of corporate information security and risk analysis and management polisies; and specific system, service or
netwprk information security policies, to include reference to information security. incident management, and ensure
that ]:ese policies are regularly reviewed in the context of output from the ifformation security incident management
scheine (see also Clause 7.4 below),

e establlishment of the ISIRT, with an appropriate training program degsigned, developed and provided to its personnel
(see also Clause 7.5 below),

e the technical and other means for supporting the informatieh security incident management scheme (and thus the
work] of the ISIRT) (see also Clause 7.6 below),

e design and development of an information securityiincident management awareness program (see also Clause 7.7
beloy), followed by its delivery to all of an organization’s personnel (and later repeated as personnel change).

The follpwing clauses describe each of these.activities, including the contents of each document required.

7.2 Information Security Incident Management Policy

7.2.1 |Aim

The infofmation security incident management policy is aimed at every person having legitimate access to an
organizafion’s information'Systems and related locations.

7.2.2 [Audience

The infofmation Security incident management policy should be approved by a senior organization executive officer,
with coqﬁrmed documented commitment from all of senior management. It should be made available for every employed

> The form used by the information security incident management personnel to build on the initially reported information
on an information security event and keep a running record of the incident assessments etc. over time until the incident is
fully resolved. At each stage the update is included in the information security event/incident database. The ‘completed’
form/information security event/incident database record is then used in post-incident resolution activities.

% If at all possible these forms should be electronic (e.g. in secure web page) form with linkage to the electronic
information security event/incident database. In today’s world, to operate a paper-based scheme would be time
consuming and not the most efficient way of operating.)

7 For smaller organizations, an individual may be allocated more than one role.
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and contractor, and should also be addressed in information security awareness briefings and training (see also Clause 7.7
below).

7.2.3 Content

The information security incident management policy content should address the following topics:

o the importance of information security incident management to the organization, and senior management commitment
to it and the related scheme,

o an overview of information security event detection, reporting and collection of relevant information, and how this
information should be used to determine information security incidents. This overview should include a.Summary of
possible types of information security event, how to report them, what to report, where and to whom,cand including
how to handle entirely new types of information security event,

o an overview of information security incident assessment, including a summary of who is respensible, what hais to be
done, notification, and escalation,

o a summary of the activities that follow confirmation that an information security event is an information secutity
incident. This should cover:

= immediate responses,

= forensic analysis,

= communications to involved personnel and relevant third patties,

= consideration as to whether an information security inéidént is under control,
= later responses,

= ‘crisis’ instigation,

= escalation criteria,

= who is responsible,

o areference to the need for ensuring that all activities are properly logged for later analysis, and that continual
monitoring is conducted.to ensure the secure preservation of electronic evidence, in case it is required for legal

prosecution or internal disciplinary action,

o post information seeurity incident resolution activities, including learning from, and improving the process, f¢pllowing
information seelitity incidents,

o details of\Where the scheme documentation, including of procedures, is held,

o anteverview of the ISIRT, encompassing the following topics:

* the ISIRT organizational structure, and the identity of key personnel, including who is responsible for:

— briefing senior management on incidents,
— dealing with enquiries, instigating follow up, etc.,
— the link with the external organizations (when necessary),
= the information security management charter that specifies what the ISIRT is to do and the authority under which

it will do it. At minimum, the charter should include a mission statement, a definition of the ISIRT’s scope, and
details of the ISIRT’s board level sponsor and its authority,
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= the ISIRT mission statement that focuses on the team’s core activities. In order to be considered an ISIRT, the

te

am should support the assessing of, responding to, and managing of, information security incidents, to a

successful conclusion. The goals and purposes of the team are especially important, and require clear,
unambiguous definition,

" a

definition of the scope of the ISIRT activity. Normally, the scope of an organization’s ISIRT will cover all of the

organization’s information systems, services and networks. In other cases, an organization may, for whatever
reason, require the scope to be less than that, in which case it should be clearly documented what is in, and what is
out of, scope,

= th
th
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® an oV

® asun

7.3 1

7.3.1
The aim
processe)
incident
for:

e respd

e deter]

® mang

e identity of sponsoring senior executive officer/board member/senior manager, who authorizes the actions of
e ISIRT, and the levels of authority invested in the ISIRT. Knowing this will help all personnel in the

ofganization to understand the background and set-up of the ISIRT, and it is vital information for building' trust in

e ISIRT. It should be noted that before this detail is promulgated, it should be checked from a legal perspective.
| some circumstances, disclosure of a team’s authority may expose it to claims of liability,

erview of the information security incident management awareness and training program,

nmary of the legal and regulatory aspects that have to be addressed (see also Clause 5,2.3).

nformation Security Incident Management Scheme

Aim

of an information security incident management scheme is to provide detailed documentation describing the

5 and procedures for dealing with incidents and the communication of such incidents. The information security
management scheme comes into effect whenever an information security event is detected. It is used as a guide
nding to information security events,

mining whether information security events become information security incidents,

ging information security incidents to,a‘coenclusion,

e identjifying lessons learnt, and any imprevements to the scheme and/or security in general that are required,

e makjng identified improvements,

7.3.2 |(Audience

The infopmation securitydn¢ident management scheme is addressed at all of an organization’s personnel, thus covering

those regponsible for:

e detedting and-reporting information security events, which could be anyone in an organization, whether permanent or
contracted,

° odet g P2 fo 3t 41 14 4 A o £ 41 Sy + + = 1 d 2 11 £
assb 01115 any l\yDPUllUllls U IITITUTITIAtIvIL D\.a\./u.lll.)’ CVUITLS altug IITIVUTITIatIvlr D\.«\aulll.y lll\.«lu\'lll,o’ [42SLCaBINRAVIRAVIVESE IS L) PUDL

incid
incid

ent resolution phase of learning and as necessary improving information security and the information security
ent management scheme itself. These include members of the operations support group (or similar team), the

ISIRT, management, public relations personnel and legal representatives.

It should also take into account any third party users, and information security incidents and associated vulnerabilities

reported
informat
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from third party organizations and government and commercial information security incident and vulnerability
ion provision organizations.
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7.3.3 Content

The content of the information security incident management scheme documentation should include:

e an overview of the information security incident management policy,

e an overview of the whole information security incident management scheme,

e the detailed processes and procedures®, and information on the related tools and scales, associated with:

= Plan and Prepare:

detecting and reporting the occurrence of information security events (by human or automati¢ means
collecting the information on information security events,
conducting assessments of information security events (including escalation as required), using the ag

event/incident severity scale, and determining whether they become re-categorized as information sed
incidents,

= Use (when information security incidents are confirmed):

communicating the existence of the information security incident or any relevant details thereof to ot}
internal and external people or organizations,

in accordance with the analysis and confirmed severity(scale rating, instituting immediate responses,
could include the activation of recovery procedures, :and /or issuing communications to relevant invol

personnel,

conducting forensic analysis, as required and relative to the information security incident severity sca
and changing that scale rating as necessary;

deciding whether information security incidents are under control,

reed

urity

1CT

vhich
ved

e rating,

instituting any required furtherresponses, including those that may be required in later time (for exanpple, in

facilitating full recovery froma disaster,

if information security incidents are not under control, instigating ‘crisis’ activities (for example, calli
brigade/department;-or activating a business continuity plan),

escalating forfurther assessments and/or decisions as required,
ensuring that all activities are properly logged, for later analysis,

updating of the information security event/incident database,

(The information security incident management scheme documentation should allow for information secu
incident responses both immediately and in the longer-term. All information security incidents will need a

ng a fire

rity
n early
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some time after an initial information security incident). Further, some responses may be necessary for
information security incidents that are completely unforeseen, where ad hoc safeguards will be required. Even in
this situation, the scheme documentation should encompass general guidelines on the steps that may be
necessary.)

= Review:

1d occur

¥ The organization can decide if all procedures are included in the scheme documentation, or all or someare detailed in
subsidiary documents.
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conducting further forensic analysis, as required,

identifying and documenting the lessons learnt from information security incidents,

reviewing and identifying improvements to information security, as a result of the lessons learnt,

reviewing how effective the processes and procedures were in responding to, assessing and recovering from

each information security incident, and identifying improvements to the information security incident
management scheme as whole, as a result of lessons learnt),

= Improve — based on the lessons learnt, making improvements to:

e detai
and 4

o guidd
procq
prov
nece
nece
hand|

information security incident. The guidance should defin@’information security event and incident types, escalation

types

®  procs
analy

e  procs
even

e procq

®  procs
aspe
disad
1594
Oper

updating of the information security event/incident database,

information security risk analysis and management results,

the information security incident management scheme (for example, to processes and proeedures, the
reporting form and/or organizational structure),

overall security, with the implementation of new and/or improved safeguards,

s of the event/incident severity scale (for example, major or minor; or significant, urgent, minor, non-urgent)
ssociated guidance,

nce for deciding whether escalation is required during each relevant process, and to whom, and associated
dures. Anyone assessing an information security event or incident Should be aware, based on the guidance

ded in the information security incident management schemedd¢umentation, when in normal circumstances it is
sary to escalate matters, and to whom. In addition, there will be unforeseen circumstances when this may be
sary. For example, a minor information security incident'Could evolve to significant or a ‘crisis’ situation if not
ed properly or a minor information security incident not followed up in a week could become a major

and who can institute escalation,

dures to be followed to ensure that all actjivities are properly logged in the appropriate form, and that log
sis is conducted by designated personnel,

dures and mechanisms to ensure:that the change control regime is maintained covering information security
and incident tracking, and information security incident report updates, and updates to the scheme itself,

dures for forensic analysis)

dures and guidance ‘on using Intrusion Detection Systems (IDS), ensuring that associated legal and regulatory
ts have been addressed (see Clause 5.2.3). Guidance should include discussion of the advantages and

vantages of undertaking attacker surveillance activities. Further information on IDS is contained in ISO/IEC TR
7 —IT Intrusion Detection Framework, and ISO/IEC TR 18043 — Guidelines for the Selection, Deployment and
ation ofIntrusion Detection Systems (IDS),

e thes

heme organization structure

o the terms of reference and responsibilities of the ISIRT as a whole, and of individual members,

e impo

7.3.4
Before b

rtant contact information.

Procedures
eing able to commence operation of the information security incident management scheme, it is important that

documented and checked procedures are available. Each procedures document should indicate those responsible for its
use and management, as appropriate from the operations support group and/or the ISIRT. Such procedures will include
those for ensuring that electronic evidence is gathered and stored securely, and that its secure preservation is continually

18
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monitored, in case it is required for legal prosecution or internal disciplinary action. Further, there should be documented
procedures covering not just operations support group and ISIRT activities, but those involved in forensic analysis and
‘crisis’ activities — if not covered elsewhere (for example in a business continuity plan). Obviously the documented
procedures should be entirely in line with the documented information security incident management policy and other
information security incident management scheme documentation.

It is important to understand that not all procedures need be publicly available. For example, it is not desirable for all of
an organization’s personnel to understand the internal operation of an ISIRT in order to interact with it. The ISIRT
should ensure that ‘publicly available’ guidance, including information resulting from information security incident

nalvcm isin rparh]v available Fnrm for pvqmn]p on-the nrnqn|7qhnn s Intranet Fnrfhprmnm:n it may also be i AP rtant to

keep some details of the 1nf0rmat10n security 1nc1dent management scheme closely held to prevent the ‘insidet?from

fampering the investigation process. For example, if a bank employee who is embezzling funds is aware of-some [details
pf the scheme, he or she may be able to better hide their activities from investigators or otherwise hamper the detpction
and investigation of and recovery from an information security incident.

The content of operating procedures will depend on a number of criteria, especially related to themature of knowp
potential information security events and incidents and the types of information system assets that might be involved and
their environment. Thus, an operating procedure could be related to a particular type of inCident or indeed to typg of
product (for example firewalls, databases, operating systems, applications) or specific product. Each operating prpcedure
should clearly identify the steps to be undertaken and by whom. It should reflect expefience from external (for ejample
povernment and commercial CERTs or similar, and suppliers) as well as from internal sources.

There will be operating procedures for dealing with types of information se¢urity events and information security
incidents that are already known. There will also have to be operating pro¢edures to be followed when an identified

information security event or information security incident is not of any‘known type. In this case the following n¢eds to
be addressed:

o the reporting process for the handling of such ‘exceptions®
o guidance on the timing for getting approval from management in order to avoid any delay of response,

o pre-authorized delegation of decision making without normal approval process.

7.3.5 Scheme Testing

Regular checking and testing of the information security incident management processes and procedures should e
scheduled to highlight potential flaws and problems that may arise during the management of information securitly events
and information security incidentsi MAny changes that arise from post response review should be subject to thorough
checking and testing before gaing'live.

7.4 Information’Security and Risk Management Policies

7.4.1 Aim

The aim of.inehuding information security incident management content in the corporate information security and risk
management policies, and specific system, service and network information security policies, is to:

o ‘describe why information security incident management, particularly an information security incident reportilrg and
handling scheme, is important

¢ indicate senior management commitment to the need for proper preparation and response to information security
incidents, i.e. to the information security incident management scheme,

e ensure consistency across the various policies,

e ensure planned, systematic and calm responses to information security incidents, thus minimizing the adverse impacts
of incidents.
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7.4.2 Content

Corporate information security and risk management policies, and specific system, service or network information
security policies, should be updated so that they explicitly refer to a corporate information security incident management
policy and associated scheme. The relevant sections should refer to the senior management commitment, and outline the:

e policy,

e scheme processes, and related infrastructure,

e requirements for detecting, reporting, assessing and managing incidents,

and cleafly indicate those personnel responsible for authorizing and/or undertaking certain critical actions (e.g. taking an
information system off-line or even shutting it down).

Further, policies should require that the appropriate review mechanisms are established to ensure that any-information
from the{detection, monitoring and resolution of information security incidents is used as input to ensyre the continuing
effectivgness of the corporate information security and risk management, and specific system, servicé.or network
informatjion security, policies.

7.5 Establishment of the ISIRT

7.5.1 |Aim

The aim|of establishing the ISIRT is to provide the organization with appropriate personnel for assessing, responding to
and learfing from information security incidents, and providing the necessdry €o-ordination, management, feedback and
communfication. An ISIRT can contribute to the reduction in physical and'monetary damage, as well as the reduction of
the damgge to the organization’s reputation that is sometimes associated-with information security incidents.

7.5.2 [Members and Structure

The appfopriate size, structure and composition of the ISIRTshould be appropriate for the size and structure of the
organizafion. Although the ISIRT may constitute an isolated team or department, members may share other duties, which
will encqurage the input of members from a range of areas within the organization. As discussed in clauses 4.2.1 and 7.1,
in many [cases the ISIRT will be a virtual team led by-a senior manager. The senior manager will be supported by
individufls who are specialized in particular topies, for example in handling malicious code attacks, who will be called
upon depending on the type of information security incident concerned. Depending on the size of the organization, a
member|may also fulfil more than one rolé\within the ISIRT. The ISIRT may also comprise individuals from different
parts of the organization (e.g., Busines§ Operations, IT/Telecommunications, Audit, Human Resources and Marketing).

Team me¢mbers should be accessible for contact, so the names and contact details of each member and their backup
persons $hould be available within the organization. For example, the necessary details should be clearly indicated in the
information security incident'management scheme documentation, including any procedural documents, and the
reporting forms, but not-in,policy statements.

The ISIRT manager should:

¢ have|delegated authority to make immediate decisions on how to deal with an incident,

e usually have a separate line of reporting to senior management, separate Irom normal business operations,

o ensure that all ISIRT members have the required knowledge and skills levels, and that these continue to be
maintained,

e assign investigation of each incident to the most appropriate member of his/her team.
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7.5.3 Relationship with other Parts of the Organization

The ISIRT manager and members of his/her team must have a degree of authority to take the necessary actions deemed
appropriate in response to an information security incident. However, actions that may have adverse effects on the overall
organization, either financially or in terms of reputation, should be agreed with senior management. For this reason it is
essential to detail in the information security incident management policy and the scheme the appropriate authority to
which the ISIRT manager reports serious information security incidents.

Procedures and responsibilities for dealing with the media should also be agreed with senior management and
documented. These procedures should specify:

» who in the organization will deal with media inquiries,

o how that part of the organization will interact with the ISIRT.

7.5.4 Relationship with External Parties

Relationships between the ISIRT and appropriate external parties need to be established. External parties may in¢lude:
o contracted external support personnel, for example from a CERT,

o external organizations’ ISIRTs or computer incident response teams, or CERT's)
o law enforcement organizations,

o other emergency authorities (e.g. fire brigade/department),

o appropriate government organizations,

o legal personnel,

o public relations officials and/or members of the.media,

o business partners,

o customers,

o the general public.

7.6 Technical and Other Support

Quick and effective responses to information security incidents will be more achievable when all necessary techrjical and
pther support means-have been acquired, prepared and tested. This includes:

o access todctails of the organization’s assets (preferably with an up-to-date asset register) and information on their
links t@ business functions,

o dccess to the documented business continuity strategy and related plans,

e documented and promulgated communications processes,

o the use of an electronic information security event/incident database and the technical means to populate and update
the database quickly, analyze its information and facilitate responses (although it is recognized that there may
occasionally be instances where manual records would still be required or used by an organization),

adequate business continuity arrangements for the information security event/incident database.

The technical means used to populate and update the database quickly, analyze its information and facilitate responses to
information security incidents should support:
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e quick acquisition of information security event and incident reports,

¢ notification of previously selected personnel (as relevant external people) by appropriate means (for example
electronic mail, fax, telephone, etc.), thus requiring the maintenance of a reliable contact database (which should be
readily accessible, and should include paper and other backups), and the facility to transmit information to individuals
in a secure fashion where appropriate,

e taking precautions commensurate with assessed risks for ensuring that electronic communication, whether Internet or
non-Internet, cannot be eavesdropped while the system, service and/or network is under attack,

e takinpg precautions commensurate with assessed risks for ensuring that electronic communication, whether Internet, ot
non-Internet, stays available while the system, service and/or network is under attack,

e ensufing the collection of all data about the information system, service and/or network, and all data procéssed,

e if cojmmensurate with assessed risks, using cryptographic integrity control to help in determining whether and what
parts|of the system, service and/or network, and what data, were changed,

o facilitating the archiving and securing of collected information (for example, by applying digital signatures to logs
and qgther evidence before off-line storage in read-only media such as CD or DVD ROM);

e cenabling the preparation of printouts (e.g. of logs), including those showing the pregeess of an incident, and the
resoljition process and chain of custody,

e recoyery of the information system, service and/or network to normal opérafion, with:
= gpod backup procedures,

= clean and reliable backups,

[ ]
o

hckup testing,
= pjalicious code control,
= ofiginal media with system and applicationsoftware,

= bpotable media,

]
(<)

ean, reliable and up to date System and application patches,
in line with the relevant business continuity plan(s).

An attacked information.8ystem, service or network may not function correctly. Thus as far as possible, and
commengurate with the'assessed risks, no technical means (software and hardware) that are necessary for responding to
an information security incident should rely in their operations on the organization’s ‘mainstream’ systems, services
and/or ngtworkssI£it is possible, they should be fully independent.

All techlllical means should be carefully selected, correctly implemented and regularly tested (including testing of the
backups TrTadte -

It should be noted that technical means described in this clause do not include technical means used to directly detect
information security incidents and intrusions and to automatically notify appropriate persons. Such technical means are
described in the Intrusion Detection Framework TR 15947 and in the Management of information and communications
technology security (MICTS) TR 13335, particularly Part 2.

7.7 Awareness and Training

Information security incident management is a process that involves not only technical means but also people, and thus it
should be supported by appropriately information security-aware and trained individuals within the organization.
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The awareness and participation of all organization personnel is very important for the success of a structured
information security incident management approach. For this reason, the role of information security incident
management needs to be actively promoted as part of the corporate information security awareness and training program.
The awareness program and related material should be available to all personnel, including new employees and, as
relevant, third party users and contractors. There should be a specific training program for the operations support group,
ISIRT members, and, as necessary, information security personnel and specific administrators. It should be noted that
each group of people involved directly with the management of incidents may require different levels of training,
depending on the type, frequency and criticality of their interaction with the information security incident management
scheme.

The awareness briefings should encompass:

o the basics of how the information security incident management scheme works, including its scope and the segurity
event and incident management ‘workflow’,

o how to report on information security events and incidents,

o as relevant, safeguards on confidentiality of sources,

o scheme service level agreements,

o notification of outcomes — under what circumstances sources will be advised,

o any constraints imposed by non-disclosure agreements,

o the authority of the information security incident management ofganization and its reporting line,

o who and how receive reports from the information security‘incident management scheme.

[n some cases it may be desirable to specifically include awareness detail about information security incident
management in other training programs (for example},personnel orientation programs or general corporate securify
pwareness programs). This awareness approach may provide valuable context relevant to particular groups of pegple, and
can improve training program effectiveness and efficiency.
Before the information security incidentimanagement scheme becomes operational, all relevant personnel need tq
become familiar with the procedures involved in the detection and reporting of information security events, and gelected
personnel need to become very krniewledgeable about the subsequent processes. This should be followed up by regular

hwareness briefings and trainipg\courses. The training should be supported by specific exercises and testing for
pperations support group and [SIRT members, and information security personnel and specific administrators.

8 Use

8.1 Introduction

[nformationsecurity incident management in operation comprises two main phases, the “Use” and “Review” phases, and
these aseMfollowed by the “Improve” phase when any improvements identified as a result of lessons learnt are mage.
Thése, phases and their associated processes were introduced in Clause 4.2. The “Use” phase is described in this ¢lause,
the “Review” phase in Clause 9, and the “Improve” phase is described in Clause 10.
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The three phases, and related processes, are shown in Figure 2 below.
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Figure 2 - Information Security Event and Incident Flow Diagram

8.2 Overview-ofKey-Proecesses

In the Use phase, the key processes are the:

e detection of and reporting on the occurrence of an information security event, whether by one of the organization’s

personnel/customers or automatically (for example, by an alert from a firewall),

e collection of information on an information security event, and the conduct of the first assessment by the

organization’s operations support group personnel’, who will determine whether the event is an information security

incident or a false alarm has arisen,

? It is not to be normally expected that operations support group personnel will be security experts.
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e conduct of the second assessment by the ISIRT, to firstly confirm that the event is an information security incident,
and then, if it is, to instigate an immediate response as well as start necessary forensic analysis and communications
activities,

e review by the ISIRT to determine if the information security incident is under control, and:

= ifit is, instigating any required later, further, responses, and ensuring all information is ready for post-incident
review activities,

= ifiit is not, instigating ‘crisis’ activities and involving the related personnel, for example the organizatiof’s
business continuity manager and team,

o cscalation, on an as required basis throughout the phase, for further assessments and/or decisions;
o ensuring that all involved, particularly the ISIRT, properly log all activities for later analysis,

o ensuring that electronic evidence is gathered and stored securely, and that its secure preservation is continuallly
monitored, in case it is required for legal prosecution or internal disciplinary action;

o ensuring that the change control regime is maintained covering information seciirity incident tracking and incjdent
report updates, and thus that the information security event/incident database’is kept up-to-date.

All information collected pertaining to an information security event or/incident should be stored in the information
security event/incident database managed by the ISIRT. The information reported during each process should be fas
complete as is possible at the time, to ensure as firm a base as therecan be is available for the assessments and dgcisions
made, and of course the actions taken.

Once an information security event has been detected andréported, the aims of the subsequent processes are:

o distributing the responsibility for incident management activities through an appropriate hierarchy of persongel, with
assessment, decision making and actions involying both security and non-security personnel,

o providing formal procedures for each notified person to follow, including reviewing and amending the report jmade,
assessing the damage, and notifying'the’relevant personnel (with the individual actions depending on the typ¢ and

severity of the incident),
o using guidelines for thoroygh'documentation of an information security event, and later if it becomes categorized as
an information security incident, of the subsequent actions, and updating of the information security event/indident

database.
(Guidance on:

o informatien‘security event detection and reporting is provided in Clause 8.3,

o assessment and decision (as to whether an information security event is to be categorized as an information sgcurity
icident) is provided in Clause 8.4,

e responses 1o mformation security mcidents 1S provided m Clause 8.5, covering:
= immediate responses,
= review to determine if an information security incident is under control,
= later responses,
= ‘crisis’ activities,

= forensic analysis,
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= communications,
= commentary on escalation issues,

= activity logging.

8.3 Detection and Reporting

Information security events could be detected directly by a person or persons noticing something that gives cause for
concern, whether technical, physical or procedural related. Detection could, for example, be from fire/smoke detectors or
intruder [burglar) alarms, with the alerts notified to pre-designated locations for human action. Technical information
security pvents could be detected by automatic means — for example, alerts made by audit trail analysis facilities,
firewalld, intrusion detection systems, and anti-virus tools, in each case stimulated by pre-set parameters.

Whatevdr the source of the detection of an information security event, the person notified by automatic means;‘or directly}
noticing [something unusual, is responsible for initiating the detection and reporting process. This could be’any member
of an organization’s personnel, whether permanent or contracted personnel. The person should follow.the*procedures and
use the ihformation security event reporting form specified by the information security incident mahagement scheme, to
bring thq information security event to the attention in the first instance to the operations support group, and
managerpent. Thus, it is essential that all personnel are well aware of, and have access to, theguidelines for reporting the
differenf types of possible information security events, including the format of the information security event reporting
form, anf details of the personnel who should be notified on each occasion. (It is sensible-that all personnel are at least
also awalre of the format of the information security incident reporting form, to aid theirunderstanding of the scheme.)

How an jnformation security event is handled will be dependent upon what it isj@and the implications and repercussions
which may flow from it. For many people, this will be a decision beyond theircompetence. Thus, the person reporting an
information security event should complete the information security event reporting form with as much narrative and
other infprmation as is readily available at the time, liaising with his/her local manager as necessary. That form,
preferably in electronic format (e.g. in an e-mail or web form submigsion), should be securely communicated to the
designatpd operations support group (that should preferably provide*a 24-hour service for 7 days per week), with a copy
to the ISJRT manager. An example template for the information\security event reporting form is shown in Annex A.

It is emphasized that not only accuracy but also timeliness'is important in the content filled in the information security
event reporting form. It is not good practice to delay the-submission of a reporting form in order to improve the accuracy
of its comtent. If the reporting person is not confidentof the data in any field on the reporting form, it should be submitted|
with appropriate notation, and revisions communiicated later. It should also be recognized that some electronic reporting
mechanipms (e.g. e-mail) are themselves visible-targets for attack.

When problems exist, or are considered to*exist, with default electronic reporting mechanisms (e.g. e-mail), including
when it {s thought possible that the system is under attack and reporting forms could be read by unauthorized people, then
alternatiye means of communication should be used. The alternative means could include in person, by telephone or text
messaging. Such alternative medans should be used particularly when it becomes evident early in an investigation that an
informatjion security event.appears likely to be categorized as an information security incident, particularly one that may
be signifficant.

It should be noted ¢hat whilst in most cases an information security event will have to be reported onwards for action by
the opergtions stipport group, there may be occasions where an information security event can be handled locally,
possibly|with thie help of local management. An information security event may be quickly determined as a false alarm,
or it may be-resolved to a satisfactory conclusion. In such cases a reporting form should be completed and forwarded to
local managemertt, and 1o the operations Support group and to tie ISIR T 10T TecOrding purposes, 1.¢. ito the iformation
security event/incident database. In such circumstance, the person reporting closure of an information security event may
be able to complete some of the information required for the information security incident reporting form — if this is the
case then the information security incident reporting form should also be completed and forwarded.
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8.4 Event/Incident Assessment and Decision

8.4.1 First Assessment and Initial Decision

The receiving person in the operations support group should acknowledge receipt of the completed information security
event reporting form, enter it into the information security event/incident database, and review it. He/she should seek any
clarification from the person reporting the information security event, and collect any further information required and

known to be available, whether from the reporting person or elsewhere. Then, the operations support group perso
conduct an assessment to determine whether the information security event should be categorized as an informati

n should
on

cu,uiLy illbidclll Ol ib ill fclbl d fdlbc d‘ldllll. If lilC illfUlllldliUll beU.lil_y CVUIIL ib dClCIlllillCd [19) bU d fdibC didllll, lilU
information security event reporting form should be completed and communicated to the ISIRT for additionto\th
information security event/incident database and review, and copied to the reporting person and his/her lodalymar

[nformation and other evidence collected at this stage may need to be used at a future time for disciplinary or leg
proceedings. The person or people undertaking the information collection and assessment tasks should be trained|
Fequirements for collection and preservation of evidence.

[n addition to recording the date(s) and time(s) of actions, it is necessary to fully document:

o what was seen and done (including tools used) and why,

o the location of ‘evidence’,

o how evidence is archived (if applicable),

o how evidence verification was performed (if applicable),

o details of storage/safe custody of material and subsequent access to it.

[f the information security event is determined as likely to be an information security incident, and if the operatio
support group person has the appropriate level of eompetence, further assessment may be conducted. This may re
required remedial actions, for example additional~emergency safeguards being identified and referred for action t
ppropriate person. It may be very evident that'an information security event is determined to be an information s
hould be informed directly. It may be-very evident that a ‘crisis’ situation should be declared, and thus, for exan
business continuity manager notified for' possible activation of a business continuity plan, with the ISIRT managg
senior management also informedi\However, the most likely situation will be that the information security incide|
heed to be referred directly to the [SIRT for further assessment and action.

Whatever the next step is"determined to be, the operations support group person should complete as much as is p
pf the information sectirity incident reporting form. An example template for an information security incident rep
form is shown in Annex A. The information security incident reporting form should contain narrative, and as far
possible should-confirm and describe:

o what the\information security incident is,

o llow it was caused — and by what or whom,

incident that is significant (using the organization’s pre-determined severity scale), in which case the ISIRT mang

e
Jager.

]
in the

ns
sult in
b the
ecurity
ger
ple, the
r and
nt will

ssible
orting
ns 1S

e what 1t affects or could atfect,

o the impact or potential impact of the information security incident on the business of the organization,

e an indication as to whether the information security incident is deemed significant or not (using the organization’s

pre-determined severity scale),

e how it has been dealt with so far.
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When considering the potential or actual adverse effects of an information security incident on the business of an
organization, from:

¢ unauthorized disclosure of information,
¢ unauthorized modification of information,

e repudiation of information,

® unav 1ﬂa‘uﬁiLy of Tformmatiomr amd/or service;

e destrjiction of information and/or service,

the first tep will be to consider which of a number of consequences is relevant.
Exampld categories are:

o Financial Loss/Disruption to Business Operations,
e Comjmercial and Economic Interests,

e Persgnal Information,

e Legal and Regulatory Obligations,

e Manggement and Business Operations,

e Loss|of Goodwill.

For thosg¢ considered relevant, the related category guideline should bé&used to establish the potential or actual impacts
for entry| into the information security incident report. Example guid€lines are given in Annex B.

If an infgrmation security incident has been resolved, the reportshould include details of the safeguards that have been
taken anfl any lessons learned (e.g. safeguards to be adoptedté prevent re-occurrence or similar occurrences).

Once completed as far as is possible, the reporting form'should then be referred to the ISIRT for entry into the
informatjion security event/incident database and.review.

If an invpstigation is likely to be longer thanone week, an interim report should be produced.

It is emplhasized that the operations support group person assessing an information security incident should be aware,
based o] the guidance provided in the information security incident management scheme documentation:

e wher] it is necessary to escalate matters and to whom,

o that in all activitiesConducted by the operations support group, the documented change control procedures should be
followed.

when it {s thought possible that the system is under attack and reporting forms could be read by unauthorized people, then
alternatiye means of reporting to the ISIRT manager should be used. Alternative means could include in person, by
telephone or text messaging. Such alternative means should be used particularly when it appears that an information
security incident is significant.

When pl{blems gxist, or are considered to exist, with default electronic reporting mechanisms (e.g. e-mail), including

8.4.2 Second Assessment and Incident Confirmation

The second assessment, and confirmation or otherwise of the decision as to whether an information security event is to be
categorized as an information security incident, should be the responsibility of the ISIRT. The receiving person in the
ISIRT should:

e acknowledge receipt of the ‘information security incident reporting form, completed as far as is possible by the
operations support group,
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enter the form into the information security event/incident database,
seek any clarification from the operations support group,

review the reporting form content,

collect any further information required and known to be available, whether from the operations support group, the

person who completed the information security event reporting form or elsewhere.

f LilClU ib btill d dcgl CC Uf UIICcTr Ldillly a> o lllC d.ul.llclllibity Uf LllC illfUl llldLiUll beuliLy illbidUllL Ul lllU LUlllplULUll(
Feported information, the ISIRT member should conduct an assessment to determine whether the informatiop-se¢
incident is real or in fact a false alarm. If the information security incident is determined to be a false alarm, the
information security event report should be completed, added to the information security event/incident database
communicated to the ISIRT manager. Copies of the report should be sent to the operations support gtoup, and thq
Feporting person and his/her local manager.

[f the information security incident is determined to be real, then the ISIRT member, involying.colleagues as req
should conduct further assessment. The aim is to confirm as soon as possible:

When reviewing the potential or actual adverse effects of an information security incident on the business of an
prganization, from:

what the information security incident is, how it was caused — and by what or whom, what it affects or could

the impact or potential impact of the information security incident on the busingss of the organization, an indj
as to whether the information security incident is deemed significant or net-(using the organization’s pre-dete
severity scale),

for deliberate human technical attack on an any information systém) service and/or network, for example:

= how deeply the system, service and/or network has been infiltrated, and what level of control the attacker
= what data has been accessed by the attacker, possibly-Copied, altered or destroyed,

= what software has been copied, altered or destroyed by the attacker,

for deliberate human physical attack on an any information system, service and/or network hardware and/or p
location, for example:

= what the direct and indirect effects of physical damage are (is physical access security non-existent?),
for information security ineideiits not directly caused by human actions, the direct and indirect effects (for ex
physical access open because of a fire, is an information system vulnerable because of some software or

communications linesmalfunction, or because of human error),

how the informatign security incident has been dealt with so far.

unauthorized disclosure of information,

ss of the
urity

and

hired,

hffect,
cation
rmined

has,

hysical

ymple, is

unauthorized moditication ot information,
repudiation of information,
unavailability of information and/or service,

destruction of information and/or service,

it will be necessary to confirm which of a number of consequences is relevant. Example categories are:

Financial Loss/Disruption to Business Operations,
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e Commercial and Economic Interests,

e Personal Information,

e Legal and Regulatory Obligations,

e Management and Business Operations,

e Loss of Goodwill.

For thosg¢ considered relevant, the related category guideline should be used to establish the potential or actual impacts
for entry|into the information security incident report. Example guidelines are given in Annex B.

8.5 Responses
8.5.1 Immediate Responses

8.5.1.1 Overview

In the lafge majority of cases, the next activities for the ISIRT member will be to identify the immediate response actions
to deal wWith the information security incident, record details on the information security~incident form and within the
informatjion security event/incident database, and notify the required actions to the dppropriate persons or groups. This
may resylt in emergency safeguards (for example, cutting off/shutting down an affeeted information system, service
and/or ngtwork, with the prior agreement of the relevant IT and/or business management), and/or additional permanent
safeguarfls being identified, and notified for action to the appropriate persofvor’group. If not already done so, the
significance of the information security incident should be determined, using the organization’s pre-determined severity
scale, and if sufficiently significant appropriate senior management shétld be notified directly. If it evident that a ‘crisis’
situation| should be declared, for example the business continuity manager should be notified for possible activation of a
business|continuity plan, with the ISIRT manager and senior management also informed.

8.5.1.2| Example Actions

As an eample of relevant immediate response actionsiw'the case of deliberate attack on an information system, service
and/or ngtwork, it could be left connected to the Internet, or other network, to:

o allow for business critical applications to.function correctly,

e collept as much information as possible about the attacker,

provided that the attacker does nét know that he/she is under surveillance.

Howevef, while undertaking-Such a decision the following factors need to be considered:

o the ajtacker may realize that he/she is being observed and may undertake actions that will cause further damage to the
affeced information system, service and/or network, and related data,

o the ajtacker'could destroy the information that may be useful to track that person.

It is essential that 1t 1s technically possible to quickly and reliably cut-off and/or shut down the attacked information
system, service and/or network, once a decision to do so has been taken. However, appropriate authentication means
should be implemented so that unauthorized individuals could not undertake such action.

A further consideration is that the prevention of re-occurrence is usually of high priority, and it might well be concluded
that the attacker has exposed a weakness which should be rectified, and the gains from tracking him/her do not justify the
effort in doing so. This is especially relevant when the attacker is non-malicious and has caused little or no damage.

With regard to information security incidents that are caused by something other than deliberate attack, the source should

be identified. It may be necessary to shut the information system, service and/or network down, or isolate the relevant
part and shut it down (with the prior agreement of the relevant IT and/or business management), while safeguards are
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implemented. This may take longer if the weakness is fundamental to the information system, service and/or network
design, or if it is a critical weakness.

Another response activity may be to activate surveillance techniques (for example, ‘honeypots’ — see TR 18043).
This should be on the basis of procedures documented for the information security incident management scheme.

Information that may be corrupted by the information security incident should be checked by the ISIRT member against
backup records for modifications, deletions, or insertions of information. It may be necessary to check the integrity of the
logs, as a deliberate attacker may have manipulated these logs to cover his/her tracks.

8.5.1.3 Incident Information Update

Whatever the next step is determined to be, the ISIRT member should update the information security ineident report as
much as is possible, add it to the information security event/incident database and notify the ISIRT managér and pthers as
necessary. The update may cover further information on:
o what the information security incident is,

o how it was caused — and by what or whom,

o what it affects or could affect,

o the impact or potential impact of the information security incident on the business of the organization,

o changes to the indication as to whether the information security incident is deemed significant or not (using tj
organization’s pre-determined severity scale),

o

o how it has been dealt with so far.

[f an information security incident has been resolved, thereport should include details of the safeguards that havg been
faken and any other lessons learned (e.g. further safegiiards to be adopted to prevent re-occurrence or similar
pccurrences). The updated report should be added tocthe information security event/incident database, and notified to the
[SIRT manager and others as required.

[t is emphasized that the ISIRT is responsible for ensuring the secure retention of all information pertaining to an
information security incident for further analysis, and potential legal evidential use. For example, for an IT oriented
information security incident, after the initial discovery of the incident, all volatile data should be collected beforp the
pffected IT system, service and/er'network is shut down, for a complete forensic investigation. Information to be
collected includes contents of memory, cache and registers, and detail of any processes running, and:

o a full forensic duplication of the affected system, service and/or network, or a low level backup of logs and ifnportant
files should be undertaken depending on the nature of the information security incident,

o logs from n€ighboring systems, services and networks, for example including from routers and firewalls, shoyld be
collected'and reviewed,

o alliinformation collected should be stored securely on read only media,

e _two ore more persons should be present when forensic duplication is performed, to assert and certify that all dctivities
have been carried out in accordance with relevant legislation and regulation,

e specifications and descriptions of the tools and commands used to perform the forensic duplication should be
documented and stored together with the original media.

An ISIRT member will also be responsible, if it is possible at this stage, for facilitating the return of the affected facility
(whether IT or otherwise) to a secure operational state that is not susceptible to a compromise by the same attack.
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8.5.14 Further Activities

If an ISIRT member determines that an information security incident is real, then other important activities should be to:
e institute forensic analysis,

¢ inform those responsible for internal and external communications of the facts and proposals for what should be
communicated, in what form and to whom.

Once an information security incident report has been completed as far as is possible, it should then be entered into the
information security event/incident database and communicated to the ISIRT manager.

If an invpstigation is likely to be longer than a time period pre-agreed within the organization, an interim report should be}
producedl.

The ISIRT member assessing an information security incident should be aware, based on the guidance provided in the
informatfion security incident management scheme documentation:

e wher] it is necessary to escalate matters and to whom,
o that in all activities conducted by the ISIRT, the documented change control procedures'should be followed.

When problems exist, or are considered to exist, with normal communications facilities (e.g. e-mail), including when it is
thought possible that the system is under attack, and:

e itis doncluded that an information security incident is significant, and/or
e a ‘crisis’ situation has been determined,

as a fallack an information security incident should in the first instance be reported to the relevant people in person, by
telephonk or text messaging.

As deenjed necessary, the ISIRT manager, in liaison with the organization’s information security manager and the
relevant poard member/senior manager, should liaise Wwith all related parties, both internal and external to the
organizafion (see Clauses 7.5.3 and 7.5.4).

communfication in advance, that does not.wholly rely on the system, service and/or network that may be affected by the
information security incident. These arfrangements may include the nomination of backup advisors or representatives in
the case pf absence.

To ensu‘}e that the liaisons are organized quickly and are effective, it is necessary to establish a secure method of

8.5.2 |Incident Under-Control?

After thq ISIRT member has instigated the immediate responses, and as relevant forensic analysis and communications
activitie§, a view needs\to be quickly ascertained as to whether the information security incident is under control. If
necessarfy, the ISIRT\thember may consult with colleagues, the ISIRT manager and/or other persons or groups.

If the information security incident is confirmed as being under control, then the ISIRT member should institute any
required|later responses, and forensic analysis and communications (see Clauses 8.5.3, 8.5.5 and 8.5.6 below), to bring

th 1nf aatron-securts merdanttaa claca and ractara tha o ffantad f Lo anti ) oot +0 ] Anaratiaag
e information-seeurity-ineident-to-aclose-andrestore-the-affected-nformationsystemto-normal- operations-

If the information security incident is confirmed as not being under control, then the ISIRT member should institute
‘crisis activities’ (see Clause 8.5.4 below).

8.5.3 Later Responses

Having determined that an information security incident is under control, and not to be subject to ‘crisis’ activities, then
the ISIRT member should identify if and what further responses are required to deal with the information security
incident. This could include restoring the affected information system(s), service(s) and/or network(s) back to normal
operation. He/she should then record details on the information security incident reporting form and in the information
security event/incident database, and notify those responsible for completing the related actions. Once those actions have
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been successfully completed, details should be recorded on the information security incident reporting form and in the
information security event/incident database, and then the information security incident should be closed and appropriate
personnel notified.

Some responses will be directed at preventing information security incident re-occurrence or similar occurrence. For
example, if it is determined that the cause of an information security incident is an IT hardware or software fault, without
an available patch, then the supplier should be contacted immediately. If a known IT vulnerability was involved in an
information security incident it should be patched with the relevant information security update. Any IT configuration
related problems highlighted by the information security incident should be dealt with. Other measures to decrease the

PO a a £=0 ence-o muaro rrence-ol-an pliormation-se . 2 . 2 system

passwords and disabling unused services.

Another area of response activity may involve monitoring of the IT system, service and/or network. Following
pssessment of an information security incident, it may be appropriate that there should be additional monitoring
safeguards in place to assist in detecting unusual and suspicious events that would be symptomatic(of further infqrmation
security incidents. Such monitoring may also reveal a greater depth to the information security inéident, and identify
pther IT systems that were compromised.

[t may well be necessary for activation of specific responses documented in the relevart business continuity plan] This
could apply for both IT and non-IT related information security incidents. Such responses should include those fgr all
business aspects, not just directly IT related but also key business function maintehance and later restoration — in¢luding,
ps relevant, of voice telecommunications, and personnel levels and physical faCilities.

The last area of activity will be the restoration of the affected information system(s), service(s) and/or network(s) to
hormal operation. The restoration of an affected system(s), service(s)-atid/or network(s) to a secure operational state may
be achieved through the application of patches for known vulnerabiliti€s or by disabling an element that was the $ubject
pf the compromise. If due to the destruction of logs during an information security incident, the entire extent of the
information security incident is unknown, then a complete system, service and/or network rebuild may be necessary. It
may well be necessary for activation of parts of the relevantbusiness continuity plan.

[f an information security incident is non-IT related, for'example caused by a fire, flood or bomb, then the recovery
pctivities to be followed will be those documented,itrthe relevant business continuity plan.

8.5.4 ‘Crisis’ Activities
As discussed in Clause 8.5.2, it may be-that when the ISIRT determines whether an information security incident|is under

control, the conclusion is that it is not under control and needs to be dealt with as a “crisis’ activity, using a pre-
designated plan.

The best options for dealing with all possible types of information security incident that might affect

pvailability/destruction and to some extent integrity of an information system, should have been identified in the
prganization’s business-continuity strategy. These options should be directly related to the organization’s business
priorities and relatéd-timescales for recovery, and thus the maximum acceptable outage time periods for IT, voicg, people
and accommodafion. The strategy should have identified the required:

o preventive, resilience and business continuity support measures,

o organizational structure and responsibilities for managing business continuity planning,

e structure and outline content for the business continuity plan or plans.

The business continuity plan(s), and the safeguards put in place to support the activation of those plan(s), once tested
satisfactorily, then form the basis for dealing with most ‘crisis’ activities once so designated.

Other types of possible ‘crisis’ activity include, but are not limited to, activation of:
o fire suppression facilities and evacuation procedures,

e flood prevention facilities and evacuation procedures,
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e bomb ‘handling’ and related evacuation procedures,
e specialist information system fraud investigators,

e specialist technical attack investigators.

8.5.5 Forensic Analysis

Where identified by prior assessment as required for evidential purposes — de facto in the context of a significant
information security incident, forensic analysis should be conducted by the ISIRT. It should involve the use of IT based
investigdtive techniques and tools, supported by documented procedures, to review the designated information security
incident(s) in more detail than has been the case hitherto in the information security incident management process. It
should bg conducted in a structured manner, and, as relevant, identify what may be used as evidence, whether forinternal
disciplinfary procedures or legal actions.

The facilities needed for forensic analysis can be categorized into technical (e.g. audit tools, evidence recovery facilities),
procedutal, personnel and secure office facilities. Each forensic analysis activity should be fully docwnented, including
as relevgnt photographs, audit trail analysis reports, data recovery logs. The proficiency of the persontor people
undertalding forensic analysis should be documented along with records of proficiency testing. Any other information that
can dempnstrate the objectivity and logical nature of analysis should also be documented. Allrecords, of the information
security incidents themselves, the forensic analysis activities, etc., and associated media, should be stored in a physically
secure efivironment and controlled by procedures such that it cannot be accessed by unauthorized people nor altered or
rendered unavailable. Forensic analysis IT based tools should comply with standards such that their accuracy cannot be
legally challenged, as well as of course being kept up-to-date in line with technology changes. The ISIRT physical
environrhent should provide demonstrable conditions that ensure the evidence-ischandled such that it cannot be
challengpd. Obviously enough personnel should be available, if necessary onan on-call basis, to be able to respond at
any time}.

Over tinfe there will no doubt be requirements to review evidence inthe context of a variety of information security
incidenty, including fraud, theft, and vandalism. Thus, to assist the\ISIRT there will need to be available a number of IT
based means and supporting procedures for uncovering information ‘hidden’ in an information system, service or
network] including information that on first look appears to-have been deleted, encrypted, or damaged. These means
should afdress all known aspects associated with known types of information security incidents (and of course be
documented in the ISIRT Procedures).

In today|s environment, forensic analysis will frequently need to encompass complex networked environments, where
investiggtion will need to encompass an entire operating environment, including a multitude of servers — file, print,
commurfications, e-mail etc., as well as remeote access facilities. There are many tools available, including text search
tools, drfve imaging software and forensigs suites. It is emphasized that the main focus of forensics analysis procedures is
to ensur¢ that evidence is kept intact.and checked to ensure that it will stand up to any legal challenge, and that forensic
analysis [should be performed on @anjexact copy of the original data, to prevent the analysis work prejudicing the original
media integrity.

The ovetall forensics apalysis process should encompass, as relevant, the following activities:
o ensufing that the farget system, service and/or network is protected during the forensic analysis from being rendered

unavhilable, altered or otherwise compromised, including by virus introduction, and that there are no or minimal
effects on.normal operations,

e prioritizing the ‘capture’ of ‘evidence’ i.e. proceeding from the most volatile to the least volatile (this will depend in
large measure on the nature of the information security incident),

o identifying all relevant files on the subject system, service and/or network, including normal files, apparently (but
not) deleted files, password or otherwise protected files, and encrypted files,

e recovering as much as is possible of discovered deleted files, and other data,

e uncovering IP addresses, host names, network routes and Web site information,
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e extracting the contents of hidden, temporary and swap files used by both application and operating system software,
e accessing the contents of protected or encrypted files (unless prevented under law),

e analyzing all possibly relevant data found in special (and typically inaccessible) disc storage areas,

e analyzing file access, modification and creation times,

e analyzing system/service/network and application logs,

o determining the activity of users and/or applications on a system/service/network,
o analyzing e-mails for source information and content,
o performing file integrity checks to detect Trojan horse files and files not originally on the system;

o analyzing, if applicable, physical evidence, for example fingerprints, property damage,«video surveillance, algrm
system logs, pass card access logs, and interview witnesses,

o ensuring that extracted potential evidence is handled and stored in such a way_that'it cannot be damaged or rendered
unusable, and that sensitive material cannot be seen by those not authorized: It.is emphasized that evidence ggthering
should always be in accordance with the rules of the court or hearing in whieh the evidence may be presented

o concluding on the reasons for the information security incident, the‘actions required and in what timeframe, with
evidence including lists of relevant files included in an attachment to the main report,

o as required, providing expert support to any disciplinary or-legal action.

The method(s) to be followed should be documented in the ISIRT Procedures.

The ISIRT should accommodate sufficient combinations of skills to provide wide coverage of technical knowled
including of the tools and techniques likely to beused by deliberate attackers), analysis/investigative experience

including regarding the preservation of usableevidence), knowledge of relevant legislation and regulation impli¢ations,
and ongoing knowledge of incident trends:

=
[¢]

=

8.5.6 Communications

[n many cases when an the infermation security incident has been confirmed by the ISIRT as real, there will be ajneed for
certain people to be informed beth internally (outside of normal ISIRT/management lines of communication) and
pxternally — including the-Press. This may need to occur at a number of stages, for example when an the information

security incident is confirmed as real, when it is confirmed as under control, when it is designated for ‘crisis’ actilvities,
when it is closed and-when post incident review has been completed and conclusions reached.

To aid this activity when the need arises, it is very sensible practice to prepare certain information in advance sudh that it
can be quiekly adjusted to the circumstances of a particular information security incident and issued to the Press §nd/or
pther Media? If any information pertaining to information security incidents is be released to the Press it should be done
in accordance with organization’s information dissemination policy. Information to be released should be reviewgd by
the relevant parties, which may include senior management, public relations co-ordinators and information security

ersonnel

8.5.7 Escalation

There will be circumstances where matters will have to be escalated either to senior management, another group within
the organization or persons or groups outside of the organization. This may be for a decision to be made on
recommended actions to deal with an information security incident or for further assessment to determine what actions
are required. This could be following the assessment processes described above in Clause 8.4, or indeed it could be
during those processes if some major issue becomes evident early. Guidance should be available in the information
security incident management scheme documentation for those who are likely at some point to need to escalate matters,
i.e. operations support group and ISIRT members.
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8.5.8 Activity Logging, and Change Control

It is emphasized that all involved in the reporting and management of an information security incident should properly
log all activities for later analysis. This should be included with the information security incident reporting form and in
the information security event/incident database, continually kept up-to-date throughout the cycle of an information
security incident from first reporting form to completion of post incident review. This information should be retained
provably secure and with an adequate back-up regime. Further, all changes made in the context of tracking an
information security incident and updating the information security incident reporting form and the information security
event/incident database should be under a formally accepted change control scheme.

9 Review

9.1 Introduction

Once anfinformation security incident has been resolved and closure agreed, then there will be further forensic analysis
conduct¢d and a review to identify lessons and potential improvements to overall security and to the information security
incident [nanagement scheme.

9.2 Fkurther Forensic Analysis

It may bg that once an incident has been resolved there is still a need for forensic analysiste\identify evidence. This
should bg conducted by the ISIRT using the same toolset and procedures as suggested ifi-Clause 8.5.5.

9.3 Lessons Learnt

Once anfinformation security incident has been closed, it is important that thé\lessons to be learned from the handing of
the information security incident are quickly identified and acted upon. The‘lessons could be in terms of:

e new pr changed requirements for information security safeguards; These could be technical or non-technical
(including physical) safeguards. Dependent on the lessons learfied, these could include the need for rapid material
updates for, and delivery of, security awareness briefings (for users as well as other personnel), and rapid revision and

issue|of security guidelines and/or standards,

e and/¢r changes to the information security incidentimanagement scheme and its processes, reporting forms and
information security event/incident database.

Further, fin this activity it is necessary to look beyond a single information security incident and check for trends/patterns
which themselves may help identify the need for safeguards or approach changes. It is also sensible practice following an
IT orienfed information security incident)to conduct information security testing, particularly vulnerability assessment.
Thus, th¢ data in the information(security event/incident database should be analyzed on a regular basis in order to:

o identify trends/patterns,

o identjfy areas of concern,

e analyze where preventive action could be taken to reduce the likelihood of future incidents.

Relevan{ information acquired throughout the course of an information security incident should be channeled into the
trend/pattern analysis. This can contribute significantly to the early identification of information security incidents and
provide a warning of what further information security incidents may arise, based on previous experience and
documented knowledge.

Use should also be made of information security incident and related vulnerability information received from
government, commercial CERTs and suppliers.

Vulnerability assessment/security testing of an information system, service and/or network following an information
security incident, should not be confined to only the information system, service and/or network, affected by the
information security incident. It should be expanded to include any related information systems, services and/or
networks. A complete vulnerability assessment is used to highlight the existence of the vulnerabilities exploited during
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the information security incident on other information systems, services and/or networks and to ensure that no new
vulnerabilities are introduced.

It is important to stress that vulnerability assessments should be conducted on a regular basis, and that the re-assessment
of vulnerabilities after an information security incident has occurred should be part of this continuous assessment process

(and not as a replacement).

Summary analyses of information security incidents should be produced for tabling at each meeting of the organization’s

management information security forum and/or other forum defined in the overall organizational information security

olicy
J

9.4 Identification of Security Improvements

pperationally to implement them immediately, in which case they should feature in the longer-tefinyaims of the

9.5 Identification of Scheme Improvements

Post-incident resolution, the ISIRT manager or a nominee should review all that‘has happened to assess and thus

which parts of the information security incident management scheme worked successfully and identify if any
improvements are required.

pfter an incident resolution while information is still fresh in_people’s minds. Factors to consider in such a meetirlg
include the following:

o did the procedures outlined in the information security incident management scheme work as intended?
o are there any procedures or methods that would have aided in the detection of the incident?

o were any procedures or tools identified that would have been of assistance in the response process?

o was the communication 0fjthe incident to all relevant parties effective throughout the detection, reporting and
response process?

below).

10 Improve

10:1 Introduction

The “Improve” phase encompasses the implementation of the recommendations from the “Review” phase, i.e. for
improvements to security risk analysis and management results, to security and to the information security incident
management scheme. Each of these topics is addressed in the clauses below.

10.2 Security Risk Analysis and Management Improvement

Depending on the severity and impact of an information security incident, an assessment of information security risk
analysis and management review results may be necessary to take into account new threats and vulnerabilities. As a
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prganization. For example migration to a more secure robust firewall may not be financially feasible in the short ferm,
but needed to be factored into an organization’s long-term information security goals. (See(also Clause 10.3 belojv.)

An important aspect of post response analysis is to feed information and knowledge back into the information se¢urity
incident management scheme. If of sufficient severity, a meeting of all the relevant parties should be scheduled shortly

The results of the meeting should be documented and any agreed actions acted upon appropriately (see Clause 1(.4

During review after an information security incident has been resolved, new or changed safeguards may.b¢ identified as
being required. The recommendations and related safeguard requirements may be such that it is not-{easible finanjcially or

[quantify’ the effectiveness of the entire response to an information security imcident. Such an analysis aims to dgtermine

o were there any procedures that\would have aided in recovering information systems following an incident ideptified?
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follow-on to the completion of an update information security risk analysis and management review, it may be necessary
to introduce changed or new safeguards

10.3 Make Security Improvements

Following the recommendations made during the “Review” phase (see Clause 9.4 above), and analysis of a number of
information security incidents, implementation of updated and/or new safeguards will need to be initiated. As discussed
in clause 9.3 above, these could be technical (including physical) safeguards, and may include the need for rapid material
updates for, and delivery of, security awareness briefings (for users as well as other personnel), and rapid revision and
issue of security guidelines and/or standards. Further, an organization’s information systems, services and networks
should b subject to regular vulnerability assessments to aid in the identification of vulnerabilities and provide a process
of contirfual system/service/network hardening.

In additipn, whilst reviews of information security related procedures and documentation may be conducted in the
immedidte aftermath of an incident, it is more likely that this will be required as a later response. Following-an
informatfion security incident, if relevant information security policies and procedures should be updated tg-take into
account |nformation gleaned and any problem issues identified during the course of the incident management process. It
will be af long-term aim of the ISIRT, in conjunction with the organization’s information security ndanager, to ensure that
these infprmation security policy and procedural updates are propagated throughout the organization.

10.4 Make Scheme Improvements

Areas idpntified for improvement to the information security incident management schéme (see Clause 9.5 above) should
be revieyed and justified changes incorporated into an update of the scheme documéntation. The changes to the
information security incident management processes, procedures and the reporting forms should be subject to thorough
checking and testing before going live.

10.5 Dther Improvements

Other infprovements may have been identified during the “Reviewphase, for example changes in information security
policies,|standards and procedures, and changes to IT hardware and software configurations.

11 Summary

This Tedhnical Report provides an overview of information security incident management, the benefits of adopting an
informaTton security incident management schéme, and the key issues associated with adopting such a scheme. Clear
steps peftaining to planning and documenting an information security incident management policy and scheme are
detailed plong with the associated processes‘and procedures for managing information security incidents, and conducting

post-incident resolution activities.
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Annex A
(informative)

Example Information Security Event and Incident Report Forms

Information Security rvent and Incident
Reports

Notes for completion

The purpose of these forms - the information security event and incident report forms — is to provide information about an
information security event, and then, if it is determined to be an information security incident{ about the incident, to the
appropriate people.

If you suspect that an information security event is in progress or may have occurred *particularly one which may cause
substantial loss or damage to the organization’s property or reputation, you should¥mmediately complete and submit an
information security event report form (see the first part of this Annex) in acéordance with the procedures described in the
organization’s information security incident management scheme.

The information you provide will be used to initiate appropriate assessment, which will determine whether the event is to
be categorized as an information security incident or not, and if it iS\any remedial measures necessary to prevent or limit
any loss or damage. Given the potentially time-critical nature of this process, it is not essential to complete all fields in
the reporting form at this time.

If you are an operations support group member reviewing/already completed/part-completed forms, then you will be
required to take a view as to whether the event needsto be categorized as an information security incident. If an event is
so categorized, you should complete the information’security incident form with as much information as you are able and
forward both the information security event aftd-incident forms to the ISIRT. Whether the information security event is
categorized as an incident or not, the information security event/incident database should be updated.

If you are an ISIRT member reviewing information security event and incident forms forwarded by an operations support
group member, then the incident form'should be then updated as the investigation progresses and related updates made to
the information security event/incident database.

Please observe the following guidelines when completing the forms:

e ifitis possible{-the form should be completed and submitted electronically'’. (When problems exist, or are
considered.fo_exist, with default electronic reporting mechanisms (e.g. e-mail), including when it is thought possible
that the systém is under attack and reporting forms could be read by unauthorized people, then alternative means of
reporting should be used. Alternative means could include in person, by telephone or text messaging.),

e  only provide information you know to be factual — do not speculate in order to complete fields. Where it is
appropriate to provide information you cannot confirm, please clearly state that the information is unconfirmed, and
what leads you to believe it may be true,

e  you should provide your full contact details. It may be necessary to contact you — either very soon or at a later date —
to obtain further information concerning your report,

If you later discover that any information you have provided is inaccurate, incomplete or misleading, you should amend
and re-submit your report.

"% 1f at all possible these forms should be electronic (e.g. in secure web page) form with linkage to the electronic
information security event/incident database. In today’s world, to operate a paper-based scheme would be time
consuming and not the most efficient way of operating.
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Information Security Event Report

Date of Event Page 1 of 1
Event Number:" (If Applicable) Related
Event and/or Incident
Idcllt;t‘y L‘Julllbcl .
REPORTING PERSON DETAILS
Name Address
Organjzation
Telephione Email
INFORMATION SECURITY EVENT DESCRIPTION

Descrigtion of the Event:

e | What Occurred

e [ How Occurred

e | Why Occurred

e | Components Affected

e | Adverse Business Impacts

e [ Any Vulnerabilities Identified

INFORMATION SECURITY EVENT DETAILS

Date apd Time the Event Occurred
Date apd Time the Event was Discovered
Date apd Time the Event was Reported
Is the KEvent Over? (tick asappiopriate) YES ] NO
If yes, Bpecify How Long the Event has Lasted in
Days/Hours/Minutes

11
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(Event numbers should be allocated by the organization’s ISIRT Manager.)
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