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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

SO or IEC participate in the development of International Standards through technical committees

fechnical committees collaborate in fields of mutual interest. Other international organizations, gover
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field |of infg
fechnology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

The main task of the joint technical committee is to prepare International Standards. Draft Inten
Standards adopted by the joint technical committee are circulated to national lbodies for voting. Public
an International Standard requires approval by at least 75 % of the national bedies casting a vote.

Attention is drawn to the possibility that some of the elements of this decument may be the subject g
Fights. 1ISO and IEC shall not be held responsible for identifying any or all such patent rights.

SO/IEC TR 16166 was prepared by Ecma International (as EEMA TR/100) and was adopted, under 3
‘fast-track procedure”, by Joint Technical Committee ISO/IECJTC 1, Information technology, in parg
ts approval by national bodies of ISO and IEC.

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

pstablished by the respective organization to deal with particular fields of technical activity. 1S@~gnd IEC

nmental
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llel with

© ISO/IEC 2010 — All rights reserved


https://standardsiso.com/api/?name=a1cd5c46e15787f9af39aed116d24367

ISO/IEC TR 16166:2010(E)

Introduction

This Technical Report is one of a series of Ecma publications that explore IP-based enterprise communication
involving Corporate telecommunication Networks (CNs) (also known as enterprise networks) and in particular

Next

commu
betwee
session

This Te
their aq
internat

particular, Ecma acknowledges valuable input from experts in ETSI TISPAN.

eneration Corporate Networks (NGCN). The series particularly focuses on inter-domai
hication, including communication between parts of the same enterprise, between enterprises and
h enterprises and carriers. This particular Technical Report discusses issues related to the security. 0t
Ltbased communications and builds upon concepts introduced in ISO/IEC TR 12860.

Cchnical Report is based upon the practical experience of Ecma member companies and the’results ot
tive and continuous participation in the work of ISO/IEC JTC1, ITU-T, ETSI, |IETF and othel
onal and national standardization bodies. It represents a pragmatic and widely based consensus. In

Vi
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TECHNICAL REPORT ISO/IEC TR 16166:2010

Information technology — Telecommunications and information
exchange between systems — Next Generation Corporate
Networks (NGCN) — Security of session-based
communications

1 Scope

This Technical Report is one of a series of publications that provides an overview of IP-based enterprise
communication involving Corporate telecommunication Networks (CNs) (also known as enterprise ngtworks)
and in particular Next Generation Corporate Networks (NGCN). The series particularly focuses on [session
evel communication based on the Session Initiation Protocol (SIP) [4], with an emphasis on interfdomain
communication. This includes communication between parts of the same,{enterprise (on degdicated
nfrastructures and/or hosted), between enterprises and between enterprises and\public networks. Phrticular
consideration is given to Next Generation Networks (NGN) as public netwerks and as providers of hosted
enterprise capabilities. Key technical issues are investigated, current standardisation work and gaps in this
prea are identified, and a number of requirements and recommendations are stated. Among other uses, this
Series of publications can act as a reference for other standardisation’bodies working in this field, ifcluding
FTSI TISPAN, 3GPP, IETF and ITU-T.

This particular Technical Report discusses security of session<based communications. It uses terminolpgy and
concepts developed in ISO/IEC TR 12860 [1]. It identifies" a number of requirements impacting NGN
standardisation and makes a number of recommendations concerning deployment of enterprise networks.
Also a number of standardisation gaps are identified.” Both signalling security and media secyrity are
considered.

The scope of this Technical Report is limited gg"communications with a real-time element, including| but not
imited to voice, video, real-time text, instantimessaging and combinations of these (multi-media). The non-
real-time streaming of media is not considered. For media, only security of transport (e.g., securing the Real-
lime Transport Protocol, RTP [6]) issconsidered, and higher level security measures (e.g., digital rights
management) are not considered. ‘Peér-to-peer signalling between SIP user agents (without involjing SIP
ntermediaries) is not considered.

Petailed considerations for lawful interception are outside the scope of this Technical Report, although|general
considerations for call recording and audit are discussed.

P References

The following/referenced documents are indispensable for the application of this document. Fdr dated
references;,\only the edition cited applies. For undated references, the latest edition of the referenced
document\(including any amendments) applies.

[11_.~ ISO/IEC TR 12860, Information technology — Telecommunications and information exjchange

hetween eyetnmc Next Generation (‘nrpnrafn Networks (I\If‘(‘l\l) General

[2] ISO/IEC TR 12861, Information technology — Telecommunications and information exchange
between systems — Next Generation Corporate Networks (NGCN) — Identification and routing

[3] ISO/IEC TR 16167, Information technology — Telecommunications and information exchange
between systems — Next Generation Corporate Networks (NGCN) — Emergency calls

[4] IETF RFC 3261, SIP: Session Initiation Protocol

[5] |IETF RFC 3325, Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity
within Trusted Networks
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[6] IETF RFC 3550, RTP: A Transport Protocol for Real-Time Applications
[71 IETF RFC 3711, The Secure Real-time Transport Protocol (SRTP)

[8] IETF RFC 3830, MIKEY: Multimedia Internet KEYing

(9]

[10] IETF RFC 4119, A Presence-based GEOPRIV Location Object Format

[11] IETF RFC 4301, Security Architecture for the Internet Protocol
[12] IETF RFC 4346, The Transport Layer Security (TLS) Protocol Version 1.1
[13] TF RFC 4347, Datagram Transport Layer Security

[14] TF RFC 4474, Enhancements for Authenticated Identity Management\n‘the Session Initiation

[15] TF RFC 4567, Key Management Extensions for Session Desctiption Protocol (SDP) and Rea
ime Streaming Protocol (RTSP)

[16] IETF RFC 4568, Session Description Protocol (SDP) Seclrity Descriptions for Media Streams
[17] IETF RFC 4650, HMAC-Authenticated Diffie-Hellman fer Multimedia Internet KEYing (MIKEY)

[18] IETF RFC 4738, MIKEY-RSA-R: An Additional\Mode of Key Distribution in Multimedia Internet

[19] IETF RFC 4916, Connected Identity in the)Session Initiation Protocol (SIP)

[20] IETF RFC 4961, Symmetric RTP L RTP Control Protocol (RTCP)

[21] IETF RFC 5626, Managing Client-Initiated Connections in the Session Initiation Protocol (SIP)
[22] TF RFC 5630, The Usé ofthe SIPS URI Scheme in the Session Initiation Protocol (SIP)

[23] TF RFC 5761, Multiplexing RTP Data and Control Packets on a Single Port

[24] TF RFC 5763, Framework for Establishing a Secure Real-time Transport Protocol (SRTP

[25] TF REC 5764, Datagram Transport Layer Security (DTLS) Extension to Establish Keys foi
the Secure Real-time Transport Protocol (SRTP)

[26] |ETF draft-ieff-Sip-connect-reuse-14, Connection REUSE in the Session Initiation Protocol (STP)

NOTE At the time of publication of this Technical Report, the IETF had approved this draft as a standards track RFC
but had not published the RFC and had not allocated an RFC number. If the draft is no longer available, readers should
look for the RFC with the same title.

[27] |ETF draft-ietf-sipcore-location-conveyance-02, Location Conveyance for the Session Initiation
Protocol

NOTE At the time of publication of this Technical Report, the IETF had not completed the approval process for this
draft and had not allocated an RFC number. If the draft (or a later version) is no longer available, readers should look for
the RFC with the same title.
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(28]

NOTE

ISO/IEC TR 16166:2010(E)

IETF draft-zimmermann-avt-zrtp-16, ZRTP: Media Path Key Agreement for Secure RTP

At the time of publication of this Technical Report, the IETF had not published this as an informational RFC. If
the draft (or a later version) is no longer available, readers should look for the RFC with the same title.

[29] ITU-T Recommendation E.164, The international public telecommunication nhumbering plan

[30] ISO/IEC 9594-8ITU-T Rec. X.509, Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks

[31] 3GPP TS 33.203, 3rd Generation Partnership Project; Technical Specification Group_ Services
and System Aspects; 3G security; Access security for IP-based services (Release 8)

[32] 3GPP TS 33.210, 3rd Generation Partnership Project; Technical Specification\Group Services
and System Aspects; 3G security; Network domain security; IP network layer s$ecurity
(Release 8)

[33] 3GPP TS 33.310, 3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Network domain security; Authentication Framework (AF) (Release §)

[34] ETSI TS 187 003, Telecommunications and Internet converged Services and Protogols for
Advanced Networking (TISPAN); NGN Security; Security Architecture

[35] IEEE 802.1x, IEEE Standard for Local and metropolitan’ area networks - Port-Based Network
Access Control (2004)

[36] IEEE 802.11, IEEE Standard for Information Teechnology - Telecommunications and infofmation
exchange between systems - Local and metrepolitan area networks - Specific Requirements -
Part 11: Wireless LAN Media Access Contral (MAC) and Physical Layer (PHY) Specifications
(2007)

[37] OASIS, Assertions and Protocols forsthe OASIS Security Assertion Markup Language [SAML)
V2.0 (March 2005)

[38] ISO/IEC 27001, Information.technology - Security techniques - Information security management
systems - Requirements

3 Terms and definitions

FFor the purposes of this document, the following terms and definitions apply.

3.1 External definitions

This Techni¢al Report uses the following terms defined in ISO/IEC TR 12860 [1]:

o _Domain

Enterpriseetwork

e Next Generation Corporate Network (NGCN)

e Next Generation Network (NGN)

e Private network traffic

e Public network traffic

e Session Service Provider (SSP)

© ISO/IEC 2010 — All rights reserved 3
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e SIP intermediary

3.2
None.

Other definitions

4 Abbreviations

AIB

Atk

AKA
CA
B2BUA
DECT
DoS
DTLS
DNS
GAN
IMS

IP
IPsec
LAN
MIKEY
NAT
NGCN
NGN
PAI

PIN
PKI
PLMN
PSTN
RTCP
RTP
S/MIME
SBC

AtthenticatecHdentity-Body
Authentication and Key Agreement
Certification Authority
Back-to-Back UA

Digital Enhanced Cordless Telecommunications

Denial of Service

Datagram Transport Layer Security
Domain Name System

Generic Access Network

IP Multimedia Subsystem

Internet Protocol

Internet Protocol Security

Local Area Network

Multimedia Internet KEYing

Network Address Translation

Next Generation Corporate Network
Next Generation Network
P-Asserted-ldentity

Personal Identification’Number
Public Key Infrastructure

Public Land"Mobile Network
Public-Switched Telephone Network
Real-fime Transport Control Protocol
Real-time Transport Protocol

Secure Multi-media Internet Mail Extensions

Session Border Controller

SDP
SIP
SRTCP
SRTP
SSP
TCP
TLS

UA

Session Description Protocot

Session Initiation Protocol

Secure Real-time Transport Control Protocol
Secure RTP

Session Service Provider

Transaction Control Protocol

Transport Layer Security

User Agent

© ISO/IEC 2010 — All rights reserved
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UAC User Agent Client

UAS User Agent Server

UDP User Datagram Protocol

URI Universal Resource Identifier
VPN Virtual Private Network
WLAN Wireless LAN

5 Background

(General concepts of NGCNs are discussed in ISO/IEC TR 12860 [1]. In particular, that documéent d¢
use of the Session Initiation Protocol (SIP) [4] for session level communications within, énterprise n
and with other domains. It focuses on enterprise networks based on enterprise infrastructure (NGCN),
covers hosting on other networks, in particular NGNs, using the same infrastructure that support
hetworks.

SO/IEC TR 12860 describes the basic communications architecture of an NGEN as comprising thre

evels. This reflects the fact that security vulnerabilities can arise at all three levels, and therefore app
Security measures need to be put in place at and across all three levels. Security measures aim tg
data integrity and confidentiality, authentication of parties, authorisation, and prevention of denial of
DoS) attacks. For example, at the transport level, measures may be taken to authenticate equipme
connecting to a Local Area Network (LAN), e.g., using IEEE 802.1x [35] or to protect communicatioj
Wireless LAN (WLAN), e.g., using Robust Security Netwark Association (RSNA) [36] (known commer
the WiFi Alliance as Wireless Protected Access 2, WRA2). Alternatively Virtual Private Network
fechnologies can be used (e.g., based on TLS [12] ordPsec [11]), particularly when accessing an NG
pn untrusted LAN or WLAN. Session level and application level communications can to some extent

At the session level, the signalling protocol (SIP) is used to negotiate the parameters needed to allow {
related media streams to flow between endpoints. In the case of real-time media (audio, video), trar
pchieved using the Real-time Transport-Protocol (RTP) [6]. For non-real-time media conventional trg
such as the Transport Control Protecol”(TCP) can be used directly. Both the security of SIP signalling
Security of media need to be considered.

This Technical Report analyses the needs and available mechanisms for securing SIP signalling
Securing real-time medialtransported over RTP. Signalling security is discussed in clause 7. Media {

ncluding the security 6fyany signalling in support of media security, is discussed in clause 8. The sed
hon-real-time media‘is)not considered.

6  General principles

6.1, \Threats and counter-measures

pscribes
etworks
but also
5 public

e levels

transport, session and application), together with security and management capabilities spanning all three

ropriate
ensure
service
nt when
ns on a
cially by
(VPN)
CN from
rely on

underlying security at the transport level, but in general this is insufficient for achieving end-to-end secrity.

bession-
sport is
\nsports
and the

and for
becurity,
uring of

nfArmaatioan tanlhinalasn cant ey oy s
oAt o T tCCToTOgy— ST oty ivo

be assessed in terms of:
e how easily can a vulnerability be exploited; and
e the amount of damage that can be inflicted by a successful attack.

Counter-measures generally incur some costs, such as:

ats can

e the cost of purchasing or licensing additional hardware or software (e.g., card readers, biometric devices);
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e ongoing operational costs (in terms of dealing with forgotten passwords, handing out and replacing
certificates, etc.);

e inconvenience to the user (e.g., the need to enter passwords and Personal Identification Numbers
(PINs));

¢ reduced performance arising from increased computation times.

Thus costly measures are not normally put in place to counter an attack that is difficult to stage and can inflict

relative
will alm

In enterprises, damage is often assessed in terms of the amount of financial damage that can be ipflicted on
the entgrprise, either directly (e.g., by stealing money or goods) or indirectly (e.g., by stealing tradé-secrets of

marketi

legal arjd moral obligations (e.g., data protection, retention of data), and damage can be done‘to"a company'g

reputati
often a
educati
differen
and the

Forag

change
and rec

6.2 T

A secur

e inte

e CONn

e privpecy, which is closely related te confidentiality and concerns the right of an individual to control how

info

e ava

intefvention;
e nontrepudiation, ‘whereby proof of involvement of a party in certain actions (e.g., sending or receiving 3
mesgsage, stating something during a call) is secured and stored for later use.
For seskionvlevel communications, successful attacks can compromise these properties in various ways, e.g.:
L H L. L H o | H AY
e eavesaroppmygonmeata(e.g-, VOICe, Vite0, mMessagig),

authenticity, whereby the claimed identity of an entity (e.g., a user) is correct;

fitttedarmage— O the other tarmd,am attack that s easity Stagedandcarm et substantiat damagg
DSt certainly need to be countered.

ng plans, or by causing disruption to an enterprise's normal operations). Also enterprises_have certair
bn if these obligations fail to be met because of inadequate security. The term enterprise network ig
pplied to similar communication networks operated by non-commercial organisations (e.g., military
bnal, medical), and similar security principles apply to these networks, although weightings might beg
. For example, in a military network the consequences of certain attacks might be considered greater
refore more costly counter-measures might be justified.

ven enterprise, security policy [38] will determine the particular measures taken. Security policy can

as an enterprise becomes aware of or the victim of new threats<To0ls exist to assist in analysing riskg
bmmending counter-measures.

hreats to session level security

e network aims to support communications with the<fellowing properties (among others):

grity, whereby information has not been altered or destroyed in an unauthorised manner;

fidentiality, whereby information has not been disclosed to an unauthorised individual;

rmation related to the individual is held or disclosed to others;

lability, whereby network services to legitimate users are not denied through unauthorised

e discovery of call details (who called whom and when);

e discovery of private information relating to a user (e.g., his current geographic location);

o discovering a user's password, PIN or other credentials;

e masquerading, such as calling somebody and presenting a false caller identifier;

¢ injecting unwanted media into a call between two legitimate users;

© ISO/IEC 2010 — All rights reserved
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e injecting unreasonable amounts of unwanted calls or messages towards users;

e causing network equipment to malfunction in a way that denies service completely, impairs performance
or causes incorrect behaviour (DoS);

o refuting involvement in an earlier action (e.g., refuting earlier participation in a session or refuting the
sending or receiving of a message).

Threats come from inside or outside the enterprise. Even internal communications can use a variety resources,
otattof whithare owrned-by theemterprise or focated o eTterprise prenmses, for exampie:

o the enterprise's own IP infrastructure and session level resource;
o those of a hosting organisation; or
o any IP infrastructure used for interconnection of remote sites or users, including,the‘public Internet

All these form part of the enterprise network as a whole. For external communieations, with parties outside the
enterprise network, threats can also arise in the public networks or other entetprise networks involved.

Threats can arise through various means, such as:
o wire tapping, through access to the physical interconnection media;
o Unauthorised access to or inappropriate use of wireless infrastructure;

o Unauthorised access to or inappropriate use of netwerk resources, such as SIP intermediaries, [routers,
switches, call recorders, etc.;

o unauthorised access to or inappropriate use“of authorised devices attached to the network, e.g., PCs,
fixed or mobile phones, PDAs;

o the connection of unauthorised devices to the network;
o unauthorised access to the network from other networks such as the public Internet.

Many of these threats can-be*countered by measures below the session layer, such as physical |[security
locked rooms or buildings);-LAN access security (e.g., IEEE 802.1x), WiFi security and firewalls. However,
this still leaves considerable scope for attacking session level communications, and measures need tp be put
n place at the session.level to counter such threats.

t should also be noted that threats can arise outside the IP environment. For example when Digital Eqhanced
Cordless Telecommunications (DECT) terminals are used (connecting via a gateway to the IP infrastjucture),
some of the'\threats described above are viable if appropriate DECT security measures are not taken. [Threats
arising-outside the IP environment are not addressed in this Technical Report.

6(3) Authorisation

At the session level, certain things are subject to authorisation, e.g.:
o whether a call can be established;

¢ whether and to what degree a resource can be used,;

e whether an incoming call can be accepted; and

e whether a particular feature can be used.

© ISO/IEC 2010 — All rights reserved 7
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Authorisation is generally based on the authenticated identity of the requesting user. The higher the 'value' of
the resource requested, the stronger the authentication needs to be. This Technical Report discusses
authentication but does not discuss authorisation, which is a policy matter for the enterprise concerned.

6.4 Security and mobile users

Additional security considerations can apply to mobile users. Security measures at the transport level (e.g.,
WLAN security, Generic Access Network (GAN) security, VPN technologies) are relevant. For example, where
a mobile user has VPN connectivity back to the NGCN, mechanisms as discussed in this Technical Report

contracfual negotiations with NGN operators.

RECONMENDATION 1: As part of their security policy, enterprises should consider the level of
securitly needed for private network traffic within an NGNy'as well as for public network traffic at
the NGCN-NGN interface. This policy should beldaken into account during contractual
negotiations with NGN operators.

6.6 Security and software status

Security of signalling and media can also.befimpacted by the status of relevant software in participating
devices| including devices that contain SIR*UAs and/or SIP intermediaries. Within an enterprise, this ig
generally governed by policy. In particular, an incorrect version or patch level of software such as theg
operatilg system, the TCP/UDP/IP stack, the SIP stack, the RTP stack, relevant security modules or anti-
malwarg software can introduce security vulnerabilities. This aspect is not considered further in this Technica
Report.

6.7 (all recording and.audit

Enterprises have vafious needs to keep certain data for future reference, e.g., for non-repudiation, training
and quality contrel,ycompliance with regulations and other standards, or cooperation with law enforcement
agencigs. Data ‘retained might just comprise session details (e.g., session times and participants) or might
extend [to theractual media (see also 8.4). This represents a challenge, in that information needs to be
transmifted “securely between participants and network intermediaries, yet when recorded needs to be
available_inunencrypted form to autharised personnel

7 Signalling security

Signalling security is important for several reasons. First, it is important to authenticate the source of a
message, in order to authorise any action to be taken on the message. Otherwise an attacker could gain
unauthorised access to services or information or carry out a denial of service attack. Secondly, even if the
source of a message is authenticated, it is important to be sure that data integrity has not been compromised
en route. Thirdly, signalling can contain sensitive information (e.g., the identities of parties in communication,
IP addresses and ports to be used for media reception, etc.). This information needs to be protected against
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eavesdropping. Fourthly, non-repudiation may be important. For example, signalling reveals which entities are
participating in a session, and if those entities have been strongly authenticated and evidence of this is stored
securely for future use, it becomes difficult to refute involvement of those entities. If those entities are strongly
tied to human users, then those users would find it difficult to refute involvement.

Although there may be protection provided by the underlying network infrastructure, this is very much
dependent on the particular network segment, its type and security measures. A locally secure network
infrastructure (e.g., security over a WLAN segment) does not guarantee security over the entire signalling path
to the next SIP entity, and certainly does not guarantee end-to-end security when SIP intermediaries are

nvaolvaed

7.1 Security of access to session level services

Session level services are supported by SIP intermediaries, which provide functions such‘asregistraf, proxy,
ptc.. Except where peer-to-peer SIP signalling is used, which is outside the scope of this-T'echnical Report, all
SIP signalling is between a UA and a SIP intermediary, or between two SIP intermediaries. Often a UA will not
pccept a SIP request that has not arrived via a known SIP intermediary.

When a UA issues a SIP request, it sends it to a SIP intermediary. Before the'SIP intermediary can darry out
the requested function (e.g., register the UA or establish or clear down a_call); it needs to seek authorisation,
and that generally requires obtaining an authenticated identity of the entity_making the request. SIP provides a
means of doing this through SIP digest authentication, which is speeified in [4] and is adapted fron| Hyper-
Text Transfer Protocol (HTTP) digest authentication. In this way, a-SIP intermediary can challenge a|SIP UA
fo provide evidence that it is in possession of credentials in thé-form of a shared secret. These credentials
relate to a SIP or SIPS URI identifying the UA's user, Awhich means the SIP intermediary is |able to
puthenticate the UA as being an agent for a given user, and\it is on this basis that it authorises accesp to SIP
Services. The risks involved in allowing an unauthenticated ‘entity to use session level services are fajrly high
e.g., misuse of resources, fraudulent use of services ‘that attract a charge, misleading other usefs), and
fherefore SIP digest authentication can always be expéected to be used in enterprise networks.

n the case of a human user, this assumes-that the user concerned is indeed the person using the UA to
pccess SIP services. UAs can provide their ewn means to help ensure this is the case, e.g., by requiring the
user to submit one or more forms of identification (e.g., a password, a smart card or biometric evidgnce) in
prder to "log on" to the UA and activate-SIP services. Alternatively a single sign-on mechanism can Qe used,
whereby a user who has alreadylogged on to another service can gain access to session level services
based on the credentials already submitted. The Security Assertion Mark-up Language (SAML) [37] ¢ould be
B basis for this.

Of course, even a strong sign-on mechanism doesn't protect against bad practices by the user, e.g.,|leaving
the device logged on but unattended and accessible to others, logging on but then inviting a colleagug to use
the device, or diselosing the password to a colleague. Therefore except in very strictly cgntrolled
environments, authentication of a UA only provides evidence that the UA possesses credentials as$ociated
with a user, and.does not provide evidence that the human user is actually present.

NOTE In effect, SIP digest authentication is a form of device authentication rather than user authentication| It takes
place at:the  session level, and is independent of any device authentication that might take place at the transpprt level,
E.g.,cUusing IEEE 802.1x.

Sl datall racardina and Athay asnsApiRtina maaciirne cnan neanadn Ao racard Af \what cncoinn Invunl o VICeS a
et e coramg—ant— ot r—atecoutmg—heasSure S—tar—proviGe e Cort— o wHat—SESSIoH1Eve—S5E

user has used and can be used for billing, traceability, etc.. It can help to track down excessive or
inappropriate use, and perhaps help to uncover a person masquerading as an authorised user. Furthermore, if
recorded details are based on authenticated and integrity protected signalling messages, and if records are
stored securely, this can provide satisfactory proof of involvement of an entity In a session, thereby supporting
non-repudiation.

7.2 Securing a SIP signalling hop

Because SIP uses SIP intermediaries, signalling between two UAs in general comprises one or more hops
(e.g., from UA to SIP intermediary, SIP intermediary to next SIP intermediary, etc.). Signalling can be secured
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separately on each hop using general purpose security protocols at the transport layer (TLS [12]) or the
network layer (IPsec [11]). These can provide authentication, integrity protection and secrecy. SIP digest
authentication plays only a limited role.

Security should normally be considered for any SIP signalling hop within and at the boundaries of an
enterprise, unless the infrastructure is protected by other means (e.g., physical protection by lock and key,
Media Access Control (MAC) layer security). Risks involved include eavesdropping on potentially sensitive
information (e.g., who is communicating with whom, identifiers that are subject to privacy) and the ability to
inject or modify signalling information for malicious purposes.

7.2.1 [LS for securing SIP signalling

With TUS, authentication is achieved using public key cryptography, whereby an entity has a private key for
signing |messages and a certificate that it can publish to allow other entities to verify its signature:;-Betweer]
two SIA intermediaries or between a SIP intermediary and a UA such as a gateway or mediacserver, mutua
certificate-based authentication is the norm. However, between a SIP UA serving an individual"user (e.g., 3
phone) jand the SIP intermediary to which it connects, TLS server authentication alone is‘eften used. This is
becauseg there is often no Public Key Infrastructure (PKI) available capable of deploying signed certificates tg
large nlimbers of these UAs, and therefore TLS mutual authentication is not feasible! Although using TLS
server guthentication these UAs can still authenticate the SIP intermediary, SIP digestauthentication (see 7.1
is normally used to authenticate the UA.

NOTE In this case the connection must always be established in the direction JA to SIP intermediary, so that the SIH
intermediary can act as the server. TLS does not provide client-only authentication.

An estaplished secure connection should normally be retained on_a\semi-permanent basis for use by multiplg
SIP transactions in either direction, because of the overhead involved in establishing a new secure connection
for each] transaction. In particular, if connections cannot be established in the direction SIP intermediary to UA
becausg¢ of the absence of a certificate at the UA, connections established by the UA should be retained in
order fgr inbound requests to be delivered to the UA. A mechanism for achieving this is specified in [21]. Fof
other cgses (where TLS mutual authentication is used);a*mechanism for connection reuse is specified in [26].

7.2.2 [Psec for security SIP signalling

With IP$ec, there are various means for achieving authentication. For example, the method specified by 3GPH
for use|at the accesses of 3rd generation-mobile networks, and also adopted by ETSI for the accesses of
NGNS, Is known as IP Multimedia Subsystem (IMS) Authentication and Key Agreement (AKA) [31].

Becausp TLS operates directly below the SIP layer, SIP software is able to force the use of TLS, where
required. With IPsec, the SIP(layer uses an unsecured transport protocol (e.g., TCP, UDP) and SIP software
has no Visibility of any undérlying security at the network layer and must rely on management to ensure that
security]is in place. IPsec-also requires special provisions for Network Address Translation (NAT) traversal.

TLS runs only over, J€P transport, whereas IPsec can also run over UDP. The use of Datagram TLS (DTLS
to secufe SIP signalling over UDP has not been standardised. UDP for SIP suffers from the problem thaf
many §IP meSsages can exceed the maximum payload size of UDP, leading to packet fragmentation and
reassemblys which is not reliable. For this reason, TCP is to be preferred, in which case TLS can be used.

7.2.3 Therole of SIP digest authentication

Although SIP digest authentication can be used to authenticate a UAC that does not have a certificate by
which it can be authenticated using TLS, SIP digest authentication is not a general solution for authenticating
a SIP entity. The following points are relevant:

1. SIP digest authentication operates between two SIP entities that possess a shared secret, typically
between a UA and the SIP intermediary that provides the domain proxy/registrar function. There may be
other SIP intermediaries between the two, e.g., an edge proxy. In this case, TLS authentication operates
separately across each hop, i.e., within the context of a single TCP connection. SIP digest authentication
operates "end-to-end" across these two (or more) hops.
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2. SIP digest authentication applies only to requests. TLS authentication applies to any SIP messages
transported over the TLS connection, and therefore applies to responses as well as requests.
3. SIP digest authentication allows a UA to authenticate another UA, but this depends on possession of a

shared secret, which is unlikely to the be the case between two UAs representing end users. A more likely
use is where one of the UAs represents a central resource, such as a presence server , a PSTN gateway

or a media server.

S, A

way, and in practice this is sometimes done. For example, it is sometimes used by between(a
Service Provider (SSP, e.g., an NGN) and an NGCN.

Point 1 above leads to the following consideration. TLS authentication takes place once, enfestablish
the TLS session, and applies to all data transported during the session. On the othet hand, SIH
puthentication applies only to a single SIP request and needs to be used on potentially every requg
because two requests arrive over the same TLS session and the sender of the {first request has b
digest authenticated, does not mean that the sender of the second request doés.not need to be Sl
puthenticated too. The requests could come from two different UAs, via a SIP intermediary that termin
TLS session. Unless there is some means by which the UAC is bound to thé termination of the TLS
TLS client or TLS server), the two UACs could be different, with the risk that one might be masquerad

Similarly, if a SIP response arrives over a TLS session, it does not necessarily mean that it comes frg
that has been digest-authenticated on an earlier request over that TES session.

7.3 Ensuring that all SIP signalling hops are secured

FFor any given signalling transaction, security will be expected on every hop linking the peer UAs (hoq
Security). The risks involved in any one link being unsecured are as mentioned in 7.2. A UA has visib
pf its local hop (between the UA and the next SIR intermediary), and there is no reliable way for a U
pware of the security status of further hops.-The SIPS URI scheme, as specified in RFC 3261, is g
pssuring hop-by-hop security, although it suffers from a number of weaknesses:

o Originally, in RFC 3261, TLS was-mandated on all hops except the last (from the target domain
the UAS). Although the IETF /has now deprecated this last hop exception [22], current impleme
that permit this last hop exceptioh in accordance with RFC 3261 are likely to be around for some ti

o  The SIPS URI scheme mandates TLS and does not allow for other means of security that mi
equivalent protection'(el.g., IPsec).

o The SIPS URKScheme does not mandate particular cryptographic algorithms for use with T
weakest link:

o UAs. have to trust all SIP intermediaries to honour the SIPS URI in accordance with RFC 3
ensuring each hop is secured.

p _There is no "best effort” version of the SIPS URI scheme mechanism. i.e., a request will be rejecte

IP proxy to be authenticated by a UA or another SIP proxy. In

d in this
Session

ment of
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ates the
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ng.

m a UA
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A to be
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therefore the. precise level of protection cannot be determined - it will depend on algorithms used by the

261 by

d if TLS

is not available, rather than falling back to unsecured (effectively the corresponding SIP U
informing the UAC.

e The UAS cannot tell reliably whether an incoming request is secured on all hops.

e There were lots of instances of lack of clarity and ambiguity in RFC 3261 concerning the Sl
scheme, although these have now been addressed by the IETF [22].

Although specification of the SIPS URI scheme is much improved in [22], compared to [4], until

RI) and

PS URI

there is

widespread deployment of implementations compliant with [22], the security status of a call established using

SIPS will be questionable.
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Within a single domain, or within a multi-domain enterprise network, it might be known that all signalling hops
are provisioned as secure, and hence there might be less need for deploying the SIPS URI scheme. However,
for more general inter-domain deployments, the SIPS URI scheme might be useful.

7.4 End-to-end signalling security

Notwithstanding the limitations of the SIPS URI scheme for ensuring all SIP signalling hops are secured, hop-
by-hop signalling security, even when present on all hops, may be considered insufficient for some purposes,
since SIP intermediaries still have visibility of and can modify all signalling information. This means that the
risks mEntione P Y.

and mddification are necessary for normal routing purposes. Some SIP mtermedlarles examine or modify
information for other legitimate purposes, such as call admission control (including QoS provision) of
NAT/firgwall traversal. This leaves information of a pure end-to-end nature such as security keys for 'medig
protectipn, geographic location information and instant messages that ideally should be concealéd,from SIP
intermefiaries. For this last type of information, end-to-end signalling security would appear to be.required.

If only hop-by-hop security is available, the UA has to trust the first SIP intermediary to behave correctly by nof
unnecessarily disclosing or modifying message content of an end-to-end nature and by. ensuring that the nex{
signalling hop is appropriately secured. Similarly, the first SIP intermediary hasto-trust the second SIR
intermefiary, and so on. This transitive trust model is generally viewed as leading_to\poor security. Each entity
might be happy to trust the next entity (e.g., a SIP entity in an NGCN might trust_a SIP entity in an NGN with
which thhe NGCN has a business relationship), but probably has no idea what\€ntities are involved beyond the
next entity and no idea whether they can be trusted.

Within & domain, or perhaps within a multi-domain enterprise network, end-to-end security may not be sg
important if all signalling hops are provisioned as secure or the SIPS URI scheme is used, provided SIH
intermefliaries can be trusted (e.g., they are known to comply, with the enterprise security policy). For inter-
domain|working outside the enterprise network and when roaming, end-to-end security is likely to be of
greater [importance. As more domains are involved, the thireats increase, and the need to be confident of
signalling security on each hop is much greater. It can\b€e regarded as essential when signalling over the
public Ipternet without any underlying security such as @,VPN tunnel.

Two mgchanisms address end-to-end signalling sécurity: S/IMIME and SIP Identity.

7.4.1 End-to-end security using S/IMIME

SIP allgws bodies of SIP messages-fo be encrypted, authenticated and integrity protected using S/IMIME
(Securd Multi-media Internet Mail_.Extensions). To use this capability, UAs need private keys and certificates
implying the need for a PKI to_provide this information. Partly for this reason, and partly because difficultieg
obtaining a peer's certificate ‘prior to sending encrypted information, S/IMIME for SIP bodies has not been
adopted by the market, even_though it has been specified since the publication of RFC 3261. There has even
been talk in the IETF of.deprecating S/IMIME.

One patential use '0f"S/MIME is for geographic location conveyance in SIP in accordance with [27]. Thig
specifies two meehanisms for location conveyance in SIP: location by value, whereby the location object [10]
is conveyed within the body of a SIP request; and location by reference, whereby a URI pointing to a resource
from which"the location can be obtained is conveyed in the header of the SIP request. Location by reference
does nqtrequire end-to-end security, since security can be achieved during dereferencing (by authenticating
and authorising the dereferencing entity). Location by value frequently does require that the location be
encrypted to prevent eavesdropping. However, one potential use of location by value is during emergency call
establishment (see [3]), where end-to-end encryption cannot be used because of the need for SIP
intermediaries to access location to determine where to route the call (although hop-by-hop encryption should
of course be used if available). Location by reference might incur unnecessary delays at SIP intermediaries
during emergency call establishment, as well as being an additional point of potential failure. In general, it
should be sufficient to use location by reference where end-to-end security is required and location by value
with hop-by-hop security (e.g., TLS) where SIP intermediaries need fast access to location information (such
as for emergency call establishment). Therefore location conveyance does not seem to be a compelling
reason to use S/IMIME in enterprise networks.
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RECOMMENDATION 2: Enterprise networks should not use S/MIME as a means of achieving

end-to-end signalling security in SIP.

RECOMMENDATION 3: For conveyance of geographic location in SIP, enterprise ne
should use location by reference where end-to-end security is required and rely on hop-

tworks
by-hop

security with location by value where SIP intermediaries need fast access to location

information (e.g., for emergency call establishment).

7.4.2 Near end-to-end security using SIP Identity

SIP Identity (RFC 4474 [14]) provides near end-to-end authentication of requests and partial
protection of request contents. However, it does not provide encryption and does not protect response)
way. The basis for SIP Identity is the Identity header field (and associated Identity-Info header field), |
the SIP intermediary at the originating domain can sign an assertion that the URI in the Frem heade
correct, having authenticated the UA by other means (typically SIP digest ~authenticatior
cryptographically signed assertion can be passed to the destination, where it can be\verified, subjeq
Signer's certificate chain being acceptable. Besides the From header field URI, the'signature covers
pther parts of the request, including the entire body and information from the To,\Date, Contact, Ca
[CSeq header fields, thereby providing integrity protection across these parts of.the message and som
protection. RFC 4474 as it stands is for requests outside the context of an\existing dialog, but RFC 4
pxtends its use to mid-dialog requests.

NOTE SIP Identity is applicable only to SIP requests, not responses,-This is because of difficulties authent
UAS.

The near end-to-end authentication and integrity protection/ provided by SIP Identity will be broke
domain modifies SIP bodies or certain SIP header fields:when forwarding a SIP request. This is pal
frue of Session Border Controllers (SBCs) that modify.iinformation in Session Description Protocg
bodies. One common reasons for this is for media ste€ring, where an SBC modifies IP addresses and

which the IETF does not yet have a solution, even though the IETF is working on other security soluti
fely on SIP Identity. Notwithstanding these limitations with the current version of SIP Identity, it see
Certain that the technique will become an important component of SIP security, for example for unde
key management for media security (see 8:3).
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STANDARDISATION GAP 1. Problems with deploying SIP Identity need to be addressed,
p satisfactory solution is awvailable for near end-to-end authentication and integrity protec

RECOMMENDATION 4;-Enterprise networks should use SIP Identity [14] [19] for near end
puthentication and integrity protection of inter-domain signalling traffic, subject to the
solutions to or waork-arounds for its known problems. See also 7.5 and 8.3.
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7.5 Authenticated identity delivery

AN impaortant aspect of SIP is its ability to deliver to a UA information identifying the other participan
call, astdiscussed in [2]. This introduces an important security issue, namely the authenticity of a d
dentifier. A delivered identifier can be used for many purposes, such as:

((s) in a
elivered

e Nelping a user 1o decide whether 1o answer a call or accept a message,

e helping a user to decide whether to disclose sensitive information or to trust information received;

e helping an automatic filtering application to filter out unwanted calls or messages (often known as "spit"

and "spam");
e helping an application to pull down caller-related information from a database;

e recording answered or missed messages or calls and facilitating subsequent return messages or ¢
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For some of these purposes, it is important that the delivered identifier be authenticated, and risks involved in
not doing so can include subjecting a user to unwanted traffic, tricking a user into disclosing sensitive
information, etc.. An authenticated identifier is also needed for non-repudiation purposes.

Considering a SIP request, the From header field URI (From URI) provides the identity of the user on behalf of
whom the request is issued. Unfortunately that can be forged by the UAC and, if not rectified by a SIP
intermediary, can result in incorrect information being delivered to the UAS. Furthermore, even a correct From
URI can be altered by a well-meaning or malicious SIP intermediary, again resulting in incorrect information
bemg dellvered to the UAS. In the case of a SIP INVITE request for example it could result in the request

it might{ lead a user to trust the message contents and perhaps even reply with sensitive information
Therefore a mechanism is required that provides evidence of authenticity of a URI representing the'\Source of

7.5.1 P-Asserted-ldentity (PAI)

A preliminary and partial solution to the problem was the P-Asserted-ldentity(PAI) header field defined in
RFC 3325 [5]. A SIP intermediary that has authenticated the UAC (e.g., using SIP digest authentication) can
insert a|PAI header field in the forwarded request, asserting the correctddentity of the user on behalf of whom
the requliest is issued. Any downstream SIP intermediary, if it trusts_the entity from which it has received thg
request| will simply forward the PAI header field further downstream. This has several weaknesses: there ig
no integrity protection to prevent tampering by downstream SIP intermediaries; and there is no indication of
which entity is making the assertion. As the PAI header field.is\passed on from one SIP intermediary to the
next anfl eventually to the UAS, perhaps through multiple domains, each entity has to trust the previous one
This is fthe transitive trust model described in 7.4. Although the use of PAI will often be sufficient within 4
single domain enterprise network or perhaps even within*a multi-domain enterprise network, for more genera
inter-domain communication it does not represent a secure solution.

7.5.2 Authenticated Identity Body (AIB)

A cryptagraphic solution is the Authenticated Identity Body (AIB) defined in RFC 3893 [9]. Using S/MIME, thsg
UAC insgerts a signed fragment of the \SIP message header, including the From header field, as an S/IMIME
body of body part. This requires(the UAC to have a certificate whose subject matches the identity it is
asserting. This solution, whilst having good security properties, has not seen deployment, probably for the
same reasons S/MIME in SIP)in general has not seen deployment. Furthermore, if SIMIME were to be
deprecdted, so too would AlB.

7.5.3 BIP Identity

SIP Idgntity (seé./7.4.2) provides near end-to-end (or end-domain-to-end-domain) authenticated identity
Within the IETE, this is the generally accepted mechanism for authenticated identity, rather than AIB. Although
much newer than AIB, the SIP Identity too has seen little deployment. This is partly due to the problem
describedin 7.4.2. whereby the signature can be broken by SIP intermediaries such as SBCs.

Another concern is with SIP or SIPS URIs based on E.164 [29] numbers. As described in ISO/IEC TR
12861 [2], a global E.164 number does not require the domain part of the SIP URI to make it globally unique.
Hence it has become common practice to place in the domain part any domain through which the user of the
E.164 number can be reached, and to change the domain part as a SIP URI within a SIP message traverses
domains. For example, an SSP might use its own domain part, even for an E.164 number that is assigned to
an enterprise. Only an entity with a certificate for the domain part in the From URI can sign a request in
accordance with SIP Identity. However, if a domain substitutes its own domain name for that in the received
From URI when forwarding a request, that domain can sign the request again (replacing any previous
signature). Moreover, the fact that actions of SBCs and other B2BUAs can break a SIP Identity signature is
motivation for a domain to change the domain part of the From URI so that it can sign the request again. With
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other forms of SIP URIs where there is a dependency on the domain part to make the URI globally unique,
changing the domain part and signing again is not feasible, but with a globally unique user part (e.g., a global
E.164 number) this is possible and likely to occur.

NOTE In fact there are ways of circumventing the problem of URIs that rely on the domain part for global uniqueness.
For example, a domain could modify the user part by appending the received domain part, and then substituting its own
domain name in the domain part. For example,

sip:john@examplel.com
could become

cinciohn Avamnlal camMavamnla2 ~nm
sipdjohr—examplelcom@example2com
Technically, the practice of a domain other than the originating domain signing a request is likely [o be in
violation of RFC 4474, because there is often no way for an SSP to authenticate a particular usgr in an
enterprise, even it is sure (e.g., based on TLS authentication) that the request came from the@nterprise.

Such practices, whereby the From URI is changed as a SIP request passes through‘a domain, cap cause
problems for the destination user. The user might receive a URI in which the domain. part is misleadipg, e.g.,
Fepresenting the user's own SSP or (in the case of an enterprise user) the enterpfise's SSP, rather thap that of
the true origin of the call or instant message. Therefore the user might not knowywhether the call or niessage
priginates at a domain the user wishes to communicate with. This can impact the user's willingness t¢ accept
the communication and, in the case of a call, the user's willingness to disclose sensitive information vig media.

Such practices can also affect automatic call or message handling at the UAS. For example, if the UAS
pccess a white list that allows calls from a particular domain, or_,a particular user in a domain, or if thg UAS is
programmed to forward calls from a particular domain or a particular user in a domain, a manipulated From
URI will fail to match, causing incorrect handling.

These collective problems currently prevent the deployment of SIP Identity, except in some relatively simple
environments (e.g., within a single domain) where.arguably PAI is as good. For proper end-to-end {or end-
domain-to-end-domain) authenticated identity in, multi-domain environments, SIP Identity is needed, but
current practices (in terms of signature breaking and changing the From URI) prevent this \vorking.
Notwithstanding these problems, SIP Identity\(perhaps in modified form) seems to be the longer term [solution
fo inter-domain authenticated identity.

RECOMMENDATION 5: Suppliers.of enterprise networks should consider migration towands use
pf SIP ldentity [14] [19], because of its superior security properties for inter-domain| traffic
compared to P-Asserted-ldentity, subject to the finding solutions to or work-arounds |for its
known problems.

7.5.4 Authenticated.response identity

Authenticated identity in a SIP response can give some assurance that the request reached the iptended
farget or, if not,what entity was reached. In the case of an INVITE request, an identity in the 200 r¢sponse
would be the-connected identity, i.e., the user who answered the call. A request can reach an unexpected
farget for legitimate reasons (e.g., the intended target wanted the request to be forwarded), by accidegnt (e.g.,
misrouting due to a provisioning error) or because of malicious intervention.

PAVcan be used in a response, with all the weaknesses associated with PAl in a request. In particulaf, PAI in
a response is unlikely to be useful in detecting malicious intervention, since the entity that misroutes can also
forge PAI in the response. Another issue is how a SIP intermediary can authenticate a UAS, in order to be
able to assert an identity in a response, since SIP digest authentication is not available in responses. Receipt
of a response over a TLS session over which a UA has previously been digest-authenticated is not
necessarily sufficient, as discussed in 7.2.3. Notwithstanding these issues, P-Asserted-Identity is frequently
used in responses, these issues seemingly being ignored.

AIB is equally applicable to requests and responses.

RFC 4474 does not make provision for SIP Identity in a response, because of the difficulty authenticating a
UAS. In the absence of this, the work-around (in the case of the INVITE method only) is to send a new
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request on the same dialog in the reverse direction and apply SIP Identity to that request, as specified in
RFC 4916. This does not work for methods that do not result in a dialog (e.g., MESSAGE) and for negative
(Bxx/4xx/5xx/6xX) responses.

There is a need for a standardised means of achieving authenticated response identity, which requires some
way of authenticating the UAS.

RECOMMENDATION 6: As part of migration towards use of SIP ldentity, enterprise networks
should also consider the use of RFC 4916 as a means of achieving authenticated connected
identity; T theabsence of authenticated TESPoNTSE TAEmtity:

7.6 NGN considerations

The risKs that lead to the need to secure signalling apply equally, or even to a greater extent, when-enterprise
commubpications use an NGN, either for private network traffic (between NGCN sites or fof NGN-hosted
enterprise users) or for public network traffic (for communicating with the outside world). Risks from unsecured
signallijg hops can be greater, since the enterprise is not in charge of the transport infrastructure
Furthermore the need for end-to-end security is greater because the enterprise is not in charge of SIP
intermefiaries.

The NGN security architecture is specified in [34]. As far as signalling is coneerned, this is based on IMS
security}, including IMS access security as specified in [31], for securing thetaceess of a User Equipment (UE
to the IMS, and IP network layer security as specified in [32], for securing signalling between IMS entities. The
basis fgr IMS security is IPsec, together with either IMS Authenticatioh and Key Agreement (AKA) or SIH
digest duthentication at the access. In addition, recent versions of {31})specify the use of TLS at the access
as an alternative to IPsec for use with access networks not specified by 3GPP, and therefore this can be used
with NGN access networks. Also [31] allows the use of TLS foarsignalling between IMS and a non-IMS SIR
proxy. An authentication framework for network domain secuftity is specified in [33], which addresses the use
of certifjcates in support of inter-domain security using TLS‘0r IPsec.

This cafp impact enterprise networks in a number of ways:

1. Puflic network traffic that is carried over NGN'to or from the enterprise is subject to IMS signalling security
and hence may be secured by IPsec. father than TLS. According to RFC 3261, this prohibits thg
forwyarding of SIPS requests, but in practice IPsec provides an equivalent degree of security.

2. For|interconnection of NGCN toSNGN using peering-based business trunking, the use of TLS to secure
signalling is possible according-to [31] (the NGCN being treated as a non-IMS SIP Proxy), although it
depends on the willingness 0f-NGN operators to support TLS in this situation. Thus there may be a need
in the short to medium term.to secure signalling using IPsec rather than TLS.

3. Forl|interconnection™of’ NGCN to NGN using subscription-based business trunking, the use of TLS td
secpre signallinglis-possible according to [31], although it depends on the willingness of NGN operators tg
support TLS,-Thus there may be a need in the short to medium term to secure signalling using IPseg
rather than TLS and to use either IMS AKA or SIP digest for authentication. Subscriber Identity Module
(SIM) cards:in support of IMS AKA are unlikely to be feasible for NGCN SIP entities, and therefore 4
software-based key storage will be required, Whichever authentication method is chosen, this would
aut y S

4. The hosting of enterprise networks on NGN infrastructure will involve IMS security, and hence will
probably involve the use of IPsec rather than TLS for signalling security and the use of IMS AKA for
authenticating hosted UAs.

5. Roaming enterprise users need to know that their communication with the enterprise network is secure.

6. Enterprises need to be sure nobody is masquerading as a roaming enterprise user.

The last two points are mobility-related and require separate consideration in that context.
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TLS and SIP digest authentication are the mechanisms specified by the IETF for securing SIP signalling, and
therefore will be used within NGCN domains and when peering with domains other than NGN. In the interests
of consistency and because of the considerations in 7.2.2, the use of TLS, with SIP digest authentication
where appropriate, should be preferred for interworking with NGN.

REQUIREMENT 1: An NGN shall support TLS with server authentication and SIP digest
authentication for subscription-based business trunking.

REQUIREMENT 2: An NGN shall support TLS with mutual authentication for peering-based
usiness trunking.

Concerning end-to-end security, NGN support for SIP Identity is questionable. Even transportof ‘an|Identity
header field across NGN between enterprise domains is unlikely to work at present, because of the issues
described in 7.4.2, and also because of the practice of modifying E.164-based From URIs-Thérefore|the use
pf SIP Identity in its present form to achieve authenticated identity when interworking with NGN is
uestionable. NGN relies mainly on P-Asserted-Identity, which suffers from limitation.described in 7{5.1. As
pbserved in 7.4.2 and 7.5.3, enterprises will need to migrate towards using SIP Adentity (subject tq finding
Solutions to or work-arounds for its known problems), particularly for inter-domain*working, and thig should
nclude interworking with NGNs. Hence there is an enterprise need for NGNs to support SIP Identity.

Another issue with NGN use of P-Asserted-ldentity concerns the extent of'a trust domain. If an NGN does not
consider an NGCN to be within its trust domain, it will either not accepttayP-Asserted-Identity header figld from
the NGCN or it will only accept known identifiers for the NGCN site concerned. This has problems for calls
from other parts of the enterprise network, or calls from outside the‘enterprise forwarded to the NGN. |f the P-
Asserted-ldentity header field value is not accepted by the NGN;\the only way to provide caller identity to the
femote user is using the From header field URI, which means SIP Identity is needed for authentication
subject to finding solutions to or work-arounds for thesknown problems). Similar considerations apply to
connected identity.

REQUIREMENT 3: An NGN shall support S|P tdentity in accordance with RFC 4474 [14] ip order
o provide enterprise networks with authenticated identity and near end-to-end authentication
and integrity protection of SIP requests)'subject to the finding solutions to or work-aroupds for
the known problems.

Signalling security is an important-consideration during contractual negotiations with an NGN, as digscussed
n6.5.

7.7 Public Switched Telephony Network (PSTN) interworking

When a SIP UA is invelved in a call to or from a PSTN via a gateway, nothing can be known about signalling
Security within or beyond the PSTN (e.g., in another IP-based network beyond the PSTN). Even if the SIPS
lURI scheme is used to ensure hop-by-hop security as far as the gateway, wire-tapping or lawful intercgption in
the PSTN or the absence of secure signalling in IP-based networks beyond the PSTN will go undetectgd.

FFurthermore, a calling or connected party identity received from the PSTN may not be wholly trustworthy,
because of the transitive trust between PSTN networks and lack of knowledge of procedures used by PSTN
networks to screen received identifies. If the UA receives PAI, it suffers from all the stated weaknesseg of PAI.
fthe UA receives AIB or SIP ldentity, it provides authentication only as far as the gateway's domain, |and the
accuracy of any telephone number in the user part cannot be known.

There is no explicit indicator in SIP that a request or response is from a PSTN gateway. The only hint a user
might receive is that the domain part in a received URI represents the domain of a gateway.

STANDARDISATION GAP 2. There is no standardised means of indicating in SIP that a call is
to/from a PSTN gateway and that any security used within the SIP network terminates at the
gateway and therefore is not end-to-end.
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8 Media security

Media security is important for several reasons. First, it is important to authenticate the source and check the
integrity of a media stream, to prevent unauthorised substitution or modification. Secondly, media needs to be
protected against eavesdropping.

Although there may be protection provided at the transport level, this is very much dependent on the particular
network segment, its type and security measures. A locally secure network infrastructure (e.g., security over a
WLAN segment) does not guarantee security over the entire media path. Media security needs to be end-to-
end.

Whilst media security can be important for communication within a single domain, or perhaps even within g
multi-ddmain enterprise network, it becomes even more important for communications outside the enterprise
As mor¢ domains are involved, the threats increase, and the need for media security is much greater. It carn
be regdrded as essential when transmitting media over the public Internet without any underlying security
such asla VPN tunnel.

Media gecurity is discussed here in terms of security of real-time media (voice and video) transported ove
RTP. Security is achieved by using Secure RTP (SRTP) [7] and an appropriate key.management protocol
Depending on the key management protocol, separate provision may need to be made for authentication.

8.1 SRTP

Media tfansmitted over RTP can be secured by means of SRTP, whicheéxtends RTP by allowing media to be
encrypted and by adding information for authentication and integrity checking. Secure RTCP (SRTCP
provides similar capabilities for RTP Control Protocol (RTCP).

Becausg RTP normally flows end-to-end between UAs, SRFP likewise is end-to-end. Intermediate entities
may, hgwever, be involved to provide specific services (e.g.; transcoding, conferencing), in which case SRTP
will opefate between each UA and the intermediate entity: (which itself appears as a UA to each of the othef
UAS).

The usg of SRTP and SRTCP, as opposed to RTR-and RTCP, is negotiated using SDP.

8.2 Kley management for SRTP

To enalple the use of SRTP (and SRTEP), a key management capability is required for providing the two UAS
with a pecret master key from mvhich session keys can be derived, as well as agreeing various security
parameters such as algorithms-and key lengths. The key management capability must ensure that:

o the([secret master key (or information from which to derive it) is delivered to or accepted from only §
known, authenticated entity; and

e thelsecret master key (or information from which to derive it) cannot be eavesdropped en route;

e the|variousS security parameters cannot be modified by a man-in-the middle, with the potential of
downgrading the level of security negotiated.

Currently there are several ways of performing key management, either published as RFCs or in draft form.
Some use the signalling path to exchange information between the UAs, whereas others run protocols on the
media path, prior to starting SRTP. The particular method is negotiated using SDP.

8.2.1 Key management on the signalling path

There are two basic means of performing key management on the signalling path: Multimedia Internet KEYing
(MIKEY) [8] and Security Descriptions [16]. In each case key management information is embedded in SDP
within SIP messages. At best, the SIP signalling path is only secured hop-by-hop, and therefore SIP
intermediaries can inspect or modify any information exchanged. MIKEY provides a number of ways of
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securing key management information, but the MIKEY null option (see below) and Security Descriptions rely
on separate measures being taken.

8.21.1 MIKEY

RFC 3830 [8] specifies the basic MIKEY protocol and several negotiable modes of operation (options). Further
options are specified in RFC 4650 [17] and RFC 4738 [18]. These options differ according to whether a key
exchange or a Diffie-Hellman key agreement is used. Furthermore they differ according to the method used to
secure the key exchange or key agreement and to provide authentication. Security is based either on shared
ECIets Or o private RKeys and Certificates. There 1S atSo arm opton with muttencryption and nuttauthentication,
.e., an insecure option whereby key exchange is carried out in the clear. This null option is suitable| for use
when SDP is secured using S/MIME or when it is know that all signalling hops are secured.and fthe SIP
ntermediaries can be trusted. MIKEY requests are carried in SDP offers and responses are carried|in SDP
pnswers in accordance with RFC 4567 [15].

The MIKEY key exchange or key agreement results in an agreed traffic encryption key generation key, from
which each side can compute SRTP master keys and salts for each direction of transmission.

The limited scalability of shared secrets, coupled with the difficulties deploying aPKI for providing private keys
and certificates to UAs, has prevented significant deployment of most of these options. The null opfion has
5een some deployment, without S/IMIME and therefore relying on hop-by-hop signalling security.

8.2.1.2  Security descriptions

RFC 4568 [16] specifies security descriptions, which is a simple method of carrying security parametfers and
keys in SDP offers and answers. SRTP master keys and.salts are carried in the clear, one in each djrection.
Although intended for use when SDP is secured using. S/MIME, in practice deployment has been|without
S/MIME, and thus relying on hop-by-hop signalling security.

Although Security Descriptions is similar to the MIKEY null option, in that they both exchange keys without any
ntegrity protection or encryption, the two methods are incompatible. This is because Security Des¢riptions
pxchanges SRTP master keys and salts ,in“each direction (in the offer and answer respectively), Whereas
MIKEY exchanges a single key (in the offer) and each end computes SRTP master keys and salts for|the two
directions. Therefore the two cannot .intérwork without decrypting and re-encrypting media.

8.2.1.3 Common aspects of MIKEY and security descriptions

Current MIKEY deployments’ (null option, without SIMIME) and security descriptions deployments [without
S/MIME) exchange keys in’the clear and rely on underlying hop-by-hop signalling security and the intggrity of
SIP intermediaries. Fherefore they do not provide a proper end-to-end security solution for media.

Both MIKEY andysecurity descriptions are capable of providing end-to-end security, by using other] MIKEY
pptions or by.securing SDP with S/IMIME. Reluctance to provide a PKI capable of issuing private keys and
certificates.to targe numbers of SIP UAs is a prime reason for these solutions not having been deployef.

Anotherissue is SIP retargeting, whereby a SIP request carrying an SDP offer can end up at a UA different
from that expected and with different credent|als Hence S/MIME or MIKEY encryption based on the known
i . Some
MIKEY opt|ons take this into account elther by usmg D|ff|e Hellman (wh|ch does not require encryptlon) or by
sending the encrypted key in the SDP answer instead.

Yet another issue is forking, where with security descriptions and some MIKEY options non-answering
branches will nevertheless have received the key and can potentially listen in to the call at the answering
branch. This might necessitate immediate re-keying.

Finally, key management information is additional information that needs to be passed through SIP

intermediaries during call establishment and during mid-call re-keying. This information increases the size of
SIP messages, and also introduces additional SIP messaging for re-keying.
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RECOMMENDATION 7: Security descriptions and the MIKEY null option should be seen as
interim solutions to key management for media security, because of their various limitations.
More advanced MIKEY options, or the use of S/IMIME with either security descriptions or the
MIKEY null option, are not seen as easy to deploy. Enterprises should consider the use of key
management on the media path for the medium to long term.

8.2.2 Key management on the media path

In view of the difficulties that have limited the deployment of MIKEY and security descriptions, and hence
limited [the deployment of SRTP, the IETF has considered alternative approaches. Operating a key
managgment protocol on the media path rather than the signalling path was considered to offer advantages
and thq solution adopted by the IETF for further work is based on Datagram TLS (DTLS): DTLS-SRTP
Anothel solution being pursued by some companies outside the IETF, also with key management-on the
media gath, is known as ZRTP [28].

8.2.2.1 DTLS-SRTP

DTLS [13] is an adaptation of TLS to operate over UDP rather than TCP. Thus the(authentication, integrity
protectibn and confidentiality that TLS provides for TCP connections can also.be used for UDP-based
commufications. All the security algorithms of the well-proven TLS apply.

DTLS-SRTP [25] uses DTLS to establish a security session for SRTPxWhen a media path has been
established between the calling and called UAs (i.e., addresses and ports have been exchanged via SDP and
any NAT/firewall traversal has been accomplished), DTLS handshake: is started to establish the security
session| One UA becomes the client and the other the server for BTLS. Extensions to the DTLS handshake
'hello’ nessages allow the client and server to negotiate the SRTP protection profile to be used. The DTLS
key der|vation function provides SRTP master keys and master<salts for the two SRTP sessions (one in each
direction). When the handshake is complete, the transmissiefof SRTP packets is started. The media path ig
therefore shared between DTLS and SRTP, i.e., the two\types of packet are received on the same port
Howevgr, packets are easily distinguishable and can therefore easily be directed to the appropriate stack. The
use of [DTLS-SRTP is negotiated using SDP offer"answer by means of special tokens in the medig
descripfions concerned.

The DTLS handshake requires the use of cettificates, but these can be self-signed, relying on the signalling
path to pchieve authentication (see 8.3.2)!

The number of DTLS-SRTP sessionsineeded between a calling UA and a called UA depends on a number of
factors.|First, each medium requires-its own DTLS-SRTP session. Second, unless symmetric RTP [20] is used
by bothl UAs for a given medium~(i.e. each UA transmits and receives SRTP on the same port), separate
DTLS-YRTP sessions are required for each direction of SRTP. Third, unless RTP/RTCP multiplexing [23] is
used (i.e., each UA multiplexes SRTP and SRTCP on the same port), separate DTLS-SRTP sessions are
required for SRTP and¢SRTCP. Therefore the minimum requirement is one DTLS-SRTP session per medium
rising td a maximum<effour per medium. However, where more than one DTLS-SRTP session is used, DTLS
session|resumptien\can be used, whereby public key cryptography operations need to be performed only fo
the first|session,\the results being re-used by the other sessions.

Where @ galhis forked DTLS SRTP will be needed between the calllng UA and each called UA that potentlally

negot|ated W|th each called UA SO that the eventual caII between the calllng UA and the UA that answers
cannot be intercepted by one of the other called UAs.

Clearly there may need to be a number of DTLS-SRTP sessions, and hence handshakes, but the number can
be kept to a minimum by using symmetric RTP (more or less standard practice in the industry already) and
RTP/RTCP multiplexing. The overhead of these handshakes might seem large compared with, say, using
MIKEY at the session level, but DTLS-SRTP has the advantage of operating on the media path, thereby by-
passing SIP intermediaries and potentially being able to operate significantly faster. The limiting factor is more
likely to be the number of cryptographic transforms a UA needs to perform, particularly a calling UA in a
forking situation.
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8.2.2.2 ZRTP

ZRTP [28] uses a Diffie-Hellman key agreement to generate a shared key, from which SRTP master keys and
salts can be derived. It operates on the media path, prior to SRTP. There are similar considerations to DTLS-
SRTP concerning the number of instances of ZRTP. A significant difference from other approaches is its
mechanism for authentication (see 8.3).

8.3 Authentication

A call may pass through several domains, and signalling may pass through one or more SIP intermedjaries in
pach of those domains. Media, although it by-passes these SIP intermediaries, is generally steered|along a
path through the network infrastructure of each of those domains. However many domains gnd SIP
ntermediaries are involved on the signalling path, and however many domains the media pass throligh, the
media must be secured end-to-end. Moreover, the user must be given some assurance thatthis is the case.
This means somehow binding media security to the authenticated identities of the communicating usars. This
s best illustrated by example.

Consider a call from Alice (sip:alice@examplel.com) to Bob (sip:bob@example2.com). Alice and Bob wish to
have secure audio communication. What this means is that Alice needs some assurance that the secure
audio path terminates at a UA that is being used by Bob, and vice versa. To.give Alice this assurance, Alice's
lUA needs cryptographic evidence that the remote end of the secure audio_path is a UA having the crgdentials
pf sip:bob@example2.com. Similarly Bob's UA needs cryptographic. evidence that the remote end of the
Secure audio path is a UA having the credentials of sip:alice@examplel.com.

Now, supposing the call was established via a third party SSP, provider.net. Cryptographic evidence pf audio
Security as far as some media-handling entity (e.g., SBC).in‘the provider.net network is insufficient t¢ satisfy
the requirements of either Alice or Bob. Although media‘\might be secured beyond provider.net, theye is no
mechanism for obtaining cryptographic evidence of this. Also there can be no cryptographic evidence|that the
entity in provider.net that terminates media security{s hot intentionally or accidentally disclosing the audio to
an unauthorised party or allowing unauthorised substitution.

What that means is that there needs to be proof that whatever key management protocol is used between the
fwo UAs, it really is those UAs that arexengaging in that protocol and agreeing keys to be used for media
Security, and not some unwanted intermediary. The means of achieving this depends on the key manggement
protocol.

8.3.1 Authentication with key management on the signalling path

Security Descriptions and.the MIKEY null option provide no intrinsic means of authentication. Howevgr, if the
SDP body is authenticated using S/MIME, the certificate used for S/IMIME can be the basis for authentication
pf the entities engaging in key management for SRTP, and hence the basis for authentication of SRTP.
Alternatively, SIRldentity (see 7.4.2 and 7.5.3), because is signs all body parts (including SDP) as|well as
some headerfields, binds the key management protocol to the authenticated user of signalling, ang hence
pchieves nearend-to-end authentication of SRTP.

Other-MIKEY options provide authentication based on shared secrets or certificates.

The' need to provide UAs with certificates or shared secrets has prevented the deployment of MIKEY|options
other than null, and likewise has prevented the deployment of S/IMIME. SIP Identity seems to provide a
suitable solution for Security Descriptions or the MIKEY null option, but, for reasons discussed in 7.4.2
and 7.5.3, there are some deployment problems with SIP Identity. If SIP Identity is not available, hop-by-hop
signalling security based on SIPS would still give some measure of protection.

Another issue is that the MIKEY options based on certificates in the UAs require the certificate to identify the
user. If some other signalling mechanism is used to provide authenticated identification (i.e., AIB or SIP
Identity) and the certificate for that is not the same as the certificate used for MIKEY, it leaves the peer UA
with a problem of correlating media with signalling.
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