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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies t

hat are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take par

t in the
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[SO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintena

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the sy

any patent rights identified during the development of the document willbe in the Introduction|
pn the ISO list of patent declarations received (see www.iso.org/paténts).

constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific ter
expressions related to conformity assessment, as well as information about ISO's adherencs
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fo
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Cemmittee ISO/IEC JTC 1, Information technology, S
Security techniques.

This third edition cancels and replaces-the second edition (ISO/IEC TR 15446:2009), which h
technically revised.

mittee,

nce are

described in the ISO/IEC Directives, Part 1. In particular the different approval criteria’needed| for the
different types of ISO documents should be noted. This document was drafted in-accordance with the

bject of

patent rights. ISO shall not be held responsible for identifying any or all'such patent rights. Dgtails of

and/or

Any trade name used in this document is information given for*the convenience of users and does not

ms and
to the
llowing

C 27,IT
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Intro

duction

This document is an adjunct to ISO/IEC 15408 (all parts). ISO/IEC 15408 introduces the concepts
of Protection Profiles (PPs) and Security Targets (STs). A Protection Profile is an implementation-
independent statement of security needs for a type of IT product that can then be evaluated against
ISO/IEC 15408, whereas a Security Target is a statement of security needs for a specific ISO/IEC 15408

target o

f evaluation (TOE).

Unlike prr_nnnnc nr]lhnnc the third edition of ISQ /”—7(' 15408 {a” hari‘c\ nrnxnﬂnc aq r‘nmhrnhnn gsive
explangtion of what needs to go into a PP or ST. However the thlrd edltlon of ISO/IEC 15408 still does
not proyvide any explanation or guidance of how to go about creating a PP or ST, or how to use a PPor ST
in practice when specifying, designing or implementing secure systems.
This ddcument is intended to fill that gap. It represents the collective experience over manyyyears from
experts in ISO/IEC 15408 evaluation and the development of secure IT products:

leading

Vi

© ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=79d39afb95956ae02238dd424f55c438

TECHNICAL REPORT ISO/IEC TR 15446:2017(E)

Information technology — Security techniques — Guidance
for the production of protection profiles and security targets

1 Scope

hlso applicable to PPs and STs compliant with Common Criteria Version 3.1 Revision 4[6],la tec
identical standard published by the Common Criteria Management Board, a consortiurh.of goverr
prganizations involved in IT security evaluation and certification.

NOTE This document is not intended as an introduction to evaluation using{ISO/IEC 15408 (al
Readers who seek such an introduction can read ISO/IEC 15408-1.

This document does not deal with associated tasks beyond PP and{ST specification such
registration and the handling of protected intellectual property.

2 Normative references

The following documents are referred to in the text in stch a way that some or all of their
constitutes requirements of this document. For dated\references, only the edition cited appl
undated references, the latest edition of the referenc¢ed document (including any amendments)

[SO/IEC 15408-1:2009, Information technology~>— Security techniques — Evaluation criterid
security — Part 1: Introduction and general model

3 Terms and definitions
For the purposes of this document;the terms and definitions given in ISO/IEC 15408-1 apply.

[SO and IEC maintain terminological databases for use in standardization at the following addrs

— 1SO Online browsing platform: available at http://www.iso.org/obp

— IEC Electropedia;-available at http://www.electropedia.org/

4 Abbreviated terms

For thewpurposes of this document, the abbreviated terms given in ISO/IEC 15408-1 3
followinhg apply.

This document provides guidance relating to the construction of Protection Profiles (PPs) and\Security
Targets (STs) that are intended to be compliant with the third edition of ISO/IEC 15408 (all\parts). It is
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COTITIIrIcrcrar

CRL  Certificate Revocation List

LDAP Lightweight Directory Access Protocol
SPD  Security Problem Definition

SSL. Secure Sockets Layer

TLS  Transport Layer Security
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5 Purpose and structure of this document

This document is intended to help people who have to prepare Protection Profiles (PPs) or Security
Targets (STs) for use in evaluation against the third edition of ISO/IEC 15408 (all parts). It provides
detailed guidance relating to the various parts of a PP or ST, and how they interrelate.

This document applies only to the third edition of ISO/IEC 15408 (all parts). Earlier versions of
ISO/IEC 15408 have different and incompatible technical requirements. However, the strategies
proposed in this document will, in the main, also be applicable to earlier versions of ISO/IEC 15408.

This ddcument is primarily aimed at those who are involved in the development of PPs and STs. It will
also be|of interest to consumers and users of PPs and STs who wish to understand the contents of,PP§
and ST$ developed by others, and wish to confirm the relevance and accuracy of the information that
they cc;lntain. It is also likely to be useful to evaluators of PPs and STs and to those who are responsible
for monitoring PP and ST evaluation.

It is asqumed that readers of this document are familiar with ISO/IEC 15408-1:2009¢and in particular
Annexds A and B which describe STs and PPs, respectively. PP and ST authors will'need to becomg
familiaf with the other parts of ISO/IEC 15408 as described in this document, including introductory
materigls such as the functional requirements paradigm described in ISO/IEG:15408-2:2008, Clause 5.

This dgcument is intended for guidance only. It should not be cited as. amn International Standard on
the cortent or structure for the evaluation of PPs and STs. It is interided to be fully consistent with
ISO/IEQ 15408 (all parts); however, in the event of any inconsisteney between this document and
ISO/IEC 15408 (all parts), the latter as a normative International Standard takes precedence.

Claused 1 to 4 contain introductory and reference material, and are followed by this overview clausg
(Clausd 5).

Clause b provides an introduction to Protection Profileés and Security Targets — what they are, when
and wHy they may be used. Clause 6 also discusses-the relationship between PPs and STs and issues
relating to the PP/ST development process.

Claused 7 to 13 provide information on how, to-specify the seven mandatory parts of the contents of g
PP or ST, following the order outlined in ISO/IEC 15408-1:2009, A.2 and B.2.

Clause [14 examines the issues specifie to PPs and STs for composed TOEs, i.e. TOEs that are composed
of two ¢r more component TOEs, each of which has its own PP or ST.

Clause [15 deals with some spécial cases, namely, low assurance reduced PP/ST contents, conforming
to natignal restrictions and interpretations and some new concepts for enhancing the flexibility and
usability of Protection Profiles.

Clause [16 discussesthe'topic of use of automated tools in PP/ST development.

6 Overview-of PPs and STs

6.1 eneral

This clause provides an overview of the roles of PPs and STs in information security evaluation using
ISO/IEC 15408 (all parts).

6.2 Audience
This document is intended for use by two distinct audiences:

a) IT professionals with security knowledge (e.g. security officers/architects with an understanding
of a security requirement) but who are not experts in information security evaluation, and who
have no prior knowledge of ISO/IEC 15408 (all parts);

2 © ISO/IEC 2017 - All rights reserved
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b) expertsininformation security with good knowledge of ISO/IEC 15408 (all parts), who are engaged
in developing PPs and STs as part of their professional activities.

If the reader falls into the former category, this clause should provide the information needed to
understand the purpose and structure of PPs and STs. It should also provide the background information
needed to read and understand PPs and STs, and to identify their relevance and correctness with
respect to the particular circumstances. Clauses 7 to 13 explain the contents of each part of PPs and
STs in detail, but are oriented towards the production of such documents and assume knowledge of
ISO/IEC 15408 (all parts).

[f the reader is an expert, she/he should already be familiar with the contents of this clause. Sibsequent
clauses will provide the methodologies, techniques and practical tips that can be used to(preppre PPs
hnd STs in an efficient yet consistent manner.

[f the reader is not an expert in information security, and needs to produce a PP o1)ST, this document
will help to do so. However, the reader will also need to find, read and understand-published examples
pf PPs or STs similar to the requirements she/he has. The reader should alsg.consider calling on the
services of others who do have the necessary specialist knowledge and expérience.

6.3 Use of PPs and STs

6.3.1 General

The main use of ISO/IEC 15408 (all parts) is to assess the seelirity of IT products. The term “IT product”
is never actually defined in ISO/IEC 15408; however, it catbe’ understood to cover any type of entity built
using information technology, whether a complete IT syystem used exclusively by one organization, or a
COTS package created by a product manufacturer for-sale to many different and unrelated customers.
[n this document, when this document talks aboutdT products, or just products, the advice is ifjtended
to apply to all such entities. Where the scope of our advice is limited to a particular type of prodict, this
document talks about systems, or COTS produets, or some other explicitly specific wording.

As IT products may be used in many ways, and in many types of environment, the notion of security
will vary with the product. The end.result of an ISO/IEC 15408 evaluation is, therefore, never |this IT
product is secure”, but is always “this 1T product meets this security specification”.

[SO/IEC 15408 has standardized security specifications to (among others):
— mandate-specific content needed to assess a product against the security specification;
— allow comparison of security specifications of different products.

[SO/IEC 15408 ¥ecognizes two different types of security specifications: Protection Profiles (PPs)
and Security~largets (STs). The difference between these two is best explained by the roles they are
intended to-play in a typical product purchasing process, where a customer seeks to buy a product from
h developer:

Thenotions of customer, developer and product are deliberately kept abstract. A customer is sgmeone
Who wants to buy a product. It can be a single individual, an organization, a group of organizations, a
government department, etc. A developer 1s Someone who wants to sell a product. It can be a single
programmer, a small company, a large company, a group of companies working together, etc. Finally,
a product could be anything from a small software application or a smart card to a large operating
system or a complete computer system containing hundreds of distinct components.

When our customer wishes to buy a product, he has essentially two possibilities.

— The customer contacts a developer, specifies his needs, and the developer creates a product that
is specifically targeted towards that customer and exactly fulfils the demands of that customer.
This may be expensive but the customer gets what he wants. In the remainder of this clause, this
document will call this a specification-based purchasing process.

© ISO/IEC 2017 - All rights reserved 3
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— The customer selects a product from a number of existing products. This is probably cheaper, but
the resulting product may or may not exactly fulfil the customer’s needs. In the remainder of this
clause, this document will call this a selection-based purchasing process.

When IT security is important, these purchasing processes have an added difficulty. For the average
customer, it is

— hard to define what kind of IT security he needs,

assist gach type of process: specification-based and selection-based.

Of course, IT products do not work in isolation. The product is used by the customer in an operational
environment, which may contain security measures of its own. Sometimes, the product will make
assumptions that certain types of security features exist within that gperational environment. These
assumptions will also form part of the PP or ST.

6.3.2 |Specification-based purchasing processes

6.3.2.1] Overview

In a specification-based purchasing process, a customer writes a specification, provides thig
specifi¢ation to a developer, and the developer then creates a product based on this specification. In
more dptail, the following steps should be performed.

a) The customer has to determine his security requirements informally.

b) The¢ customer has to transform(these informal security requirements into a more formal
spécification suitable for use bywa developer.

c) The developer has to build,a'‘product based on this specification.

In the ¢nd, the customer wants to know that “this product is useful for me”. Therefore, the quality of
each of|these steps is impertant.

6.3.2.2| Informal‘security requirements

The process of'determining informal security requirements, that is determining “what is my security
problemn, and’how should I address it?” is outside the scope of ISO/IEC 15408 and therefore outside thd
scope df this document. However, this does not mean that this is unimportant or easy by any means.

Nevertheless, ISO/IEC 15408 assumes that the customer is capable of defining his or her informal
security requirements. If this is done incorrectly, the product that is purchased in the end may not meet
the true security requirements.

Customer requirements, once written down, often have a number of problems associated with them,
especially in the area of security. Customer requirements are typically

a) incomplete (not all the requirements are present). For example, important threats that the product
should counter are missing;

b) not embedded. They are insufficiently tuned to the specific environment in which the product has
to function, or do not describe this environment clearly enough;

4 © ISO/IEC 2017 - All rights reserved
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c) implicit. Some product requirements have consequences, but these consequences are not included

themselves. The developer may not take these implicit requirements into account;

d) nottestable. The requirements are phrased ambiguously, so that it is not possible to verify whether

a product meets the requirement or not;

e) too detailed. The implementation has in fact already been written down but not the reason why
this was chosen. If, in a later stage, the requirements change, it is often unclear how these changes

should be made;

f) filled with ambiguous terms, like "the communication shall be secure", without definin
"secure" means; and

b) inconsistent. The requirements are internally self-contradictory.

Providing these customer requirements to a developer in a raw form will generally lead to pr
ns the developer may misunderstand them. Security evaluation may lead to even more problem
evaluators may interpret requirements differently from both the customer atid the developer.

For these reasons, an important step in the whole specification-based-purchasing procesg
formalizing of customer requirements. For security requirements\bdsed on ISO/IEC 154(
formalization takes place using a so-called Protection Profile (PP): A-PP is in essence a documsg
defines the customer’s security requirements in a formalized, stahdardized way.

6.3.2.3 Using PPs as specifications

PPs are typically written as a collaborative effort by algroup consisting of large organizations,
pf organizations, government departments, as consuinérs and a group of developers. This collab,
should ensure that the customer needs are not only addressed, but also the technical feasibilit
requirements specified is given.

A PP contains many sections, but as a se¢urity specification, the most important is the “g
functional requirements”. Using ISO/IEG15408, it is mandatory to write these requirements in a
language, defined within that International Standard. Use of this language ensures that the Prq
Profile is

n) not ambiguous. The language contains well-defined terms, so that a developer can underst
requirements and interpret them correctly;

b) testable. The language is defined to contain only testable terms. Thus, it will be possible td
in a later stage whether the product actually fulfils the PP;

c) not too detailed. The language enforces a certain level of abstraction. This closely follow
should be the consumer requirements: the consumer wants something to be done but d
want tooworry how this is accomplished; and

d) more complete. The language contains several constructions ("if this functionality is requir
this other functionality is also required") to help ensure that implicit requirements are incl
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APPTmay also contaim techmotogy-specific Tefimements of the “Security asSurance Tequire
describing in detail how the correctness and effectiveness of specific security functions nee

ents",
d to be

assessed. An example would be to demand the use of a defined test suite developed for testing the

correctness of the implementation of a cryptographic algorithm or cryptographic protocol.

6.3.2.4 Building a product from a PP

The customer can now give the PP, i.e. his formalized requirements, to one or more developers. Each
developer uses this PP as a starting point for the development of a product. As a first step in this process,

he writes a Security Target (ST).
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An ST used for this purpose is very similar to a PP, but where a PP defines the customer requirements
and is in principle written by the customer, the ST is a product specification and written by the
developer.

The developer can of course not deliver an arbitrary ST as a reaction to the customer’s PP; his ST has to
conform to the PP. This means that the product has to cover all the customer requirements, but

— the ST may specify more than the PP. The product will offer more security functionality than the
customer requirements (note that this extra functionality is not allowed to be incompatible with
the because tor example the product will be sold Lo several cuslomers cach wilh olmilar

but slightly different requirements, or because the product is derived from an existing, standard
praduct; and

— thd ST contains more detail than the PP. While the PP explains “what” needs to be secured) the ST
alsp explains “how”. The developer points out, in general terms, how he will implement the customer
requirements.

A PP mpy permit the ST author flexibility to offer something that is equivalent but different in terms of
security functionality provided (see 6.5.6).

The ST|defines for the developer the security functionality his product should“deliver, and serves as 4
“Specifjcation of Security Requirements” for the rest of the development precess.

The reqult of the development process should be a product that can be delivered to the customer, who in
turn can install it and use it. Naturally, this product should performas described in the ST.

6.3.2.5| Role of evaluation in a specification-based purchasing process

Until npw, this document has only described the role of-the customer and the role of the developer in
this process. Based on this process, the developer could simply say to the customer (without further
evidenge):

a) “my ST complies with your PP”;

b) “my product complies with my ST”;

c) “thlerefore, my product complies with your PP and meets your requirements”.
If the cyistomer accepts these statements, the process ends here.

However, if a customer requiresindependent verification of these statements, he can enlist a third party
(an evdluation facility) toheck these claims of compliance by performing an ISO/IEC 15408 security
evaluatlion. In this procéss; an evaluation facility uses the PP, the ST, the product and ISO/IEC 15408 to
assess fwo statements;

a) thdg ST complies with the PP;

b) thd produet complies with the ST.

Note thlattwo issues are still left open, despite evaluation

a) The translation of the customer’s informal security requirements to a Protection Profile. As said
earlier, this process falls outside the scope of ISO/IEC 15408, but if this is not done correctly, the
PP will not match the customer's requirements and therefore the product will likely also not match
the customer's requirements.

b) Evaluation does not “prove” compliance. An ISO/IEC 15408 evaluation will never provide an absolute
guarantee that the product meets the PP. It can only deliver a certain degree of assurance depending
on the depth and scope of evaluation as specified in the PP or ST. If the PP requires compliance
testing for some functions by using a specific test procedure as part of the assurance activities, the
evaluation will ensure compliance for those functions as far as defined by the test procedure used.
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6.3.3 Selection-based purchasing processes

6.3.3.1 Overview

6.3.2 discusses a customer delivering a specification and a developer implementing that specification.
This subclause discusses a situation where a customer does not have the luxury of having a product
made for him: he has to select from existing products. Therefore, the purchase is no longer based
on compliance to a formalized statement of customer requirements (i.e. a PP), but on comparison of
existing products by the customer.

[n a selection-based purchasing process of an IT product,

p) adeveloper hasto produce a productand a specification of this product and provide theispecification
to the customer, and

b) the customer has to determine from the specification (perhaps by comparing-the specification to
specifications from other developers) whether the specified product is the-most suitable product
for him to purchase.

As the customer in the end wants to know that “this product is suitable for me”, the quality of|each of
these steps is important.

6.3.3.2 Using a specification provided by the developer

[n selection-based purchasing processes, the customer-has to use a specification provided|by the
developer.

[f this specification is informal, the same potential ‘disadvantages hold as for the informal cystomer
requirements discussed in 6.3.2.2. For this reason, this specification needs to be formalized as well.
For this purpose, ISO/IEC 15408 uses the Security Target (ST), as already discussed in 6.3.2.4.|The ST
here is identical to the ST discussed in 6.3.24, with one obvious difference. Since it is not basged on a
customer’s PP, it cannot claim compliance‘to such a PP [it may claim compliance to other typéds of PP
(see 6.3.4]].

Because the developer does not-know a specific customer’s requirements, he will have to make an
estimate of what the market wants and codify this in the ST. This, therefore, does not necessarily match
with any customer’s specific'requirements.

The developer builds his,;product according to the ST. This process is similar to that descriped for
specification-based purehasing processes.

6.3.3.3 Comparing Security Targets by the developer

The customer can now compare the STs of a number of products and select the one that best matches
his requirements (probably also considering non-security requirements such as price). This medns that
he will'still somehow have to find out what his informal security requirements are (see 6.3.2.2) and
compare these with the STs offered to him. If one or more products match his requirements, he |s done.
[fthis is not the case, he will either have to choose the “closest” product or find some other solutjion (i.e.
change his requirements).

As already stated in 6.3.2, the process of deriving informal customer security requirements falls
outside the scope of ISO/IEC 15408 and this document. Comparing requirements and an ST also falls
outside the scope of ISO/IEC 15408, although guidance on this topic will be found in later clauses of this
document.

6.3.3.4 The role of evaluation in a selection-based purchasing process

Similar to the specification-based purchase process, the developer could simply claim that his product
meets the ST and if the customer accepts this claim, the process ends here.
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However, it is customary for the developer to offer a certificate confirming that an independent third
party (an evaluation facility) has validated the ST, and then performed an ISO/IEC 15408 security
evaluation to confirm that the product indeed meets the ST. It is even possible for the customer to
commission the evaluation if he or she believes it to be essential and the developer has not done so.

Note that using evaluated products still leaves two issues open:

a) Proving equivalence of the customer’s informal security requirements and the Security Target. As
said earlier, this process falls outside the scope of ISO/IEC 15408, but if it is not done correctly,

thesdmay notmatch the customer's regquivements and therelore the productmav not mateh L

.............

cugtomer’s requirements either;

b) Evqluation does not “prove” compliance. An ISO/IEC 15408 evaluation will never provide a ‘perfect
guarantee that the product meets the ST. It can only deliver a certain degree of assurance dépending
on the depth and scope of evaluation as specified in the ST.

6.3.4 | Other uses of PPs

Protection Profiles have other uses. For example, standards bodies or vendor assotiations may specif?y
PPs as pest practice minimum security standards for specific types of applications. Governments and
trade apsociations may mandate their use. Where these exist, both customersiand developers are likely
to requlire compliance with such PPs, as well as requiring or offering additional security functionality
to meef their own specific needs.

Organitations specifying or mandating PPs for such purposes have an onerous responsibility to ensurg
that sugh PPs are minimal (they ask for no more than what is.absolutely necessary) and realistic (they
do not ask for functionality or assurances that are not achievable by developers).

A PP mjay also be developed to express the need for a.cér'tain type of security product, even though
it is re¢ognized that at the time of publication, no such products exist yet. If the reader is a product
developer, treat such PPs with caution. By the time a suitable product has been developed, thg
requirgments defined in the PP may be obsolete orithe sponsors of the PP may no longer want to buy thd
produck because they have found other ways tg.uneet their requirements.

Finally)|PPs are security requirement specifications. Beware of their attempted misuse to specify other
types of requirements which, if made mare explicitly, would be rejected.

6.4 The PP/ST developmerit process

6.4.1 |Including stakehglders in the development process

When & PP or ST is<developed, it is crucial that the relevant stakeholders are represented in the
development team{Fhe development team should include experts in the product-type technology,
the sequrity fupetionality that will be included in the PP or ST, as well as experts familiar with the
application ofISO/IEC 15408.

Although-out of scope for this document, it is also important that the developer of the ST or PP has
a thor(ngh nndm‘cf;mding of any ;\pp]irthp rpgn]:\finnc and pn]iripc with rpgnrd to the propose

assurance consumer.

When developing an ST that is expected to be conformant to a PP, the team should include someone
familiar with the application of that PP.

When developing a PP that several product developers may try to meet in the future, it is recommended
that stakeholders from the developer community are included. This will help ensure that the
requirements of the PP can be met in the future, and that the requirements given do not inadvertently
preclude products provided by certain vendors. Especially for a PP intended for use in a specification-
based purchasing process, those stakeholders should also include representatives from the proposed
end-user community.
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With such a large variety of stakeholders represented, it can be expected that developing a PP can take
some time, usually in the order of months, and that the development process requires collaboration and
negotiation skills.

As an example, the concept of a collaborative Protection Profile (cPP), a construct of the Common Criteria
Recognition Arrangement (CCRA), seeks to ensure that all the relevant stakeholders are involved in the
development of a cPP through the establishment of technical communities or an international Technical
Community (iTC) recognized by the CCDB, and ensuring that the needs of the specification-based
purchasing processes of the proposed assurance consumers are met.

The process for the development of a cPP by an iTC is defined by the CCDB. Details of this procesg can be
found on the website maintained by the CCDB.

6.4.2 Method to develop a PP or ST

The order of presentation of the requirements for PPs and STs in ISO/IEC 15408-1:2009, Anpexes A
and B and in the earlier parts of this clause may suggest that it is expected that PPs and STs are|always
developed in a logical “top-down” manner, e.g. (in the case of an ST) that

n) the security problem is first defined,

b) the security objectives are then identified to address the secufrity problem,

C) security requirements are then defined to satisfy the security objectives for the TOE, and
d) actual security functions are then selected to satisfythe security requirements.

Whilst such a possibility is not ruled out, it is more likely that an iterative process will be requited. For
example, definition of security requirements may liighlight clarifications needed to the definition of the
Kecurity objectives, or even the security problém. In general, a number of iterations may be r¢quired
in which the relationships between threats,.organizational security policies, security objectiyes and
security requirements and functions arejéXamined closely, particularly when rationales arg being
constructed. Only when all identified gaps in the rationales are filled may it be assumed that the PP or
ST is complete.

During an iterative process of PP'or' ST development, new information may surface, within the gcope of
the current security problem, that may lead changes to the document which reflect changes in external
circumstances, for examples

n) new threats may be.dentified,
b) organizational-security policies may change,

c) costandtime constraints may impose changes in division of responsibility between what the TOE
is expected to do and what is expected of the TOE environment, and

d) changes in intended attack potential may impact the TOE security problem definition.

[t/is also possible (particularly if the TOE is a product which has already been developed) that the PP or
CT-authar alranduhac o claaridan aftho cacprmity Franetinn it +ho TOE il neavgida (avgan ifthic Has not
STauthoralready-hasaclearideaof the security functionality- the TOE-will provide{evenifthis'l

yet been expressed as ISO/IEC 15408 security functional requirements). In such cases, the definition of
the security concerns and security objectives will unavoidably be influenced by the knowledge of the
form of the security solution the TOE provides. The PP/ST development process will in those cases be,

to some extent, “bottom-up”.

6.4.3 Evaluation of PPs and STs

ISO/IEC 15408 describes the evaluation of both PPs and STs. The goal of evaluating these documents is
to determine whether it is complete, consistent, and technically sound. ISO/IEC 15408-3:2008 contains
the evaluation criteria that an evaluator is obliged to consult in order to determine this. These criteria,
and the evaluation methodology associated with Protection Profile Evaluation (APE class) and with
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Security Target evaluation (ASE class) evaluation may, of course, also be used by the developer of the PP
or ST as a check before a formal evaluation occurs.

Once a PP has been evaluated and found to meet these criteria, a validation certificate may be published
or the PP may be added to a catalogue. This is so that prospective users of the PP can have confidence
that it is complete, consistent, and technically sound. This, of course, does not imply that a PP will meet
other objectives of the assurance consumer that were described in 6.3.

6.5 Reading and understanding PPs and STs

6.5.1 | General

6.5 is npt intended for experts with prior knowledge of ISO/IEC 15408. It is intended for the payt of the
audienge for this document who know very little about PPs or STs and need to read one or more PPs of]
rder to understand the security capabilities of the related products. It is intended’to highlight
otential omissions or deficiencies may be concealed, particularly in the scope‘of evaluation.

ailed understanding of the contents of PPs and STs, there is no sabstitute for reading

nately, a PP or ST cannot be summarized into a singlexhumber or a set of simple properties. PP3
and ST$ describe a complex set of security properties that,ifnot carefully read, may lead to surpriseq
when gurchasing or using the product. On the other haiid, some sections in a PP or ST (notably thd
securitly functional requirements) are equally or more important, but almost impossible to understand
withouf an in-depth knowledge of ISO/IEC 15408. In*6.5.2 to 6.5.7, this document therefore identifieg
the key|sections of a PP or ST for the novice readet} sections that are relatively easy to understand, but
that coptain key information to understandingtthe security properties of a requirement expressed as 4
PP or a|product described by an ST.

These 1lelevant and readable sections ate

a) thd TOE overview,

b) thd TOE description,

c) thdsecurity objectivesfor the operational environment, and
d) thd conformance elaim.

In 6.5.4 to 6.5.6¢4this document will discuss each of these in more detail.

6.5.2 |[Reading the TOE overview

The TOE overview is, in general, the first thing one should read in a PP or ST, as it '1s aimed at
potential consumers of a TOE who are looking through lists of evaluated TOEs/Products to find TOEs
that may meet their security needs, and are supported by their hardware, software and firmware”
(ISO/IEC 15408-1:2009, A.4.2). The TOE overview contains three sections of interest:

a) usage and major security features of the TOE;
b) the TOE type;
c¢) required non-TOE hardware/software/firmware.

This document now discusses each of these in turn. Some simple examples of each can be found in
ISO/IEC 15408-1:2009, A.4.2.
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The description of the usage and major security features of the TOE is intended to give a very general
idea of what the TOE is capable of in terms of security, and what it can be used for in a security context.

This description should be fairly short (several paragraphs) so it should not require much effort to read
and understand. And, as it should be aimed at consumers, it should not be highly technical. It is intended
to be general, so it will not be exhaustive.

The TOE type is a description of the general category of IT products the TOE belongs to (e.g. firewall,
smart cards, intranet, LAN etc.). ISO/IEC 15408 mandates that the TOE overview lists any reasonable

vnectations that a2 roador mav hava fram thic TOFE tune hut that aro not csunnarted hu flﬂe TOE
7 tHett—o— ot Sr—thety ety THOtH—ctit oy P ere—tHot—ott o> appottea—oy—tt .

Specifically,

) if the TOE-type would lead the reader to believe that the TOE has certain security fundtionality and
it does not have this functionality, the TOE overview should list this missing functionality, and

b) ifthe TOE-type would lead the reader to believe that the TOE could be used in,a‘Certain envirpnment
and it cannot be used in such an environment, the TOE overview should list this.

Note that this is the only place in a PP or ST where these warnings are required to appear. Thg writer
pf the PP or ST may repeat this information in appropriate places later, on.-by means of notes, byt is not
required to do so.

[f these warnings are provided and possibly impact upon the intended use, the reader should sgriously
consider whether she/he can still use this TOE with these limitations.

The TOE, especially when it is a software type TOE, will sometimes have to rely on hardware and
possibly firmware and other software components just.to be able to execute. If this is the case, the TOE
pverview is required to identify this non-TOE hardware/software/firmware.

The PP or ST does not have to provide a complete and fully detailed identification of all this
hardware/software/firmware, but the identification should be complete and detailed enough|for the
reader to determine the major external ‘h@rdware/software/firmware components needed| to use
the TOE.

The reader should carefully assess:whether there are any non-standard components on which the
TOE relies and whether these cemiponents fit in with the existing infrastructure, budgets, company
policies, etc.

6.5.3 Reading the TOE.description

An important thing to) understand about ISO/IEC 15408 evaluations is that if a well-known product
XYZ has been evaluated, this does not mean that all security features (or even a majority of security
features) of this product have been evaluated. It may well be the case that only some of its gecurity
functional featiires have actually been looked at and the remaining ones were not considered|part of
the evaluated security functionality. [ISO/IEC 15408-1:2009, A.4.1 prohibits misleading TOE refgrences,
but deyelepers can always get around this by just using a product name. The ST reader needs tp check
that the evaluated functionality meets the needs. If some of the security functionality intenddd to be
used'was excluded, the reader needs to ask why.

One of the most important roles of the TOE description is to allow the ST reader to find this out. To this
end, the TOE description discusses the physical and logical scope of the TOE in detail.

Starting with the physical scope, ISO/IEC 15408 tells us that “The TOE description discusses the
physical scope of the TOE: a list of all hardware, firmware, software and guidance parts that constitute
the TOE. This list should be described at a level of detail that is sufficient to give the reader a general
understanding of those parts” (quotation from ISO/IEC 15408-1:2009, A.4.3).

The ST reader should briefly examine this list to see if there is anything odd or unexpected, or whether
some parts of the product that are expected to be present are missing. If something is not in this list,
then the evaluation has completely ignored it and assumed it did not exist. If such parts are intended to
be used, then one can draw no conclusions about its security capabilities from the evaluation.
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With regards to logical scope, ISO/IEC 15408-1:2009 states that “The TOE description should also
discuss the logical scope of the TOE: the logical security features offered by the TOE at a level of
detail that is sufficient to give the reader a general understanding of those features. This description
is expected to be in more detail than the major security features described in the TOE overview”
(quotation from ISO/IEC 15408-1:2009, A.4.3).

Whereas the physical scope specifies the list of parts of the TOE, the logical scope should define what the
TOE does. This was already briefly discussed in the Usage and Major Security features section of the TOE
overview (see 6.5. 2) but Where that dlscussmn was only afew paragraphs thls dlscussmn is more hkely
to be ajfew page S s o

to have a certam feature such as remote management (e g. because an advertlsement of the product in

features that the reader of the ST requires were actually evaluated. If they are not/there will be ng
assurance in the operation of those features from the evaluation.

6.5.4 |Security objectives for the operational environment

The opprational environment is the general location that the TOE will ‘be placed in. In order for thd
TOE to|work correctly, this operational environment has to meet certain constraints. For example, if
a TOE {s a high-availability server, this TOE needs to be protected<against people accessing it with 3
screwdriver. This protection could be provided by the TOE (although tamper-proof servers are pretty
rare), sp in general, the operational environment should address this, by specifying a requirement for a
locked pecure server room.

These §nd similar requirements for the operational environment are described in a PP or ST in the
securitly objectives for the operational environment section. These objectives describe the thingg
that hgve to be achieved by everything except thié TOE in order for the TOE to meet its security
requirgments. There are a number of examples-of security objectives for the operational environment
in ISO/|EC 15408-1:2009, A.7.2.2.

It is of fvital importance to realize that(these are not guidelines, but necessary conditions for the TOH
to opeirfate as stated. All of these gbjectives have to be fully met and addressed by the operational
envirOJment; the TOE itself will netimeet them. If a single one of these objectives is not met, the TOH
may ndt function securely. It is-thérefore imperative to determine whether they are achievable in thg
organization using the TOE, and if one of them is not achievable, the TOE may not be suitable for thg
organization.

6.5.5 |[Reading the conformance claim

The copformange,€laim is usually found in a prominent place in the PP or ST, usually somewhere up
front. If usually~consists of a single sentence of the form:

This Prjotection Profile/Security Target claims conformance to:

— the third edition of ISO/IEC 15408. This part of the claim represents the version of ISO/IEC 15408
that is used. If this is not the third edition or higher (or the Common Criteria equivalent V3.1 or
higher), the PP/ST will not match the specifications in this document, and this document is not
directly applicable. Although not all parts of the third edition of ISO/IEC 15408 were published in
2008, it will often, if incorrectly, be referred to as “ISO/IEC 15408:2008";

— Part 2 extended or Part 2 conformant. This part of the claim defines how security functional
requirements are constructed, and from a consumer point of view, both are acceptable;

— Part 3 extended or Part 3 conformant. This part of the claim defines how security assurance
requirements are constructed. If the answer is “Part 3 extended”, the developer of the PP and ST has
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designed their own assurance tests, and from a consumer point of view, one should question why
this was necessary;

— a list of packages that the TOE claims conformance with. These can be packages consisting of
security functional requirements only, packages consisting of security assurance requirements
only or packages consisting of a mixture of both security functional requirements and security
assurance requirements. ISO/IEC 15408 defines only a set of assurance packages named “evaluation
assurance levels (EAL)”. A set of 7 packages (EAL1, EALZ, ..., EAL7) is defined. These EALs are
discussed further in 6.5.7;

— a list of Protection Profiles that the PP or ST claims conformance with. This is discusséd further
in 6.5.6.

6.5.6 Conformance to Protection Profiles

As already described in 6.3.2.4, STs can claim conformance to PPs (but do not havéto do so). Also, PPs
can claim conformance to other PPs. If they do claim conformance, this is listed here. ISO/IE(Q 15408
does not allow any form of partial conformance, so if a PP is listed here, the-PPor ST has to fully conform
to the referenced PP or PPs.

Conformance to a PP means that the PP or ST (and if an ST is of anlevaluated product, the product as
well) meets all requirements of that PP.

When reading a PP, one will also find a statement that STs ahd other PPs has to conform in a way that
is either “strict conformance” or “demonstrable conforniance”. Published PPs will normally fequire
demonstrable conformance. This means that STs claiming conformance with the PP have to|offer a
solution to the generic security problem described in.the PP, but can do so in any way that is equivalent
or more restrictive to that described in the PP. “Equivalent but more restrictive” is defined af length
within ISO/IEC 15408, but in principle, it means-that the PP and ST may contain entirely djfferent
statements that discuss different entities, usedifferent concepts, etc., provided that the overal] the ST
levies the same or more restrictions on theZTOE, and the same or less restrictions on the opegational
environment of the TOE.

Strict conformance is only used whetre-no differences are permitted between PP and ST, e.g. in selection-
based purchasing (see 6.3.3). Of€outse, an ST can still introduce additional restrictions if it wishes to
do so. If a PP demands strict conformance and the organization that wants to use it was not paijt of the
development of the PP, it is highly unlikely to be suitable for use within the organization.

Some national schemeS and cPPs have also introduced the terms "exact compliance" and "exact
conformance”, both(of*which require that a conformant Security Target includes only Security
Functional Requiréments and Security Assurance Requirements that are defined in the PP. While exact
compliance may-be useful when assurance requirements have been refined specific for the security
functions listed.in the PP, one also has to take into account that such a restriction disallows a vejndor to
specify thoseradditional security functions where he believes he provides more than his competitors.
Customérs/may find that the specific security functions they are interested in have not been supject to
the evaluation. To address security functionality that is not common to all products the PP infents to
hddress, the use of extended packages, optional requirements and conditional requirements is strongly
suggested for a PP that requires "exact conformance” or "exact compliance". Clause 15 describgs those
concepts.

6.5.7 EALs and other assurance issues

The TOE overview and TOE description will specify what the TOE is capable of doing, i.e. the
functionality that is provided by the TOE. However, functionality does not say everything about an IT
product. Products with the same general functionality can be used in different settings. For example,
the same smart card design can be used as

— abus ticket with a small amount of “travel budget” on it;

— acredit card with a €10.000 credit limit; or
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— an access control measure for access to a top secret military facility.

In the first case, one is happy with a “low-quality” smart card. If a hacker manages to break the bus
ticket, he may be able to get free bus rides until the card parameters change. The loss of potential
revenue (provided that other cards are not hacked in the same way) is not significant to the bus
company.

In the second case, and certainly in the third case, one needs much more confidence in the correct
implementation of the card functionality, as the consequences of breaking even one card may be
significant

In ISO/[EC 15408, this quality is called "assurance". ISO/IEC 15408 measures assurance by examining
many aspects of the development of the product, such as the development and production process; the
designg, the manuals, the amount of testing done by the developer of the product, etc.

ISO/IEC 15408 formalizes assurance into 27 categories (the so-called assurance familjes). In each
categotly, ISO/IEC 15408 specifies different levels of conformance, where meeting a higher level
requirgs evaluation using enhanced or additional activities on the same set or a superset of evaluation
deliverfbles.

As an ekample, a product could score in the category developer test coverage:

— 0: it is not known whether the developer has performed tests on the product;

— 1: the developer has performed some tests on some interfaces ef'the product;

— 2: tlhe developer has performed some tests on all interfaces'ef the product;

— 3: the developer has performed a very large amount of tests on all interfaces of the product.

It can He seen from this example that the degree of effort expended increases with each level, and the
degree(of uncertainty decreases.

Unfortyinately, it is almost impossible for a non-expert to interpret a scorecard consisting of individual
ratings| for all 27 subcategories. To allow (non-experts to assess assurance, ISO/IEC 15408 has 7
predefined ratings, called Evaluation Assurance Levels (EALs). These are called EAL 1 to EAL 7, with
EAL 1 the lowest and EAL 7 the highest.

Each EAL can be thought of as a setef'27 numbers, one for each subcategory. For instance, EAL1 assigns
a rating of 1 to 13 of the subcategories, and 0 to the other 14 subcategories, while EAL2 assigns thd
rating 2 to 7 subcategories, the'rating 1 to 11 subcategories, and 0 to the other 9.

The EALs are strictly hierarchical, so that if EAL n assigns a certain rating to a certain subcategory,
then EAL n+1 will assign-the same or a higher rating to that subcategory. So EAL n+1 provides strictly
more agsurance thab-EAL n overall.

The dragwback of higher assurance is, of course, cost. In the test coverage area described earlier, a rating
of 0 will mean\no cost, but for each higher rating, the developer will have to perform and document
the tests that are being done; the evaluator will have to determine if the developer did this correctly
and dotument this, etc. More assurance almost always means more cost. Of course, more assurancg
also reduces the risk that the claimed functionality does not work correctly or contains exploitable
vulnerabilities.

A listing of each EAL, together with a description of that EAL and a characterization of the assurance
that that EAL provides can be found in ISO/IEC 15408-3:2008, Clause 8.

EALs are a broad-brush mechanism, and are more suitable for assessing some types of product than
others. Nevertheless, the EALs, and/or conformance to a technology-specific and widely adopted
Protection Profile, are currently the only widely accepted ways to provide a characterization of
ISO/IEC 15408 assurance that a relative layman can understand.
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A better way to adapt the assurance activities to the needs of system integrators and users of evaluated
products is the definition of technology-specific refinements of the generic assurance requirements
as defined in ISO/IEC 15408-2:2008. Protection Profiles are the best place to define such technology-
specific refinements of assurance requirements. When it is foreseeable that those assurance
requirements need to be adapted more often than changes to the Protection Profile itself are intended,
it is wise to publish those technology-specific refinements in a “supporting document”, where the PP
itself references this document and makes the use of the latest version of it mandatory for an evaluation
claiming compliance to the PP.
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6.5.8 Summary

[n summary, this clause was intended to convey two things:

ol
—r

(obviously) that an ST can be reasonably understood from reading a aumber of sections of{the ST;
but also

b) (less obviously) that these sections may contain important_ c¢aveats and are therefore yital to
understanding the limitations of the evaluation.

[n the past, there have been cases where consumers have stated that they wanted an EAL4 firewall
pr whatever. Hopefully, this clause has conveyed that an{ISO/IEC 15408-certified EAL4 firewpll may
ave limitations that make it totally unusable for use within some specific environments, and thay not
provide all the relevant security needed.

For example, suppose there is a need for both packet routing and HTTP/FTP proxy services fijom the
irewall. A router may have a TOE type of firewall, and have been evaluated at EAL4. But as a|router,
t will only offer packet routing controls..Worse, if one finds an evaluated firewall that offer§ proxy
services but the logical scope is limited to-packet routing, one should ask why.

Even a big standard like ISO/IEC 15408 is not a substitute for thinking, and complex matters|like IT
security cannot be reduced to onesentence descriptions, no matter how hard one tries.

6.5.9 Further reading

he sections of the PP(oy ST described above are the most basic sections of the PP and ST, and the
ost useful to be read by relative laymen. If one wants to know more about the product, one cotild also
ry reading the TOE summary specification, which is intended to provide more detail on how the TOE
s implemented.“The TOE summary specification does not have to be easily readable. It may He filled
ith unexplained abbreviations like FIA_UID.2.1. However, many developers will take great pride in
producing @TOE summary specification that meets the requirements of the evaluators but can|still be
eadily understood by users of the product.

[f ofie'needs to understand other sections of a PP or ST, then Clauses 7 to 13 may help. Whilst they are
designed to be used by experts to specify PPs and STs, the information should also help to und¢rstand
the relevant contents.

7 Specifying the PP/ST introduction

This clause provides guidance on the specification of the PP/ST introduction section of a PP or ST. These
are described at length in ISO/IEC 15408-1:2009, A.4 and B.4, and therefore little additional guidance is
necessary in this document.

The introduction of a PP consists of the following elements:

— a PP reference;
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— aTOE overview.

The introduction of an ST consists of the following elements:
— ST and TOE references;

— aTOE overview;

— aTOE description.

The onfyTon-obvious part s the “USage and major Security features of the TOE “Sectiom of the TOF
overvigw. Usage is often best derived by summarizing the security problem definition section of the PP
or ST (dee Clause 9), whilst the major security features are best described by summarizing the segurity
objectiyes for the TOE. This will ensure that the introduction is consistent with the more detailedpartg
of the HP or ST.

As with most introductions, one will probably find it easiest to leave it until the rest of'thie PP or ST if
complete and writes it last.

8 Specifying conformance claims

This clpuse provides guidance on the specification of the conformance claims section of a PP or ST
ST conformance claims are described in ISO/IEC 15408-1:2009, A.5, and the differences applicable to
conformance claims in PP in ISO/IEC 15408-1:2009, B.5.

The Copformance Claims section of a PP or ST describes how the/PP or ST conforms to:

a) ISQ/IEC 15408. This consists of listing the exact version-of ISO/IEC 15408 that was used to writg
(and presumably also to evaluate) the PP or ST. If aunofficial translation of ISO/IEC 15408 intq
sormpe language other than English was used, this should also be indicated. If any corrigenda, or CC
intprpretations or supporting documents wereaised, these should be listed as well;

b) Prqtection Profiles. This consists of listing any Protection Profiles that this PP or ST claims
corffformance to. A simple list is sufficient: no extra information is needed in this section of a PP or ST,

c) Pagkages. This consists of listing any packages that are referenced by the PP or ST. It is normal
to flaim conformance to one of the assurance packages (EALs) defined in ISO/IEC 15408-3:2008
pogsibly with augmentations&Use of packages is discussed further in 15.3. Again, a simple list
sufffices. No extra informations needed in this section of a PP or ST.

Of courfse, this conformance'\also applies to any TOE based on that PP or ST.

When gpecifying a PP-0nfe has to define how other PPs and STs conform to the new PP. There are two
choicedfor this:

a) Strjict. Conceptually, this means that conforming PPs/STs has to contain everything in this PP. Seq
ISQ/IEC15408-1:2009, 8.3 for the precise requirements.

b) Demonstrable. Conceptually, this means that conforming PPs/STs has to be “equivalent” to this PP
Again, see ISO/TEC 15408-1:2009, 8.3 for the precise requirements.

As a guideline, when writing a PP as the precise and complete specification for a product intended to
be bought or built for one's own use, “strict” conformance should be required. When specifying a PP for
any other purpose, “demonstrable” conformance should be required.

When claiming conformance to a functional package or another PP, the security problem definition,
security objectives and security requirements of the PP developed has to be compatible with that
package or PP.
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When writing a PP or ST and one adds additional requirements to those found in a referenced PP, one has
to be very careful to not create inconsistencies such that no TOE can implement all of the requirements,
all at the same time.

9 Specifying the security problem definition

9.1 General

This clause provides guidance on the specification of the security problem definition (SPD) settion of
n PP or ST. ISO/IEC 15408-1:2009, A.6 and B.6 describe PP and ST SPDs, respectively. ISO/FEC [15408-
1:2009, B.6, which deals with PPs, is simply a pointer to A.6 of that document, which canbe taken as
h confirmation that the expected content of the security problem definition section-does nat differ
between a PP and an ST. Indeed, the wording of the relevant validation criteria in ISO/IEC 1540813:2008
s identical.

The purpose of the security problem definition is to define in a formal mannex the nature and gcope of
the security problem which the TOE is intended to address. This is illustrated in Figure 1.

Although not all Protection Profiles and Security Targets contain a security problem definition (see
Clause 15), where it is present, it is probably the most important part of the PP or ST, and the most
dangerous to delegate to external contractors to prepare. To quote from ISO/IEC 15408,

‘The usefulness of the results of an evaluation strongly depends on the ST, and the usefulnes} of the
ST strongly depends on the quality of the security problem definition. It is therefore often worthwhile
to spend significant resources and use well-defined pro¢esses and analyses to derive a good security
problem definition”, (ISO/IEC 15408-1:2009, A.6.1).

Assumptions about the
environment
DEFINE .
Threats to assets \ Security
/ Problem
Organizational
Security Policies

Figure 1 — Security problem definition

[f the probleth specified is the wrong problem, or if it is ambiguously described, then the remajnder of
the PP of ST will also be wrong. Worse, the wrong product may be selected or purchased on the basis
pof a valid'but inapplicable specification. This clause is therefore one of the largest and most detpiled in
thisidocument, although the criteria that it describes in ISO/IEC 15408-1:2009 occupy only two dr three
pages of text. Regardless of whether the ST or PP author is a developer or a customer, and regardless
of whether the PP or ST will be used in a specification- or selection-based process, it is of paramount
importance to get the security problem definition right.

Subsequent sections of the PP and ST show how the security problem will be addressed by the TOE,
in combination with its operating environment. It is therefore important to ensure that the security
problem definition is clear, concise and consistent.

ISO/IEC 15408 does not assume or mandate any particular process or methodology for preparing
the security problem definition; one can use any method. Of course, if someone is new to the process
of developing PPs and STs, this is not helpful. This clause therefore includes a detailed description

© ISO/IEC 2017 - All rights reserved 17


https://standardsiso.com/api/?name=79d39afb95956ae02238dd424f55c438

ISO/IEC TR 15446:2017(E)

of a simple methodology that has been tried and tested in practice and found to work in a variety of
organizations and environments. It is based upon a series of steps, performed in sequence:

a) identifying and confirming the informal security requirement;
b) identifying and specifying the applicable threats by performing formal threat analysis;
c¢) documenting the applicable policies;

d) documenting the applicable assumptions;

e) finplizing and checking the complete SPD specification.

Regardless of the methodology employed, this document assumes that the security problem definition
repres¢nts a formalized description of an existing informal security requirement. Of course, inpractice
there npay not be a straightforward single document that represents that informal requirement; it may
not evEEu be written down. The first step in the recommended methodology is therefore'toidentify and
confirm the informal requirement, even though it does not appear within the PP ofST. The informal
requirgment may be obvious and well-defined. In other cases, a large part of the work in developing the
SPD m4gy simply be identifying the informal requirement, and obtaining confirmatien from management
and otHer stakeholders that it is a correct and complete representation of their'sécurity needs.

The mqthodology also has two other aspects that are not required by ISO/IEC 15408, but which have
been fdund in practice to save time overall, by avoiding confusion and-queries in later stages of PP/ST]
development. These are

a) dofumenting discounted threats, and
b) prgducing a rationale to link the SPD back to the informal'security requirement.

Both of these are explained in more detail at appropriate points in the methodology, but in brief]
discounted threats are threats that may or may met apply to the product, but which, if applicable
would pe countered by security functionality in¢luded in the TOE for other reasons. If these are nof
documeénted in the SPD, they are likely to beraised as queries when the PP/ST is reviewed. More
serioudlly, if the requirement changes, functionality may be removed without considering its value in
also coyering discounted threats.

Evaluation treats the SPD as axiomatic; no attempt is made to trace it back to actual security needs. If
no SPD|rationale is created, there-is;:always a risk that parts of the informal requirement may be lost in
the process of creating the SPD; and that this is not discovered until the product is used and found not
if for purpose. A ratiopale therefore provides an important consistency and completeness check.

eral principle, the.security problem definition should avoid, where possible, any discussion of
of the TOE’s_Tesponse to meeting the requirements, e.g. details relating to the TOE security
s. By following this principle, one will help to focus the reader’s attention on what are the
nt aspeets(of the security problem. Discussion of how the security problem will be satisfied
by the [TOE should be left to the later parts of the PP or ST. Of course, where a particular solution ig
mandated as¢art of the informal security requirement, that solution will have to be stated as part of
the SPI), bath to ensure it is documented and as justification for constraining later design decisions.

9.2 Identifying the informal security requirement

9.2.1 General

There are always many things about a security problem — and its intended solution — that are already
fixed and known before security problem definition begins. These requirements and constraints
form the informal security requirement. The difficulty is always to identify and document them. This
therefore becomes the first step in our recommended methodology.
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9.2.2 Sources of information

9.2.2.1 Overview

There are many ways that aspects of the informal security requirement can be identified. This
subclause discusses some of them. In a particular organization, there may be others that a generic
methodology as described in this document cannot identify. The PP or ST author will have to think
about the security needs carefully and thoroughly. However, the sources of information suggested in
this subclause should help.

0.2.2.2 Required functionality

Security functionality may be part of the purpose of the product under consideration, This partjcularly
ppplies to COTS products, where security services to be available to the purchaser,through Application
Program Interfaces (APIs) or Human Computer Interfaces (HCIs) may be an essential part of the product
specification.

[f security functionality is part of a documented user requirement, providing it is part of the groblem
nddressed in the SPD.

D.2.2.3 Risk assessement

A security risk assessment may have already been performed eovering a proposed system, and even a
COTS product, and identified risks that need to be reduceddy; IT security controls. These risks represent
part of the security problem.

There are many methodologies for performing risk assessments. However, these methodologies
generally accept that for a risk to exist, there should be three things: an asset with a value thaf can be
damaged in some way, a threat, something or someone who can damage the asset, and a vulnefrability
pr a way that the asset can be damaged. If aiy one of these three does not exist, there can be ho risk.
This form of model is assumed by ISO/IEG15408. If the actual risk assessment used an incomnjpatible
model of risk, there may be problems mapping its results into a suitable form for use in the SPD.

0.2.2.4 Threat assessment

A threat assessment is a weakehed form of risk assessment where it is assumed that if a threat exists,
pssets can be damaged and thus a risk will exist. In this case, the identified threats represent part of the
ecurity problem.

Threat assessmentis)particularly appropriate where the person trying to identify and specify a security
problem is not theyowner of the assets that will be protected, and thus not in a position to perform risk
hssessment ox'determine the value of assets.

0.2.2.5 “~Management policy

A sécurity requirement can result from a policy decision by management, for example, that all systems in
p pdrticular organization will contain certain standard IT security controls. This process is sonjetimes
known as “minimum standards” or “risk avoidance”. The policy may be arbitrary, for example, following
what similar organizations do, or it may have a logical basis, for example, to meet legal requirements or
contractual conditions imposed by customers.

Of course, even where a policy has a logical basis in law or contract, the mandated security controls
may not be appropriate for a particular system or organization, or may only be applicable in part.

9.2.2.6 Presentational policy

A security requirement may arise from a wish to demonstrate that an organization or a COTS product
implements certain IT security controls. This policy may arise due to marketing needs, or from a wish
to be seen to follow the best practice.
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Security problems of this type are well suited to ISO/IEC 15408 evaluation, as successful evaluation
using an approved evaluation facility will permit an official certificate to be issued, providing
independent verification that the controls exist. Published PPs can be used to identify suitable controls.

The drawback to policies of this type is that they are based on achieving certification or demonstration
of compliance, and not in selecting security controls that are relevant to the product in question. This
can cause problems when finding reasons to put in the SPD that justify the need for the controls. They
may have to be treated as policy decisions, which the originator may be reluctant to acknowledge as the
true reason for their selection.

9.2.2.7| Evaluation policy

An orgdnization may have a policy that IT products are evaluated using an evaluation schemehased on
ISO/IEC 15408 or the Common Criteria, regardless of the security controls they implement;,

This requirement is problematic. The security problem to be addressed forms no part of the policy
and is fherefore not properly defined. However, such policies are found in practicé<and do result in
requirgments for STs to be prepared.

9.2.3 | Documenting the informal requirement

The begt source of information about a security problem is the results froma security risk assessment. If
the PP ¢r ST author is lucky enough to have access to the results from a risk assessment, not only is it likely
to be cgmprehensive, but most risk assessment methodologies intreduce the concept of proportionality,
where fisks can be tolerated, so long as the likelihood of a loss is)very low or the consequences of a loss
are notfsignificant. Identifying both acceptable and unacceptable risks enables the security problem tg
be modEied later through design trades. If the controls required to eliminate particular risks turn out tqg

be difficult to implement or difficult to evaluate, an acceptable overall level of risk can still be achieved
by using different controls in different ways to counter; different potential risks.

Of couifse, a risk assessment prepared by a third patty for their own purposes may not judge risks in
the sanpe way that the organization the PP or ST is developed for would do. In such cases, their resultg
should pe used with caution.

If descrjibing part of the problem in terngs of risks is not possible, it is almost certain to have an arbitrary
basis that cannot be modified or amended. It is important that this is made clear in the informal
description.

Relevallrt information may relate’ not only to the IT product to be developed, but also to its operating
enviropment. The operatinig)environment determines the level of reliance that can be placed on
personhel, procedural and-physical controls. A public space is very different in its security needs to 4
locked ferver room. Ifif-has been established that certain personnel, procedural and physical controls
can be assumed to be-in place, that will be an important part of the security problem definition.

As well as information about risks and controls, design decisions may have already been made about
how certaingsecurity functions are to be implemented — for example, a decision to use biometrid
authenticdtion rather than passwords, or to use certain communications protocols such as SSL/TLS
that havedefined security characteristics.

Some parts of a security problem may not be solvable by technical means; they may only be countered
by personnel, procedural and physical controls. They are still part of the security problem, and need
to be documented. Indeed, any aspect of the security problem that has already been decided should be
documented as part of the informal security requirement.

When all the information available has been identified, collated and checked for inconsistencies, it
should then be divided into three areas:

a) potential attacks that the product is supposed to counter;

b) security attributes or features that the product is supposed to possess; and
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c) security attributes or features that the product need not possess.

These distinctions are important, as they are treated in subsequent steps in different ways. Potential
attacks have to be treated as threats to the TOE and countered. Security attributes and features that the
product is supposed to possess, including mandated security solutions, correspond to organizational
security policies (OSPs). Attributes and features that the product need not possess correspond to
assumptions. This document deals with each of these in turn in 9.3 to 9.6.

Different parts of the informal requirement derived from different sources may overlap or may even be
inconsistentItis not uncommon for security attributes or features to be mandatedasasubeonscious
response to identified potential attacks. Similarly, certain types of attack may be subcongciously
considered too difficult or too expensive to counter effectively, and so relevant security features
declared as not necessary. Such inconsistencies need to be sorted out before the informal|specification
is taken any further. The aim should be to express each aspect of the informal requitement ofice and

pnce only.

0.3 How to identify and specify threats

0.3.1 General

Once the informal security requirement has been documented, andthe attacks and attributes idgntified,
the nextlogical step in preparing a security problem definition is¢operform a threat analysis to {dentify
the threats represented by the potential attacks. ISO/IEC, 15408 does not prescribe any particular
methodology for identifying applicable threats. Howevef;ythe methodology should identify|all the
threats perceived as relevant to the TOE in question.

Threat analysis and specification is usually more coniplicated and difficult than policy and assumption
definition, and thus it is best to deal with it first,-Qu the other hand, if the informal requirements have
been mainly derived from policy decisions or mandatory requirements (see 9.2), it may be easier fo draft
the policy and assumption parts of the security problem definition first (see 9.4 and 9.5), then gerform
the threat analysis as described in 9.3, and\finally revisit and complete the policies and assumptions. If
policies and assumptions can readily béidentified, they can then be used immediately to discoint and
exclude threats from further considefation, thus simplifying the threat analysis.

[n order to perform a threat analysis, it is necessary to perform three activities:
n) decide on the analysis-iethodology to be used;

b) identify the participants required by that methodology;

c) apply the methadology.

These activities,are discussed in turn in 9.3.2 to 9.3.4.

0.3.2 Deciding on a threat analysis methodology

Thé\best methodology to identify the applicable threats will depend on how the informal security
requirement was derived. If the requirement was specified in terms of the results of a risk assefsment,
then a list of threats may already be available as one of the risk assessment outputs. Even if this is
not the case, it may still be possible to identify the relevant threats from other existing and available
information.

Unfortunately, in most cases sufficient information will not be available, and an additional threat
analysis should be performed.

There are many methodologies that can be used to perform threat analysis. However, most developers
of PPs and STs use one of three techniques:

a) threattree analysis;
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b) threat database search;
c) ad-hoc identification.

Of these, threat tree analysis is the best documented and established technique. It is based on the
construction of decision trees, a well known problem decomposition technique widely used in risk
management and reliability engineering (see, for example, References [8] and [9]). The first description
of its application to security threat analysis is recorded in Reference [10].

Because_it is a well-established and well-documented technique, threat tree analysis will not be
described in detail within this document. However, in simple terms, it involves starting with a vety
general, abstract description of the complete set of threats potentially applicable to a type of IT preduct
and thgn introducing more detail in an iterative manner, refining the threat descriptions at each|stage
The te¢hnique is referred to as a threat tree because the first abstract definition is considered as
the rogt of a tree and each new level of subsequent refinement creates a set of new, moré detailed
nodes qonnected to the root. Each of these nodes then becomes the root of a new sub-tree! Eventually,
descriptions of leaf nodes will be sufficiently concrete to terminate the need for furthér.refinement and
be used as actual threats to be specified in the PP or ST. The tree also provides a rationale for the choicq
of threats included in the PP or ST, and gives confidence that no relevant threats have been omitted.

Recent|proponents of the use of threat tree analysis include Bruce Schfigier[8], and the Microsoff
Corporption Trustworthy Computing Initiative. Indeed, a recent book frgmy Microsoft provides a set of
example threat trees that will match many types of software products (see Reference [11], Chapter 22)
and whlich can be used as patterns to minimize analysis work for suitable TOEs. It is worth noting thd
caution from Microsoft that it can be difficult for non-security expérts to build accurate and consistent
threat {rees (ibid., box on page 128).

The sedond alternative, database search, is based on exhaustive examination of one or more predefined
databages of generic threats, to see which entries mateli“the identified attacks for the IT product in
questign. Suitable databases are available from many sources. Most national evaluation schemes
will supply information concerning generic threats;on request, and this is normally in the form of 3
searchgble database.

Databape search has a number of benefits_.and a number of disadvantages. The benefits are that
a reasdnably wide variety and range of-th¥eats will be considered, and that they are expressed and
specifi¢d in a consistent way. One disadvdntage is that there may be specialist threats to the particular
product that are not covered, and therefore will not be identified. Also, threats descriptions in thg
database may be too general for applicability to the product in question to be readily identified. Finally,
and most importantly, it may bé found that too many threats appear applicable and a degree of arbitrary
selectign is subconsciously introduced.

The finfl alternative is@e identify threats in an unstructured manner, based only on consideration of
the IT product in question. This is best avoided — it is difficult for the developer or problem owner to
“think putside the.box”. Attackers may have more experience or more ingenuity in finding applicablg
threatg

If the pecurity problem and its surrounding environment are both well-defined, constructing 4
threat fnée is usually the most effective approach. Where the problem is defined in general terms of]
the enviro S S ertatrorarbitrary,asimpie—serta ca o1 3 ca cratabase ay Sugge
applicable threats more efficiently than methodological top-down analysis. This particularly applies to
COTS product developers, who typically may not have much knowledge of the actual environments in
which their products will be used.

If the informal security requirement was driven primarily by policies or mandated security features,
do not be surprised if the threat analysis identifies no applicable threats that are not already countered
by the required security attributes.

Depending on the threat analysis methodology used, and the origins of the informal security
requirement, threats may be identified but subsequently discounted, or identified as duplicates of other
requirements (such as policies). ISO/IEC 15408 does not require such threats to be documented at all,
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although it can then be very difficult to understand the SPD as a whole and, in particular, to modify it to
reflect changes. This document strongly recommends that one does document discounted threats. The
normal way to do so is as part of the assumptions section of the SPD (see 9.5).

9.3.3 Identifying participants

9.3.3.1 General

lthough previous versions of ISO/IEC 15408 only required that each threat was identified and
explained, the third edition of ISO/IEC 15408 requires that each threat is described in terms of a threat
pgent, an asset and an adverse action, with the interpretation that “asset” is understoed ‘to [include
Lypes of asset, since in the case of COTS products the actual assets to be protected are unknown to the
person preparing the PP or ST.

Unfortunately, the results of risk or threat analysis and other forms of attack and attagk path
descriptions are rarely described in terms of agents, assets and adverse actionsyand thus it is nefessary
to create the characterization required by ISO/IEC 15408 from first priniciples using the ayailable
threat and attack information.

0.3.3.2 Threat agents

[SO/IEC 15408 defines threat agents as “entities that can adversely act on assets”. There is no giiidance
pn specifying threat agents, or the level of detail and precigion required. When describing thyeats in
PPs and STs, it is best to keep the threat agents used as sifaple as possible. One common approdch, and
the one recommended by this methodology, is to use a fixed list of five types of threat agent:

h) attackers;

b) authorised users;

c) privileged users;

d) administrators;

£) system owners and developers,

An attacker is a person who_iS\not authorised to access assets protected by the IT product. This includes
people who are authorisedyusers, but have concealed their identity. Because they are unknown to the
kystem owner, there is little deterrence unless their attack is detected and linked back to an id¢ntified
person, for example, by telephone tracing or by visual identification by security guards.

An authorised usenis a person who is authorised to use the IT product according to its security policy,
and can access assets protected by the product with the permission of the owner of those|assets.
Authorised-users are known to the system owner and are deterred from damaging assets by being held
pccountdble for their actions.

A privileged user is a person who is authorised to use the IT product in a way contrary to its security
policy, and can access assets without the explicit permission of the asset owner. Most |system
administrators are privileged users. HOWevel, there are other types of privileged users such as
maintenance engineers, both hardware and software. Privileged users cannot be stopped by the IT
product from causing damage, but can subsequently be held accountable for their actions.

An administrator is a person who are responsible for ensuring the correct operation of the IT
product once installed in its operational environment. Administrators are therefore responsible for
setting up controls to prevent damage to assets and also detecting when assets have been damaged.
Administrators can be limited in what they do, but if they perform their actions incorrectly, assets may
be damaged by others.

A system owner and developer is a person who is responsible for the specification, design and
implementation of a system or COTS product, but who does not necessarily use it to access the assets
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it protects. Although a system owner and developer cannot directly damage assets, if their decisions
were incorrect, the product may be unable to adequately protect assets.

Using these definitions, a single individual may at different times fall into more than one of these
characterizations — indeed, perhaps all. The distinction is through the type of threat they represent
when acting as that type of threat agent.

The list above excludes one type of threat agent that may be relevant to some security problems: acts of
nature (sometimes called “acts of God”), such as earthquakes, where there is no human agent involved.

The usyabappreachistotreat such threatsas belng the responabilitu of the suctom guwner and dovelgper

although they are not involved in formulating or executing any attack. In some cases, describing, the
related|agent as “none” or “nature” may be clearer or more acceptable to the problem owner.

9.3.3.3| Types of asset

Assets [are important to threat analysis and need to be properly identified. Most threat analysig
methodologies can handle imprecision or overlap in players and adverse actions, but@ssets need to be
distincf and well-described. In consequence, 9.3.3.3 offers a detailed methodology-to identify the assetg
or types of asset that need to be protected by a particular IT product.

In the dase of a system, it will often be possible to identify the precise assets.to be protected, as this will
form part of the definition of the system. In the case of a COTS product; the actual use of the product
is ofter] not known, and it is therefore only possible to identify the types of asset that the product is
intenddd to protect.

Assets pssociated with IT systems usually fall into one of three elasses:
a) infprmation;

b) prgcesses;

c) physical.

Informqtion assets represent data that is of value to the owning organization. Examples of types of
informjtion assets are

— general data,

— sydqtem data,

— specialist databases, and
— clignt data.

Specialjst database§would represent information that is only of value to some users. Examples may
be a pdrsonnel database (only of value to the human resources department) or a customer database
(only of value. to.the order processing and marketing departments). Client Data may represent data nof
owned [by the~owner of the system and for which there is a special and relevant characteristic, legal
duty offcare:

In the case of a system, it will normally be possible to identify the names and characteristics of the
actual databases or other information assets to be protected.

In the simplest case, all data can be treated as being of equal value and at equal risk of attack, and
represented by a single information asset, named something like “user data”.

However, it is often necessary to distinguish system data, i.e. data used by the TOE security functionality
(TSF) of the TOE, from other data. If system data is modified or deleted, the TSF functions may operate
incorrectly and permit other types of attack; whereas, if other data is modified, only the data directly
involved is corrupted, the TSF continue to function, and will continue to protect other assets. It is quite
common for these two information assets to be sufficient, one representing TSF data and the other all
other data protected by the product.
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Sometimes different types of TSF data may be susceptible to different attacks or have different
consequences if compromised, and thus required to be distinguished. Examples of distinct types of TSF
data may be

— TSF configuration data,
— authentication data database, and

— audit records.

Sometimes, very limited and specific forms of data that are susceptible to specialized attack.may need
to be distinguished, e.g. cryptographic keys.

Process assets represent applications, where data is transformed or analysed. The distinctign from
information assets is that the associated data is of little value without the processing capabilitigs of the
related applications. Examples of types of process assets are

— financial,

— communication,

— logistical,

— manufacturing, and
— office automation.

Financial applications may include payroll, investmént management or accounts management.
Communication systems may include e-mail or intranet/extranet information handling. Logistical
kystems may include order processing, warehouse control or resource scheduling. Manufacturing
ppplications may include real-time process centrol. Office automation may cover structurpd text
processing.

[n the case of a system, it will normally be possible to identify the names and characteristic$ of the
nctual processes to be protected.

[n general, process assets are-only susceptible to modification or denial of service attacks. For
example, the functionality of the dssociated applications software could be altered, perhaps to remove
puthorization checks or to.alter financial processing. A single asset, called “applications software” or
something similar, is usudlly sufficient to cover all processes.

Physical assets represent the actual information processing equipment used to support the infoymation
and process assets-Examples of types of physical assets are

— critical network infrastructure,
— portable PCs, and

— _data centres.

tis very unusual for TOEs to offer protection of physical assets as part of the security problem;
physical protection is either excluded, or provided by the operational environment and handled
through assumptions. In consequence, it is therefore unusual for physical assets to appear in PPs or STs.
However, there are applicable techniques, such as automatic closedown on power failure, that could
offer protection to physical assets and, in such cases, physical assets may appear in the PP or ST.

[tis important not to identify too many assets or types of assets. If two assets or types of assets have the
same potential for attack and consequences of attack, they should be grouped together into a composite
asset type. Many TOEs will protect only two types of asset, TSF data and user data. More than six types
of asset are probably inappropriate for anything other than a TOE that is expected to offer very complex
or individualized protection capabilities.
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As part of the definition of the security problem, certain assets or types of assets may have been
excluded from requiring protection. If this is the case, they should be listed separately: this information
will be need later to explain why they have been excluded from the threat analysis.

9.3.3.4 Adverse actions

ISO/IEC 15408 provides no guidance on how adverse actions should be described. As for threat agents,
the best advice that can be given is to keep the set of actions as simple as possible. One simple yet
comprehensive set includes

— improper access,
— improper transmission of access rights,
— deIial of legitimate access, and

— nomn-accountability.

It has been found that this simple set covers pretty much all threats that are-likely to be found in
practicg, although sometimes particular adverse actions may have distinct.€¢ensequences which for
clarity [of explanation need to be described separately. There may also be-other, specialized types of
adverse¢ action that do not fall naturally into the groups above. This shouldbeobvious from the informal
securitly requirement and will again need to be treated separately.

An altdrnative approach is to describe adverse actions in terms-of the consequences of a successful
attack,|e.g. loss of confidentiality. This approach was often<ised in the past. However, it can b
unnecessarily specific and limiting in scope. It is no longer often used.

9.3.4 |Applying the chosen threat analysis methodglegy

Once a threat methodology has been selected, and the'necessary information to apply that methodology
has begn prepared, the next step is to apply it to generate a list of applicable threats.

In pracice, many threats can quickly be disgounted. There are two particular techniques that are very
useful: fidentifying excluded or tolerated threats and identifying threats already covered by policy.

Many types of threat will have already been discounted as part of the definition of the informal security
requirgment, either because they have been excluded from the scope of the IT product, or a decision
has alr¢ady been made to tolerate-them because the impact of associated risks is low, or they have been
transfefred to a third party fe.g-an insurer).

Exclusipn is common in.the‘context of COTS products. For example, the vendor of an operating system
may decide not to include anti-virus (AV) protection within the product, assuming that the purchaser
will wigh to buy a sapplemental specialist AV product, or will use the product in an environment that ig
isolated from infection.

Toleratjng threats is usually found in the systems context. It requires assets to be valued or something
a COTS|product manufacturer cannot do.

The relevant information to discount threats is usually obvious from the list of things that the product
needs not do. If not, it needs to be confirmed and then added to that list. It should also be recorded in
the form of an assumption (see 9.5).

In many IT products, a decision will have already been made to include security functionality,
independent of the analysis of actual threats. It is common in the case of COTS products. For example,
an operating system vendor will normally include user identification and authentication functions,
even if the product is designed for single user situations.

If this mandated functionality will counter a particular type of threat, that threat need not be
investigated further to see if it is actually applicable; protection will be provided regardless.
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The relevant information to ignore threats is usually obvious from the list of attributes that the IT
product is supposed to possess. If not, it needs to be confirmed and then added to that list. It should also
be recorded in the form of a policy statement (see 9.4).

All remaining threats need to be identified and considered, and a full list of applicable threats produced,
describing each threat in terms of agents, assets and adverse action.

Some threats may be applicable to a particular system, but it has already been decided as part of
scoping the security problem that they will be countered by security controls within the operational

nuiranment It mav anlu ho naccihlo ta countor caomo threoate hy moacuroc in the oanuvirgnm nt [for
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example, where physical protection is necessary). These threats still need to be listed, but,it\i$ worth
making a note with the entry that they will generate environmental objectives; this inforntation will be
very useful later.

However, do not prejudge how threats will be countered if it could be done by either the TOE or its
environment. This would take away the ability to make design trades later when’ controls arg being
selected and designed.

Using older versions of ISO/IEC 15408, threats to the development of the IT product (i.e. its develppment
environment) were included within the threat analysis. However;{where the third edilltion of
[SO/IEC 15408 is used, this is no longer required. Such unnecessary ififormation should not be included
in the threat analysis. It will only confuse the evaluators.

0.3.5 Practical advice

Threats indicate ways that the IT product may be attackéd. Therefore, they should be worded gs such.
The best way to do this is to use a verb form such as,/“may”. For example,

T.UNAUTH An unauthorised person may attemptto access and use TOE resources.

[t helps to start each threat description with-a name for reference purposes. By convention, rhost PP
and ST authors start threat names with “E*to assist identification. Descriptions should be kept short
and to the point.

Methodologies, whether the one déscribed in this clause or of one's own choice, should not e used
blindly. They should be adapted and interpreted to meet the requirements of a particular security
problem. Do not be afraid to,go.-back and start again using a different approach if a particular form of
categorization is not working'out in practice.

Threats can be combined if their agents, assets and adverse actions are similar. This will reduce the
ize of the threat list~and save time later, since the same controls will often be used to countefr them.
Equally, where a-threat has markedly different impacts depending on factors like threat agent ¢r asset
involved, it will'be clearer and save time later if the threat is split into multiple threats that aie more
specifically worded.

[nformatien indicating that threats can be discounted is often expressed indirectly as an assumnption.
For ekample, consider the statement:

Administrators can be assumed to be non-malicious, trustworthy and competent.

This is expressed in terms of a threat agent, and effectively discounts most types of threats normally
associated with that type of agent. Some of these types of threats are specific to administrators and can
therefore be fully discounted, provided one trusts the administrators. Other types of threats will still
apply, but can be restricted to other applicable threat agents only, e.g. ordinary users. Do not forget to
add the assumption that reduced the scope of these threats to the list of assumptions.

In some cases, it may not be possible to identify threat agents or adverse actions — only that the
associated risk is unacceptable. An example would be failure of an underlying abstract machine to
implement its associated security model. In these cases, it is pointless to create characterizations based
on guesswork or imagination. The threat is unacceptable by definition of the security problem, and
should be identified and justified as such.
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Once a final list of threats has then been prepared, it should always be checked for completeness and
consistency. If a threat has been broken down by type of asset or type of threat agent, are all possibilities
covered? Are similar threats treated in a similar manner? If not, is there a good reason? Although
inconsistencies and omissions may well be detected later in the preparation of the PP or ST, checks at
this stage will save time and reworking later.

It is possible that threat analysis may identify no threats to be listed as applicable to the TOE. This
can happen, for example, in PPs that are designed to meet general corporate or government policies
and nothing else. This is perfectly acceptable in ISO/IEC 15408 evaluation; in such a case, the threats
sectionfofa PPorSTshoutdbeteftbltank; withrammdicatiomr that mospecific threats were iderntified:

Historifally, successful general-purpose PPs have specified few or no applicable threats. When
producfng a PP intended for use in multiple contexts, and one has identified a large number of applicablg
threatd, question whether one unconsciously assumes a context that is unrealistic or unnecessarily
limitin

Al

o

9.4 How to identify and specify policies

The sequrity problem definition also needs to contain a list of applicable organizational security policies
(OSPs) wvith which the TOE complies. Compared to threats, policies are generally much easier to identify
and describe. When using the methodology recommended in this document, one will already have 4
list of decurity attributes or features that the IT product is supposed to ‘possess. Each of these can b
reworded to become an OSP.

Policied are statements of things that the IT product is supposed\to do, regardless of consideration of
threats|or other matters. Therefore, they should be worded as.such. Standards written in English use the
verb fofm “shall” to indicate requirements of this type. Most English speakers find this unnatural, and thg
verb fofm “will” is perhaps to be preferred. Thus, an example of a clear and well-worded policy may be

P.IDAUTH Administrators will authenticate themselves before accessing any TOE functions or data.

As for tlhreats, it helps to start each policy with ashame for reference purposes. Descriptions of policieg
should |be kept short and to the point. By conwention, most PP and ST authors start policy names with
“P.” to dssist identification.

In ISO/JIEC 15408, policies are normally’ referred to as Organizational Security Policies, or OSPs for
short. This can be confusing; sometQSPs may only apply to one system to be covered by a PP or ST
rather than all systems within théyowning organization. This document usually uses the simpler term
“policigs”.
Most applicable policies.Should have been identified during identification of the informal security
requirgment, or during_threat analysis. However, a final check should be made to identify any other
policieg that are relevant to the security problem.

Policieg are usedto specify

— mandatary security functions to be incorporated within the TOE, and
—m|] hnalogies/techni ] | to impl icul ity functions (whict

implicitly requires those functions to be present).

Policies can also be used to replace threats. This is appropriate if

— itisnotcertain thata particular threat exists, but a policy decision has been made to protect against
it regardless,

— apolicy decision has been made as to how a particular threat will be countered, e.g. by specifying

— what controls will prevent a successful attack, or
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— what will be done if an attack occurs,

— a policy decision has been made to adopt a particular approach to countering a number of related
threats.

However, there is no value in replacing a threat with a policy unless there is some additional information
represented in the policy that is not implicit in the statement of the threat.

Policies identified during this final check may require changes or reworking of previous security
roblem definition activities, e.g. to delete threats that are now covered by policies.

[n practice, most policies are easy to identify and express clearly. However, there are sonte chmmon
problems that should be noted.

Policy statements are sometimes misused to express requirements for things that\tlie TOE ill not
pr cannot do, but which instead need to be enforced by the operational enviromment of the |TOE. If
A requirement cannot be implemented by the TOE, the correct way to specify it'is as an assumption
concerning the operational environment (see 9.5). If a proposed policy catinot be enforced|by the
TOE, the operational environment, or by the two working together, then the policy statement if either
meaningless or unachievable.

During the course of specifying the security problem and its solution, the boundary of the prjoposed
TOE may need to change, to transfer functions from the TOE tonits operational environment|or vice
versa. This may cause policies to become assumptions or asstimptions to become policies, o1 it may
require policies or assumptions to be re-specified to take ac¢ount of the new TOE boundary. Similarly,
in composed TOEs that are broken down into several“eomponents addressing different security
problems, an assumption for one component is often itnplemented by another as a policy requifement.
[n such cases, careful wording of the policy statemehts will enable them to be reused in the othgr SPDs
As assumptions, ensuring compatibility and easy cansistency checking.

Sometimes it is not clear during preparation ofthe security problem definition whether a policyjwill be
implemented by the TOE or by its operational’environment. This is acceptable; it can be resolved during
definition of the security objectives when the requirements for security functionality are clear¢r. Both
TOE objectives and environmental gobjectives can link back to policies. A policy may even be partially
implemented by the TOE and partially by the environment.

Not all security problems require policies. This is perfectly acceptable in ISO/IEC 15408 evaluatjon; the
policies section of a PP or §T\should be left blank, with an indication that no applicable polici¢s were
identified.

0.5 How to identify and specify assumptions

Finally, the se€urity problem definition needs to contain a list of applicable assumptions that |imit or
exclude the sécurity features required within the TOE. When using the methodology recommepded in
this document, one will already have a list of threats the TOE does not need to protect against. |[Each of
these cah be reworded to become an assumption about the environment or intended usage of the TOE.

Assumptions are statements of things that the IT product need not do, regardless of consideration of

htngtce ax At pa ot nee Mhayy chhald s apnfoen bn vagoedad o0 oottt o AF ot A Ao ]y o 1
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and well-worded assumption may be

A.PHYSICAL The TOE will be located in a physically secure location.
Assumptions have two uses:

— to indicate that a particular control or type of control will be provided by the operational
environment, and not the TOE;

— toindicate that particular threats or type of threats can be discounted, because in the content of the
assumed operational environment, they will not exist or are not important.
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The first of the above types is best expressed using the verb “will”, as it implies a control has to be
provided, even if not by the TOE. The second form is best expressed using an active, present tense verb
such as “is”.

Keep assumptions about controls provided by the environment distinct from assumptions about
discounted threats, as the former is required by ISO/IEC 15408 and the latter an addition recommended
by this document to simplify showing security objectives cover all applicable threats. This will be
explained later (see 10.2).

Every gssumption-should be given a short name for reference purposes—Descriptionsofassumptions

should [be kept short and to the point. By convention, names of assumptions start with “A.” to assist
identification.

In practice, it is more difficult to express assumptions clearly and positively than it is with pglicies or
threats} Avoid the temptation to use verbs such as “may” or “should”; assumptions are statements of fact

Assumptions about the operational environment need to be separated into three areas:
— physical protection;

— personnel and procedures;

— tedhnical functionality outside the TOE.

ISO/IEC 15408 refers to “physical, personnel and connectivity “aspects of the environment’
(ISO/IHC 15408-1:2009, A.6.4). However, practical experience hasshown that this is not sufficient. Many
assumpjtions about external technical controls do fall naturally<inder the heading of connectivity. Foy
example,

A.INTERNET The TOE will be isolated from the Internet:
However, other assumptions about technical controlsiare often necessary. For example,

A.NO_DEV_TOOLS No tools will be presentqn the operational environment of the TOE that permit
ordinary users to add new functionality tg the system.

In many cases, policies and threats will bé partially handled by the TOE and partially by the environment
For example, technical controls within the TOE may need supporting procedural or physical measures
to be pfresent in order to work effegtively. The need for such supporting measures in the environment
should pe identified and expressed’as assumptions.

Assumptions are not tested during evaluation; they are treated as always valid and true. However;
they are helpful in showing consistency and completeness. Where threats have been identified by 3
methodological approach;, assumptions may be needed to show complete coverage in the rationale. A
threat may be partidlly”discounted and partially countered. In this case, the assumption is needed when
tracing| back the-security objectives for the countered part back to the threat to show that completd
coverage is provided.

Many assumptions will have been identified during specification of the informal security requirement
or duriphg-threat analysis. However, a full investigation should be made as part of this stage of securit
problem definition to identify any other relevant assumptions. When a decision is made that a policy
will be implemented, or a threat countered, by the environment, this should always be recorded as an
assumption. These assumptions should be worded to reflect the policies and threats in question, as
they will generate objectives for the environment that will need to match those policies and threats.

One assumption can often be used to counter multiple threats that are related in some way. If a threat
tree approach has been used, where multiple detailed threats all to be countered by the environment
share a common hierarchical node further up the tree, the assumption can be expressed at the level
of the shared node. For example, if all threats resulting from adverse actions by administrators are
discounted, this can be expressed in one single assumption:
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A.NO_POOR_ADMINISTRATION Administrators have the necessary skills, training, time and resources
to perform all their allocated administrative functions, and perform all those functions correctly and in
accordance with the guidance provided to them.

When formulating assumptions, a good test for a well-formed and necessary assumption is that if the
statement is untrue, the TOE could be successfully attacked.

Separating assumptions by type will be helpful when identifying and specifying security objectives.
Assumptions about personnel, procedural and physical security should be separated out first. The next

F
env1ronment Fmally, the assumptlons about dlscounted threats These should be kept fully separate as
these do not generate objectives at all.

There may be some security problems that do not need any assumptions. This is perfectly accepfable in
[SO/IEC 15408 evaluation; the assumptions section of a PP or ST should be left blankjwith an indication
that no required assumptions were identified.

During an evaluation of a product, the assumptions are treated as given. Ay potential problem found
that requires the violation of an assumption does not lead to a fail. Especially when the evjaluator
performs the vulnerability analysis, he needs to take the assumptions.nte account in the develppment
pf a flaw hypothesis or a penetration test; they do not require the viglation of any of the assumpttions.

There are two cases where a variance to the assumptions given in aPP are allowed. Firstly, if all gecurity
pbjectives for the operational environment defined in the PP addressing an assumption are rgplaced
by security objectives for the TOE in the ST, then the STniay omit the assumption. Secondly} a new
pssumption may be added in the ST if this new assumptiot’does not mitigate a threat (or part of athreat)
meant to be addressed by security objectives for the TOE in the PP and if this assumption doesn't fulfil
hn OSP (or a part of an OSP) meant to be addressed by security objectives for the TOE in the PP.

0.6 Finalizing the security problem definition
The last stage of SPD production is finalizing the SPD specification. This involves two tasks:
— preparing a complete list of all thireats, policies and assumptions;

— performing consistency andJcompleteness checks to confirm the SPD specification acqurately
represents the security problem or problems addressed by the informal security requiremegnt.

There is no requirementinJSO/IEC 15408 to provide an SPD rationale; the statement of threats, policies
and assumptions expresséd in the SPD is treated as axiomatically correct for the purposes of evaluation.
However, it is stronglyrecommended that a rationale is produced, linking each element of the SID back
to the informal security requirements, and showing that coverage is complete, without duplicatjon and
without reduridancies. If requirements change, or complications are found later on, the ration
make SPD réworking much simpler and reduce the risk of introducing errors.

jgnored. Once again, this information is extremely useful if circumstances change and the §PD has
to-be reworked This document recommends that appropriate assumptlons about such thr

Fom any
assumptlons about the operat10na1 env1ronment Thls will signal to evaluators vahdatmg the SPD that
they should ignore when tracing back security objectives.

Consistency and completeness checking involves checking that all constraints and requirements
found whilst scoping the security problem have been reflected in policies or assumptions, and that
all identified threats have been countered or discounted in some way. Similarly, all policies, threats
and assumptions listed in the SPD should be traced back to aspects of the original informal security
requirement. Creating cross-reference tables is often an efficient and easy way to show that consistency
and completeness exist.
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Assumptions and policies may sometimes appear to conflict, i.e. a firm policy requirement “will do X”
may appear to be contradicted by an assumption “need not do X”. On inspection, it will usually be found
that there is no actual conflict, the TOE is expected to address part of some identified security concern
but not the whole. Greater explanation and precision of wording in describing the actual requirement is
needed, and will resolve the apparent inconsistency. If there is a real conflict, it should be resolved by
re-examining the informal security requirement to establish what was actually wanted.

10 Specifying the security objectives

10.1 General

This clause provides guidance on the identification and specification of security objectives in;an’ST of]
PP; the|requirements for which are described in ISO/IEC 15408-1:2009, A.7 and B.7, respectively. As for
security problem definition, B.7 consists merely of a pointer to A.7, strongly implying thatthe expected
conten{s are identical in both cases. As for the security problem definition, the validation requirements
in ISO/]EC 15408-3:2008 are the same in both cases.

The sequrity objectives provide a concise statement of the intended response<to;the security problem
(ISO/IHC 15408-3:2008, 9.4.1 and 10.4.1). This should not be misinterpreted;.the response is really the
specifi¢ation of the security functional requirements (see Clause 11). Theseeurity objectives work best
if they jare expressed as an overview and structure of the security functionality required, providing
a link hetween the detail of the SFRs and the abstract problem definition of the SPD. In other words
having[stated in the security problem definition what the security-iSsues are, one now needs to give an
indicat]on of how they will be addressed by the TOE and its envitoriment.

ISO/IEC 15408 requires two different types of security objéctives to be specified:

a) sedurity objectives for the TOE, which will be<satisfied by technical (IT) countermeasures
implemented by the TOE;

b) sedurity objectives for the environment, which are to be satisfied by either technical measureg
implemented by the IT environment, or byxnon-IT (e.g. procedural) measures.

This is jllustrated in Figure 2.

SECURITY PROBLEM

/ TOE Security Objectives for the \
! Objectives environment I
\ /

—_— e e e e e e e = -

THE SECURITY OBJECTIVES

Figure 2 — Role of the security objectives

All PPs and STs have to specify security objectives for the operational environment. Low assurance
PPs and STs (see Clause 15) do not have to specify security objectives for the TOE, and the security
objectives for the operational environment are treated as axiomatic, i.e. they do not have to be linked
back to a security problem definition.
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The remainder of this clause assumes both types of objectives are required, and are linked back to a
security problem definition.

Security objectives should be worded as requirements. They should consist of short, clear statements
that together define a high-level solution to the security problem identified in the related SPD. In
English, the verb form “must” is a good way to word objectives.

ISO/IEC 15408 does not assume or mandate any particular process or methodology for preparing the
security objectives; one can use any method. Of course, if one is new to the process of developing PPs and
STsthisisnothelpfy his clause therefore includesa detailed descriptionofa simple methodelggy that
has been tried and tested in practice and found to work in a variety of organizations and envito
[t is based upon a series of steps, performed in sequence:

n)  structuring the list of all threats, policies and assumptions to be covered by the objéctives;
b) identifying the objectives for the non-IT operational environment;

c) identifying the objectives for the IT operational environment;

d) identifying the objectives for the TOE;

£) producing an objective’s rationale, linking back to the identified(threats, policies and assurr:r)tions.

Each of these steps is described in 10.2 to 10.6. They are usually best performed in the order given above.

Of course, this is only one approach to identifying the objectives. Other equally valid approachss exist.
[n particular circumstances, this may not be the simplest; fastest or easiest approach. The PP or ST
huthor should not be afraid to experiment.

Because of the pivotal role played by the security.@bjectives in the PP or ST, the question of what level
pf detail is appropriate in a statement of security~objectives is important. ISO/IEC 15408 gives g strong
hint by saying (as pointed out above) that security objectives are intended to be concise. In practjce, one
needs to strike a balance between the following two considerations:

n) the security objectives should help the reader to understand how the security issues identifigd in the
security problem definition aré to be addressed by the TOE, without delving into implementation
detail except where this has been mandated in the SPD. Ideally, the security objectives for {the TOE
should be implementatien-independent. The focus is thus on what the solution intends to pchieve
rather than how it is aehieved;

b) At the same time,.one should ensure that the security objectives as defined do not just repeat the
information contained within the threats and OSPs of the security problem definition, alheit in a
slightly different form.

One test of whether the security requirements have been pitched at the correct level of detail will come
when one.constructs the rationales for the security objectives and the security requirementsg. If one
rationaleNis trivial whilst the other is large, complex and difficult to understand, it is likely that the
Kecuriity objectives are either too detailed or too abstract, depending on which step is too complex.

AS-will become clear in 10.2, a well-defined set of security objectives for the TOE will help ensure that
the security functional requirements selected to meet them are not excessive. This in turn will serve to
minimize the cost and timescales of the TOE evaluation.

10.2 Structuring the threats, policies and assumptions

The first task is to structure a complete list of all applicable threats, policies and assumptions from
the SPD.

Remember that some threats may be relevant to the TOE, but risk analysis or consideration of the
environment may have decided that they are can be discounted or ignored. When following the
methodology recommended by this document, one will have included these threats within the SPD, but
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also recorded assumptions that identify them as not applicable. Such threats do not generate security
objectives, so the first step is to identify them and their related assumptions, and exclude these threats
and assumptions from further consideration. Make sure that it is obvious from the SPD that these
threats have been excluded in this way.

The remaining threats, policies and assumptions should then be separated by type:
— those relating to the non-IT operational environment;

— those relating to the IT operational environment;

— thqgse related to TOE functionality.

This is psually easier than it may appear. A policy requiring physical controls can only apply te;th€ non
IT envifonment; a threat representing an attack directly on the TOE belongs to TOE functignality. Notg
that asfumptions can only apply to the operational environment sections of a PP or ST. Where a policy
or reqjirement appears to span several areas, it should be subdivided and one part assighed to each.

For example, a threat T.EAVESDROP may be split into two:

— T.HAVESDROP (communications), assigned to the IT operational environment;
— T.BHAVESDROP (internal), assigned to TOE functionality.

If in dqubt, split the policy or threat concerned into multiple areas. Unnecessary entries are easy to
delete later. On the other hand, missing entries may cause objectives‘to be missed, and are much harder
to deteft during PP/ST validation.

10.3 Identifying the non-IT operational environment objectives

Generally speaking, it is easier to define the objectives for the operational environment than for the
TOE, and the non-IT objectives are easier to define’than the IT environmental objectives. So it makes
sense tp work on the non-IT operational environment objectives first.

The firpt step in identifying these objectives is to take all the assumptions assigned to the non-IT|
operational environment and reword-them on a one-to-one basis into corresponding objectives
(there {s guidance on how to do this later in this clause). Environmental objectives are not analysed
furtherf within the PP and ST, or duting evaluation, so there is little point in identifying commonality,
generalization, overlap, etc., provided that the stated objectives are clear, and clearly defined.

Then, devise and add any further objectives necessary to meet aspects of threats and policies that havd
been agsigned to the non=IT operational environment, once again rewording the threats or policieq
concermed as objectiveS;but without expansion or explanation. Identifying suitable wording is again
usually] straightforward. If not, the categorization techniques used for the more difficult area of TOH
objectiyes and desgribed in 10.5 can be used.

b) objectives for education and training of administrators and users in sound security practices.

These may be more difficult to identify at this stage, as they support security objectives for the TOE. If
they are obvious, include them now. If not, later stages of the methodology will revisit the environmental
objectives and add them in.

Environmental objectives are often given identifying names starting with “OE.” This helps to make
a clear distinction from TOE objectives, which conventionally start with “0.” They should be clearly
worded to indicate that the measures implementing the objective will be procedural or physical; if
necessary, state “the non-IT environment” explicitly in the description of the objective.
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Environment objectives derived from assumptions are best worded unchanged from the assumption
wording, i.e. as factual statements. For example,

OE.RESIDUAL Magnetic media are degaussed or shredded prior to final disposal.
Objectives derived from threats and policies should be worded as requirements. For example,

OE.AUD_REVIEW Operations staff will review audit trails for exceptions and unusual patterns of
activity at regular intervals.

ost non-IT operational environment objectives will be derived from assumptions. Objectives that are
derived from consideration of threats alone may indicate assumptions are missing from the'‘security
problem definition. Check the SPD, and revise if necessary.

For convenience, single objectives can be defined that cover several related assumptions| or an
assumption and related threats, or policies and related threats. It is worth combitiing such elements
together if the overall result is clearer. If not, do not bother.

Satisfying the non-IT operational environment objectives will be the respensibility of the orgarnization
that uses the IT product in question. It is very important to checksat-this stage with the|people
responsible for system operation (or the marketing department in the case of COTS products) toensure
that these objectives are realistic and achievable. If not, it is better-to-know of the problems now rather
than later, while the objectives can still be altered or the threats and policies handled in different ways.

10.4 Identifying the IT operational environment objectives

The techniques used to identify and specify the objectives for the IT operational environment are
identical to those for the non-IT objectives described’in 10.3. However, it is important to kegp them
separate from the non-IT objectives, because IT environment objectives could become TOE obje¢tives if
the TOE boundary changes later during TOE specification and design.

By convention, objectives for the IT operational environment are also identified by giving them names
that start with “OE.”. Similarly, they should include “the IT environment” within the description, or
ptherwise make it clear that they will be implemented by technical means outside the TOE.

[n earlier versions of ISO/IEC(15408, it was permitted to specify security requirements| for IT
environment objectives in order to define and explain exactly how they were supposed to be aghieved.
This is not permitted in thethird edition of ISO/IEC 15408. However, there are other techniques,such as
the use of application notes;that can be used to record constraints on the implementation of objgctives.

[n a composite product, objectives for the IT environment of one domain will become objectjves for
the TOEs of other-domains. Such objectives should be very carefully worded, to ensure that the
correspondenegecan easily be identified.

10.5 Identifying the TOE objectives

The: TOE security objectives are the most important and the most difficult objectives to express well.
Unlike environmental objectives, they are used as the justification for security functional requir¢ments.

tis thereforetmportant tiatthey are wetkFworded; clearimrtheirimtentiomrand provide good-traceability
between detailed security requirements and the security problem; it is not sufficient just to reword the
security problem or list specific security requirements.

The methodology proposed in this subclause organizes TOE objectives on the basis of broad areas of
security functionality, chosen to link well with the organization of functional components into families
and classes within ISO/IEC 15408-2:2008. Breadth and depth is dealt with through the concept of main
and subordinate objectives within each area. Each main objective sets a broad strategy for that aspect
of security, a “best practice” target; the subordinate objectives deal with the specific points of detail
that appear in any security problem but which if not treated properly can easily obscure the “bigger
picture”.
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Using this methodology, the first step in defining these TOE objectives should be to reorder the list of
applicable threats and policies assigned to TOE functionality at the start of this step in order to place
related threats and policies together. There should be no assumptions relating to TOE functionality, as
assumptions are only made about the operational environment. If any assumptions have been assigned
to this heading, the response is simple: investigate and fix.

The best form of grouping for a particular PP or ST will depend on the nature of the related TOE.
However, it will always be helpful later when generating the SFRs if the grouping is related to the
internal structure of ISO/IEC 15408-2:2008.

The m¢thodology used by this subclause proposes a simple set of seven headings, under whichall
threatgand policies are grouped. This methodology has been tried and tested in practice, and found'to
work fdr many types of TOEs. The headings are:

a) acdess control (objects, attributes, operations, rules for access);

b) usd¢r management (user types, identification, authentication);

c) TOE self protection (detection of malfunction, trusted recovery etc.);

d) sedure communication (establishing communication links, link properties,rtles);
e) audlit (event logging, reaction, incident management, analysis);

f) ardhitectural requirements (required properties and constraints);

g) otHer functions (anything not falling easily under these heddings, e.g. trusted time source, random
number generation).

There s a deliberately close relationship between these suggested headings and the structure
recommended in Clause 12 of this document to identifyrand specify security functional requirements
Although the security objectives may have any strueture and method of organization, in general, the
breakdpwn recommended above will simplify cross-checking and generating arguments concerning
complefeness and consistency later. Of coursefthere will always be particular TOEs when a different
type oflorganization will be clearer and easiér to work with later. The important thing is to think about
structure at this stage and to pick an apptopriate approach.

The next step is to write down a simple definition of the type of security service or security protection
requirdd in each of the selected ar€as needed to meet the overall needs of the security problem. Rather]
than trjying to analyse and generalize the security problem definition, it is better to return to the
inform4l security requirement ffom which the SPD was derived. It is usually obvious from the informal
security requirement whatthe major security functions in each of these broad areas should be. Some
areas mpay not be mentioned, or may be explicitly identified as not relevant; ignore these at this stage.

This ligt of servicesishould then be compared against the grouped list of threats and policies. For
each sdrvice, decide which threats and policies are relevant. At the end, put any threats and policies
remainjing under'the “other” service.

Next, dlvidethe threats and policies associated with each service into general and specific requirements

Generalrequirements should apply to all aspects of the service definition, specific requirements t

special cases.

Finally, reword the service definition into a positive statement that addresses the general requirement.
This becomes the main objective for that service. Reword each specific requirement into a related but
separate subordinate objective for that service.

Threats can be countered by an objective that stops the threat by removing or blocking one of its
necessary components. Examples of this are removing the ability of the threat agent to execute the
adverse action, moving, changing or protecting the asset so that the adverse action is no longer
applicable, or eliminating the threat agent (e.g. by introducing an environmental objective for physical
access controls). Threats can also be handled indirectly. Examples of this are enforcing accountability
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through auditing actions, better training to stop accidental user errors, taking frequent backups so that
lost or damaged assets can be easily restored.

Not all threats can be protected against. Sometimes the best course of action is to detect a related
incident and generate an alarm or audit log entry. This type of design decision will have to be made at
this time. When detection is chosen as the response, this will generate the need for an audit service to
respond to incidents.

During the specification process, it may be necessary to reassign threats and policies. As services
ccomebottor definaed narticularthroate arnaliciac mav fit mare roadiluiinder 2 cuhaordinato nb]ectlve
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rather than the main objective or vice versa, or they may even fit better as part of another servjce. The
process often identifies related objectives for the operational environment that have previously been
missed. For example, there will be a need for administrators to respond to alarms, if alarms are|chosen
ps the response to a particular threat. In some cases, design decisions may even move’protection for
particular threats or policies from the TOE objectives to the operational environment complgtely, or
vice versa. These changes are to be expected; it will be necessary to iterate several times until a clear

list of objectives is obtained covering all areas.

As well as expressing general protection requirements (linking directly t6.a main objective), policies in
particular are sometimes used to constrain the nature of the associated t€chnical solution. This|type of
constraint should be expressed as a subordinate objective, linked to(the general requirement.

Some threats will link directly to a specific subordinate objective.that counters that threat and np other.
[n this case, word the objective to directly reflect its source.This will ease later traceability, both in the
rationale linking objectives back to the SPD, and for the understanding of readers.

A subordinate objective may address several threats and policies. For example, many PPs and S[I's have
An object reuse objective as a subordinate objective tr'the area of resource management. This i$ worth
separating out from other aspects of resource matfdgement as there is generally little overlap in terms
pf the threats addressed. However, there is no'need to divide the objective further by the djfferent
types of resources that may need to be cleared, although different types of resources may be handled
in different ways (e.g. some threats to RAM do not apply to magnetic media). The distinction will
become clear at the security requirements specification stage, when different SFRs will be seldcted as
mechanisms for different resources,

A further useful distinction in\defining subordinate objectives is by the type of control required.
Controls can be preventativey(stop an incident taking place), detective (recognize an incident has taken
place) or corrective (fix the'consequences of an incident). It is worth having different subojrdinate
pbjectives for each typ€ if the treatment of threats or policies needs actions of more than one ¢f these
types in response. This is often the case if the description of the security problem requires defence in
depth, or if the maimobjective for a service will only reduce or mitigate a threat rather than blo¢king it.

An example of@ preventive security objective is the following, which identifies the need for identification
hnd authentiéation of users of the TOE:

The=TOE will ensure that each user is uniquely identified, and that the claimed identity is authenlticated,
before the user is granted access to the TOE facilities.

ceess control and information flow control cnmlrify nh}'nr‘fivnc alsg fall intg the preventive category.
Where the security concerns indicate that the TOE should enforce more than one access control or
information flow control policy, it is recommended to identify distinct security objectives for each
policy. Such an approach will help simplify the security requirements rationale.

An example of a detective security objective is the following, which identifies the need for the TOE to
provide a non-repudiation of origin capability:

The TOE will provide the means by which a recipient of information can generate evidence which can be
used as proof of the origin of that information.
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An example of a corrective security objective is the following, which identifies the need for the TOE to
respond to detected intrusions:

The TOE will, upon detection of events that are indicative of an imminent security violation, take
appropriate steps to curtail the attack with a minimum of disruption to the service provided to other
TOE users.

At this point, it will be necessary to revisit the statement of security objectives for the operational
environment to see if there are any security objectives relating to management activities that need to
beadd o—-eh-StH-e—+1d he-securi 5€ ices-to-beprovided-b 23S FEr—aH-E-E4H-E Ve SO

the required management activity is obvious, and can be immediately expressed in the form of a (n6n
IT) secprity objective. In other cases, the required management activity may depend on the detailed
security requirements used to implement the TOE security objectives. For example, an “identification
and authentication” user binding security objective may be implemented by user passwards. Thig
would jmply a requirement for users to ensure their passwords are not disclosed to otherindividuals
which yould properly be expressed as a security requirement for the non-IT environment, The ST or PH
developer should not be upset, or surprised, if this type of implicit requirement is missed at this stage
It will Hecome obvious when defining the SFRs, and the statement of security objectives can be updated
at that fime.

Where |possible, the security objectives should aim to informally quantify the minimal effectiveness
expected, thus leaving little doubt as to what level of effectiveness needs.to be justified in the PP or ST
rationalle. Quantities may be stated

a) in felative terms, e.g. to environmental conditions or to a previogus situation, or
b) in absolute numeric terms.

Clearly| specifying absolute numeric values is the most ptécise option, but is also the most difficult tg
assess In terms of effectiveness.

Do not|expect one to one correspondence between' objectives and threats or policies. Often a main
objectiye required to handle a policy will also ceunter many of the threats related to that service. Also
threatq and policies may have to be handled, differently for different types of asset, and need different
subordjnate objectives for each asset type.

There gre other techniques that can be used to identify security objectives. A simple approach, which
can work well for small SPDs, is_te\simply generate one objective per threat or policy, reflecting its
wordinjg and with substitutions‘for specific assets, threat agents, etc., if these are not clear from the
wordinjg of the related threat.or-policy in the SPD.

TOE objectives are generally given identifying names starting with “0.” rather than “OE.” to distinguish
them ffom environmerital objectives. They should be clearly worded to indicate that the measureg
implenienting the objective will be part of and enforced by the TOE.

TOE oljectivesiare sometimes worded to start “the TSF must” or “the system must”. The TSF is that
part ofthe T.OE that implements the SFRs. This distinction is made for practical reasons: to reduce thq
amount of the TOE that has to be examined during evaluation. The use of the term “TSF” is thereforg
strictlyl correct; for any objective, that part of the TOE that implements it has to be part of the TSFE
However, this is somewhat a circular argument and also a little confusing as these objectives are usually
referred to as “TOE security objectives”, not “TSF security objectives”. Saying “the system” is also
confusing. It could be interpreted to include objectives implemented by the operational environment. If
this is intended, it is much better to say “the TOE or its environment”. Note that design decisions should
separate such objectives into objectives for the TOE and for its environment before the objectives are
finalized.

10.6 Producing the objectives rationale

The final step in defining the security objectives is to produce a rationale, tracing the objectives back to
the threats, policies and assumptions in the SPD to show that they are all necessary, and also showing

38 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=79d39afb95956ae02238dd424f55c438

ISO/IEC TR 15446:2017(E)

that all aspects of all threats, policies and assumptions in the SPD are covered by the objectives, or
have been excluded from further consideration. For all but low assurance evaluations, this rationale is
required by ISO/IEC 15408, and checked in PP/ST validation.

A simple way to produce the rationale is to prepare tables of the relationships between the SPD elements
and the objectives and vice versa, and check for any inconsistencies, gaps or overlaps. Where threats,
policies or assumptions are handled by multiple objectives, there is usually a simple discriminant
that can be attached to the SPD element to show which parts are countered by which objective (see
the example in 10.2). Including this in the table will make the mapping much clearer and easier to
IMacrstdIiid.

Assuming that each security objective can be linked back to at least one threat, policy ortassumption,
the table should show immediately that each security objective is necessary. Of course, this dpes not
puarantee that there are no redundant security objectives, since other security objectives may al[l)so link
back to the same threats, policies and assumptions, and already provide adequate.coverage. Hpwever,
this can be determined as part of establishing the second validation requirement,sufficiency.

Sufficiency has to be shown by providing informal arguments to supplement the cross-reference
information. For each non-discounted threat, one needs to argue why the related security objpctives,
taken together, will provide an effective countermeasure to the threat.as defined. Note that pttacks
based on these threats do not necessarily need to be eliminated._€ompletely; it may be suffigient to
detect or recover from successful attacks, or to reduce the likelihood of attack to an acceptable l¢vel. All
that is required is an effective countermeasure within the context of the SPD.

Similarly, for each identified OSP or environmental assdimption, one needs to justify by prpviding
informal arguments that the related security objectives are sufficient either to provide camplete
coverage of the OSP, or to uphold the assumption.

The ST or PP author should remember that assumptions included within the SPD to identify threats that
can be discounted or ignored do not generate security objectives and should therefore not appedr in the
pbjectives rationale.

[f a PP or ST claims compliance with @ther PPs, the rationale will need to show that the gecurity
pbjectives for the TOE are consistentiwith the statements of security objectives within the ref¢renced
PPs. If those security objectives ate:worded in a similar way to the ones in the PP or ST developed, one
may be able to show through straightforward mapping that the objectives of the PP or ST deyeloped
match and cover all the objegtives in the PPs compliance being claimed to. Indeed, if the PP is gne that
requires strict conformance;the wording needs to be identical and the evaluators will thereforg ignore
whatever is stated in the yationale.

However, it is possible‘that the referenced PP objectives may be structured or worded very differently,
such that thereds,'no simple correspondence. In this case, one will need to show that the gecurity
pbjectives forthe PP or ST developed also satisfy the requirements of the security problem definition
ections within the referenced PPs. From this, one can argue that the objectives in the PP or ST deyeloped
provide the'same coverage as the objectives in the PP referenced and are therefore consistent.

[t may’be impossible to generate convincing arguments where a PP or ST claims compliance with other
PPs, and the security problem definitions in the referenced PPs do not explicitly cover all the [threats
mtheSPPbof the PPor-STdeveloped—There s mo—sotutionrtothis— €OFSproductsconforming to the
referenced PP may be perfectly suitable for the purpose; however, their claimed PP compliance will not
prove it. One may be able to establish that such products do meet the requirements by looking at the
threat sections of their STs and establishing that they do consider and cover all relevant threats.

11 Specifying extended component definitions

When attempting to specify the security functional requirements and the assurance requirements, the
author of a PP or ST may not be able to correctly specify the requirement even when using the freedom
he has to refine existing components from ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008. In those
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cases, the standard allows the definition of extended components. This clause is intended to provide
some guidance for the specification of extended components.

Before providing this guidance, there is one general advice: the definition of extended components
should be avoided whenever possible. Using extended components makes it harder to compare different
products based on the security functional and assurance requirements the products satisfy. Instead,
one should first attempt to use existing components from ISO/IEC 15408, potentially with refinements.
Only in cases where this is not possible, extended components should be used.

Refinempents-can-guite-often-selve-theproblem-whenacomponentfrom-ISOAEC 15408 doesnot-seem
to be able to address a specific requirement one wants to express in a PP or ST. For example, when, thd
requirgments for user authentication differ for different types of users, this can be easily expressed
by usirlg refinements for the components in the FIA class that express the specific requirements by
using refinements to characterize the type of user for which a specific requirement applies,and then
use multiple instantiations of components to fully cover all the different types of users. Ina similar way,
different requirements for managing different types of users, subjects, objects or security attributes
can quite often be expressed using refinements.

ISO/IEC 15408-1:2009 provides some examples for refinements and how te'use them to expresg
requirgments more precisely.

Some gpidance on how to define extended components can also be found.jn ISO/IEC 15408-1:2009. Thig
clause ¢xtends this guidance.

Before |defining an extended component one should investigate n‘published and evaluated Security
Targetd or Protection Profiles if someone else has already defined an extended component one could
use to §pecify the security functional or security assurance requirement one wants to include. Taking
an alrepdy defined extended component from an evaluated Security Target or Protection Profile has the
advantpge that the component itself has already been checked for consistency and conformance against
the requirements of ISO/IEC 15408 as part of the evaluation of the Security Target or Protection Profile
that coptained it.

When gdefining extended requirements, ISQ/EC 15408-1:2009 requires that they are defined in
a similyr way as existing components in ISQ/TEC 15408. This applies to the naming of the extended
component, the way they are expressed and the level of detail. It is therefore advisable to describe an
extended component using the same structure as is used in ISO/IEC 15408. Concerning the naming
of an ektended component, one should try to identify if the component fits into one of the classes or
even onje of the families that are already defined in ISO/IEC 15408 and construct the name by using thg
class nagme and (potentially) family name and just add an indicator showing that this is an extended
component. Whenever possible; the component should be defined in a generic way, allowing assignment
and/or|selection operatiofrs) This makes it easier for another ST or PP writer to pick up the extended
compOJ\ent and instantiate it in a way that fits their requirements.

Specifyling an extended SFR component using ISO/IEC 15408-2:2008 functional components as a model
for presentation’will involve

a) deflining\the extended SFR at a similar level of abstraction as ISO/IEC 15408-2:2008 components,

b) using=asi

c) using the topology and nomenclature approach for components as in ISO/IEC 15408-2:2008.

Knowing that a new SFR is of a similar nature to others in an existing class or family helps bound its
degree of newness and also may help with specific wording for common concepts that occur throughout
that class or family.
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Particular characteristics of the style of presentation of functional components in ISO/IEC 15408-
2:2008 include:

a) most functional requirements that begin with the phrase The TSF shall or The TSF shall be able
to, followed by a verb such as allow, detect, enforce, ensure, limit, monitor, permit, prevent, protect,
provide or restrict;

b) the use of standard terms such as security attribute or authorised user;

c) each element tends to stand on its own and can be understood without reference to previous
elements;

d) each security requirement needs to be evaluatable, i.e. it has to be possible to determine Whether
the requirement has been met by a TOE.

[n constructing an extended component, one should also consider whether the SFR
) should incorporate any assignment or selection operations to be completédby the ST or PP puthor,
b) implies any dependencies on other SFRs which needs to be included.in the PP or ST,

c) describes any events which should be auditable, and if so, what information should be recorded for
the event, and

d) has any implications for security management, e.g. relies-on security attributes that need to be
managed.

[f the PP or ST author believes she/he has a well-constructed SFR that is not included in ISO/IEC|15408-
2:2008, and is significantly different from, and would$ignificantly enhance, the existing set of furjctional
components in ISO/IEC 15408, one is advised to submit the SFR for inclusion in the next iteration of that
[nternational Standard.

[t should be noted that it may not be necessafy to specify ISO/IEC 15408 operations such as assignment
pr selection for SFRs constructed in thissway if the SFR is only intended for use in the ST, i.e. thefre is no
intent to reuse the component in other PPs, STs, or functional packages.

Naming for an extended SFR notiincluded in ISO/IEC 15408-2:2008 should use the topology and haming
conventions of ISO/IEC 15408-2:2008 to be in the same style as the standard. Extended security
functional components sheuld use “F” for function, followed by the appropriate class and| family
designations, and then by.a’component number. An extended component based on the existing|classes
can then be inserted, at the appropriate place. Where an extended component is unrelated to g¢xisting
classes, it is acceptable’/for naming to make it clear that the extended security requirement is ney by, for
example, makingthe class of the component “EX”, or appending “EX” to the end of the component name.
How the extended component is denoted should be explained in the application notes for the PP or ST.
Care should be-taken that the naming convention used does not conflict with ISO/IEC 15408-2:2008.

Annex A 'provides an example for an extended component and explains it in a way similar ajs those
components defined in ISO/IEC 15408-2:2008. This allows an evaluator to treat the extended conjponent
similar to those defined in ISO/IEC 15408-2:2008 when evaluating the Security Target or Prdtection

In a similar way as described in the example in Annex A for an extended security functional component,
one can also define an extended assurance component. This makes sense when a specific assurance
activity is common for the type of product described by the Security Target or Protection Profile where
this assurance activity is not covered by the existing components in ISO/IEC 15408-3:2008. In addition
to the definition of the assurance component in a style similar to that used in ISO/IEC 15408-3:2008, an
extended assurance component also requires the definition of an evaluation methodology that explains
the activities an evaluator has to perform to verify that a product conforms to the extended assurance
component. Those activities have to be defined using the structure and level of detail as defined in
ISO/IEC 18045 for the assurance components defined in ISO/IEC 15408-3:2008.
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Extended assurance components should provide a definition of the following elements (see
ISO/IEC 15408-1:2009, C.3 for more details):

a) developer actions;
b) requirements for the content and presentation of evidence that a developer needs to provide;
c) evaluator actions.

Inspection of ISO/IEC 15408-3:2008 shows that the elements associated with an assurance component
are chafracterized as follows:

a) deyeloper action elements are intended to express the activities the developer needs to perform
genjerally the providing of evaluation evidence;

b) content and presentation elements are intended to characterize the required¢.dontent and
“qyalitative” aspects of the evaluation evidence a developer needs to provide;

c) evaluator action elements take two forms:
— | the first evaluator action is generally of the form:

The evaluator shall confirm that the information provided meets allLrequirements for content and
presentation of evidence.

— | any further evaluator action elements generally take theform of a statement for independent
work and determination on the part of an evaluator.

re, all requirements for content and presentation ©f)évidence should not only be clearly and
unambj]guously expressed, but also should avoid (as far ag’possible) requiring subjective judgement on
the partt of the evaluator. Rather, the extended SAR should define clear objective criteria against which
an evaluator may reach a verdict. The ST or PP author should consider providing application notes
for any| clarification of the extended SAR that is\ni€eded in support of the requirement for objectivg
judgemlent.

To ensyre that the extended SARs are specified in the same style as ISO/IEC 15408-3:2008 components
one shquld ensure that each separable réquirement is stated as an individual requirements element. The
PP or S[T author should also, when choosing the wording of the extended SAR, consult ISO/IEC 15408-
1:2009{ Clause 3 which gives a definition of general English terms that are used in a precise way within
ISO/IEC 15408-3:2008.

surance components in ISO/IEC 15408-3:2008, it is advised to submit the SAR for inclusion in
iteration of thdt International Standard.

e extended assurance component has been defined, one also need to define the evaluator work
units re¢quired:to show compliance to the extended assurance component in an evaluation. This should
be dong¢ using the structure of the work units in ISO/IEC 18045 as an example. The work units addresses
all aspdctslof the extended assurance component and gives clear advise to an evaluator how to perform
the assessment.

Rather than defining extended assurance components, the developer of a PP or ST should analyse if
refinements of existing components can also address the intended assurance activity. For example, if
the author of a ST or PP wants to specify that the developer executes a specific conformance test suite
for a dedicated cryptographic protocol, a refinement of components of ATE_FUN, that require those
test for the implementation of the protocol, can be used. Similarly with the conformance tests that are
intended to be executed by the evaluator, a refinement of components of ATE_IND can be defined that
requires this.
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12 Specifying the security requirements

12.1 General

This clause provides guidance on the specification of IT security requirements in a PP or ST. This
guidance applies the TOE security requirements.

The following types of IT security requirements are specified in a PP or ST:

AJ Security Functional Requirements (SFRSJ on the 10E. T Nese [dentily the requirements for jecurity
functions which the TOE needs to provide to ensure that the security objectives for the\TOE are
achieved;

b) Security Assurance Requirements (SARs) on the TOE. These identify the requiredievel of asgurance
in the implementation of the SFRs.

This is illustrated in Figure 3.

TOE
Security Objectives
A
Security Security
Functional Assurance
Requirements Requirements
ISO/IEC ISO/IEC
15408¢2 15408-3

Figure 3 — Derivation of IT security requirements

As shown in Figure)3, a significant characteristic of the IT security requirements is that they are
intended to be-¢onstructed, where possible, using the catalogue of functional components defined in
[SO/IEC 15408-2:2008 and the catalogue of assurance components defined in ISO/IEC 15408-3:2008, as
pppropriate~The intent of ISO/IEC 15408 here is to ensure a degree of standardization in the yay the
[T security requirements are presented. The use of this “common language” for expressing IT security
requirements is thus intended to facilitate comparison between PPs and STs. A guide how tq derive
security functional requirements using the functional paradigms of ISO/IEC 15408 is provided {n 12.2.

owever, [SO/TEC 15408 recognizes that there may be cases where there is no appropriate functional
or assurance component in ISO/IEC 15408-2:2008 or ISO/IEC 15408-3:2008. In this case, the IT
security requirements may be stated explicitly without reference to ISO/IEC 15408; however, such IT
security requirements need to be unambiguous, evaluatable, and expressed in a similar style to existing
components in ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008. 12.3.7 provides guidance where no
appropriate functional components can be identified in ISO/IEC 15408-2:2008; 12.4.3 provides similar
guidance in respect of assurance components.

ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008 permit a degree of flexibility in the way the SFRs
and SARs are specified by allowing a set of operations to be performed on them to tailor the security
requirement appropriately: namely assignment, iteration, selection and refinement. 12.3.2 provides
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guidance on the use of operations on ISO/IEC 15408 functional components. 12.4.2 does the same for
ISO/IEC 15408 assurance components.

Each security component in ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008 is assigned its own
unique reference in ISO/IEC 15408, based on a defined taxonomy:

a) inISO/IEC 15408-2:2008, for example, component FAU_GEN.1.2 has the following meaning:

“F” indicates it is a functional requirement;

— | "AU” indicates it belongs to the security audit class of SFRs;

— | “GEN” indicates it belongs to the security audit data generation family within that class;
— | “1” indicates it is the audit data generation component within that family;

— | “2” indicates it is the second element within that component;

b) thg components in ISO/IEC 15408-3:2008 use a similar taxonomy, but additionally identifies each
elejnent as belonging to one of three sets of assurance elements, by appending ajletter:

— | theletter “D” indicates itbelongs to the set of developer action elements, the activities performed
by the developer;

— | theletter “C” indicates it belongs to the set of content and presefitation elements, the information
the evidence is meant to convey;

— | theletter “E” indicates it belongs to the set of evaluatoraction elements, the activities performed
by the evaluator;

c) inISO/IEC 15408-3:2008, for example, component:ADV_TDS.1.2C has the following meaning:
— | “A” indicates it is an assurance requirement;
— | “DV” indicates it belongs to the development class of SARs;
— | “TDS” indicates it belongs to the . TOE design family within that class;
— | “1” indicates it is the basic design component within that family;
— | “2” indicates it is the sedond element in a set of assurance elements;

— | “C” indicates it is_an) element in the set of content and presentation elements within that
component.

SFRs and SARs are selected at the component level; all defined elements within that component havg
to be ijcluded in thé PP or ST if the component is to be included. There are two types of relationship4
betwedn compgneénts which a PP or ST author needs to be aware of, as these have a bearing on the
proces§ of selécting the IT security requirements.

a) Components within a family may have a hierarchic relationship, indicating that one component
inctudes att Tequirements specified I another component in that tamily. For exampie, FAU_STG4
is hierarchic to FAU_STG.3 because all functional elements defined in the latter are also included
in the former. However, FAU_STG.4 is not hierarchic to FAU_STG.1, and it is therefore possible to
include both components in the same PP or ST.

b) Components may have defined dependencies on any component in any other family indicating that
when a component is not self-sufficient and relies upon the functionality of, or interaction with,
another component for its own proper functioning. For example, FIA_UAU.1 (which requires
authentication of any user’s claimed identity) has a dependency on FIA_UID.1 (which requires users
to be identified). These components also have to be included in a PP or ST, unless the dependencies
can be shown not to be relevant to the threats and security objectives.
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12.2 Security paradigms in ISO/IEC 15408

12.2.1 Explanation of the security paradigms and their usage for modelling the security
functionality

To provide a better understanding of the structure of the classes, families and components defined for

the security functional requirements in ISO/IEC 15408-2:2008, this document extends on the s
functional paradigms expressed in ISO/IEC 15408-2:2008, Clause 5.

ecurity

The purpose of the security paradigms in ISO/IEC 15408 1s to provide a basis for modelling the 9
functions of a TOE to the extent required to show that the security objectives can be met in that
The paradigms can now be used to develop an abstract model of the security functionsywhich
expressed using the SFRs defined in ISO/IEC 15408-2:2008. 12.2.2 to 12.2.7 provide guidance
develop such a model and describe it using the SFRs.

12.2.2 Controlling access to and use of resources and objects

12.2.2.1 Explanation

[n the paradigm of ISO/IEC 15408-2:2008, security functions contrgl and regulate the use of re
protected by the TOE. Resources may either be internal to the TOE/(e.g. main memory, CPU tin
space, services, etc.) or may itself be outside of the TOE but ondy: accessible (at least for some ¢
under the control of TOE functions (e.g. network services ffom other systems). A firewall is a
example of a TOE that controls use of resources that itselfare not part of the TOE.

Examples of resources that may need to be controlled te*achieve the security objectives are
— memory (both main memory and disk space);

— CPU time,

— peripheral devices or network links;and

— functions.

Users are defined in ISO/IEC 15408-1:2009 as "any entity (human or IT) outside the TOE that iq
(or may interact) with the TOE". Subjects are defined in ISO/IEC 15408-1:2009 as "an active e
the TOE that performs operations on objects". Users and subjects are the active entities that
services from the TOE and thereby operate on objects and resources.

In order to achievé-its security objectives, the use of resources is regulated within the TOE b
rules that the TOEmeeds to enforce. Those rules may regulate the use of resources as well as reg
use of resourges!

A deliberately incomplete list of parameters that may be evaluated as part of such rules are

— «thetype and identity of the entity that initiated the request,

ecurity
model.
is then
how to

sources
he, disk
ntities)
typical

teracts
ntity in
request

hsed on
ord the

nthnr ﬂftribufnc of thn nntify that inifiatnd thn vnqunct,

— the type and identity of the resource that is targeted by the request,
— other attributes of the resource that is targeted by the request,

— the type of request,

— the time and date, and

— the internal state of the toe.
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To enforce rules based on those parameters, the TOE needs to maintain and manage those parameters.

— For external entities (also called "users"), it needs to identify and potentially also authenticate the
external entity, at least to the extent required to enforce the rules. If the rules are just based on the
external entity belonging to a specific set or group of external entities, it is sufficient for the TOE to
identify (and potentially authenticate) the set or group.

— Quite often, the TOE maintains a list of external entities (potentially with their security attributes)
that are allowed to use services controlled by the TSF. In this case, functions are required to manage

B e

................

The part of a TOE that implements the security functions used to satisfy the security objectives as.well
as all other parts of the TOE that have the potential to modify or bypass the security functions is|called
the "TQE Security Functionality" (TSF). Depending on the architecture of a TOE, the TSF mdy be the
whole TOE or may be a defined part of the TOE. If the TSF are just a part of a TOE, it is impertant that
the nonj-TSF parts of the TOE cannot manipulate or bypass the TSF in a way that violates-the security
objectiyes.

Both external entities, as well as subjects that request services using controlled fesources, will use the
interfages to the TSF, called the TSFIL.

In somg¢ cases, subjects will operate on behalf of external entities. In thoseeases, the external entity (or
user) "binds" to the subject. As part of this binding process, the security attributes of the subject will
often be modified to reflect this binding. An example are TOEs where'the subject inherits the security
attribufes of the external entity, but more complex rules may exist-defining how the security attributes
of the subject are derived as part of the binding process.

Resourfes may be grouped to "objects" and the TOE may liave dedicated rules for using those objectg
that ar¢ different from the rules for using the resources thiat make up the object. A typical example is 3
TOE that enforces a rule for maximum quotas for disk space (the resource) and rules that control accesg
to the files (the objects) that are constructed from the'disk space resources. This example shows that 4§
single fesource may be subject to different rules_enforced by the TOE where one set of rules regulateg
the usefof the resource and another set of rulesifor the objects constructed from the resources.

The rules regulating access to and use of(objects are usually different for different types of objects
To avoid confusion, ISO/IEC 15408 allaws grouping the set of rules for different objects, subjects and
operations into different "Security Function Policies" (SFPs) and referencing the SFP in the individual
SFRs tqindicate the security function policy to which the SFRs belong. A security function policy always
have a defined scope, which is the definition of the set of subjects, users, objects, resources and
operations to which the poliey applies. This definition should be unambiguous to ensure that the scopsg
of the $FP is well-defined_THen, the rules enforced by the operations for the subjects or users when
using the objects or resources are defined as part of the SFP. As mentioned above, those rules usually
will be[based on spegtific attributes of the subjects, users, objects or resources. Those attributes that
influenge the rules.of the SFP are called "security attributes". The requirements for management of thg
securitly attribufes that play a role in a SFP are also part of the SFP, including the definition how thg
securitl attributes are initialized when an entity subject to the SFP is created, imported or registered
(for usgrs)<Toe summarize, an SFP describes the rules for access to and use of a defined set of objects or
resour¢esby a defined set of active entities (users or subjects) using a defined set of operations together]
with the Tunctions to manage the security attributes used in those rules.

A typical example is an access control policy for file system objects in an operating system. The active
entities are processes; some of which operate on behalf of a user and therefore have security attributes
derived from the user security attributes upon binding. The operations are those system calls that
operate on file system objects like opening a file for read, write or update, and view or change the
attributes of, and creating or deleting a file. In addition, there are operations that manage the security
attributes of the processes or the file system objects. Typical examples of security attributes that may
play a role in such a SFP are

— object security attributes: access control lists, file type,
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— user security attributes: user identities, user roles, and
— process security attributes: process identity, process trust level.

Other SFPs may regulate operations of external entities that perform directly without an intermediate
subject. An example is a firewall system that regulates how the network services and functions can be
used by an external system. Still there are active entities (external systems that initiate the request),
objects (external systems that are target of the request) and operations (network services). The rules of
such an SFP may be based on the identity of the external systems involved in the operation, the type of

pnerationnerformed e a the nartused) the context of the oneration (e g if 0 cannaoction on 1 ‘pec]flc
Pt o peT o THea (S5t epor+ Tt Tttt PS5t Tt oot

port has been established previously) and/or the content of network packages.

[t is not unusual to define more than one SFP even for the same set of users, subjects, objerts and
pperations. An example is a discretionary access control policy as one SFP and a miandatory] access
control policy as an additional SFP. Although the set of users, subjects, objects and gperations addiressed
by the SFP are the same, the rules of the SFP and the set of security attributes used in those riles are
different and justify defining two SFPs.

12.2.2.2 Usage

Access control policies provide a basis to model the TOE in terms.of resources and objects as|well as
pperations allowed on those resources and objects by the TOE (orwvia the TOE) to active entitieq (either
inside or outside of the TOE). So the first step when deriving a model of a TOE usable to specify security
functional requirements for access control is to identify the resources, objects, operations provided
by the TOE as well as the subjects and users that trigger\the operations. In an initial step, th¢ model
should only include those types of resources, objects,.@perations, subjects and users in the mogel that
can be directly derived from the security objectivescand the general TOE functionality describef in the
beginning of the PP or ST. When developing a ST fer,an existing product or system, the entities fefined
in the model should exist in the TOE. Additions'to this first sets may be required when defining the
security functional requirements to ensure consistency and completeness.

Defining entities in the model that do not'exist in the TOE will lead to problems during the evdluation
since [SO/IEC 15408 assumes that the’SFRs and the entities mentioned in the SFRs are abstracfions of
entities that exist in the TOE and can-therefore be mapped by refinement to entities in the desjgn and
implementation of the TOE.

[n the next step, rules need.to.be defined that regulate access and use of the resources and objg¢cts via
the operations for the suljjeécts and/or users defined in the model such that the security objectives are
catisfied. Again, when defining a ST for an existing TOE, the rules should of course attempt tp be an
pbstraction of the réall behaviour of the TOE for the entities defined in the model such that the rules
implemented by the-TOE are strict refinements of the rules in the model.

Part of the definition of the rules is the identification of the parameters that are used in thosg rules.
Most likely;ene has to define "security attributes” of the resources, users, subjects, and objectg. Those
securitylattributes should be collected in a list, since rules for the initialization and managemént may
be required.

When defining those rules, one will quite often identify that rules differ for different set of reqources,
objects, users, subjects or operations. To simplify the description of the model, the PP or ST author
should group sets ("types") of resources, objects, users, subjects, and operations with identical (or
almost identical rules) into security function policies. Give each security function policy a name that
identifies it.

Define the rules for creating and deleting subjects and objects. Those rules may be different for different
types of subjects and objects. They also need to define how the security attributes of the subjects and
objects are initialized.

Define the rules for the management of the security attributes of subjects and objects in cases where
those attributes are not static. Note that those rules may involve operations triggered by external
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entities through the TSFI as well as rules that describe how security attributes are modified as part of
operations performed by the TSF.

Define the rules for registering ("creating") and de-registering ("deleting") users when users need
to be registered to the TOE. Rules for user registration also include the rules for the initialization of
user security attributes. Note that there are cases where users do not need to be registered. They can
request services and identify and potentially authenticate themselves using credentials they present.
Those credentials may also include security attributes of the user. In those cases, rules, that define the
credentials accepted and how the credentials are checked, need to be defined as well.

Define [the rules for identification and (if required) authentication of users. Those rules define, the
credenfials the user has to present (type of credentials, potential restrictions on those credentials\like
minimym and maximum length, minimum and maximum lifetime etc.) as well as the reaction of.the TSH
when ilntcorrect credentials are presented.

Define the rules for the management of the security attributes of users. This is done in assimilar way as
defining the security attributes of subjects and objects.

If the T|IOE supports a function of user-subject binding, define the rules involved(in this binding. Those
rules mjay include

— conditions that need to be satisfied to allow the binding, and
— setfting of the security attributes of the subject after the binding.

When this is done, one has to review if additional management pules are required. An example for such
an additional rule is one that allows creating a new security atttibute (e.g. a new user role) potentially
togethgr with rules that define how to manage this securitycattribute (e.g. define the set of user security
attribufes a user gets as part of the role).

12.2.3 [ User management

12.2.3.1 Explanation

In the paradigm of ISO/IEC 15408, a useris-an entity external to the TOE that requests services from g
TOE us|ng its interfaces. Users may need-to be "registered” before they can use TOE services or the TOH
may allow users to request service$swithout being previously registered. In many cases, the decision
of the TOE, whether to provide the requested service, depends on some security attributes of the user:
User sdcurity attributes may either be submitted by the user together with the request or may b
derived from data the TOE lia§ stored about the user or the group the user belongs to.

In the first case, the TOE 'needs to ensure that the security attributes submitted by the user can be
trusted. This implie$\that the TOE implements rules how to evaluate the security attributes and
establigh trust that the user (which may be unknown) uses the security attributes legitimately.

In the $econdsease, the TOE needs to know the identity of the user or the identity of the group thg
user beglongsyto. Also in this case, the TOE needs to implement rules specifying how to verify that thd
claimeq 1dent1ty of the user or the user's membershlp in the group is correct This process is called
authenti ' T i
the correctness of the 1dent1ty or group membership clalmed Rules that spec1fy how the authentication
process is performed and how the parameter of the authentication process can be managed need to be
defined.

When users are required to be registered, there is a need to define the rules how users can be registered
and how their security attributes can be managed.

In some cases, the TOE will use one of its subjects to act on behalf of a user. In this case, the subject is
"bound to the user"” by the TSF, i.e. the TSF will have rules that define how a subject's security attributes
are derived when the subject is bound to a user. Very often the subject inherits part of the security
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attributes of the user, allowing to enforce user-security-attribute-based access control policies even
when the actual access is performed by a subject.

12.2.3.2 Usage

To define the functions for user management, one needs to perform the following steps:

identify and define the types of users that can access the TOE (together with the set of s
attributes that each type of user may have);

ecurity

identify for each type of user if he needs to be registered before using TOE functions;

for each type of user that needs to be registered, define the rules for user registration (hov
done) and the security attributes of the user that need to be set upon registration;

identify for all type of users, if user identification is required. If yes, define thérules how a
identified;

identify for all type of users, if user authentication is required. If yes, define the rules how 3
authenticated. Define the conditions under which a user needs to b€ aiithenticated;

define the rules how the authentication process can be managed (including the managel
credentials used for authentication);

for each type of users, define the rules how user securit§zattributes can be managed;

when user-subject binding is possible or required, define the rules for this binding. Especially
the rules how the subject's security attributes are'sét during the binding process.

12.2.4 TOE self protection

12.2.4.1 Explanation

Protecting the security functions itself is required whenever one of the following conditions hol

there is a possibility for a threat agent to attack the security functions within the ix
environment of the TOE such that a security objective cannot be achieved;

there is a possibility.that a security objective cannot be achieved due to a malfunction of an ¢
of the TOE environment;

there is a possibility that a security objective cannot be achieved due to a malfunction of an 4
of the TSF,

[n those cases, self-protection functions as part of the TSF’s need to be defined, and detects ang
pn those‘conditions in a way which achieves the security objectives also in those conditions.

Defining TOE self protection in the functional model requires:
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identification of a function that is able to prevent the attack or malfunction. An example for such
function is an increased physical protection of the TOE that prevents specific physical attacks;

in cases where prevention is not possible (which usually is the majority), identification of fu
that detect the attack or malfunction and react properly.

nctions

Detection of an external attack or a malfunction of a system in the TOE environment may require
monitoring the use of TSFI and checking for conditions that result from an attack, monitoring conditions
on communication links that result from an attack or monitoring sensors the TOE has specifically to
detect attacks.
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12.2.4.2 Usage

To define the TOE self protection functions, one needs to identify from the security problem definition if
such functions are required to satisfy the security objectives. When this is the case, the PP or ST author
needs to select if one needs to prevent an external attack (e.g. by some enhanced physical protection) or

if there

The PP

is a need to detect an attack or a malfunction and react to it.

or ST author starts with a list of attacks or malfunctions that may occur in the intended

environment of the TOE which, when not dealt with, potentially violate the security objectives. For
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fed by a TOE security functionality implemented by the TOE or if TOE security functionality fox
i needs to be defined that detect the attack or malfunction and react to it.

nse of a function preventing an attack, the function needs to be described with some justification
ch types of attack it is supposed to counter.

ase of detection and reaction, the criteria and rules for detection (on an abstract level) and théd
h need to be defined (as abstract rules stating what the TOE is supposed to do.in such a case).

s performing tests or by having functions or data redundant and check'for inconsistencies.
jon may result in the following:

brrective action that eliminates the effect of the attack or malfunction. Examples are functions
t can detect and automatically correct failures based on redundancy in the data or functionality

brrective action that partly eliminates the effect of thesattack or malfunction but results in some
uction of the functionality of the TOE (which needstobe consistent with the security objectives)
nmples are functions recovering from a failure orattack, but recovery may take time and may not
romplete. In those cases, it needs to be ensuredthat neither the delay nor the loss in functionality
ata resulting from an incomplete recovery.¥iolates any security objective;

paring the TOE for manual corrective agtion (e.g. stopping the parts of the TOE that are affected
the attack or malfunction or the whole TOE, requiring the stopped parts or the whole TOE to be
tarted in a secure mode);

pping the failed parts of the TOE or the whole TOE without providing a method within the TSF tqg
tart securely. An exampleis'a TOE that destroys important functions or data when detecting an
hck or malfunction to ensure that the TOE does not violate its security objectives.

[ of corrective actions above is sorted with increasing impact on the overall functionality of

L
3
.

Securing communication

1 Explanation

Functid

nsthat protect data when communicating either with an external entityv or when communicating

between different parts of a distributed TOE using an unreliable or untrusted communication channel
are another example of functions that require additional modelling. To model communication, the

securit

y properties of the communication channel need to be defined. Such properties may include

— authentication of communication partners,

— int

egrity protection of data transferred over the channel (which may include protection against

replay of messages and/or changing the sequence of messages),

— confidentiality protection of data transferred over the channel,

— protection against loss of data, and
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— providing non-repudiation of sending and/or receiving of messages.

To model a communication channel, the peers of the communication as well as the security properties
of the channel need to be defined. This applies to both online as well as offline communication channels.

12.2.5.2 Usage

Identification of functions required to secure communication requires the following steps:

— definition of security properties required for each communication link. Examples of such §
properties are:

— authentication of communication peers;
— integrity protection (potentially including replay protection, message sequence protectiq
— confidentiality protection (potentially including protection against traffic flow analysig
— provision of non-repudiation (for sending, receipt, or both);
— provision against loss of communication data.

For each communication link, the security properties required need to be defined. In an
mechanisms used to implement those security propertiesare also defined (especially crypto
mechanisms). In a PP, the mechanisms should be definéd only up to the level of detail require
that this level of detail may be quite high when any TOE-compliant to the PP is also supposed to
interoperability requirements. In those cases, even a-PP may specify the mechanism down to t
pf a specific protocol together with protocol options (e.g. cryptographic algorithms) that are r¢
to ensure interoperability.

When identifying the list of communicationlinks, the PP or ST author should not only look for
communication links but also identify,logical links (e.g. on an application protocol level) that
specific protection. Such communication links may well be stacked at different protocol levels wh
individual levels provide different:types of protection. For example, IPsec on the IP level may
the authentication of peer entities (in this case, the systems) as well as integrity and confide]

top of [Psec may then previde additional authentication (e.g. of the human user or the applica
well as non-repudiation functions. In this case, IPsec and the application protocol should be lj
different communication links with their own specific security properties.

Note that most fGnctions for securing communication links enforce integrity protection and prd
against loss of'data by detecting those conditions. Similar to detection functions described in 11
TOE self-pretection, the reaction of the TOE when those conditions are detected may need to be ¢
Also the€eaction on failed authentication attempts and invalid non-repudiation may need to be g

Note that exporting TSF or user data from the control of the TOE and importing TSF or user data

ecurity

n, etc.);
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protection. An application protocol (which may represent a different logical communication link) on
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TOE can be considered as a special case of communication where the communication peer is un

TT the case of export and import, the folfowing properties may be considered:
— integrity protection (potentially including replay protection, freshness, etc.);
— confidentiality protection;

— provision of non-repudiation (for export, import, or both).
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12.2.6 Security audit

12.2.6.1 Explanation

Monitoring defined security critical events and maintaining records of those events for future analysis
or for evaluation in automated responses to such events is another security function that may be
required for a TOE to satisfy the security objectives. Security critical events may be those directly
related to requests to use TOE services by an active entity as well as the detection of a security critical
state or event that cannot be directly related to such a request.

Examples of security critical events are

— sudcessful and/or rejected attempts to use services provided by the TSF,
— unexpectedly reaching a failure state,

— unexpected or faulty behaviour of a remote trusted IT product,

— failure detected by a self-test function,

— exdeeding defined security critical thresholds,

— chgnges to critical TSF data, and

— acdumulation of events where each individual event is not considered critical enough to be audited

12.2.6.2 Usage

In ordef to model security audit, it is required to

— lisf the events that need to be audited,

— defline the rules regulating when the event is-audited (e.g. only when a request is denied),
— defline the data that needs to be collected for each event, and

— defline the rules how the collected dudit data is processed and analysed.

It is gopd practice to analyse for each individual security functionality if there are events associated
with thlis functionality that need.to be audited. In addition, the model of the security functions should
be anallysed for critical internalstates that need to generate an audit record when reached.

12.2.7 | Architectural requirements

12.2.7.1 Explanation

architegtuse of the TOE. Such requirements may be needed in order to ensure that it is possible tg
perforth‘an analysis of the architecture as well as support the reader’s’ understanding of the TOE'’s
architecture. They usually are related to specific properties the TOE is supposed to enforce. Typica
examples of such properties are

In add'iEion tothe requirements listed above, there may be a need to specify requirements for the

— fault tolerance,

— information flow control,
— privacy properties, and
— real-time properties.

Architectural requirements are often supported by requirements from the 12.2.2 to 12.2.6. For example,
information flow control and privacy properties are usually accompanied by specific rules regulating
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access to objects and fault tolerance and by security audit requirements used to detect a fault. Those
access control rules, especially security audit rules, are necessary, but usually not sufficient to enforce
the property requirement.

Architectural requirements are more difficult to identify and specify than the other security functional
requirements. Nevertheless, they may be required to completely meet some security objectives and
they therefore need to be defined as part of the security functional requirements in a PP or ST.

12.2.7.2 Usage

To identify and model architectural requirements is done using the following steps:

— identify the security objectives that have not been addressed or not been fully addregsed by
requirements identified in the previous steps;

— identify the architectural support required to satisfy those objectives;
— define rules that contribute to this architectural support;

Little help can be provided in this document on how to select architectural requirements. In the case
pf an ST, those requirements will most likely be predefined by the\architecture of the TOE|the ST
is developed for. For example, if the TOE is known to be distribated, requirements for keeping data
consistency between distributed parts of the TOE or requiremeénts to protect data from unauthorised
pccess when transmitted between distributed parts of the, TOE may be required in order to pchieve
defined security objectives. Although one may argue that\supporting internal functions of fhe TSF
within TOE should be redundant as long as the TOE meets its security objectives at its TSFI, spgcifying
mandatory internal functions that support the security-objectives helps in understanding and anjalysing
A TOE during an evaluation.

12.3 How to specify security functional ¥equirements in a PP or ST

12.3.1 How should security functional requirements be selected?

Having defined the security objectives for the TOE as part of the security problem definition,) the PP
pr ST author now needs to elabonate on how these security objectives are to be met. This is done by
celecting an appropriate set of SFRs which, as stated above, is done at the component level. Of coulrse, the
SFR selection process willbesignificantly easier if pre-defined functional packages, that are relgvant to
the security objectives for-the TOE, are available.

The SFRs are selected based on a model of the overall functionality of the TOE. This furctional
model defines reseurces, users, subjects, objects and operations. The SFRs then define the security
functionality stch’'that the security objectives are met within the functional model of the TOE. As with
any model, it/is"an abstraction of the real functionality of the TOE but the level of abstraction| should
be sufficient to understand the principle functions of the TOE. Resources, users, subjects, objelcts and
pperations that do not need to be controlled to meet the security objectives can be neglected when
defining the SFRs. For example, if the only security objective of a TOE is to control access to dpta, the
resource "CPU time" may not need to be considered when defining the SFRs.

There are several stages to the process of selecting the SFRs for a PP or ST. In considering the selection
process, it is helpful to distinguish between the following two types of SFR:

a) principal SFRs, which directly satisfy the identified security objectives for the TOE;

b) supporting SFRs, which do not directly satisfy the security objectives for the TOE, but which
nonetheless provide support to the principal SFRs, and hence indirectly help satisfy the relevant
security objectives for the TOE.

Whilst ISO/IEC 15408 does not explicitly distinguish between these two types of SFRs, such a distinction
is implicit in the consideration of such things as dependencies between functional components, and the
demonstration of mutual support between SFRs. Therefore, whilst there is no need for the PP or ST
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author to explicitly categorize the SFRs as principal or supporting in the PP or ST, recognizing that there
are these two types of SFR will be of significant benefit when one comes to write the PP or ST Rationale.

The first stage in the SFR selection process is thus, for each security objective for the TOE to identify
the principal SFRs for the functional model which directly satisfy them. Once a complete set of principal
SFRs has been established, there then follows an iterative process whereby the complete set of
supporting SFRs are identified. As described above, all SFRs (whether principal or supporting) should,
where possible, be expressed using appropriate functional components from ISO/IEC 15408-2:2008.
12.3.2 provides guidance identifying which functional components should be used to express common
securit i i : i i =2
the PP|or ST author should also consult the guidance contained in the annexes to ISO/IEC 15408-
2:2008|as to whether the component would be appropriate, and how it should be interpreted.

( SECURITY OBJECTIVES FOR THE TOE )

indirectly
satisfy

directly
satisfy

SFRs
provide
support to Supporting
SERs

Figure 4 — Role of principal‘and supporting SFRs

_———— - — ]

The rellationship between these two types of SFR is illustrated in Figure 4. It may be noted that this
relatiomship is relevant to the PP or ST ratioriale, which, inter alia, is required to demonstrate mutual
supporf between the SFRs. This will involve providing an explanation of the nature of the support
provided by supporting SFRs in helpingtaoénsure that the security objectives for the TOE are met.

There dre three stages involved in.identifying the complete set of supporting SFRs:

a) identifying the additional’SFRs needed to satisfy (where it is considered to be appropriate)
the depjendencies (as definedyin ISO/IEC 15408-2:2008 for the relevant functional components) of all
princip@l SFRs. This includes any dependencies of the supporting SFRs identified during this stage;

b) identifying any ddditional SFRs that are necessary to ensure that the security objectives for the
TOE are achievéd: This will include SFRs needed to defend the principal SFRs against composite
attpcks thatTirst defeat the function, then mount the threat the function is intended to counter;

c) identifying the additional SFRs needed to satisfy (where it is considered to be appropriate) the
dependencies of those supporting SFRs selected during the second and third stages.

The identification of supporting SFRs to satisfy the dependencies as identified in ISO/IEC 15408-2:2008
is likely to be an iterative process, for example,

a) suppose that the PP or ST includes a security objective requiring the TOE to provide specific
responses to the detection of events indicative of an imminent security violation. This leads to the
inclusion of a principal SFR based on the FAU_ARP.1 (Security Alarms) component;

b) according to ISO/IEC 15408-2:2008, FAU_ARP.1 has a dependency on FAU_SAA.1 (Potential
Violation Analysis) which should also be included as a supporting SFR;

c¢) FAU_SAA.1has adependency on FAU_GEN.1 (Audit Data Generation);
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d) FAU_GEN.1 has a dependency on FPT_STM.1 (Reliable Time Stamps);
e) FPT_STM.1 introduces no requirements for additional functional components.

It should be noted that ISO/IEC 15408 permits the PP or ST author to leave some dependencies
“unsatisfied”, provided it is explained why the relevant SFRs are not required to satisfy the security
objectives (and hence address the security concerns).

Dependencies should be applied in a consistent manner. For example, in the case of FAU_ARP.1,
consistency is ensured by the nature of the requirements (FAU ARP.1 depends on the expectation of a
potential security violation that is defined by application of FAU_SAA.1.2).

For other components, consistency may be more problematic. For example, in the case of FDP_AQC.1, the
PP or ST will identify the particular access control SFP to which it relates. In satisfyingthe depgndency
pf FDP_ACC.1 on FDP_ACF.1, it needs to be ensured that FDP_ACF.1 is applied to the saime access|control
SFP that was used for FDP_ACC.1. If the iteration operation is applied to FDP_ACC Tfor different access
control SFPs, the dependency on FDP_ACF.1 will need to be satisfied in respect of each such access
control SFP.

The identification of additional supporting SFRs (i.e. those that are not/identified as dependefcies in
[SO/IEC 15408-2:2008) involves identifying any other SFRs which the\PP or ST author considers to be
necessary to support the achievement of the security objectives forthe TOE. Such SFRs will typically
provide support by reducing the options or opportunities available to an attacker, or by increaging the
level of expertise or resources an attacker needs to have to mount a successful attack. The following
should be considered in the light of the security concerns and the security objectives:

n)  SFRs based on relevant components from the same.class in ISO/IEC 15408-2:2008. For example, if
the component FAU_GEN.1 (Audit Data Generation)is included then this may imply a need t¢ create
and maintain a secure audit trail to store thé data generated (requiring one or more furjctional
components from the FAU_STG family) and-a need for tools to review the generated audit data
(requiring one or more functional components from the FAU_SAR family). Alternatively, the
generated data may be exported to angther system for review;

b) SFRs based on relevant compaonents from the FPT (Protection of the TOE Security Furnctions)
class. Such SFRs will typically. protect the integrity and/or availability of the TSF or TSF flata on
which the other SFRs rely, dlthough they may protect its confidentiality as well. Examples [include
FPT_TEE.1 (Testing of External Entities) and components from the FPT_PHP (Physical Protection)
family, which may be réquired to support the security objectives where there is an identifi¢d need
to protect the TSFragainst such things as TSF failure, corruption, or modification (posgibly by
malicious means);

c) SFRsbased pnirélevant components from the FMT (Security Management) class. These components
will be uséd to specify any necessary supporting security management SFRs. An examplq of this
would be’FMT_REV.1 which addresses the revocation of security attributes, and may be congidered
releyant where SFRs are included that deal with security attributes (e.g. access control).

The, selection of these supporting SFRs should always be done in light of the security objectiyes and
the functional model, in particular, taking into account the need to end up with a set of SFR$ which
orm a mnhla]]y cnppnrﬁ'vn and infpgrafnﬂ and effective whole. The process of rnncfrllrfing the PP or
ST rationale may therefore have a significant influence on this selection process. The PP or ST author
is strongly advised to avoid including supporting SFRs that are not needed to achieve the security
objectives, because this will only serve to limit the acceptability of the PP or ST given that

a) some TOEs may not be able to meet such SFRs, and

b) increasing the number of SFRs will increase the cost and maintenance of unneeded requirements
in evaluation.

If the PP or ST is being constructed using a related PP as a basis, the process for selection of SFRs
should be simplified considerably. The PP or ST being constructed should include different SFRs, where
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appropriate, taking into account any differences between the TOE security problem definition and/or
security objectives.

12.3.2 Selecting SFRs from ISO/IEC 15408-2:2008

Tables 1 to 6 provide a mapping between the paradigms explained and the SFR components defined
in ISO/IEC 15408-2:2008. Some components cover more than just one aspect of the paradigm and are
therefore listed more than once in the tables.

Table 1 — Access control

Requirement Applicable components
Define pubjects, objects, operations FDP_ACC.1, FDP_ACC.2, FDP_IFC.1, FDP_IFC.2, FMT_SMEF.1,
Define pecurity attributes FDP_DAU.1, FDP_DAU.2, FDP_IFF.1, FDP_IFF.2, FRU_PRS.IfFRU_
PRS.2, FRU_RSA.1, FRU_RSA.2
Create pubjects, objects FDP_ITC.1, FDP_ITC.2, FMT_SMF.1
Exportfobjects FDP_ETC.1, FDP_ETC.2
Managg¢ security attributes FDP_ITC.2, FIA_USB.1, FMT_MSA.1, FMT.MSA.2, FMT_MSA.3,

FMT_MTD.1, FMT_MTD.2, FMT_MTD.3{ FMT_REV.1, FMT_REV.2,
FMT_SAE.1, FTA_LSA.1

Define fules for access FDP_ACF.1, FDP_IFF.1, FDP_IFF.2,EDP_ROL.1, FDP_ROL.2,FRU_PRS.1,
FRU_PRS.2, FRU_RSA.1, FRU_RSA™2
Managg access control rules FMT_MOF.1, FMT_SMF.1

Table 2 — User management

Requirement Applicable components
Define piser types FMT_SME.1
Define pecurity attributes FIA_ATD:2
User idgntification rules FIA.UID.1, FIA_UID.2
User authentication rules FIA AFL.1, FIA_SOS.1, FIA_SOS.2, FIA_UAU.1, FIA_UAU.2, FIA_

WAU.3, FIA_UAU.4, FIA_UAU.5, FIA_UAU.6, FIA_UAU.7

Managg¢ment of user credentials and séeu- |[FMT_MSA.1, FMT_MSA.2, FMT_MSA.3, FMT_MSA.4, FMT_MTD.1,
rity attfibutes FMT_MTD.2, FMT_MTD.3, FMT_REV.1, FMT_REV.2, FMT_SAE.1,
FMT_SMR.1, FMT_SMR.2, FMT_SMR.3, FTA_LSA.1, FTA_MCS.1,
FTA_MCS.2

Managg identification and authentication |[FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SMF.1
rules

Managg¢ment of user<Subject binding FIA_USB.1

Table 3 — TOE self protection

Requirement Applicable components

wnm ek ml

L4 onro o ymy 5 oy D _DLIn g Doym
_ILE. L, I'r1I_111.Z4, Fl”l lllD I‘l"l l"l_ll’l,[‘l’l rrr.2, rri

I
PHP3 FPT_RPL.1, FPT_TST.1, FRU_FLT.1, FRU_FLT.2

N £ 1L -
Detectiomofmmatfunction

Reaction to malfunction FPT_ITT.3, FPT_PHP.2, FPT_PHP.3, FPT_RCV.1, FPT_RCV.2, FPT_
RCV.3, FPT_RCV.4, FPT_RPL.1, FRU_FLT.1, FRU_FLT.2
Manage detection and reaction rules FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SMF.1
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Table 4 — Securing communication

Requirement

Applicable components

Establish communication link

FMT_SMF.1, FTP_ITC.1, FTP_TRP.1

Define communication link properties
(security attributes)

FCO_NRO.1, FCO_NRO.2, FCO_NRR.1, FCO_NRR.Z2, FDP_UTC.1,
FDP_UIT.1, FDP_UIT.2, FDP_UIT.3, FPT_ITC.1, FPT_ITL.1, FPT_ITIL.2,

FPT_RPL.1, FTP_ITC.1, FTP_TRP.1

Manage communication link properties

FMT_MSA.1, FMT_MSA.2, FMT_MSA.3, FMT_MTD.1, FMT-MTD.2,

FMT MTD.3, FMT REV.1, FMT REV.2, FMT SAE.1

Manage link establishment rules FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT/SMF.1,
FTA_SSL.1, FTA_SSL.2, FTA_SSL.3, FTA_SSL.4, FTA_TAB.1; F[TA_
TAH.1, FTA_TSE.1

Table 5 — Audit
Requirement Applicable compofnents

Define events to be audited FAU_GEN.1, FAU_GEN.2, FAU_SEL.1

Define reaction on events FAU_ARP.1, FAU_SAA.1, FAU_SAA<2;, FAU_SAA.3, FAU_SAA.4

Define management of events FAU_SAR.1, FAU_SAR.2, FAU_SAR.3

Define management of audit trail FAU_STG.1

Manage audit rules FMT_MOF.1, FMT_MTD.1I, FMT_MTD.2, FMT_MTD.3

Table 6 — Architecturalrequirements
Requirement Applicable components

Audit trail protection FAU_STG¢2-FAU_STG.3, FAU_STG.4

Cryptographic functions FCS_GKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4, FCS_COP.1

Information flow control FDRYFF.3, FDP_IFF.4, FDP_IFFE.5, FDP_IFF.6

Internal TOE transfer FDP_ITT.1, FDP_ITT.2, FDP_ITT.3, FDP_ITT.4

Residual information protection FDP_RIP.1, FDP_RIP.2

Stored data integrity FDP_SDI.1, FDP_SDI.2

Management FMT _MTD.1

Privacy protection FPR_ANO.1, FPR_ANO.2, FPR_PSE.1, FPR_PSE.2, FPR_PSE.3,[FPR_
UNL.1, FPR_UNO.1, FPR_UNO.2, FPR_UNO.3, FPR_UNO.4

Fail secure FPT_FLS.1

Availability FPT_ITA.1, FPT_ITT.1, FPT_ITT.2

Synchronizatign of state FPT_SSP.1, FPT_SSP.2

Secure timéstamp FPT_STM.1

Data cohSistency FPT_TDC.1, FPT_TRC.1

Tables 1 to 6 are intended to help with identifying suitable SFR components once the security furjctional

odel has been defined in accordance with the guidance in 12.2. and 12.3.1. It is left to the authpr of an

ST or PP which component he selects and how he expresses the aspect of the security functional model
using the component and the operations allowed.

For the architectural requirements, a list of architectural issues is provided, which is mapped to SFR
components from ISO/IEC 15408-2:2008 that are related to those issues.
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12.3.3 How to perform operations on security functional requirements

12.3.3.1 Permitted operations

As stated in 10.1 (see also ISO/IEC 15408-2:2008, 2.1.4), some functional components include permitted
operations which may require the PP or ST author to tailor the security requirement as appropriate for
the PP or ST. These operations are

a) assignment, allowing the specification of an identified parameter,

b) itefation, allowing multiple use of the same functional component to express different requirements
c) selection, allowing the specification of one or more elements from a given list, and

d) reflnement, allowing the addition of details to the security requirement, thereby restricting the set
of gcceptable solutions without introducing any new dependencies on other SFRs.

12.3.3.2 Iteration

The itdration operation is often needed to express SFRs using componentsiin the FMT (Security
Managé¢ment) class, which are called up as dependencies by many differert functional components in
ISO/IEC 15408-2:2008. In order to satisfy such dependencies, it will typically be necessary to use the
same cpmponent, with the assignment and selection operations completed differently. For example
FMT_MISA.1 may be iterated a number of times to define distinct SERS relating to the management of
different types of security attributes. Similarly, it may be desirable to make multiple use of componentg
from the FDP_ACC and FDP_ACF families in the case where a TOE.is required to enforce different accesq
control|policies, e.g. Discretionary Access Control (DAC) and.Role Based Access Control (RBAC).

The PP|or ST author is encouraged to use the iteration gperation where the clarity of the PP or ST can
be enhanced, e.g. to break down a complex and unwieldy SFR into distinct and manageable functional
requirgments. Use of the iteration operation dee€s, however, pose other potential problems when
presenting the SFRs in the PP or ST.

12.3.3.8 Assignment and selection

In an apsignment, there is the possibility that the value of the parameter may be null, whereas with 3
selectign there is always at least one\value of the parameter identified. By completing an assignment o
selectign, operation in a PP removes any decision by the ST author as to how the functional component is
to be tdilored to meet the security objectives (other than the possibility of refinement). In other words
there afe no aspects (insofar.as the operation is concerned) that are “to be defined” by the ST author.

Generally, individual assignments or selections will require completion by the ST author. In a PP, over-
qualifidation through_completion of operations, or too much detail, may unduly restrict the number of
TOEs that may be able to claim conformance with the PP. The balance of completing operations is based
on the heed fora.PP to be

a) acpmplete set of the requirements of the author,

b) implementation-independent, and
c) sufficiently detailed to demonstrate that the objectives are met.

Therefore, it is necessary to complete assignment and selection operations to the extent needed to
meet the security objectives. A critical test will come when one constructs the security requirements
rationale: that the arguments presented to demonstrate the suitability of the IT security requirements
to meet the security objectives should not rely on details that have not been specified in the SFRs. For
example, in the case of an access control SFR based on FDP_ACF.1, one may consider it appropriate to
leave the specification of access control rules entirely in the hands of the ST author, if such rules are
already defined in an OSP which the relevant (access control) security objective is intended to meet. In
this case, a PP author should complete the assignment and selection operations only as far as required
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to satisfy the general security objective, leaving sufficient freedom to the author of an ST that claims
compliance to the PP to define the specifics of the access control rules implemented in the TOE.

One technique that a PP author may use in order to solve the above problem is that of partially completing
the operations. By adopting this approach, one can give maximum flexibility to the ST author, whilst at
the same time precluding potential choices for assignments or selections that would not be consistent
with the security objectives for the TOE.

For example, in the following SFR (based on FAU_ STG 4.1), the selection operation has been partially

r\mr\]ofor‘ ]‘“7 nrecluding CD]D{""‘II‘\Y\ r\F f]‘\n r\hf!nn |n'nnvo auditahle nnnnfc ur]‘nr‘}‘\ fl‘\n DD ’JH"‘ thor has
P*

.................

udged to be inconsistent with the security objectives for the TOE. The SFR therefore presefity the ST
huthor with a choice of two (rather than three) acceptable options:

The TSF shall [selection: “prevent auditable events, except those taken by the authoris¢d user
with special rights”, “overwrite the oldest stored audit records”| and [assignmént: other actions
to be taken in case of audit storage failure] if the audit trail is full.

With assignments, the PP author may wish to limit the choices an ST author ¢anrmake to a set of pptions
pcceptable for the environment. In this case, the PP author may wish(te complete the assignment
pperation by turning it into a selection operation containing the valid<hoices, which in turn|can be
completed by the ST author.

As a general principle, a partially completed selection is valid if the set of options it presents is g subset
pf the options that are permitted by the original functional cohponent. Similarly, a partially completed
pssignment is valid if the permitted values to complete the-assignment are also valid assignmernts with
respect to the original functional component. If, for afy reason, these conditions are not m¢t, then
the PP author has ended up with an extended functienal component with a different assignient or
election operation.

Completing the operations of assignment and, Selection is reasonably straightforward. In the|case of
nssignment, one simply needs to ensure thatthe parameter is specified unambiguously. In the|case of
election, one simply needs to select the_appropriate item(s), based on consideration of the gecurity
pbjectives for the TOE. One should, however, consult the guidance given in the annexes to ISO/IEC|15408-
2:2008 if in doubt.

Where assignment or selection Has'been performed in a PP, it is mandatory to highlight the text that has
been specified (this is helpful to the reader, and especially to the PP evaluator checking conformance
to ISO/IEC 15408). The cuStomary way of highlighting is by using italics, but bolding or a djfferent
character set can also be used.

For example, FMT_SAE!1.1 could be presented as

The TSF shdallrestrict the capability to specify an expiration time for a user's password| to the
authorised’administrator.

[n this case, bold has been used for highlighting, since, being an example, the text is already in itialics.

[f ani Operation is left uncompleted, it is mandatory for the ST author to complete the operation.

Any urnrcompteted{or partiatty comptetedjoperations should; whereappropriate, beaccompanied by
an explanation, targeted at the ST author, of how the operation should be completed (for example, in
the form of an application note). It may be helpful to make it clear that the onus is on the ST author to
specify the details. For example, FDP_RIP.1.1 could be specified in a PP as

The TSF shall ensure that any previous information content of a resource is made unavailable upon the
allocation of the resource to the following objects [assignment: list of objects specified by the ST
author].

For each SFR included in the PP, the PP author needs to make a judgement as to whether to complete
any assignments or selections included in the functional component used to express the SFR. In an ST, all
assignments and selections need to be completed.
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12.3.3.4 Refinement

For each SFR included in a PP or ST, the PP or ST author needs to make a judgement as to whether to
specify any refinement of the SFR.

The operation of refinement may be performed on any functional component element, and involves
specifying additional technical details which do not levy any new requirements to those specified in
the text, but rather restrict the set of acceptable implementations. A refinement is acceptable if meeting

a) where the PP is being written by an organization which has additional technical details, sueh ag
organization policy information, not included in the appropriate ISO/IEC 15408-2:2008 compoiient

b) where the selected functional component would permit implementations which would“not makg
serlse, or would otherwise be inappropriate, for the type of TOE considered, unless.itis refined so
as fo exclude that possibility e.g. on the grounds of interoperability;

c) wl;rre the readability of the SFR may be improved.

As with assignment and selection operations, it is recommended that one highlights the text that has
been rgfined to assist the reader (and the PP evaluator in particular).

An example of the use of the refinement operation is as follows (basedcon FMT_MTD.3.1):

The TSF shall ensure that only secure values are accepted for{TSF data. Refinement: the TSF shall
ensure that the minimum password length enforced by the TOE is configured to a value of at
least 6 characters.

12.3.4 | How should the audit requirements be specified?

If the PP or ST includes auditing requirements (i.e.‘based on FAU_GEN.1), then ISO/IEC 15408 requireg
that th¢ minimum set of events which need to be auditable, and the minimum information which needs
to be r¢corded, is specified through the consideration of all other functional requirements included in
the PP ¢r ST.

This se|ection will depend on a number of factors, including:

a) any security policy requiremients on security audit, as defined in an OSP;

b) thgimportance of auditing-in achieving the security objectives;

c) thdrelevance of potential events, and their characteristics, to the security objectives;
d) codgt/benefit analysis.

For exdmple, if.the TOE is intended to defend against the actions of malicious users or hackers, it ig
likely that events such as login or access control violations will need to be auditable where the PP or ST|
includes stuch SFRs. However, events relating to the use of administrative functions may not need to b
auditahle:depending on the extent to which an administratoris (or has to he) trusted. In which case, thd
trustworthiness of the administrator would be stated as an assumption.

The question of cost/benefit analysis may rest on issues such as the following:
a) is the benefit of collecting the information worth the impact on performance?

b) if the information is collected, will the administrator have sufficient resources (e.g. tool support) to
effectively analyse the data?

c) whatare the likely costs of managing or archiving the data collected?
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ISO/IEC 15408 identifies three pre-defined levels of auditing, namely minimum, basic, or detailed (see
ISO/IEC 15408-2:2008, 2.1.2.5). For each such level, ISO/IEC 15408-2:2008 states which events should
be auditable (as a minimum), together with the minimum information to be recorded, based on the
functional components included in the PP or ST (see also ISO/IEC 15408-2:2008, C.2). These three levels
can be broadly characterized as follows:

a) the minimum level typically requires only some defined subset of operations or events associated
with a given functional component to be auditable. This subset is generally defined to be the most
interesting or significant type of event;

b) the basic level typically requires all operations or events associated with a given, furctional
component to be auditable, e.g. successful and unsuccessful login attempts;

c) the detailed level generally differs from the basic level by requiring additionalCinformation of
interest to be recorded. This level is only likely to be appropriate where the amount of auglit data
generated is anticipated to be small, or if the data will be subject to analysisihysophisticated audit
analysis tools or intrusion detection facilities.

[f none of these levels is appropriate, the PP or ST author should select the not specified level, and list
pll required auditable events explicitly in FAU_GEN.1.1. For example, onedmay use the minimum level for
cuidance, but choose to deviate from the minimum requirements in“Specific cases because a dffferent
subset of operations or events is more relevant to the security objectives, e.g. if FDP_ACF.1 is ifcluded
in the PP or ST, the PP or ST author may consider that unsuccessful'access attempts should be ayditable
rather than successful attempts (which is what ISO/IEC 15408-2:2008 requires for the minimum |level).

The PP or ST author will need to compile a list of auditable events by going through each furctional
component used in turn; in the case of the pre-defined levels of minimum, basic or detailed, these
are explicitly identified in the Audit section included for each family of components defjned in
[SO/IEC 15408-2:2008. It is recommended to censtruct a table, identifying the events and |(where
pppropriate) the additional information to be récorded, which can be referenced by FAU_GEN/J1.1 and
FAU_GEN.1.2 as appropriate.

12.3.5 How should management requirements be specified?

[SO/IEC 15408-2:2008 identifies; irthe Management section included for each family of components, a
list of management activities whieh should be considered for the component. This may suggest the need
to include particular compaenents from the FMT (Security Management) class. However, it is important
to note that the managenient section of an SFR in ISO/IEC 15408-2:2008 is intended to be infonmative.
There is therefore no need to justify any decision not to include particular management components
in the PP or ST (unless, of course, they are explicitly identified in the Dependencies section|within
[SO/IEC 15408-2:2008).

Generally speaking, management activities are identified where a functional component refers to, or
implies thesexistence of, configurable TSF data which may need to be managed and controlled. For
examplejthe security objectives for the TOE may be undermined if the ability to modify such data was
not restricted to administrators of the TOE. Therefore, FMT components are often included in qrder to
define supporting SFRs, in order to ensure that the security objectives for the TOE are met, and that the
SERs as a whole are mutually supportive.

Management activities can be derived from the functional model of the TOE. Typical management
activities that need to be considered are

— registration or de-registration of users,
— creation of objects,

— changes in the behaviour of security functions (including starting and stopping all or part of the
TOE functions),

— modification of audit parameters,
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— change of TSF internal state variables that are relevant for security (e.g. changing to maintenance
mode), and

— modifications of security attributes of users, objects, sessions, etc.

The PP or ST author should consult the guidance on the FMT class given in ISO/IEC 15408-2:2008,
Annex H when choosing functional components from this class.

12.3.6 How should SFRs taken from a PP be specified?

Where fan ST claims compliance with one or more PPs, it is likely that the SFRs will be specified either
complefely or mostly by the PP. In such cases, the ST author needs to decide whether to specify the PH
functiopal requirements in full (in order to ensure all the text is in one place), or whether to simply
referenice the PP and specify SFRs where these differ from the PP.

The latfer approach will simplify the ST but requires the reader to look at both the PP and-the ST to get
a full plcture. The reader of an ST is more likely to be interested in the IT security functions than in the
SFRs. Thhis includes the evaluator of the TOE (since the content of evaluation evidence.— such as design
test dofumentation and guidance documents — is likely to be more easily related to the IT security
functiops in the TOE summary specification than to the SFRs). The main purpdse of specifying SFRS
in an S[[' is to be able to demonstrate traceability back to relevant PPs, and to the SFRs as defined in
ISO/IEC 15408-2:2008. There is indeed a case for relegating the statement’of SFRs to an annex so as not
to conffise the reader by having two specifications of security functionality in the ST.

It should, however, be noted that some SFRs in the PP may have)operations (such as assignment o
selectign) that are left to the ST author. In such cases, it is recommended that the SFR is specified in full
with tHe completed operations emphasized by suitable typesetting (e.g. using italics). Any necessary
explangtions should be added using the same typesetting.,Such an approach will make it easier for thg
reader pf the ST (and the ST evaluator in particular) to,see'which operations have been performed, and
in whidh manner. It will also facilitate the constructien of the ST rationale.

12.3.7 | How should SFRs not in a PP be specified?

In some cases, it will be necessary to specify- SFRs in an ST where these are not in a corresponding PP
This may be necessary where

a) thdre is no appropriate PP available for the TOE to claim compliance with, and

b) thdsponsor considers that{the benefit to be gained by having functional or assurance requirements
thdt are in addition to what is required by the PP, is sufficient to justify the additional cost that
would be incurred.

In suchl cases, the approach to the specification of SFRs is the same as described in 12.3.1 to 12.3.5
Where SFRs are speéified in addition to those required by a PP, the ST author needs to ensure that these
do not fonflict with SFRs in the PP (the ST rationale will need to demonstrate that such conflict doeg
not occpur).

12.3.8 | How should SFRs not included in ISO/IEC 154.08-2:2008 be specified?

ISO/IEC 15408 requires that if the PP or ST author wishes to include a functional requirement for which
there is no appropriate functional component defined in ISO/IEC 15408-2:2008. The resultant SFR
should be specified using components of ISO/IEC 15408-2:2008 as a model for presentation.

The decision as to whether there is an appropriate functional component in ISO/IEC 15408-2:2008 to
use can be a difficult one to make, since this requires a high degree of familiarity with its content. It
is recommended that one consults the guidance in 12.3.2 which identifies the appropriate functional
components from ISO/IEC 15408-2:2008 to express common security functional requirements. It is
often the case that the desired security functional requirement can be obtained through appropriate
application of the refinement operation, or through permitted assignment or selection operations.
However, it is recommended that one does not attempt to “shoehorn” a security functional requirement
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