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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

SO or IEC participate in the development of International Standards through technical committees

pstablished by the respective organization to deal with particular fields of technical activity. 1IS©)g
fechnical committees collaborate in fields of mutual interest. Other international organizations, goever
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field Jof infd
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

The main task of the joint technical committee is to prepare International Standards. Draft Inten
Standards adopted by the joint technical committee are circulated to national bodies for voting. Public
an International Standard requires approval by at least 75 % of the national badies casting a vote.

n exceptional circumstances, the joint technical committee may proposesthe publication of a Technical
pf one of the following types:

— type 1, when the required support cannot be obtained for,the publication of an International S
despite repeated efforts;

— type 2, when the subject is still under technical development or where for any other reason the
future but not immediate possibility of an agreemént on an International Standard;

— type 3, when the joint technical committee*has collected data of a different kind from that
normally published as an International Standard (“state of the art”, for example).

Technical Reports of types 1 and 2 arg subject to review within three years of publication, to decide
they can be transformed into International Standards. Technical Reports of type 3 do not necessarily
be reviewed until the data they pravide are considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements of this document may be the subject g
Fights. ISO and IEC shall not-be held responsible for identifying any or all such patent rights.

SO/IEC TR 15446,~which is a Technical Report of type 3, was prepared by Joint Technical Co
SO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.

This secondiedition cancels and replaces the first edition (ISO/IEC TR 15446:2004), which hg
fechnically-revised.

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

ind IEC
nmental
rmation

national

ation as

Report

andard,

e is the

vhich is

whether
have to

f patent

mmittee

s been

© 1SO 2009 — All rights reserved

Vii


https://standardsiso.com/api/?name=51ecd9032c0e545f6023a7c235c4325d

ISO/IEC TR 15446:2009(E)

Introduction

This Technical Report is an adjunct to ISO/IEC 15408 Information technology — Security techniques —
Evaluation criteria for IT security. ISO/IEC 15408 introduces the concepts of Protection Profiles (PPs) and

Secur

a typdg of IT product that can then be evaluated against ISO/IEC 15408, whereas a Security Target ds,|a
statement of security needs for a specific ISO/IEC 15408 target of evaluation (TOE).

Unlike| previous editions, the third edition of ISO/IEC 15408 provides a comprehensive explanation® of what

needs

explarfation or guidance of how to go about creating a PP or ST, or how to use a PP or ST,inJpractice whegn
specifying, designing or implementing secure systems.

This Technical Report is intended to fill that gap. It represents the collective experience over many years fromn

leadin

viii

ity Targets (STs). A Protection Profile is an implementation-independent statement of security needs for

to go into a PP or ST. However, the third edition of ISO/IEC 15408 still does not. provide arly

) experts in ISO/IEC 15408 evaluation and the development of secure IT products.
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Information technology — Security techniques — Guide for
production of Protection Profiles and Security Targets

the

1 Scope

This Technical Report provides guidance relating to the construction of Protection Profiles (RPsy and

Targets (STs) that are intended to be compliant with the third edition of ISO/IEC 15408. It is,also appli
PPs and STs compliant with Common Criteria Version 3.1 [1], a technically identical standard publishe
Common Criteria Management Board, a consortium of governmental organizations™involved in IT

pvaluation and certification.

This Technical Report is not intended as an introduction to evaluation usingSO/IEC 15408. Read
5eek such an introduction should read Part 1 of ISO/IEC 15408.

This Technical Report does not deal with associated tasks beyond PP and ST specifications such
Fegistration and the handling of protected intellectual property.

2 Normative references
The following referenced documents are indispensable for the application of this document. Fg
references, only the edition cited applies. For wundated references, the latest edition of the ref
document (including any amendments) applies.

ISO/IEC 15408-1:—"), Information technology — Security techniques — Evaluation criteria for IT se
Part 1: Infroduction and general model

SO/IEC 15408-2:2008, Information technology — Security techniques — Evaluation criteria for IT se
Part 2: Security functional components

SO/IEC 15408-3:2008, Infarmation technology — Security techniques — Evaluation criteria for IT se
Part 3: Security assurance-components

SO/IEC 18045:2008;4nformation technology — Security techniqgues — Methodology for IT security ev

3 Terms/and definitions

For.the purposes of this document, the terms and definitions given in ISO/IEC 15408-1:—") apply.

Security
cable to
d by the
security

ers who

as PP

r dated
erenced

Curity —

Curity —

Curity —

aluation

4 Abbreviations

For the purposes of this document, the abbreviations given in ISO/IEC 15408-1:—%Y and the following apply.

COTS Commercial Off The Shelf

1) To be published. Technical revision of ISO/IEC 15408-1:2005.
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CRL Certificate Revocation List

LDAP Lightweight Directory Access Protocol
SPD Security Problem Definition

SSL Secure Sockets Layer

TLS Transport Layer Security

5 Purpose and structure of this technical report

chnical Report is intended to help people who have to prepare Protection Profiles (PRs)>or Security
(STs) for use in evaluation against the third edition of ISO/IEC 15408. It provides detailed guidande

chnical Report applies only to the third edition of ISO/IEC 15408. Earlier versions of ISO/IEC 15408
ifferent and incompatible technical requirements. However, the strategies¢proposed in this Technicgl
Reporf will, in the main, also be applicable to earlier versions of ISO/IEC 15408.

This Technical Report is primarily aimed at those who are involved in the development of PPs and STs. It wll
also bg of interest to consumers and users of PPs and STs who wish to anderstand the contents of PPs and
STs déveloped by others, and wish to confirm the relevance and accuracy of the information that they contaip.
It is algo likely to be useful to evaluators of PPs and STs and to these’'who are responsible for monitoring PP
and ST evaluation.

It is assumed that readers of this Technical Report are familiar with ISO/IEC 15408-1, and in particular
Annexes A and B which describe STs and PPs respectively. PP and ST authors will (of course) need to
become familiar with the other parts of ISO/IEC 15408 as described in this Report, including introductory
materifl such as the functional requirements paradigidescribed in ISO/IEC 15408-2:2008, Clause 5.

This Technical Report is intended for guidance*only. It should not be cited as a Standard on the content o¢r
structyre for the evaluation of PPs and STs. dftis intended to be fully consistent with ISO/IEC 15408; howeve,
in the pvent of any inconsistency between this Technical Report and ISO/IEC 15408, the latter as a normative
Standard takes precedence.

Clausgs 1 to 4 contain introductofy)and reference material, and are followed by this overview clause (Clauge
5).

Clause 6 provides an introduction to Protection Profiles and Security Targets — what they are, when and why
they mjight be used. ThiS)clause also discusses the relationship between PPs and STs and issues relating {o
the PH/ST development process.

Clausgs 7 to 13.provide information on how to specify the seven mandatory parts of the contents of a PP ¢r
ST, following.the order outlined in ISO/IEC 15408-1.—, clauses A.2 and B.2.

Clause 1% examines the issues specific to PPs and STs for composed TOEs, i.e. TOEs that are composed ¢f
two or more component TOESs, each of which has its own PP or ST.

Clause 15 deals with some special cases, namely low assurance reduced PP/ST contents, conforming to
national restrictions and interpretations and the use of functional and assurance packages.

Clause 16 discusses the topic of use of automated tools in PP/ST development.

2 © 1SO 2009 — All rights reserved
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6 An overview of PPs and STs

6.1 Introduction

This clause provides an overview of the roles of PPs and STs in information security evaluatio
ISO/IEC 15408.

6.2 Audience

n using

This Technical Report is intended for use by two distinct audiences:

p) IT professionals with security knowledge (e.g. security officers/architects with an understandi
security requirement) but who are not experts in information security evaluation, andywho have
knowledge of ISO/IEC 15408;

b) Experts in information security with good knowledge of ISO/IEC 15408, who are engaged in de
PPs and STs as part of their professional activities.

f you fall into the former category, this clause should provide you with the inférmation you need to ung
the purpose and structure of PPs and STs. It should also provide you Wwith the background informa
Will need to read and understand PPs and STs, and to identify their relevance and correctness with re
your particular circumstances. Following clauses will explain the contents of each part of PPs and
detail, but are oriented towards the production of such documents, and assume knowledge of ISO/IEC

f you are an expert, you should already be familiar with the\contents of this clause. Subsequent clay
provide you with methodologies, techniques and practical.tips that you can use to prepare PPs and S
efficient yet consistent manner.

f you are not an expert in information security, and you need to produce a PP or ST, this Technical Rq
help you do so. However, you will also need te;find, read and understand published examples of PP4
Similar to your requirement. You should also consider calling on the services of others who do h
hecessary specialist knowledge and experience.

6.3 The use of PPs and STs

65.3.1 Introduction

The main use of ISO/IEE/15408 is to assess the security of IT products. The term “IT product”
actually defined in ISO/IEC 15408; however, it can be understood to cover any type of entity bu
nformation technology, whether a complete IT system used exclusively by one organisation, or 4§
package created. by a product manufacturer for sale to many different and unrelated customers.
Technical Report, when we talk about IT products, or just products, our advice is intended to apply to

COTS products, or some other explicitly specific wording.

As/T. products may be used in many ways, and in many types of environment, the notion of security

ng of a
no prior

eloping

erstand
ion you
spect to
STs in
15408.

ses will
s in an

port will
or STs
ave the

s never
It using
L COTS

In this
all such

entities.  Where the scope of our advice is limited to a particular type of product, we talk about systems, or

il vary

with' the product. The end result of an ISO/IEC 15408 evaluation is therefore never “this IT product is

secure”,

but is always “this IT product meets this security specification”.
ISO/IEC 15408 has standardised security specifications to (among others):
- mandate specific content needed to assess a product against the security specification;

- allow comparison of security specifications of different products.

© 1SO 2009 — All rights reserved
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ISO/IEC 15408 recognises two different types of security specifications: Protection Profiles (PPs) and Security
Targets (STs). The difference between these two is best explained by the roles they are intended to play in a
typical product purchasing process, where a customer seeks to buy a product from a developer.

The notions of customer, developer and product are deliberately kept abstract. A customer is someone who
wants to buy a product. It can be a single individual, an organization, a group of organizations, a government
department etc. A developer is someone who wants to sell a product. It can be a single programmer, a small
company, a large company, a group of companies working together etc. Finally, a product could be anything
from a small software application or a smart card to a large operating system or a complete computer system

contaipirg-hundreds-of distinct components-

When four customer wishes to buy a product, he has essentially two possibilities:

- The customer contacts a developer, specifies his needs, and the developer creates a preduct that |s
specifically targeted towards that customer and exactly fulfils the demands of that customer,>This may b
expensive but the customer gets what he wants. In the remainder of this section, we-will call this [a
specification-based purchasing process.

[¢)

- The customer selects a product from a number of existing products. This is probably cheaper, but the
relsulting product may or may not exactly fulfil the customer’s needs. In the remainder of this section we
wlll call this a selection-based purchasing process.

When|IT security is important, these purchasing processes have an added difficulty. For the average
customer it is:

- hard to define what kind of IT security he needs;

- harder to determine whether the IT security that a given ‘product claims to have is useful or sufficient {o
mEet his needs;

- and even harder to determine that if a product claims to have security properties, that these claims afe
tryie.

To asgist a customer through a purchasing process and address the difficulties listed above, an evaluation pf
the product using ISO/IEC 15408 may be-useful, and in this case, Protection Profiles and Security Targefs
play ap important role. In the next two subsections, we will show how an evaluation may assist each type of
procegs: specification-based and selection-based.

Of codirse, IT products do not‘work in isolation. The product is used by the customer in an operationgl
enviropnment, which may contain Security measures of its own. Sometimes the product will make assumptiorjs

that cgrtain types of security, features exist within that operational environment. These assumptions will al§o
form pprt of the PP or ST

6.3.2 | Specification-based purchasing processes

6.3.2.] Qverview

In a specification-based purchasing process, a customer writes a specification, provides this specification toja
developer, and the developer then creates a product based on this specification. In more detail, the following
steps must be performed:

a) The customer must determine his security requirements informally;

b) The customer must transform these informal security requirements into a more formal specification
suitable for use by a developer;

c) The developer must build a product based on this specification.

4 © 1SO 2009 — All rights reserved
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In the end, the customer wants to know that “this product is useful for me”. Therefore the quality of each of
these steps is important.

6.3.2.2 Informal security requirements
The process of determining informal security requirements, that is determining “what is my security problem,

and how should | address it?” is outside the scope of ISO/IEC 15408 and therefore outside the scope of this
Technical Report. However, this does not mean that this is unimportant or easy by any means.

lavarthaloace 1CA/IEC ACAN0 acctimane that tha ~ictomany 1o oonalhla of Aafininay hic or bhay infarnaal sec I‘t
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requirements. If this is done incorrectly, the product that is purchased in the end may not meet)the true
Security requirements.

Customer requirements, once written down, often have a number of problems associated with them,
pspecially in the area of security. Customer requirements are typically:

p) Incomplete (not all the requirements are present). For example, important threats that the product should
counter are missing;

b) Not embedded: They are insufficiently tuned to the specific environmert in which the product has to
function, or do not describe this environment clearly enough.

C) Implicit: Some product requirements have consequences, but-these consequences are themse|ves not
included. The developer may not take these implicit requirements into account;

d) Not testable: The requirements are phrased ambiguously, so that it is not possible to verify whether a
product meets the requirement or not;

E) Too detailed: The implementation has in fact already been written down but not the reason why this was
chosen. If, in a later stage, the requirements ‘change it is often unclear how these changes sHould be
made;

f) Filled with ambiguous terms: like "the) communication shall be secure" without defining what ‘|secure”
means;

p) Inconsistent: The requirements.are internally self-contradictory.

Providing these customer requirements to a developer in a raw form will generally lead to problems, as the
developer may misunderstand them. Security evaluation may lead to even more problems, since evpluators
Imay interpret requirements differently from both the customer and the developer.

F-or these reasonS§yan important step in the whole specification-based purchasing process is the formdglising of
customer requirements. For security requirements based on ISO/IEC 15408, this formalisation takes place
using a so-called Protection Profile (PP). A PP is in essence a document that defines the customer’s [security
requirements in a formalised, standardised way.

£.32.3  Using PPs as specifications

PPs are typically written by large organizations, groups of organizations, government departments, etc. as
they require a significant investment of effort.

A PP contains many sections, but as a security specification, the most important is the “security functional
requirements”. Using ISO/IEC 15408, it is mandatory to write these requirements in a special language,
defined within that International Standard. Use of this language ensures that the Protection Profile is:

a) not ambiguous: the language contains well defined terms, so that a developer can understand the
requirements and interpret them correctly.
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b)

c)

d)

6.3.2.4 Building a product from a PP
The customer can now give the PP, i.e. his formalised requirements, to one or more developers¥ Eag
develgper uses this PP as a starting point for the development of a product. As a first step in thiSyprocess h
writes ja Security Target (ST).

An STlused for this purpose is very similar to a PP, but where a PP defines the customefrequirements and
in pringiple written by the customer, the ST is a product specification and written by the developer.

The developer can of course not deliver an arbitrary ST as a reaction to the customer’'s PP: his ST has {
conform to the PP. This means that the product has to cover all the customer.requirements, but:

A PP fnay permit the ST author flexibility to offer something that is equivalent but different in terms of securi
functignality provided — for more details, see 6.5:6-

The T defines for the developer the, security functionality his product should deliver and serves as
“Specification of Security Requirements” for the rest of the development process.

The re

6.3.2.5 The role of evaluation in a specification-based purchasing process

Until ow, we have_only described the role of the customer and the role of the developer in this proces
Based|on this process, the developer could simply say to the customer (without further evidence):

a)
b)

c)

testable: the language is defined to contain only testable terms. Thus, it will be possible to assess in
later stage whether the product actually fulfils the PP.

a

not too detailed: the language enforces a certain level of abstraction. This closely follows what should be
the consumer requirements: the consumer wants something to be done but does not want to worry how

this is accomplished.

more complete: the language contains several constructions (“if this functionality is required then th
other functionality is also required") to help ensure that implicit requirements are included.

is

The ST may specify more than the PP: the product will offer more security functionality than the customé
requirements (note: this extra functionality is not allowed to be ineompatible with the PP), because, f
example, the product will be sold to several customers,~each with similar but slightly differe
requirements, or because the product is derived from an existing, standard product.

The ST contains more detail than the PP: while the PR explains “what” shall be secured, the ST als

requirements.

my ST cemplies with your PP;

explains “how” the developer points out, in gengeral terms, how he will implement the custome

sult of the development pracess should be a product that can be delivered to the customer, who in tufn
can install it and use it. Naturally,ithis product should perform as described in the ST.

9]
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mly_product complies with my ST;

therefore, my product complies with your PP and meets your requirements.

If the customer accepts these statements, the process ends here.

However, if a customer requires independent verification of these statements, he can enlist a third party (an
evaluation facility) to check these claims of compliance by performing an ISO/IEC 15408 security evaluation.
In this process, an evaluation facility uses the PP, the ST, the product and ISO/IEC 15408 to assess two
statements:
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a) the ST complies with the PP;

b) the product complies with the ST.

Note that two issues are still left open, despite evaluation.

a) The translation of the customer's informal security requirements to a Protection Profile. As said earlier,

this process falls outside the scope of ISO/IEC 15408, but if this is not done correctly, the PP will not
match the customer's requirements and therefore the product will likely also not match the customer's

raollianmant

b) Evaluation does not “prove” compliance. An ISO/IEC 15408 evaluation will never provide™an absolute
guarantee that the product meets the PP, it can only deliver a certain degree of assuranceldepending on
the depth and scope of evaluation as specified in the PP or ST.

£.3.3 Selection-based purchasing processes

6.3.3.1 Overview

The previous subsection discussed a customer delivering a specificatiopn~and a developer implementing that
Specification. This subsection discusses the situation where a customer.does not have the luxury of having a
product made for him: he has to select from existing products. Therefare the purchase is no longer based on
compliance to a formalised statement of customer requirements (i)6. a PP), but on comparison of [existing
products by the customer.

n a selection-based purchasing process of an IT product:

n) a developer must produce a product and a specification of this product and provide the specifigation to
the customer.

b) the customer must determine from the“specification (perhaps by comparing the specification to
specifications from other developers) whether the specified product is the most suitable product fgr him to
purchase.

As the customer in the end wantst@-know that “this product is suitable for me”, the quality of each ¢f these
Steps is important.

£.3.3.2 Using a specification provided by the developer
n selection-based purchasing processes, the customer has to use a specification provided by the developer.

f this specification is informal, the same potential disadvantages hold as for the informal clstomer
requirementsidiscussed in 6.3.2.2. For this reason, this specification needs to be formalised as well. |For this
purpose JSQ/IEC 15408 uses the Security Target (ST) as already discussed in 6.3.2.4. The ST|here is
denticalto’the ST discussed in 6.3.2.4, with one obvious difference: since it is not based on a customgr’s PP,
t canfot claim compliance to such a PP (it may claim compliance to other types of PP — see 6.3.4 belgw).

aearicen tha Aavunlanayr Aanc nat lenawvagy A cnanific ~y
EeauSttHE-GEvYEBpE—1 BB o oOW—a—Speeht

of what the market wants and codify this in the ST. Thi
customer’s specific requirements.

tomar
toOTeT

c ramante hao vanll havna ta malea an i
Stofh rementshe-wil-hravetomakean-estimate

s does therefore not necessarily match with any

The developer builds his product according to the ST: this process is similar to that described for specification-
based purchasing processes.
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6.3.3.3 Comparing Security Targets by the developer

The customer can now compare the STs of a number of products and select the one that best matches his
requirements (probably also considering non-security requirements such as price). This means that he will
still somehow have to find out what his informal security requirements are (see 6.3.2.2) and compare these
with the STs offered to him. If one or more products match his requirements, he is done. If this is not the
case, he will either have to choose the “closest” product or find some other solution (i.e. change his
requirements).

As already-stated-in-6-3-2-the-process-of-deriving—rformal-custemersecurity—reguirements—tals—outside—t
scope [of ISO/IEC 15408 and this Technical Report. Comparing requirements and an ST also falls outsidé.th
scope|of ISO/IEC 15408, although guidance on this topic will be found in later clauses of this Technica

Report.

= D D

6.3.3.4 The role of evaluation in a selection-based purchasing process

Similaf to the specification-based purchase process, the developer could simply claim that-his product meejs
the ST| and if the customer accepts this claim, the process ends here.

=]

HoweVer, it is customary for the developer to offer a certificate confirming that antindependent third party (4
evalugtion facility) has validated the ST, and then performed an ISO/IEC 15408_security evaluation to confirpn
that thp product indeed meets the ST. It is even possible for the customer to.commission the evaluation if He
or she|believes it to be essential and the developer has not done so.

Note that using evaluated products still leaves two issues open:

a) Proving equivalence of the customer’s informal security reguirements and the Security Target. As sald
earlier, this process falls outside the scope of ISO/IEC 15408, but if it is not done correctly, the ST may
ngt match the customer's requirements, and therefore the product may not match the customer|s
requirements either.

b) Eyaluation does not “prove” compliance. A~ISO/IEC 15408 evaluation will never provide a perfegt
guarantee that the product meets the ST, it.ean only deliver a certain degree of assurance depending dn
thie depth and scope of evaluation as specified in the ST.

6.3.4 | Other uses of PPs

Protegtion Profiles have other usés,) For example, standards bodies or vendor associations may specify PHs
as best practice minimum security standards for specific types of applications. Governments and trade
associptions may mandate.their use. Where these exist, both customers and developers are likely to requife
compliance with such PPs;.as well as requiring or offering additional security functionality to meet their own
specific needs.

Organ|sations specifying or mandating PPs for such purposes have an onerous responsibility to ensure that
such BPs are tinimal (they ask for no more than is absolutely necessary) and realistic (they do not ask for
functignalitysaor.assurances that are not achievable by developers).

A PP may also be developed to express the need for a certain type of security product, even though it |s
recognised that at the time of publication, no such products (yet) exist. If you are a product developer, treat
such PPs with caution. By the time you have developed a suitable product, the requirement may be obsolete
or the sponsors of the PP may no longer want to buy your product because they have found other ways to
meet their requirements.

Finally, PPs are security requirement specifications. Beware of their attempted misuse to specify other types
of requirements which, if made more explicitly, would be rejected.
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6.4 The PP/ST development process

The order of presentation of the requirements for PPs and STs in Annexes A and B of ISO/IEC 15408-1, and
in earlier parts of this clause, might suggest that it is expected that PPs and STs are always developed in a
logical ‘top-down’ manner, e.g. (in the case of an ST) that:

a) the security problem is first defined;

b) the security objectives are then identified to address the security problem;

C) security requirements are then defined to satisfy the security objectives for the TOE;
d) actual security functions are then selected to satisfy the security requirements.

Whilst such a possibility is not ruled out, it is more likely that an iterative process il be requirgd. For
example, definition of security requirements may highlight clarifications needed to the 'definition of the [security
pbjectives, or even the security problem. In general, a number of iterations may/be required in which the
relationships between threats, organisational security policies, security objectives~and security requifements
and functions are examined closely, particularly when rationales are being_tonstructed. Only wWhen all
dentified gaps in the rationales are filled may it be assumed that the PP or STVs complete.

Puring an iterative process of PP or ST development new information“might surface, within the scope of the
current security problem, that may lead changes to the document that reflect changes in pxternal
circumstances, for example:

a) new threats may be identified,;
b) organisational security policies may change;

C) cost and time constraints may impose changes in division of responsibility between what the|TOE is
expected to do, and what is expected of the,TOE environment;

d) changes in intended attack potential'may impact on the TOE security problem definition.

t is also possible (particularly if the\JOE is a product which has already been developed) that the PP or ST
author already has a clear idea of ‘the security functionality the TOE will provide (even if this has not \et been
pxpressed as ISO/IEC 15408 ‘security functional requirements). In such cases the definition of the |security
concerns and security objectives will unavoidably be influenced by the knowledge of the form of the |security
solution the TOE provides. y The PP/ST development process will in those cases be, to some extent, {bottom-

up’.
6.5 Reading-and understanding PPs and STs

65.5.1 Introduction

This Section is not intended for experts with prior knowledge of ISO/IEC 15408. It is intended for that part of
the_audience for thIS Technical Report that know very little about PPs or STs but who need to reaq one or
! intended to

h|gh||ght where potentlal omissions or def|C|enC|es may be concealed partlcularly in the scope of evaluation.

For detailed understanding of the contents of PPs and STs there is no substitute for reading ISO/IEC 15408-1,
in particular Annexes A and B which provide details concerning Security Targets and Protection Profiles
respectively. It is also a good idea to look at other PPs and STs that have been published and are in general
use. There are a number of registries from which you can download these. The Common Criteria Portal
includes the largest [2]. This register is recognised by the ISO and IEC councils as the official JTC 1 register
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for Protection Profiles and packages constructed in accordance with ISO/IEC 15408. It is operated in
accordance with the relevant International Standard, ISO/IEC 15292 [3].

Unfortunately, a PP or ST cannot be summarised into a single number or a set of simple properties: PPs and
STs describe a complex set of security properties that, if not carefully read, may lead to surprises when
purchasing or using the product. On the other hand, some sections in a PP or ST (notably the security
functional requirements) are equally or more important, but almost impossible to understand without an in-
depth knowledge of ISO/IEC 15408. In the following subsections, we therefore identify the key sections of a
PP or ST for the novice reader: sections that are relatively easy to understand, but that contain key
information—to—understanding—the security properties—of a—requirement expressed—as—a PP or a product

descriped by an ST.

These|relevant and readable sections are:

a) the TOE overview;

b) the TOE description;

c) the security objectives for the operational environment;
d) the conformance claim.

In the pubsections following we will discuss each of these in more detalil.

6.5.2 | Reading the TOE overview

The TPE overview is in general the first thing you should read*in a PP or ST, as it “is aimed at potentia
consumers of a TOE who are looking through lists of evaluated TOEs/Products to find TOEs that may megt
their decurity needs, and are supported by their hardware, software and firmware” (ISO/IEC 15408-1:—
subclause A.4.2). The TOE overview contains three sections of interest:

a) Usage and major security features of the TOE;
b) The TOE type;
¢) Required non-TOE hardware/software/firmware.

We will now discuss each of thesé in‘turn. You will find some simple examples of each in ISO/IEC 15408-1:
subclause A.4.2.

The de¢scription of the usage’and major security features of the TOE is intended to give a very general idea ¢f
what the TOE is capableZof in terms of security, and what it can be used for in a security context.

o

This section should-"be fairly short (several paragraphs) so it should not require much effort to read an
undergtand. And) as it should be aimed at consumers, it should not be highly technical. It is intended to b
general, so it will not be exhaustive.

[¢)

The TQE type is a description of the general category of IT products the TOE belongs to (e.g. firewall, smajrt
cards, intranet, LAN etc.). ISO/IEC 15408 mandates that the TOE overview lists any reasonable expectations
that a reader may have from this TOE type but that are not supported by the TOE. Specifically:

a) If the TOE-type would lead you to believe that the TOE has certain security functionality and it does not
have this functionality, the TOE overview must list this missing functionality.

b) If the TOE-type would lead you to believe that the TOE could be used in a certain environment and it can
not be used in such an environment, the TOE overview must list this.
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Note that this is the only place in a PP or ST where these warnings are required to appear. The writer of the
PP or ST may repeat this information in appropriate places later on by means of notes, but is not required to
do so.

If these warnings are provided and possibly impact upon your intended use, you should seriously consider
whether you can still use this TOE with these limitations.

The TOE, especially when it is a software type TOE, will sometimes have to rely on hardware and possibly
firmware and other software components just to be able to execute. If this is the case, the TOE overview is

The PP or ST does not have to provide a complete and fully detailed identificationef |all this
hardware/software/firmware, but the identification should be complete and detailed enough for|you to
determine the major external hardware/software/firmware components needed to use the TOE!

You should carefully assess whether there are any non-standard components on which the TOE relies and
whether these components fit in with your existing infrastructure, budgets, company policies etc.

£.5.3 Reading the TOE description

An important thing to understand about ISO/IEC 15408 evaluations, is thatif you read that well-known|product
XYZ has been evaluated, this does not mean that all security features\(ef even a majority of security features)
pf this product have been evaluated. It may well be the case that only some of its security functional features
have actually been looked at and the remaining ones were not considered part of the evaluated [security
functionality. ISO/IEC 15408-1:—, subclause A.4.1 prohibits-misleading TOE references, but developers can
plways get around this by just using a product name. You need to check that the evaluated fungtionality
meets your needs. If some of the security functionality’you intend to use was excluded, you need to ask
yourself why.

One of the most important roles of the TOE desctiption is to allow the ST reader to find this out. To fhis end
the TOE description discusses the physical and’logical scope of the TOE in detail.

Starting with the physical scope, ISO/IEC-15408 tells us that “The TOE description discusses the physical
scope of the TOE: a list of all hardware,-firmware, software and guidance parts that constitute the TOE. This
ist should be described at a level of'detail that is sufficient to give the reader a general understanding pf those
parts” (quotation from ISO/IEC 15408-1.—, subclause A.4.3).

You should briefly examinethis list to see if you see anything odd in it that you would not expect, or ivhether
some parts of the product that you might expect to find present are missing. If something is not in fthis list,
then the evaluation haS'completely ignored it and assumed it did not exist. If you intend to use that part, then
you can draw no cafclusions about its security capabilities from the evaluation.

With regardsto. logical scope, ISO/IEC 15408 tells us that “The TOE description should also disquss the
ogical scope.of the TOE: the logical security features offered by the TOE at a level of detail that is sufficient to
pive the feader a general understanding of those features. This description is expected to be in mofe detalil
than the~major security features described in the TOE overview” (quotation from ISO/IEC 154D8-1:—,
Subc¢lause A.4.3).

Vhereas the physical Scope tellS us the ISt of parts of the TOE, the logical scope should teit us what the TOE
does. This was already briefly discussed in the Usage and Major Security features section (see 6.5.2) but
where that discussion was only a few paragraphs, this discussion is more likely to be a few pages. The most
important feature of this section is that if you expect the product to have a certain feature such as remote
management (e.g. because an advertisement of the product in a trade magazine describes that feature) but
the logical scope does not mention remote management, it may well be that remote management was not
evaluated, and hence, remote management should not be turned on if you want to use the product in its
evaluated configuration.
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It is therefore important to scrutinise this section to determine whether all security-related features that you
require were actually evaluated. If they are not, you will have no assurance in the operation of that feature
from evaluation.

6.5.4 Security objectives for the operational environment

The operational environment is the general location that the TOE will be placed in. In order for the TOE to
work correctly, this operational environment must meet certain constraints. For example, if a TOE is a high-

onal environment should address this, by specifying a requirement for a locked secure server room.

These|and similar requirements for the operational environment are described in a PP or ST in the securi
objectives for the operational environment section. These objectives describe the things  that’ must 4
achievied by everything except the TOE in order for the TOE to meet its security requirements:-You will find
numbagr of example of security objectives for the operational environment in ISO/IEC 15408-1:—, subclaus

AT7.2.2.

It is of vital importance to realize that these are not guidelines, but necessary conditions for the TOE f{
operate as stated. All of these objectives must be fully met and addressed by you/or your organisation: th
TOE will not do it for you. If a single one of these objectives is not met, the TOE might not function securel
It is therefore imperative that you determine whether they are achievable in“your organisation, and if one
them is not achievable, the TOE may not be suitable for you.

6.5.5 | Reading the conformance claim

The cgnformance claim is usually found in a prominent place in.the PP or ST, usually somewhere up front.
usually consists of a single sentence of the form:

This Pyotection Profile/Security Target claims conformance to:

12

the third edition of ISO/IEC 15408. This part-ofthe claim represents the version of ISO/IEC 15408 that
uged. If this is not the third edition or higher (or the Common Criteria equivalent V3.1 or higher), th
PP/ST will not match the specifications @n-this Technical Report, and this Technical Report is not direct
applicable. Although not all parts of the third edition of ISO/IEC 15408 were published in 2008, it w
often, if incorrectly, be referred to as “ISO/IEC 15408:2008".

Part 2 extended or Part 2 conformant. This part of the claim defines how security functional requiremen
arne constructed, and from a.consumer point of view, both are acceptable.

Part 3 extended on Part 3 conformant. This part of the claim defines how security assurand
requirements are-constructed. If the answer is “Part 3 extended”, the developer of the PP and ST h3
designed theirQwn assurance tests, and from a consumer point of view, you should question why th
was necessafy:

is|lnamed EAL1L, EAL2, ...., EAL7, often followed by “augmented”. These EALs are discussed further

a list ofipackages that the TOE claims conformance with. Usually there is only one such package and|i

This

D D 0D<

)

-

6.6.7) ltis rare to find any other type of package specified and from a consumer point of view, you shou

again question why this was necessary.

a list of Protection Profiles that the PP or ST claims conformance with. This is discussed further in 6.5.

below.

6
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6.5.6 Conformance to Protection Profiles

As already described in 6.3.2.4, STs can claim conformance to PPs (but do not have to do so). Also, PPs can
claim conformance to other PPs. If they do claim conformance, this is listed here. 1SO/IEC 15408 does not
allow any form of partial conformance, so if a PP is listed here, the PP or ST must fully conform to the

referenced PP or PPs.

Conformance to a PP means that the PP or ST (and if an ST is of an evaluated product, the product
meets all requirements of that PP.

as well)

f you are reading a PP, you will also find a statement that STs and other PPs must conform in a.wa
pither “strict conformance” or “demonstrable conformance”. Published PPs will normally require demo
conformance. This means that STs claiming conformance with the PP must offer a solution te the
Security problem described in the PP, but can do so in any way that is equivalent or more\restrictivg
described in the PP. “Equivalent but more restrictive” is defined at length within ISO/IEC 15408
principle it means that the PP and ST may contain entirely different statements that discuss different
use different concepts etc., provided that overall the ST levies the same or more reStrictions on the T
the same or less restrictions on the operational environment of the TOE.

Strict conformance is only used where no differences are permitted betweén PP and ST, e.g. in §
based purchasing (see 6.3.3 above). Of course, an ST can still introduceé additional restrictions if it wj
do so. If a PP demands strict conformance, and you or your organisatien did not write it, it is highly un
be suitable for your use.

£.5.7 EALSs and other assurance issues
The TOE overview and TOE description will tell you what-the TOE is capable of doing, i.e. the fung
that is provided by the TOE. However, functionality does not say everything about a IT product. H
with the same general functionality can be used.in“different settings. For example, the same sm
design can be used as:

a bus ticket with a small amount of “travelbudget” on it;

a credit card with a €10.000 credit-limit;

an access control measure for-access to a top secret military facility.
n the first case, one is happy, with a “low-quality” smart card. If a hacker manages to break the bus ti
may be able to get free bus rides until the card parameters change. The loss of potential revenue ({
that other cards are not hacked in the same way) is not significant to the bus company.
n the second _case, and certainly in the third case, we need much more confidence in the
n ISO/IEC 15408, this quality is called "assurance”. 1SO/IEC 15408 measures assurance by examinir

pspectS.of the development of the product, such as the development and production process, the desi
manuals, the amount of testing done by the developer of the product etc.
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mplementation*of the card functionality, as the consequences of breaking even one card may be signiticant.

g many
ons, the

ISO/IEC 15408 specifies different levels of conformance, where meeting a higher level is better.
As an example, a product could score in the category developer test coverage:
- 0:itis not known whether the developer has performed tests on the product;

- 1: the developer has performed some tests on some interfaces of the product;
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- 2:the developer has performed some tests on all interfaces of the product;
- 3:the developer has performed a very large amount of tests on all interfaces of the product.

It can be seen from that this example that the degree of effort expended increases with each level, and the
degree of uncertainty decreases.

Unfortunately it is almost impossible for a non-expert to interpret a scorecard consisting of individual ratings
for all 27 subcategories. To allow non-experts to assess assurance, ISO/IEC 15408 has 7 predefined ratings,

Ca"ed Evialuation Acciiranan Laoavala (EAL Y Thaca ara oallad DAL 1 40 AL 7 aaptlh TAL 1 tha o + oA L
Vv TrOTtroT T 7o 30TarntCC e Ve IS (/S e Starc—CanC U=/ L tO /Y 15 vvitl i 7/ L e iovwesStaro =

7 the highest.

Each EAL can be thought of as a set of 27 numbers, one for each subcategory. For instance, EAL1 assigns|a
rating pf 1 to 13 of the subcategories, and 0 to the other 14 subcategories, while EAL2 assigns the'rating 2 {o
7 subdategories, the rating 1 to 11 subcategories, and 0 to the other 9.

The EALs are strictly hierarchical, so that if EAL n assigns a certain rating to a certain subtategory, then EAL
n+1 will assign the same or a higher rating to that subcategory. So EAL n+1 provides Strictly more assurande
than EAL n overall.

The difawback of higher assurance is of course cost. In the test coverage area described earlier, a rating of |0
will mg¢an no cost, but for each higher rating, the developer will have to perferm and document the tests that
are bejng done, the evaluator will have to determine if the developer did this correctly and document this, etg.
More @ssurance almost always means more cost. Of course, more assurance also reduces the risk that the
claimed functionality does not work correctly or contains exploitable vulnerabilities.

A listirjg of each EAL, together with a description of that EAL and.a characterisation of the assurance that that
EAL pfovides can be found in ISO/IEC 15408-3:2008, Clause 8.

EALs are a broad-brush mechanism, and are more suitable for assessing some types of product than others.
Neverfheless, the EALs are currently the only widely accepted way to provide a characterisation of
ISO/IHC 15408 assurance that a relative layman can ‘understand.

6.5.8 | Summary
In sunimary, this section was intended to‘eonvey two things:
a) (dpbviously) that an ST can bereasonably understood from reading a number of sections; but also

b) (lgss obviously) that these sections may contain important caveats and are therefore vital {o
understanding the limjtations of the evaluation.

In the| past there have’ been cases where consumers have stated that they wanted an EAL4 firewall o¢r
whateyer. Hopefully, this section has conveyed that a ISO/IEC 15408-certified EAL4 firewall may haye
limitatipns that.make it totally unusable for you, and may not provide all the relevant security you need.

For edample, suppose you need both packet routing and HTTP/FTP proxy services from your firewall. |A
router [may have a TOE type of firewall, and have been evaluated at EAL4. But as a router, it will only offer
packet routing controls. Worse, if you find an evaluated firewall that offers proxy services but the logical
scope is limited to packet routing, you must ask yourself why.

Even a big standard like ISO/IEC 15408 is not a substitute for thinking, and complex matters like IT security
cannot be reduced to one sentence descriptions, no matter how hard you try.
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6.5.9 Further reading

The sections of the PP or ST described above are the most basic sections of the PP and ST, and the most
useful to be read by relative laymen. If you want to know more about the product, you could also try reading
the TOE summary specification, which is intended to provide more detail on how the TOE is implemented.
This section does not have to be easily readable. It may be filled with unexplained abbreviations like
FIA _UID.2.1. However, many developers will take great pride in producing a TOE summary specification that
meets the requirements of the evaluators but can still be readily understood by users of the product.

may heIp you Whllst they are deS|gned to be used by experts to speC|fy PPs and STs the information should
plso help you to understand the relevant contents.

7 Specifying the PP/ST introduction
This clause provides guidance on the specification of the PP/ST introduction sectioh{of a PP or ST. These are
described at length in ISO/IEC 15408-1:—, clauses A.4 and B.4, and therefore little additional guidance is
hecessary in this Technical Report.

The introduction of a PP consists of the following elements:
a PP reference;

a TOE overview.

The introduction of an ST consists of the following elements:
ST and TOE references

a TOE overview;

a TOE description.

The only non-obvious part is the “usage and major security features of the TOE” section of the TOE oyerview.
|Usage is often best derived by-summarising the security problem definition section of the PP or 5T (see
Clause 9 for details), whilst.the major security features are best described by summarising the [security
pbjectives for the TOE. THis)will ensure that the introduction is consistent with the more detailed pars of the

PP or ST.

As with most introductions, you will probably find it easiest if you leave it until the rest of the PP ¢r ST is
complete and write it last!
8 Specifying conformance claims

This ‘clause prowdes gwdance on the specification of the conformance claims sectlon of a PP or §T. ST
icable to

conformance clalms in PP in ISO/IEC 15408 1 — Clause B.5.

The Conformance Claims section of a PP or ST describes how the PP or ST conforms to:

a) ISO/IEC 15408. This consists of listing the exact version of ISO/IEC 15408 that was used to write (and
presumably also to evaluate) the PP or ST. |If an unofficial translation of ISO/IEC 15408 into some
language other than English was used, this should also be indicated. If any corrigenda, or CC
interpretations or supporting documents were used, these should be listed as well.
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b) Protection Profiles. This consists of listing any Protection Profiles that this PP or ST claims conformance
to. A simple list is sufficient: no extra information is needed in this section.

c) Packages. This consists of listing any packages that are referenced by the PP or ST. It is normal to
claim conformance to one of the assurance packages (EALs) defined in ISO/IEC 15408-3, possibly with
augmentations. Use of packages is discussed further in 15.3. Again: a simple list suffices: no extra
information is need in this section.

Of course, this conformance also applies to any TOE based on that PP or ST.

If you|are specifying a PP, you must define how other PPs and STs conform to your PP. There are‘two
choices for this:

a) Sfrict. Conceptually, this means that conforming PPs/STs must contain everything in thistPP. Sde
IO/IEC 15408-1:—, subclause 8.3 for the precise requirements.

b) Demonstrable. Conceptually, this means that conforming PPs/STs must be “equivalent” to this PIp.
Again, please see ISO/IEC 15408-1:—, subclause 8.3 for the precise requirements!

As a guideline, if you are writing a PP as the precise and complete specification.for a product you will de
buying or building for your own private use, you should require “strict” conformance. If you are specifying [a
PP forjany other purpose, use “demonstrable”.

If you glaim conformance to a functional package or another PP, your ewn-security problem definition, security
objectives and security requirements must be compatible with that package or PP.

If you |are writing a PP or ST and add additional requirements:to those found in a referenced PP, be vely
carefu| that you do not create inconsistencies such that no TOE can implement all of the requirements, all at
the same time.

9 Specifying the security problem definition

9.1 |ntroduction

This clause provides guidance on the specification of the security problem definition (SPD) section of a PP ¢r
ST. ISO/IEC 15408-1:—, clauses Ai6*and B.6 describe PP and ST SPDs respectively. ISO/IEC 15408-1:—,
Clausg¢ B.6, which deals with PPSs,is simply a pointer to A.6, which can be taken as a confirmation that the
expecled content of the security-problem definition section does not differ between a PP and an ST. Indeed,
the warding of the relevantvalidation criteria in ISO/IEC 15408-3 is identical.

The purpose of the s€curity problem definition is to define in a formal manner the nature and scope of the
securify problem which'the TOE is intended to address. This is illustrated in Figure 1 following.

Although not all.Protection Profiles and Security Targets contain a security problem definition (see clause 15
wherelit is,present it is probably the most important part of the PP or ST, and the most dangerous to delegafe
to extdrnal eontractors to prepare. To quote from ISO/IEC 15408:

“The usefulness of the results of an evaluation strongly depends on the ST, and the usefulness of the ST
strongly depends on the quality of the security problem definition. It is therefore often worthwhile to spend
significant resources and use well-defined processes and analyses to derive a good security problem
definition”, (ISO/IEC 15408-1:—, subclause A.6.1).
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Assumptions about
the environment

< Threats to assets
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Organisational
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Figure 1 — Security problem definition

f the problem specified is the wrong problem, or if it is ambiguously described, then the remainder o
pr ST will also be wrong. Worse, the wrong product may be selected or‘purchased on the basis of a
napplicable specification. This clause is therefore one of the largest’and most detailed in this T
Report, although the criteria that it describes in ISO/IEC 15408 .@ecupy only two or three pages
Regardless of whether you are a developer or a customer, and regardless of whether your PP or ST
used in a specification or selection based process, it is of pafamount importance to get the security
definition right.

Subsequent sections of the PP and ST show how the“security problem will be addressed by the
combination with its operating environment. It isxtherefore important to ensure that the security
definition is clear, concise and consistent.

SO/IEC 15408 does not assume or mandate-any particular process or methodology for preparing the
problem definition; you can use any method you like. Of course, if you are new to the process of de
PPs and STs this is not helpful. This clause therefore includes a detailed description of a simple meth
that has been tried and tested in practice and found to work in a variety of organisations and environni
s based upon a series of steps, performed in sequence:

p) Identifying and confirming-the informal security requirement;

b) Identifying and spéecifying the applicable threats by performing formal threat analysis;

) Documenting-the applicable policies;

d) Documenting the applicable assumptions;

) Finalising and checking the complete SPD specification.

the PP
alid but
pchnical
of text.
[ will be
broblem

TOE, in
broblem

security
eloping
pdology
ents. It

efinition

Regardless of the methodology employed, this Technical Report assumes that the security problem d

represents a formalised description of an existing informal security requirement. Ot course, In practic

e, there

may not be a straightforward single document that represents that informal requirement, it may not even be

written down! The first step in the recommended methodology is therefore to identify and confirm the
requirement, even though it does not appear within the PP or ST. The informal requirement may be

informal
obvious

and well defined. In other cases, a large part of the work in developing the SPD may simply be identifying the
informal requirement, and obtaining confirmation from management and other stakeholders that it is a correct

and complete representation of their security needs.
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The methodology also has two other aspects that are not required by ISO/IEC 15408, but which have been
found in practice to save time overall, by avoiding confusion and queries in later stages of PP/ST
development. These are:

a) Documenting discounted threats;
b) Producing a rationale to link the SPD back to the informal security requirement.

Both of these are explained in more detail at appropriate points in the methodology, but in brief, discounted
threats-are-threats—that-rmay-or-fray-Rotapply-to-the-produetbut-whick ieable—wotld-be—eot

securify functionality included in the TOE for other reasons. If these are not documented in the SPD, they.ai
likely fo be raised as queries when the PP/ST is reviewed. More seriously, if the requirement changes,
functignality might be removed without considering its value in also covering discounted threats.

Evalugtion treats the SPD as axiomatic; no attempt is made to trace it back to actual securityneeds. If no
SPD rgtionale is created, there is always a risk that parts of the informal requirement may-be lost in the
procegs of creating the SPD, and that this is not discovered until the product is used and found not to be fit for
purpoge. A rationale therefore provides an important consistency and completeness cheek.

As a general principle, the security problem definition should avoid, where possible,@ny discussion of the for
of the [TOE’s response to meeting the its requirements, e.g. details relating to thé TOE security functions. H
followiphg this principle, you will help to focus the reader’s attention on what'‘afe the important aspects of th
securify problem. Discussion of how the security problem will be satisfied by the TOE should be left to th
later pprts of the PP or ST. Of course, where a particular solution is mandated as part of the informal securi
requirgment, that solution will have to be stated as part of the SPD{ hoth to ensure it is documented and 3
justificption for constraining later design decisions.

n< © 0D 3

9.2 |dentifying the informal security requirement

9.2.1 | Introduction

There |are always many things about a security problem — and its intended solution — that are already fixgd
and known before security problem definition begins. These requirements and constraints form the informal
security requirement. The difficulty is always to identify and document them. This therefore becomes the firgt
step i our recommended methodology.

9.2.2 | Sources of information

9.2.2.1 Overview

There |Jare many ways_that aspects of the informal security requirement can be identified. The subsectior|s
followihg discuss sonle of them. In a particular organisation, there may be others that a generic methodology
as described in this. Technical Report cannot identify. You will have to think about your security needs
carefully and thoroughly. However, the possible sources of information suggested in this subsection should
help.

9.2.2.2 Required functionality

Security functionality may be part of the purpose of the product under consideration. This particularly applies
to COTS products, where security services to be available to the purchaser through Application Program
Interfaces (APIs) or Human Computer Interfaces (HCIs) may be an essential part of the product specification.

If security functionality is part of a documented user requirement, providing it is part of the problem addressed
in the SPD.
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9.2.2.3 Risk assessment

A security risk assessment may have already been performed covering a proposed system, and even a COTS
product, and identified risks that need to be reduced by IT security controls. These risks represent part of the
security problem.

There are many methodologies for performing risk assessments. However, these methodologies generally
accept that for a risk to exist, there must be three things: an asset with a value that can be damaged in some
way, a threat, something or someone who can damage the asset, and a vulnerability, a way that the asset can
e-damaged—-any-one-ef-these-three-dees-hoet-exist—there-can-be-ro+isk—Fhisferm-ef-medeHs-assymed by

SO/IEC 15408; if the actual risk assessment used an incompatible model of risk, there might bé problems
mapping its results into a suitable form for use in the SPD.

D.2.2.4 Threat assessment

A threat assessment is a weakened form of risk assessment where it is assumed that 'if.& threat exists, assets
can be damaged and thus a risk will exist. In this case, the identified threats represent part of the |security
problem.

Threat assessment is particularly appropriate where the person trying teMdentify and specify a [security
problem is not the owner of the assets that will be protected, and thus not in a position to perform risk
pssessment or determine the value of assets.

0.2.2.5 Management policy

A security requirement can result from a policy decision-hy ‘management, for example that all systgms in a
particular organisation will contain certain standard IT security controls. This process is sometimes known as
‘minimum standards” or “risk avoidance”. The policy,;may be arbitrary, for example, following wha similar
prganisations do, or it may have a logical basis;\for example to meet legal requirements or contractual
conditions imposed by customers.

Of course, even where a policy has a logical basis in law or contract, the mandated security controls may not
be appropriate for a particular system or ofganisation, or may only be applicable in part.

0.2.2.6  Presentational policy

A security requirement may:arise from a wish to demonstrate that an organisation or a COTS |product
mplements certain IT seeurity controls. This policy may arise due to marketing needs, or from a wigh to be
seen to follow best practice:.

Security problemg-0f this type are well suited to ISO/IEC 15408 evaluation, as successful evaluation ysing an
ppproved evaluation facility will permit an official certificate to be issued, providing independent vefification
that the controls-exist. Published PPs can be used to identify suitable controls.

The drawback to policies of this type is that they are based on achieving certification or demonstiation of
compliance, not in selecting security controls that are relevant to the product in question. This cap cause

problems finding reasons to put in the SPD that justify the need for the controls. They may have to b treated
S pnlir‘y decisions which the nriginatnr may. he reluctant to :mknnwlnrign is the true reason for their selection.

9.2.2.7 Evaluation policy

An organisation may have a policy that IT products are evaluated using an evaluation scheme based on
ISO/IEC 15408 or the Common Criteria, regardless of the security controls they implement.
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This requirement is problematic. The security problem to be addressed forms no part of the policy and is
therefore not properly defined. However, such policies are found in practice, and do result in requirements for
STs to be prepared.

9.2.3 Documenting the informal requirement

The best source of information about a security problem is the results from a security risk assessment. If you
are lucky enough to have access to the results from a risk assessment, not only is it likely to be
comprehensive, but most risk assessment methodologies introduce the concept of proportionality, where risks
can bf olerated, s0 10MNng as uie fiketitood—of atoss 15 very 10W 06 e cornsequerices O da 1055 ale Tl bt
signifigant. ldentifying both acceptable and unacceptable risks enables the security problem to be modifigd
later through design trades. If the controls required to eliminate particular risks turn out to be difficult {o
implement or difficult to evaluate, an acceptable overall level of risk can still be achieved by using differept
contro|s in different ways to counter different potential risks.

Of coUrse, a risk assessment prepared by a third party for their own purposes may not judge\risk in the sanie
way thiat you would do. In such cases, use their results with caution.

If desqribing part of the problem in terms of risks is not possible, it is almost certain to-have an arbitrary basjs
that cgnnot be modified or amended. It is important that this is made clear in the informal description.

Relevant information may relate not only to the IT product to be developed, but also to its operating
enviropment. The operating environment determines the level of reliance that can be placed on personns
procedural and physical controls. A public space is very different i its security needs to a locked serve
room. [ If it has been established that certain personnel, proceduralf@nd physical controls can be assumed {o
be in glace, that will be an important part of the security problem definition.

D
= <

As well as information about risks and controls, design decisions may have already been made about how
certair| security functions are to be implemented — for example, a decision to use biometric authenticatign
rather|than passwords, or to use certain communications protocols such as SSL/TLS that have defindd
securify characteristics.

Some [parts of a security problem may not be s@lvable by technical means; they may only be countered hy
personnel, procedural and physical controls:~They are still part of the security problem, and need to He
documented. Indeed, any aspect of the“security problem that has already been decided should He
documented as part of the informal security requirement.

When [all the information available"has been identified, collated and checked for inconsistencies, it should thgn
be divided into three areas:

a) podtential attacks that.the product must counter;

b) security attributes.or features that the product must possess; and
C) security attfibutes or features that the product need not possess.
These|distinctions are important, as they are treated in subsequent steps in different ways. Potential attacks
must he-treated as threats to the TOE and countered. Security attributes and features that the product must
possess, Including mandaied security solutions, correspond 1o organisational security policies (OSPSs).

Attributes and features that the product need not possess correspond to assumptions. We deal with each of
these in turn in subsequent subclauses.

Different parts of the informal requirement derived from different sources may overlap or may even be
inconsistent. It is not uncommon for security attributes or features to be mandated as a subconscious
response to identified potential attacks. Similarly, certain types of attack may be subconsciously considered
too difficult or too expensive to counter effectively, and so relevant security features declared as not
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necessary. Such inconsistencies need to be sorted out before the informal specification is taken any further.
Your aim should be to express each aspect of the informal requirement once and once only.

9.3 How to identify and specify threats

9.3.1 Introduction

Once the informal security requirement has been documented, and the attacks and attributes identified, the
next logical step in preparing a security problem definition is to perform a threat analysis to identify the threats
represented by the potential attacks. ISO/IEC 15408 does not prescribe any particular methadojogy for
dentifying applicable threats. However, the methodology must identify all the threats perceived as relevant to
the TOE in question.

Threat analysis and specification is usually more complicated and difficult than policy*and asspumption
definition, and thus it is best to deal with it first. On the other hand, if the informal reguirements haye been
mainly derived from policy decisions or mandatory requirements (see 9.2 above), itimay be easier to @raft the
policy and assumption parts of the security problem definition first (see 9.4 and.9.5), then perform thie threat
pnalysis as described in this section, and finally revisit and complete the policies,and assumptions. [f|policies
and assumptions can readily be identified, they can then be used immediately to discount and excludg threats
from further consideration, thus simplifying the threat analysis.

n order to perform a threat analysis, it is necessary to perform threecactivities:
p) decide on the analysis methodology to be used;

b) identify the participants required by that methodology;

c) apply the methodology.

These activities are discussed in turn in subsequént subsections of this clause.

0.3.2 Deciding on athreat analysis methodology
The best methodology to identify théapplicable threats will depend on how the informal security reqyirement
was derived. If the requirement ‘was specified in terms of the results of a risk assessment, then @ list of
threats may already be available as one of the risk assessment outputs. Even if this is not the casq, it may
Still be possible to identify the felevant threats from other existing and available information.

Unfortunately, in most,cases sufficient information will not be available, and an additional threat analy$is must
be performed.

There are many)possible methodologies that can be used to perform threat analysis. Howevegr, most
developers ofPPs and STs use one of three techniques:

p) threat'tree analysis;

b)_- threat database search;

¢) ad-hoc identification.

Of these, threat tree analysis is the best documented and established technique. It is based on the
construction of decision trees, a well known problem decomposition technique widely used in risk
management and reliability engineering (see, for example, [4] and [5]). The first description of its application
to security threat analysis is recorded in [6].
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Because it is a well established and well documented technique, threat tree analysis will not be described in
detail within this Technical Report. However, in simple terms, it involves starting with a very general, abstract
description of the complete set of threats potentially applicable to a type of IT product, and then introducing
more detail in an iterative manner, refining the threat descriptions at each stage. The technique is referred to
as a threat tree because the first abstract definition is considered as the root of a tree and each new level of
subsequent refinement creates a set of new, more detailed, nodes connected to the root. Each of these
nodes then becomes the root of a new sub-tree. Eventually, descriptions of leaf nodes will be sufficiently
concrete to terminate the need for further refinement and be used as actual threats to be specified in the PP
or ST. The tree also provides a rationale for the choice of threats included in the PP or ST, and gives

confidence-that-norelevantthreats-have been-omitted

Recent proponents of the use of threat tree analysis include Bruce Schneier [7], and the Microsoft Corporatign
Trustworthy Computing Initiative. Indeed, a recent book from Microsoft provides a set of example threat tregs

minimise analysis work for suitable TOEs. It is worth noting the caution from Microsoft that it ¢an be difficylt

The second alternative, database search, is based on exhaustive examination of one, or more predefingd
databases of generic threats, to see which entries match the identified attacks for the JIT product in questio.
Suitable databases are available from many sources. Most national evaluation schemes will supply
informption concerning generic threats on request, and this is normally in the form,of a searchable database.

Database search has a number of benefits and a number of disadvantages. The benefits are that |a
reasonably wide variety and range of threats will be considered, and that'they are expressed and specified [n
a congistent way. One disadvantage is that there may be specialistthreats to the particular product that al
not coyered, and therefore will not be identified. Also, threats desctiptions in the database may be too generp
for applicability to the product in question to be readily identified. Finally, and most importantly, it may b
found [that too many threats appear applicable and a degree of arbitrary selection is subconscious|y
introdced.

D =D

The fipal alternative is to identify threats in an unstruetured manner, based only on consideration of the [T
produgt in question. This is best avoided - it is difficult for the developer or problem owner to “think outside the
box”. Attackers may have more experience or mose ingenuity in finding applicable threats.

If the pecurity problem and its surrounding‘environment are both well defined, constructing a threat tree |s
usually the most effective approach. Where the problem is defined in general terms, or the environment |s
uncertpin or arbitrary, a simple serial search of a threats database may suggest applicable threats mole
efficiently than methodological top-Gown analysis. This particularly applies to COTS product developers, wHo
typically may not have much knewledge of the actual environments in which their products will be used.

If the informal security requirement was driven primarily by policies or mandated security features, do not be
surpriged if the threat analysis identifies no applicable threats that are not already countered by the requirgd
security attributes.

Depending on the(threat analysis methodology used, and the origins of the informal security requiremert,
threatg may hendentified but subsequently discounted, or identified as duplicates of other requirements (sugh
as poljcies)ASO/IEC 15408 does not require such threats to be documented at all, although it can then Qe
very difficult to understand the SPD as a whole and in particular to modify it to reflect changes. This Technical
Reportstrongly recommends that you do document discounted threats. The normal way to do so is as part of

the assumptions section of the SPD (see 9.5).

9.3.3 Identifying participants

9.3.3.1 Introduction

Although previous versions of ISO/IEC 15408 only required that each threat was identified and explained, the
third edition of ISO/IEC 15408 requires that each threat is described in terms of a threat agent, an asset and
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an adverse action — with the interpretation that “asset” is understood to include types of asset, since in the
case of COTS products the actual assets to be protected are unknown to the person preparing the PP or ST.

Unfortunately, the results of risk or threat analysis and other forms of attack and attack path descriptions are
rarely described in terms of agents, assets and adverse actions, and thus it is necessary to create the
characterisation required by ISO/IEC 15408 from first principles, using the available threat and attack
information.

9.3.3.2 Threat agents

SO/IEC 15408 defines threat agents as “entities that can adversely act on assets”. There is no guidance on
specifying threat agents, or the level of detail and precision required. When describing threats)in RPs and
STs, it is best to keep the threat agents used as simple as possible. One common approachy and fthe one
recommended by this methodology, is to use a fixed list of five types of threat agent:

p)  Attackers;

b) Authorised users;

c) Privileged users;

d) Administrators;

E) System owners and developers.

An attacker is a person who is not authorised to access:assets protected by the IT product. This |ncludes
people who are authorised users, but have concealed theiridentity. Because they are unknown to the system
pwner, there is little deterrence unless their attack is, detected and linked back to an identified penson, for
pxample, by telephone tracing or by visual identification by security guards.

An authorised user is a person who is authoriséd to use the IT product according to its security policy, and can
pccess assets protected by the product with~the permission of the owner of those assets. Authorisgd users
are known to the system owner and are*deterred from damaging assets by being held accountable ffor their
pctions.

A privileged user is a person who'is authorised to use the IT product in a way contrary to its security policy,
and can access assets withaut\the explicit permission of the asset owner. Most system administratqrs must
be privileged users. However, there are other types of privileged users — such as maintenance enfineers,
both hardware and software. Privileged users cannot be stopped by the IT product from causing damage, but
can subsequently be held accountable for their actions.

By administrator,“we mean people who are responsible for ensuring the correct operation of the IT |product
pnce installed+in.its operational environment. Administrators are therefore responsible for setting up controls
fo prevent damage to assets and also detecting when assets have been damaged. Administrators| can be
imited in‘what they do, but if they perform their actions incorrectly, assets may be damaged by others.

By .system owner and developer, we mean those people who are responsible for the specification, design and
mplementation of a system or COTS product, but who do not necessarily use it to access the gssets it
protects. Although they cannot directly damage assets, If their decisions were incorrect, the product may be
unable to adequately protect assets.

Using these definitions, a single individual may at different times fall into more than one of these
characterisations — indeed, perhaps all. The distinction is through the type of threat they represent when
acting as that type of threat agent.

The list above excludes one possible type of threat agent that may be relevant to some security problems —
acts of nature (sometimes called “acts of God"), such as earthquakes, where there is no human agent
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involved. The usual approach is to treat such threats as being the responsibility of the system owner and
developer, although they are not involved in formulating or executing any attack. In some cases, describing
the related agent as “none” or “nature” may be clearer or more acceptable to the problem owner.

9.3.3.3 Types of asset

Assets are important to threat analysis and need to be properly identified. Most threat analysis methodologies
can handle imprecision or overlap in players and adverse actions, but assets need to be distinct and well
described. In consequence, this subsection offers a detailed methodology to identify the assets or types of
asset {hatmeed 1o be protected by a particufar T product:

In the case of a system, it will often be possible to identify the precise assets to be protected, as this will forjn
part ofl the definition of the system. In the case of a COTS product, the actual use of the product is' often not
known|, and it is therefore only possible to identify the types of asset that the product is intended ta\protect.
Assetq associated with IT systems usually fall into one of three classes:

a) information;

b) processes;

c) physical.

Informption assets represent data that is of value to the owning organisation. Examples of possible types of
informption assets are:

- Gepneral data;

- System data;

- Specialist databases;
- Client data.
Speciglist databases would represent information that is only of value to some users. Examples might be [a
personnel database (only of value to the hUuman resources department) or a customer database (only of valu

to the|order processing and marketing departments). Client Data might represent data not owned by the
owner|of the system and for which there is a special and relevant characteristic, a legal duty of care.

D

In the |case of a system, it will 'normally be possible to identify the names and characteristics of the actug
databases or other information assets to be protected.

In the| simplest case,vall data can be treated as being of equal value and at equal risk of attack, and
represented by a Single information asset, named something like “user data”.

HoweVer, itds\often necessary to distinguish system data, i.e. data used by the TOE security functionality
(TSF) |of the' TOE, from other data. If system data is modified or deleted, the TSF functions may operate
incorrgctly, and permit other types of attack, whereas if other data is modified, only the data directly involved |s
corrupted, the TSF continue to function, and will continue to protect other assets. It is quite common for these
two information assets to be sufficient, one representing TSF data and the other all other data protected by
the product.

Sometimes different types of TSF data may be susceptible to different attacks, or have different
consequences if compromised, and thus required to be distinguished. Examples of distinct types of TSF data
might be:

- TSF configuration data;
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- The authentication data database;
- Audit records.

Sometimes very limited and specific forms of data that are susceptible to specialised attack may need to be
distinguished; for example, cryptographic keys.

Process assets represent applications, where data is transformed or analysed. The distinction from
information assets is that the associated data is of little value without the processing capabilities of the related
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Financial;
Communication;
Logistical;
Manufacturing;
Office Automation.
Financial applications might include payroll, investment management or accounts management.
Communication systems might include e-mail or intranet/extranetinformation handling. Logistical $ystems
might include order processing, warehouse control or resource scheduling. Manufacturing applications might

nclude real-time process control. Office Automation might coven structured text processing.

n the case of a system, it will normally be possible to_identify the names and characteristics of the actual
processes to be protected.

n general, process assets are only susceptible to, modification or denial of service attacks. For exanjple, the
functionality of the associated applications software could be altered, perhaps to remove authorisatior] checks
pr to alter financial processing. A single asset, called “applications software” or something similar, ig usually
sufficient to cover all processes.

Physical assets represent the actual\information processing equipment used to support the information and
process assets. Examples of possible types of physical assets are:

Critical Network Infrastructure;

Portable PCs;

Data Centres-
t is very unusual for TOEs to offer protection of physical assets as part of the security problem — physical
protection is' either excluded, or provided by the operational environment and handled through assurptions.
n consequence, it is therefore unusual for physical assets to appear in PPs or STs. However, there are

ppplicable techniques, such as automatic closedown on power failure, that could offer protection to physical
pssets and in such cases physical assets might appear in the PP or ST.

It is important not to identify too many assets or types of assets. If two assets or types of assets have the
same potential for attack and consequences of attack, they should be grouped together into a composite
asset type. Many TOEs will protect only two types of asset, TSF data and user data. More than six types of
asset is probably inappropriate for anything other than a TOE that is expected to offer very complex or
individualised protection capabilities.
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As part of the definition of the security problem, certain assets or types of assets may have been excluded
from requiring protection. If this is the case, they should be listed separately: this information will be need
later to explain why they have been excluded from the threat analysis.

9.3.3.4 Adverse actions

ISO/IEC 15408 provides no guidance on how adverse actions should be described. As for threat agents, the
best advice that can be given is to keep the set of actions as simple as possible. One simple yet
comprehensive set is:

- Inlproper access;

- Improper transmission of access rights;
- Denial of legitimate access;

- Npn-accountability.

It has |been found that this simple set covers pretty much all threats that are likely~to be found in practicg,
although sometimes particular adverse actions may have distinct consequences which for clarity of
explarfation need to be described separately. There may also be other, specialised, types of adverse actign
that dg not fall naturally into the groups above. This should be obvious from\the informal security requirement
and will again need to be treated separately.

An alternative approach is to describe adverse actions in terms of-the consequences of a successful attac
e.g. loss of confidentiality. This approach was often used in theipast. However, it can be unnecessarily
specific and limiting in scope. It is no longer often used.

o)

9.3.4 | Applying the chosen threat analysis methodology

Once @ threat methodology has been selected, andthé necessary information to apply that methodology hds
been prepared, the next step is to apply it to generate a list of applicable threats.

In pragtice, many possible threats can quickly be discounted. There are two particular techniques that afe
very useful — identifying excluded or tolerated threats, and identifying threats already covered by policy.

Many [types of threat will have already been discounted as part of the definition of the informal security
requirgment, either because they.have been excluded from the scope of the IT product, or a decision hgs
already been made to tolerate-them because the impact of associated risks is low, or they have bed
transfgrred to a third party (e.g/ an insurer).

=

Exclugion is common.in the context of COTS products — for example, the vendor of an operating system may
decidg not to includéanti-virus (AV) protection within the product, assuming that the purchaser will wish to byy
a supplemental specialist AV product, or will use the product in an environment that is isolated from infection.

Tolerafing threats is usually found in the systems context; it requires assets to be valued, something a COTS
produgt manufacturer cannot do.

The relevant information to discount threats is usually obvious from the list of things that the product need not
do. If not, it needs to be confirmed and then added to that list. It should also be recorded in the form of an
assumption (see 9.5).

In many IT products, a decision will have already been made to include security functionality, independent of
the analysis of actual threats. It is common in the case of COTS products — for example, an operating system
vendor will normally include user identification and authentication functions, even if the product is designed for
single user situations.
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If this mandated functionality will counter a particular type of threat, that threat need not be investigated further
to see if it is actually applicable; protection will be provided regardless.

The relevant information to ignore threats is usually obvious from the list of attributes that the IT product must
possess. If not, it needs to be confirmed and then added to that list. It should also be recorded in the form of
a policy statement (see 9.4).

All remaining threats must be identified and considered, and a full list of applicable threats produced,
describing each threat in terms of agents, assets and adverse action.

Some threats may be applicable to a particular system, but it has already been decided as part of scoping the
Security problem that they will be countered by security controls within the operational environment.| It may
pnly be possible to counter some threats by measures in the environment (for example, .where physical
protection is necessary). These threats still need to be listed, but it is worth making a note.with the eptry that
they will generate environmental objectives; this information will be very useful later.

However do not prejudge how threats will be countered if it could be done<by either the TOE or its
Environment. This would take away the ability to make design trades later when“controls are being $elected
and designed.

Using older versions of ISO/IEC 15408, threats to the development of(the IT product (i.e. its development
environment) were included within the threat analysis. However, where)the third edition of ISO/IEC 15408 is
used, this is no longer required. Do not include such unnecessary information within your threat analysis. It
Wwill only confuse the evaluators.

D.3.5 Practical advice

Threats indicate possible ways that the IT product might be attacked. Therefore they should be wqgrded as
such. The best way to do this is to use a verb form:such as “may”. For example:

T.UNAUTH An unauthorised person may attempt to access and use TOE resources.

t helps to start each threat description with’a name for reference purposes. By convention, most PP|and ST
authors start threat names with “T.” to assist identification. Descriptions should be kept short and to thg point.

Methodologies, whether the one.described in this clause or one of your own choice, must not be used blindly.
They must be adapted and interpreted to meet the requirements of a particular security problem. D@ not be
afraid to go back and start again using a different approach if a particular form of categorisation is not jworking
put in practice.

Threats can be combined if their agents, assets and adverse actions are similar. This will reduce theg size of
the threat list and-save time later, since the same controls will often be used to counter them. Equally, where
p threat has_markedly different impacts depending on factors like threat agent or asset involved, it will be
Clearer andssave time later if the threat is split into multiple threats that are more specifically worded.

nformation indicating that threats can be discounted is often expressed indirectly. For example, congider the
Statement:

Administrators can be assumed to be non-malicious, trustworthy and competent.

This is expressed in terms of a threat agent, and effectively discounts most types of threats normally
associated with that type of agent. Some of these types of threats are specific to administrators and can
therefore be fully discounted. Other types of threats will still apply, but can be restricted to other applicable
threat agents only, e.g. ordinary users. Do not forget to add the assumption that reduced the scope of these
threats to the list of assumptions.
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In some cases it may not be possible to identify threat agents or adverse actions — only that the associated
risk is unacceptable. An example would be failure of an underlying abstract machine to implement its
associated security model. In these cases, it is pointless to create characterisations based on guesswork or
imagination. The threat is unacceptable by definition of the security problem, and should be identified and
justified as such.

Once a final list of threats has then been prepared, it should always be checked for completeness and
consistency. If a threat has been broken down by type of asset or type of threat agent, are all possibilities
covered? Are similar threats treated in a similar manner? If not, is there a good reason? Although
inconsjstencies—and-omissions-may-well-be-detected-taterin-the—preparation-oi-the-RR-or-ST—checks—at-this

stage Will save time and reworking later.

It is ppssible that threat analysis may identify no threats to be listed as applicable to the TOE. .This c4
happep, for example, in PPs that are designed to meet general corporate or government policiessand nothin
else. [This is perfectly acceptable in ISO/IEC 15408 evaluation; the threats section should be left blank, wi
an ind|cation that no specific threats were identified.

oQ S

Historically, successful general-purpose PPs have specified few or no applicable threatsx If you are producin
a PP |ntended for use in multiple contexts, and you have identified a large numben of applicable threat
question whether you are unconsciously assuming a context that is unrealistic or unfecessarily limiting.

«

U7

9.4 How to identify and specify policies

The security problem definition must also contain a list of applicable ©rganisational security policies (OSP$
with which the TOE must comply. Compared to threats, policies-ate generally much easier to identify and
describe. If you are using our recommended methodology, you wilkalready have a list of security attributes ¢r
featurgs that the IT product must possess. Each of these can béejréeworded to become an OSP.

Policigs are statements of things that the IT product mustdo, regardless of consideration of threats or other
matters. Therefore they should be worded as such. Standards written in English use the verb form “shall” {
indicate requirements of this type. Most English -speakers find this unnatural, and the verb form “will” |s
perhaps to be preferred. Thus an example of a clear and well worded policy might be:

o

P.IDAUTH Administrators will authenticate themselves before accessing any TOE functions or data.

o

As for threats, it helps to start each policy-with a name for reference purposes. Descriptions of policies shou
be kept short and to the point. By canvention, most PP and ST authors start policy names with “P.” to assif
identification.

—

In ISQ/IEC 15408, policies are ‘normally referred to as Organisational Security Policies, or OSPs for shott.
This c@n be confusing — some OSPs may only apply to one system to be covered by a PP or ST, rather thg
all sysfems within the owning organisation. This Technical Report usually uses the simpler term “policies”.

=

Most gpplicable pojicies should have been identified during identification of the informal security requirement
or durjng threat_analysis. However, a final check should be made to identify any other policies that a
relevant to thésecurity problem.

D

Policigs‘are used to specify:

- Mandatory security functions to be incorporated within the TOE;

- Mandatory technologies/techniques to be used to implement particular security functions (which implicitly
requires those functions to be present).

Policies can also be used to replace threats. This is appropriate if:
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- Itis not certain that a particular threat exists, but a policy decision has been made to protect against it
regardless;

- A policy decision has been made as to how a particular threat will be countered, e.g. by specifying:
- what controls will prevent a successful attack; or

- what will be done if an attack occurs;
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threats.

However, there is no value in replacing a threat with a policy unless there is some additional infqrmation
represented in the policy that is not implicit in the statement of the threat.

Policies identified during this final check may require changes or reworking of previous security problem
definition activities, e.g. to delete threats that are now covered by policies.

n practice, most policies are easy to identify and express clearly. However, there are some gommon
problems that should be noted.

Policy statements are sometimes misused to express requirements for things that the TOE must not of cannot
do, but which instead must be enforced by the operational environment of the TOE. If a requirement cannot
be implemented by the TOE, the correct way to specify it is & an assumption concerning the opegrational
environment (see 9.5). If a proposed policy cannot be enforced by the TOE, the operational environent, or
by the two working together, then the policy statement is either meaningless or unachievable.

During the course of specifying the security problem and its solution, the boundary of the proposed TDE may
heed to change, to transfer functions from the TOE o its operational environment or vice versa. This may
cause policies to become assumptions or assumptions to become policies, or it may require policies or
pssumptions to be re-specified to take account;of the new TOE boundary. Similarly, in composed TQEs that
pre broken down into several components-addressing different security problems, an assumption |for one
component is often implemented by anothér as a policy requirement. In such cases, careful wording of the
policy statements will enable them to be-reused in the other SPDs as assumptions, ensuring compatilgility and
pasy consistency checking.

Sometimes it is not clear during preparation of the security problem definition whether a policy| will be
mplemented by the TOE or\By its operational environment. This is acceptable; it can be resolved during
definition of the security (objectives when the requirements for security functionality are clearer. Bqth TOE
pbjectives and environmental objectives can link back to policies. A policy may even be partially implgmented
by the TOE and partially’ by the environment.

Not all security. problems require policies. This is perfectly acceptable in ISO/IEC 15408 evaluatipn; the
policies sectiofi'should be left blank, with an indication that no applicable policies were identified.

0.5 How to identify and specify assumptions

Firmally, the security problem definition must contain a list of applicable assumptions that limit or exclude the
security features required within the TOE. If you are using our recommended methodology, you will already
have a list of security attributes or features that the IT product need not possess. Each of these can be
reworded to become an assumption about the environment or intended usage of the TOE.

Assumptions are statements of things that the IT product need not do, regardless of consideration of threats
or other matters. They should therefore be worded as statements of fact. An example of a clear and well
worded assumption might be:

A.PHYSICAL The TOE will be located in a physically secure location.
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Assumptions have two uses:

- To indicate that a particular control or type of control will be provided by the operational environment, and
not the TOE;

- To indicate that particular threats or type of threats can be discounted, because in the content of the
assumed operational environment, they will not exist or are not important.

The first of the above types is best expressed using the verb “will”, as it implies a control must be provided,
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Keep pssumptions about controls provided by the environment distinct from assumptions about discountgd
threatg, as the former is required by ISO/IEC 15408 and the latter an addition recommended by this Technical
Reporf to simplify showing security objectives cover all applicable threats. This will be explained-later (sge
10.2).

Every assumption should be given a short name for reference purposes. Descriptions of{assumptions should
be kept short and to the point. By convention, names of assumptions start with “A.” to dssist identification.

In pragtice, it is more difficult to express assumptions clearly and positively than itius.policies or threats. Avold
the temptation to use verbs such as “may” or “should”: assumptions are statements of fact.

Assumptions about the operational environment need to be separated into-the three areas of:
- physical protection;

- personnel and procedures;

- terhnical functionality outside the TOE.

ISO/IHC 15408 refers to “physical, personnel¢,and connectivity aspects of the environmen
(ISO/IEC 15408-1:—, subclause A.6.4). Howeverpractical experience has shown that this is not sufficien

Many jassumptions about external technical controls do fall naturally under the heading of connectivity, for
examgle:

— %

AINTERNET The TOE will be isolated from the Internet.
However, other assumptions abouttechnical controls are often necessary. For example:

A.NO |DEV_TOOLS No toalsywill be present in the operational environment of the TOE that permit ordinary
users fo add new functionality to the system.

In many cases policies and threats will be partially handled by the TOE and partially by the environment. For
example, technical,controls within the TOE may need supporting procedural or physical measures to He
present in ordef to work effectively. The need for such supporting measures in the environment must He
identified andexpressed as assumptions.

Assunjptions are not tested during evaluation; they are treated as always valid and true. However, they ate
helpfulmshowing consiStency and cCOMpieteness.  Where threats hiave been identified by a methodotogic
approach, assumptions may be needed to show complete coverage in the rationale. A threat may be partially
discounted and partially countered. In this case the assumption is needed when tracing back the security
objectives for the countered part back to the threat to show that complete coverage is provided.

Many assumptions will have been identified during specification of the informal security requirement, or during
threat analysis. However, a full investigation should be made as part of this stage of security problem
definition to identify any other relevant assumptions. When a decision is made that a policy will be
implemented, or a threat countered, by the environment, this must always be recorded as an assumption.
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These assumptions should be worded to reflect the policies and threats in question, as they will generate
objectives for the environment that will need to match those policies and threats.

One assumption can often be used to counter multiple threats that are related in some way. If a threat tree
approach has been used, where multiple detailed threats all to be countered by the environment share a
common hierarchical node further up the tree, the assumption can be expressed at the level of the shared
node. For example, if all threats resulting from adverse actions by administrators are discounted, this can be
expressed in one single assumption:

NO-_POOR ADMMNISTRATION _Adminictratare hava tha nacaccans clalle trammina tima and racn Irces to
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perform all their allocated administrative functions, and perform all those functions correctly.

When formulating assumptions, a good test for a well formed and necessary assumption|is that if the
Statement is untrue, the TOE could be successfully attacked.

Separating assumptions by type will be helpful when identifying and specifying~’security objectives.
Assumptions about personnel, procedural and physical security should be separated out first. The next
category should cover assumptions related to security functionality provided by the IT opgrational
environment.  Finally, the assumptions about discounted threats. These should be kept fully separate as
fhese do not generate objectives at all.

There may be some security problems that do not need any assumptions. This is perfectly accegtable in
SO/IEC 15408 evaluation; the assumptions section should be left*hlank, with an indication that no fequired
passumptions were identified.

0.6 Finalising the security problem definition
The last stage of SPD production is finalising the SPD specification. This involves two tasks:
Preparing a complete list of all threats, policies and assumptions.

Performing consistency and completeness checks to confirm the SPD specification accurately regresents
the security problem or problems addressed by the informal security requirement.

There is no requirement in ISO/IEE 15408 to provide an SPD rationale; the statement of threats, poli¢ies and
passumptions expressed in the .SPD is treated as axiomatically correct for the purposes of evaluation.
However, it is strongly recommended that a rationale is produced, linking each element of the SPD bagk to the
nformal security requirements, and showing that coverage is complete, without duplication and|without
redundancies. If requirements change, or complications are found later on, the rationale will make SPD
reworking much simplér’and reduce the risk of introducing errors.

Similarly, there is-no requirement in ISO/IEC 15408 to identify threats that have been discounted or [gnored.
Once again, this/information is extremely useful if circumstances change and the SPD has to be reworked.
This Technical Report recommends that appropriate assumptions about such threats are always included.
However; put them in a clearly marked separate section of the SPD, distinct from any assumptions about the
pperational environment. This will signal to evaluators validating the SPD that they must be ignorgd when
fracing back security objectives.

Consistency and completeness checking involves checking that all constraints and requirements found whilst
scoping the security problem have been reflected in policies or assumptions, and that all identified threats
have been countered or discounted in some way. Similarly, all policies, threats and assumptions listed in the
SPD should be traced back to aspects of the original informal security requirement. Creating cross-reference
tables is often an efficient and easy way to show that consistency and completeness exist.

Assumptions and policies may sometimes appear to conflict, i.e. a firm policy requirement “will do X" may

appear to be contradicted by an assumption “need not do X”. On inspection, it will usually be found that there
is no actual conflict, the TOE is expected to address part of some identified security concern but not the
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whole. Greater explanation and precision of wording in describing the actual requirement is needed, and will
resolve the apparent inconsistency. If there is a real conflict, it must be resolved by re-examining the informal
security requirement to establish what was actually wanted.

10 S

pecifying the security objectives

10.1 Introduction
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ause provides guidance on the identification and specification of security objectives in an ST or PP¢th
ments for which are described in ISO/IEC 15408-1:—, clauses A.7 and B.7 respectively. -As T
y problem definition, B.7 consists merely of a pointer to A.7, strongly implying that the €xpectd
ts are identical in both cases. As for the security problem definition, the validation requirements
C 15408-3 are the same in both cases.

bcurity objectives provide a concise statement of the intended response to the security proble
FC 15408-3:2008, subclauses 9.4.1 and 10.4.1). This should not be misinterpreted — the response
he specification of the security functional requirements (see Clause 11). The Security objectives wo
they are expressed as an overview and structure of the security functionality réquired, providing a lin
bn the detail of the SFRs and the abstract problem definition of the SPD ~In 'other words, having statg
Security problem definition what the security issues are, you now needdo,give an indication of how thq
addressed by the TOE and its environment.

C 15408 requires two different types of security objectives to be.specified:

bcurity objectives for the TOE, which will be satisfied by technical (IT) countermeasures implemented &
e TOE;

pcurity objectives for the environment, which are to be satisfied by either technical measurd
plemented by the IT environment, or by non-IT (€:g. procedural) measures.

illustrated in Figure 2 below.
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Figure 2 — Role of the security objectives
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All PPs and STs have to specify security objectives for the operational environment. Low assurance PPs and
STs (see Clause 15) do not have to specify security objectives for the TOE, and the security objectives for the
operational environment are treated as axiomatic, i.e. they do not have to be linked back to a security problem
definition.

The remainder of this clause assumes both types of objectives are required, and are linked back to a security
problem definition.

Security objectives should be worded as requirements. They should consist of short, clear statements that
i i } e-SeetHity i fied-nr-the—re r-English—the verb

form “must” is a good way to word objectives.
SO/IEC 15408 does not assume or mandate any particular process or methodology for preparing the [security
pbjectives; you can use any method you like. Of course, if you are new to the process of developing PPs and
STs this is not helpful. This clause therefore includes a detailed description of a simple.methodology that has
been tried and tested in practice and found to work in a variety of organisations and environments. It is based

Lpon a series of steps, performed in sequence:

p)  Structuring the list of all threats, policies and assumptions to be covered by the objectives;

b) Identifying the objectives for the non-IT operational environment;

c) Identifying the objectives for the IT operational environment;

d) Identifying the objectives for the TOE;

e) Producing an objectives rationale linking back to the identified threats, policies and assumptions.

Fach of these steps is described in following sections. They are usually best performed in the order given
pbove.

Of course, this is only one possible approach to identifying your objectives. Other equally valid appfoaches
exist. In your particular circumstances, this may not be the simplest, fastest or easiest approach. D¢ not be
pfraid to experiment.

Because of the pivotal role played-by the security objectives in the PP or ST, the question of what|level of
(detail is appropriate in a statement of security objectives is important. ISO/IEC 15408 gives a strong hint by
saying (as pointed out above) that security objectives are intended to be concise. In practice, you [need to
Strike a balance between(thg-following two considerations:

n) The security objectives should help the reader to understand how the security issues identifiefl in the
security prohlem definition are to be addressed by the TOE, without delving into implementatign detail
except where this has been mandated in the SPD; ideally, the security objectives for the TOE should be
implementation-independent. The focus is thus on what the solution intends to achieve rather than how it
is achieved.

b) «At"the same time, you should ensure that the security objectives as defined do not just regeat the
information contained within the threats and OSPs of the security problem definition, albeit in g slightly
different-form:

One test of whether you have pitched your security objectives at the correct level of detail will come when you
construct the rationales for the security objectives and the security requirements. If one rationale is trivial
whilst the other is large, complex and difficult to understand, it is likely that your security objectives are either
too detailed or too abstract, depending on which step is too complex.
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As will become clear in the next clause of this Technical Report, a well-defined set of security objectives for
the TOE will help ensure that the security functional requirements selected to meet them are not excessive.
This in turn will serve to minimise the cost and timescales of the TOE evaluation.

10.2 Structuring the threats, policies and assumptions
The first task is to structure a complete list of all applicable threats, policies and assumptions from the SPD.

Remember that some threats may be relevant to the TOE, but risk analysis or consideration of the
envirohment may have decided that they are can be discounted or ignored. It you have tollowed ife
methoflology recommended by this Technical Report, you will have included these threats within the SPD; but
also rgcorded assumptions that identify them as not applicable. Such threats do not generate~Ssecurity
objectives, so your first step is to identify them and their related assumptions, and exclude these threats and
assumptions from further consideration. Make sure that it is obvious from your SPD that these threats have
been gxcluded in this way.

aining threats, policies and assumptions should then be separated by type:

- Those relating to the non-IT operational environment;
- Those relating to the IT operational environment;
- Those related to TOE functionality.

This i usually easier than it might appear: a policy requiring physical controls can only apply to the non-IT
enviropment; a threat representing a possible attack directly on:the TOE belongs to TOE functionality. Note
that agsumptions can only apply to the operational environment sections. Where a policy or requirement
appeafs to span several areas, it should be subdivided and one part assigned to each.

For example, a threat T EAVESDROP might be split inte\two:
- TJEAVESDROP (communications), assigned.to"the IT operational environment;
- TJEAVESDRORP (internal), assigned to, TOE functionality.

If in dpubt, split the policy or threat concérned into multiple areas. Unnecessary entries are easy to delefe
later. |1On the other hand, missing entries may cause objectives to be missed, and are much harder to deteft
during|PP/ST validation.

10.3 |dentifying the non:IT operational environment objectives

Generplly speaking, it(is€asier to define the objectives for the operational environment than for the TOE, and
the nop-IT objectiveés-are easier to define than the IT environmental objectives. So it makes sense to work gn
the nop-IT operational environment objectives first.

The finst steépin identifying these objectives is to take all the assumptions assigned to the non-IT operationgl
enviro hment and reword them on a one-to-one basrs |nto corresponding objectrves (there is guidance on how
to do 1 =
during evaluatron SO there is little pornt in |dent|fy|ng commonalrty, generalrsatron overlap etc provrded that
the stated objectives are clear, and clearly defined.

Then devise and add any further objectives necessary to meet aspects of threats and policies that have been
assigned to the non-IT operational environment, once again rewording the threats or policies concerned as
objectives, but without expansion or explanation. Identifying suitable wording is again usually straightforward.
If not, the categorisation techniques used for the more difficult area of TOE objectives and described in
section 10.5 below can be used.
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Other security objectives for the non-IT operational environment may include:

a) establishment and implementation of procedures to ensure that the TOE will be used in a secure manner
(and in particular in accordance with the environmental assumptions);

b) objectives for education and training of administrators and users in sound security practices.

These may be more difficult to identify at this stage, as they support security objectives for the TOE. If they

are obvious, include them now. If not, later stages of the methodology will revisit the environmental objectives
nad add thans

o aOC o rCTITImT,

F-nvironmental objectives are often given identifying names starting with “OE.” This helps to (make| a clear
distinction from TOE objectives, which conventionally start with “O.” They should be clearly worded to findicate
that the measures implementing the objective will be procedural or physical; if necessary state “thg non-IT
environment” explicitly in the description of the objective.

F-nvironment objectives derived from assumptions are best worded unchanged from-the assumption yording,
.e. as factual statements. For example:

OE.RESIDUAL Magnetic media are degaussed or shredded prior to final dispoesal.
Objectives derived from threats and policies should be worded as requir€ments. For example:

OE.AUD_REVIEW Operations staff will review audit trails for exceptions and unusual patterns of agtivity at
regular intervals.

[Most non-IT operational environment objectives will be defived from assumptions. Objectives that are|derived
from consideration of threats alone may indicate assumptions are missing from the security problem d¢finition.
Check the SPD, and revise if necessary.

F-or convenience, single objectives can be defined that cover several related assumptions, or an asspmption
and related threats, or policies and related threats. It is worth combining such elements together if thg overall
result is clearer. If not, do not bother.

Satisfying the non-IT operational envitohment objectives will be the responsibility of the organisation that uses
the IT product in question. It is very important to check at this stage with the people responsible for] system
pperation (or the marketing department in the case of COTS products) to ensure that these objectjves are
Fealistic and achievable. Ifnot; it is better to know of the problems now rather than later, while the ohjectives
can still be altered or the thieats and policies handled in different ways.

10.4 Identifyingthe IT operational environment objectives

The techniques used to identify and specify the objectives for the IT operational environment are identical to
those for thexnon-IT objectives described in 10.3 above. However, it is important to keep them separate from
the non-IT,_objectives, because IT environment objectives could become TOE objectives if the TOE bpundary
changes later during TOE specification and design.

By_convention, objectives for the IT operational environment are also identified by giving them names that
start with “OE.”. Similarly, they should include “the IT environment” within the description, or otherwise make
it clear that they will be implemented by technical means outside the TOE.

In earlier versions of ISO/IEC 15408 it was permitted to specify security requirements for IT environment
objectives in order to define and explain exactly how they were supposed to be achieved. This is not
permitted in the third edition of ISO/IEC 15408. However, there are other techniques, such as the use of
application notes, that can be used to record constraints on the implementation of objectives.
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In a composite product, objectives for the IT environment of one domain will become objectives for the TOEs
of other domains. Such objectives should be very carefully worded, to ensure that the correspondence can
easily be identified.

10.5 Identifying the TOE objectives

The TOE security objectives are the most important and the most difficult objectives to express well. Unlike
environmental objectives, they are used as the justification for security functional requirements. It is therefore
important that they are well worded, clear in their intention and provide good traceability between detailed
securify Tequirements and the security problem; It IS not sufficient Just 10 reword the security problem or ikt
specific security requirements.

The methodology proposed in this clause organises TOE objectives on the basis of broad areas-of.securi
functidnality, chosen to link well with the organisation of functional components into families and classes with
ISO/IHC 15408-2. Breadth and depth is dealt with through the concept of main and subordinate objective
within [each area. Each main objective sets a broad strategy for that aspect of security, a “best practice
target;| the subordinate objectives deal with the specific points of detail that appear in-any security proble
but which if not treated properly can easily obscure the “bigger picture”.

L O

>

Using [this methodology, the first step in defining these TOE objectives should“be to reorder the list of
applicable threats and policies assigned to TOE functionality at the start of this_step in order to place relatgd
threatg and policies together. There should be no assumptions relating to TOE functionality, as assumptions
are only made about the operational environment. If any assumptions have been assigned to this heading,
your rg¢sponse is simple — investigate and fix.

The bgst form of grouping for a particular PP or ST will depend an‘the nature of the related TOE. However,|it
will alyvays be helpful later when generating the SFRs if the grouping is related to the internal structure of
ISO/IHC 15408-2.
The methodology used by this clause proposes a simple Set of seven headings, under which all threats and
policies are grouped. This methodology has been:ttied and tested in practice, and found to work for marjy
types ¢f TOEs. The headings are:

a) Acgcess control (objects, attributes, operations, rules for access).

b) User management (user types, identification, authentication).

c) TOE self protection (detection ofmalfunction, trusted recovery etc.).

d) Secure communication (establishing communication links, link properties, rules).
e) it (event logging;reaction, incident management, analysis).

A
f)  Arlchitectural frequirements (required properties and constraints).
@]

her functions (anything not falling easily under these headings — e.g. trusted time source, randon
number ‘generation).

9)

There is a deliberately close relationship between these suggested headings and the structure recommended
in Clause 12 of this Technical Report to identify and specify security functional requirements. Although the
security objectives may have any structure and method of organisation that you like, in general the breakdown
recommended above will simplify cross-checking and generating arguments concerning completeness and
consistency later. Of course, there will always be particular TOEs when a different type of organisation will be
clearer and easier to work with later. The important thing is to think about structure at this stage and to pick
an appropriate approach.
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The next step is to write down a simple definition of the type of security service or security protection required
in each of your selected areas needed to meet the overall needs of the security problem. Rather than trying to
analyse and generalise the security problem definition, it is better to return to the informal security requirement
from which the SPD was derived. It is usually obvious from the informal security requirement what the major
security functions in each of these broad areas should be. Some areas may not be mentioned, or may be
explicitly identified as not relevant; ignore these at this stage.

This list of services should then be compared against the grouped list of threats and policies. For each
service, decide which threats and policies are relevant. At the end, put any threats and policies remaining

inder the “other’ service

Next, divide the threats and policies associated with each service into general and specific reguirements.
General requirements should apply to all aspects of the service definition, specific requirements to| special
cases.

FFinally, reword the service definition into a positive statement that addresses the general requirement. This
becomes the main objective for that service. Reword each specific requirement into a related but geparate
Subordinate objective for that service.

Threats can be countered by an objective that stops the threat by removing<or blocking one of its necessary
components. Examples of this are removing the ability of the threat agent to execute the adversq action,
moving, changing or protecting the asset so that the adverse action is‘no longer applicable, or elimingting the
threat agent (e.g. by introducing an environmental objective for physical access controls). Threats can|also be
handled indirectly. Examples of this are enforcing accountability through auditing actions, better trgining to
5top accidental user errors, taking frequent backups so that lost'or damaged assets can be easily restqred.

Not all threats can be protected against. Sometimes the best course of action is to detect a related incident,
and generate an alarm or audit log entry. This type of*design decision will have to be made at this time.
When detection is chosen as the response, this willlgenerate the need for an audit service to respond to
ncidents.

During the specification process it may be necessary to reassign threats and policies. As services pecome
better defined, particular threats or policies'may fit more readily under a subordinate objective rather than the
main objective or vice versa, or they.may even fit better as part of another service. The proces$s often
dentifies related objectives for the gperational environment that have previously been missed; for example,
there will be a need for administrators to respond to alarms, if alarms are chosen as the resporise to a
particular threat. In some cases, design decisions may even move protection for particular threats or|policies
from the TOE objectives to theoperational environment completely, or vice versa. These changes are to be
pxpected; it will be necessary to iterate several times until a clear list of objectives is obtained covgring all
preas.

As well as expressing general protection requirements (linking directly to a main objective), policies in
particular are_sometimes used to constrain the nature of the associated technical solution. This|type of
constraint should be expressed as a subordinate objective, linked to the general requirement.

Some threats will link directly to a specific subordinate objective that counters that threat and no other} In this
case,\word the objective to directly reflect its source. This will ease later traceability — both in the rationale
inking objectives back to the SPD, and for the understanding of readers.

A subordinate objective may address several threats and policies. For example, many PPs and STs have an
object reuse objective as a subordinate objective in the area of resource management. This is worth
separating out from other aspects of resource management as there is generally little overlap in terms of the
threats addressed. However, there is no need to divide the objective further by the different types of
resources that might need to be cleared — although different types of resources might be handled in different
ways e.g. some threats to RAM do not apply to magnetic media. The distinction will become clear at the
security requirements specification stage, when different SFRs will be selected as mechanisms for different
resources.
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A further useful distinction in defining subordinate objectives is by the type of control required. Controls can
be preventative (stop an incident taking place), detective (recognise an incident has taken place) or corrective
(fix the consequences of an incident). It is worth having different subordinate objectives for each type if the
treatment of threats or policies needs actions of more than one of these types in response. This is often the
case if the description of the security problem requires defence in depth, or if the main objective for a service
will only reduce or mitigate a threat rather than blocking it.

An example of a preventive security objective is the following, which identifies the need for identification and
authentication of users of the TOE:

The TOE will ensure that each user is uniquely identified, and that the claimed identity is authenticated, béfore
the user is granted access to the TOE facilities.

Access control and information flow control security objectives also fall into the preventive category. Whete
the sefurity concerns indicate that the TOE should enforce more than one access control or infermation flow
contro| policy, it is recommended that you identify distinct security objectives for eachnrpelicy. Such gn
approach will help simplify the security requirements rationale.

An exgmple of a detective security objective is the following, which identifies the need for the TOE to provide|a
non-repudiation of origin capability:

The TOE will provide the means by which a recipient of information can generate evidence which can be usgd
as propf of the origin of that information.

An exgmple of a corrective security objective is the following, which identifies the need for the TOE to respord
to detgcted intrusions:

The TOE will, upon detection of events that are indicative of an’imminent security violation, take appropriate
steps {o curtail the attack with a minimum of disruption to the‘service provided to other TOE users.

At this| point it will be necessary to revisit the statemefit'of security objectives for the operational environment
to seelif there any security objectives relating to management activities that need to be added to ensure that
the security services to be provided by the TOE) are effective. In some cases, the required management
activity is obvious, and can be immediately expressed in the form of a (non-IT) security objective. In othér
cases [the required management activity may-tepend on the detailed security requirements used to implement
the TOE security objectives. For example, an “identification and authentication” user binding security
objective might be implemented by user-passwords. This would imply a requirement for users to ensure their
passwprds are not disclosed to-@ther individuals, which would properly be expressed as a securify
requirgment for the non-IT enyironment. Do not be upset, or surprised, if you miss this type of impligit
requirgment at this stage. It-will’lbecome obvious when you define the SFRs, and the statement of securify
objectives can be updatedat that time.

Wherg possible, the_security objectives should aim to informally quantify the minimal effectiveness expectel
thus Igaving little doubt as to what level of effectiveness must be justified in the PP or ST rationale. Quantitigs
may be stated:

a) in|relative-terms, e.g. to environmental conditions or to a previous situation;

b “n Aol o nimarie oo
IO SOTOTCTTIOTTIICTIC TCTTTTIST

Clearly, specifying absolute numeric values is the most precise option, but is also the most difficult to assess
in terms of effectiveness.

Do not expect one to one correspondence between objectives and threats or policies. Often a main objective
required to handle a policy will also counter many of the threats related to that service. Also, threats and
policies may have to handled differently for different types of asset, and need different subordinate objectives
for each asset type.
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There are other techniques that can be used to identify security objectives. A simple approach, which can
work well for small SPDs, is to simply to generate one objective per threat or policy, reflecting its wording, and
with substitutions for specific assets, threat agents etc., if these are not clear from the wording of the related
threat or policy in the SPD.

TOE objectives are generally given identifying names starting with “O.” rather than “OE.” to distinguish them
from environmental objectives. They should be clearly worded to indicate that the measures implementing the
objective will be part of and enforced by the TOE.

the TOE that has to be examined during evaluation. The use of the term “TSF” is therefore strictly.corfect; for
any objective, that part of the TOE that implements it must be part of the TSF. However, this is sompwhat a
circular argument and also a little confusing as these objectives are usually referred to.as “TOE [security
pbjectives”, not “TSF security objectives”. Saying “the system” is also confusing. It could be interpreted to
nclude objectives implemented by the operational environment. If this is intended, it'is much bettey to say
‘the TOE or its environment”. Note that design decisions must separate such objectives into objectives for the
TOE and for its environment before the objectives are finalised.

10.6 Producing the objectives rationale

The final step in defining the security objectives is to produce a rationale, tracing the objectives badk to the
threats, policies and assumptions in the SPD to show that they areall necessary, and also showing that all
pspects of all threats, policies and assumptions in the SPD are covered by the objectives, or haye been
excluded from further consideration. For all but low assurance evaluations, this rationale is required by
SO/IEC 15408, and checked in PP/ST validation.

A simple way to produce the rationale is to prepare tables of the relationships between the SPD elemgnts and
fhe objectives and vice versa, and check for any inconsistencies, gaps or overlaps. Where threats, pdlicies or
passumptions are handled by multiple objectives, there is usually a simple discriminant that can be attgched to
the SPD element to show which parts are codntered by which objective — see the example in 10.4 above.
ncluding this in the table will make the mapping much clearer and easier to understand.

Assuming that each security objective can be linked back to at least one threat, policy or assumption, the table
should show immediately that each“security objective is necessary. Of course, this does not guarantee that
there are no redundant security, objectives, since other security objectives may also link back to the same
threats, policies and assumptions, and already provide adequate coverage. However, this can be determined
s part of establishing the second validation requirement, sufficiency.

Sufficiency has to be Sshown by providing informal arguments to supplement the cross-reference infofmation.
FFor each non-discounted threat, you need to argue why the related security objectives, taken together, will
provide an effective)countermeasure to the threat as defined. Note that attacks based on these threatp do not
hecessarily need to be eliminated completely; it may be sufficient to detect or recover from sugcessful
pattacks, ortoireduce the likelihood of attack to an acceptable level. All that is required is an gffective
countermeasure within the context of the SPD.

Similarly, for each identified OSP or environmental assumption, you need to justify by providing jnformal
pfguments that the related security objectives are sufficient either to provide complete coverage of the OSP,
7to uphotdthe assumption.

Remember that assumptions included within the SPD to identify threats that can be discounted or ignored do
not generate security objectives and should therefore not appear in the objectives rationale.

If a PP or ST claims compliance with other PPs, the rationale will need to show that the security objectives for
the TOE are consistent with the statements of security objectives within the referenced PPs. If those security
objectives are worded in a similar way to your own, you may be able to show through straightforward mapping
that your objectives match and cover all their objectives. Indeed, if the PP is one that requires strict
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conformance, the wording must be identical and the evaluators will therefore ignore whatever you state in the
rationale.

However, it is possible that the referenced PP objectives may be structured or worded very differently, such
that there is no simple correspondence. In this case, you will need to show that the security objectives for
your TOE also satisfy the requirements of the security problem definition sections within the referenced PPs.
From this, you can argue that your objectives provide the same coverage as their objectives and are therefore
consistent.

lem definitions in the re

suitable for your purposes; however, their claimed PP compliance will not prove it. You may be able
establish that such products do meet your requirements by looking at the threat sections of theiD STs arj
establishing that they do consider and cover all your relevant threats.

Beford providing this guidance, one general advice: the definition of extended components should be avoidgd
whengver possible! Using extended components makes it harder to compare different products based on the
securify functional and assurance requirements the products,satisfy. Instead, one should first attempt to uge
existing components from ISO/IEC 15408, potentially with-Tefinements. Only in cases where this is not

more precisely.

Some |guidance onhow to define extended components can also be found in ISO/IEC 15408-1. The following
sections extend(this guidance.

Beforg defining an extended component one should investigate in published and evaluated Security Targefs
or Profeetion Profiles if someone else has already defined an extended component one could use to specify
the secCUrity Tunctional or Security assurance requirement one wants 1o include. Taking an already defined
extended component from an evaluated Security Target or Protection Profile has the advantage that the
component itself has already been checked for consistency and conformance against the requirements of
ISO/IEC 15408 as part of the evaluation of the Security Target or Protection Profile that contained it.

When defining extended requirements, ISO/IEC 15408-1 requires that they are defined in a similar way as
existing components in ISO/IEC 15408. This applies to the naming of the extended component, the way they
are expressed and the level of detail. It is therefore advisable to describe an extended component using the
same structure as is used in ISO/IEC 15408. Concerning the naming of en extended component, one should
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try to identify if the component fits into one of the classes or even one of the families that are already defined
in ISO/IEC 15408 and construct the name by using the class name and (potentially) family name and just add
an indicator showing that this is an extended component. Whenever possible the component should be
defined in a generic way allowing assignment and/or selection operations. This makes it easier for another ST
or PP writer to pick up the extended component and instantiate it in a way that fits their requirements.

Specifying an extended SFR component using ISO/IEC 15408-2 functional components as a model for
presentation will involve:

b) using a similar style and phraseology to ISO/IEC 15408-2 components;

C) using the topology and nomenclature approach for components as in ISO/IEC 15408-2;
Knowing that a new SFR is of a similar nature to others in an existing class or family helps bound its degree of
hewness and also may help with specific wording for common concepts that occar-throughout that tlass or
family.
Particular characteristics of the style of presentation of functional components.in ISO/IEC 15408-2 incliide:

p) most functional requirements begin with the phrase The TSF shallZor The TSF shall be able to, followed
by a verb such as allow, detect, enforce, ensure, limit, monitor, permit, prevent, protect, provide or
restrict;

b) the use of standard terms such as security attribute or authorised user;

C) each element tends to stand on its own and can be understood without reference to previous elements;

d) each security requirement must be evaluatable, i.e. it must be possible to determine whether the
requirement has been met by a TOE.

n constructing an extended component, you should also consider whether the SFR:

p) should incorporate any assignment or selection operations to be completed by the ST or PP authd;

p) implies any dependenciesten-other SFRs which must be included in the PP or ST;

c) describes any events which should be auditable, and if so what information should be recorded for the
event;

d) has any implieations for security management, e.g. relies on security attributes that need to be manhaged.
f you believeyou have a well-constructed SFR that is not included in ISO/IEC 15408-2, and is sigrificantly

different from, and would significantly enhance, the existing set of functional components in ISO/IEQ 15408,
you arétadvised to submit the SFR for inclusion in the next iteration of that International Standard.

téshould be noted that it may not be necessary to specify ISO/IEC 15408 operations such as assignment or
Selection for SFRS constructed in this way it the SFR 1S only intended for Use in the ST, 1.e. there 1S no intent
to reuse the component in other PPs, STs, or functional packages.

Naming for an extended SFR not included in ISO/IEC 15408-2 should use the topology and naming
conventions of ISO/IEC 15408-2, to be in the same style as the standard. Extended security functional
components should use ‘F’ for function, followed by the appropriate class, and family designations followed by
a component number. An extended component based on the existing classes can then be inserted at the
appropriate place. Where an extended component is unrelated to existing classes it is acceptable for naming
to make it clear that the extended security requirement is new by, for example making the class of the
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component ‘EX’, or appending ‘EX’' to the end of the component name. How the extended component is
denoted should be explained in the application notes for the PP or ST. Care should be taken that the naming
convention used does not conflict with ISO/IEC 15408-2.

Annex A provides an example for an extended component and explains it in a way similar as those
components defined in ISO/IEC 15408-2. This allows en evaluator to treat the extended component similar to
those defined in ISO/IEC 15408-2 when evaluating the Security Target or Protection Profile that defines the
extended component.

D D wn d

activity is not covered by the existing components in ISO/IEC 15408-3. In addition to the definition of th
assurgnce component in a style similar to that used in ISO/IEC 15408-3, an extended assurance componen
also requires the definition of an evaluation methodology that explains the activities an evaluator has
perform to verify that a product conforms to the extended assurance component. Those activities have to 4
definefl using the structure and level of detail as defined in ISO/IEC 18045 for the asstrance componen
definefl in ISO/IEC 15408-3.

—

nw ®© O

Extended assurance components should provide a definition of the ~folowing elements (sge
ISO/IHC 15408-1.—, C.3 for more detalils):

a) developer actions;
b) requirements for the content and presentation of evidence that a‘developer must provide;
c) evaluator actions.

Inspedtion of ISO/IEC 15408-3 shows that the elementséassociated with an assurance component afe
charagterised as follows:

a) developer action elements are intended to express the activities the developer must perform, generally
the providing of evaluation evidence;

b) cantent and presentation elements are-intended to characterise the required content and “qualitative
agpects of the evaluation evidence a.developer must provide;

174

c) eyaluator action elements take-two forms:
- | the first evaluator action is generally of the form:

The evaluator(shall confirm that the information provided meets all requirements for content ar{d
presentation‘of evidence.

- | any further evaluator action elements generally take the form of a statement for independent work
and-detérmination on the part of an evaluator.

Therefofe; all requirements for content and presentation of evidence should not only be clearly and
unambiguoustyexpressed; butatsoshoutdavoid<as far as possible)requiring—subjective judgement o the
part of the evaluator. Rather, the extended SAR should define clear objective criteria against which an
evaluator may reach a verdict. You should consider providing application notes for any clarification of the
extended SAR that is needed in support of the requirement for objective judgement.

To ensure that the extended SARs are specified in the same style as ISO/IEC 15408-3 components, you
should ensure that each separable requirement is stated as an individual requirements element. You should
also, when choosing the wording of the extended SAR, consult ISO/IEC 15408-1:—, Clause 3 which gives a
definition of general English terms that are used in a precise way within ISO/IEC 15408-3.
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If you believe you have a well-constructed extended SAR that is not included in ISO/IEC 15408-3

, and is

significantly different from, and would significantly enhance, the existing set of assurance components in
ISO/IEC 15408, you are advised to submit the SAR for inclusion in the next iteration of that International

Standard.

When you have defined the extended assurance component, you also need to define the evaluator work units
required to show compliance to the extended assurance component in an evaluation. This should be done
using the structure of the work units in ISO/IEC 18045 as an example. The work units shall address all
aspects of the extended assurance component and give clear advise to an evaluator how to perform the

ssassmaent

12 Specifying the security requirements

12.1 Introduction

This clause provides guidance on the specification of IT security requirements in.a-PP or ST. This guidance
ppplies the TOE security requirements.
The following types of IT security requirements are specified in a PP or ST
p) Security Functional Requirements (SFRs) on the TOE. These “identify the requirements for |security
functions which the TOE must provide to ensure that the security objectives for the TOE are achieyed.
b) Security Assurance Requirements (SARs) on the TOE{These identify the required level of assufance in
the implementation of the SFRs.
This is illustrated in Figure 3 below.
TOE
Security Objectives
A 4
Security Security
Functional Assurance
Requirements Requirements
ISO/IEC ISO/IEC
15408-2 15408-3
Figure 3 — Derivation of IT security requirements
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As Figure 3 shows, a significant characteristic of the IT security requirements is that they are intended to be
constructed, where possible, using the catalogue of functional components defined in ISO/IEC 15408-2 and
the catalogue of assurance components defined in ISO/IEC 15408-3, as appropriate. The intent of
ISO/IEC 15408 here is to ensure a degree of standardisation in the way the IT security requirements are
presented. The use of this ‘common language’ for expressing IT security requirements is thus intended to
facilitate comparison between PPs and STs. A guide how to derive security functional requirements using the
functional paradigms of ISO/IEC 15408 is provided in 12.2.

ISO/IHC 15408 permits a degree of flexibility in the way the SFRs and SARs are specified by.allowing a set ¢f
operagjons to be performed on them to tailor the security requirement appropriately - sfamely assignment,
iteratign, selection and refinement. 12.3.2 below provides guidance on the uSe“of operations gn
ISO/IHC 15408 functional components. 12.4.2 does the same for ISO/IEC 15408 assUrance components.

Each gecurity component in ISO/IEC 15408-2 and ISO/IEC 15408-3 is assignedyits own unique reference |n
ISO/IHC 15408, based on a defined taxonomy:

a) Iin[ISO/IEC 15408-2, for example, component FAU_GEN.1.2 has the fellowing meaning:

- | ‘F’indicates it is a functional requirement;

- | ‘AU’ indicates it belongs to the security audit class of SFRs;

- | 'GEN’indicates it belongs to the security audit data generation family within that class;
- | ‘1’indicates it is the audit data generation-component within that family;

- | ‘2"indicates it is the second elementwithin that component.

b) the components in ISO/IEC 15408-3.use a similar taxonomy, but additionally identifies each element gs
belonging to one of three sets oftassurance elements, by appending a letter:

- | the letter ‘D’ indicates it belongs to the set of developer action elements, the activities performed Ly
the developer;

- | the letter ‘C’ indieates it belongs to the set of content and presentation elements, the information the
evidence is.meant to convey;

- | the letter‘E’ indicates it belongs to the set of evaluator action elements, the activities performed Ly
the evallator.

c) Iin[ISG/IEC 15408-3, for example, component ADV_TDS.1.2C has the following meaning:

- ‘A’indicates it is an assurance requirement;
- '‘DV’indicates it belongs to the development class of SARs;
- 'TDS’ indicates it belongs to the TOE design family within that class;

- 'I’indicates it is the basic design component within that family;
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- ‘2 indicates it is the second element in a set of assurance elements;
- ‘Clindicates it is an element in the set of content and presentation elements within that component.

SFRs and SARs are selected at the component level: all defined elements within that component have to be
included in the PP or ST if the component is to be included. There are two types of relationships between
components which you need to be aware of, as these have a bearing on the process of selecting the IT
security requirements:

Combanan to g dhia o foarailhy oy, haoyvn o hinearohin ralatinmclhin inclinatina that A s Aan $ -']CIUdeS
\J\JIII’J\JII\-III.Q VVII.IIIII A |u.|||||_y |||u_y nmave ™ IIIL'IMIUIII\.I I\-IMLI\JIIJIIIP' Illuluullllu araar viriTre \J\.IIII'.I\.III\‘IIL

all requirements specified in another component in that family. For example, FAU_STG.4 is hierarchic to
FAU_STG.3 because all functional elements defined in the latter are also included in~the|former.
However, FAU_STG.4 is not hierarchic to FAU_STG.1, and it is therefore possible to inclufle both
components in the same PP or ST.

g

b) Components may have defined dependencies on any component in any other family’indicating that when
a component is not self sufficient and relies upon the functionality of, ot linteraction with, |another
component for its own proper functioning. For example, FIA_UAU.1 (which requires authenticatiopn of any
user’s claimed identity) has a dependency on FIA_UID.1 (which requires_users to be identified). These
components must also be included in a PP or ST, unless the dependencies can be shown no¢t to be
relevant to the threats and security objectives.

12.2 The security paradigms in ISO/IEC 15408

12.2.1 Explanation of the security paradigms and their usage for modelling the security functiohality

To provide a better understanding of the structure of the"classes, families and components defined for the
Security functional requirements in ISO/IEC 15408-2, this Technical Report extends on the security functional
paradigms expressed in ISO/IEC 15408-2:2008, Clause 5.

The purpose of the security paradigms in ISO/IEC 15408 is to provide a basis for modelling the |security
functions of a TOE to the extent required to show that the security objectives can be met in that model. The
paradigms explained in the previous sections can now be used to develop an abstract model of the [security
functions, which is then expressed wsing the SFRs defined in ISO/IEC 15408-2. The following $ections
provide guidance how to develop suchi a model and describe it using the SFRs.

12.2.2 Controlling accesst0:and use of resources and objects

12.2.2.1 Explanation

n the paradigm ofASO/IEC 15408-2 security functions control and regulate the use of resources protected by
the TOE. Resources may either be internal to the TOE (like main memory, CPU time, disk space, gervices
etc.) or may.jtself be outside of the TOE but only accessible (at least for some entities) under the control of
TOE functions (e.g. network services from other systems). A firewall is a typical example of a TPDE that
controls-tse of resources that itself are not part of the TOE.

-xamples of resources that may need to be controlled to achieve the security objectives are:

- Memory (both main memory and disk space)
- CPUtime
- Peripheral devices or network links

- Functions
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Users are defined in ISO/IEC 15408-1 as "any entity (human or IT) outside the TOE that interacts (or may
interact) with the TOE". Subjects are defined in ISO/IEC 15408-1 as "an active entity in the TOE that performs
operations on objects". Users and subjects are the active entities that request services from the TOE and
thereby operate on objects and resources.

In order to achieve its security objectives, the use of resources is regulated within the TOE based on rules that
the TOE needs to enforce. Those rules may regulate the use of resources as well as record the use of
resources.

A - da haratal. |nr\r\mr\|nfn ||of r\'F Daraneters Hnof e ha-avaluatad ac nart of St |r\h ram ||ne are-
uuuuuuu >4 e Pt etetrSt Sty E-Svroate oS

- The type and identity of the entity that initiated the request

- Other attributes of the entity that initiated the request

- The type and identity of the resource that is targeted by the request
- Other attributes of the resource that is targeted by the request

- The type of request

- Tle time and date

- The internal state of the TOE

To enfprce rules based on those parameters, the TOE needs maintain and manage those parameters:

- For external entities (also called "users") it needs to identify and potentially also authenticate the externgl
entity — at least to the extent required to enforce the rules. If the rules are just based on the external entify
belonging to a specific set or group of external_entities, it is sufficient for the TOE to identify (and
patentially authenticate) the set or group.

- Qlite often the TOE maintains a list of external entities (potentially with their security attributes) that afe
allowed to use services controlled by the-TSF. In this case functions are required to manage the list pf
external entities and their security atfributes (provided the list is not static).

The part of a TOE that implements_the security functions used to satisfy the security objectives as well as 3l
other parts of the TOE that havesthe potential to modify or bypass the security functions is called the "TOE
Security Functionality” (TSF). Depending on the architecture of a TOE the TSF may be the whole TOE or mgy
be a defined part of the TOE™If-the TSF are just a part of a TOE it is important that the non-TSF parts of the

"binds| to<the subject. As part of this binding process, the security attributes of the subject will often He
modifigd-to reflect this bmdmg An example are TOEs Where the subject |nher|ts the security attrlbutes of the

derived as part of the blndlng process.

Resources may be grouped to "objects" and the TOE may have dedicated rules for using those objects that
are different from the rules for using the resources that make up the object. A typical example is a TOE that
enforces a rule for maximum quotas for disk space (the resource) and rules that control access to the files (the
objects) that are constructed from the disk space resources. This example shows that a single resource may
be subject to different rules enforced by the TOE where one set of rules regulates the use of the resource and
another set of rules for the objects constructed from the resources.
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The rules regulating access to and use of objects are usually different for different types of objects. To avoid
confusion ISO/IEC 15408 allows grouping the set of rules for different objects, subjects and operations into
different "Security Function Policies" (SFPs) and referencing the SFP in the individual SFRs to indicate the
security function policy to which the SFRs belong. A security function policy always needs to have a defined
scope, which is the definition of the set of subjects, users, objects, resources and operations to which the
policy applies. This definition must be unambiguous to ensure that the scope of the SFP is well defined. Then
the rules enforced by the operations for the subjects or users when using the objects or resources are defined
as part of the SFP. As mentioned above those rules usually will be based on specific attributes of the subjects,
users, objects or resources. Those attributes that influence the rules of the SFP are called "security
ttributes"”. The rnqllirnmnnfe for manhagement of the Qnr\nrif\]/ attributes that plny aroleina SEP are also part
pf the SFP, including the definition how the security attributes are initialized when an entity subject to,the SFP
s created, imported or registered (for users). To summarize, a SFP describes the rules for access.to pnd use
pf a defined set of objects or resources by a defined set of active entities (users or subjects) using a|defined
et of operations together with the functions to manage the security attributes used in those,ruales.

A typical example is an access control policy for file system objects in an operating system. The activel entities
pre processes, some of which operate on behalf of a user and therefore have security attributes derijed from
the user security attributes upon binding. The operations are those system callS\that operate on file| system
pbjects like opening a file for read, write or update, view or change the attributes of a file, creating or deleting
A file. In addition there are operations that manage the security attributes efdhe processes or the file| system
pbjects. Typical examples of security attributes that may play a role in suchya SFP are:

object security attributes: access control lists, file type
user security attributes: user identities, user roles
process security attributes: process identity, process trust level

Other SFPs may regulate operations external entities’ perform directly without an intermediate subject. An
pxample is a firewall system that regulates how ‘the network services and functions can be used by an
pxternal system. Still there are active entities {external systems that initiate the request), objects (pxternal
Systems that are target of the request) and gperations (network services). The rules of such an SFP|may be
based on the identity of the external systems involved in the operation, the type of operation performed (e.g.
the port used), the context of the operation (e.g. if a connection on a specific port has been established
previously) and/or the content of netwérk packages.

t is not unusual to define more than one SFP even for the same set of users, subjects, objects and
pperations. An example is a-discretionary access control policy as one SFP and a mandatory accesg control
policy as an additional SEFP-Although the set of users, subjects, objects and operations addressed by the SFP
are the same, the rules-of:'the SFP and the set of security attributes used in those rules are different and justify
defining two SFPs.

12.2.2.2 Usage

Access control policies provide a basis to model the TOE in terms of resources and objects as|well as
pperations allowed on those resources and objects by the TOE (or via the TOE) to active entities (either inside
pr outside of the TOE). So the first step when deriving a model of a TOE usable to specify security functional
requirements for access control is to identify the resources, objects, operations provided by the TOH as well
asthe—subjectsandusersthat trigger-the operations—tmaminitiatstep—themodetshould—onty-inctude those
types of resources, objects, operations, subjects and users in the model that can be directly derived from the
security objectives and the general TOE functionality described in the beginning of the PP or ST. When
developing a ST for an existing product or system, the entities defined in the model should exist in the TOE.
Additions to this first sets may be required when defining the security functional requirements to ensure
consistency and completeness.

Defining entities in the model that do not exist in the TOE will lead to problems during the evaluation since
ISO/IEC 15408 assumes that the SFRs and the entities mentioned in the SFRs are abstractions of entities
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that exist in the TOE and can therefore be mapped by refinement to entities in the design and implementation
of the TOE.

In the next step, rules need to be defined that regulate access and use of the resources and objects via the
operations for the subjects and/or users defined in the model such that the security objectives are satisfied.
Again, when defining a ST for an existing TOE, the rules shall of course attempt to be an abstraction of the
real behaviour of the TOE for the entities defined in the model such that the rules implemented by the TOE
are strict refinements of the rules in the model.

Part of-the-definition-of-the+rules-is-the-identification-of-the-parametersthat-are-dused-n-these+ules—Mestlikely
you have to define "security attributes" of the resources, users, subjects, and objects. Those security
attribufes should be collected in a list, since rules for the initialization and management may be required:

When |defining those rules you will quite often identify that rules differ for different set of resourgé&s, objects,
users,|subjects or operations. To simplify the description of the model, you should group sets ("types”) of
resourgces, objects, users, subjects, and operations with identical (or almost identical rules) into securify
functign policies. Give each security function policy a name that identifies it.

Defing| the rules for creating and deleting subjects and objects. Those rules may be different for different type
of subjects and objects. They also need to define how the security attributes of the subjects and objects al
initialized.

® »n

Defing the rules for the management of the security attributes of subjects<and objects in cases where thos
attribufes are not static. Note that those rules may involve operations triggered by external entities through th
TSFI gs well as rules that describe how security attributes are modified as part of operations performed by tH
TSF.

® D D

Defing the rules for registering (“creating") and de-registering ("deleting”) users when users need to he
registgred to the TOE. Rules for user registration also incliyde the rules for the initialization of user securiy
attribufes. Note that there are cases where users do not,need to be registered. They can request services ar|d
identify and potentially authenticate themselves using:credentials they present. Those credentials may aldo
include security attributes of the user. In those cases rules need to be defined that define the credentials
accepled and how the credentials are checked.

Defing the rules for identification and (if required) authentication of users. Those rules define the credentials
the uder has to present (type of credentials, potential restrictions on those credentials like minimum and
maximum length, minimum and maximum lifetime etc.) as well as the reaction of the TSF when incorreg
credentials are presented.

~+

Defing the rules for the management of the security attributes of users. This is done in a similar way 3
defining the security attributes-of subjects and objects.

2]

If the TOE supports_a function of user-subject binding, define the rules involved in this binding. Those rulgs
may irjclude:

- cqnditions-that need to be satisfied to allow the binding

- sattingof the security attributes of the subject after the binding

When this is done one has to review if additional management rules are required. An example for such an
additional rule is one that allows creating a new security attribute (e.g. a new user role) potentially together
with rules that define how to manage this security attribute (e.g. define the set of user security attributes a
user gets as part of the role).
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12.2.3 User management

12.2.3.1 Explanation

In the paradigm of ISO/IEC 15408 a user is an entity external to the TOE that requests services from a TOE
using its interfaces. Users may need to be "registered" before they can use TOE services or the TOE may

allow users to request services without being previously registered. In many cases the decision of t
whether to provide the requested service depends on some security attributes of the user. User

he TOE
security

attributes may either be submitted by the user together with the request or may be derived from data the TOE

1as Stored about the user Or te group tne user Delorngs 1o.

n the first case the TOE needs to ensure that the security attributes submitted by the user can be
This implies that the TOE implements rules how to evaluate the security attributes and establish’trust
user (which may be unknown) uses the security attributes legitimately.

belongs to. Also in this case the TOE needs to implement rules specifying how\to verify that the
dentity of the user or the user's membership in the group is correct. This process is called authentica
requires that the user presents credentials used by the TOE to establish jts\trust in the correctnes
dentity or group membership claimed. Rules need to be defined that specifyshow the authentication pr
performed and how the parameter of the authentication process can be managed.

When users are required to be registered, there is a need to define/the rules how users can be registg
how their security attributes can be managed.

n some cases the TOE will use one of its subjects to act on behalf of a user. In this case the subject ig
fo the user” by the TSF, i.e. the TSF will have rules that.define how a subject's security attributes are
when the subject is bound to a user. Very often the subject inherits part of the security attributes of

pllowing to enforce user security attribute based access control policies even when the actual a
performed by a subject.

12.2.3.2 Usage
To define the functions for user management you need to perform the following steps:

identify and define the types of users that can access the TOE (together with the set of security a
that each type of user may\have).

identify for each type-of user if he needs to be registered before using TOE functions.

for each type-of user that needs to be registered, define the rules for user registration (how this
and the security attributes of the user that need to be set upon registration.

identify\for all type of users, if user identification is required. If yes, define the rules how a
identified.

identify for all type of users, if user authentication is required. If yes, define the rules how a

trusted.
that the

n the second case the TOE needs to know the identity of the user or the identity~of the group the user

claimed
ion and
5 of the
Dcess is

red and

"bound
derived
he user
cess is

[tributes

s done)

user is

user is

authenticated. Define the conditions under which a user needs to be authenticated.

- define the rules how the authentication process can be managed (including the management of

credentials used for authentication).

- for each type of users define the rules how user security attributes can be managed.

- when user-subject binding is possible or required, define the rules for this binding. Especially define the

rules how the subject's security attributes are set during the binding process.
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12.2.4 TOE self protection
12.2.4.1 Explanation

Protecting the security functions itself is required whenever one of the following conditions holds:

- there is a possibility for a threat agent to attack the security functions within the intended environment of
the TOE such that a security objective can not be achieved.

Defining TOE self protection in the functional model requires:

- identification of possible attack scenarios and malfunctions that may violate.a’ security objective

- identification of a function that is able to prevent the attack or matfunction. An example for a such [a
funhction is an increased physical protection of the TOE that prevents specific physical attacks.

- in|cases where prevention is not possible (which usually is.the majority), identification of functions that
detect the attack or malfunction and react properly.

Detection of an external attack or a malfunction of a system in the TOE environment may require monitorirlg
the ugse of TSFI and checking for conditions that\result from an attack, monitoring conditions gn
commuynication links that result from an attack or.monitoring sensors the TOE has specifically to deteft
attacks.

12.2.4}2 Usage

To define the TOE self protection functions you need to identify from the security problem definition if sugh
functigns are required to satisfy thetsecurity objectives. When this is the case, you need to select if you negd
to preyent an external attack (e,g.\by some enhanced physical protection) or if you need to detect an attack ¢r
a malffinction and react to it.

You start with a list of attacks or malfunctions that may occur in the intended environment of the TOE whic
when not dealt with, potentially violate the security objectives. For each list entry one should define how th
attack| or malfunctioh-is intended to be handled, i.e. if it is prevented by a TOE security functionali
implemented by,the“TOE or if TOE security functionality for the TOE needs to be defined that detect the attaq
or malfunctionand react to it.

=3

~< 0

In the paseof a function preventing an attack, the function needs to be described with some justification whigh
types of attack it is supposed to counter

In the case of detection and reaction the criteria and rules for detection (on an abstract level) and the reaction
need to be defined (as abstract rules stating what the TOE is supposed to do in such a case).

Detection of malfunctions of the TSF may be done by monitoring internal state variables, internal functions
performing tests or by having functions or data redundant and check for inconsistencies.
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A reaction may result in:

- acorrective action that eliminates the effect of the attack or malfunction. Examples are functions that can

detect and automatically correct failures based on redundancy in the data or functionality.

- a corrective action that partly eliminates the effect of the attack or malfunction but results i

n some

reduction of the functionality of the TOE (which needs to be consistent with the security objectives).
Examples are functions recovering from a failure or attack, but recovery may take time and may not be
complete. In those cases it needs to be ensured that neither the delay nor the loss in functionality or data

racultina fram an ineamnlata racavanzvinlatac anv cactirithg ahiactivag
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preparing the TOE for manual corrective action (e.g. stopping the parts of the TOE that are affg
the attack or malfunction or the whole TOE, requiring the stopped parts or the whole TOE to be r
in a secure mode).

stopping the failed parts of the TOE or the whole TOE without providing a methed within the
restart securely. An example is a TOE that destroys important functions or datawhen detecting a|
or malfunction to ensure that the TOE does not violate its security objectives:

The list of corrective actions above is sorted with increasing impact on the overall functionality of the T
12.2.5 Securing communication

12.2.5.1 Explanation

FFunctions that protect data when communicating eithet\with an external entity or when commu

between different parts of a distributed TOE using ansunreliable or untrusted communication cha

pnother example of functions that require additional modelling. To model communication, the

properties of the communication channel need to be defined. Such properties may include:
authentication of communication partners

integrity protection of data transferred over the channel (which may include protection against r
messages and/or changing the segquence of messages)

confidentiality protection of data transferred over the channel
protection against loss'of' data
providing non-repudiation of send and/or receipt of messages

To model a communication channel, the peers of the communication as well as the security propertig
channel needto-be defined. This applies to both on-line as well as off-line communication channels.

12.2.5.2Usage
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dentification of functions required to secure communication requires the following steps:

- identification of communication links

- definition of security properties required for each communication link. Examples of such
properties are:

- authentication of communication peers

- integrity protection (potentially including replay protection, message sequence protection etc.)
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confidentiality protection (potentially including protection against traffic flow analysis)
provision of non-repudiation (for sending, receipt, or both)

provision against loss of communication data

For each communication link the security properties required need to be defined. In an ST also the
mechanisms used to implement those security properties are defined (especially cryptographic mechanisms).

In a PP the mechanisms should be defined only up to the level of detail required. Note that this level of detail
may  be—gite—high—when—an AT e "

requirg
togeth

When
also i
comm
differe
(in this
repres
(e.0. g

ments. In those cases even a PP may specify the mechanism down to the level of a specific profoc
br with protocol options (e.g. cryptographic algorithms) that are required to ensure interoperability:

identifying the list of communication links you should not only look for physical communication links b
Hentify logical links (e.g. on an application protocol level) that require specific protection. Sug
inication links may well be stacked at different protocol levels where the individual-levels provid
nt types of protection. For example IPsec on the IP level may provide the authentication of peer entitig
case the systems) as well as integrity and confidentiality protection. An application.protocol (which m3
ent a different logical communication link) on top of IPsec may then provideladditional authenticatig
f the human user or the application) as well as non-repudiation functionsxlf/this case IPsec and th
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hat most functions for securing communication links enforce integrity protection and protection again
data by detecting those conditions. Similar to detection functions described in the section on TOE ss
ion, the reaction of the TOE when those conditions are detected may need to be defined. Also th
n on failed authentication attempts and invalid non-repudiation may need to be defined.

hat exporting TSF or user data from the control of the.FOE and importing TSF or user data into the TO
b considered as a special case of communication where the communication peer is unknown. In th
f export and import the following properties maysbe considered:

egrity protection (potentially including replay protection, freshness etc.)

nfidentiality protection

ovision of non-repudiation (for export, import, or both)
Security audit

1 Explanation

ring defined Secdrity critical events and maintaining records of those events for future analysis or f
tion in automated responses to such events is another security function that may be required for a TO

5fy the seeurity objectives. Security critical events may be those directly related to requests to use TO

s by ansactive entity as well as the detection of a security critical state or event that can not be direct
to’such a request.

5t
If

Examples of security critical events are:

- successful and/or rejected attempts to use services provided by the TSF

- unexpectedly reaching a failure state

- unexpected or faulty behaviour of a remote trusted IT product

- fai
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ilure detected by a self-test function
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- exceeding defined security critical thresholds

- changes to critical TSF data

12.2.6.2 Usage

In order to model security audit it is required to:

list the events that need to be audited

define the rules regulating when the event is audited (e.g. only when a request is denied)
define the data that needs to be collected for each event

define the rules how the collected audit data is processed and analyzed

functionality that need to be audited. In addition the model of the security ftinctions should be anal
critical internal states that need to generate an audit record when reached.

12.2.7 Architectural requirements

12.2.7.1 Explanation
n addition to the requirements listed above there may beé’a need to specify requirements for the arch
pf the TOE. Such requirements may be needed in aorder to ensure that it is possible to perform an an
the architecture as well as supporting reader’s’ understanding of the TOE'’s architecture. They usy
related to specific properties the TOE shall enfofce. Typical examples of such properties are:

fault tolerance

information flow control

privacy properties

real-time properties
nformation flow ¢ontrol and privacy properties are usually accompanied by specific rules regulating a
pbjects and fatlt) tolerance is usually accompanied by security audit requirements used to detect
Those accessicontrol rules, especially security audit rules, are necessary, but usually not sufficient to

the property‘requirement.

ArchiteCtural requirements are more difficult to identify and specify than the other security fu

accumulation of events where each individual event is not considered critical enough to be audited

t is good practice to analyse for each individual security functionality if theré are events associated With this

zed for

itecture
plysis of
ally are

Architectural requiréments are often supported by requirements from the previous sections. For g¢xample

ccess to
a fault.
enforce

nctional

requirements. Nevertheless they may be required to completely meet some security objectives &

nd they
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12.2.7.2 Usage

To identify and model architectural requirements is done using the following steps:

- identify the security objectives that have not been addressed or not been fully addressed by requirements

identified in the previous steps
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identify the architectural support required to satisfy those objectives
- define rules that contribute to this architectural support

Little help can be provided in this Technical Report on how to select architectural requirements. In the case of
an ST, those requirements will most likely be predefined by the architecture of the TOE the ST is developed
for. For example if the TOE is known to be distributed, requirements for keeping data consistency between
distributed parts of the TOE or requirements to protect data from unauthorized access when transmitted
between distributed parts of the TOE may be required in order to achieve defined security objectives.
Althou : g et R

as the
securify objectives helps in understanding and analyzing a TOE during an evaluation.

12.3 How to specify security functional requirements in a PP or ST

12.3.1| How should security functional requirements be selected?

Having defined the security objectives for the TOE as part of the security problem definition, you now need {o
elaborpte on how these security objectives are to be met. This is done by selecting@n appropriate set of SFRs
which,| as stated above, is done at the component level. Of course, the SER“selection process will he
signifi¢gantly easier if pre-defined functional packages are available that are relevant to the security objectivgs
for the| TOE.

The SFRs are selected based on a model of the overall functionality efthe TOE. This functional model defings
resources, users, subjects, objects and operations. The SFRs then define the security functionality such that
the sefurity objectives are met within the functional model of the . TOE. As with any model it is an abstractign
of the freal functionality of the TOE but the level of abstractionishould be sufficient to understand the principle
functigns of the TOE. Resources, users, subjects, objects and operations that do not need to be controlled {o
met the security objectives can be neglected when defining the SFRs. For example if the only securify
objective of a TOE is to control access to data, the resource "CPU time" may not need to be considered whegn
defining the SFRs.

There |are several stages to the process of selecting the SFRs for a PP or ST. In considering the selectign
procegs, it is helpful to distinguish between.the -following two types of SFR:

a) principal SFRs, which directly satisfy the identified security objectives for the TOE;

b) sdUpporting SFRs, which do,not/directly satisfy the security objectives for the TOE, but which nonethelegs
provide support to the principal SFRs, and hence indirectly help satisfy the relevant security objectives for
the TOE.

Whilst|ISO/IEC 15408-does not explicitly distinguish between these two types of SFRs, such a distinction |s
implicif in the consideration of such things as dependencies between functional components, and the
demonstration of \mutual support between SFRs. Therefore, whilst there is no need for you to explicitly
categdrise thesSERs as principal or supporting in the PP or ST, recognising that there are these two types of
SFR will be efsignificant benefit when you come to write the PP or ST Rationale.

The fististage in the SFR selection process is thus, for each security objective for the TOE, to identify the
principal SFRs for the functional model which directly satisfy them. Once a complete set of principal SFRs has
been established, there then follows an iterative process whereby the complete set of supporting SFRs are
identified. As described above, all SFRs (whether principal or supporting) should, where possible, be
expressed using appropriate functional components from ISO/IEC 15408-2. Subclause 12.3.2 provides
guidance identifying which functional components should be used to express common security functional
requirements. When selecting functional components from ISO/IEC 15408-2, you should also consult the
guidance contained in the annexes to ISO/IEC 15408-2 as to whether the component would be appropriate,
and how it should be interpreted.
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GECURITY OBJECTIVES FOR THE TO@

A &

I indirectly

The relationship between these two types of SFR is illustrated in Figure 4 above. It may be noted
relationship is relevant to the PP or ST rationale, which, inter alia, is_required to demonstrate mutual
between the SFRs. This will involve providing an explanation of’ the nature of the support pro
supporting SFRs in helping to ensure that the security objectives, for the TOE are met.

There are three stages involved in identifying the completé.set of supporting SFRs:

directly I

satisfy I satisfy
- ., |
Principal I
SFRs I

provide

support to Supporting
SFRs

Figure 4 — Role of principal and supporting SFRs

hat this
support
ded by

p) Identify the additional SFRs needed to satisfy.(where you consider it appropriate) the dependengies (as
defined in ISO/IEC 15408-2 for the relevant functional components) of all principal SFRs. This includes
any dependencies of the supporting SFRs identified during this stage.

b) Identify any additional SFRs that are(necessary to ensure that the security objectives for the TOE are
achieved. This will include SFRs needed to defend the principal SFRs against composite attacks fhat first
defeat the function, then mount.thie'threat the function is intended to counter.

c) Identify the additional SFRs needed to satisfy (where you consider it appropriate) the dependencies of
those supporting SFRs-selected during the second and third stages.

The identification of supporting SFRs to satisfy the dependencies as identified in ISO/IEC 15408-2 is|likely to

be an iterative process;-for example:

n)  Suppose that'the PP or ST includes a security objective requiring the TOE to provide specific responses
to the detection of events indicative of an imminent security violation. This leads to the inclusjon of a
principal SFR based on the FAU_ARP.1 (Security Alarms) component.

b) According to ISO/IEC 15408-2, FAU_ARP.1 has a dependency on FAU_SAA.1 (Potential Yiolation
Analysis) which should also be included as a supporting SFR.

c) FAU_SAA.1 has a dependency on FAU_GEN.1 (Audit Data Generation).

d) FAU_GEN.1 has a dependency on FPT_STM.1 (Reliable Time Stamps).

e) FPT_STM.1 introduces no requirements for additional functional components.

It should be noted that ISO/IEC 15408 permits you to leave some dependencies ‘unsatisfied’, provided you
explain why the relevant SFRs are not required to satisfy the security objectives (and hence address the
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security concerns).

Dependencies should be applied in a consistent manner. For example, in the case of FAU_ARP.1,
consistency is ensured by the nature of the requirements (FAU_ARP.1 depends on the expectation of a
potential security violation that is defined by application of FAU_SAA.1.2).

For other components, consistency may be more problematic. For example, in the case of FDP_ACC.1, the
PP or ST will identify the particular access control SFP to which it relates. In satisfying the dependency of
FDP_ACC.1 on FDP_ACF.1, it must be ensured that FDP_ACF.1 is applied to the same access control SFP

NDR_A ha ita I [TaYati] avall o DDA ordif a 3|

from the FAU_STG family) and a need for tools to review the generated audit data (requiring one or mo
fupctional components from the FAU_SAR family). Alternatively, the‘generated data may be exported {
another system for review.

b) SKFRs based on relevant components from the FPT (Protection of the TOE Security Functions) class.
Stich SFRs will typically protect the integrity and/or availability of the TSF or TSF data on which the other
SFRs rely, although they may protect its confidentiality~as well. Examples include FPT_TEE.1 (Testing of
External Entities) and components from the FPT ‘PHP (Physical Protection) family, which may Hhe
rejquired to support the security objectives wherg-there is an identified need to protect the TSF againt
sych things as TSF failure, corruption, or modification (possibly by malicious means).

c) SFRs based on relevant components from_the FMT (Security Management) class. These components wjll
be used to specify any necessary supporting security management SFRs. An example of this would e
FMT_REV.1 which addresses the {revocation of security attributes, and may be considered relevant
where SFRs are included that deal with security attributes (e.g. access control).

The sglection of these supporting-SFRs should always be done in light of the security objectives and the
functignal model, in particulartaking into account the need to end up with a set of SFRs which form a mutually
suppoftive and integrated-and effective whole. The process of constructing the PP or ST rationale mgy
therefgre have a significant’influence on this selection process. You are strongly advised to avoid including
suppofting SFRs that{are” not needed to achieve the security objectives, because this will only serve to limit
the acgeptability of the-PP or ST given that:

a) sqme TOEs'may not be able to meet such SFRs;

b) infreasing the number of SFRs will increase the cost and maintenance of unneeded requirements [n

evaluyation
SHHaHOR-

If the PP or ST is being constructed using a related PP as a basis, the process for selection of SFRs should
be simplified considerably. The PP or ST being constructed should include different SFRs, where appropriate,
taking into account any differences between the TOE security problem definition and/or security objectives.
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12.3.2 Selecting SFRs from ISO/IEC 15408-2

The following tables provides a mapping between the paradigms explained and the SFR components defined
in ISO/IEC 15408-2. Some components cover more than just one aspect of the paradigm and are therefore

listed more than once in the tables.

Table 1 — Access control

Requirement

Applicable components

Define subjects, objects, operations

FDP_ACC.1, FDP_ACC.2, FDP_IFC.1, FDP_IFC.2, FMT_SMH.1

Define security attributes

FDP_DAU.1, FDP_DAU.2, FDP_IFF.1, FDP_IFF.2, FRU.PRS
FRU_PRS.2, FRU_RSA.1, FRU_RSA.2

=

Create subjects, objects

FDP_ITC.1, FDP_ITC.2, FMT_SMF.1

Export objects

FDP_ETC.1, FDP_ETC.2

Manage security attributes

FDP_ITC.2, FIA_USB.1, FMT_MSA.1, EMT_MSA.2, FMT_MSA.3,
FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_REV.1, FMT_REV.2,
FMT_SAE.1, FTA LSA.1

Define rules for access

FDP_ACF.1, FDP_IFF.1, FDP_IFF.2, FDP_ROL.1,
FDP_ROL.2,FRU_PRS.1, FRU_PRS.2, FRU_RSA.1, FRU_RSYA.2

Manage access control rules

FMT_MOF.1, FMT_SMF{

Table 2 — User. management

Requirement

Applicable components

Define user types

FMTASMF.1

Define security attributes

FIA_ATD.1

User identification rules

FIA_UID.1, FIA_UID.2

User authentication rules

FIA_AFL.1, FIA_SOS.1, FIA_SOS.2, FIA_UAU.1, FIA_UAU.2,
FIA_UAU.3, FIA_UAU.4, FIA_UAU.5, FIA_UAU.6, FIA_UAU.7

Management of user credentialsand
security attributes

FMT_MSA.1, FMT_MSA.2, FMT_MSA.3, FMT_MSA.4, FMT_MTD.1,
FMT_MTD.2, FMT_MTD.3, FMT_REV.1, FMT_REV.2, FMT_SAE.1,
FMT_SMR.1, FMT_SMR.2, FMT_SMR.3, FTA_LSA.1, FTA_MCB.1,
FTA_MCS.2

Manage identification-and authentication
rules

FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SNMF.1

Management‘of user-subject binding

FIA_USB.1

Table 3 — TOE self protection

Requirement

Applicable components

Detection of malfunction

FPT_TEE.1, FPT_ITL2, FPT_ITT.3, FPT_PHP.1, FPT_PHP.2,
FPT_PHP.3, FPT_RPL.1, FPT_TST.1, FRU_FLT.1, FRU_FLT.2

Reaction to malfunction

FPT_ITT.3, FPT_PHP.2, FPT_PHP.3, FPT_RCV.1, FPT_RCV.2,
FPT_RCV.3, FPT_RCV.4, FPT_RPL.1, FRU_FLT.1, FRU FLT.2

Manage detection and reaction rules

FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SMF.1
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Table 4 — Securing communication

Requirement Applicable components
Establish communication link FMT_SMF.1, FTP_ITC.1, FTP_TRP.1
Define communication link properties FCO_NRO.1, FCO_NRO.2, FCO_NRR.1, FCO_NRR.2, FDP_UTC.1,
(security attributes) FDP_UIT.1, FDP_UIT.2, FDP_UIT.3, FPT_ITC.1, FPT_ITI.1,
FPT_ITIL2, FPT_RPL.1, FTP_ITC.1, FTP_TRP.1
Manage communication link properties FMT_MSA.1, FMT_MSA.2, FMT_MSA.3, FMT_MTD.1, FMT-MTD.2,
Mangge link establishment rules FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SME.1;

FTA SSL.1, FTA SSL.2, FTA_SSL.3, FTA_SSL.4, FTA_TAB.L;
FTA_TAH.1, FTA_TSE.1

Table 5 — Audit

Requirement Applicable components
Define events to be audited FAU_GEN.1, FAU_GEN.2, FAU_SEL.%
Define reaction on events FAU_ARP.1, FAU_SAA.1, FAU_SAAZ2, FAU_SAA.3, FAU_SAA4
Define management of events FAU_SAR.1, FAU_SAR.2, FAU (SAR.3
Define management of audit trail FAU_STG.1
Mandge audit rules FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3

Table 6 — Architectural requirements

Requirement Applicable components
Auditf trail protection FAU 'STG.2, FAU_STG.3, FAU_STG .4
Cryptographic functions FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4, FCS_COP.1
Inforrpation flow control FDP_IFF.3, FDP_IFF.4, FDP_IFF.5, FDP_IFF.6
Inter+al TOE transfer FDP_ITT.1, FDP_ITT.2, FDP_ITT.3, FDP_ITT.4
Resi(iual information protection FDP_RIP.1, FDP_RIP.2
Stordd data integrity FDP_SDI.1, FDP_SDI.2
Manggement FMT_MTD.1
Privaky protection FPR_ANO.1, FPR_ANO.2, FPR_PSE.1, FPR_PSE.2, FPR_PSE.3,
FPR_UNL.1, FPR_UNO.1, FPR_UNO.2, FPR_UNO.3, FPR_UNO.4
Fail decure FPT_FLS.1
Availability FPT_ITA.1, FPT_ITT.1, FPT_ITT.2
Synchronisation of state FPT_SSP.1, FPT_SSP.2
Secure time stamp FPT_STM.1
Data consistency FPT_TDC.1, FPT_TRC.1

The tables are intended to help identifying suitable SFR components once the security functional model has
been defined in accordance with the guidance in subclauses 12.2. and 12.3.1 above. It is left to the author of
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an ST or PP which component he selects and how he expresses the aspect of the security functional model
using the component and the operations allowed.

For the architectural requirements, a list of possible architectural issues is provided, which is mapped to SFR
components from ISO/IEC 15408-2 that are related to those issues.

12.3.3 How to perform operations on security functional requirements

12.3.3.1 Permitted operations

As stated in 10.1 above (see also ISO/IEC 15408-2, 2.1.4), some functional components include) permitted
pperations which may require the PP or ST author to tailor the security requirement as appropriate fof the PP
pr ST. These operations are:

p) assignment, allowing the specification of an identified parameter;

) iteration, allowing multiple use of the same functional component to express different requirements;

C) selection, allowing the specification of one or more elements from a givetlist;

d) refinement, allowing the addition of details to the security requirement, thereby restricting th¢ set of
acceptable solutions without introducing any new dependencies.on-other SFRs.

12.3.3.2 lteration

The iteration operation is often needed to express “SFRs using components in the FMT (Becurity
Management) class, which are called up as dependencies by many different functional compomnents in
SO/IEC 15408-2. In order to satisfy such dependencies, it will typically be necessary to use the same
component, with the assignment and selection operations completed differently. For example, FMT| MSA.1
may be iterated a number of times to define distinct SFRs relating to the management of different fypes of
Security attributes. Similarly, it may be desirable to make multiple use of components from the FDP_ACC and
FDP_ACF families in the case where a (TOE is required to enforce different access control policies, e.g.
Discretionary Access Control (DAC) and Role Based Access Control (RBAC).

You are encouraged to use the itération operation where the clarity of the PP or ST can be enhanced, e.g. to
break down a complex and unwieldy SFR into distinct and manageable functional requirements. Usg of the
teration operation does, however, pose other potential problems when presenting the SFRs in the PP pr ST.

12.3.3.3 Assignmentiand selection

n an assignment(thére is the possibility that the value of the parameter may be null, whereas with a selection
there is alway$. at least one value of the parameter identified. By completing an assignment or gelection
pperation in-a‘PP removes any decision by the ST author as to how the functional component is to be|tailored
fo meet the)'security objectives (other than the possibility of refinement). In other words, there are no [aspects
insofar:as the operation is concerned) that are ‘to be defined’ by the ST author.

(Generally individual assignments or selections will require completion by the ST author. In a PP, over-
tatificationmthroughcompietionmof operations, or too much detait, may unduty Testrict the amberof TOEsS
that might be able to claim conformance with the PP. The balance of completing operations is based on the
need for a PP to be:

a) acomplete set of the requirements of the author;
b) implementation-independent;

c) sufficiently detailed to demonstrate that the objectives are met.
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Therefore, it is necessary to complete assignment and selection operations to the extent needed to meet the
security objectives. A critical test will come when you construct the security requirements rationale: the
arguments you present to demonstrate the suitability of the IT security requirements to meet the security
objectives should not rely on details that have not been specified in the SFRs. For example, in the case of an
access control SFR based on FDP_ACF.1, you may consider it appropriate to leave the specification of
access control rules entirely in the hands of the ST author if such rules are already defined in an OSP which
the relevant (access control) security objective is intended to meet. In this case a PP author should complete
the assignment and selection operations only as far as required to satisfy the general security objective,

leaving sufficient freedom to the author of an ST that claims compliance to the PP to define the specifics of the
access-controlrules implnmnnfnr‘l inthe TOE

D

One technique that you may use in order to solve the above problem is that of partially completing’ th
operatjons. By adopting this approach you can give maximum flexibility to the ST author, whilst at the sam
time pfecluding potential choices for assignments or selections that would not be consistent with.the’security
objectives for the TOE.

D

For example, in the following SFR (based on FAU_STG.4.1), the selection operation)has been partially
completed by precluding selection of the option ‘ignore auditable events’, which the PP author has judged {o
be incpnsistent with the security objectives for the TOE. The SFR therefore presefts the ST author with [a
of two (rather than three) acceptable options:

=y

F shall [selection: ‘prevent auditable events, except those taken~by the authorised user wi11
special rights’, ‘overwrite the oldest stored audit records’] and [assignment: other actions to be taken i
case gf audit storage failure] if the audit trail is full.

>

With gdssignments, the PP author may wish to limit the choices an’ ST author can make to a set of options
accepfable for the environment. In this case, the PP author may wish to complete the assignment operation Qy
turning it into a selection operation containing the valid choices, which in turn can be completed by the ST
autho

As a general principle, a partially completed selection-s:valid if the set of options it presents is a subset of th
optiong that are permitted by the original functional ' component. Similarly, a partially completed assignment |s
valid iff the permitted values to complete the assignment are also valid assignments with respect to the originf
functignal component. If for any reason these“conditions are not met, then you have ended up with gn
extended functional component with a differént assignment or selection operation.

D

Completing the operations of assignment and selection is reasonably straightforward. In the case of
assignment, you simply need to-ensure that the parameter is specified unambiguously. In the case of
selectipn, you simply need to select the appropriate item(s), based on consideration of the security objectivds
for the| TOE. You should, howevef, consult the guidance given in the annexes to ISO/IEC 15408-2 if in doubt,

For e

The TE Aa
administrator.

In this case bold has been used for highlighting, since, being an example, the text is already in italics.
If an operation is left uncompleted, it is mandatory for the ST author to complete the operation.

Any uncompleted (or partially completed) operations should, where appropriate, be accompanied by an
explanation, targeted at the ST author, of how the operation should be completed (for example, in the form of
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an application note). It may be helpful to make it clear that the onus is on the ST author to specify the details.
For example, FDP_RIP.1.1 could be specified in a PP as:

The TSF shall ensure that any previous information content of a resource is made unavailable upon the
allocation of the resource to the following objects [assignment: list of objects specified by the ST author].

For each SFR you have included in the PP, you need to make a judgement as to whether to complete any
assignments or selections included in the functional component used to express the SFR. In a ST all
assignments and selections need to be completed.

12.3.3.4 Refinement

FFor each SFR you have included in a PP or ST, you need to make a judgement as to whether to spdcify any
refinement of the SFR.

The operation of refinement may be performed on any functional component element, and involves sgecifying
pdditional technical details which do not levy any new requirements to those spegified in the text, byt rather
restrict the set of acceptable implementations. A refinement is acceptable if meeting the refined reqyirement
plso means meeting the unrefined requirement. Use of refinement may/be/appropriate in the fpllowing
Circumstances:

n) where the PP is being written by an organisation which has. -additional technical details, such as
organisation policy information, not included in the appropriate fSO/IEC 15408-2 component;

b) where the selected functional component would permit implementations which would not make sense, or
would otherwise be inappropriate, for the type of TOE ‘€onsidered, unless it is refined so as to |exclude
that possibility e.g. on the grounds of interoperability;

C) where the readability of the SFR may be improved.

As with assignment and selection operations(it is recommended that you highlight the text that has been
refined to assist the reader (and the PP evaltator in particular).

AN example of the use of the refinement.operation is as follows (based on FMT_MTD.3.1):
The TSF shall ensure that only secure values are accepted for TSF data. Refinement: the TSF shall{ensure

fhat the minimum passward. length enforced by the TOE is configured to a value of at |least 6
Characters.

12.3.4 How should,the/audit requirements be specified?
f the PP or ST includes auditing requirements (i.e. based on FAU_GEN.1) then ISO/IEC 15408 requijres that
the minimumdSet‘of events which must be auditable, and the minimum information which must be recqrded, is
specified through the consideration of all other functional requirements included in the PP or ST.

This, selection will depend on a number of factors, including:

)~ any security policy requirements on security audit, as defined in an OSP;

b) the importance of auditing in achieving the security objectives;
c) the relevance of potential events, and their characteristics, to the security objectives;
d) cost/benefit analysis.

For example, if the TOE is intended to defend against the actions of malicious users or hackers, it is likely that
events such as login or access control violations will need to be auditable where the PP or ST includes such
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SFRs. However, events relating to the use of administrative functions may not need to be auditable,
depending on the extent to which an administrator is (or has to be) trusted, in which case the trustworthiness
of the administrator would be stated as an assumption.

The question of cost/benefit analysis may rest on such issues as:
a) is the benefit of collecting the information worth the impact on performance?

b) if the information is collected, will the administrator have sufficient resources (e.g. tool support) to

eHnnH. b analbon tha datan
1 bULIV\-Iy uulu.l_yo\. uare Ut

c) what are the likely costs of managing or archiving the data collected?

ISO/IHC 15408 identifies three pre-defined levels of auditing, namely minimum, basic, or detailed (se
ISO/IHC 15408-2, 2.1.2.5): for each such level, ISO/IEC 15408-2 tells you which events should*be auditab
(as a minimum), together with the minimum information to be recorded, based on the functienal componen
included in the PP or ST (see also ISO/IEC 15408-2, C.2). These three levels can be broadly characterised g
followg:

nw un oo

a) The minimum level typically requires only some defined subset of operations or-events associated with |a
given functional component to be auditable. This subset is generally definéd)to be the most interesting or
significant type of event.

b) The basic level typically requires all operations or events associated with a given functional component 1
be auditable, e.g. successful and unsuccessful login attempts.

[=]

c) The detailed level generally differs from the basic level by requiring additional information of interest to 4
recorded. This level is only likely to be appropriate_where the amount of audit data generated

anticipated to be small, or if the data will be subject.te“analysis by sophisticated audit analysis tools ¢r
infrusion detection facilities.

n O

If nong of these levels is appropriate, you should select the not specified level, and list all required auditable
eventq explicitly in FAU_GEN.1.1. For exampley §ou might use the minimum level for guidance, but choose {o
deviat¢ from the minimum requirements in specific cases because a different subset of operations or events |s
more felevant to the security objectives, e;gwif FDP_ACF.1 is included in the PP or ST, you may consider that
unsucgessful access attempts should\.be auditable rather than successful attempts (which is what
ISO/IHC 15408-2 requires for the minimum level).

You will need to compile a list of auditable events by going through each functional component used in turn; |n
the calse of the pre-defineddeyels of minimum, basic or detailed, these are explicitly identified in the Audit
section included for each_family of components. It is recommended that you construct a table, identifying th
eventd and (where appropriate) the additional information to be recorded, which can be referenced hy
FAU_GEN.1.1 and FAU) GEN.1.2 as appropriate.

9]

12.3.5| How should management requirements be specified?

ISO/IHC 15408-2 identifies, in the Management section included for each family of components, a list ¢f
management activities which should be considered for the component. This may suggest the need to include
particular components from the FMT (Security Management) class. HOWEVET, It IS important to note that this
section is intended to be informative. There is therefore no need to justify any decision not to include particular
management components in the PP or ST (unless, of course, they are explicitly identified in the Dependencies
section within ISO/IEC 15408-2).

Generally speaking, possible management activities are identified where a functional component refers to, or
implies the existence of, configurable TSF data which may need to be managed and controlled. For example,
the security objectives for the TOE might be undermined if the ability to modify such data was not restricted to
administrators of the TOE. Therefore FMT components are often included in order to define supporting SFRs,
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in order to ensure that the security objectives for the TOE are met, and that the SFRs as a whole are mutually

supportive.

Management activities can be derived from the functional model of the TOE. Typical management activities

that need to be considered are:
- Registration or de-registration of users

- Creation of objects

Modifications of security attributes of users, objects, sessions etc.

Changes in the behaviour of security functions (including starting and stopping all or.part of t
functions)

Modification of audit parameters
Change of TSF internal state variables that are relevant for security (e.g. changing to maintenance

You should consult the guidance on the FMT class given in ISO/IEC 15408-2:2008, Annex H when ¢
functional components from this class.

12.3.6 How should SFRs taken from a PP be specified?

Where an ST claims compliance with one or more PPs, jtyis/likely that the SFRs will be specifie
completely or mostly by the PP. In such cases, the ST author must decide whether to specify
functional requirements in full (in order to ensure all the.text is in one place), or whether to simply reg
the PP and specify SFRs where these differ from the PP.

The latter approach will simplify the ST but requires the reader to look at both the PP and the ST to g
picture. The reader of an ST is more likely to;Be interested in the IT security functions than in the SF
ncludes the evaluator of the TOE (sinceé“the content of evaluation evidence - such as desi
documentation and guidance documents’<is likely to be more easily related to the IT security function
TOE summary specification than to the'SFRs). The main purpose of specifying SFRs in an ST is to bq
demonstrate traceability back to relevant PPs, and to the SFRs as defined in ISO/IEC 15408-2. 1
ndeed a case for relegating the statement of SFRs to an annex so as not to confuse the reader by ha
specifications of security functionality in the ST.

t should, however, be nhoted that some SFRs in the PP may have operations (such as assign
Selection) that are left(to)ythe ST author. In such cases it is recommended that the SFR is specified in

should be addedusing the same typesetting. Such an approach will make it easier for the reader of

and the ST evaluator in particular) to see which operations have been performed, and in which manng
plso facilitate.the construction of the ST rationale.

12.3.7How should SFRs not in a PP be specified?

he TOE

mode)

hoosing

d either
the PP
ference

et a full
Rs. This
hn, test
s in the
able to
'here is
ing two

ment or
ull, with

the completed operations emphasised by suitable typesetting (e.g. using italics). Any necessary explanations

the ST
or. It will

n-some cases it will be necessary to specify SFRs in an ST where these are not in a corresponding F

PP. This

may be necessary where:

a) there is no appropriate PP available for the TOE to claim compliance with;

b) the sponsor considers that the benefit to be gained by having functional or assurance requirements, that
are in addition to what is required by the PP, is sufficient to justify the additional cost that would be

incurred.
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In such cases, the approach to the specification of SFRs is the same as described in the preceding clause.
Where SFRs are specified in addition to those required by a PP, the ST author must ensure that these do not
conflict with SFRs in the PP (the ST rationale will need to demonstrate that such conflict does not occur).

12.3.8

How should SFRs not included in Part 2 of ISO/IEC 15408 be specified?

ISO/IEC 15408 requires that if the PP or ST author wishes to include a functional requirement for which there
is no appropriate functional component defined in ISO/IEC 15408-2, the resultant SFR should be specified
using Part 2 components as a model for presentation.

The szcision as to whether there is an appropriate functional component in ISO/IEC 15408-2 to use can-be

difficul
you cq(
ISO/IE
securi
throug
‘shoeh
SFR Y|
which
be arg

Guida

12.3.9

Writing
course
SFRs
of stef

Firstly
adopt

Secon
for lab)
may fq
from |
desira
becau
preser

Thirdly
generi
securi

The T

t one to make, since this requires a high degree of familiarity with its content. It is recommendedth
nsult the guidance in subclause 12.3.2 which identifies the appropriate functional components fro
C 15408-2 to express common security functional requirements. It is often the case that\the desire
y functional requirement can be obtained through appropriate application of the refinement‘operation,
h permitted assignment or selection operations. However, it is recommended that you'do not attempt {
orn’ a security functional requirement into a functional component if this does net‘readily lead to th
bu want, i.e. it results in an SFR whose meaning or intent cannot be readily discerned by the reader,
(through the use of an inappropriate component) introduces inappropriate dependencies that need {
ued away.

hce how to define an extended component correctly is provided in Clause’11.

How should the SFRs be presented?

a set of SFRs that are demonstrably compliant with the requirements of ISO/IEC 15408 is not (
) the only aim of the PP or ST author. You should alse:censider how best to present and express th

s you can take to enhance readability, without compromising compliance with ISO/IEC 15408.

group the SFRs under headings which are @ppropriate for your PP or ST: do not feel constrained
he class, family or component headings used‘in ISO/IEC 15408-2.

dly, do not feel constrained to adopt the functional element labelling system used in ISO/IEC 15408
elling the SFRs in your PP or ST/1tNs perfectly acceptable to adopt your own labelling system (whig
ature more meaningful labels), provided the mapping of SFRs onto the relevant functional compone
SO/IEC 15408-2 is demonstrated (e.g. in an annex). Indeed, such an approach is likely to be high
ble where the PP or ST_includes functional components which are invoked several times. This

be the alternative is to have SFRs that do not have unique labels: the lack of unique labels for SFR
ts significant problems$ when constructing the security requirements rationale.

, judicious use-~of_the refinement operation may improve the readability of the SFR by substitutin
C terms (suchhas security attributes) with more specific terminology relevant to the type of TOE
y functionality-being described. For example, the following SFR is based on FMT_MSA.3.1:

B shall\enforce the DAC policy to provide restrictive default values for object permissions.

such that the general reader can understand what thecsecurity requirements mean. There are a numbg

= Q

In this

example, refinement has been used to replace the generic ‘security attributes that are used to enford

the SFP’ with the policy-specific ‘object permissions’.

Any such use of the refinement operation should be clearly highlighted and explained in the PP or ST

Ration

64

ale (to support evaluation of the PP or ST).
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