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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the speC|aI|zed system for worldwide standardlzatlon National bodies that are members of

technical committees collaborate in fields of mutual interest. Other international organlzatlons governmenta
and nom-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technolpgy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatjonal Standards are drafted in accordance with the rules given in the ISO/IEC DirectivesyPart 2.

The m3gin task of the joint technical committee is to prepare International Standards. Draft Internationa
Standaids adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an Interhational Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, the joint technical committee may propose the publication of a Technical Reporf
of one df the following types:

— type 1, when the required support cannot be obtained for the publication of an International Standard
degpite repeated efforts;

— type 2, when the subject is still under technical developmeht or where for any other reason there is the
futyre but not immediate possibility of an agreement on aiinternational Standard;

— type 3, when the joint technical committee has callected data of a different kind from that which is
nofmally published as an International Standard (“state of the art”, for example).

Technidal Reports of types 1 and 2 are subject, to-review within three years of publication, to decide whethel
they cap be transformed into International Standards. Technical Reports of type 3 do not necessarily have tg
be revigwed until the data they provide ar€ considered to be no longer valid or useful.

Attentioh is drawn to the possibility that'some of the elements of this document may be the subject of patent
rights. 15O and IEC shall not be held.responsible for identifying any or all such patent rights.

ISO/IEG TR 15446, which js‘a’ Technical Report of type 3, was prepared by Joint Technical Committeg
ISO/IEQ JTC 1, Information\technology, Subcommittee SC 27, IT Security techniques.

Vi © ISO/IEC 2004 — All rights reserved
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Introduction

The purpose of a Protection Profile (PP) is to state a security problem rigorously for a given collection of
systems or products - known as the Target Of Evaluatlon (TOE) - and to specn‘y securlty requirements to
ason, a PP is
5aid to provide an |mplementat|on mdependent securlty descrlptlon ) A PP thus includes several related kinds
pf security information:

n) A PP overview and a TOE description which identify, in terms appropriate for useérs ‘of infqrmation
technology, the statement of need or security problem to be addressed.

b) A description of the TOE security environment which refines the statement ofyneed with respegt to the
intended environment of use, producing the threats to be countered and\the organisational |security
policies to be met in light of specific assumptions.

c) Security objectives which scope the TOE evaluation based on the\description of the TOE |security
environment, giving information about how, and to what extent, the-security concerns are to be met. The
purpose of a security objective is to mitigate risk and to support the security policies of the PP spohsor.

d) Security functional requirements and assurance requirements which address the problem posed by the
statement of need, to the extent defined by the security objectives for the TOE and its IT envirpnment.
The security functional requirements explain what must be done by the TOE, and what must be flone by
its IT environment, in order to meet the security*0bjectives. The assurance requirements exglain the
degree of confidence expected in the security functions of the TOE and the IT environment.

e) A rationale which demonstrates that the security functional requirements and assurance requifements
suffice to meet the statement of need. The-security objectives must explain what is to be done about the
security concerns found in the description of the TOE security environment. The security functional
requirements and assurance requirements must meet the security objectives.

A Security Target (ST) is similar to PP, except that it contains additional implementation-specific infqrmation
detailing how the security requirements are realised in a particular product or system. Thus, the ST ¢ontains
the following additional informyation not found in a PP:

n) A TOE summary specification that presents TOE-specific security functions and assurance measyres.
b) An optional PP claims portion that explains which PPs the ST is claimed to be conformant with, if any.

c) Finally, the"rationale contains additional evidence establishing that the TOE summary spedification
ensures’ satisfaction of the implementation-independent requirements, and that any claims about PP
conformance are satisfied.

A-PP.may be used to define a ‘standard’ set of security requirements with which one or more produgcts may

laim compliance,or which systems used for a particular purpose within an nrgnnieafinn must comply. (See
ISO/IEC 15408-1, 2.3 for the definition of the terms product and system, and also ISO/IEC 15408-1, 4.1.2 for
a general discussion of the distinction between the two). A PP may apply to a particular type of TOE (e.g.
operating system, database management system, smartcard, firewall, and so on), or it could apply to a set of
products grouped together in a composite TOE (system or product).

Product vendors may respond to the security concerns defined by a PP by producing an ST which
demonstrates how their product addresses those security concerns. However, it is not mandatory for an ST to
claim conformance with a PP. A product vendor may assume a set of security concerns for their market place
and produce an ST specifying how the security functions claimed by their product meets those concerns, and
this forms the baseline for the product evaluation.

© ISO/IEC 2004 — All rights reserved vii
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A PP may also define the security requirements to be satisfied by a specific IT system. In this event, the ST is
proposed in response to the PP, i.e. the ST may be written in response to an RFP (Request For Proposal) that
references the PP. A PP and ST can thus be used as a means of communication among the party responsible
for managing the development of a system, the stakeholders in that system, and the organisation responsible
for producing the system (hereafter referred to as the developer). The content of the PP and ST may be
negotiated among the players. Evaluation of the actual system against the ST - which has been confirmed as
conformant with the PP - may be part of the acceptance process. (It should of course be noted that an ST may
be written by a developer as part of a response to an RFP that does not reference a PP.)

viii © ISO/IEC 2004 — All rights reserved
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Information technology — Security techniques — Guide for
production of Protection Profiles and Security Targets

the

1 Scope

This document provides guidance relating to the construction of Protection Profiles (PPs) and Security
STs) that are intended to be compliant with ISO/IEC 15408 (the ‘Common Criteria’).

As such, the document is primarily aimed at those who are involved in the development of PPs a
However, it is also likely to be useful to evaluators of PPs and STs and to(those who are respon
monitoring PP and ST evaluation. It may also be of interest to consumers and’users of PPs and STs w
fo understand what guidance the PP/ST author used, and which parts of the.\PP or ST are of principal i

t is assumed that readers of this Technical Report are familiar<with ISO/IEC 15408-1, and in p
Annexes B and C which describe PPs and STs. PP and ST authors will (of course) need to become
with the other parts of ISO/IEC 15408 as described in this Repeft, including introductory material suc
functional requirements paradigm described in ISO/IEC 15408-2; 1.3.

This document is an informational ISO Technical Reportintended for guidance only. It should not be ci
Standard on the content or structure for the evaluation of PPs and STs. It is intended to be fully cg
with ISO/IEC 15408; however, in the event of “any inconsistency between this Technical Rep|
SO/IEC 15408, the latter as a normative Standard takes precedence.

handling of protected intellectual property (e.g. patents) in a PP. For information on PP reg
procedures, see [1].

2 Normative references
The following referenced documents are indispensable for the application of this document. Fg
references, only thé~edition cited applies. For undated references, the latest edition of the ref
document (including*any amendments) applies.

SO/IEC 15408-1:1999, Information technology — Security techniques — Evaluation criteria for IT se
Part 1: Introduction and general model

SO/IEC 15408-2:1999, Information technology — Security techniques — Evaluation criteria for IT se

Targets

nd STs.
sible for
ho wish
nterest.

articular
familiar
h as the

ted as a
nsistent
ort and

This Technical Report does not deal withrissues such as PP registration and associated tasks such as the

stration

r dated
brenced

curity —

curity —

Part 2: Security functional requirements

ISO/IEC 15408-3:1999, Information technology — Security techniques — Evaluation criteria for IT security —

Part 3: Security assurance requirements

ISO 2382-8:1998, Information technology — Vocabulary — Part 8: Security

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-1, 2.3 apply.
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4 Abbreviations

For the purposes of this document, the abbreviations given in ISO/IEC 15408-1, 2.1 and the following apply:

DBMS Database Management System
OSP Organizational Security Policy
RFP Request for Proposal

SAR Security Assurance Requirement
SFR Security Functional Requirement
TSS TOE Summary Specification

TTP Trusted Third Party.

5 Purpose of this Technical Report

This Technical Report provides detailed guidance relating to the various parts of a PP or ST, and how they
interrelgte. For a summary of the key points of guidance contained in this document, presented in the form of
a checkist, the interested reader should consult Annex A.

This Technical Report is structured such that the guidance to PR.and ST authors is presented in the main
body (i.p. the individual clauses), with a summary presented in~Annex A as mentioned above. Subsequenf
annexe$ then present a variety of examples to illustrate application of the guidance.

Clauseg 1 to 4 contain introductory and reference material; and are followed by this overview (Clause 5).

Clause [6 provides an overview of the PP and ST which presents example contents lists and highlights the
contents of, and the target audience.for,-the various parts of a PP or ST. This clause also discusseg
ionship between the PP and the ST-and issues relating to the PP/ST development process. Clause 7
examings in more depth the descriptive parts of a PP and ST, covering the PP and ST introduction and the
TOE dgscription (which tend to be more aimed at consumers and users) as well as PP application noteg
(which tend to be more aimed at ST authors and TOE developers).

The nekt five clauses of the Technical Report follow the order of the PP and ST contents as outlined in
ISO/IEG 15408-1, Figures B~1\and C.1.

Clause 8 gives guidance,on the definition of the TOE security environment in a PP or ST, which covers the
various |aspects of the-'Security concerns’ to be met by the TOE. Clause 9 then provides guidance on thg
definition of the intended response to the different aspects of the security concerns by the TOE and itg
environment, as\given in the specification of security objectives in a PP or ST. Both of these clauses are of
generallinterest; not only to PP/ST authors, but also to others such as consumers and users of PPs and STs.

Clause N0-provides guidance on the selection and specification of IT security requirements in a PP or ST. This
clause goes into some detail describing how the functional and assurance components defined in
ISO/IEC 15408, as well as non-ISO/IEC 15408 components, should be used to provide a clear definition of the
IT security requirements. Clauses 11 and 12 then provide specific guidance relating to STs, covering the TOE
summary specification and PP compliance claims respectively. These three clauses will be mainly of interest
to PP/ST authors and evaluators.

Clause 13 provides guidance on the construction and presentation of the Rationale sections of a PP and ST.

Clause 14 examines the issues specific to PPs and STs for composite TOEs, i.e. TOEs that are composed of
two or more component TOEs, each of which has its own PP or ST.

2 © ISO/IEC 2004 — All rights reserved
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Clause 15 provides guidance on the construction of functional and assurance packages, which are defined so
as to be useable in different PPs and STs. A package is thus seen as potentially a very useful tool intended to
promote and facilitate cost-effective construction of PPs and ST.

As described above, Annex A summarises the guidance in the form of a checklist.

Annex B presents example threats, organisational security policies, assumptions, and security objectives, and
identifies appropriate ISO/IEC 15408 functional components for specifying common or generic security
functional requirements. Although these examples are intended to be wide-ranging, they are in no way

laimad-to-ba-axhauctiva
T ea 7 TRtV

Annex C provides guidance that specifically relates to PPs and STs for TOEs which implementcryptggraphic
functionality. Such guidance has been included to cover a wide range of such TOEs, and deal with the|specific
ssues relating to specification of cryptographic functionality. (Future versions of the Technical Repprt may
nclude similar annexes for other types of TOE.)

Annexes D to F illustrate application of the guidance in a variety of contexts, uSing worked examiples for
different types of TOE. Each of these examples is based on actual PPs and STs.that have been dejveloped
independent of this Technical Report). In Annex D, we see application of guidance to the construcfion of a
firewall PP and ST. Annex E discusses a database management system PRy where it can be seen that the
ssue of dependencies on the IT environment is of particular importance. Finally, Annex F examines thg¢ issues
surrounding the development of a Trusted Third Party (TTP) PP.

6 Overview of the PP and ST

6.1 Introduction

This clause provides an overview of the PP and ST, > summarising the contents of both documents, didcussing
the relationship between the PP and ST, and th&*process by which the documents are developed. See also
SO/IEC 15408-1, Annexes B and C.

6.2 The Protection Profile and Security Target contents

The required content of a PP is portrayed in ISO/IEC 15408-1, Figure B.1. Table 1 following translgtes this
nto an example contents list.

The required content of an ST is portrayed in ISO/IEC 15408-1, Figure C.1. Table 2 following adds additional
content to that of Table™ {o give an example contents list for an ST.

The reader of a RPyor ST, as with any document, should be able to easily discern where the required|content
s within the PP.or ST.

The Introduction identifies the PP or ST and TOE (including its version number) and provides a sunmary of
the PP<or"ST in narrative form. The summary for a PP can be used for inclusion in a PP catalogue and
register. For an ST, suitable for inclusion e.g. in a list of products that have been evaluated. This sgction is
diSeussed in more detail in Clause 7 of this Technical Report.

The TOE Description provides general information on the TOE (or TOE type), and serves as an aid to
understanding its security requirements and intended usage. For an ST, the TOE description should also
include a definition of the configuration in which the TOE is to be evaluated. This section is discussed in more
detail in Clause 7 of this Technical Report.

The TOE Security Environment provides a definition of the context in which the TOE resides, and in particular
defines the ‘security concerns’ the TOE is intended to address. This description details any assumptions
defining the scope of the security concerns, the scope of the intended use, the identified threats to the assets
requiring protection (together with a description of those assets), and any organisational security policies with
which the TOE must comply. This section is discussed in detail in Clause 8 of this Technical Report.

© ISO/IEC 2004 — All rights reserved 3
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Table 1 — Example Protection Profile Contents List

1 PP INTRODUCTION
1.1 ldentification

1.2 Overview

2 TOE DESCRIPTION
3 TOE SECURITY ENVIRONMENT

3.1 Assumptions

3.2 Threats

3.3 Organisational Security Policies
4 SECURITY OBJECTIVES

4.1 Security Objectives for the TOE

4.2 Security Objectives for the Environment

5 IT SECURITY REQUIREMENTS
5.1 TOE Security Functional Requirements
5.2 TOE Security Assurance Requirements

5.3 Security Requirements for the IT Environment

6 PP APPLICATION NOTES
7 RATIONALE

7.1 Security Objectives Rationale

7.2 Security Requirements\Rationale

Table 2 — Example . Contents List for a Security Target

1 ST INTRODUCTION
1.34SO/IEC 15408 Conformance
62 TOE SUMMARY SPECIFICATION

6.1 TOE Security Functions

6.2 Assurance Measures

7 PP CLAIMS

7.1 PP Reference
7.2 PP Tailoring
7.3 PP Additions

[S] RATIONALE
8.3 TOE Summary Specification Rationale
8.4 PP Claims Rationale

a PP Application Notes are not included in a Security Target.

The Security Objectives provide a concise statement of the intended response to the security concerns, both
in terms of the security objectives to be satisfied by the TOE, and the security objectives to be satisfied by IT

4 © ISO/IEC 2004 — All rights reserved
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and non-IT measures within the TOE environment. This section is discussed in detail in Clause 9 of this
Technical Report.

The IT Security Requirements define the security functional requirements on the TOE, the security assurance
requirements, and any security requirements on software, firmware and/or hardware in the IT environment for
the TOE. The IT security requirements are to be defined using, where applicable, functional and assurance
components from ISO/IEC 15408-2 and ISO/IEC 15408-3. This section is discussed in detail in Clause 10 of
this Technical Report.

s—a 3 a ZYaNs 3 rmation
considered useful by the PP author. Note that application notes may be distributed amongst the«felevant
sections of the PP instead of being provided in a separate section. This is discussed in more detailin Clause 7
pf this Technical Report.

The TOE Summary Specification is the section in an ST that defines the IT security functiens provided by the
TOE to meet the specified security functional requirements, and also any assurance measures clgimed to
Satisfy the specified security assurance requirements. This is discussed in detail inClause 11 of this Technical
Report.

The PP Claims is an optional section of an ST which identifies any PPs with which the ST is cldimed to
conform, and any additions or tailoring of the PP objectives or requirements. This is discussed in fetail in
Clause 12 of this Technical Report.

The Rationale provides a demonstration that the PP or ST specifies a complete and cohesive sgt of IT
security requirements, and that a conformant TOE would effectively address the defined security cqncerns,
and that the IT security functions and assurance measures are suitable to meet the TOE |[security
requirements. Note that the rationale may be distributed:amongst the relevant sections of the PP or ST
nstead of being provided in a separate section. This ‘is“discussed in detail in Clause 13 of this Technical
Report.

Note also that the Rationale section may;~be packaged as a separate document, as stpted in
SO/IEC 15408-1, B.2.8.

6.3 Relationship between the PP-and ST

t will be evident from comparison of the example contents list in Tables 1 and 2 that there is a high d¢gree of
commonality between a PP and.an ST, in particular within the TOE Security Environment, Security Ohjectives
and IT Security Requiremehts*sections, and the parts of the Rationale section which address these aspects.
ndeed, if an ST simply)claims conformance with a PP with no additional functional or aspurance
requirements, then th& content of these sections of the ST may be identical to that the corresponding $ections
n the PP. In such cases it is recommended that the ST simply references the PP content, providing dqtail only
where it differs from the PP.

The following.sections in the ST provide detail that will not be featured in a PP, reflecting the specific nature of
the ST, i:€.'as a definition of how the TOE will provide a solution to the defined security concerns:

n) Athe TOE Summary Specification, covering IT security functions, security mechanisms or techniqyes, and
assurance measures;

b) the optional PP Claims, detailing and justifying any claims of compliance with referenced PP(s);

c) those parts of the Rationale in the ST which demonstrate the adequacy of the IT security functions and
the assurance measures to satisfy the TOE security requirements.

6.4 Aiming a PP or ST at its target audience

One of the key challenges in writing a PP or ST is to factor the presentation so that all of the intended
audiences are properly served:
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a) Consumers (i.e. procurers and high-level decision-makers) need a general understanding of what
conforming TOEs will provide in the way of security. For successful PPs, this may be the largest class of
readers.

b) Developers (including implementers in the case of an ST) need an unambiguous definition of security

req

uirements in order to build conforming TOEs.

c) TOE users (including installers, administrators, and maintainers) need information on the required TOE
security environment.

d) Evellluators need information that will justify the technical soundness and effectiveness of the PP or ST.

PPs an

be writtén accordingly.

The PP,
for cons
rememi
Environ|

The IT

informa
Specifig
not self]
referen

security
Security

Evaluat
to each

65 T
The pre
clauses
in a logi
a) the
b) the
c) ITs

Whilst
exampl

] STs are designed in such a way that different sections serve different audiences, and they.need tg

ST Introduction, TOE Description, and TOE Security Environment sections should belwritten primarily
umers. The Security Objectives section may be also written for consumers. It should, however, be
ered that TOE developers will also need to take account of information innthe TOE Security
ment and Security Objectives sections.

Security Requirements section of the PP should be written primarily for TOE developers, although the
ion it contains is also likely to be of interest to TOE consumers. Conversely, the TOE Summary
ation section of a ST should be written primarily for evaluators and‘consumers. If these sections are
contained, they should explicitly indicate which other PP sections-and which other documents (e.g
ed encryption standards) are necessary for a full and accufate understanding of the presented IT]
requirements. In particular, if the TOE Summary Specification depends for its meaning on the /7]
Requirements section, this fact should be explicitly pointed-out.

brs need to be familiar with all sections of a PP or SF.However, the Rationale section while of interest
user of a PP or ST, is generally evaluation information and primarily for evaluators.

he PP and ST development process
sentation of the requirements for PPs:and STs in Annexes B and C of ISO/IEC 15408-1, and in
3 to 5 of ISO/IEC 15408-3, might/suggest that it is expected that PPs and STs are always developed
cal ‘top-down’ manner, e.g. (in the case of a PP) that:

security concerns are first defined;

security objectives aré then identified to address the security concerns;

ecurity requirements are then defined to satisfy the security objectives for the TOE.

Euch a possibility is not ruled out, it is more likely that an iterative process will be required. For
p, definition) of IT security requirements may highlight clarifications needed to the definition of thg

security

the relxqtionships between threats, organisational security policies, security objectives and IT security

require

objectives, or even the security concerns. In general, a number of iterations may be required in which

ents and functions are examined closely, particularly when the PP or ST Rationale is being

constructed. Only when all identified gaps in the rationale are filled may it be assumed that the PP or ST is
complete.

During an iterative process of PP or ST development new information might surface, within the scope of the

current
circums

security concerns, that may lead changes to the document that reflect changes in external
tances, for example:

a) new threats may be identified;

b) org

anisational security policies may change;
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c) cost and time constraints may impose changes in division of responsibility between what the TOE is
expected to do, and what is expected of the TOE environment;

d) changes in intended attack potential may impact on the TOE security environment.

It is also possible (e.g. if the TOE is a product which has already been developed) that the PP or ST author
already has a clear idea of the SFRs that the TOE will meet (even if these have not yet been expressed in the
way ISO/IEC 15408 requires). In such cases the definition of the security concerns and security objectives will
unavoidably be influenced by the knowledge of the form of the security solution the TOE provides. The PP/ST

avalabmant nrocasewillin thaoca cacoc bha to cama axiant _‘haottam n’
SV eToprH et pProceso Wi tHOSC-oa St 5P to-Sorme-Cxtert—ootor o

6.6 PP families

A ‘PP family’ is (as its name suggests) a set of closely related PPs, which typically apply,to>the same|product
pr system type (e.g. operating system, firewall, and so on). A PP may thus be developed as part of|a wider
process of developing a family of PPs. Possibilities include the development of:

n) a series of hierarchically related PPs for the same type of TOE (one PP may'be said to be hiergrchic to
another PP in the family if it includes all IT security requirements specified in’'the other PP);

b) a set of PPs that apply to different components of an IT system,~e.g. a smartcard family might|include
PPs for the integrated circuit card, operating system, application, smartcard reader, and so on.

Where a PP family applies to a particular type of TOE, it is imp@rtant that there is a clear distinction hpetween
different members of the family. In other words, there should be clear differences in the TOE |security
requirements; and it follows from this that the PPs should at least differ in their security objectives (which drive
the selection of IT security requirements), if not the statement of TOE security environment. For example,
consider the case where two PPs specify the same;set of SFRs, but a different set of SARs. It may be
possible to justify a lower assurance requirement by an increase in the environmental security. Such
differences should be reflected in the security objectives.

Where a family of PPs applies to different components of an IT system (whether in a specific or assumed
environment), the relationship between the”’PPs should be made clear. See also Clause 14 of this Technical
Report, which discusses issues relating:to definition of PPs for components of an IT system.

7 Descriptive parts of.the PP and ST

7.1 Introduction

This clause provides'guidance on the construction of the purely descriptive parts of a PP and ST, namely:
n) the PPand ST Introduction;
b) the:TFOE Description in a PP or ST,;

c)~ PP application notes.

7.2 Descriptive parts of a PP or ST
7.21 The Introduction

7.21.1 Identification
The intent of this section is to provide sufficient identification information to uniquely identify the PP or ST,

possibly for the purposes of registration of a PP or for an ST to be able to include it on a list of products that
have been evaluated. As a minimum this will include the PP or ST name with an identifier that is unique to that
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version of the PP or ST, and an identifier for the TOE (e.g. name and version number). The following
information may also be useful (or may be required by a PP registry or list of evaluated products):

a) key words (e.g. security features or functionality to identify or search a registry or products list);
b) an assurance package may also be specified (e.g. as an EAL if applicable).

ISO/IEC 15408 does not dictate where in the Introduction the EAL (if any) should be included, but it is
recommended that the Assurance package or EAL used be placed here, as it plays a prominent role in

anal-mtaalracaan

|nternat orrarrrrotoar rcCogt |:t:un.

The dafe of the version of ISO/IEC 15408 used to develop the PP or ST needs to be included_ in thg
Identifigation for reasons of version control, although ISO/ IEC 15408 does not explicitly call for it. _Similarly
details ¢f any later criteria interpretations or supplements required by the PP or ST.

In an T the inclusion of a CC conformance claim should also be placed in the introduction-as it plays 3
promingnt role in international mutual recognition, as enumerated in ISO/IEC 15408-1, 5.4,

7.21.2 Overview

Accordipg to ISO/IEC 15408, the Overview should be a summary of the PP or,STin narrative form, usable as
a standfalone abstract for use in PP catalogues and registers or ST in a list,of.evaluated products. A top-leve
overviey of the security problem being solved with the PP or ST may be“included and be sufficient for g
potentigdl consumer to determine whether the PP or ST is of interest. This overview has to be consistent with
the technical content of the PP or ST.

7.2.2 TOE Description

The TQE Description should contain the following kinds»of information (the first two are mandated by
ISO/IEQ 15408, the latter is suggested):

a) product or system type;
b) general TOE functionality;
c) TOE boundary (optional for PP).

The general TOE functional deseription is just that. It is not simply a description of TOE security features
unless the TOE is a special-purpose security product.

In a PP the optional desgription of the TOE boundary tells the reader what is in the TOE and what is not. For
an ST, the definition of the-TOE boundary must be provided, both in a physical way (hardware and/or softwarg
comporjents/modules)’and in a logical way (IT and security features offered by the TOE).

You shpuld ensure that the TOE description does not present an inaccurate or misleading picture of thg
intended usage of the TOE or its security functionality, e.g. describes security features or configurations that
are not wijthin the scope of the intended evaluation of the TOE.

7.2.3 Application notes

Application Notes are optional in a PP, and may either be included in a separate section, or they may be
interspersed throughout the document, for example to accompany individual TOE security requirements.
Application notes should be used to provide any supporting information that you consider relevant or useful for
the construction, evaluation, or use of the TOE. A typical use of application notes is to provide clarifications of
how particular security requirements are to be interpreted in the context of the TOE, or to provide advice to ST
authors as to how operations on functional components might be completed in the ST.
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If the application notes are integrated into text throughout the PP, it is recommended that individual application
notes are clearly identified as such, so that the reader clearly understands that the text is informative and is
not, for example, a refinement of an SFR or SAR.

8 The TOE security environment

8.1 Introduction

This clause provides guidance on the specification of the TOE Security Environment section of a R or ST.
SO/IEC 15408-1 defines the requirements for the content of this part of a PP or ST in ISO/IEC 154081, B.2.4
and C.2.4. The wording of these two sections is identical, which can be taken as an indication that the
expected content of the TOE Security Environment section does not differ greatly between a(PP and ap ST.

The purpose of the TOE Security Environment section is to define the nature and scope‘of the definitign of the
environment in which the TOE is intended to be used and the manner in which it is-expected to be enployed,
.e. the ‘security concerns’, to be addressed by the TOE. This is illustrated in Figure 1 below.

Assumptions about
the environment

\ DEFINE SECURITY
Threats to assetsgj CONCERMS

Organisational
Security Policies

Figure 1 — Definition of the Security Concerns

This section will therefore involve a discussion of:

n) assumptions made regarding the TOE security environment, thereby defining the scope of the [security
concerns;

b) the assets requiring protection (typically information or resources within the IT environment or the TOE
itself);the identified threat agents, and the threats they pose to the assets;

C) <any organisational security policies or rules with which the TOE must comply in addressing the |security
concerns.

Subsequent sections of the PP and ST show how the security concerns will be addressed by the TOE, in
combination with its operating environment. It is therefore important to ensure that the security concerns are
clearly and concisely defined - otherwise you may end up with a PP and ST that addresses the wrong
concerns.

As a general principle, the definition of the security concerns should avoid, where possible, any discussion of
the form of the TOE’s response to meeting the security concerns, e.g. details relating to the TOE security
functions. By following this principle, you will help to focus the reader’s attention on what are the important
aspects of the security concerns. Discussion of how the security concerns are to be satisfied by the TOE
should be left to the later parts of the PP or ST.
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8.2 How to identify and specify the assumptions

ISO/IEC 15408 requires the TOE Security Environment section of a PP or ST to contain a list of assumptions
about the TOE security environment or the intended usage of the TOE. To compile such a list, you first need
to ask the following question:

What assumptions am | making about the TOE security environment and the scope of the security concerns?

For example, it may be necessary to make some assumptions in order to ensure that a potential threat to an

H P b 1 b ble o TN ik H &
asset IS UL, T PIradutive, TTITVAITU T UIT TUL STUUTILY T©HVITUTITTITTTL.

The follpwing types of assumption should be included:
a) aspects relating to the intended usage of the TOE;
b) enyironmental (e.g. physical) protection of any part of the TOE;

c) cornnectivity aspects (e.g. a firewall being configured as the only network connection between a privatg
network and a hostile network);

d) pernsonnel aspects (e.g. the types of user roles anticipated, their general responsibilities, and the degree
of trust assumed to be placed in those users).

Other assumptions may be included where these have had a material effect on the PP or ST content, for
examplé assumptions which led to the choice of the assurance requirement. However, it must be remembered
that ISQ/IEC 15408 requires that the formally identified assumptions have to be shown to be upheld by the
security| objectives. General assumptions which cannot be traced\to security objectives may nonetheless be
usefully|included within the descriptive (informative) text in the.PP or ST.

It is unlikely that you will be able to completely identify all the assumptions you are making in a single attempt
Rather,|you should expect to be identifying additional @ssumptions throughout the development of the PP of
ST. In darticular, when constructing the PP or ST rationale (e.g. demonstrating that the security objectives are
suitable| to counter the identified threats), you should consider whether you are making any assumptions that
have ndt been stated in the PP or ST.

When gdopting this iterative approach to-identifying assumptions, it is important (in line with the genera
principl¢ stated above) to carefully consider the inclusion of any ‘assumptions’ relating to the effective use of
specific| TOE security functions that'you identify in the process of constructing the rationale. Such detail might
be inclyded as security requirements for the non-IT environment (see 10.4.2). It is, however, reasonable td
state a$ a ‘personnel’ assumption that (for example) the TOE has one or more administrators who arg
assigned responsibility for ensuring the TOE security functions are configured and used appropriately.

For easg of reference it is recommended that each assumption is numbered or otherwise uniquely labelled.

Example assumptions are presented in Annex B of this Technical Report.

8.3 I-10w to identify and specify the threats

8.3.1 Overview

ISO/IEC 15408 requires that the PP or ST contains a description of any threats to the assets against which
protection will be required (ISO/IEC 15408-1, B.2.4). However, ISO/ IEC 15408 goes on to say that the
statement of threats may be omitted if the security objectives are derived solely from the organisational
security policies (OSPs) and assumptions: in other words, where the ‘security concerns’ are defined in full by
the OSPs and assumptions. This might be the case, for example, where an ST is being written in response to
an RFP which defines those OSPs.

In practice, it is recommended that a statement of threats be included in the PP or ST as these generally
provide a better understanding of the security concerns than a corresponding set of OSPs. Moreover, there is
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a danger in relying on the OSPs alone, since they may not be up-to-date and accurately reflect the current
threat. If you already have a comprehensive set of OSPs you are nonetheless encouraged to extrapolate the
threats that they address in order to facilitate maximum reuse of the PP, as well as to convey a more thorough
understanding of the security concerns.

The importance of risk analysis, to correctly identify the assets and the threats to those assets, should not be
underestimated since if it is not done properly:

a) the TOE may provide inadequate protection, as a result of which the organisation’s assets may be

axnosad-to ah ||nnnnnn+nl—\ln |r\\lr\| n-F r-u—I/
ExpoSea—to

b) the threats may be over estimated, raising the cost of implementation and the assurance requirgdd in the
implementation, and limiting potential solutions.

t should, however, be noted that ISO/IEC 15408 does not provide a framework for \risk analysig or the
specification of threats at an organisational level. Similarly, a detailed discussion of the process by which the
threats to the assets are identified (which is one of the hardest parts of an organisation’s risk andlysis) is
putside the scope of this Technical Report. However, for completeness, the general principles involved are
Stated below; see also ISO/IEC 15408-1, Clause 4. The reader is referred to(standards such as [2] for more
detailed guidance on this topic.

8.3.2 How should threats be identified?

8.3.2.1 What is a threat?

A ‘threat’ (as described in ISO/IEC 15408-1, 4.1.1) is simply*an undesirable event, which is charactgrised in
ferms of a threat agent, a presumed attack method, any.rulnerabilities that are the foundation for theg attack,
and identification of the asset under attack (ISO/IEC 15408-1, 4.3.1).

n order to identify what the threats are, you therefore need to answer the following questions:
B)  what are the assets that require protection?
b) who or what are the threat agents?

C) what attack methods or undesirable events do the assets need to be protected from?

8.3.2.2 Identifying the-assets

SO/IEC 15408 defines-assets as information or resources to be protected by the countermeasures of a TOE
ISO/IEC 15408-1,.2.3). They are so hamed because they have some intrinsic value to those who own those
assets (whethef individuals or organisations). By the same token, they are often of value to threat agents who
may seek to‘eompromise the assets of those assets, contrary to the wishes and interests of the owner, for
example by'\Causing loss of confidentiality, integrity, reliability, authenticity, accountability or availabilify of the
pssets.

The assets of concern to the PP or ST author may be a representation of the primary asset< of the
- intext of
the descrlptlon prowded in ISO/IEC 154081 411, the owners of the assets should be understood as
referring to those who are responsible for safeguarding the assets within the IT system (in which the TOE is
deployed). In practice, the primary assets they represent may have multiple owners who differ from the owner
of the TOE and of the information that the TOE contains. It may be helpful to the reader of a PP or ST to
identify such primary owners when describing the assets. For example:

a) in a Trusted Third Party (TTP), different keys will have different owners, i.e. TTP subscribers as well as
the owner of the TTP itself (see the worked example in Annex F and also [3] for additional information);
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b) in the case of medical systems, it is commonly held that the TOE'’s information has no single owner, but
rather consists of all those having an interest, due to the complex rules and considerations guiding its use
and control.

ISO/IEC 15408 indicates that assets typically take the form of information which is stored, processed and
transmitted by IT systems (ISO/IEC 15408-1, 4.1.2). It should be emphasised that the assets may be external
to the TOE (but within the IT environment), as is the case with information and resources protected by
firewalls or intrusion detection systems.
ISO/IEG45408-suggests—that-the-identified-asseis—-may-alse-inrcldde-suech-things—as—autherisation-eredentials
and thg IT implementation, which are indirectly subject to security requirements (ISO/IEC 15408-1, 4.3.1)
Such ‘apsets’ might be identified as part of the process of identifying the countermeasures needed to protec
the prirary assets (or their representation). Although permitted by ISO/IEC 15408, it is not (in. general
recomnmjended that you identify explicitly as assets information and resources that are introduced by the
presende of the TOE itself, and which are only indirectly related to the primary assets. This is \because the
inclusiop of such detail may:

a) obgcure the primary purpose of the TOE (which is to protect the primary assets or\their representation
within the IT environment);

b) leaf to the introduction of implementation detail (i.e. the solution to the defihed security concerns) at tog
early a stage in the PP or ST, which will then be promulgated through to the threats and security
objectives.

8.3.2.3 | Identifying the threat agents

As despribed above, threat agents may either be human or\non-human, although (as pointed out by

ISO/IECG 15408-1, 4.1.1) in the domain of security greater attention is usually given to those threats that are

related fo malicious or other human activities.

In identifying who the human threat agents are, you should consider:

a) who might consider it worth their while toxattempt to compromise the identified assets, for whatevel
realsons;

b) whe would be in a position to attempt to compromise those assets - in other words, who could gain
acgess to the IT systems which store, process or transmit the asset;

c) what is likely to be their levelyof technical expertise, opportunities, available resources (e.g. automated
too|s for hacking and probing networks) and motivation.

Non-human sources of ‘threats, as well as threats unintentionally arising from human sources (i.e. by
accident), should alsobe’/considered where these could lead to compromise of assets.

8.3.2.4| Identifying the attack methods

Having lidentified the assets to be protected and the threat agents, the next step is to identify the possible
attack fnethods which could lead to a compromise of the assets. This will be based on what is known
regarding the TOE security environment, for example:

a) potential vulnerabilities to the assets which a threat agent could exploit;
b) the capabilities of attackers who have access to the TOE security environment.

Potential vulnerabilities to an organisation’s assets may be identified by a vulnerability analysis of the TOE
security environment (note however that such an analysis is not within the scope of ISO/IEC 15408), taking
into account the identified environmental assumptions. However, you should note that such an analysis may
not identify all vulnerabilities, and should not therefore underestimate the possibility of new and undiscovered
threats.
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8.3.2.5 The role of risk analysis in threat identification

Risk analysis methods may be helpful in the process of threat identification, but such methods are not defined
in ISO/IEC 15408. The risk analysis process is also likely to have a bearing on the identification of the security
objectives for the TOE and its environment (see Clause 8), and the required level of assurance in the
countermeasures proposed to address the threats (see Clause 9). Such methods may consider:

a) the probability and consequences of compromise of the assets, taking into account:

tha nacaibla attanle o ath Ao A4 A
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- the likelihood of the attack proving to be successful, and

- the consequences of any damage that may be caused (including the expected maghnitude of fangible
loss arising from a successful attack);

b) other constraints such as legal requirements and cost.

B.3.3 How should threats be specified?

Having identified the threats to be addressed by the TOE or its environment, the next step is to specify|them in
the PP or ST. As noted above, the TOE Security Environment section should be a clear and [concise
statement of the security concerns, and a clear and concise specification of threats is an essential part|of this.

n order to provide a clear specification of a threat, you should include the following details (idenfified as
described in 8.3.2 above):

p) the threat agent (e.g. an authorised user of the TOE);

b) the assets subject to the attack (e.g. sensitive\data);

c) the attack method employed (e.g. impersonation of an authorised user of the TOE).
FFor example:

An attacker may gain unauthorised-access to information or resources by impersonating an authorised user of
the TOE.

An authorised user of the_TOE may gain unauthorised access to information or resources by impergonating
pnother authorised user,

t will help the reader to understand the threat if the threat description is accompanied by an explarfation of
any terms used within the description of the threat, and the scope of the threat in terms of the assets 4t risk of
compromisérand specific attack methods that the threat agent might use. For example, in the casg of the
threats above it may be usefully clarified that the assets at risk are the information and resources which the
impersenated) user has the right to access; or (from a number of different approaches) how impergonation
might be achieved.

In order to help ensure you have a concise statement of threats, as far as possible the threat descriptions
should be disjoint. In other words, there should be minimal overlap between different threats. This will help
avoid potential confusion on the part of the reader of the PP or ST as well as helping to simplify the PP or ST
rationale by avoiding needless repetition.

Overlap between threats can be more easily avoided if you specify all threats at the same level of detail. For
example, don’t specify a threat describing a detailed attack method against a specific asset if this is a specific
attack scenario that is already associated with a more general threat stated elsewhere in the PP or ST.

Each threat should be uniquely labelled for ease of reference (for example, in those parts of PP rationale
which show how the specified security objectives address the threats). Possible options are:
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a) sequential numbering of threats (e.g. T1, T2, T3, and so on);

b) a unique label providing a brief but meaningful ‘name’ for the threat (e.g. as used in the example threats
given in annex B).

The advantage of the first option is that a simple number is generally short and easy to use for reference
purposes. The advantage of the second option is that the label is more likely to be meaningful and memorable
as a standalone identifier. However, when using the second option it may not be possible (due to practical
constraints limiting the number of characters in the label) to assign a fully defined label in all cases, however,
the lab i

The thrpat descriptions should only refer to potential events which could directly compromise the assetg
requiring protection. It is therefore recommended that you do not include ‘threats’ of the form There.may be
security| flaws in the TOE. Such a ‘threat’ does not help the reader to understand what the security-heed is
ially since it applies to any TOE. Moreover, it is not an event that can actually be addressed)by the TOH
y non-technical measures that can be taken within the TOE security environment; rather, it can only
be addressed by actions taken by those who develop and evaluate the TOE.

The intfoduction of countermeasures to the threats may introduce detailed attacks that may lead indirectly tg
compromise of the assets, for example bypassing or tampering attacks against the 7OE security functions
Caution| is advised when considering such indirect threats to the assets; in particular you should ensure thaf
any such threats:

a) willf not, as a result of their inclusion in the TOE Security Enviropment section, confuse the reader by
antjcipating details of the TOE implementation;

b) do pot already fall within the scope of an existing threat.

For example, if threat X could compromise asset Y, th€n it follows that any attempt to bypass the
countermeasure to threat X may also lead to compromise of asset Y. Therefore, bypass of thg
counterfneasure to threat X may be an attack method that is already implicitly within the scope of threat X, and
hence (for the sake of brevity in the statement of JOE security environment) does not need to be stated
explicitly as a separate threat.

(It should also be noted that you will need to.consider attacks against the countermeasures of the TOE, such
as bypgssing and tampering, when you coime to select the IT security requirements, which ISO/IEC 15408
requireg to be mutually supportive: see 13.3.4. Any feasible attacks against the TOE security functions should
also be|discovered during the evaluation of the TOE.)

Examplg threats are presented-in.Annex B of this Technical Report.

8.3.4 Lompleting the statement of threats

ISO/IEQ 15408 requires the TOE Security Environment section to include all threats to the assets that are
relevan{ for secure ‘TOE operation (ISO/IEC 15408-1, B.2.4). The threats that are of principal interest are
those that will*be countered by the TOE (which will often be in association with procedural or other non-
technical ceuntermeasures). However, for completeness, the PP or ST may need to include some threats that
are not [at-all addressed by the TOE, for example because of attack methods or threat agents against which
the TOE offers no protection.

Examples of threats that are relevant to secure operation of the TOE, but which might not be addressed by
the TOE, might include:

a) physical attack against the TOE;
b) abuse of trust by highly privileged users;

c) improper administration and operation of the TOE by careless or improperly trained administrators.
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The decision as to which threats are to be addressed by the TOE, and which (if any) are only addre
the environment, will not (of course) be made until the security objectives are finalised.

ssed by

It should be noted that the identified environmental assumptions may preclude certain threats that would
otherwise have been considered relevant to the secure operation of the TOE. It follows from this that the PP
or ST author has a certain amount of freedom in deciding whether such aspects are dealt with in the
environmental assumptions or in the statement of threats to be countered by the operating environment.

Either approach is acceptable since both assumptions and threats have to be mapped onto the

security

objectives which uphold or address them. The choice between these two alternatives should therefore be

nade-on-the-basis-of-which-approach-best-helps-thereaderto-understand-the-security-concerns—As—a

general

rule, specific attacks should be handled as threats, whilst more general forms of attack may be best
as assumptions. Whichever approach is adopted, however, it is important that the issue is only stated

8.4 How to identify and specify the Organisational Security Policies

SO/IEC 15408 requires the TOE Security Environment section to contain a description of any OS
which the TOE must comply (ISO/IEC 15408-1, B.2.4). However, 1SO/ IEC 15408 goes on to say
statement of OSPs may be omitted if the security objectives are derived. solely from the thre
passumptions: in other words, where the ‘security concerns’ are defined in full by-the threats and assum|

As indicated in 8.3 above, a PP and ST author should review any OSPs against the existing and
threats to the assets before including them in the PP or ST.

An OSP is defined as one or more rules, procedures and practices imposed by an orga
ISO/IEC 15408-1, 2.3). An OSP may need to be applied’by the TOE or its environment, or b
combination of the two.

f your PP or ST specifies OSPs as well as threats;, you should remember the requirement that t
Security Environment section provide a concise statement of the security concerns: little useful pu
served by including an OSP which is simply a restatement of a threat in a different form (unless of coy
have no choice in the matter because the relevant organisation mandates an OSP which is a restatg
an existing threat).

FFor example, if you have identified a threat which states ‘An unauthorised person may gain logical aq
the TOE’ then there is little to be gained from including an OSP which states ‘Legitimate users of t
must be identified before TOE access can be granted’.

This OSP does not only (in“effect) restate the threat in a different form, it also pre-empts the defi
security objectives which(provide the intended response to the security concerns. Your PP or ST will b
fo follow if you only stdte the problem once.

As a general ruléyit will be appropriate to specify OSPs where the TOE is intended for use by a
prganisation or“a’/type of organisation, or where there is a need for the TOE to implement a set of ry
cannot be sensibly included within or implied by a threat description. Examples include:

p) idéntification of information flow control rules to be applied;

b)) identification of access control rules to be applied;
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c) definition of an organisation’s security policy with respect to security audit;

d) solution techniques mandated by the organisation, e.g. use of specified approved cryptographic

algorithms, or conformance with identified standards.
As with the threats, each OSP should be uniquely labelled for ease of reference.

Example OSPs are presented in Annex B of this Technical Report.
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9 The security objectives

9.1 Introduction

This clause provides guidance on the identification and specification of security objectives in a PP or ST, the
requirements for which are described in ISO/IEC 15408-1, B.2.5 and C.2.5.

The security objectives provide a concise statement of the intended response to the security problem
(ISO/IEC 15408-3, 4.4). In other words, having stated (in the TOE Security Environment section) what the
security| concerns are, you now need to give an indication of the extent to which they will be addressed by the
TOE and its environment, in the form of a statement of security objectives. This is illustrated in Figure 2 below.

SECURITY CONCERNS
/ - - - - - - - - - " Q- ----""—-"—"" - - -—"=-="== ~
1 |
-~ _ - - /
;e =\
TOE Environment |
| Objectives Objectives )
T T 7.7 THE SECURITY OBJECTIVES) . _ °
. Nd . ptional
P ___ A "
/ IT \ Non-IT
| TOE Environment /; Security
\ 7, Reguirements

— e — —_— — —_— —_— —_— —_— — — —* i) — —

IT SECURITY REQUIREMENTS

Figure 2 —Role of the security objectives

Figure |2 illustrates the two typesw.af security objectives which ISO/IEC 15408 requires to be clearly
distingujshed in a PP or ST:

a) Sedurity objectives for the TOE, which will be satisfied by technical (IT) countermeasures implemented by
the| TOE;

b) Segurity objectiyes” for the environment, which are to be satisfied by either technical measures
imglemented bythe IT environment, or by non-IT (e.g. procedural) measures.

Thus the statement of security objectives serves to outline what the TOE will and will not do within the contex{
of the T|OE ‘security environment. By clearly dividing responsibility for meeting the security concerns between
the TOEE and its environment, the risk to the assets requiring protection can be mitigated. Furthermore, in
defining this division of responsibility, the statement of security objectives will scope the evaluation of the
TOE; this is because the security objectives for the TOE drive both the selection of security functional
requirements that are needed to fulfil the TOE’s responsibilities in meeting the security concerns, and also the
determination of the level of assurance needed in the security functions required of the TOE.

9.2 How to specify security objectives for the TOE

The security objectives for the TOE states what the responsibility of the TOE is in countering the threats and
in supporting the OSPs. As illustrated in Figure 2, the security objectives for the TOE may be viewed as
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providing the reader with a ‘stepping stone’ (or bridge) from the identified security concerns to the IT security
requirements, and this should always be borne in mind when specifying the security objectives for the TOE.

Because of the pivotal role played by the security objectives in the PP or ST, the question of what level of
detail is appropriate in a statement of security objectives is important. ISO/IEC 15408 gives a strong hint by
saying (as pointed out above) that security objectives are intended to be concise. In practice, you need to
strike a balance between the following two considerations:

a) The security objectives should help the reader to understand the extent to wh|ch the secunty concerns

: : e—security
objectlves for the TOE should be |mpIementat|on mdependent The focus is thus on what the:|solution
intends to achieve rather than how it is achieved.

b) At the same time, you should ensure that the defined security objectives do not just repeat the infqrmation
contained within the threats and OSPs (albeit in a slightly different form).

The test of whether you have pitched your security objectives at the right level of/detail will ultimate]y come
when you construct the rationale for the security objectives and the IT security requirements. If one stgp in the
rationale is trivial whilst the other is comparatively difficult, it is likely that your,security objectives are ejther too
detailed or too abstract, depending on which step is the easier.

As will become clear in the next clause of this Technical Report, a wellzdefined set of security objecjives for
the TOE will help ensure that the IT security requirements selected to meet them are not excessive - gither in
ferms of the security functional requirements (see 10.2.1) or the security assurance requirements (see(10.3.1).
This in turn will serve to minimise the cost and timescales of the\FOE evaluation.

Broadly speaking, three types of security objective can be.identified to address the identified threats:

p) preventive objectives, which prevent a threat frot?’ being carried out, or limit the ways in which i{ can be
carried out;

b) Detective objectives, which provide the means to detect and monitor the occurrence of events relevant to
the secure operation of the TOE;

c) Corrective objectives, which require the TOE to take action in response to potential security violgtions or
other undesirable events, in ordér to preserve or return to a secure state and/or limit any damage gaused.

An example of a preventive-security objective is the following, which identifies the need for identification and
puthentication of users of'the’TOE:

The TOE will ensure_that each user is uniquely identified, and that the claimed identity is authenticated, before
the user is granted-access to the TOE facilities.

Access control and information flow control security objectives also fall into the preventive category| Where
the security, 'concerns indicate that the TOE should enforce more than one access control or information flow
control<pelicy, it is recommended that you identify distinct security objectives for each policy. §uch an
approach will help simplify the security requirements rationale.

A 1 £ Lok e b | - ' : 4L £all H Jotataial P ) U 4 dla T\ 4 H
ITCTAAITIPIC UT'ad UTICUHVE STUUTILY UDUJTUUVE 15 UTT TUNTUWITY, WITICTT TUTTIUTNITS U1C TITTU 1O 1T TUL 1U'Y UV|de a
non-repudiation of origin capability:

The TOE will provide the means by which a recipient of information can generate evidence which can be used
as proof of the origin of that information.

An example of a corrective security objective is the following, which identifies the need for the TOE to respond
to detected intrusions:

The TOE will, upon detection of events that are indicative of an imminent security violation, take appropriate
steps to curtail the attack with a minimum of disruption to the service provided to other TOE users.
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Where possible, the security objectives should aim to informally quantify the minimal effectiveness expected,
thus leaving little doubt as to what level of effectiveness must be justified in the PP or ST rationale. Quantities
may be stated:

a) inrelative terms, e.g. to environmental conditions or to a previous situation;

b) in absolute numeric terms.

Clearly, specifying absolute numeric values is the most precise option, but is also the most difficult to assess

i £ AfEo At
in termg-ef-efectiveness:

If your PP or ST is being written where the SFRs are already known, a useful starting point may be to defing
one segurity objective for the TOE corresponding to each of the major groupings of security fungtiona
requirements that will be specified in the PP or ST. One benefit of this approach will be to simplify the
construgtion of the security requirements rationale. If this approach is adopted, you still ensure that the
defined|security objectives comply with the guidance in this section. In particular, you should~ensure that the
security| objectives do not contain unnecessary implementation detail.

Examples of security objectives are provided in Annex B of this Technical Report.

ISO/IEQ 15408 requires that security objectives for the TOE are clearly traced 10 the relevant threats and
OSPs (ISO/IEC 15408-1, B.2.5). Therefore, you need to ensure that:

a) eagh identified threat to be countered in full or in part by the TOE/is addressed by at least one security
objective for the TOE;

b) eagh identified OSP to be met in full or in part by the TOE .issaddressed by at least one security objective
for the TOE.

This trdceability may be provided (for example) by means of textual cross-references or by mappings in
tabular form. Whilst the information required may be provided in the rationale (see Clause 13), it may be morsg
helpful {o the reader of the PP or ST if the mappings\are provided in the security objectives section. Where 3
security| objective is included to comply with an QSP, it may be appropriate to reference the OSP rather than
repeat ip full the rules to be implemented (e.g.'d@s with O.DAC in the examples in Annex B).

As withl threats and OSPs, the security\objectives for the TOE should be uniquely labelled for ease of
referenge. Again, the labelling convention may be based on sequential numbering (e.g. O1, 02, O3, and sd
on) or the use of brief but meaningfuknames (e.g. as in the examples presented in Annex B).

9.3 How to specify security objectives for the environment

The segurity objectivesfoDthe environment include any security objectives that are to be satisfied by the IT}
environment, as welh as by procedural or other non-technical measures to be implemented within the
operatirjg environment of the TOE. In other words, security objectives for the environment can either be IT ol
non-IT.

Security objectives for the environment will have to be identified to address those aspects of the security
concerrjs-that the TOE will not (or cannot) be expected to do. In particular, security objectives for the
environment will be needed to:

a) counter threats (or aspects of threats) that are not countered by the TOE;
b) help satisfy OSPs that are not fully satisfied by the TOE;

c) support the identified security objectives for the TOE by helping to counter the threats or satisfy the
OSPs;

d) ensure that identified environmental assumptions are satisfied.
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An appropriate starting point to the identification process might therefore be to compile a list of security
objectives by taking each threat, OSP and assumption that is not to be fully addressed by the TOE in turn, and
for each such aspect of the TOE security environment to either:

a) add a new security objective to the list to address that aspect; or

b) map an existing security objective to that aspect if an appropriate one has already been identified
(possibly rewording the security objective to extend its scope).

Thic lict chanld than ba eafinad o o Forma ot thn oo ety bt ac rotinnala ol thic ooy n:—d to the
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dentification of additional security objectives that are needed to ensure that the security concerns_.are|suitably
met (in terms of the threats to be countered and the OSPs and assumptions to be covered).

The identification process should be carried out in conjunction with the identification of security objectives for
the TOE. The statement of security objectives as a whole should then be reviewed to ensure that the|division
pf responsibilities between the TOE and its environment is appropriate, i.e. such that:

n) the security objectives for the TOE will not lead to a set of IT security requiréments for which thg cost of
implementation and evaluation is disproportionate to the value of the assets being protected;

b) the security objectives for the environment will not lead to a set of procedural or other non-IT [security
requirements that will be impractical to implement, or will be undulyfestrictive to the TOE users.

Typical examples of (non-I1T) security objectives for the environment-include:

n) establishment and implementation of procedures to ensure that the TOE will be used in a secure|manner
(and in particular in accordance with the environmentalassumptions);

b) objectives for education and training of administrators and users in sound security practices.

The statement of security objectives for the efnvironment should therefore include any security ohjectives
relating to management activities needed to-ensure that the security services to be provided by the TOE are
effective. In some cases, the required management activity is obvious, and can be conveniently exprgssed in
the form of a (non-IT) security objective-for the environment (e.g. regarding the need for proper manggement
pf the audit functions). In other cases.the required management activity may depend on the detailed [security
requirements used to implement/the TOE security objectives. For example, the ‘identificatipn and
authentication’ security objective of 9.2 above might be implemented by user passwords. This would|imply a
requirement for users to ensure their passwords are not disclosed to other individuals, which would properly
be expressed as a security-fequirement for the non-IT environment (see 10.4.2) which refines the [security
pbjective for the environment.

SO/IEC 15408 states that when a threat or OSP is to be covered partly by the TOE and partly by its
environment, the related security objective is to be repeated in each category (ISO/IEC 15408-1, B.2{5). This
might be appropriate in the case of the identification and authentication security objective identified above,
Where the~relevant threat can only be countered by the TOE with appropriate support from manggement
activityswithin the environment, e.g. management of authentication data such as passwords. Thus the [security
pbjective might be stated in the following terms:

Tl T H1 ot £ H 3 H £ HII th ot 2 H H /. il FH 9o~ ol ‘h t th
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claimed identity is authenticated, before the user is granted access to the TOE facilities.

In cases where it is possible to clearly divide responsibility between the TOE and its environment, such
repetition of security objectives in both categories will clearly not be necessary. An example would be the
identification of security objectives for security audit, where the TOE is assigned responsibility for generating
and collecting the data, and the environment is assigned responsibility for the supporting management
activity, e.g. analysis of the data generated.

A typical example of an IT security objective for the environment is a security objective for an underlying
operating system to identify and authenticate TOE users. (Such dependencies on the IT environment will be
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refined in the IT security requirements for the environment: see 10.4.1). As with the security objectives for the

TOE, it

is recommended that the security objectives for the environment are uniquely labelled for ease of

reference. It may be helpful if you adopt a labelling convention which clearly distinguishes security objectives
for the environment from the security objectives for the TOE. If a numbering convention is used, there should
be separate numbering for the two types of security objective (for example, security objectives for the
environment could be numbered OE1, OE2, OES3, and so on).

Example environmental security objectives are presented in Annex B of this Technical Report.

10 Selcurity requirements
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use provides guidance on the specification of IT security requirements in a PP or ST.VThis guidancs
to both TOE security requirements and to security requirements for the IT enyironment. Security
nents for the non-IT environment (not required to be a formal part of a PP or{ST) are also briefly
bd.

bwing types of IT security requirements are specified in a PP or ST:

curity Functional Requirements (SFRs) on the TOE. These identify~the requirements for security
ctions which the TOE must provide to ensure that the security objectives for the TOE are achieved.

turity Assurance Requirements (SARs) on the TOE. Theseddentify the required level of assurance in
implementation of the SFRs.

burity Requirements on the IT environment. (Theselare optional in PP or ST.) These define any
ctional and assurance requirements to be satisfied'\by the IT environment (i.e. by hardware, firmwareg
/or software external to the TOE), which are needed in order to ensure that the security objectives for
TOE are achieved.

lustrated in Figure 3 below.
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Figure 3 — Derivation of IT security requirements
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In addition to functional and assurance requirements, the IT security requirements section of a PP or ST is
required (where appropriate) to specify a minimum strength of TOE security function level, with explicit
strength claims where relevant (see ISO/IEC 15408-1, B.2.5 and C.2.5).

As Figure 3 shows, a significant characteristic of the IT security requirements is that they are intended to be
constructed, where possible, using the catalogue of functional components defined in ISO/IEC 15408-2 and
the catalogue of assurance components defined in ISO/IEC 15408-3, as appropriate. The intent of
ISO/IEC 15408 here is to ensure a degree of standardisation in the way the IT security requirements are
presented. The use of this ‘common language’ for expressing IT security requirements is thus intended to

However, ISO/IEC 15408 recognises that there may be cases where there is no appropriate funciional or
assurance component in ISO/IEC 15408-2 or ISO/IEC 15408-3. In this case, the IT security requirements may
be stated explicitly without reference to ISO/IEC 15408; however, such IT security requirements must be
unambiguous, evaluatable, and expressed in a similar style to existing ISO/IEC 15408 \eomponents|. 10.2.8
provides guidance where no appropriate functional components can be identified in ISO/IEC 15408-2; 10.3.3
provides similar guidance in respect of assurance components.

SO/IEC 15408 permits a degree of flexibility in the way the SFRs and SARs are)specified by allowing|a set of
pperations to be performed on them to tailor the security requirement apptoepriately - namely assignment,
teration, selection and refinement. 10.2.2 below provides guidance)on the use of operatipns on
SO/IEC 15408 functional components. 10.3.2 does the same for ISO/JEC 15408 assurance componerjts.

Fach security component in ISO/IEC 15408-2 and ISO/IEC 154083 is assigned its own unique refefence in
SO/IEC 15408, based on a defined taxonomy.

p) in ISO/IEC 15408-2, for example, component FAU _GEN.1.2 has the following meaning:

- ‘F’indicates it is a functional requirement;

- ‘AU’ indicates it belongs to the securitysaudit class of SFRs;

- ‘GEN’indicates it belongs to the,security audit data generation family within that class;
- “I"indicates it is the audit data’generation component within that family;

- ‘2 indicates it is the second element within that component.

b) the components in ISOAEC 15408-3 use a similar taxonomy, but additionally identifies each element as
belonging to one of\three sets of assurance elements, by appending a letter:

- the lettet*D’ indicates it belongs to the set of developer action elements, the activities performed by
the developer;

- _the'letter ‘C’ indicates it belongs to the set of content and presentation elements, the informgtion the
evidence is meant to convey;

- the letter ‘E’ indicates it belongs to the set of evaluator action elements, the activities perfofmed by
theevatuator:

c) inISO/IEC 15408-3, for example, component ADV_HLD.1.2C has the following meaning:
- ‘A’indicates it is an assurance requirement;
- ‘DV’indicates it belongs to the development class of SARs;
- ‘HLD’ indicates it belongs to the high level design family within that class;

- “I"indicates it is the descriptive high-level design component within that family;
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- ‘2 indicates it is the second element in a set of assurance elements;
- ‘C’indicates it is an element in the set of content and presentation elements within that component.

SFRs and SARs are selected at the component level: all defined elements within that component have to be
included in the PP or ST if the component is to be included. There are two types of relationships between
components which you need to be aware of, as these have a bearing on the process of selecting the IT
security requirements:

a) Compenrents—withinatamilymay-haveanrhierarehicrelationship—irdicating-that-ore-compenentirelade
all requirement elements specified in another component in that family. For example, FAU_STG.4\is
hiefarchic to FAU_STG.3 because all functional elements defined in the latter are also included (in-thg
former. However, FAU_STG.4 is not hierarchic to FAU_STG.1, and it is therefore possible to include both
components in the same PP or ST.

b) Components may have defined dependencies on any component in any other family. For example
FIA UAU.1 (which requires authentication of any user's claimed identity) has <@-dependency on
FIA _UID.1 (which requires users to be identified). These components must also bétincluded in a PP of
ST] unless the dependencies can be shown not to be relevant to the threats and security objectives.

10.2 How to specify security functional requirements in a PP or ST

10.2.1 How should security functional requirements be selected?

Having |defined the security objectives for the TOE in response todhe‘identified security concerns, you now
need to|elaborate on how these security objectives are to be met:This is done by selecting an appropriate sef
of SFR¢ which, as stated above, is done at the component level»Of course, the SFR selection process will bg
significgntly easier if pre-defined functional packages are available that are relevant to the security objectiveg
for the TOE (see Clause 15).

There dre several stages to the process of selecting\the SFRs for a PP or ST. In considering the selection
process, it is helpful to distinguish between the follewing two types of SFR:

a) prifgcipal SFRs, which directly satisfy the identified security objectives for the TOE;

b) supporting SFRs, which do not directly satisfy the security objectives for the TOE, but which nonetheless
provide support to the principal SERs, and hence indirectly help satisfy the relevant security objectives for
the| TOE.

Whilst ISO/IEC 15408 does-nat’ explicitly distinguish between these two types of SFRs, such a distinction is
implicit [in the consideration”of such things as dependencies between functional components, and thg
demongtration of mutual -support between SFRs. Therefore, whilst there is no need for you to explicitly
categor|se the SFRs¢@s principal or supporting in the PP or ST, recognising that there are these two types of
SFR will be of significant benefit when you come to write the PP or ST Rationale.

The first stage-in the SFR selection process is thus, for each security objective for the TOE, to identify the
principal SFRs which directly satisfy them. Once a complete set of principal SFRs has been established, there
then follows an iterative process whereby the complete set of supporting SFRs are identified. As described
above, all SFRs (whether principal or supporting) should, where possible, be expressed using appropriate
functional components from ISO/IEC 15408-2. Annex B provides guidance identifying which functional
components should be used to express common security functional requirements. When selecting functional
components from ISO/IEC 15408-2, you should also consult the guidance contained in the annexes to
ISO/IEC 15408-2 as to whether the component would be appropriate, and how it should be interpreted.

The relationship between these two types of SFR is illustrated in Figure 4. It may be noted that this
relationship is relevant to the PP or ST rationale, which, inter alia, is required to demonstrate mutual support
between the SFRs (see 13.3.4). This will involve providing an explanation of the nature of the support
provided by supporting SFRs in helping to ensure that the security objectives for the TOE are met.
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Figure 4 — Role of principal and supporting SFERs

There are three stages involved in identifying the complete set of supporting SFRs:

Identify the additional SFRs needed to satisfy (where you consider it appropriate) the dependen
defined in ISO/IEC 15408-2 for the relevant functional components) of all principal SFRs. This
any dependencies of the supporting SFRs identified during.this stage.

Identify any additional SFRs that are necessary to\énsure that the security objectives for the T
achieved. This will include SFRs needed to defend, the principal SFRs against composite attacks
defeat the function, then mount the threat the function is intended to counter.

Identify the additional SFRs needed to satisfy (where you consider it appropriate) the depende
those supporting SFRs selected during.the second and third stages.

cies (as
ncludes

OE are
that first

hcies of

The identification of supporting SFRs t0-satisfy the dependencies as identified in ISO/IEC 15408-2 is|likely to

be an iterative process, for example:

n)  Suppose that the PP or SThincludes a security objective requiring the TOE to provide specific responses
to the detection of events indicative of an imminent security violation. This leads to the inclusfon of a
principal SFR based'on the FAU_ARP.1 (Security Alarms) component.

b) According to_1SQ/IEC 15408-2, FAU_ARP.1 has a dependency on FAU_SAA.1 (Potential Yiolation
Analysis) which should also be included as a supporting SFR.

c) FAU_SAA.1 has a dependency on FAU_GEN.1 (Audit Data Generation).

d) FRAU_GEN.1 has a dependency on FPT_STM.1 (Reliable Time Stamps).

) FPT STM.1 introduces no requirements for additional functional components.

It should be noted that ISO/IEC 15408 permits you to leave some dependencies ‘unsatisfied’, provided you
explain why the relevant SFRs are not required to satisfy the security objectives (and hence address the
security concerns).

Dependencies should be applied in a consistent manner. For example, in the case of FAU ARP.1,
consistency is ensured by the nature of the requirements (FAU_ARP.1 depends on the expectation of a
potential security violation that is defined by application of FAU_SAA.1.2).

For other components, consistency may be more problematic. For example, in the case of FDP_ACC.1, the
PP or ST will identify the particular access control SFP to which it relates. In satisfying the dependency of
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FDP_ACC.1 on FDP_ACF.1, it must be ensured that FDP_ACF.1 is applied to the same access control SFP
that was used for FDP_ACC.1. If the iteration operation is applied to FDP_ACC.1 for different access control
SFPs, the dependency on FDP_ACF.1 will need to be satisfied in respect of each such access control SFP.

The identification of additional supporting SFRs (i.e. those that are not identified as dependencies in
ISO/IEC 15408-2) involves identifying any other SFRs which you consider to be necessary to support the
achievement of the security objectives for the TOE. Such SFRs will typically provide support by reducing the
options or opportunities available to an attacker, or by increasing the level of expertise or resources an
attacker must have to mount a successful attack. The following should be considered in the light of the

I d-th it biecti :
securityconcerns-and-the-security-objectives:

a) SFRs based on relevant components from the same class in ISO/IEC 15408-2. For example cif:thg
component FAU_GEN.1 (Audit Data Generation) is included then this may imply a need to create and
majntain a secure audit trail to store the data generated (requiring one or more functional cofmponents
from the FAU_STG family) and a need for tools to review the generated audit data (requiring|ene or morg
fungtional components from the FAU_SAR family). Alternatively, the generated data may.be exported tg
angther system for review.

b) SFRs based on relevant components from the FPT (Protection of the TOE Security Functions) class
Su¢h SFRs will typically protect the integrity and/or availability of the TSF or TSE. data on which the other
SFRs rely, although they may protect its confidentiality as well. Examples include FPT_AMT.1 (Abstrac
Maghine Testing) and components from the FPT_SEP (Domain Separation) family, which may be
required to support the security objectives where there is an identifiedcneed to protect the TSF against
sugh things as TSF failure, corruption, or modification (possibly by malieious means).

c) SFRs based on relevant components from the FMT (Security Management) class. These components wil
be [used to specify any necessary supporting security management SFRs. An example of this would bg
FMT_REV.1 which addresses the revocation of security“attributes, and may be considered relevant
where SFRs are included that deal with security attributesi(e.g. access control).

The selgction of these supporting SFRs should always-be done in light of the security objectives, in particular
taking ipto account the need to end up with a set of SFRs which form a mutually supportive and integrated
and effgctive whole. The process of constructing“the PP or ST rationale may therefore have a significant
influenge on this selection process. You are strongly advised to avoid including supporting SFRs that are nof
needed|to achieve the security objectives, be¢ause this will only serve to limit the acceptability of the PP or ST|
given that:

a) sorphe TOEs may not be able to-meet such SFRs;

b) incfeasing the number of~SFRs will increase the cost and maintenance of unneeded requirements in
evgluation.

If the PP or ST is being constructed using a related PP as a basis, the process for selection of SFRs should

be simplified considerably. The PP or ST being constructed should include different SFRs, where appropriate
taking ipto account.any differences between the TOE security environment and/or security objectives.

10.2.2 How to perform operations on security functional requirements

10.2.2.1 Permitted operations

As stated in 10.1 above (see also ISO/IEC 15408-2, 2.1.4), some functional components include permitted
operations which may require the PP or ST author to tailor the security requirement as appropriate for the PP
or ST. These operations are:

a) assignment, allowing the specification of an identified parameter;

b) iteration, allowing multiple use of the same functional component to express different requirements;

c) selection, allowing the specification of one or more elements from a given list;
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d) refinement, allowing the addition of details to the security requirement, thereby restricting the set of
acceptable solutions without introducing any new dependencies on other SFRs.

10.2.2.2 Iteration

The iteration operation is often needed to express SFRs using components in the FMT (Security
Management) class, which are called up as dependencies by many different functional components in
ISO/IEC 15408-2. In order to satisfy such dependencies, it will typically be necessary to use the same
component, with the assignment and selection operations completed differently. For example, FMT_MSA.1
types of
Security attributes. Similarly, it may be desirable to make multiple use of components from the FDRVACC and
FDP_ACF families in the case where a TOE is required to enforce different access control policies, e.g.
Discretionary Access Control (DAC) and Role Based Access Control (RBAC).

You are encouraged to use the iteration operation where the clarity of the PP or ST can-be enhanced, e.g. to
break down a complex and unwieldy SFR into distinct and manageable functional requirements. Usg of the
teration operation does, however, pose other potential problems when presenting‘the SFRs in the PP or ST,
ps will be seen in 10.2.9 below.

FFor each SFR you have included in the PP or ST, you need to make a judgément as to whether to:
n) complete any assignments or selections included in the functionahcomponent used to express the| SFR;

b) specify any refinement of the SFR.

10.2.2.3 Assignment and selection

n assignment there is the possibility that the value of,the parameter may be null, whereas with a selection
there is always at least one value of the parameter identified. By completing an assignment or gelection
pperation in a PP removes any decision by the ST author as to how the functional component is to be|tailored
o meet the security objectives (other than the'possibility of refinement). In other words, there are no [aspects
insofar as the operation is concerned) that-are ‘to be defined’ by the ST author.

Generally individual assignments orcSélections will require completion by the PP or ST authof. Over-
gualification through completion of operations, or too much detail, may unduly restrict the number ¢f TOEs
that might be able to claim conformance with the PP or ST. The balance of completing operations is based on
the need for a PP to be:

n) a complete set of the.requirements of the author;
b) implementatioh-independent,
c) sufficiently-detailed to demonstrate that the objectives are met.

Thereforey.it is necessary to complete assignment and selection operations to the extent needed to meet the
security>objectives. A critical test will come when you construct the security requirements rationple: the
arguments you present to demonstrate the suitability of the IT security requirements to meet the [security
pbjectives should not rely on details that have not been specified in the SFRs. For example, in the case of an
access control SFR based on FDP_ACF.1, you may consider it appropriate to leave the specification of
access control rules entirely in the hands of the ST author if such rules are already defined in an OSP which
the relevant (access control) security objective is intended to meet.

One technique that you may use in order to solve the above problem is that of partially completing the
operations. By adopting this approach you can give maximum flexibility to the ST author, whilst at the same
time precluding potential choices for assignments or selections that would not be consistent with the security
objectives for the TOE.

For example, in the following SFR (based on FAU_STG.4.1), the selection operation has been partially
completed by precluding selection of the option ‘ignore auditable events’, which the PP author has judged to
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be inconsistent with the security objectives for the TOE. The SFR therefore presents the ST author with a
choice of two (rather than three) acceptable options:

The TSF shall [selection: ‘prevent auditable events, except those taken by the authorised user with
special rights’, ‘overwrite the oldest stored audit records’] and [assignment: other actions to be taken in
case of audit storage failure] if the audit trail is full.

With assignments, the PP author may wish to limit the choices an ST author can make to a set of options
acceptable for the environment. In this case, the PP author may wish to complete the assignment operation by
furning finto-a-selostion-operatie L o A

author.

Completing the operations of assignment and selection is reasonably straightforward. In the case of
assignnpent, you simply need to ensure that the parameter is specified unambiguously. In the case of
selectioh, you simply need to select the appropriate item(s), based on consideration of the security objectiveg
for the TOE. You should, however, consult the guidance given in the annexes.te’JSO/IEC 15408-2 if in doubt.

Where @ssignment or selection has been performed in a PP, it is mandatory-that you highlight the text that has
been sIecified (this is helpful to the reader, and especially to the £R"evaluator checking conformance tq
ISO/IEQ 15408). The customary way of highlighting is by using italics, but bolding or a different character sef
be used.

allocation of the resource to the following objects [assignment: list of objects specified by the ST author],

10.2.2.4 Refinement

The opgration of refinement may be performed on any functional component element, and involves specifying
additional technical details which do nof Tevy any new requirements to those specified in the text, but rather
restrict the set of acceptable implementations. A refinement is acceptable if meeting the refined requirement
also means meeting the unrefined requirement. Use of refinement may be appropriate in the following
circumstances:

a) where the PP is being written by an organisation which has additional technical details, such as
organisation policy information, not included in the appropriate ISO/IEC 15408-2 component;

b) where the selected functional component would permit implementations which would not make sense, or

would otherwise be inappropriate, for the type of TOE considered, unless it is refined so as to exclude
that possibility e.g. on the grounds of interoperability;
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c) where the readability of the SFR may be improved: see 10.2.9.

As with assignment and selection operations, it is recommended that you highlight the text that has been
refined to assist the reader (and the PP evaluator in particular).

An example of the use of the refinement operation is as follows (based on FMT_MTD.3.1):
The TSF shall ensure that only secure values are accepted for TSF data. Refinement: the TSF shall ensure

that the minimum password length enforced by the TOE is configured to a value of at least 6
characters:

The use of the refinement operation to help clarify SFRs is discussed in 10.2.9 below.

10.2.3 How should the audit requirements be specified?
f the PP or ST includes auditing requirements (i.e. based on FAU_GEN.1) then ISO/IEC 15408 requires that
fhe minimum set of events which must be auditable, and the minimum information ‘which must be recqrded, is
specified through the consideration of all other functional requirements included-in the PP or ST.
This selection will depend on a number of factors, including:

n) any security policy requirements on security audit, as defined in an ©OSP;

b) the importance of auditing in achieving the security objectives;

c) the relevance of potential events, and their characteristicCs, to the security objectives;

d) cost/benefit analysis.

FFor example, if the TOE is intended to defend against the actions of malicious users or hackers, it is likely that
events such as login or access control violatiohs will need to be auditable where the PP or ST includes such
SFRs. However, events relating to the use of administrative functions may not need to be additable,
depending on the extent to which an administrator is (or has to be) trusted. The trustworthiness of the
administrator would be stated as an agsumption.

The question of cost/benefit analysis may rest on such issues as:

p) is the benefit of collecting the information worth the impact on performance?

b) if the information_is collected, will the administrator have sufficient resources (e.g. tool support) to
effectively analyse the data?

c) what are/the‘likely costs of managing or archiving the data collected?

SO/IEC15408 identifies three pre-defined levels of auditing, namely minimum, basic, or detailed (see
SO/IEC.15408-2, 2.1.2.5): for each such level, ISO/IEC 15408-2 tells you which events should be auditable
as”a minimum), together with the minimum information to be recorded, based on the functional comEonents
ncluded in the PP or ST (see also ISO/IEC 15408-2, C.2). These three levels can be broadly characterised as
follows:

a) The minimum level typically requires only some defined subset of operations or events associated with a
given functional component to be auditable. This subset is generally defined to be the most interesting or
significant type of event.

b) The basic level typically requires all operations or events associated with a given functional component to
be auditable, e.g. successful and unsuccessful login attempts.

c) The detailed level generally differs from the basic level by requiring additional information of interest to be
recorded. This level is only likely to be appropriate where the amount of audit data generated is
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anticipated to be small, or if the data will be subject to analysis by sophisticated audit analysis tools or
intrusion detection facilities.

If none of these levels is appropriate, you should select the not specified level, and list all required auditable
events explicitly in FAU_GEN.1.1c. For example, you might use the minimum level for guidance, but choose

to devia
is more

te from the minimum requirements in specific cases because a different subset of operations or events
relevant to the security objectives, e.g. if FDP_ACF.1 is included in the PP or ST, you may consider

that unsuccessful access attempts should be auditable rather than successful attempts (which is what
ISO/IEC 15408-2 requires for the minimum level).

You wil
the cas
section
events

FAU G
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ISO/IEQ
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particular components from the FMT (Security Management) class. However, if.is important to note that this
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need to compile a list of auditable events by going through each functional component used in turn; in
e of the pre-defined levels of minimum, basic or detailed, these are explicitly identified in theCAudi
included for each family of components. It is recommended that you construct a table, identifying the
and (where appropriate) the additional information to be recorded, which can be referenced by
EN.1.1 and FAU_GEN.1.2 as appropriate.

How should management requirements be specified?

15408-2 identifies, in the Management section included for each family of.components, a list of
ment activities which should be considered for the component. This may suggest the need to include

s intended to be informative. There is therefore no need to justify any‘decision not to include particulaf
ment components in the PP or ST (unless, of course, they are explicitly identified in the Dependencies
within ISO/IEC 15408-2).

ly speaking, possible management activities are identified where a functional component refers to, of
the existence of, configurable TSF data which may need t10-'be managed and controlled. For example
irity objectives for the TOE might be undermined if the ability to modify such data was not restricted tg
trators of the TOE. Therefore FMT components areoften included in order to define supporting SFRs
to ensure that the security objectives for the TOE\are met, and that the SFRs as a whole are mutually
ve (see 13.3.1 and 13.3.4).

buld consult the guidance on the FMTx¢lass given in ISO/IEC 15408-2, Annex H when choosing
al components from this class.

How should SOF be specified?

15408-3 identifies three ptesdefined levels of SOF (Strength Of Function), namely basic, medium o
all IT security functions_that are realised by a probabilistic or permutational mechanism (e.g. 4
rd or hash function) (identified in the PP or ST (see also ISO/IEC 15408-1, C.2). The levels arg
brised as follows:

function previdés adequate protection against casual breaches of TOE security by attackers
sessing a low-attack potential;

function. provides adequate protection against straightforward or intentional breaches of TOE security
httackers possessing a moderate attack potential;

c) the

function provides adequate protection against deliberately planned or organised breaches of TOE

security by attackers possessing a high attack potential.

The level to choose is based on a number of factors related to the threat agent(s):

a) Ela

psed time;

b) Expertise;

c) Knowledge of the TOE;

28
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d) Access to the TOE;
e) Equipment.

The value for these factors are derived from the breakdown of the attack potential for the threat agents
identified in the threat statements. A characterisation of these factors should be derived during a full threat risk
assessment.

For some probabilistic or permutational mechanisms an optional explicit metric could be provided, rather than

am. aanaralctatamant aof bacic smaadii i or hinh
TCTTOTrC— gt rarstatC et O oaSrC e arartt- Or 1igit.

10.2.6 How should SFRs taken from a PP be specified?

Where an ST claims compliance with one or more PPs, it is likely that the SFRs will be“specified either
completely or mostly by the PP. In such cases, the ST author must decide whether“to specify(the PP
functional requirements in full (in order to ensure all the text is in one place), or whether to simply reference
the PP and specify SFRs where these differ from the PP.

n general, the latter approach is recommended since this will simplify the 8T-The reader of an ST [is more
ikely to be interested in the IT security functions than in the SFRs. This\includes the evaluator of the TOE
since the content of evaluation evidence - such as design, test documentation and guidance documents - is
ikely to be more easily related to the IT security functions in the, TOE summary specification than to the
SFRs). The main purpose of specifying SFRs in an ST is to be~able to demonstrate traceability [back to
relevant PPs, and to the SFRs as defined in ISO/IEC 154082 There is indeed a case for relegating the
statement of SFRs to an annex so as not to confuse the.feader by having two specifications of [security
functionality in the ST.

t should, however, be noted that some SFRs in the*PP may have operations (such as assignment or
Selection) that are left to the ST author. In such cases it is recommended that the SFR is specified in full, with
the completed operations emphasised by suitable\ typesetting (e.g. using italics). Any necessary explanations
Should be added using the same typesetting. Such an approach will make it easier for the reader of the ST
and the ST evaluator in particular) to see which operations have been performed, and in which mannér. It will
plso facilitate the construction of the ST rationale (see 13.3.6).

10.2.7 How should SFRs not in a PP be specified?

n some cases it will be necessary to specify SFRs in an ST where these are not in a corresponding PP. This
may be necessary where;

1) there is no appropriate PP available for the TOE to claim compliance with;

b) the sponsor-Considers that the benefit to be gained by having functional or assurance requiremepts, that
are in addition to what is required by the PP, is sufficient to justify the additional cost that would be
incurred:

n such.cases, the approach to the specification of SFRs is the same as described in the preceding|clause.
Where SFRs are specified in addition to those required by a PP, the ST author must ensure that thes¢ do not
conflict with SFRs in the PP (the ST rationale will need to demonstrate that such conflict does not ocfur: see
Clause 13).

10.2.8 How should SFRs not included in Part 2 of ISO/IEC 15408 be specified?

ISO/IEC 15408 requires that if the PP or ST author wishes to include a functional requirement for which there
is no appropriate functional component defined in ISO/IEC 15408-2, the resultant SFR should be specified
using Part 2 components as a model for presentation.

The decision as to whether there is an appropriate functional component in ISO/IEC 15408-2 to use can be a

difficult one to make, since this requires a high degree of familiarity with its content. It is recommended that
you consult the guidance in Annex B which identifies the appropriate functional components to express
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common security functional requirements. It is often the case that the desired SFR can be obtained through
appropriate application of the refinement operation, or of permitted assignment or selection operations.
However, it is recommended that you do not attempt to ‘shoehorn’ an SFR into a functional component if this
does not readily lead to the SFR you want, i.e. it results in an SFR whose meaning or intent cannot be readily
discerned by the reader, or which (through the use of an inappropriate component) introduces inappropriate
dependencies that need to be argued away.

Specifying a new SFR using ISO/IEC 15408-2 functional components as a model for presentation will involve:

a def ninatha SER ot 4 cimilar Invual af ahotractinn ac Dart 9 ~amnanantc:
g tHeOT ot oot e e S oottt oo ot = SO porerits;

b) usipg a similar style and phraseology to Part 2 components;

c) usihg the topology and nomenclature approach for components as in ISO/IEC 15408-2.

Knowing that a new SFR is of a similar nature to others in an existing class or family helps bound’its degree of

newness and also may help with specific wording for common concepts that occur throughout that class of

family.

Particular characteristics of the style of presentation of functional components in ISQAEC 15408-2 include:

a) mopt functional requirements begin with the phrase The TSF shall or The_TSF shall be able to, followed
by |a verb such as allow, detect, enforce, ensure, limit, monitor, pefmit, prevent, protect, provide of
restrict;

b) the|luse of standard terms such as security attribute or authoriséd user;

c) eagh element tends to stand on its own and can be understood without reference to previous elements;

d) eagh security requirement must be evaluatable, j:e.”it must be possible to determine whether the
requirement has been met by a TOE.

In consfructing an explicitly stated SFR, you should also consider whether the SFR:
a) shquld incorporate any assignment or.selection operations to be completed by the ST author;
b) implies any dependencies on other SFRs which must be included in the PP or ST;

c) degcribes any events which(should be auditable, and if so what information should be recorded for the
evéent;

d) hag any implicationsor'security management, e.g. relies on security attributes that need to be managed.

If you believe you have a well-constructed SFR that is not included in ISO/IEC 15408-2, and is significantly
different from, and)would significantly enhance, the existing set of functional components in ISO/IEC 15408
you are|advised-to submit the SFR for inclusion in the next iteration of that International Standard.

ISO/IEQ 45408 permits the ST author to explicitly state SFRs in an ST without reference to ISO/IEC 15408-2
The guidance given in 10.2.8 applies. However, it should be noted that it may not be necessary 1o Specily
ISO/IEC 15408 operations such as assignment or selection for SFRs constructed in this way if the SFR is only
intended for use in the ST, i.e. there is no intent to reuse the component in other PPs, STs, or functional
packages.

Naming for an SFR not included in ISO/IEC 15408-2 should use the topology and naming conventions of
Part 2, to be in the same style as the standard. Extended components should use ‘F’ for function, followed by
the appropriate class, and family designations followed by a component number. An extended component
based on the existing classes can then be inserted at the appropriate place. Where an extended component is
unrelated to existing classes it is acceptable for naming to make it clear that the extended security
requirement is new by, for example making the class of the component ‘EX’, or appending ‘EX’ to the end of
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the component name. How the extended component is denoted should be explained in the application notes
for the PP or ST. Care should be taken that the naming convention used does not conflict with
ISO/IEC 15408-2.

10.2.9 How should the SFRs be presented?
Writing a set of SFRs that are demonstrably compliant with the requirements of ISO/IEC 15408 is not (of

course) the only aim of the PP or ST author. You should also consider how best to present and express the
SFRs such that the general reader can understand what the security requirements mean. There are a number

pf Steps you camn take 1o enfiance readabifity, without compromising comptiance with tISOHEC 15408

Firstly, group the SFRs under headings which are appropriate for your PP or ST: do not feel-constrained to
pdopt the class, family or component headings used in ISO/IEC 15408-2.

Secondly, do not feel constrained to adopt the functional element labelling system usedin ISO/IEC 15408-2
for labelling the SFRs in your PP or ST. It is perfectly acceptable to adopt your own'labelling systenp (which
may feature more meaningful labels), provided the mapping of SFRs onto the relévant functional component
from ISO/IEC 15408-2 is demonstrated (e.g. in an annex). Indeed, such an approach is likely to bg highly
desirable where the PP or ST includes functional components which are’,invoked several times.| This is
because the alternative is to have SFRs that do not have unique labels: the“lack of unique labels for SFRs
presents significant problems when constructing the security requirements rationale.
Thirdly, judicious use of the refinement operation may improve the readability of the SFR by substituting
generic terms (such as security attributes) with more specific{terminology relevant to the type of [TOE or
security functionality being described. For example, the following SFR is based on FMT_MSA.3.1:

The TSF shall enforce the DAC policy to provide restrictive default values for object permissions.

n this example, refinement has been used to replace the generic ‘security attributes that are used to|enforce
the SFP’ with the policy-specific ‘object permissions’.

Any such use of the refinement operation~should be clearly highlighted and explained in the PR or ST
Rationale (to support evaluation of the PR.or ST).

The worked example presented in Annex F illustrates the application of this approach.
10.3 How to specify assurance requirements in a PP or ST

10.3.1 How should security assurance requirements be selected?

The selection of the'assurance requirements will require the balancing of several factors including:
n) the valué©f the assets to be protected and the perceived risk of compromise of those assets;
b) technical feasibility;

C)_~ likely development and evaluation costs;

d) required timescales for development and evaluation of the TOE;

e) perceived market requirement (in the case of products);

f) any identified dependencies of functional components on assurance components.

The greater the value of the assets to be protected, and the greater the risk to those assets, the higher the
level of assurance that will be required in the security functions used to protect those assets. This should be

reflected in the statement of security objectives. Organisations may define their own policies and rules to
determine the level of assurance that is needed to ensure that the risks to their assets are reduced to an
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acceptable level. This may in turn define the required level of assurance in products to be used within that
organisation.

Other factors such as costs and timescales will tend to act as a constraint on the level of assurance that is
actually achievable in practice. Technical feasibility will be a factor where it is considered impractical to
generate the evidence required by specific assurance components. This may be highly relevant for legacy
systems (where design documentation is unavailable), or where a high assurance level is ideally required, but
it is not technically feasible to generate the required semi-formal or formal evidence within acceptable
timescales. Wherever there are practical constraints on the assurance that may be achieved, it may be
necessary-to-accep han _ L accentance of ris

The st
should

tement of security objectives may also indicate a need for specific assurance requirements|/which
be included in the SARs. For example:

a) The security objectives for the TOE may state that the TOE should be resistant to attackers who have 3
high attack potential. This would be a clear pointer to the inclusion of AVA_VLA.4 which requires such
resjstance to be demonstrated.

b) The security objectives may indicate that covert channels are a concern,nin/which case it may be
negessary to include a component from the AVA_CCA family to require a ¢oyert channel analysis to bg

¢ security objectives may note that the security of the TOE is critically dependent on the security of thg
deyelopment environment. This would strongly suggest that the SARs should include a component from
thel ALC_DVS family to ensure that the security of the development environment is examined.

The selection of the SARs will relatively straightforward where~it involves simply choosing an appropriate
assurar|ce package (see Clause 15), such as an ISO/IEC 15408 EAL. The definitions and descriptions of the
assurarlce package should be consulted to ensure that.the package is appropriate given the statement of
security] objectives (e.g. in the case of the EALs, see~ISO/IEC 15408-3, Clause 6). It is possible that an
assurar|ce package exists that provides broadly the level of assurance that is needed, but is lacking in specifig
areas When measured against the security objectives. In such cases it would be appropriate to includg
augmerjted assurance requirements (i.e. requirements that are additional to those mandated by the package
in order{to ensure that the security objectives.are satisfied.

Where Jaugmented assurance requirements are specified, the PP or ST author should ensure that thg
assurarfce component dependencies are satisfied for the additional requirements. For example, if a PP or ST|

augmernts EAL3 with AVA_VLA.2;then it should also augment with ADV_LLD.1 and ADV_IMP.1, as these arg
not inclyided in EALS3.

10.3.2 How to perform operations on security assurance requirements

As inditated in ISO/IEC 15408-3, 2.1.4, the assignment and selection operations are not relevant to thg
assurar|ce compgnents defined in ISO/IEC 15408-3. However, the following operations are possible:

a) iterption, allowing multiple use of the same assurance component;

b) refinement, alfowing the addition of details t0 the assurance requirement without introducing any new
dependencies on other SARs.

In practice, the iteration operation would only be used where it is necessary to apply different refinements to
the same assurance component which apply to different parts of a TOE, or where a PP or ST specifies
different sets of assurance requirements for different parts of a composite TOE (see 14.2.4). In the latter case,
iteration would be necessary for assurance components (whether refined or not) that apply to more than one
part of the composite TOE.

Use of the refinement operation on SARs might be used to:
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a) constrain the developer actions by mandating such things as the use of specific development tools,
methodologies, life-cycle models, analysis techniques, notations, adherence to specific standards, and so
on;

b) constrain the performance of the evaluator actions, e.g.:

- in the case of ADV_IMP.1, specifying which parts of the TOE implementation representation should
be included in the subset examined

m—tha ococa oFf AV/A _\/L A 1 idantifiona o H lcaaonvam—adnaorabiliticac _that oea nnnninl’u-nj to be
T e~ CaSC— U 7Y vero ;IO y g SpPCCmC— oW vor e raomtC s urat arc— COrsSTacro

‘obvious’ in the context of the TOE.

10.3.3 How should SARs not included in Part 3 of ISO/IEC 15408 be specified in a PP or'ST?
SO/IEC 15408 requires that if the PP or ST author wishes to include an SAR for which there is no apgropriate
pssurance component defined in ISO/IEC 15408-3, the resultant SAR should be ‘specified using| Part 3
components as a model for presentation. Explicitly stated SARs should provide acdefinition of the fpllowing
elements (see ISO/IEC 15408-3, 2.1.3.5 for more details):

n) developer actions;

b) requirements for the content and presentation of evidence that a developer must provide;

c) evaluator actions.

nspection of ISO/IEC 15408-3 shows that the elements ‘associated with an assurance component are
characterised as follows:

n) developer action elements are intended to express the activities the developer must perform, generally
the providing of evaluation evidence;

b) content and presentation elements areintended to characterise the required content and “qualitative”
aspects of the evaluation evidence a*developer must provide;

C) evaluator action elements take-two forms:
- the first evaluator action is generally of the form:

The evaluator shall confirm that the information provided meets all requirements for content and
presentation 'of evidence.

- any further evaluator action elements generally take the form of a statement for independgnt work
anddetermination on the part of an evaluator.

Therefore, Jall requirements for content and presentation of evidence should not only be clegrly and
unambiguously expressed, but also should avoid (as far as possible) requiring subjective judgement on the
part\of the evaluator. Rather, the SAR should define clear objective criteria against which an evalugtor may
reach a verdict. You should consider providing application notes for any clarification of the SAR that ijneeded
n support of the requirement for objective judgement.

To ensure that the explicitly stated SARs are specified in the same style as ISO/IEC 15408-3 components,
you should ensure that each separable requirement is stated as an individual requirements element
(ISO/IEC 15408-3, 2.1.4). You should also, when choosing the wording of the SAR, consult ISO/IEC 15408-3,
2.4 which gives a definition of general English terms that are used in a precise way within ISO/IEC 15408-3.

If you believe you have a well-constructed SAR that is not included in ISO/IEC 15408-3, and is significantly

different from, and would significantly enhance, the existing set of assurance components in ISO/IEC 15408,
you are advised to submit the SAR for inclusion in the next iteration of that International Standard.
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10.4 Security requirements on the environment

10.4.1 Security requirements on the IT environment

ISO/IEC 15408 requires that any security requirements on the IT environment are included in the PP or ST.
For example:

a) A secure database management system (DBMS) may depend on an underlying operating system to
provide identification and authentication of its users, and to prevent users of the operating system from
bydassing the DBMS access conirols by direcily accessing the database files.

b) A gmartcard application may rely on an underlying smartcard operating system to provide segregation
between different applications (such that another application cannot interfere with its code or data), and
maly also rely on the tamper-resistant properties of the integrated circuit card itself.

Security requirements on the IT environment may also be specified where there are identified~dependencies
of ISO/IEC 15408-2 components in the PP or ST that are satisfied by the IT environment rather than the TOE.

Note that security requirements on the IT environment are distinguished from environmental assumptions in
that:

a) asdqumptions are axiomatic for the TOE evaluation, and are specified to clearly define the scope of the
sequrity concerns;

b) sequrity requirements are needed to ensure that the TOE meets its security objectives and hence
addresses the security concerns, and thus will need to be verified at some point.

In contrpst with the TOE security requirements, however, the security requirements on the IT environment are
not evaluated (in the TOE evaluation) in the sense of it being confirmed to the required degree of assurance
that the|IT environment provides the SFRs required of it. {Evaluation of the TOE will generally presume that the
IT envirpnment provides those SFRs, but some securityrequirements on the IT environment may be tested as
a naturdl consequence of evaluating the TOE. The required level of assurance must therefore ultimately be
established through a separate evaluation of the‘components of the IT environment that provide the required
security] functionality.

As with| the TOE security requirements, ISO/IEC 15408 indicates that the security requirements on the IT|
environinent should be specified, where.feasible, using ISO/IEC 15408 functional and assurance components
The PP|or ST must provide justification for any deviation from those components.

In som¢ cases, it may not_be )dppropriate to use ISO/IEC 15408-2 components to express the functiona
requirements on the IT envirbhment. For example, the functional requirements could be expressed in a PP af
a more [abstract level than’the components defined in ISO/IEC 15408-2. This approach would then allow the
ST author flexibility in'selecting how these high-level (implementation-independent) functional requirements
are to bp satisfied.

10.4.2 BSecurity requirements for the non-IT environment (optional)

ISO/IEG_15408-1, B.2.5 and C.2.5 state that security requirements for the non-IT environment are not require
to be a formal part of a PP or ST as they do not relate directly to the implementation of the TOE, although
ISO/IEC 15408 acknowledges that they may be ‘useful in practice’.

Security requirements for the non-IT environment may be needed in a PP or ST when there are non-IT
security objectives whose implementation is not straightforward or when the rationale depends explicitly on
how the non-IT security objectives have been realised. The latter case arises when there is a need for detailed
co-ordination between the PP/ST’s IT security requirements and associated management techniques, with the
two kinds of requirements being at a similar level of abstraction.

Note also that if security requirements for the non-IT environment are needed that are not obvious from the
non-IT security objectives, and if these non-obvious requirements are not contained within the PP, then it may
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be infeasible to demonstrate the suitability of the IT security requirements (see 13.3.1).

Rather than mix abstraction levels by treating security requirements for the non-IT environment as security
objectives or assumptions, it is better to provide a separate section for security requirements for the non-IT
environment. Such a section might cover such topics as the protection of authentication data used by a
particular identification and authentication mechanism (e.g. passwords), as well as specific administrative
requirements (e.g., investigative procedures needed in response to various intrusion-detection alarms).
Providing a clear identification of known security requirements for the non-IT environment in the PP or ST will
help ensure that these security requirements will reliably propagate into user documentation - assuming that

he-appropriate-documentationregquirementsfrom Class-AGD are-included-inthe PP or ST

11 The TOE summary specification

11.1 Introduction

This clause provides guidance on the specification of the TOE Summary Specification in an ST (thefe being
ho equivalent section in a PP).

SO/IEC 15408-1, C.2.7 requires the following to be included in a TOE Summary Specification:
p) a definition of the IT security functions which satisfy the identified SFRs;

b) optionally, references to security mechanisms or techniques used to implement the IT security fungtions;
c) a definition of assurance measures which satisfy the identified assurance requirements.

The main parts of the TOE Summary Specification aréllustrated in Figure 5 below.

TOE SECURITY
REQUIREMENTS

/ IT Security TOE SUMMARY Assurance A
Functions SPECIFICATION Measures

! I
! I
| ™
link ~ I
l inked to ~
| n‘mcluded I
| Security Mechamqmq SOF I
\ & Techniques le1|ms |
x /

Figure 5 — TOE summary specification content

The main purpose of this section in an ST is to specify the TOE-specific solution to the identified security
concerns. How the TOE provides the security functions and assurance measures to satisfy the defined TOE
security requirements should be a high level description, but not a detailed specification. The TOE Summary
Specification should therefore be written from this perspective, i.e. defining what the TOE will provide to
satisfy the TOE security requirements and thereby meet the security concerns.
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This section also presents the ST author with the opportunity of organising and specifying the IT security
functions in a way that makes the TOE security functionality easier for a reader of the ST to understand, as
compared with the SFRs. In particular:

a) The IT security functions may be organised so as to emphasise what the TOE actually does to address
the security concerns.

b) The IT security functions may be specified in such a way as to more closely reflect the TOE
documentation, for example making appropriate use of TOE-specific terminology. This may improve the
cost-effestivene ofthe v VERCSYINVITS 3 s ey s han—th

SFRs, i.e. facilitating clearer mappings from the ST to the TSF representations (e.g. design

dogumentation) and to the developer’s test plans and specifications. One possible approach mightbe’to

spgcify a single IT security function to meet a number of SFRs, if it is known that those SFRs are satisfied
by the same underlying mechanisms in the TOE design and implementation. This would have,thé benefif
of reducing the amount of representation correspondence evidence the developer needsxto provide
without any loss of rigour. The ST author should, nevertheless, ensure that the IT security-functions can
still be readily traced back to the SFRs they meet.

c) TOE-specific terminology may be included so as (for example) to make the IT (security functions morg
eagy to relate to the design or the user or administrator manuals. This may include elaboration of generid
tergns such as subject, object or administrator roles.

The TOE Summary Specification may therefore be characterised as a TOE-=specific elaboration of the security
requirements the TOE is to meet. It is not necessary to provide details’ of the TOE implementation, itg
architedture or its design principles, or to describe in detail how (for example) the developer performs security
functional testing of the TOE.

11.2 How to specify the IT security functions

As stated above, ISO/IEC 15408 requires the TOE summary specification in an ST to include a specification
of the IT security functions provided by the TOE. The:ST, must demonstrate that the IT security functions covel
all SFR§, and that each IT security function is mapped onto at least one SFR.

Those I[T security functions which specify the-principal security purpose of the TOE should receive the most
detailed attention. In the case of IT security“functions corresponding to supporting SFRs, you may decide not
to includle any significant additional detail in’the corresponding IT security function; indeed in some cases the
IT secufity function could be defined as.identical to the corresponding SFR. Nonetheless, you should still take
the oppprtunity to clarify the functionality where appropriate, for example by using TOE-specific terminology.

The IT [security functions may if appropriate) be organised and labelled differently from the corresponding
SFRs, for example in ordérjto simplify the specification of functionality, and to make the corresponding
evaluation easier (especially if this facilities the demonstration of traceability to development representationg
and test evidence). Foerexample:

a) an|IT security) function may map onto more than one SFR (this may be appropriate for supporting
fungtions); or

b) an|[SFR may map onto more than one IT security function (this may be appropriate for those functions
which directly safisfy The principal Security purpose of the TOE).

In performing this reorganisation, you should ensure that:
a) you do not lose essential detail from the SFRs;

b) it does not result in an overly complex mapping of SFRs to IT security functions, increasing the cost of
reviewing and evaluating the ST as well as increasing the likelihood of errors.
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11.3 How to specify security mechanisms

ISO/IEC 15408 requires the TOE summary specification to provide traceability of IT security functions to any
security mechanisms or techniques referenced by the ST. Typical security mechanisms or techniques

referenced include encryption and password generation algorithms, or claims of conformance to a
ISO or national/government standard.

relevant

It should be noted that such references are optional in an ST. In general, it will only be necessary to reference

security mechanisms:

p) in the case of a system, where there is a particular requirement to use a specific security mechani

b) in the case of a product, where the sponsor sees value in claiming the implementation of specific
mechanisms (or a market demand for such mechanisms or techniques).

11.4 How to specify the assurance measures

SO/IEC 15408 requires the TOE summary specification to trace assurance’ measures to as
Fequirements, so that it is demonstrated that all assurance requirements aré satisfied. ISO/IEC 1540
that the definition of assurance measures may be made by reference to relevant quality plans, life cyg
por management plans (ISO/IEC 15408-1, C.2.7).

n practice, it is likely that, for lower assurance levels, this section of an ST will provide little a
nformation beyond general assertions to the effect that appropriate assurance measures are (or
employed to satisfy the security assurance requirements. One'recommended approach is to provide a

mapping from the documentation or evidence the developertintends to provide to the appropriate as
requirements.

by referencing specific tools, techniques or approaches that the developer has or will adopt to n
Assurance requirements, such as:

n)  formal notations to be used in required-formal specifications;

b) specific design methodologiesorlife-cycle models used;

c) configuration managementtools;

d) test coverage analysistools;

e) covert channeghanalysis methods.

12 PP Claims

124 Introduction

BM;

security

surance
B states
e plans

jditional
will be)
general
surance

At higher levels of assurance (e.g. at EAL5 and abeve), it may be possible to provide more detail, for gxample

eet the

his clause provides guidance on the PP claims section of an ST.

ISO/IEC 15408-1, C.2.8 requires the following to be included as part of the information for each PP for which

compliance is claimed:
a) areference identifying the PP to which compliance is claimed;
b) any refinements applied to the PP;

c) any TOE additions to the objectives or requirements of the PP that are satisfied by the ST.
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Note that you cannot claim partial compliance to a PP, you must satisfy all of its requirements in full. Of

course,

it is not uncommon for some PP security objectives and requirements to be satisfied by hardware or

other security products that are outside the scope of ST evaluation. In this case, you will have to show in the
ST rationale that full coverage of the PP is achieved by a combination of TOE and environmental security
features and make this dependency clear in your statement of compliance.

If there are no PPs to which compliance is claimed, then a statement to this effect is all that is required for this
section of the ST.

12.2

Each P
the PP
Packag
nationa
that yoJ

12.3 PP tailoring

If a PP

the com

12.4 PP additions

If a PP
policies

13 PH

13.1 In
This cla

The pur
security
requirern
aspects
likely to
PPor$S

Figure ¢

P should be identified in a way which enables readers of the ST to be able to find the specification of

s and Protection Profiles (see [1]); however, this register is not widely publicised or used:”Severa

contains permitted operations in IT security requirements statements thatneed further qualification, put
details ¢f the substitutions here. Be aware that if substantial qualification is ne€ded, it may be better to restate

rererence

n question. The recommended way to do this is by reference to a register entry in the ISO Register of

evaluation schemes maintain PP registers and these offer a good alternative. Take ¢are to ensure
identify a specific version and reference source for each PP referenced.

plete PP contents within the ST.

meets TOE objectives not envisaged by the PP develeper, put details of the additional threats
objectives etc. here. Do not forget to cover these additional objectives within the ST rationale.

and ST rationale

troduction
use provides guidance on how to ¢onstruct a PP or an ST rationale.

pose of the PP or ST rationale:is to demonstrate that a conformant TOE provides an effective set of IT]
countermeasures within~the’' TOE security environment. In particular, it shows that the IT security
nents are suitable to meetthe security objectives, which in turn are shown to be suitable to cover al
of the TOE security eavironment (which defines the security concerns). The PP or ST rationale ig
be of most interest'to’a PP or ST evaluator, although it may aid the understanding of any reader of thg
T.

illustrates.the key aspects of the PP rationale.
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Figure 6 — PP rationale requirements

Additionally, the PP rationale must show that:
p) the statement of TOE security assurance requirements is appropriate (APE_REQ.1.4C);

b) unsatisfied dependencies of ISO/IEC 15408 security requirements included in the PP are not n¢
(APE_REQ.1.9C).

cessary

t is recommended that the requiremént to identify completed operations on SFRs (APE_REQ.1.6C) is
satisfied within the specification of SERs rather than as part of the PP rationale. The principal advaptage of
this approach is that it avoids having'to repeat the SFRs in the PP rationale, and thus reduces the likeljhood of
nconsistencies between the PR and its rationale.
Figure 7 illustrates the key ST-specific aspects of the ST rationale.
0" /——~  TOESECULRITY  ,———\ N
I\ REQUIREMENTS /'
suitable to suitable to
meet meet
/ _ T —e——y—e—e—_—__—e—_e—_e—_—_—n——_——_—_-_—0—_——_——— [ —— e,
I IT Security TOE SUMMARY Assurance \
\ Functions SPECIFICATION Measures I
_______________________ — /
mutually supportive
Figure 7 — ST-specific aspects of rationale
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Additionally, the ST rationale must demonstrate that any claim of compliance with a PP is justified (in
accordance with ASE_PPC.1).

13.2 How to present the security objectives rationale in a PP or ST

This part of the PP or ST rationale demonstrates that the identified security objectives are suitable, covering
all aspects of the security concerns as specified in the TOE Security Environment section of the PP or ST.
This entails showing not only that the security objectives are sufficient to address the security concerns, but
also that they are necessary. The following approach is recommended, although alternative approaches may
serve efjually werl.

Firstly, you should cross-references the threats, OSPs and assumptions against the security objectives 'which
are intehded to address them (perhaps by the use of a table). It should be evident from the crossqreference
information that:

a) eagh security objective covers at least one threat, OSP or assumption;
b) eagh threat, OSP and assumption is covered by at least one security objective.

Satisfying the first condition will be sufficient to demonstrate (for the purposes.of the rationale) that each
security| objective is necessary (in other words, there are no obviously redundant'security objectives®).

Secondly, you need to demonstrate that the security objectives are sufficientjto meet the security concerns, by
providing informal arguments to supplement the cross-reference information. You should organise these
argumepts around the individual aspects of the TOE security environment that the security objectives need tq
cover, gs follows:

a) Forl each threat, you should give informal arguments as to why the identified security objectives wil
provide for effective countermeasures to the threats;li.e. that the security objectives indicate that thg
evgnt identified in the threat specification can either be:

- | detected and recovered from (or damage, to assets limited), or
- | prevented (or reduced to an acceptablelevel).

b) Similarly, for each identified OSP or assumption, you should give informal arguments as to why the

identified security objectives are.sufficient either to provide complete coverage of the OSP, or to uphold

the|assumption.

It is like]y that the arguments.will focus on the threats and OSPs to be addressed by the security objectives fof
the TOR. These arguments.should:

a) disguss the rolecf each security objective which is identified as contributing in some way in addressing
the|threat or satisfying the OSP;

b) degcribechow any relevant environmental security objectives support the security objectives for the TOE
in gchieving these aims.

This section only justifies the security objectives against the security environment and need not be
represented as a full threat risk assessment, even though it contains statements that might be similar to
statements in a threat risk assessment. It is up to the individual organisation to define what is acceptable risk
and to complete a risk analysis when revising or defining their security policy. Upon a favourable evaluation

1 Of course, this does not guarantee that there are no superfluous security objectives, since other security objectives may
adequately address the threat or OSP. Whilst you should of course avoid the inclusion of unnecessary security objectives,
you do not need to provide any more detailed justification of necessity than this. This determination can be left to the PP
evaluator.
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the PP or ST, a consumer/user might choose to use this section as a basis for argument in the organ
risk analysis process.

isation’s

If the ST claims compliance with a PP, then this part of the ST rationale should simply address any differences

from the PP, showing:
a) that any additional threats are addressed by the security objectives;

b) that any additional OSPs are met by the security objectives;

c) how any additional security objectives address the relevant threats and/or OSPs.
13.3 How to present the security requirements rationale in a PP or ST

13.3.1 How to show the security requirements are suitable

The purpose of this part of the PP rationale is to show that the identified IT se€urity requirements
SFRs in particular) are suitable to meet the identified security objectives, and thereby address the

serve equally well.

perhaps by the use of a table). It should be evident from this cress-reference information that:
n) each SFR addresses at least one security objective;

b) each security objective for the TOE is addressed by at least one SFR.

pther words, there are no obviously redundant'SFRs).
Secondly, you should supplement the .cross-reference information with informal arguments for the su

security objective, you should provide informal arguments as to why the identified SFRs are suffi
satisfy the security objective, given that the explicit security requirements and inferred environmental

given to:
n)  how and why,1SO/IEC 15408 operations have been applied;

b) how JFOE security requirements are coordinated with security requirements for the IT environment

from‘the PP, showing:

and the
security

concerns. As with the security objectives, you need to demonstrate that thedT security requirements are both
hecessary and sufficient. The following approach is recommended, although alternative approaches may

Firstly, you should cross-reference each security objective for the)TOE against the SFR which satisfies it

The former will be sufficient (for the purposes of-the rationale) to demonstrate that each SFR is necegsary (in

fficiency

pf the SFRs. These arguments shouldbe organised around the security objectives for the TOE. For edch such

cient to
security

Fequirements are satisfied, These arguments should cover all SFRs included in the PP (by functional
component), both those which directly satisfy the security objective, and those which play a supporting role
i.e. the principal and supporting SFRs of 10.2.1). In constructing the arguments, due consideration should be

f the ST claims compliance with a PP, then this part of the ST rationale should simply address any differences

a) that any additional security objectives for the TOE are met by the SFRs;

b) how any additional SFRs address the relevant security objectives.

13.3.2 How to show the assurance requirements are appropriate

This part of the PP rationale is required to show that the assurance requirements are appropriate for the TOE.

This argument should provide a justification as to why the set of SARs is:
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a) sufficient to address the security objectives and thus meet the security concerns, e.g. if the TOE is
intended to defend against attackers who have a high attack potential (as is evident from the threats and
security objectives) it would clearly be inappropriate to base the assurance requirements on EAL1, since

the

evaluation will not give due consideration to the vulnerabilities that may be exploited by such

attackers (specifically, EAL1 contains no AVA_VLA or AVA_SOF requirements);

b) not

If the ST claims compliance with a PP, but specifies augmented assurance requirements, then the additiona
requirements should be justified as being appropriate. The ST rationale should also take into acéount any
differenges in the TOE security environment or security objectives.

13.3.3 How to show the strength of function claims are appropriate

ISO/IEC
any exf
means

a) any
b) any
obj

Sed

Itis pos
security

It shoul
SARs i

underm
precedi

13.34

13.3.4.1

The pu

particular) are completeyand internally consistent by demonstrating that they are mutually supportive and

provide
a) der

b) pro

excessive, given the statement of security objectives and the security concerns;

15408 requires the PP rationale to show that the minimum strength of function claim, together with
licit strength of function claim, is consistent with the identified security objéectives. In practice, this
hat an argument should be constructed which takes into account:

explicit or implicit strength requirements evident in the stated security objectives for the TOE;
statements made about the technical expertise, resources-or_motivation of attackers in the security
bctives or in the statement of security environment (which“defines the security concerns which the
urity objectives are intended to address).

sible that such arguments have already been providéd as part of the justification of the suitability of the
requirements, in which case they do not need to.be repeated.

H be noted (as pointed out in ISO/IEC 15408-1, B.2.6) that this requirement is only applicable if the
nclude AVA_SOF.1. This, of course, presumes that if the SARs omit AVA SOF.1, this does no

ne the suitability of the security requirements to meet the security objectives (as discussed in
ng subclauses).

How to show the security requirements are mutually supportive

Overview
pose of this partrofithe PP rationale is to show that the IT security requirements (and the SFRs in
an ‘integratedsand effective whole’. The following approach is recommended:
honstrate.that functional and assurance component dependencies are satisfied where necessary;

vide ‘an argument for internal consistency between the IT security requirements;

c) show that supporting SFRs have been included where appropriate to defend other SFRs against attacks
such as bypassing or tampering.

For an ST rationale the purpose is to show that the IT security functions are complete and internally consistent
by demonstrating that they are mutually supportive and provide an ‘integrated and effective whole’.

This analysis should be performed in much the same way as that described for the demonstration of mutual

support

between the SFRs. Since mutual support will already have been demonstrated for the SFRs, this part

of the analysis should focus on the impact of any additional detail introduced in the specification of the IT
security functions as compared with the corresponding SFRs. Any instances of support or interrelations
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between IT security functions that are introduced as a result of the inclusion of this additional detail should be
discussed. Nonetheless, since the TOE summary specification is (in effect) a re-expression of the SFRs from
the perspective of the TOE, any reuse of the results of the analysis of the SFRs should interpret the results
from this different perspective.

Each of these aspects of mutual support is now dealt with in turn.

13.3.4.2 Component dependency analysis

ThiS analysis can be effectively presented In a number of ways, €.9. Using natural language textuar means, or
by the use of a table or tree diagram. If the SARs are based purely on an ISO/IEC 15408 EAL*pr other
assurance package, the analysis should only need to cover the dependencies of the SFRs (since aspurance
packages will normally be self-contained, with all dependencies satisfied).

\Whatever method is chosen, it should be capable of:

n) demonstrating where dependencies are satisfied at the level of the SFRsy‘icer for each iteratjon of a
functional component;

b) identifying any unsatisfied dependencies, and providing an explanation'as to why each such depg¢ndency
does not need to be satisfied.

The reason for performing the dependency analysis at the level of the'SFRs is that if a component is iterated a
humber of times, then it may also be necessary to iterate those components on which it depends. For
example, FMT_MSA.3 (Static Attribute Initialisation) is dependent on FMT_MSA.1 (Management of Becurity
Attributes). If FMT_MSA.3 is iterated to cover the initialisation of a number of different security attribufes, it is
uite likely that it will be necessary to iterate FMT.MSA.1 the same number of times to cqver the
management of each of these attributes. In this event, a dependency analysis which claimed that the
dependency of FMT_MSA.3 was satisfied purely_‘because the functional component FMT_MSA.1 was
ncluded in the PP would be incomplete (and potentially misleading), since the FMT_MSA.1 SFRs night not
actually cover all of the security attributes referenced by the FMT_MSA.3 SFRs.

A dependency may not need to be satisfied by the TOE because (for example) it may be irrelevant to the
TOE, or it may be unnecessary given the statement of security objectives. Alternatively, the dependency may
be satisfied by the IT environment,or:by non-IT means.

As indicated above, one possible approach to presenting the dependency analysis is to construct ja table,
which for example:

n) includes one row for each functional component included in the PP, with multiple rows for [multiple
occurrences of aeomponent so that each individual SFR is uniquely identified;

b) lists, for each functional component identified, the dependencies on other components as d¢fined in
ISO/IEE,15408-2;

c) provides, for each dependency that is identified, the row which satisfies the dependency or an
explanation as to why the dependency does not need to be satisfied.

he demonstration in respect of assurance dependencies should be relatively straightforward. Tf the PP simply
mandates an ISO/IEC 15408 EAL or assurance package, then the PP rationale may simply assert that all
assurance-assurance dependencies are satisfied because of this. If the PP includes augmented assurance
requirements, then the PP rationale must show that any additional dependencies introduced are satisfied.

ISO/IEC 15408-2 identifies a small number of functional-assurance dependencies. These can be shown to be
satisfied in the table described above. For example, if the PP mandates FPT_RCV.1, which has a
dependency on AGD_ADM.1, and the target evaluation assurance level is EAL4, then the table entry for this
dependency should be ‘EAL4’ instead of a reference label or number of the row.
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This dependency analysis will go some way to demonstrating that the IT security requirements are mutually

supporti

ve. In other words, if functional component A is dependent on functional component B, then by

definition B is supportive of A.

If the ST claims compliance with a PP, then this part of the ST rationale should simply address any differences
from the PP, i.e. showing that dependencies are satisfied for all additional SFRs and assurance requirements.

13.3.4.3 Internal consistency

For the
internal
compor
can be
exampl
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none o
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Second aspect of the demonstration of mutual SUpport, you nNeed 1o provide an argument tor i
consistency of the IT security requirements (this being a prerequisite to mutual support), given that al
ent dependencies have been shown to have been satisfied where relevant. In the case of SFRs,)this
Hone by considering where different SFRs apply to the same types of events, operations or-data. Fof
b, if the PP includes requirements for the individual accountability of users as well as requirements fof
bnymity, it needs to be shown that these requirements do not conflict. This might involve.showing that

the auditable events requiring individual user accountability relate to operations"for which usef
ity is required.

[ claims compliance with a PP, then this part of the ST rationale should simply,address any differenceq
PP, showing how any additional security requirements:

supported by other IT security requirements;
vide support to other IT security requirements;

consistent (do not conflict) with other IT security requirements.

Defence of SFRs against attack

er forms of support that you need to consider intthis part of the PP rationale are relevant only to thg
his is because demonstration of mutual suppottinvolving assurance requirements is trivial:

definition, SARs support the SFRs, since they provide confidence that the functional requirements arg
.

ilst SFRs and SARs are mutually supportive in a general sense, there are few specific instances of
Rs which provide support to specific SARs that would merit discussion in a PP rationale. However, ong
cal example would be that.of FPT_SEP (Domain Separation) components, which support ADV_HLD
gh-level Design) components by helping to achieve separation.

Rs may be asserted.te'be mutually supportive provided the dependencies are satisfied.
ribed in 10.2{2,-supporting SFRs may help defend principal SFRs against attacks aimed at defeating
FRs, where\the ulterior motive of the attacker is to subsequently mount one or more of the threats that
cipal SFRs/are intended to counter. Mutual support encompasses both this kind of support as well as
assogciated with ISO/IEC 15408 security requirements dependencies.

ration of mutual support between SFRs not addressed by the dependency analysis should addresd

those SFRs which:

a) help prevent the bypassing of other SFRs;

b) help prevent tampering with other SFRs (including any security attributes or other data the integrity of

whi

ch is essential to the SFR);

c) help prevent de-activation of other SFRs;

d) enable the detection of the misconfiguration of another SFR, or of attack aimed at defeating another SFR.
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Bypass of an SFR is typically defended against by FPT_RVM.1 (Non-bypassability of the TSP). Where the
enforcement of security by an SFR is dependent on the TOE knowing the identity of the interacting user (e.g.
access control), then user authentication requirements (using components from the FIA_UAU family) will also
prevent bypass of those SFRs (by impersonation of a different user). It should, however, be noted that not all
SFRs will require support from other SFRs to prevent bypass; this will be the case where:

a) the decision as to whether to invoke the function rests not with the TSF, but with a user or administrator,
e.g. SFRs based on FDP_DAU (Data Authentication) components;

SFR cannot be bypassed if the SFR is satisfied by the TSF, e.g. as is the case with SFRs|based on
FDP_RIP (Residual Information Protection) components.

Tampering attacks are relevant to all SFRs. Such attacks may be defended against by:

) FPT_SEP (Domain Separation) components, which prevent external interference or tampgring by
untrusted subjects;

b) FTP_PHP (TSF Physical Protection) components, which provide the means to detect or resist physical
tampering attacks;

c) SFRs based on security management components such as EMI_MSA.1 (Management of Becurity
Attributes), which restrict the ability to modify security attributes or configuration data;

d) SFRs based on components such as FMT_MTD.1 (Managément of TSF Data) or FAU_STG.1 (Pfotected
Audit Trail Storage), which protect the integrity of security critical data;

e) FTP_TRP (Trusted Path) components, which prevent tampering attacks based on spoofing of the TSF
(e.g. by a password-grabbing program).

De-activation may not be relevant to all SFRs;"as specified in the PP. However, one example where de-
activation is relevant is security audit; the*FAU_STG (Security Audit Event Storage) family includes
Fequirements to prevent the de-activation(of the security audit functions arising as a result of the aldit trail
filling. SFRs specified using FMT_MOE.1 (Management of Security Functions Behaviour) may also help
prevent de-activation of some security:functions.

Petection functions such as security audit provide support to other SFRs by providing the ability t¢ detect
possible attacks aimed at defeating particular SFRs, or potential misconfiguration which could leave the TOE
prone to attack. Other detection functions include components from the FDP_SDI (Stored Data Integfity) and
FPT_PHP (TSF Physical Protection) families.

13.3.5 How to show the assurance measures satisfy the assurance requirements

The purpose,of this part of the ST rationale is to show that the identified assurance measures are apgropriate
fo meet.the ‘assurance requirements. The recommended approach is to provide a mapping of the identified
pssurance measures onto the assurance requirements, demonstrating that each assurance requirgment is
addfessed, (perhaps by the use of a table). Where specific assurance measures are identified (see 11.4), this
mapping should be accompanied by a brief explanation of how the assurance requirements will be satisfied. It
Sshould be noted, however, that the assessment of the suitabllity of the assurance measures cannot prejudge
the evaluation of the TOE, which will provide the only concrete proof of whether the chosen assurance
measures are appropriate. Therefore a detailed justification of suitability is not expected in the ST.

In practice, it is likely that most attention will be paid to this part of the ST rationale where the ST includes
SARs that require the use of specific high-assurance techniques (e.g. covert channel analysis or the use of
formal methods).

13.3.6 How to show an ST complies with the referenced PPs

This part of the rationale is required to identify the PPs to which the ST is claimed to comply, and show that:
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a) all PP security objectives are included, and any refinements of the security objectives are valid;

b) all PP security requirements are included, and any refinements or other operations on PP security
requirements are valid;

c) no IT security requirement conflicts with any PP security requirement2.

Where the ST includes the PP security objectives and security requirements verbatim (or references them),
and includes no additional security objectives or requirements, then no further analysis is required. Further
analysi: 1S uuiy neCeSsary where—the—STinctudes—additiorat bcuwity U'ujcutivca ard acbwity lcquilclllcllta
Any su¢h additional security objectives and security requirements must justify that they do not conflict awith
anything stated in the PP.

Additionjally, where the PP includes incomplete operations on security requirements, leaving assignment of
selectiops to the ST author, it must be evident from the ST that all such operations are completed!

13.3.7 How to show the IT security functions satisfy the SFRs

This paft of the rationale is to provide a demonstration that the specified IT security functions are suitable tg
meet a|l SFRs included in the ST (and not just those SFRs that feature in\any referenced PP). The
recomnjended approach is to demonstrate the mapping of the IT security functiens/onto the SFRs (perhaps by
the megns of a table). The mapping should show that:

a) eagh SFRis mapped onto at least one IT security function;
b) eagh IT security function is mapped onto at least one SFR.
In additjon to the mapping, an explanation should be given wherever it is not self-evident how a particular SFR

is satisfjed. This may be necessary, for example, where thére are many IT security functions mapping onto 3
single §FR.

14 PRs and STs for composite and component TOEs

14.1 Introduction

This clduse provides guidance related-to the specific issues raised by the notion of composability, addressing
the follgwing cases:

a) where a PP or ST is being written for a composite TOE, that is a TOE that is composed of two or morg
components (which_fray themselves be composite TOEs), each of which has its own individual PP or ST
(teqmed component TOE PP or component TOE ST within this Technical Report);

b) where a PR{or ST is being written for a component TOE that has identified dependencies on the [T
environment; which includes other component TOEs that are part of a composite TOE (note there may
alsp be dependencies on security requirements for the non-IT environment, but these are not required to
be pdormal part of a PP or ST).

A number of possible scenarios exist, for example:

a) A composite TOE ST may be written where the identities of the component TOEs are already known, and
where the STs for these component TOEs already exist. The principal purpose of the composite TOE ST
will thus be to define the security concerns to be met by the component TOEs as a whole, and to
demonstrate that all aspects are addressed.

2 Conflict between additional IT security requirements should, of course, be addressed when demonstrating that the IT
security requirements as a whole are mutual supportive.
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b) A composite TOE PP may be written with a view to decomposing the problem into individual component
TOEs, and then writing PPs for those individual components. The principal purpose of the composite TOE
PP is as described above. Component TOE STs will therefore need to be matched against the security
requirements of the component TOE PPs.

This general approach will be particularly appropriate for large system architectures that contain many
components. The choice of how to best decompose the composite TOE for the purposes of writing component
TOE PPs or STs is a matter for the composite TOE PP/ST author to decide.

t-sheould-be-noted-that-to-date—there-has-beenitilepractical-experience-in-the-area-of-cempesability; Further
guidance will be provided in future versions of the Technical Report as and when further practical.exgerience
s gained in this area.

14.2 The composite TOE

14.2.1 Descriptive parts of the PP and ST

The descriptive parts of the component TOE PP/ST, and the TOE description in particular, should describe
the composite TOE, identifying the various components of the TOE. The<{JFOE Description sectiong in the
component TOE PPs or STs should be referenced for a description of the\FOE functionality; this infqrmation
should be summarised in the composite TOE PP/ST.

14.2.2 TOE security environment
The TOE Security Environment section in a PP or ST for a camposite TOE may either:

n) specify the security environment for the composite“TOE in full (or by reference to one of more HPs with
which conformance is claimed, with additional details included where appropriate); or

b) provide a general description of the security~Concerns (to give the reader an overall picture), ref¢rencing
the component TOE PPs or STs for the detailed definition of the threats, OSPs and assumptions.

The first approach may be appropriateswhere a composite TOE PP is being written first, and there is known to
be a significant degree of uniformity-across the component TOEs in terms of the assets to be protedted and
the threats to those assets. In this\case, the component TOE PPs would simply reference the definitign of the
TOE security environment rather than repeating the information.

The second approach may-be more appropriate if the component TOE PPs or STs already exist. If is also
ikely to be appropriate-if there are many different assets to be protected, each of which is only releviant to a
imited subset of the_components of the composite TOE. In such an event, a full description in the composite
TOE PP/ST would-be likely to be over-complex and thus difficult for the reader to understand. A |general
description of such things as assets and threat agents is therefore likely to be more helpful to the|reader,
providing a context for the definition of the security concerns provided in the individual component TOH PPs or
STs.

t shoutd be noted that ISO/IEC 15408 points out that where a TOE is physically distributed, it may be
hecessary (for the purposes of clarity) to identify the distinct domains of the TOE security environmént, and

iccuss-the securibvaenvironmental asnects (thraate OSPe and acssumntions) canarataehfor these
tHe-SecUHy-emAH o ReaasP eSS ForSahRaaSSHRpPHORS S8 paratery+oHesSe-

Whichever approach is taken, you need to ensure that there is consistency between the composite TOE
PP/ST and the component TOE PPs/STs.

14.2.3 Security objectives
The statement of security objectives should be provided in the component PPs or STs, and should not need to

be restated in full in the PP/ST for the composite TOE. However, it may be appropriate to summarise the
information in the composite TOE PP/ST, showing which components satisfy which security objectives.
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If, however, security objectives have been identified in the composite TOE ST that are not exactly the same as
those in the STs for the individual component TOE, then you should provide a mapping from the composite
TOE security objectives to those of the component TOEs.

14.2.4 Security requirements

The statement of IT security requirements should be provided in the component TOE PPs or STs, and does
not need to be restated in full in the PP/ST for the composite TOE. However, it may be appropriate to
summarise the information in the composite TOE PP/ST, by mapping SFRs onto components and identifying
the levgofassurance mthose SFRS:

An excgption to this is where a uniform level of assurance has been identified for the composite TOE- Inthis
case, itjlmay be appropriate to specify the assurance requirements in one place (the composite TOE‘PP/ST)
with thelcomponent TOE PPs/STs referring to this definition of requirements.

It may Qe noted that it is possible for a composite TOE PP/ST to specify an ‘assurance profile” such that SFRS
provided by different component TOEs have different assurance requirements. This may‘be appropriate, fol
example¢, where a component TOE is selected to protect assets of a particularly high value, or which arg
particulxrly attractive to an attacker. Such an approach is not expressly forbidden by ISO/IEC 15408, but yoJ
must emsure that you do not end up with a profile in which SFRs provided by.‘one component TOE arg
dependgnt on SFRs provided by another component TOE that is to be evaluated to a lower level of
assurarjce.

Note th
overall

t in the case of a composite TOE PP or ST that specifies an asSurance profile, the identification of an
ssurance level has no meaning, except to the extent that a minimum assurance level can be

riting a composite TOE PP/ST, you will need to ensure that all dependencies of all component TOES
igfied by other component TOEs, unless.ef course it is intended that the composite TOE is itself to form
nent of a larger TOE. The IT Security Requirements section of the composite TOE PP/ST should

identify any unsatisfied dependencies that are to be satisfied by the IT environment for the

dependencies as security requirements on the IT environment for the composite TOE.

14.2.6 PP rationale

A composite TOE PP must show that the set of security objectives is suitable to address all aspects of the
TOE security environment, and that the IT security requirements are suitable to meet the security objectives.
For some aspects of the PP rationale it will be possible to refer to details in the component TOE PP rationales.
The following approach should be adopted:

a) To show that the set of security objectives for the composite TOE as a whole is suitable to address the
security concerns for the composite TOE, you first need to map each component TOE security objective
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onto the threats and OSPs specified in the composite TOE PP. You should then provide arguments as to
why the security objectives are suitable to counter the threats and meet the OSPs. It will only be possible
to reference the PP rationale of individual component TOEs if the composite TOE threats or OSPs
precisely map onto those specified in the component TOE PPs.

b) To show that the set of IT security requirements is suitable to meet the security objectives, you should
reference the PP rationales for the individual component TOEs where a component TOE satisfies a
security objective for the composite TOE. You should, in the composite TOE PP, demonstrate that all
securlty objectlves for the comp03|te TOE are suitably met by at least one of the component TOEs and

e.

c) To show that dependencies of IT security requirements are satisfied, you may reference the(PP’rationales
for the individual component TOEs. However, you should ensure that the PP rationale for the composite
TOE:

- demonstrates that all dependencies that are to be satisfied by the IT environment in individual
component TOE PPs are either satisfied by other component TOEs within.the composite TOE as a
whole, or are identified (in the composite TOE PP) as dependencies on.the IT environmeni for the
composite TOE;

- considers dependencies that were argued away in the component TOE PP rationales, sinde these
arguments may no longer be valid in the context of the compgsite TOE security environment.

d) To show that the IT security requirements are mutually supportive, you may reference the PP rationales
for the individual component TOEs for an analysis of inteffelationships between IT security requifements
within each component TOE. However, the compesite TOE PP rationale should discyss any
interrelationships or dependencies between the IT security requirements applying to different component
TOEs, where these are not fully addressed by the component TOE PP rationales.

14.2.7 ST rationale

The guidance for constructing an ST rationale for a composite TOE is very similar to that givenf in the
subclause above for composite TOE PP rationales. In particular:

n) To show that the TOE security-requirements are suitably met by the IT security functions and aspurance
measures, you may simply reference the ST rationales for the component TOEs.

b) To show that the IT security functions are mutually supportive, you may reference the compongnt TOE
ST rationales for a demonstration of mutual support within the individual component TOEs. Howgver, the

composite TOE ST; rationale should address interrelationships or dependencies between IT |security
functions in different component TOEs, where appropriate.

14.3 The component TOE

14.3.1 .Descriptive parts of the PP and ST

f itis mtended that the TOE |s to be a component of a comp03|te TOE, the descnptlve parts of the P[P or ST

specific comp05|te TOE where the other component TOEs are known the TOE description should identify
those other component TOEs with which it is to interact (and which will therefore form the IT environment - or
part of it - for the component TOE). Otherwise, the TOE description should describe, in generic terms, the
types of composite TOEs that might use this component TOE. (It might be noted that, in principle at least, any
TOE can be used in a larger composite TOE.)

14.3.2 TOE security environment

The purpose of this section of a PP or ST is to define and scope the security concerns to be addressed by the
component TOE; from an evaluator’'s perspective it will also define the scope of the component TOE
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evaluation. For example, the IT environment for the component TOE may well contain other IT components
with which the component TOE is assumed to interact. In such cases the existence of dependencies of the
component TOE on its IT environment should be identified as an assumption on the TOE security
environment. Such an assumption should avoid implementation details, since these will be specified
elsewhere in the PP or ST.

Similarly, an OSP may mandate that the TOE inter-operates with other devices in the IT environment. In this
event the PP or ST should include statements to ensure that evaluators can adequately examine the TOE'’s
capability to inter-operate as mandated.

14.3.3 Becurity objectives
Any dependencies on the IT environment should be identified as security objectives for the (IT) envirenment.

Note that in the case of a component TOE PP, it is possible that a conformant TOE may actually'meet one of
more sgcurity objectives that the PP places on the IT environment. For example, a DBMS may 'meet a security
objectivg for identification and authentication of its users, whilst the PP assumes that this/security objective
will be et by the underlying operating system.

If an OBP is included mandating that the TOE inter-operates with other devices\in the IT environment, 4
security| objective for the TOE should be included to meet this OSP.

14.3.4 Becurity requirements

Security requirements on the IT environment for a component TOE/ should, where possible, identify the
specificl component TOEs which are relied upon to meet those security requirements. Note that the security
requirerhents on the IT environment could be defined by requiring_conformance with another PP.

14.3.5 TOE summary specification

As part| of specification of the IT security functionsyit' may be appropriate to provide a refinement of any
security| requirements on the IT environment. For-example, the TOE may use a specified operating system
interface in order to log generated security audit data. If the component TOE is intended to be part of g
specificl composite TOE, any such refined.sécurity requirements on the IT environment should be mapped
onto specific components of the composité TOE.

14.3.6 PP rationale

Where the PP specifies security, requirements on the IT environment, these requirements must be considered
in the PP rationale, which shoeuld show:

a) how the security.fequirements for the IT environment contribute to satisfying the security objectives fol
the| TOE;

b) thaf any depehdencies of the security requirements for the IT environment are satisfied;

c) howthe ‘security requirements for the IT environment are mutually supportive, and how they support the
IT security requirements:.

14.3.7 ST rationale

Where the ST specifies security requirements on the IT environment, these must be taken into account in the
ST rationale, as described in the previous subclause for the PP rationale. Any additional details concerning
such dependencies that are included in the ST should also be considered in the appropriate places of the ST
rationale.
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15 Functional and assurance packages

15.1 Background

The concept of a package is introduced in ISO/IEC 15408-1, 4.4.2.1. A package is characterised in the

following terms:

a) itis an intermediate combination of functional or assurance components;

b) itis intended to be reusable, thereby aiding the construction of PPs, STs, or larger packages;

c) it is intended to define security requirements which are known to be useful in meetingarn ide
subset of security objectives.

The principal benefit of packages that can be reused in a number of PPs and STs is that they will red
cost of PP/ST development by cutting down the workload on PP/ST authors when they come to specit
security requirements (see Clause 10). The guidance in this clause relating to the{construction of pac
therefore intended to support the above aims.

SO/IEC 15408 does not specify any requirements on functional or assurance packages, althou

fo PP/ST authors if the package is structured like a PP, in which sectiohs that are left to be specifie
PP/ST author are clearly identified as such. Issues such as yalidation and registration of packag
however, outside the scope of this Technical Report.

t should be noted that experience in the construction of\packages is very limited. Currently, the onl
available examples of packages are the EALs defined>»in ISO/IEC 15408-3, Clause 6, which sh
consulted as an example of how an assurance package may be specified.

15.2 How to specify a functional package

15.2.1 Who might write a functional package?

Any organisation wishing to promotethe use of a standardised specification of security functiona
choose to produce a functional package. They may do so as a first step towards the production of a

family of PPs), or they may wish’to encourage its use in STs. A functional package could, for exan
used by an organisation to/specify a standard set of security functional requirements which product

should meet.

15.2.2 What must-afunctional package contain?

Fundamentally, @ functional package is a specification of SFRs. As such, these SFRs should be §
following the>guidance given in 10.2 above. Thus each SFR included in the functional package must ei

p) clearly identify the ISO/IEC 15408-2 functional component from which it is drawn, identifyin
Qperations are completed and which are uncompleted; or

ntifiable

uce the
y the IT
ages is

gh it is

possible to apply a suitable subset of the APE assurance requirementsctora package. Indeed, it may bg helpful

i by the
es are,

y widely
ould be

ity may
PP (or a
hple, be
vendors

pecified
ther:

j which

b) be identified as explicitly stated without reference to ISO/IEC 15408-2, with a justification as to why it
needed to be explicitly stated; each such SFR must satisfy the criteria expressed in APE_SRE.1.3C-1.5C,

i.e. it must:

- use ISO/IEC 15408-2 requirements components, families and classes as a model for presentation;

- be measurable and state objective evaluation requirements;

- be clearly and unambiguously expressed.
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The set

of SFRs specified must be known to satisfy an identifiable subset of security objectives. The author of

a functional package should therefore either:

a) begin with one or more specified security objectives, and derive a set of SFRs which will meet them; or

b) ‘reverse engineer the security objectives from the defined set of SFRs.

In practi

15.2.3

In order
A PP or

a) an
b) not

c) rati

It is ng
objectiv|
ISO/IEC
statemsg
concern
relevan
rational

15.3 How to specify an assurance package

15.3.1

An eval
nationa
definitio
nationa
systems
concerrn

15.3.2

ce, the author of a functional package may adopt some combination of these two approaches.

JVhat should a functional package contain in order to be useful?

to be useful, a functional package must be reusable in a larger functional package, or in a PR\enST
ST author is likely to find the following information helpful:

dentification of the security objectives which the SFRs satisfy;
es on the use of ISO/IEC 15408-2 components, or on the deviation from ISO/IEC 45408-2;
bnale for the SFRs, covering:

the suitability of the SFRs to satisfy the identified security objectives;

dependency analysis;

demonstration of mutual support between SFRs.
t, however, recommended that a functional package contain a formal specification of security
es, or a full security requirements rationale which satisfies the relevant assurance criteria expressed in
15408-3. This is because the security objectives.for a particular TOE will be influenced by the
nt of TOE security environment, and thus willsto some extent be specific to the defined security

s for the TOE. Rather, the functional packagé’should contain, in the form of application notes, any
information which could be used by PP_or ST authors when in the constructing their PP or ST

v

Who might write an assurance package?

uation authority may cheose to specify assurance packages for use in evaluations under the relevant
scheme. Such packages could be (for example) definitions of alternative assurance levels, or the
nh of the combination of components from the AMA Assurance maintenance class called up by 3
assurance maintenance scheme. Similarly any organisation with a general need for evaluation of thg
they own may choose to define a set of assurance requirements tailored to their specific needs and
S.

What must an assurance package contain?

Fundamentally, an assurance package is a specification of security assurance requirements. As such, these
requirements should be specified following the guidance given in 10.3. Thus each security assurance
requirement included in the assurance package must either:

a) clearly identify the ISO/IEC 15408-3 assurance component from which it is drawn; or

b) be

identified as explicitly stated without reference to ISO/IEC 15408, with a justification as to why it

needed to be explicitly stated; such security requirements satisfy the criteria expressed in
APE_SRE.1.3C-1.5C, i.e. it must:
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use ISO/IEC 15408 requirements components, families and classes as a model for presentation;
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- be measurable and state objective evaluation requirements;

- be clearly and unambiguously expressed.

15.3.3 What should an assurance package contain to be useful?

To support the goal of reusability, an assurance package should contain supporting information which
describes the intended objectives of the set of assurance requirements. This information will enable the reader
to decide under what circumstances the package should be used, and what (if any) other assurance
equirements would be appropriate 1o combine with it

The specification of EALs given in ISO/IEC 15408-3, Clause 6 should be used as a model for the presgntation
pf assurance packages.
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Annex A
(informative)

Guidance checklist

A.1 Introduction

This anpex lists the key points from the guidance provided in Clauses 7 to 14 of this Technical Report.

A.2 PPI/ST introduction

Provide| in the PP/ST Overview, a top-level overview of the security problem being solved by the PP/ST, and
how thg PP/ST contributes to the solution.

Ensure the PP/ST Overview is consistent with the technical content of the PP/ST\

A.3 TOE Description

Include |a general TOE functional description which is not confined to a description of TOE security features
(unlessithe TOE is a special-purpose security product).

Considgr including in the TOE description in a PP a description of the TOE boundary, informing the readef
what is |n the TOE and what is not.

Include |in the TOE description in an ST a description of the TOE boundary.

Ensure the TOE description is consistent with(he technical content of the PP/ST.

A.4 Dgfining the statement of TOE security environment

A.4.1 Assumptions

A.4.1.1| Identification

Include Jany assumptions you are making about the intended usage of the TOE, including such aspects as the
intendedl application, potential asset value, and possible limitations of use, and security environment or the
scope df the Security needs, relating in particular to physical, personnel, procedural or connectivity aspects of
the environment.

A.4.1.2 Definition

Avoid, where possible, the inclusion of details relating to the TOE security functions in the definition of
assumptions.

A.4.1.3 Presentation

Assign unique labels to environmental assumptions for ease of reference.
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A.4.2 Threats

A.4.2.1 Identification

Identify the threats that are relevant by identifying the IT assets that require protection, what attack methods or
other undesirable events they need to be protected from, and who or what are the threat agents.

A.4.2.2 Definition

FEnsure the threat descriptions are clear by detailing the source of the threat (or threat agent), theNT assets
under attack, and the attack method.

E-nsure the threat descriptions are concise by minimising overlap between threats.

Only include events which directly compromise the IT assets, rather than attacks)based on flaws or
weaknesses in the TOE implementation.

A.4.2.3 Presentation
Assign unique labels to threats for ease of reference.
A.4.3 Organisational security policies

A.4.3.1 Identification

dentify as OSPs any security policy requirements that'eannot be derived from consideration of the| threats
plone.

A.4.3.2 Definition

Pefine OSPs in the form of a set of rules, to be implemented by the TOE and/or its environment (e.g{ access
control rules).

A.4.3.3 Presentation

Assign unique labels to OSPS for ease of reference.

A.5 Defining the-security objectives

A.5.1 Identification

Where«he”SFRs are already known, identify one security objective for the TOE corresponding to eagh of the
principal SFRs to be satisfied by the TOE, so as to facilitate the mapping from security objectives to SFRs.

<l 4L W | 'H 4 I afiodl L 4+l 1T H £ [ ol | NP lotf th
Ucllllly ally acuunl._y UUJUblIVUO U UCT oaliolicUu Uy aurc 117 CTrivitTourmrretit \CH artl unucnylllu MIatiornit as e

security objectives for the environment.

Identify any procedural responsibilities relating to the management and use of the TOE countermeasures as
the security objectives for the environment.

A.5.2 Definition

Define security objectives for the TOE as a concise statement of the intended response to the identified
security needs, indicating the extent to which the needs will be addressed. Don’t simply restate threats and
OSPs in a different form. Avoid, where possible, reference to implementation details.
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Define security objectives for the TOE that counter threats such that it is clear whether they are preventative,
detective, or corrective.

A.5.3 Presentation

Assign unique labels to security objectives for ease of reference.

A.6 Specifying the IT security requirements

A.6.1 TOE security functional requirements

A.6.1.1| Identification
Identify] as a first step, those SFRs that will directly satisfy each of the security objectives for the TOE.

Identify the complete set of SFRs by identifying all SFRs that are needed to play a supporting role in achieving
the seclirity objectives for the TOE.

Identifigation of the set of supporting SFRs includes consideration of the gselevant functional component

dependgncies as identified in ISO/IEC 15408-2. Such dependencies do not need to be satisfied if they can beg
argued ps not necessary given the statement of security objectives.

A.6.1.2| Definition

Select the level of auditing depending on the importance of audit in achieving the security objectives, and
technical feasibility.

Use thdg iteration operation where multiple invocation of& given functional component from ISO/IEC 15408-2
is necegsary.

Complete for an ST, partially complete or complete for a PP, assignment and selection operations on
functional components where it is necessary. fo preclude the choice of solutions that are inconsistent with the
security| objectives for the TOE.

Considgr the use of the refinement operation where substitution of a generic term (e.g. security attribute) for g
TOE-specific term would make the ‘'SFR more readable and understandable.

A.6.1.3| Presentation
Use itallcs (or some other means of highlighting text) to show operations that are completed in a PP or ST.
Group the SFRsander headings that are appropriate for your PP/ST: don’t feel constrained by class, family of

comporlent headirigs from ISO/IEC 15408-2, provided the SFRs are clearly traced back to the appropriate
ISO/IEQ 15408=2 functional component.

Consider au'uptillg d uniquc SFR ia'uc”illg scheme bpcbifib to—your PPST: yotarenot constrainedtouseth
component labelling scheme from ISO/IEC 15408-2, provided the SFRs are clearly traced back to the
appropriate ISO/IEC 15408-2 functional component.

A.6.2 TOE security assurance requirements

Select assurance requirements based on the value of assets to be protected, the risk to those assets,
technical feasibility, likely costs and timescales.
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A.6.3 IT environment security requirements

A.6.3.1 Identification

Identify security requirements on the IT environment to satisfy any security objectives that are to be met by the

IT environment.

Identify supporting security requirements for the IT environment to satisfy any dependencies of the TOE SFRs

that are not satisfied by the TOE, and which cannot be argued as not relevant to the security needs.

A.6.3.2 Definition
Pefine security requirements on the IT environment at an appropriate level of abstraction: in(the case

defining requirements at the level of the SFRs may in some instances be too implementation=specific.

A.7 Producing the TOE summary specification

A.7.1 IT security functions

A.7.1.1 Identification

fo relate them to the TOE documentation, without introducifigvundue complexity into the SFR to IT
function mapping.

A.7.1.2 Definition

Pefine the IT security functions by incorporating appropriate TOE-specific details, whilst ensuring that
the essential details contained in the SFRs islost.

A.7.2 Assurance measures
dentify general assurance measures in an ST, ensuring all assurance requirements are covered, wh
assurance requirements are_‘defined that require no specialist methods or techniques, e.g. a
statement to the effect that‘assurance measures will be adopted as appropriate to meet the
pssurance requirements.

dentify specific detailed assurance measures in an ST where high assurance requirements are i
Fequiring specialistmethods or techniques.

A.8 Constructing the PP rationale

A8.1 Security objectives rationale

bf a PP,

dentify the IT security functions based initially on the SFRs; organise the IT security functions to make it easy

security

none of

ere low
general
security

ncluded

Demonstrate the mapping of security objectives to threats, organisational security policies and assu

mptions

by means of a table (or other suitable method) showing that each threat, OSP and assumption is addressed

by at least one security objective.

For each threat, OSP and assumption, supplement this with an argument as to why the identified
objectives are suitable to cover them.
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A.8.2 security requirements rationale

Demonstrate the SFR to security objective mapping by means of a table (or other suitable method) showing
that each security objective for the TOE is addressed by at least one SFR.

For each security objective for the TOE, supplement this with an argument as to why the identified security
requirements are suitable to meet them.

Demonstrate mutual support by showing that ISO/IEC 15408 component dependencies are satisfied (or a

justificaft

any ad

A9 C

A.9.1 |

Present
claimed
security

A.9.2

Demon
table (9
function

itional supportive dependencies between SFRs, e.g. SFRs which prevent other SFRs from beihg
d, tampered with or de-activated.

pnstructing the ST rationale

Becurity objectives and security requirements rationale

these parts of the ST rationale by following the guidance given in A.8 above,,Where conformance ig
with a PP, the ST rationale should focus on the impact of any additional details introduced into the ST
objectives and IT security requirements.

[OE summary specification rationale

strate the mapping of IT security functions to SFRs, and assurance measures to SARs, by means of g
r other suitable method) showing that each SFR and SAR is addressed by at least one IT security
or assurance measure, as appropriate.
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Annex B
(informative)

Generic examples

B.1 Introduction

This annex provides lists of example threats, organisational security policies, assumptions, and
pbjectives, presented in a form that could be used in a PP or ST. It also provides guidance rel
SO/IEC 15408-2 functional components that may be used for specifying common |er generic
functional requirements.

The intention here is to illustrate a style of specification and naming convention for threats,
pssumptions and security objectives, with a view to promoting consistency amongst PPs and STs, w
n turn facilitate comparison between different PPs and STs. The following stiould be noted:

p) This annex identifies some of the more common statements likelyto be used in an ST or PP. It g

statements for use in your PP or ST.

b) Although the examples can be copied and used verbatim, you should always consider whe
wording needs to be adapted or expanded for use in your PP or ST.

c) Not all statements listed here will be relevant to,a:given PP or ST.

talicised text is used to help indicate where ageneric term (e.g. a threat agent or the IT assets r
protection) may be substituted by appropriate\terminology specific to the PP or ST.

(Guidance on specifying cryptographic functionality (including their derivation from generic threats and
pbjectives) is provided in Annex C.

B.2 Example Threats

B.2.1 T.ABUSE - An undetected compromise of the /T assets may occur as a result of an authoriseq
fhe TOE (intentionallyor otherwise) performing actions the individual is authorised to perform.

B.2.2 T.ACCESS - An authorised user of the TOE may access information or resources without
permission from the person who owns, or is responsible for, the information or resource.

B.2.3__“"T.ATTACK - An undetected compromise of the /T assets may occur as a result of an
whether an insider or outsider) attempting to perform actions that the individual is not authorised to pe

security
ating to
security

OSPs,
hich will

oes not

in any sense provide an exhaustive checklist, and it is quite likely that you will need to identify additional

her the

equiring

security

user of

having

attacker
rform.

network.

B.2.4 T.CAPTURE - An attacker may eavesdrop on, or otherwise capture, data being transferred across a

B.2.5 T.CONSUME - An authorised user of the TOE consumes global resources, in a way which

compromises the ability of other authorised users to access or use those resources.

B.2.6 T.COVERT - An authorised user of the TOE may, intentionally or accidentally, transmit (via a covert

channel) sensitive information to users who are not cleared to see it.

B.2.7 T.DENY - A user may participate in the transfer of information (either as originator or recipient) and

then subsequently deny having done so.
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B.2.8

T.ENTRY - Compromise of the IT assets may occur as a result of use of the TOE by an authorised

user at an inappropriate time of day or in an inappropriate location.

B.2.9
copy fo
designa

B.2.10

T.EXPORT - An authorised user of the TOE may export information from the TOE (in soft or hard
rm) which the recipient subsequently handles in a manner that is inconsistent with its sensitivity
tion.

T.IMPERSON - An attacker (outsider or insider) may gain unauthorised access to information or

resources by impersonating an authorised user of the TOE.

B.2.11
or trans

B.2.12
by linkin

B.2.13
destruc

B.2.14
the use

B.2.15
stored i

NOTE
TOE.

B.2.16
interrup

B.2.17
result in

B.2.18
compro

B.2.19

negliget or hostile administrators-orother privileged users.

B.2.20
authoris

B.3 Exampleorganisational security policies

NOTE
security

T.INTEGRITY - The integrity of information may be compromised due to user error, hardware errors
nission errors.

T.LINK - An attacker may be able to observe multiple uses of resources or services by an\entity and
g these uses, be able to deduce information which the entity wishes to be kept confidential

T.MODIFY - The integrity of information may be compromised due to the unauthorised modification or
ion of the information by an attacker.

T.OBSERVE - An attacker could observe the legitimate use of a resource @f.service by a user, when
wishes their use of that resource or service to be kept confidential.

T.SECRET - An authorised user of the TOE may, intentionally or:accidentally, observe information
1 the TOE that the user is not cleared to see.

The following threats will typically be addressed by security objectives for the environment rather than thg

TE.CRASH - Human error or a failure of software, hardware or power supplies may cause an abruptf
lion to the operation of the TOE, resulting in the loss-or corruption of security-critical data.

TE.BADMEDIA - Aging of storage media, or\improper storage or handling of removable media, may
its corruption, leading to the loss or corruption of security-critical data.

TE.PHYSICAL - Security-critical parts of the TOE may be subject to physical attack which may
Mmise security.

TE.PRIVILEGE - Compromise-of /T assets may occur as a result of actions taken by careless, wilfully

TE.VIRUS - Compromise of the integrity and/or availability of IT assets may occur as a result of an
ed user of the TQE unwittingly introducing a virus into the system.

Two typical examples are provided in this section. Specific organisations may of course have more detailed
bolicies than the ones presented below.

B.3.1

a) the
b) the
c) the

B.3.2
follows:

60

P.DAC - The right to access specific data objects is determined on the basis of:

owner of the object; and

identity of the subject attempting the access; and

implicit and explicit access rights to the object granted to the subject by the object owner.

P.MAC - The right to access information marked with a sensitivity designation is determined as
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a) anindividual is only permitted to observe information if that individual is cleared to see it;

b) an individual may not downgrade the sensitivity designation of information, unless that individual has
been given an explicit authorisation to perform such actions.

B.4 Example assumptions

B.41 Physical i

B.4.1.1 A.LOCATE - The processing resources of the TOE are assumed to be located within)cgntrolled
pccess facilities which will prevent unauthorised physical access.

B.4.1.2 A.PROTECT - The TOE hardware and software critical to security policy enfarcement is assumed
ko be physically protected from unauthorised modification by potentially hostile outsiders!

B.4.2 Personnel assumptions
B.4.2.1 A.ADMIN - It is assumed that one or more authorised admihistrators are assigned who are
competent to manage the TOE and the security of the information it contains, and who can be trusted not to
deliberately abuse their privileges so as to undermine security.

B.4.2.2 A.ATTACK - Attackers are assumed to have a highdevel of expertise, resources and motiyation.

NOTE The above assumption can be adapted as appropriate to the TOE security environment. Note| that an
pssumption of this nature may be used in the definition of the.threats, for example limiting the scope of a threat by
excluding the possibility of attack from threat agents with particutar levels of expertise, motivation or available resqurces.

B.4.2.3 A.USER - Users of the TOE are assumed to possess the necessary privileges to acdess the
nformation managed by the TOE.

B.4.3 Connectivity assumptions

B.4.3.1 A.DEVICE - All conngctions to peripheral devices are assumed to reside within the cgntrolled
access facilities.

B.4.3.2 A.FIREWALL ¢ The firewall is assumed to be configured as the only network connection hetween
the private network and thejhostile network.

B.4.3.3 A.PEER”> Any other systems with which the TOE communicates are assumed to be under the
same managementcontrol and operate under the same security policy constraints.

B.5 Example security objectives for the TOE

B.5.1." O.ADMIN - The TOE will provide facilities to enable an authorised administrator to effectively manage
he-TOE and its security functions, and will ensure that only authorised administrators are able to accdss such
functionality.

B.5.2 0O.ANON - The TOE will provide the means of allowing a subject to use a resource or service without
the user identity being disclosed to other entities.

B.5.3 O.AUDIT - The TOE will provide the means of recording any security relevant events, so as to assist
an administrator in the detection of potential attacks or misconfiguration of the TOE security features that
would leave the TOE susceptible to attack, and also to hold users accountable for any actions they perform
that are relevant to security.
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B.5.4 O.DAC - The TOE will provide its users with the means of controlling and limiting access to the
objects and resources they own or are responsible for, on the basis of individual users or identified groups of
users, and in accordance with the set of rules defined by the P.DAC security policy.

B.5.5 O.ENCRYPT - The TOE will provide the means of protecting the confidentiality of information when it
is transferred across a network between two end-systems.

B.5.6 O.ENTRY - The TOE will have the capability of restricting user entry to it based on time and entry
device location.

B.5.7 |O.I&A - The TOE will uniquely identify all users, and will authenticate the claimed identify before
granting a user access to the TOE facilities.

B.5.8 |O.INTEGRITY - The TOE will provide the means of detecting loss of integrity affecting information.

B.5.9 |O.LABEL - The TOE will store and preserve the integrity of sensitivity labels for information it stores
and processes. Data output (exported) by the TOE will have sensitivity labels thatlare an accuratg
representation of the corresponding internal sensitivity labels.

B.5.10 |O.MAC - The TOE will protect the confidentiality of information it is resporsible for managing, in
accordgnce with the P.MAC security policy, based directly on comparison of{ an individual's clearance ot
authorigation for the information, and the sensitivity designation of the informatign.

NOTE The above security objective can, of course, be amended as appropriate for any particular information flow
control policy objective.

B.5.11 |O.NOREPUD - The TOE will provide a means of generating evidence which can be used to prevent
an origihator of information from successfully denying ever having sent that information, and evidence which
can be|used to prevent a recipient of information from successfully denying ever having received that
information.

B.5.12 |O.PROTECT - The TOE will protect itself against external interference or tampering by untrusted
subject$, or attempts by untrusted subjects to bypass the TOE security functions.

B.5.13 |O.PSEUD - The TOE will provide themeans of allowing a subject to use a resource or service withouf
the usef identity being disclosed to other entities, whilst still being able to hold that entity accountable for thaf
use.

B.5.14 |O.RBAC - The TOE will prevent users from gaining access to and performing operations on its
resources for which their role js-not explicitly authorised.

B.5.15 |O.RESOURCE -The TOE will provide the means of controlling the use of resources by its users and
subject$ so as to prevehtyihauthorised denial of service.

B.5.16 |O.ROLLBACK - The TOE will provide the means of returning to a well-defined valid state by
permitting a userio undo transactions in the case of an incomplete series of transactions.

B.5.17 |O:UNLINK - The TOE will provide the means of allowing an entity to make multiple uses of resources

or Servi bachaithon it Athar anfifine hatna ahin A hinle thaon 1icoac taanthar
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B.5.18 O.UNOBS - The TOE will provide the means of allowing a user to use a resource or service without
other entities being able to observe that the resource or service is being used.

B.6 Example security objectives for the environment

B.6.1 OE.AUDITLOG - Administrators of the TOE must ensure that audit facilities are used and managed
effectively. In particular:
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a) Appropriate action must be taken to ensure continued audit logging, e.g. by regular archiving
before audit trail exhaustion to ensure sufficient free space.

b) Audit logs should be inspected on a regular basis, and appropriate action should be taken
detection of breaches of security, or events that are likely to lead to a breach in the future.

of logs

on the

B.6.2 OE.AUTHDATA - Those responsible for the TOE must ensure that the authentication data for each
user account for the TOE is held securely and not disclosed to persons not authorised to use that account.

putside systems or users that would undermine IT security.

managed, and operated in a manner which maintains IT security.
B.6.5 OE.PHYSICAL - Those responsible for the TOE must ensure that those parts-of the TOE
B.6.6 OE.RECOVERY - Those responsible for the TOE must ensure that procedures and/or mec

pre in place to ensure that, after system failure or other discontinuity, recovery without compromi
Security is obtained

B.7 Example mapping of security objectives to threats

NOTE The table below is proposed as an example of how.one might construct a mapping from threats tg
pbjectives for the TOE or its environment. The table cells indicate the form of the threat or security objective, ar]
hecessarily conform to the guidance provided elsewhere relating to the specification of threats and security object

Table B.1 — Example mapping of threats to security objectives

evided to

B.6.4 OE.INSTALL - Those responsible for the TOE must ensure that the TOE is delivered, ipstalled,

that are

critical to security policy enforcement are protected from physical attack which might’compromise IT sgcurity.

hanisms
5e of IT

security
d do not
ves.

Asset Threat Security Objectives

Data on Data is disclosed by illegally | Preventative | Control media removal.

t di i dium. . .
storage media | removing a meciu Prevent data disclosure (by encryption, etc.

nauthori rson. .
unauthorized perso Control the privilege to access data.

Detective Control media storage.

Corrective -
Datais referenced, modified, | Preventative | Operation management (For example, restrict
deleted, or added from/to an uses of an application program or an application
application by an terminal)

Detective Audit application operation log information,
detect data tampering, and manage data
sequence numbers.

Corrective Back up/Restore data.
Data is disclosed by Preventative | Operation management (For example, restrict
dumping a storage medium uses of a dump function or an operation
by an unauthorized person. terminal)

Prevent data disclosure (by encryption, etc.)

Detective Audit operation log information.

medium is referenced.

Remaining data on a Preventative | Clear the data area at the time of data deletion.

Prevent data disclosure (by encryption, etc.)
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Asset Threat Security Objectives
Data on Data is copied illegally. Preventative | Operation management (For example, restrict
storage media uses of a copy function or an application/
operation terminal)
Control the privilege to access data.
Prevent data disclosure (by encryption, etc.)
Detective Audit operation.
Control the original (such as electronic
watermark)
Data is illegally used or its Preventative | Operation management (For example, restrict
use is obstructed by uses of a data attribute modify function oran
changing the data access application/operation terminal)
attribute by an unauthorized Control the privilege to access an atfribute
person. : LR
registration file.
Detective Audit operation.
Corrective Back up/Restore data.
Data is got illegally by Preventative | Operation management (For example, restrict
forging a file uses of file create and delete functions or an
operation terminal)
Prevent.data disclosure (by encryption, etc.)
Detective Audit file owners.
Data is damaged by Preventative | Rhysically manage the medium storage place
destruction of the medium. and control access to the storage place.
Adopt a dual configuration for storage media.
Detective Control media storage.
Carrective Back up/Restore data.
Data is destroyed or its use Preventative | Quality control of /O devices
is obstructed by a hardware ) . .
failure of an medium 1/O Adopt a dual configuration for storage media.
device
Detective Detect failures (OS).
Audit program execution log.
Corrective Back up/Restore data.
Data is referenced, modified, | Preventative | Operation management (For example, restrict
deleted, or added by an uses of operation commands or an operation
yunauthorized person using a terminal)
command. Control the privilege to access data.
Detective Audit operation log information. detect data
tampering, and manage data sequence
numbers.
Corrective Back up/Restore data.
Encrypted data cannot be Preventative | Keep the secret key under strict management.
decrypted due to loss of the
secret key.

Corrective Recover the secret encryption key.
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Asset

Threat

Security Objectives

Data on
storage media

Data is erroneously deleted
by an authorized person.

Preventative

Provide high-quality operation manuals or
automate operations.

Prevent operating errors (for example,
rechecking and sequentially registering the
privilege to delete).

Detective

Audit operation log information.

fal tH
CUTTTUTveE

D L lim) £ dat
DaCraprmtstorcuatar

Data on tele- Data is tapped or destroyed | Preventative | Physically protect telecommunication lines qr

communication | on a telecommunication line control equipment connections to lipes.

line .

I Prevent data disclosure, detectdata’tamperjng
(by encryption transmitted data:VPN, SSL, |P
sec, etc.)

Detective Detect data tamperings
Corrective Send data again.
Data is tapped, tampered, Preventative | Operation mahagément of a relay system (Hor
deleted or added on a relay example, réstrict uses of LAN protocol analyser)
system.
Data is illegally used by Preventative | Protect'control data to be transmitted (by
changing its destination, eferyption, etc.)
sender, or access attribute Operation management of a relay system
on a relay system. ) .
ysy (Restrict uses of a debug function.)
Detective Detect control data tampering.
Audit debug tool operation log information.
Corrective Send data again.
Communications are Preventative | Install dual telecommunication lines.
disabled due to a line fatlt: . Co
Quality control of telecommunication lines
Detective Detect failures (OS).
Corrective Send data again.
Communications are Preventative | Install dual channel devices.
disabled)due to a Qualit trol of icati h |
corfimunication channel uality control of communication channels
abnormality.
Detective Detect failures (OS).
Corrective Send data again.
Data is illegally resent for Preventative | Operation management of a relay system (Hor
illegal communications. example, restrict program registration.)
Detective Prevent re-transmission (by assigning sequé¢nce
numbers or time)

Application An application is executed Preventative | Control the privilege to execute a program.

program by an unauthorized person. .

Operation management of a relay system

(Restrict unnecessary program display.)

Manage locations and route of execution.

Provide safeguards during operator absence.

Restrict uses of an application terminal.
Detective Audit program execution.
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Asset Threat Security Objectives
Application An application is executed Corrective Related data backup/restore.
program by an unauthorized person.
Data in a program library is Preventative | Control the privilege to access a program library.
referenced, modified or o " t (Restrict f
deleted by an unauthorized psza lon managemen (Restrict uses of a
person. modify command.)
Restrict uses of an operation terminal.
Detective Audit operation
Corrective Back up/Restore program.
A program is illegally used Preventative | Control the privilege to execute a prograni:
or its use is obstructed by Control the orivil t th
changing its access attribute |'t§m rod_ N f”v' €ge o access the program
by an unauthorized person. lbrary directory.
Operation management (Restrictuses of a
modify command.)
Detective Audit operation.
An abnormality occurs Preventative | Adopt a dual hardware configuration.
during program execution .
due to a hardware failure of Quality controkofiardware
a computer.
Detective Detect-failures (OS).
Corrective Hardware recovery
Appl|cation lllegal application processing | Preventative |,Control the privilege to execute a program.
processing and | (such as Telnet and FTP) is Fi I lication filteri
data executed. irewall (application filtering)
Clarify operation regulations.
Detective Audit program execution.
Processing is obstructed Preventative | Give priority to process processing.
(traffic attack such as Prohibit il relav functi
requesting to process rohibit a mail relay function.
unnecessary data).
Detective Audit network access.
Data exchangeor contents Preventative | Take measures for preventing denial (such as
are denied. storing an evidence using TTP or encryption
function).
Clarify operation rules.
The original of data is Preventative | Reliable services (such as guarantee of an
denied. original)
Clarify operation rules.
Data is illegally sent. Preventative | Control data flows (such as Firewall and rule DB
control).
Control the quality of application programs.
Operation management (For example, restrict
program registration.)
Detective Audit data access.
Data or a program is illegally | Preventative | Control the privilege to access data and the
used using a remaining privilege to execute a program.
function. . .
debug functio Operation management (Restrict uses of a
debug function.)
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Asset Threat Security Objectives
Application Data or a program is illegally | Detective Audit application execution.
processing and | used using a remaining
data debug function.
A service function is Preventative | Give priority to process processing.
i iatel ied. . o
inappropriately denied Control the quality of application programs.
Provide education and regulations for
apphcation-staf-
Control the quality of processing hardware.
Estimate the capacity of processing resources.
Detective Audit application execution.
Contents are tampered or Preventative | Control the privilege to use €ontents.
destroyed. Control contents creation-and downloading.
Detective Detect contents tampering.
Corrective Back up contents’
lllegal operation Preventative | Control the privilege to execute operations.
Controlthe locations and routes of operations
(remote, via Internet, etc.).
Detective Audit use of operations.
Privacy is violated. Preventative™ | Control the privilege to use privacy information.
Use anonymity or a pen name (pseudonym).
Guarantee unlinkability.
Display data Data is seen by an Preventative | Isolate a display physically.
unauthorized person. .
Enforce operation rules.
lllegal copy or printing Preventative | Provide safeguards against an authorized
person's absence. Restrict uses of copy andg
print functions. Enforce operation regulationg.
Detective Control originals (electronic watermark)
Input data Data is"disClosed during Preventative | Control access to an input terminal room.
input, Enforce operation regulations.
Irput data is illegally taken Preventative | Control the input data storage place. Enforcg
out. operation regulations.
Corrective Back up input data.
Printed data Data is referenced or taken Preventative | Physically control printed data. Enforce
out by an unauthorized operation regulations.
person.
lllegal copy Preventative | Provide safeguards against copying. Enforcg
operation regulations.
Detective Control originals (electronic watermark)
User data A user (individual, system, Preventative Identification at access
ftermllnlal) cannot be Identification (ID assignment to each user/
identified.
system; IP address)
Restrict locations (filtering).
Detective Audit identification processing.
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Asset Threat

Security Objectives

User data Disguise oneself using
disclosed user (individual,
system, terminal)

identification information.

Preventative

User authentication

Control identification information.

Detective

Audit identification processing.

A user is not identified.

Preventative

Prompt authentication

| kil el FH H '
ermaorcaCTmCatoTTT

Authentication (encryption secrete key,
password, belongings, physical characteristies)

Call back

Detective

Audit authentication processing.

Disguise oneself using
illegally disclosed
authentication information.

Preventative

Adopt multiple authentication mechanisms.

Server access management (Early detection by
a victim; notification of authehtication processing
information)

Save authenticationninformation in a confidential
medium.

Protect authentication information (unidirectional
encryption),

Restriet access routes (such as public
teleeeammunication lines and the Internet).

One-time password

Detective

Audit system access

Corrective

Stop processing by the user.

Disguise oneself by illegally
inferring authentication
information.

Preventative

Authentication (Preventing inference; limiting
retry count)

Server access management (Early detection by
a victim; safeguards for not using a server for a
long period)

Adopt multiple authentication mechanisms.

Control authentication information (such as
preventing inference, long secrete encryption
key, syntax rules, initial value change, and
generation control)

Detective

Audit system access

Corrective

Stop processing by the user.

Minimize influences (Effective period).

Disguise oneself using

Preventative

Confirm validity of authentication information.

invalid authentication
information.

Control authentication information (such as
control nullified information).

Detective

Audit system access

An invalid privilege is used
because of failure to register
a modification of user
privilege.

Preventative

Control users. (Immediately reflect a user
privilege modification.)

Detective

Audit system access
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Asset Threat Security Objectives
User data A user's action is illegally Preventative | Manage privilege to access user related log
disclosed (violation of information.
privacy). Use anonymity or a pen name (pseudonym).
Guarantee unlinkability
Detective Audit system access
Data transmission is denied. | Preventative | Prevent denial of transmission.
Operation regulations.
Detective Audit data exchange.
Data ownership is denied. Preventative | Automatically register an ownenat-the time ¢f
data production.
Detective Audit system access.
Data reception is denied. Preventative | Prevent denial of reception.
Operation regulations.
Detective Audit data gxchange
Data is sent to a wrong Preventative | Destination” authentication.
receiver due to disguise or a 0 W lati
specification error. peration regulations.
Detective Audit data exchange
Disguise oneself by forging Preventative | Manage privilege to access authentication
authentication information. information.
Verify validity of authentication information.
Control authentication information (such as
preventing forging, reliable authentication
organization, physically protecting belongings).
Detective Server access management (Early detection by
a victim)
System A secret encryption key is Preventative | Produce a secret encryption key of sufficien
Services and decoded, undermining strength and length and adopt a standard key
Data system security delivery protocol.
Detective Audit system operations.
Corrective Set a new secret key.
A system is illegally used by | Preventative | Provide the necessary safeguards during arj
a disguised user during an operator's absence (such as suspension,
operator's absence. session disconnection, and re-authentication).
System security is Preventative | Prevent an authorized user's mistakes (for
undermined by an example, by reconfirmation).
autharizad ticar'c HllanAal Aot
or mistake. N Control user privileges (minimum privileges).
Audit management, regulations, education, and
penalties.
Detective Audit system operations
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Asset

Threat

Security Objectives

System
Services and
Data

Virus intrusion

Preventative

Virus check for program downloading and files
with mail.

Access control (Set an appropriate access
privilege and protect files.)

Prohibit loading data or program from the
outside.

Control software installation

Detective

Audit system operations

Corrective

Take the necessary action (such as stopping the
system and disconnecting an external system).

lllegal intrusion to a system

Preventative

Check a user's identification, authentication, and
privilege (at the time of accessing a-barrier
segment or log-in).

System configuration management (such as
connected equipment and ‘external connections)

User management.

Detective

Audit system operations.

Intrusion to a system by
taking advantage of a known
protocol defect (such as IP
protocol and SendMail)

Preventative

Firewall (Filtering)
Control‘access to system resources.

Restrict access to the program or protocol.

Detective

Audit system operations

System security is
undermined by illegal
replacement of a system
program.

Preventative

Control access to a system program library.

Operation management (System program
maintenance regulations)

Detective

Audit program library access.

Corrective

Back up programs.

The service is stopped by
system program destruction.

Preventative

Adopt a dual configuration for system program
library.

Medium management and operation
management (system program library)

lllegal system operation

Preventative

Control the privilege to execute operation
commands.

Operation management (Restrict uses of
operation commands.)

Detective

Audit operations.

Information
equipment

Damaged or taken out.

Preventative

Dual configuration

Controttheaccesstotheequipmenttocatior:

Keep equipment (lines) under management
during storage.

Power is turned off.

Preventative

Backup power supply
UPS

Corrective

Recover power.
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B.8 Example security functional requirements

B.8.1 Overview

This subclause identifies, for some example common or generic security functions, components from
ISO/IEC 15408-2 which may be used to express appropriate SFRs. The reader is referred to the annexes of
ISO/IEC 15408-2 for guidance relating to the use of specific ISO/IEC 15408-2 functional components. See

also Annex C for guidance on the specification of cryptographic functionality.

Table B.2 — Functional components-for identification and authentication requirements

These common or generic security functions are organised under the following headings:

p) Identification and authentication;
b) Access control;

c) Audit;

d) Integrity;

e) Availability;

f) Privacy;

g) Data Exchange.

B.8.2 Identification and authentication requirements

Table B.2 below covers common or generic identification and authentication requirements.

Security.Requirement Functional
Component

Logon controls Identification of users FIA_UID.1-2

Authentication of users FIA_UAU.1-2

Limits on repeated login failures (e.g. enforcement | FIA_AFL.1

of lockout or time delay)

Trusted path for logon FTP_TRP.1-2

Time of day restriction of access to TOE FTA_TSE.1
Password selection Controls on selection of user-generated passwords | FIA_SOS.1

(e.g. minimum length, password filters, password

history)

Automated generation of passwords by TOE FIA_SOS.2

PGDDVVUICII :;fct;lllc (G}\p;ly) UIIfUIbUIIIUI It FMT_SAE1
Authentication data protection Non-echoing of passwords during password entry FIA_UAU.7

Protection against unauthorised modification or FMT_MTD.1

observation

Protection against replay attacks FPT_RPL.1
Replay/reuse Protection against forgery or copying FIA_UAU.3

Protection against reuse (e.g. single use FIA_UAU.4

passwords)
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Security Requirement Functional
Component
Replay/reuse Trusted path for password change FTP_TRP.1
Session suspension Suspension following user inactivity FTA_SSL.1
Suspension at user request FTA_SSL.2
Termination following user inactivity FTA_SSL.3
User accounts and profiles Controls over creation, deletion, enabling or EMT_MTD.1
disabling of user accounts
Definition of user security attributes contained in a FIA_ATD A
user profile
Controls over modification of user profiles (i.e. user | FMT_MTD.{l

security attributes)

B.8.3 |

Table B

Access control requirements

.3 below covers common or generic access control requirements.

Table B.3 — Functional components for access control requirements

Security Requirement Functional
Component
Digcretionary Access Control Scope of policy (subjects, objects and operations FDP_ACC.1-2
covered by the policy)
Rules governing access by subjects to objects FDP_ACF.1
Privilege override of DAC policy FDP_ACF .1
Cqntrols on DAC attributes Changing object permissions/ACLs FMT_MSA.1
Defaultprotection on newly created objects FMT_MSA.3
Changing object owner FMT_MSA.1
Changing user group affiliations FMT_MSA.1
Mandatory Access Control Scope of policy (subjects, objects and operations FDP_IFC.1-2
covered by the policy)
Rules governing access/information flow FDP_IFF.2
Privilege override of MAC policy FDP_IFF.7-8
Covert channel restrictions FDP_IFF.3-6
Cqntrols on-MAC attributes Changing object labels FMT_MSA.1
Default labels for newly created objects FMT_MSA.3
Changing USer clearances FVIT_MSAt
Selection of session clearance at login FTA_LSAA1
Export/import Import of unlabelled data FDP_ITC.1
Export via communication channels/devices FDP_ETC.1-2
Labelling printed output FDP_ETC.2
Information labels Constraints on information label values FDP_IFF.2.3
Rules governing ‘floating’ labels FDP_IFF.2.3
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Security Requirement Functional
Component
Object reuse Protection of residual information in files, memory, FDP_RIP.1-2
etc.
Role based access control Scope of policy (in terms of roles, operations) FDP_ACC.1-2
Rules controlling performance of operations FDP_ACF.12
Identification of roles FMT_SMR.1-2
Two-man rule enforcement FDP_ACF.1?
FMT_SMR:2.3
Controls on RBAC attributes Changing user privileges/authorisations FMT_MSAA
Changing definitions of role capability FMT_“MSA.1
Changing assignments of users to roles FEMT_MSA.1
Firewall access control Subject-object information flow view (e.g. based‘en~ | FDP_IFC.1-2
source/destination addresses and ports) FDP_IFF.1
Session-based view (e.g. application proxy,) FTA TSE.1¢
@  Other components exist (e.g. FMT_MOF.1, FMT_MSA.1, FMT_MTD.1)which can also serve to restrict the
performance of specific operations to specifically identified roles.
b FDP_ACF.1 may be used to specify that particular operations require two distinct roles to authorise the actipn.
FMT_SMR.2.3 can ensure that a user account cannot be assigned to ho6th roles.
¢ See the worked example in Annex D. Alternatively FDP_IFC.\.and FDP_IFF.1 may be used.

B.8.4 Audit requirements

Table B.4 below covers common or generic audit requirements.

Table B.4 — Functional components for audit requirements

Security Requirement Functional
Component
Audit events Specification of auditable events and information to | FAU_GEN.1
be recorded
Controls on selection of events to be audited FMT_MTD.1
Basis for selection of events to be audited FAU_SEL.1
Individual accountability of users FAU_GEN.2
Intrusion detection and response | Generation of alarms and response to imminent FAU_ARP.1

security violations

Definition of rules, events, event sequences or FAU_SAA.1-4
patternsof systenTusage to beusedtoimdicate
potential or imminent security violations

Audit trail protection Protection against loss of data e.g. due to audit trail | FAU_STG.2-4
saturation, interruptions to operation
Protection against unauthorised modification/ FAU_STG.1
access

Audit trail analysis/review Provision of audit trail analysis/review tools FAU_SAR.1-3
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B.8.5 Integrity requirements

Table B.5 below covers common or generic integrity requirements (including data authentication).

B.8.6 |

Table B

Table B.5 — Functional components for integrity requirements

Security Requirement

Functional
Component

Deotection-of-errors-in-stored-data

EDR_SDl2

Data-integrity-
J J

Generation and verification of checksums, one- FDP_DAU.1

way hash, message digest, etc.

Rollback of transactions (e.g. database) FDP_ROL.1-2
TQE integrity Tamper detection FPT_PHRA<2

Tamper resistance FPTPHP.3
Ddta authentication Digital signature generation and verification EDP: DAU.2

Certificate generation and verification (e.g. public FDP_DAU.2

key certificates)

Availability requirements

6 below covers common or generic availability requirements:

Table B.6 — Functional components for’availability requirements

Security Requirement Functional
Component
Cdnsumption of resources Enforcement of limits/quotas on global resource FRU_RSA.1-2
consumption by users
Limitation on number of logged in sessions by FTA_MCS.1-2
same user
Erfor handling Maintenance of TOE operation in event of failures FRU_FLT.1-2
(fault tolerance)
Error detection FPT_TST.A
Error recovery FPT_RCV.1-4
Sdheduling Scheduling of activities/processes according to FRU_PRS.1-2
established priorities
B.8.7 Privacy requirements
Table B.7 below covers common or generic privacy requirements.
Table B.7 — Functional components for privacy requirements
Security Requirement Functional
Component
User identity based privacy Protection against disclosure of user identity when FPR_ANO.1-2

74

using services or resources
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Security Requirement Functional
Component
User identity based privacy Anonymous but accountable use of services or FPR_PSE.1-3

resources via a protected user alias

Resource/service based privacy | Protection against disclosure of linkage of multiple FPR_UNL.1
usage of resources or services to the same user

Unobservable usage of specified resources or FPR_UNO.1-4
services

B.8.8 Data exchange requirements

Table B.8 below covers common or generic data exchange requirements.

Table B.8 — Functional components for data exchange requirements

Security Requirement Functional
Component
Data exchange confidentiality User data FDP_UCT.1
Security critical data, e.g. keys, passwords FPT_ITC.A
Data exchange integrity User data FDP_UIT.1-3
Security critical data, e:g. keys, passwords FPT_ITI.1-2
Non-Repudiation Proof of origin of exchianged information FCO_NRO.1-2
Proof of receipt of exchanged information FCO_NRR.1-2
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Annex C
(informative)

Specifying cryptographic functionality

C.A1 In

This amnex contains guidance for Protection Profile (PP) and Security Target (ST) construction fol

cryptog
module
such a
been in
of such

The pu
support
secure

Guidan
Support
SFRs 9
FDP_U
the sec

used when the cryptographic functionality of the TOE is sought’by consumers.

Whilst
discuss
for the

vulnera
Clause

Additiorn
[4], [5],

C2T

The terminology used-in, this annex is based on the terms and definitions given in ISO/IEC 15408-1, 2.3 and in

ISO 234§
present

troduction

aphic aspects of a Target of Evaluation (TOE) and not just for those TOEs which are cryptographia
5 (which are, in effect, collections of cryptographic functions). However, the guidance is expressed in
way that it can be combined to apply to TOEs which are cryptographic modules. Such'-guidance hag
Cluded to cover a wide range of such TOEs, and deal with the specific issues relating to specification
functionality.

rpose of this annex is to provide guidance on how to specify cryptographic functionality and itg
ng security requirements. It is not intended to provide guidance on cryptography or how to build g
Eystem using cryptographic functionality.

e on the application of individual functional components contained in the FCS (Cryptographid
) class is provided in ISO/IEC 15408-2, Annex E. Cryptographie functionality may be used to meef
pecified using other classes and families (e.g., Class FCO; and Families FDP_DAU, FDP_SDI
CT, FDP_UIT, FIA_SOS, and FIA_UAU). In such cases the individual functional components specify
irity requirements that cryptographic functionality must satisfy. The objectives in class FCS should b¢g

pecific assurance requirements are discussed-in this document, the scope of the guidance excludes
on of the strength of cryptography, as well as-actual assurance levels. The assurance requirements
fOE should be determined based on the_sensitivity of the application and the anticipated threats and
ilities that can be effectively countered by the assurance requirements. This is discussed in detail in
10 of this Technical Report.

al information and guidance material on cryptography and cryptographic algorithms can be found in
6], [7], [8] and [9].

erminology

2-8. In addition, the following terms are defined here to facilitate the understanding of the concepts
ed in thisddocument.

C.21
Acces

Mode

A type

Of operation speciiied by an access rignht. Example: read, write, execute, append, modity, delete,

create, etc. Also see Access Type in ISO 2382-8.

C.2.2

Black Data
Data of which the information content is not readily accessible because it is protected by encryption.
Examples of data are messages, files, cryptographic keys, etc.
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C.23

Cryptographic Algorithm

A set of mathematical rules to transform data input into an output based on other input parameters such as
cryptographic keys and initialisation vectors.

C.24

Cryptographic Checksum

A relatively short value derived from data by use of a cryptographic algorithm. It is a function of data, a
secret key, and, possibly, an initialisation vector and is generally attached to the data in order to perform

hen on—Also-seeMse ae-Authen on-Code-indSO 82.8

2.5
ryptographic Checksum Generation
he process of generating the cryptographic checksum for the purpose of attaching it to the_data.

2.6

ryptographic Checksum Verification
he process of generating the cryptographic checksum for the purposé:\of verifying the 3ttached
ryptographic checksum.

2.7

ryptographic Function
One of the computations performed with a cryptographic algorithm. Examples: encryption, decryption,
digital signature generation, digital signature verification, ete,

2.8
ryptographic Functionality
One or more of the cryptographic functions embedded.in a TOE.

29

ryptographic Key
A value that controls the running of a cryptographic algorithm and its outcome. Also, see|Key in
SO 2382-8.

.2.10
ryptographic Key Access
An operation performed on acryptographic key. Examples of operation/access are: read, write, grchive,

backup, recovery.

2.1
ryptographic Key /Agreement
A cryptographicfunction that allows two parties to compute a shared secret key.

212
ryptographic Key Archive
An operation to store the cryptographic key in a permanent or long-term storage medium.

2.13

runtoo nh O -

An operation to backup the cryptographic key so that it can be reused in case the original cryptographic
key is deleted, modified, destroyed, or becomes inaccessible.

C.2.14
Cryptographic Key Destruction
A process to delete (zeroise) a cryptographic key.

C.2.15

Cryptographic Key Distribution
A process to provide cryptographic keys to users, processes, TOE units, etc.
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C.2.16

Cryptographic Key Escrow

A process of providing a cryptographic key to a trusted third party who is obliged to release that key to
authorised parties.

C.2.17
Cryptographic Key Generation
A function to create a cryptographic key.

C.2.18
CryptoeFraphic Key Management
i

A process to manage the life-cycle of cryptographic keys from generation through distribution to archivaland
destruction.

C.219
Cryptographic Key Recovery
A procepss to restore a cryptographic key from any of the sources including archive, backup,.and escrow.

C.2.20
Cryptographic Mechanism
A procegs or technique that involves one or more cryptographic functions.

c.2.21
Cryptographic Operation
See Cryptographic Function.

C.2.22
Cryptographic Variable (CV)

A value|or series of values required for the operation of the.eryptographic algorithm in order to transform thg
algorithin input to output. Examples of cryptographic variable are cryptographic keys (secret, public, private
etc.), puiblic key parameters, and initialisation vectors: (Note that plaintext, cyphertext and hash values arg
not congidered to be cryptographic variables.)

C.2.23
Data Path
Logical jor physical route over which data passes (or flows through)

C.2.24
Digital Bignature
See Didital Signature in ISO 2382-8.

C.2.25
Digital Bignature Generation
The process of generating a digital signature.

C.2.26
Digital Bignature Verification
The process of verifying a generated digital signature.

C.2.27
Hashing or Hash Value
See Secure Hash.

C.2.28

Initialisation Vector

A vector (series of bits) used in conjunction with a cryptographic key to define the starting point of
encryption within a cryptographic algorithm.
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C.2.29
Invocation Parameter

A secret (e.g., a password or personal identification number) which is supplied to a TOE to access a

cryptographic function.

C.2.30
Message Digest
See Secure Hash.

234
Non-Repudiation
The inability of an entity to deny having participated in a (certain part of a) communication.
C.2.32
Other Critical Security Parameter
See Invocation Parameter.
C.2.33
Private Key
One of the keys of a public key pair. Its confidentiality must be protected because it will be ysed for
decryption, digital signature generation or cryptographic key agreement.
C.2.34
Public Key
One of the keys of a public key pair that can be made publicy"Some public keys are used for encfyption,
some for digital signature verification, and some for cryptographic key agreement.
C.2.35
Public Key Pair
A pair of mathematically related keys where deriving the private key from the associated public key should
be computationally infeasible.
C.2.36
Red Data
PData of which the information contént is readily accessible because it is not protected by encryption.
F-xamples of data are messages, files, cryptographic keys, etc.
C.2.37
Red/Black Separation
Keeping the data paths.for red data and black data logically or physically separate. For example, rpd data
and black data should-never travel over common physical wires and never occupy the same area of memory.
C.2.38
Secret Key,
A key used\with a cryptographic algorithm for both encryption and decryption.
C.2.39
Secure Hash
\—Valde-that-is—a—result-of-apphying—an—algerithm—to—a—message-such-that-it-is—computationaliy—infeasible to

derive the message from the result (secure hash), derive another message that gives the same hash given
the message and the secure hash, and find two messages that produce the same hash. Usually, the secure
hash is considerably shorter that the message or file from which it is derived. Also known as hash value,
message digest.

C.2.40
Tamper Detection Envelope
An area surrounding the TOE for which tamper (breach or attempt to intrude) can be detected.

© ISO/IEC 2004 — All rights reserved 79


https://standardsiso.com/api/?name=734c87e656353f69303386af8565189a

ISO/IEC TR 15446:2004(E)

c.2.41

Zeroisation

A method of electronically erasing stored data by altering the data so that the originally stored data can not be
recovered.

C.2.42
Zeroisation Circuit
An electronic circuit to achieve zeroisation.

C.2.43
Zeroithion Circuitry
See Zerfoisation Circuit.

C.3 Opyerview of cryptography

C.3.1 What is cryptography?
Cryptodraphy is the science or art which embodies principles, means and methodsAor the transformation of
data in[ order to hide its information content, prevent its undetected modification and/or prevent itg
unauthgrised use. Its science component is founded on mathematics while theZart“arises out of many years of
practicdl experience. It includes (but is not limited to):

a) digftal signature generation and/or verification;

b) cryptographic checksum generation for integrity and/or for verification of checksum;
c) sedure hash (message or file digest) computation;

d) datp encryption and/or decryption;

e) cryptographic key encryption and/or decryption;

f)  cryptographic key agreement.

Cryptodraphic functionality can be used to meet several high-level security objectives. These include (but are
not limited to):

a) corffidentiality;

b) intggrity;

c) ideptification andauthentication;
d) non-repudiation;

e) trusted path;

f)  trusted channel;
g) data separation.

Cryptographic functionality should use suitable cryptographic algorithms and cryptographic key sizes, as well
as secure cryptographic protocols and sound cryptographic engineering.
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C.3.2 Why use cryptography?

PP and ST developers should note that cryptographic functionality may only be one of several forms of
functionality that might be used to meet a security objective. The selection of cryptographic functionality to
meet a security objective should therefore be considered in the context of defining an overall well balanced set
of procedural, physical and IT security measures.

There may be a number of reasons to choose cryptography over other forms of security functionality:
AY VN | 4 | - £ ' bl ol H ol b lovs ' L) | 1 4 H H
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information over unprotected wire or over the air (i.e., across the public domain). Cryptography.is:the only

functionality that provides confidentiality or integrity to data communicated under these circumstarices.

b) Cryptographic functions may provide the appropriate level of security to counter the anticipated |threats.
For example, authentication over an insecure network. Cryptography can be used<to protect|against
eavesdropping or replay of authentication information. The authentication "means is sometimes
implemented by a “challenge-response” mechanism.

c) Cryptographic functions may be the simplest/easiest/cheapest to implement, operate and/or use.
d) Cryptographic functions may be used as part of a number of different means to protect information (this is
also known as the “strength-in-depth” concept). For example, if.data is protected against unauthorised
disclosure using the ‘traditional’ computer security access controls and/or physical security me¢ans. In
order to provide an additional level of protection against failure of these mechanisms, the datg is also

encrypted. Thus, if an adversary were to be able to defeat the access controls, the adversary will also
have to defeat the cryptographic mechanism in order to‘ebtain the data.

C.3.3 Why use cryptographic standards?

n a wider context, cryptographic functions may need to conform to a specified standard (which may He either
nternational, national, industrial or organisational in nature) for one or more of the following reasons:

p) It may help establish a common acceptable level of security;
b) It may facilitate interoperability;

c) It may facilitate mutual recagnition;

d) It may be required by.the organisational security policy;

e) It may facilitate\the inclusion of desired functionality.

C.4 Deriving the security requirements

C.41¥Coverage

his section identifies crypiography-related aspecis o consider when specifying threals, organisational
security policies and security objectives for TOEs containing cryptographic functionality, and where
cryptography needs to be considered when deriving the security requirements and assumptions that should
be specified in a PP or ST. Guidance in this section is only indicative of the issues to consider when deriving
the security requirement for a TOE containing cryptographic functionality, and may not take into account
parallel, non-cryptographic issues.
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C.4.2 Threats

C.4.2.1

Specifying threats

Typically known or assumed threats to IT assets in a TOE containing cryptographic functionality should be
specified in the PP or ST. These threats may, or may not, be countered by the TOE.

As stated in Clause 8 of this Technical Report, a clear specification of a threat should detail the source of the
threat (or threat agent), the IT assets under attack and the form of attack. Furthermore, only events which

directly

impleméntation should usually be included.

This m4

source of the threat/threat agent, the IT asset under attack by the threat agent, and form of attack. The threats

can the

C.4.2.2

Typical

not limited to):

a) aut

b) una

Note that in this context, an authorised user is one who is authorised to access defined IT asset(s).

C.4.23
Typical

a) cry
init

b) inp
c) the
d) inv
c4.24

Cryptog
are not

a) det

compromise the 11 assets, rather than attacks based on flaws or weaknesses In the [0B

ans that one approach that can be taken would be to define the threats as a ‘3-tuple’ comprising the

N be used to define security objectives, which in turn can be refined into IT security requirements.

Typical sources of threats

sources of threats (or threat agents) to a TOE containing cryptographic funetionality include (but are

horised users of the TOE;

uthorised individuals;

Typical cryptography-related IT assets
types of cryptography-related IT assets in a TOE fequiring protection include (but are not limited to):

btographic variables (including secret \Keys, private keys, public keys, public key parameters
alisation vectors, etc.);

Lt to and output from the cryptographic function (e.g., plaintext and ciphertext);
implementation of the cryptographic algorithm in hardware, software and/or firmware;

bcation parameters (also, known as ‘other critical security parameters’).

Typical forms_ of attack

raphy-relatéd-IT assets typically need to be protected from several forms of attack. These include (buf
imited to):

bction‘of electromagnetic radiation emanations from the TOE;

b) impersonation of authorised users of the TOE;

¢) induction of errors in the TOE;

d) incorrect use (i.e., operation or administration) of the TOE;

e) ma

Ifunction of the hardware, firmware or software comprising the TOE;

f)  physical attack.

(Note that these attacks are not necessarily restricted to cryptographic assets.)
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C.4.2.5 Typical threats
Using the sample inputs to the threat ‘3-tuple’ identified in the preceding subclauses, there are up to 48

specific threats (i.e., 2 threat agents x 6 forms of attack x 4 cryptography-related IT assets). Table C.1 below
provides examples of threats derived in this manner.

Table C.1 — Typical threats relevant to cryptographic assets

T.Type Threat
T.EMI Cryptography-related IT assets may be disclosed to an unauthorised individual or
user via the electromagnetic emanations from the TOE.
T.IMPERSON An attacker (outsider or insider) may impersonate an authorised user of the TOE.
T.ERROR An unauthorised individual or user of the TOE may cause unauthoriséd“disclosure

or modification of cryptography-related IT assets by inducing errorsvin the TOE.

T.MODIFY The integrity of information may be compromised due to the uhauthorised
modification or destruction of the information by an attacker.

T.ATTACK An undetected compromise of the cryptography-related /T assets may occur as a
result of an attacker (whether an insider or outsider).attempting to perform actions
that the individual is not authorised to perform.

T.ABUSE An undetected compromise of the cryptography-related IT assets may occur as a
result of an authorised user of the TOE (intentionally or otherwise) performing
actions the individual is authorised to perferm.

T.MAL Cryptography-related IT assets may be modified or disclosed to an unauthorised
individual or user of the TOE, through malfunction of the TOE.

T.PHYSICAL Security-critical parts of the TOE may be subject to physical attack which may
compromise security.

C.4.3 Organisational security policies
The OSPs (if any) with which a TOE-may need to comply should also be specified in the PP or §T. OSP
statements of relevance to the cryptographic functionality in a TOE and which cannot be sensibly included
within or implied by a threattdescription should be documented. These include (but are not limited to)
statements for:

p) identification and @uthentication policy;
b) user access control policy;

c) audit and‘accountability policy;

d) cryptographic key management policy;

) physical security policy;

f) emanations policy.

PP/ST developers may also wish to apply these OSP statements to non-cryptography-related aspects of the
TOE.

Further information on the various parts of the security policy for a TOE containing cryptographic functionality
and how they can be represented in ISO/IEC 15408 is addressed in C.5.5.
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C.4.4 Security objectives and rationale

Typical security objectives are shown in TableC.2 below.

Note th
objectiv|
a) pro
b) the
c) the
d) the
us§
e) the
f) en
g) the

An indicative demonstration of the suitability of the security objectives to counter the threats is shown in the
Table C.3 below. This table does not necessarily present the level of detail needed for the security objective

Table C.2 — Example security objectives for the TOE

O.Type

Security Objective

O.1&A

The TOE must uniquely identify all users, and must authenticate the claimed identify

baefore. grcnﬁng a-bHser-access-to-the-TFOEfacilitieos-

(

D.DAC

The TOE must provide its users with the means of controlling and limiting access to
the objects and resources they own or are responsible for, on the basis of individual
users or identified groups of users, and in accordance with the set of rules defined
by the discretionary security policy.

(

D.PHP

The TOE should protect itself and cryptography-related IT assets therein from
unauthorised physical access, modification or use.

(

D.INTEGRITY

The TOE must provide the means of detecting loss of integrity affecting information.

(

D.FAILSAFE

In the event of an error occurring, the TOE should preserve a s€cure state.

(

D.ADMIN

The TOE must provide functionality which enables an authdrised administrator to
effectively manage the TOE and its security functions, and-must ensure that only
authorised administrators are able to access such funétionality.

(

DE.EMI

Procedural and physical measures should be taken to prevent the disclosure of
cryptography-related IT assets to unauthorised‘individuals or users via the
electromagnetic emanations of the TOE.

(

DE.PHYSICAL

Those responsible for the TOE must ensure that those parts of the TOE that are
critical to security policy enforcement are protected from physical attack which might
compromise IT security.

at OE.EMI and OE.PHYSICAL are security, objectives for the environment. The rest are the security
es for the TOE. Other security objectives for the environment may address:

cedures for the handling and storage ‘of cryptography-related IT assets input into and output by a TOE
procedures for the operationfand maintenance of a TOE;
level of trust to be placed-in authorised users of the TOE;

training of the authorised users (e.g. cryptographic key custodians, maintenance personnel, genera
rs) who will intefact in some way with the TOE;

physical measures needed to protect the TOE;

ironmental operating constraints (including electromagnetic emanation limitations) on the TOE;

suitability aspect of a PP or ST rationale.
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Table C.3 — Security objectives rationale

T.Type Related O.Type and Rationale
T.EMI OE.EMI - Requiring the use of procedural and physical measures (e.g. room shielding,
distance from the public domain) should reduce the risk of disclosure of cryptography-
related IT assets through the emanations from the TOE.
T.IMPERSON 0O.1&A - Requiring reliable identification and authentication of a user should reduce the

risk of user impersonation.

OoO-EFAl-S A
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occurring should reduce the exposure due to inadvertent modification or disclosure of
cryptography-related IT assets.

T.ABUSE

O.DAC - Requiring all accesses to the TOE to conform to a specified access control
policy should reduce the risk of users performing any operations to which'they do not
require access.

T.MAL

O.INTEGRITY - Requiring TOE to detect loss of integrity increases the chances of erfor

detection.

O.FAILSAFE - Requiring the TOE to preserve a secure state jin the event of an error
occurring should reduce the exposure due to inadvertentunodification or disclosure of
cryptography-related IT assets.

T.PHYSICAL

O.PHP - Requiring protection against physical attacks should reduce the risk of
physical attacks.

OE.PHYSICAL - Requiring the use of proeedural and physical measures to limit
physical access to the TOE to only those\users required and authorised to have
physical access should reduce the risk of a physical attack on the TOE being
performed.

T.MODIFY

O.INTEGRITY - The ability to detect loss of integrity should reduce the chances of
attacker modifying the cryptégraphy-related IT assets.

O.ADMIN - Proper configuration and administration of the TOE should reduce the risK
of modification.

T.ATTACK

0O.1&A - Requiring-teliable identification and authentication of a user should reduce th
risk of unautherised access.

w

0O.DAC - Requiring all accesses to the TOE to conform to a specified access control
policy, should reduce the risk of users performing any operations to which they do not
require*access.

C.4.5 Security requirements

Security objectives may be refined into IT security requirements as indicated in Table C.4 below.

Table C.4 — Derivation of security requirements from security objectives

O.Type Security Objective ISO/IEC 15408
Component

O.1&A The TOE must uniquely identify all users, and must FIA_UID.1-2
authenticate the claimed identify before granting a user FIA UAU.1-5
access to the TOE and the cryptography-related IT assets — .
therein.

O.DAC The TOE must provide its users with the means of FDP_ACC.1-2
controlling and limiting access to the cryptography-related IT | FDP_ACF.1
assets in accordance with a specified access control policy.

O.PHP The TOE should protect itself and cryptography- related IT FPT_PHP.1-3
assets therein from unauthorised physical access,
modification or use.
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O.Type Security Objective ISO/IEC 15408
Component

O.INTEGRITY The TOE must provide the means of detecting loss of FPT_AMT.1
integrity affecting information. FPT_TST.1.

O.FAILSAFE In the event of an error occurring, the TOE should preserve FPT_FLS.1-4
a secure state.

O.ADMIN The TOE must provide functionality which enables an FCS_CKM.1-4
authorised administrator to administer cryptographic keys in | FCS_COP.1
accordance with a specified cryptographic key management
policy.

OE.EMI Procedural and physical measures should be taken to AGD_ADM.1
prevent the disclosure of cryptography- related IT assets to AGD_USR1
unauthorised individuals or users via the electromagnetic S it 4
emanations of the TOE. ecurity operating

procedures

OE.PHYSICAL Those responsible for the TOE must ensure that those parts | Security*0perating
of the TOE that are critical to security policy enforcement procedures
are protected from physical attack which might compromise
IT security.

C.5 Ekpressing IT security requirements

C.5.1 Introduction

This se
containi

Detaileq
security

Develoy
which ¢
use in

parallel
requirern
level). N

C.5.2 ]

Cryptog

which have been/determined from operational and engineering experience, principally with respect tg

cryptog

ction explains exactly how the IT security requirements that may need to be included in a TOH
hg cryptographic functionality can be expressed in\a PP or ST using ISO/IEC 15408.

discussion of the contents of the TOE security environment (threats, OSPs and assumptions) and
objectives parts of a PP or ST are made’in-C.3.

ers should remember that this guidance only applies to the production of PPs and STs for those TOES
bntain cryptographic functionality. s only indicative of the components and families that might be of
specifying the requirements forstuch a TOE and may not take into account functionality needed fof
non-cryptographic issues.(t\does not take into account the need for augmented requirements or the
nents of any predefined functional or assurance packages (such as a claimed evaluation assurancg
either does it explicitly take into account all additional component interdependencies.

[raditional concerns in cryptographic design and implementation
raphic equipment designers and implementers are traditionally concerned with certain vulnerabilitie

aphic-hardware. Table C.5 summarises these traditional vulnerabilities and their traditional solutions.
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Table C.5 — Traditional vulnerabilities and solutions

Vulnerability Traditional solution
Mixing of data and keys Separate physical ports
Exploitation of maintenance access port Specific maintenance role
Mixing of plaintext and ciphertext Separate input and output paths

Red/black data separation

Release of sensitive information due 1o cryptographic TWo internal, iIndependent actions 10 release sensiijve
malfunction information

Disconnect output data path from key generation, kKey
entry, and key zeroisation circuitry

Unauthorised access Identification and authentication

Access control on functions, services, and data

Design errors Finite state machine design

Physical attack Physical security measures

Spurious hardware errors Self-testing

Electromagnetic emanations Electromagnetie.emanations control standards

Table C.6 summarises how the solutions to these traditional vulnerabilities are represented using
SO/IEC 15408.

Table C.6 — ISO/IEC 15408 representations of traditional solutions

Vulnerability ISO/IEC 15408 representation

Mixing of data and keys Modularity (ADV_INT)

Exploitation of maintenance access poft Maintenance access control SFP (FDP_ACC,
FDP_ACF)

Mixing of plaintext and ciphertext Modularity and information hiding (ADV_INT)

Release of sensitive information due to cryptographic Fail secure (FPT_FLS) Modularity and information

malfunction hiding (ADV_INT)

Unauthorised access Identification and authentication (FIA_UID, FIA_UAU,
FIA_ATD) User access control SFP (FDP_ACC,
FDP_ACF)

Design errors Semiformal and formal design (ADV_HLD, ADV_LLD)

Physicalhattack Physical security (FPT_PHP)

Spurieus hardware errors Fail secure (FPT_FLS) Self-testing (FPT_AMT,
FPT_TST)

E:Ubtlul 1 ICIUI Ict;b cirial |at;u| LE=) EI riar |at;u| 1o pU:Iby AOOUI 1 Ipt;UI 1o

For ease of explanation of these ISO/IEC 15408 representations, as well as the typical ISO/IEC 15408
representations identified in Table C.4, the expression of the typical security requirements of a TOE containing
cryptographic functionality is considered under the following six headings:

a) TOE definition;

b) TOE design and implementation;
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c) TOE security policy;

d) TOE security functionality;

e) TOE testing;

f)  TOE operation.

C.5.3 TOE definition

C.5.3.1

The TO

be a fumpctional specification for the TOE. This is to ensure that all the functional requirements defined in the

PP/ST
which is

Note th

function
refinem

C.5.3.2

Component(s) from the ADV_FSP (Functional Specification) family should be used to express the requiremen

for a hig

If there
(Semifo
model,

C.54
C.54.1

C.54.1

Due calle should be taken to minimise and, wherever possible, eliminate design and implementation errors.

should
implem

If greater confidence<in)the design and its implementation are required then it may be necessary tq

demonsg
function

C.5.41

TOE design and implementation

Guidance
E, its components, functions and interfaces should all be fully defined in the PP/ST, i.e. thére should

bre addressed and that the TSP is enforced by the TSF. This also means that a TOE ‘Security policy
consistent with the functional specification also has to be defined (see also 5.5).

at TOE definition is distinct from TOE design in that the definition deals (with defining the TOH

ality and the physical/logical boundaries of the TOE. The TOE design/deals with providing 3
bent of the functional specification that can be implemented.

ISO/IEC 15408 representation

h level description of the user-visible interface and behaviour/of the TSF.

is a requirement for a semiformal design (e.g. a finite ‘state machine design), then the ADV_FSP.3
rmal functional specification) component should beuiséd. If there is a requirement for security policy
hen the ADV_SPM (Security Policy Modelling) family should be used.

General assurance

1 Guidance

be demonstrated in the~PP/ST that the TOE at least provides a high-level architecture appropriate tg
pnt the claimed functional requirements.

trate that thédower levels of design (potentially down to the lowest level) also express the required
ality and_ have been correctly refined from the higher-levels of design.

2 < ISO/IEC 15408 representation

Approp

late components from the 1ollowing tamilies should be selected 10 meet the desired confidence In the

correctness of the TOE design and implementation.

a) ADV_HLD (High-level design)

b) ADV_LLD (Low-level design)

c) ADV_RCR (Representation correspondence)

d) ALC_TAT (Tools and techniques).
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Component(s) from the ADV_HLD family should be used for expressing the requirement to describe the TSF
in terms of major structural units (i.e. sub-systems) and relating these units to the functions that they contain.
The ADV_HLD.2 (Security enforcing high-level design) component should be used if there is a requirement to
distinguish the cryptographic boundary of the TOE from the overall TOE boundary.

Component(s) from the ADV_LLD family should be used for expressing the requirement to describe the
internal workings of the TSF in terms of modules and their interrelationships and dependencies.

Component(s) from the ADV_RCR family should be used when there is a requirement to demonstrate the

Arracnandanca haobtwaaon variniic ranracantatinne Af tha dAncinn
Srresporiatrsecoenwee—vano CSeratiorts-ortre-Geotgh-

The ALC_TAT.2 component should be used when there is a requirement for the development totbe-performed
n accordance with a defined implementation standard (e.g. coding standard).

C.5.4.2 Modular design

C.5.4.21 Guidance
As previously stated, cryptographic designers and implementers are typically concerned that an error in one
part of the TOE may influence other parts of the TOE, and that informatjen,from one part of the TOE|may be
available to the other parts of the TOE that do not require that informatien. These concerns have led to the
following types of traditional requirements:
a)  All input data entering the TOE via the data input interface-shall pass only through the input data pgath;

b) All output data exiting the TOE via the data output interface shall pass only through the output data path;

c) The data output path shall be logically disconnécted from the circuitry and processes perfornjing key
generation, manual key entry or key zeroisation;

d) The TOE shall keep separate data paths foFred data and black data.

The intent of these specific requirements-is to provide engineering guidance that lead to modular|design,
reduce complexity, and minimise effegts of errors in one part of the system.

C.5.4.2.2 ISO/IEC 15408 representation

n order to express requirements for modular design of the TOE in a PP/ST, component(s) from the fpllowing
families should be selected:

n) ADV_FSP (Runetional specification)
b) ADV_HLB (High-level design)
c) ADRVAINT (TSF internals)

d)"~ ADV_LLD (Low-level design).

For example, the low level design shows all the data flows and can be used to ensure that the inputs, outputs,
plaintext, and cyphertext are accessed only by the components of the TOE that need them. The modularity
and layering requirements help ensure that the TOE is designed using sound engineering principles and
hence data is accessed only by the component of the TOE that need it.

Of direct relevance to this are the following elements from the ADV_INT.3 (Minimisation of complexity)
component from the ADV_INT (TSF Internals) family:

a) ADV_INT.3.3C - The architectural description shall describe how the TSF design provides for largely
independent modules that avoid unnecessary interactions.
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b) ADV_INT.3.5C - The architectural description shall show that mutual interactions have been minimised,
and justify those that remain.

c) ADV_INT.3.6C - The architectural description shall describe how the entire TSF has been structured to
minimise complexity.

C.5.5 TOE security policy

C.5.5.1 _Introduction

The PPYST should describe the TOE security policy. The security policy for a TOE containing cryptographid
functionality should include, but may not be limited to, the following aspects:

a) ideptification and authentication policy;
b) usgr access control policy;

c) audit and accounting policy;

d) cryptographic key management policy;
e) physical security policy;

f)  eleftromagnetic emanations policy.
Expresgion of these security policies are typically achieved:through a combination of statements of
organisgtional security policy (e.g., reference to electromagnetic’emanations standards, specification of the
user acgess control policy), assumptions (e.g., physical and procedural measures needed to protect the TOE

and by [TOE IT functional requirements (e.g., specifying the.functional mechanisms which implement the usel
access fontrol policy).

C.5.5.2| Identification and authentication policy

C.5.5.211 Guidance

The typps of users and/or roles and.the means used to authenticate them should be specified in the PP/ST
Typical cryptography-related roles include:

a) cryptographic officer/custodian;
b) system maintainer,

c) system auditor;

d) system security officer;

e) usér/aoperator.

C.5.5.2.2 ISOI/IEC 15408 representation

Appropriate components from the FIA class should be selected to express requirements to establish and
verify a claimed user identity. Typically, component(s) from the following families should be selected:

a) FIA_UID (User Identification)
b) FIA_UAU (User Authentication)

c) FIA_ATD (User Attribute Definition).
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Component(s) from the FIA_UID family should be used to define the conditions under which users shall be
required to identify themselves before performing any other actions that are to be mediated by the TSF and

which require user identification.

Component(s) from the FIA_UAU family should be used to define the user authentication mechanisms

supported by the TSF.

Component(s) from the FIA_ATD family should be used to define the security attributes for

a user.

Component(s) from the FIA_ATD family should be used to define the cryptographic key information as a user

attribhita
ttroTteT

Protection of authentication information against capture and replay may be further achieve
components from the FTP_TRP (Trusted Path) family and/or FIA_UAU (FIA_UAU.3 .=, Unfqg
authentication; and FIA_UAU.4 — Single-use authentication mechanisms). C.5.6.3 contains.further dig
pf the use of trusted path.

C.5.5.3 User access control policy

C.5.5.3.1 Guidance
The TOE should enforce user access to cryptographic IT assets in agcordance with a specified usen
control policy. In the context of a TOE containing cryptographic functionality, the elements of a usern
control policy are:

p) the user roles;

b) the services that can be accessed;

c) the critical security parameters, e.g. cryptographic keys (both unencrypted and encrypted), othe
security parameters (such as authentication.data);

d) the modes of access (e.g., read, write, execute, delete, etc.) to the services and critical
parameters.

User access to the TOE may be(based on a role-based access control (RBAC) policy, an identity]
pccess control (IBAC) policy or a:combination of the two.

n some designs, maintepance personnel may be able to bypass the access control mechanisms o
defined. This policy-must address how, if at all, user information shall be protected from accesg
maintenance personnel. (This may be achieved by procedural and/or technical means.) An example o
policy could be;

Prior to maintenance personnel being allowed access to the TOE:

p) Allthe plaintext information shall be encrypted using a master key.

]~ The master key shall be output and the copy internal to the TOE shall then be zeroised

1 using
rgeable
cussion

access
access

r critical

security

- based

a TOE

containing cryptographic functionality. Thus, an enforceable maintenance access policy may also neg¢d to be

by the
f such a

After the maintenance personnel have performed their maintenance task(s), the master key shall be loaded in

the TOE to decrypt the previously encrypted information.

C.5.5.3.2 ISO/IEC 15408 representation
Component(s) from the following families should be selected:

a) FDP_ACC (Access Control Policy)
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b) FDP_ACF (Access Control Functions)
c) FDP_IFC (Information Flow Control Policy)

Cryptographic keys should be stored in and protected by the TOE. User keys may be protected in accordance
with an access control policy using a component from the FDP_ACC family. System keys may be protected in
accordance with the FMT_MTD family.

At a m|n|mum the FDP_ACC.1 component should be used. The Security Function Policy (SFP) should be
deflned ..... thic aaran AN A t 4o oconteral o crvntaaraniba g ralat I T occata faor all cnbhiante MNanan s
U\Jlllu L~ \J\JIIIPUII\JIIL U OUTTuruvI UUU\J\J\J v UIy'.ILUHIU'.JI I‘y LAAIZ 13"\ I I | UOOULO TUT Al \JUI.IJ\JULO I_IUPUI LAY 1IN}

on the gther functions and SFP for the whole TOE, the FDP_ACC.2 component may be more appropriate.

FDP_ACF.1 should be used to define the requirement to enforce the user access control SFP as follows:
FDP_ACF.1 - Security attribute based access control

FDP_ACF.1.1 - The TSF shall enforce the user access control policy to objects based on{assignment: list of
object dttributes]

FDP_ACF.1.2 - The TSF shall enforce the following rules to determine if an apération among controlled
subject$ and controlled objects is allowed: subject is allowed to perform the desited cryptographic operatiorn
using [assignment: the object].

FDP_ACF.1.3 - The TSF shall explicitly authorise access of subjects 10 objects based on the following
additionfal rules: [assignment: rules, based on security attributes, thatexplicitly authorise access of subjects td
objects]

FDP_ACF.1.4 - The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules
based dn security attributes, that explicitly deny access of subjects to objects].

The subjects in the above case are the users or active,abstract entities (e.g., a process) acting on behalf of
the usel.

Each suybject has the attribute of user identity, surrent role(s), and current time (if appropriate).

The objects in the above case are the plaintext data and unencrypted cryptographic keys. The objects may
also incjude the following additional items: cyphertext data and encrypted cryptographic keys.

Examples of object attributes include the object’s cryptographic function, role associated with the object, users
associafed with the object, object-identifier, and the validity period (if appropriate) for the object.

This segurity policy doesthot address the protection of plaintext or protected (e.g., encrypted) critical security
parameters, such as the authentication information. To protect authentication information (even if encryption is
used), appropriate {families and components from the FMT class should be used (for example, FMT_MSA
family should bedised to specify a policy governing the protection of authentication data).

If the qubject attributes, the desired cryptographic function, and the object attributes satisfy the rule(s
specifiedwith FDP_ACF.1, then the function is allowed to be performed.

The cryptographic key information should also be protected in accordance with the information flow control
policy. The information flow control policy should be defined by using a component of the FDP_IFC family.

C.5.5.4 Audit and accountability policy

C.5.5.41 Guidance
The auditing and accountability requirements for the TOE (if any) should be defined in the PP/ST.

Procedural requirements may include:
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when to inspect the TOE for physical tampering or errors (examples include within a specified minimum
period, whenever a user suspects tampering or that an unexpected error has occurred, whenever a user

may have violated the environmental assumptions, whenever a user may have violated the

responsibilities for the physical protection of the TOE).

b) how to detect and report physical tampering or errors.

If the TOE does implement auditing and accountability functionality, then developers should remember to

ensure that sensitive information (e.g., secret or private cryptographic keys) is not included in any

andit racard
Tt TecoTa

form of

C.5.5.4.2 ISO/IEC 15408 representation
Assumptions should be used to express procedural accounting and audit requirements in the.PP/ ST.
Minimal and basic levels of audit are defined for both the FCS _CKM and FCS €OP families.

requirements, is provided in ISO/IEC 15408-2. Auditable events and transactions should be selected

C.5.5.5 Cryptographic key management policy

C.5.5.5.1 Guidance
Cryptographic keys should be used and administered in @/sécure manner throughout their lifecyg

pncompasses cryptographic key generation, cryptographic key distribution, cryptographic key
including backup, archival, and recovery) and cryptographic key destruction.

C.5.5.5.2 ISOJ/IEC 15408 representation

FCS_CKM (Cryptographic Key Management) family should be selected.

The FCS_CKM family defines the-requirements for the various cryptographic key management fung
the TOE performs one or more of\these cryptographic key management functions, appropriate comp
from the FCS_CKM family should be selected.

C.5.5.6 Physical security policy

C.5.5.6.1 Guidance

and the environment within which it is located, should be described in the PP/ST.

The physical security policy should address the following aspects:

Further

nformation on the use of audit components, as well as audit requirements for, ether supporting functional

carefully

such that important audit events are collected and can be analysed without being lost in excessive audijt data.

le. This
access

To specify the requirements of a cryptographic key management policy in a PP/ST, component(s) from the

tions. If
bnent(s)

The requiremehts of the physical security policy, pertaining to the hardware and firmware comprising the TOE

) The environmental aqqumptinnc (thpqp should he the same as the gpnpral environmental assump

ions for

any PP/ST, whether it includes cryptography or not). These assumptions should typically be modelled as
assumptions (see Clause 8). However, if they directly refer to requirements on the software, firmware
and/or hardware in the IT environment then they should be modelled as security requirements for the IT
environment.

The responsibilities of the various classes of users and administrators for the physical protection of the
TOE (this information should also be in the user and administrator guidance documents).
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C.5.5.6.2 ISO/IEC 15408 representation

Physical, procedural and personnel measures applied external to the TOE are typically expressed as
assumptions. In addition, components from the following two assurance families should be selected.

a) AGD_USR (User Guidance)

b) AGD_ADM (Administration Guidance)

C o) £ +la AN _ANDNMN_£ il I [P N ot 4l + 4 <l F Y
Ompo IUIIL\O} muriTuic - AU AUIVIE IClIIIIIy SITUUIU VT UoTU U TANTTOO  UIT TTYUITTITITTIU TU - UULUTTIcTIt i

physical and environmental constraints under which the TSF should be operated by an administrator.

Component(s) from the AGD_USR family should be used to express the requirement to document the
physical and environmental constraints under which the TSF should be correctly operated by a user.

If the T|OE itself implements physical security requirements then component(s) from the FPT_PHP (TSH
Physicgl Protection) family should be selected for inclusion in the PP/ST. These components can be used to
expresy the physical security requirements to be placed on the TSF to prevent physical tampering of
interfergnce, as well as how to respond to such attacks.

In the [following example, instantiation of the FPT_PHP.2 component expfesses the physical security
requirements for the protection of the hardware and firmware comprising the~TOE. Component FPT_PHP.3
specifieg the action taken to protect the cryptography-related IT assets if tampering is detected.

FPT_PHKP.2 - Notification of physical attack

FPT _PHKP.2.1 - The TSF shall provide unambiguous detection of\physical tampering that might compromise
the TSk. The contents of the TSF shall be completely contained within a tamper detection envelope
which will detect tampering by means such as drilling,-milling or grinding of the TOE enclosure or
cover.

FPT_PHP.2.2 The TSF shall provide the capability to determine whether physical tampering with the
TSF’s aevices and TSF’s elements has occurred.

FPT _PHP.2.3 For the devices/elements.-comprising the TOE, the TSF shall monitor the devices and
elements and notify the user of the TOE when physical tampering with the TSF’s devices and TSF’s elements
has ocdurred.

FPT_PHP.3 - Resistant to physical attack

FPT _PHKP.3.1 - The TSF shall resist the following physical attack scenarios to the TSF’s devices anaq
TSF’s dlements by responding automatically such that the TSF is not violated:

a) The TOE shall be contained within a strong non-removable enclosure. The enclosure shall be
designed sach that attempts to remove or penetrate it will have a high probability of causing
serious damage to the TOE (i.e., the TOE will not function).

b) If thée-TOE cover or enclosure contains any ventilation holes or slits, then they shall be small and
co f f Img IS g,
require at least one 90 degree bend or block with a substantial blocking material).

c) Upon the detection of tampering, all plaintext cryptographic keys and other unprotected critical
security parameters shall be immediately zeroised.
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C.5.5.7 Electromagnetic emanations policy

C.5.5.71 Guidance

The level of electromagnetic radiation emanated by the TOE should be limited in order to prevent the
disclosure of cryptography-related IT assets to unauthorised individuals or users. In addition, procedural and
physical measures should also be taken to prevent the detection of electromagnetic emanations by
unauthorised individuals or users. Similarly, there may be physical shielding requirements relating to the
prevention of electromagnetic interference (EMl)/radio frequency (RF) radiation from unwanted sources for
nedrity or avdallabllily Teasorns.

The evaluation of technical physical aspects of IT security such as electromagnetic emanatiofn_conffol (e.g.
TEMPEST) is not covered by ISO/IEC 15408 (see the scope clause of ISO/IEC 15408-1), althdugh many of
the concepts addressed will be applicable to that area. In particular, ISO/IEC 15408 addresses some [aspects
pf physical protection of the TOE.

C.5.5.7.2 ISO/IEC 15408 representation

Organisational security policy statements (see C.4.3) should be used to define the electromagnetic emjanation
controls required for the TOE.

Given that the evaluation of electromagnetic emanation requirements are explicitly excludgd from
SO/IEC 15408, assumptions should be used to articulate the requirement for the TOE to implemgent that
Security policy. Assumptions should also be used to specify any«procedural and physical measures tHat need

fo be taken to prevent the detection of electromagnetic emanations by unauthorised individuals or usds, or to
prevent unwanted EMI/RF radiation.

C.5.6 TOE security functionality

C.5.6.1 Introduction
Security functionality required to implement-aspects of the TOE security policy are addressed in the preceding
section. This section addresses the remaining security functionality that is typically found in a TOE coptaining
cryptographic functionality.

n order to provide an effectiveé.and secure TOE containing cryptographic functionality, two types of |[security
requirements typically needte'be considered:

n) the cryptographicfunctional security requirements;

b) other non-cryptographic functional and assurance security requirements that support that cryptggraphic
functionality and the TOE security policy.

Discussienof how to express the TOE security policy using ISO/IEC 15408 is limited to C.5.5.

C.5.6.2 Cryptographic functionality

C.5.6.2.1 Guidance

Cryptographic keys must be managed throughout their lifetime. The typical events in the lifecycle of a
cryptographic key include (but are not limited to): generation, distribution, entry, storage, access (e.g., backup,
archive, recovery) and destruction.

As a minimum, cryptographic keys should at least go through the following stages: generation, storage and
destruction. The inclusion of other stages is dependent on the key management strategy being implemented
as the TOE need not be involved in all of the key life-cycle (e.g., the TOE may only generate and distribute
cryptographic keys).
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The actual cryptographic functional security requirements can be considered as two distinct sub- types:
a) functional security requirements for performing aspects of cryptographic key management, e.g.:

- cryptographic key generation;

- cryptographic key distribution;

- cryptographic key access;

- | cryptographic key destruction.
b) funftional security requirements for performing a cryptographic operation, e.g.:

- | digital signature generation and/or verification;

- | cryptographic checksum generation for integrity and/or for verification of checksum;

- | secure hash (message or file digest) computation;

- | data encryption and/or decryption;

- | cryptographic key encryption and/or decryption;

- | cryptographic key agreement.
As statgd at the start of this annex, the scope of this guidance excludes the strength of cryptography, including
key size and strength of algorithm. In fact, no ISO/IEC 15408 functional or assurance family (including
AVA_SOF) should be used for the purposes of evaluating.the strength of cryptographic functions or key sizes
used. This is because ISO/IEC 15408 specifically does not cover the assessment of cryptographic algorithmg
and relgted techniques. Should independent assesstent of the mathematical properties of cryptography
embedded in the TOE be required, the scheme under which ISO/IEC 15408 is applied must make provision
for such assessments. (See also the scope clause’of ISO/IEC 15408-1.) This implies that the scheme could
require compliance with additional standards orieriteria that address this area.
The implementation of the pseudo-random”number generator is also critical to the security of cryptographid
keys ard cryptographic operations. The ‘algorithm and parameters associated with pseudo-random numbel
generatprs should be selected to optimise the degree of unpredictability as well as the size of the random

number| space. A strength of TOE security function claim (AVA_SOF) should be provided for the pseudo-
random|number generator implementation. See also [9].

C.5.6.2)2 ISOI/IEC 15408 representation

Depending on the ¢ryptographic functions that the TOE performs, component(s) from the following families
should e selected/for inclusion in the PP/ST:

a) FCp_CKM (Cryptographic Key Management)

b) FMT_MSA (Management of security attributes)

c) FCS_COP (Cryptographic Operation).

Note that the FCS class is organised into two families: FCS_CKM (Cryptographic Key Management) and
FCS_COP (Cryptographic Operation). The FCS_CKM family addresses the management aspects of
cryptographic keys, whilst the FCS_COP family is concerned with the operational use of those cryptographic
keys. See also [6].

Component(s) from the FCS_CKM family can be used to specify functional requirements which implement the
different aspects of the cryptographic key management policy. The family is intended to support the
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cryptographic key lifecycle and consequently defines requirements for cryptographic key generation,
cryptographic key distribution, cryptographic key access and cryptographic key destruction. This family should
be included whenever there are functional requirements for the management or administration of
cryptographic keys.

However, PP/ST developers should note that:

a) The FCS_CKM family does not provide a specific component for protection of cryptographic keys while in
storage. It is recommended that the components from the FDP_ACC (Access Control Policy) and
ENP _ACE (Acceoce ontrol Eunctione) familine ha cad for tha nrataction of icoar orntaaran iC keyS
FBR_ACE{(Access—Centrol-Funsctiors)—families—be—usedfer—the—protestion—ofuser—-eryptograp

stored in the TSF (i.e., stored as user data). The protection of TSF cryptographic keys (i.e., stored|as TSF
data) should be addressed by use of components from the FPT_SEP (Domain Separation)family or the
FMT_MTD family. Note that either of the FDP or FPT classes may be used to ensure |eonfidentiality

and/or integrity of cryptographic keys.

b) The FCS_CKM family does not provide a specific component for protection of eryptographic kgy entry.
Cryptographic keys may be entered in unencrypted, encrypted or split knowlédge forms. A component
from the FDP_ITC (Import from Outside TSF Control) family should be used1o, specify this requirgment. If
used, the assignment of “additional importation control rules” should be)used to define whether the
cryptographic keys need to be encrypted into split knowledge form or ne¥

C) Aspects of cryptographic protocol security should be expressed.using components from the FGS_CKM
family, and in particular those concerning cryptographic key distribution (FCS_CKM.2).

d) If public cryptographic keys need to be revoked, then the,FCS_CKM.2 component should be [used to
specify public cryptographic key revocation. The reason FCS_CKM.2 is appropriate is that this
component specifies cryptographic key distribution s¢chemes, and distribution of revocation information is
considered to be an integral part of cryptographictkey distribution (e.g., as demonstrated in thg X.509
standard for certificate revocation lists).

Component(s) from the FMT_MSA (Management of security attributes) family should be used t@ define
cryptographic key attributes. Examples of key~attributes include user, key type (e.g. public, private, |secret),
validity period and use (e.g. digital signature, key encryption, key agreement, data encryption).
Component(s) from the FCS_COP famiily can be used to specify functional requirements which perform the
cryptographic operations. Cryptographic operations may be used to support one or more TOE |security
services. The FCS_COP component may need to be iterated more than once depending on:
n) the user application for;which the security service is being used;

b) the use of differént-Cryptographic algorithms and/or cryptographic key sizes; and/or

c) the type orisensitivity of the data being operated on.

f the TOE does not implement, or only implements part of, the cryptographic key management lifecygle, then

any assertions placed on activities or components outside the TOE (i.e., in the TOE environment) sHould be
expressed as assumptions.

.2.0.9 Import, export and inter-15F transter ot cryptographic-related Il assets

C.5.6.3.1 Guidance

Implicit to the implementation of the user access control policy, is the security of cryptography- related IT
assets (such as unencrypted cryptographic keys, plaintext authentication data and other critical security
parameters) being transmitted through intervening untrusted components or directly to/from human users.

It is important that the users are aware of the sensitivity of this information and do not accidentally mix this

information or its sensitivity with other information. Historically, cryptographic designers and implementers
have achieved this by requiring a separate physical port for input and output of such information, thus making
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the users and the TOE aware of the sensitivity of the information. An alternative approach might be to use
security labelling of data.

C.5.6.3.2 ISOI/IEC 15408 representation
Component(s) from the following families should be selected:

a) FDP_ITC (Import from Outside TSF Control)

b) FDP_ETCT (Export o Ouiside TSF Control)
c) FTP_ITC (Inter-TSF Trusted Channel) or FTP_TRP (Trusted Path).

Elemen}(s) from the FDP_ITC.2 component should be used to express the security requirement on the
introdudtion of information into the TOE. It should be instantiated using the user access control SEP.

Elemen(s) from the FDP_ETC.2 component should be used for specifying export rules for'data from the TOE
It shouldl be instantiated using the user access control SFP.

Component(s) from the FTP_ITC family should be used to express the security requirement on the transfer of
cryptogfaphic assets between the TSF and the TSF of other TOE(s). Alternatively, component(s) from thg
FTP_TRP family can be used to express requirements for the input and output.ef cryptographic assets from/to
human users. However, developers should note that use of the FTP_TRR-and FTP_ITC families is mutually
exclusive.

The follpwing example uses FPT_TRP:

FTP_TRP.1 Trusted Path
FTP_TRP.1.1 The TSF shall provide a communication path between itself and local users that is logically
distinct from other communication paths and provides‘assured identification of its endpoints and protection o
the communication data from modification or disclosure.

FTP_TRP.1.2 The TSF shall permit itself-and the local users to initiate communication via the trusted
path.

FTP_TRP.1.3 The TSF shall require.the use of the trusted path for initial user authentication, and inpu

and oultput of unencrypted cryptographic key components, plaintext authentication data, and othe}
unprotected critical security parameters.

C.5.6.4| Maintaining a secure state

C.5.6.4/ Guidance

Historically, thexconcerns over the design errors or malfunctions in a TOE containing cryptographig
functionality have led to the following types of requirements being imposed:

a) In (0] dcl tU pl CVCTI It thc ;I IGdVUItUI It uutput Uf OCI1 IO;t;VC Ul yptuyl aph;u ;I IfUI LI} |at;U| L] tVVU ;I IdC}JCI IdUI It ;I ItUl na
actions shall be required to output data via any output interface through which unencrypted cryptographic
keys or other critical security parameters or sensitive data could be output.

b) When an error in the TOE is detected, the TOE shall enter the error state and suppress all output.

The intent of the first item is to make sure that an error in design or operation of the TOE does not accidentally
release sensitive cryptographic information. (It also implies that the TOE can detect the release of sensitive
cryptographic information.) The intent of the second item is that when the TOE detects an error, it should not
release sensitive cryptographic information. In summary, in the event of an error occurring, the TOE should
always aim to preserve a secure state.
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C.5.6.4.2 ISO/IEC 15408 representation

Component(s) from the FPT_FLS (Fail Secure) family should be selected to express the requiremen
TOE to preserve a secure state whenever an error occurs. For example:

FPT_FLS.1 Failure with preservation of secure state

FPT_FLS.1.1The TSF shall preserve a secure state when the following types of failures occur:

\  TheFOEA s-attempist spert F hic—keys—plaintext »

or other unprotected critical security parameters;
b) Failure of a cryptographic function;
c) Failure of TOE abstract machine tests (start-up, on demand and/or conditional),;
d) Detection of TOE physical tampering (including environmental failure).

This secure state shall mean that output is suppressed and no other functions are performed (U
trusted recovery is performed.

PP/ST developers should note that this component has a dependency on the ADV_SPM.1 (Inform

Component(s) from the FPT_RCV family may optionally need to be used to specify the requirement {
the TOE to a secure state and/or to prevent transition to anvinsecure state.

C.5.6.5 Self-testing of cryptographic functions

C.5.6.5.1 Guidance

mplicit from the need for any TOE to preserve a secure state whenever an error occurs, is the 1
functionality to detect that such errors have actually occurred.

Typically, TOEs are designed to conduct self-tests on the cryptographic functionality to ensure that {
pperating correctly. Such selfstests typically include:

p) start-up (power-up-or-boot) self-tests:

- known answer test;

- software/firmware integrity test;

- statistical random number generator tests.

b)-_ on-demand tests:

t for the

ye data,

Intil the

al TOE

Security policy model) component. In addition, PP/ST developers-will also need to include components to
specify the functionality which may generate an error (e.g. the functionality to perform TOE self-testing).

o return

eed for

hey are

- known answer test;

- softwareffirmware integrity test;

- statistical random number generator tests.
c) conditions and conditional tests:

- generation of private, public key pair, pair-wise consistency test;
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