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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrote
Commission) form the specialized system for worldwide standardization. National bodies that are mem

by the respective organization to deal with particular fields of technical activity. ISO and IEG, te
committees collaborate in fields of mutual interest. Other international organizations, governmental a
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information‘tech
ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, the joint technical committee may propose _the publication of a Technical
of one of the following types:

despite repeated efforts;

future but not immediate possibility of an agreement on an International Standard;

— type 3, when the joint technical committee. has collected data of a different kind from that w
normally published as an International Standard (“state of the art”, for example).

be reviewed until the data they provide are considered to be no longer valid or useful.
Attention is drawn to the possibility that some of the elements of this document may be the subject of
rights. ISO and IEC shall.not be held responsible for identifying any or all such patent rights.

ISO/IEC JTC 1, Information technology, Subcommittee SC 7, Software and systems engineering.

Systems _and'software assurance:

— 'Rart 1: Concepts and vocabulary

— Part 2: Assurance case

chnical
bers of
lished
hnical

non-

ology,

The main task of the joint technical committee is to prepare International Standards. Draft Internjational
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publicafion as

Report

— type 1, when the required support cannot be obtained forsthe publication of an International Stgndard,

— type 2, when the subject is still under technical development or where for any other reason therq is the

hich is

Technical Reports of types 1 and 2 are"subject to review within three years of publication, to decide whether
they can be transformed into International Standards. Technical Reports of type 3 do not necessarily have to

patent

ISO/IEC TR 15026-14_which is a Technical Report of type 2, was prepared by Joint Technical Committee

ISO/IEC 15026vconsists of the following parts, under the general title Systems and software engineeying —

System integrity levels and assurance in the life cycle will form the subjects of future parts.

ISO/IEC 15026:1998, IEEE Std 1228-1994 and IEEE Standard for Safety Plan were used as base documents

in the development of ISO/IEC TR 15026-1.

© ISO/IEC 2010 — All rights reserved
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Introduction

Within software and systems assurance and closely related fields, many specialties and subspecialties share
concepts but have differing vocabularies and perspectives. This part of ISO/IEC 15026 provides a unifying set

in parlicular, those central to the use of subsequent parts of ISO/IEC 15026. This part of ISO/IEC 15026
suppolits intellectual mastery of software and systems assurance primarily at the level of shared concepts,
issues|and terminology applicable across a range of properties, application domains, and technologies.

The appreciation of the contents of this part of ISO/IEC 15026 might undergo change,as work proceeds on the
other parts of ISO/IEC 15026. A revision of this part of ISO/IEC 15026 reflecting/any such changes is
expected to be later published as an International Standard.

Vi © ISO/IEC 2010 — All rights reserved
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Systems and software engineering — Systems and software
assurance —

Daort 1-
It

I d 1.

Concepts and vocabulary

1 Scope

This part of ISO/IEC 15026 defines terms and establishes an extensive and-organized set of concep
their relationships, thereby establishing a basis for shared understanding ‘of the concepts and pri
central to ISO/IEC 15026 across its user communities. It provides information to users of the subsequer
of ISO/IEC 15026, including the use of each part and the combined use of multiple parts.

ts and
hciples
t parts

Coverage of assurance for a service being operated and managed on an ongoing basis is not covéred in

ISO/IEC 15026.

2 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

21
assurance
grounds for justified confidence that a.claim has been or will be achieved

2.2
assurance case
representation of a claim orlaims, and the support for these claims

NOTE An assuranee case is reasoned, auditable artefact created to support the contention its claim or cla
satisfied. It contains the\following and their relationships:

e one or more_€laims about properties;

e arguments-that logically link the evidence and any assumptions to the claim(s);

e a body,of evidence and possibly assumptions supporting these arguments for the claim(s).

2.3
approval authority

ms are

b bl 4L 4L e b L o | 4L ) () b b £ ke aml
ClTity WiuT e dutiurity U UTUIUT Ulal UTc dosuUrdriitt Ldst dllu IS TALCTIL Ul assuldliivt 1t provid
satisfactory

NOTE 1 The approval authority may include multiple entities, e.g. individuals or organizations. These can
different entitles with different levels of approval and/or different areas of interest.

S are

include

NOTE 2 In two-party situations, approval authority often rests with the acquirer. In regulatory situations, the approval

authority may be a third party such as a governmental organization or its agent. In other situations, e.g. the purc

hase of

off-the-shelf products developed by a single-party, the independence of the approval authority can be a relevant issue to

the acquirer.

© ISO/IEC 2010 — All rights reserved
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24
claim
statement of something to be true including associated conditions and limitations

NOTE 1 The statement of a claim does not mean that the only possible intent or desire is to show it is true. Sometimes
claims are made for the purpose of evaluating whether they are true or false or undertaking an effort to establish what is
true.

NOTE 2 In its entirety, a claim conforming to ISO/IEC 15026-2 is an unambiguous declaration of an assertion with any

fataal HH Lit HW Lait dotoilo o Ll Luaaitiati 1 <l vio ot 1+ ol o I £ Ll o £ 4
associgrea CONMUTHOTAanty givinmg CAPTCIT OCtanSTCTOU g T tioT TS O varae S ana arncertan ity 1t COUTU Ot auUuT U e Tatar ey

present, or past.

25
design authority
persor) or organization that is responsible for the design of the product

2.6
failure
terminption of the ability of an item to perform a required function or its inability to pefferm within previously
specified limits

27
fault isolation

ability [of a subsystem to prevent a fault within the subsystem from causing consequential faults in other
subsygtems

2.8
integrjty assurance authority

indepgndent person or organization responsible for assessment of compliance with the integrity-level-related
requirgments

NOTE Adapted from ISO/IEC 15026:1998, in which-the definition is "The independent person or organization
responsible for assessment of compliance with the integritysrequirements."

29
integrity level
denotdtion of a range of values of a property

NOTE Generally, the intention is_that meeting these values related to the relevant items will result in maintaining
system|risks within limits.

NOTE 2  Adapted from ISOAEC 15026:1998.
210

organjzation
persor) or a group ‘of-people and facilities with an arrangement of responsibilities, authorities and relationships

[ISO/IEC 15288:2008]

NOTE This definition and notes are taken from ISO/IEC 15288:2008. The definition in ISO/IEC 15288:2008 was

adapted from 1SO 9000:2005.

NOTE 2 A body of persons organized for some specific purpose, such as a club, union, corporation, or society, is an
organization.

NOTE 3  An identified part of an organization (even as small as a single individual) or an identified group of
organizations can be regarded as an organization if it has responsibilities, authorities and relationships.

2 © ISO/IEC 2010 — All rights reserved
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2.1
process
set of interrelated or interacting activities which transforms inputs into outputs

[ISO/IEC 15288:2008 and ISO/IEC 12207:2008]

NOTE This definition does not preclude the existence of a null process, activity or transformation, or of null inputs or
outputs.

212

process view
description of how a specified purpose and set of outcomes can be achieved by employing the-activities and
tasks of existing processes

NOTE This definition is adapted from the description of the process view concept in ISO/IEC 15288:2008, D.3

213
product
result of a process

[ISO/IEC 15288:2008 and ISO 9000:2005]
NOTE 1 Results could be components, systems, software, services, rules, documents, or many other items.

NOTE 2  “The result” could in some cases be many related individual results. However, claims usually r¢late to
specified versions of a product.

214
system
combination of interacting elements organized to achieve one or more stated purposes

[ISO/IEC 15288:2008]

NOTE 1 A system may be considered as\d.product or as the services it provides.
NOTE 2 In practice, the interpretation of its meaning is frequently clarified by the use of an associativg noun,
e.g. aircraft system. Alternatively, the word “system” may be substituted simply by a context-dependent synonym, e.g.
aircraft, though this may then obscure a system principles perspective.
NOTE 3 Notes 1 and 2 are.also taken from ISO/IEC 15288:2008.
215

system element
member of a set of elements that constitutes a system

[ISO/IEC-16288:2008]

NOTEA A system element is a discrete part of a system that can be implemented to fulfil specified requirements. A
system element can be hardware, software, data, humans, processes (e.g. processes for providing service to|users),
procedures (e.g. operator_instructions), facilities, materials, and naturally occurring entities (e.g. water, organisms,

minerals), or any combination.
NOTE 2 Note 1 is also taken from ISO/IEC 15288:2008.

2.16

systematic failure

failure related in a deterministic way to a certain cause, which can only be eliminated by a modification of the
design or of the manufacturing process, operational procedures, documentation or other relevant factors

© ISO/IEC 2010 — All rights reserved 3
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3 Document purpose and audience

The primary purpose of this part of ISO/IEC 15026 is to aid users of the other parts of ISO/IEC 15026. For
each topic, it first briefly covers what might be needed by engineers and technical mangers new to the topic of
assurance cases or integrity levels. Lists of aspects or examples are provided for concreteness and as
reminders or checklists. While essential to assurance practice, details regarding exactly how to measure,
demonstrate, or analyse particular properties are not covered. These are the subjects of more specialized
standards of which a number are referenced.

If a ddgcision is made to use any parts of ISO/IEC 15026, then understanding certain concepts and terms is
essentfial. This part of ISO/IEC 15026 provides context, concepts, and explanations to aid users in doing.this
as wel| as aiding in the usage of the other parts.

A varigty of potential users of ISO/IEC 15026 exists including developers and maintainers of assurance cases
and thpse who wish to develop, sustain, evaluate, or acquire a system that possesses specific\properties of
interedt in such a way as to be surer of those properties. Users of this International Standard ‘ean benefit from
knowing the included terms, concepts, and principles. For example, while ISO/IEC15026 uses terms
consisfent with ISO/IEC 12207 and ISO/IEC 15288 and generally consistent with the ASO/IEC 25000 series,
rs of ISO/IEC 15026 need to know any differences from that to which they, are accustomed. The
remainder of this part of ISO/IEC 15026 attempts to clarify issues of the concepts”of interest to users of
ISO/IHC 15026.

rganization of report

Clause 5 of this part of ISO/IEC 15026 covers basic concepts such/as stakeholders, product, assurance, and
uncertginty. Clause 6 covers some issues of which users of the\future ISO/IEC 15026-2, ISO/IEC 15026-3,
and I§O/IEC 15026-4 need to be initially aware. Clauses 7,58, and 9 cover terms, concepts, and topics
particylarly relevant to users of ISO/IEC 15026-2, ISO/HEC 15026-3, and ISO/IEC 15026-4, respectively,
although users of one part can also benefit from some of the information in the clauses oriented to other parts.
Clause 8 is for users of ISO 15026:1998, as well as of-the future ISO/IEC 15026-3.

Those|who have curiosity or initial questions abaut ISO/IEC 15026 could find it useful to take an early look at
Annex]A on page 58, the Frequently asked-questions annex. Other annexes cover pitfalls with terminology
(Annex B), ISO/IEC 15026's relationships \te-several other standards (Annex C), phenomena (Annex D) as a
way of helping ISO/IEC 15026 users toJthink about possibilities, security (Annex E), and some related
standgdrds (Annex F). Annex E gives_special attention to security because it is an area expected to be
reIativIIy new to many initial users-0fISO/IEC 15026. However, ISO/IEC 15026 can be used for both positive

concefns, such as high performance, as well as negative concerns, such as security. A bibliography is
included at the end.

5 Bpasic concepts

5.1 Introduction

This dlause ‘covers the terms and concepts fundamental to ISO/IEC 15026: stakeholders, systems and
produgts;-uncertainty, and assurance.

5.2 Stakeholders

5.2.1 Introduction
Through their life cycle systems and software have multiple stakeholders who affect or are affected by the

system and system-related activities. Stakeholders might benefit from, incur losses from, impose constraints
on, or otherwise have a “stake” in the system.

4 © ISO/IEC 2010 — All rights reserved
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5.2.2 Kinds of stakeholders

A given system will typically have stakeholders from several of the categories in Table 1.

Table 1 — Examples of Stakeholders

Product's larger environment

Regulators

Standards bodies

Specific communities (such as government or the banking industry)

National (possibly multi-national) and international laws, regulations, treaties, and agreements

Enforcement personnel and organizations

Competitors

Entities about whom the product contains information (e.g. customers and suppliers)

Evaluators, regulators, certifiers, accreditors, and auditors

Attackers

The general public

Organizational

Sources of relevant policies (e.g. safety, security, personnel, procurement, and marketing policies)

Decision makers regarding acquisition and usage (including requestfor proposal writers and issuers as well as makers of
decisions to acquire or use)

Authorized units within an organization

Directly related to product

Product developers and maintainers

Integrators of the system or software into a larger product (e.g. OEMs or enterprise-wide application developers)

Those involved in product transition (e.g.\trainers and installers)

Product operators and administrators

End users

Others involved throughout the product's systems life cycle (e.g. sustainers and disposers)

System into which product.is incorporated

Other systems interaciing with the product or using the product’s services

Suppliers of sefvices or consumables to product

Product owners and custodians

Project'management

Owners and custodians of elements in the system (e.g. data)

In addition, stakeholders can include non-users whose performance, results, or interests might be affected,
e.g., entities whose software is executing on the same or networked computers.

A different but important kind of stakeholder is an attacker, who certainly imposes constraints or has interests
involved with the system, as in, “Both we and the enemy have a stake in keeping within the laws of war.”
However, some in the security community and elsewhere use the term “stakeholders” in such a way as to
exclude attackers. Attackers can be of many kinds and have a variety of motivations and capabilities. The
issue of how hostile or malicious in intention or detrimental in action an entity would need to be to qualify as an
attacker is unclear.

© ISO/IEC 2010 — All rights reserved 5
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A given system or project might involve more or less of the stakeholders in Table 1. Stakeholder roles and
relative importance can be difficult to establish, for example, who—system funders, customers, beneficiaries,
attackers, benefit gainers or loss sufferers—is more important or should have more influence on which
decisions, including the importance to assurance-related decisions and importance as users of assurance-
related artefacts. The existence and characteristics of potential or actual attackers can strongly influence
decisions.

5.2.3 Stakeholder interests and assets

Stakeholder interests include any benefit, loss, or advantage, e.g., one says, “In the national interests” or “not
in the|interest of the organization” or “not in my interest.” Interests include the wealth and reputations “of
persorjs about whom information is kept. Assets may also be of many kinds, including real estate, facilities,
equipment, people, wealth, information or data, an executing process, or anything else that is of 'value to
stakeHolders." Assets within the system and its immediate environment do not necessarily include@verything
that might be relevant. Examples of those assets about which the contents of the system could facilitate
positive or adverse actions of any kind include shareholder value, facilities, infrastructure, spies) soldiers, and
other Valued objects, processes, or conditions. The relevant stakeholders whose interests are of concern
usually include the system’s owners and users, but developers and operators need ‘to identify relevant
stakeHolder interests and assets and their value or relative importance to the development and operation of
the sygtem.

5.3 Pystem and Product

To be [consistent with ISO/IEC 15288 and 12207, ISO/IEC 15026, Systems and software assurance, uses the
term “system” throughout. Users of this standard who are more fandiliar with using the term “product” should
note that “system” includes products and services that are the results of processes as well as software, and
systenp or software elements or components. While primarily motivated by concern for systems produced (at
least in part) by human-controlled or artificial processes, this is.‘not a restriction on its use. This standard can
be usgd in reducing uncertainty about a system’s dependenc€ on natural phenomena.

5.4 Uncertainty

Uncerfainty is used in ISO/IEC 15026 as an inclusive term. It covers lack of certainty whether the uncertainty
can bg modelled probabilistically or not. This-definition allows the term “uncertainty” to be applied to anything.
Certain communities restrict the appliecation of this term to predictions of future events, to physical
measyrements already made, or to unknowns. While these limited usages may be convenient within those
communities, ISO/IEC 15026 users.span many communities.

5.5 Assurance

While |SO/IEC 15026 uses.a specific definition for the term as being grounds for justified confidence, for clarity
ISO/IHC 15026 seldonmuses the term “assurance” alone.

Generglly, one needs grounds for justifiable confidence prior to depending on a system, especially a system
involvihg complexity, novelty, or technology with a history of problems (e.g., software). The greater the degree
of dependence, the greater the need for strong grounds for confidence. The appropriate valid arguments and
eviderce-10.establish a rational basis for justified confidence for the relevant claims for the system’s properties
need tb be made. These properties may include such aspects as future costs, behaviour, and consequences

Throughout the life cycle, adequate grounds need to exist for justifying decisions related to ensuring the
design and production of an adequate system and to be able to place reliance on that system.

1 The set of stakeholders whose interests are to be preserved or increased excludes adversaries and possibly others
whose interests one might desire to limit, hinder, endanger, or harm. Note, however, that there may be overriding legal
requirements to protect such excluded stakeholders, such as trespassers, thieves and enemy soldiers.

6 © ISO/IEC 2010 — All rights reserved
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Nevertheless, decision makers need to obtain sufficient confidence that is adequately justified. Professionals
that use this International Standard need to supply adequate grounds for such confidence and have its
adequacy correctly judged by decision makers.

NOTE This need can sometimes lead to including the kinds of evidence that the relevant decision makers find most
convincing.

Assurance is a term whose usage varies, but all usage relates to placing limitations on or reducing uncertainty
in such things as measurements, observations, estimations, predictions, information, inferences, or effects of
3] WNS Wi afti JECTIV ievi Wi im. Su uction in u [
provide an improved basis for justified confidence. Even if the estimate of a parameter's value\remains
unchanged, the effort spent in reducing uncertainty about its value can often be cost-effective) since the
resulting reduced uncertainty improves the basis for decision-making.

The term “assurance” may relate to different scopes — from the consequences in the world at large to $ystem
elements and their constituents as well as their interactions — and to any property of;a system. Kings and
examples of properties are covered in 7.2.7.

Assurance may relate to (1) would the system or software as specified meet real-world needs and
expectations, to (2) would or does the as-built and operated system meet the'specifications, or to both (1) and
(2). Specifications may be representations of static and/or dynamic aspects.of the product. One may sgeak of
an external specification, a specification related to the product-environment boundary, or a top-level
specification that may contain some internal design. Specifications\often include descriptions of cagability,
functionality, behaviour, structure, service, and responsibility including time- and resource-related aspIcts as
well as limitations on frequency or seriousness of deviatiofis by the product and related uncertainties.
ISO/IEC 15288 and ISO/IEC 12207 as well as the IEEE standards on requirements divide these concems into
“functional” and “non-functional” ones.

Specifications may be prescriptions and/or constraints (e.g. for and on product behaviours) as well as include
measures of merit and directions regarding tradeaffs: Generally, specifications place some limitations op when
they apply such as on the environment and its conditions (e.g. temperature) and possibly the conditiong of the
product (e.g. age or amount of wear).

6 How to use multiple parts of ISO/IEC 15026

6.1 Introduction

This clause covers issues regarding use of this International Standard. The topics covered are Initialjusage
concerns, Internal structure of parts of ISO/IEC 15026, Relationships among parts of ISO/IEC 15026,
Authorities, and Mitigation of ambiguity.

6.2 Initial-usage concerns

The degcisjon to use one or more parts of ISO/IEC 15026 involves understanding their purpose, scope, and
requirements and considering their fit with the user’s organizations, policies, processes, practices, personnel,
standards and other governing documents. The decision to use ISO/IEC 15026 can be the result |of risk
assessments, needs for information for decision making (e.g., decisions to launch or acquire a prpduct),
cusfomer direction, organizational praciices, or regulatory requirements.

When conformance is not required, the decision regarding use might include deciding to conform but not claim
conformance, to use the standard as guidance, or to conform to or use only portions as guidance.

Decisions concerning their voluntary use need to analyse the feasibility of doing so, including existing
organizational readiness (e.g., need and relevant competencies), riskiness of the situation, cost/benefit
(including the amount of value affected by decisions it would support), the advantages of taking a more
systematic approach to system-related engineering and management activities and decisions, and the
alternative approaches available. On one hand, assurance cases are simply aids for good risk management,
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but on the other hand, they can involve a significant change in thinking and can influence every system-related
activity.

The properties and/or claims covered when using ISO/IEC 15026 are entirely up to the users of the standard
who are responding to their own needs and outside requirements. Any property or claim may be selected,
regardless of its importance or related risk. However, ISO/IEC 15026-2 is intended to be used for high
assurance situations and not low assurance ones, and the other parts are expected to also find their primary
use among higher assurance situations.

ISO/IHC 15026 or its parts can be used alone or with other standards or guidance. They can be mapped io
most ljffe cycle standards, and can use any set of well-defined qualities or properties. Annex C beginsi\fo
addregs these issues.

NOTE Many more or less process-oriented standards exist that are useful for their specificity in the-detail and
methods they contain. Many of these are usable in conjunction with parts of ISO/IEC 15026.

While [ISO/IEC 15026-3 will be generally backwards compatible with ISO/IEC 15026:1998, transitioning to
ISO/IHC 15026-3 will require dealing with some differences. ISO/IEC 15026-3 will open“dp new engineering
and decision options, because it takes not only a standalone perspective but also one that includes relating
integrily levels to an assurance case. ISO/IEC 15026-3 will concentrate more on,the system itself and its
integrify levels rather than on external risk analysis and also includes the creation ef“integrity levels. Clause 8
discuspes integrity levels.

Occasjonally user confusion exists concerning "should". Within ISO/IEC #5026, "should" is used "to indicate
that among several possibilities one is recommended as particularly sditable, without mentioning or excluding
others| or that a certain course of action is preferred but not necessarily required, or that (in the negative form)
["'shou|d not"] a certain possibility or course of action is deprecated but not prohibited" ([129] page 65). No
docunmiented justification is required for doing otherwise.

A final sometimes misunderstood point is that maliciousness and subversion are concerns even when no

securify-related system property is involved. Malicious developers might have an effect on successful
achievement of almost any property.

6.3 Internal structure of parts
The parts of ISO/IEC 15026 are:

— ISO/IEC 15026-1: Concepts and ‘vocabulary: initially a Technical Report and then revised to be an
International Standard and possibly a guidance document.

— I90/IEC 15026-2: Assurance case: will include requirements on the content and structure of the
agsurance case.

— ISO0/IEC 15026-3:- System integrity levels: will relate integrity levels to the assurance case and include
uirements, for their use with and without an assurance case (revision of ISO/IEC 15026:1998).

— I1S0/IEC15026-4: Assurance in the life cycle: addresses concurrent development and maintenance of the
system*and its assurance case, including project planning for assurance considerations.

The future ISO/IEC 15026-2, ISO/IEC 15026-3 and ISO/IEC 15026-4 have a number of aspects designed to
facilitate their use. The main purpose of their structure and layout is to provide separately identifiable
individual requirements or small sets of related requirements to facilitate traceability regarding conformance.
This structure may make a casual or initial reading less smooth, but eases the repeated readings and
references during use.

The parts have limited introductory and explanatory material but are self-contained and intended to be usable
by knowledgeable persons as standalone documents.
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6.4 Relationships among parts of ISO/IEC 15026

While each of ISO/IEC 15026-2, ISO/IEC 15026-3 and ISO/IEC 15026-4 will provide a separation of concerns
and may be used alone, they may be used together as they form a related set. This part of ISO/IEC 15026
provides background, concepts, and vocabulary that are applicable to all three and particularly relates
Clause 7 to ISO/IEC 15026-2, Clause 8 to ISO/IEC 15026-3, and Clause 9 to ISO/IEC 15026-4.

The assurance case is relevant to a greater or lesser extent in all parts. ISO/IEC 15026-2 concentrates on the
contents and structure of the assurance case. ISO/IEC 15026-3 relates integrity levels to their role in

assurance cases, and ISO/IEC 15026-4 provides details on integrating the assurance case into the system life
cycle processes.

While ISO/IEC 15026-3 supports its use with a ISO/IEC 15026-2-conformant assurance casehit also supports
use of integrity levels without an assurance case or with an assurance case that is not entir€ly conformant to
ISO/IEC 15026-2. However, users of ISO/IEC 15026-3 require ISO/IEC 15026-2, as patts of it are rgquired
related to integrity levels. In addition, ISO/IEC 15026-3 places a subset ofv"the requirements in
ISO/IEC 15026-2 on any assurance cases used with integrity levels, and some “are also requirgments
ISO/IEC 15026-3 places on all risk analyses.

ISO/IEC 15026-4 addresses integrating the assurance case into the system’ life cycle processes apd the
concurrent development and maintenance of the system and its assurance case. While more extensjve, its
requirements are consistent with the assurance case life cycle requirements in ISO/IEC 15026-2, althpugh it
can be used with an assurance case that is not conformant to ISOAEC 15026-2. ISO/IEC 15026-3 makes
many points about what can be included in an integrity level's imposed requirements on development and
maintenance or as evidence within an assurance case. ISO/IEC{15026-4 includes assurance-related concerns
across the life cycle and concerns that extend beyond those directly related to the assurance case, in¢luding
project planning for assurance-related considerations.

6.5 Authorities

Parts of ISO/IEC 15026 involve "authorities’-as shown in Clause 3, Terms and definitions. For example,
ISO/IEC 15026-3 includes obtaining agreements between the design authority and integrity assprance
authority.

NOTE For example, a new systemneeds the approval authorities of acquirers to take charge of analyging the
process of creating assurance cases(with the design authority and the integrity assurance authority of the suppliers

However, the "approval authority" for the assurance case is not necessarily the judge of conformance td a part
of ISO/IEC 15026. To the 'extent possible claims of conformance to parts are judged on aspects that ar¢ more
straightforward and more-difficult to dispute than the quality of artefacts and decisions judged in the context of
the system or project._In practice, contracts can explicitly call for the acquirer to be the approval authority or
the approver of confermance to parts of ISO/IEC 15026.

Conflict of fmetivations, competence, diligence, and trustworthiness of any authority are potential {ssues.
Therefore, \parts of ISO/IEC 15026 calling for identification of an authority provide descriptions of their flegree
of independence. This allows decision makers, including potential users of systems, to consider| these
descriptions in deciding the degree of confidence they should have in any approval.

6-6—Mitigatio
Clarity is needed for assurance cases, integrity levels, and defining processes. The requirements for
unambiguous language within the documents it requires are explicit in ISO/IEC 15026. For example, each
portion of the assurance case needs to be clear and unambiguous to its developers, reviewers, and users.
Unambiguous does not necessarily imply precise or deterministic properties or measures, but rather that those
properties or measures can be evaluated. Unambiguous also does not imply lack of uncertainty in
measurement.

Definitions need to be clear. The variety of definitions that exist among the relevant audiences of the systems
and software communities and their specialties and subspecialties and within ISO publications means that
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multiple-word terms or phrases often need to be used. Definitions of single words are unlikely to be shared
across the relevant audiences and communities, and even within a single audience segment the term may be
ambiguous or used in varying ways.

Thus, for lack of ambiguity to be achieved, terms need to be adequately defined and authors, reviewers, and
users of the assurance cases, integrity levels, and defining processes need to have a shared understanding of
the underlying concepts and context.

7 Assurance Case

7.1 Introduction

An assurance case is a means to provide grounds for confidence and to aid decision making. The assurance
case has one or more top-level claims in which confidence is needed and has supporting arguments
connegting the top-level claims with multiple levels of sub-claims. The sub-claims are in turn’ supported by
evidence and, where appropriate, assumptions.

NOTE This part of ISO/IEC 15026 often refers to a single top-level claim. However,this' is not a comprehensive
prescription; an assurance case may have multiple top-level claims.

The miost common purpose of an assurance case is to provide assurance about system properties to parties
not clgsely involved in the system’s technical development processes. Stch parties may be involved in the
systenp’s certification or regulation, acquisition, or audit. More broadly, stated the purpose of an assurance
case if to inform stakeholders’ decision-making and to supply grodnds for needed stakeholder confidence.
Differgnt stakeholders seek to achieve their own goals such as_developing a suitably trustworthy system or
deciding whether or not to use a system in light of the risks.

NOTE In addition, an assurance case can be created simply<to ascertain reality or even what claim is (or possibly
was or Wwill be) true.

Usually, an assurance case addresses the reasons_to expect and confirm successful production of the system,
including concern for the possibilities and risks) identified as difficulties or obstacles to developing and
sustaining that system. Assurance cases include claims about a system, normally that it satisfies relevant
requirgments, and supporting arguments.‘for these claims that are in turn supported by evidence or
assumlptions including their relationships. jTo convince stakeholders successfully, the possibilities and risks
they pgrceive and their doubts should be addressed whether the developers believe these perceptions to be
merited or not.

The agsurance case provides-a multi-level structure of claims, sub-claims and connecting arguments that are
ultimately based on evidence’and assumptions that provide a reasoned, auditable argument supporting a
claim.|Together they show’the truth or achievement of the top-level claim(s) or their falsehood or non-
achievement. Figure 1'shows the major kinds of components of an assurance case.
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Figure 1 — Fragment of Structure

Best first considered with the initial system concept and requirements, the assurance case subsequently
reflects experienced or postulated possibilities and risks; avoidance and mitigation strategies related to its
claims; and an assurance argument.referring to associated and supporting evidence. This evidence can come
from design and construction activities, quality results from reviews, process fidelity records, stahdards
conformance results, personnel qualification records, mathematical proof checkers, analyses, verificatipn and
validation activities, tests and:trials, and eventually in-service and field data.

Any substantive modifications in the system or the assurance case’s top-level claims will necessitate reforded
changes to the assurance case. Such changes can also be generated by changes in the environment| Thus,
an assurance case.usually contains a progressively expanding body of evidence built up during develgpment
and later life cycle activities that responds as required to all relevant changes [[147], p. 5].

The users{of ISO/IEC 15026-2 select the assurance case’s purpose and the system and its rgquired
properties’to be covered by the claim. The assurance case’s argument should be supported by evidenge and,
where-appropriate, assumptions.

A-combined assurance-cassefor multinle broperties—mav be producedThusthe claim's property is Bbssibl
A= mMoRea &R < Fro—RHHpre—propert ARay—HBe—proaHcea—-RdHsS—h rHA-S—PFopety—s— Yy

composed from multiple properties, and these possibly include consequences.

NOTE 1 An assurance case's claim(s) properties required could perhaps include the system’s entire set of
requirements for a property of interest. One example might have a top-level claim composed of (1) required limitations on
consequences (2) functionality and properties of the system itself (e.g. that this functionality cannot be bypassed). The
qualities defined in the ISO/IEC 25000-series include qualities related to functionality and constraints. The Common
Criteria v. 3.1 Revision 2 [30] is also interested in both.

NOTE 2 Industry and agency standards and guides that are explicitly about assurance cases are included in the
Bibliography. Standards or standards-related entries include [147], [150], [151], [155], [156], [157], [165], [166], [181], [182],
[183], [197], [198], and [199].
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NOTE 3 A safety case is an assurance case that is targeted at establishing safety claims. Another kind of assurance
case used regularly is the Reliability, Availability and Maintainability or RAM Case. RAM assurance cases are the topic of
[147]. Another approach to RAM cases is documented in the SAE JA1000 Reliability Program Standard [181].

Assurance case content includes relationships, specifications, definitions, justifications, real-world
consequences, conditionalities, and uncertainties. Contents may include background information and links
providing traceability. Contents need to be sufficient for all relevant stakeholders to be able to comprehend
and evaluate the argument or case presented. Depending on the stakeholder and the anticipated evaluation
context, contents may need to be scaled up or down accordingly, always conforming to ISO/IEC 15026.

To users of ISO/IEC 15026, the practicality of evaluation is a central concern of assurance cases. Evaluation
addregses the issues of establishing estimates of a property’s values and their uncertainty by predi€ting,
measyring including testing, and analysing them. Assurance cases address the question of the uncertainty a
property does or does not (or did or did not, or will or will not) meet its related claim (or claims).

The agsurance case is central to the rational use of systems. Where uncertainty and consequencé are serious
concelns, an assurance case needs to exist whether written or not—otherwise an essential element needed to
provid¢ grounds for confidence (assurance) is missing. These consequences could_ be-either positive or
negatiye (e.g. risk).

Considered as an artefact, an assurance case has quality issues that concern the overall case, claims,
arguments, evidence, and assumptions. Among these quality-related aspects. are the nature of content, its
form @r structure (e.g. method of argumentation or modularity), semantic“issues such as completeness,
creatign and maintenance including tool support, usability and-\presentation, integrity, validity,
undergtandability, and having clearly stated conclusions with explicit dégrees of uncertainty. One article [176]
coverq a substantial list of quality-related characteristics for assurance cases.

The success of an assurance case depends not only on its chatacteristics as a standalone artefact, but also
on the| project processes and the more particular assurance,case methods, practices, techniques, and tools.
Important practices include the assurance case being considered from the earliest stage in an effort; being
planngd, designed, developed, and maintained concurrently with the system; and being used to influence all
activities and systems [148] and Appendix B in [197].

The approach to assurance or the assurance strategy should appear in any feasibility study and be further
elaborited to accompany any operational concept document, and a description of the proposed assurance
case would normally appear in a proposal.-decument during acquisition.

The agsurance case provides an audit trail of the relevant engineering concerns. It provides a justification for
why certain activities have beensundertaken and how they were judged successful. As a living, top-level
contro| document, its status is(cantinually tracked and typically summarized in Assurance Case Reports at
predeflned intervals or milestones. The assurance case usually remains with the system throughout its life
cycle through disposal.

While certification and.regulatory authorities do not always consider everything relevant, every aspect having
potentfal significanf ‘€consequences for meeting the top-level claim or for the confidence of key stakeholders
has a|potential¢place in a full assurance case. It should not only give coherent confidence to developers,
sustaiers, and-acquirers, but also be directly usable by certifiers and accreditors.

ActivitieS-called “assurance activities” overlap with other project activities including those directed towards
evaluati it viti i i
maintaining, and evaluating the assurance case need to be planned and performed and include:

e Create top-level assurance claim from requirements.
e Establish degree of uncertainty needed for information to be used in decision making.
e Establish structure of the argument with sub-claims, including their relationships.

e Create portions of the assurance argument tailored for the desired limitation on uncertainty.
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e Compile portions of the argument and supporting evidence.
o Verify.

e Validate.

e Use as input to certification.

This clause's major subclauses cover Claims, Arguments, Evidence including assumptions, Management and
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7.2 Claims

7.21 Introduction
Selecting the top-level claim and the properties it involves are not restricted by ISO/IEC) 15026, although their
statement is. Top-level claims are often a portion of the total requirements and specification but may be
something internal to the system, related to something the system depends upen_or not directly related to the

primary system of interest. This subclause includes coverage of motivations for claims, their form and [scope,
and example properties they might involve.

7.2.2 Motivations for a claim

7221 Kinds of questions to answer
While the nominal question that the assurance case answers is: (Was, Is, or Will) the claim shown (be) within
the required uncertainty limitations? This question might-be stated as: Will it be good enough for what we
require and are we sure enough about that answer?-However, several other kinds of questions might freadily
be asked:

a) What is the chance that the claim's property will meet its limitations?

b) How lenient would limitations on theproperty's value need to be to allow us to be sure enough that its
values will fall within limitations?

c) What can be shown about the-Claim's property from the evidence?

In addition, several other more open kinds of questions might be asked:

d) What, if anything can we be sure (enough) about regarding this situation or system?

e) What if anything can be ascertained about this situation or system?

f)  Finally;for each of a) through e), one can also ask, for how long and under what conditions?

These questions represent different motivations or starting places for using an assurance case.

Assurance cases can be used to address verification and validation concerns by answering the following

questions:

a) If the assurance case’s top-level claim is met, will this result in meeting real-world intention(s), need(s),
and expectation(s)?

b) Will or does the system as designed, implemented, transitioned, and operated meet the top-level claim?
These two questions need to be dealt with by any approach to the life cycle of a system where risk,

consequences, or uncertainty are issues. Dealing with these questions aids not only gauging feasibility,
suitability, and desirability of development, production, transition, and operations, but also corrective action,
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learning, and improvement. These questions may be dealt with separately or together, and assurance cases
used for one alone, both together in a single assurance case, or both separately as long as the
ISO/IEC 15026-2 requirements for such a combination are met.

Risk management combines degrees of uncertainties regarding achievement of questions a) and b) to
establish the comprehensive, net or residual potential consequences or risk.

7.2.2.2 Categories of requirements

ISO/IHC 25030 provides a categorization for requirements that, while only for software, has relevance to other
aspects of systems as well as to the system as a whole. These categories include functionality, quality (both
interngl and external), development requirements, and quality in use.

Examples of measures of internal quality are given in ISO/IEC 9126-3 (to be replaced by ISOAEC 25022).
Examples of measures of external quality are given in ISO/IEC 9126-2 (to be replaced by ISO/IEC 25023).
Examples of quality in use measures are given in ISO/IEC 25010. Many come from life cycle processes that
follow development, such as manufacturability, marketability, training, maintainability and test
equipment, usability, interoperability, use in extreme environments, legal compliance, 6ost of operation, and
mission accomplishment (not all from ISO/IEC 25010).

Produgers and other stakeholders may prioritize properties such as efficiency and reliability and perform trade-
off stydies between them. Additionally, achieving a quality such as safety, might affect speed or other
charadteristics making them less desirable. Specifying the system’s external behaviour is a system design
activity and, as such, can be fraught with tradeoffs, including ones among.properties or qualities. A number of
techniques have been created for addressing these trades, such as these in [25], [70], [131], [169], and [42].
The specifying of a top-level claim is sometimes the result of analysesvincluding trade-off studies.

The ne¢ed fulfilled by a top-level claim and its assurance case*can be small compared to the concerns related
to the |total system. Will the ground at the site support the(planned structure? Will a sub-function on a new
airplarle be at least as safe as the same sub-function>on similar prior airplanes? Is a tool adequately
trustworthy? Assurance cases may be used for either latge or small requirements or needs.

7.2.3 | Form of a claim

A claim takes the form of a true-false statement concerning a property that may be a combination of other
properties. The term “property” is used quite generally — a property is a descriptive aspect that may have a
claim foncerning it, at least in principle, evaluated as true or false. Subclause 7.2.7 explains properties in
detail.

This upage of the term “property” derives from, is consistent with, and subsumes the broad use of the term
“propefty” in ISO/IEC CD 25010 where it is used spanning properties including properties that are inherent or
not, infernal, external, and\in use or context. In principle, one could apply ISO/IEC 15026 to claims regarding
any prpperty of any importance.

A claim is a truesfalse statement that concerns the limitations on the values of an unambiguously defined
property — called*the claim's property — and limitations on the uncertainty of the property’s values falling within
these limitations during the claim's duration of applicability under stated conditions. Uncertainties also may be
associpted with the duration of applicability and the stated conditions. Thus, a claim potentially contains the

followirg<€empenents:

e Claim's property.

e Limitations on the value of the property associated with the claim (e.g. on its range).
e Limitations on the uncertainty of the property value meeting its limitations.

e Limitations on duration of claim's applicability.

e Duration-related uncertainty.
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e Limitations on conditions associated with the claim.

e Condition-related uncertainty.

NOTE The term "limitations" is used to fit the many situations that can exist. Values can be a single value or multiple
single values, a range of values, or multiple ranges of values, and can be multi-dimensional. The boundaries of these
limitations are sometimes not sharp but rather involve probability distributions, are incremental or have other fuzzy aspects.

Each of these components may have details within it. In particular, the property might include consequences
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constant). This might be done for the sake of exploring or analysing what values of other components
claim (and possibly other properties) would be consistent with these fixed limitations — for examp
property of possessing a certain strength for what duration.

Each of the following can be stated about each of these components within the claim:

e What is required.

e What is planned to be established.

e What is actually shown or established.

e What is possibly or actually contradicted.

NOTE Some subset of them is established within the context of interest at a given moment — e.g., what is n
has been specified, what is planned has been determined, or what has<actually been shown is known.

The quality of a claim depends on it being fully specified;. so the true-false statement may need to be
defined by references to either internal or external material such as definitions of terms or descript
context. Aspects needing supplementary definitionsgmay include limitations on the range of property
(e.g., required degree of achievement or toleranees), its duration of applicability, conditions it requireg
which it depends, properties being combinedand relations or measures used in the combinatio
limitations on uncertainty. While many terms have well-known meanings and even abbreviations
kilometres per hour, that do not need explicit definition, many do, and all terms need to be explicitly
such as units of measure,

Often the conditions under which the claim is said to be true and its duration of applicability are treg
unvarying constants. However; they could be treated as variables and as having uncertainties.
particularly true when the purpose of the assurance case is to simply establish what is true. For ex
uncertainty may exist about the durability of the system or how long it will continue to possess a
Figure 2 gives a simplified/view of the claim’s components and their relationships.
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Figure 2 — Claim

In adqition to the required limitations on uncertainty, a claim can have’ several categories of uncertainty
associpted with it: the uncertainty that is required to be achieved,\the uncertainty that is planned to be
achieved, and the uncertainty that has already been achieved. Thewncertainty about the claim achieved by its
suppolting argument (and sub-claims, evidence, and assumptions) needs to meet any required limitations on
its uncertainty. Finally, uncertainties can exist about uncertainties.

Among the forms in which claims may be stated is in terms of placing limitations on events or the
establishment and preservation of conditions. For example, claims might take the forms of:

e Fgrevents:
¢ |Having desired behaviours and events’
¢ |Limitations on undesirable behaviours and events.
e Far conditions:
e | Establishing (and possibly preserving or re-establishing) the preconditions for desired events.
e | Establishing and)preserving the conditions that preclude (or limit) undesirable events.
To preclude anvent, the relevant condition should imply the negation of the precondition for such an event.
Similafly, onesspeaks of states and state transitions. A state of a system, a possibly relevant condition, can

involve many ‘aspects as [[14], p. 13] states, “The total state of a given system is the set of the following
states] computation, communication, stored information, interconnection, and physical condition.” If a system
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7.2.4 Scope of concern

In different situations or activities, concerns for properties can vary in extent and in time. In extent or nature,
concerns vary across several echelons of lessening scale from the real world to the individual system element
or service, behaviour, or property as well as across their relationships, makeup, contents, and governance. In
time, concerns can exist in a context before the conception of a particular system and beyond a system'’s life
cycle to ultimate consequences and residual obligations. A system-related claim can have a scope of interest
that is on one side of or extends across the system environment.
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7.24.1 Extent

Recognizing these varying scopes of concern, ISO/IEC 25010 defines three different kinds of quality for a
software product:

e Quality in use: the extent to which a software product used by specific users meets their needs to achieve
specific goals with effectiveness, productivity, safety and satisfaction in specific contexts of use.

o External software quality: capability of a software product to enable the behaviour of a system to satisfy

stated and implied needs when the system is used under specified conditions.

e Internal software quality: Capability of a set of static attributes of a software product to satisfy_stated and
implied needs when the software product is used under specified conditions.

A somewhat similar sense of expansiveness exists when conceptualizing where the behaviour, events, or
conditions of interest occur. These might relate to different scopes of concern, including:

e Real world — concerns regarding funds, lives, real property, natural environmaent, and other intergsts of
stakeholders, including allies, adversaries, and neutrals or bystanders.

e System-environment interface — user interface, interface with sensoror” effector, service offered by the
system, service depended upon by the system, intake of consumables, output of system (including by-
products), physical support, interaction with test environment/equipment.

e Internal to system:

e System elements, resources, or assets.

e Non-computing elements, resources, or assets, possibly containing computing or information sub-
elements, resources, or assets.

e Computing or information elements, gesources, or assets — database, stored software, conjputing
hardware.

e System behaviour — internal operations or operations viewed from an internal perspective.

e Software behaviour.

e Enabling functionality - logging, automatic recovery.
Generally, from outside-in (top to bottom of list), the scopes form an ordered layering of extent of cqgncern.
These roughly correspond to layers in an assurance case argument that include consideration of
consequences.-and base their argument on behaviour, events, and conditions in the environment as affected
by behaviour at’ the system-environment boundary, which is in turn the result of behaviour internal|to the

system. Ultimately, concern is usually driven by real-world effects: benefits, costs, and consequgences.
However, everything down to the internal details of the system may be relevant in building an argument,

7.2.4:2 Duration of applicability

The duration of applicability of a claim might be stated in calendar time, as a time interval or intervals, as
during a life cycle process or processes, as during certain activities, as under certain conditions, or in some
combinations of ways. The duration of applicability might result from what is required or what is achievable.
While the duration of applicability is usually a constant, it may have required, planned, and supported values
and should at least be tacitly consistent with the other corresponding values. The duration of applicability also
may have associated uncertainty, but this is not a requirement.
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7.2.5 Consequence

In practice, claims can extend beyond the boundaries of the system or its behaviours. In particular, claims can
place limitations on consequences of a system’s behaviour and/or system-related events, activities, and/or
conditions — especially on the values of consequences. One may refer to:

e Consequence: Any effect (change or non-change), usually associated with an event or condition or with
the system and usually allowed, facilitated, caused, prevented, changed, or contributed to by the event,
condition, or system. It could yield a benefit, a loss, or neither.

e Adverse consequence: Consequence associated with a loss.

e Dgsirable (or positive) consequence: Associated with a gain or avoiding an adverse consequence,

A conpequence has value or is desirable or undesirable from a stakeholder’s perspective, (Vviewpoint or
interedts. A consequence may occur anywhere in the system’s life cycle or beyond. Certain¢effects within a
systenf may be treated as consequences such as wear from use and damage from mishaps. For example,

“The dublishing of the concept for the system induced enquires for both investment andpurchase,” or, “The
systenp was retired and disposed of long ago, but liability remains and new liability claims‘continue to occur.”

7.2.6 | Claim violation

7.2.6.1 \Violation-related terms
The fo]lowing three terms in ISO/IEC 15026 are widely used:

e Fqult: A defect in a representation of a system or a system that if followed and/or executed/activated could
potentially result in an error. It is incorrect and usually thought of in terms of a static representation or a
static instance of the system. Faults can occur in specifi¢ations when they are not correct. (See 7.2.7.3.1.)

e Erfor: An erroneous state of the system.

e Fdilure: An externally visible deviation from the system’s specification.

Under|the same conditions, exercising a fault;might or might not result in an error. Likewise, an error might or
might not result in a failure. At a certain time, a fault, error, or failure can be known or unknown.

Usage|is less uniform for the following four terms also used in ISO/IEC 15026:

malicious input to or interaction with the system that has the potential to result in a fault or/and error (and

. E>¥erna| mistake (e.g. humar’error): External entity’s or entities’ non-malicious action or inaction, or non-
thereby possibly in failure) or an adverse consequence either not intended or not intended to be adverse.

e Atfack: A maliciousaction or interaction with the system or its environment that has the potential to result
in p fault or anerror (and thereby possibly in a failure).

e Adverse.consequence, as defined above.

e Viplation: A behaviour, act, or event deviating from a system’s desired property or claim of interest.

Examples might Include violation of a performance standard, a speed lmit, Imiations on tolerances,
confidentiality, laws, or a claim of suitability.

Human errors (including organizational ones) can be intended or unintended, planned or unplanned, and in
agreement or disagreement with a plan, reflecting a mistaken plan, a cognitive lapse in enacting a plan, or a
non-cognitive slip.
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7.2.6.2 Violation-related concepts

NOTE |In the area of safety the term “violation” is used to refer to a deliberate human contravention of a
procedure or rule.

Threatening entities — also referred to as sources of danger, threat agents, and attackers — can possess
capabilities, resources, motivations, and intentions that enable them to initiate and carry out non-malicious
(e.g. mistaken) or malicious efforts to violate a claim. Violators use their capabilities to take advantage of
system- and/or environment-provided opportunities called vulnerabilities, i.e., “weaknesses...that could be

exploited or triggered by a threat source” [161].2 Non-malicious and malicious entities use specific-mpthods
(e.g., agents and kinds of attacks) that often fall within recognizable patterns referred to as patterns\of pbuse,
failure patterns, accident patterns, and attack patterns.

Systems or their environment often employ countermeasures to limit or reduce the opportunifies for anfl ease
of violations and limit or reduce adverse consequences such as the extent and intensity-efi{damage thaf would
result from a violation. Generally, attackers make gains only after further effort whiley’system stakeholders
make efforts to limit losses. Their respective gains and losses often differ

7.2.7 Properties

7.2.71 Introduction

Properties are a means of description, including specification or definition. A property might include a condition,
a characteristic, an attribute, a quality, a trait, a measurement, and a consequence. A property might be
invariant, or dependent on time, situation, or history.

NOTE In the use of ISO/IEC 15026, a property is usually-expected to be relevant directly or indirectly to a syptem or
systems.

Properties may be of interest for what they were in‘the past, what they are presently, or what they will bg in the
future. Generally, the last is the most importantiin ISO/IEC 15026. As this knowledge involves predictlng the
future, it is often the most difficult and .uncertain to attain. Therefore unsurprisingly, a system’s| future
behaviour and consequences often become principal issues in its assurance.

Many of the properties of interest are-qualities of the system. Several standards and reports provide ligts and
definitions of qualities including. ISO/IEC 9126, ISO/IEC 25010 and the related series, ISO/IEC 2382-14,
ISO 9241, ISO/TR 18529, and.ISO/TS 25238. Several standards or reports mention consequences ass¢ciated
with systems within a specific:domain. Examples include ISO 14620 [90], ISO 19706 [104], and ISO/TS|25238
[116]. Risk management standards also address consequences, for example ISO/IEC 16085 [97].

Several general properties have been mentioned and more are listed below. However, a specific $ystem
requires specified-properties within these general properties. Examples of concern for properties inclyde the
integrity of a barrier, the maintainability of a piece of equipment, the availability of a less than three minute
response by<the fire department, and the early confidentiality of new weapons (e.g. the US F-117 [stealth
fighter). Fof information or data, confidentiality may only be relevant to a portion of the system’s data and
integritysconcerns only relevant to certain operations involving certain data. The limitations on uncerta|nty for
each/engineering application of a property may vary with the degree of seriousness of the property and|that in
turnrusually reflects the possible consequences in the real world.

Properties may include (but are not limited to) dependability-related qualities such as reliability, availability,
integrity, maintainability, correctness, accuracy, safety, confidentiality, accountability, or potential for human
error; time- and resource-related ones such as processing speed, schedulability, throughput, and storage
capacity; and human and organizational ones such as those related to human factors, as well as more global
ones such as profit or mission achievement.

2 For many purposes, the meaningfulness and need to separate vulnerabilities from other weaknesses can be low or
non-existent. In addition, a question always exists about the current and future contexts that are relevant for “could be
exploited or triggered”.
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7.2.7.2 Specifying properties as behaviours

Often the property is specified as a behaviour. For example, a property could be that a certain erroneous state
cannot be reached or that a certain sequence of transitions should (or cannot) occur. During performed
operations, behaviour-related properties might be formally specified as a combination of:

e Restriction on allowed system states (sometimes called the “safety property”).

e System states that must be reached; required progress or accomplishment (Liveness property).

e Canstraints on flows or interactions; requirements for separation.

These| kinds of properties can be stated as conditions or constraints that must be true of the system.3 In
practige, these are non-trivial and modularized, involving time and starting state(s) as well as state-transitions
relateq to interaction with the system’s (or software’s) environment.

If the system states are adequately known or modelled, this approach can also be taken.at the system-
envirohment interface (or software and its environment). One may also wish to modél/the environment if
affectd on and within it or changes in its state are important to overall consequences. This is one way
requirgments related to the environment’'s condition (e.g., a certain condition in_theenvironment would be
catastfophic) and combined system-environment behaviour can be addressed. This is not an unusual situation
as thelsituation of interest is often larger than the system.

Many |kinds of flows such as of gases, fluids, traffic, or information are of possible interest as well as
constraints on them such as non-interference and separations to be maintained. In addition, flow constraints
are offen convenient or necessary to specify aspects of information security [144] including access control
mechgnisms and policies, and restrictions on information overtly orcovertly communicated,

7.2.7.3 Other types of properties
Propefties are everywhere. They include anything objectively measurable and many things that are not.
Examples include shape, colour, attractiveness, available opportunities, reusability, buoyancy, hardness, and

mechgnical strength. ISO/IEC 9126-1, ISO/IEC 26702, and ISO/IEC 25030 list many other product qualities
that cquld be the subject of assurance. Other examples are in the following subclauses.

7.2.7.31 Correctness
Two major kinds of correctness are felevant:

e Caqrrectness of the spegification (or portion thereof) in terms of meeting needs and expectations of
stakeholders and for practical purposes such as being feasible.

e Caqrrectness of artefacts and the system in terms of agreement with the specifications — as well as, by
exfension, agreement during transition, operation, and the rest of the system’s life cycle.

For the latter point, the system might be considered as having two variants of correctness:

e A pystem is correct at its external boundary if it would always meet its external behaviour specification
underthe required conditions. That is, it has no failures

e A system is correct throughout if it contains no faults and therefore is never, under the required conditions,
in an error state. In ISO/IEC 25010 terms, this is an internal quality.

3 f specified formally, this can allow static analysis of conformity of designs and code, potentially adding creditable
assurance evidence.
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Being internally correct (correct throughout) implies being correct at the external boundary, an external quality
in ISO/IEC 25010 terms. A system can be externally correct, however, without being internally correct if it can
tolerate or recover from internal error states and never display incorrect externally visible behaviour.

7.2.7.3.2 Dependability

Dependability is a qualitative “umbrella” term [[14], p. 13]. ISO/IEC 25010 notes that "dependability
characteristics include availability and its inherent or external influencing factors, such as: reliability, fault
tolerance, recoverability, integrity, security, maintainability, durability, and maintenance support.” Several

standards address dependability (e.g. [70], [71], and [75]), and many more address the qualitiescwlthin it.
IEC 50 (191) offers related definitions [69].

Thus, dependability includes reliability, safety, maintainability, integrity, availability, plus related survivability;
and when addressing security includes confidentiality, accountability (knowing who or what did somgthing),
non-repudiation (their not being able to deny it), authenticity, security compliance, and immunity (the degree to
which the product is resistant to attack), In addition, interfacing with humans or usability, particularly error-
prone and inconvenient interfaces, can also have a significant effect on dependability.

Assets may be categorized by attributes related to the dependability property of interest. Examples include
confidentiality (e.g., Top Secret, Secret, Confidential, or Unclassified); degree-of integrity (e.g., accurdte and
up-to-date versus old and with unknown accuracy); or criticality of availability or acceptable dedree of
unavailability (e.g. outage length 0-1 minute, 1-5 minute, 5-10 minutes, 10-30 minutes, 30 minutes-2|hours,
greater than two hours). Ultimately, such categorizations derive from\and are surrogates for the valueg of the
stakeholders’ real-world benefits and losses (and sometimes uncertainties) potentially associated wjith the
property’s preservation and violation.

7.2.7.3.3 Time- and resource-related

Time- and resource-related properties include meeting deadlines, efficiency, and storage capacity. Thgse are
not only important alone but also important in combination with dependability-related and other propertigs.

Many relationships and potential tradeoffs caf?.exist among dependability properties and speed, efficiepcy, or
other time- or resource-related properties:* An example of a property that is relevant to both types is
computational difficulty. Computational difficulty is an issue when one tries to compute something and when
one wants to prevent someone else from computing something. The first is of interest in achieving refpl time
performance and the latter in decryption.

Another example spanning the two types is availability and timing-out on whatever the deadline is|in the
particular measurement of~availability. In the end, the issue in availability is not whether the system will
eventually respond, but willit respond within a specified (e.g., useful or acceptable) time period.

Table 2 lists several properties related to time and resources. These include rates such as throughput or
processor clockingy size, and economic ones. An entry such as “storage capacity” could relate to apything
stored from fuel)to binary bits. These types of properties are often measures of some aspect of performance
and partial measures of merit for a system.

Table 2 — Some time- and resource-related properties

Timing Throughput
e Ontime ° Bandwidth
o Meeting Deadline Speed
e  Schedulability e Rates of Learning and Use
e Delay or Latency Size
e Response Time e Storage Capacity
e Sequence Productivity
e  Serializability Efficiency
e  Order Independent Cost
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7.2.7.3.4 Human- and organization-related

e An almost unlimited number of properties can be associated with humans and organizations. Among
common ones relevant to systems are usability, occupational health and safety, size and reach, physical
strength, mission accomplishment, and benefit and loss.

e Normally, existence of a human interface requires concern for human factors within an assurance case
because almost every property is affected by it particularly any external quality or a quality in use. Human
factors are addressed in several standards, for example [84], [99], and [107].

7.2.7.3.5 Tolerance- and resilience-related
Two cpmmon objectives for tolerance and resiliency are:

e Bgresilient in response to events or conditions.

o Li

mit damage or decreases in benefits.

Among the principles sometimes mentioned in connection with resilience are redundancy, diversity, separation,
generdlity, flexibility/adaptability, and restricting dependence. However, a system can-have several objectives
and agtivities related to resilience and limiting damage including:

e Fdrecast events and conditions.
e Maintain readiness.

e Detect events and conditions (desirable and undesirable particularly the latter including precursors,
w4grnings, near misses, and suspicious events).

e Ngqtify and warn.

e Rgcord (e.g. via logs).

e Sdparation (e.g. by distance, time, barriers, or.flow control).

e Cantinue service, although possibly degraded.

e Dgmage confinement (including by iselation and risk sharing).

e Diggnosis.

e Repair.

e PUt system in a proper.state:

e When current statevis detected or inferred to be illegitimate (recovery).

e Preventively (e.g. regardless of knowing if needed or if indications exist that might otherwise later
experience problem).

e F

efxibility and the capability and tactics to successfully adapt and deal with events and conditions.

e Reserves and reserve capacity.

e Characterization, analysis, investigation of root cause or causer.
e Operational "safety" margins.

e Learn and improve.

e Arrangements or agreements with entities in the environment to provide aid (possibly including alliances).
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The issues also exist concerning the readiness for, response time, speed, capacity, efficiency/cost, and
efficacy of these list entries along with doing them when not needed and not doing them when needed.

Flexibility and adaptability are often provided, at least in part, by humans.
7.3 Arguments

7.3.1 Introduction
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pport —

sub-claims, evidence, or assumptions — to the claim (or claims) it supports. It yields the combined effegt of its

evidence, sub-claims, and assumptions into a conclusion.

The term "conclusion" describes the actually shown or established conclusion regarding, whether

actual

property values (did, do, or will) make the true-false statement true or false. The conclusion‘has its associated

uncertainty - that is the uncertainty associated with the claim's property's actual value(s):=meeting it lim

tations.

The uncertainty regarding the conclusion derives from the uncertainties in<the argument's immediate

underlying support plus the strength or rigor of the argument and its own effect (plus or minus) on unce
For example, several pieces of evidence that individually would leave much uncertainty about the clain
be combined by an argument into support yielding a claim with low uncertainty.

The resulting uncertainty needs to be within the limitations for uncertainty that were allocated or budg
the claim. This required limitation on uncertainty (e.g. it could be interms of limitation on risk) derives fr
uncertainty limitations of claims yet higher in the overall argumént structure and ultimately from the lim
associated with the top-level claim. Limitations on the <€laim in question may be affected by
consequences associated with a sub-claim in the assurance case. This might be the situation if the
relates to a system element whose misbehaviour could have separable consequences of its own.

Figure 3 provides the context for an argument showing how its super-ordinate claim (and sometime cla
implied by the sub-claims, evidence, and assumptions that lie immediately below it and provide its supp
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Figure 3 — Argument Context
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This subclause briefly discusses the variety of reasoning methods that one might see or consider. This is

followed by covering the roles arguments might play in an assurance case, and several issues concerning the
bases for and the structures of arguments.

7.3.2 Reasoning Methods

7.3.21 Introduction

Many methods of reasoning exist: some are more rigorous than others and may produce stronger results,
some pre quantitative and some not, and different ones may be appropriate for different situations. Human
judgement can frequently play a role. For example, using probability related to occurrence of a natural event
contragts with the need for concern for the possibility of an intelligent, malicious action. Regardlesscof.the
methof used to reason and decide, it can be difficult to gain adequate information, understand, and structure
or model the situation in a way that results in very low uncertainty.

Subjedts of and approaches to reasoning differ among communities having differing motivations, mindsets,
and offen multiple methods of reasoning. Methods of reasoning include:

Quantitative:

Deterministic (e.g., formal proofs).
Non-deterministic formal systems for reasoning:
o Probabilistic.

»  Game theoretic (e.g., minimax).

o Other uncertainty-based formal systems of reasoning (e.g. fuzzy sets).

e Qualitative (e.g., staff performance evaluations, court~judgements, and qualitative statements of event
capsality).

Some [examples of methods of reasoning and their'ways of showing something is true (possibly with some
uncertginty) are listed in Table 3 — Example waysyof showing something is true.

24

Table 3 — Example ways of showing something is true

Logic

Reduction (e.g. infer by laws of logic, definition, substitution, simplification)

Generalize to-collection from arbitrary particular member

Contraposition

Contnadiction

Induction

Show existence true by an example

(Show false by counterexample)

By Cases
Probability
Inference (e.g. probability theory)

Induction (e.g. statistics, observations, experiments, tests)
Models

Simulation

Analysis

Agreement among

Multiple methods or instances of showing

Suitable humans
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Complex products and situations — and any involving humans — may be beyond the current state of the art to
“quantitatively” create precise and accurate predictions. In addition, supplementing quantitative techniques
with expert review and judgement is widely used and generally accepted as being a wise necessity.

The legal profession has developed methods that reflect what one might think of as a long history of
experiment. [46] Making decisions through conflicts may not be the best way to gain creditable evidence and a
good understanding, but it does automatically supply doubt and question the behaviour and possibly the
methods being used. This method can lead to categorical thinking, inflexibility ignoring the middle or
compromise position, a strong desire for certainty rather than explicit recognition of uncertainty, and living and

dealing with the consequences. However, this method has a more moderate parallel in the techniue of
multiple working hypotheses.

On the other hand, scientific reasoning appears willing to keep the question open and the decision uhmade
until enough evidence and understanding are achieved. Scientific reasoning tends to use induction, deduction,
analogy, experiment, theory formulation, causal reasoning, and problem solving techniques. [44] Generally,
theories that are at least theoretically refutable and make differing predictions testable are preferred over
competing theories. Lately, experimenting and investigating with “computational’ models (e.g., simulations)
has gained prominence and a role alongside theory and real-world experimentation{and data collection.

Engineering shares with the legal profession the need to make immediate decisions and with the scienges the
desire for making decisions on a firm basis. Regarding venturing into uncertain areas and risks, science uses
the concept of “informed consent” of stakeholders, and engineering cedes of conduct address the prollem of
working within one’s abilities.

Table 4 — Communities with different viewpoints and approaches to reasoning lists some of the communities
and activities having their own — although sometimes overlapping — mindsets and approaches.

Table 4 — Communities with different viewpoints and approaches to reasoning

Mathematical Safety Research
Security Engineering Correctness
Project Management Counterintelligence Risk Management
Crime Financial Regulatory
Executive Management Industrial competitiveness Subversion
Political or social activism Litigation/Liability Espionage
Marketing Buyer Terror

User Diplomacy Revolution
Intelligence analysis War fighting Attacker

Natural disaster

A variety of bases for argumentation and analysis in the assurance case might be used. Choosing the ¢ne (or
few)\to use can include several factors. While not all listed here, one should consider that some argyuments
€an be more complex or difficult to perform than others. However, choosing a tool because it is easy to|use or

theengineersare most famitiarwithr it witt ot atways bethebestthoice - Whiteengineeringsimmptifications can
be appropriate, ultimately the bases for arguments and the methods of reasoning need to yield results that
adequately reflect and do not contradict reality.

7.3.2.2 Subjective Judgment

While sometimes necessary or advantageous, use of subjective judgement within the assurance case can
lead to problems or additional uncertainties, so, generally, (just as with assumptions) the less critical the
judgement is the better. Subjective judgements are used in the absence of affordable, suitable, more objective
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methods and techniques or where needed to supplement or evaluate the results of such techniques. As with
other forms of argument, subject judgements take the form of a claim and its support.

Generally, judgements are expected to be of higher quality if they reflect an agreement among multiple
persons who cover the full scope of knowledge of the situation and the necessary relevant expertise and
experience, and are consistent with known facts. Group decision making has its problems [32], but decisions
made in isolation have their own risks. As with other forms of argument, their conclusion needs to be
accompanied by an estimate of its uncertainty and be reviewed, recorded, and acceptable to approvers of the
assurance case. Finally, if as the result of using human judgement or another form of reasoning a risky

amourjt of uncertainty results, stakeholders relying on the assurance case may need to be warned.

7.3.2.3 Probability versus possibility

Historigally, the assurance case has often been held together by values, uncertainties, and relatiohships dealt
with uging probability-based methods such as statistical confidence, decision theory and Bayesian networks.

The patterns of occurrences of “natural” events and common, non-malicious human behaviours are usually
descrilbed probabilistically. The probability of a natural event contrasts with the concern for the possibilities
open for intelligent, malicious actions whose probability is not determinable ,or-not knowable. This is
particylarly a concern if the adversary deliberately violates any probability estimates’one makes regarding its
behavjour — for example to achieve surprise. This distinction is central to the difference in reasoning between
safety [and security.

Combining probabilities can lead to an expected result. However, €ombining instances of possibilities is
difficult to do in a way that does not simply result in the worse (or best)) possible case. Knowing the worst case
can hgve limited usefulness to decision makers who must consider. limited resources to overcome it when its
occurrence might never or quite rarely happen.

7.3.3 | Roles of arguments

Arguments derive roles from their place in the structure of the assurance case. They also may have roles in
their use by stakeholders, such as for communication among and use by decision makers. Roles include
yielding the combined effect of the evidence, stb=claims, and assumptions that they use, providing a second
argument in support of claim, and replicating”the same argument with different support, which is usually
different evidence.

Issueg| arising from the assurancewcase arguments for the property of interest and different properties or
qualiti¢s can highlight tradeoffs with)other properties or functionality.

7.3.3.1 Combining supports for a claim

An arqument needs tg argue that what supports it is relevant to supporting the claim and that it meaningfully
combimnes what supports it into support for the claim. The argument’s meaning and uncertainty should reflect
those of what supports it and the nature of the argument.

When |they are used to combine supporting evidence, sub-claims, and assumptions into support for a claim,

differept-methods of reasoning vary in their applicability, power, resulting accuracy and uncertainty, and ease
of use Amnng rignmue methods the use of pmhnhility-hnqnd methods to do this rnmhining has the Inngpq’r

and in many ways the most successful history. As mentioned elsewhere, in some situations its applicability is
difficult, questionable, or unsuitable (See 7.3.2.3).

The items supporting the argument have uncertainties associated with them and the argument can increase or
reduce uncertainty. A method of argument can be an additional source of uncertainty.
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7.3.3.2 Using multiple arguments
Three scenarios might exist with multiple arguments all supporting the same claim:

o Different arguments with same support (e.g., supported by same or essentially overlapping sets of
evidence).

e Same argument with different support (e.g., different evidence).

e Different arguments with different support (e.g., different evidence).

Replication of experiments has an important place in science. Replication by someone or an ‘organization
other than the original experimenter can be helpful in confirming a result. Replication can help establish that
previous results were not dependent on some unreported aspect and that they were not the result of uging an
improper method lacking proper interpretation, fidelity, competence or skill, or care in_enacting the method;
making mistakes in recording, analysing, or communicating (including understanding) descriptions or fesults;
encountering a statistical fluke; or maliciousness. Aspects may be unreported or inadequately or misfakenly
reported because they are not noticed, recognized as potentially relevant, accurately observed or megsured,
accurately and completely recorded, or reported in disagreement with records_or in an ambiguous or difficult to
understand way.

The more independent and different the conductors of replications are'from the original conductor (angl each
other), the less likely unrecognized or unreported aspects may exist-that potentially could affect results, or
their meaning or meaningfulness (significance).

Multiple arguments reaching similar conclusions using distinctly different methods or based on d|fferent
conceptual bases generally add credence to the conclusion:

7.3.3.3 Modification of arguments

Modification of arguments can be needed because of changes or because of their weaknesses, stich as
unsatisfactory method, execution, conclusions’or convincingness (e.g., excessive uncertainty). The stfucture
of the assurance case’s argument, particularly modularity and mapping to system design, can make it|easier
or more difficult to create, understand, and modify [134]. Automated tools to aid in recording, maintaining, and
managing assurance cases can help;

7.3.4 Structure of arguments

Overall assurance cases-often make arguments falling into one of two patterns (1) nothing significant went or
is or will be too wrong and (2) everything necessary went or is or will be right or close enough (throygh the
duration of applicability’of the top-level claim) — contrast [182] and [183] with [55].

Both patternsdiave difficulties. The first requires identifying everything significant that might go or be wrong.
This is usually-Called risk identification and analysis. The second pattern, to be practical, must either argue
that only-thie aspects it covers are significant for the assurance case or true within the portions |of the
assurance case where the pattern is being used.

Each'individual argument within the overall assurance case has the objective of showing its immediate[super-
ordinate claim or claims from its immediate subardinate supports This can he achieved either directly from the

evidence and assumptions or by breaking the claim into parts that are related to its immediate sub-claims.

In the latter case, generally all of the things needing to be shown to be true in a claim are carried down and
allocated to one or more of its sub-claims, and the argument shows how the combination of these sub-claims
leads to adequate support for the claim. Sub-claims are generally combined by using specified arrangement(s)
often reflecting system structure. Specifying the arrangement(s) is usually necessary to effectively make the
argument that combines the sub-claims into the claim. As a side effect, breaking down claims can lead to
many of the requirements stated in one claim being repeated in its sub-claims, sometimes verbatim,
sometimes slightly enhanced.
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In addition, assurance cases need sub-arguments covering the integrity of the assurance case (e.g., lack of

tampe

ring) and possibly the validity of the evidence.

To argue a claim directly, evidence or assumptions should be adequate and a number of things should be
included in the argument. For example, SafSec divides the ways of arguing or showing into seven non-
exclusive ways and calls these “frameworks.” Compliance with each framework means meeting certain
standards, such as the organizational roles being defined, including standard ones. Thereby, SafSec provides
one categorization of the rationales for use in direct arguments. For a single claim, many of these
"frameworks" must usually be involved. [[183], pp 24-28] Evidence for a modest sub-claim may be as
extengive. Subclause 7.4 covers evidence.

While
model
While
argum

7.3.4.1

possibly the bulk of significant systems and their environments are somewhat complex and difficult to
it can be helpful to first consider the other extreme of the simple notional state machine in Eigure 4.
clearly idealized, in a limited situation it might provide a basis for thinking about and¢structuring
ents before adding details.
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Figure 4— Simple State Model

Cause and Effect Relationships

To befter understand the problem, ¢onsider reasoning using one of the widely used bases, cause-and—effect

relatio
operat|
effect

nships. Some simplified \‘cause and effect’” chains are shown in Figure 5. Physical processes and
br-system-interaction. offen use cause-and-effect models to underlie arguments. However, cause and
s not as simple a cencept as it might sound.

Realtime Operation

Sensor — Input — Compute — Effecter — Environment — Consequence’s Value
J

Representations of Software
Specification — Design — Source Code — Deployed — Stored Bits — Executed Bits

Safety Trigger |

28

System and Environment — Hazards — Mishaps — Consequences’ Values
Security Opportunity ,
Threat Agent — Threat Capability & Intention — Attack — Detection — Response

t Follow up and Consequences |
System Lifecycle

Reqts. — Design — Implement —V&V— Transition — O&M — Retire — Dispose

Figure 5 — Simplified "cause and effect"” chains
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While sometimes straightforward, many times cause and effect relationships are difficult to define, co

mplex,

subtle or indirect. Table 5 lists some of the ways in which relationships are categorized and characterized, and

its length indicates that several subtleties can be involved in using them in arguments. Cause and

effect

arguments are quite important, but in practice often judgemental [173] and questionable [59] as well as

problematic for how humans learn and perceive [23].

Cause-and effect relationships can relate many factors to an effect or a single cause to many effects a
chain together in complex relationships such as cyclic networks. For example, they can be highly sens

nd can
itive or

non-linear, multi-way, cyclic, dynamic, involve feedback, involve humans as well as physical phenomena, and

reflect coincidental as well as systematic timing and linkages and may possibly be emergent.

Two link-related aspects of cause and effect that need to be considered are (1) common-cause failure
the common links are not well understood, (2) multiple coincidental events (not all of which are linked) th
together cause an undesirable consequence.

Example Consider an accident caused by three events: (a) the operator was late to work because of a W
related traffic jam, (b) the river near the plant overflowed, (c) there was an unnoticed crack/in the plant foundation.
(a) and (b) have a common cause - a storm. Event (c) is independent.

The concept of “resonances” has been introduced as one approach to thinking about complex systems,
predictability, and self-caused events [59]. While one aspect of the approach fits well phenomena s
rogue ocean waves, for many situations it is an analogy. A related_ternt is "normal accident." Nevert
whether complexity is desirable or not, relationships are often complex.

In part, the difficulties sometimes experienced with reasening about cause-and-effect and somg

where
at can

eather-
Events

lack of
lich as
neless,

other

common modelling techniques result from the system's behaviour and combined effects from interacting with

its environment often resulting in emergent phenomena:=.in the case of both normal performance ang
failures. This means the relationships between individGallcomponents or aspects and the overall result
subtle and complex and, therefore unsurprisingly, what will happen is difficult to model or predict.

NOTE Describing the resulting situation in the context of the safety of modern complex systems one expert s
a 2007 presentation, "Explanations of accidents cannot be limited to “component” failures and malfunctions — eithe
or in combination. In complex socio-technical_systems, accidents often arise from normal performance variabi
interacts in unintended and unanticipated ways. The target for safety management should not be to reduce risks

many
can be

fated in
r alone
ity that
, but to

increase the intrinsic ability on all levels-of- a system to adjust its functioning in the face of changes and distutbances

(resilience)." [58]
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Table 5 — Relationship aspects that are possible bases for or relevant to arguments

1. Existent or non-existent 2. Extensive or limited

3. Dependent or independent 4. Strong or weak

5. Established or postulated 6. Sensitive or insensitive

7. Known or unknown 8. Acyclic or cyclic

9. Credible or not credible 10. Positive or negative feedback loop

11. Ppausibte +2—Stabte-or-unstabte

13. Deniable (plausibly or convincingly) 14. Intentional or unintentional

15. Reputable or non-reputable (non-repudiation) 16. Purposeful

17. Lpng-time or new 18. Non-malicious or malicious

19. Permanent or temporary 20. Trustworthy or untrustworthy

21. Well-established or tentative 22. Trusting or untrusting

23. Jommon or uncommon 24. Private or confidential, or public or exposed

25. Ffequently occurring or unique 26. Goal-directed

27. Ubiquitous or local 28. Multiple-objectives

29. Invariance 30. Cooperative or uncooperative

31. Jorrelation 32. Competitive or non-competitive

33. Qause and effect 34. Giving, taking, or sharing

35. (ne-to-one, one-to-many, many-to-many 36. Supplier-consumer.

37. (ne-way or two-way 38. Request and‘teceive

39. Sgatic or dynamic 40. Centralized or decentralized

41. Direct or indirect 42. Peer-to-peer or controller-slave

43. Sfraight-line or roundabout 44. Useshared resource

45. Simple or complex 46.>Support shared dependent

47. Positive or negative 48. Shared variables

49. Direct or inverse 50. Message passing

51. Re-enforcing or detractive 52. Decision-making

53. fnflz?t(izéliir;cr;)reasing or decreasing (e.g. force 54. Informational, physical, or social

55. Sppportve or unsupporte T o a0, Seclogial soeologcl
57. Hnabling or hindering
7.3.4.2 Conditions and Events
The agsurance-case needs to cover all the conditions and events that could have a significant negative effect
on the|conclysion of the top-level claim including its uncertainty. The potentially relevant universe of conditions
and eVents can be hard to initially identify [2], and ascertaining which ones might have a significant effect can
be difficuttwithoutatteastinitiatty - inctodingthenimtheassurance case—tm—somecases;theconditions—and

limitations associated with the top-level claim provide a limited universe, and it can readily be covered.
However when this happens, it can be an indication that the assurance case is taking an unrealistic approach.

NOTE One set of conditions and events that should be avoided is composed of those requiring functionality or
features in the system that are not part of its specification or not needed. However, if these extras are unavoidable then
the resulting possible events and conditions need to be covered.

For any system interacting with humans or possibly just near humans, human factors will normally raise

concerns that should be covered. Among the items that need to be considered are time (absolute and
duration), activities and tasks (use, administration, maintenance, transport, storage, installation, retirement,
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disposal), possible conditions in the environment (e.g. weather, vibration, stacking, and surfaces), input and
interactions, human characteristics or behaviour, transfers of control (e.g. ownership, custody, lease, theft,
capture, seizure), or modes of operation or system events or conditions. Others include opportunity or danger
and their sources of uncertainties or phenomenological causes.

System dependences are an important source of concern, and might possibly result in consequences that
affect stakeholder interests. History, analyses, and system characteristics and qualities can give clues to what
might happen. Many lists devoted to particular domains, industries, kinds of systems, locations, environments,
or qualities exist and can be consulted. Finally, to aid in addressing this identification, Annex D provides

substantial but high-level lists and a number of references to online lists and other relevant material.

Historically, some kinds of conditions or events have received more attention than others. Perhaps, the
problem aspect that has received the most attention is system failure. A substantial volume .0f chefklists,
practice, and literature exists concerning system failure (e.g. [2], [77] Annexes A and B,{17] Chapter 18
pages 475-524, and Annex D particularly after D.3). While much of this work has |béen done [in the
communities addressing safety, security, or human error, system failure can result inAdess achievement of a
positive property or consequence as well as negative properties or losses.

An assurance case will be more likely to approach completeness if it includes consideration for possjbilities
that are:

e Known items with relevant information about them known (obtainable)— ensuring none are overlooked.

¢ Known kinds of items with the relevant instance's existence,cgharacteristics, or values unknown (known
unknowns).

For completeness, one also considers the possibilities of:

¢ Known kinds of items whose existence, characteristics, or values are known but their relevance is
unrecognized (unknown knowns).

e |tems not known to be relevant or to exist 'and nobody knows their characteristics or values (unknown
unknowns).

7.3.4.3 Subdivision of Arguments

Recognizing that the reality being-argued about is often complex, the overall assurance argument needg to be
broken down into layers of claims and sub-claim(s) where the objective is for the sub-claim(s) to be egsier to
show or closer to the evidence than the claim above them. A claim can be transformed into a sub-clajm that
implies it, or it can be bfoken into parts that together imply it. The task of the breaking a claim into subiclaims
that are connected td it)by an argument can be difficult. However, several bases can be used for doing this.

This connectionof layers and the arguments that connect them are typically developed using both top-down
and bottom;up.approaches. The top-down approach breaks the claim down so smaller, more manapeable
arguments;:can be used in justifying the claim. The limitations on required property values and ass¢ciated
uncertainties within a top-level claim are first established deriving from analyses and the purposes| uses,
expectations, and intentions regarding the assurance case. The sub-claims derive from what is required for
the claims and arguments above them. What is required should be met by the established "actual" valugs and
tincertainties derived from the claim’s supporting arguments, evidence, sub-claims, and assumptions.

Support’ can include contrary as well as SUpportive aspects.

The bottom-up approach identifies potential sub-claims, evidence, and assumptions and either: tries to show
the desired claim from them or simply asks what can be shown from them (almost always done but particularly
done when assurance case is not being built to show a predefined top-level claim). A gap analysis (comparing
the top-down and bottom-up results) may be used to identify what additional argumentation or argument
support (sub-claims, evidence, or assumptions) are needed to justify the claim.

One basis for division into sub-claims is an argument "by cases". That is an argument that argues that (1) the

claim is true for each of a set of conditions (e.g. night and day, temperature ranges, range of sizes) and (2) the
set of conditions together subsume the complete condition under which the claim needs to be true. The same
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does not follow from showing something is true of each (and every) instance. The statement, "It is true of each
part, so it is true of the whole," is often false.

An argument is only relevant for the condition (often including context) it presumes or applies to. The same is
true for sub-claims, evidence and assumptions. They should apply to the relevant condition and this fact can
be used as a criterion to determine which evidence to create or use, what an assumption should cover, and
which of the claims already shown to be true might be used to support an argument. This does not mean that
evidence from similar but not identical conditions or situations is irrelevant. On the contrary, evidence
concerning prior versions of the system or the same system used elsewhere can have substantial relevance

even though not as much relevance as evidence from the condition or situation to which the claim directly
applies.

Examples of ways of subdividing arguments include argumentation over subsystems, life cycle or’ usage
phase$, modes of operation, kinds of use, conditions of environment, phenomenological aspects,levels of
abstragtion, terms used in a claim, based on combining multiple measurements or multiple other properties,
over development activities, over test results and other evaluative results, over history possibly over of a
collectjon of histories of product instances, over risks, over causes or partial solutions; over kinds of
consequences, or argumentation using some other existing analysis or structuring method (e.g. HAZOP or
Ishikawa categories where appropriate).

subdivisions are based on the effects of composition of components\within the system or their
ination with aspects of the environment. Examples range from the compeosition of metals in an alloy to

e—to show something the designer was trying to achieve is or will be true. Likewise, the same parallel
n rationales can exist for manufacturingand other activities, because the rationale for why they are a
certair] way applies to the properties of interest-in the assurance case. Together, they are trying to achieve the
properties and show this achievement.

7.3.4.4 Universality

Some [arguments may be of appropriate form, but nevertheless inadequate in practice for a real system. For
example, consider the following argument. If the system is in an acceptable (e.g., safe) state, each and every
one of| the individual actions’/within the system will result in the system being in an acceptable state, whether
done doncurrently with-gther actions or not. Therefore, if started in an acceptable state, the system will always
remair) in an acceptable state.

The pg@ssible practical problems with such an argument include:

e Sdme “actions when performed under certain circumstances actually do take the system from an
acceptable state to an unacceptable state

e The premise concerning concurrency turns out not to be true.

e Conditions or events happen that violate the assumptions of the argument (e.g. conditions outside of
those under which the system was designed to operate and behave properly).

e The system was not designed to handle certain situations (possibly the designers never thought of them).

e States thought at design time to be acceptable have unintended or unanticipated consequences that are
unacceptable, such as interference among parts or something in the environment.
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Underlying many of such practical problems is the problem of achieving universality, e.g., the need for
everything to be correct, the need to deal successfully with everything that might happen, or the need for all
consequences to be tolerable. Generally, arguments should cover situations where one or more universalities
is not previously being achieved or is not true. This, of course, requires that the system or its environment
have provisions for these situations either individually or collectively. A simple example of a collective
provision might be that if anything not within the acceptable set of events or conditions occurs, the system
shuts down and humans are notified.

Some lack of universality means that construction of an argument requires the system or its environment to

make provisions for this lack that can be used as bases for argumentation. Many approaches exist undgr such
labels as fault tolerance, safeguards, safety or security controls, safety margins, risk mitigation; ‘and risk
sharing (e.g., by acquiring insurance).

NOTE 1 In addition to making such provisions, the problem can be reduced by such actions as increasing generality of
the system, designing conservatively or with safety margins, preventing or avoiding problems or theirearly detectjon and
removal and exploiting the system environment to obtain help while avoiding over-reliance¢as’well as attempting to
achieve universality within the areas where universality is feasible (e.g. manufactured bolts are alt' within toleranceg) — and
perhaps also when coming close (or even closer) is feasible. Why have unnecessary problems?

NOTE 2 For software, [172] provides coverage of fault tolerance and [17] Chapter 18 addresses handling |system
failures.

7.3.4.5 Seeking to contradict

Experience in several fields has shown human propensities¢to perceive things that support their gxisting
opinion or desired outcome while not perceiving or misinterpteting things that do not. The human tendgncy to
conform has also been observed in occurrences of groups«eaching agreements among themselves wjth this
very agreement causing a strong loss of objectivity. Several fields have institutionalized a process that
systematically introduces contradictory evidence and_argument normally by having participants whose gxplicit
role is to do so. Examples include legal trials and systems engineering red teams.

Efforts constructing assurance cases need tobe concerned with these tendencies to conform. An argument is
to some degree strengthened if an effort 40 contradict it fails if this effort could reasonably be congidered
serious enough that contradictory argumient or evidence would have been identified if possible. Ever] when
such efforts are not successful in contradicting the assurance case argument, they can identify issues,
weaknesses, conditions, events, or:other possibilities that need to be considered by the assurance cgse but
had not previously been considered. Such efforts may also contradict only some portions of the asslirance
case causing them to be reworked.

A decision needs to bg made concerning the kinds and amount of resources to devote to an effort at
contradiction. Leaving\plausible areas for discovering weaknesses or unconsidered errors is unwisg. The
decision on the carrect amount might be made initially or later after observing the ongoing rate of|return
yielded during perHormance of the effort.

7.3.5 Summary

Arguments are the glue that holds the assurance case together. At each, from the top-level claim to underlying
evidence or assumptions arguments relate the claims supported to support provided by its subordinateg at the
next lower level — sub-claims, evidence, or assumptions. Often an approach based on identifying all significant

risks IS used to structure the overall argument In the assurance case.

A variety of methods of reasoning can be used in argumentation. These vary in their applicability, power,
resulting accuracy and uncertainty, and ease of use. The sub-claims, evidence, and assumptions supporting
an argument have uncertainties associated with them, and the argument can increase or reduce uncertainty.

Arguments need to deal with not only "normal” conditions but also possibilities that parts of the system will not

behave as intended and that unforeseen events or conditions can occur including unintended or unforeseen
consequences.
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Assurance cases often provide rationale for a system being appropriate for a use. When an assurance case
fails to show the top-level claim one can change the system or strengthen the assurance case. However, a
better choice for systems that already exist or are well along in their development, is to reconsider:

e What claim can be adequately argued?

e What use can be made of the system given this weaker or different claim?

P055|bly the system can st|II be used under I|m|ted cond|t|ons in a smaller market or wrth added safeguards

originglly mtended stakeholders should accept added risk and tolerate reduced beneflts or other adverse
consequences.

NOTE Standards or approaches labelled as being for "evaluation" or "assessment" can sometimes be- useful in
identifyjng argumentation methods or methods of combining evidence as well as in identifying relevant information for use
as evidence. This is true for "evaluation" or "assessment" of system, process, technology, organizational aspects, and
particular qualities.

7.4 Evidence

7.4.1 | Introduction

A close connection exists between argument and evidence. The evidence\needs to support the argument
used, pnd the argument needs to be such as to effectively use the evidence — evidence either customarily
obtaingd or especially identified or designed (e.g. especially collected or created). Constructing arguments to
include the use of evidence that already exists or will be created-or/collected anyway is efficient and often
necessary. However, custom evidence can be needed to fill gaps_in this evidence, and it can be designed to
provide especially effective support.

Some jevidence, such as results from certain types of testing, can be easy to ascertain the meaning of, have a
known| uncertainty, and can easily have their meaningfulness to the argument established. Others, such as
those ferived from inadequate or incorrect sampling“can have meanings that are difficult to clearly identify,
cannol be readily generalized, or leave huge amounts of uncertainty.

Eviderjce can be generated as a customarycresult or artefact or because it is needed for the assurance case
or for ¢ertification or licensure. All evidence 'might be useful in the assurance case, and no evidence should be
unthinkingly ignored. Subclauses cover General issues, Meaning and meaningfulness, Kinds of evidence, and
Assessments, certifications, and acereditations.

NOTE Depending on how the\creator of the assurance case conceptualizes it and the amount of inference that has
already| been done from the evidenhce outside of the assurance case, evidence can be said to be supporting an argument
or diregtly supporting a claim,

NOTE 2 A distinction\is made between direct evidence that reflects relevant properties directly and backing evidence
that concerns the natufe, quality, characteristics, and history of the evidence.

Eviderjce notwonly is better if it is derived from the conditions that the claim applies to, but also is better when
together it¢is relevant to the entire relevant condition. Showing that this is true of the evidence is another
argumentthat brings its supports together to show its claim.

7.4.2 General

For any area or property, many means of obtaining evidence exist. Among these are human experience,
history, observations, measurements, tests, evaluative and compliance results, analyses, defects, and
inferences. Evidence can already exist, be newly created or collected, or be planned for the future. The
evidence should achieve the objectives claimed in the assurance argument [[147] MoD DefStan 00-42 Part 3,
section 9.1] and should be obtained both for the argument and against the argument (counter-evidence). The
body of evidence can become quite large and may need to be organized by some evidence framework.
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Among the areas that evidence can be derived from are:

e The entire lifecycle and across the supply chain.
e The environment.
e Intentions.

e Processes.

e Means and resources (including people and tools).
e Work products.

o Field experience.

e Support.

e Capabilities (possibly not yet exercised).

When judging the credence to be given to a piece of evidence, its relevance \visibility, traceability, and
are crucial factors. Quality issues concern both the origination and the preservation and handling
evidence. Origination-related issues include feasibility, conformance tostandards and procedures, \
subjectivity, accuracy, uncertainty (e.g., measurement uncertainty), affordability, and, ultimately, credibil
usefulness. Therefore, one should confirm that the evidence is generated or collected, managed, val
stored, and used using acceptable practices and controls. SafSec states, "Evidence shall be perm
traceable and managed in such a way as to provide later¢feaders confidence in its source, conten
validity.” [[183], page 9]. Another guidebook [161] indicates

e Evidence should be uniquely identified so that argumients can uniquely reference the evidence.

e Evidence should be verifiable and auditable.

e Evidence should be protected and controlled by configuration management (CM).

e Evidence needs to be accompaniedby the metadata needed to properly use it within the assurance

Weaknesses in evidence's validity-can significantly affect, even destroy, its usefulness.

7.4.3 Meaning and meaningfulness

To properly use evidence-in support of an argument or claim, both its meaning and meaningfulness nee

established. The meaning(s) of evidence can be easy or difficult to ascertain, but it generally reflects the;:

e Subject ofithe“evidence.
o Properties about which the evidence is relevant.

For example, one might need to ask, "What are we really measuring here?".

quality
of the
alidity,
ty and
dated,
anent,
ts and

case.

d to be

The evidence's meaningfulness to each argument or claim that it supports is usually influenced by:

e Its accuracy and the uncertainty associated with its accuracy.

e |ts generalizability beyond the instances from which it directly originated.

e The remaining uncertainty about inferences from the evidence (e.g., as reflected in its statistical

significance in testing a hypothesis).

e The relevance of its meaning to the argument's or claim's subject and its attributes (e.g., entity, property,

conditions, and durations of interest).
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Usefulness of evidence can be reduced if it cannot be stated in terms that can be used by the method of
reasoning being used, e.g., not stated probabilistically. The usefulness and meaningfulness of evidence is
addressed in several standards or guides. For example, [161] states:

e Evidence should be sufficient for its use in the assurance case arguments, including both its quality and its
provenance (history).

e The stated context and criteria apply to each piece of evidence. (e.g., relevance to version, and conditions
and duration of applicability)

e Where inputs, states, or conditions can vary, the evidence covers all possibilities or a sufficient sample.of
them to justify the argument.

The Igst point addresses generalizability. Many analyses cover all possibilities but few tests do; however,
some fests may ensure detection of all faults of a certain kind. In addition, some tests are more generalizable,
such gs if they use a statistically sound sample.

Docunents [197] and [199] include material relevant to evidence in general and from afalyses, testing, and
field sprvice experience. The following list, loosely adapted and enlarged from these ‘two sources, covers
points [related to making testing evidence more meaningful and providing backing evidence:

a) Tgst guidance, procedures, standards and tools defined.

b) Tdols used validated and verified.

c) Tgst procedures validated and verified.

d) Tgst equipment calibrated and resulting certificates available:

e) Tgsting covers where possible and practical:

1) Complete top-level claim.

N

Needs of arguments (or sub-claims) directly supported by testing.

Relevant properties.

Top-level claim conditions and what is possible during its duration of applicability.
Adequate coverage of the_.input domain.

All possibilities or can/be generalized to them.

N oo o b~ W

Any aspect not_adequately covered by tests is covered by another method such that altogether
adequate caverage results.

f) Tgsts reflect.needed (low) uncertainty:

1) _Needed uncertainty reflected in documents governing testing.

2) Needed uncertainty reflected in test specificafions.

3) Complexity of claims and related input analysed and used in selection of test data.
4) Consequences of failing analysed and used in selection of test data.

5) Tests adequately thorough.

6) Needed uncertainty reflected in test criteria and criteria for ending testing.
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g) The test methods and techniques used are appropriate for the properties under consideration.

h) Rationale for item and item recorded, reviewed, and subject to audit for the following:

—_—

Test specifications — created independently.

N

Objective for each test.

w

Test procedure.

o O A

)
)
)
) Quality evidence for test procedures.
)
) Testresults.

)

7) An analysis of test results.

8) Detected and implied faults analysed.
i) Testing versus operation:

1) Tests' configurations identical to operational.

2) Differences between the operational and test environments identified and effects assessed.

j) Conduct of testing:

1) Testing performed independently.

2) Test guidance, procedures, standards and tools followed:
i)  Procedures or tools used to ensure;
[) Testing follows test procedure
II) Results satisfy the test criteria

3) Test observed independently and reports produced.

4) Test environment-and activities recorded accurately.
k) Tests meet test criteria.

[) Testing results provide required support for arguments (or claims) directly supported.

Test criteria (e.g. for acceptable test results) complete and correctly reflects support needed.

This last point-is simply a restatement of what testing is supposed to achieve related to the assurancs
This list-dees not include more general evidence regarding testing such as personnel competenc
adequate‘time, resources, and facilities. Reflecting reality, the list is long and varies from concerns tha

case.
e, and
t apply

to alltesting to those that some might use only when unusually low uncertainty is required. The sources give

limited indication of where the items in the lists lie along this dimension.

7.4.4 Kinds of evidence

The introduction (7.4.1) provided a broad list of areas from which evidence might be derived. Further evidence
that can contribute to the assurance case includes ensuring that, for each of the areas listed below, the
evidence is adequate and that adequate observations and measurements are created or collected and

recorded:
1) The quality and history of the people who produced it.

2) The quality and history of the tools used in producing it.
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3) The quality of the environment in which it was produced.

4) The characteristics and history of the processes, activities, tasks, methods, techniques, and technology
used to produce it.

5) The quality of the definitions, policy, and procedures governing the processes, activities, tasks, methods,
and techniques used in production and the fidelity with which they were followed.

6) Characteristics of the designs including the extent to which they can be practically reasoned about and
pfovide resilience.

7) Quality and results of analysis and simulations.

8) Results of reviews, audits, tests, and other evaluations of the system.
9) Proofs.

10) The execution and operations history of the system.

11) Related experience and consequences.

NOTE IEC 60300-3-2:1993, Dependability management — Part 3: Application-guide — Section 2: Collection of
dependability data from the field [70] can be relevant — even in some situations not invelving dependability properties.

12)

ndications of the realism of the assumptions made.

This list does not cover all the evidence that is needed. Consider‘the lists in [182] and [183] that include a
numbaer of areas on which risk-oriented arguments might be built:

¢ Ornganizational: the goal is achieved by some organization.
e Prpcedural: certain actions have been carried out:
e Risk Directed Design: “document a justification for achievement, by the system, of each residual risk; and

document a justification that the evidence of achievement of risk reduction is appropriate for the level and
importance of the risk reduction.”

e Meodular Certification and Technical Modularity: organizational or system interfaces, particularly with
external systems, need the “other” side of the interface to justifiably have the assured qualities claimed. In
addition, “Module boundaries shall match the organizational boundaries.”

e EVidence: requirementshave been established for the recording, handling, and characteristics of evidence
to pe used.

contradictory evidence easier. Thus, similar to the need to achieve claims, the need for evidence drives
system development and maintenance decisions. These decisions include evidence selection, generation, and
maintenance as well as making this evidence easier to obtain.

7.4.5 Assessments, certifications, and accreditations
A substantial body of relevant experience and practices exists in the assessment, certification, and

accreditation communities. Certifications and their related techniques can add to the evidence available for the
assurance case and an assurance case can supply evidence needed in certification. However, many
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regulatory agencies and certification processes do not offer the freedom for system producers to provide what
they consider to be the best assurance case and to use it for approval, certification, or proof of compliance.

The aviation and nuclear power industries have long histories of standards and certifications, and the security
community in ISO/IEC JTC 1/SC 27 has been working on the topic of assurance for many years. Security
examples include the Common Criteria, FIPS 140 for cryptology, and ISO/IEC 27002 Information technology.
Code of Practice for Information Security Management combined with ISO/IEC 27001 (formerly with UK
standard BS7799-2:2002) form a basis for an Information Security Management System (ISMS) certification of
an operational system. The UK Ministry of Defence and Civil Aviation Authority have also produced standards

of interest including assurance-case-based standards for reliability, maintainability, and safety — e.g| [147],
[150], [151], [197], and [198]. Many ISO-related standards are listed in the Bibliography.

Standards exist addressing the assessment of software and systems processes. Three ‘examplgs are
ISO/IEC 15504 Information technology -- Process assessment, the Capability MaturitygModel Intepration
(CMMI) from the Software Engineering Institute in the U.S., and I1SO 21827 - Systems-Security Engineering
Capability Maturity Model.

The safety community (e.g., commercial aviation) has used certification (designated agent or licensure)|of key
personnel as part of its approaches. A number of safety and computer security certifications exigt from
management-oriented ones to technical ones about specific products — for ‘example, certifications from the

International Information Systems Security Certification Consortium (ISC)2 and the SANS Institute.

7.5 Management and life cycle of assurance case

Management and life cycle activities include those directly inyvolving the assurance case and the effect that the
assurance case has on other activities. Results would be bést'if the assurance case were considered frpm the
beginning of concept development, used to influence all agtivities and systems, and became an integral|part of
the overall engineering process. These activities could<all be done only if the system and the assurance case
were being developed concurrently. The scope of the’set of activities covered by ISO/IEC 15026-2 is d|fferent
if the assurance case is developed concurrently with a system or developed for an existing system.

This parallel nature of development rationale’ and argument is but one of the advantages of congurrent
development of the system and its assurance case. The development process and the system can be|aimed
not only at achieving the claim but doing so in a way that can be shown to be adequate by the assurance case.
The assurance case influences the.§ystem by causing it to be developed in such a way that an argurment is
more practical to construct. This oftén results in a simpler system (at least internally), a system whose $ystem
elements can be used in isolation to show certain sub-claims, and an arrangement of system elements such
that reasoning about the composition is both within the state of the art and practical. Concurrent progesses
can include requirements covering more conditions and events as well as adequate resilience, methodg being
used that produce few faults, and validation or verification being targeted to what needs to be shown and
showing that adequately.

The life cycle of\the assurance case is not always the same as that of the system. Clause 9 more fully covers
the assurange“case within the system life cycle processes. The assurance case life cycle is cpvered
normatively’in ISO/IEC 15026-2 only insomuch as to adequately ensure that the quality and usefulnesq of the
assurance case would not be clearly endangered by actions within processes, activities, and tasks. The full
possibilities for relationships and integration between the system and assurance case life cycles are cpvered
in"[SO/IEC 15026-4.

Activities involving the assurance case can extend beyond its duration of applicability to cover areas such as
archiving and any obligations and liabilities remaining after its duration of applicability. Process or activity
issues include not only the “process” in a limited way but assurance case methods, practices, techniques,
tools, and environment as well as the responsibilities, competence, motivations, ethics, independence, and
organizational affiliation of all involved. Concern for the effort being well orchestrated can include having a
single individual being responsible for the entire assurance case.

Concurrent maintenance is covered during the duration of applicability as well as during any concurrent

development with the system. Considering just the assurance case itself several specific activities should be
done such as configuration management and approvals.
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One of the principal uses of the assurance case is in risk management. Following ISO/IEC 16085 [97], all risks

should

be considered concurrently. In practice, this includes risks related to:

e The system and its life cycle.

e The assurance case and its life cycle.

e The project.
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7.6.1
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viduals.
sets inside and outside the system.
e environment.
vernments and regulators.
ciety and nations and their interests.

Decision making using the assurance case

Introduction

surance case provides information and reduced uncertainty{o_decision makers. It provides a basis for

confidg¢nce that end-users need in the system before they feel comfortable using it and that the producer

needs

While
the as
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where
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before releasing the system.

activities such as independent evaluation add to grounds for confidence, the bulk of the wherewithal for
surance case might be satisfied as part of the processes that produce the system. Without this, how
the producer rationally have and maintain thetonfidence they need? Moreover, the absence of such
vithal might be grounds to support a determination of inadequacy.

ecision makers do not need the full assurance case but need presentations with the relevant content in
they can understand and use. Care‘is needed to ensure that such presentations and the full assurance
re consistent and that needed information is not missing from the presentations.

of the assurance case mightneed to answer three questions:

w confident am | in thé accuracy of the assurance case?
der what circumstances is the system trustworthy?
all I actually-place trust (reliance) in the system?

d to these are the questions of:

a) W

hat-does the claim make as a claim about the system’s (future) behaviour?

b) How good is the agreement of the system’s (future) behaviour with its claim?

¢) How uncertain should | be about my answer concerning the system’s agreement with its claim?

d) What will happen in the environment?

e) How uncertain should | be about my predictions concerning the products environment?

40

© ISO/IEC 2010 — All rights reserved



https://standardsiso.com/api/?name=3d86cf975a1a1c832ab3d57abf36214c

ISO/IEC TR 15026-1:2010(E)

and additionally:

f)  What does the combination of answers to a)-d) mean?

g) How uncertain should | be about my answer to what the combination means?
h) What will happen?

i)  How uncertain should | be about my answer to what will happen?

And lastly:
j)  What should | decide to do?

For many kinds of systems, such as large systems or pieces of software, answering~these questio
always been difficult. Some assurance cases might only answer a) and a non-malicCious version of g
would appear to leave a number of questions unanswered. In theory, an assurance ‘case should ans
through i), thereby making the answer to j), easy.

7.6.2 Degree of assurance and confidence

The degree of confidence that can be or is justifiably engendered based on a specific assurance cas
vary by individual or organization and the situation. The less unceértainty about an assurance case’s
the higher the degree of justified confidence. Arguably, “high-confidence” is not a synonym fo
uncertainty” or “high-assurance”. It is possible to have a high«degree of unjustified confidence. This con
of an amount of uncertainty (e.g., related to the correctness of the as-built system) into a degree of j
confidence in suitability for certain applications is not straightforward or well understood. This situation
exacerbated when maliciousness is involved.

For this and other reasons, consequences are sometimes directly included within the assurance case
this closes a logical gap, it does not removesthe decision maker's act of judgement regarding the n
degree of confidence.

Historically, the use of assurance has often included the assignment of risk-based levels that were U
match the functionality and uncertainty of the system or system element with its use as well as
guidance to producers aimed atlachieving the appropriate functionality and uncertainty. First, a struc
levels or categories might include terms or methods for answering a) through c). Examples for a) might i
automobile kilometres peritreé 'and crash ratings, fire retardant rating, safe or vault rating, and credit

Ns has
). This
wer a)

e may
Claims,

“low-
ersion
istified
can be

While
nerited

sed to
giving
ture of
nclude
rating.

For b) an example might be' a reliability rating, and for c¢) the standard deviation yielded by reliability festing.

Presumably, the degrees-of inadequacy and uncertainty in meeting a claim are related to how the syste
produced and to what'evidence was collected and how. Production and collection could be guided
assigned level, as with integrity levels (Clause 8). The nature of this guidance and the fidelity with which
followed couldgive input to b) and possibly c¢). Possible consequences might be indicated by asset va
sensitivity levels, e.g., secret or top secret.

Levels have sometimes been used to give the answer to d) (e.g., level of economic activity or threat lev
the desired answer to f). Levels are also sometimes used to invert the process used to answer f) and sq
a) (required behaviour) as well as give corresponding guidance to ensure this answer to a) will be achie

m was
by the
it was
ues or

el) and
Ive for
ed (or

passibly hn’rtpmd) and yield an acceptable (nr fnlprahln) answer to h) This is done _for example |
analysis to go from level of risk to required integrity level.

doing

When this cannot be done for lack of input or an invertible process, the safest answer in the worst case is to
give guidance aimed at achieving the best possible answers to a) and b), although this is likely to be overkill.

Having done so, the question becomes, “Is the best possible good enough?” In practice, the theoretical
usually exceeds the best feasible and this in turn exceeds what is practicable and affordable.

ly best

Despite difficulties, these are fundamental questions that need to be addressed in a practical way. The

assurance case with its claims, arguments, and evidence provides one such way.
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8 ISOI/IEC 15026 and integrity levels

8.1 Introduction

Integrity levels are suitable for use for certain levels of risk or to support an assurance case and impose
criteria especially on the project, evidence collected, and system. This clause outlines some of the issues and
concepts underlying integrity levels and their use particularly for the users and potential users of

with th
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6 shows an overview of the mental model underlying much of ISO/IEC 15026-3. Consequences take
blues from their affect on the interests (e.g. on their funds, health, equipment, or natural environment) of
olders. Such a consequence occurs when its precondition exists, and such preconditions‘occur as a
bf conditions in the system's environment and the system's behaviour. A behaviour of the@ystem occurs
ts precondition exists within the system, and conditions in the system occur because of rior conditions,
| behaviours within the system some of which are the result of input from the environment. Likewise
pons in the environment can result from initiating events in the environment.

of events and conditions can lead to the preconditions for consequences at their roots. Sequences of
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pons and initiating or transition events are often not inevitable; the transitions. can be treated as chance
and consideration given to their timing and possible variations in size or value.

Environment, Stakeholders I
| /' .

= | Stakeholderinterests |

| 4 .

* | Values:of consequences |

| A .

. Consequences |

! Y :

- Occurrences of |

| preconditions for .

. consequences I

I Occurrences -

. of conditions |

I A .

- Occurrences of |

| initiating events .

I L] —_— [ ] L] L] _? .

Occurrences of . I

Product I | product behaviours ||

| 1 :

' Occurrences of |

I product internal .

| conditions I

: Occurrences of |

initiating events

I-———I——-l

Figure 6 — System and Environment
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A basic strategy is the prevention of preconditions for adverse consequences, the initiating or transition events
leading to them, and the preconditions for those. Another strategy is to limit the possible adverse
consequences, e.g. their size, duration, and propagation.

Subclauses cover Defining integrity levels, Establishing integrity levels, Planning and performing using

integrity levels, the key issues of Conditions and their initiating or transitioning events, Issues and limitations in
using ISO/IEC 15026-3, Outcomes of use, and a brief Summary.

8.2 Defining i ity level

The specifications associated with an integrity level document two kinds of related requirements, called the
"integrity level" and "integrity level requirements":

a) "Integrity level” — What the integrity level fulfils or claims: namely that the system or'€lement megts:

1) A certain target for a property such as risk, reliability, or occurrences of dangerous failures.

2) Within specified uncertainty limitations.

3) Under specified conditions.

b) "Integrity level requirements™ — What it imposes on:

1) What is done and how, when, etc. — including on organization, processes, activities, tasks, methods,
means and resources including personnel anmdy“tools, work environment, communication,
management or coordination, record keeping, and\ether aspects of performance.

2) The system or element — including on associated material, services, and artefacts.

3) The evidence to be obtained possibly including limitations on its associated uncertainty.

The first, the requirements to fulfil, are called the "integrity level." For clarity and to better specify what is
meant, ISO/IEC 15026-3 sometimes useS)the term "integrity level's claim" for the requirements the integrity

level fulfils.

Ultimately, evidence is central to'designing and evaluating the design of the integrity levels. To be accgptably
established, the designed levels should be shown to be such that:

1) If the required(évyidence exists and meets the criteria regarding it, it will be adequate to mget the
required limjtations on property values and uncertainties implied by the requirements it fulfils from a).

2) Meetingthe integrity level requirements imposed on evidence by an integrity level will show the
meeting of all the integrity level's requirements.

The requirements related to integrity levels can differ for different circumstances such as aterials (e.g.
software-Versus concrete) or construction or testing techniques (e.g. destructive versus non-destructive),.

Whether thinking in terms of individual claims or assurance cases, the needed system integrity levels|derive
fromrthetimitations o thevatuesanduncertainties regardingthe property vatues of thesystenritsettand/or its
elements (e.g. behaviours and contents). These properties of the system itself are under specified conditions
that often include aspects of its environment. At least conceptually, these derive in turn from the limitations
regarding consequences or from the top-level claim of the assurance case. More particularly for the assurance
case, the evidence generated in conforming to an integrity level should adequately support the sub-claims
supported by it.
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8.3 Establishing integrity levels

8.3.1 Introduction

Risk analysis is used to establish the needed integrity level for the entire system. This risk analysis may or
may not involve an assurance case. Once the integrity level is established for the entire system, integrity
levels need to be established for what it depends upon including its internal elements.

8.3.2 Risk-analysis

Risk apalysis establishes the required integrity level for the entire system. The activities in risk analysis cannot
generdlly succeed by only an outside-in or inside-out approach (likewise top-down or bottom-up), nor canthey
succegd in a single attempt. The analysis needs to be approached from several directions, and a serious early
effort ¢an be useful. Risk analysis is an ongoing and iterative process that should balance what-is not yet
knowable with what needs to be known and that should be prepared for learning and change.

Therefore all of the activities will normally benefit from the following steps:

a) Inyolvement of relevant expertise.

b) EXamination of the environment of the system with resulting identifications.

c) Raview of history relevant to the situation and similar situations.

d) Rgview of relevant standards and publications.

e) Sgqrious concern for completeness and efforts to evaluate the,degree of completeness of results.

f) B(ild an improving representation and understanding ‘of the situation and keep records of information
reJevant to this even if it is not immediately needed:

To estpblish what the required system integrity levels are, one establishes the following:
a) THe real-world requirements on consequences.
b) THe limitations on values and associated uncertainties of claims regarding consequences.

c) What these consequence-related limitations imply are the required limitations on values and their
agsociated uncertainties regarding claimed properties of the system itself and its elements.

d) THe combination of design and properties of the implementation is required within the system to ensure
meeting these limitations on values and uncertainties.

These|need to be followed by establishing:
a) THhe integrity level requirements that if met will adequately assure the limitations on property values and

their dncertainties required of the implementation of a system and its elements for them to be adequate in
cgmbination with the design.

b) What should be done and shown to establish that the realization of a system and its elements meets
these integrity level requirements within the limitations on uncertainty.

Consequently, integrity levels most directly derive from the severities of the property values and associated
limitations on uncertainties regarding whether the system’s implementation adequately meets its verification-
related claims about the properties of the system itself. The integrity levels resulting from risk analysis are a
translation of the values of consequences into the occurrences and timings of conditions or behaviours of the
system. This translation is propagated to the integrity levels internal to the system and of its dependences as
they are also in terms of occurrences and timings. Thus, integrity levels are a codification of what is needed to
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be done and shown for various ranges and severities of limitations on property values and their associated
uncertainties.

NOTE Property values and their uncertainty values can vary in meaning. The uncertainty of the correctness of a
given response might be reasonably thought of as the related reliability of the system. On the other hand, the uncertainty
regarding whether the system's reliability is within a range, e.g., greater than a certain value or between two values, is
distinctly different than the reliability of the system.

ISO/IEC 15026, including ISO/IEC 15026-3, does not cover risk analysis in detail. Many standards and

yuidal 1T dULJUIIIUI ItD CA;Dt that Uffcl yuidc:illcb fUI Iiblr\ dl |a=yaia dllltlI wdarll ald ill thc ;CIIUI Itifibdt;ull Uf MY tent'al
adverse consequences. IEC 61508 "Functional safety of electrical/electronic/programmable electronic)safety-
related systems" [75] and IEC 300-3-9 "Risk Analysis of Technological Systems" provide approaches|to risk
analysis. As safety-specific terminology is used in IEC 300-3-9, the terms "hazard" and “harm” shquld be
interpreted as "dangerous condition" and “adverse consequence,” respectively. IEC 60300 Depengdability
management [69] also provides guidance. Annex D can help with identification of dangers:

Other specialized standards include 1SO 13849 [89] on machinery, 1ISO 14620 [90] on space systems,
ISO 19706 [104] on fire, ISO/TS 25238 [116] on health informatics, ISO/IEC FDIS_ 27005 [124] on information
security, and UK CAP 760 [199] on air traffic and airports. Also of possible interest are the more genefal risk
management standards ISO/IEC 16085 [97] and ISO/IEC 15939 [96].

8.3.3 Element integrity levels

Once risk analysis has established an integrity level for the enmtire system, integrity levels need|to be
established for what the system depends on. This can be complicated by not being free to assign integrity
levels for dependences on existing external elements or existing internal elements being reused. Thus| given
such constraints and the integrity levels required of the system’s behaviour at its various external inteffaces,
required integrity levels need to be assigned to elements whose behaviours are depended upon in¢luding
internal elements.

An element needs to be assigned an integrity_level at least as high as that required by any of its usgs. The
integrity level required by a use depends onithe integrity level required of the element using it and [ts role
within the design of this using element.

Redundancy, diversity, and separationtor isolation can affect this level. If failure of an element can only result
in a dangerous condition in combination with other elements being in a particular state, then possibly ope can
assign a less stringent limitation to the element's failure occurrences than otherwise assigned. If an eJement
offers one among several opportunities offered by different elements to result in a dangerous condition, then
its integrity level might possibly need to be higher than that required of their combined behaviour.

While often the samé as that of a using element, the property (possibly including multiple primitive properties)
required can be affeCted by its role within its using element's design.

Thus, a system.element is assigned the highest integrity level derived from:
a) Required integrity levels of system interfaces it provides.

bYAIntegrity levels of using elements and its place in the design of each using element.

8.4 Planning and performing

After establishing and assigning integrity levels with their integrity level requirements, one needs to do the
following:

a) Plan to perform what is required to meet and show that the system has (or had or will have) integrity levels.

b) Perform what is required to meet and show that the system has (or had or will have) integrity levels
including obtaining evidence to show this.
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And finally, one uses what has been shown:

c) Review, gain approval, and communicate to create needed corrective action, confidence and/or quality of
decisions.

Plans

derive from real-world realities and are driven in part by integrity-level-requirements-related evidence

concerns including obtaining it and ensuring its required values and quality.
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uences and their initiating events or preconditions. Inside the system reasoning is based on condijtions
n lead to dangerous system behaviours and the initiating events or preconditions for these conditions.

7 shows how these concerns interact. The dangerousness of system behaviours cafdiffer by the
pns of its environment. As shown by the arrows above the line, these behaviours and, conditions often
combining during analysis to establish whether adverse consequences will result)or not. The actual
pns of its environment might or might not be known within the system depending on its sensors or
and their processing.

e the system or its designers might or might not be cognizant of all the dnitiating events for a condition
the environment. Thus, dangerous conditions can need to be dealt, with even though not all of their
e initiating events are known or recognizable.

ssues

e approach to integrity levels presented herein to be. most effective, several issues regarding the
's specification and analysability need to be addressed: For example, one question that needs to be
d is, "Do system behaviours exist that can lead to adverse consequences but are not forbidden by the
cation or can dangerous conditions exist within the system that are not categorized as errors by the
specification?'.
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Figure 7 — Two actors cause transitions

relevant relationships with its:environment as well as all system behaviours leading to dangerous conditions
being failures to meet specifications — unless they are deliberately intended to be allowed. In addition,
ISO/IEC 15026-3 often‘\presumes for purposes of analyses that dangerous conditions have identifiable
initiating events or.causes that can be used during analyses. Users of ISO/IEC 15026-3 need to mjintain
awareness of the.limitations resulting from these presumptions.

Some portions of ISO/IEC 15026-3 presume the analysability of the system and complete knowledg’I of its

The portion¢of SO/IEC 15026-3 covering the establishment of integrity levels generally presumes np such
behavioursexist but warns they might. Particularly for systems other than analysable ones and sitliations
where the’ relationship between system behaviours and adverse consequences is not firmly established,
possibly substantial uncertainty can exist concerning the existence of such behaviours.

In” complex socio-technical systems, explanations of mishaps or claim violations cannot be limjted to

“‘component” failures. Adverse consequences can result from normal behaviour variability and unintended or
unanticipated interactions [59] [60].

Thus, regardless of how they arise, dangerous conditions and adverse consequences are subjects for
mitigation.

Complexity and lack of understanding or predictability of the system or relevant environment can create a
situation where the approach provided in the international standard ISO/IEC 15026-3 promises less than in
situations with predictability and analysability. Nevertheless, ISO/IEC 15026-3 provides useful improvements
over ISO/IEC 15026:1998 and explicitly covers issues only tacitly covered in many integrity-level-related
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documents. In addition to explicitly recognizing its shortcomings and limitations on applicability, it covers
defining individual and sets of integrity levels and their integrity level requirements; customized risk criterions;
dealing with dependencies in general and not just internal elements; variations among risks at different system
interfaces; and certain kinds of difficult-to-acquire knowledge. Finally, it provides a generic set of requirements,
guidance, and recommendations useful to developers of more specialized standards or other governing
documents.

8.7 Outcomes

In using integrity levels, the following kinds of outcomes occur:

a) Regquirements established for each integrity level because of its role in assurance—particularly in, any
agsurance cases.

b) Sgecification established for the requirements (criteria) on a system or system element whenever it is
agsigned a particular integrity level.

c) Dagcision factors and process established for deciding assignments of integrity levels:

d) Agsignment of integrity level to each system or system element (or portion).

e) SHowing achievement of assigned integrity levels (that is, meeting the assigned level's criteria).
These|outcomes, of course, imply activities exist to:

a) Plan for achieving them.

b) Adhieve them.

c) Ersure related activities can be and are done adequately.

d) Dqcument related plans, performance, inputs,\and outputs including results, evaluations, and related
approvals.

e) Obtain related agreements or approvals.

ISO/IHC 15026-3 emphasizes obtaining agreements between the design authority and integrity assurance
author|ty and possibly obtaining approvals by the integrity assurance authority).

8.8 Bummary

Integrity level requirements reflect what is required to achieve and show that the system or system element
has (or had or will have) the properties claimed by its integrity level. A system’s integrity level states what
would be adequate-in terms of properties of the entire system, possibly differing at external interfaces. Thus,
showing the properties has a basic role in showing the meeting of larger claims involving the system and its
environment._including desirable or undesirable consequences. If such larger claims are not made, then
achieving“and showing system element integrity levels supplies a basic part of showing the top-level claim
regardjng’the system itself.

In practice, integrity levels are often discussed in terms emphasizing the evidence needed to meet the integrity
level requirements and thereby provide evidence for the arguments supporting claims regarding properties of
the system itself. However, the quality of the arguments justifying meeting integrity level requirements as
showing the achievement of its related integrity level is also important including their affects on uncertainties.
Argument and evidence (as well as assumption) related uncertainties are a central concern and part of
establishing integrity level requirements.
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In practice, obtaining agreements or approvals is an important part of ensuring that integrity-level-related
requirements are met. ISO/IEC 15026-3 uses such terms as independent approval authority, design authority,
and integrity assurance authority for particular roles.

9 ISOJ/IEC 15026 and life cycle processes: 15288/12207

Figure 8 — Life cycle process groups

9.1 Introduction
An assurance case is seldom created without affecting the system’s life cycle. The relationship betwgen the
assurance case and the system exists throughout the relevant portions of the life cycle includidgyduring the
duration of applicability of the top-level claim and in regard to all relevant ISO/IEC 15288 processes.
Figure 8 provides an overview of the life cycle processes of both ISO/IEC 15288 and)ISO/IEC 12207. In
overall terms, it shows that an organization conducts projects in order to satisfy its goals and these projects
deal with systems. Each box depicts a process and those processes are classified as relevant|to an
organization, its projects, or its systems. The project-enabling processes are exéeuted by an organizdtion to
support its projects. The organization also executes agreement processes in_order to do business with other
organizations. Each project is managed by the project management processes] with appropriate suppart from
the project support processes.
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To support the assurance case, one commonly needs the execution of a planned and systematic set of

activities to provide grounds for confidence in system properties. These activities are designed to ensure that both
processes and systems conform to their requirements, standards and guidance, and defined procedures [153].
"Processes", in this context, include all of the activities involved in the design, development, and sustainment of the system.
For software, "software products" include the software itself, the data associated with it, its documentation, and supporting
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and reporting paperwork produced as part of the software process (e.g., test results and assurance arguments) as well as
whatever else is needed to complete the assurance case. The "requirements" include requirements for the properties that
should be exhibited, ultimately based on requirements to limit, reduce, or manage property-related costs and losses. The
“standards and guidance” may be technical, defining the technologies that can be used in the system or software, or they
may be non-technical, defining aspects of the process that are further delineated by the “procedures” that make

satisfaction of the product’s requirements possible. 4

All of these processes are described in both ISO/IEC 15288 and ISO/IEC 12207 although the processes in
ISO/IEC 12207 are specralrzed to software and in some cases, have d|fferent names reflectrng that

ISO/IHC 15026-4, Assurance in the life cycle, their use is not required for conformance to ISQ/IEC 15026-4.
Any life cycle and its processes that meet the requirements of ISO/IEC 15026-4 for life cycle_processes may

ISO/IHC 15026 is suitable for use as part of an acquisition or supply agreement! The project-enabling
procegses depicted in the organization part of the diagram can have substantialaffects on assurance- and
assurgnce-case-related activities and artefacts as well as on the system, but denerally these affects are less
direct than project-related ones. .

Major subclauses cover Technical processes, Post-development, Organization processes including acquisition
and sypply, and a brief Summary.

9.2 Technical processes

9.2.1 | Introduction

ISO/IEC 15026 is concerned with engineering from thie perspectives of positive methods and avoiding pitfalls.
Despite its apparent orientation towards undesirable events, conditions, and affects, it reflects that both
realizifg an adequate system and being sure. that the system is adequate involve these two aspects. Life cycle
procegses including activities, tasks, and methods need to reflect this as well as show adequate achievement
via anjassurance case and possibly thoughymeeting integrity level requirements.

This subclause uses the structuretof*the Technical Processes in ISO/IEC 15288 to mention a number of
aspects relevant to users of ISO/IEC 15026. Unless taken into account from the beginning of the system life
cycle, many of the requirements-and claims of interest are difficult to achieve, since retrofitting them is difficult
or impfactical. An assuranee.case is best if developed from the beginning of the system life cycle so that it

functronal and performance requirements for a system solutron Within Stakeholder Requrrements Def|n|t|on
Process in 6.4.1.3, it mentions:

e Consequences of existing agreements, management decisions and technical decisions.

e Activities and sets of activity sequences.

4 “Dothe right thing, do it right, and show it is right.” Sam Redwine
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e Relevant characteristics of the end users of the system.

e The physical environment, social and organizational influences.
e Interaction between users and the system including the areas of:
e Physical, mental, and learned capabilities.

o Work place, environment and facilities, including other equipment in the context of use.

e Normal, unusual, and emergency conditions.
e Operator and user recruitment, training and culture.
e Critical qualities such as health, safety, security, and environmental damage.

Interactions with stakeholders result in a list of needs and preferences related to the. System, its prope

rties of

interest and associated limitations on uncertainty; an understanding of the constraints, e.g., relevant laws,
regulations, standards, policies, guidelines, and interfaces; and a list of compliance, contractual, evaluation,
certification, or approval requirements. Organizations may have existing enterprise architectures, in¢luding
security elements and frameworks that unify the means of complying to‘governing directives. Table(6 lists
some common types of stakeholder needs.
Stakeholders have needs and requirements to limit adverse consequences and uncertainties. Unfortupately,
the normal situation for systems and software includes maliciousness and often an insecure environment. This
situation adds to the non-malicious problems and makes concern for dangers and their sources and ffects
particularly important and relevant. Table 7 lists some of thexcommon kinds of information about soufces of
danger particularly when safety and/or security are concerns.
Table 6 — Some kinds of stakeholder needs

Decision making Limitations on uncertainty

Consequences Limitations on expenses and use of resources and ftime

Stakeholder interests and asset protection Interface and environment requirements

Compliance Trustworthiness and trust management

Usability Reliability

Availability, tolerance, and suryivability Maintainability, sustainability, and evolvability

Deception Assurability

Validatability, verifiability, and evaluatability Certification and accreditation

Market success

Table 7 — Information about sources of danger

Causes, control, and motivations Duration or persistence, frequency, and timing

Links and relationships Capacity to, and causes and chance of change

Propensities and intentions Limitations and dependencies

Capabilities and resources Possible uses, conditions, and roles

Violations, damage, and losses Methods and approaches

Gains Warnings
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These concerns for potential real-world consequences associated with the system and its environment
throughout its life cycle are usually accompanied by concern for related events, conditions, benefits, losses,
and expenses. Limitations on uncertainties may be needed to support a variety of stakeholder decisions
including those regarding consequences and risks.

NOTE Natural events can be the source of many dangers. [[35], p. 11] lists kinds of natural disasters occurring
in the years 1900-2002.

Initial stakeholder requests and stated needs might or might not remain to become part of the agreed-upon set

of reqliremenis. Some of what is involved in the evolutionary progression that arrives at the specification s
mentigned in the next subclause.

9.2.3 | Requirements analysis

Some [of the more relevant kinds of analyses are analysis and resolution of conflicts among stakeholders and
their needs, risk analysis, feasibility analysis, and trade-off analysis. Feasibility analysis_may consider
technig¢al, economic, human wellbeing, legal and regulatory, marketing, organizatiopal, social, political,
envirohmentalism-oriented, and mission-oriented feasibility as well as other aspects of.feasibility particularly
those pf concern to key stakeholders or decision makers. All of these can involve tosts and benefits, and
reflect|possible sources of opportunities, difficulties, dangers and uncertainties as<well as positive or adverse
consequences.

Particularly when adverse consequences or risks are crucial in decisions heeded for system success, the
existepce of an assurance case to ensure and adequately show results that decision makers find acceptable
can b¢ decisive for establishing the feasibility of the system and ,its{success. Both issues—producing an
adequate system and showing that the system is adequate—are important.

Key fdasibility efforts include creating a concept for productien, a concept of operations, and a concept for
assurgnce. The concept for assurance needs to demonsirate feasibility in the context of corresponding
concepts for the system life cycle. The requirements for the assurance case need to be established identifying
properties of interest.

bility [34]. Business tradeoffs also.gxist between effort and time-to-market, and safety or security.
ers want users and other developers to use the features of a system but the likelihood of this is
d if these are shipped “turned off’ because of safety, security, or other concerns over adverse
uences.

cisions regarding the extent of the assurance case and resulting effort have essentially the same bases
isions about risk management. 1ISO TR 15443-3 Information technology — Security techniques — A
ork for IT security~assurance — Part 3: Analysis of assurance methods addresses the issue of how to
on the extent and-nature of the appropriate assurance case at substantial length. It covers the goals,
ions, elements, and structure of such decisions.

Projects with_quality, systematic, and in-depth system-related risk management might require only limited
additignal artefact(s) to record relationships among parts of mainly existing artefacts to develop an assurance
case. ['he ‘question might not be how much risk management is warranted, but doing what is warranted in a
more ¢xplicit, systematic, reviewable, auditable, and manageable way. Using an assurance case appropriately

might very well not cause unwarranted expense and might result in better decisions on where to put effort for
greatest risk reduction.

In practice, the processes for requirements and the architectural design process overlap and sometimes
overlap with the implementation process. Thus, the actual work and decisions regarding uncertainty,
consequences, and assurance case(s) may involve widespread input from and influence on all three. Among
these are decisions regarding the specification of top-level assurance case claim(s) and an approach to
assurance.
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9.2.4 Architectural design

The requirements for and decisions about the assurance case are drivers of process- and system-related
decisions. The rationale for the system’s design needs to justify that it will meet assurance case claim(s) and
that it is adequately analysable regarding the property(ies) involved. For example, availability of a computer-
based service might include its concurrency interactions being simple enough to allow automated analysis for
livelock and deadlock. The design needs to be adequately analysable and reviewable, and dynamically
testable. Simulation methods, test facilities for models such as wind tunnels and water tanks, and the use of
CAD-CAM make dynamic testing of designs increasing powerful and are all sources of evidence for the

assurance case.

The design may be created in a way to “guarantee” the claim’s relevant aspects using justified-assumiptions,
such as assumptions regarding sub-claims related to its implementation that presumably are .later vgrified.
Reviews of every human-readable artefact normally need to be performed. In addition, review and ahalysis
would be expected at the very least to verify that the architecture design process was corréectly followgd and
no known pitfalls or known kinds of weaknesses resulted.

Usually, the assurance case is easier to create and understand if portions of<t<are based on the design’s
structure and rationale. Undue inflexibility regarding a claim (or claims) can result in design problems.

Four sorts of assurance issues that confront the designers of systems with\properties to be assured are

e The system might do something that it should not or when it 'should not thereby allowing, faciljitating,
contributing to, or causing undesired events, conditions, of)consequences to manifest (i.e., error of
commission).

e The system might fail to do something that it should:do-at the time it should, failing to prevent undesired
events, conditions, or consequences from manifestingthemselves (i.e., error of omission).

o Whether the system is intended to prevent them or not, the system might include capabilities interjded to
mitigate or minimize undesired consequences (these are subject to points 1 and 2). Such capabilities can
affect predictions concerning consequences.

e The system might be such that adequately low uncertainties and/or consequences cannot be achigved or
cannot be shown.

Positive measures to eliminate,\prevent, avoid, limit exposure to, or tolerate potentially adverse ¢vents,
conditions, or consequences have all the advantages of prevention over cure.

Designers need to simultaneously consider (1) what the system will do and (2) adequately showing that the
design will result in~the system doing what it should and having acceptable, or at least tolerable,
consequences. Consjderation must be given to the feasibility of creating and transitioning the system go that
the system as built and its consequences (1) will be and (2) can be shown to be acceptable (or gt least
tolerable) ovet. iis life cycle. Both of the pairs of items (1) and (2) can have uncertainty that should be kept
acceptable (or-at least tolerable).

NOTE When safety and security are concerns, a few of the possible measures/countermeasures include limifing the
pathsthat sources of danger might use to affect the system (e.g., reduce attack surface to reduce what informatjon and
services an attacker has access to), limiting the portion of the system to be trusted and related dependencie$ on its
environment, limiting the opportunities for and incidence of vulnerabilities and weakness in relevant elements (e.g.,

reducing the size and complexity of elements, static analysis, peer reviews, and/or random testing), avoiding states or
preconditions allowing, facilitating, causing, or contributing to violations of claims or adverse consequences (e.g., keeping
temperatures within allowable limits), and limiting the potential consequences of a violation (e.g., through isolation, limited
privilege, mutually suspicious components, damage confinement, quick recovery, or an active countermeasure that
detects and counters an attack's effects).

At the completion of system design, the design of the assurance case and its planned arguments and
evidence should be equally complete encompassing all that is known about the system including the plans for
subsequent life cycle processes (e.g., implementation, integration, verification and validation, transition, and
maintenance). This knowledge should include sufficient plan details to establish constraints on future
decisions needed for the assurance case's feasibility.
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9.2.5

Implementation

Implementation activities and artefacts occur at multiple levels of abstraction of the system. Each level of

abstra

ction needs to be shown to be consistent with the assurance case claim by showing its agreement with

the next higher level artefact. Such arguments across levels of abstraction are common and generally
necessary. Regardless of the area—computer hardware or software, communications, structures, flows,

materi

als, electromagnetism, medicine, transportation—the implementation of such arguments means the

implementation of the design needs to be adequately analysable, reviewable, and appropriately dynamically

testab

le, including intermediate descriptions, rationales, and artefacts.

Autompatic generation from specifications or designs of software, instructions for manufacturing (e.g., machine

tools),

or other implementation artefacts including most tools or aids become a source of uncertainty~and

beconle concerns of the assurance case. Any property or aspect affecting the suitability and trustworthiness of

these
suppo

9.2.6

The al

brtefacts (e.g., ease of integration and use, throughput, correctness and reliability, accuracy,’security,
t, and availability) can become an issue.

Integration

ocation of effort and care in integration and verifying the integration of system’elements to become the

systenp are usually risk-based and should reflect the needs of the assurance case.‘From the perspective of an
assurgnce case, the more serious uncertainties or risks are the ones that could most affect the achievement of
the top-level claim and the showing of that achievement.

9.2.7

Verification and validation

Clearly verification and validation have a strong interconnection with the assurance case and the evidence it
requirgs. A key driver of the verification and validation effortsh\is the assurance case’s specific needs for
evidenice. These needs depend on what properties and_aspects the assurance case’s top-level claim
enconlpasses and the importance or criticality of sub-clainys to the argument. Some examples of tasks for
verifyimg or validating sub-claims might be:

e Pr

pvide evidence showing that the top-level claim agrees with needs, requirements, or property-oriented

policy.

e Dagvelop verification and test plans for theproperty of interest.

e Develop or acquire the system ensuring the top-level claim and its related properties such as to:

o As
su

e As

Facilitate the creation and'structuring of arguments and sub-claims within the assurance case and aid
in identifying appropriate*ahd sensible assumptions.

Provide needed cevidence (adequately covering behaviours, conditions, sources of uncertainties and
risks) that the assurance case's arguments and sub-claims require.

sure that.the design provides for meeting top-level claim and supports the creation of arguments and
ccessful-analysis, the conducting of argumentation, and the creation or collection of evidence.

sure'that the system contains only items called for in the design.

e Assure that implementation is consistent with the design and supports creation of arguments and

su

ccessful analysis, conduct of argumentation, and creation and/or collection of evidence.

e Assure that the system is free of critical weaknesses or vulnerabilities and corresponds to the design and
claims.

e Perform testing of the property and property-related functionality.

e Provide an analysis of insidious possibilities (e.g., rare but catastrophic events, covert channels).
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e Perform ongoing monitoring of opportunities and dangers, needs, and the environment to verify the
continued validity of evidence and assumptions.

o Verify changes performed to maintain conformance to a possibly revised top-level claim while continuing
to agree with and show support for the complete assurance case (as revised if needed).

o Verify that the transition process conforms to the requirements of the assurance case.

o Verify that operation, use, disposal, etc. are being performed in a manner that conforms to the

requirements Or the assuralrice case.

9.3 Transition, Operation, Maintenance and Disposal

Post-development processes or concerns include training, deployment, monitoring, maintenance, trangfers of
control (legitimate and illegitimate), operation and use, retirement, disposal and/or other activities involvjng the
system or its environment that are necessary to ensure the system’s assuranceé~case claims after its
development including during the duration claimed for its top-level claim.

The processes of operation and maintenance are often the main topic of the assurance case's top-level claim.
The transition process includes adequate initial training; however, the follawing list includes a few tranpsition-
related situations where meeting of the requirements imposed by the-asstrance case can require tpilored
activities or procedures:

a) Obtaining needed changes in infrastructure or interfaces (in* the environment particularly if $ystem
operation begins before some of them are ready.

b) Beginning operation with a beta version, initial or partial operational capabilities, or with only a poftion of
the system and switching over to full system operation.

c) Start-up of backup and initial parallel operation with these backups.
d) Parallel operation with replaced system and cross verification.

e) Possible transition to and use of fallback modes, possibly including fallback to the replaced systgm and
including concern for differing dependencies on system’s environment or arrangements for backup.

During the duration of applicability of the top-level claim, the assurance case needs to be maintained along
with the system. This need €ah occur earlier than the start of applicability if the assurance case is conppleted
or approved earlier or if the completed or approved assurance case or corresponding system is inadequiate or
out of date, e.g., if the assurance case or its evidence are for older versions of the system or if they make
assumptions about a\future version or the environment that do not become true.

The monitoring~and collecting of relevant field data that could strengthen or weaken the assurance ¢ase is
essential. As)many techniques exist for collecting and recording data (e.g. [71]), the crucial decision is what
data to collect, record, and analyse. Clearly, any testing or field data used as important evidence|in the
assuranee’ case needs to be monitored, including data that could show if claims in the assurance casg were
violated or had near misses. As in field collection of data for any purpose, the usual concerns of expense,
resources, automation of collection, and data validity exist.

Transfers of control of the system and the activities that follow can cause problems by negating required
assurance case conditions or assumptions. Such transfers of control can be legitimate, such as sale or lease,
transfer to a maintenance facility or storage, a change in governance, or seizure by law enforcement or
confiscation by a government. Transfers can be illegitimate, such as theft or capture of the system, or
takeover of a facility by strikers or activists.

Disposal is not a process that is necessarily beyond the needed duration of applicability. Examples of

concerns are safe disposal of hazardous materials or ordinance and the need to remove or destroy sensitive
data before the retiring or disposal of the media on which copies of it reside.
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9.4 Organization processes

9.4.1 Introduction

Organizational processes provide governance over projects, supply their environment and enable and support
them, including human resource activities, and aid in a project’s relationships with outside entities such as in
marketing, acquisition, and supply. ISO/IEC 15026 is suitable for use as part of an acquisition or supply
agreement process.

9.4.2 | Project-enabling processes

The project-enabling processes depicted in the organization part of the diagram in Figure 8 can lhave
substdntial affects on assurance, including the assurance case and related activities and artefacts.

An organization can affect a project through its policies and procedures regarding personnel.competence,
motivation, trustworthiness, communication skills, ability to relate inside and outside the organization, location,
recruitment, assignment and retention, compensation, and training, and by its human reseurces function and
the goyernance, structure and culture of the organization.

Persomnel affect the assurance case, and the assurance can place requirements fer-acceptable personnel. As
an example, sub-claims can be made about the behaviour of operational personnel with these generating
requirgments for training.

The onganization’s control of the life cycle model and the available infrastructure can have other major effects
on the|project. Developmental and operational practices and infrastridcture can affect what the assurance case
can show and on meeting the requirements imposed by the assurance case.

9.4.3 | Agreement processes

The miost straightforward and comprehensive treatment\of the assurance case in the acquisition and supply
procegses might appear to be the requiring by the;acquirer and supplying by the supplier of a full and fully
relevant assurance case. However, this requirement sometimes is not feasible or acceptable to one or both
partied. Acceptable agreements can be reached-without disclosing business secrets or proprietary material
that still provide the acquirer with the information needed for decision making.

All pafts of ISO/IEC 15026 can be utilized in acquisition. In preparation for acquisition, an approach to
assurgnce or an assurance strategysshould appear in the feasibility study and be further elaborated to
accompany any operational concépt document. A request for proposal (RFP) can contain requirements for an
assurgnce case including requiring conformance to parts of ISO/IEC 15026 and possibly other domain- or
location-dependent standards.) These other standards and related guidance documents exist for several
sector$ or purposes and pdrticularly for government agencies. Examples are [147], [150], [151], [155], [156],
[157], [165], [166], [182];1183], [197], [198], and [199].

The RFP could provide information, requirements, and guidance regarding what top-level claim (or claims) is
requirgd, including the properties and limitations on their values, durations, conditions, limitations on
uncertpinties_and consequences. Establishing an agreement on the (e.g. acceptable, tolerable, or allowable)
limitatipns‘on uncertainties in the top-level claim is a vital step. A description of the proposed assurance case
should appear in the RFP to allow the acquirer to evaluate the supplier on this point. Conformance to non-

assurance-case standards can be required and used as a whole or by its parts as evidence In the assurance
case.

Note Legal proceedings have distinctions among burdens of proof — that is, the required degree of uncertainty. For
example, in the U.S. levels exist such as preponderance of evidence, clear and convincing evidence, and beyond a
reasonable doubt. Common language has these and many others terms regarding uncertainty. While terms such as
inconceivable or wildly imaginative are not useful; and an example natural language set ranging from impossible to certain
is: impossible, possibly possible, just possible, forlorn hope, surprising, unlikely, doubtful (on one point, a few points, many
points), plausible, credible, even-odds, preponderance of evidence, probable, convincing evidence, highly likely, beyond a
reasonable doubt, almost certainly certain, certain.
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To form an agreement concerning uncertainty the parties need a shared conceptual understanding of its
meaning in the situation ([204] p. 29-30). They must address the possibilities of having uncertainties about the

issues of meaning and meaningfulness and the factors that underlie them. Evidence-related issues i

nclude

accuracy and the associated uncertainty, generalizability, inferences, and relevance to a particular property or
argument. As [204] lists more specifically this includes the need to recognize that they can have uncertainties

(and therefore possibly disagreements) concerning measurement, sampling, mathematical modelling,

cause

and effect, inferences, and categorization. Agreeing beforehand on standards of quality for the assurance

case including its evidence and incrementally agreeing or approving the assurance case designs,

plans,

development and maintenance can increase the ease of dealing with uncertainties. However, affordable

provisions may need to be made for a resolution process when disagreements persist on substance
which party provides funding.

EXAMPLE To address possible uncertainty-related disagreements or doubts, the parties might)dgrée up
parties for mandatory expert consultation. Third parties might also arbitrate such decisions as what.will be tre
correct, which party is correct, and is an objection from one party reasonable or unreasonable. Arbitration involves
on established legal standards for burdens of proof with possibly differing standards for different kinds of issues.

Acquirers need to monitor and evaluate the assurance case progress and risks régarding it during the
of supplier performance and when accepting the system. This evaluation Can” be more informati
reassuring than acceptance testing, which should always be done in any_case and which might
additional evidence for the next version of the assurance case. The assutance case can also be us
obtaining required certifications and accreditations.

The obligations and responsibilities regarding maintenance of theZassurance case and the remainder
system should be clear (and enforceable) in the agreement between the parties as well as obligatio
responsibilities related to other relevant life cycle processes.

10 Summary

Two basic areas essential to the best possible tise of ISO/IEC 15026 have been addressed in some d
this part of ISO/IEC 15026. First, users need to have an adequate understanding of the concep
terminology used in ISO/IEC 15026 that préviously may not have been shared across the communities
ISO/IEC 15026 uses concepts and terminology designed to be readily understood by all its users.

Second, this part of ISO/IEC 15026.provides a basis for easier understanding and use of ISO/IEC 15
well as for understanding of the rationales behind the international standard itself. This part of ISO/IEC
can aid in learning, instructioh. and training, discussion, finding relevant references, and gaining inte
mastery of the issues relevant to system assurance. It also is potentially useful in the development or r
of related standards and.guides that intend to be consistent with or elaborate on ISO/IEC 15026.
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Annex A
(informative)

Frequently asked questions

A1 A dozen frequently asked questions and their answers

These

are questions that have been frequently asked. They are repeated here with answers and\intérnal

referefces to related clauses, subclauses, and annexes:

58

1

ISO/IEC 15026-2, ISO/IEC 15026-3 and ISO/IEC 15026-4 were not easy to read the first'time. Why is
this? Answer: The documents are designed to ease serious, repeated use. See 6.3.

Some things that "should" be done do not fit my situation. Why is this? Answer: One needs a clear
understanding of the usage of the term "should" that requires justification for not following the
guidance. Your situation is actually acceptable. See Clause 2, Terms and définitions, and 6.2.

What is an assurance case? Answer: An assurance case makes a-Claim regarding some property
and provides arguments, evidence, and where appropriate assuniptions to support it establishing a
conclusion regarding it and the conclusions associated unceftainty. It can be used for any property.
See clause 6.5.

Why is uncertainty not always expressed as a probability? Answer: Probability values may be
extremely difficult or impossible to establish where an adversary deliberately goes against the
probability estimates one makes. See 7.3.3.2.

ISO/IEC 15026-2, ISO/IEC 15026-3 and ISQ/EC 15026-4 mention maliciousness in several places.
As | am not concerned with security properties, why do | need to concern myself with maliciousness?
Answer: Malicious actions can affect almost any property. See 6.3.

| need to create an assurance case related to an existing system. Clearly, | cannot integrate
assurance case development with system development. What do ISO/IEC 15026-2, ISO/IEC 15026-
3 and ISO/IEC 15026-4 «say about this? Answer: ISO/IEC 15026-2 supports assurance case
separately from developing” the system. ISO/IEC 15026-2 and ISO/IEC 15026-4 can help with the
issue of integrating the\two during the duration of applicability of the top-level claim. See 7.5 and 9.3.

How do the parts.o’ISO/IEC 15026 relate to each other? Answer: See 6.4.
| am about)te’ do an acquisition; what does ISO/IEC 15026 have to help me with this? Answer:
ISO/IEC 15026-2, ISO/IEC 15026-3 and ISO/IEC 15026-4 can be used in acquisitions. See 11.4.3 for

a limitéd discussion of this.

How does ISO/IEC 15026 relate to the other standards | must or already use? Can | use them
fogether? Answer: ISO/IEC 15026 is consistent with several standards and often still usable with

others. See Annex C and 6.4.

10) How can | approach the construction of a supporting argument? Answer: Many approaches are

possible. A key issue is the meaningfulness of the argument. See 7.2.7.3.5.

11) Why does ISO/IEC 15026-1 have a substantial annex on security and cover no other property in

depth? Answer: For many initial users of ISO/IEC 15026, security has previously not been important
in their area of concern until recently and they have only limited familiarity with it and its many
aspects. See Annex E.
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Annex B
(informative)

Difficulties with terms and concepts

B.1 Introduction

Terms, concepts, and principles that relate to ISO/IEC 15026 span multiple disciplines, activities, rol
technologies. These terms and concepts have a long and varied history. Over time, many terms have ¢
be used within and across specialist communities such as systems, software, reliability, safety, maintain
information security, software security, human factors and others well as in different application domain
often in differing ways.

Debates occur about which meaning is the “right” one among competing dictionaries and ontologies.

true both in general and among ISO publications. This situation is compourded by some terms having
variations within popular usage or in yet other professions. For example,\thé professions of psycholog
and mathematics use terms that are important within ISO/IEC 15026.

Without proper awareness and care, these differences in the*use of terms among specialitig
communities can cause confusion that hinders productive comfaunication among the users of ISO/IEC
To avoid this confusion, this part of ISO/IEC 15026 states-clear, unambiguous terminology even thou
may require using two or three words, or even a phrase; where a particular specialty or communi
currently use one word. This part of ISO/IEC 15026, also tries to convey a clear understanding
underlying concepts including subtleties such as what is true in a certain situation, what is known, ar
well it is known. Readers also are aided in diséerning the assumptions implicit in various concep
statements.

This part of ISO/IEC 15026 covers many concepts not only useful to users of ISO/IEC 15026 but also us
the preparers of conformant or compatible standards or other governing documents. These concepts an
principles, while not always relevant.everywhere, span multiple disciplines, activities, roles, properties,
application domains, and technologies. This part of ISO/IEC 15026 particularly emphasizes concepts n¢g
for understanding of software.and systems assurance and central to the preparation of, use of, and
conformance to ISO/IEC 15026-2, ISO/IEC 15026-3 and ISO/IEC 15026-4.

B.2 Why variation in the use of terms occurs

This subclause\covers why some of these variations in terms and concepts discussed in B.1. Fin
effective meanings of terms tend to change depending on which of the following they are used in regard

¢ \What.is needed.

o “What is specified.
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o What happens or is done.

o What is actually true (e.g. about the software, system, or environment).
e What has been measured, observed, inferred, etc.

e The uncertainty in these measurements, estimates, conclusions, etc.

o The degree of confidence one has.

e The related decisions one makes.
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The fourth, “What is actually true,” may be referred to but is seldom known exactly. Rather, what is known is,
“What has been measured, observed, inferred, etc.” with their uncertainties.

Other reasons for variations also exist including (1) what is conceivable, possible, or feasible; (2) what are the
entities, events, behaviours, or conditions; and (3) how these allow, facilitate, contribute to, cause, or affect
contextual issues.

NOTE 1 For example, outside this and consistent standards, the usage of "assurance" varies as different speakers (or
writers) use it to refer to an entity, capability, condition, event, consequence (computing or real-world), physical or mental

state, gction, activily, or process.

NOTE In ISO/IEC 15026 "uncertainty" is used in a general way to mean lack of certainty. This usage allows the.term
“uncerthinty” to be applied to anything. Different communities restrict the application of this term to limited usage, for
example to predictions of future events, to physical measurements already made, or to unknowns. While this. usage may
be conyenient within some communities, ISO/IEC 15026 crosses many communities.

Finally} the effective meaning of a statement (e.g. a specification) can also depend on'-the situational
assumpptions underlying it. Thus, the meaning of a statement often derives, at least in part,_from the scope to
which |t is being applied.

B.3 Conclusion

Becaupe of the lack of a common treatment of shared concerns, existing standards addressing different
application areas and different topics or properties use different terminology and concepts. This phenomenon
increages the costs to users who must concern themselves with miere than a single important property. For
examle, to conform to International Standards on both safety .and security, users may find that they need
somewhat redundant risk assessment and management processes. On the other hand, ISO/IEC 15026
reflects and benefits from these more specialized standards “and has as a purpose to provide a common
underlying framework, terminology, concepts, and set of\fequirements related to assuring properties and to
provide a basis for future standards or revisions of standards treating specific properties to benefit from, apply,
specialize, and extend on what is presented in ISO/IEC,15026.
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Annex C
(informative)

ISO/IEC 15026 relationships to standards

C.1 Relationships

Because ISO/IEC 15026 is intended for application in a variety of contexts, the user may confront differences
in terminology and concepts. It is not appropriate for this standard to introduce a broad./variety off terms
because they may conflict with terminology specific to the context of application. The essential cpncept
introduced by ISO/IEC 15026 is the statement of claims in an assurance case and the §upport of those ¢laims.
Other terms are less important; nevertheless, it is important that the readers: be provided wfith an
understanding of those terms. Therefore, ISO/IEC 15026 uses the terminologyand concepts consistent with
ISO/IEC 12207:2007, ISO/IEC 15288:2007, and ISO/IEC 15289:2006.

ISO/IEC 15026 does not presume that it is applied in conjunetion with ISO/IEC 122074:2007,
ISO/IEC 15288:2007, or ISO/IEC 15289:2006. Those who have an\alternative basis for their lifg cycle
processes may also use this standard.

ISO/IEC 15026-1 provides background and information thatfcould be useful in understanding and using
ISO/IEC 15026-2.

ISO/IEC 15026-4 provides tasks related to the assurance case that must be performed integrated within life
cycle processes particularly for concurrent development and maintenance of the system and its assprance
case. It provides general requirements andthese requirements instantiated in the contekts of
ISO/IEC 12207:2008 and ISO/IEC 15288:2008,:the International Standards for software and system lif¢ cycle
processes. Conformance to ISO/IEC 15026-2(@nd ISO/IEC 15026-4 is separate.

ISO/IEC 15026-4 provides a process view for systems and software assurance. It provides a statement of
purpose and a set of outcomes and requirements suitable for systems and software assurance.

The concept of a process view was formulated and described in an annex of ISO/IEC 15288:2008. [Like a
process, the description of a_process view includes a statement of purpose and outcomes. Unlike a process,
the description of a process view does not include activities and tasks. Instead, the description includes
guidance explaining how_the outcomes can be achieved by employing the activities and tasks of the Various
processes in ISO/IEC 12207 and ISO/IEC 15288. ISO/IEC 15026-4 was developed upon the basis |of the
Specialty Engineering Process View provided as an example in ISO/IEC 15288. It, however, does not
presume and do€s not imply any engineering speciality in assurance and is complete and is self-confained,
not necessitating compliance with ISO/IEC 12207 or ISO/IEC 15288. The provisions regarding the asslirance
case and assurance planning are intended to be compatible with the provisions of ISO/IEC 15289:2006 for
information'items resulting from life cycle processes. However, the relevant provisions of ISO/IEC 15026 are
self-contained; it is not necessary to also show conformance to ISO/IEC 15289.

NOTE This standard benefits from much prior work both outside and inside ISO and IEC and within many fields.

MUch pioneering work has been done in the saiety community. In one example elsewnere, the security community in
ISO/IEC JTC 1/SC 27 has been working on the topic of assurance for many years concentrating on systems and software,
while security is only one of many areas covered by ISO/IEC 15026, it benefits from SC 27's work. While security is only
one of many areas where ISO/IEC 15026-2 can be applied and where mention might be made of standards, two security-
related examples to mention are ISO/IEC TR 15443, Information technology—Security techniques—A framework for IT
security assurance that discusses the need for arguments and evidence in the context of information technology security
[multiple parts], provides a security focus that is not limited to information technology and ISO/IEC 15408:2005,
Information technology—Security techniques—Evaluation criteria for IT security [multiple parts], provides a particular form
of an assurance case specialized to a specific form of claim. However, no dependency of ISO/IEC 15026 exists upon the
use of any of them.
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Users of ISO/IEC 15026 may require risk assessment and risk management and measurement processes that
are more fully elaborated than the treatments provided in ISO/IEC 12207 and ISO/IEC 15288. Two
International Standards, ISO/IEC 16085 and ISO/IEC 15939, are useful in this regard. However, users
interested in assurance of some specific properties may decide to apply risk assessment and management
and measurement standards that are specifically applicable to the relevant properties and systems.

The provisions of ISO/IEC 15026 are generally consistent with those of the ISO/IEC 25000 series of standards
related to system quality, and aim to be generally consistent with the ISO/IEC 27000 series of standards
related to information security management systems, the IEC 61508 multi-part standard on functional safety,

and vdrious standards of [EC TC 56 related to dependability. However, except as specifically cited, there is no
depenflency of ISO/IEC 15026 upon the use of those standards.

Many jnternational — as well as industry and national — standards exist addressing the concerns of ‘safety,
securify, reliability, maintainability, dependability, human factors, and other important topics, but, ¢o’date, no
common treatment exists of the shared aspects of these concerns. ISO/IEC 15026, including
ISO/IHC 15026-2, addresses assurance in a common manner. The motivation is to providé~a’unified view
spanning these many areas across the life cycle. This top-level standard may be applied.in ‘conjunction with
other gtandards that address the specific concerns of the properties that are of interest. Thése other standards,
depenfling upon their source and other factors, may not be completely harmonized-with ISO/IEC 15026, so
their application may require that the user resolve perceived inconsistencies.

NOTE A discussion of the assurance case and three existing standards not explicitly calling for an assurance case
appearg in [10].

Several potentially relevant standards are listed in the Bibliography.

NOTE Industry and agency standards and guides explicitly about assurance cases include [147], [150], [151], [155],
[156], [[|57], [165], [166], [182], [183], [197], [198], and [199].

C.2 More on relationships to life cycle process standards

Figure| C-1 depicts the relationship of the several standards related to the life cycle processes. At the bottom
of the |diagram is a foundation of a number of‘standards that provide common vocabulary, architecture for
ses, and a convention for describing those processes. The other depicted standards are built upon this
tion. ISO/IEC 15288 and ISO/IEC 12207 provide life cycle processes for systems and software
tively. They are intended to be interoperable, hence useful for systems with varying content. The two
le process standards are supported by four standards that provide additional requirements and
ce on shared issues: ISQ/IEC 15289 for documentation resulting from the execution of life cycle
ses; ISO/IEC 15939 for thé measurement process; ISO/IEC 16085 for the risk management process;
O/IEC 16326 for the_project management process. In addition there are other standards that provide
ignal requirements and’guidance for selected processes. ISO/IEC 24748 is a guide describing how life
rocesses are organized to manage the entire life cycle of a system or software. ISO/IEC 15026 series,

constrliction.and maintenance of the assurance case have influences within all life cycle processes.
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ISO/IEC 24748: Guide to Life Cycle Management
Other ISO/IEC 12207: '?502,/:;? ISO/IEC 15288: Other ISO/IEC 15026:
standards Lifecycle  f=f " ment- ]  Life cycle standards Additional
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Figure C-1 — Some relationships among standards
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Annex D
(informative)

Phenomena

D.1 ILutroduction

ISO/IB
readin

C 15026 can be used for positive issues and consequences. For example, some users are interested in
bss, performance, or gain, but others are interested dangers, risks, or losses. To aid themythis annex

contaips several tables and lists with related sources and kinds of these as well as a list of online sources for

inform

htion about dangers and lastly lists of the basic types of force and matter.

D.2 $ources and kinds

Pheno
matter
offers

D.2.1

Pheno

mena can be associated with fundamental phenomena, such as fundamental forces and states of
or in as relation to pragmatic lists of phenomena often compiled from@rior experience. This subclause
ables with lists of both kinds.

Kinds and sources of phenomena and the locationsif them and their consequences

mena can have many causes, points of origin, methods of occurrence, kinds and locations, and

consequences. Table D-1 is not exhaustive but useful and may be used in combination with standards and

guidelines for domain areas.
Table D-1 — Some kinds.and sources of phenomena
Altitude (e.g. aircraft, mountain) Kinetic (e.g. movement, (de)acceleration, explosion,
vibration, sound)
Backyp and recovery Logistics, provisioning, and sustainment
Biological (e.g. agricultural (e.g. faming);;medical (e.g. Maintenance (e.g. preventive, repair, lack or incorrect)
health care, epidemic))

Boundglary crossing (osmosis, intrusion)

Materials (e.g. structural, semiconducting, hazardous)

Capagity limitations (e.g. bahdwidth, mental overload)

Nuclear and radiological

Chentical

Observation and perception (range, acuity, surveillance)

Cybel (e.g. computer{phenomena or cyber attack)

Physical (physics)

Earthuake

Physical degradation (e.g. ware)

Electrjcal (e'g-power supply, lighting)

Precipitation (e.g. hail, ice storm, snow, deluge, draught)

Electrpmagnetic (e.g. electromagnetic pulse)

Readiness (e.g. high state of, inadequate)

Emergency

Sensitivity and tolerance

Equipment (e.g. size, weight, function, safety)

Slide (e.g. landslide, avalanche)

Environment (e.g. systems, work, natural)

Extraterrestrial sources (e.g. solar flares, meteors)

Strength (e.g. weakness)

Fire (e.g. equipment, structure, wild fire)

Stress

Flexibility (e.g. inflexibility)

Submerge (e.g. submarine, dip, bathe)

Flight (e.g. aircraft, parachute)

Surprise (e.g. lack of anticipation or warning, shock)
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Float (e.g. watercraft, ship, person)

Temperature (e.g. operating range, extreme)

Flood including water damage

Testing (e.g. reliability, load, security, unrealistic testing)

Global warming or cooling

Training and practice

Health (e.g. fitness, injury, epidemic)

Use (e.g. amount, ease, wear)

speed, efficiency/productivity)

Human behaviour (performance, error, (in)competence,

Volcano

Information{e-a—amount-—accuracyy-timealinesslackina
A\~ 3J" v J 7 I

W ave/suras.
J

wrong, corrupt)(See ISO/IEC 25012)

Insect or rodent (e.g. pollination, infestation)

Wind

Social causes and locations

Activism (e.g. political, social, religious)

Recreation (e.g. prank)

Civil unrest Revolution
Crime Subversion
Diplomacy (e.g. trade agreements) Terrorism
Espionage Vandalism
Industrial competitiveness War

Legal constraint, law enforcement and judiciary

Possible locations for phenomena occurrence and gain or damagde

Business and trade

Raw material supply

Cyber

Space (e.g. disasters)

Environmental

Persons (physical, psychological, and relationships)

Industrial (e.g. accidents)

Information

Internal to system

Infrastructure

Agriculture and food

Search and rescue

Communications

Energy (e.g. electricity, petroleum)

Emergency and disaster respense and recovery

External affairs (e.g. national)

Decontamination and cleanup services

Financial services

Emergency health care

Fire fighting

Emergency hazdrdous materials response

Information technology and services

Emergencysmamagement

Internal governance

Emergeney and evacuation transportation

Housing and shelter

Emergency water and food supply

Natural resources

Insurance payouts

Hazardous materials services and response

Long-term community recovery and mitigation

Public health and medical services

Mass care, clothing, housing, and human services

Public safety and security

Mortuary services

Public works and engineering

Restoration of electric power

Transportation

Water supply
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D31

nformation about dangers and weaknesses

Current information on vulnerabilities, weaknesses (which may be vulnerabilities), and the exploits that target
them can be found in a number of sources, including books (in which the information may be better organized

as an

introduction to the subject, but will be less current), articles, vendors’ and independent “alert” services,

and databases. For examples, see the following:

e ACM Committee on Computers and Public Policy, The Risks Digest: Forum on risks to the public in

CO|

puters and related systems. - http://catless.ncl.ac.uk/risks

e (4
e (g

e Fr

e In
e Ml
e Ml
e NI
e Of
e O

e PU
Cd

e S/
e Se
e Se
e UH

o US
Alg

e US§
e US§

The Al
capab

nada: Transportation Safety Board - www.tsb.gc.ca.
mmon Attack Pattern Enumeration and Classification (CAPEC) http://capec.mitre.org.

bnce : Bureau d'Enquétes et d'Analyses pour la sécurité de I'Aviation Civile - http://www.bea-fr.org/.

. G]ermany: Bundesstelle fir Flugunfalluntersuchung - www.bfu-web.de/.

rnet Security Systems (ISS) X-Force Database - http://xforce.iss.net/xforce/search.php.
TRE Corporation Common Weaknesses Enumeration - http://cwe.mitre.org/:
TRE Corporation dictionary of Common Vulnerabilities and Exposures.=http://www.cve.mitre.org/.
ST National Vulnerability Database - http://nvd.nist.gov/.
en Source Vulnerability Database - http://www.osvdb.org/.
VASP Top Ten - http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project.

rdue University Center for Education and Researchin Information Assurance and Security (CERIAS)
operative Vulnerability Database - https://cirdb.cerias.purdue.edu/coopvdb/public/.

NS Top Twenty - http://www.sans.org/top20/.

cunia Vulnerability and Virus Information - http://secunia.com/.
curityFocus Vulnerabilities - http://www.securityfocus.com/vulnerabilities.
(: Air Accidents Investigation Branch, - www.aaib.dft.gov.uk/.

b DoD’s Joint Task Force-Global Network Operations (JTF-GNO) Information Assurance Vulnerability
rt (IAVA) program Z‘http://www.cert.mil/.

. National Transportation Safety Board - www.ntsb.gov/.
b-CERT Vulnerability Notes Database - http://www.kb.cert.org/vuls/.

CM’s \Risks Digest has over twenty years of information on individual incidents and offers a search
lity.. ‘For software developers the most useful may be the Common Weaknesses Enumeration

AP a

(CWE

companion, and books such as [43], [57], and [208] are available.

What is publicly known, however, may be less than what is known to producers or researchers. Potential
attackers may know exploits no one else knows. Even after shipment some software vendors make significant

efforts
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to discover vulnerabilities through internal efforts, and the results are often not publicized.
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D.4 Fundamental forces and states of matter

While Table D-1 lists many phenomena, Tables D-2 and D-3 reflect fundamental starting points for analysis
useful in novel situations.

Table D-2 — Fundamental forces

Fundamental forces

Range of force

Strong interaction

10 ™~ meters

Electromagnetic

Infinite

Weak force

107" meters

Gravitational

Infinite

Table D-3 — States of matter

States of matter Changes
Solid Solid to liquid Liquid fo solid
Melting or fusion Freezing
Liquid Liquid to gas Gas to liquid
Vaporization, boiling, evaporation. | Condensation
Gas Gas to solid Solid to gas
Solidification Sublimation

lonized Plasma

Quark-gluon plasma

Bose-Einstein condensate

Fermionic condensate

Other
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Annex E
(informative)

Security

E.A ILtroduction
NOTE Material in this Annex is excerpted or adapted from [175] with permission of the editor.

ISO/IHC 25010 and ISO/IEC 15026:1998 define security as, "The protection of system items from,accidental
or mal|cious access, use, modification, destruction, or disclosure."

ISO/IHC 25010 associates the following qualities with security: confidentiality, integrity;, non-repudiation,
accountability, authenticity, and security compliance (immunity, which represents the degree to which the
software product is resistant to attack, is covered by integrity), plus related survivability and safety. Another
definition of security is, “All aspects related to defining, achieving, and maintaining confidentiality, integrity,
availability, accountability, authenticity, and reliability” (ISO/IEC13335-1). In addition, security-related usability
can bqg important to facilitate ease of system operation and use and to avoid‘unacceptable user inconvenience
with thjs possibly resulting in users deliberately avoiding or bypassing security features.

“Secullity [of information] often requires the simultaneous existence-of. 1) availability for authorized actions only,
2) confidentiality, and 3) integrity with no improper meaning ‘unauthorized’ [changes].”5 [[14], p. 13] Security is
not as|simple as this last seems. Neither confidentiality nor integrity can generally be achieved without entities
being pdequately identified (identity known or established to, some level of uncertainty usually desired to be
firmly pstablished including being verified — authenticated): In addition, for the identified entity, only actions
permitfed to it are allowed or possible — usually through use of access control mechanisms, separation, or
encrygtion.

As with many other properties, security properties are not concerns confined to the scope of computing and
informption resources. For example, real-world-lawbreakers and consequences are also certainly relevant as
are physical, personnel, operational, and.communications security.

When jpttacks occur, the system mayalso be required to detect those attacks and alert users, continue service,
confing damage, rapidly recover, and*aid in diagnosis and repair to prevent future problems.

Sometimes properties including ‘security properties are properties of the whole system. This means that these
properties are determinablé’or observable only® in the context of how the multiple elements of the system
interagt among themselves, and how the system responds to stimuli from external entities (e.g., input from
users)| Thus, these properties are said to emerge or be “emergent” with system composition.

While jnecessary for safety or security in the majority of systems, the mere presence of safety or security
functignality.does not make a system safe or secure. To provide security, individual pieces of security
functignality ‘must be impossible to bypass, corrupt, or cause to fail. Given accurate facts about its
envirohment, these inabilities to corrupt, cause to fail, and bypass can emerge from the inherent properties of
the system possibly by use of separation and isolation within the design. Software may attempt to achieve this,
but dependencies including those on hardware and other system elements meaning these inabilities must
ultimately (also) be achieved at the system (or higher) level.

5 Another definition of security is, “All aspects related to defining, achieving, and maintaining confidentiality, integrity,
availability, accountability, authenticity, and reliability.” (ISO/IEC 13335-1).

6 This does not mean that (1) similar or analogous properties may not exist at lower levels or that (2) one might not
design a system so a guarantee can be derived from the behaviours of only a portion of a system and a lack of
opportunities (to violate or help violate security) for the remainder.
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Since for some properties such as security ones, the system is preserving what might be considered systems
level properties and may protect many kinds of stakeholder interests and computing resources such as
hardware data, software, and running processes; and does so in a systems context; the distinction between a
property being software- or system-level matters little. Thus, this annex generally avoids trying to label topics
system versus software; rather the all-encompassing term system is used spanning systems, software,
services, and possibly other systems as well as their elements or constituents. On the other hand, system-
subsystem relationships and differences in levels of abstraction are important and noted where required.

NOTE While exhibiting reliability, safety, and maintainability may not directly result in a security property, the last can

contribute to keeping security “up to date.” All may make it easier to show that system is secure.’

E.2 Kinds of security

Lists of kinds of security or security-related areas can like direct attention to potentialareas of congern or
motivation for security. On a wide scope, some speck of kinds of security using a. Variety of terms.|These
include:

e Operational security.

e Transportation security.
e Financial security.

e Personal security.

e Infrastructure security.
e Environment security.

Emphasizing computing and communications, 1SQ.7498-2 lists several kinds of security-related areas:

e Administrative security, e.g. controlling the’ importation of software, procedures for investigating security
breaches, audit trail analysis.

e Communications security safeguards, e.g. authentication, access control, data confidentiality, data
integrity, non-repudiation.

e Computer security safequards, e.g. operating system and database system security facilities.

e Emanations security;e-g. radio frequency emanation controls (TEMPEST protection).

e Physical security,.€.g. locks or other physical controls, equipment tamper-proofing.

e Personnel seturity, e.g. employee screening for sensitive posts, security training and awareness.

o Media-Security, e.g. protecting stored data, secure destruction of computer storage media, [media
scanning for viruses.

e . Life cycle controls, e.g. trusted system design, implementation, evaluation and certification, programgmming
standards and controls, documentation controls.

Other terms are also used related to computing and communications such as:

e Information and Communication Technology (ICT) security.

e Communications security.

7 For further information on this topic, see Security in the Software Lifecycle, Section 3.1.3, “Other Desirable Properties
of Software and Their Impact on Security”.
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e Data security.

e Application security.

e Information security.

o Network security.

Examples of abbreviations in use include COMPSEC, COMSEC, EMSEC, PHYSEC, ICTSEC, INFOSEC, and
TRANSEC.

E.3 $ecurity-related properties

E.3.1

Beyon
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E.3.2

Introduction

1 what has been covered so far, this section covers additional conceptual material that should be part of
bwledge of everyone involved or interested in security. ISO/IEC 25010 provides définitions for security-

qualities, More in-depth treatments of security properties are available in [20], [175], and [136]; and
ntains information on characterization and categorization.

For example, the history of rigorous professional attention to the theory ef\systems reliability and availability
bek to the 1930°s and before, and serious attention to computer and software_security goes back at least into the
with a substantial amount of important work occurred in the 1970’s and-early 1980’s. Luckily, a project at the
ity of California Davis collected many of these seminal computer secufity works and placed them on the Internet
Vhile their contents may be reflected in later publications, these works are still relevant today — for example, [184],
nd [7].

Confidentiality

Compliting-related confidentiality topics include access.control, encryption, hiding, intellectual property rights

protec

E.3.2.1

The Ig
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E.3.3

Covert
locatio
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based
identif
rate th

ion, traffic analysis, covert channels, inferencezand anonymity. The last four are discussed here.

Traffic analysis

vels, sources, and destinations of ,communications traffic can sometimes be revealing even if the
t is encrypted. For example, traffic’ increases in organizations tend to foreshadow major events. The
ssues in traffic analysis are ease of detection and analysability. Factors include concealment of origin
stination of communications and the levelling or randomization of traffic volumes and message sizes.

Covert channels

channels are {abnormal” means of communication using such means as timing of overt messages,
hs in messages not normally used (e.g. unused bits in packet headers), or (un)availability of resources
vey messages. These may be ignored in low or moderate security situations. While covert channels
on resources can potentially be eliminated, the objectives in high-security systems are usually to
and\minimize covert channels of all kinds. Covert communication channels are measured by the bit
bt-they can carry. See [[20], p. 462-469], [154], and [[160], Chapter 8].

E.3.4

Potent

Data aggregation inference

ial can exist to violate confidentiality or privacy by aggregating data whose individual disclosure would

not result in harm. Identity theft is often facilitated by the attacker aggregating data.
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E.3.5 Inference

Confidential data may be inferable from other data that is available. One example is inferring individual data by
comparing data for different groups — an individual’s grade in a course can be calculated from the average

grade in the course and the average grade of everyone but the individual.

E.3.6 Anonymity

Anonvmityvcan-invaolve—concealina-one’s—identitv—activitias —attrinutas  ralationshine  and nassibhh _gxi
RO —GaHR—HROH Re8aHRg—oh GBS —a G RHH B S—a B 8 S—8aHoRSHPS—aRc—2 HOH—8¢

tence.

Issues include concealing the identity associated with particular data and who is communicating with
including determining that the same (but unidentified) entity is involved in two communications, - li
Desired or required privacy8 is one motivation for anonymity. [23]

E.3.7 Formal security models for confidentiality

A formal security model is a mathematically precise statement of a security policy, Such a model must
a secure state, an initial state, and how the model represents changes in state. /The-model must be sh
be secure by proving the initial state is secure and all possible subsequent states remain secure. Day
and Leonard LaPadula of the MITRE Corporation defined the first formal ‘model of confidentiality®,
stated that if multiple hierarchical levels of confidentiality exist, then one“cannot write higher confidg
data into lower confidential areas and one cannot from a lower confidentiality area read something at a
level. See [[20], Chapter 5] for an extended exposition also including definitions of “basic” and “s
security.

A more modern (1980’s) model is non-interference. The two/concepts are that no one at a lower |
confidentiality should see behaviour that (1) results in any‘way from any behaviour at a higher level
interference [[20], p. 448-50] — or alternately (2) from whieh any information can be derived about behay
a higher level — probabilistic non-interference [52].

E.3.8 Integrity

To maintain system integrity one needsto keep the system in legitimate states or conditions. “Legi
must be specified — an integrity security policy could be conditional. For example, it might be allowable
system to enter otherwise illegitimaté states during a transaction, as long as it returns to a legitimate 5
the end of the transaction. Early,on Biba establish a fundamental integrity property [20] and Cla
Wilson [26] provided in 1987 a discussion of commercially relevant integrity.

Two key sub-problems within integrity are:
e Has something.changed?
o Were all of-the implemented changes authorized?

Checking that data is unchanged can only have meaning in terms of the question, “Since when?” In pi
this usually!means that one must query, “Since in whose possession?” (This possession may or may nd
a spegcified time.)

whom
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Kinds of items where proper privileges and authorization can be of concern include:

e Creating.

e Viewing.

8 Including protection from cyberstalking

9  David Elliott Bell and Leonard J. LaPadula, "Secure computer systems: mathematical foundations".

MITRE

Corporation, 1973 - and - "Secure computer systems: unified exposition and MULTICS interpretation". MITRE Corporation,

1976.
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e Changing.

e Executing.

e Communicating.

e Sharing.

e Encrypting/decrypting.

e Dgleting/destroying.

In discussing integrity-related change authorizations, changes commonly concern:

e Credentials (evidence of identity and possibly other attributes).

e Prjvileges.

e Data.

e Sdftware (possibly considered data).

e THe point(s) or paths of execution.

o Ti

me (e.g. resetting the system clock).

Sequepce and structure can also be the concern of “integrity” properties. For example, transactional integrity
ensurgs that all parts of a transaction succeed, or none do—it iS atomic. Relational integrity (in relational
databgses) enforces that master-detail relationships are correctly maintained (e.g., if you delete a purchase

order,

you delete related “detail” records such as purchase order lines enumerating items and quantities

ordered.). As mentioned, in 1977, K.J. Biba of the MITRE“Corporation defined a mandatory integrity policy

model

E.3.9

Along

that provided a corollary to the Bell-LaPadula mandatory security model.10

Availability

with reliability, engineering for availability has a long history in computing. Many traditional approaches

and mleans of prediction exist, but all presume lack of maliciousness. (This is no longer so common in the
related area of disaster recovery.) As with all security properties, achieving a specified level of availability is a
more dlifficult problem because oneimust consider maliciousness. Some of the old approaches and almost all
the mgans of calculation no longerwork.

Denial| of service attacks~frem outside — particularly distributed ones originating from many computers
neously — can be-difficult to successfully overcome. Non-distributed attacks that attempt to take over,
5t, or destroy resources (e.g. exhaust primary storage) also are a threat. Interestingly, any mechanism

d to deny illegitimate access can tempt attackers to discover a way to use it to deny legitimate access

simult

exhau
desig

From a

properties, e.g. confidentiality, whether available are not.

10 k.

J. Biba. “Integrity Considerations for Secure Computer Systems” (in MITRE Technical Report TR-3153). The

MITRE Corporation, April 1977.
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E.3.10 Accountability

For entities that interact with the system to be held accountable for their actions, those entities must be
identified. “Each access to information must be mediated based on who is accessing the information and what
classes of information they are authorized to deal with. This identification and authorization information must
be securely maintained by the computer system and be associated with every active element that performs
some security-relevant action in the system.”!1

Audit information enables actions affecting security to be traced to the responsible party. The system should

be able to record the occurrences of security-relevant events in an audit log or other protected eventigg. The
ability to select the audit events to be recorded is necessary to minimize the expense of auditing,and 1o allow
efficient analysis.

Audit data must be protected from modification and unauthorized destruction and, in some environmentg, their
confidentiality must be protected. Because they permit detection and after-the-fact forensic investigatfons of
security violations'2, audit logs can become the targets of attacks that attempt to modify)or delete recorls that
could indicate an attacker’'s or malicious insider’s actions. In systems that process sensitive data, th¢ audit
logs may contain portions of that data, and thus would need to be protected as‘appropriate for the sensitivity
level of that data. In addition, the design of intrusion detection and auditing miechanisms must avoid allowing
the exhaustion of log storage space to become a form of attack.

E.3.11 Non-repudiation

Non-repudiation provides proof that any entity that uses a system~or acts upon data cannot later deny those
actions. Non-repudiation forces users to assume responsibility for their actions so that they cannot d|sclaim
those actions “after the fact” nor deny any event related to themselves—for example, they cannot d¢ny (or
repudiate) having been the sender, authorizer, or recipient of a message. Several means of achieving non-
repudiation involve cryptographic signatures (more frequently called digital signatures).

ISO/IEC 13888 Information technology — Security“techniques — Non-repudiation addresses both symmetric
and asymmetric techniques. In symmetric non-repudiation, both the sender and recipient of information are
provided with proofs: the sender receives proof that the information was received by the recipient; the recipient
receives proof of the identity of the sender) In asymmetric non-repudiation, proof is provided to only ong of the
parties in a two-party transaction regarding an action of the other party (e.g., sender receives proof of dglivery,
or recipient receives proof of sendenridentity, but not both).

E.3.12 Protecting privacy

Privacy needs are one ‘ofithe key reasons for security. Privacy is a motivation for confidentiality, anonymity,
and not retaining data.” Avoiding falsehoods that could damage reputations requires data accurag¢y and
integrity. Concern«fapr privacy is widespread, and several relevant laws and regulations exist industry-orjented,
sub-national, national, and international.

E.3.13 Safety and security

Not ‘everyone defines the same agreed to boundary between safety and security. However, despitd these

11 Source: DOD 5200.28-STD, Department of Defense Trusted Computer Evaluation Criteria, December 1985.

12 Other forensic support includes support for identifying suspects and investigating insiders and outsiders. For insiders
where the identity of the user may be known, automated recognition of use in an unusual fashion could help support
identification of suspects.
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illegitimate actions as well as confidentiality. '3 Safety concerns often centre on lives, health, and
environmental damage as well as property damage.

In recent years, the safety community has more examples of successful experience with producing very-low-
defect and high-confidence systems and software than does the software security community. The safety
community’s experience provides valuable lessons for software security practitioners in both producing and
assuring software in high-consequence systems (for an introduction and example see [193], [56], and [55]).
However, the traditional safety engineering approach differs from the security one in a critical way — it
presumes non-existence of maliciousness. Today, security is a concern for most systems as many are directly

or indfrectly exposed to the Internet or to insider attack as well as to subversion during development,
deployment, and updating. While safety-oriented systems so exposed now must also face the security
problem, this subclause speaks of traditional safety engineering that does not address maliciousness.

Safety| and security are often mentioned together, and some advantage might derive from treating them
together. Eor example, of an approach to an assurance case including security and safety is proposed in [182]
and [183] .

When |both are required, a number of areas are candidates for partially combining ‘Safety and security
engingering concerns including:

e Understanding of the situation.

o Goals.

e Sdlutions.

e Agtivities.

e Agsurance case'®.

e Claims and particularly subclaims.
e Arguments.

e Evidence.

e Asgsumptions.

e Evaluations.

In addftion, both safety and security have practical concerns for correctness.

E.3.14 Other security-related concerns

In add|tion to a system’s preservation of required security properties within its digital domain, it can contribute
to othgr systems; organizational or societal security goals including:

e Egtablishing the authenticity of users and data.

Bl ala: PO R Y £
o E avnsimmy atLuuliavlity UT'Ustlo.

13 Also, security concerns often have more interest in confidentiality than safety concerns do.

14 The objective of SafSec, developed by Praxis High Integrity Systems is to provide a systems certification and
accreditation (C&A) methodology that addresses both safety and security acceptance requirements. SafSec was originally
developed for C&A of the United Kingdom Ministry of Defense (UK MOD) Integrated Modular Avionics, and other
advanced avionics architectures. SafSec is an example of how approaches from assurance of safety as a required
property of software have been applied to the assurance of security properties of software.

15 The SafSec effort provides guidance on one way to combine assurance cases. [SafSec Standard [183] ] [SafSec
Guidance [182]]
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e Providing usability including transparency to users to gain acceptance and resulting security.
e Providing the abilities to:

e Deter and mislead attackers,

e Force attackers to overcome multiple layers of defence,

e Support investigations to identify and convict attackers.

e Limiting real-world damage.
¢ Aiding physical security, such as in monitoring and entrance control.

Thus, digital systems can help address security concerns at a number of levels.

E.4 Traditional system and software security principles and guidelines

E.4.1 Introduction

Saltzer and Schroeder published their list of principles in 1975, and they remain important [184]. Everyone
involved in any way with secure software systems needs to be aware of them. Most of the list below follows
the principles proposed by Saltzer and Schroeder and liberally ,quotes edited selections from that text.|These
principles have relevance throughout secure software syst€m development and sustainment in¢luding
requirements; design; construction; and verification, validationyand evaluation.

They cover a number of topics. Several principles helptin reducing the number of opportunities for violations.
As opportunities or possibilities for violations cannotzalways be eliminated, steps need to be taken to gnsure
users properly utilize security and efforts toward<security are expended in the best places. To reduce the
uncertainties related to the adequacy or correctness of the software system, the portion of the systgm and
mechanisms ensuring security should be as:small and simple as practicable and be thoroughly reviewed and
analysed.

Defences and protection may not”be perfect, and violations will occur. For follow-up, learning, and
improvement records of what occurfed are needed. In addition, requiring multiple successes by an aftacker
before substantial damage results can increase time or effort attacker needs to expend and providg some
tolerance for vulnerabilities er‘weaknesses.

E.4.2 Least privilege

Least privilege isza-principle whereby each entity (user, process, or device) is granted the most restricfive set
of privileges néeded for the performance of that entity’s authorized tasks. Application of this principle limits the
damage that«can result from accident, error, or unauthorized use of a system. Least privilege also reduges the
number of ‘potential interactions among privileged processes or programs, so that unintentional, unwanted, or
improperuses of privilege are less likely to occur.

E4.3 Complete mediation

Every access to every (security-sensitive) object must be checked for proper authorization; and access denied
if it violates authorizations. This principle, when systematically applied, is the primary underpinning of the
protection system, and it implies the existence and integrity of methods to (1) identify the source of every
request, (2) ensure the request is unchanged since its origination, and (3) check the relevant authorizations as
well as ensure request denied if unauthorized and not otherwise (unless by some other mechanism). It also
requires that design proposals to allow access by remembering the result of a prior authority check be
examined sceptically.
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