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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate

form

in the
i1 Uil

development of Internation ndards through technical committees established by the respe e Qrean on to deal

with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual(in

In the field of information technology, ISO and IEC have established a joint technical committee, ISOAEC JTC 1.

The main task of technical committees is to prepare International Standards, but in exceptional cifcumstances a tec
committee may propose the publication of a Technical Report of one of the following types:

— | type 1, when the required support cannot be obtained for the publication of an(International Standard, d
repeated efforts;

er international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take,part |i

erest.

hnical

espite

— | type 2, when the subject is still under technical development or where for any other reason there is the futufe but

not immediate possibility of an agreement on an International Standard;

— | type 3, when a technical committee has collected data of a different kind from that which is normally published as

an International Standard (“state of the art”, for example).

Technical reports of types 1 and 2 are subject to review within three years of publication, to decide whether they g
transformed into International Standards. Technical Reports of type 3 do not necessarily have to be reviewed un
datd they provide are considered to be no longer valid or useful;

ISOYIEC TR 13594, which is a Technical Report of type 3, was prepared by Joint Technical Committee ISO/IEC ]
Infdrmation technology, in collaboration with ITU-T. The identical text is published as ITU-T Recommendation X.§

an be
il the

TC 1,
02.

iii
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Introduction

This Recommendation i International Standard describes the cross layer aspects of the revision of security services in the
lower layers of the OSI Reference Model (Transport, Network, Data Link, Physical). It describes the architectural
concepts common to these layers, the basis for interactions relating to security between layers and the placement of
security protocols in the lower layers.

iv
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commendation | Technical Report describes the cross layer aspects of the provision of security services,in the
yers of the OSI Reference Model (Transport, Network, Data Link and Physical layers).

ecommendation | Technical Report describes:

a) architectural concepts common to the lower layers based on those defined in CCITT Rec. X.800 |
ISO 7498-2;

b)  the basis for interactions relating to security between protocols in the lower Jayers;
¢) the basis for any interactions relating to security between the lower layefs and upper layers of OSI;

d) the placement of security protocols in relation to other lower layer:security protocols and the relative rgle
of such placements.

should be no conflict between the security protocols for the lower layers and the model described in this
mendation | Technical Report.

Rec. X.500 | ISO/IEC 9594-1 identifies the security seryices relevant to each of the lower layers of the OSI
nice Model.

References

lowing Recommendations and International Standards contain provisions which, through reference in this tekt,
ite provisions of this Recommendation’ | Technical Report. At time of publication, the editions indicated wdre
All Recommendations and Standards are subject to revision, and parties to agreements based on this
mendation | Technical Report are;encouraged to investigate the possibility of applying the most recent edition jof
commendations and Standards-listed below. Members of IEC and ISO maintain registers of currently valid
ional Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
Recommendations.

Identical Recommendations | International Standards

- ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systets
Interconnection — Basic Reference Model: The Basic Model.

=) = ITU-T Recommendation X.233 (1993) | ISO/IEC 8473-1:1994, Information technology — Protocol for

Providing The OST connectioniess-mode Network service. Protocol Specification.

- ITU-T Recommendation X.234 (1994) | ISO/IEC 8602:1995, Information technology — Protocol for
providing the OSI connectionless-mode Transport service.

—  ITU-T Recommendation X.273 (1994) | ISO/IEC 11577:1995, Information technology — Open Systems
Interconnection — Network layer security protocol.

—  ITU-T Recommendation X.274 (1994) | ISO/IEC 10736:1995, Information technology — Telecommuni-
cations and information exchange between systems — Transport layer security protocol.

- ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open Systems
Interconnection — Upper layers security model.

ITU-T Rec. X.802 (1995 E) 1
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- ITU-T Recommendation X.8101 | ISO/IEC 10181-1..1), Information technology — Open Systems
Interconnection — Security frameworks in open systems: Security frameworks overview.

— ITU-T Recommendation X.812D | ISO/MIEC 10181-3...)), Information technology — Open Systems
Interconnection — Security frameworks in open systems: Access control framework.

2.2 Paired Recommendations | International Standards equivalent in technical content

—  CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

service.

ISO/IEC 8073:1992, Information technology — Telecommunications and information excharige hetween
systems — Open Systems Interconnection — Protocol for providing the connection-mode Transport §ervice.

- CCITT Recommendation X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

ISO/MEC 8824:1990, Information technology — Open Systems Interconnection —'Specification of Abstract
Syntax Notation One (ASN.1).

— CCITT Recommendation X.209 (1988), Specification of Basic Encoding Rules for Abstract|Syntax
Notation One (ASN.1).

ISO/IEC 8825:1990, Information technology — Open Systems Intesconnection — Specification df Basic
Encoding Rules for Abstract Syntax Notation One (ASN.1).

213 Additional references

—  ISO/MEC 8208:1995, Information technology — Datd ¢ommunications — X.25 Packet Layer Protofol For
Data Terminal Equipment.

— ITU-T Recommendation X.25 (1993), Interface between Data Terminal Equipment (DTE) and Data
Circuit-Terminating Equipment (DCE) for\terminals operating in packet mode and connected tq public
data networks by dedicated circuits.

— ISO 8648:1988, Information processitg systems — Open Systems Interconnection — Internal organization
of the Network Layer.

- ISO 9542:19882), Information. processing systems — Telecommunications and information eXchange
between systems — End system to intermediate system routeing exchange protocol for use in conjunction
with the Protocol for providing the connectionless-mode network service (ISO 8473).

—  ISO/MEC 10589:1992; Information technology — Telecommunications and information exchange between
systems — Intefmediate system to intermediate system intra-domain-routeing routine infofmation
exchange protocol for use in conjunction with the protocol for providing the connectionlegs-mode
Network service (I1SO 8473).

— ISOMIEC\10747:1994, Information technology — Telecommunications and information exchange between
systems — Protocol for exchange of inter-domain routeing information among intermediate systems to
support forwarding of ISO 8473 PDUs.

3 Definitions

3.1 OSI Reference Model definitions

This Recommendation | Technical Report makes use of the following terms as defined in ITU-T Rec. X.200 |
ISO/IEC 7498-1:

—  Quality of Service

D Presently at the stage of draft.

2) Currently under revision.

2 ITU-T Rec. X.802 (1995 E)


https://standardsiso.com/api/?name=d2284100d9effeb993cbf87a9b278a87

ISO/IEC TR 13594 : 1995 (E)

3.2 Open System Security Frameworks definitions

This Recommendation | Technical Report makes use of the following terms as defined in ITU-T Rec. X.810 |

ISO/IEC 10181-1:

—  security domain

33 Internal Organization of the Network Layer definitions

This Recommendation | Technical Report makes use of the following terms as defined in ISO 8648:

a) subnetwork access protocol;

b) end system;

¢) intermediate system.

34 Additional definitions

For the|purposes of this Recommendation | Technical Report, the following definitions apply:

34.1 reflection protection: A protection mechanism to detect when a protocol data unit has-been sent back to t

originafor.

342 security association attributes: The collection of information required (to~control the security

communications between an entity and its remote peer(s).

343 security association: The relationship between lower layer communicating entities for which there exi

corresponding security association attributes.

3.44 security rules: Local information which, given the security seryicés selected specify the underlying security
mecharnisms to be employed, including all parameters needed for the opetation of the mechanism.

NOTE - Security rules are a form of secure interaction rules:as defined in the Upper Layers Security Mog

(ITU-T Rec. X.803 | ISO/IEC 10745).

4 Abbreviations

ISN

Integrity Sequence Number

he

of

ts

el

SSAA Set of SA-Attributes
NLSP Network Layer Security Protocol
NLSP-CO  NLSP Connection mode
NLSP-CL NLSP Connectionless mode
QOS Quality of Service (as defined in CCITT Rec. X.200 | ISO/IEC 7498-1)
SA Security Association
SA-ID Security Association Identifier
SNAEP Subnetwork Access Protocol (as defined in ISO 8648)
SNISP Subnetwork Independent Security Protocol
TLSP Transport Layer Security Protocol
5 Security associations
5.1 General overview

5.1.1 Any security protocol makes use of a number of security mechanisms to provide security services to the layer
above. The security services required by the higher layer may be indicated to the lower layers through use of local
security management functions. The security protocol and each of its security mechanisms require information, in
addition to that which is encoded in the PDUs, to enable secure communication. Examples of such additional

ITU-T Rec. X.802 (1995 E)
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information are the specification of the mechanisms to be used by the protocol and, for each mechanism, specific
information such as the key required by an encipherment mechanism. Each piece of additional information is known as a
Security Association Attribute.

51.2 Security Association Attributes may be placed in a protocol entity using a number of mechanisms. Some
examples of placement mechanisms are:

a) placement during manufacture of a device;
b) placement during initialisation of a device;
¢) placement via a manual interface, e.g. front panel controls;

d) placement by OSI Systems Security Management;

AY 1 PR Y o Veh & 4 Q e AA
T) PIALCIHCIT Uy OUST LdayTl STUUI LY IVIdITdETCIIITIIL,

f) placement by OSI Operations Security Management.

3 SA-Attributes may be placed at any time prior to the communication to which they relate. When conjpatible
ts of SA-Attributes (SSAA) are in place in each protocol entity, a Security Association is said to’exist betwgen the
tocol entities.

4 SSAAs (and Security Associations) may exist with different granularity. Sometimes-it is useful to be [able to
er to SSAAs with different granularity. For instance, the SSAA defined by an Agreed Set of Security Rules (ASSR)
uld be denoted by SSAA ASSR. Or a pairwise key may be established between two._protocol entities for use| over a
mber of instances of common Source-Destination Address Pair. Similarly the SSAA for an instance of commurdication
uld be referred to by SSAA-Instance of Communication. Likewise the SSAA for)a connection oriented PDU cpuld be
referred to by SSAA CO PDU.

5.1.5 In general, SA-Attributes must be placed in the Protocol Entity by’secure means in order to maintain s¢curity.
This implies that the SA-Attributes are either placed using a physically secure means or they may be placed makjing use
ofl an existing Security Association which has been pre-placed for this parpose.

5.J1.6 The SSAA which are part of a security associationare often referred to by an identifier which hds local
significance and is known as an SA-ID. At any instant, some, members of the Set of SA-Attributes may be undefined.
Typically during the initialisation of a secure communication, the SSAA will not be fully populated and thq initial
exchanges will be used to completely populate the SSAA before user data is exchanged.

S.L.7 In order to provide Replay Protection, constraints must be applied to the use of SA-IDs, their ref¢renced
S$AAs and SA-Attributes.

a) SA-IDs may not be re-used with the same encipherment key.

b) After any SA-AttributeHas been populated in a SSAA which is referred to by an SA-ID, that
SA-Attribute may never be changed unless the security protocol has a means for signalling the [change
between the comfnunicating entities. This implies that to enable key roll-over a new SA-ID must be used
with copies of'the old SA-Attributes and a new key unless the security protocol has an alternativel means
of signalling the key change (e.g. as supported by NLSP-CO CSC PDU).

5.1.8 Removal of any SA-Attribute from the SSAA effectively closes the Security Association

5.1.9 Some “SA-Attributes have significance for an instance of communication (a connectionless PDU or a
cannection)/Other SA-Attributes have significance for a single PDU on a connection. Examples of such SA-Atfributes
arg IntegritysSequence Numbers and Security Labels. It may appear that the changing of these SA-Attributes violates the
constraint’in b) in 5.1.7 above. However, logically the Security Association, including these SA-Attributes, is only valid
for the lifetime of a single PDU. The ISN acts as a logical extension to the SA-ID, hence changing the effective SA-ID.
TheTabet s onty vatid-for this instance of theexterded - SA-ID—Tus; the comnstraints are maimained . Such SA=ATtributes
are sometimes termed ‘Dynamic’ SA-Attributes.

5.1.10  Part of a security policy will constrain the operation of the protocol entity. This part of the security policy is
termed the Set of Security Rules for the Protocol Entity. The Set of Security Rules for a protocol entity may constrain
such things as the security mechanisms to be used and the values and placement mechanisms for the SA-Attributes. The
Set of Security Rules will also define the mapping of the security services selected into Security mechanisms used by the
Security Protocol. The Set of Security Rules is a form of Secure Interaction Rules.

5.1.11  When used for operation within or between domains, a unique identifier for such Sets of Security Rules needs
to be established and is known as an Agreed Set of Security Rules. The ASSR identifier may be exchanged as part of
Security Association establishment to define or constrain the SSAA ASSR which are defined in that Set of Security
Rules. The remaining SA-Attributes, if any, must be established using other means such as those listed in 5.1.2 above.

4 ITU-T Rec. X.802 (1995 E)
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5.2 Establishing a security association for the lower layers

521 In order to protect an instance of communication (a connectionless SDU or a connection) a securlty association
has to be established between the communicating entities.

522 The information forming an SA is either static information, which may be “negotiated” when the SA is
established and then remains fixed for the duration of the association, or dynamic information which may be updated in
an instance of communication.

5.23 An SA may be established as a OSI layer 1 to 4 protocol through the exchange of security association protocol
data units (PDUs), or through mechanisms outside the scope of the lower layers of OSI.

5.24 Prior to establishing an SA each entity must have pre-established a common, mutually agreed and uniquely

identified;set-of security rlesas-well-as-the security services that may besefeeted———————

5.25 If the SA is to be established through the exchange of security association PDUs, then the following musb also
be pre-pstablished:

a) An initial selection of security services, and hence the security mechanisms, to be applied(n establishing
an SA.

b) Basic keying information needed to establish an SA.

5.2.6 On SA establishment, an entity establishes the following shared information with its rémote peer which myst
remain|unchanged (i.e. static) for the lifetime of the association:

a) Local and remote SA-IDs.

b) The Security Services Selected for use between the associated entitiés_for instances of communication.
NOTE - The security services to be used may be selected among the pre-established security services.

¢) The mechanisms and their properties to be used as implied through the Security Services Selected.

d) Initial shared keys for integrity, encipherment mechanisms and authentication of an instance |of
communication;

e) The set of security labels and addresses that may_béused on this association for access control.

5.2.7 The SA-IDs and shared keys [items a) and d) above] must be established on a per association basis. The otHer
information may be pre-established. In addition, as part.of establishing a SA the identity of the remote peer must pe
authenficated to provide peer entity authentication.

5.2.8 The following information can be dynamically updated for an instance of communication:
a) Integrity sequence number(s)(as)needed for normal and expedited data in each direction.
b) A security label which is selected dynamically from the static set of security labels.

¢) Re-key information for the encipherment/integrity mechanisms in security protocols supporting re-keyihg
within an association-(e.g. the connection-mode Network Layer Security Protocol).

T
=2

5.2.9 To achieve peer eftity or data origin authentication, authentication mechanisms need to be applied to eaj
instance of communicatiof:

5.2.10( The different SA-Attributes that may be established at the different stages of a security association are shown
diagratnmatically~as{ in Figure 1. The terms pre-established, static and dynamic are used in relation to a security
associgtion as described in the preceding subclauses. The terms used and the form of authentication are as described [in
the prefeding\subclauses.

Pre-established Static Dynamic
Agreed Set of Security Rules SA-IDs ISN
Possible Security Services Initial Keys Security Label
Initial Security Services Authentication . Re-key information
Basic key information Authentication

Selected level of Protection QOS
Selected mechanism
Security label / Address set

Figure 1 - Illustration of Attributes of a Security Association

ITU-T Rec. X.802 (1995 E) 5
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5.2.11 An entity should identify necessary SA-Attributes using the SA-ID.

5.2.12 The SA shall be established prior to protecting an instance of communication.

53 Security association close
An SA indicated by an SA-ID is closed when the SA is no longer valid.

A security association can be closed by the following methods:
a) asa OSI layer 1 to 4 protocol through the exchange of security association protocol data units (PDUs);

b) using external mechanisms outside the scope of the lower layers of OSI;

c) implicitly by closing a connection (this is applicable only to connection mode);

d) implicitly when a key within the SA expires.

NOTE - Care should be taken in using this approach d) with the lifetime of a key defined by the nymber of
packets sent/received between peer entities since significantly different values may result in-¢ach peer.

Before using method c) above, an attribute of the security association must indicate that the'association is to He closed
on closing a connection using that association.

5|4 Modification of attributes in a connection

oy

br each instance of communication (a connectionless PDU or a connection), ofily-one SA can be established.

w)]

uring the existence of a connection the security services and mechanisms yised on that connection cannot be mpodified
(note this does not preclude changing keys).

Indication of use of new keys shall be described by the security protocol.

6 Influence on existing protocols
6.1 General principle
I principle the influence of security proto¢ols on existing protocols should be minimal.

q.2 Connectionless SDU size

=

uring data transfer, depending-on the security mechanisms selected, security has the following impact on the (N)-layer
protocol:

a) the (N)-User-data, and in some cases parts of the (N)-protocol-control-information, is operatefl on by
cryptogtaphic transformations before and after transmission. This may change the lengthf of the
@)-user-data.

b)) ‘protocol control information related to (N)-user-data (e.g. security association identifier, cryptpgraphic
check code) may need to be carried by the (N)-protocol.

NOTE - This will have impact on the maximum User Data size as defined in CCITT Rec.[X.213 |
ISO/IEC 8348, subclause 15.2.3 and CCITT Rec. X.214 | ISO/IEC 8072.

6.3 Concatenation of PDUs

Only PDUs which are to be protected under the same security association may be concatenated.

6.4 Algorithm and mechanism independence

Lower layer security protocols are specified to be independent of the algorithm. Furthermore, NLSP has taken the
approach of separating mechanism dependent and mechanism independent parts of the security protocol. It is anticipated
that future lower layer security protocols may achieve this using generic abstract services for security common to the
upper and lower layers of OSI.

6 ITU-T Rec. X.802 (1995 E)
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7 Common security PDU structure

7.1 A common general PDU structure is to be used for protected data PDUs in the lower layer security protocols.
Although the general PDU structure is the same for all lower layer security protocols they are not, of course, identical for
a variety of reasons, the most obvious of which is the format restrictions imposed by a particular protocol layer.

7.2 Common aspects of the PDU structures in the lower layer security protocols may be:
a) an Integrity Check Value (ICV) at the end of the PDU (except for any encipherment padding, see below);

b) padding for traffic flow confidentiality, integrity and encipherment mechanisms may be placed in separate
fields;

T) 4 variapie lengtr mumber used for Sequence imegrity;

d) aflexible approach to the encoding of fields using type/length/value to allow easy extendibility and‘place
minimal restrictions on the ordering of fields;

e) reflection protection provided by a protected SA initiator to responder direction flag.

8 Determination of security services and mechanisms

The security services to be applied by a security protocol are determined as describ&d’in clause 9. The security
mechagisms to be applied are determined, given Security Services Selected, through uSe\of security rules as described|in
clause [10.

9 Protection QOS

Protection QOS is the degree to which a service provider attempts.to' counter security threats using security servides
applied in the lower layers.

The hahpdling of protection QOS service parameters is a local\matter controlled according to the security policy in forge.
Protection QOS is not negotiated between the service-users. For an instance of communication a service user mpy
indicatg its protection QOS requirements to the service-provider. A service provider may indicate the protection QS
provid¢d on an instance of communication to the serVice user. The protection QOS provided by the service provider
need ngt be the same as that requested by the seryice user.

Any Igwer layer protocol exchanges between open systems (referred to as “in band” protocol exchanges) to convgy
informption on the security services to_be.sélected are carried in a security association protocol which is independent jof
an instance of communication. This fmay be carried implicitly by a security label or explicitly by other means.

10 Security rules

Securitly rules, givendhe Security services selected, specify the security mechanisms to be used including all parametgrs
needed| for the operation of the mechanisms. An illustrative example of security rules which may be registered as agregd
for use|by a cominunity is given in Annex A.

In the ¢ase of the security services selected being implied by a security label, the security rules also specify the mapping
from a|seCurity label to the implied protection requirements.

NOTE - Currently, ITU-T | ISO/IEC are not standardising security rules.

11 Placement of security in the lower layers

Security Protocols are currently defined for use in the transport layer and the network layer [Transport Layer Security
Protocol (TLSP) and Network Layer Security Protocol (NLSP)].

For connection mode communications TLSP operates in conjunction with ITU-T Rec. X.224 | ISO/IEC 8073 (see
Figure 2). For connectionless mode communications TLSP operates in conjunction with ITU-T Rec. X.234 |
ISO/EC 8602 (see Figure 3).
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X.224 1 8073 Map X.224 1 8073 Map

to/from Network service

Network

Data link

Physical

to/from Network senvice
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Figure 2 - Illustration of TLSP operating in conjunction with

End system

X234 | 8602

TLESP <

ITU-T Rec. X.224 | ISO/IEC 8073

End system

X.234 18602

X.234 | 8602 Map

> TLSP

X.234 | 8602 Map

toffrom Network service to/from Network service
Network Network
Data link Data link
Physical Physical
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Figure 3 - Illustration of TLSP operating in conjunction with

ITU-T Rec. X.802 (1995 E)

ITU-T Rec. X.234 | ISO/TEC 8602
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Security in the network layer may be provided by a Subnetwork Independent Security Protocol (SNISP) which fulfils a
subnetwork independent security role in addition to the roles identified in ISO 8648. As described below, a number of
options exist for the different relationships between a SNISP such as NLSP and protocols providing the other network
layer protocol roles as identified in ISO 8648.

For connectionless mode communication between end systems NLSP can operate over the “normal” network layer

protocols. This is illustrated in Figure 4. This protects Network Service Data Units.

End system End system
I I I 1
1 1 | 1
1 1 1 1
1 Transport 1 1 Transport i
1 1 1 ]
NLSP < > NLSP
CLNP < > CLNP
SNDCP/SNAcP SNDCP/SNAcP
Data link Data link
Physical Physical
T0721360-94/d03

Figure 4 - Illustration of NLSP-CL between end systems

Alterrjatively, for connectionless mode communicationssbetween two end systems, an end system and intermedjate
systeh or between two intermediate systems, NLSP operates below the connectionless network protocol (see
ITU-T Rec. X.233 | ISO/IEC 8473-1) and above, €ither a subnetwork convergence protocol or ITU-T Rec. X.233 |
ISO/EC 8473-1. This is illustrated in Figures S.and 6. The representation of two ITU-T Rec. X.233 | ISO/IEC 8473-1
layery and an NLSP layer does not necessafily imply separate protocol machines. This depends on the lgcal
implementation policy. This protects Network Protocol Data Units.

End system Intermediate system End system
1 1 | 1
1 1 | |
1 1 1 1
1 Transport | 1 Transport 1
1 1 1 1
Relay/Routing
CLNP < > > CLNP
CLNP
______________ CLNP
NLSP «—> NLSP
____________ o F===——fF————1 R —
. e Tnisted!
frusted SNDCP SNDCP
SNDCP/SNAcP subnet] SNACP SNAcP  fsubret- SNDCP/SNAcP
work work
Data link Data link Data link
Physical Physical Physical

T0721370-94/d04

Figure 5 — Ilustration of NLSP-CL with untrusted subnetwork
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End system Intermediate systems End system
1 1 1 |
1 1 I |
1 1 1 !
1 | Trusted relay 1 I
1 1 1 1
Untrusted relay Relay/Routing
CLNP < >
CLNP
NLSP < > NLSP CINP _ |¢—> CINP
TTTTTTTTT Relay/Routing T T
CLNP CLNP
CLNP CLNP
SNDCP/ SNDCP SNDCP/ SNDCP
SNDCP/SNAcP SNACP SNACP SNAGP SNACP SNDCP/SNAcP
Data link Data link Data link Data link
Physical Physical P- Physical Physical
T07213B0-94/d05

Figure 6 - Illustration of NLSP-CL with untrusted relay system

Far connection mode communications NLSP always operates above either over a subnetwork independent protodol or a

supnetwork access protocol such as ISO/IEC 8208. This is illustrated in Figures 7, 8 and 9. This protects Network
Sefvice Data Units. NLSP need not necessarily be located at the top of the network layer.

10

End system End system
1 1 1 |
| 1 | I
1 | 1 |
: Fransport : : Transport :
NLSP < » NLSP
X25 < > X.25
Untrusted network
Data link Data link
Physical Physical

T0721390-94/d06

Figure 7 — Illustration of NLSP-CO between end systems
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Untrusted
network

End system Intermediate systems End system
1 1 | 1
1 1 | 1
| Transport 1 1 |
1 | 1
I I Trusted relay i Transport :
Relay/Routing
NLSP
« Untrusted relay NLSP
e [ ppp——— - ————— X.25
Relay/Routing I X25
X.25 «—>| X25 X25 e Xx25 | «—
1
Data link - Data link Data link Data link
Physical Physical Physical Physical
T0721400-94/d07
Figure 8 — Illustration of NLSP-CO with untrusted relay system
End system Intermediate system End system
| I 1 |
| 1 1 1
1 1 1 1
: Transport : : Transport :
CLNP PN Relay/Routing ) R CLNP
(Note) - | cine D
NLSP “«~—> NLSP CLNP
X25 X.25
Datalink Data link Data link
Physical Physical Physical
T T T0721410-94/d08
Untrusted Trusted
subnetwork subnetwork

NOTE - This includes convergence function to CO mode.

Figure 9 — Illustration of NLSP within a multi-network environment

Other placements not included in this model may also be possible.

Interdomain Routeing Protocol (IDRP) (ISO/IEC 10747) exchanges can be protected by use of NLSP operating below
IDRP and above ITU-T Rec. X.233 | ISO/IEC 8473-1 (see Figure 10). This protects IDRP Protocol Data Units.

ITU-T Rec. X.802 (1995 E)
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A mapping may be defined for the NLSP underlying network8ervice primitives to the data link service for use of
laygr protocol such as a Local Area Network (LAN) protocolas defined in ISO/IEC 8802 (see Figure 11).

IDRP « > IDRP
""" we
""" e e I e ]
Link Link
Physical PhySical

T0721420-94/d09

Figure 10 — Illustration of NLSP operating in conjunction with IDRP

Network protocol

> Network protocol

Link

A

Physical

> NLSP
> Link
Physical

T0721430-94/d10

Figure 11 - Illustration of NLSP operating over link layer

a link

CCITT Rec. X.800 | ISO 7498-2 includes a requirement for confidentiality in the data link layer. There is a requirement
for a data link security protocol to protect communications between layer 2 bridges in a LAN environment (see

Figure 12).
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Data link Data link
’ security security ¢
Local protocol protocol Local
area Media access Media access | area
network control control network
Media access Media access
control control
Physical Physical
T0721440-94/d11
HEANAAN CAN/MAN
Layer 2 bridge Layer 2 bridge

Figure 12 - Illustration of data link layer security protocol used to protect
communication between two bridges

12 Use of (N-1)-layer(s) to enhance (N)-layer security

In proyiding security functions in a given layer, it is possible to make use of the security services provided by the
layer(s) below. The total security services provided to the (N)-layer user can,be made up from mechanisms in the
underlying layers.

13 Security labelling

A security label may be used to indicate Security Services Selected requirements (see clause 9), as well as for access dnd
routeing control.

Under |a security association a pair of entities may presestablish a set of security labels that may be assigned
connegtions/connectionless protocol data units between. them.

-

(0]

The usg of security labels is defined as part of a secufrity policy.
The Security Frameworks, Part 3: Access ControPdescribes the application of security labels for access control.

The firpt field of a security label shall identify the Security Authority which defines the label. This identifier will be fan
object |dentifier (as defined in ASN.1.€CITT Rec. X.208 | ISO/IEC 8824), encoded using the basic encoding rules (dee
CCITT| Rec. X.208 | ISO/IEC 8825).

The geperal structure of security labels should be in line with SC27 work on security information objects.

14 Security domains

Security domains, as defined in ITU-T X.810 | ISO/IEC 10181-1 (Security Frameworks Overview), is not of diréct
concefl}:to the peer-to-peer protocols. Rather, the use of domains should be considered in the context of the managemgnt

of seculrity~

15 Security of routeing

15.1 The Network Layer Security Protocol (NLSP) (see ITU-T Rec. X.273 | ISO/IEC 11577) can be used to protect
the exchanges of interdomain routeing protocol data units (ISO/IEC 10747) (see also clause 11 on placement of IDRP).

15.2 NLSP (as defined CCITT Rec. X.273 | ISO/IEC 11577) cannot be used to support the security of intra-domain
routeing exchanges based on ISO/IEC 10589 (Intermediate System to Intermediate System, IS-IS) and ISO/IEC 9542
(End System to Intermediate System, ES-IS) as it does not support multi-peer communications. A standard protocol
based on an extension of NLSP for the security of IS-IS intra-domain and ES-IS routeing exchange protocols may be
defined. Any such standard protocol for the security of IS-IS intra-domain and ES-IS routeing exchange should be
independent of these routeing protocols.
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15.3 It should be noted that access controls applied to communications (e.g. ITU-T X.25 | ISO/IEC 8208 closed
user groups, ITU-T Rec. X.233 | ISO/IEC 8473-1 security labels, NLSP) may effect the routes available. Information on
the security status of routes may be required for routeing information to be of use in secure environments.

154 Furthermore, consideration needs to be given on the requirements of routeing to support access
control/routeing control.

NOTE - CCITT Rec. X.800 | ISO 7498-2 defines routeing control as “The application of rules during the process of
routeing so as to avoid specific networks, links or relays”. The routeing control might, for example, be based on addresses, and inhibit

the routeing of all data into a subnetwork except from given authorised addresses. Alternatively, routeing control could be based on
security labels, for example packets labelled “commercial in confidence” are not to be routed out on to the public network.

16 —_Security Management

1641 Security policy

The following information is established as part of the security policy criteria for selecting security servicg and
meghanisms in an (N)-layer for a given (N)-entity:

—  criteria for establishing the Security Services Selected for an (N)-layer including maximum and minimum
levels acceptable;

—  criteria for mapping Security Services Selected to mechanisms and underlying protection requirements
(i.e. security rules as described in clause 10).

Where security labels are used information is established as part of the security,policy for the use of security |labels
(se¢ clause 13).

Infprmation is established as part of the security policy for auditing security relevant aspects of the layer protocolls and
for[providing recovery.
162 Security association management

The¢ management of security associations is discussed in clatise 5.

163 Key management

Th¢ distribution and selection of keys may be done in one of the following ways (methods):
a) as part of SA establishment;
b) within a security protocol; or

c) through mechanisms outside the scope of the lower layers of OSI.

164 Security Audit

The collection and analysis of security audit information is described in the Security Frameworks, Part 7: Security| Audit
(to|be ISO/IEC 1048147).

17 Traffic flow confidentiality

The ‘handling of traffic padding is not well understood. Associated with traffic flow confidentiality in the CONS
environment there may be three types of padding provided:

a) padding existing Secure Data PDUs;
b) generating dummy Secure Data PDUs;

c) generating dummy connections with other NLSP peer entities.

With each type of padding there are potential parameters which must be defined (for example, all PDUs should have
length of 1024 octets; there should be a PDU on the connection every 500 milliseconds; when this NLSP entity makes a
connection with a particular peer NLSP entity, then these six NLSP entities should also be connected and the same
volume of traffic exchanged with them). These parameters are not well understood but in the first two padding cases
they should be included as part of the security association. Therefore a boolean attribute is not adequate. Further study is
required on the types of parameters needed.
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18 Guidelines for the definition of SA-Attributes

An SA-Attribute is an information item required to control the security of communications and its remote peer. Three
different classes of SA-Attribute are described in clause 5.

The SA-Attributes required to control a security protocol are defined as part of security protocol. This definition should

include:
a)
b)
)
d)

a mnemonic used to refer to the attribute in the security protocol;
the data type of the attribute;
a description of the attribute semantics;

a description of how the value of this attribute is established.

Many' gf the attributes required for a security protocol will depend on the mechanisms supported.

Examples of SA-Attribute definitions are:

19 Error handling

The acfion to be taken when an error occurs in a security protocol will be determined by the local security polig
Optiong can include:

Encipher: Boolean

Enc_Alg: Object Identifier allocated under ISO 9979

Enc_key Form defined by Agreed Set of Security Rules

Encipherment is used to provide confidentiality.

The value of this attribute is defined by an Agreed Set of Security Rulés given the Security
Services Selected.

Encipherment algorithm

The value of this attribute is defined by an Agreed Set of Security Rules given the Security
Services Selected.

Encipherment key

Value established by Security Association Establishment.

=

discarding the PDU in error;
issuing error PDUs;
carrying out a Reset or.Disconnect procedures;

filing an audit report.
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