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on with 1ISO and IEC, also take part in the work. In the field of information technology, 1SO_and IEC

blished a joint technical committee, ISO/IEC JTC 1.
fnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
main task of the joint technical committee is to prepare International Standards,Draft International Sta

pted by the joint technical committee are circulated to national bodies for voting. Publication as an Intern

xceptional circumstances, the joint technical committee may propose the_publication of a Technical Re]
of the following types:
Fepeated efforts;

fype 2, when the subject is still under technical developmeént or where for any other reason there is the
but not immediate possibility of an agreement on an International Standard;

fype 3, when the joint technical committee has collected data of a different kind from that which is nq
published as an International Standard (“state af;the art”, for example).

hnical Reports of types 1 and 2 are subject'to review within three years of publication, to decide wheth
be transformed into International Standards. Technical Reports of type 3 do not necessarily have
bwed until the data they provide are‘considered to be no longer valid or useful.

ntion is drawn to the possibilitysthat some of the elements of this part of ISO/IEC TR 13335 may be the
atent rights. ISO and IEC shallnot be held responsible for identifying any or all such patent rights.

IEC TR 13335-5, which ‘is a Technical Report of type 3, was prepared by Joint Technical Con
IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.

IEC TR 13335 consists of the following parts, under the general title Information technology — Guideli
management of IT Security:
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Part 3: Techniques for the management of IT Security
Part 4: Selection of safeguards

Part 5: Management guidance on network security
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Introduction

The purpose of this Technical Report (ISO/IEC TR 13335) is to provide guidance, not
solutipns_on management aspects of IT security Those individuals within an organization
that ate responsible for IT security should be able to adapt the material in this report to
meet their specific needs. The main objectives of this Technical Report are:

e [to define and describe the concepts associated with the management of IT security,

e [to identify the relationships between the management of IT security and managenient
of IT in general,

e [to present several models which can be used to explain IT security, and
e [to provide general guidance on the management of IT security.

ISO/IEC TR 13335 is organized into five parts. Part 1 providescan-overview of the
fundajmental concepts and models used to describe the management of IT security. This
materjal is suitable for managers responsible for IT securityyand for those who are
responsible for an organization's overall security programme.

Part 2 describes management and planning aspects: It is relevant to managers with
responsibilities relating to an organization’s IT-systems. They may be:

e [T managers who are responsible foroverseeing the design, implementation, testing,
procurement, or operation of IT\.systems, or

e managers who are responsible for activities that make substantial use of IT systems.

Part 3 describes securitycteehniques relevant to those involved with management activities
during a project life cyele, such as planning, designing, implementing, testing, acquisition
or opg¢rations.

Part 4 provides-guidance for the selection of safeguards, and how this can be supported by
the uge of baseline models and controls. It also describes how this complements the
securjty-techniques described in Part 3, and how additional assessment methods can be
used for the selection of sateguards.

Part 5 provides guidance with respect to networks and communications to those
responsible for the management of IT security. This guidance supports the identification
and analysis of the communications related factors that should be taken into account to
establish network security requirements. It also contains a brief introduction to the possible
safeguard areas.

Vi © ISO/IEC 2001 — All rights reserved
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I nfor mation technology — Guidelinesfor the management of I T
Security —

Part 5:
M anagement guidance on network security

1. Scope

ISO/IEC TR 13335-5 provides guidance with respect to networks and communication$ to
those responsible for the management of IT security. This guidance supports.the
identification and analysis of the communications related factors that should be taken {nto
account to establish network security requirements.

This part of ISO/IEC TR 13335 builds upon Part 4 of this Technical Report by providing
an introduction on how to identify appropriate safeguard areas with respect to security
associated with connections to communications networks.

It is not within the scope of this TR to provide advice Omthe detailed design and
implementation aspects of the technical safeguard areas. That advice will be dealt with in
future ISO documents.

2. References

ISO/IEC TR 13335-1:1996, Information technology — Guidelines for the managenjent
of IT Security — Part 1: ConceptS'and models for IT Security

ISO/IEC TR 13335-2:1997, I nformation technology — Guidelines for the management
of IT Security — Part 2:Managing and planning IT Security

ISO/IEC TR 13335-3:1998, Information technology — Guidelines for the managenjent
of IT Security —PRart 3: Techniques for the management of IT Security

ISO/IEC TR.13335-4:2000, Information technology — Guidelines for the managenment
of IT Security — Part 4: Selection of safeguards

ISO/IEC TR 14516:—71), Information technology — Guidelines on the use and
management of Trusted Third Party (TTP) services

ISO/IEC 13888 (al parts), Information technology — Security techniques — Non-
repudiation

ISOMEC 15947 —1); Tnformation technology — Security techniques — TT intrusion
detection framework

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection —
Basic Reference Model: The Basic Model

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection —
Basic Reference Model — Part 2: Security Architecture

1) To be published.
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ISO/IEC 7498-3:1997, Information technology — Open Systems Interconnection —
Basic Reference Model: Naming and addressing

ISO/IEC  7498-4:1989, Information processing systems — Open Systems
Interconnection — Basic Reference Model — Part 4: Management framework

(Other relevant, non ISO/IEC, references are given in the Bibliography.)

3. Definitions

For the purposes of this part of ISO/IEC TR 13335, the definitions given in Part 1 of
ISO/IEC TR 13335 apply: accountability, asset, authenticity, availability, baseline
controls, confidentiality, data integrity, impact, integrity, I'T security, IT security policy,
non-fepudiation, reliability, risk, risk analysis, risk management, safeguard, threat,
vulngrability.

4. Abbreviations

EDI - Electronic Data Interchange

P - Internet Protocol

IT - Information Technology

PC - Personal Computer

PIN - Personal Identification Number
SecOPs - Security Operating Procedures
TR - Technical Report

5. Structure

The gpproach taken in TR-13335-5 is to first summarize the overall process for
identfification and analysis of the communications related factors that should be taken into
accoynt to establishnetwork security requirements, and then provide an indication of the

potential safeguard areas (in doing so indicating where relevant content of other parts of
TR 13335 may’be used).

This [decument describes three simple criteria to aid those persons responsible for IT
security to identify potential safeguard areas. These criteria identify (1) the different types
of network connections, (2) the different networking characteristics and related trust
relationships, and (3) the potential types of security risk associated with network
connections (and the use of services provided via those connections). The results of
combining these criteria are then utilised to indicate potential safeguard areas.
Subsequently, a brief introductory description is provided of the potential safeguard areas,
with indications to sources of more detail.

2 © ISO/IEC 2001 — All rights reserved
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6. Aim

The aim of this document is to provide guidance for the identification and analysis of the
communications related factors that should be taken into account to establish network
security requirements, and to provide an indication of the potential safeguard areas.

T- Overview

7.1 Background

Government and commercial organizations rely heavily on the use of inférmation to
conduct their business activities. Loss of confidentiality, integrity, availability, non-
repudiation, accountability, authenticity and reliability of information and services can
have an adverse impact on an organization’s business operations."Consequently, therelis a
critical need to protect information and to manage the security-of IT systems within
organizations.

This critical need to protect information is particularly important in today's environmept
because many organizations’ IT systems are conaected by networks. These network
connections can be within the organization, befween different organizations, and
sometimes between the organization and the general public. Both governmental and
commercial organizations conduct businéss’globally. Therefore they depend on all kinds
of communication from computerized-£¢’other ‘classical’ means. Their network needs
have to be fulfilled, with network sectrity playing an increasing significant role.

Clause 7.2 summarises the recommended process for the identification and analysis off the
communications related factors that should be taken into account to establish network
security requirements,-and the provision of an indication of the potential safeguard areps.
Subsequent clauses then provide further detail of this process.

7.2 Identification Process

When considering network connections, all those persons in the organization who hav
respofsibilities associated with the connections should be clear about the business
requirements and benefits. In addition, they and all other users of the connections shoyld
be-aware of the security risks to, and related safeguard areas for, such network
connections. The business requirements and benefits are likely to influence many
decisions and actions taken in the process of considering network connections, identifying
potential safeguard areas, and then eventually selecting, designing, implementing and
maintaining security safeguards. Thus, these business requirements and benefits need to
be kept in mind throughout the process. In order to identify the appropriate network
related security requirements and safeguard areas, the following tasks will need to be
completed:

W

© ISO/IEC 2001 — All rights reserved 3
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e review the general security requirements for network connections as set out in the
organization’s corporate IT security policy (see clause 8),

e review the network architectures and applications that relate to the network
connections, to provide the necessary background to conduct subsequent tasks (see
clause 9),

lause 10),

(@)

[ ]
=

pview the characteristics of the networking proposed (aided as necessary by the
hformation available on network and application architectures), and the associated
rust relationships (see clause 11),

= —-

e determine the related types of security risk, where possible with the help of risk
analysis and management review results - including consideration of the value to
Husiness operations of the information to be transferred via the connections, and any
dther information potentially accessible in an unauthorized way through these
gonnections (see clause 12),

lentify the references to the potential safeguard areas thatimay be appropriate, on
he basis of the type(s) of network connection, the networking characteristics and
ssociated trust relationships, and the types of security.risk, determined (see clause

3),

Q) = e

e document and review security architecture options (see clause 14),

e prepare to allocate tasks for the detailed safeguard selection, design,
mplementation and maintenance,sihg the identified references to potential
nfeguard areas and the agreed seeurity architecture (see clause 15).

©n_=-

It should be noted that general.advice on the identification of safeguards is contained in
Part 4 pf TR 13335. This Past (5) of TR 13335 complements Part 4 and provides an
introdyction on how to ideéntity appropriate safeguard areas with respect to security
associgted with connections to communications networks.

Figure|l below explains the overall process of identification and analysis of the
commuynicatiens-telated factors that should be taken into account to establish network
security requirements, and the provision of indications of potential safeguard areas. Each
step of|th© process is described in further detail in the clauses following the figure.

4 © ISO/IEC 2001 — All rights reserved
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Review Corporate|
IT Security Policy|
(Clause 8)

A\ 4

Review Network | —
Architectures
and Applicationy
(Clause 9)

Identify Type(s) of |~
Network Connection
(Clause 10)

\4

Review Networking
Characteristics &
Trust Relationships

Review Security Risk
Determine Types of Analysis and
Security Risk t _________ Management Results
(Clause 12) (GMITS Parts 3,and 4,
& Clause 12)

Identify Appropriate

Potential Safeguard [
Areas
(Clause 13)

Document & Review |____

Security Architecture
Options

(Clause 14)

Rrepare for Allocation
of Safeguard
Selection, Design, etc.
(Clause 15)

Figure 1: Process for the Identification and Analysis of Communications Relat¢d
Factors Leading to the Establishment of Network Security Requirem¢nts

It should be noted that, in Figure 1, the solid lines represent the main path of the procegss,
and the dotted line where'the types of security risk may be determined with the aid of
results from a security tisk analysis and management review.

In addition to théimain path of the process, in certain steps there will be a need to re-visit
the results of earlier steps to ensure consistency, in particular the steps ”Review Corpdrate
IT Security Policy” and "Review Network Architectures and Applications”. For example,

o )after types of security risk have been determined there may be a need to review
corporate IT security policy because something has arisen that is in fact not
covered at that policy level,

e inidentifying potential safeguard areas, the corporate IT security policy should|be
4ol 1104 + 1 14 £ 1 5 4L o4 qot1 ] £ d
LARNUIT TIHITU ALCUULIL, ULLause It 1ua_y, 1U1 bAallllJl\/, Dl}bbll)’ uiat a PCIJ uluial Dal\zs ar

has to be implemented across the organization regardless of the risks,

e in reviewing security architecture options, to ensure compatibility there will be a
need to consider the network architectures and applications.

© ISO/IEC 2001 — All rights reserved 5
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8 Review Corporate I'T Security Policy Requirements

The organization’s corporate IT security policy may include statements on the need for
confidentiality, integrity, availability, non-repudiation, accountability, authenticity and
reliability, as well as views on types of threat, and safeguard requirements, that relate
directly to network connections.

For example, such a policy could state that:

e hvailability of certain types of information or services is a major concern,

e ho connections via dial-up lines are permitted,

e hll connections to the Internet must be made through a security gateway,

e h particular type of security gateway must be used,

e ho payment instruction is valid without a digital signature.
Such §tatements, views and requirements, being applicable organization-wide, must be
accoupted for in the determination of the types of security risk (see clause 12 below) and
the id¢ntification of potential safeguard areas for network connections (see clause 13
below)). If there are any such security requirements then these can be documented in the
draft ljist of potential safeguard areas, and as necessary reflected in security architecture
optior}s. Guidance on the positioning of a corporate [I~s€curity policy document within
an organization’s approach to IT security, and on its\content and relationships with other
security documentation, is provided in Parts 2 and3 of TR 13335.

9 Review Network Architectures and Applications

9.1 Introduction

Later teps in the process ofymoving towards the confirmation of potential safeguard
areas,|i.e. identification.6f the:

e |[type(s) of neétwork connection that will be used,

e [netwotking characteristics and associated trust relationships involved,

o ltypes of securitv rid(7

and indeed the development of the list of potential safeguard areas (and later the related
designs for securing a particular connection), should always be done in the context of the
network architecture and applications that already exist or are planned.

6 © ISO/IEC 2001 — All rights reserved
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Thus detail should be obtained of the relevant network architecture and applications, and
reviewed, to provide the necessary understanding and context for the process steps that
follow.

By clarifying these aspects at the earliest possible stage, the process of identifying the
relevant security requirement identification criteria, identifying potential safeguard areas,
and refining the security architecture, will become more efficient and will eventually
result in a more workable security solution (see clauses 9.2 to 9 5 below)

At the same time, consideration of network and application architectural aspects.atyan
early stage allows time for those architectures to be reviewed and possibly reyised if ap
acceptable security solution cannot be realistically achieved within the currerit
architecture.

The different areas that need to be considered under network archiféctures and
applications include:

e types of network,
e network protocols,

e network applications.

Some of the issues for review for each of these areas are discussed in clauses 9.2 to 9.4
below. Other considerations are intreduced in clause 9.5.

(General guidance on network and application architectures can be found in ISO/IEC 7498.)

9.2 Types of Network

Depending on the area‘they cover, networks can be categorized as:
e Local Area Networks (LAN), which are used to interconnect systems locally,

e Metropolitan Area Networks (MAN), which are used to interconnect systems ir] a
metropolitan range,

e Wide Area Networks (WAN), which are used to interconnect systems in wider
areas than MANS, up to a world wide coverage.

© ISO/IEC 2001 — All rights reserved 7
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9.3 Network Protocols

Different protocols have different security characteristics and need to be afforded special
consideration. For example:

e shared media protocols are mainly used in LANs (and sometimes in MANs) and
provide mechanisms to regulate the use of shared media among the systems
connected. As a shared media is used. all information on the network is physically
accessible by all connected systems,

e | routing protocols are used to define the route through the different nodes on which
information travels within MANs and WANSs. Information is physically accessible
for all systems along the route, and routing may be changed, either accidentally of
intentionally.

The protocols may be used on different network topologies, for example bus, ring and
star, whether implemented through wireless or non-wireless technologies, which may
have further impact on security.

9.4 Network Applications

The type of applications used over a network need to be considered in the context of
security. Types can include:

e | terminal emulation based applications,
e | store and forward or spooler based applications,
e | client server applications.

9.5 Other Considerations

Wher reviewing the network atchitecture and applications, consideration should also be
given|to existing network connections within, to or from the organization, and to the
netwdrk to which the cofinection is proposed. The organization’s existing connections
may restrict or preventnew connections, e.g. because of agreements or contracts. The
existence of other,connections to or from the network to which the connection is required
could|introduce additional vulnerabilities and thus higher risks, possibly warranting
stronger and/or-additional safeguards.

10  Identify Types of Network Connection

There are many generic types of network connection that an organization may wish to
utilise. Some of these types of connection can be made through private networks (to
which access is restricted to a known community), and some could be made through

8 © ISO/IEC 2001 — All rights reserved
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public networks (to which access is potentially available to any organization or person).
Further, these types of network connection could be used for a variety of services, e.g.
electronic mail or Electronic Data Interchange (EDI), and could involve use of Internet,
Intranet or Extranet facilities, each with differing security considerations. Each of the
types of connection may have different vulnerabilities and thus associated security risks,
and consequently eventually require a different set of safeguards.

Table 1 below shows one way of categorizing the generic types of network connection
that may be required to conduct business, with a descriptive example shown for each

type.

Taking due account of relevant network architectures and applications (seé-¢lause 9
above), one or more of the types shown in Table 1 should be selected as-appropriate tp the
network connection(s) being considered.

It should be noted that the generic types of network connection described in this

document are organized and categorized from a business pérspective rather than a
technical one. This means that two different types of network connection may sometimes
be implemented by similar technical means, and that iti-some cases the safeguards majy be
similar, but there are other cases where they will bedifferent.

Table 1: Types of Network Connection

Clause Type of Network Connection Descriptive Example
10.1 Connection within a single‘controlled Interconnection between different parts of the
location of an organization. same organization within the same controlled

location, i.e. a single controlled building or sife.

[¢]

10.2 Connection between different Interconnection between regional offices (andfor
geographically disparate parts of the regional offices with a headquarters site) withjn a
same organization. single organization across a wide area network. In

this type of network connection, most if not all
users are able to access the IT systems availalle
via the network, but not all users within the
organization would have authorisation for accpss
to all applications or information (i.e. each usg¢r’s
access would only be in accordance with
privileges granted).

One type of access from another part of the

organization could be for remote maintenance
purposes. There might be more access privileges
dbbigllcd [19) lhib Lypc Uf USTI dlld L«UllIleliUll.
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Clause

Type of Network Connection

Descriptive Example

10.3

Connections between an organization
site and personnel working in locations
away from the organization.

Use of mobile data terminals by employees (e.g. a
salesperson verifying stock availability from a
customer site) or the establishment of remote links
to an organization’s computing systems by
employees working from home or other remote
sites not linked via a network maintained by the
organization. In this type of network connection,

the user is authorized as a system user on his local
system.

10.4

Connections between different
organizations within a closed
community, e.g. because of contractual
or other legally binding situations, or of
similar business interests, e.g. banking
or insurance.

Interconnection between two or more
organizations where there is a business need to
facilitate inter-organizational electronic
transactions (e.g. electronic funds transfer inithe
banking industry). This type of network
connection is similar to 10.2 above, except that
the sites being interconnected belong to two or
more organizations, and the connection is not
intended to provide access to the full range of
applications utilized by each-0f the participating
organizations.

10.5

Connections with other organizations.

There could be access to remote databases held by
other organizations (e.g. through service
providers), In'this type of network connection, all
users, including those of the connecting
organjzation, are individually pre-authorized by
the gxtérnal organization whose information is
being accessed. However, although all users are
pre-authorized, there may be no screening of
potential users other than in relation to their
ability to pay for the services being offered.

There could also be access to applications on the
organization’s systems that store or process the
organizational information that may be provided
to users from external organizations. In this
circumstance, the external users would be known
and authorized.

One type of access from another organization
could be for remote maintenance purposes. There
might be more access privileges assigned to this
type of user and connection.

10
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Clause Type of Network Connection Descriptive Example
10.6 Connections with the general public Access could be initiated by the organization’s
domain. users to public access databases, Web sites, and/or

electronic mail facilities (e.g. via the Internet),
where the access is initiated for purposes such as
the retrieval of information or the sending of
information from/to persons and/or sites which
have not been specifically pre-authorized by the
organization. In this type of connection, the
organization’s users may be utilising this\facility
for organizational (possibly even private)
purposes; however, the organizatiommay havg
little, if any, control over the infermation beinlg
transmitted.

Access could be initiated by external users to fhe
organization’s facilities (e.g. via the Internet).|In
this type of netwOrk connection, access by th¢
individual extérhal users has not been specifidally
pre-authorized by the organization.

11  Review Networking Characteristics and Related Trust
Relationships

11.1 Network Characteristics

The characteristics of the existing or proposed network should be reviewed. It is
particularly important tovidentify whether the network is:

e a public network - a network accessible by anyone, or

e a privat¢ network - a network consisting of owned or leased lines, therefore
considered to be more secure than a public network.

It is-also important to know the type of data transported by the network, for example:

e a data network - a network transferring primarily data and making use of|data
protocols,

e avoice network - a network intended for telephone but also usable for data, or

; bt P
Other information, such as whether the network is a packet or switched network, is also
germane.
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Further, it should also be established whether a connection is permanent, or established at
need.

11.2  Trust Relationships

Once the characteristics of the existing or proposed networking have been identified, and
at minimum it has been established if the network is public or private (see clause 11.1
above), then the related trust relationships should be identified.

Firstly, the applicable trust environment(s) associated with the network connection(s)
should be identified using the simple matrix shown at Table 2 below.

Table 2: Description of Trust Environments

Tlrust Description
Environment
LLow Network with an unknown community of users.
Mgdium Network with a known community of users and withiti-d closed
business community (of more than one organization).
High Network with a known community of users and,Solely within the
organization.

Secondly, the relevant trust environment(s) (from Low;Medium and High) should be
related to the applicable network characteristic (public or private) and the type(s) of
netwoyk connection involved (from clauses 10.1:4¢’10.6), to establish the trust
relati(fnships. This can be accomplished using-the matrix shown in Table 3 below.

Table 3: Identification of Trust Relationships

TRUST ENVIRONMENTS
LOW MEDIUM HIGH
10.6 10.4 10.2
TY|PES OF EERRC

NETWORK 10.5 10.3
CONNECTION
(See Clause 10)

PRIVATE 10.4 10.4 10.1

10.5 10.5 10.2

10.3

From Table 3 the reference category for each relevant trust relationship can be
determined. All of the possible categories are described in Table 4 below.
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Table 4: Trust Relationship References

Trust Relationship Category Description
LOW/PUBLIC Low trust, and use of a public network.
MEDIUM/PUBLIC Medium trust, and use of a public network.
HIGH/PUBLIC High trust_and use of a public netwark
LOW/PRIVATE Low trust, and use of a private network.
MEDIUM/PRIVATE Medium trust, and use of a private network.
HIGH/PRIVATE High trust, and use of a private network.

These references will be used in clause 12 to confirm the-types of security risk and
identify potential safeguard areas.

This task can be aided as necessary by the information available on network architectyires
and applications (see clause 9).

12 Determine the Types of Security Risk

As reflected earlier, the majority-of organizations today are dependent on the use of IT
systems and networks to support their business operations. Further, in many cases theye is
a definite business requirément for the use of network connections between the IT
systems at each organization’s location, and to other locations both within and outsid¢ the
organization. When a connection is made to another network, considerable care should be
taken to ensure-that the connecting organization is not exposed to additional risks. These

risks could, fortxample, result from the connection itself or from network connections at
the other@nd.

Whilst' network connections are important for business reasons, it has to be recognizefd
that the use of these connections could yield additional security risks - some possibly
related to ensuring adherence to relevant legislation and regulation. The types of risk
reflected in this clause relate to concerns about unauthorized access to information,

unauthorized sending of information, the introduction of malicious code, denial of regeipt

or nrigin) and denial of service connection. Thus the types of Qpr‘nrify risk that an

organization might face relate to loss of:

e confidentiality of information,
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integrity of information,

availability of information and service,

non-repudiation of commitments,

accountability of transactions,

e |authenticity of information,
e |reliability of information.

Not all of the possible types of security risk will apply to every location, or to every
organjzation. However, the relevant types of security risk need to be identified so that
potential safeguards areas can be identified (and eventually safeguards selected, designed,
implemented and maintained).

Information should be gathered on the implications to business operations-related to the
types pf security risk referred to above (desirably from the results of a security risk
analydis and management review '), with due consideration of the sénsitivity or value of
information involved (expressed as potential adverse business impacts) and related
potential threats and vulnerabilities. Related to this, if there is likely to be more than a
minor|adverse impact on the business operations of the otganization, then reference
should be made to the matrix in Table 5 below.

It is emphasized that in completing this task, use should be made of the results from
security risk analysis and management review(S) conducted with regard to the network
conneption(s). These results will enable a. focus, to whatever level of detail the review(s)
have heen conducted, on the potential adverse business impacts associated with the types
of secprity risk listed above, as well as.the threat types, vulnerabilities and hence risks of
concefn.

The r¢levant trust relationship-references determined from using clause 11 above should
be identified along the top-of the matrix in Table 5, and the impacts of concern on the left
hand gide of the matrik-The references at the pertinent intersections should then be noted
— thesg are the references to the potential safeguard areas that are introduced in clause 13
below,

' Guidance on security risk analysis and management approaches is provided in Parts 3
and 4 of TR 13335.
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Table 5: Types of Security Risk and References to Potential Safeguard Areas

Types of Risk Trust Relationship References
LOW/ MEDIUM/ HIGH/ LOW/ MEDIUM/ HIGH/
PUBLIC PUBLIC PUBLIC PRIVATE | PRIVATE | PRIVATE
Loss of Conﬁdentiality 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.
13.5 13.3.2 13.3.2 13.3.2 13.3.2 1333.2
13.7 13.3.3 13.3.3 13.3.4 13.3.3 13.3.5
13.8 13.3.4 13.3.4 13.4 13.3.4 13.4
13.9 13.4 13.3.5 13.5 13.4 13.7
13.12 13.5 13.4 13.7 134 13.9
13.7 13.5 13.8 138
13.8 13.7 13.9 13.9
13.9 13.8 13.12 13.12
13.12 13.9
13.12
Loss of Integrity 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.4
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 133.3 13.3.4 13.3.3 13.3.5
13.7 13.34 13.3.4 13.4 13.3.4 13.4
13.8 13.4 13.3.5 13.5 13.4 13.6
13.10 13.5 13.4 13.6 13.6 13.7
13.12 1336 13.5 13.7 13.7 13.10
13.7 13.6 13.8 13.8
13.8 13.7 13.10 13.10
13.10 13.8 13.12 13.12
13.12 13.10
13.12
Loss of Availability 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.4
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.3.4 13.3.4 13.3.5
13.7 13.34 13.3.4 13.4 13.4 13.4
13.8 13.4 13.3.5 13.5 13.6 13.6
13.13 13.5 13.4 13.6 13.7 13.7
13.6 13.5 13.7 13.8 13.12
13.7 13.6 13.8 13.12 13.13
13.8 13.7 13.12 13.13
13.13 13.8 13.13
1313
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Types of Risk Trust Relationship References
LOW/ MEDIUM/ HIGH/ LOW/ MEDIUM/ HIGH/
PUBLIC PUBLIC PUBLIC | PRIVATE | PRIVATE | PRIVATE
Loss of Non- 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
Repudiation 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.11 1334 13.3.4 13.4 13.4 13.3.4
13.13 13.4 13.3.5 13.5 13.7 13.3.5
13.5 13.4 13.7 13.11 13,4
13.7 13.5 13.11 13.13 13.7
13.11 13.7 13.13 13.13
13.13 13.13
Loss of Accountability 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.6 13.2.6 13.2.6 13.2.3 139273 13.2.3
13.2.4 13.2.4 13.3.3 13.2.4 13224 13.2.4
13.6 1334 1334 13.2.5 13.2.5 13.2.5
13.7 13.4 13.4 13.2.6 13.2.6 13.2.6
13.8 13.6 13.6 13.3.3 13.33 13.3.3
13.12 13.7 13.7 13:3:4 13.4 13.3.4
13.8 13.8 13.4 13.6 13.4
13.12 13.12 13.6 13.7 13.7
13.7 13.12
13.8
13.12
Loss of Authenticity 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.2 13.2.4 13.2.4 13.2.5
13.33 1333 1333 13.2.5 13.2.5 13.2.6
13.5 1334 1334 13.2.6 13.2.6 13.3.2
13.6 13.4 13.4 13.4 13.3.2 1334
13.8 13.5 13.5 13.5 13.4 13.4
13.10 13.6 13.6 13.6 13.5 13.5
13:12 13.8 13.7 13.8 13.6 13.6
13.10 13.8 13.10 13.10 13.7
13.12 13.10 13.12 13.12 13.10
13.12
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Types of Risk Trust Relationship References
LOW/ MEDIUM/ HIGH/ LOW/ MEDIUM/ HIGH/
PUBLIC PUBLIC PUBLIC | PRIVATE | PRIVATE | PRIVATE
Loss of Reliability 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.2 13.2.4 13.2.4 13.2.5
13.33 1333 13.3.3 13.2.5 13.2.5 13.2.6
13.5 13.4 13.3.4 13.2.6 13.2.6 13.3.2
13.8 13.6 13.5 13.5 13.5 13.5
13.12 13.7 13.6 13.6 13.6 136
13.13 13.8 13.7 13.8 13.7 13.7
13.12 13.8 13.12 13.12 13.12
13.13 13.12 13.13 13.13 13.13
13.13

It should be noted that the table appears to indicate that the more a-user is trusted, the
more safeguards are necessary. There are two reasons for this.

Firstly, there are a number of safeguards described in Part 4 of TR 13335 (and thus nof
repeated in this TR) that would be selected to protectithe host IT facilities, including fq
identification and authentication, and logical accéss control. The configuration of the

permissions (privileges) in the lower trust situations needs to ensure that access is only
provided to resources that are consistent with the trust model and needs of the intended
access. In low trust situations the strength ot identification and authentication, and logjcal
access control, safeguards (as described in Part 4 of TR 13335), needs to be higher thap in
high trust situations. If this cannot be assured, then relevant additional safeguards woul|d
need to be implemented.

—

Secondly, trusted users arg-usually given access to more important/critical information
and/or functionality. Fhis can mean a need for additional safeguards, as a reflection of [the
value of the resources accessed and not on the trust in the users.

13  Identify Appropriate Potential Safeguard Areas

13.1y~“Introduction

On the basis of the references identified from using clause 12, the potential safeguard
areas should now be identifiable from clause 13. Clauses 13.2 to 13.13 introduce poterjtial
safeguard areas that should be selected as appropriate after use of clause 12 above. It
shonld be noted that a par‘rimllﬂr security solution mav in fact £NCcompass a number of the

potential safeguard areas introduced in clauses 13.2 to 13.13.

It should be noted that there are a number of safeguards that are relevant to IT systems
whether or not they have any network connections. These safeguards should be selected
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through the use of Part 4 of TR 13335. It should also be noted that this TR assumes that
baseline safeguards as described in Part 4 of TR 13335 would be in place for an
organization’s systems from which network connections are made.

This list of potential safeguard areas will need to be thoroughly reviewed in the context of
the relevant network architectures and applications. It will then be used as the basis to
prepare for the later allocation of detailed security safeguards selection, design,
implementation and maintenance (see clause 15 helow)

13.2 | Secure Service Management
13.2.1 Introduction

A key security requirement for any network is that it is supported by secure service
management activities, which will initiate and control the implementation, and opetation,
of sequrity. These activities should take place to ensure the security of all of an
organjzation’s IT. With regard to network connections, management activities ‘should
include:

e [definition of all responsibilities related to the security of network connections, and
designation of a security manager with overall responsibility,

e | documented system security policy, and accompanying documented technical
security architecture 2,

e |documented security operating procedures (SecOPs),

¢ [the conduct of security compliance cheeking, to ensure security is maintained at the
required level,

e |documented security conditionsfor connection to be adhered to before connection
to an organization or community is permitted,

e |documented security-eonditions for users of network services,
e [a security incident handling scheme,
e |documented and tested business continuity/disaster recovery plans.

It shopldbe noted that this clause builds upon aspects described in Part 4 of TR 13335.
Only those topics that are especially important with regard to the use of

2 As part of the technical architecture design process, a Technical Security Architecture
Design (Safeguard Specification) should be produced and documented (that is
compatible with the Technical Architecture Design, and vice versa).
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network connections are further described in this document. For topics not mentioned
further here, the reader should thus consult Part 4 of TR 13335.

13.2.2 Security Operating Procedures

In support of the system security policy, security operating procedures (SecOPs)
documents should be developed and maintained. They should contain details of the day-
to-day operating procedures associated with security, and who is responsible for their use

and management.

13.2.3 Security Compliance Checking

For network connections, security compliance checking should take plaoe against a
comprehensive checklist constructed from the safeguards specified ‘in the:

e ‘system’ security policy

e related SecOPs,

e technical security architecture,

e security gateway service access (seeutity) policy,
e business continuity plan(s),

e where relevant, security.conditions for connection.

This should occur prior tolive operation of any network connection, prior to a majqQr new
release (related to significant business or network related change), and otherwise
annually.

13.2.4 Security Conditions For Connection

Unlesssecurity conditions for connection are in place and contractually agreed, an
organization is in effect accepting the risks associated with the other end of a netwqrk
cetinection.

As an example, organization A may require that before organization B can be conngcted
to its systems via a network connection, B must maintain and demonstrate a specifipd
level of security for its system involved in that connection. In this way A can be asqured
that B is managing its risks in a way that is acceptable. In such cases A should produce a
security conditions for connection document that details the safeguards to be present at
B’s end. These should be implemented by B, followed by that organization signing a
binding statement to that effect and that security will be maintained. A would reserve the
right to commission or conduct a compliance check on B.
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There will also be cases where organizations mutually agree a ‘security conditions for
connection’” document which records obligations and responsibilities for all parties,
including reciprocal compliance checking.

13.2.5 Documented Security Conditions for Users of Network Services

Users authorized to work remotely should be issued with a documented ‘security
conditi ices’ i i

responsibilities for the hardware, software and data in relation to the network, and its
securify.

13.2.4 Incident Handling

Unwanted incidents are more likely to occur, and more serious adverse business impaet to
result{ where there are network connections (as opposed to where there are none), Further,
with rletwork connections to other organizations in particular there could well be
significant legal implications connected with incidents.

Thus, [an organization with network connections needs to have a well documented and
implemented incident handling scheme and related infrastructure in place to be able to
respond quickly as incidents are identified, minimise their impacfand learn the lessons to
attempt to prevent re-occurrence.

13.3 | Identification and Authentication
13.3.1] Introduction

It is ithportant to ensure that the security of network service and related information is
preserved by restricting access through connections to authorized personnel (whether
interngl or external to the organization):Requirements for these are not exclusive to the
use of| network connections, and thus detail appropriate to the use of a network
connegtion should be obtained by.using Part 4 of TR 13335.

Four gafeguard areas that ¢could be relevant to the use of network connections, and the IT
systems directly related.fe-such connections, are introduced in clauses 13.3.2 to 13.3.5
below}

13.3.2 Remote Liog-in

Remote logrins, whether from authorized personnel working away from the organization,
from femote maintenance engineers, or personnel from other organizations, are
accomplished either via dial-ups to the organization, Internet connections, dedicated
trunks from other organizations, or shared access through the Internet. They are
connections established at need by either internal systems or contractual partners using
public networks. Each type of remote log-in requires additional safeguards appropriate to
the nature of the connection type. Safeguard examples are:
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e not allowing direct access to system and network software from accounts used for
remote access, except where additional authentication has been provided (see clause
13.3.3 below), and perhaps end-to-end encryption,

e protecting information associated with e-mail software and directory data stored on
PCs and laptops used outside of an organization’s offices by its personnel, from
unauthorised access.

13.3.3 Authentication Enhancements

A9

The use of user id/password pairs is a simple way to authenticate users, but they.Can b
compromised or guessed. There are other more secure ways to authenticatéusers,
particularly for remote users. Authentication enhancements are needed-when there exists
a high possibility that an unauthorized person may gain access to protected and important
systems. This may be, for example, because the access may be initiated using public
networks, or the accessing system may be out of the direct control of the organization

(e.g. laptop).

Where authentication enhancements over network connections are required (for example,
by contract) or justified by the risks, an organization should consider strengthening thg
person authentication process by implementing+elevant safeguards. Examples are:

e using other means of identification to' support the authentication of users, such|as
remotely verified tokens, smart gards and magnetic stripe cards (e.g. through
readers attached to PCs), hand:hield one time pass key generation devices, dial-
back modems, and biometric based facilities,

e ensuring that the tokén or card can only function in conjunction with the
authorized user's @authenticated account (and preferably, that user's PC and
location/access point) and, for example, any related Personal Identification
Number (RPIN) or biometric profile,

e using caller line verification,

e ‘using links via modems that are disconnected when not in use, and only conne¢ted
after verification of the caller’s identity.

13.3.4 Remote System Identification

As implied in clause 13.3.3 above, where relevant authentication should be enhanced by

3 rorification ~Afitha oy afom L{and 1tc ]r\r\nfinn/nr\naoa naomt) Prr\m A ]nir\]f\ nvfom laoceceaa 10
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made.

It should be recognised that different network architectures can offer differing
identification capabilities. Thus the organization may achieve enhanced identification by
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choosing an appropriate network architecture. All security safeguard capabilities of the
chosen network architecture should be considered.

13.3.5 Secure Single Sign-on

Where network connections are involved, users are likely to encounter multiple
identification and authentication checks. In such circumstances users may be tempted to
adopt insecure practices such as writing down passwords or re-using the same
authentication data. Secure single sign-on can reduce the risks of such behaviour by
reducjng the number of passwords that users have to remember. As well as reducing risks,
user froductivity may be improved and help desk workloads associated with password
resets|may be reduced.

Howgver, it should be noted that the consequences of failure of a secure single sign-on
systerp could be severe because not one but many systems and applications would ‘be-at
risk and open to compromise (sometimes termed the “’keys to the kingdom™ risk).

Stronger than normal identification and authentication mechanisms may therefore be
necespary, and it may be desirable to exclude identification and authentication to highly
privileged (system level) functions from a secure single sign-on reginie.

13.4 | Audit Trails

It is important to ensure the effectiveness of network security through detection,
invesfigation and reporting of security incidents. Sufficient audit trail information of error
condifions and valid events should be recorded to enable thorough review for suspected,
and of actual, incidents. However, recognising that recording huge amounts of audit
relatefl information can make analysis difficult to manage, and can affect performance,
care Has to be taken over time in what is aétually recorded

Most pudit safeguards required in relation to network connections and related IT systems
can b¢ determined by using Part#-of TR 13335. For network connections, auditability of
the following types of event {S important:

e [remote failed log-0n’ attempts with dates and times,

e |[failed re-authentication (or token usage) events,

e [security gateway traffic breaches,

e [remote atfempts to access andit trails

e system management alarms with security implications (e.g. IP address duplication,
bearer circuit disruptions),
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Audit trails will contain sensitive information or information of use to those who may
wish to attack the system through network connections. Further, possession of audit trails
may provide proof of transfer over a network in the event of a dispute, and are therefore
particularly necessary in the context of ensuring integrity and non-repudiation. Therefore
all audit trails should be appropriately protected.

13.5 Intrusion Detection

As network connections increase, it will become easier for intruders to:
e find multiple ways to penetrate an organization’s IT systems and networks;
e disguise their initial point of access, and
e access through networks and target internal IT systems.

Further, intruders are becoming more sophisticated, and mofe advanced methods of atfack
and tools are easily available on the Internet or in the opénliterature. Indeed, many of
these tools are automated, can be very effective, and easy to use - including by persons
with limited experience.

For most organizations it is economically impossible to prevent all potential penetratigns.
Consequently, some intrusions are likely toioccur. The risks associated with most of these
penetrations can be addressed through the'implementation of good identification and
authentication, logical access controkand accounting and audit safeguards, together with
an intrusion detection capability. Suich a capability provides the means by which to
predict intrusions, and identify.infrusions in real-time and raise appropriate alarms. It glso
enables local collection of mformation on intrusions, and subsequent consolidation an
analysis, as well as analysis of an organization’s normal IT patterns of behaviour/usag

="

In many situations, it may be clear that some unauthorized or unwanted event is
happening. It could be a slight degradation in services for apparently unknown reasong, or
it could be an unexpected number of accesses at unusual times, or it could be the denial of
specific séryices. In most situations it is important to know the cause, severity and scope
of the-intrusion as soon as possible.

It should be noted that this capability is more sophisticated than the audit trail analysis
tools and methods that are implied in clause 13.4 above and the related clause of Part 4 of
TR 13335. The more effective intrusion detection capabilities use special post-processors
that are designed to use rules to automatically analyze past activities recorded in audit
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malicious behaviour or behaviour which is not typical of normal usage.

For more detail the reader should refer to ISO/IEC 15947 - IT Intrusion Detection Framework.
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13.6 Protection Against Malicious Code

Users need to be aware that malicious code may be introduced into their environment
through network connections. Malicious code may not be detected before damage is done
unless suitable safeguards are implemented. Malicious code may result in compromise of
security safeguards (e.g. capture and disclosure of passwords), unintended disclosure of
information, unintended changes to information, destruction of information, and/or
unauthorized use of system resources.

Some|forms of malicious code can be detected and removed by special scanning software.
Scanners are available for firewalls, file servers, mail servers, and workstations for some
types pf malicious code. Further, to enable detection of new malicious code it is very
important to ensure that the scanning software is always kept up to date, through at least
weeklly updates. However, users and administrators should be made aware that scanners
canno} be relied upon to detect all malicious code (or even all malicious code of a
particilar type) because new forms of malicious code are continually arising. Typically,
other forms of safeguard are required to augment the protection provided by Seanners
(wherg they exist).

Users [and administrators of systems with network connections should'be made aware that
there gre greater than normal risks associated with malicious software when dealing with
externjal parties over external links. Guidelines for users and administrators should be
develgped outlining procedures and practices to minimise the possibility for introducing
malicious code.

Users|and administrators should take special care to‘configure systems and applications
associated with network connections to disable functions that are not necessary in the
circumstances. (For example, PC applications could be configured so that macros are
disablpd by default, or require user confirmation before execution of macros.)

Furthgr detail on malicious code can be found in Part 4 of TR 13335.

13.7 | Network Security Management

The nfanagement of any. network should be undertaken in a secure manner, and indeed
provide support for th¢-management of network security. This should be accomplished
with due consideration of the different network protocols available and related security
servicps.

In furfherance of this, an organization should consider a number of safeguards, the

maj orlty of which can be identified through using Part 4 of TR 13335. In addition, remote
diagnostic ports, whether virtual or physical, should all be protected from unauthorized
access.
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