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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

Internptional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part

In the| field of information technology, ISO and IEC have established a joint technical.committee,

ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee-are circulated
to national bodies for voting. Publication as an International Standard requires approval by at least
75 % pf the national bodies casting a vote.

In exdeptional circumstances, when a technical committee has collected data of a different kind from
that which is normally published as an International Standard ("state of the art”, for example), it may
decid¢ by a simple majority vote of its participating members to publish a Technical Report. A

Technical Report is entirely informative in nature and does not have*to be reviewed until the data it
provides are considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements'of this part of ISO/IEC TR 13335 may
be the subject of patent rights. ISO and IEC shall not be-held responsible for identifying any or all
such patent rights.

ISO/IEC TR 13335-4 was prepared by Joint, Fechnical Committee ISO/IEC JTIGfdrmation
technplogy Subcommittee SC 27T Security techhiques

ISO/IEC TR 13335 consists of the following parts, under the generalltif@mation technology —
Guiddlines for the management of IT Segurity

— Part 1: Concepts and models.for IT Security

— Part 2: Managing and planning IT Security

— Part 3: Techniques for the management of IT Security
— Part 4: Selection of safeguards

— Part 5:_Safeguards for external connections

Vi © ISO/IEC 2000 — All rights reserved
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Introduction

The purpose of this Technical Report (ISO/IEC TR 13335) is to provide guidance, not solutions, on
management aspects of IT security. Those individuals within an organization that are responsible fo
IT security should be able to adapt the material in this report to meet their specific needs.

The main objectives of this Technical Report are:

e {0 define and describe the concepts associated with the management of [T security,

e to identify the relationships between the management of IT security and management of IT in
general,

o to present several models which can be used to explain IT security, and

e to provide general guidance on the management of IT security.

ISO/IEC TR 13335 is organized into five parts. Part 1 provides an roverview of the|fundamental
concepts and models used to describe the management of IT security. This material| is suitable fc
managers responsible for IT security and for those who are responsible for an organization's overa
security programme.

Part 2 describes management and planning aspects. li-is-relevant to managers with|responsibilitie
relating to an organization's IT systems. They may be:

e IT managers who have responsibility for-~overseeing the design, implementdtion, testing,
procurement, or operation of IT systems, or
e managers who are responsible for activities that make substantial use of IT systems

Part 3 describes security techniques relevant to those involved with the management agtivities during
project life-cycle, such as planning, designing, implementing, testing, acquisition, or opefations.

Part 4 provides guidance for the“selection of safeguards, and how this can be supported by the use
baseline models and controls: It also describes how this complements the secufity technique
described in part 3, andchow additional assessment methods can be used for the selection
safeguards.

© ISO/IEC 2000 — All rights reserved Vi
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Information technology — Guidelines for the management of IT

Security —

Part 4:
Selection of safeguards

1 Scope

This part of ISO/IEC TR 13335 provides guidance on the selection of safeguards, taking into accoun
business needs and security concerns. It describes a process for the selection of safeguards accorc
to security risks and concerns and the specific environment of an_organization. It shows how to
achieve appropriate protection, and how this can be supported by‘the application of baseline securit)
An explanation is provided on how the approach outlined in this part of ISO/IEC TR 13B35 supports
the technigues for the management of IT security laid out in IS®/IEC TR 13335-3.

2 References

ISO/IEC 13335-1: 1997 Guidelines for the'"Management of IT Security - Part 1:
Models
Guidelines farthe Management of IT Security - Part 2: M
Planning [FSecurity
Guidelines for the Management of IT Security - Part 3: T¢

the Management of IT Security

Concepts and
ISO/IEC 13335-2: 1997 anaging and

ISO/IEC 13335-3: 1997 chniques for

ISO/IEC 10181-2: 1996 Information technology - Open Systems Interconnectign - Security
ftameworks for open systems: Authentication framework

ISO/IEC 11770-1: 1996 Key Management - Part 1: Framework

3 Terms@nd definitions

For the purpeses of this part of ISO/IEC TR 13335, the terms defined in ISO/IEC TR 13335-1 apply:

accountabhility; asset, authenticity, availability, baseline controls, confidentiality, data intggrity, impact,

integrity.-hT security, IT security policy, reliability, residual risk, risk, risk analysis, risk management,

safeguard, system integrity, threat, and vulnerability. In addition, the following terms are jused:

3.1

authentication

provision of assurance of the claimed identity of an entity (ISO/IEC 10181-2)

3.2
identification
process of uniquely determining the unique identity of an entity

4 Aim

The aim of this part of ISO/IEC TR 13335 is to provide guidance on the selection of safeguards. This
guidance is provided for the situations where, for an IT system, a decision is taken to select

© ISO/IEC 2000 — All rights reserved
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safeguards:

e according to the type and characteristics of the IT system,
e according to broad assessments of security concerns and threats,
¢ in accordance with the results of a detailed risk analysis review.

In addition to this guidance, cross references are provided to indicate where safeguard selection can be
supported by the use of publicly available manuals containing safeguards.

This part of ISO/IEC TR 13335 also shows how an organization (or part of the organization) - wide
baseline security manual can be produced. Detailed network security safeguards are mainly dealt’ wit
in thg documents referenced in the annexes A - H; ISO is currently developing several‘other
documents on network security.

=

5 Overview

Clausg 6 provides an introduction to safeguard selection and to the concept of baseline security|.
Clauses 7 to 10 deal with the establishment of baseline security for an IT,system. In order to select thq
appropriate safeguards, it is necessary to make some basic assessments, no matter whether mpre
detailed risk analyses will follow later. These assessments are described in clause 7 which includes the
consigleration of:

17

wihat type of IT system is involved (e.g. a standalone PC, ‘er Connected to a network),
winhat are the IT system's location(s) and surrounding environmental conditions like,
wihat safeguards are already in place and/or planned, and

whether the assessments made provide enough:information to select baseline safeguards for the |T
syistem?

Clausk 8 provides an overview of safeguards,to be selected, divided into organizational and physicg|
safegyiards (which are selected accordingto’security relevant needs, concerns and constraints) and (IT
systein specific safeguards, both grouped into safeguard categories. For each safeguard category, fhe
most fypical types of safeguards are described, including a brief explanation about the protection they
are aimed at providing. Specific safeguards within these categories, and their detailed description, cah
be found in baseline security doguments which are referenced in annexes A to H of this document. Ir
order [to facilitate the use of these documents, a cross-reference between the safeguard categories|of
this dpcument and the chapters of the various documents in the annexes is provided in a table for eagh
safegliard category.

=

If it is [decided that the type of assessment described in clause 7 is detailed enough for the selection (
safegyiards, clause 9 provides a list of applicable safeguards for each of the typical IT systems
described in.Z.¥. If safeguards are selected based on the type of IT system, separate baselines might
necegsary for standalone workstations, networked workstations or servers. To achieve the require
level |of-security, all that is necessary to select the safeguards applicable under the specifig
circumstances;istocompare thesewith thesafeguardsatreadyexisting{or ptanmed);and-tomptenent
those which are not already implemented.

[eNNey
D

If it is decided that a more in-depth assessment is necessary for the selection of effective and suitable
safeguards, clause 10 provides support for that selection taking into account the high level view of
security concerns (according to the importance of the information) and likely threats. Hence, in this
section, the safeguards are suggested according to the security concerns identified, taking into account
the relevant threats, and finally the type of IT system is considered. The Figure 1 gives an overview of
the ways to select safeguards described in clauses 7, 9, and 10.

2 © ISO/IEC 2000 — All rights reserved
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Basic Assessments
(Clause 7)

Identification of the Type of
IT System (Clause 7.1)

Identification of Physical/Environmental

Fal A HH Vfall Z.2\
CUTTOTOOTTS (o TauaST 1.2

Assessment of Existing/Planned Safeguards
(Clause 7.3)

l More

Advanced
Approach

Simple
Approach Simple or More
Advanced Baseline

Approach?

Baseline Approach: Selection of Safeguards Selection of Safeguards
According to the Type of IT System According to Security Concerns and Threatd
(Clause 9) (Clause 10)
Generally Applicable Safeguards Assessment of Security Concerns
(Clause 9.1) (Clause 10.1)
IT System Specific Safeguards Safeguards for Confidentiality
(Clause 9.2) (Clause 10.2)

Safeguards for Integrity
(Clause 10.3)

Safeguards for Availability
(Clause 10.4)

Safeguards for Accountability, Authenticity
and Reliability (Clause 10.5)

Figure 1 — Selection of Safeguards According to the Type of IT System
or According to Security Concerns and Threats

Clauses 9 and 10 both describe a way to select safeguards from baseline security safeguard documel
Wwhich can be applied either for an IT system, or to form a set of safeguards applicable t¢ a range of I
systems in defined circumstances. By focusing on the type of IT system considered| the approac
proposed in clause 9 yields the possibility that some risks are not adequately managed, and that sor
safeguards are selected which are not necessary or not appropriate. The approa¢h suggested
clause 10 to focus on security concerns and associated threats is likely to produce a more optimised ¢
of safeguards. Clauses 9 and 10 can be used to support safeguard selection without more detail
assessments in all instances that fall within the scope of baseline protection. However, if a more
detailed assessment, i.e. detailed risk analysis, is used, clauses 9 and 10 can still support the safegu
selection.

Clause 11 deals with the situation where it is decided that detailed risk analysis is necessary because
high security concerns and needs. Guidance on risk analysis is provided in ISO/IEC TR 13335-3
Clause 11 describes the relationships between parts 3 and 4 of ISO/IEC TR 13335 and how the resul
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of the techniques described in part 3 can be used to support safeguard selection. It also describes other
factors which might influence the safeguard selection, like any constraints that have to be considered,
any legal or other requirements which have to be fulfilled, etc. The approach considered in clause 11 is
different from the approaches described in clauses 9 and 10 in that it gives guidance for selecting a set
of safeguards that is optimised to a particular situation. This approach is not a baseline approach, but
might nevertheless be used to select safeguards to complement (i.e. add to) baseline safeguards in
some circumstances. Alternatively, this approach might be used without any relation to baseline
protection.

14

Clause 12 deals with the establishment of a baseline security manual (or catalogue) for the whols
organjzation or for parts of the organization. For the establishment of a baseline security manual (ot
cataldgue), the safeguards previously identified for IT systems or groups of IT systems are considered
and ajcommon set of safeguards is identified. Depending on security needs, concerns, and-constraints,
differ@nt levels of baseline security can be chosen. The advantages and disadvantages-are discussed in
order to facilitate a suitable decision for each organization.

Finally, this part of ISO/IEC TR 13335 is summarized in clause 13 and a bibliography and annexes A
to H give an overview of the safeguard manuals referenced in clause 8.

6 Introduction to Safeguard Selection and the Concept of Baseline
Security

The fgllowing clause gives a brief overview of the topic of safeguard selection, and how and when the
concept of baseline security can be used in that process. There are two main approaches to safeguard
selection, i.e. using a baseline approach and carrying, out detailed risk analyses. There are severgal
differant ways of conducting detailed risk analys€s; one of which is described in detail in
ISO/IEC TR 13335-3 and is called detailed risk analysis. Part 3 also discusses the advantages and
disadyantages of the different approaches to risk@nalysis, and thus safeguard selection.

Conduyicting a detailed risk analysis has the advantage that a comprehensive view of the risks i$
achieyed. This can be used to select safeguards which are justified by the risks, and thus should Qe
implemented. This avoids the provisiofnt of too much or too little protection. As this can require a
consiglerable amount of time, effort and expertise, it may be most suitable for IT systems at high risk,
whergas a simpler approach can:be considered to be sufficient for lower risk systems. Using a high
level flisk analysis can identifythe lower risk systems. This high level risk analysis does not need to be
a formalized or complex process. Safeguards for low risk systems can be selected by applying baselin
securfty. Baseline security)is at least the minimum level of security defined by an organization for each
type of IT system. This level of baseline security is achieved by implementing a minimum set of
safegyiards known-as/baseline safeguards.

[¢)

112

Becaduse of differences in the safeguard selection process, two different ways of applying the baselin
appropch areconsidered in this document:

° uging—a—baseline—approach—where safequards—are recommended—according—to-the tvne asdd
SHg—a—aseine—approach—wnere—saieguaras—are +ecommenaea—accoraing—o—he—+ype—=
characteristics of the IT system considered, and

e using a baseline approach where safeguards are recommended according to security concerns and
threats, as well as taking into account the IT system considered.

In order to have an overview of the different parallel ways of safeguard selection this document

provides, it helps to view Figure 1 as part of a bigger picture (shown in Figure 2) which also gives an
idea of the relation between parts 3 and 4 of ISO IEC TR 13335.
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Start of Risk Analysis
Process (see also Par
2and 3

I—ligh Level

Detailed
Risk
Analysis
(Part 3

Risk Analysis l
Baseline
Approach
see Figure 1
Simple-or More
Advanced
Baseline
Approach
Selection of Selection of
Safeguards Safeguards According
Aceording to the to Security Concern
Type of IT System and Threats

Figure 2 — Ways of Safeguard Selection

The baseline-approach to be used should be chosen depending on the resources which can be spen
the selection-process, the perceived security concerns, and the type and characteristics
considered. If an organization does not wish to spend a lot of time and effort on the¢ selection of
safeguards (for whatever reason), a baseline approach suggesting safeguards
assessments may be suitable. However, if the organization's business operations
dependent on the IT system or service, and/or the information handled is sensitive, it is
additional safeguards will be required. In this case, it is highly recommended that at legst a high leve
view is taken of the importance of the information and likely threats to gain a better
safeguards needed to protect the IT system most effectively. If the organization's business operatior

of the IT systt
without furth
are moderat
ery likely that

focus of the

are heavily dependent on the IT system or service, and/or the information handled is very sensitive, th
risks may be high, and a detailed risk analysis is the best way to identify appropriate safeguards.

Specific safeguards should be identified based on detailed risk analysis where

o the type of IT system considered is not represented appropriately by the types considered in thi

report,

e itis felt that the business or the security needs are not commensurate with the solutions suggeste
in these clauses, or
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e a more detailed assessment is warranted anyway due to potential high risks or the significance of
the IT system to the business.

It should be noted that even when a detailed risk analysis is undertaken, it may still be useful to apply
baseline safeguards to an IT system.

The first decision an organization has to make is whether to use a baseline approach on its own, or as
part of a more comprehensive risk analysis strategy (see ISO/IEC TR 13335-3). In taking this

deciswmme
selection of safeguards may result in less optimised security than if a wider risk analysis strategywas
adopted. However, the lower costs and less resources needed for the selection of security safeguards,

and the achievement of at least a minimum level of security for all IT systems, could be reasons for
deciding to follow a baseline approach on its own.

Basel|ne protection for an IT system can be achieved through the identification and application of a se
of relevant safeguards which are appropriate in a variety of low risk circumstances,. i.e. they fulfil at
least the minimum security needs. For example, the appropriate baseline security safeguards can be
identified through the use of catalogues which suggest sets of safeguards fortypes of IT systems tp
proteg¢t them against the most common threats. These catalogues of safeguards contain information ¢n
safegyard categories or detailed safeguards, or both, but generally de ‘not indicate which safeguards
shoulgl be applied in particular circumstances. It is possible that if.an-organization’s (or part of an
organjzation’s) IT systems are very similar in nature and service provided, that safeguards selected
through a baseline approach could apply to all IT systems. Figufg 3 shows the different ways of using
a basgline approach discussed in this part of ISO/IEC TR 13335
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For a particular scope

e oOrganisation,

e line of business, or
Selection according to e service, etc.

the type of IT system
(simplest approach)

(Clause 9)
Baseline
Apboad.l e
Safayard Catalgue Selectio_n according Safe_guards Safe_guards Safe_guards
to security concerns for situation 1 for sjtuation 2 for situation n

and threats (more
refined approach)
(Clause 10)

Selection according
to detailed

assessments (tailored Apply rel_evant
approach for each baseline
situation) safeguards

(Clause 11 in each case \ /

/]
Examples:: Standalone Servers Processes for which
workstation connected confidentiality is a concefn
to an internal considering the threat ofjuse of
netwok software by unauthorised users.

Figure 3 — Approaches to Safeguard Selection

If an organization decides to apply baseline security to either the whole organization or parts of it, it is
necessary to decide which parts of the organization are suitable to be protected by the same baselir
and what level of security this baseline should be aimed at. In most cases when using baselin
security, a lesser level of security should not be allowed, whilst additional safeguards should be
implemented where justified and necessary to manage medium and high risks. Alternatively, the
baseline could reflect an average level for the organization, i.e. exceptions would be permitted abov
and below the baseline if they were justified, for example, by the results of risk analysis.
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One of the benefits of baseline security is that if it is applied to a group of IT systems, a certain
security level can be relied on throughout that group. In these circumstances, it is usually most
beneficial to develop and document an organization or department-wide baseline catalogue of security
safeguards.
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rocess of safeguard selection always requires some knowledge of the type and characteristic’of
system considered (for example, a standalone workstation, or a workstation connected-to a
rk), since this has significant influence on the safeguards selected to protect the system:. ‘Also, it
pful to have an idea of the infrastructure, in terms of buildings, rooms, etc. Anothefvimportant
involved in the selection of safeguards is the assessment of existing and/or planfied safeguard
\voids unnecessary work, and waste of time, effort, and money. Hence, it is highly-recommendec
e assessments described in clause 7 always are used as a basis for the selection of safeguafds.
selecting safeguards, business requirements and the organization’s approach to security shodld
en into account (see also ISO/IEC TR 13335-2). Finally, it is necessary/to determine whethe
assessments provide enough information for the selection of baseline’safeguards, or whethen a
detailed assessment (as described in clause 10) or a detailed-risk analysis (as covered |n
p 11) is necessary.

n

Identification of the Type of IT System

e assessment of an existing or planned IT system, theNT system considered should be compare¢d
ne following components, and the components representing the system should be identified. In]
b 9, safeguards are suggested for each of the.components listed below. Components to chogse
re:

hndalone workstation,
prkstation (client without shared resourees) connected to a network,
rver or workstation with shared resources connected to a network,

Identification of Physieal/Environmental Conditions

5sessment of the environment includes the identification of the physical infrastructure supporting
isting and planned (Tysystem, as well as related existing and/or planned safeguards. Since gl
ards should be compatible with the physical environment, these assessments are essential for a
ssful selection.-When considering the infrastructure, the following questions can be helpful. The
I should alsgythink of the environment of the organization and any special circumstances that
o be takeniinto account.

erimeter and building

Where is the building situated - within its own site with a perimeter fence, or on the street at a

oD

prace-withHets-eftraffic-ete=

Is the building single or multi-occupancy?

If multi-occupancy, who are the other occupants?
Where are the sensitive/critical areas?

e Access control

Who has access to the building?

Is there a physical access control system in place?

How robust is the structure of the building?

How robust are the doors, windows etc. and what protection is afforded to them?

Is the building guarded and if so is it for 24 hours per day or only during working hours?
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Is the building and/or room housing critical IT equipment fitted with intruder alarms?

e Protection in place
- How is (are) the room(s) containing the IT system protected?

What fire detection, alarm, and suppression facilities are fitted and where?

What water/liquid leakage detection, alarm and dissipation facilities are fitted and where?
Are support utilities like UPS, plumbing and air conditioning (to control the temperature and

humidity) in place?

By answering these questions, the existng physical and related sateguards can easjly
is worth noting that it is not a time consuming exercise when considering a buildin
identify issues concerning the doors, locks and physical access controls and proeedu
time.

7.3

After assessing the physical environment conditions and the components of the IT sy
safeguards already in place or planned for should be identified. This is necessary to a
existing or planned safeguard being reselected, and the knowledge of the safeguards
planned helps to select further safeguards acting in combination with them. W
safeguards, the compatibility of the existing safeguards_with the selected ones s
considered. A safeguard may conflict with another or hinder its successful operation ang
provided.

Assessment of Existing/Planned Safeguards

For the identification of existing or planned safeguards, the following activities can be he
¢ have a look at documents containing information about the safeguards (for examp
plans or concepts) - if the security process is well documented, all existing or plann
and the status of their implementation should be listed there,

check with the persons responsible (e.g. IT system security officer, building manage
manager) and the users as_ to which safeguards are really implemented for the IT]
consideration, and

walk through the building viewing the safeguards, compare those implemented wj
what safeguards should be there, and check those implemented as to whether th
correctly and effectively.

It may be determined that existing safeguards exceed current needs. In this case, cons
be given te~removing these safeguards. If removing redundant or unnecessary
considered;)Security and cost factors should be taken into account. Since safeguardg
other, rémoving a redundant safeguards might reduce the overall security in place. In
be cheaper to leave safeguards in place then to remove them, or, especially if the safeg
majntenance costs, it can be cheaper to remove them.

be identified.
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8 Safeguards

The following clause provides an overview of possible safeguards to be implemented to improve
security. Some of these safeguards are mechanisms, others can be considered as procedures, wi

ought to be in place. Organizational and physical safeguards which could be applicable
are summarized in 8.1. Safeguards specific to an IT system are considered in 8.2. It s

for IT system:
hould be note

that safeguards are described regardless of the way by which they might be selected, i.e. some of the
safeguards might be selected using any way, others might only be identified carrying out detailed ris}

analysis.

To make it easier to describe the various types of safeguards, safeguard categories have be
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introduced. The following subclauses contain a brief description of these safeguard categories, and
which types of safeguards are relevant to them. Also, references to the manuals listed in annexes A to
H (for references [A] to [H] see the bibliography at the end of this document) are provided, pointing to
where more detailed information can be found about the safeguards mentioned here.

Organizational and Physical Safeguards

end of TS clause tabies refating 1o eacht SUbSecton SNow WHere 10 find additional nformation
the safeguard categories mentioned.

IT Security Management and Policies

afeguard category contains all those safeguards dealing with the management of IT<s€curity, th
ng of what should be done, assignment of responsibilities for these processes;.and all othe
nt activities. These safeguards have already been introduced in parts 1 to 3 of
FC TR 13335. The aim of these safeguards is to achieve an appropriate and.consistent level g
ty throughout an organization. Safeguards in this area are listed below.

prporate IT Security Policy

written document should be developed which contains rules, directives-and practices describing

ed for, and provide guidance on the content of the IT system security policy documents.

System Security Policy

r each IT system, an IT system security policy shouldibe developed which describes the
feguards which are in place or should be implemented¢The procedures to be followed to secur
s system, and where possible a summary of the security concerns and/or risks which justify the
feguards.

Security Management

e management of IT security should be formalized and co-ordinated within the organization in a
hnner appropriate to its size, for example* by establishing an IT security committee and
minating a person (often an IT security-officer) being responsible for the security of each IT
Stem.

ocation of Responsibilities

e responsibilities for organizatien-wide IT security should be clearly documented and allocated
cording to the corporate IT security policy and IT system security policies.
[ganization of IT Security

business processes which can support IT security (e.g. procurement, co-operation with other
janizations) should be organized to provide that support in a secure manner.
bset Identification and-Valuation

assets within an.erganization and for each IT system should be identified, and their value to
e conduct of husiness should be assessed.
pproval of I Systems

proval of\IT systems should take place according to the IT security policy. The approval
pcess Should aim at ascertaining that the safeguards implemented provide an appropriate level
ptection. It should taken into account that an IT system might include networks and underlying

w assets are managed, protected and distributed within an organization. It should indicate the¢

= O
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8.1.2

Security Compliance Checking

It is important that compliance is maintained with all required safeguards, and relevant laws,
regulations and policies, since any safeguard, regulation or policy can only be working as long as users
comply, and systems conform, with them. Safeguards in this area are listed below.

1. Compliance with IT Security Policies and Safeguards

Regular checks should be conducted to ensure that all safeguards that should be in place, as listed
in the corporate IT security policy and the relevant IT system security policy, and other relevant

10
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documents, e.g. security operating procedures documents and disaster recovery plans, a
implemented correctly, used correctly and effectively (including by end users), and tested, if
necessary.
2. Compliance with Legal and Regulatory Requirements

The compliance checks mentioned above should encompass ensuring that all legal and regulato
requirements related to the country or countries in which the IT system is located, are met. Where
this legislation exists, this includes legislation on data protection and privacy, software copying,
safeguarding of organizational records, misuse of IT systems or cryptography.

8.1.3

Everybody in the organization should be aware of the need to report security .incidents, including
software malfunctions, and identified weaknesses, as quickly as possible<-The organization shoul
provide a reporting scheme which makes that possible. Incident handling includes:
1. Reporting of Security Incidents

Incident Handling

Each employee should be aware of the commitment to report security incidents. Inci
be identified and reported by tools. In order to facilitate effective incident handling
scheme and contact points within the organization should be provided by the organiz

dents can als
a reporting
ation.

2. Reporting of Security Weaknesses
If users are noting any security relevant weaknesses, they should report them [to the perso
responsible as soon as possible.

3. Reporting of Software Malfunctions
If users are noting any security relevant software malfunctions, they should repoit them to the
person responsible as soon as possible.

4. Incident Management
A management process should be in“place that supports the protection against jncidents, the
detection and reporting, and appropriate reaction to the incident. Information ahout incidents
should be collected and evaluated“to avoid incidents in the future and limit the dgmage, if they
occur.

8.1.4  Personnel

Safeguards in this category should reduce the security risks resulting from errors or|intentional ol

unintentional breaking of security rules by personnel (permanent or contracted). Safeguards in thi

area are listed below:

1. Safeguards.forPermanent and Temporary Staff
All employees should be aware of their security roles and responsibilities. All secrity relevant
procedures, which should be followed by the personnel, should be stated in|a document
Employees should be subject to recruitment checks before employment, and a |confidentiality
agreement should be signed if that is necessary.

2. ‘Safeguards for Contracted Personnel
Contracted personnel (e.g. cleaning or maintenance staff) should be controlled, as well as an
other visitor. Contracted, certainly long-term, personnel should sign a confidentialiy agreement
before having access (physical or logical) to the organization's IT facilities.

3. Security Awareness and Training

All personnel who use, develop, support and have access to Il equipment should

receive regulz

security awareness briefings and material. This should ensure that the personnel are aware of tt
importance of the information processed to the business, associated threats, vulnerabilities an
risks, and thus understand why safeguards are needed. Users should also be trained to use
facilities correctly, to avoid errors. For selected personnel, e.g. IT security officers, security
administrators, more specific security training might be necessary.
4. Disciplinary Process

All employees should be aware of the consequences of an (intentional or unintentional) violation
of the organization-wide and specific IT system security policies or any other documented security
agreement.
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8.1.5

Safeguards in this area aim at all procedures maintaining the secure, correct and reliable functioning of
the IT equipment and related system(s) used. Most of these safeguards can be realized by
implementing organizational procedures. Operational safeguards are necessary in combination with
other, for example, physical and technical, safeguards. Safeguards in the area of operational issues are
listed below.

Conflguratlon and Change Management

1.

12

ne
D
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o]6
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Mpintenance

IT

infegrity. All security requirements that have to be met by{the maintenance providers should be

fu
th

C
sh
er
A

Additing and logging capabilities of.servers (for example, audit trail recording and analysis

fa

(far example, the auditing facilities of messaging applications or transaction processing
applications) should be utilised to record details of security relevant events. This includes details

of
m

dgtect unauthorized acCtivities and allow appropriate corrective measures to be taken. Events in

lo
v

reyeal patternsin-apparently unrelated events which may allow identification of people performing
urjauthorized\activity or the root cause of a security problem.

NQTE In thistext ‘auditing capabilities’ of systems and applications and ‘logging capabilities’ are used to mean the

samne thing»Whilst such capabilities can be used to support broader audits of financial integrity they only meet part of
thg requirements for such activity and the reader should be aware of this terminology usage.

Secdarity Testing

apacity management should be used to avoid failures due to inadequate capacity. Future capacity

M't)nitoring Security Relevant Changes

Operational Issues

uirements and current trends should be taken into account when assessing’ the capacity
cessary for an IT system.

bcumentation

aspects of IT configurations and operations should be documented te- ensure continuity and
nsistency. The security of an IT system also needs to be documented-in'the IT system securit
licy, security operating procedures document, and business contiquity strategy report(s) and
hn(s). The documentation should be current and accessible.

T~

equipment should be correctly maintained to ensure its continued reliability, availability and

ly documented in the maintenance contracts. Maintenance should take place in accordance with
b supplier's contract, and should only be done by authorized personnel.

anges to the impacts, threats, vulnerabilities).'and risks and their associated characteristics
ould be monitored. The monitoring shoulds include both existing and new aspects. The
vironment within which the system is located should also be monitored.

hdit Trails and Logging

Cilities), networks (for example, thé auditing facilities of firewalls or routers) and applications

readily identifiable unauthorized or error events and details of apparently normal events that
hy need to be analysed jat a later date. Audit trails and logs should be regularly reviewed tg

s should also be-analysed for repetition of similar events that may indicate the presence of
Inerabilities op-threats for which inadequate safeguards are present. Such analysis may alsp

Security testing should be used in order to ensure that all IT equipment and all related software
components are operating in a secure manner. Security testing should encompass the security

re

quirements defined in the IT system security policy and test plans, and acceptance criteria

should be established to demonstrate that the required level of security is achieved.

M

edia Controls

Media controls include a variety of safeguards to provide physical and environmental protection
and accountability for tapes, discs, printouts, and other media. This includes marking, logging,
integrity verification, physical access protection, environmental protection, transmittal, and secure
disposal.
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9. Assured Storage Deletion
The confidentiality of information previously written to a storage device should be preserved if the
information is no longer required. It should be ensured that files containing confidential material
are erased and physically overwritten or otherwise destroyed — the activation of delete functions
does not always do that. Facilities approved by the responsible personnel (e.g. the IT securit
officer) should be available for the users to be used for complete and secure deletion.

10. Segregation of Duties
In order to minimize the risks and the possibilities of misuse of privileges, segregation of duties
shoutd— e appliedwhere Tequited—and possibte. Imparticutar duties and—functigns  which, in
combination, can lead to the circumvention of safeguards or audits, or to an undue| advantage fc
the employee, should be kept separate.

11. Correct Software Use
It should be ensured that no copyrighted material is copied, and that the/license agreements a
obeyed for proprietary software.

12. Software Change Control
Software change control should be applied to maintain the integrity of software whep changes are
made (software change controls applies only to software, Whereas configuration and chang
management described in safeguard area 1. of this clause applies to IT systems and the
environment as a whole). Change control procedures for software that manage aJl changes ar
ensure that security is maintained throughout the whole process should be established. Thi
includes authorization for changes, security consideration for intermediate solutions, and securit)
checks of the final solution.

8.1.6  Business Continuity Planning

In order to protect business, especially critical business processes, from the effects of n
disasters and to minimize the damage<Zcaused by such events, an effective busin
including contingency planning/disaster recovery, strategy and plan(s) should be i
includes the following safeguards.
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1. Business Continuity Strategy
A business continuity, in¢luding contingency planning/disaster recovery, strateg
formulated and documented related to the IT system considered, based on the ider
adverse business impacts from unavailability, modification and destruction.

2. Business Continuity Plan
Based on the-business continuity strategy, business continuity plan(s), includ
contingency-and disaster recovery, should be developed and documented.

3. Testing and-Updating the Business Continuity Plan
Before-being accepted, a business continuity plan should be thoroughly tested to €
working under 'real life' circumstances, and that it is known to all relevant member
Sincé business continuity plans can become out-of-date quickly, it is important
updated regularly. The business continuity strategy should also be updated whenevg

47" Back-ups
Back-ups should be made of all important files and other business data and of imj
programs and documentation. The frequency of back-ups should be in line with the
the information and the business continuity plan. Back-ups should be stored
remotely, and recovery checked regularly for reliability.

8.1.7  Physical Security

Safeguards in this area deal with physical protection. They should be considered in combination witt
the identification of the environment discussed in 7.2. Several of the following items apply to

buildings, secure areas, computer rooms and offices. The safeguard selection depends on which part
the building is considered. Safeguards in this area are listed below.
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1. Material Protection
Physical safeguards to protect a building include fences, physical access control, strong walls,
doors, and windows. Secure areas within a building should be protected from unauthorized access
by physical access controls, guards, etc. Secure areas might be necessary for IT equipment, such
as servers, and associated software and data, supporting important business activities. Access to
such secure areas should be limited to the minimum number of personnel necessary, and details
recorded in a log. All diagnostic and control equipment should be securely stored and the use
should be strictly controlled.

2. FireProtection
Equipment and surrounding areas, including access to them, should be protected against the spread
of{ fire from elsewhere in the building or adjacent buildings. Fire hazards in the vicinity\of
ropms/areas containing equipment should be minimized. There also should be protection. againgt

fires starting within and/or affecting all rooms/areas containing key equipment. Safeguards should
in¢lude fire and smoke detection, alarms and suppression. Care should be taken, that the firg¢
prptection does not lead to damage of IT systems from water or other extinguishing means.

3. Water/Liquid Protection
Egsential facilities should not be sited in any area where serious flooding or Water, or other liquid,
leakage is likely to occur. Appropriate protection should be provided where_a significant threat of
fldoding exists.

4. Natural Disaster Protection
Buildings containing key equipment should be protected against the-effects of lightning. Also, the
kgy equipment itself should be protected against the effects of dightning. Protection against other
ngtural disasters can be achieved by avoiding areas where-tliese are likely to happen (if possiblg
ard by having business continuity strategy and planning implace.

5. Piotection against Theft
T@ achieve stock control, all items of equipment should’be uniquely identifiable and an inventory
maintained. Security guards/receptionists should. be’encouraged to check for equipment or media
leaving rooms/areas or the building without autherization. Sensitive information and proprietary
sdftware held on portable media (e.g. floppy. discs) should be protected appropriately.

6. Power and Air-conditioning
All IT equipment should be protected frem power failures, if necessary. A suitable power supply
sHould be provided, and an uninterfuptable power supply should be introduced, if necessary
Amother aim of protection should beto ensure admissible temperature and humidity.

7. Cabling
Power and communication_eabling carrying data or supporting IT services should be protected
frgm interception, damage._and overloading. Cabling should be physically protected against
adcidental or deliberate-damage, and selected and laid appropriate for its purpose; careful plannin
taking into account future developments can avoid a lot of problems. Wherever justified and
pgssible, cables should be protected against wiretapping.
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Table 8.1.1 - IT Security Management and Policies

ISO/IEC TR 13335-4:2000(E)

Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baseling] Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesworkstationsinformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System}
1. Corporate IT 3.1 -- 1.1,1.2 51 *3.1.1 3 -- b.1,5.2
Security Policy
2. I[r System Security -- -- 1.1,1.2| 52,53 *3.1.1 3 -- 5.2,5.3
Policy
3. Il Security 4.1.1,4.1.2 - 1.1,1.2 6 *3.1.1 4 2.1 6
Mpnagement
4. Allocation of 4.1.3 -- 1.3 24,25,3 *3.1.1 4 21 24,253
Responsibilities
5. Organization of IT 4.1 -- 1.2 3.5 -- 4 2.2 35
Security
6. Asset Identificatio 5 -- 2.2 7.1 - 56,7.1 5.1 7.1
and Valuation
7. Approval of IT 4.1.4 -- -- 8 5 -- 6.7 8,9
Systems
! #[stands for any number between 6 and 11.
Tahle 8.1.2 - Security Compliance Checking
Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baselinel Computer| Categori- |Information dations for| Hapdbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesworkstationsinfoymation
Managemenf:. Features for Technology
and Healthcare Security
Mechanisms Information
System}
1. Compliance with 12.2 -- 1.2 10.2.3 -- 10.2 71,72 9.4,10.2.3
IT| Security Policies
and Safeguards
2. Compliance with 12.1 -- 3.1,3.2| 6.3,10.23 6.3.11 8.18,10.2 8.1 1.5,2.9,6.3,
Le¢gal and 10.2.3
Regulatory
Requirements
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Table 8.1.3 - Incident Handling

Code of ETSI IT NIST Security TC 68 |Recommen- Canadian
Practice for| Baseline | Baselineg Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationginformation
Management Features for Technology
and Healthcare Security
echarmsms trformeation
Systems
1. Reporting of 6.3.1 -- M2 12 -- 104 -- 12
Seclrity Incidents
2. Reporting of 6.3.2 -- M2 12 -- 104 - 12
Seclirity
Wegknesses
3. Reporting of 6.3.3 -- M2 12 -- 10.4 -- 12
Softyvare
Malflunctions
4. Inc|dent 8.1.3 -- M2 12 -- 10.4 -- 18{1.3
Manpgement
Table|8.1.4 - Personnel
Code of ETSI IT NIST Security TC 68 |Recommen- Canadian
Practice for| Baseline | Baseline ‘€omputer| Categori- |Information dations for| Handbook
Information | Security |Protectieit Security | zationand| Security | computer or
Security | Standard -| Manual | Handbook| Protection | Guidelines|workstationsinformpation
Management Features for Technplogy
and Healthcare Secyrity
Mechanisms Information
Systems
1. Safeguards for 6.1 - 3.2, M3 10.1 *3.9 9.2 4.1,2.2 10.1
Permanent and
Temporary Staff
2. Safleguards for 6.1 -- - 10.3 *3.9 9.2 41,2.2 10.3
Contracted
Pergonnel
3. Sec¢urity Awarenegs™~'6.2 -- 1.2,M3| 13,10.14 *3.9 9.1 4.2,2.2 13) 10.1.
and [Training
4. Disgiplinary 6.3.5 -- 3.2, M3 -- *3.9 9.2.6 221 13.1
Prodess
1 stT\nds for any number between 6 and 11.
|
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Table 8.1.5 - Operational Issues

ISO/IEC TR 13335-4:2000(E)

Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baseline Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationsinformation
Management Features for Technology
and Healthcare Security
Mecharmsms trformeation
System$
1. Configuration and| 8.2, 10.5 - -- 14.3,8.4.1 -- 7.4 9 14.3, 8.4.1,
Change 8.4.4
Mpanagement
2. Capacity 8.2.1 - -- - - - - -
Mpnagement
3. bocumentation 8.1.1,8.6.8 -- M2 14.6 -- 8.4.6,'85.7, -- 14.6
8%
4. Maintenance 7.2.4 -- M2 14.7 * 3.6 8.1.4, 6.5 4.7
8110,5, 10.1
5. Monitoring -- -- 1.2 7.3.3 -- 7.4,8.1.3 6.7 7.3|3,8.4.4
Security Relevant 8.2.5,8.3.7
Changes
6. Audit Trails and 8.4 -- M2 18 -- 7.3,8.1.8 6.7 18)
Lggging 8.2.10,8.9.6
7. $ecurity Testing -- -- M2 8.43 -- 8.35 6.7, 3 8.4.3
8. Media Controls 8.6 -- 8, M2 145 *3.5 8.4-8.14 5 14.5
9. Assured Storage -- -- M4 - -- 8.1.9 6.3,5 14.5.7
Deletion
10.|Segregation of 8.14 -- M2 -- -- -- -- 10.1.1
Duties
11.|Correct Software 12.1.2 -- M2 -- *.3.8 8.3 6.3 14.2
Use
12 |Software Changel10.5.1, 10.5.8 - M2 -- * 3.8 8.3.7 6.3 8.4.4,14.2
Control
! +[stands for any number between 6 and 11
Talle 8.1.6 - Business Continuity Planning
Coade of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baselingl Computer| Categori- |Information dations for| Hapdbook
Information | Security |Protection Security | zation and| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesworkstationsinfoymation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System’
1. Business 11.1.1,11.1.2 - 33. M 11.2,11.8, *3.3 8.19.8.1.7 7.3, 11.p,11.3,
Continuity Strategy| 11.4 8.4.5,855 7.4, 11.4
8.6.5,8.7.5, 7.5
2. Business 11.1.3,11.1.4 -- 3.3, M6 11.5 * 3.3 8.8.3, -- 11.5
Continuity Plan 8.19
3. Testing and 11.15 -- 3.3, M6 11.6 *3.3 8.19 -- 11.6
Updating the
Business Continuity
Plan
4. Back-ups 8.4.1 - 3.4 14.4 *3.2.4 -- 7.1,7.2 14.4
! * stands for any number between 6 and 11.
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Table 8.1.7 - Physical Security

Code of ETSI IT NIST Security TC 68 |Recommen- Canadian
Practice for| Baseline | Baselinel Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationginformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System$
1. Maerial Protectio 7.1 -- 4.1, 15.1 *3.1.2 |8.1.1,86.2,3.1,34,4 15.1
4.3, 8.9.1
M1
2. Fir¢ Protection 7.2.1 -- - 15.2 *3.1.4| 8.1.1,8.621, 32;7.5 15.2
8.9.1
3. Watter/Liquid 7.2.1 - M2 15.5 *3.1.4 8.1.1,8.62,07.5 15(5
Protgction 8.9.1
4. Najural Disaster 7.2.1 -- M2 154 *3.14 | 8.1.148.6,2, 7.5 15}4
Protgction 89,1
5. Pr(j(tection against 7.1 -- 1.2 15.1 *3.1.3 [.8.1,8.6{23.3,3.4,4 13.1
The 8.9.1
6. Poyver and Air- 7.2.2 -- M2 15.6 *3.4 8.1.1,8.6.2, 3.2,7.3 19.6
conditioning 8.9.1
7. Cabling 7.2.3 - 4.2, M1 - L 8.1.1,8.6{2, 8.2 15, 15.1,
8.9.1 15)7

! % stands for any number between 6 and 11.
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IT System Specific Safeguards

adthentication can also be used for remote I&A.

end of this clause tables relating to each subsection show where to find additional information
the safeguard categories mentioned.

Identification and Authentication (1&A)

ication is the means by which a.user provides a claimed identity to a system. Authentication is
eans of establishing the validity’ of this claim. The following ways are examples of how to

e I&A (other ways of classifying I&A mechanisms are possible).
A Based on Something theyUser Knows
isswords are the most\typical way to provide I&A based on something the user knows linked
with a user identification)process. The allocation of passwords and their regular change should be
ntrolled. If users.are choosing the passwords themselves, they should be aware of the commo
es for passwerd-design and handling. Software can be used to support this, for example by
iting the use~of common passwords or patterns and characters. If it is necessary or wanted
cdpies of passwords should be stored securely to allow authorized access if the user is nof
available-or“has forgotten the password. I&A based on something the user knows can also makg
ude of\cryptographic means and authentication protocols. This type of identification and

17

|&A Based onm Something the USer POSSESSES
Objects that users possess for the purpose of I&A can be memory tokens and smart tokens. A
common application of memory tokens is the magnetic material on the back of a credit card.
Authentication is provided based on something the user possesses (the card) and something the
user knows (the PIN). Typical examples of smart tokens are smart cards.
I&A Based on Something the User Is
Biometric authentication technologies use the unique characteristics or attributes of an individual
to authenticate the persons identity. This could be fingerprints, hand geometry, retina pattern, as
well as voice patterns or hand-written signatures. Relevant details can be securely stored on smart
cards, or a system.
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Logical Access Control and Audit

Safeguards in this area are implemented to
restrict access to information, computers, networks, applications, system resources, files an

programs, and

record details of error and user actions in audit trails and analyse the details recorded, in order t

detect and handle security breaches in an appropriate manner.

A common means to enforce access control is to use the I&A details linked to access control lists

dpfining what files_resources_etc _a user s pprmif'rpd to access_and what form that a

cess can tak

Safeguards in the area of logical access control and audit are listed below.
1.

8.2.3
Malicious code may be introduced into systems through external connections and thr,

Access Control Policy

For each user or group of users, there should be a clearly defined accesslcontr
policy should grant access rights according to the business requirements, such
productivity and the 'need to know' principle. The general idea should-be: 'as m
necessary, as few rights as possible'. The allocation of access rights,should take i
organization’s approach to security (for example, open or restrictive) and culture to
needs and gain user acceptance.

User Access to Computers

Access control to computers is applied to prevent any unauthorized access to a com
be possible to identify and verify the identity of each authorized user, with both s
unsuccessful attempts logged. Computer access céntrol can be aided by passw
other 1&A method.

User Access to Data, Services and Applications

Access control should be applied to protect the data and services on a comput
network from unauthorized access. This.can be done with help of appropriate 1&A
(see 8.2.1), the appropriate interfaces.between networked services, and the confi
network which ensures that only authorized access to IT services can take plg
allocation of rights). To prevent unauthorized access to applications, role-based acc

allows access according to the basiness functions of the users, should be introduced.

Reviewing and Updating Access Rights
All access rights given tocusers should be reviewed regularly and updated if th
business needs for access have changed. Privileged access rights should be
frequently to ensure that they are not misused. Access rights should be withdrawn
they are no longer necessary.

Audit Logs

All work done"with IT support should be logged and these logs should be inspected
includes slcecessful and unsuccessful attempts to log into a system, logging of g
functions of the system used, etc. Faults should also be logged, and these logs sho

pl policy. Thi:
as availability
any rights as
to account tf
ulfil business

puter. It shoul
iccessful and
prds, or by al

er or within ¢
mechanisms
guration of th
ce (restrictive
bss control thi

e security or
reviewed mc
mmediately if

regularly; this
\ccess to dat
Lild be reviewt

regularly. These data should be used in accordance with data protection and privacy legislation

for-example, they may only be stored for a restricted duration and only be used for th
security violations.

Protection against Malicious Code

e detection of

pugh files ant

£ HY ! (4 | Ll TR ! ) ok ada ol Lo oL !
SUTtwale 1mroduccu murtT pulrtabic UisksS. ?v'iauuuua CUOUT ITiay 11Ul DT ucicilcu DTiuic u

mage is don

unless suitable safeguards are implemented. Malicious code may result in compromise of securit
safeguards (e.g. capture and disclosure of passwords), unintended disclosure of informatior
unintended changes to information, loss of system integrity, destruction of information, and/or
unauthorised use of system resources. Malicious code can be of the following types:

viruses,
worms, and
Trojan horses.
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Malicious code carriers are:

e executable software,

o data files (containing executable macros, e.g. word processing documents or spreadsheets),
e active contents of World Wide Web pages.

Malicious code can propagate via:

o floppy discs,

other removable media,

electronic mail,

ngtworks,

dgwnloads.

Malicipus code may be introduced as a result of a deliberate action by a user, or by system leve

interaftions that may not be visible to users. Protection against malicious code can be achieved by th

use of the safeguards listed below.

1. Sg¢anners
Dirferent forms of malicious code can be detected and removed by special scanning software and
infegrity checkers. Scanners can work in off-line or on-line modes. On-line-operation of a scanner

prpvides active protection, i.e. detection (and possible removal) of malicious code before any
infection takes place and damage is done to the IT system. Scanners-are available for stand-alone
cdmputers, workstations, file servers, electronic mail servers anddifewalls. However, users and
administrators should be made aware that scanners cannot be ‘relied upon to detect all maliciou
cdde (or even all malicious code of a particular type) becausenew forms of malicious code are
cdntinually arising.

2. Infegrity Checkers
Typically, other forms of safeguard are required to augment the protection provided by scanners
Fqr example, checksums can be used to check whether a program has been modified. Integrit
checking software should be an integral part of téchnical safeguards providing protection against
malicious code. This technique can only be used for data files and programs that do not keef
status information for further use.

3. Removable Media Circulation Control
Uncontrolled circulation of media (especially floppy discs) can lead to an increased risk of
infroducing malicious code to an organization’s IT systems. Control of circulation of media can be
adhieved by the use of:

special software,

procedural safeguards (See below).

ocedural Safeguards

lidelines for users ahd administrators should be developed outlining procedures and practices t

Inimise the possibility for introducing malicious code. Such guidelines should cover loading

mes and other-éxecutable software, use of various type of Internet services, and importing files

varying types.” Independent reviews of source or executable code should be made whern

cessary,~-Security awareness training and disciplinary actions and related procedures should he

n[place fornot following the documented malicious code prevention procedures and practices.

1)

2]

<
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8.2.4 Network Management

This area includes topics of planning, operation and administration of networks. The proper
configuration and administration of networks is an effective means to reduce risks. 1ISO is currently
working on several documents containing further information about detailed safeguards for network
security. Safeguards in the area of network management are listed below.
1. Operational Procedures
The establishment of operational procedures and responsibilities is necessary to ensure the correct
and secure operation of networks. This includes the documentation of the operating procedures
and the establishment of procedures to react to security relevant incidents (see also 8.1.3).
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System Planning
In order to ensure reliable functioning and adequate network capacity, advanced planning ant
preparation, and monitoring (including of loading statistics) is necessary. Acceptance criteria for
new systems should be applied and changes should be controlled and reacted to (see also 8.1.5).
3. Network Configuration
An appropriate network configuration is essential for its reliable functioning. This includes a
standardized approach for the configuration of servers throughout the organization, and, ven
important, good documentation. Furthermore, it should be ensured that servers used for speci
PUTPOSES are onty used for these purposes (e.g. no other tasksshoutd oo a firgwall), and th
sufficient protection from failure is in place.

4. Network Segregation
In order to minimize the risks and the possibilities of misuse in a network in. operagon, business
areas dealing with critical business issues and information should be Kept separate, logically o
physically. As well, development facilities should be separated from operational facillties.

5. Network Monitoring
Network monitoring should be used to identify the weaknessgs within the exisfing network
configuration. It allows for reconfiguration caused by traffic~analysis and helpg to identify
attackers.

6. Intrusion Detection

Attempts to gain entry to systems or networks and‘successful unauthorized entry should be

detected so that the organization can respond in an appropriate and effective manner.

8.2.5  Cryptography

Cryptography is a mathematical means of tfansforming data to provide security. It cgn be used fo
many different purposes in IT security, for‘example, cryptography can help to provide donfidentiality
and/or integrity of data, non-repudiation,‘and advanced I&A methods. When applying gryptography,
care should be taken to comply with all-laws and regulations in this area. One of the npost important
aspects of cryptography is an adeguate key management system, which is discussed in more detail
ISO/IEC 11770-1. Further information about classes of cryptographic applications can|also be founc
in annex C of ISO/IEC 11770:1. The use of cryptography for I&A is discussed in [8.2.1. Time
stamping services can be“used to support several applications of cryptographic safeguards. Tt
different ways of using eryptography are discussed below.
1. Data Confidentiality Protection
In circumstances'where preservation of confidentiality is important, e.g. where the information is
particularly -sensitive, safeguards should be considered to encrypt information fpr storage or
communication over networks. The decision to use encryption safeguards should take account of:
¢ relevant government laws and regulations,
¢ therequirements of key management and the difficulties that need to be overcpme to ensur
that real security improvements are achieved without creating new vulnerabilitie$, and
¢ the suitability of the encryption mechanisms used for the deployment situation and the degree
of protection required.
2. Data Integrity Protection
In circumstances where preservation of integrity of stored or processed data is ipportant, hasl
functions, digital signatures and/or integrity safequards should be considered to prbtect stored @
communicated information. Integrity safeguards (for example using so called message
authentication codes (MACS)) provide protection against accidental or deliberate alteration,
addition or deletion of information. Digital signature safeguards can provide similar protection to
safeguard message integrity, but also have properties that allow them to enable non-repudiatiot
The decision to use digital signature or other integrity safeguards should take account of:
¢ relevant government laws and regulations,
¢ relevant public key infrastructures,
¢ the requirements for key management and the difficulties that need to be overcome to ensur
that real security improvements are achieved without creating new vulnerabilities.
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3. Non-Repudiation
Cryptographic techniques (e.g. based on the use of digital signatures) can be used to prove or
otherwise the sending, transmission, submission, delivery, receipt notification, etc. of messages,
communications and transactions.

Data Authenticity

In situations where the authenticity of data is important a digital signature can be used to attest to
the validity of the data. This necessity arises particularly when use is made of reference data from
third party sources, or when a large community is dependent upon the reference data to be
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by management includes technical, organizational and procedural aspects that is necessary 1
pport the use of any cryptographic mechanism. The objective of key management is-the secur
ministration and management of cryptographic keys and related information. Keyxmanagemen
cludes the generation, registration, certification, de-registration, distribution,” installation,

brage, archiving, revocation, derivation and destruction of keying material;2In addition, it is

portant to design key management appropriately to reduce the risk of key eompromise and use
unauthorized persons. Key management procedures depend on the algofithm used, the intend
e of the key and the security policy. For more information on keyvmanagement, see also
O/IEC IS 11770-1.
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ISO/IEC TR 13335-4:2000(E)

Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baseline Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook|Protection for Guidelinesjworkstationsinformation
Management Features Healthcare Technology
and Information Security
Mechanisms System$
1. Access Control 9.1 -- M2 |17.1,17.2) *3.21 |7.2,8.1.2, 6.4 Iry, 17.2
Policy 17.3 8.2.2,8.4.1 7.3
2. Wser Access to 9.2,9.3,9.5/4.2.4,5.24 M4 *3.2.1 6.2,3.3
Cpmputers Annex A
3. Wser Access to 9.4,9.6 M4 *3.2.1 6.4
Data, Services and
Applications
4. Reviewing and 9.1,9.24 -- M2 17.4 *3.2.1 -- 7.4
Updating Access
Rlghts
5. Audit Logs 9.7 - M4 18 *3.272 7.3,8.2.10 6.7 18
! #[stands for any number between 6 and 11.
Tahle 8.2.3 - Protection against Malicious Code
Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baseling Computer| Categori- |Information dations for| Hapdbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesworkstationsinfoymation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System$
1. $canners 8.3 -- M4 -- *3.10 8.3.11 7.4 4.6,5.2.1,
8.3.16 6.4, 8.4.4,
11
2. Integrity Checkers 8.3 -- M4 -- -- 8.3.11, 7.4 --
8.3.16
3. Removable Media 7.3.2 -- -- -- -- -- -- --
Circulation Control
4. Procedural 8.3 -- M4 -- *3.10 8.3.11, 7.4 6.2.2,9.3,
Safeguards 8.3.16 13, 14.2
! #[stands.for-any number between 6 and 11.
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Table 8.2.4 - Network Management

Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baselingl Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationginformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
Systems
1. Operational 8.5.1 -- M2 -- -- 8.2,8.3 8.2 14.6
Prodedures
2. Sygtem Planning 8.2 -- M2, My 8.4 -- 6.1 8.4
3. Nefwork - - M4 - - 9,61 143
Configuration
4. Nefwork 9.4.6 - M2 -- - -- 3.1 -
Seglegation
5. Ne{work 9.7 -- M2 18.1.3 - 8.2.7 - 181.3
Monjtoring
6. Intrusion Detection -- -- -- 18.1.3 -- -- 6 18.1.3
! * stands for any number between 6 and 11.
Table|8.2.5 - Cryptography
Code of ETSI IT NISF Security TC 68 |Recomment Canadian
Practice for| Baseline | Baselinel Computer|Categorizatiolnformation dations for| Handbook
Information | Security [Protection“Security nand Security | computer or
Security | Standard -| Manual[*Handbook|Protection for Guidelinesjworkstationsinformpation
ManagementFeatures and Healthcare Technplogy
Mechanisms Information Secyrity
System}
1. Data 10.3.2 4.2.2,52.2, M4 1951 - 8.23 8.1 195.1
Contidentiality Annex)A
Protgction
2. Dafa Integrity 10.3.3 4:2.3,5.2.3, M4 19.5.2 - 8.23 8.1 19,5.2
Protgction Annex A
3. Non-Repudiation 10.3.4 4.2.6,5.26, -- 19.2.3 - 8.23 8.1 19.2.3
Annex A
4. Dafa Authenticity 10.3.2 4.2.3,5.23, M4 19.5.2 - 8.23 8.1 19,5.2
Annex A
5. Key Management 10.3.5 4.2.5,5.25, - 19.3 - 8.23 8.1 19.3
Annex A
9 Baseline-Approach.—Selectionof SafeguardsAccording-to-the
P ) )
Type of IT System

As discussed in clause 8, there are two different sets of safeguards, mechanisms and/or procedures,
which can be applied to protect IT systems. On one hand, there are quite a few organizational
safeguard categories which are generally applicable for each IT system if the specific circumstances
make them necessary (as considered in 8.1), irrespective of the individual components. The selection
of these safeguards are considered in 9.1. Because of their general applicability, safeguards from these
categories should always be considered. Furthermore, a lot of them are not expensive to implement,
since they are based on introducing organizational structures and procedures.

24

© ISO/IEC 2000 — All rights reserved


https://standardsiso.com/api/?name=3e87476b947fa42d29fb17c3409d6326

ISO/IEC TR 13335-4:2000(E)

On the other hand, there are IT system specific safeguards (as considered in 8.2) - the selection
these safeguards depends on the type and characteristics of the IT system under review. The select
of these safeguards is discussed in 9.2.

Of course, it is always possible that one or more of these categories or specific safeguards are ni
applicable for an IT system. For example, encryption might not be necessary if the information sent ol
received has no need for confidentiality, and integrity can be checked otherwise. Again, a more

detailed selection can only be made by considering further information (see clauses 10 and 11).

After all safeguard types applicable for the IT system considered are identified, further-i
these safeguard types and on specific safeguards can be obtained by using clause.8 an
the documents summarized in the annexes A to H (links to clause 8 are provided in the {
of clause 9). Before implementing the safeguards selected, they should belchecked ¢
the safeguards already in place and/or planned (see 7.3).

The use of a more detailed analysis should be considered (clauses»10 and/or 11) to S
safeguards. If safeguards are selected according to different criteria (e.g. baseline
additional safeguards), the final set of safeguards to be implemented should be put tog
After reviewing several IT systems, it should be considered\whether an organization-
could be established (clause 12).

Another possibility of selecting safeguards without a“detailed consideration is to appl
specific baselines. For example, there are baselineé manuals available for telecommun
care, banking, (see annexes B, E, and F), and“many more. When using these ma
example, possible to check the existing or planned safeguards against the ones rec
before choosing which safeguards are to ‘e’ implemented, it is still helpful to have a
security needs or concerns.

9.1

Generally applicable safeguard-categories are:

Generally Applicable Safeguards

IT Security Management and Policies (8.1.1),
Security Compliance Checking (8.1.2),
Incident Handling'(8.1.3),

Personnel (8.1:4),

Operatignal Issues (8.1.5),

Business Continuity Planning (8.1.6), and
Physical Security (8.1.7).

The-safeguards of these categories form the basis for successful IT security managenmn
not be underestimated. It is also important to ensure the interworking of these safeg
more technical ones considered below. How much an organization decides to do
depends on its needs and concerns (see clause 10), and the resources available.

hformation on
d one or more
able at the en
arefully again

elect additior
safeguards a
ether carefull
wide baseline

y application-
ications, heal
nuals, it is, fc
bmmended. E
closer look af

ent, and shot
uards with the
n these arec

Of course, many of the other safeguard categories are also applicable in most cases, but the manner
implementation is usually specific to the particular circumstances (for example, safeguards providing
access control for a network are different from safeguards providing access control for a stand alon
computer).

When selecting safeguards from the generally applicable safeguard categories, it is helpful to conside
the size of the organization as well as the security needs, since this influences the extent to which the:
safeguards are implemented. For example, a small organization will neither have the need nor th
personnel to establish an IT security committee, but, nevertheless, somebody fulfilling the functions
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should be in place. Hence, all safeguards listed in 8.1 should be scaled appropriately whenever
necessary.

9.2

IT System Specific Safeguards

In addition to generally applicable safeguards, IT system specific safeguards should be selected for
each relevant type of system component. The following table gives an example of how to start the
process of selectlon of IT system specrfrc safeguards In thls example X refers to safeguards Wh|ch

shoul@™
necegsary in some circumstances. The safeguard selection process would be continued by considering

the safeguard descriptions presented in 8.2, and, as necessary, further information obtained from the
baseline safeguard documents listed in annexes A to H.

Stand- | Workstation (Client Server.or

alone without Shared Workstation with

Workstation Resources) Shared Resources
Connected to a Connected to a
Network Network

I&A
I&A Bpsed on Something the User Knows X X X
I&A Bpsed on Something the User Possesses X X X
I&A Bpsed on Something the User Is X) X) (X)
Logical Access Control and Audit
Accegs Control Policy X
User Access to Computers X X X
User Access to Data, Services and Applications X X X
Reviewing and Updating Access Rights X
Audit Logs X X X
Malicipus code
Scanners X X X
Integrjty Checkers X X X
Remgvable Media Circulation Control X X X
Procedural Safeguards X X X
Netwgrk Management
Opergtional Procedures X
System Planning X
Netwgrk Configuration X
Netwgrk Segregation X
Netwqrk Monitoring X
Intrus|on Detection X
Cryptpgraphy
Data Confidentiality Protection (X) X) (X)
Data Integrity Protection (X) (X) X)
Non-Repudiation £ 9
Data Authenticity (X) (X) (X)
Key Management X) X) (X)
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10  Selection of Safeguards According to Security Concerns and

Threats

The selection of safeguards according to security concerns and threats described in this clause can

used in the following way.

The first step is to identify and assess the security concerns. The requirements for confidentiality

integrity, availability, accountability, authenticity and reliability should be considered. The

strength and number of safeguards selected should be appropriate to the asgessed secul

concerns.

are suggested according to the IT system considered. The different types of I

Second, for each of the security concerns, typical threats are listed and for each threat, safeguar

systems ar

introduced in 7.1 and an overview of possible safeguards is given in thexsubclauses| of clause 8. |

this way, it is possible to fulfil specific security needs and to aim the protection
really needed.

10.1

In order to select appropriate safeguards in an effective way, it is necessary to have an
of the security concerns of the business operations supparted by the IT system consig
help of the identification of the security concerns, taking into account relevant threg
realize these concerns, safeguards can be selected, as described in 10.2 to 10.5.

Assessment of Security Concerns

If an assessment according to this clause proves'very high security concerns, a more dé
is recommended in order to achieve appropriate protection. Support for that can be foun
Security concerns may include:

loss of confidentiality,
loss of integrity,

loss of availability,

loss of accountability,
loss of authenticity, and
loss of reliability.

An assessment should include the IT system itself, the information stored or processe
business operations it fulfils. This identifies the objectives of the safeguards that wil
Different parts-of an IT system or of the information stored and processed might H
security coencerns. It is important to relate the security concerns directly to the asg
influences the threats which might apply and hence the selection of safeguards.

Security concerns can be assessed by considering whether the impact of a failure or br
could cause serious damage to business operations, or minor or no damage. For exam
confidential information is processed on an IT system, the unauthorised disclosure of th
toa competrtor mrght enable thrs competitor to make cheaper offers and hence cause

where it is

understandir
lered. With th
ts that might

ptailed approa
din clause 11

d on it and th
be selected.
ave different
ets since thi

pach in secur
ple, if compar
is information
serious dama

ublic domain is

processed on the IT system unauthorlsed d|sclosure Would not cause any damage at all. Considerati
of possible threats (see 10.2 to 10.5) can help clarify security concerns. The assessment discuss

below should be done separately for each asset since the security concerns for different
different. However, where there is sufficient knowledge on security concerns, assets wi
similar business requirements and security concerns can be summarized in groups.

assets might
th the same ¢

If there is more than one type of information processed on an IT system, the different types may nee
to be considered separately. The protection afforded an IT system should be sufficient for all kinds of

information processed. Thus, if some information has high security concerns, the whole
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be protected appropriately. In the case where the amount of information with high security concerns is
small, it might be worth while considering moving that information to another system, if that is
compatible with the business processes.

Where all possible losses of confidentiality, integrity, availability, accountability, authenticity and
reliability are identified as only likely to cause minor damage, the approach described from 10.2
onwards should provide sufficient security for the IT system considered. Where any of these losses is
identified as likely to cause serious damage, it should be assessed whether safeguards additional to the

ones FUQUESted T 10210 10-5 shoutdbe Setected. Suggestions for more getaited assSessments._and

safegyard selection according to the results of these assessments are given in ISO/IEC TR 13335t3
and in clause 11. Nevertheless, the safeguards suggested from 10.2 onwards can be used as a,basiq for
a refirled selection.

10.1.1 Loss of confidentiality

Consider what damage could arise from the loss of confidentiality of the asset(s) reviewed (intentiona
or uniptentional). For example, loss of confidentiality might lead to

loss of public confidence, or deterioration of public image,

legal liabilities, including those that might arise from breach of data protection legislation,
adverse effects on organizational policy,

erjdangerment of personal safety, and

financial loss.

Accorgding to the answers to the questions above, it should-be decided whether the overall damage that
could|result from a loss of confidentiality would be serious, minor or none. This decision should be
documented.

10.1.2 Loss of integrity

Consider what damage could arise from the_loss of integrity of the asset(s) reviewed (intentional or|
unintgntional). For example, loss of integrity‘might lead to

ingorrect decisions being made,

fraud,

disruption of business functiens,

loss of public confidence {0y deterioration of public image,

financial loss, and

legal liabilities, including those that might arise from breach of data protection legislation.

Accorgding to the answers to the questions above, it should be decided whether the overall damage that
could|result fream™a loss of integrity would be serious, minor or none. This decision should be
documented.

10.1.3 “loss of availability

Consider what damage could arise from other than short-term loss of availability of applications or

information, i.e. which business functions, if interrupted, would result in response or completion times

not being met. The extreme form of loss of availability, permanent loss of data and/or physical

destruction of hardware or software, should also be considered. For example, the loss of availability of
critical applications or information might lead to

e incorrect decisions being made,

¢ inability to perform critical tasks,
e loss of public confidence, or deterioration of public image,
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¢ financial loss,

¢ legal liabilities, including those that might arise from breach of data protection legislation and
from not meeting contracted deadlines, and

e significant recovery costs.

It should be noted that the damage resulting from loss of availability could vary considerably for
different time periods of such loss. Where this is the case it will be advisable to consider all damage:
that might occur in such different time periods, and assess the damage for each time period as seriol
minor or none (this information should be used in the sateguard selection).

According to the answers to the questions above, it should be decided whether the everall damage th
could result from a loss of availability would be serious, minor or none. Thisxdecisign should be
documented.

10.1.4 Loss of accountability

Consider what damage could arise from the loss of accountability of users of systems dr subjects (e.
software) acting on the behalf of the user. This consideration’ should also include |automatically
generated messages that can cause an action to occur. For.eXxample, loss of accountgbility might le
to:

system manipulation by users,
fraud,

industrial espionage,
untraceable actions,

false accusations, and

legal liabilities, including those thatmight arise from breach of data protection legislat

on.

According to the answers to the questions above, it should be decided whether the overall damage th
could result from a loss of acceuntability would be serious, minor or none. This decision should be
documented.

10.1.5 Loss of authenticity

Consider what damage could arise from the loss of authenticity of data and messages, regardle
whether they are"used by people or systems. This is particularly important in distrijuted system:
where decisions made are distributed to a wide community or where reference informatipn is used. Fc
example,\lass of authenticity might lead to:

fraud,

a valid process being used with invalid data leading to a misleading result,
manipulation of the organization by outsiders,

industrial espionage,

false accusations, and

legal liabilities, including those that might arise from breach of data protection Iegislation.

According to the answers to the questions above, it should be decided whether the overall damage th
could result from a loss of authenticity would be serious, minor or none. This decision should be
documented.

10.1.6 Loss of reliability

Consider what damage could arise from the loss of reliability of systems. This is also important to
address functionality which is a sub-characteristic of reliability (see ISO 9126). For example, loss of
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reliability might lead to:

fraud,

lost market share,

demotivated staff,

unreliable suppliers,

loss of customer confidence, and

legal liabilities, including those that might arise from breach of data protection legislation.

Accor
could
docurn

10.2

The t
again
relevg

ding to the answers to the questions above, it should be decided whether the overall damage_th
result from a loss of reliability would be serious, minor or none. This decision should, be
nented.

Safeguards for Confidentiality

reat types which might endanger confidentiality are listed below, with-safeguards to protect
5t these threats suggested. References to the safeguards describéd in clause 8 are given
nt for the safeguard selection, the type and characteristics of the I7~system should be taken int

account.

It sho
are ai
mana
they s

10.2.1

A way

ild be noted that most of the safeguards listed in 8.1 provide a-more 'general’ protection, i.e. the
med at a range of threats and provide protection by supporting an overall effective IT security
jement. Hence, they are not listed here in detail, but their effect is not to be underestimated an|
hould be implemented for an overall effective protection. The threats are ordered alphabetically.

Eavesdropping

of getting access to sensitive informationds eavesdropping, for example by tapping a line or

listeni

g to a telephone conversation. Safeguards against that are listed below.

o Physical Safeguards: These can be,rooms, walls, buildings etc. which make eavesdropping

i

e

pr
o |T

al

possible or hard to do. Another way to do that is to add noises. This type of protection is not
plicitly covered in clause 8. Ih_case of telephones, appropriate cabling can provide some
Dtection against eavesdropping. This protection is not covered here, but in ISO/IEC TR 13335-5.
security policy: Another way to avoid eavesdropping is to have strict rules about when, where
d in which way sensitive jnformation should be exchanged.

e Data confidentiality protection: Another way to protect against eavesdropping is to encrypt the

m

10.2.9

Electr
on an
o Pf

pssage before it is.exchanged. More information about that can be found in 8.2.5.

Electromagnetic radiation

pmagnetie radiation can be used by an attacker to obtain knowledge about information processe
IT system. Safeguards against electromagnetic radiation are listed below.

ysical safeguards: These can be cladding for rooms, walls etc. which does not permit

el

=ctromagnetic radiationtogobeyond-the—ctadding;—this—type—of protection—is not—explicitly

covered in 8.1.7 (this is not the cheapest way to protect from electromagnetic radiation).

e Data confidentiality protection: For detailed discussion, see 8.2.5. It should be noted that this
protection only applies as long as the information is encrypted, and not for information that is
processed, displayed or printed.

e Use of IT equipment with low radiation: Again, this is not covered explicitly in clause 8, but
equipment with built-in protection can be obtained.
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10.2.3 Malicious code

Malicious code can lead to a loss of confidentiality, e.g. via the capture and disclosure
Safeguards against that are listed below.
[ ]

see 8.2.3.

of passwords

Protection against malicious code: For a detailed description of malicious code protection,

Incident Handling: The timely reporting of any unusual incident can limit the damage in case of

malicious code attacks. Intrusion detection can be used to detect attempts to gain entry to a syste

ar network Maore information about that can be foundin 8.1 3

10.2.4 Masquerading of user identity

Masquerading of user identity can be used to circumvent authentication and all' servicg
functions related to that. In conclusion it can lead to confidentiality problems wi
masquerade allows access to sensitive information. Safeguards in this ared are listed be
I&A: Masquerade becomes more difficult if I&A safeguards based on combinations
known, something possessed as well as intrinsic characteristics of users are applied
Logical access control and audit: Logical access control cannot distinguish betweer
user and somebody masquerading as this authorized<user, but the use of
mechanisms in place can reduce the area of impact (s€e'8.2.2). Review and analyj
can detect unauthorized activities.

Protection against malicious code: Since one of the. ways to get hold of passwords
malicious code to capture passwords, protection against such software shoul
(see 8.2.3).

Network management: Another way of getting hold of sensitive material is to mag
user in traffic, e.g. e-mail. 1ISO is curtently working on several documents conta
information about detailed safeguards/for network security.

Data confidentiality protection: If, forsome reason, the above type of protection is n
not sufficient, additional protection can be provided using storage encryption of the
(see 8.2.5).

10.2.5 Misrouting/re-routing of messages

Misrouting is the deliberate or accidental wrong directing of messages, whereas re-ro
place for both, goedrand bad purposes. Re-routing can for example be done to maint
availability. Misrouting and re-routing of messages can lead to a loss of confidentialit
unauthorized aecess to these messages. Safeguards against that are listed below.
Network.management: Safeguards to protect against misrouting and re-routing cé
otherdocuments ISO is currently developing containing further information ab
safeguards for network security.

Data confidentiality protection: In order to avoid unauthorized access in case of mis
taking place, the messages can be encrypted. More information about that can be fo

pSs and securi
henever this
low.

Df something
(see 8.2.1).
an authorize
access contr
5is of audit log

is to introduce
1 be in plact

querade as ¢
ining further

bt possible or
sensitive dats

uting can tak
nin integrity o
y if it allows

in be found i
out detailed

or re-routing
und in 8.2.5.

Safhnara falluira
...... >OHWatHe+ahtdi-e

Software failures can endanger confidentiality if that software is protecting confidentiality, for
example, access control or encryption software, or if the software failure causes a loophole e.g. in a

operating system. Safeguards to protect confidentiality in this case are listed below.
Incident handling: Everybody noticing a malfunction of software should report

that to the

responsible person so action can be taken as soon as possible. More information about that can

found in 8.1.3.

before it is used, and through software change control (see 8.1.5).

© ISO/IEC 2000 — Al rights reserved
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10.2.7 Theft

Theft can endanger confidentiality if the IT component stolen has any sensitive information on it

which can be accessed by the thief. Safeguards against theft are listed below.

o Physical safeguards: This can be material protection making access to the building, area or room
containing the IT equipment more difficult, or specific safeguards against theft (both described
in 8.1.7).

o Personnel: Safeguards for personnel (controlling outside personnel, confidentiality agreements,
etc)shaould he in nlnrp m:::klnn theft difficult (Qpp 81 A\

. D£ta confldentlallty protection: This safeguard should be implemented if theft of IT equipment
cdntaining sensitive information seems likely, e.g. laptops. For detailed discussion, see 8.2.5¢

e Media controls: Any media containing sensitive material should be protected against \theft
(see 8.1.5).

10.2.§ Unauthorized access to computers, data, services and applications

horized access to computers, data, services and applications can be asthreat if access to any
sensitive material is possible. Safeguards to protect against unauthorized access include approprigte

prevent unauthorized access.

e Lqgical access control and audit: Safeguards described in 8{2.2 should be used to provide logicdl
adcess control, through the use of access control mechanisms. Review and analysis of audit logs
cgn detect unauthorized activities by people with access.rights to the system.

e Network segregation: In order to make unauthorized:access more difficult, network segregation
(see 8.2.4) should be in place.

e Physical access control: Beside logical access eontrol, protection can be provided by physica
adcess control (see 8.1.7).

o Media control: If sensitive data are stored on other media (e.g. floppy disc), media controls (8.1.5)
sHould be in place to protect the media from unauthorized access.

o Data confidentiality protection: If, for same reason, the above type of protection is not possible or
nqt sufficient, additional protection can be provided using storage encryption of the sensitive data
(see 8.2.5).

10.2.9 Unauthorized access 10 storage media

The Ynauthorized accesgs.and use of storage media can endanger confidentiality if any confidentig

materjal is stored on thatmedia. Safeguards to protect confidentiality are listed below.

e Operational issues: Media controls can be applied to provide, for example, physical protection and
adcountability.for the media and assured storage deletion guarantees that nobody can obtai
cdnfidential material from a previously deleted medium (see 8.1.5). Special care should be taker
to[protecteasily removable media, such as floppy discs, back-up tapes and paper.

o Physical security: The appropriate protection of rooms (strong walls and windows as well as
physical access control) and security furniture can protect against unauthorized access (see 8.1.7).

¢ Data confidentiality protection: Additional protection for sensitive material on storage media can
be achieved by encrypting the material. A good key management system is necessary to allow the
trouble-free application of encryption (see 8.2.5).

=]
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10.3  Safeguards for Integrity

The threat types which might endanger integrity are listed below, with safeguards to protect agains
these threats suggested. References to the safeguards described in clause 8 are given. If relevant for
safeguard selection, the type and characteristics of the IT system should be taken into account.

It should be noted that most of the safeguards listed in 8.1 provide a more 'general’ protection, i.e. the
are aimed at a range of threats and provide protection by supporting an overall effective IT security
management Hence thpy are not listed here in detail but their effect is not to be underestimated ar

they should be implemented for an overall effective protection. The threats are orderedalphabetically.

10.3.1 Deterioration of storage media

Deterioration of storage media threatens the integrity of anything that is»stored on that media. If
integrity is important, the following safeguards should be applied.
¢ Media controls: Sufficient media controls include integrity verification-(see 8.1.5), that detects that
stored files have been corrupted.
e Back-ups: Back-ups should be made of all important files, hasiness data, etc. If a Igss of integrity
is noticed, e.g. via media controls or during the back-tp-testing, the back-up ¢r a previous
generation of the back-up should be used to restore the integrity of the files. More apout back-up:
can be found in 8.1.6.
e Data integrity protection: Cryptographic means can be used to protect the integity of data in
storage. More information can be found in 8.2.5,

10.3.2 Maintenance error

If maintenance is not done regularly orrmistakes are made during the maintenance process, tt
integrity of all related information is threatened. Safeguards to protect integrity in this gase are listec
below.
e Maintenance: Correct maintefance is the best way to avoid maintenance errors (4ee 8.1.5). Th
includes documented and verified maintenance procedures, and appropriate supervision of work.
e Back-ups: If maintenange.errors have taken place, back-ups can be used to restorg the integrity
the damaged information (see 8.1.6).
o Data integrity protection: Cryptographic means can be used to protect the integrity gf information.
More informatien‘can be found in 8.2.5.

10.3.3 Malicious code

Malicious code can lead to a loss of integrity, e.g. if data or files are altered by the person gaining

unautharized access with help of malicious code or by the malicious code itself. Safeguards again:

thatiare listed below.

o~ \(Protection against malicious code: For a detailed description of malicious code protection,
see 8.2.3.

¢ Incident Handling: The timely reporting of any unusual incident can limit the damage in case of
malicious ¢

10.3.4 Masquerading of user identity

Masquerading of user identity can be used to circumvent authentication and all services and securit

functions related to that. In conclusion it can lead to integrity problems whenever this masquerade

allows access and modification to information. Safeguards in this area are listed below.

¢ |&A: Masquerade becomes more difficult if I&A safeguards based on combinations of something
known, something possessed as well as intrinsic characteristics of users are applied (see 8.2.1).
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e Logical access control and audit: Logical access control cannot distinguish between an authorized
user and somebody masquerading as this authorized user, but the use of access control
mechanisms in place can reduce the area of impact (see 8.2.2). Review and analysis of audit logs
can detect unauthorized activities.

¢ Protection against malicious code: Since one of the ways to get hold of passwords is to introduce
malicious code to capture passwords, protection against such software should be in place
(see 8.2.3).

o Network management: Another way of unauthorized access is to masquerade as a user in traffic,

e{. e-maill. ISO Is currently working on several documents containing further information about

dgtailed safeguards for network security.

o Data integrity protection: If, for some reason, the above type of protection is not possible @©r-hot
sUfficient, additional protection can be provided using cryptographic means like digital signatures
(see 8.2.5).

10.3.§ Misrouting/re-routing of messages

Misropting is the deliberate or accidental wrong directing of messages, whereas re-routing can take

place|for both, good and bad purposes. Re-routing can for example be daone-to maintain integrity of

availapility. Misrouting and re-routing of messages can lead to a loss ofNntegrity, for example if

messages are altered and then sent to the original addressee. Safeguards-/against that are listed belov

o Ne¢twork management: Safeguards to protect against misrouting and re-routing can be found in
other documents I1SO is currently developing containing further information about detailed
sdfeguards for network security.

o Data integrity protection: In order to avoid unauthorized<altération in case of mis- or re-routing
taking place, hash functions and digital signatures can be used. More information about that can b
fobnd in 8.2.5.

=~

\U

10.3.§ Non-Repudiation

Safeguards for non-repudiation should be applied when it is important to have a proof that a messagg
was gent and/or received, and that the network has transported the message. There are specific
cryptdgraphic safeguards as a basis fer_hon-repudiation which are described in 8.2.5 (data integrit)
and npn-repudiation).

10.3.1 Software failure

Softwpre failures can destrey the integrity of the data and information that is processed with help of

this software. Safeguards-{o protect integrity are listed below.

o Reporting of software malfunctions: Reporting of software malfunctions as soon as possible helps
to[limit the damage in the case of software failures (see 8.1.3).

e Operational issues: Security testing can be used to ensure that software is functioning correctly
ard software change control can avoid that software problems are caused because of updates pr
other software changes (see 8.1.5).

o Back-ups: Back-ups, for example a previous generation, can be used to restore the integrity of dat

th thavn hoan nracncand hy en'Fhmﬁrn thatic nat fiinectinnina ~areanthy /c-nn Q1 6)
vy R ECHpProcessStoy—S vttt o ot ooy cor ety (5 e 9

o Data integrity protection: Cryptographic means can be used to protect the integrity of information.
More information can be found in 8.2.5.

0

10.3.8 Supply failure (power, air conditioning)

Supply failures can cause integrity problems, if, because of them, other failures are caused. For
example, supply failures can lead to hardware failures, technical failures or to problems with storage

media. Safeguards against those specific problems can be found in the respective subsections;
safeguards against supply failures are listed below.
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Power and air conditioning: Suitable power supply and air conditioning related safeguards, e.g

power surge protection, should be used where necessary to avoid any problems
supply failure (see 8.1.7).
Back-ups: Back-ups should be used to restore any information that has been damag

10.3.9 Technical failure

Technical failures, for example in a network, can destroy the integrity of any information that is stored

resulting fror

ed (see 8.1.6)

or processed In that network. sareguards 1o protect against tnis are listed below.

10.3.10 Transmission errors

Transmission errors can destroy the integrity of thelinformation transmitted. Safegud
integrity are listed below.

10.3.11 Unautharized access to computers, data, services and applications

Unauthorizethaccess to computers, data, services and applications can be a threat tg
this information if unauthorized alteration is possible. Safeguards to protect against
access.include appropriate identification and authentication, logical access control, §
systenvlevel, and network segregation at the network level.

Operational issues: Configuration and change management, as well as capacit)
should be used to avoid failures of any IT system or network. Documentation@nd m
used to ensure the trouble-free running of the system or network (see 8.1.5);
Network management: Operational procedures, system planning and proper networ
should be used to minimise the risks of technical failures (see 8.2.4),

Power and air conditioning: Suitable power supply and air conditiening related sa
power surge protection, should be used where necessary to,aveid any problems
supply failure (see 8.1.7).

Back-ups: Back-ups should be used to restore any information that has been damag

Cabling: Careful planning and laying of cables can avoid transmission errors, for e
error is caused by overloading (see also 8:1.7).

Network management: Network equipment should be properly operated and maint
transmission errors. 1ISO is currentl{xworking on several documents containing furthe
about detailed safeguards for network security that can be used to protect again
errors.

Data integrity protection: Checksums or cyclic redundancy codes in communication
be used to protect against accidental transmission errors. Cryptographic means

protect the integrity of.data in transit in case of deliberate attacks. More information
in 8.2.5.

I&A: Appropriate I&A safeguards should be used in combination with logical acce
prevent unauthorized access.

Logical access control and audit: Safeguards described in 8.2.2 should be used to
access control, through the use of access control mechanisms. Review and analyg
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Network segregation: In order to make unauthorized access more difficult, network segregatior

(see 8.2.4) should be in place.

Physical access control: Beside logical access control, protection can be provided by physica

access control (see 8.1.7).

Media control: If sensitive data are stored on other media (e.qg. floppy disc), media controls (8.1.5)

should be in place to protect the media from unauthorized access.

Data integrity: Cryptographic means can be used to protect the integrity of information in storage

or in transit. More information can be found in 8.2.5.
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10.3.12 Use of unauthorized programmes and data

Use of unauthorized programmes and data endangers the integrity of information stored and processed
on the system where that happens, if the programmes and data are used to alter the information in an
unauthorized way, or if the programmes and data that are used contain malicious code (e.g. games).
Safeguards to protect against this are listed below.

e Security awareness and training: All employees should be aware of the fact that they should not
install and use any software without the allowance of the IT system security manager - or whoever
might be responsible for the security of the system (see also 8.1.4)

e Back-ups: Back-ups should be used to restore any information that has been damaged (see 8.1(6)

: Appropriate 1&A safeguards should be used in combination with logical access controlto
prevent unauthorized access.

e Lqgical access control and audit: Logical access control as described in 8.2.2 should-ensure th3
or|ly authorized persons can apply software to process and alter information. Review and analysi$
offaudit logs can detect unauthorized activities.

¢ Protection from malicious code: All programmes and data should be checked-or malicious code
bdfore it is used (see 8.2.3).

—

10.3.13 Unauthorized access to storage media

The upauthorized access and use of storage media can endanger integrity since it allows unauthorized
alteration of the information stored on these media. Safeguards to protect integrity are listed below.
e Operational issues: Media controls can be applied to providesfor example, physical protection and
adcountability for the media to avoid unauthorized access;and integrity verification to detect any
cdmpromise of the integrity of information stored on thexmedia (see 8.1.5). Special care should be
taken to protect easily removable media, such as floppydiscs, back-up tapes and paper.
e Physical security: The appropriate protection of r@ems (strong walls and windows as well as
physical access control) and security furniture can-protect against unauthorized access (see 8.1.7).
o Data integrity: Cryptographic means can be used to protect the integrity of information stored on
the media. More information can be found in\8.2.5.

10.3.14 User error

User @rrors can destroy the integrity.ofinformation. Safeguards against that are listed below.

e Security awareness and training: All users should be trained appropriately to avoid user errors
when processing information’ (see also 8.1.4). This should include training on defined procedures
fol specific actions, such as operational or security procedures.

e Back-ups: Back-upsgfer example a previous generation, can be used to restore the integrity o

information that has.been destroyed because of user errors (see 8.1.6).

10.4 | Safeguards for Availability

The threat types which might endanger availability are listed below, with safeguards to protect against
these|threats suggested. References to the safequards described in clause 8 are given. If relevant for the
safeguard selection, the type and characteristics of the IT system should be taken into account.

It should be noted that most of the safeguards listed in 8.1 provide a more 'general’ protection, i.e. they
are not aiming at specific threats but provide protection by supporting an overall effective IT security
management. Hence, they are not listed here in detail, but their effect is not to be underestimated and
they should be implemented for an overall effective protection.

The availability demands can range from not time-critical data or IT systems (but the loss of such data
and unavailability of such systems is still considered critical) to highly time-critical data or IT systems.
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The former can be protected against by back-ups whereas the latter may require some resilienc
system to be present. The threats are ordered alphabetically.

10.4.1 Destructive attack

Information can be destroyed by destructive attacks. Safeguards to protect against that are liste
below.
Disciplinary process: All employees should be aware of the consequences if they (intentionally or

—umintentonattyy gestroy mformation (SEe als0 8 14 )

Media controls: All media should be appropriately protected from unauthorized
physical protection and accountability for all media (see 8.1.5).

Back-ups: Back-ups should be made of all important files, business data, ete.If a fil
information is not available (for whatever reason), a back-up or a previous)generatig
up should be used to restore the information. More about back-ups can-e found in §
Material protection: Physical access controls should be used to avoeid-any unauthori
would facilitate to unauthorized destruction of IT equipment or infermation (see 8.1.7
I&A: Appropriate 1&A safeguards should be used in combination with logical acce
prevent unauthorized access.

Logical access control and audit: Logical access controlas-described in 8.2.2 shoulg
unauthorized access to information that allows the destruction of that information c
Review and analysis of audit logs can detect unauthorized activities.

10.4.2 Deterioration of storage media

Deterioration of storage media threatens theé availability of anything that is stored on
availability is important, the following safeguards should be applied.

Media controls: Regular testing of storage media should detect any deterioration, hg
the information is really unavailable. The media should be stored in a way that
influence that could cause deterioration cannot take place (see 8.1.5).

Back-ups: Back-ups should-be made of all important files, business data, etc. If a fil
information is not available-(for whatever reason), a back-up or a previous generatig
up should be used to.réstore the information. More about back-ups can be found in §

10.4.3 Failure of«communication equipment and services

Failure of equipment and communication services threatens the availability of
communicated -via these services. Depending on what caused the failure, it might als
consider 10)4.11 Software failure, 10.4.12 Supply failure or 10.4.13 Technical failure.

protect the availability are listed below.

Redundancy and Back-ups: Redundant implementation of communication service
can be used to lower the probability of communication services failures. Depe
maximal acceptable downtime, standby equipment may also be used to fulfill the re
any case, configuration and layout data should be backed up to ensure availability
emergency. General information about back-ups can also be found in 8.1.6.
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ining further

information about detailed safeguards for network security that can be applied to protect agains

failures of communications equipment or services.

Cabling: Careful planning and laying of cables can avoid damages; if there is a suspicion that &

line might be damaged it should be inspected (see also 8.1.7).

Non-repudiation: If a proof of network delivery, or sending or receiving of a message is needed,
non-repudiation should be applied (see 8.2.5); then communication failures or missing information

could be easily detected.
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10.4.4 Fire, water

Information and IT equipment can be destroyed by fire and/or water. Safeguards to protect against fire

and water are listed below.

o Physical protection: All buildings and rooms containing IT equipment or media on which
important information is stored should be protected appropriately against fire and water
(see 8.1.7).

e Business continuity plan: In order to protect business from the disastrous effects of fire and water,
a business rnnfinuify plnn shaould be in Inl::mr-\, and har-k-upq af all impnrtnnf information should be

available (see 8.1.6).

10.4.4 Maintenance error

If majntenance is not done regularly or mistakes are made during the maintenance”process, th

availapility of all related information is threatened. Safeguards to protect integrity im-this case are

listed pelow.

¢ Maintenance: Correct maintenance is the best way to avoid maintenance errars.(see 8.1.5).

e Back-ups: If maintenance errors have taken place, back-ups can be used(to restore the availability
of|the lost information (see 8.1.6).

1)

10.4.4 Malicious code

Malicjous code can be used to circumvent authentication and, all’ services and security functions

relate to that. In conclusion it can lead to a loss of availability,©.g. if data or files are destroyed by the

person gaining unauthorized access with help of maliciousicode or by the malicious code itself.

Safeguards against that are listed below.

e Protection against malicious code: For a detailed description of malicious code protection,
sd€e 8.2.3.

¢ Ingident Handling: The timely reporting of any-unusual incident can limit the damage in case of
malicious code attacks. Intrusion detection.can be used to detect attempts to gain entry to a system
orlnetwork. More information about that.can be found in 8.1.3.

10.4.{ Masquerading of user identity

Masqperading of user identity canibée used to circumvent authentication and all services and security

functipns related to that. In conclusion it can lead to availability problems whenever this masquerade

leads [to possibilities to remowve/or destroy information. Safeguards in this area are listed below.

o |&A: Masquerade becames more difficult if I&A safeguards based on combinations of something
known, somethingpossessed as well as intrinsic characteristics of users are applied (see 8.2.1).

e Lqgical access econtrol and audit: Logical access control cannot distinguish between an authorized
uder and somebody masquerading as this authorized user, but the use of access contrp
mechanisms,in place can reduce the area of impact (see 8.2.2). Review and analysis of audit log

ca:r; detectunauthorized activities.

n =

e Protection against malicious code are listed below. Since one of the ways to get hold of password$
is to-imtroduce malicious code to capture passwords, protection against such software should be ip
place (see 8.2.3).

¢ Network management: Another way of unauthorized access is to masquerade as a user in traffic,
e.g. e-mail. ISO is currently working on several documents containing further information about
detailed safeguards for network security.

o Data back-up: Data back-up cannot protect against masquerading of user identity but reduces the
impact of damaging events resulting from that (see 8.1.6).
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10.4.8 Misrouting/re-routing of messages
Misrouting is the deliberate or accidental wrong directing of messages, whereas re-ro

uting can tak

place for both, good and bad purposes. Re-routing can for example be done to maintain integrity o
availability. Misrouting of messages leads to a loss of availability of the messages. Safeguards again:

that are listed below.

Network management: Safeguards to protect against misrouting and re-routing can be found il

other documents ISO is currently developing containing further information about detailed

safeguards for network security

Non-repudiation: If a proof of network delivery, or sending or receiving of a messag
non-repudiation should be applied (see 8.2.5).

10.4.9 Misuse of resources

Misuse of resources can lead to unavailability of information or servicesrSafeguards to

that are listed below.

Personnel: All personnel should be aware of the consequences 6f misusing resourg
processes should be applied if necessary (see 8.1.4).

Operational issues: The system use should be monitoréd to detect unauthorized
segregation of duties should be applied to minimize the possibilities of misuse

(see 8.1.5).

I&A: Appropriate 1&A safeguards should be used-in combination with logical acce
prevent unauthorized access.

Logical access control and audit: Safeguards.described in 8.2.2 should be used to
access control to resources, through the use of access control mechanisms. Review
audit logs can detect unauthorized activities.

Network management: Appropriate nétwork configuration and segregation should
minimize the possibility of misuse of-resources in networks (see 8.2.4).

10.4.10 Natural disasters

In order to protect against loss of information and services because of natural disasters
safeguards should be in-place.

Natural disaster protection: All buildings should be protected as much as possible
disasters (see 8.1.7).

Business continuity plan: A business continuity plan should be in place and fully te
building, .and’ back-ups of all important information, services and resources shoulg
(see 841.6).

10.4.1Y Software failures

Software failures can destroy the availability of the data and information that is prog
related software. Safeguards to protect availability are listed below.

e Reporting of software malfunctions: Reporting of software malfunctions as soon as

je is needed,

brotect agains
es; disciplinal

activities, an
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5s control to
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and analysis

be applied tc
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| be available

essed by the

possible helps

to limit the damage if in case of software failures (see 8.1.3).

Operational issues: Security testing can be used to ensure that software is functioning correctl

and software change control can avoid that software problems are caused because of updates

other software changes (see 8.1.5).

been processed by software that is not functioning correctly (see 8.1.6).
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10.4.12 Supply failure (power, air conditioning)

Supply failures can cause availability problems, if, because of them, other failures are caused. For
example, supply failures can lead to hardware failures, technical failures or to problems with storage
media. Safeguards against those specific problems can be found in the respective subsections;
safeguards against supply failures are listed below.

e Power and air conditioning: Suitable power supply and air conditioning related safeguards, e.g.
power surge protection, should be used where necessary to avoid any problems resulting from
supply failure (see 8.1.7)

e Back-ups: Back-ups should be made of all important files, business data, etc. If a file or any othes
information is lost because of supply failures, back-ups should be used to restore the informatien
Mopre about back-ups can be found in 8.1.6.

10.4.13 Technical failures

Technjical failures, for example in networks, can destroy the availability of any information that is

stored or processed in this network. Safeguards to protect against that are listed below.

e Operational issues: Configuration and change management, as well as capacity managemer
sHould be used to avoid failures of any IT system. Documentation anddnaintenance are used t
ersure the trouble-free running of the system (more about that in 8.1.5),

o Ne¢twork management: Operational procedures, system planning and proper network configuratior
shiould be used to minimise the risks of technical failures (see 8.2:4).

e Business continuity plan: In order to protect business froni the disastrous effects of technical
fallures, a business continuity plan should be in place, and\back-ups of all important information,
sdrvices and resources should be available (see 8.1.6).

-

10.4.14 Theft

Safeguards tosprotect the availability are listed below.

¢ Re¢dundaney and Back-ups: Redundant implementation of communication services component
cdn be used to lower the probability of traffic overloading. Depending on the maximal acceptable
dagwntime, standby equipment may also be used to fulfill the requirements. In any case,
configuration and layout data should be backed up to ensure availability in case of an emergency.
General information about back-ups can also be found in 8.1.6.

e Network management: The proper configuration, management and administration of networks and
communication services should be used to avoid overloading (see 8.2.4).

e Network management: 1SO is currently developing documents containing further information
about detailed safeguards for network security that can be applied to protect against traffic
overloading.

v
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10.4.16 Transmission errors

Transmission errors can destroy the availability of the information transmitted. Safeguards to protec
availability are listed below.
Cabling: Careful planning and laying of cables can avoid transmission errors, for example, if the

error is caused by overloading (see also 8.1.7).

Network management: Network management cannot protect against transmission errors but can |

used to recognize problems occurring from transmission errors and to raise alarms

in such case

This allows 'rimply reaction to these Ihmhlo:\m': 1SQ is mlrrpnﬂy dn\/plnping documents Containing

10.4.17 Unauthorized access to computers, data, services and applications

Unauthorized access to computers, data, services and applications can-be a threat to tl
this information if unauthorized destruction is possible. Safeguards to protect agains
access include appropriate identification and authentication, legical access control, 4§
system level, and network segregation at the network level.

10.4.18 Use of unauthorized programmes and data

Use of unauthorized. programmes and data endangers the availability of informati
processed on the 'system where that happens, if the programmes and data are
information, or_if the programmes and data that are used contain malicious code
Safeguards to protect against that are listed below.

further information about detailed safeguards for network security that can be app
against transmission errors.

I&A: Appropriate 1&A safeguards should be used in combination with logical acce
prevent unauthorized access.

Logical access control and audit: Safeguards described in 8.2.2 should be used to
access control, through the use of access control'mechanisms. Review and analys
can detect unauthorized activities by people-with access rights to the system.
Network segregation: In order to make unauthorized access more difficult, networ
(see 8.2.4) should be in place.
Physical access control: Besides logical access control, protection can be provids
access control (see 8.1.7).

Media control: If sensitive data are stored on other media (e.qg. floppy disc), media ¢
should be in place to protect the media from unauthorized access.

Security\awareness and training: All employees should be aware of the fact that th
implement any software without the authorization of the IT system security manager
might’be responsible for the security of the system (see also 8.1.4).
Back-ups: Back-ups should be used to restore any information, services or resourcs
damaged or lost (see 8.1.6).
I&A: Appropriate I&A safeguards should be used in combination with logical acces
prevent unauthorized access.
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Logical access control and audit: Logical access control as described in 8.2.2 sho

only authorized persons can apply software to process and delete information
analysis of audit logs can detect unauthorized activities.

. Review anc

Protection from malicious code: All programmes and data should be checked for malicious code

before it is used (see 8.2.3).
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10.4.19 Unauthorized access to storage media

The unauthorized access and use of storage media can endanger availability since it could result in
unauthorized destruction of the information stored on these media. Safeguards to protect availability
are listed below.

e Operational issues: Media controls can be applied to provide, for example, physical protection and
accountability for the media to avoid unauthorized access to the information stored on the media
(see 8.1.5). Special care should be taken for easily removable media, such as floppy discs, back-up
tapes and paper.

e Security awareness and training: All users should be trained appropriately to avoid user errors
wien processing information (see also 8.1.4). This should include training on.defined procedures
fo[ specific actions, such as operational or security procedures.

e Back-ups: Back-ups, for example a previous generation, can be used to reStore the information thg
hgs been destroyed because of user errors (see 8.1.6).

—

10.5 | Safeguards for Accountability, Authenticity and Reliability

The gcope of accountability, authenticity and reliability differs. widely in different domains. These
differgnces mean that a lot of different safeguards may be applicable. Therefore, only general guidanc
can bg given below.

D

The safeguards listed in 8.1 provide a more ‘general* protection, i.e. they are aimed at a range of
threats and provide protection by supporting an overall effective IT security management. Hence, they
are nqt listed here, but their effect is not to be underestimated and they should be implemented for a
overa|l effective protection.

—

10.5.1 Accountability

In order to protect accountability, any threat that may lead to actions taken not being attributable to g
specific entity or subject should-be ‘considered. Some examples of such threats are account sharing,|a
lack of traceability of actions,masquerading of user identity, software failure, unauthorized access to
computers, data, services and-applications, and weak authentication of identity.

Therel are two types ef-accountability that should be considered. One type deals with identifying the
user gccountable fof specific actions on information and IT systems. Audit logs can provide this. The
other type is relating to the accountability between users in a system. Non-repudiation services, splif
knowledge or dual control can achieve this.

(=)

Many|safeguards can be used to, or can contribute to, enforcing accountability. Safeguards rangin
from guch things as security policies, security awareness, and logical access control and audit, to ong¢
time passwords—and—media controts, may be—applicabte—The—mptementationr—of —=—poticy for
information ownership is a prerequisite for accountability. Selection of specific safeguards will be
dependent upon the specific usage of accountability within the domain.

14
1

10.5.2 Authenticity

The confidence in authenticity can be reduced by any threat which may lead to a person, system or
process not being sure that an object is what it purports to be. Some examples that may lead to this
situation arising include data changes not being controlled, the origin of data not being checked, and
the origin of data not being maintained.
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Many safeguards can be used to, or can contribute to, enforcing authenticity. Safeguards ranging frol
the use of signed reference data, logical access control and audit, to the use of digital signatures, m:

be applicable.
authenticity within the domain.

10.5.3 Reliability
Any threat that may lead to inconsistent behaviour of systems or processes, will res

suppliers. The loss of reliability might result in poor customer service or loss of customet

Many safeguards can be used to, or can contribute to, enforcing reliability. Safeguards
such things as business continuity plans, introduction of redundancy in the{physical a
system maintenance to identification and authentication, and logical access’control ang
applicable. Selection of specific safeguards will be dependent upon the specific usag
within the domain.

11

The selection of safeguards according to detailed assessments follows the same principle
in the previous clauses. The performance of a detailed-risk analysis allows the special re
circumstances of the IT system and its assets tode*taken into account. The difference
previous clauses is the level of effort, and the detail gathered during the assessment pro
justification of the safeguards selected is thefrefore possible. 11.1 addresses how ISO/IL
which describes a method for risk analysis, can be used in the safeguard selection proce
ISO/IEC TR 13335. The principles of selection are addressed in 11.2.

Selection of Safeguards According to Detailled Assessments

11.1  Relation between part-3 and part 4 of ISO/IEC TR 13335

In ISO/IEC TR 13335-3, techniques for the management of IT security are introduced.
issues, possible corporatésrisk analysis strategy options and the recommended ap
analysis are discussed\The main strategy options to be used within an organization are

to use a baselineapproach for all IT systems,

to use detailed-risk analysis for all IT systems, and

to use the\'recommended approach’, i.e. following a high level risk analysis of all IT
a baseline approach for the IT systems at low risk and a detailed risk analysis for
hightrisk.

If it,was decided to use detailed risk analysis for all IT systems to identify safeguards
about how to select safeguards and how to use the results of the detailed risk analys
given in 11.2 of this part of ISO/IEC TR 13335. Nevertheless, the information abou
safeguards for specific IT systems, and the link between security concerns, threats

Selection of specific safeguards will be dependent upon the specific usage o
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contained in clauses 8 to 10 of this part of ISO/IEC TR 13335, can still be used

11.2  Principles of Selection

There are basically four aspects that a safeguard can address, i.e. impacts, threats, vulnerabilities, and
risks themselves. A risk itself is addressed when the decision is made to reduce or avoid the risk rathe
than accept it (an example for reducing a risk is taking out insurance, and an example for avoiding a risk i
to move sensitive information to another computer). The components that, all together, make the risks
i.e. the impacts, threats and vulnerabilities, are the main target of safeguards. Ways in which safeguar
can address these aspects are:
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threats — safeguards can reduce the likelihood of a threat occurring (for example, consider a threat
of loss of data because of user errors, then a training course for the users would reduce the
amount of these errors), or, in the case of a deliberate attack, can deter by increasing the technical
complexity to achieve a successful attack,

vulnerability — safeguards can remove a vulnerability, or make it less serious (for example, if an

internal network connected to an external network is vulnerable to unauthorised access, the

implementation of an appropriate firewall would make the connection less vulnerable, and
disconnection removes this vulnerability), or

How

Impact — sareguards can reduce or avoid the impact (if the adverse impact Is the non-availability]
of information, it is reduced by making a copy of the information that is stored safely elsewhéere
and having a business continuity plan ready for activation). Having good audit trail recording,
analysis and alert facilities can help early incident detection and reduction of the adverse busines
impact.

Aand where a safeguard is used can make a big difference to the benefits\gained from itg

imple

used that prevents such a threat occurring, several vulnerabilities may have been ‘addressed at one tin

The

benefits should be considered when possible in the selection of safeguards.” These additional benefi
always be documented to have a full view of the security requirements that any safeguard satisfieg.
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Prior fo implementation, the proposed safeguards should be compared with the existing safeguards 1o
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entation. Very often, threats can exploit more than one vulnerability. Therefere, if a safeguard is

nverse is also true — a safeguard protecting a vulnerability can address several threats. The

neral, safeguards may provide one or more of the followingotypes of protection: prevention,
bnce, detection, reduction, recovery, correction, monitoritig, and awareness. Which of thes
tes is most preferable depends on the specific circumstances, and on what each safeguard
sed to achieve. In many cases safeguards will provide more than one, again providing additiong

that do not.
ty should always show reasonable balance. iy addressing the effects mentioned above. If too mug
Bsis is placed on one type of safeguard, the overall security is unlikely to be effective. For

ple, if a majority of deterrence safeguards is used without adequate detection safeguards being
fo identify when deterrence has not worked, the overall security will not be effective.

S whether there are any thatcan be extended or upgraded. If this is the case, then this may be |
sive than introducing new-safeguards.

) safeguard selection’ it is important to weigh the cost of implementation of the safeguards
pst of implementation and maintenance of a safeguard can be much higher than the cost of th

hard itself, hence they should be taken into account during selection.

pents) and compatibility issues may hamper the use of certain safeguards. In these instance

ts. Where possible, safeguards that do provide multiple benefits should be sought in preference 1o

5t the value of theyassets being protected, and the return on investment in terms of risk reduction.

ical constraints such as performance requirements, manageability (operational suppott

ne.
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eSS
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S,

the sy

stem and security managers should work together to identify optimal solutions. It could alsa be

the case that a safeguard would decrease the performance. Again, system and security managers
together should try to identify a solution that allows the necessary performance while guaranteeing
sufficient security.

Aspects such as privacy legislation and jurisprudence may demand that certain safeguards be in place,

theref
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ore defining unalterable elements of the baseline used or identified.
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12 Development of an Organization-wide Baseline

When an organization decides to apply baseline security either to the whole organization or to parts ¢
it the following questions should be considered.

e Which parts of the organization or systems can be protected by the same baseline, and whic
require a different consideration, or whether the same baseline should be applied throughout th
whole organization?

Py \What cocnrtslavnl chanld tha hacalina (Ar tha variniic haocalinnac) Atnn ~A+0
vy ot Seoutty e veSoorathc oSt e Ot vyarous oo st e s oot

e How can the safeguards forming the different (if necessary) baselines be determined?

The following picture illustrates the various ways baseline security can be applied:

Risk
A
Baseline level 2
Baseline level 1b
I - T ST T T T T level l.a
$ystem ystem ystem ystem ystem ystem ystem
1 =L 3 4 5 6 7 8
>
IT Systems

Figure 4 — Different Baseline Levels

The advantage of applying different baseline levels within one organization is that most systems will
be protected appropriately, i.e. not too little and not too much protection is applied (like fpr IT systems
1, 2, 6, and 8 with baseline level 1 and IT systems 3, 4, and 5 with baseline level 2 in Higure 4). If IT
systems with different security requirements are ‘really different’ (in the sense that| most of the
safeguards required to protect each of the IT systems are different), then the application of differen
baselines is recommended for the organization. If there are fundamentally different security
requirements, the decision of using a baseline approach should be re-considered.

If, on the other hand, the only difference between the various baseline levels is that some additione
safeguards are needed to form higher baseline levels, then it might not be worthwhile to implemen
several different baseline levels. If only one baseline level is implemented, the organizational overhea
can be reduced considerably, and everybody within the organization can rely on the same level o
security being present.
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The level baseline security should aim at is, of course, related to the decision whether one or more
levels of baseline security can logically be implemented. If different baseline levels are chosen these
levels can be adjusted fairly accurately to the security requirements of the IT systems they are
supposed to protect. Generally, any baseline level should not aim at security below the lowest security
requirements of the IT systems to be protected (like below the requirements of IT system 2 in
Figure 4). It is sensible to aim at a level which is sufficient for most (Baseline level 1a in Figure 4) or
all (Baseline level 1b) of the IT systems which are supposed to be protected. It is often advisable to
aim at the highest security level of the IT systems to be protected by the baseline safeguards since this

ideration of the involved IT systems is necessary to make the final decision on which IT systems
shoulgl be protected by the same baseline. Some IT systems are very much the same in nature.and/or
protegtion requirements — in that case, it is useful to protect them by the same baseline. If, onithe othe
hand,|a few IT systems are totally different in their protection requirements, it is very oftenthe easiest
way t¢ consider them separately.

=

The spme is true if an organization decides to implement the same baseline organization-wide. Thi
baseline can aim at three different levels:

"4

ow level, adding specific safeguards to protect all IT systems with higher requirements,

medium level, adding specific safeguards to protect all IT systems-with higher requirements, or
high level which is sufficient to protect all IT systems which aressupposed to be protected by
gseline security.

°
o9 9 9®

As alrpady explained above, a medium or high level for baseline’security may be sensible for many of
organjzations in order to achieve sufficient protection, reliable security throughout the organization
and alreduction of organizational overhead. In the end, the decision has to be made according to the
organjzation’s security policy and the security requirements of the IT systems considered.

13 Summary

This part of ISO/IEC TR 13335 discusses-different ways of safeguard selection that can be used td
achieye baseline protection, or to support the techniques described in ISO/IEC TR 13335-3. This part
of ISQ/IEC TR 13335 also contains. an overview of common safeguards which can be selected
followjng any of the approaches:mentioned above, and a reference to various baseline safeguar
manugls which contain more detailed descriptions of these safeguards. Finally, the different ways o
develpping an organization=wide baseline and the advantages and disadvantages of the alternatives are
described. This part of ISO/IEC TR 13335 can be used by any organization, large or small, that wants
to selgct safeguards.to-protect its IT systems.

[oX
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Annex A
Code of Practice for Information Security Management
(Type: generic)
Scope
BS 77999 is issued as a two-part standard

BS 7799-1: 1999 Code of Practice for Information Security Management;

BS 7799-2: 1999 Specification for Information Security Management Systems;

Institution (BSI). BS 7799-1:1999 supersedes the 1995 version, which has\now be
BS 7799 is intended for use by directors, managers and employees who ar€.-responsib
implementing and maintaining information security in their organization,and may be cg
basis for developing organizational security standards.

The 1999 versions of Parts 1 and 2 have been prepared under*the supervision of
committee BDD/2, Information Security Management. These new versions take into §
developments in the application of information processing\technology, particularly in
networks and communications. They also give greater-emphasis to business invol
responsibility for information security. The revision«process took account of contrik
organizations from different countries in the world.

These documents provide a comprehensive_set of controls comprising best practices
security and are intended to be as comprehensive as possible. They are intended to 4
reference point for identifying the range. of controls needed for most situations wher
systems are used in industry and commerce, and may therefore be applied by large, md
organizations.

Contents of BS 7799-1:1999
1. Scope
2. Terms and definitions
3. Security Policy
3.1 Informatign Security Policy
4. Security Organization
4.1 Information security infrastructure
4.2 Security of third party access
4.3-Outsourcing
5. Asset-Classification and Control
5.1 Accountability for assets
5.2 Information classification
6./Personnel Security
6.1 Security in job definition and resourcing
6.2 User training

These standards are published under the authority of the Standards Board of‘the Biitish Standar

en withdrawn
le for initiating
nsidered as ¢

the BSI/DIS(
ilccount recen
the area of
ement in an
utions from

in informatio
erve as a sin
b information
dium and sm

6.3 Dncpnnding toincidents

\‘

. Physical and Environmental Security
7.1 Secure areas
7.2 Equipment security
7.3 General controls
8. Communications and Operation Management
8.1 Operational procedures and responsibilities
8.2 System planning and acceptance
8.3 Protection against malicious software
8.4 Housekeeping

© ISO/IEC 2000 — Al rights reserved

47


https://standardsiso.com/api/?name=3e87476b947fa42d29fb17c3409d6326

ISO/IEC TR 13335-4:2000(E)

8.5 Network management
8.6 Media handling and security
8.7 Data and software exchange

9. Access Control

10. Sy

9.1 Business requirements for system access
9.2 User access management

9.3 User responsibilities

9.4 Network access control

9.5 COMpPUtET acCESS COMtrot
9.6 Application access control
9.7 Monitoring system access and use
9.8 Mobile computing and teleworking
stem Development and Maintenance
10.1 Security requirements of systems
10.2 Security in application systems
10.3 Cryptographic controls
10.3 Security of application system files
10.4 Security in development and support environments

11. Bdisiness Continuity Management

12.C

Point

11.1 Aspects of business continuity management
pmpliance

12.1 Compliance with legal requirements

12.2 Review of security policy and technical compliance

12.3 System audit considerations
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