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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Committee) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
comnlittees established by the respective organization to deal with particular fields of techniea
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other internatioha
organjzations, governmental and non-governmental, in liaison with ISO and IEC, also take partin' the
work.

In theg field of information technology, ISO and IEC have established a joint technical”committee
ISO/IEC JTC 1.

The main task of technical committees is to prepare International Standards; but in exceptiona
circumstances a technical committee may propose the publication of a Technical Report of one of
the fo|lowing types:

- ftype 1, when the required support cannot be obtained for the\publication of an Internationa
Standard, despite repeated efforts;

- lype 2, when the subject is still under technical development or where for any other reasorn
there is the future but not immediate possibility of aniagreement on an International Standard;

- lype 3, when a technical committee has collected data of a different kind from that which is
hormally published as an International Standard (“state of the art”, for example).

Technical Reports of types 1 and 2 are subject to review within three years of publication, to decide
whether they can be transformed into Interfational Standards. Technical Reports of type 3 do no
necegsarily have to be reviewed until the*data they provide are considered to be no longer valid o
useful.

ISO/IEC TR 13335-3, which jsta Technical Report of type 3, was prepared by Joint Technica
Comnpittee ISO/IEC JTC 1, Infermation technology, Subcommittee SC 27, IT Security techniques.

ISO/IEC TR 13335 consists of the following parts, under the general title Information technology —
Guidglines for the mafiangement of IT Security:

— |Part 1: Concepts and models for IT Security

— |Part 2: Managing and planning IT Security

— |Part 8:>Techniques for the management of IT Security
— |Part4: Selection of safeguards

— DAYt L Cafariiarde faor oviarnal cannactianc
arto—oarcguaartds 191 CATCTTar Cormecuorns
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Introduction

ISO/IEC TR 13335-3:1998(E)

The purpose of ISO/IEC TR 13335 is to provide guidance, not solutions, on management aspects of
IT security. Those individuals within an organization that are responsible for IT security should be
able to adapt the material in ISO/IEC TR 13335 to meet their specific needs. The specific objectives

of IBO/IEC TR 13335 are:
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m:ocurement, or operation of IT systems, or

define and describe the concepts associated with the management of IT security,

identify the relationships between the management of IT security and management of IT
eneral,

present several models which can be used to explain IT security, and
provide general guidance on the management of IT security.

in

/IEC TR 13335 is organized into five parts. ISO/IEC TR 13335-1 provides an overview of
lamental concepts and models used to describe the management of /T security. This materia

Anization's overall security programme.

/IEC TR 13335-2 describes management and planning aspects. It is relevant to managers W
ponsibilities relating to an organization's IT systems. They may be:

T managers who are responsible for overseeing the design, implementation, testif

anagers who are responsible for activities thatumake substantial use of IT systems.
5 part of ISO/IEC TR 13335 describes\Security techniques relevant to those involved W
nagement activities during a project life-cycle, such as planning, designing, implementing, testif
uisition, or operations.

/IEC TR 13335-4 provides guidance on the selection of safeguards, and how this can

urity techniques described.in ISO/IEC TR 13335-3, and how additional assessment methods o
Lised for the selection of safeguards.

/IEC TR 13335-5Cprovides guidance to an organization connecting its IT systems to exter

prnal connegtions and the services supported by those connections, and additional safegua
Lired for theJT systems because of the connections.

works. This guidance includes the selection and use of safeguards to provide security for ﬂhe
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ported by the use of baseline models and controls. It also describes how this complements the
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Information technology — Guidelines for the management of
IT Security —

Part 3: Techniques for the management of IT Security

1 Coono
\)UUHC

This part of ISO/IEC TR 13335 provides techniques for the management of IT security. The
techniques are based on the general guidelines laid out in ISO/IEC TR 13335-1™and
ISO/IEC TR 13335-2. These guidelines are designed to assist the implementation>of IT
security. Familiarity with the concepts and models introduced in ISO/IEC TR 13335;Dand the

aterial concerning the management and planning of IT security in ISO/IEC TR213335-2 is
important for a complete understanding of this part of ISO/IEC TR 13335.

2 References

ISO/IEC TR 13335-1:1996, Guidelines for the management of IT Security — Part 1. Concepts
and models for IT Security.

ISO/IEC TR 13335-2:1997, Guidelines for the management.of IT Security — Part 2: Managing
and planning IT Security.

Definitions

pr the purposes of this part of ISO/IECTR 13335, the following definitions given in
O/IEC TR 13335-1 apply: accountability,‘@sset, authenticity, availability, baseline controls,
confidentiality, data integrity, impact, integrity, IT security, IT security policy, reliability, residual
ik, risk, risk analysis, risk management;’safeguard, system integrity, threat, and vulnerability.

n 1 W

=

4 Structure

This part of ISO/IEC TR 18385 is divided into 12 clauses. Clause 5 provides information on the
aim of this part of ISOAEC TR 13335. Clause 6 gives an overview of the IT security
management process:..Clause 7 discusses the importance of a corporate IT security policy and
what it should include. Clause 8 provides an overview of four different approaches an
ofganization may-use to identify security needs. Clause 9 describes the recommended
approach in_detall and is followed by a description of safeguard implementation in Clause 10.
This clause,also includes a detailed discussion of security awareness programmes and the
approval-process. Clause 11 contains a description on several follow-up activities that are
necessary in order to ensure that safeguards are working effectively. Finally, Clause 12
provides a brief summary of this part of ISO/IEC TR 13335.

5 Aim

The aim of this part of ISO/IEC TR 13335 is to describe and recommend techniques for the
successful management of IT security. These techniques can be used to assess security
requirements and risks, and help to establish and maintain the appropriate security safeguards,
i.e. the correct IT security level. The results achieved in this way may need to be enhanced by
additional safeguards dictated by the actual organization and environment. This part of
ISO/IEC TR 13335 is relevant to everybody within an organization who is responsible for the
management and/or the implementation of IT security.
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6 Techniques for the Management of IT Security

The process of the management of IT security is based on the principles set out in ISO/IEC
TR 13335-1 and ISO/IEC TR 13335-2 . It can be applied to the whole organization as well as to
selected parts of it. Figure 1 shows the major stages in this process, and how the results of this
process feed back into the various parts of it. Feedback loops should be established whenever
required, be it within a stage, or after one or more of the stages are completed. Figure 1
(below) is a revision of Figure 1 in ISO/IEC TR 13335-2 emphasizing the topics this part of
ISO/IEC TR 13335 is concentrating on.

IT Security Objectives, Strategy and Policy aa
IT Security Objectives and Strategy
Corporate IT Security Policy
Corporate Risk Analysis Strategy Options .
Baseline Informal Detgiled Combined
Approach Approach Risk . Approach
Analysis
‘ l A 4 ) 1
A 4 ]
Combined Approach —
High Level Risk Analysis
Det?"ed Baseline
Risk Approach
Analysis PP
Selection of Safeguards
Risk Acceptance
IT System Security Policy
g IT Security Plan
Implementation of the IT Security Plan <
Implementation Security Security
of Safeguards Awareness Training
Approval of IT-Systems
Follow-Up
Security
Compliance Monitoring
Checking , —>
Maintenance
Change Incident
Management Handling

Figure 1: Management of IT Security
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The management of IT security includes the analysis of the requirements for security, the
establishment of a plan for satisfying these requirements, the implementation of this plan, as
well as maintenance and administration of the implemented security. This process starts with
establishing the organization’s IT security objectives and strategy, and the development of a
corporate IT security policy.

An important part of the IT security management process is the assessment of risks, and how
they can be reduced to an acceptable level. It is necessary to take into account the business
objectives, as well as organizational and environmental aspects, and each IT system's specific
n¢eds and risks.

After assessing the security requirements of the IT systems and services, it is advisable“to
select a corporate risk analysis strategy. The major strategy options are discussed in detail in
Clause 8 below. The recommended option involves conducting a high level risk analysis for all
systems to identify those systems at high risk. These systems are then examined through
detailed risk analysis, while a baseline approach is applied for the remaining systéms. For the
h risk systems, the detailed consideration of assets, threats and vulnerabilities will lead to a
detailed risk analysis which facilitates the selection of effective safeguards’commensurate with
the assessed risks. By using this option, the risk management processican be focused on
where the significant risks or greatest needs are, and the overall programme can be made
ore cost and time effective.

Following the risk assessment, appropriate safeguards are identified for each IT system to
rgduce the risks to an acceptable level. These safeguards @re implemented as outlined in the

security plan. The implementation should be supperted by an awareness and training
ogramme, which is important for the effectiveness of\the safeguards.

Irthermore, the management of IT security includes the ongoing task of dealing with various
llow up activities, which can lead to changes to earlier results and decisions. Follow-up
tivities include: maintenance, security -‘compliance checking, change management,
onitoring, and incident handling.

33T T

7 IT Security Objectives; Strategy and Policies

After establishing the organization's IT security objectives, an IT security strategy should be
developed to form a baSis for the development of a corporate IT security policy. The
development of a corporate IT security policy is essential to ensure that the results of the risk
management process_ are appropriate and effective. Management support across the
ofiganization is required for the development and effective implementation of the policy. It is

IT systems. This pollcy should be based on rlsk analysis or baseline results and be consistent
with the corporate IT security policy, thus taking into account the security recommendations for
the system to which it relates.
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7.1 IT Security Objectives and Strategy

As a first step in the process of managing IT security, one should consider the question ‘what
broad level of risk is acceptable to the organization?'. The correct level of acceptable risks, and
thence the appropriate level of security, is the key to successful security management. The
necessary broad level of security is determined by the IT security objectives an organization
needs to meet. In order to assess these security objectives, the assets and how valuable they
are for the organization should be considered. This is mainly determined by the importance
that IT has for supportmg the conduct of the organlzatlon s busmess the costs of IT |tseIf |s

siness depends on IT are:

* | What are the important/very important parts of the business which cannot be carried*out
without IT support?

* [ What are the tasks which can only be done with the help of IT?

* [ What essential decisions depend on the accuracy, integrity, or availability ‘of information
processed by IT, or on how up-to-date this information is?

* [ What confidential information processed needs to be protected?

* [ What are the implications of an unwanted security incident for the organization?

Apswering these questions can help to assess the security objectivés)of an organization. If, for
example, some important or very important parts of the business-are dependent on accurate or
up to date information, then one of the security objectives of thistorganization may be to ensure
the integrity and timeliness of the information as it is processed in the IT systems. Also,
important business objectives and their relation to sécurity should be considered when
assessing security objectives.

Dependent on the security objectives, a strategy,for achieving these objectives should be
agreed upon. The strategy chosen should be*appropriate to the value of the assets to be
protected. If, for example, the answers to oneor more of the questions above is 'Yes', then it is
likely that the organization has high security requirements, and it is advisable to choose a
strategy which includes sufficient effort to\fulfil these requirements.

Ap IT security strategy outlines in géneral terms how an organisation will achieve its IT security

importance of those objectives, and normally be those which the organisation considers
inpportant to be uniformly ;addressed throughout the organisation. The topics could be quite

to |ts potentlal customers. In this case, a strategy toplc could be that all systems have to be
validated as being secure by a recognised third party.

Other possible topics for an IT security strategy, because of specific objectives or combinations
thereof, could include:

* the risk analysis strategy and methods to be adopted organisation-wide,
* the need for an IT system security policy for each system,

* the need for security operating procedures for each system,

* an organisation-wide information sensitivity categorisation scheme,
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* the need for security conditions of connections to be met, and checked, before other
organizations are connected, and

» the incident handling scheme to be universally used.

Once determined, the security strategy and its constituent topics should be encompassed in
the corporate IT security policy.

7.2 Corporate IT Security Policy

Alcorporate IT security policy should be produced based on the agreed corporate IT security
olbpjectives and strategy. It is necessary to establish and maintain a corporate IT security policy,
consistent with the corporate business, security, and IT policies, and security related legislation
and regulation.

reflected in 7.1, an important fact influencing the corporate IT security poalicy is how
dépendent an organization is on the IT it is using. The more important the use of 1T is, and the
ore an organization has to rely on its IT, the more security is needed to guarantee that the
blisiness objectives are met. When writing the corporate IT security. policy, the cultural,
environmental and organizational characteristics should be borne i, mind, since they can
influence the approach towards security, e.g. some safeguards,\\which might be easily
agcepted in one environment, may be totally unacceptable in another.

The security relevant activities described in the corporate IT security policy can be based on
the organizational objectives and strategy, the results of-pfevious security risk analysis and
anagement reviews, the results of follow-up actions suchvas security compliance checking of
plemented safeguards, of monitoring and reviewing. IT security in day-to-day use, and of
rgports of security relevant incidents. Any serious thteat or vulnerability detected during these
agtivities needs to be addressed, with the .cofporate IT security policy describing the
ofganization's overall approach to deal with these security problems. The detailed actions are
déscribed in the various IT system security:policies, or in other supporting documents, for
example, security operating procedures.

When developing the corporate IT segurity policy, representatives from the following functions
should participate:

* | audit,

« | finance,

* [ information systems._(technicians and users),

« [ utilities/infrastructure’ (i.e. persons responsible for building structure and accommodation,
power, air-conditioning),

* [ personnel,

* | security, and

* [ senior.business management.

Atcording to the security objectives, and the strategy an organization has adopted to achieve
these objectives, the appropriate level of detail of the corporate IT security policy is selected.

As a minimum, the corporate IT security policy should describe:

* its scope and purpose,

* the security objectives with respect to legal and regulatory obligations, and business
objectives,

e |IT security requirements, in terms of confidentiality, integrity, availability, accountability,
authenticity, and reliability of information,

* the administration of information security, covering organization and individual
responsibilities and authorities,

* the risk management approach which is adopted by the organization,
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* the means by which priorities for the implementation of safeguards can be determined,
» the broad level of security and residual risk sought by management,

* any general rules for access control (logical access control as well as the control of physical
access to buildings, rooms, systems, and information),

* the approach to security awareness and training within the organization,

* broad procedures to check and maintain security,

* general personnel security issues,

* the means by which the policy will be communicated to all persons involved,

* [thetrcumstances under which thepoticy shootd-bereviewed;,amd
* [ the method of controlling changes to the policy.

Where a more detailed corporate IT security policy is needed, the following issues should. also
b¢ considered:

* [ organization-wide security models and procedures,

* | the use of standards,

* | the procedures for the implementation of safeguards,

* [ the approach towards follow-up activities like

* security compliance checking,

* monitoring of safeguards,

* handling of security related incidents,

* monitoring of IT system usage, and

* [ the circumstances under which external security consultants will be engaged.

Ap example contents list for a corporate IT security poliey is given in Annex A.

Ap discussed earlier in this clause, the results-of previous risk analysis and management
rgviews, security compliance checking and security incidents may have an effect on the
corporate IT security policy. This, in turn, pray require that a previously defined strategy or
policy is reviewed or refined.

T ensure adequate support for all séeurity related measures, the corporate IT security policy
should be approved by top management.

Based on the corporate IT security policy, a directive should be written, which is binding for all
managers and employees, This may require the signature of each employee on a document
which acknowledges histher responsibility for security within the organization. Furthermore, a
ptogramme for secufity awareness and training should be developed and implemented to
communicate these.aspects.

individual should be designated to be responsible for the corporate IT security policy, and
fgr ensuring, that this policy reflects the requirements and the actual status of the organization.
This person’'would typically be the corporate IT security officer, who among other things should
responsible for the follow-up activities. This includes security compliance check reviews, the
handling of incidents and security weaknesses, and any changes to the corporate IT security
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8

Corporate Risk Analysis Strategy Options

NOTE — To ensure that this part of ISO/IEC TR 13335 is complete, consistent, and can be read independently of
ISO/IEC TR 13335-2, Clause 8 deals with the same topics as Clause 10 of ISO/IEC TR 13335-2.

Before starting any risk analysis activity, an organization should have a strategy in place for

th

is analysis, and its constituent parts (methods, techniques, etc.) should be documented in the

corporate IT security policy. The means and criteria for the selection of the risk analysis
ethod should be agreed for the organlzatlon The risk anaIyS|s strategy should ensure that
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nyimber of risks of unknown magnitude and severity, there are four basiec options for a

and it is shown that no.preventive action has been taken. If an organization has very few

d it is also not effective to give only peripheral attention to serious risks, a balance between
ese options is needed.

part from the possibility of doing nothing, and accepting that there will be“exposure to a

rporate risk analysis strategy:

use the same baseline approach for all IT systems, irrespective of.fisks facing the systems,
and accept that the level of security may not always be appropriate)

use an informal approach to perform risk analysis and concentrate on IT systems which are
perceived as being exposed to high risks,

conduct detailed risk analysis using a formal approach forall IT systems, or

carry out an initial 'high level' risk analysis to identify/bTSystems exposed to high risks and
those which are critical for the business, followed. by a detailed risk analysis for these
systems, and applying baseline security to all other-systems.

nese different possibilities for addressing security risks are discussed below, and then a
commendation is made as to the preferred-approach.

an organization decides to do nothing about security, or to postpone the implementation of
feguards, management should beraware of the possible implications of this decision. Whilst
is requires no time, money, personnel or other resources, it has a number of disadvantages.
hless an organization is confident about the non-critical nature of its IT systems, it may be
aving itself open to serioustconsequences. An organization may not be in compliance with
pislation and regulation, @nd its reputation may suffer if it is subject to breaches in security,

ncerns about IT security, or does not have any business-critical systems, then this may be a

hble strategy. However, the organization is left in a position of not knowing how good or bad
e situation really-is, and for most organizations this is unlikely to be a good solution.

1 Baseline Approach

8
=
S

ndard safeguards. A variety of standard safeguards are suggested in baseline documents
aﬁll f e ettt I . e ; bt f oo

Dr thedfirst option, an organization could apply baseline security to all IT systems by selecting

There are a number of advantages with this approach such as:

only a minimum amount of resources is needed for risk analysis and management for each
safeguard implementation, and thus less time and effort is spent on selecting security
safeguards,

baseline safeguards may offer a cost-effective solution, as the same or similar baseline
safeguards can be adopted for many systems without great effort if a large number of the
organization's systems operate in a common environment and if the security needs are
comparable.
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The disadvantages of this option are:

« if the baseline level is set too high, there might be an excessive level of security on some IT
systems,

« if the level is set too low there may be a lack of security on some IT systems, resulting in a
higher level of exposure, and

* there might be difficulties in managing security relevant changes. For instance, if a system
is upgraded, it might be difficult to assess whether the original baseline safeguards are still
sufficient.

If[all of an organization's IT systems have only a low level of security requirements then this
ight be the most cost-effective strategy. In this case, the baseline has to be chosen such that
it reflects the degree of protection required by the majority of IT systems. Most organizations
wlll always need to meet some minimum standards to protect sensitive data and to comply with
legislation and regulation, e.g. data protection legislation. However, where an organization's
systems vary in business sensitivity, size, and complexity, it would neither be logical nor cost-
ective to apply a common standard to all systems.

82 Informal Approach

This option is to conduct informal pragmatic risk analyses. An informal ‘approach is not based
on structured methods, but exploits the knowledge and experience-ofindividuals.

The advantage of this option is:
it usually does not require a lot of resources or time. No-additional skills need to be learnt to
do this informal analysis, and it is performed quicker than' a detailed risk analysis.

Hpwever, there are a number of disadvantages:

without some sort of formal approach or comprehensive checklists, the likelihood of missing
some important details increases,

* [ justifying the implementation of safeguards against risks assessed in this way will be
difficult,

¢ [ individuals who have minimum previous experience in analysing risks may have little
guidance to assist them in this task;

* [ some approaches in the past’have been vulnerability driven, i.e. security safeguards were
implemented based on identified vulnerabilities, without considering whether there were any
threats likely to exploit_these vulnerabilities, i.e. whether there was a real need for the
safeguards,

* [ a degree of subjectivity may be introduced; the particular prejudices of the reviewer may
influence the results; and

* [ problems may‘arise if the person who carried out the informal risk analysis leaves the
organization.

Based upan the above disadvantages, this option is not an effective approach to risk analysis
for many-Organizations.

8.3 DetaitedRisk Analysis

The third option is to conduct detailed risk analysis reviews for all IT systems in the
organization. Detailed risk analysis involves in-depth identification and valuation of assets, the
assessment of threats to those assets, and assessment of vulnerabilities. The results from

these activities are then used to assess the risks and thence identify justified security
safeguards. This approach is described in detail in 9.3.

The advantages with this approach are:
* itis likely that appropriate safeguards are identified for all systems, and
* the results of the detailed analysis can be used in the management of security changes.
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The disadvantages of this option are:
it requires a considerable amount of time and effort, and expertise, to obtain results.
there is the possibility that the security needs of a critical system are addressed too late,
since all IT systems would be considered in the same detail and a considerable amount of
time is required to complete the analyses.

Therefore, it is not advisable to use detailed risk analysis for all IT systems. If this approach is
chosen, there are a number of possible implementations:

* [ use of a standard approach, that meets the criteria reflected in this TR (for example, the
approach described in 9.3),

* [ use a standard approach in different ways appropriate to the organization; the use of\risk
modelling techniques' (described in 9.3) could be of advantage to some organizations.

8l4 Combined Approach

The fourth option is to first conduct an initial high level risk analysis for all I'T.systems, in each
case concentrating on the business values of the IT system and the serious*risks to which it is
exposed. For the IT systems identified as being important for the rganization's business
and/or exposed to high risks, a detailed risk analysis should be conducted in a priority order.
For all other IT systems, a baseline approach should be chosen.\This option, which is in a
sense the combination of the best points of the options described in 8.1 and 8.3, provides a
good balance between minimizing the time and effort spent in identifying safeguards, while still
ensuring that the high risk systems are appropriately proteeted.

Agditional advantages of this option are:

« [ the incorporation of an initial quick and simple approach is likely to gain acceptance of the
risk analysis programme,

[ it should be possible to quickly build a strategic picture of an organizational security
programme, i.e. it will act as a good planning aid,

* [ resources and money can be applied.where they are most beneficial, and systems likely to
be in the greatest need of protection‘will be addressed first, and

the follow up actions will be morecsuccessful.

The only potential disadvantage is:

as the initial risk analyseS:are at a high level, and potentially less accurate, some systems
may hot be identified @s-requiring detailed risk analysis. However, these systems would still
be covered by baseling security. Also, these systems can be re-visited whenever necessary
to check whetherdmore than a baseline approach is needed.

The adoption ef\& high level risk analysis approach, combined with the baseline approach, and
detailed risksanalysis where appropriate, offers the majority of organizations the most effective
why forward. This approach is recommended and will be examined in more detail in Clause 9.
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9 Combined Approach

This section provides guidance for implementing the combined risk analysis strategy
recommended above.

9.1 High Level Risk Analysis

First it is necessary to conduct an initial high level risk analysis to identify which approach
(baseline or detailed risk analysis) is appropriate for each IT system. This high level risk

rigks from the organization's business point of view. Input for the decision as to which approach
is|suitable for which IT system can be obtained from consideration of the following:

* [ the business objectives to be achieved by using the IT system,

* [ the degree to which the organization's business depends on the IT system,ci.e! whether
functions that the organization considers critical to its survival or the effective conduct of
business are dependent on this system, or on the confidentiality, integrity, availability,
accountability, authenticity, and reliability of the information processed onthis system,

* [ the level of investment in this IT system, in terms of developing, maintaining, or replacing
the system, and

* [ the assets of the IT system, for which the organization directly assigns value.

When these items are assessed, the decision is generally easy: If the objectives of a system
afle important to an organization's conduct of business, if .system replacement costs are high,
off if the values of the assets are at high risk, then a detailed risk analysis is necessary for the
system. Any one of these conditions may be enough ‘to justify conducting a detailed risk
analysis.

Al general rule to apply is: if the lack of IT system security can result in significant harm or
damage to an organization, its business processes or its assets, then a detailed risk analysis
(9.3) is necessary to identify potential risks.” In all other cases, the application of a baseline
approach (9.2) provides appropriate protection.

9[2 Baseline Approach

The objective of baseline protection is to establish a minimum set of safeguards to protect all
o some IT systems of an_organization. Using this approach, it is possible to apply baseline
protection organization-wide, and, as reflected above, additionally use detailed risk analysis

for the IT system considered. After identifying the safeguards already in place, a comparlson is
made with those safeguards listed in the baseline catalogue. Those that are not already in
place, and are applicable, should be implemented.

Baseline catalogues may specify safeguards to be used in detail, or they may suggest a set of
security requirements to be addressed with whatever safeguards appropriate to the system
under consideration. Both approaches have advantages. Catalogues of both types can be
found in the Annexes of ISO/IEC TR 13335-4. One of the objectives of the baseline approach
is consistency of security safeguards throughout the organization, which can be achieved by
both approaches.

10
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Several documents are already available which provide sets of baseline safeguards. Also,
sometimes a similarity of environments can be observed among companies within the same
industrial sector. After the examination of the basic needs, it may be possible for baseline
safeguard catalogues to be used by a number of different organizations. For example,
catalogues of baseline safeguards could be obtained from:

* international and national standards organizations,
* industry sector standards or recommendations, or
¢ some other company. preferably with similar business objectives. and of comparable size.

Ap organization may, of course, also generate its own baseline, established commensurate
with its typical environment, and with its business objectives.

93 Detailed Risk Analysis

Ap indicated in 8.3, a detailed risk analysis for an IT system involves the identification of the
rglated risks, and an assessment of their magnitude. The need for a detailed<risk analysis can
b¢ determined without unnecessary investment in time and money when high level reviews are
conducted for all systems, followed by detailed risk analysis reviews only'en high risk or critical
systems as recommended in 8.4.

The risk analysis is done by an identification of potential cadverse business impacts of
unwanted events and the likelihood of their occurrence. Unwanted events can adversely impact
the business, persons or any other valuable entity of the organization. The adverse impact of
an unwanted event is a composite of possible damage$’related to the value of the assets at
rigk. The likelihood of occurrence is dependent on how attractive the asset is for a potential

security requirements of the system can make it necessary to reconsider parts of or the whole
rigk analysis. Those influeneges could be: recent significant changes to the system, planned
changes, or the consequences of incidents which need to be dealt with.

Alvariety of methods-exist for the performance of a risk analysis ranging from check list based
approaches to structured analysis based techniques. Automated (computer assisted) or

anual based products can be used. Whatever method or product is used by the organization,
it |should at |east address the topics identified in the following clauses. It is also important that
the methods'Used fit with the organization's culture.

Once: & detailed risk analysis review for a system has been completed for the first time, the
r

software support tools make this act|V|ty much easier. ThIS representatlon sometlmes referred
to as a model, can be utilised to significant effect as changes occur over time, be they to
configuration, information types processed, threat scenarios etc. Only the changes are needed
as input in order to ascertain the effect on the necessary safeguards. Further, such models can
be quickly used to examine different options, say during the development of a new system, as
well as being used for other systems which are similar in nature.

11


https://standardsiso.com/api/?name=c73dd8aee27f37883bab78c52a37ea02

ISO/IEC TR 13335-3:1998(E) © ISO/IEC

Establishment of Review
Boundary (Clause 9.3.1)

Risk Analysis
Identification
of Assets (Clause 9.3.2)
v
Valuation of .
acrmocatort
s ant Threat Vulnerability || o Existing/
Dependencies Assessment | | Assessment Planned
Between Assets Safeguards
(Clauses 9.3.3 - 9.3.6)
Assessment of Risks
(Clause 9.3.7)
Identification/
Review of
Constraints
(Clause.94.3
v

Selection of ¢
Safeguards (Clause 9.4)

v

Risk Acceptance
(Clause 9:5)

No

Yes

[T System Security
Policy (Clause 9.6)

IT Security Plan
(Clause 9.7)

Figure 2: Risk Management Involving Detailed Risk Analysis

9[8.1 _Establishment of Review Boundary

Ag shown in Figure 2, prior to gathering input for the asset identification and valuation, the
boundaries of the review should be defined. A careful definition of boundaries at this stage

avoids unnecessary work and improves the quality of the risk analysis. The boundary
description should clearly define which of the following have to be considered when carrying
out the risk analysis review for the considered IT system:

* |T assets (e.g. hardware, software, information),

* people (e.g. staff, subcontractors, other external personnel),
* environments (e.g. buildings, facilities), and

* activities (operations).

12
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9.3.2 Identification of Assets

An asset is a component or part of a total system to which an organization directly assigns
value and hence for which the organization requires protection. For the identification of assets
it should be borne in mind that an IT system consists of more than hardware and software. For
example, asset types can be any of the following:

* information/data (e.g. files containing payment details, product information),
* hardware (e.g. computer, printer),

» _software, including applications (e.g. text processing programs, programs developed for
special purposes),

* [ communications equipment (e.g. telephones, copper cable, fibre),

* | firmware (e.g. floppy discs, CD Read Only Memories, Programmable ROMs),
* [ documents (e.g. contracts),

* | funds (e.g. in Automatic Teller Machines),

* [ manufactured goods,

* [ services (e.g. information services, computing resources),

* [ confidence and trust in services (e.g. payment services),

* | environmental equipment,

* [ personnel,

* | image of the organization.

All assets within the review boundary established (see 9.3.1)(must be identified. Conversely,
any assets to be excluded from a review boundary, for whatever reason, need to be assigned
tg another review to ensure that they do not get forgotten or’overlooked.

913.3  Valuation of Assets and Establishment of Dependencies Between Assets

After fulfilling the objective of asset identification by listing all assets of the IT system under
rgview, values should be assigned to these assets. These values represent the importance of
the assets to the business of the organization. This may be expressed in terms of security
concerns such as the potential adverse)business impacts from the disclosure, modification,
non-availability and/or destruction of.information, and other IT system assets. Thus asset
identification and valuation, based-en’ the business needs of an organization, is a major factor
inlthe determination of risks.

The input for the valuation~of assets should be provided by owners and users of the assets.
The person(s) carrying out the risk analysis will list the assets. They should seek assistance
from those involved in)business planning, finance, information systems and other relevant
agtivities in order to-identify values for each of these assets. The values assigned should be
rglated to the costof obtaining and maintaining the asset, and the potential adverse business
impacts fromloss of confidentiality, integrity, availability, accountability, authenticity and
rgliability. Eaeh of the assets identified should be of value to the organization. However, there

scale could be a dlstlnctlon between Iow medlum and hlgh or, in more detall

negligible - low - medium - high - very high.

In Annex B, more detail is given of possible scales for use in assigning values to assets by
considering possible damages. Regardless of which scale is used, issues to be considered in
this valuation could be the possible damages resulting from:

« violation of legislation and/or regulation,
« impairment of business performance,
» loss of goodwill/negative effect on reputation,

13
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« breach of confidentiality associated with personal information,
+ endangerment of personal safety,

+ adverse effects on law enforcement,

» breach of commercial confidentiality,

« breach of public order,

« financial loss,

« disruption to business activities, and

« endangerment of environmental safety.

adlded to the criteria used in Annex B. Also, an organlzatlon has to deflne its own limits_for
damages like 'low' or 'high'. For example, financial damage which might be disastrous for a
small company might be low or even negligible for a very big company.

It[should be emphasized at this stage that the method for assessment must allow not only
gliantitative valuation, but also qualitative valuation where quantitative valuation ’is impossible
of illogical (for example, the potential for loss of life, or loss of business goaodwill). Explanation
should be given of the valuation scale used.

Dependencies of assets on other assets should also be identified, siice this might influence
the values of the assets. For example, the confidentiality of data should be kept throughout its
processing, i.e. the security needs of a data processing program~should be directly related to
the value representing the confidentiality of the data processed: Also, if a business process is
rglying on the integrity of certain data being produced bys/a ‘program, the input data of this
ptogram should be of appropriate reliability. Moreover{the integrity of information will be
dependent on the hardware and software used for. its storage and processing. Also, the
hardware will be dependent on the power supply.and possibly the air conditioning. Thus
information about dependencies will assist in the identification of relevant threats and
particularly vulnerabilities. It will also help to assure that the true value of the assets (through
the dependency relationships) is given to the assets and thereby ensuring an appropriate level
of protection.

The values of assets on which other assets are dependent may be modified in the following
wRy:

« | if the values of the dependent assets (e.g. data) are lower or equal to the value of the asset
considered (e.g. software),\its value remains the same, and
« [ if the values of the dependent asset (e.g. data) is greater, then the value of the asset
considered (e.g. software) should be increased according to:

* the degree of-dependency, and

* the values-efthe other assets.

Ap organization-may have some assets which are available more than once, like copies of
software programs or the same type of PC used in most of the offices. It is important to
consider~this fact when doing the asset valuation. On one hand, these copies etc. are
oyerlpoked easily, so care must be taken to identify all of them; on the other hand, they could
b¢ Gsed to reduce availability problems.

The final output of this step is a list of assets and their values relative to disclosure
(preservation of confidentiality), modification (preservation of integrity), non-availability and
destruction (preservation of availability), and replacement cost.

9.3.4  Threat Assessment

A threat has the potential to harm the IT system and its assets under review. If a threat
occurred, it could impinge on the IT system in some way to cause unwanted incidents and thus
adverse impacts. Threats may be of natural or human origin, and could be accidental or
deliberate. Both accidental or deliberate threat sources should be identified and the likelihood
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of their occurrence should be assessed. It is essential that no relevant threat is overlooked,
since this could result in failure or weaknesses in the IT system security.

Input to the threat assessment should be obtained from the asset owners or users, from
personnel department staff, from facility planning and IT specialists, as well as from people
responsible for the protection of the organization. Other organizations like legal bodies and
national government authorities may be able to assist, for example by providing threat
statistics. A list of generally possible threats is helpful to perform the threat assessment. An
example is given in Annex C. Nevertheless it might be worthwhile to consult other threat

c@talogues (maybe Specific 10 your organization or bUSINess) SINce No 1St can be exnaustve.
Spme of the most common manifestations of threats are:

* [ errors and omissions,

« | fraud and theft,

[ employee sabotage,

* [ loss of physical and infrastructure support,

* | malicious hacking, e.g. through masquerading,
* | malicious code, and

industrial espionage.

When using threat catalogues or the results of earlier threat assessments, one should be
ayvare that threats are continually changing, especially if the husiness environment or the IT
changes. For example, the viruses of the 90's are significantly{hore complex than those of the
80's. It is also interesting to note that the implementation ef.Safeguards such as virus checking
software always seem to lead to the development of newvifuses which are resistant to current
safeguards.

After identifying the threat source (who and what.causes the threat) and the threat target (i.e.
what elements of the system may be affected“by the threat), it is necessary to assess the
likelihood of the threats. This should take aceount of:

* [ the threat frequency (how often it might occur, according to experience, statistics, etc.), if
statistics etc. can be applied,

* [ the motivation, the capabilities perceived and necessary, resources available to possible
attackers, and the perception of attractiveness and vulnerability of IT system assets for the
possible attacker, for deliberate threat sources, and

* [ geographical factors such as proximity to chemical or petroleum factories, the possibility of
extreme weather conditions, and factors that could influence human errors and equipment
malfunction, for accidental threat sources.

Depending on<the need for accuracy, it might be necessary to split assets into their
components_and relate the threats to the components. For instance, a physical asset might
injtially be.considered to be 'central data servers', but when it is identified that these servers are
in| different'geographic locations, it would be split into 'central data server 1' and 'central data
server '2“ because some threats may be different, and others at different levels. Similarly, a
software asset might first be regarded as 'application software' but later broken down into two

OITTIOTE MSArnces of - application Software . AT exampie withh tegard 1o a data asset coutd be
where it is first determined as 'criminal record' but later split into 'criminal record text' and
‘criminal record image'.

At the completion of the threat assessment, there will be a list of threats identified, the assets

or groups of assets they would affect, and measures of the likelihood of threats occurring on a
scale such as high, medium, or low.

9.3.5 Vulnerability Assessment

This assessment includes identifying weaknesses in the physical environment, organization,

15


https://standardsiso.com/api/?name=c73dd8aee27f37883bab78c52a37ea02

ISO/IEC TR 13335-3:1998(E) © ISO/IEC

procedures, personnel, management, administration, hardware, software or communications
equipment, that may be exploited by a threat source to cause harm to the assets, and the
business they support. The presence of a vulnerability does not cause harm in itself as there
must be a threat present to exploit it. A vulnerability which has no corresponding threat does
not require the implementation of a safeguard, but should be recognized and monitored for
changes. It should be noted that an incorrectly implemented or malfunctioning safeguards, or
safeguards being used incorrectly, could in themselves be a vulnerability.

Vulnerabilities can be related to properties or attributes of the asset that can be used in a way,
off Tor a purpose, other than that intended when the asset was purchased or made. For
example, one of the properties of an EEPROM (Electronically Erasable Programmable Read
Only Memory) is that the information stored on it can be erased and replaced. This is ong-of
the design criteria of an EEPROM. However, this property also means that the unautherized
destruction of information stored on the EEPROM is possible. This can be a vulnerability.

This assessment identifies vulnerabilities that may be exploited by threats andrassesses their
likely level of weakness, i.e. ease of exploitation. For example, some @ssets are easily
disposed of, easily concealed or transported - all of these properties can relate to
vylnerabilities. Input for the vulnerability assessment should be obtained from the asset owners
ol users, from facility specialists, and IT systems experts on hardware and software. Examples
of vulnerabilities are:

[ unprotected connections (for example to the Internet),
[ untrained users,

« [ wrong selection and use of passwords,

* | no proper access control (logical and/or physical),

* | no back-up copies of information or software, and

+ | location in an area susceptible to flooding.

More examples of vulnerabilities can be foundin Annex D.

Itis important to assess how severe the wulnerabilities are, in other words how easily they may
b¢ exploited. A vulnerability should be_assessed in relation to each threat that might exploit it
inl a particular situation. For instaneé, a system may have a vulnerability to the threats of
miasquerading of user identity and’misuse of resources. The vulnerability to masquerading of
user identity may be high because of lack of user authentication. On the other hand, the
viilinerability to misuse resources may be low because even with lack of user authentication
the means by which resaurces might be misused are limited.

The result of this stép should be a list of vulnerabilities and assessments of the ease of
exploitation, e.g~0m a scale high, medium, and low.

©

3.6 lderitification of Existing/Planned Safeguards

The safeguards identified following a risk analysis review should be additional to any already
|st|ng and planned safeguards It is |mportant that such existing and planned safeguards

DJ('D

of safeguards It mrght also be |dent|f|ed that an exrstrng or planned safeguard is not Justrfred
In this case, it should be checked whether the safeguard should be removed, replaced by
another, more suitable, safeguard, or whether it should stay in place (for example, for cost
reasons).

In addition, a check needs to be made to determine whether the safeguards selected following

the risk analysis review (see 9.4) are compatible with existing and planned safeguards, i.e. that
the safeguards being selected and existing safeguards should not hinder each other.
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While identifying the existing safeguards, a check should be made to ensure that the
safeguards are working correctly. A safeguard which is relied on to work correctly, but does not
function in the business process, is a source of possible vulnerability.

The result of this step is a list of all existing and planned safeguards, and their implementation
and use status.

9.3.7 Assessment of Risks

There are different ways of relating these factors; for example, the values,assigned to the
assets, vulnerabilities and threats are combined to obtain values measuring4he risk. A detailed
consideration of the different types of risk analysis method based on"values assessed for
assets, vulnerabilities, and threats can be found in Annex E.

hatever way is taken to assess the measures of risk, the result 6fthis step should be a list of

easured risks for each of the impacts of disclosure, madification, non-availability, and
destruction for the considered IT system. Further, the measures’ of risk help identify which risks
should be dealt with first when selecting safeguards. The method used should be repeatable
and traceable.

A§ reflected earlier, various automated software toglssmay be used to support all or parts of the
rigk analysis process. If an organization decidesto use a tool, care should be taken that the
approach used is in line with the organization's IT security strategy and policy. Also, effort
should be made to obtain accurate input, since a tool can only work as precisely as its input
aljows.

94 Selection of Safeguards

Appropriate and justified safeguards should be identified and selected to reduce the assessed
rigks to an acceptable level.<Existing and planned safeguards, the IT security architecture, and
constraints of various types have to be taken into account to allow a proper selection (see
913.6, 9.4.2 and 9.4.3).“Additional advice on the selection of safeguards can be found in
I§O/IEC TR 13335-4;

9.1 Identification of Safeguards

The measures of risks determined in the previous step should be used as the basis for
identifying.all safeguards that are necessary for appropriate protection.

In order to select safeguards which effectively protect against the assessed rlsks the results of

t cle chaotld ha ~~nc idaorad Thao A=Y alabting + ~Ac Atad thranta tnAinata vaghn
HSK ullulyolo SROthtHBEe-ConSiaerea— e vtHheraphite Sto—asSsociate athfreatSHaicatewhere

additional protection may be needed, and what form it should take.

There might be alternatives, which are decided on according to the costs of the considered
safeguards. Areas where safeguards are applicable include:

e physical environment,

* personnel,

e administration,

* hardware/software, and
e communications.
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The existing and planned safeguards should be re-examined in terms of cost comparisons,
including maintenance, with a view to removing (or not implementing) or improving them if they
are not effective enough. Here it should be noted that sometimes it is more expensive to
remove an inappropriate safeguard than to leave it in place, and maybe add another
safeguard. It is possible as well that a safeguard may provide protection to assets outside of
the current review boundary.

For the identification of safeguards it is useful to consider the vulnerabilities which are to be
protected, and have associated threats which might exploit these vulnerabilities. In general,

there are a number of poSSIDINTES 10 1essen the T1SKs.

« | avoid the risk,

« [ transfer the risk (e.g. insurance),

¢ | reduce the threats,

* | reduce the vulnerabilities,

* [ reduce the possible impacts, and

« | detect unwanted events, react to, and recover from, them.

Which of these possibilities (or a combination of them) is most appropriate depends on the
cifcumstances. Safeguard catalogues also might be helpful. Howeverin selecting safeguards
from a catalogue it is also important to tailor them to the specific needs of an organization.

Apother important aspect of safeguard selection is the cost factor. It would be inappropriate to
rgcommend safeguards which are more expensive to implement and maintain than the value of
the assets they are designed to protect. It may also be inappropriate to recommend safeguards
which are more expensive than the budget which thelorganization has assigned for security.
Hpwever, great care should be taken if the budget réduces the number or quality of safeguards
tg be implemented since this can lead to the implicit acceptance of a greater risk than planned.
The established budget for safeguards should only be used as a limiting factor with
considerable care.

Where a baseline approach is selected. to protect the IT system, the selection of safeguards is
rglatively simple. Safeguard catalogues suggest a set of safeguards to protect the IT system
against the most common threats:-These recommended safeguards are compared with the
existing or planned safeguards, and the ones not already in place or planned for form a list of
safeguards to be implemented.to obtain baseline protection.

Safeguard selection should always include a balance of operational (non-technical) and
technical safeguards.(Operational safeguards include those which provide physical, personnel,
and administrative segcurity.

Physical security/safeguards include strength of internal building walls, key coded door locks,
fite suppression systems, and guards. Personnel security covers personnel recruitment
checks, (especially people in 'positions of trust'), staff monitoring, and security awareness
programmes.

Ptocedural security includes secure operating procedures documentation, application

development and acceptance procedures as well as procedures for incident handling. Related
to this category, it is very important that an appropriate business continuity, including
contingency planning/disaster recovery, strategy and plan(s) are developed for each system.
The plan should include details of the key functions and priorities for recovery, processing
needs, and the organizational procedures to follow if a disaster or service interruption occurs.
Such plans must include the steps required to safeguard sensitive information being
processed, while still permitting the organization to conduct business.

Technical security encompasses hardware and software security as well as communications
safeguards. These safeguards are selected according to the risks to provide security
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functionality and assurance. The functionality will cover, for example, identification and
authentication, logical access control requirements, audit trail/security logging needs, dial-back
security, message authentication, encryption, and so on. Assurance requirements document
the level of trust needed in security functions and thus the amount and type of checking,
security testing, etc., necessary to confirm that level. In deciding on the complimentary blend of
operational and technical safeguards, there will be different options for implementing the
technical security requirements. A technical security architecture should be defined for each
option to help identifying that security can be provided as required, and also that it is feasible
with available technology.

Ap organization may chose to make use of evaluated products and systems as part of the final
system solution. Evaluated products are those which have been examined by a third party, The
third party may be another part of the same organization or an independent organization
specializing in product and system evaluation. The evaluation may be performed against a set
off predetermined criteria that are created specifically for the system being built onit-may be a
generalized set of criteria that can be used in a variety of situations. The evaluation criteria

ay specify functional requirements and/or assurance requirements. A number of evaluation
s¢hemes are in existence, many of them sponsored by government and intérnational standards
ofiganizations. An organization could decide to make use of evaluated products and systems
when it requires confidence that the set of functionality implementediis/what is required, and
when it needs to trust in the correctness and completeness of the implementation of that
functionality. Alternatively, focused pragmatic security testings.could provide assurance of
confidence in the security provided.

When selecting safeguards for implementation, a numbey of factors should be considered
including:

. ease of use of the safeguard,

. transparency to the user,

. the help provided to the users to perform their function,

. the relative strength of the safeguards; and

. the types of functions performed - prevention, deterrence, detection, recovery,

correction, monitoring, and awareness.

Generally, a safeguard will fulfil(more than one of these functions - the more it can fulfil the
better. When examining the aqverall security, or set of safeguards to be used, a balance should
b¢ maintained between the.types of functions if at all possible. This helps the overall security to
bé more effective and efficient. A cost / benefit analysis may be required as well as a trade-off
amalysis (a method of. comparing competing alternatives using a set of criteria which are
weighted for relativesimportance in regard to the particular situation).

©

4.2 IT Security Architecture

Ap IT security architecture describes how the requirements for security are to be satisfied for
IT system, as part of the overall system's architecture. Therefore, it is important to consider
e I’X_security architecture during the process of safeguard selection.

=5 QD

changes are made to existing systems. Based on the results of the risk analysis or baseline
approach, it takes the requirements for security and refines them into a set of technical security
services for the system that will satisfy those requirements. In some cases, particularly when
changes are being made to existing systems, some of the requirements may be in the form of
specific safeguards that are to be used.

An IT security architecture focuses on technical security services and how they will fulfil the
security objectives. In doing this, related non-technical security safeguards are taken into
account. Even though the architecture can be built from a number of different perspectives and
approaches, one fundamental principle should be taken into account. A security problem in a
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unique security domain (an area of the same or similar security requirements and safeguards)
must not be permitted to adversely impact the security of another unique security domain. An IT
security architecture will normally consist of one or more security domains. The security
domains should follow the business domains that the organization is using and has established,
as closely as practical. These business domains may follow particular business functional
divisions such as payroll, manufacturing, or customer service, or they may follow business
services divisions such as e-mail services or office services.

Security domains are differentiated by one or more of the following attributes:

. levels, categories or types of information accessible within the domain,

. operations applicable to the domain,

. communities of interest (COI) associated within the domain,

. relationships to other domains and environments, and

. types of functions or information access required by COI within the domain.

In[constructing an IT security architecture, the issues that should be addressed inctude:

« | interrelationships and interdependencies between unique security domains,

« [ impacts or implications of interrelationships and interdependencies.’weakening security
services, and

* | extra services or precautions required to correct, control or countep any weakness.

A IT security architecture does not stand alone, rather it relies on and interfaces with other
dgcuments. The most important of these is the system arehitecture and the other associated
architectures such as hardware, communications and applications. An IT security architecture
will not contain a complete description of the system, it will address technical aspects and
elements related to the security only. An IT security architecture should aim to adversely impact
ugers as little as possible while ensuring that the.environment has the optimum protection in
place.

Alnumber of other documents are related tothe IT security architecture or are dependent on it.
These include the:

. IT security design,

. IT security operational concept,

. IT security plan,

. IT system security policy,;and

IT system certification.and accreditation documentation, if required.

4.3 Identification/Review of Constraints

9

There are many~censtraints which can affect the selection of safeguards. These constraints
must be takef-into account when making recommendations and during the implementation.
Typical constraints are:
T
M

me constraints:
any ‘types of time constraints can exist. For example, safeguards should be implemented

wi +thin timo narind an~nAantAaIA fAr mana~ nt Anothertvyno af timao canctrante 1o vwhathar o
tHA—otHme PECEt—CCC POt III(.A.II(.A.\‘.J\-III\-IIL ARotRet ty POt C—CorStat it To v et

safeguard can be implemented within the lifetime of the system. A third type of time constraint
may be the period of time management decides is an acceptable period to leave the system
exposed to a particular risk.

Financial constraints:

Safeguards should not be more expensive to implement than the value of assets they are
designed to protect. Every effort should be made not to exceed assigned budgets. However, in
some cases it may not be possible to achieve the desired security and level of risk acceptance
within those budget constraints. This therefore becomes a management decision as to the
resolution of this situation.
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Technical constraints:

Technical problems, like the compatibility of programs or hardware, can easily be avoided if
account is taken of them during the selection of safeguards. Also, the retrospective
implementation of safeguards to an existing system is often hindered by technical constraints.
These difficulties may move the balance of safeguards towards the procedural and physical
aspects of security.

Sociological constraints:

Sociological constraints to the selection of safeguards may be specific to a country, a sector,
am organization, or even a department within an organization. I'hey cannot be ignored because
any technical safeguards rely on the active support of the staff. If the staff do not understand
the need for the safeguard or do not find it culturally acceptable, it is likely that the safeguard
will become ineffective over time.

vironmental constraints:
Environmental factors may influence the selection of safeguards, like space availability,
extreme climate conditions, surrounding natural and urban geography, etc.

Legal constraints:

Legal factors like personal data protection or criminal code pravisions for information
p ocessing could affect the selection of safeguards. Non IT specific laws and regulations like
e department regulations, labour relations laws etc. could also affect safeguard selection.

9/5 Risk Acceptance

After choosing the safeguards and identifying the reduction of risks these safeguards will
achieve, there will always be residual risks - no system can be made absolutely secure. These
rgsidual risks should be categorized as 'acceptable’or 'unacceptable' for the organization. This
categorization can be accomplished by reviewing the potential adverse business impacts
asgsociated with those risks. Obviously, the;tnacceptable risks cannot be tolerated without
further considerations. It is a management decision whether these risks will be accepted

still be made), or whether additional-and maybe expensive safeguards are selected to reduce
the unacceptable risks.

9/6 IT System Security Policy

The IT system security policy should contain details of safeguards required and describe why
they are necessary:»Fhe IT security plan for the system deals with how to implement them.

any systems~require their own security policies, which should be based on risk analysis

analysls review and |dent|f|cat|on of safeguards for this system and is supported by the set of
safeguards selected according to the assessed risks. These safeguards ensure that an
adequate level of protection is achieved for the system.

The IT system security policy should be based on the following information regardless of the
corporate risk analysis strategy used, and should contain safeguards (including procedures)
necessary to achieve the appropriate security level for the considered system. The IT system
security policy and all relevant supporting documents should deal with:
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* a definition of the IT system, a description of its components and boundaries (this
description should encompass all the hardware, software, people, environment and activities
which comprise the system),

* the definition of the business objectives of the IT system - this may have an impact on the IT
security policy for this system, on the risk analysis approach chosen, and on the selection
of, and implementation priorities for, the safeguards,

» the identification of the security objectives for the system,

* the broad degree of dependence on the IT system, in terms of how much the organization's
business could be jeapardized by loss or compromise of the IT system the tasks this IT

system is meant to fulfil, and the information processed,

* | the level of investment in IT, in terms of the cost of developing, maintaining and replacing
the IT system, together with the capital, running and replacement accommodation costs,

« [ the risk analysis approach selected for the IT system,

* [ the assets of the IT system the organization wants to protect,

« [ the valuation of these assets, in terms of what happens to the organization,if’these assets
are compromised (the value of the information held should be described in terms of the
potential adverse business impacts from disclosure, modification, non-availability and
destruction of this information),

* | the threats to the IT system and the information handled, including:the relationship between
the assets and the threats, and the likelihood of those threats occurring,

« [ the vulnerabilities of the IT system, including a description~of’the inherent weaknesses,
which could be exploited by threats,

* | the security risks for this IT system as a result of:

* the potential adverse impacts on the business.of'the organization,

* the likelihood of threats occurring, and

* the ease of exploitation of vulnerabilities.

« [ a list of the safeguards identified to protect this IT system, and

* | the estimated costs of IT security.

In the case of a system justified as only requiring baseline protection, it should still be possible
tq provide information under the above*headings, even though in some cases there will be less
detail than for systems for which a detailed risk analysis was conducted.

9|7 IT Security Plan

The IT security plan is a\.co-ordination document defining the actions to be undertaken to
inplement the required. safeguards for an IT system. This plan should contain the results of the
rgview described abgve, the actions to be undertaken within short, medium and long time-
frames to achieve~”and maintain the appropriate security level, the costs, and an
inpplementation<sghedule. It should include for each system:

* [ the security objectives in terms of confidentiality, integrity, availability, accountability,
authentiCity and reliability,

« [ the risk analysis option decided on for this IT system (see Clause 8),

* | an assessment of the residual risks expected and accepted after implementing the

safeguards identified (see 9.5),

* a list of the selected safeguards to be implemented (see 9.4), and a list of existing and
planned safeguards, including a determination of their effectiveness and the safeguard
upgrades needed (see 9.3.6 and 9.4); this list should include:

* priorities for the implementation of the selected safeguards and the upgrading of
existing safeguards, and
* how these safeguards should work in practice,

« the estimation of the installation and running costs for these safeguards,

* the estimation of man-power resources for the implementation of these safeguards, and for
follow-up actions, and
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* a detailed workplan for the implementation, containing:
e priorities,
* an implementation schedule in relation to priorities,
* the budget needed,
* responsibilities,
* the security awareness and training procedures for IT staff and end users which is
needed to ensure the effectiveness of the safeguards,
* aschedule for approval processes to take place where needed, and
~—a schredutefor fottow-up-procedures:

reover, the IT security plan should describe the facilities to control the process of carrect
inpplementation of safeguards, like

* | the definition of progress reporting procedures,

* [ procedures to identify possible difficulties, and

* | procedures to validate each of the points listed above, including procedures related to the
possible modification of single parts or the plan itself, when needed.

The result of this step should be a detailed IT security plan for each.System, based on the IT
system security policy, which takes into account the results of the reyiew described in Clause
9/ It should ensure that the safeguards are implemented in time; according to the priorities
derived from the risks to the IT system, and in line with a description of how to implement the
safeguards and how to reach the security level which is appropriate. It also should contain a
s¢hedule for follow-up procedures to maintain this security)level. These follow-up procedures
afe described in detail in Clause 11.

D Implementation of the IT Security:Rlan

ne correct implementation of security safeguards relies heavily upon a well structured and
pcumented IT security plan. Security awareness and training associated with each IT system
ould take place in parallel. When the-implementation of the IT security plan is completed,
approval of all safeguards may be-fequired before the system or service can be put into
operational use.

woH

10.1  Implementation pf Safeguards

For the implementation of-safeguards, all the necessary steps described in the IT security plan
should be carried out:~The person responsible for the plan (which normally is the IT system
security officer) should ensure that the priorities and the schedule outlined in the IT security
plan are followed:

T ensure-eantinuity and consistency, documentation of safeguards is an important part of the
securitixdocumentation. This process can be accomplished in a number of different ways. It
should\be part of a number of security documents, i.e. the security plan, business continuity
plac,risk analysis documents, and security policies and procedures. It should be designed to
involved in configuration and change management. It needs to be current and in sufficient
detail to help eliminate security lapses and oversights, as well as provide information which will
ensure that security operations will be performed correctly and efficiently. Much of the
documentation, particularly on threats, vulnerabilities and risks, can be very sensitive and must
be protected against unauthorized disclosure. As a result, most organizations will need to
handle this documentation very carefully and may want to use ‘'trusted' distribution procedures.

If such procedures are used, they should also be documented in a manner which describes
how the sensitive parts of the safeguard information will be stored, accessed, and used.
Moreover, the procedures should identify who is accountable for deciding how the safeguarded
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information will be stored and who will be able to access and use it. In the design of the
distribution procedures, safeguard information accessibility should take into account special
factors such as the need to find and use a business continuity, including contingency
planning/disaster recovery, strategy and plan(s), during a disaster or other unforeseen event
where time is critical. Finally, strict configuration control of the safeguard documentation is also
needed in order to ensure that no unauthorized changes are made which will unintentionally or
unknowingly diminish the effectiveness of the safeguards.

Once the IT security plan is completed and signed-off by the responsible functions, safeguards

] | ) arity i ; : arity |
rgview should be conducted to ascertain that the security safeguards have been implemented
correctly, that they are being used effectively and tested properly. Security testing can-be
conducted as part of this review. Testing is an important technique to ensure that the
plementation has been carried out and completed correctly. Security testing _should be
gliided by a security test plan that describes the testing approach, schedule and environment.
Penetration testing can be used if justified by the risks assessed. Detailed security testing
piocedures should be written and a standard test report used. The objective is to perform
inplementation and testing in a manner which ensures that the requirements from the IT
security plan are met and the risk is reduced as specified.

10.2  Security Awareness

The objective of the security awareness programme is to increase the level of awareness
wlthin the organization to the point where security becomeés Second nature and the process
becomes a routine that all employees can easily follow. The)programme should ensure that the
IT| staff and the end users have enough knowledge of the IT systems (hardware and software),
and that they understand why safeguards are necessary and how to use them correctly. Only
safeguards accepted by the IT staff and end userscean work effectively.

The input to the security awareness progkamme should come from all levels of the
ofganization. It should include the corporatedT security policy and it should cover all objectives
off the organizational IT security plan. Management support from all departments is necessary
fgr the awareness team. In detail, the following topics should be covered by courses, talks, or
any other activities described in the.Security awareness programme:

* | the explanation of the impartance of security to both the organization and the individual,

* [ the security needs and-ebjectives for the IT systems in terms of confidentiality, integrity,
availability, accountalhility, authenticity, and reliability,

* [ the implication of sécurity incidents to both the organization and the individual,

* [ the correct use ofthe IT systems, including hardware and software,

* | the objectives-behind, and an explanation of, the corporate IT security policy, any security
guidelines@nd directives, and the risk management strategy, leading into an understanding
of risks and safeguards,

* [ the necessary protection for and the risks to the IT systems,

* | restricted access to IT areas (authorized personnel, door locks, badges, entrance log) and
to,information (logical access control, read/update rights), and why these restrictions are

necessary,
* the need to report breaches of security or attempts,
* procedures, responsibilities and job descriptions,
« anything the IT staff and end users must not do because of security factors,
» the consequences if staff are responsible for security breaches,
* the IT system security plans to implement and check safeguards,
* why these safeguards are necessary, and how to use them correctly,
* procedures related to security compliance checking, and
* change and configuration management.
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The development of the security awareness programme starts with a review of the security
strategies, objectives and policies. This process should be conducted by a team of individuals
who are in the position to identify the critical functions of the organization and who have the full
support of senior management.

The review team must determine the breakdown of requirements in accordance with the
corporate IT security policy. This should be combined with overall security (i.e. not just IT)
initiatives and published in various formats such as awareness posters, periodicals, company
bulletins, and internal mail.

The team should then conduct specific briefings on security concerns. A thorough review of the
rgquirements should be conducted to build the required information base for the briefings.
Efch briefing should be conducted at regular time intervals (e.g. every six months) torensure
that all staff are familiar with the risks inherent in modern information technology.

The responsibility for determining the objectives and content of the awarenessyprogramme
should be allocated at the senior management level to the IT security forum-(see ISO/IEC TR
13335-2. The responsibility for its development and implementation should<be allocated to the
corporate IT security officer and to a security awareness developmentteam. This should be
done in conjunction with other corporate training and education activities. However, it is within
the responsibility of every individual to review and be intimately~familiar with the security
policies and procedures of their work environment, hence the security awareness programme
should be implemented at all levels of the organization.

To successfully develop a security awareness programmey the following components should be
incorporated:

10.2.1 Needs Analysis

Tp determine the level of awareness already. existing within the target groups (executives,
management and employees) and the most@cceptable methods of conveying new information
tg them, it is necessary to perform a security knowledge needs analysis. A needs analysis
examines policy, procedures, attitudes,*security knowledge and desired performance in relation
tg current actual performance.

10.2.2 Programme Delivery

Alcomprehensive security-awareness programme should include both interactive and promotional
techniques. The focus_of-this part of an awareness programme should be the deficiencies that
were identified through’ the needs analysis. Employees need to gain an appreciation and
derstanding that-IT-assets are valuable and that the threats to those are real.

One benefit derived from such an organizational security awareness programme is that it
provides employees an opportunity to participate in the security programme. Interactive
tegchniques(staff meetings, training courses, etc.) provide two way communications that allow
participants and security personnel to validate the concepts and requirements that resulted
from~the needs analysis. Promotional techniques (video, E-mail security banners, posters,

p ;
broadcast concepts, information, and attitude in an inexpensive manner.

10.2.3 Monitoring of Security Awareness Programmes

There are two distinct components which comprise effective monitoring of security awareness
programmes:

« periodic performance evaluations - which will determine the effectiveness of an awareness
programme by monitoring security related behaviour and identify where changes affecting
the programme delivery might be required, and
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- awareness change management - whenever there are changes to the overall security
programme (i.e. policy or strategy changes, new assets or technology are introduced,
variations in threats occur, etc.), there will be a need to alter the security awareness
programme to update the existing knowledge and skill levels to reflect those changes.

10.3  Security Training

Besides the general security awareness programme, which should apply to everybody within an
organization, specific security training is required for personnel with tasks and responsibilities

rlaied to TT security. The degree of depth of security training should be dependent on the overall
importance IT security has for the organization, and should vary according to the security
rgquirements of the performed roles. If necessary, more extensive education, like participation’in
umiversity lectures, courses etc., should also be provided. An IT security training programme
should be developed to cover all security needs relevant for the organization.

When determining the personnel for whom specific security training is necessary,the following
should be considered:

* | personnel with key responsibilities for the IT system design and development,

* [ personnel with key responsibilities for IT system operations,

« [ corporate, IT project, and IT system security officers, and

* [ personnel with security administration responsibilities, e.g.,.for“access control or directory
management.

In addition, a check should be made to see if special seeurity training is required for current
and planned tasks, projects, etc. Whenever tasks or prejects with special security requirements
afe started, it should be ensured that the corresponding security training programme is
developed before the project starts, and that the activities are carried out in time.

The topics covered by the security training-‘courses should be dependent on the role and
function of the person patrticipating. Generahissues could be:

* [ what is security,

* prevention of breaches of cgnfidentiality, integrity, and availability,

* potential adverse business’impacts, for the organization or the individual, and
* information sensitivity\categorization scheme,

* | the overall security process,

» adescription of the overall process, and

* risk analysis'components,

* [ safeguards, and-the training necessary to comply with the safeguards,

* [ roles and responsibilities, and

* [ IT system:security policy.

The carrect implementation and use of safeguards is one of the most important issues which
strvould be covered by the security training programme. Each organization should develop its
oync.security training programme according to its needs, and existing or planned safeguards.

The following are examples of safeguard related topics which should be covered, with an
emphasis on the need for balance between non-technical and technical safeguards:

e security infrastructure,
* roles and responsibilities,
* security policy,
* regular security compliance checking, and
* security incident handling,
¢ physical security,
* buildings,
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» office areas, equipment rooms, and
* equipment,
* personnel security,
* media security,
* hardware/software security,
* identification and authentication,
* logical access control,
* accounting and security audit, and

s actuat storage clearance,
e [ communications security,

* network infrastructure,

* bridges, routers, gateways, firewalls,

* Internet and other external connections, and
business continuity, including contingency planning/disaster recovery, strategy-and plan(s).

D.4  Approval of IT Systems

1

Organizations should ensure that approval takes place for all or selected-IT systems that they
meet the requirements of the IT system security policy and the IT security plan. This approval
p
t

ocess should be based on techniques such as security compfiance checking, security
ting, and/or system evaluation. Procedures may be according to internal or external
standards, and the body carrying out the approval process,may be internal or external to the
oflganization.

The approval process should aim at ascertaining that the security safeguards implemented and
aintained for an IT system provide an appropriate level of protection. This approval should be
valid for a defined operational environment, and-~foer a defined period of time stated in the IT
system security policy or plan. Any significant changes to the security safeguards
implemented, or changes of security relevant,operational procedures, may require re-approval.
Criteria for stimulating a re-approval should:be included in the IT system security policy.

The approval process consists mainhof document reviews, physical inspections and technical
assessments (i.e. security compliance checking). For this to be achieved, the following key
ispues need to be addressed:

* [ the approval process-has to be planned, thus tailoring the approach to the particular IT
system; this first step~also helps to define the schedule, the resources needed and the
responsibilities,

* [ the documentsZused during this process should be collected,

* [ a document\review should be conducted to check their completeness and internal
consistengy-with other documents,

* [ a review and testing against criteria described in the IT security plan should be completed,

* | a report should be produced which summarizes the results of the approval process and

states whether the system's security has a full, partial, limited or no approval, any waivers
and their duration of \/aliriify1 and any limitations on Inmr‘pQQing, and

* re-approval should take place if the IT system or its environment changes; it should also
occur at the end of an approval period.

Once the approval process has been conducted, follow-up procedures will be implemented.
Follow-up will help to detect and investigate changes in the system, its security and its
environment. Upgrades will need to be implemented, following the detection, in which case re-
approval will take place.

Approval of trading partner’s IT systems might be needed against an agreed baseline security
or code of practice for an organization that:
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* wishes to establish its own tailored version of baseline security or a code of practice and
issue it to its suppliers/trading partners for compliance and approval purposes prior to
allowing connection to its IT facilities,

* trades with a number of other companies and wishes to be IT connected, but to do so needs
to demonstrate an acceptable security profile against baseline security or code of practice
as a whole, or

» wishes to establish the levels of security risks associated with other companies connecting
to its IT facilities, and the security profile it will expect other companies to meet. This will
enable the company to enforce approval on the basis of a security compliance check review

indicating compliance with those parts of the baseline security or code of practice consistent
with its security profile.

(N Follow-up

ne implemented safeguards can only work effectively if they are checked jnteal business life.
must be assured that they are used correctly, and that any security incidents and changes
afe detected and dealt with. The prime intent of the follow-up activity isto”ensure that security
safeguards continue to function as implemented. Over time there“is a tendency for the
performance of any service or mechanism to deteriorate. Follow<up-is intended to detect this
deterioration and initiate corrective action. This is the only way. to maintain the security levels
necessary to protect IT systems. The procedures described.in‘this clause form the basis of an
effective follow-up programme. The management of IT security is an ongoing process which
dopes not stop after the implementation of the IT security‘plan.

1
Follow-up, even though often neglected, is one of the most important aspects of IT security.
T
t

11.1 Maintenance

The majority of safeguards will require maintenance and administrative support to ensure their
correct and appropriate functioning during their life. These activities (maintenance and
adiministration) should be planned and performed on a regular scheduled basis. In this manner
their overhead can be minimized, and the'value of the safeguards preserved.

T detect malfunctions, periodic inspection is necessary. A safeguard never checked is of little
value as there is no way of knowing what reliance can be placed on it.

Maintenance activities inelude:

* [ the checking of lag;files,

* [ modifying parameters to reflect changes and additions,
* | re-initiation-ef.seed values or counters, and

* [ updating Wwith new versions.

The cost.of maintenance and administration should always be factored in when assessing and

s¢lecting between different safeguards. This is because maintenance and administrative costs
can=differ \A/idnly hetween ane qafpguard and the next Hence_this can often become a

significant determinant in the selection of safeguards. Generally speaking, it is desirable to
minimize the ongoing maintenance and administrative costs wherever possible as they
represent recurring costs rather than one time costs.

11.2  Security Compliance Checking

Security compliance checking is the review and analysis of the implemented safeguards. It is
used to check whether IT systems or services conform to the security requirements
documented in the IT system security policy and IT system security plan. Security compliance
checks may be used to check the conformance of:

28


https://standardsiso.com/api/?name=c73dd8aee27f37883bab78c52a37ea02

© ISO/IEC ISO/IEC TR 13335-3:1998(E)

* new IT systems and services after they have been implemented,

« existing IT systems or services after elapsed periods of time have occurred (e.g. annually),
and

* existing IT systems and services when changes to the IT system security policy have been
made, to see which adjustments are necessary to maintain the required security level.

Security compliance checks may be conducted using external or internal personnel and are
essentially based on the use of checklists relating to the IT system security policy.

The safeguards protecting the IT system may be checked by:

* [ conducting periodic checks, and tests,

* | monitoring operational performance against actual incidents occurring, and

* [ conducting spot checks to check the status of security levels and objectives in-particular
areas of sensitivity or concern.

Tp assist the conduct of any security compliance check, valuable infarmation about the
agtivities on an IT system can be obtained from :

* | the use of software packages used to record events, and
* | the use of audit trails to trace the entire history of events.

Security compliance checking, for approval and regular checks thereafter, must be based on
the agreed safeguard lists from the last risk analysis results, on the IT system security policy,
as$ well as security operating procedures which the IT management has signed up to, including
fgr incident reporting. The objectives are to ascertainwhether safeguards are implemented,
inplemented correctly, used correctly, and where relevant, tested.

Alsecurity compliance checker/inspector shoutd walk through the building on a normal working
day and look at the way security safeguardséare used. Interviews are of course important - but
thie results should be cross-checked as much as possible. What somebody says may be what
is|believed, but not what it is: cross-check with the persons he/she works with.

It|helps to have a comprehensive)checklist and agreed report formats - these are not to be
underestimated. These checklists should cover general identification information, e.g.
configuration detail, security~responsibilities, policy documents, surrounding locale. Physical
security should address @xternal aspects, like outside buildings, including accessibility through
anhole covers, and internal aspects, like soundness of construction, locks, fire detection and
prevention (including-alarm aspects), similarly for water/liquid detection, failure of power, etc.

There are many-things to detect, such as

* [ areas -0pen to physical penetration or circumvented controls; for example, wedges under
doors:which should operate under a keypad and card system, and

* | iAcerrect mechanisms, or incorrect installation of mechanisms, e.g. lack or poor distribution
orwrong fypp of detection facilities. Are smaoke/heat detectors plnnfiful nnmlgh for an-area,

and at the correct height? Is there adequate response to alarms? Are alarms properly linked
to a control point? Are there any new sources of danger - someone suddenly using a room
to store flammables? Is there adequate power back-up and failure procedures? Are the
correct types of cable used and not located near sharp tray edges?

To detect security gaps for other aspects of security, the following questions might be helpful:
« For personnel security, watch for the procedures for employment. Are references actually

taken? Are employment gaps checked? Are personnel really aware and knowledgeable of
security? Is there dependence on one person for a key function?
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« For administrative security, how are documents really disposed of? Is the documentation in
general use actually up-to-date? Are the risk analysis, status check and incident reporting
activities actually used as they should? Is the business continuity plan coverage correct,
and is it current?

« For hardware/software security, is there redundancy at the required level? How good are
user id/password selection and procedures? Does the audit trail cover error logging and
traceability issues to the right granularity and selection? Does an evaluated product meet
the agreed requirement?

« | For communications security, is the required redundancy there? If there is a dial-up facility;
is the requisite equipment and software in place and used properly? If encryption and/or
message authentication is required, how effective is the key management system. and
related operation?

I summary, security compliance checking is not a small task and does need good-experience
and knowledge to be successfully completed. It is a separate activity from internal audit review.

11.3 Change Management

IT systems and the environment in which they operate are censtantly changing. These
changes are a result of the availability of new features and serviees, or the discovery of new
threats and vulnerabilities. These changes can also result in_hew threats and vulnerabilities.
Changes of the IT system include:

* [ new procedures,

* [ new features,

* | software updates,

* [ hardware revisions,

* [ new users to include external groups or anenymous groups, and
« [ additional networking and interconnection.

When a change to an IT system occurs or is planned, it is important to determine what, if any,
impact the change will have on the:security of the system. If the system has a Configuration

day monitoring should be prepared to provide additional guidance and procedures for ensuring
ongoing secure operation. Users, operations personnel and system designers should
periodically be consulted to ensure that all security issues are fully addressed and the IT
security plan remains up to date.

One of the reasons why monitoring is an important part of the maintenance of IT security is
that it is a way to detect security relevant changes. Some aspects that should be monitored are
assets and their values, threats to and vulnerabilities of the assets, and the safeguards
protecting the assets.
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Assets are monitored to detect changes in their values, and to detect changes of the security
objectives of the IT system. Paossible reasons for these variations are changes of:

* the business objectives of the organization,

* the applications running on the IT system,

» the information processed on the IT system, and
* the IT equipment.

cused by changes of the enwronment the infrastructure or of technical pOSS|b|I|t|es) and to
detect the appearance of other threats or vulnerabilities at an early stage. The changes).of
threats and vulnerabilities might be influenced by changes of the assets.

Safeguards are monitored to check their performance and effectiveness over time. It-should be
ensured that they are adequate and protect the IT system according to the necessary level of
protection. It is possible that the changes of assets, threats and vulnerabilities affect the
effectiveness and adequacy of safeguards.

I addition, when new IT systems are introduced or when changes are made to existing
systems, there will be a need to ensure that such changes do not affect the status of existing
safeguards, and that new systems are introduced with adequate secufity safeguards in place.

When security anomalies are found, there will be a need to ifvestigate and report findings to
management for possible review of safeguards, or, in serjous circumstances, to investigate
rgviews of the IT system security policy and initiate risk analysis activity.

T ensure adherence with the IT system security policy, appropriate resources will have to be
committed to maintain an appropriate level of day~{6’day monitoring of:

* | existing safeguards,
« [ the introduction of new systems or services, and
* [ planned changes to existing systems-or services.

Many safeguards produce output in the form of logs of the occurrence of events. These logs
ould be analyzed using statistical techniques to permit the early detection of trend changes,

distributed envirofments, logs may only record information related to a single environment.

truly understand the nature of a complex event, it is necessary to bring together the
information from_different logs, and fuse them into a single event record. These fused event
rgcords should then be subjected to analysis. Event record fusion is a complex task and its
ost imporiant aspect is the identification of parameter(s) which permit the different log
rgcords.to be combined with confidence.

TheZmanagement technique for controlling day to day monitoring is to prepare a security

operating procedures document for the necessary activities. This document describes all the
actions required to ensure that the level of security for all systems and services is maintained
and not compromised as systems and services evolve over time.

The procedures for updating the security configuration should be documented. They should
include coverage of adjusted security parameters and updating any security management
information. These changes must be recorded and approved by the configuration management
process. Procedures for performing routine maintenance should be established to ensure that
security is not compromised. Trusted distribution procedures should be described for each
security component where applicable.
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The procedure for monitoring security safeguards needs to be described. The approach and
frequency of security log reviews should be stated. The use of statistical analysis methods and
tools should be described. Guidance should be given for how to adjust audit thresholds based
on various operational conditions.

11.5 Incident Handling

To identify the risks and to measure their severity it has been emphazised that risk analysis is
required. To support risk analysis and enhance the results, information is required on security

incidents. This information has to be gathered and analysed in a secure way, and be seen tg
provide benefit. Thus it is important that any organization has a properly constructed and
ofganized IT incident analysis scheme (IAS) in operation, and that the information received
and processed should be available to support risk analysis and management and other Security
rglated activities.

In order to be successful and to meet the needs of users and potential users, IAS have to be
constructed based on the requirements of the users. Further, prior to any live-operation there
needs to be a significant coverage of incident handling in the security awareness programme
tg ensure that all likely to be involved understand what an IAS constitutes) the benefit offered,
and how results obtained can be used to:

* | improve risk analysis and management reviews,

* [ assist in the prevention of incidents,

* | raise the level of awareness of IT security related issues;and

« [ provide 'alert’ information for use by such as computet/emergency response teams .

RElated to these, key aspects that should be addressed by any IAS are:

* | the establishment of pre-determined plans for the handling of unwanted incidents when they
occur, whether caused by external or internal logical and physical attack, or by accident,
equipment malfunction or people error,

* | the training of nominated personnel‘in incident investigation, for instance to form computer
emergency response teams.

Alcomputer emergency respanse team may be more or less formalized as a defined group of
persons who investigate theicauses of IT incidents, study potential future occurrences or carry
olit periodic studies andqanalyses of historical data. Its conclusions could give rise to remedial
agtions. A computer emergency response team could be internal to an organization, or external
(¢.9. contracted).

With a plan and trained personnel in place, when an unwanted incident is in progress, hasty
decisions will‘be avoided, evidence that can be used in tracking down and identifying the
source of{an incident will be preserved, protection for valuable assets will be more quickly
established, and the costs not only of an incident but also of responding will be reduced.
Furthier; any negative publicity will be minimised.

Any organisation should prepare and plan for incidents with an efficient IAS in place,
encompassing:

e preparation - pre-documented preventive measures, incident handling guidelines and
procedures (including for the protection of evidence, maintenance of event logs, and
handling public relations), documentation required, and business continuity plans,

* notification - the procedures, means and responsibilities for reporting incidents, and to
whom,

* assessment - the procedures and responsibilities for investigating incidents and determining
their seriousness,
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* management - the procedures and responsibilities for dealing with, limiting the damage
from, and eradicating incidents, and notifying higher management,

* recovery - the procedures and responsibilities for re-establishment of normal service,

« review - the procedures and responsibilities for post-incident actions, including investigation
of legal implications and trend analysis.

It is emphasised that whilst there is benefit to individual organizations from the use of IAS, some
organizations may consider that even more benefit could be accrued from sharing some incident
information with others to provide a wider base from which to gain 'alerts’, quickly identify trends

and enable prevention. To facilitate this an IAS database structure should be used which is
flexible enough to cover the range of requirements for total (all sectors, threat types and impacts)
and sectorial / threat / impact specific needs. Whether intra or inter organization, each connecting
IAS would use similar typology, metrics and structure to record information on incidents; This
wpuld allow for comparison and analysis. The use of a common structure is Key to the
enablement of more comprehensive results, and particularly a more solid base. for'the rapid
identification of 'alerts’, in some cases which may not have been identified through.individual IAS.

implied above, the achievement of interfaces between IAS and sk analysis and
anagement methods may significantly improve results, thereby incredsing the benefit to be
gained from IAS.

ormation on threat occurrences will greatly aid the quality of threat assessment, and thus the
rigk assessment. Further, during the investigation of an incident or incidents it is likely that new
and additional information will be gathered with regard te_vulnerabilities and the manner in
which they may be exploited. The exploitation of an IAS enables the user to identify and assess
viilinerabilities, and thus provide valuable input to risk analysis approaches. This will be based
partly upon the information introduced with regard..te’ threats and partly with regard to the
rgsults of incident investigations, say by computer emergency response teams. As an example,
the threat of logical infiltration (the presence*of an attacker and the attractiveness of the
information processed) can combine with vulnerability to logical infiltration (inadequacies or
albsence of appropriate logical access cantrol mechanisms), and thereby create a risk.
Therefore, the use of an IAS for the identification and assessment of vulnerabilities can take
place via the use of threat information ‘which is input into the database from incidents which
have already been reported, combined with information from other sources, particularly
computer emergency response team investigations and studies, which may uncover previously
umnidentified vulnerabilities.

It{should be noted that IAS-function according to data reported concerning incidents that have
og¢curred. Therefore, any-TAS cannot provide information directly on those vulnerabilities which
ay be present buttwhich have not been yet implicated in IT incidents. Furthermore, IAS data
should be usedCwith caution for statistical and trend analysis because inputs may be
incomplete orertoneously identified. Nevertheless, the result of computer emergency response
tdam investigations may provide some views on previously unforeseen vulnerabilities. Overall,
rggular 1AS Jinput to a risk analysis and management review may help to improve the quality of
threat, sk, as well as vulnerability, assessment.

12 Summary

This part of ISO/IEC TR 13335 examined several techniques that are important to the
management of IT security. These techniques are based on the concepts and models provided
in ISO/IEC TR 13335-1 and the management process and responsibilities discussed in
ISO/IEC TR 13335-2. The discussion in this part of ISO/IEC TR 13335 shows the advantages
and disadvantages of four possible strategies for risk analysis. The combined approach, and
several techniques that are useful for its implementation, are described in detail. Some
organizations, particularly small ones, may not be able to implement all the techniques
provided in this part of ISO/IEC TR 13335 in exactly the way they are described. It is, however,
important that each of these techniques are addressed in a way suitable for the organization.
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Annex A

An Example Contents List for a Corporate IT Security Policy

Contents

1.

Introduction
1.1 Overview
1.2 Scope and Purpose of the IT Security Policy

© ISO/IEC

Security Objectives and Principles
2.1 Objectives
2.2 Principles

Security Organization/Infrastructure
3.1 Responsibilities

3.2 Security Policies

3.3 Security Incident Reporting

IT Security/Risk Analysis and Management Strategy
4.1 Introduction

4.2 Risk Analysis and Management

4.3 Security Compliance Checking

Information Sensitivity and Risks

5.1 Introduction

5.2 Information Marking Scheme

5.3 Organization Information Overview

5.4 Organization Information Values/ Sensitivity Levels
5.5 Threats/Vulnerabilities/Risks Overview

Hardware and Software Security
6.1 Identification and Authentication
6.2 Access Control

6.3 Accounting and Audit Tvail

6.4 Full Deletion

6.5 Malicious Software

6.6 PC Security

6.7 Laptop Security

Communications Security

7.1 Introduction

7.2 The’Networking Infrastructure
73MNTERNET

7.4 Encryption/Message Authentication

Physical Security
O 1

lntraduetinn
< Irrtrovuueuauni
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8.2 Location of Facilities

8.3 Building Security and Protection

8.4 Protection of Building Services

8.5 Protection of Supporting Services

8.6 Unauthorised Occupation

8.7 PC/Workstation Accessibility

8.8 Access to Magnetic Media

8.9 Protection of Staff

8.10 Protection against the Spread of Fire
8.11 Water/Liquid Protection
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8.12 Hazard Detection and Reporting

8.13 Lightning Protection

8.14 Protection of Equipment against Theft
8.15 Protection of the Environment

8.16 Service and Maintenance Control

Personnel Security
9.1 Introduction
9.2 Terms of Employment

17

moowm>»> >

9.3 Security Awareness and Training

9.4 Employees

9.5 Self-employed people under contract
9.6 Third parties

. Document/Media Security
10.1 Introduction

10.2 Document Security
10.3 Storage of Media
10.4 Disposal of Media

1. Business Continuity, including Contingency Planning/Disaster' Recovery, Strategy and

Plan(s)

11.1 Introduction

11.2 Back-Up

11.3 Business Continuity Strategy
11.4 Business Continuity Plan(s)

. Teleworking

B. Outsourcing Policy
13.1 Introduction
13.2 Security Requirements

. Change Control

14.1 Feedback

14.2 Changes to the ‘Security Policy
14.3 Status of therDocument

bpendices
List of Security Guides
Legislatioyand Regulation
Corporate IT Security Officer Terms of Reference
Terims of Reference for IT Security Forum or Committee
Contents of an IT System Security Policy
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Annex B

Valuation of Assets

The valuation of an organization's assets is an essential step in the overall risk analysis
process. The value assigned to each asset should be expressed in terms which are relevant to
the asset and to the business entity involved. To perform the asset valuation, an organization
first needs to identify all of its assets. To assure that all assets are accounted for, it is often
h pfurto group them by
services. This is also valuable to assigh an asset owner who will be respon3|ble for determining
the asset’s value.

The next step is to agree upon the scale to be used and the criteria for assigning a{particular
valuation to an asset. Because of the diversity of assets found within most organizations, it is
likely that some assets which have a known monetary value will be valued in thelocal unit of
cyrrency while others which have a more qualitative value may be assigned a-value ranging for
example from "very low” to "very high”. The decision to use a quantitative based scale versus a
guialitative scale is really a matter of organizational preference, but should be relevant to the
assets being valued. Both valuation types could be used for the same asset.

Typical terms used for the qualitative valuation of assets includeywords such as: negligible,
very low, low, medium, high, very high, and critical. The choicé&.and range of terms which are
syiitable to an organization is strongly dependent on ancorganization's needs for security,
ofganizational size, and other organization specific factors:

The criteria used as the basis for assigning a value.to each asset should be written out in
umambiguous terms. This is often one of the most_ difficult aspects of asset valuation since the
values of some assets may have to be subjeCtively determined and since many different
individuals are likely to be making the determinations. Possible criteria used to determine an
asset’s value include its original cost, its repglacement or re-creation cost, or its value may be
abstract, e.g., the value of a company’s good name or reputation.

Apother basis for the valuation of assets is the costs incurred due to the loss of confidentiality,
|n egrity, or availability as the result of an incident. Such a valuation would provide three
portant dimensions to asset value, in addition to replacement cost, based on estimates of the
potential damage or adverse-business impact which would result from security incidents with
an assumed set of circumstances. It is emphasised that this approach accounts for damage
and other impact costs-which are necessary to factor into the risk assessment equation.

ny assets may during the course of valuation have several values assigned. For example: a
bdisiness plan_may be valued based on the labour expended to develop the plan, it might be
valued on thetabour to input the data, and it could be valued based on its value to a
competitor-Each of the assigned values will most likely differ considerably. The assigned value
ay be<the”maximum of all possible values or may be the sum of some or all of the possible
values.<In the final analysis, which value or values are assigned to an asset must be carefully
determined since the final value assigned enters into the determination of the resources to be
expended for the protection of the asset.

Ultimately, all asset valuations need to be reduced to a common basis. This may be done with
the aid of criteria such as those that follow. Criteria which may be used to assess the possible
damages resulting from a loss of confidentiality, integrity or availability of assets are:

« violation of legislation and/or regulation,

« impairment of business performance,

» loss of goodwill/negative effect on reputation,
« breach associated with personal information,
« endangerment of personal safety,
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+ adverse effects on law enforcement,

» breach of commercial confidentiality,

« breach of public order,

« financial loss,

« disruption to business activities, and

« endangerment of environmental safety.

These criteria are examples of issues to be considered for asset valuation. For carrying out
valuations, an organization needs to select criteria relevant to its type of business and security

rgquirements. This might mean that some of the criteria listed above are nor applicable, and
that others might need to be added to the list.

After establishing the criteria to be considered, the organization should agree on a scale,to be
used organization-wide. The first step is to decide on the number of levels to be used. There
atfe no rules with regard to the number of levels that are most appropriate. More levels provide
a| greater level of granularity, but sometimes a too fine differentiation makes consistent
agsignments throughout the organization difficult. Normally, any number of/levels between 3
(4.9. low, medium, and high) and 10 can be used as long as it is consistentwith the approach
thle organization is using for the whole risk assessment process.

Also, an organization may define its own limits for asset values, like)'low', ‘'medium’, or 'high'.
These limits should be assessed according to the criteria selected, e.g. for possible financial
loss, they should be given in monetary values, but when considering endangerment of personal
safety, monetary valuation will not be appropriate. Finally, itds entirely up to the organization to
decide what is considered as being a 'low' or a 'highydamage - a damage that might be
disastrous for a small organization could be low or even negligible for a very large organization.
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