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oreword

D (the International Organization for Standardization) and IEC (the In-
rnational Electrotechnical Commission) form the specialized system for
bridwide standardization. National bodies that are members of ISO or IEC
rticipate in the development of International Standards through technical
mmittees established by the respective organization to deal. ‘with
rticular fields of technical activity. ISO and IEC technical committees
llaborate in fields of mutual interest. Other international organizations,
vernmental and non-governmental, in liaison with ISO and {EC; also take
rt in the work.

the field of information technology, ISO and IEC havé:established a joint
chnical committee, ISO/IEC JTC 1.

t in exceptional circumstances a technical .committee may propose the
blication of a Technical Report of one of the following types:

T;[e main task of technical committees is to prepare International Standards,

type 1, when the required support_cannot be obtained for the pub-
lication of an International Standard, despite repeated efforts;

type 2, when the subject is still'under technical development or where
for any other reason there.is'the future but not immediate possibility of
an agreement on an Ipternational Standard;

type 3, when a technical committee has collected data of a different
kind from that“which is normally published as an International
Standard (“state of the art”, for example).

T

chnical Reports of types 1 and 2 are subject to review within three years

of publication; to decide whether they can be transformed into International
Standards:» Technical Reports of type 3 do not necessarily have to be

r

iewed until the data they provide are considered to be no longer valid or

useful.

ISO/IEC TR 13233, which is a Technical Report of type 3, was prepared by
Technical Committee ISO/IEC JTC 1, Information technology.
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Introduction

The general requirements for accreditation of laboratoriesare specified in ISP/

IEC Guide 25. The requirements are designed to apply to all types of objectiye

testing and therefore need to be interpreted in respect of the type of test
concerned and the techniques involved.

This document is a Technical Report Type 3, which provides the interpretati
of the requirements for testing laboratories operating in the Informati
Technology and Telecommunication§/(IT&T) field. It clarifies the criteria

g

DN
DN
AN

accreditation body should adopt when assessing the technical competence|of

IT&T testing laboratories to providé the relevant testing services. The adopti
of a common international interpretation will ensure that the accreditati

services are consistent andcharmonised on a world-wide basis. Additionally

will increase the confidence in the services provided by accredited testi

laboratories and facilitate the process of mutual recognition and international

harmonisation. Thus;’the widest possible acceptance of this interpretation
being sought.

DN
DN
it
g

S

The body ofthis Technical Report is divided into two columns: the left colurpn

giving the rélevant requirements from ISO/IEC Guide 25, the interpretation
those tobe used in assessments, and relevant definitions, ordered accordi
to«the relevant clauses of ISO/IEC Guide 25; and the right column givi

of
ng
ng

associated guidance and examples to help readers to understand how to apply
the interpretations in specific subject areas (e.g. OSI testing, product data

exchange testing or compiler testing).

The interpretive text uses the same clause numbering as ISO/IEC Guide 25.

Each clause contains a summary of the ISO/IEC Guide 25 subclausgs,

indicating whether interpretive text is provided or whether the subclause
referenced in the interpretive text. References to interpretive text subclau

is
S

are also provided as appropriate. This summary is followed by any interpretive
text required, each subclause of which is designated by the clause numier
followed by a capital letter, assigned in alphabetical order (e.g. the interpretive

text for clause 4 may be found in subclauses 4.A and 4.B, eic.).

A glossary of terms is provided in Annex A, giving the definitions of terms

as

used in this Technical Report, where possible based upon definitions given in

International Standards, ISO/IEC Guides or other similar documents.
bibliography is provided in Annex B.

A
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TECHNICAL REPORT® ISO/IEC ISO/IEC TR 13233: 1995 (E)

Information technology - Interpretation of accreditation
requirements in ISO/IEC Guide 25 - Accreditation of
Information Technology and Telecommunications
testing laboratories for software and protocol testing
services

0 Scope of this Technical Report
0.1 This Technical Report provides guidance for assessors and testing laboratories on the specific
inferpretation of the accreditation requirements applicable to testing (including validation of means of testing
ar|d test tools) in the field of Information Technology and Telecommunications\(l'&T), specifically in relati:I:n
to| software and protocol testing services. This Technical Report does not apply to the accreditation jof
ingpection, certification and quality assurance assessment activities.

0.2 However, ISO/IEC Guide 25 and any other applicable ISOAEG’ Guides take precedence over the
erpretation given in this Technical Report.

oflmeans of testing (MOT) and test tools, and also applies to.the possibility of accreditation of MOT and test

This Technical Report covers the use by accredited testing laboratories of services for the validati%n
topl validation services, because such a validation service is just a specialised form of software testing

TE - In many areas of IT&T, it may be impractical’to require the use of accredited MOT and test tool validatipn
vices, both economically and given the state of theart in the particular area. It is important to recognise that the mgre
stence of an applicable accredited validation: 'sérvice does not mean that relevant accredited testing laboratorips
uld be required to use it, as other suitable f6rms of MOT and test tool validation may exist. Other factors outside the
scppe of this Technical Report will determine:if and when use of accredited MOT and test tool validation services might

wonZ O

The aim is that it should be.generally applicable across the whole software and protocol testing area,
whenever accreditation to ISOAEC Guide 25 applies. However, it does not cover all the requirements fof
/IEC Guide 25. Laboratories are reminded that, in order to obtain and maintain accreditation, they shall

infthis field; it does netin’any way replace them. Furthermore, there may be other interpretations of ISO/IHC
ide 25 which are,sector independent, maybe focusing on just one aspect of accreditation, in which cage

This <interpretation applies to conformance testing and other types of objective testing of software.
Specific-guidance is provided for OSI, telecommunications protocols, product data exchange (as defined by
T€184), graphics, POSIX and compilers. The testing of physical properties of hardware is outside the
sdope of this interpretation, but may be covered elsewhere. Evaluation of systems and products, as in IT&T
Security and Software Quality evaluation (ISO/IEC 9126), is also not included in the scope of this
interpretation. Safety-critical software and general application software testing are also not included in this
edition.

0.6 Specific text is given in this interpretation for conformance testing. However, the general
interpretations given in this Technical Report are applicable to all types of objective testing, including
measuring some objective aspects of performance (e.g. as in compiler testing for some programming
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languages) and types of testing that are particular to a single area within the IT&T field. Analysis by the test
operator in order to produce the final result for a test case, in accordance with procedures that lead to
objective results, is included in this interpretation.

NOTES

1 Normally, each individual test case in a test suite (set of test cases) will be designed to yield a test verdict, that is a
statement of pass, fail or inconclusive.

2 Conformance testing involves testing the implementation against the conformance requirements specified in one or
more standards (or other normative specifications). The standards against which implementations are tested for
conformance will often be International Standards, although they may be [TU-T Recommendations, regional or nationgl
starjdards, or even a manufacturer’s specification when the manufacturer is seeking independent confirmation that the
impJementation conforms.

U

3 The test cases to be used in conformance testing may also be standardized, but (in the fields of software ahd protocq
tesfng) are usually distinct from the standards which specify the requirements to which implementations)are suppose
to conform.

j®N

—

4 Hach test verdict should be made with respect to the purpose of the test case and the requiréments of the relevar
standard(s). Optionally, a particular test suite may specify various classes of pass, fail or inconclusive test verdict (e.g.
fail tlass 1: severe non-conformance; fail class 2: invalid behaviour but satisfied the test purpose), but this does not altg
the [general points about test verdicts.

—
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1 Scope

No IT&T specific interpretation is required for See clause 0 for the scope of this Technical Report. No
lause 1 of ISO/NNEC Guide 25. that this Technical Report applies to testing laboratori
but not to calibration laboratories. The nrelevant
laboratories, however, include validation laboratories thgt
offer validation services for means of testing and/or te
tools to be used by testing laboratories{iin‘this case, the
item to be validated is to be regarded- as a system qr
implementation under test.

Q

=3

p References

o IT&T specific interpretation is required for the
ferences of ISO/IEC Guide 25.

he following standards contain provisions which,
through reference in this text, constitute
rovisions of this Technical Report. At the time of
ublication, the editions indicated were valid. All
tandards are subject to revision, and parties to
greements based on this Technical Report are
ncouraged to investigate the possibility of
pplying the most recent editions of the standards
indicated below. Members of IEC and SO
aintain registers of currently valid International
tandards.

O/IEC Guide 25: 1990, General requirements
r the competence of calibration and testing
boratories.

IIBO 9000-3: 1991, Quality” management and
uality assurance standards - Part 3: Guidelines
r the application)of I1SO 9001 to the
evelopment, stpply and maintenance of
goftware.

These are-the only normative references required
iy this interpretation. Informative references used
ih this \Technical Report are given in Annex B.

3 Definitions

No IT&T specific interpretation is required for the
definitions of ISO/IEC Guide 25. However, I1SO/
IEC Guide 25 subclause 3.7 is referenced in
10.A.1 and subclause 3.15 is referenced in 4.B.
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Additional definitions are required in this
Technical Report; for these, see Annex A.

The distinction between a means of testing (MOT)

As far as possible standard definitions are used. Even
where this is not possible, the intent is not to standardize
new definitions but rather to explain the meaning of terms
as used in this Technical Report.

The complexity of MOT and test tools varies from one area
of software testing to another. For example, in OS| and

a rprotnhnn

Fpr the purposes of this Technical Report, a
eans of testing is hardware and/or software,
ahd the procedures for its use, including the
ekecutable test suite itself, used to carry out the
tgsting required. In an accredited testing service,
the MOT is run under the control of the testing
Igboratory.

Fpr the purposes of this Technical Report, a test
ol is hardware and/or software, excluding the
tgst suite itself, used to carry out or assist in
arrying out the testing required. It may be
cpncerned with running the test cases, analysing
the results, or both. Those concerned with running
the test cases may also involve parameterization,
blection or even generation of the test cases.

[¢)

[%2]

Organization and management

1 No IT&T specific interpretation is required
for subclause 4.1 of ISO/IEC Guide 25.

.2 ISO/IEC Guide 25 subclause 4.2 is
interpreted in 4.A and 4.B.

.A Use of commercial reference implementations

In ISO/IEC Guide 25, subclause 4.2, requires the
following:

~

[he laboratory shall\.:

b) have arrangements to ensure its personnel
are free from any commercial, financial and
other pressures which might adversely affect
the.quality of their work;

¢) be organized in such a way that confidence

is maintained at all times;

In IT&T, these requirements shall be interpreted
as follows.

—irrtsindependence-offudgementandintegity —M MMM M

telecommunications protocol testing, each MOT is a very
complex hardware and software system which plays-g
major part in the testing, whereas in compiler testing, ir
addition to the test suite (of programs) itself,conly a few
ancillary software test tools are used.
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4.A.1 If a commercial implementation (not
designed to be a reference implementation) is
used by a testing laboratory or validation
laboratory as a reference implementation for the
purposes of MOT validation wnthln the laboratory,
espect to the other |mplementat|ons that are
hvailable shall be kept under review by the
aboratory, in consultation with the accreditation
pody. If it is agreed that the technical coverage
nas become inadequate compared to other
mplementations, then the commercial
mplementation should be replaced, within a time
beriod to be agreed with the accreditation body,
py one of the following, as appropriate:

h) another implementation with better coverage;

p) a set of implementations from different
suppliers; or

£) an implementation which is designed to be a
reference implementation.

f a set of implementations is chosen, the set shall
be chosen to give better technical coverage of the
relevant specification(s) and not for commercial
reasons.

@4.B Proficiency testing

n ISO/IEC Guide 25, subclause 4.2 ) requires the
following:

‘The laboratory shall, ) where appropriate,
participate in interlaboratory comparisons and
proficiency testing programmes.’

The definition<{of proficiency testing given in
subclause 3.1570f ISO/IEC Guide 25 is as follows:

‘Determination of the laboratory testing
performance by means of interlaboratory
comparisons.’

See 9.B for a description of the use of reference
implementations in MOT validation.

It is recognised that for some IT&T standards there may
be no alternative to using a normal commercial
|mplementatlon as a reference implementation against
he publication
of the identity of the reference |mplementat|on (in order
be open about the nature of the MOT validatign
conducted) may inadvertently give commercial advantage
to the supplier.

The decision to use a normal commercijal implementatign
as a reference implementation, and the-choice of whi¢h
commercial implementation to use. in this way, afe
decisions to be made by the laboratory.

In some cases, it may b€ hecessary to use multiple
reference implementations for MOT validation, in order fo
ensure that adequate-coverage of the MOT behaviour [is
checked. This arises’ because a given commercial
implementation may only support a subset (or “profile”) pf
the relevant specification(s). This may be acceptable as{a
temporary-solution, particularly if the market is primarily
interested{in that subset, but is inadequate as a longpr
term _solution if the testing service is to cover the
specification(s) in full.
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In ISO/IEC Guide 25, subclause 5.6 requires the
following:

‘In addition to periodic audits the laboratory shall
ensure the quality of results ... by implementing
checks. These checks shall include, as

dppropriate, but not limited to:

b) participation in proficiency testing or other
interlaboratory comparisons;’

IT&T, these requirements shall be interpreted
follows.

.B.1 If a laboratory claims to offer a
rmonised testing or validation service, it shall
ovide evidence of its participation in the relevant

inter-laboratory comparisons to ensure that the
clared harmonisation is achieved and
aintained.

N

Quality system, audit and review

511 No IT&T specific interpretation is required
r thistsubclause.

2-ISO/IEC Guide 25 subclause 5.2 is

o F

There may be numerous inter-laboratory comparisof
schemes organised for IT&T/IT&T Agreement Group$
have been and are being formed to operate mutug
recognition agreements) whereby the group of testin
laboratories establish the means to recognise the mutud|
equivalence oftheir corresponding testing services. Suc
Agreement (Groups provide one formalized way

participatifig in inter-laboratory comparisons. They ma
require N\ that testing service harmonization an
demonstrations of equivalence are carried out, and that afl
participating testing laboratories become accredited fof
the services they offer (within a reasonable period of time).
Agreement Groups may also provide inter-laboraton
comparison schemes for MOT validation services. If it i$
not practical or economic for the laboratory to participat¢
in inter-laboratory comparisons, then the laboratory shall
not claim that the service is harmonised.

A laboratory may decide not to join an Agreement Grou
and therefore not to claim to provide a harmonised testin
or validation service. It may nevertheless be required b
the accreditation body to participate in some inform

inter-laboratory comparison exercises, in order {(
overcome any doubts there may be about the objectivity of
its test or validation results.

inferpretedin 5.Aand 5.B.

5.3 No IT&T specific interpretation is required
for this subclause.

5.4 No IT&T specific interpretation is required
for this subclause.
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5.5 No IT&T specific interpretation is required
for this subclause.

5.6 ISO/IEC Guide 25 subclause 5.6 is
interpreted in 4.B.

5.A Maintenance procedures

n ISO/IEC Guide 25, subclause 5.2 requires the
{ollowing:

The quality manual and related quality
Hocumentation shall also

m) reference procedures for ... verification and
maintenance of equipment;

H

In ISO/IEC Guide 25, subclause 8.2 requires the
ollowing:

All equipment shall be properly maintained. ...’

n ISO/IEC Guide 25, subclause 9.1 requires the
ollowing:

‘All ... testing equipment having an effect on the
accuracy or validity of ... tests shall be ... veritied
before being put into service. The laboratory shall
have an established programme for*the ...
verification of its ... test equipment.’

n IT&T, these requirements shall\be interpreted
as follows.

5.A.1 A testing labaratory shall have
brocedures defining the-checking to be performed
whenever major or @jnor changes are made to
the MOT or otherdest tools, in order to ensure that
harmonisation.is maintained as appropriate with
pther testing,laboratories and that correctness is
maintaineéd)® with respect to the relevant
standard(s) or specification(s).
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5.A.2 A vahdatlon laboratory, or a testing
laboratory which conducts its own MOT or test
tool validations, shall have procedures defining
the checking to be performed whenever major or
mmor changes are made to the reference

of unhdnhnn in

onder to ensure that harmonisation is mamtamed
ag appropriate with other validation laboratories
and that correctness is maintained with respect to

‘The quality manual and related quality
documentation shall also contain:

m) reference to procedures for ... verification

and maintenance of equipment;

I

I 1ISO/IEC Guide 25, subclause 10.1 requires the
fgllowing:

‘The laboratory shall have documented
instructions on the use and operation of-all
reélevant equipment ...

I ISO/IEC Guide 25, subclause 9.2 requires the
fqllowing:

“The overall programme of...: validation of
efyuipment shall be designed_and operated so as
1d ensure  that, _wherever  applicable,
easurements made \by the laboratory are

here available.’

the context-of MOT and test tool validation,
ese requirements shall be interpreted as
llows:

B
and test tool validations sha
the laboratory.

The procedures for carrying out MOT
e documente

If an accredited external validation service is used, the

service. If a non-accredited external validation service is
used, then the laboratory should provide adequate
procedures for the selection and monitoring of the results
of the service (see 15.A.2). If the laboratory carries out its
own validations, then the procedures should include those
for selecting which test cases to run.
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5.B.2 If, for agiven MOT or test tool, there is no
suitable validation service available outside the
testing laboratory to which accreditation is
applicable, and there is no suitable reference
|mplementat|on that could be used by the testing

the testing Iaboratory shall define and document

e procedures and methods that it uses to check

bn the correct operation of the MOT or test tool,
nd provide evidence that these procedures and

Eethods are applied whenever the MOT or test
ol is modified.

Buch checking is required to fulfil the
equirements in ISO/IEC Guide 25 subclauses 8.2
and 9.

5  Personnel

5.1 ISO/IEC Guide * 25 subclause 7.2 is
nterpreted in 6.A.

5.2 ISO/IEC Guide 25 subclause 7.2 is
nterpreted in 6.A.

5.3 No IT&T specific interpretation is required
or this subclause.

6.A Maintaining Competence

n ISO/IEC Guide 25, subclause 6.1)requires the
ollowing:

The testing laboratory Shall have sufficient
personnel having the \.pecessary education,
fraining, technical knowledge and experience for
their assigned functions.’

n ISO/IEC Guide 25, subclause 6.2 requires the
following:

‘The testing laboratory shall ensure that the
training-of its personnel is kept up-to-date.’

nAT&T, these requirements shall be interpreted

The sultablllty of an external validation service may
depend not only on its relevance to the given MOT or test
tool, but also on the cost-effectiveness of using the service
compared to alternative means of validation that may be
available and acceptable.

complex arrangements of other hardware and softwa e
tools. They could also involve some checking of the MQT
or test tool by one or more other testing laboratories. 1ISQ/
IEC Guide 25, subclause 9.3, cites ipterslaboratofy
comparison as one of the means of providing’satisfactofy
evidence of correlation of results.

See 9.A and 9.B on the validation of the MOT and tept
tools.

as tollows.
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6.A.1 The testing laboratory shall have a
procedure to define how to maintain competence
of its test operators, particularly in the absence of
clients for a given testing or validation service.

It is recommended that in order to maintain their

competence in operating a particular testing or validation
service, the relevant test operators should be required to
conduct at least one test campaign or validation exercise
per year, going through all the steps in the process, but not
necessarily running all the test cases. Thus, in the

7| Accommodation and environment
7.1 No IT&T specific interpretation is required
for this subclause.

7.2 ISO/IEC Guide 25 subclause 7.2 is
inferpreted in 7.A,7.B,7.C, 7.D, 11.A.2 and 12.A.

7.8 No IT&T specific interpretation is required
fof this subclause.

744 ISO/IEC Guide 25 subclause 7.4 is
inferpreted in 7.A.

‘The_laboratory shall have a documented system

ensure that there can be no confusion regarding
the identity of such items at any time.’

In IT&T, these requirements shall be interpreted
as follows.

10

a y
special training exercises should be arranged for this
purpose.

Although subclause 7.4 normally refers to separation
between different testing services, in some IT&T testing or|
validation services there could be also the need for clear|
separation of the software components used within a
single testing or validation service.



https://standardsiso.com/api/?name=0f02495864cdccbd73566c82c609215f

© ISO/IEC

ISO/IEC TR 13233: 1995 (E)

7.A.1 There shall be a clear separation of test
tools, the implementation under test (IUT) and the
rest of the environment, even when part of that
environment is within the same computer system
as the IUT.

This is particularly relevant when there is not a clear
physical separation between test tools, IUT and the rest of
the environment, as is the case in compiler, graphics,
portable operating system interfaces (POSIX) and
application portability testing. This is also the case when
using the Distributed and Coordinated test methods in

.A.2 The testing laboratory and client shall
gree in writing what constitutes the IUT and what
onstitutes the environment within the system
nder test (SUT).

.A.3 Insofar as the IUT is integrated in a
ystem also provided by the client, the laboratory
hall ensure that there is no interference from
ther activities in the environment part of the SUT
hich could affect the test or validation results,
nd shall instruct the client to take the necessary
ctions to achieve this.

7.B lIdentification of environment

In ISO/IEC Guide 25, subclause 7.2 requires the
ollowing:

The environment in which these activities are
indertaken shall not invalidate thecresults or
ndversely affect the required( accuracy of
measurement.’

n ISO/IEC Guide 25, subclause 11.1 requires the
ollowing:

The laboratory shall-have a documented system
for uniquely identifying the items to be ... tested, to
pnsure that thereycan be no confusion regarding
the identity ofsuch items at any time.’

n IT&Tthese requirements shall be interpreted
as follows.

Open Systems Interconnection (OSI) br
telecommunications protocol testing.

(%]

As far as is practical, it should bé ensured that the SUT
not supporting any activities while the tests or validatio
are being conducted, other{than those required for th
testing or validation.

® S

For example, in the'case of POSIX testing, it has to 4
ensured that the SUT is not running any task which cou
interfere withi.the correct installation, configuration

execution.ofthe test suite, and that no other user is loggs
onto the System. A ‘clean’, empty and secure directofy
should\be set up for the test campaign.

aXao

11
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7.B.1 The laboratory shall obtain from the
client and record, as far as possible, the correct
and complete identification of the test
environment within the SUT (or the validation

parameters that are used to control the test
environment within the SUT during testing (or to
cqntrol the validation environment within the MOT
ddrring validation).

7/B.2 The test (or validation) environment
olitside the SUT (or MOT) shall be sufficiently
recorded and controlled by the laboratory to
enmsure, as far as possible, correct and complete
identification of the test (or validation)
emvironment outside the SUT (or MOT) at any
time.

7/C Remote testing over a network

versely affect the required accuracy of
mleasurement. Particular care shall be taken
wihen such activities are undertaken at sites other
than the permanent laboratory premises.’

In IT&T, these requirements shall be interpreted
S follows.

a
7|C.1  For the ‘purposes of this Technical
prort, remoté - testing is testing which is
c
c

nducted.over a network, with the SUT
nnected-to but separate from the network, and
He network being part of the test environment.

—

In the context of IT&T testing and validation, the test (or
validation) environment means the software and hardware
operating environment in which testing or validation takes
place. Part of this may be within the SUT (or MOT) and
part may be outside the SUT (or MOT). The record of the

to be undertaken, the test (or validation) environment
within the SUT (or MOT) may consist of a number’of
parameters (e.g. processor, disk drive, operating system,
compiler, compiler switches, linker, run-time system - this
list is not comprehensive). All such parameters should be
precisely defined, including as a minimum the name,
model and version number. In some& specific cases, it is
known that even individual componhents need to be
identified.

Note that the interpretation in 7.C.2 applies whether or no
the SUT is in a different physical location from the MOT. |
is also possible that both the main part of the MOT and the
SUT are physically remote from the test operators. It ig
sometimes impractical for testing laboratory staff to bg
physically present with each separate part of the MOT ang
with the SUT, but this need not undermine ths

7.C.2 In the context of remote testing over a
network, the laboratory shall use test methods
and procedures that ensure that the behaviour of
the network does not invalidate the test or
validation results.

12

trustworthiness of the test results.

Special consideration needs to be given to the
requirements on environmental control when testing
remotely over a network. In particular, any environmental
conditions which might affect the correct operation of the
network should be noted. If the requirements are not met,
then no testing or validation should take place.
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Prior to running conformance or performance tests, a
number of specified tests should be executed in order to
establish that the network is operating correctly. If a failure
is encountered, diagnostic codes should be checked to
determine whether the failure was in the network or in the
UT. If a network error is detected, then checks should be

s |
earried-out-to—ensure-that-no—previously—run—tests—haye

been affected by the error.

Problems may be encountered during remote testing if the
network is being heavily used. In such situations; it may be
necessary to reschedule testing or validation to a time
when usage of the network is not so high,

If, during test execution, interferen€e-is caused by netwgrk
behaviour (e.g. a network generated reset or disconnett)
then the verdict should be considered to be inconclusiye
and the test case should betrérun.

In order for the laboratory to be assured that the IUT is the
one stated by thecclient, the laboratory will normally negd
to rely on contractial commitment. In some special cas{s,
it may be appropriate for the laboratory to require the use
of software’ authentication techniques. If all the
observations of the SUT behaviour required for the
purpese of determining test results can be made remotely
from "the SUT, and the SUT is at a separate physi¢al
|ocation from the at least part of MOT, then it should not
be necessary for a test operator to be present at the SUT
location as well as the main MOT location.

7.D Checking the testing or validation environment

In ISO/IEC Guide 25, subclause 7.2-requires the
following:

‘The environment in which«these activities are
undertaken shall not invalidate the results or
adversely affect the_ ‘“required accuracy of
measurement. Particular care shall be taken
when such activities-are undertaken at sites other
than the permanent laboratory premises.’

In IT&T, these requirements shall be interpreted
as follows.

7.D.%" The laboratory shall make it clear to the  This is particularly important when testing at a site other
dlient that it is their responsibility to ensure that all  than the permanent laboratory premises, because he
equipment _supph y them 15 avai st
operating correctly. The laboratory shall ensure
that pre-test or pre-validation checks are
performed on the equipment, to establish its
suitability for purpose.

software and/or test suites are to be mounted.

13
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7.D.2 Atesting laboratory shall ensure that the ~ This is particularly important when the client has received
correct version of each MOT and each test tool is @ copy of the MOT or test tool prior to the date on which
used and that they have not been modified in any the testing laboratory begins the testing. The best way to

be sure that the MOT or test tool is the correct version and
is unmodified is to use a new copy of the MOT or test tool,
brought by the testing laboratory. If it is impractical to use

way that might lead to incorrect test results.

time needed to configure it for use with the SUT) then &n
integrity check will need to be performed on the MOT or
test tool, either by using some checking toolnOF by
comparing the MOT or test tool with a referénce copy
brought by the testing laboratory.

7.p.3 A validation laboratory, or a testing
lalporatory which conducts its own MOT or test
topl validations, shall ensure that the correct
version of each reference implementation or other
means of validation is used and that they have not
bgen modified in any way that might lead to
in¢orrect validation results.

7.D.4 For all software testing and validation, it
shall be ensured that any files containing old
results or old test programs on the SUT cannot be
cdnfused with the current test programs and test
or|validation results.

8| Equipment and reference materials

8/ ISO/EC Guide 25 subclause 8.1 is
erpreted in 9.B.1.

ISO/IEC Guide 25 subclause 8.2 is

Means of testing and test tool validation records

In| ISOUEC Guide 25, subclause 8.4 requires all
ipment records to include ‘details of
maintenance carried out ... and ‘history of any ...
modification or repair’.

In IT&T, these requirements shall be interpreted
as follows.

14
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8.A.1 A testing laboratory shall maintain a
record of all MOT validations and re-validations
carried out.

8.A.2 Ifthe MOT validations are carried out by
the testing laboratory itself, its records shall

ISO/IEC TR 13233: 1995 (E)

See 9.A and 9.B for a description of the MOT validation
concept and the use of reference implementations in MOT
validation. :

When an implementation is first being considered as a
possible reference implementation, there will need to be a
period in which it is tested using the full conformance test

include the reasons for the test cases being run,
date, environmental information if appropriate,
and a summary of the results obtained plus the
detail of any discrepancies from the expected
results. When MOT validation is made by the
testing laboratory itself using a reference
implementation, the requirements also mean that
the testing laboratory shall document fully the
expected results (i.e. previously obtained results)
from using the full conformance test suite to test
the nominated reference implementation.

8.A.3 If the MOT validations are carried out by
one or more external organisations, the testing
laboratory shall keep in its records the validation
reports, each including the identity of the
organisation(s) carrying out the validation,
date(s), and results of the validation.

In ISO/IEC Guide 25 subclause 8.2 requires-the
following:

‘Any item of equipment which has been:subjected
to overloading or mishandling, er-which gives
suspect results, or has been shownby verification
or otherwise to be defective,.shall be taken out of
service ... until it has been(repaired and shown by
... verification or test to perform satisfactorily.’

In IT&T, these requirements shall be interpreted
as follows.

8.B.1 Ifadefectin anitem of equipmentis such
that it impacts only a few specific test cases, then
those test cases shall be taken out of service.
These test cases shall not be put into service
again unless revised procedures are introduced

O dly U col U

overcome the defect.

8.B Procedures for handling errors in the:MOT and test tools

suite and the results obtained are scrutinized to check
their validity. Once they have been checked in this\way,
those results (possibly as amended as a consequence|of
the scrutiny) become the ‘expected results’to be looked
for on a subsequent validation or re-validation'of the MQT.

Records of MOT validation should include clarification|of
the coverage of the validation with/fespect to the test sujte
being used.

It is important for traceability that the validation of each
MOT or test toolfesults in a validation report, provided|to
the MOT supplier to be copied to all testing laboratories
that use that MOT or test tool.

In order to interpret these requirements in the IT&T field, it
needs to be realised that an ‘item of equipment’ fof a
testing laboratory does not need to be a complete MQT.
The interpretation of ‘item of equipment’ depends on {he
extent to which the location of the fault can be isolajed
from the rest of the MOT.

In particular, this may well be the case for defects| in
results analysis tools (i.e. test tools which analyse
recorded observations made during testing in order
produce test or validation reports).

If a testing service is such that there are specified t
isolated to particular test cases, then only those test cases
need be suspended from use. If, however, the concept of
test cases does not apply or if the discrepancies indicate
ageneral problem with the MOT or test tool, then the MOT

or test tool needs to be suspended.

15
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8.B.2 Thus, the testing laboratory shall
document and use adequate procedures, for use
whenever any MOT or test tool is suspected or
found to contain errors which make it defective or
unfit for use. These procedures shall inciude

es ing that there is a genuine error

reporting the error to the appropriate maintenance
authority, withdrawing the MOT, test tool or test
cape(s) from service, as appropriate, correcting
the errors, and then re-validating the MOT or test
togl, as appropriate.

8.B.3 Similarly, a validation laboratory shall
document and use adequate procedures, for use
whenever any reference implementation or other
means of validation is suspected or found to
coptain errors which make it defective or unfit for
use. These procedures shall include establishing
that there is a genuine error, reporting the error to
appropriate  maintenance  authority,

ans of validation, as appropriate.
8.C MOT and test tool maintenance

In|ISO/IEC Guide 25, subclause 8.2 requires-the
following:

‘Al equipment shall be properly ~maintained.
Maintenance procedures shall be documented.’

In|ISO/IEC Guide 25, subclause 8.4 requires that
equipment records shall include the following:

‘.1 the manufacturer’s name ...’

In|IT&T, these requirements shall be interpreted
ag| follows.

8.C.1 A testing laboratory shall keep a record
ofthe design”and maintenance authority for each
MOT ,testtool and executable test suite.

It is important to recognise the difference between errors
in a reference implementation which make it unfit for use,
and deliberate error generation capabilities built into the
reference implementation to’,make its use in MOT
validation more effective. Itis enly the former that need to
be removed.

For some MOT, the executable test suite may be
maintained by a different organisation from the test tool on
which it runs. It is important that test case errors can be
reported directly to the appropriate maintenance authority.

8.C.2 A validation laboratory, or a testing
laboratory which conducts its own MOT or test
tool validations, shall keep a record of the design
and maintenance authority for each reference
implementation and each tool used in other
means of validation.

16
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8.D Identification of equipment

In ISO/IEC Guide 25, subclause 8.4 specifies Inthe IT&T context, the use of the term ‘equipment’ in this

requirements for equipment records, including ~clause refers only to ‘test equipment’. The ‘equipment

identification. under test’ is referred to as the ‘test item’ in ISO/IEC Guide
25 and is the subject of clause 11 rather than 8.

In each equipment record for an MOT, the MOT should ie
identified by its name, version number, and supplier, and
a reference should be given to the latest validation-repoft
if relevant, for that MOT.

D Validation and traceability (Measurement traceability and calibration)

D.1 ISO/IEC Guide 25 subclause 9.1 is
nterpreted in 5.A, 9.A.2, 5.B.2 and 9.F.1.

.2 ISO/IEC Guide 25 subclause 9.2 is
nterpreted in 5.B and 9.D.1.

.3 ISO/IEC Guide 25 subclause 9.3 is
nterpreted in 9.A.2 and 9.B.1, and referenced in
.B.2.

.4 No IT&T specific interpretation is required
or this subclause.

.5 No IT&T specific interpretation is required
or this subclause.

.6 ISO/IEC Guide 25 subclause 9.6\\is
nterpreted in 9.A.2, 9.B.1 and 9.E.

9.7 No IT&T specific interpretation s required
for this subclause.

9.A The validation concept

9.A.1 InIT&T, the concept of MOT validation is Since measurement traceability and calibration are ot

used to meet the ISO/IEC Guide 25 requirements generally directly relevant to software and protocol testing,
for verification of equipment. the title of clause 9 in this interpretation has been changgd

to ‘Validation and traceability’. However, one exceptionis
given in 9.F.

17
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In ISO/IEC Guide 25, subclause 8.2 requires the
following:

‘All equipment shall be properly maintained. ...°
In ISO/IEC Guide 25, subclause 8.2 also requires

ing

The general accreditation requirements (as specified by
ISO/IEC Guide 25, clause 9) include requirements

concerning calibration and traceability which are
applicable to the use of measuring equipment in testing.
These concepts are not directly applicable in this
interpretation to software and protocol testing. This is

=4

ny item of equipment which has been subject to
..{ mishandling, or which gives suspect results, or
has been shown by verification or otherwise to be
defective shall be taken out of service, ... until it
has been repaired and shown by ... verification or
tgst to perform satisfactorily. The laboratory shall
examine the effect of this defect on the previous ...
tests.’

In[ ISO/IEC Guide 25, the list in subclause 8.4
requires that test equipment records shall include
the following:

‘h) details of maintenance carried out:to-date
and planned for the future;

i) history of any damage, - malfunction,
modification or repair.’

In| ISO/IEC Guide 25, subclause 9.1 requires the
following:

‘Al ... testing equipment having an effect on the
agcuracy or validity of ... tests shall be ... verified
before being put into service. The laboratory shall
have an established programme for the
varification of its ... test equipment.’

In| ISO/IEC Guide 25, subclause 9.3 requires the

because the relevant MOT and test 1ools are not what 19|
meant by ‘measuring equipment’, because they observe)
and control the operation of the tests, rather than _making
any physical measurements. The one obvious.exception
is in the case of Physical layer communications testing,
which is mostly outside the scope of thjs'interpretation.
Furthermore, there are no relevant ‘primary standards’ of]
measurement to which traceability,-. via a chain of
calibrations, can refer.

Nevertheless, the requirements from ISO/IEC Guide 25
quoted here are applicable to software and protocol
testing. When takep ‘together it can be seen that they
require some meaps of checking the validity of the MOT]
and test tools{both when it is new and whenever it
becomes suspect (e.g. whenever it has undergone &
major update, or whenever errors are detected in the]
results produced from its use). Thus, there is a need for]
the ideaof checking the MOT and test tools against some
appropriate reference.

‘Verification of test equipment’ is to be interpreted to mean
‘validation of the MOT and test tools’.

following:

‘Where traceability ... is not applicable, the
laboratory shall provide satisfactory evidence of
correlation results, for example by participation in
a suitable programme of interlaboratory
comparisons ...’

18
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In ISO/IEC Guide 25, subclause 9.6 requires the
following:

‘Where relevant, ... testing equipment shall be
subjected to in-service checks between
verifications.’

In ISO/IEC Guide 25, subclause 10.6 requires the
[following:

‘Calculation and data transfers shall be subject to
appropriate checks.’

In ISO/IEC Guide 25, subclause 10.7 requires the
following:

‘Where computers or automated equipment are
used for the capture, processing, manipulation,
recording, reporting, storage or retrieval of ... test
data, the laboratory shall ensure that:

b) computer software is documented and
adequate for use;

¢) procedures are established and
implemented for protecting the integrity of
data; ...

d) computer and automated equipment<is
maintained to ensure proper functioning and
provided with the environmental and opérating
conditions necessary to maintain the integrity
of ... test data;

s

In IT&T, these requirements’shall be interpreted
as follows.

19
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9.A.2 For the purposes of this Technical
Report, validation of an MOT or test tool is the
process of verifying as far as possible that the
MOT or test tool will behave properly and produce
results that are consnstent wnth the specmcat:ons

stndards and if appllcable wnth a prevnously
validated version of the MOT or test tool.

9.B MOT and test tool validation

This concept of validation can be applied to an MOT, to a
test tool consisting of test software mounted on the SUT,
to test tools that are separate from the SUT, and in some
cases to the relationship between the specification and the
realization of a test suite. If validation is carried out by
checkmg the behawour of the MOT or test tool agalnst

similarity to calibration, with the contrastlng concept of
‘reference implementation’ used instead of the concépt-of
a ‘reference material’. If it is carried out by checking that
the particular version of the MOT or test tool is_derived in
a reliable manner from a previously validated,or ‘master’

version, then it has some similarity /to checking
traceability, with the ‘master’ version being a substitute for
the ‘primary standard’. Thus, wherever the requirements
call for re-calibration, this should be interpreted as
requiring re-validation to take ‘place.

The term ‘validation’ in-this' Technical Report is not the
same as ‘validation) ih, the phrase ‘compiler validation’.
The only aspect of ‘compiler validation’ referred to in this
Technical Report is conformance testing of compilers,
which is referred to as ‘compiler testing’.

See 8.Avfor requirements concerning the keeping of
records of MOT and test tool validations.

in general, there can be a variety of different methods of
performing MOT and test tool validation. For example,
some may involve testing the MOT or test tool in some
way, and others may involve analysing the source code of
the test software in some way. Accreditation bodies
should not impose a particular method of MOT and test
tool validation. However, there is only one method of MOT
validation which is sufficiently widely used and sufficiently
well understood for specific interpretation and guidance to
be given concerning its use. This method involves the
testing of the MOT by running it against one or more
known implementations (the reference implementations)
and comparing the results with those expected.

20
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9.B.1 Use of reference implementations

For the purposes of this Technical Report, a
reference implementation is an implementation
of one or more standards or specifications,
against which any MOT for those standards or

It may be thought that a reference implementation should
be derived faithfully from the relevant standard(s) or
specification(s). The problem is that the state of the art of
software testlng is such that it is unclear what falthful

specifications may be run for the purposes of
validation of that MOT.

UCI IlelUlI Ul

but may also be a disadvantage if undue weight is givern|to
such ‘unrealistic’ tests. Furthermore, it may not be feasible
to upgrade such ‘model implementations’ to match the test
suite exactly.

Lack of the means to validate an MOT is an unsatisfactory
situation to maintain for any great length of time in fan
accredited testing laboratory; therefore, an approach| is
proposed which allows arrangements acceptable to {he
accreditation body to be used by testing laboratories uptil
such time as there are available high quality means| of
MOT validation. What is proposed is that, if there is [no
suitable available external MOT validation service, testing
laboratories should nominate a particular implementatjon
as a reference implementation for the purpose |of
validating the relevant MOT. When higher quality megns
of MOT validation become available, then the testing
laboratory should be required to use such means withif a
realistic timescale to be agreed with the accreditation
body.

Improvements to the quality of MOT validation should not
be considered to invalidate previous results of the testing
service and should therefore not of themselves lead to a
requirement for re-testing previously tested products.

21
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Uncertainty frequently arises in respect of how many test
cases are definitely working correctly. This arises because
it is quite likely that not all test cases will be applicable to
the reference implementation and some of those that are

may produce inconclusive results. Methods and
procedures should be used to minimise, as far as

ISO/IEC Guide 25, subclause 8.1 requires
rrect performance of ... tests.’

Subclause 9.3 requires ‘satisfactory evidence of
coyrelation of results.’

In
fol

ISO/IEC Guide 25, subclause 9.6 requires the
owing:

‘Where relevant, reference standards and ...

te
ch

In
fol
Tl
ins
re
ca

In

ting equipment shall be subject to in-service
ecks between ... verifications.’

SO/IEC Guide 25, subclause 10.1 requires the
owing:

he laboratory shall have documented
structions on the use and operation of all
evant equipment, ... where the absence-..
uld jeopardize the ... tests.”

ISO/IEC Guide 25, subclause 10.2 requires the

fo

&

lowing:
e laboratory shall use appropriate methods

arnd procedures ... consisterit with the accuracy
refuired, and with any standard specifications

re

In
as

evant to the ... tests.concerned.’

IT&T, these requirements shall be interpreted
follows.

POSSIOre T tSanC et

applicable to the reference implementation, given the
state of the art in the particular area; but it is unlikely,that
such uncertainty can be reliably estimated and henee'it is
not advisable to include an estimate of it on test reports.
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9.B.1.1 A particular implementation may be
used as a reference implementation only if its
behaviour when tested by the relevant
conformance test suite is repeatable and if the
coverage of the conformance test cases that it is

that conformance test suite.

9.B.1.2 The ‘satisfactory evidence  of
correlation of ... results’ requirement of ISO/IEC
Guide 25, subclause 9.3, shall be interpreted as
meaning that, when at least one suitable means of
MOT validation becomes available, the relevant
MOT shall be validated using such means within
a period of time to be agreed with the
accreditation body.

9.B.1.3 In ISO/IEC Guide 25, subclause 9.1
requires the following:

‘All ... testing equipment ... shall-be ... verified
before being put into service.*

In IT&T, these requirements shall be interpreted
as follows.

If the method of\MOT validation is to use a
reference implemientation, then initial validation of
an MOT shallbe'made by testing the MOT against
the reference implementation, using all the test
cases_from the complete conformance test suite
thatt>ware applicable to the reference
implementation.

ISO/IEC TR 13233: 1995 (E)

For the purposes of MOT validation, a reference
implementation does not need to be totally error-free, nor
does it need to support every single option of the standard,
but it should provide reasonable coverage of the options
in the standard and should behave in a repeatable and
predictable manner. It is the behaviour of the MOT when

etaca v a v, SHO a as
to be derived faithfully from the relevant standard|or
specification. However, any errors found in a refere
implementation with respect to the relevant standard| or
specification should be documented and dug¢ note taken of
them when deciding what results are acCeptable for MDT

validation purposes.

In  compiler  testing, instrumented refererjce

implementations have also.been used to check fhe
coverage of test suites.
See 4.A for requirements concerning the use of |an

ordinary commercidl--implementation as a reference
implementation.

The period dllowed between a means of MOT validatjon
becominglavailable, and its use for initial validation| of
each relevant MOT becoming a requirement, will depend
on hew difficult it is for testing laboratories to begin usjng
this'means of validating the relevant MOT. A typical perjod
is-expected to be 6 months.

Results analysis tools (i.e. test tools which analyse fthe
recorded observations made during testing in ordef to
produce test or validation reports) do not need to|be
validated against a reference implementation as such, jout
rather against a conformance log produced as the resuljt of
running the relevant test suite against a referepce
implementation. Thus, the use of the full conformance {est
suite would be replaced by the use of a conformance|log

produced-as-a—+esult-olrunning-the-full-conformancetest

suite.
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9.B.1.4
requires the foliowing:

In ISO/IEC Guide 25, subclause 8.2

‘All equipment shall be properly maintained. ...
Any item of the equipment ... which gives suspect
results ... shall be taken out of service ... until it

h4s been repaired and shown by ... verification or

dahd 4~ narfarm andicofantneih, ?
CPL LU porivrin sausiavturily.

In| addition, ISO/IEC Guide 25, subclause 9.6

P ST 3y |

uires e IUIIUWIHQ

here relevant, ... testing equipment shall be

e e sian RN PPN PN b2 sm o

subjected o in-service checks between
veyifications.’

INITRT thaca ramiiramante chall ha intarnratand
Hifiiai, UICOT TCYuUNCIiiCiilo orian UC Imicipgrciou
as|follows

ition, whenever any discrepancy is shown by
running of such a subset of the test suite or
whenever any major change is made to the MOT.
or|testing environment, then the MOT shalkbe
validated against the reference implemegntation
usjng the complete conformance test suite before
any further testing of clients’ systems(takes place.

9.C

In J]SO/IEC Guide 25, subclause 10.7 requires the
following:

‘Where computers™or automated equipment are
used ... the laboratory shall ensure that

a) the requirements of this guide are complied
with;

b)- computer software is documented and

Validation of test software in the system under test

The laboratory should\specify the procedures to be used
for re-validation following minor changes, which, if a
reference implementation is to be used, should include
procedures fof subsetting the conformance test suite. The
aim shouldbe to select those test cases that are most
likely to highlight the effects of the changes that have been
made to.'the MOT or testing environment, or highlight the
areas-in which there is doubt about the operation of the
MOT.

For results analysis tools, the use of a subset of the test
suite would be replaced by the use of the conformance log
produced as a result of running a subset of the test suite.

For compiler testing, a simple regression test against a
validated compiler would suffice for re-validation following
minor changes.

$o for o
~adequatefortse;

d) computer and automated equipment is
maintained to ensure proper functioning ...’

In IT&T, these requirements shall be interpreted
as follows.
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9.C.1 These requirements apply to every MOT For some test methods, it is necessary to mount some or

and test tool. In particular, they apply to test all of the test software on the SUT. For example, in some
software in the SUT. This in turn is to be test methods, a portable implementation of an ‘upper

interpreted as meaning that the requirements tester (sometimes called a ‘test responder’) may need to

. . . be installed above the IUT. On the other hand, in compiler
given in the following two subclauses shall be met. testing, the whole test suite (of programs) needs to be

e
compiler under test. Such mounting of test software onthe
SUT raises issues similar to conventional calibration’a
traceability.

In some special cases, this requirement 'will apply fo
firmware as well as test software.

This requirement also applies to software which is part pf
a means of validation and which‘is to be mounted on tIe
system which contains theMOT or test tool to be
validated.

0.C.2 Whenever the test method used in an Firstly, a small set of tests'will need to be run to check that
accredited testing or validation service requires the test software hag been mounted correctly on the SUT.
test software to be mounted on the SUT, the For example, cyclic redundancy checks are used [in
testing laboratory shall nominate or specify a set Pascal compiler testing to check tl'_mat' the te.st programs
of confidence tests (p ossibly a subset of the have been 'mo.unted correctly. Sl.mllarly, in OSI apd

. . telecommunications protocol testing, test responder
conformance test suite) and specify the software may be checked by using confidence tests with a
procedures to run them to check that the test gpeciaf test harness prior to coupling the test responder|to
software has been mounted correctly. the’ protocol implementation to be tested; but for some
simple test responders, the necessary confidence checks
may be performed by the initial few test cases in the
conformance test suite.

9.C.3 The laboratory shall also specify Secondly, there is the issue of the ‘traceability’ of the

procedures which ensure that all test software version of the test software which is mounted on the SUT,
mounted on a SUT, for the purposes of an back to a master version held by the testing laboratory

accredited testing or validation. service, is derived
faithfully from the appropriaté master version held
by the laboratory.

9.0 Traceability
9.D.1 Traceability of validations

In ISO/IEC:Guide 25, subclause 9.2 requires the
following:

‘The'\ overall programme of ... validation of
equipment shall be designed and operated so as

measurements made by the laboratory are
traceable to national standards of measurement
where available.’

In IT&T, these requirements shall be interpreted
as follows.
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9.D.1.1 A testing laboratory shall have an
overall programme of MOT and test tool validation
and that this shall be designed and operated so as
to ensure the objectivity of the results of MOT and
test tool validation.

An overall programme of MOT and test tool validation
should include a policy statement, plans for when and how
each MOT and test tool should be validated, and what
additional checks need to be performed before each MOT
and test tool can be put into service by the testing
laboratory. High quality validation is likely to need little in

SLD.1.2 Validation reports shall, wherever
applicable, indicate the traceability to the
a(ithoritative test suite specifications or other
r¢levant authoritative standards or specifications,
apd shall provide the comparison of the results
obtained and those expected, and also list known
defects.

.D.2

9

9.D.2.1 The requirements stated in-clause 9.C
shall be interpreted as meaning that test results
ptoduced by the testing labgratory shall be
traceable to international standard test suites,
when available, or otherwise to the relevant
ajithoritative test suite.

9(D.2.2 Test eports shall,  wherever
applicable, identify\test suites to which the results
afre traceable.

D.3

9\D.3.1 ISO/IEC Guide 25 subclause 10.7 b)
a in 9 | plies to test cases

Traceability of test results

Traceability of test cases

The way of additional acceptance checks, but lower qualit
validation is likely to require significant additioh
acceptance checks to ensure objectivity.

Appropriate harmonization agreements should-be used
wherever applicable, to check the reliability of MOT ang
test tool validation results.

For example, in OSI and telecommunications protoco|
testing, the validation reports should be traceable to the
relevant abstract test suite specification. If, however, therg
is any doubt about the accuracy of the abstract test suitg
or if there is no abstract test suite, then they should bsg
traceable back to the“relevant profile specification, i
applicable, or 6 "the relevant base protoco
specification(s)¢

There should\be a procedure to deal with the discovery
that one-of‘the expected results of an MOT validation id
erroneous. There should also be a procedure to deal with
the situation in which the set of expected results is
incomplete (e.g. using those expected results that are
available but using analysis from first principles where ng
expected results exist).

Even if they were not considered to be computer software
their validation would be required as a result of ISO/IEQ

because in software and protocol testing these
are themselves considered to be computer
software. This leads to the requirement given in
the following subclause.

26

Guide 25 clause 9.C (satisfactory evidence of correlation
of ... results).
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9.D.3.2 Inthose technical areas where there is
a major distinction between the specification and
realization of test cases, the testing laboratory
shall show how each realization of a test case is
derived faithfully from its specification, with
atgsins =2 <110 0
measurements to the corresponding sets of
observations.

9.D.4

9.D.4.1 A testing laboratory shall specify the
procedures and methods it uses to validate new
versions of each MOT or test tool, including,-if
feasible, its ‘traceability’ to the master copyand,
where relevant, the consistency with previous
versions.

Traceability of test tools

9.E Confidencechecks

In ISO/IEC Guide 25, subclause 9.6 requires the
following:

‘Where-rélevant, ... testing equipment shall be
subjected to in-service checks between
verifications.’

ISO/IEC TR 13233: 1995 (E)

In OSI, telecommunications protocols and product data
exchange (e.g. Initial Graphics Exchange Specification -
IGES), the specification of test cases is in a substantially
different form from their realization. For example, test
cases are specified in a human-readable notation in a
manner independent of the test tools on which they may

- v ab 0 ger
to run such test cases, they have to be translated.intg a

test cases’. In such areas, the ‘abstract test.cases’ are the
master versions and it is necessary to show ‘traceabilfty’
from the ‘executable’ versions back to the “abstract’ ones.
This means showing the precise mapping from one to the
other and demonstrating that this_ mapping preserves the
meaning and verdict assignments (as specified in ISO/IEC
9646-4 and ITU-T X.293),

Systems used solely ‘for ‘producing the executable test
cases that are to beun need not be validated provided
that the executable test cases are themselves valida
(i.e. shown 4o be ‘traceable’ back to the abstract test
suite).

The MOT and test tools are normally designed gnd
maintained outside the testing laboratory to whjch
accreditation applies. Nevertheless, the testing laboratpry
is responsible for ensuring that they work correctly gnd
consistently when used to provided an accredited test{ng
service. Correctness of operation may, for example, |be
demonstrated by comparing the results of a validation with
those obtained by another testing laboratory using the
same reference implementation. Consistent operation
may be demonstrated by re-validation. ‘Traceability’ in $his
context means showing the mapping back to the masgter
version and demonstrating that that mapping preseryes
the essential meaning of the original.

In IT&T, this requirement shall be interpreted as
follows.
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9.E.1 Each MOT and test tool shall be subject When the MOT or test tool is separate from the client’s
to hardware and software in-service checks by the SUT, prior to commencement of testing each new IUT, the
testing laboratory, which can be made MOT or test tool may have to be restarted. Where

appropriate, this process should involve shutting down the
operating system and processor and then re-booting the
system to force the execution of built-in hardware checks,
sfart-up scripfs and Tfile system checks. output

. Nl . messages should be monitored and any unexpected one
shall include authentication of the version of the  should be investigated.

OT or test tool to be used. If faults are detected
then the procedures for dealing with defective
equipment shall be applied.

periodically, between MOT and test tool
validations, before beginning to test each new

Checks should be carried out to ensure that the‘correct
version of the MOT is loaded and that there)has been no
unauthorised access or change to the MOT. The checks|
should include the execution of a specified subset of the
test cases to ensure that the softwate‘has loaded correctly
and not been corrupted.

9/F Calibration of test tools used to measure software timers

Inl ISO/IEC Guide 25, subclause 9.1 requires the

calibrated ... before being put into service.’

In| IT&T, these requirements shall be interpreted
a$ follows.

9JF.1 Any test tool used to measure software If “the testing or validation service makes use of
timers shall be calibrated. measurement of software timers, then in this unusual case
software or protocol testing (or validation) involves
measurement of a physical quantity and hence
conventional calibration and traceability are applicable.

190 Test methods (Calibration and test methods)

10.1 ISO/IEC Guide 25 subclause 10.1 is
interpreted in 5.B, 9.B.1, 10.B, 13.A.4 and 13.A.5.

10.2 ISO/IEC Guide @5 ° subclause 10.2 is
interpreted in 9.B.1,,10.B, 10.C, 10.D, 13.A.7,
13.A.8 and 13.A.9:

10.3 ISO/IEG-Guide 25 subclause 10.3 is
interpretedby '10.C.

10.41SO/IEC Guide 25 subclause 10.4 is
interpreted in 10.B and 13.A.6.

10.5 No IT&T specific interpretation is required
for this subclause.

10.6 ISO/IEC Guide 25 subclause 10.6 is
interpreted in 9.A.2.
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10.7 ISO/IEC Guide 25 subclause 10.7 is
interpreted in 9.A.2, 9.C, 9.D.3, 10.E and 12.A.

10.8 No IT&T specific interpretation is required
for this subclause.

10 Aintroductiontotestmethods

10.A.1 For the purposes of this Technical
Report, a test method for IT&T testing comprises:
the individual test cases which constitute a test
suite (set of test cases); the test tools (both
hardware and software) used to run those test
cases and the way in which they are used; and the
procedures used to select and run the test cases
and to analyse the observations and state the
results.

10.B Repeatability and reproducibility

In ISO/IEC Guide 25, subclause 10.1, paragraph
1 requires the following:

‘The laboratory shall have documented
instructions on the use and operation of all
relevant equipment, ... where the absence of such
instructions could jeopardize the ... tests.’

In ISO/IEC Guide 25, subclause 10.2 requires the
following:

‘The laboratory shall use apprapriate methods
and procedures for all ... tests and related
activities ... They shall beSeonsistent with the
accuracy required, and--with any standard
specifications relevant-tothe ... tests concerned.’

In ISO/IEC Guide 25.subclause 10.4 requires the
following:

‘Where it is‘necessary to employ methods that
have nat~been established as standard, these
shall be~subject to agreement with the client, be
fully documented and validated, and be available
to-the client and other recipients of the relevant

This use of the term ‘test method’, which is consistent with
the use in general accreditation criteria (ISO/IEC Gujde
25, 3.7), should not be confused with the more restricfive
notion of an ‘abstract test method’ as defined in ISO/IEC
9646 and the ITU-T X.290 series for iconformance tesfjng
for OSI (including telecommunications protocols).

The criteria that are applied to the suitability of test
methods depend to some’extent on the type of testihg.
Below, there are, firstly, some general criteria which apply
fo aii types of tesiing;) secondiy, there are additiohai
criteria which apply.only to conformance testing.

TepOTTS.

In ISO/IEC Guide 25, subclause 12.1 requires the
following:

‘The records for each ... test shall contain
sufficient information to permit their repetition.’
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In IT&T, these requirements are to be interpreted
as including the requirement that test methods
shall meet the following two criteria of repeatability
and reproducibility.

10.B.1 Atest method is said to meet the criterion

This criterion of repeatability should not be taken to mean

implementation by the same testing laboratory
using the same set of tests employing that test
method produces results that are consistent with
thpse produced on earlier occasions.

or}:epeatability if repeated testing of the same

-t

D.B.2 Atest method is said to meet the criterion
ol reproducibility if testing of the same
implementation by two different testing
laboratories.using the same set of tests employing
that test.method leads to the results produced by
one-festing laboratory being consistent with those
ptoduced by the other

that TP

corresponding tests, but only that the results from
corresponding tests are consistent with one another; For
example, measurements which vary only by amounts-iess
than the measurement uncertainty can be taken_as being
consistent.

Furthermore, repeatability has to be interpreted more
flexibly for types of testing that™involve making
performance measurements. For example,
measurements of the time taken'to' run a specific test case
can vary considerably as_the.résult of what seem to be
insignificant  changes-\_fo the environment or
parameterization of thé_software implementation. Thus,
the test methods for.making performance measurements
need to specify/the precise environmental conditions to
ensure repeatability. The results should be presented so
as to avoidgiving spurious accuracy. The relevant test
methods.\may involve re-running test cases with a
selection” of different environmental conditions or
parafieter settings. In all cases of making performance
measurements, the results need to be accompanied by an
explanation of the environment in which the test cases
were run.

There is no implied time period over which the
repeatability should hold true.

Note - this usage of the term ‘repeatability’ is consistent
with the definitions given in ISO 5725, the Guide for|
determination of repeatability and reproducibility for a
standard test method by inter-laboratory tests, and in the
International Vocabulary of Basic and General Terms in
Metrology.

Reproducibility will be particularly difficult to achieve for]
any aspects of a testing service which are inherently,
subjective. For example, in some standards there is a
requirement to produce certain documentation, and the
testing service may attempt to check the adequacy of the
documentation. In such cases, reproducibility should stil
be sought by having clear objective criteria against whic
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for testing against objective criteria but not for the
subjective interpretation of the results of testing.
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Reproducibility will also be difficult to assess if the test
cases are not determined in advance. Such a situation
may be considered necessary for some types of
performance measurement. Once again, reproducibility
should be sought by having clear objective criteria against
which the measurements are interpreted, irrespective of

10.B.3 Inconformance testing, the selection and
parameterization of test cases to be run to test the
conformance of a specific implementation to the
relevant standard(s) or specification(s) shall meet
the criteria of repeatability and reproducibility with
respect to all other conformance assesSments
based on the same test suite.

This is a consequence of 10.B.1 and 10.B.2.

the exactmeans usedtomake theobservations— ]

There is no implied time period over which) the
reproducibility should hold true.

Reproducibility requires any necessary measurements fo
be made accurately within specified |tolerances pf
measurement uncertainty.

Any doubts regarding reproducibility should e
investigated, where feasible, by, means of interlaboratgry
comparisons.

Note - this usage of the term ‘reproducibility’ is consistent
with the definitions.given in ISO 5725, the Guide for
determination of “repeatability and reproducibility for|a
standard test/method by inter-laboratory tests, and in the
International*Vocabulary of Basic and General Terms|in
Metrology:

IT&T standards usually include a number of different
options. It is, therefore, to be expected that test cage
selection will be needed to choose those test cases suited
to the options which the IUT is claimed to suppdrt.
Furthermore, some test cases will need to pe
parameterized or modified to tailor them to the
corresponding parameters of the IUT.In such cases, the
parameter values used and modifications made should pe
documented in the test report, possibly annexed to it.

In OSI, telecommunications protocol and product data
exchange conformance testing, for example, the suppljer
provides two documents which give the informatipn
necessary to perform the test case selection d
parameterizaton. One is the Implementatipn
Conformance Statement (ICS), which lists the optigns
supported, including the ranges of parameter valdes
supported or identifies constraints on parameter values
supported; a proforma for this is, in many cases, being
standardized. The other document is the Implementation
eXtra Information for Testing (IXIT), which gives additional
information, particularly concerning parameter vaiues|to
be used and which features are untestable; in protogol

conformanc ; ly
as standardized in ISO/IEC 9646-5 and ITU-T X.294,
partly specified with the test suite concerned, and partly
defined by the testing laboratory.
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There is no equivalent of a standardized ICS proforma for
some other areas such as compiler testing, although test
selection may need to be performed. For Ada compiler
testing, for example, there are implicit options available
due to limitations of the target hardware upon which the
Ada program executes. For instance, if the hardware does
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10.C Internationally agreed test methods

5 stated in 9.B.1, ISO/IEC Guide 25 subclause
.3 requires the following:

here methods are not specified the laboratory
all wherever possible, select methods that have
pen published in international or national
andards, ...

ISO/IEC Guide 25, subclause 10.2 requires the
lowing:

he laboratory shall use appropriate methods
procedures ... consistent with the aceuracy

and
r%uired, and with any standard specifications

levant to the ... tests concerned.’

IT&T, these requirements shall be interpreted
follows.

.C.1 Unless otherwise agreed with the client,
ch test method should'be consistent with and, if
plicable, comply withi'the relevant international
andard(s), if any)exist. This is not intended to
strict a testing laboratory from using non-
Andard test, methods, but if such non-standard
5t methods”are used the testing laboratory shall
bte this Clearly to its clients and in the resulting
Streports.

Mot SUppoTt foatig poimnt arithmetic withr20-digit precisiom;)

then certain test cases in the test suite are inapplicable
and are not processed during testing. Unfortunately; the
complete characterization of such inapplicable test'cases
is not straightforward and therefore rests on analysis by a
test operator, rather than upon simple pre-defined rules
(or selection by a test tool). Nevertheless, procedures are
needed to ensure that the test selggtion is repeatable,
reproducible and objective, otherwise it is probable that
such testing is not suitable for accreditation.

For some testing services, it may be appropriate to use
test methods that-ecomply with national, rather than
international, standards (or other forms of agreement).
However, given ‘the international nature of the IT&T
industry, ithis desirable that test methods be subject to
international agreement and review.

An international agreement could be between testing
laboratories, as is the case with compiler testing, rather
than through a standards body such as ISO. Also, where
there are relevant standards, these may be supplemented
by international agreements between testing laboratories.

In OS| and telecommunications protocol testing, test
methods should be in accordance with the most up to date
version available of the various parts of ISO/IEC 9646 or
the ITU-T X.290 series recommendations. This means
that abstract test suites should comply with ISO/IEC 9646-
2 or ITU-T X.291 (and ISO/IEC 9646-3 or ITU-T X.292 if
they are written in TTCN), test realization should comply
with ISO/IEC 9646-4 or ITU-T X.293, and the testing
laboratory and client should comply with ISO/IEC 9646-5
or ITU-T X.294 in the conformance assessment process.

32

n aaanion, proiie 1
the latest version of ISO/IEC 9646-6 or ITU-T X.295.

For Office Documentation Architecture (ISO/IEC 8613),
test methods should be in accordance with ISO/IEC TR
10183-1 (1992). In addition, abstract test cases should be
in accordance with the most up to date version available
of ISO/IEC TR 10183-2.
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In the graphics area, test methods should be in
accordance with ISO/IEC 10641.

For POSIX, test methods should be in accordance with the
most up to date version available of IEEE P2003 or ISO/
IEC 13210.

For software packages, test methods shoufld—be {n

accordance with the most up to date version available)¢
ISO/IEC 12119.

-~

For language processors, such as compilers, te
methods should be in accordance with ISO/IEC TR 954]

~—U
C——

]0.D Measurement uncertainty

n ISO/IEC Guide 25, subclause 10.2 requires the
{ollowing:

The laboratory shall use appropriate methods
and procedures for all ... tests and related
nctivities within its responsibility (including ...
bstimation of uncertainty of measurement ...).
They shall be consistent with the accuracy
required ...’

n ISO/IEC Guide 25, subclause 13.2 I) it requires
hat test reports shall include the following:

a statement of estimated uncertainty of the ... test
result (where relevant)’.

n IT&T, these requirements shall be interpreted
hs follows.

10.D.1 These requirements are considered only
o apply to software and protocol testing in those
relatively rare cases in which-measurements of
bhysical quantities are 5made, and where the
esting involves the use.of-floating point arithmetic
Or other approximate-representations of data.
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10.E Configuration management

In ISO/IEC Guide 25, subclause 10.7 requires the
following:

‘Where computers or automated equipment are

u ; ; ipttation;
r%ording, reporting, storage or retrieval of ... test
data, the laboratory shall ensure that:

b) computer software is documented and
adequate for use;

d) computer and automated equipment is
maintained to ensure proper functioning and
provided with the environmental and operating
conditions necessary to maintain the integrity
of ... testdata; ...’

3

IT&T, these requirements shall be interpreted to
clude the following.

5

-—h

D.E.1 All software developed or installed by the
boratory and having a bearing on the test or
lidation results shall be maintained within an
propriate configuration management system
bnsistent with the requirements of ISO/MEC
DOO0-3. .

[y

O 0 <

b

1.1 ISO/IEC Guide 25 (subclause 11.1 is
interpreted in 7.A and 7.B.

S =k

11.2 No IT&T specifie-interpretation is required
Tr this subclause.

1.3 ISO/IEC</Glide 25 subclause 11.3 is
nterpreted-by 11.A.

11.4 ISO/IEC Guide 25 subclause 11.4 is
interpreted by 11.A.

-

1 Handling of test items (Handling of calibration and test items)

A software configuration management system is a set of
procedures that, when followed, ensures adequats
identification, control, visibility and security of the version
number, issue and any changes made to the software.
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In ISO/IEC Guide 25, subclause 11.3 requires the
following:

‘The laboratory shall have documented

11.A Protection against viruses and other agents of corruption

deterioration or damage to the ... test item.’

Ih ISO/IEC Guide 25, subclause 7.6 requires the
pllowing:

-

Adequate measures shall be taken to ensure
ood housekeeping in the laboratory.’

In ISO/IEC Guide 25, subclause 11.4 requires the
fpllowing:

he laboratory shall have documented
rocedures for the receipt, retention and safe
isposal of ... test items, including all provisions
ecessary to protect the integrity of the
aboratory.’

In IT&T, these requirefnents shall be interpreted
s follows.

11.A.1 The testing laboratory shall provide an
dequate assurance to the client that the test tools
r test suite will not corrupt any hardware OF
goftware belonging to the client by introducing
iruses or other agents of corruption.

11.A.2 In addition, ISO/IEC-Guide 25 subclause
.2 requires the following:

The environment.in—which these activities are
indertaken shall,-not invalidate the results or
ndversely affect the required accuracy of
measurement.’

This requirement, when taken together with 1ISO/
EC<Guide 25 subclause 7.6, shall be interpreted
h$ Tequiring adequate procedures be documented

When the IUT is on disc or tape, the testing laborator
should take all reasonable steps to avoid introducing an
viruses or other agents of corruption onto the disc or taps
and if requested by the client may give a writte
undertaking to this effect. Similarly, the other way round,
the test tool or test suite is on a disc or tape, the testin
laboratory should give a written undertaking that it ha
taken all reasonable precautions to ensure that the tes
tool and/or test suite contains no known viruses or oth¢
agents of corruption.

= SO . <<

= & 0 Q

When the IUT is on disc or tape, the testing laboratofy
should conduct a suitable virus scan, if available, befofe
loading the IUT into any test tool.

If the test tool or test suite is on a disc or tape, it may Qe
unsafe to allow the client to run a virus scan on the test top
or test suite because the testing laboratory cannot thgn
prevent the client introducing viruses or otherwige
corrupting the test tool or test suite. However, when the
testing is over the testing laboratory should run a check

o

that no viruses have been introduced and that 1
modification of the test tool or test suite has taken plac

and used to prevent viruses from client-supplied
items contaminating the MOT or test tools and to
check that no modifications to the MOT or test
tools are made during testing by any software or
systems provided by the client.

Any discrepancy would potentially invalidate the test
results.
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12 Records

12.1ISO/IEC Guide 25 subclause 12.1 is
interpreted in 10.B and 13.A.6.

12.2 ISO/IEC Guide 25 subclause 12.2 is

imterpreted-imt27A:

In ISO/IEC Guide 25, subclause 12.2 requires the
following:

‘Al records ... shall be safely stored, held secure
and in confidence to the client.’

In ISO/IEC Guide 25, subclause 10.7 requires the
bllowing:

—

‘Where computers ... are used ... the laboratory
ghall ensure that ...

c) procedures are established and
implemented for protecting integrity of data;’ ...

In ISO/IEC Guide 25, subclause 7.2 requires the
pllowing:

—

‘he environment in which these activities are
yndertaken shall not invalidate the results or
gdversely affect the required accuracy.\ of
easurement. Particular care shall be (taken
hen such activities are undertaken at sites other
an the permanent laboratory premises’’

IT&T, these requirements shall be interpreted
s follows.

2.A.1 The testing laboratory shall take steps to
nsure that no third party can gain access to the
n-line records eithér during or after testing.

2.A.2 Thusyif'aclient’s system on which testing
i$ conductedis potentially open to access by third
arties during testing, the testing laboratory shall
nsure-.that the client controls the testing
nvironment in such a way that third parties do not
in‘access to that system during testing

12.A Confidentiality and integrity of records

In IT&T testing, records include on-line records madg
during testing (e.g. in OSI and telecommunication
protocol testing, the conformance log).

'Y

This protection is needed to ensure both confidentiality
and integrity of the test records.
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12.A.3 Furthermore, if a client's system on
which testing is conducted is open to access by
third parties after completion of the testing, and
the client is to retain the test records on the
system, then the client shall provide a written

test records. Unless such an undertaking is given
by the client, the testing laboratory shall delete all
records generated during the testing process on
the client's system, having first sought the
agreement of the client on the appropriate means
of deletion.

13 Certificates and reports

13.1 ISO/IEC Guide 25 subclause 13.1 _i§
interpreted in 13.A and 13.B.

13.2 ISO/IEC Guide 25 subclause *13.2 is
interpreted in 10.D.

13.3 No IT&T specific interpretation is required
for this subclause.

13.4 No IT&T specific interpretation is required
[for this subclause.

13.5 No IT&T specific interpretation is required
[for this subclause:

13.6 No IT&T. specific interpretation is required
[for this sabclause.

13.7No IT&T specific interpretation is required
forthis subclause.

The potential for this situation is greatest in relation to
testing conducted on a site other than the testing
laboratory’s own premises.

This situation can arise, for example, in OSl and

laboratory having to transport the hardware on which the
MOT is to run, the client lends the testing laboratory an
appropriate computer system on which to mountthe MQT
software. This computer system may be-coupled to| a
computer network and the client may(expect it to be
returned after testing in the same state_as it was befdre
testing began. In such a case, if testyrecords are left on the
system and subsequently accéssed by a third party,
without the client having accepted responsibility for the
test records, then the testinglaboratory may be held liable
for the breach of confidence.

When the testing laboratory needs to remove such tgst
records from the-Client’s system, care should be taken|to
try to find a means of deletion which completely removes
the records from the system, rather than just flagging them
for subsequent removal. To find such a means of deletipn
may require the client’s assistance.
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13.A Objectivity

In ISO/IEC Guide 25, subclause 13.1 requires the
following:

‘The results of each ... test or series of ... tests
cdrried out by the testing laboratory shallbe
reported accurately, clearly, unambiguously and
ohjectively, ...

In[IT&T, these requirements, taken in conjunction
with the criteria stated in 10.B.1 and 10.B.2, are to
g interpreted as requiring objective procedures,
aq follows.

13.A.1 Subjective comments and results are
oytside the scope of accreditation. Thus, if the
tepting laboratory includes any subjective
cdmments or results in a test report, it shall state
clgarly that these comments and results are
outside the scope of its accreditation.

13.A.2 Whenever test cases are such that Some test‘cases may require a test operator to analyse
a a'ysls Of the Observatlons by a test Operator is the observations in detail after the test case has been run,
required in order to interpret the results, before the before‘the results can be stated. With such test cases,
rekults can be stated in a test report, the testing there’is clearly a danger of both subjectivity and a lack of

) . consistency in the results. By defining detailed objective
laporatory shall define objective procedures to be procedures to be followed by the test operator making

g o o such analyses, it is possible to use analysis by a test
amalysis, sufficient to ensure that repeatability, operator ~ during testing  without  compromising

producibility, and objectivity are maintained; repeatability, reproducibility, or objectivity.

These procedures should not be confused with the ones|
to be followed when arbitration is called for (i.e. when the
client challenges the results produced by the testing
laboratory).

.A.3 Test methods for-conformance testing Repeatability, reproducibility — and objectivity  of
all have the property-that the verdicts shall be conformance testing means repeatability, reproducibility

assigned consistently'and objectively with respect and objectivity of verdict assignment. This in turn means|
that the verdicts have to be consistent and objective with

respect to the relevant standards.

bé¢ repeatable; reproducible and objective. If repeated testing of the same implementation results in

L. . different verdicts for the same test case, inconclusive

This isa consequence of ISO/NEC Guide 25 \ergicts may be regarded as consistent with either pass of

S bC|aU39. 13-_1 (as quoted above), and the faj/verdicts, buta pass verdict should never be considered
3 B onsistent with a fail verdict
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13.A.4 The testing laboratory shall define and
document the procedures to be followed by its

staff concerning the re-running of test cases, and
these shall be followed in all applicable
circumstances. They shall include objective

Sometimes, in order to come to a conclusive verdict, it
may be necessary to run a particular test case several
times. For example, if a test case intermittently produces
inconclusive verdicts through no fault of the SUT, then it
should be re-run (until some stated criterion is reached) to
try to produce a verdict of either pass or fail. However,

criteria-to-determine-whetherornotatestcaseis
to be re-run, and procedures for ensuring that the
repeatability, reproducibility and objectivity of the
verdict assignment is maintained.

This is a consequence of ISO/IEC Guide 25

subciauses 10.1 and 13.1 (db quotea dUUVb’}, and
the interpretations in 10.B.1, 10.B.2 and 13.A.2.

13.A.5 Where there are procedures to be
foliowed by test operators performing analysis of
the observations prior to assigning a verdict, those
procedures shall ensure that there can be no
ambiguity over the verdict to be assigned in each
case. Indeed, the verdicts assigned shall be as
given in the relevant test case.

This is a consequence of ISO/IEC Guide 25
subclauses 10.1 and 13.1 (as quoted above), and
the interpretation in 13.A.1.

13.A.6 If analysis of the observations by a.test
operator leads to modification or qualification of
results produced automatically, then ‘the test
report shall be written in such a way thatthere can
be no ambiguity over what verdict has been
assigned. Such modifications or qualifications of
the results shall not conflict-with the verdicts as
given in the relevant test case. The justification for
each such modificationy together with the
endorsement by management, shall be noted in
all the relevant reeords.

Thig i a consequence of ISO/IEC Guide 25
stbclauses 10.4, 12.1 and 13.1 (as quoted
above), and the nterpretation 13.
for documenting each such modmcatlon comes
from ISO/IEC Guide 25 subclause 10.4, which
requires the following:

‘Where it is necessary to employ methods that
have not been established as standard, these

shall be ... fully documented ...’

procedures are needed to avoid introducing inconsistency
(and thereby breaching the criteria of repeatabitify,
reproducibility and objectivity) as a result of re=tunniphg
such test cases.

In some fields of testing (e.g. compiler testing) re-runnipg
individual test cases may be inappropriate, in which cade,
in order to resolve inconclusiveverdicts, it may be

necessary to re-run the whole test suite.

Clearly, the repeatability, réproducibility and objectivity |of
verdict assignments also 'applies to any procedures to be
followed by test operators performing analysis of the
observations prior to_assigning a verdict. In some casgs,
there may be international mechanisms established whith
should govern the procedures to be followed by tgst
operators performing such analysis.

If it is known that the results of certain test cases will be
subject to analysis by test operators before the test rep
can be written, then it must not appear that

automatically produced verdict is changed by the tgst
operator. There are two possible ways of avoiding thjs.
The first is to make the uncertainty clear in the outgut
produced by the MOT or test tool (e.g. the MOT or test tqol
could print ‘unexpected situation needs investigation’ jor
even ‘provisional fail’ rather than ‘fail’). The secopd
solution, which is applicable to a different class of tests |is
to make it clear that the test operator has produced an
interpretation of the results produced by the MOT or tgst
tool, rather than a change in the verdict (e.g. the tgst
operator could explain the reason for an inconclusiye
verdict or the significance of a fail verdict in some obscyre
error state).

For example, in Physical layer protocol testing, sometimps
the results of an MOT or test tool need to be analysed with

; a
check is not built into the available MOT or test tool. Such
checks can, in extreme cases, result in changing a
‘provisional pass’ produced by the MOT or test tool into a
‘fail’ in the test report.
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13.A.7 If a test case which is supposed to
specify the verdicts does not completely define
which verdicts are to be assigned to which sets of
observations, then the testing laboratory shall
either:

Sometimes an MOT or test tool (equipment, systems or
software) is such that it will assign verdicts in all cases
according to the verdict assignments defined in the test
cases (e.g. this is typically the case for compiler testing

and becoming fairly common in OSI and
telecommunications protocol testing). Unfortunately,

a) define and use testing procedures which
sure that any unspecified verdict assignments
eet the criteria of repeatability, reproducibility
d objectivity with respect to the relevant

standard(s); or

assign an inconclusive verdict to any
upspecified situation until the test suite has been
cprrected by the maintenance authority for that
test suite.

e testing laboratory shall also take appropriate
sieps to get such (incomplete) test cases revised
sp that they completely define all allowed verdict
apsignments.

his is a consequence of ISO/IEC Guide 25
bclauses 10.2 and 13.1 (as quoted above), and
e interpretations in 10.B.1, 10.B.2 and 13.A.2.

=0 o

3.A.8 If it is not possible in the accepted
bnformance testing methodology for a particular
Lttea for conformance test cases to specify -the

ual verdicts to be assigned, then the test case
hall specify verdict criteria which meet the
equirements of repeatability, reprodugibility and
bjectivity, so that it is well defined-what verdict
nould be assigned in every_situation resulting
om the execution of each test case.

DO WO DO -

—t
=

his is a consequence- of ISO/IEC Guide 25
Ubclauses 10.2 and 43.1 (as quoted above), and
e interpretations in410.B.1, 10.B.2 and 13.A.2.

0 -

—
=

some test cases may be incompletely specitied, leavin
some outcomes undefined. This can occur, for example -i
an extreme form in OS| and telecommunications,protoc

testing if the notation used is only capable of.expressin
the most likely sequences of events, under-the fals
assumption that all other sequences care’ necessaril
invalid. Careful use of well-defined default’'behaviour ca
avoid such cases of unspecified <verdict assignments
without unduly burdening the test“case with informatio
concerning unlikely events. Ideally, test cases which d
not completely specify all verdict assignments should b
considered to be in error,\but since in some cases thi
deficiency may apply to)the whole test suite rather tha
just to individual tést cases, testing laboratories should
have the option of-applying procedures to overcome thg
problem rather‘than be forced to withdraw the testing
service.

In many-¢ases, the maintenance authority for the test suits
will be'a standardization body.

For example, this applies in the area of product data
exchange (e.g. Initial Graphics Exchange Specification

IGES). When the results of a test case are produced
analysis tools provide or extract the information necessary
to ascertain whether or not the verdict criteria have beer]
met.
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13.A.9 If a test case specifies two possible sets
of observations, either of which could (because of
the test method being used) result from the same
behaviour on the part of the SUT, then the two
sets of observations shall be given consistent

berdicts in this situation (e.g. one set of
bbservations is assigned pass while the other is
assigned fail), then the testing laboratory shall
assign an inconclusive verdict if either of these
putcomes arises in practice. The testing
aboratory shall also seek to have the test case
corrected by the maintenance authority for that
test suite.

This is a consequence of ISO/IEC Guide 25
subclauses 10.2 and 13.1 (as quoted above).

13.B Clear and unambiguous test reports

13.B.1 In order to fulfil the requirement in 1ISO/
IEC Guide 25 subclause 13.1 for clear and
unambiguous test reports, if a test report contains
both\~conformance testing results and
measurements that are not conformance testing
Lresults-these-shal-be-distinguished-clearly from

In OSI| and telecommunications protocol testing, one type
of badly designed test case is where it distinguishes
between two sets of observations both of which could
result from the same valid behaviour by the SUT. Such
situations can occur when testing across a network
because the network adds a degree of non-determinism

that itis possible for destructive events (like‘disconnect’
‘reset’) to destroy data which is already in transit; thus, ifa
SUT sends data followed by a destructive event, the data
may or may not reach the MOT, depending on the ti
gap between the events and on‘the network performan
at the time.

L4

e

In such circumstances, where the same behaviour by the
SUT can manifest itself_in different ways to the MOT] it
would be inconsistentto assign a verdict of pass to ope
possible set of observations but fail to the other. However,
it is acceptable to assign the verdict inconclusive to ope
but pass offail to the other. This should not necessarily pe
regarded<as an inconsistency, because the observatiops
that led-to an inconclusive verdict could alternatively haye
resultéd from some other behaviour by the SUT.

It'is recognised that if the same test suite is used by otHer
testing laboratories then withdrawal of a test case may
only be possible by agreement with the others, to avgid
affecting mutual recognition agreements.

In some cases the assignment of verdicts will be made by
an MOT or test tool maintained by an organization tha{ is
outside the testing laboratory’s control. In such cases, the
testing laboratory will need to add to its procedures the
intervention of a test operator to change provisiopal
verdicts to inconclusive as necessary to meet this
requirement.

one another.

13.B.2 The test report should contain a precise
identification of both the IUT and the SUT,
including their parameterization.
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14 Sub-contracting of calibration or testing

No IT&T specific interpretation is required for the
sub-contracting of calibration or testing
requirements.

Outside support services and supplies

1/5.1 No IT&T specific interpretation is required
for this subclause.

15.2 ISO/IEC Guide 25 subclause 15.2
interpreted in subclause 15.A.

is

15.3 No IT&T specific interpretation is required
for this subclause.

15.A Provision of MOT and test tool validation services

ISO/IEC Guide 25, subclause 15.2 requires the

here no independent assurance of the quality of
utside support services or supplies is available,

the laboratory shall have procedures to ensure
that purchased equipment ... and services comply
ith specified requirements. The laboratory.
hould, wherever possible, ensure that purchased
uipment ... are not used until they have been ...
erified as complying with any _standard
pecifications relevant to the ... tests concerned.’

IT&T, these requirements shall be interpreted
s follows.

5.A.1 These requirements-apply to the use of
ny MOT or test tools @nd any validation service
upplied from outside)the testing laboratory to
hich accreditation-applies.

5.A.2 For.validation services provided outside
the testing\‘laboratory to which accreditation
pplies;the testing laboratory shall obtain an
independent assurance of the quality of each such

The term ‘outsidef should be taken to mean ‘outside the
testing laboratery to which accreditation applies’. Thug
the validation.service may be provided by another part g
the samie organisation but, as long as it is a separat
organisational unit from the testing laboratory itself, then
is tobe considered an outside support service, and henc
[SO/IEC Guide 25 subclause 15.2 is applicable.

= W -

An MOT or test tool validation service is just one exampl
of an outside service, but it is the only one for which a
IT&T specific interpretation is considered necessary.

wr

=

If no such assurance can be obtained, the testin
laboratory has to have procedures to ensure that the MO
and test tools comply with the specified requirements; i
other words it has to provide its own validation service,
making the use of the outside validation service irrelevant.

- —Q

16 Complaints

No IT&T specific interpretation is required for the
complaints requirements.
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