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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the speC|aI|zed system for worldwide standard|zat|on National bodies that are members of

established by the respectlve organization to deal with particular fields of technical activity. 1ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmenta
and nom-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technolpgy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatjonal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The m3gin task of the joint technical committee is to prepare International Standards. Draft Internationa
Standarlds adopted by the joint technical committee are circulated to national bodies for yvoting. Publication ag
an Interhational Standard requires approval by at least 75 % of the national bodies casting a vote.

Attentioh is drawn to the possibility that some of the elements of this documentymay be the subject of patent
rights. IBO and IEC shall not be held responsible for identifying any or all su¢h patent rights.

ISO/IEQ TR 12861 was prepared by Ecma International (as ECMA TR/96) and was adopted, under a specia
“fast-traick procedure”, by Joint Technical Committee ISO/IEC JTC{), Information technology, in parallel with
its apprpval by national bodies of ISO and IEC.
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Introduction

This Technical Report is one of a series of Ecma publications that explore IP-based enterprise communication
involving Corporate telecommunication Networks (CNs) (also known as enterpnse networks) and in particular
ommupnication,
ncludmg communication between parts of the same enterprise, between enterprises and between enterprises
and carriers. This particular Technical Report discusses issues related to user identities and routing and builds
Lupon concepts introduced in ISO/IEC TR 12860.

This Technical Report is based upon the practical experience of Ecma member companies-and the rg¢sults of
their active and continuous participation in the work of ISO/IEC JTC 1, ITU-T, ;ETSI, IETF and other
nternational and national standardization bodies. It represents a pragmatic and widely based consepsus. In
particular, Ecma acknowledges valuable input from experts in ETSI TISPAN.
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TECHNICAL REPORT ISO/IEC TR 12861:2009(E)

Information technology — Telecommunications and information
exchange between systems — Next Generation Corporate
Networks (NGCN) — Identification and routing

1 Scope

This Technical Report is one of a series of publications that provides an overview ‘of IP-based ernterprise
communication involving Corporate telecommunication Networks (CNs) (also knoWwn-as enterprise ngtworks)
and in particular Next Generation Corporate Networks (NGCN). The series particularly focuses on [session
evel communication based on the Session Initiation Protocol (SIP) [4], with~an emphasis on inter;domain
communication. This includes communication between parts of the\'same enterprise (on dedicated
nfrastructures and/or hosted), between enterprises and between enterprises and public networks. Particular
consideration is given to Next Generation Networks (NGN) as public-networks and as providers ofl hosted
enterprise capabilities. Key technical issues are investigated, current standardisation work and gap$ in this
prea are identified, and a number of requirements are stated. Among other uses, this series of publications
can act as a reference for other standardisation bodies working in this field, including ETSI TISPAN| 3GPP,
ETF and ITU-T.

This particular Technical Report discusses session leyel user identification and routing. It uses ternpinology
and concepts developed in ISO/IEC TR 12860. Jt identifies a number of requirements impacting NGN
standardisation and concerning deployment of enterprise networks.

The scope of this Technical Report is limitedto communications with a real-time element, including|but not
imited to voice, video, real-time text and instant messaging.

2 Normative references

The following referenced.'documents are indispensable for the application of this document. Fdr dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including,any’amendments) applies.

[1] ISO/IEC 14671:1998, Information technology — Telecommunications and information exchange
petween systems — Private Integrated Services Networks — Addressing

[2] ECMA’ TR/86, Corporate Telecommunication Networks — User Identification in a SIP/QSIG
Fnvirenment

SIVISO/IEC TR 12860:2009, Information technology — Telecommunications and information exchange
between systems — Next Generation Corporate Networks (NGCN) — General

[4] IETF RFC 3261, SIP: Session Initiation Protocol
[5] IETF RFC 3263, Session Initiation Protocol (SIP): Locating SIP Servers
[6] IETF RFC 3323, A Privacy Mechanism for the Session Initiation Protocol (SIP)

[7] IETF RFC 3325, Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity
within Trusted Networks
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[8] IETF RFC 3327, Session Initiation Protocol (SIP) Extension Header Field for Registering Non-
Adjacent Contacts

[9] IETF RFC 3608, Session Initiation Protocol (SIP) Extension Header Field for Service Route
Discovery During Registration

[10]IETF RFC 3761, The E.164 to Uniform Resource Identifiers (URI) Dynamic Delegation Discovery
System (DDDS) Application (ENUM)

[11] IETFRFG-3966—The-tel- LR

oL a
CTO7 TOT 1T C

[12] IETF RFC 4474, Enhancements for Authenticated Identity Management in the Session Initiation
Protocql (SIP)

[13] IETF RFC 4916, Connected Identity in the Session Initiation Protocol (SIP)

[14] IETF RFC 4967, Dial String Parameter for the Session Initiation Protocol ,Uniform Resource
Identifigr

[15] IETF RFC 5031, A Uniform Resource Name (URN) for Emergency and Othér'Well-Known Services

[16] IETF draft-ietf-sip-gruu-15, Obtaining and Using Globally Routable User Agent (UA) URIs (GRUU
in the §ession Initiation Protocol (SIP)

NOTE At the time of publication of this Technical Report, the IETF had approved draft-ietf-sip-gruu-15 as a standards
track RAC but had not published the RFC and had not allocated an RFG number. If the draft is no longer available
readers ghould look for the RFC with the same title.

[17]11TU-T Rec. E.164, The international public telecommumication numbering plan

[18]ITY-T Rec. H.350, Directory services architecturesfor multimedia conferencing

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1 External definitions

This Tefhnical Report uses the following terms defined in ISO/IEC TR 12860:
e Dorain

e Enterprise network

e Home server

° N\I-f‘.‘.-l-:nf‘.-hul-klh...-ll
e U UITTICTaAuull UUTpUTNrAic TNCLWUTR \I‘

e Next Generation Network (NGN)
e Private network traffic

e Public network traffic

e Roaming

e Roaming hub

2 © ISO/IEC 2009 — All rights reserved
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e SIP intermediary
This Technical Report uses the following terms defined in ISO/IEC 11571 [1]:
e Numbering plan

e Private numbering plan

3.2 Other definitions

3.2.1

Number-based SIP URI
A SIP or SIPS URI that contains a user=phone parameter, denoting the presence of a telephone nu
felephone-subscriber format in the user part.

NOTE The telephone number can be an E.164 number or a private number.

3.2.2

Home number-based SIP URI

A number-based SIP URI for a user in which the domain part identifies the \domain that provides hom
registrar and proxy) functionality for that user.

3.2.3

Transient number-based SIP URI
A number-based SIP URI for a user in which the domain partidoes not identify the domain that providg
server (registrar and proxy) functionality for that user.

NOTE Transient number-based SIP URIs are aliases for, the home number-based SIP URI for the telephong
concerned. Typically they are used during the routing of:a 'SIP request. The domain part might, for example, co
Homain of an NGN that supports the enterprise concerned, rather than the enterprise itself.

3.2.4
Telephone number
A numeric identifier that conforms to thecnumbering plan of a circuit-switched network.

4 Abbreviated terms

mber in

e server

s home

number
htain the

AoR Address’ of Record

B2BUA Back-to-Back UA

PDNS Domain Name System

GRUU Globally Routable UA URI

MS. IP Multimedia Subsystem

P rternet-Protosel

ISDN Integrated Services Digital Network
NGCN Next Generation Corporate Network
NGN Next Generation Network

PSTN Public Switched Telephone Network
SIP Session Initiation Protocol
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UA User Agent
URI Universal Resource Identifier
URN Universal Resource Name

5 Background

A NS e di sed-in allla I a gocumeni-ges ibe 2.0 ne e on

General-concepis—c are-discussec 2 at document describes use ¢ s
Initiatiom Protocol (SIP) [4] for session level communications within enterprise networks and with other
domaing. It focuses on enterprise networks based on enterprise infrastructure (NGCN), but also coverg
hosting on other networks, in particular NGNs, using the same infrastructure that supports public networks.

A majol| consideration for SIP-based communications is identification of the users involved and.fouting based
on such identifiers. When one user initiates a communications session, that user needs to identify the usef
with which the session is to be established, and the network needs to establish the session‘to that user or to 4
nominafed alternative. The second user often needs to receive the identity of the first user (the calling user
for varipus purposes. Likewise the first user often needs to receive the identity of the user to which thg
commupication session is eventually established, which might not be the user towhich establishment wag
originally requested.

SIP projides various forms of identifiers for users. These have already been“discussed in ECMA TR/86 [2]
primarily for the purpose of interworking with circuit-switched enterprise networks based on the QSIG

signalling protocol. However, the topic needs to be examined from the\broader perspective of NGCNs and
their SIP-based operation with other domains.

6 Identified entities

Identifigrs are needed for entities involved in communication within an enterprise network. For the purposes of
this Teg¢hnical Report, the most important identified\éentity is a user. A user's identifier is used for severa
purposgs, including;

¢ inditating the user with which a commuhigation is to be established;

e identifying a user already participating in a communication (e.g., the identity of the calling user or the
identity of the user who has respanded to a communication request);

e charging.

Although in many cases.a user identifier, or an Address of Record (AoR), can identify a single human user
often it ¢an indicate something else, e.g.:

e ardle or function performed by a single human user (e.g., director of finance), this identifier remaining the
sanje even'though the occupant of the role might change;

e agnoup of human users (e.g., a department or function);

e a service or function performed by an automaton (e.g., voicemail or conferencing service).

A user identifier does not explicitly identify a particular device (e.g., terminal, server). In particular cases there
may be a one-to-one relationship between device and user, but in many cases this will not be so:

e auser can have more than one device (e.g., a user with a PC, a fixed phone and a mobile phone or PDA;
a service replicated on a number of servers);

e a device can support more than one user (e.g., two or more users sharing a telephone; a server
supporting two or more services).

4 © ISO/IEC 2009 — All rights reserved
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Unless otherwise stated, the term identifier is used in this Technical Report is to mean a user identifier.

Identifiers are also required to identify entities other than users.

One example is for device identification. Device identifiers are generally used for purposes different from

those for which user identifiers are used, e.g.:

e to ensure that a follow on communication reaches the same device as a previous communication;

p—toidentify adevice for diagnostic purposes:

Another example is service identification, e.g., emergency services.

Yet another example is session or call identification, e.g., the IP Multimedia Subsystem (IMS) G
dentifier (ICID).

Some uses of identifiers require the receiver of an identifier to obtain evidenge- of authenticity,
puthenticate the identifier. Methods of authenticating identifiers are outside the scope of this Technical

7 Types of identifier

7.1 SIP, SIPS and TEL URIs as user identifiers (AoRs)

FFor session level communications based on SIP, identifiersiare in the form of Universal Resource Id
URIs). For most purposes this means SIP (or SIPS).URIs of the form sip:user@example.com
‘example.com” is the domain part and identifies a domain-in accordance with the domain name systen
and “user” is the user part and identifies a particulardsér within that domain. Also parameters can be

SIP and SIPS URI formats are defined in RFC 32614]. For the purposes of this document, considera
SIPS URIs (which denote certain security requirements for accessing the resource) are identical to t
SIP URIs, and therefore SIPS URIs are not explicitly mentioned in the remainder of this document.

When a SIP URI is used as an AoRxin present day deployments the user part is usually in the fg
felephone number, either an E.164.«aumber (in accordance with the E.164 number plan [17]) or &
humber (in accordance with a private numbering plan [1]), e.g.:

sip: +4321098765@example.com;user=phone

sip:1234;phone-context=+411234@example.com;user=phone

sip=1234;phone-context=switzerland.example.com@example.com;user=phone

n these-eXxamples the user part is formatted as what is defined as a telephone-subscriber string in RF

The first example is a fully qualified E.164 number. The remaining examples represent private numbers

harging

i.e., to
Report.

entifiers
where
n (DNS)
bresent.
ions for
hose for

rm of a
private

D.

FC 3966
e of the

[11]40ruse in a TEL URI, and is in fact fully qualified (globally unique). This is denoted by the presend
user=phone parameter. RFC 3261 recommends the inclusion of the user=phone parameter when f{

that recommendation.

e user
dorses

REQUIREMENT E1: Enterprises shall include the user=phone parameter in SIP URIs in
the user part is a telephone-subscriber string.

which

This Technical Report refers to SIP URIs containing the user=phone parameter and a telephone-subscriber

string as number-based SIP URIs.
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Another example found in practice is:
sip:1234@example.com;user=phone

In this example the user part is not formatted as a telephone-subscriber string and is not globally unique, but
is unique within the context of the domain part. Although perhaps not intended by the authors of RFC 3261, it
is found in practice and therefore should be handled if received. This format should not be used, particularly
as it may cause problems interworking with NGN (for both private network traffic and public network traffic).
This is because within NGN the presence of user=phone is often used as an indication that the user part can

be trea ad_ac g talanhana ciibhoceoribar ctrina wwhich in thic ~acn it aonnat hanarion Af tha lanle Af o AhAana
oSt e pPHORC-—SuBSEHBeT—StHRg— et S 6o St Ear O t—P e tausSe—or—re—atik—or—a—phore

context|parameter.

REQUIREMENT E2: Enterprises shall avoid using URIs in which the user=phone parameter is
present but the user part does not contain a telephone-subscriber string.

Yet another example found in practice is:
sip:1234@example.com

The usgr part in this example, whilst it is not marked as being a telephone number, very often is a telephong
number} URIs formatted in this way should be treated as email style identifiers7_since they rely on the domair
part to make them globally unique.

The adyantage of a number-based SIP URI is that the number can_ be)used in legacy networks to reach the
enterprige user or to identify the enterprise user as a caller. ECMA TR/86 [2] discusses this matter extensively
for interworking between SIP and QSIG. The same advantage applies when an enterprise network interworks
with other networks using SIP (public networks or other enterprise networks) if those networks might in turn
interwork with legacy networks. Other forms of user part (refefred to here as email style) have limitations when
it comep to interworking. However, forms that reflect the name of the user have obvious attractions from 3
usability perspective, e.g.:

sip:johh@example.com

Internally an enterprise network can use.email-style SIP URIs (i.e., URIs that do not contain a telephone
number), but may need to map to telephene number forms for inter-domain use or when interworking with
legacy metworks.

To be reachable directly from the public telephone network (PSTN/ISDN) a user must be identifiable by an
E.164 number. Users not identifiable by an E.164 number are still reachable internally by means of a private
number|or other form of SIP-URI, and can be reached indirectly from the public telephone network (e.g., vig
an attendant). Such users-may also be directly reachable from other SIP networks where the caller is able tg
enter a|SIP URI. In some countries the availability of E.164 numbers is such that it is impracticable or tog
costly tg assign one.péer user.

Often within an-enterprise all SIP URIs identifying users will have the same value in the domain part (i.e.
examplg¢.comYin the examples above). This allows identifiers to be portable within the enterprise (e.g.

names.

Where a user is identified by a telephone number, this can also be expressed by means of a TEL URI, RFC
3966 [11] containing the telephone number formatted as a telephone-subscriber string, e.g.:

tel: +4321098765
tel:1234;phone-context=+411234

tel:1234;phone-context=switzerland.example.com

6 © ISO/IEC 2009 — All rights reserved
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However, for some purposes within a SIP environment SIP (or SIPS) URIs must be used, so a TEL URI can
only be an alias for a SIP URI.

Although a TEL URI can be derived from a SIP URI that has the user=phone parameter, certain information is
lost in the process, in particular the domain part and any parameters of the SIP URI other than user=phone
(e.g., the gr parameter - see 7.4). Any attempt then to convert the resulting TEL URI back to a SIP URI will not
necessarily result in the same domain part and may lack important parameters.

All SIP and TEL URIs are globally unique. This is achieved through the domain part of the SIP URI and/or
except where a fully qualified E.164 number is given) the context parameter of a telephone-subscriber string
n a number-based SIP URI or a TEL URI.

Since SIP (or SIPS) and TEL URIs are fully qualified and hence globally unique, in principle any-form can be
applied to inter-domain working. However, there are some additional considerations.

There may be a desire not to disclose private numbering plans or other email-style idéntification schemes
putside the enterprise network. Furthermore, other domains might be restricted in the forms they can{handle,
and in particular might only support E.164 numbers when they provide interworking with legacy negtworks.
Therefore, even where non-E.164 forms of identifier are used within an enterprise, there might be a[need to
publish E.164 aliases for use outside the enterprise. Where a particular user is'not assigned an E.164 [number
because of shortage or cost), an alternative E.164 number (e.g., that_of\an attendant) might negd to be
published for reaching that user from outside the enterprise.

Figure 1 illustrates the relationships between different forms of SIP and TEL URIs.

| 1dentity (represeited by SIP/SIPS/TEL URY) |

P

I Telephone number I

Other

Private number
(not as telephone-
subscriber string)

Private number

E.164 numbern (as telephone-subscriber | Email-style |

string)
SIP/SIPS URI, e.g: SIP/SIPS URI, e.g:
SIP/SIPS URI, e.g: sip:6789;phone-context=+12345 sip:john@example.com
sip:+123456789@example.com @example.com sip:1234@example.com
TEL URI, e.g: TEL URI, e.g:
tel:+123456789 tel:6789;phone-context=+12345

Figure 1 — Relationships between different forms of SIP and TEL URIs

Additional considerations apply to each of the three basic forms of identifier (shown in red in the Figure):
E.164 numbers, private numbers formatted as telephone-subscriber strings and email-style identifiers. A given
user may have multiple identifiers as aliases.

When part or all of an enterprise network is hosted, the hosting infrastructure will need to support all types of

SIP and TEL URI discussed above. In particular, an NGN that hosts enterprise functions will need to support
these different types, at least for private network traffic.

© ISO/IEC 2009 — All rights reserved 7
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REQUI

different types of user identifier described above, at least for private network traffic.

REMENT N1: An NGN or other public network hosting enterprise functions shall support the

7.1.1 Use of E.164 numbers

When a
includin

user has a fully qualified E.164 number (international number) as identifier, it can be used universally,
within the PSTN. The E.164 number can always be used for establishing a communication to th

user co
involved
earlier i

NOTE
inclusion

When 3
SIP UR|
identifie]
REGIST
request
E.164 1
number
an ente
of the h

There i
contain

networ
associal

other th
a com
through
able to

is the target of a SIP request, the request can be routed to the domain given in the domain part and thaf

domain
with the
but with
aliases
aliases
routing.

The chg
home s
home n

ncerned and (subject to authentication) is always meaningful if delivered as the identification of a usel
in a communication. It can be stored in directories or in call detail records. However, as discussed
n 7.1, there may be some users who are not assigned E.164 numbers.

National and subscriber E.164 numbers are not fully qualified and can be represented in SIP and-JEL URIs by
of a phone-context parameter. Such numbers are not seen as meaningful for use within enterprise nétworks.

n E.164 number is represented as a SIP URI, a domain part is included. In common with any othef
, normally this will be the domain that provides home server (registrar and proxy) functionality for that
I, in other words the home domain. That home domain's name must be uséd in the To URI of a SIR
[ER request when registering a User Agent (UA) as a contact for an EX164 number, and inbound
5 to an E.164 number must be routed to the home server within that home domain. Thus for a given
umber there must be a SIP URI that uses the home domain's nameg. We can call this the homg
based SIP URI for that E.164 number. For an E.164 number assigned by an appropriate authority tg
rprise (and assigned by that enterprise to a user of the enterprisé network), normally the domain part
bme number-based SIP URI will be that of the enterprise, or_aysub-domain thereof.

5 no clear definition of what the domain part of a SIP.URI representing an E.164 number should
One possibility might be to use the domain that ¢owns” the E.164 number, but the concept of

ownerskTip is unclear. Does an enterprise domain “own” the E.164 numbers assigned to it? Does a publig

In prac’:-}iace, since a fully qualified E.164 number.is globally unique anyway, in many circumstances valueg

“‘own” the E.164 numbers assigned to an enterprise? What if the enterprise obtains services
ed with these numbers from multiple public nefworks or moves from one public network to another?

n the home domain are placed in the:domain part, e.g., the domain of a public network through which
unication needs to be routed to areach the domain to which the number is assigned, or a domain
which a communication has been routed. The domain denoted by the domain part should at least be
oute the request onwards towards the destination. Therefore if a SIP URI containing an E.164 number

will be able to route the request onwards, in this case to the enterprise domain concerned. Compared
home number-based(SJP URI for a given telephone number, SIP URI's for the same E.164 number
different domain_parts are merely aliases for that home number-based SIP URI. In practice, such
are often used,-although perhaps not the original intent of RFC 3261. In this Technical Report thesg
are called transient number-based SIP URIs, because often their use is of a transient nature during

ice of. domain part for a home number-based SIP URI for an E.164 number merits consideration. For 3
erver in a dedicated NGCN (supported by the enterprise's own infrastructure) it is fairly clear that the
Limber-based SIP URI should use the enterprise's own domain name (or a sub-domain thereof). If the

NGCN uses services of an NGN for external communications, a potential alternative might be to use the
NGN's domain name, but this would lead to a number of problems, e.g.:

e Placing the NGN's domain name in the Request-URI of a SIP REGISTER request (e.g., REGISTER
sip:ngn.com) would, according to normal SIP routing rules, cause the request to be routed to the NGN,
rather than to the home server in the NGCN. Special measures would need to be used in the NGCN to
prevent that.

© ISO/IEC 2009 — All rights reserved


https://standardsiso.com/api/?name=248d80fa33bc892a52b52428fad6d1a9

ISO/IEC TR 12861:2009(E)

A request originated in the NGCN to another NGCN user identified by a SIP URI using the NGN's domain
name would, according to normal SIP routing rules, cause the request to be routed to the NGN, which
presumably would then route it back to the home server in the NGCN. To prevent this undesirable
behaviour, special measures would need to be taken within the NGCN.

The NGCN operator might require the user to be reachable from more than one NGN, in which case any
benefits of basing the home number-based SIP URI on the domain name of one of the NGNs would not
apply to the other NGNs.
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services are obtained, i.e., identifiers would not be portable.

This would be inconsistent with other identifiers (see 7.1.3), which are forced to use the domain name of
the enterprise.

REQUIREMENT N2: An NGN or other public network providing services based*on SIP to an|[NGCN

drawbacks, e.g.:

o If an enterprise network is a mixture of dedicated NGCN_and hosted domains, users in hosted ¢
would have identifiers based on the hosting organisation's’ domain name and users in NGCN d

shall allow use of the enterprise domain name in the domain partcof “SIP URIs containing
E.164 numbers.
When hosting is used, it might be possible to use the hosting organisation's domain name (e.g., that of a

hosting NGN or NGCN) as the domain part of home number-based SIB"URIs. This too has some significant

jomains
omains

would have identifiers based on the enterprise's domain hame. This would prevent identifier portability in

hame, practiees within public networks tend to modify the domain part during routing and during the de|
calling of.connected user identification. In other words, aliases in the form of transient number-ba
URIs .are used. This is discussed further in the context of routing (see Clause 8) and identification
seé.Clause 9). The use of transient number-based SIP URIs has a number of consequences:

support of users who change location or for other féasons need to change domain within the enterprise
network.

o If different domains of an enterprise networkiare supported by different hosting networks, again igentifier
portability would be lost.

» Identifiers would need to change if thé enterprise changes the organisation from which it obtains|hosting
services.

» This would be inconsistent.with other identifiers (see 7.1.3), which are forced to use the domain pame of
the enterprise.

REQUIREMENT N3:An- NGN or other network that hosts enterprise users shall allow use|of the

enterprise domaintname in the domain part of SIP URIs containing E.164 numbers.

Notwithstanding.the need to have a home number-based SIP URI, normally based on the enterprise's|domain

livery of
sed SIP
delivery

1) There is not a single unique SIP URI that represents a given E.164 number.

2) The rules in RFC 3261 for comparing SIP URIs do not consider SIP URIs with different domain parts as
being equivalent, although in practice these URIs are equivalent.
3) An endpoint that has stored in its address book an E.164 number represented as a SIP URI will be

unable to match received SIP URIs against that stored SIP URI according to normal RFC 3261
comparison rules unless the two URIs happen to have the same domain part. This might interfere with
functionality at the endpoint, e.g., the ability to display a name and other details based on address book
look-up, or the ability to check a caller's identity against a black list or white list.
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4) The domain part of a SIP URI containing an E.164 number, when received as the source of a SIP request,
does not necessarily represent the domain in which that SIP request originated and thus the domain of
the remote user in the communication.

Therefore when an E.164 number is represented as a SIP URI, it is only the user part that is meaningful to
other users as a means of identifying the user (although the domain part of a SIP URI will help in routing a
request back to the identified user and may be of use in determining where a request has come from). The
number could equally well be represented as a TEL URI, but TEL URIs are not suitable for all purposes:

1) Thn\l aranciitabhla for inaliidina in A Dacninact IR and for ranitina in anaardansa wwith DEC 2812 [£1]
py—aFe-thSthaptte+oReHaiRgHha~eqduest—or~ahRa+tor+ottiRgHa666raaR6e-WHhrr—o=091°

2) They are unsuitable for signing in accordance with RFC 4474 [12] (see also 9.2).
3) They are unsuitable for use as contact URIs to identify particular endpoints.

Becausg of potential modification of the domain part of a SIP URI by SIP intermediaries, the domain part musf
be congidered unreliable as a means of determining the enterprise to which the user of an E.164 number
belongg. This is unfortunate, because a user receiving a SIP URI as the identity of a communication partnef
might not recognise the E.164 number but might recognise the domain.

With thg¢se considerations in mind, it is impossible to avoid the use of SIP URIs(representing E.164 numbers
but bechuse a given E.164 number does not have a unique domain part such”URIs have to be treated with
care. Fpr some purposes they can be treated as TEL URIs and the domain part ignored, but there arg
occasiophs when the domain part can be useful. For example, when displaying the identity of a communication
partner fo a user, the domain part may on occasions be of value.

It is redommended that transient number-based SIP URIs should:be avoided or at least used with care in
enterprise networks.

REQUIREMENT E3: An enterprise shall avoid the usg of transient number-based SIP URIs as aliases
for home number-based SIP URIs identifying enterprise users.

REQUIREMENT N4: An NGN that hosts enterprise network capabilities shall avoid the use of
transignt number-based SIP URIs as aliases-for home number-based SIP URIs identifying enterprise
users.

When publishing identifiers for users;.€:g., in directories, on business cards, on web pages, care needs to bg
taken. By publishing only the telephone number or the home number-based SIP URI based on the
enterprige's domain name, problem's can be avoided.

REQUIREMENT E4: When-publishing user identifiers based on E.164 numbers, enterprises should
publish only the E.164-number (alone or as a TEL URI) and/or the home number-based SIP URI.

7.1.2 Private numbers formatted as telephone-subscriber strings

Even though ‘'such private numbers are fully qualified, in general they cannot be used outside the enterprise
concerrled-Public NGNs may support them within the context of private network traffic (e.g., between hosted
enterprise Users and/or between NGCNSites), butare not expected 1o support them for publfic network traffic.
They are not supported in PSTN. Generally they are supported within non-SIP domains of the enterprise
network concerned (e.g., circuit-switched). Compared with E.164 numbers, they have the benefit of brevity
(insofar as users need remember only the number if the phone-context is automatically appended) and any
user in an enterprise network can be assigned a private number, even though there may be a shortage of
E.164 numbers.
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Examples of private numbers formatted as telephone-subscriber strings are:
sip:1234;phone-context=+411234@example.com;user=phone
sip:1234;phone-context=switzerland.example.com@example.com;user=phone

The first of these examples says that the number 1234 is to be interpreted within the context of the entity to
which E.164 numbers beginning with 411234 are assigned. The second of these examples says that the
number 1234 is to be interpreted within the context of the domain switzerland example.com. The combination
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NOTE Where a numeric phone-context is used, appending the phone number to the phone-context does not
hecessarily result in a valid international E.164 number. For example:

sip:5555;phone-context=+441123456789@example.com;user=phone

s not necessarily the same as:
sip:+4411234567895555@example.com;user=phone

Private numbers here are considered the equivalent of Private Numbering Plan (PNP) Numbers as dgfined in
SO/IEC 11571 [1] and therefore belong to a PNP, also defined in ISO/IEC-11571.

The considerations for the domain part of SIP URIs carrying E.164 aumbers apply also to the domain part of
SIP URIs carrying private numbers formatted as telephone-subscriber strings. This includes the congepts of
home and transient number-based SIP URI. Essentially the domain part is used only for routing pyrposes,
piven the existence of the phone-context parameter in the usér'part. Therefore it is possible to put any jvalue in
there (e.g., the domain of an NGN providing services to an:NGCN or hosting the enterprise network), provided
the identified domain can route a request onwards to the correct destination. However, the concept of(a home
humber-based SIP URI and the advantages of basingchis on the domain name of the enterprise apply

Sometimes a public network such as an NGNXwill support private numbers for an enterprise (e.d., when
hosting enterprise users or when providingtfansit connectivity between domains of an enterprisg). It is
mportant that enterprise domain name be supported in SIP URIs containing private numbers.

REQUIREMENT N5: An NGN or other public network providing services based on SIP to an|[NGCN
and supporting private numbers shall allow use of the enterprise domain name in the domain [part of
SIP URIs containing private numbers.

REQUIREMENT N6: An~NGN or other network that hosts enterprise users shall allow use|of the
enterprise domain name“in the domain part of SIP URIs containing private numbers.

As for E.164 numbers, only telephone numbers (together with phone-context) or home number-based SIP
URIs should Jbe )published for users, e.g., in directories, on business cards. However, because| private
humbers mayinot be usable outside the enterprise, particularly when legacy public networks are i%volved,

dentifiers’based on E.164 numbers will generally be more appropriate for publication outside the enterprise.

REQUIREMENT E5: When publishing user identifiers based on private numbers, enterprises should
publish only the private number (alone or as a TEL URI) or the home number-based SIP URI.

7.1.3 Email-style SIP URIs
Email-style SIP URIs are usable only within the SIP environment. Therefore even if a user has an email-style

SIP URI, the user will also require an alias E.164 number and/or private number to be able to be reached
directly from PSTN or from private circuit-switched networks.
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For the purposes of this document, any SIP URI that does not contain a telephone number formatted as a
telephone-subscriber string and is not a dial string (see 7.2) is considered an email-style identifier, even
though it might comprise only digits in the user part and might even contain a user=phone parameter.
Examples include:

sip:john@example.com

sip:1234@example.com

subscriper string and therefore is considered an email style identifier.
In email-style SIP URIs there is no context within the user part, so the domain part is essential to provide the
context{ In contrast to number-based SIP URIs, aliases for the domain part are not possible.

If emailistyle identifiers are to be used, generally an enterprise will wish to use its own domain”name in the
domain|part. Using the domain name of a hosting organisation or a public network that’provides trunking
serviceg can lead to conflicts.

Obviougly when publishing an email-style identifier, it needs to be published complete with domain part
Identifigr portability is possible throughout the domain concerned.

7.2 ial strings
To estgblish communication to a user, the caller typically “dials” ,a“sfring of digits or other characters (of
invokes| such a string en bloc from an address book or similar), Although a dial string can simply be an
identifier for the called user, often it has a different form, e.g.:

e an [dentifier together with prefix digits to indicate the *numbering plan (e.g., “0” for E.164) or the type of
nunpber (e.g., “00” for international, “0” for national, ne\prefix for local number) or both;

e an [identifier together with additional information (e.g., for public network selection or accounting
purposes);

e a cgde specific to a particular network(context (e.g., to denote an emergency call or a call to an attendant)
e acdade to invoke a supplementary.service;

e an abbreviated dialling code.

Interpretation of a dial string.will depend on local context.

A dial Btring typically~has to undergo translation to obtain the identifier of the target destination. This
translatjon can be-carried out in the caller's UA (in which case it does not appear in signalling) or by a SIF
intermegiary in_the’ caller's domain. In the latter case the dial string needs to be conveyed within a SIP UR

using the usé&r=dialstring parameter as defined in RFC 4967 [14], together with a context parameter in the
user paft, e.g.:

sip:00123456789;phone-context=switzerland.example.com@example.com;user=dialstring
There is no defined way to convey a dial string in a TEL URI.
Dial strings as targets of SIP requests will normally be absorbed at or before the home server of the user

making the request and should not appear downstream of that point. In particular, they should not occur at a
trunking interface between an NGCN and an NGN.

| REQUIREMENT N7: An NGCN or NGN shall not pass dial strings across the NGCN-NGN interface.
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7.3 Service identifiers

A service in an enterprise network or outside can be considered as a user and can be identified by any of the
identifiers discussed above for users.

However, sometimes a service has a broader scope geographically and/or administratively and may be
provided by a number of separate entities, choice being dependent on context. These entities may be
geographically dispersed and/or accessible from multiple domains. Therefore a SIP URI, which requires a
domain part, is not ideally suited. Also a TEL URI is not ideally suited, because mechanisms for routing based
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context into account (e.g., geographic location of the caller). In principle SIP URIs and TEL URIs can’he used,
put they are not ideal.

An alternative is to use a service Uniform Resource Name (URN), as defined in REC 5031 [1B]. This
pstablishes a registry for service URNs and includes initial registrations for emergency services. Othef values
can be registered for other services. A caller can establish a communication using a service URN as & target,
and during routing this is resolved to an address of an appropriate service entity.

7.4 Device identifiers

A SIP URI that identifies a user is known as an Address of Record (AoR)~SIP URIs can also identify particular
Hevices or UAs. One important case in SIP where it is necessary to identify a device, rather than a usér, is for
communication within the context of a dialog. A dialog is established between two UAs as a redqult of a
successful INVITE request, for example, and any further messages within the context of that dialog negd to be
5ent to the peer UA by means of that UA's URI, known as jts\contact URI. Targeting a mid-dialog request at
the user's AoR would not necessarily reach the correct UA:

Contact URIs are SIP (or SIPS) URIs, and it is not necessarily possible to distinguish a contact URI from an
AOR by inspection. However, often the domain part:6fta contact URI will identify a particular sub-domajn of the
enterprise where the device is to be found or evenithe device itself.

A UA can assign its own contact URI, provided it is globally unique. One way is to use the device's host name
n the domain part and something of locaksignificance (e.g., to identify the particular user if the device serves
multiple users) in the user part. This werks well for some types of UA (e.g., gateways, media servers, gtc.), but
Hoes not work for devices like fixed-or:mobile phones that have dynamically assigned IP addresses ang do not
register their host name to IP address mapping in the DNS. Placing the IP address in the domain pait, whilst
allowed, does not work when.the device is behind a Network Address Translation (NAT) device, sincg the IP
address is unlikely to be globally unique and is not globally reachable. In such circumstances it works|only for
communications within the same IP addressing domain.

t is still common practice to use locally-significant contact URIs (e.g., using an IP address in the domgin part),
with B2BUAs performing mapping as domain boundaries are crossed. This works when the necessary
B2BUAs are on\the path (as is the case with requests and responses within the context of an existing|dialog).
However, itiean lead to problems when a contact URI is used as the target of a request outside the cqntext of
an existing dialog, because the path taken may not be able to provide the appropriate translation.

Thetsolution to this is to use a Globally Routable UA URI (GRUU) [16], which is a URI assigned by the home
server to the UA (at registration time). It has the home server's domain name in the domain part, and the user
part contains sufficient information to route requests 1o the correct UA. A GRUU can be formed just by adding
a gr= parameter to the user's AoR, which is fine when anonymity is not required. When anonymity is required
the user part will contain an unrecognisable value, which means it must be treated like an email-style URI.
Examples of GRUUs are as follows:

sip:john@example.com;gr=kjh29x97us97d
sip:+123456789@example.com;user=phone;gr=kjh29x97us97d

sip:asd887f9dfkk76690@example.com;gr
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When part or all of an enterprise network is hosted, the hosting infrastructure will need to support all types of
SIP URI discussed above as device identifiers, including the different forms of GRUU. In particular, an NGN
that hosts enterprise functions will need to support these different types of device identifier, at least for private
network traffic.

REQUIREMENT N8: An NGN or other public network hosting enterprise functions shall support the
different types of device identifier described above, including GRUUs, at least for private network
traffic.

8 Rauting

8.1 General routing principles

The principle of routing in SIP is that a SIP request targeted at a user identified by a SIP (or SIPS) URI is firs{
routed (directly or indirectly) on the basis of the domain part to a SIP intermediary respansible for the DNS
domain|in that SIP URI. This intermediary then uses its location service to look up onevor more registered
contacts (SIP UAs) representing that user. The request is then forwarded to one or moreof those UAs.

The calling UA can be pre-configured with an “outbound proxy” address to which ‘all requests are sent, and
that SIR intermediary will route onwards towards the home server of the target’user. This is a very common
situation, and therefore the discussion below assumes the presence of an gutbound proxy. Where there is ng
outbound proxy, the calling UA takes on the routing role normally carried’out’by the outbound proxy.

Sometimes further SIP intermediaries will be involved en route to thechome server. Routing from the outbound
proxy td the home server of the target user can be considered in two stages:

1) routing to the target user's domain;

2) roufing to the home server within the target user's domain.
Within the enterprise network (including hosted ‘domains) it should be possible to base routing of a SIH
requestlon any of the SIP URIs identifying the'target, e.g., based on E.164 number, based on private number

email style, and also including device identifiers such as GRUUs.. The same applies within public networkg
when the target is within an enterprise network, except that private number formats need not apply.

REQUIREMENT EG6: Within an enterprise network (including any hosted domains) it must be possible
to route SIP requests in which the target is a SIP URI based on an E.164 number (home and transient
forms), a SIP URI based on a private number (home and transient forms) or an email style SIP URI,
including device identifiers)such as GRUUs.

REQUIREMENT N9:~An NGN that hosts enterprise network capabilities shall be able to route SIP
requests in whichsthe target is a SIP URI based on an E.164 number (home and transient forms), a
SIP URI based‘on'a private number (home and transient forms) or an email style SIP URI, including
devicel|identifiers such as GRUUs.

REQUIREMENT N10: Within a public network it must be possible to route SIP requests in which the
target is a SIP URI identifying an enterprise user, the SIP URI being either based on an E.164 number
(home and transient forms) or email style, including device identifiers such as GRUUs.

If a request is targeted at a TEL URI, the TEL URI must first be converted to a SIP or SIPS URI. This can also
be achieved by DNS look-up in accordance with ENUM [10]. If a request is targeted at a service URN, that
must first be converted to a SIP or SIPS URI. Means to achieve this are outside the scope of this Technical
Report. Special considerations for calls to emergency services will be discussed in a further document in this
series. If the target of a request is a dial string, this must first be converted to a SIP or SIPS URI (directly or
via a TEL URI or service URN) in accordance with the local dial plan.
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NGNs that host enterprise functionality will have delegated domain proxy functionality for the enterprise
domain, so that they are able to look at the user part of a request to the enterprise domain and commence the
second stage of routing, either to an appropriate NGCN domain or to a hosted domain. In the case of request
from the public network, this will be after the break-in point, i.e., it applies only to private network traffic.

8.2 Routing to the enterprise domain

This is achieved by routing based only on the domain part of the target SIP URI. RFC 3263 [5] specifies a
series of DNS look-ups to identify the transport protocol to be used, an appropriate SIP server and a port on
hat server.

n simple cases this procedure will result in direct routing from the outbound proxy to the enterprise Jomain.
However, there are situations where routing is indirect.

One example is where the target URI submitted by the calling UA is a transient number-based SIP URI,
having a domain part that is not that of the enterprise. In this case routing will be via that other domaif, which
will then repeat RFC 3263 procedures for routing onwards towards the enterprise . demain. This situatign might
prise where the calling user has stored such a URI in his/her address book, having received a previous
communication via the domain concerned that provided that alias as the callet’s-identifier.

A second example is where the target URI submitted by the calling UA is\the home number-based SIP| URI for
the target user (i.e., the domain part indicates the enterprise domain) but DNS look-up reveals that the
enterprise domain can be reached only via an intermediate domain. This might be the domain of an NGN
serving the enterprise domain, or some other domain through which the enterprise domain wishes to be
reached.

A third example is where the target URI submitted by the.calling UA is a TEL URI containing an E.164 [number.
nitial look-up of the E.164 number (e.g., using ENUM) reveals a domain by which that number|can be
reached, rather than the enterprise domain. This;fnight be the domain of an NGN serving the enterprise
domain, or some other domain through which the enterprise domain wishes to be reached.

Within an NGN environment, routing on a~SIP URI representing an E.164 number is often achi¢ved by
gnoring the domain part and performing ‘a‘look-up on the E.164 number alone (e.g., using ENUM) to ferive a
SIP URI. The domain part of that replacement SIP URI can be that of the NGN serving the enterprise,|e.g., an
NGN via which an NGCN can be reached. Thus even if a request starts off with the home number-baged SIP
URI as target, this can be changed’en route to a transient number-based SIP URI, which would evientually
heed to be translated back to the home number-based SIP URI.

Such behaviour is problématic, in that important information from parameters of the original SIP URI|[ can be
ost, e.g., a gr= parameter in a GRUU. This is one of the reasons for recommending that the use of transient
humber-based SIP.URIs be avoided (see 7.1.1). Also it clearly will not work for email-style SIP URIs.|Further
standardisation werk is required to find a satisfactory way of routing email-style URIs, GRUUSs, etc. within an
NGN environment. This is a particular issue when it is necessary to route via the NGN serving an NGCN in
prder to reaghitan NGCN, as is the case with the subscription-based business trunking.

NGNs _that host enterprise functionality and therefore handle private network traffic as well as public hetwork
fraffic \will often devote separate resources to the two types of traffic. Therefore routing can be different
Héepending on traffic type.

8.3 Routing to the home server within the enterprise domain

In the simple case the domain part of the target SIP URI is sufficient to identify the home server (or cluster of
servers for load-sharing or resilience). In other words, all users having that domain part in their SIP URI are
supported by the same home server or cluster. In this case any requests arriving in the domain (or submitted
by users within the domain) should arrive directly at the correct home server.

Where different identifiers with the same domain part are served by different home servers, perhaps
administratively and/or geographically distributed, each home server (or cluster) can be considered to be in a
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separate sub-domain of the enterprise domain. These can be different sub-domains of an NGCN,
sub-domains hosted on different hosting infrastructures (e.g., different NGNs) or a mixture.

A request arriving at SIP intermediary in the domain (arriving directly from an enterprise user or arriving from
outside the domain) may need to be routed onwards towards the appropriate home server. This involves
performing a look-up based on the user part of the SIP URI. Particularly in the case of identifiers based on
telephone numbers, there may be some structure that allows a look-up to be based on just a portion of the
user part (e.g., the leading digits), but with email-style SIP URIs a look-up based on the full user part will be
necessary. One veh|cle for this could be a dlrectory look- up, e.g., based on H.350 [18]. The result could e|ther

The regult of the initial look-up can be placed in a SIP Route header field, so that the initial look-up does nof
need to|be repeated at downstream SIP intermediaries prior to reaching the target home server. Fhis has the
advantdge that it does not overwrite the existing target (e.g., the AoR of the called user). If onwards routing is
achieved by redirection, the Route header field can be placed in the headers part of therSIP URI in the
Contact| header field of the 3xx response, thereby causing the resulting recursed request te)contain the Routg
header field.

NOTE There are issues with the use of the Route header field in NGN, because its use€ is not properly defined fo
IMS. It if not clear how this will be resolved.

8.4 Roaming considerations

When gn enterprise user roams into another domain, its UA still needs to register with its home server, and
inbound and outbound SIP requests will still need to be routed via the home server.

The REGISTER request will be targeted at the domain name of the home server, e.g.:
REGISTER sip:server.enterprise.com

The redquest is submitted to a proxy in the visited domain. In principle, that proxy can employ normal DNS
look-up|of the domain to find the address of the heme server. In practice, account has to be taken of roaming
agreements, and one possibility is that a REGISTER request will need to be routed via a domain acting as 4
routing hub.

This ha$ particular impact on NGN, since‘a common roaming situation that needs to be supported as soon as
possiblg is an NGCN user roamingTinto an NGN. If the NGCN has a roaming agreement with certain NGN§g
(including possibly the same NGN that is used for trunking), then roaming to any other NGN or mobile network
will depend on roaming agreements between the NGNs with which the NGCN has a roaming agreement and
those other networks. An NGN with which the NGCN has a roaming agreement may need to act as a roaming
hub. THerefore visited NGINs may need to find a way for routing a REGISTER request to a suitable NGN
acting gs roaming hub; and that latter NGN will need to route the request onward into the NGCN. Furthel
standarflisation workis required to find a satisfactory way of routing REGISTER requests through NGN§g
towardsg an NGCNin support of roaming NGCN users.

Having puccessfully registered, inbound and outbound requests can be handled by existing SIP mechanisms
The PathCheader field [8] in a REGISTER request will tell the home server how to route inbound requests tq
the roarming UA—The Service-Route header fietd {91 ma REGISTER tesponse wiltt tett the Toaming A tow to
route outbound requests to the home server.
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