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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the speC|aI|zed system for worldwide standardlzatlon National bodies that are members of

technical committees collaborate in fields of mutual interest. Other international orgamzat|ons governmenta
and nom-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technolpgy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internatjonal Standards are drafted in accordance with the rules given in the ISO/IEC Directives;Part 2.

The m3gin task of the joint technical committee is to prepare International Standards. Draft Internationa
Standaids adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an Interhational Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, the joint technical committee may propose the publication of a Technical Reporf
of one df the following types:

— typg 1, when the required support cannot be obtained for the publication of an International Standard
degpite repeated efforts;

— type 2, when the subject is still under technical development or where for any other reason there is the
futyre but not immediate possibility of an agreement on aninternational Standard;

— type 3, when the joint technical committee has collected data of a different kind from that which is
norfmally published as an International Standard_(“state of the art”, for example).

Technidal Reports of types 1 and 2 are subject to'review within three years of publication, to decide whethel
they cap be transformed into International Standards. Technical Reports of type 3 do not necessarily have tq
be revigwed until the data they provide aré considered to be no longer valid or useful.

Attentioh is drawn to the possibility.that'some of the elements of this document may be the subject of patent
rights. IBO and IEC shall not be held-responsible for identifying any or all such patent rights.

ISO/IEQ TR 10032, which is~a’ Technical Report of type 3, was prepared by Joint Technical Committeg
ISO/IEG JTC 1, Informatien technology, Subcommittee SC 32, Data management and interchange.

Vi © ISO/IEC 2003 — All rights reserved
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Introduction

ISO, in specifying a Reference Model of Data Management, recognizes that there are many implementors of
data management systems. It is inevitable that different implementors use different terms to specify or refer to
similar data management functions. Furthermore, the use of the same term to describe different functions is
plso common. There is a clear need to standardize the data management functions. This Technica| Report
fulfils that role by presenting a Reference Model of Data Management and defining the areasef thif model
which lend themselves to standardization.

This Technical Report defines the Reference Model of Data Management. It provides a common basis for the
coordination of standards development for the purpose of data management, whilg\allowing existing and
emerging standards to be placed into perspective.
The term “data management” includes the description, creation, modification, use and control of|data in
nformation systems. Such data management functions may be perforimed as a common seryice for
nformation systems applications. Alternatively, each application may define\and control the data relevant to it.
n the case in which data management functions are performed as a camimon service, it is desirable to|provide
standardized facilities for data access and control in order to permit¢he sharing of data by a number qf users.
Such standardization requires the determination of a number of interfaces for which individual standafds may
be developed.

The objectives of this Technical Report are to provide aframework allowing, within the scope spefified in
Clause 1, for the following:

p) identification of interfaces;
b) positioning all such interfaces relative to_each other;
c) identification of facilities provided at each interface;

d) identification of the process which supports each interface and, where appropriate, of the data fequired
for such support;

E) positioning the use of-the'interfaces in terms of an information systems life cycle; and
f) identification of the-binding alternatives associated with each appropriate identified interface.

There are thréey~major objectives which are applied in this Technical Report to data manggement
standardization=-These are as follows:

p)  Shareability of resources;

b)~.. Minimize cost of supporting an information system over its life cycle;

c) Optimum use of standardization effort.

The shareability of resources objective applies to both information resources as represented by data in
databases and to processor resources of the kind described in Clause 6. There is particular emphasis on the
shareability of information resources located at different places and developed using different hardware and
software. All shareability of resources is subject to access control.

The objective of minimizing the cost of supporting an information system applies to all phases of the
information system life cycle, including design, development, operation and maintenance costs.

© ISO/IEC 2003 — Al rights reserved vii


https://standardsiso.com/api/?name=d0469bf3bc38182a27dee5b54bcc34d1

ISO/IEC TR 10032:2003(E)

The objective associated with the optimum use of standardization effort refers to reducing the number of
standards required and to simplifying the content of such standards.

This Technical Report identifies areas for developing or improving standards, and provides a common
framework for maintaining consistency of all related standards.

This Technical Report provides a framework which allows teams of experts to work productively and
independently on the development of standards for different components of information systems.

This Tefhnical Report specifies the classes of servicés<that are expected to be provided by data management
and it pfovides a framework which describes the way in which they are related to each other. However, datg
managgment does not exist in isolation but within an environment providing other services such as datg
storageland communication, as is described.in-Clause 4.

Prior to] completion of work on this Technical Report, data management standards were developed within
ISO/IEQ as indicated in Annex A of thissxdocument. The positioning of such International Standards using this
Refererjce Model of Data Management is described in Annex B.

viii

Clguse 4 introduces data management and the requirements based on information systems;

Clguse 5 explains the data concepts that are required for the Reference Model and-how they relate to
eagh other and the process concepts;

Clguse 6 provides an architectural model within which different data and processing components relevant
to data management can be placed;

Clguse 7 describes the objectives and principles for data managemeént standardization;
Anmex A is a list of related International Standards;

Annex B shows how the existing and future SC 21/WG3 standards relate to the architectural mode
degcribed in Clause 6;

© ISO/IEC 2003 — All rights reserved
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Information technology — Reference Model of Data
Management

1 Scope

This Technical Report defines the ISO Reference Model of Data Management. It establishes a frame
coordinating the development of existing and future standards for the management.of persistent
nformation systems. See Annex A for references to existing data management standards.

This Technical Report defines common terminology and concepts pertinent to(all data held within infg
5ystems. Such concepts are used to define more specifically the servieés provided by particu
management components, such as database management systems or data.dictionary systems. The d
pf such related services identifies interfaces which may be the subject ¢ffuture standardization.

This Technical Report does not specify services and protocols for data management. This Technical R
heither an implementation specification for systems, nor_af‘basis for appraising the conform
mplementations.

The scope of this Technical Report includes processes Which are concerned with handling persistent d
their interaction with processes particular to the requirements of a specific information system. This

backup, restore, and communicate applications and dictionary data.

The scope of this Technical Report includes consideration of standards for the management of data
bn one or more computer systems, including services for distributed database management.

This Technical Report does not include within its scope common services normally provided by an o
system including those processes which are concerned with specific types of physical storage
5pecific techniques for storingidata, and specific details of communications and human computer interf

A data management standard defines services provided at an interface. It does not impose limitations
processes are implemented.

2 Terms and definitions

FFor thespurposes of this document, the following terms and definitions apply.

The, definitions provided in this clause aim to specify the most technical use of the terms in this T

work for
data in

rmation
ar data
efinition

eport is
hnce  of

ata and
ncludes

common data management services such as those required to define, store, retrieve, update, maintain,

located

berating
jevices,
aces.

on how

bchnical

Report—The introduction toeach term may be presented ima simpter-informatdescription.Some of th

e terms

are defined in other standards, but the following definitions are provided for use in the specific context of data

management.

21
access control

the prevention of unauthorized use of a resource, including the prevention of use of a resource in an
unauthorized manner. For data management purposes, access control relates to the enabling of authorized

access to data and the prevention of unauthorized access. Access control determines the processes
user may perform

© ISO/IEC 2003 — All rights reserved
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2.2
access control data
a collection of data associated with the definition or modification of access control privileges

23
access control mechanism
a mechanism which may be used to enforce a security policy

24
applicatien

the datd manipulation and processing operations that are related to specific requirements of an information
system

25
application process
a proceps which is specific to the requirements of a particular information system

2.6
application system

a colleqgtion of application processes which utilizes the services provided by the human-computer interface
commupications facility, and data management system to perform the processing necessary to meet thg
requirerhents of the information system

2.7
audit trpil
a recorq of the activity taking place in an information system over a period of time

2.8
authoriration
a definifion of privileges for a specific user identifier

29
binding
a proceps which involves relating a process to-specific data definitions

210
client
a role filled by a processor when it requests the services provided by another processor (i.e. a server)

21
client-sgerver relationship

the relationship between aClient and a server which is established at the moment that a client asks for 4
service fo be performed by a server

212
commuynications*linkage
a meang for exchanging data between computer systems, or between a user and computer systems

213
computer system

a collection of hardware which is managed as a single unit by software such as an operating system which
may also provide common services such as access control, interprocess communications, and a graphical
user interface

214
configuration
a set of processes comprising an information system and the way in which the processes are interrelated

2 © ISO/IEC 2003 — All rights reserved


https://standardsiso.com/api/?name=d0469bf3bc38182a27dee5b54bcc34d1

ISO/IEC TR 10032:2003(E)

215
configuration management
an activity of managing the configuration of an information system throughout its life cycle

2.16

constraining rule

a rule which is part of a Data Modelling Facility and which controls the specification of the constraints which
may be expressed upon a collection of data

247
constraint
A restriction on the values permitted for a given collection of data

2.18

data content standard
B logical specification of a collection of data which is of sufficiently general applicability~to be of use |n many
ppplication systems

2.19
data definition
A description which determines the rules to which one or more collections 6f‘data instances must confgrm

.20

data export
a data management service which retrieves a set of data fram,a database and creates a copy of that data
prganized according to a data interchange format

.21

data import
b data management service which inserts into a“database a set of data organized according to| a data
nterchange format

.22

data independence
the independence of processes fromi:data such that the data definition may be changed without unnedessarily
pffecting the processes

.23
data integrity
conformance of data values to a specified set of rules

.24

data interchange format
a set of datasstructuring rules that determine a format for data to enable the export of data from gne data
management system and its import by another data management system

.25
data‘interchange standard

N Sfandard \whinh A~Afinaa o on+ n-F rln{-n annarAine tn A ant Af AAts o et o hna o
storraart—w S Gt oot O taT uvvulullls oo CT O Co™ ouuvnulnlg FHES—S56-t IuL e ou A4

be interchanged between one computer system and another

data can

2.26

data management

the activities of defining, creating, storing, maintaining and providing access to data and associated processes
in one or more information systems

2.27

data management environment
an abstract conceptualization of the data and associated processing elements involved in a computer system

© ISO/IEC 2003 — All rights reserved 3
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2.28
data management service
a service provided by a data management system

2.29

data management session

a period of time during which a set of data management services are being used by a client of a data
management process

2.30
data mi‘nagement system
a system which is concerned with the organization and control of data

2.31
data manipulation process
a procegs the semantics of which are prescribed by the data manipulation rules of a Data Modelling Facility

2.32
data manipulation rule

a rule which either must be followed when specifying a process or else is automatically followed by a datg
managgment system when a process is executed

2.33
data modelling facility

rules fof defining a schema and the data manipulation rules for operating on data stored in accordance with
the sch¢ma

2.34
data styucturing rule
a rule specifying how a collection of data may be structured

2.35
data type

a namef, formal specification which governs the.common static and dynamic properties of all instances of tha
data tyde

2.36

databasge
a colleciion of data stored according’to a schema and manipulated according to the rules set out in one Datg
Modelling Facility

2.37
databasge controller

an absfract representation for the collection of services which conform to and implement a Data Modelling
Facility

2.38

databaseenvironment

a databEse—a#@—Rs—aseeer&ted—sekmnaﬁ}d—da%abase-eeﬂkeHe—' i
2.39

database language
a language with a formal syntax to be used for defining, creating, accessing and maintaining databases

2.40

database management
creating, using and maintaining databases

4 © ISO/IEC 2003 — All rights reserved
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2.41

database management system

DBMS

a collection of integrated services which support database management and together support and control the
creation, use and maintenance of a database

2.42
dictionary system
an information system containing information about an enterprise, its operations, activities, processes and

data that arg rglatad to ang or more-annlication svstams
Ha+HaH—afe-Featea—+ B HREFe-appHeaHOR-SYSter

.43
distributed database
A collection of data which is distributed across two or more database environments

.44

distributed information system
an information system, the data and associated processes of which are distributed across two ¢r more
database environments

.45

distribution data
the data which defines location, replication and fragmentation information about data objects in a digtributed
database system

.46

fragmentation
B partitioning across more than one database environment of the data values for the instances of gne data
type in a distributed database

.47
functional standard
p standard which consists of an assembly, Of other standards showing how they fit together

.48
horizontal fragmentation
b fragmentation where the partitions are formed from all data values for a subset of instances

.49
nformation system
B system which organizes the storage and manipulation of information about a universe of discourse

.50
nterchange‘data modelling facility
a data modelling facility that supports the interchange of data between data management systems

2.51
nterface standard

I StanAAarA \which Aafinac tha camina
Startcara v e Crmestre—oStrvice

[¢0]
$
g

)

2.52

level pair

a modelling concept which groups a schema with its associated database. There are two adjacent data levels.
The upper level will always contain the definition of data stored on the lower level

2,53

management domain

a domain encompassing a set of two or more information systems, any of which may be distributed, which
have been designed and constructed to interchange data and processes
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2,54
persistent data
data which is retained in the information system for more than one data management session

2.55

privilege

the authorization given to an identified user to allow the use of a particular data management service to
access specific data or processes

2.56
process
a procep

s is an active component of an information system

2.57
processing linkage
a repregentation of a possible interaction between processors

2.58
processor

a mode]ling concept that represents some combination of hardware and software.tbat can provide serviceg
either tq one or more other processors or to a human user

2.59
schema
a description of the content, structure, and constraints used to construct\and maintain a database

2.60
server
role filled by a processor when it provides services to anotherprocessor

2.61
service|
a capal]ility provided by a processor to other processors, or by a process to other processes

2.62
servicess interface
a defindd set of services made available by a process or processor

2.63
session
a period of time during which-a-Client may have many interactions with a server and both the client and servel
maintain data about each other

2.64
source|schema
a data definition-or'set of data definitions prior to transformation to a schema

2.65
transactien
a set of related operations characterized by four properties: atomicity, consistency, isolation and durability. A
transaction is uniquely identified by a transaction identifier

2.66

transient data

data which is either flowing into and out of an information system, or, in the case of a distributed system,
between two computer systems
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2.67

user processor

a processor which provides services to a human user and which is a client (directly or indirectly) of a database
controller

2.68

variant

a configuration of all or part of an information system which coexists with another having a different
configuration but providing the same facilities

.69

version

A configuration of all or part of an information system at a specific point in time
.70

vertical fragmentation
p fragmentation where the partitions are formed from the same type of data values for.all instances

3 Symbols and abbreviations

The purpose of this clause is to identify the symbols and abbreviationsused in this Technical Report.
3.1 Symbols

3.1.1 Persistent data

Datab
Database atabase
Schema
Name N
ame

3.1.2 Communications linkage

3.1.3 Processing linkage

B3.1.4 Process class

A process class symbol is used to indicate a data manipulation process. A processing linkage at the left edge
indicates input, at the right edge indicates output, and at the top indicates constraint.
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Input Output Input Output

Constraints

Input Qutput

3.1.5 Processor class

3.1.6 Processor class with service interface

A symHbol for a processor class with a service interfage is used in diagrams with processing linkages ta
indicatel those interactions in which it participates as\a’client and those in which it participates as a server
Each priocessing linkage to a server is connected to, the shaded service interface.

3.1.7 (Class names

A class|of processor is referred to by.a capitalized name whereas an instance thereof has only lower caseg
letters.

3.2 Apbreviations
ACID the set of Atamicity, Consistency, Isolation and Durability properties
DBMS Database Management System
IRDS [Aformation Resource Dictionary System

N Network Database Language

oSl Open Systems Interconnection
RDA Remote Database Access

SQL Database Language SQL
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4 Data Management Requirements

4.1 Purpose
The purpose of this clause is to describe the following:
a) relevant concepts of information systems,

b) aspects of information systems which place requirements on data management,

C) scope of data management.

#.2 Information systems

external environment, and its interaction with its environment. A system which handles these task
enterprise is called an information system. Each information system supports a set of organ
requirements, and an enterprise may have one or many information systems)to meet its total ne

pcross two or more computer systems. In the latter case, the information System is classified in this r
b distributed information system.

PData flows into and out of an information system, and these’interactions may be with either pen
processes, including other information systems. Many interactions may occur concurrently. Each int
may require an approved authorization.

Transient data is either flowing into and out of .an“information system, or, in the case of a dig
nformation system, between two computer systems. Persistent data always has a representation
retained in the information system over a period:of time.

Data management is concerned with .the organization and control of persistent data. A systen
performs this function is called a data management system.

B.2.1 Context of Data Management in an Information System

Figure 1 shows how a Data'Management System is positioned relative to a Computer System and the
an Information System such as the Applications Processes, Communications Facilities, and the
Computer Interface.

For the purposestof this Technical Report, a Computer System is a collection of hardware which is m
ps a single unit\by software such as an operating system which may also provide common services
nterprocess-communication and a graphical user interface.

All parts~of an Information System may be distributed across two or more computer systems.
computer system there may be a number of instances of any part of an Information System.

n order to function, an enterprise needs to collect, keep, and process information aboutits own operafions, its

5 for an
zational
eds. An

nformation system may be located on one computer system. However, an.information system may bg spread

bport as

sons or
eraction

This Technical Report distinguishes two kinds of data“referred to as transient data and persistent data.

tributed
vhich is

N which

parts of
Human-

anaged
such as

Vithin a
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Figure 1 — Position of Data Management System within an Information System
Figure 1 shows the following:

a) Th¢ Data Management System provides services that manage a collection of Persistent Data.
b) The interface to human users is provided by the_Human-Computer Interface.

c) The Application Process provides capabijlities specific to the requirements of a particular Information
Sysgtem.

d) The¢ interface to other Data Management Systems, Information Systems, and Computer Systems ig
provided by Communications E&gilities.

e) Selvices provided by the Human-Computer Interface may be used by the other parts of the Information
Sysgtem.

f)  The¢ Application Process may use services provided by the other parts of the Information System.
g) Eagh of the parts of an Information System may use services provided by the Computer System.

h) The combination of a Data Management System and Persistent Data is referred to as a Database
Enyironment.

4.3 Database and schema

The persistent data in a database environment comprises a schema and its associated database. A schema is
a collection of data definitions which determine the content, structure and constraints used to construct and
maintain a database. A database is a collection of persistent data defined by a schema.

A data management system uses the data definitions in a schema to enable and manage access to data in
the database defined by the schema.
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4.4 Data Modelling Facility

A schema is prepared according to a set of data structuring rules. Each set of data structuring rules may
have an associated set of data manipulation rules which define the processes which may be performed on
data structured according to the data structuring rules.

The data structuring rules and data manipulation rules are together called a Data Modelling Facility.

It is |mportant to dlstlngwsh between the rules inherent in a Data Modellmg FaC|I|ty which are used when
|cpa||l|g d Obllclllcl dllu I.IIC |u|ca bpcblllb I.U dall IIIIUIIIIclI.IUII Dyblclll VVIIIbII dalc UUIIIICU III d bbl ITITa. T le |attel'
fules represent constraints which are used by a data management system when populating .4 ‘database
conforming to the schema.

A Data Modelling Facility may be specified either in terms of the service provided at the service interface to a
data management system, or by a database language.

A database management system (DBMS) embodies a data management system,and other processes which
support the development and use of a database.

A database language is used to define a schema according to data structuring rules and to define prpcesses
pccording to the associated data manipulation rules.

Fxamples of three classes of Data Modelling Facility are relational, network, and hierarchical. The data
structuring rules for Data Modelling Facilities in different classes may be very similar, as for netwprk and
relational, but the associated data manipulation facilities may be different.

@#.5 Dataindependence

An objective of data management is data independence which makes it possible for additive chandes, and
possibly modifications, to be made to the schema in an information system without having tp make
unnecessary changes to the already existing.'application processes. This objective is normally achjeved in
three complementary ways.

The first is by binding the application process to a schema in such a way that the application process is aware
pnly of that part of the schema, namely the application schema, which is needed by the application progess.

The second is by ensuring that\the application processes do not depend on the physical representatign of the
(data.

The third way of improving data independence is by including as many of the constraints as possible in the
schema rather than.n/the application processes. The extent to which such constraints may be includgd in the
schema depends ©on the ability of the Data Modelling Facility to define the constraints that are usgd when
defining the schema.

4.6 Data management services

Pata“management services are provided at the service interface of a data management system| These

ervicas-—sunnort tha tica of 2 data madellina facilitv (whethar shacified—interms of csarvices-—or o d tabase
SePHEES—SHPPOH—tRe—USe—o+a—adta—oaenigachity - WRemeSpecHea1Hh—+teHS—o+-SePHEesS—oa-—64a

language) and all other facilities required for managing persistent data.

Any process may request the use of a data management service available at a services interface. There is a
requirement that a services interface is independent of the way the service may be implemented by a data
management system and the physical representation of persistent data.

A sequence of requests from one process for data management services relating to one database
environment constitutes a data management session.

© ISO/IEC 2003 — Al rights reserved 1


https://standardsiso.com/api/?name=d0469bf3bc38182a27dee5b54bcc34d1

ISO/IEC TR 10032:2003(E)

4.7 Processors and interfaces

A data management process may be invoked by a user, data management processes or other processes. The
processes will be performed by processors, each of which will have an interface. The interface to the
processor needs to be specified. Such interfaces may be dependent on the standard programming language
used to specify the process using the interface.

At any interface, there will be factors of which the user (human or a process on behalf of a user) will need to
be aware to be able to use the underlying processor. These factors should be kept to a minimum to provide as

o o n teat ot ol
much i eperRtenceatranterrace—aspPosSsiore:

4.8 Alccess control

In any ¢rganizational context, there are particular requirements of access control that may be expressed in
terms dof a security policy. A security policy determines what form of access each user of @n-information
system [requires, and an information system must have appropriate access control mechanisms which may
be used to enforce the security policy.

Within the scope of data management, the requirement is to be able to determihe-whether to allow any
specific| request for a data management service to access specific data occurrenees by an identified usel
which ig either a person or a process. Access control should be based on an appropriate combination of usef
identifier, process identifier and referenced data. An access control privilege“is“assigned to a user to enable
the usefl to perform specific processes on data under specific conditions.

Access|control requirements in a data management context can be divided into two categories. Firstly, it musf
be posgible to define and subsequently modify access control privileges. Secondly, it must be possible to
enforce| at any time, the need for access control privileges which. are required at that place at that time.

4.8.1 Pefinition and modification of access control privileges

Facilities are required for the definition of privileges, which includes their initial creation, modification
suspension, and deletion. The process of allocating privileges to users is called authorization. There is 3
requirement to identify a global authority who s required to define and modify other access control privileges
in a data management environment.

Privileges may be defined in terms of the identifier of the user, restrictions on the use of application processes
databades, schemas, data, dates, times, locations and the period of validity of the privilege. Privileges may
also be [allocated using combinatiens/of the previously mentioned aspects.

Additionjal information may be-required, such as the identifier of the user who authorized the privilege. The
data defscribing privileges-is-referred to as access control data. This data must be stored and managed in

the samie way as anysother data within the scope of data management, including having access controls
appliedon itself.

4.8.2 Enforcement of access control

The degision*to allow any particular access to data is based on the privileges of the user.

The enforcement of access control requires that users, and processes acting on behalf of users, be
identifiable, and that the authority to request a service which accesses certain data can be checked at the
moment when the request is made.
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4.8.3 Security external to data management

The following aspects of security are related to the control of access to data, but are outside the scope of data
management for the purpose of this Technical Report:

a) authentication of user identification;

b) protection of stored data so that it may only be accessed by a data management system;

+ 'H £ + toal ot oot 1 [l | ol Aot + 4
MTULCLUUTT UT LuTTmmurneaivu udata ou tidt it Illay Ullly Vo dUUTOOTU Uy d Udida IIIGIIGUUIIIUIIL OyOlUIII,

~

d) action to be taken (such as reporting and logging for subsequent analysis) in the event of ‘bregches or
attempted breaches of security by users;

E) any breaches, or attempted breaches, of security by users without valid privileges must be both feported
and logged for subsequent analysis.

#.9 Operational requirements to support data management
There is a set of operational requirements which information systems” place on data management,
ndependent of the particular requirements of an information system~to-store and manipulate data| These
pperational requirements are as follows:

n) information systems life cycle support;

p) configuration management, version control and variants;

C) concurrent processing;

) database transaction management;

£) performance engineering;

f) referencing data;

g) extensible Data Modelling Facility;

h) support for different Data’Modelling Facilities at user interface;
) audit trails;

)  recovery;

k) logical data restructuring;

) _physical storage reorganization.

ata management pmvidpq gpnpraliw:\d facilities to meet these rpquirpmpntc so that it is nat nece. sary to
develop specific solutions for each information system.

4.9.1 Information systems life cycle support

Each application system goes through a life cycle consisting of several phases. This may start with an
information systems planning phase to determine which application systems are needed in an enterprise and
continue through analysis, design, construction, operation, revision and phase out. The precise definition of a
life cycle is considered outside the scope of this Technical Report.
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There are three types of requirements which arise from supporting an information system life cycle. Firstly, the
fact that an application system may need to be revised after it has entered an operational phase places major
requirements on the functionality to be provided by a data management system, for example the ability to
modify a schema or a process. Secondly, there is a requirement for recording information about the life cycle
and providing means of controlling the actions within and between each of the phases. Thirdly, there is a
requirement to store, modify and retrieve process definitions and data definitions with version control.

4.9.2 Configuration management, version control and variants

The act VILY OI IManaging the crianges made 10 the contiguration or an miorrmation systelmn over da perioa oOr
is called configuration management. The activity may be a continuous one with no configuration having-any
special status. However, it is frequently necessary for very practical reasons to identify discrete versions’ of
the sysfem configuration at specific points in time. In addition to managing the changes to the' system
configufation, it is also necessary to keep track of the configuration which belongs to each specific version.

While ah information system is at certain phases in its life cycle, the persistent data and processes which arg
part of [that information system may be required to exist concurrently in different formsof representation
During & revision phase, new data types and new processes may need to coexist with.the others which have
been alfeady tried and tested.

Alternatively, two forms of a process may be regarded as different variants, This means that each varian{
meets different requirements (such as differing internal storage representations) and the one variant is no
intended to replace the other.

4.9.3 Concurrent processing

An infofmation system is a resource which may be shared by.séveral users concurrently. This concurrency
requirement is significant even if only one user is involved in wsing the information system. A user can initiate
a requesst for the services of a data management system which can be handled more expediently if access tg
the datg can be made concurrently. The data management environment must ensure that the separate intenf
of each|user is carried out in a way which is consistent'with their perception of the data.

It is a rgquirement that concurrent interactions must not interfere with each other. It is also a requirement that
the datg integrity shall not be affected by the goncurrent processing.

4.9.4 DPatabase transaction management

A datahjase transaction is defined‘as a delimited sequence of database interactions which together form 4
logical dinit of work. In the cases‘of database update, a database transaction is a sequence of update steps
including addition and deletion,-which change the content of a database from one consistent state to another
The cornpsistent state of the database of an information system should be evaluated in terms of the schema tg
which the database confarms, and possibly in terms of the rules embedded in application processes.

The AQID test of-a’system's quality identifies the following requirements for the management of databasg
transacfions:

a) Atgmic the effects of all changes must either persist in the database after the database transaction
has been completed or else none may remain

b) Consistent at completion, a database transaction leaves the database in a consistent state.

c) Isolated uncommitted changes made by a database transaction must be invisible to any other
concurrent database transaction and vice versa.

d) Durable once committed, the system must ensure that the results of the database transaction
survive any subsequent malfunctions.

Ensuring that such properties of database transactions are realized is identified as the concept of
“serializability”. The concurrent execution of several database transactions must be serially equivalent in the
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sense that performing them concurrently is the same as if they are executed to completion in some arbitrary
order.

4.9.5 Performance engineering

There is a requirement to be able to improve the performance of any computerized information system,
whether it is an application system or a dictionary system or a system in which the two are highly integrated.

The basis for making such improvements depends on the collection of statistics regarding the frequency of
S€ Of processes and the frequency ol access and change to data.

B.9.6 Referencing data

All data in a database environment must be uniquely distinguishable from other data in~thé same dptabase
environment. Where necessary qualifications should be used to achieve this.

A name may be a user assigned name or a name assigned by the data management system. In the latter
case, the name may have no meaning to users.

This naming requirement exists for application systems, dictionary systems and for any other |kind of
nformation system. Each database environment in a computer system”needs to be distinguishalile from
pthers.

B.9.7 Extensible Data Modelling Facility

\While one Data Modelling Facility may be the standard fora data management system, there is a reqyirement
fo be able to add data types and the associated procésses special to such data types. An examplg of this
requirement is that of full text processing in conjunction’with the processing of structured data.

B.9.8 Support for different Data Modelling Facilities at user interface

A user may prefer to manipulate data according to a Data Modelling Facility different from that providegd by the
data management system. Hence, there is a requirement to be able to map the data between the data
management system's preferred forniat'and the user's preferred format.

#.9.9 Audit trails

t may be necessary for auditing purposes to be able to maintain a record of successful changes to data in a
database, and in someé cases to keep a record of the transactions which query the data and generate [reports.
This record may include the relevant data values, details of the transaction and identification of the initiating
user. These audittrails may be specified as being required for all data in a database, selected typeq of data
pr specified data-occurrences.

4.9.10 Recovery

There is a requirement to be able to return a database to a prior consistent state. This requirement mpy arise

eeause of an erroneous transaction, a system failure or loss of the stored data. Various mechanisms can be
used to meet this requirement, such as the recording of all changes made to a database and keeping backup
copies of all or part of the database.

4.9.11 Logical data restructuring
Logical data restructuring is defined as the process of changing a data definition after an information

system has been in use for some time. A change may be additive to an existing data definition or it may
comprise a modification to a part of the existing data definition.
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A purely additive change will usually affect only those application processes which need to take advantage of
it. However, certain modifications may affect existing data definitions and it is necessary to ensure, as part of
the restructuring, that the data and schema are consistent.

4.9.12 Physical storage reorganization

Physical storage reorganization is defined as the process of changing the representation of the persistent
data in a storage medium.

4.10
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In addifion to the operational requirements arising from any information system, there is a set‘of further
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hents which arise from distributed information systems. In such cases, the data being~managed ig
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stributed information system, data belonging to this information system is stored in two or morg
e environments, each of which is contained within one computer system.

bsible that the identity of the system from which the service is being requested is not known to thg
br. Alternatively, the service being requested may be available fram~a number of sites holding
rational requirements dependent on the data being distributed-are as follows:

ribution control;

Bbase transaction management;
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ort/import;
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pvery of a distributed database.

f these requirements are also applicable to an information system which includes more than one

e environment withina single computer system.

t refers to théddegree to which the distribution of the data can be managed. This varies between twg
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the .one” extreme, there is no management of the distribution of the data. This means that each
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b) At the other extreme, the distribution of the data across two or more database environments is fully
coordinated to the extent that an application process is not aware of whether or how the data is in fact
distributed. The collection of all data is referred to as a distributed database. This distributed database
is managed so that it is internally consistent and conforms to the definitions in one schema. This schema

ma
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The second categorization refers to the distribution scenarios which describe alternative ways in which a
distributed information system may be developed or evolve. These are as follows:

a) a distributed database system in which the constituent database environments are designed in such a
way that interaction between the database environments is possible;

b) a federated database system in which two or more separately designed database systems are brought
together in some sense after a period of separate use and made to function as a single distributed
database system;

C) a situation in which each database environment conforms to a set of standards and is herce|able to
interact (possibly on an ad hoc basis) with other database environments each of which was' designed
separately but conforming to the same standards.

B#.10.1 Distribution control
Distribution control includes control of fragmentation and control of replication.

Fragmentation is a partitioning across more than one database environment of the data values|for the
nstances of one data type in a distributed database. It is required for reasons’ of performance and avpilability
fo be able to fragment the data in a distributed database in various ways. The two most commonly identified
ways are horizontal fragmentation, which is a fragmentation where.the partitions are formed from|all data
values for a subset of instances, and vertical fragmentation, which is a fragmentation where the partitions
are formed from the same type of data values for all instances.

Horizontal fragmentation makes it possible to ensure .that each database environment includes those
nstances of each data type that are required by local application processes.

Vertical fragmentation makes it possible to ensure that each database environment includes those vglues for
pll instances of each data type that are required by local application processes.

Pifferent strategies for the distribution of data-may be required:

p) have no fragmentation;

b) have only horizontal fragmentation;

C) have only vertical fragmentation;

) allow any combinatioh of horizontal and vertical fragmentation.
When fragmentatfion is supported in a distributed environment it is an additional requirement that the| user of
the information ‘system should not need to be aware of how the data is fragmented or distributed hetween
computer systems.
t is often hecessary for reasons such as performance or protection against the failure of one computer system
fo_provide a copy of all or part of a database. Such replicated data may be stored in a computer| system
different from that in which the data is initially created and subsequently controlled. The requirement for
fragmentation may be combined with the requirement for replication such that copies of a set of fragments are

assigned to two or more database environments. Information about which data is in which database
environments needs to be accessible (directly or indirectly) in each database environment.

The requirement for providing copies of all or part of a database creates the requirement for being able to
maintain the consistency of all copies of data when the data is being updated. The algorithms which provide
control over the replications must also ensure coordinated updates within the transactions.
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4.10.2 Database transaction management

In a distributed database, there is a requirement to synchronise the effect of local transaction management
systems to ensure that changes to distributed data result in a consistent state for each database and also for
the totality of databases.

Processing in one computer system may proceed concurrently with processing in another computer system
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ion processes should be independent of the distribution of the data. There are several kinds of

fragme
applica

distribu:lion independence. In local independence, the application process must be aware of different

4.10.6

In some
data to
of other
during ¢

A requ

ts existing in the distributed-database, but not of their location. With fragmentation transparency, the
on process may not needto-be aware of the existence of fragments.

Bystem autonomy.

distributed information systems there is a requirement for the computer system storing the distributed
be autonomauts. An autonomous computer system needs to be capable of functioning independently
computer 'systems. Such a requirement relates to the need for performance, the availability of datg
ommunication failure and administrative concerns such as accounting and authentication of users.

rement for autonomous computer systems in a distributed information system places significant

deman
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4.10.7 Recovery of a distributed database

Modified data that is distributed in more than one database should be recovered in such a way that the end
result must be a consistent state and the state across databases must be consistent.

4.11 Dictionary systems

There are a number of requirements for data management which relate to data about information systems.
This data is managed by a particular type of information system called a dictionary system.

18
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In order to distinguish the particular purpose of a dictionary system from other information systems, the latter
are referred to as application systems. A dictionary system is an information system containing data about one
or more application systems.

Some detailed requirements of particular concern to dictionary systems are support for life cycles, version
control, configuration management, auditing and performance engineering.

5 Concepts for data level pairs and related processes

5.1 Purpose

The purpose of this clause is to explain the data constructs that are required for this Techhical Repgrt, how
they relate to one another, and how they relate to the process constructs that are required-for this Technical
Report.

5.2 Level pairs

The level pair construct is a means of explaining the relationships betwéenh database and schema. The
graphic notation of Figure 2 is employed to illustrate the essential coupling between a database|and its
definition.

/7))

schema

database

Figure 2 — Level pair construct

The impact of the level pair construct is that each database conforms to the data structures specifigd in its
pssociated schema.The data values in a database can be processed only by data manipulation prpcesses
which are bound-to the schema of the database. The schema determines the exact form of prgcessing
permitted. The level pair construct therefore illustrates a means for achieving consistent operations| among
many data manipulation processes.

The representation and interpretation of the data values depend on the schema. There can be no prdcessing
until the schema has been defined and activated. When changes to the schema are made, then any
pssociated database has to be changed accordingly to maintain consistency.

5.2.1 Interlocking level pairs

A particular schema not only defines data but is itself a collection of data which must be created and protected
and may be modified. Data management techniques are therefore appropriate for the management of
schemas. Specifically, the schema in a level pair can be represented in a higher-level database, the data
structure of which may be defined by a higher-level schema. This database and schema constitute another,
higher-level level pair. The two level pairs are said to be “interlocking”, as shown in Figure 3.
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Figure 3 — Interlocking level pair

B shows that database-1 conforms to schema-1. The data in database-1_may be processed by datg
ation processes which are bound to schema-1. Figure 3 also shows-that database-2 conforms tg
-2 and that the data in database-2 may be processed by data manipulation processes which arg
b schema-2. The representation of schema-1 in database-2 is €alled a source schema. The source
can be selected from the database or otherwise processed by data manipulation statements in the
Ay as any data in a database.

level pairs are at different levels of data definition. Since-it is also possible for schema-2 in Figure 3 tg
representation in the form of data instances recordedhin a database, it can be seen that the concept of
ing level pairs is a recursive concept and can:be& used with two, three, or more level pairs. The
n stops when the data definition cannot be modified in any way.

Recursive use of level pairs

otential multiplicity of level pairs, amechanism for referencing each level is required. General labels of
1), etc. are used in this Technical Report to indicate increasingly higher levels when common
Es are considered.

rlocking of level pairs takes place by associating the schema of a level pair (N) with the database of
t level pair (N+1). Thé former is called an (N) schema, and the latter an (N+1) database. Figure 4
this labelling to Figure)3.

(N+1)
schema

20

| |
(N+1) N)
database schema

™)

database

Figure 4 — Generalized interlocking level pairs
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5.2.3 Operations on level pairs

The implementation of a database involves processes of creating and maintaining data definitions, making
those definitions available to the data manipulation processes and then executing operations to select and
modify data in a database.

The above processes are related to Figure 4 as follows:

a) The (N) database represents the data which is actually intended for manipulation at level (N).

pb) The (N) schema represents the schema which has been made available to control the processes)for level
pair (N). This schema contains data definitions for the (N) database only. A process is said t6°be hound to
the schema if the process conforms to the schema of the level pair.

c) The (N+1) database contains data definitions that have been created during the. design progess for
database (N) and maintained during system operation. Such a collection of data definitions is falled a
source schema. An (N+1) database may also contain data other than,<data definitions, quch as
descriptions of those data definitions and the designs and specifications of processes which use them.

d) An (N+1) database may contain representations of one or more (N) schémas in source form. Aftgr one of
these (N) source schemas has been selected, an activate process'‘may be used to convert|the (N)
source schema into a form (called an object schema), such that’an associated (N) database [may be
populated. An (N) source schema may be activated more than once and each activation progluces a
separate (N) object schema with an associated (N) database which may be populated usipg data
manipulation processes.

The interlocking has a lowest level pair for which the data.en the lower level of this pair does not contpin data
pbout a schema and its components and hence cannot be activated. This level pair is then paft of an
application system and the data in the lower level of this level pair is an application database.

The interlocking also has a highest level pair, for"which the schema on the higher level of the level pgir is not
recorded in a higher level database. This schema is then implicit in the Data Modelling Facility used by the
data management system.

6.3 Dependence of level pairs.on a Data Modelling Facility

The level pair construct and the concept of a Data Modelling Facility are closely inter-related. [A Data
Modelling Facility comprise$ a'set of data structuring rules and an associated set of data manipulation pules.

b.3.1 Level pairs and.data structuring rules

A Data Modelling, Facility includes a set of data structuring rules which are to be used for defining a §chema.
These rules include rules for the specification of constraints which may be part of a schema. Each schema
mmust be complete and consistent according to the data structuring rules of the associated Data Modelling
Facility.

n-Figure 4 the (N+1) schema constrains the data that can populate an (N+1) database. As a result of this, the
N+1) schema has an impact on each (N) source schema which is contained in an (N+1) database

5.3.2 Level pairs and data manipulation rules
A Data Modelling Facility also includes the rules for the semantics of data manipulation processes. For an (N)

schema, the constraints which are based on the data structuring rules also have an impact on the semantics
of updating data manipulation processes performed on the database.
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5.4 Level pairs and associated processes

The data in a database may be retrieved or modified by a series of data manipulation processes. In addition, if
part of this data comprises a source schema, it is possible to perform an activate process on the data.

Figures 5 and 6 illustrate how the data structuring rules used to define an (N+1) schema affect the data

manipulation processes used to manipulate data in an (N) database.

The following five data manipulation processes are used: (1) select, (2) activate, (3) bind process to data

ol H L. 1 LA Joiiaal D DAy N DAY Y 1 ol L 1 4 alal oLl ol ol ok
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an exp

preparation and operation of other data manipulation processes.

The numbers 1 through 5 refer to steps that are explained following the figures. Note that Figures 5 and 6 arg
Ension of Figure 4 to show activation, schema linkages, intermediate collections of data, -and the

(N+1)
schema
1. (N+1) (N+1)
select database
(N) Source
2.(N+1)
schema activate

™)

Figure 5 — Creation of an empty database

schema

(N) empty
database
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3. bind process to
data structuring
and manipulation

rules (N+1)
schema
4. bind process to N)
data definitions schema £
/
selections,
5. (N} data. additions, N)
Manipulation modifications, database
process deletions

Figure 6 — Binding and data manipulation

The following steps describe corresponding processes in Figures 5 and 6. They show how the rule
Pata Modelling Facility enable an (N) data manipulation process to operate correctly on an (N) databag

1. A data manipulation process selects an (N)'source schema from the (N+1) database, using t
and data structures of the (N+1) schema. The representation of the (N) source schema in th
database is persistent data that can.bg,modified. The (N) source schema after selection may
not have a representation form of petsistent data.

For example, the select operation may simply set a flag in the (N+1) database, or it may fe
stored. This other database’must also conform to the (N+1) schema.

2. The source schemas activated to create an (N) object schema and an empty (N) database.

to ensure that the Source schema is a valid schema must be performed prior to activatio
analysis may/be performed in whole or in part by the (N+1) data manipulation process perfori

Activation may result in changing the setting of a flag associated with the previously sele
schema in the (N+1) database. Alternatively, activation could result in physical movement
protected from any change that would result in the database no longer conforming to the sche

3. The data structuring and manipulation rules which govern the operation of the (N) data mani

select, by @nother process that analyses the source schema, or in conjunction with the activate.

5 of the
e:

he rules

e (N+1)
or may

ch data

from the (N+1) database and'store it in a different database from that in which the (N+1) database is

\nalysis
n. Such
ning the

cted (N)
pf (N+1)

data and in a change in the form of representation. In either case, the activated schema [ust be

ma.

pulation

ProCESS accessing the (N database are the same as or based onm those associated with
schema.

e (N+1)

4. Each (N) data manipulation process which is to access the (N) database is bound to the Data
Modelling Facility rules data definitions in the (N+1) schema. When the (N+1) level is the top level,

this binding is implicit.

5. In order for a data manipulation process to be able to access an (N) database, the (N) schema must

be active.
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Steps 1 and 2 provide for the creation of an empty database. Step 3 makes explicit the relationship between
the Data Modelling Facility defined at level (N+1) and the (N) data manipulation process. This step also makes
explicit an important attribute of interlocking level pairs. Both level pairs are required in order for the data
management processes to be able to operate correctly.

The binding may be implemented in a variety of ways (e.g., by reference to the schema, or by incorporating
the schema into the process) and at a variety of times (e.g., during execution or during program compilation).
The choice made may affect execution time, storage space, and the ease of maintaining the consistency of
the processes and the schema as the latter is modified. The choices should not otherwise affect the results of
the progesses-

5.5 Agccess control for level pairs

All datajand the processes on that data are subject to access control. Access control is equally dpplicable tg
any level pair.

5.6 Skchema modification

There i$ a requirement to be able to change the structure of a database, which means that the associated
schemd must be modified. After the schema has been modified, it is necessary/faer the data from the origina
databade to be correctly represented according to the new schema.

This cap be accomplished by modifying the source schema in the (N+1) database, activating it to produce 3
new (N] schema and an empty database as shown in Figure 5 and transferring the original data into the new
databage. Incremental modification can also be used to satisfy thiS) requirement, with the same effect. Thg
mecharlisms for the transfer of data from the original version of the database to the new version of the
databade are outside the scope of this Technical Report.

6 Architectural model

6.1 Purpose

The pufpose of this clause is to providesan.architectural model within which different data and processing
comporlents relevant to data management can be placed. This architectural model takes into account the
requirements for data management.outlined in Clause 4 and the data structuring and processing concepts
describgd in Clause 5. It begins with*a generic model which identifies the processing common to all datg
managgment and then elaborates the model in order to accommodate the particular requirements (identified
in Clauge 4) for a database, a distributed database environment, for export and import of database data and
for accgss control facilities:

The principles used to identify potential data management standards within this architecture are described in

Clause |7, and the trelationships to and prescription of existing and future data management standards are
given inf Annex B:

6.2 Modelling concepts

For the purposes of this Technical Report, a processor is defined as a modelling concept that represents
some combination of hardware and software that can provide services either to one or more processors or to
a human user.

The architectural model is presented in terms of various processor classes, where each processor class

focuses on particular aspects of data management. It is not intended that such a model should represent an
implementation architecture for engineering computer systems.
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6.2.1 Characteristics of Reference Model processors

a)

b)

A model is expressed in terms of processors which interact as client and/or server. These terms are used
to refer to processors which for a specific interaction have these roles. A particular processor may have a

different role in another interaction.

In a client-server interaction, a client makes a request for a service where the request may incl

ude the

specification of any data values needed to invoke that service. The server provides a response, such as

one or more of the following:

C)

1) anindication that the requested service has been completed;
2) a collection of data that resulted from the requested service;

3) a message that the service is not available (either because the requester has po_authority to
the service or because it is not provided by the processor);

4) a message that the requested data is not available;
5) a message that the request is not correctly formulated.

Each processor is defined by the external interface it presents as.a’server, which specifies the se¢
is capable of providing and the type of data to which the services apply. For any processor, the
representation of data, the way it performs its processing’and any use of services provided }
servers are not relevant to the definition of its interface. However, the interaction of a processor w
servers is relevant for modeling purposes.

Each processor is an instance of some class. The class determines the services commo
processors which are instances of the class. Seme classes define the type of data to which their
apply and some classes require a separate schema to define the data to which their services appl

A processor may be a client of many setvers at any time; some servers may support several co
clients.

Processors are used as building blocks to provide data management services. The use ¢
processors may be recursive.

6.2.2 Levels of abstraction

The Reference Model processors are only concerned with necessary details relevant to data mana
Petails of how any-pfocessor is implemented or how it relates to other processors in a computer sys|
hot relevant. Inparticular, the interactions identified in the architectural model generally allow
processor and)server processor to be either within one computer system, in which case their intera
supported by-operating system facilities, or in different computer systems. Their interaction is supported by
pperating.system facilities or by communications facilities.

When'more detail is required for some aspects of a model, the following forms of refinement are used:

request

rvices it
internal
y other
th other

n to all
services

V.

hcurrent

f some

jement.
tem are
a client
ction is

a)

b)

specialization, where a subclass of a generic processor class is defined as having a distinct name and

services which are additional to or modified forms of the services of the generic processor;

decomposition, where the services of a processor class are shown to be provided by two or more

processor classes with interactions between them.

6.2.3 Notation for processors

In the model diagrams and associated descriptions, it is necessary to identify whether a class or an instance
of a processor is being referred to; a notation to distinguish these two concepts is that a class is referred to by
a name with an initial upper case letter whereas an instance has only lower case letters. For example, one

© ISO/IEC 2003 — All rights reserved

25


https://standardsiso.com/api/?name=d0469bf3bc38182a27dee5b54bcc34d1

ISO/IEC TR 10032:2003(E)

processor of the architectural model is the class User Processor, which has instances which are referred to as
user processors.

Diagrams are used to show the processor classes involved in a particular type of processing, together with the
client-server interactions between classes. The general diagram notation for a processor class is shown in
Figure 7, where the shape encloses the name of the class and the shaded part of the boundary represents the
interface. The rest of the text in this diagram explains the use of this construct.

U servicerequest— interaction
ser .

p with

< service response rocessor < service response server

Figure 7 — Example processor diagram

For any| processor there are two forms of interaction with other processors; first, as @ server, in which case
there is|a connecting line representing service requests from some client to the int€rface and, second, as 4
client of the services of another server, in which case there is a connecting line ffem a point on the boundary
(not the interface) to the interface of the other server. Each line represents. a-processing linkage which can
support|a sequence of one or more interactions between instances of the client‘and server processors.

The ardhitectural model includes a number of diagrams constructed wusing this notation, which are explained
as they| are presented. In each case, it is necessary to determing how instances of the processors may
interact| In some situations there may be constraints on the allowed interactions between processor instanceg
and in dther situations there may be freedoms which may not be.ebvious from a class diagram. In such cases
an example set of interacting instances is given to provide aninterpretation of the class diagram.

6.3 The generic model of data management

The gemeric model represents the characteristics 'of the processor classes common to all data management
relating|to the general context of a class of uséfs concerned with the definition of and access to data stored in
databades. Figure 6 shows the componenis‘of-the generic model.

Generic Database Environment
Generic
Schema
) ™)
User Generic Generic
User Database
Processor Database

Figure 8 — The generic model of data management

This model is based on the characteristics of a Generic Database class and a Generic Schema class as
described in Clause 5. Each processor class and its instances have the following data management
characteristics, where the use of “generic” should be assumed for the data management classes.
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6.3.1 Generic Database Controller

Generic Database Controller is the name of a class of general-purpose processors that provide data
management services for definition of and access to a class of databases; such processors require access to
a schema and their services include those related to an associated class of schemas.

A generic database controller is bound to one schema and its associated database, which together form a
generic database environment. Each database environment should have a unique identifier.

The data which is accessed hy any one database controller in any Database Controller class must be

structured and manipulated according to the rules of one defining data modelling facility.

The data which is accessed by any Database Controller may include the rules of one or more defined data
modelling facilities. These rules must be represented according to the rules of the defining,data modelling
facility on which the Database Controller is based.

Typical services provided by a database controller include the following:

n) establish a data management session for a client processor, requiring €xplicit or implicit binding to a
named database environment (requests for the following services are then,allowed);

pb) add to and modify data definitions in the schema for a database;
C) retrieve data definitions from the schema for a database;

d) add to, modify or delete data in a database;

E) retrieve data from a database;

f) start a database transaction of one or more requests for service;
g) end a database transaction by committing @y rolling back;

h) establish backup procedures for a database;

) initiate recovery procedures for'a.database;

) reorganize a database;

k) close a session.

Requests for these services are expressed to a database controller by
n) statements(in‘a database language;

pb) messages to a data management services interface;

c) calls to procedures.

6-3-2—UserProcessor

User Processor is the name of the class of processors that are clients for data management services provided
directly or indirectly by database controllers. Each user processor provides a set of services many of which,
when requested, make use of data management services. A user processor's services may be for purposes
outside the scope of this Technical Report.

The services provided at the interface to a User Processor may make use of a data modelling facility which is
different from the one used by the Generic Database Controller. In this case, a definition of the rules of the
data modelling facility used at the interface to the User Processor must have been made using the data
modelling facility of the Generic Database Controller.
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In providing its services, a user processor is a client of the services of one or more database controllers; use
of the services of any one database controller requires that a data management session is established directly
or indirectly between the user processor and the database controller.

6.3.3 User

User is the name of the class of persons or processors that are clients of the services provided by user
processors.

6.4 Specialization of the model in different environments

The geperic model given in 6.3 can be applied to the different kinds of information systems identified in
Clause §. At the most abstract level, this can be simply represented by replacing the term “Generic* by an
approprjate qualifier. For example the model can be applied to a distributed database environmentin terms of
a Distriputed Database Controller, Distributed Database and Distributed Schema.

These gpecializations of the model are examined in more detail in the following clausessb¥y decomposing thg
abstraci classes and by considering the possible instances to show component classes:

6.5 Database environment

In this gpplication of the generic model, a database controller for such a database environment would support
the typigal services identified in 6.3.1.

Subclayse 6.2 described how full interpretation requires understanding of the possible instances of each class.
The follpwing examples are given to demonstrate two different arranhgements of instances that are possible fol
a databfse environment, and the consequences for the use of the'services of a database controller.

)
. user -
use processor schema
\_________J
)
user user database database
processor controller
N\
T o)
user |
user.
processor
N

Figure 9 — Example of access to a database environment

The essential feature of the example shown in Figure 9 is that many user processors are using data
management services within a database environment. For simplicity just one user is shown for each user
processor. This is not intended to be a restriction.

This example illustrates that database controller services must be supported for many client user processors
concurrently, yet a client must be able to run database transactions without interference from other clients.

28 © ISO/IEC 2003 — All rights reserved


https://standardsiso.com/api/?name=d0469bf3bc38182a27dee5b54bcc34d1

ISO/IEC TR 10032:2003(E)

user

processor schema
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user database d

l i processor controller

N\
user |
user Re’

processor | — 3 schema
user database database
processor controller

Figure 10 — Example of accéss to many database environments

The essential difference in the example givensin Figure 10 from that in Figure 9 is to show that sofe user
processors are capable of accessing more/than one database environment.

n this case, a user processor that accesses more than one database environment must include the capability
for directing a request for service {o the database environment which contains the data to be accessgd. Thus
any request for a service must include an identifier of the database environment for which it is intendled; the
way in which such an identifieris associated with the database environment may be outside the scopg of this
Technical Report. In addition, the services of a database controller can be provided only within [its own
database environment, Any database transactions or relationships between data which involve more than one
database environmentimust be supported by some processor other than the database controller.

A database controller may be able to use a services interface to access data which is not under|its own
control.

This example shows that the services of a database controller do not support the management of| data in
multiple.database environments, though user processors may do so in a specific context.

The’ above descriptions did not consider the relationship between a database environment and any phrticular
computer system. In Figure 10, the two database environments may be in the same or different computer
systems. Also, both examples allow for a user processor to be in a different computer system from a database
environment in which case communication protocols are required for the processing linkage. These protocols
may be either passive carriers of the interaction or provide special services which support the remote use of
data management services.

6.6 Distributed data management

An elaboration of the generic model of data management can be used to address the requirements of a
distributed information system.
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As indicated previously, distributed data management must handle several different permutations of the
categorization schemes presented. One basic requirement common to all is that the services which are
provided by a user processor may relate to data stored in one or more different database environments. It is
also possible that a service requested by a user processor is available only at some computer system other
than the one at which the request originates.

All services of the database controller for the generic model are applicable in a distributed context. In addition,
the services related to distribution must be provided, possibly at a different processor interface from that of the
database controller.

The sp¢gcification of how a database is distributed is a typical service provided by a Distribution Controller.’A
Distribufion Controller determines whether a request for service involves access to another computer system
The Disfribution Controller must also determine what services are required to satisfy a request.

For each database environment, there exists a collection of persistent data which is associated-with’and used
by a dafabase controller when processing the requests for service which it receives. This collection of data is
called the local distribution data.

The anner in which data is distributed is specified in a database for distribution data. Similarly, thg
distribufion data for a distributed database may itself be distributed in any of the altetnative ways.

Figure 11 shows the architectural model of distributed data management. This”is based on a decomposition
that usgs database controllers for localized data management and distribution controllers for the distributed
aspects| of distributed data management.

Schema for
Distribution
Data

Local
Distribution
Data

Database
Controller

Distribution
Administrator

Schema

User Distribution Database
Processor Controller Controller

Database

Figure 11 — Distributed data management

In this application of the model, the User, User Processor and Database Controllers are as previously
described. The Distribution Administrator is a particular user class concerned with the task of specifying
distribution data and the Distribution Definer is a specialized User Processor providing services for distribution
administration.
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6.6.1 Distribution Controller

A class of processors that provide services for definition of and for the access to distributed databases has the
name Distribution Controller. A Distribution Controller must have the capability of accessing the relevant parts
of the schema and parts of the distribution data directly or indirectly associated with a distributed database, as
well as the distribution data, whether those parts are in the local database environment or the remote
database environment.

The distribution data which is used by a Distribution Controller must be accessible according to the same

TV ToOT Ty

FFor any distributed database, it is assumed that each computer system has a distribution contrellgr. Each
distribution controller provides access to those parts of a distributed database held in’ any dptabase
environment in the same computer system. In addition, a distribution controller enables access to those parts
pof a distributed database in remote database environments via communication (shown\.in“Figure 11 by the
dashed line) with other distribution controllers in different computer systems.

A particular constraint in Figure 11 is that a distribution definer is the only user processor to require $ervices
for access to distribution data. Other kinds of user processors do not require any services which explicitly
require access to distribution data, making use of the same database controller services as defined for the
generic model. However, a distribution controller provides additional services to other distribution controllers in
support of the distributed processing of data.

On receiving an initial request for a service from a user processer, a'distribution controller first determjnes the
database environments specified for the referenced data, ySing the services of a database contfoller to
access the local distribution data in the same computer system.”If the required specification is not available as
part of the local distribution data, a distribution controller.eommunicates with another distribution controller in
another computer system to find the required distributiondata.

Once the database environments for the referenced 'data have been determined, a distribution contrgller can
then invoke the services of any database controllers in the same computer system or communicate with
remote distribution controllers to effect part onall of the requested service. The way in which this is pefformed
s determined by a distribution controller.imorder to achieve optimum use of processing and communication
resources.

6.6.2 Role of Distribution Controller and level pairs

A request from a user may(relate to any level pair, although the user initiating the request should not|need to
be aware of the specific level pair involved. When such a request is received by a Distribution Contrqller, the
Distribution Controller hias to determine in some way which level pair is involved.

The Distribution ¢€ontroller then accesses the local distribution data to determine in which database

environment the required data is located and also whether the service requested can be performed in that
database environment.

6.7 Export/Import model

The' export/import model is a specialization of the generic model to exhibit the services of a dhtabase
controller to include the capability of export and import as described in 4.10.4.

Use of an export service requires first a specification of the data which is to be exported from a database
environment; this may include either selected occurrences of a particular type of data, a number of types of
data or such data together with corresponding schema definitions. Second, a file has to be named and a type
of file format appropriate for the specified data must be chosen.

Use of an import service requires the name of a file into which data has been exported and the file format
which has been used.
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The architectural model of export and import is based on a decomposition that separates the database
controllers which provide the services for any of the types of database environment, as described in 6.4, from
the Export/Import Processor which provides the required services. Figure 12 shows the use of export and
import service by a user processor. In a distributed environment, the services of the distribution controller
could be used.

Schema
User Database Database
Processor Controller
Export/ | .
Import E/I File
Processor

Figure 12 — The model of export/import

6.8 Access Control for Data Management

The capability to control all forms of access control may, be' required by data management services. Access
control [may be provided by any data management processor and may include services required for the
definition of access control data. Access control may be applicable to a number of processors.

Access|control requires that any service provided by any processor may require special authorization. Each
request|for a service must be associated explicitly or implicitly with an authenticated identifier for the user
This idgntifier may be implicitly associated with a service request by being declared at the start of a session
which involves the use of data management services.

A processor which checks each authorization to use the services provided by a processor is called an Access
Control|Processor. There are_several ways in which an Access Control Processor may relate to anothef
processor, including

a) the|Access ControlProcessor is used by the controlled processor as a server;
b) thelAccess Control Processor requests the services provided by the controlled processor;
c) the|Access-€ontrol Processor may be embedded in the controlled processor.

Indeper|dently of the approach used, whether a particular request for a service is allowed depends on whethel

the asc—\nur\{- ad idantifiar hac nra A~anlarad tloaaoc -F tha nranncone AanAd Aata invAhad If All AanarAneiat
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privileges for a request for a service do not exist, the response to the request indicates an access control
violation, and this violation may be recorded for general management of access control.

To support access control, the way in which the services are provided by a processor has to take into account
the need for appropriate privileges. For most services there is no change in the form of the request for a
service but the possible responses may have to allow for rejection because of lack of privileges.

Additional services are required for the definition of the valid identifiers for a database environment and the
privileges associated with those identifiers.

One approach to access control is illustrated in Figure 13.
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Figure 13 — Access control in a distributed environment

The Access Control Administrator is a particular User Class concerned with the task of specifying
control data and the Access Control Definer is a specialized User Processor for providing services for
control administrators.

As shown in Figure 13, the use of a databasgecontroller may result in the implicit invocation of as{
access control functions in order to verify that\the user processor is authorised to perform the requireg
Such access control functions will requité the retrieval of access control data relating to the p
pperation being requested. This is shown.in Figure 13 as being explicitly stored as access control data

Figure 13 illustrates access control functionality as it applies to the database controller. However,
control may be relevant for other-processors, such as the Access Control Definer itself. The Access

Pefiner is the mechanism for establishing the access control data which is relevant in order to valid
pppropriate privileges exist for the operations associated with all such processors.

7 Objectives-and principles for data management standardization

7.1 Purpose

This, clause identifies the objectives of standardization which are to be used in conjunction with the Rq
Model'of Data Management when specifying standards.

003(E)
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This clause describes standardization from three complementary points of view:
— technical objectives which are based on the concepts presented in this Technical Report;
— the means by which these technical objectives may be achieved;

— aspects of data management standards.
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7.2 Technical objectives associated with data management standardization

The following eight technical objectives are identified for data management standardization. Each of these is
associated with one or more of the three major objectives discussed in the Introduction. These objectives are
expressed in terms of the concepts introduced in the earlier clauses of this Technical Report:

a) support for all distributed scenarios;

b) location independence;

c) stapdardized database transaction management;
d) export and import of databases;

e) reduced complexity of handling data;

f)  ovgrall performance in distributed scenarios;

g) dath independence;

h) application portability.

i) extensible Data Modelling Facility;

i) flesible presentation of data to users.

The lasf two objectives are noted as being important for data management standardization. These differ from

the first|eight in that they allow future evolution of the technology and no further means of achieving them can
be idenfified here.

7.21 Bupport for all distributed scenarios

When designing a distributed information systemy it should not be necessary for each computer system and
for each) data management system used to be supplied by the same vendor.

Such a|system is referred to as heterogeneous and a database accessed and updated by different kinds of
data mgnagement systems is referred-io as a heterogeneous distributed database.

Various|types of interprocess communication require differing underlying communication facilities, which may
be prov|ded by operating system facilities, OSI Communications services or other communications services.

Standands to support distributed databases should be based on selected “services interfaces” provided in
each data management environment. The processors associated with the interfaces should react in g
standarfl predefined~manner when a particular request for service is received, and should respond in g
standargd manner.

In addifion”to' interworking processors in the same management domain, it is also necessary for a datd
managgment system in one management domain to be able to access data managed by another datg
management system in another management domain, subject to the access control requirements in the server

management domain being met. The processors in the two management domains may be provided by the
same or different implementors.

7.2.2 Location independence

To a user of data management services through a User Processor, it should not make any difference whether
data to be accessed is stored locally or remotely.
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In order to provide distributed system communication mechanisms which permit such location independence,
data management services and the interfaces at which these services are available, must be designed so that
a user is not required to know where the data is stored.

The User Processor should not require awareness of the location of the data being processed. The only
exception to this would be a User Processor which is used during system set-up to establish the locations of
any database environment with which a system may interchange data.

Remote access, while requiring additional information in order to determine the location of data stored

amaotabr chaould nat racuiira A fiindarantallyy, diffarant annraach $n tha Aats manacaamant camie bein
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provided. Requirements for remote as well as for local access to data should be equally applicable‘to|all level
pairs.

7.2.3 Standardized database transaction management

The database transaction concept is the appropriate mechanism for addressing the issues of integrity,
recovery, and concurrency control within a data management system. Accepted database trapsaction
properties (ACID - Atomic, Consistent, Isolation from the results of other database transactiops, and
Purability) can be specified by the use of concepts such as serializability~ih a local data manggement
environment.

Heterogeneous distributed database interworking requires that an\appropriate mechanism for database
fransaction management be selected and standardized.

7.2.4 Export and import of databases

n order to share all or portions of a database, including.not only application level data but also datqd on any
evel pair, there exists a requirement to support the transfer of data between data management systems.

[

The possibility of differing data management.'system implementations indicates a need for a dtandard
representation form for the data transfer ifssuch data is to be understandable to more than ope data
management system. Export/import facilities are particularly important in permitting the sharing of gnalysis
and design information between dictionary.systems and computer aided systems engineering tools.

There also exists a requirement for a'standard representation form for archived databases. The samé format
could be used.

Fxport and import facilities, as with database unload and load facilities, have usually been addressed as a
completely separable issue’from normal retrieval and updating operations. The reasons for this stem from the
degree to which data.modelling facilities and data formats have been proprietary to individual vendors.

The selection processes required to indicate the portion of a database of interest for produging an
export/importfile-do not differ significantly from the semantics associated with normal retrieval statemepts.

This leaves’consideration of the representation form for the schema level data associated with the lower-level
data as’a potential part of an export/import file. However, since such metadata is inherently no differ¢nt from
ower, level data, such as application level data, and can be represented using the same data modelling facility,
fhere is nothing to prevent the use of the same approach for all levels of data for which the creatign of an
export/import file may be appropriate.

The Reference Model approach is that the selection operations associated with standard Database
Languages be used in specifying the portion of a database for which an export/import file is desired. It may be
necessary to extend data manipulation language retrieval semantics in order to account for the specific
selection requirements for export/import purposes, such as ensuring that schema level data accompanies
application level data.

Taking a “services interface” approach, the response to such a request will mean that the result of such

retrieval operations may be a message (which may be lengthy). The response can then simply be used for a
different purpose (that is, storage or communication as a file rather than presentation to a user).
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7.2.5 Reduced complexity of handling data

Much of the complexity of existing distributed data management systems may be directly attributed to the
difficulties encountered in mapping between differing data modelling facilities.

The strategy used to overcome such difficulties is to utilize a standard approach to avoiding disparities
between the Data Modelling Facilities of different data management systems in a heterogeneous environment.

The approach advocated by this Technical Report eliminates the need to take into consideration potentially
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data mpnagement systems not conforming to the selected “standard” data modelling facility, it lis not

While tFnsIation between data modelling facilities may be of concern for vendors wishing to interface\with
necessary that such data model translations be addressed in data management standards.

7.2.6 Pverall performance in distributed scenarios

In each|of the distributed scenarios, especially the distributed database and the federated database scenarios
it is an ¢bjective of standardization work to enable improved performance.

7.2.7 Pataindependence

Data inflependence (see 4.5) is important in all information systems in order to reduce the costs involved in
modifyimg and enhancing the system.

7.2.8 Application portability

It is an|objective of data management standardization to enable improved portability of application systems
from one computer system to another.

7.2.9 Extensible Data Modelling Facility

Any dath modelling facility must be capable of being extended as new requirements are perceived and as new
technolpgy becomes available.

7.2.10 Flexible presentation of data to users

One prpcessor of any information system which must be considered is the User Processor which ig
respongdible for coordinating the interaction with the user.

There may be a need forihe data structures visible to human users to be different from those representablg
using the interchange data modelling facility.

Such user interfaces should be a completely orthogonal consideration to the provision of basic data
managgment.facilities, regardless of whether such facilities are concerned with centralized or distributed
systems.

As such, standardization of the interfaces at various types of user processors is normally outside of the scope
of data management standardization.

7.3 Means of achieving objectives
The first eight data management standardization objectives can be achieved by the following means:
a) same data modelling facility for each level pair;

b) same interchange mechanism for all level pairs;
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c) same processors usable for all level pairs;

d) standardized services at Database Controller interface;

e) standardized approach to access control;

f) standardized representation of data needed to facilitate interoperability;

g) support data fragmentation;

h) separation of logical and physical structures;
) access to schema during execution.

These means are described in the terms established in the earlier clauses of this TechnijcaDReport.

7.3.1 Same data modelling facility for each level pair

A data management system should utilize the same Data Modelling Facility for all level pairs prescribe
standards, and should provide the same data manipulation processes.'on” schema level data as
database controlled by a schema.

The data structuring rules of one data modelling facility may be specified using another data modelling
n this case it is important to distinguish between the defining\data modelling facility and the defin

manipulated in accordance with the rules of the same datasmodelling facility.
To express how other data modelling facilities can be positioned, it is necessary to identify specific lev

At earlier stages in the information systems life cygle, it is common practice to develop an applicat
model using a data modelling facility which is different from that used at the application level pair.

7.3.2 Same interchange mechanism for.all level pairs

This Technical Report allows for different Data Modelling Facilities. By standardizing the data modellin
o be used for interchange beétween the different data management environments distributg
management can be supported.

The Data Modelling Facility-selected as the standard for a distributed data management system is c4
nterchange Data Modelling Facility.

which the user of\the services provided by a User Processor necessarily needs to be aware.

t is important that the same interchange Data Modelling Facility be supported in different mang

domainshif4interchange of data is to be possible between them. The interchange data modelling fac|
data medelling facility common to level pairs should be the same data modelling facility.

d by the
on the

facility.
ed data

modelling facility. It is possible for the data structuring rules of a data modelling facility to be defiped and

el pairs.
on data
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Which Data Modelling Facility is used as the interchange Data Modelling Facility should not be a factor of

gement
lity and

An exact representation of the schema in a form appropriate for the standard data modelling facility is needed.

A standardized representation form is essential if processors such as different Database Controllers a
Processors are to be able to share such information.

nd User

It should be possible for the services provided by a User Processor to be aware of more than one level pair. It

should also be possible for the services provided by a User Processor to be expressed in such a way
user of these services regards all data as being associated with one level pair.
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7.3.4 Standardized services at Database Controller interface

In order to facilitate interoperability of database environments, the services interface to a Database Controller
must be standardized.

These services may be a subset of those required to support a Database Language standard, but an
alternative and appropriate representation form is required.

7.3.5 Standardized approach to access control

As a cansequence of enabling heterogeneous distributed databases and interoperable separately developed
systems, a necessary objective is that of a standardized approach to access control.

7.3.6 PBtandardized representation of data needed to facilitate interoperability

The management of a distributed database requires a database of data fragment location.information, which
may its¢lf be distributed.

In the chse of a centralized data management system, the location information relates to the particulars of the
specificlhardware/software environment, and can be completely proprietary in nature:

An objgctive is that data location information must be globally available within the distributed databassg

managgment system network. In practice, this necessitates standardization)in the format utilized to represent
such log¢ation information.

7.3.7 Bupport data fragmentation

Standaidization of distribution data, and the manner ofaccessing the data fragments related to such
distribufion data, is needed if heterogeneous distributed databases and interoperability are to be supported.

A standprd data modelling facility provides a means.af structuring such information. These facilities should be
utilized fo provide both local and remote access tosuch information.

A Distripution Processor must also be able'té address horizontal and vertical fragmentation in distributed
databages.

A data| management system utilizes such location information in order to provide some degree of

indeperldence for application processes. The results of a request for information which requires data from
multiple] sites will be consolidated.prior to presentation of the data to the requesting application.

7.3.8 PBeparation of logical and physical structures

The way in which data is structured according to the data structuring rules of a data modelling facility is
referred to as thé Jogical structure of the data. The specification of this must be separate from the way in

y g
the data conforms to the data definition.

7.3.9 Access to schema during execution

The requirement for a single definitive source for data under the control of an Information Resource Dictionary
System can be addressed by a data dictionary system which is “active” with respect to the other processors
utilized in an information system.

The control of data stored in a database is handled by a dictionary system in which the metadata is accessible
in the same way as the schema of the database.
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