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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with

partiqular fields of technica activity. 1ISO and IEC technical committees collaborate in fields of mutual interest.~Qther

international organizations, governmental and non-governmental, in liaison with 1SO and 1EC, also take part in the work;

Intern

ational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the¢ field of information technology, 1SO and IEC have established a joint technical committee, ISO/'EC JTC 1. Draft

Intern
Inter

published as an International Standard ("state of the art”, for example), it may decide by a simple magjority vote
partidipating members to publish a Technical Report. A Technical Report is entirely informative in nature and does not h

be rey

partid

be reyiewed until the data it provides are considered to be no longer valider useful.

In exgeptional circumstances, when a technical committee has collected data of a different kinddrom that which is norgfally

In exgeptional circumstances, when a technical committee has collected data of a.different kind from that which is nornpally
published as an International Standard (“state of the art”, for example), it may decide by a simple majority vote§[

ational Standards adopted by the joint technical committee are circulated to national bodies for veting. Publication gs an
ational Standard requires approval by at least 75 % of the national bodies casting a vote.

its
eto
iewed until the data it provides are considered to be no longer valid or useful.

its

ipating members to publish a Technical Report. A Technical Report iséntirely informative in nature and does not haye to

Attention is drawn to the possibility that some of the elements of this\part of ISO/IEC TR 10021 may be the subject of patent

rights

SO/
SC 6,

published as ITU-T Recommendation X.404.

SO/

Systens (MHS):

. 1SO and |EC shall not be held responsible for identifying any-or all such patent rights.

FC TR 10021-11 was prepared by Joint Technical Committee 1SO/IEC JTC 1, Information technology, Subcommijttee
Telecommunications and information exchange between systems, in collaboration with ITU-T. The identical tekt is

FC TR 10021 consists of the following parts; under the general title Information technology — Message Handling

Part 1. System and Service Overview

Part 2: Overall architecture

Part 3: Abstract Service Definition Conventions

Part 4: Message transfef)system: Abstract service definition and procedures
Part 5: Message store: Abstract service definition

Part 6: Protocel* specifications

Part 7: knterpersonal messaging system

Part 8; 'Electronic Data | nterchange Messaging Service

AT 9T Efectronic Dara IMerchange MesSsagmng SySem

— Part 10: MHSrouting

— Part 11: MHS Routing — Guide for messaging systems managers

Annexes A and B of this part of ISO/IEC 10021 are for information only.

\Y

© ISO/IEC 1999 — All rights reserved
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I ntroduction

This Recommendation | Technical Report is one of a set of Recommendations | humber of parts of 1SO/IEC 10021
defining Message Handling in a distributed open systems environment.

and suggests the characteristics of a Directory User Agent for managing that process. It allows OR-address plahs) MTA
interconnection topology and the management structures applied to MHS to be dealt with independently of ‘each other
whilst remaining within a co-ordinated framework.

5
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TECHNICAL REPORT

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - MESSAGE HANDLING SYSTEMS (MHS):
MHS ROUTING — GUIDE FOR MESSAGING SYSTEM MANAGERS

[EnN

Scope

T
Sy

TU-T Rec. X.412 | ISO/IEC 10021-10 provides a set of directory structures that may be configured in many differg

nis Recommendation | Technical Report specifies the means by which the administrator of various aspetts of an MH
stem may configure information into the directory for MTASs to use to determine the routing of messages.

S

it

whys to support a particular MHS routing strategy. In order to illustrate the use of theSe-directory structures, t
dpcument contains advice on how an MHS Administrator might organize the configuratjon of directory trees and entr
r| the directory. In particular, it contains suggestions on the following:

The types, construction and location of different OR-address Subtrees that may be needed;

The location of routing collective and MTA entries in the directory.

ther ways of using the routing capabilities specified in ITU-T Ree’,X.412 | ISO/IEC 10021-10 are also valid

1z

O
Other Recommendations | International Standards define <other aspects of the MHS. ITU-T Rec. F.00/X.400 |
ISO/IEC 10021-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2
pfovides an architectural overview of the MHS. ITU-T Rec.’X.411 | ISO/IEC 10021-4 defines the abstract-sgrvice of the
Message Transfer System. ITU-T Rec. X.412 | ISO/IE€E20021-10 defines MHS Routing using the directory.
2 Normative References
The following Recommendations and International Standards contain provisions which, through reference|in this text,
constitute provisions of this Recommendation | Technical Report. At the time of publication, the editions indjcated were
valid. All Recommendations and ‘Standards are subject to revision, and parties to agreements bgsed on this
Recommendation | Technical Report are encouraged to investigate the possibility of applying the most recgnt edition of
the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cufrently valid
International Standards. TheyTelecommunication Standardization Bureau of the ITU maintains a list of cufrently valid
ITU-T Recommendations:
211 I dentical"Recommendations | I nter national Standards
— U-T Recommendation X.216 (1994) | ISO/IEC 8822:19%formation technology — Open Systems
Interconnection- Presentation service definition.
= ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1986rmation technology — Megsage
Handling Systems (MHS): Overall architecture.
— ITU-T Recommendation X.412 (1999) | ISO/IEC 10021-10:196&yrmation technology — Message
Handling Systems (MHS): MHS routing.
— ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1988prmation technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.
2.2 Paired Recommendations | International Standards equivalent in technical content

CCITT Recommendation X.208 (1998pecification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990Information technology — Open Systems Interconnection — Specification of Abstract

Syntax Notation One (ASN.1).

ITU-T Rec. X.404 (1999 E)

1
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— ITU-T Recommendation F.400/X.400 (199Message handling services: Message handling system and
service overview.

ISO/IEC 10021-1:1990)nformation technology — Text Communication — Message Oriented Text
Interchange Systems (MOTIS) — Part 1. System and service overview.

3 Definitions
For the purposes of this Recommendation | Technical Report, the following definitions apply.

4

31t v Sdefmtions

The following terms are formally defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:
— OR-address;

- MTA;

- MTS;

— MHS;

— Message Store;
— User Agent;

- P

-  P3;

- MD;

— ADMD;

— PRMD;

—  Security Context.

3)2 ASN.1 definitions

The following term is formally defined in ITU-T Reé. X.208 | ISO/IEC 8824:
— ASN.1.

313 Directory definitions

The following terms are formally‘defined in ITU-T Rec. X.500 | ISO/IEC 9594:
—  Directory Name;
— Relative Distinguished Name.

34 Presentation Service definitions

The following:term is formally defined in ITU-T Rec. X.216 | ISO/IEC 8822:
~\/Presentation Service Access Point.

35 MHS-routing definitions

The following terms are formally defined in ITU-T Rec. X.412 | ISO/IEC 10021-10:
—  Connection Group;

—  Enumerated Connection Group;

— Next Level Complete;

— Routing collective;

— Routing-MTA;

— Target MTA,;

— Un-enumerated Connection Group.

2 ITU-T Rec. X.404 (1999 E)
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3.6 MHS Routing Methodology Definitions

The following terms are defined in clauses 6 to 10 of this Recommendation | Technical Report:

3.6.1 adjacent MTA: An MTA that isdirectly connected (i.e. through some connection group) to the current MTA.
3.6.2 administrator: A person or role which manages a particular routing collectivein the MHS.

3.6.3 current MTA: The MTA taking arouting decision for a message.

3.6.4 exit MTA: A routing MTA within the routing collective which has access to connection groups allowing it to
transfer messages to MTAS outside a routing collective. In an extreme case, each MTA in arouting collective might be
Exit MTA.

36.5 external OR-address subtree: An OR-address subtree which holds routing information to parts of, the M TS
Iving outside the routing collective under construction.

3.6.6 external Route: A route from arouting collective Exit MTA to another MTA outside the routing collective.
i internal Route: A route between two MTAs within arouting collective.

3.8 mailbox: term used to indicate the delivery point for messages located by an OR<address. This may be a P7
cessed message store, a P3 accessed user agent or a proprietary protocol accessed ‘user process. The distinctipn
b¢tween these variantsisirrelevant to MHS routing.

3.9 OR-address plan: A plan of OR-address attribute types used to identify an organization's departmepts,

divisions and users of MHS. An OR-address plan is specified by the Organisational and MHS administratprs to select
tHe particular OR-address forms and attributes for use within the ‘erganisation from all those possibilitles that are
specified in the MHS base standards. Organizational Administrator are persons or roles which manage non{MHS aspects
ol an organization, but who place requirements on an MHS system:

.10 reference OR-address subtree: an OR-address subtree that contains a routing collective’s internal routing and
essage delivery information.

3)6.11 registration Authority: An administrative role.which ensures that OR-addresses are unambiguoup, i.e. that
ch OR-address is allocated to one and only oneuser.

3)6.12 routing Information: Information held“in OR-address subtrees which instructs an MTA on how to process a
message for a particular OR-address.

NOTE - This is more general than the_ASN.1 construct 'routing advice', since it is oriented to the discrete acfions that an
administrator will take, and includes Recipient MD Assigned Alternate Recipients etc.

3)6.13  top level routing collective: A routing collective which does not belong to a superior routing collective.

=

Abbreviations

T

br the purposes of-this Recommendation | Technical Report, the following abbreviations apply.
ISDN Integrated Services Digital Network
AN Local Area Network
PSDN Packet Switched Digital Network

PSTN—Public-Switched-Telephone Network

5 Overview

5.1 The role of MHS Routing

Message Handling Systems exchange messages between users on a store-and-forward basis. A message submitted by
one user (the originator) will be transferred through one or more Message Transfer Agents (MTAS) in the Message-
Transfer-System (MTS) and delivered to one or more other users (the recipients). The sequence of MTAS through which
amessage is transferred on its way from originator to recipient is the message's route. The originator does not specify
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the route but identifies the recipient in the MTS by means of an unambiguous Originator/Recipient Address
(OR-address) or directory name which is translated by the directory into the recipient's OR-Address. A recipient’'s OR-

Address indirectly specifies which MTA the recipient is attached to. Each user is supported by a single MTA that is
responsible for delivering messages addressed to the user. Each MTA that handles a message on its way towards its
destination uses the recipient's OR-address on the message’s envelope to select the most appropriate subsequent rout:
This process eventually leads to the delivering MTA.

To achieve store and forward messaging, each MTA is configured with routing information indicating the OR-addresses
for which it has delivery responsibility and also the routes through adjacent MTAs which should be taken towards all

other OR-addresses. In general, each MTA requires different routing information to reflect its location and connectivity
within-the-MT S with rncpnr\f taMTAs cllppnrfing other OR-addresses.

52 Administrative Roles
MTAs are configured with routing information by MHS administrators. The information.‘that (possibly fifferent)
a@iministrators supply to their MTAs should be co-ordinated to ensure that each message is correctly and efficiently

—

quted towards its recipients, and that routing conflicts and loops do not occur.

MHS routing is influenced by a number of different organizational roles:

— an organizational administrator who is primarily concerned with the operational aspedts of the
organisation, and regards MHS as a resource. Organisational administrators specify requirements of
MHS, but do not get involved in the realisation of MHS;

— an MHS Administrator who is directly responsible for all aspects of the installation and operalion of the
MHS, including the connectivity between MTAs-etc.;

— an administrative role to ensure the allocation of unambiguous OR-addresses to MHS users,| This role is
formally identified as a 'RegistrationAuthority’. However its realisation, and the way it is administered
will vary from organization to organization, and it will also vary according to the type of OR-address
attribute being administered and the type of users the attributes are being registered for.

The MHS requirements are determined primarily by organizational administrators, and the MHS routipg strategy
slipporting those requirements is\designed and configured by MHS administrators. In some case$, the MHS
a@iministrator’s role may be further subdivided e.g. into those who deal with creating and managing mailboxgs and those
who are primarily involved inimanaging MTAs and their interconnectivity.

=1

addition, a registratienn authority is also assumed to be responsible for registering the OR-addresses assigned to users
hsuring that theyCare unambiguous and that the OR-addresses conform to the OR-address plan. Ea¢h registration
Lithority will administer values for some OR-address attributes within the scope of one or more well defined| sets of OR-
ldresses. Some registration authorities will act at higher levels in the global OR-address space (e.g. to register Country
pames, PRMD Names, ADMD Names and organization Names). Others will act at lower levels, (e.g.|to register
ganization Names, organizational Unit Names, Personal Names etc. within ADMDs, PRMDs, organizgtions etc.).
pgistration of Country names, MD names and Organisation names is performed by a hierarchy of forma| registration
Ithorities. However, the way that the remaining OR-address attributes are administered within an organization may be
S format, and twitt differ dependent on the type of organization.

TYVOZY DO

The sole collective technical requirement of registration authorities as far as MHS routing is concerned is that all
OR-addresses should be unambiguous — i.e. no two MHS users should be allocated (or granted) the same OR-address.

In some organizations, one or more of the above roles may be carried out by the same department or person, however
they will often be dispersed and, for the purposes of this Recommendation | Technical Report the functions they carry
out are regarded as separate and independent of each other.
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Organizational administrators are concerned with the day to day business of the organization and regard the MHS as a

facility to support the organization. They are not directly involved in MHS administration. They determine the intern

al

structure of the organization into departments, and the distribution of the organization and the departments over different
geographically dispersed sites. In doing this, they determine the geographical site at which each MHS user is located.

Their primary concerns with MHS routing are:

that the OR-address plan makes it easy to guess a user's OR-address; and

different MTA.

a e -address plan Is determine ese Tactors alone, an al

y , €Se require
mpromised by any MHS configuration choices or limitations imposed by MHS prod

ucts or seny

0
stiited to the organization, and, for each user, a specification of the geographical and departmental local
user's OR-address.

MHS administrators are concerned with supporting the messaging requirements specified by or
afiministrators. There are two independent aspects of the MHS administrator’s role:

To develop and maintain the interconnectivity of MTAs together with a’message routing straf
supports the organization’s OR-address plan. These must take into consideration the ¢
distribution of the organization and the available MHS systems and data communications links
the organization’s different sites;

Configuring each user's MHS OR-addresses and mailbox at'a particular location and with an
specified by the organizational administrator.

It|[should be noted that an organization’s operational internal structure, which should be the sole factor de
OR-address plan, is often quite different to the organizational structure of the MHS administration, ang
different again to the topology of MTA interconnections. It iSitherefore important that the three following

MHS routing design should be maintained independently of.each other, and that:

the OR-address plan can be constructed<to reflect the requirements of the organizational a
and to provide as short an OR-address as is possible whilst remaining intuitively 'guessable’ by
aim should not be compromised hyany aspects of the design or configuration of the MHS;

administration, recognizing that’it may be centralised or devolved, and may need to be quite
the organization’s structure as specified by the organizational administrator (e.g. it must alloy
where individual organizational departments are distributed over different geographical loc
served by different MTAS);

the OR-address-plan remains independent of the topology of the MTS.

3 The Role of the MHS Routing Standard

the absence of ITY-T Rec. X.412 | ISO/IEC 10021-10, different MTA products tended to adopt different
routing and often, no tools were provided to support the specification of an overall routing strategy amon
TAs. This was particularly so in multi-vendor environments in which MTS designs were often compromis
e specification of the OR-address space and MTS topology and message routing could not be done ind
ch other”In these cases, to achieve a workable routing strategy, each MTA had to be assigned

that the MHS supports an OR-address plan which reflects each user’s departmental or sit8;location

that OR-addresses are stable and do not need to be changed when users are relocated or connected to :

ents are no
ices. The

ganizational administrator’s input into the MHS routing design is therefore a specification of an, ©@R-address plan

tions and the

janizational

egy which
eographical
connecting

DR-address

fermining its
it may be
aspects of

dministrator,
users. This

an MHS administrative structure* can be constructed to fulfil the requirements of the organizational

different to
v for cases
htions and

hpproaches
g groups of
bd because
ependently of
the delivery
S containing
fddress space

1)

Distribution of an organizational department’s users over several MTAs forced MHS administrators to

introduce unnecessary extra OR-address attributes into the OR-address plan. These attributes were of no
real significance within the organization but were necessary to identify the delivering MTA (e.g. by
adding extra Organizational Unit attributes to distinguish between the different MTAs which supported a

single organizational department, so that each MTA had delivery responsibility for all OR-
containing a particular value of the extra attribute);

D Organizational administrators can choose whether to develop an OR-address plan reflecting the departmental structure
geographic distribution of the Organization, or they can choose a mixture of both.
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2) Routing strategies often had to be constructed that concentrated routing knowledge in central MTAs, and
required that all message traffic should pass through that MTA. This inhibited direct routing between the
originator and recipient's MTAS, it introduced a single point of failure, and was the source of potential
traffic overload situations and unnecessarily long delivery delay times;

3) When users had to be relocated to another MTA (e.g. because they were moved to another building or site
or department), their OR-address had to be changed to reflect the fact that they were served by a
different MTA,;

4) It was sometimes not possible to determine whether an OR-address was valid, other than by passing the
message through all MTAs in an area of the MTS until all possibilities had been tried.

210 =100 0 2 AITAs, and
many MTA products placed restrictions on the OR-address plans that they could specify.

5/4 The advantages of using MHS Routing

ITU-T Rec. X.412 | ISO/IEC 10021-10, and this Recommendation | Technical Report, specifyy MHS routing and routing
tgchniques using the directory. The directory enables the information required for MTA routing decisions to pe held in a
sfandardized, distributed store which can be accessed by each MTA using a standafdized access protofol. Using the
directory in this way to support MHS routing has a number of advantages for the-administration of ADMDs and
PRMDs:

a) It allows MHS and organizational administrators to allocate shorter OR-addresses which remain stable
over longer time periods. This is particularly important where~a, department within an organization (e.g.
identified by a particular organizational Unit OR-address attriptte value) is geographically distfibuted, or
where it is necessary to spread the processing load of adarge department over two or more MTAsS;

b) It allows enhancement of MTS performance, since although it might be considered that use of the
directory is an overhead, the method can improyé.the performance of MTS routing because ¢f its ability
to select more direct routes and reduce the number of MTAs which have to be traversed by mgssages;

¢) The MHS administrator can avoid single peints of failure (i.e. by avoiding the need to configure star
connectivity to centralised MTAs, or having to route in a ‘hierarchic' fashion as dictated by the OR-
addresses attributes);

d) It is possible to construct alternate<routes from any MTA to any destination in order to avoid|congested
areas or system failures;

e) Itallows MHS administrators.to avoid routing strategies which lead to traffic congestion situatigns;

f) It provides a uniform approach and a single method to ease the MHS administrative tasks of routing by
providing a standard-‘(abstract) interface to the routing controls of MTAs through a single point of access
to the directory which may be remote from the MTAs being configured,;

g) It can be usedjfor ADMDs and PRMDs to exchange routing information identifying which MTAs should
be used as entry points into the MD and it will be of particular use where the single space cauntry name
or 'XX'.eountry code are in use. Such information may assist other MDs to make optimum routing
choices)

bcause of these characteristics, MHS administrators using systems that conform to the MHS-Routing stanglards and this
ethodology,can provide a better user service to the organization and MHS users.

3 @

6 MHS Routing Concepts

6.1 Introduction

This clause introduces MHS Routing administrators to the concepts of the MHS Routing Standard (ITU-T Rec. X.412 |
ISO/IEC 10021-10). Clause 6 of ITU-T Rec. X.412 | ISO/IEC 10021-10 contains a more formal and detailed description.
The following concepts are explained here:

1) MHS;
2) MHS Routing and the MHS Routing problem;
3) The Directory;
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4) Therationale for aDirectory based solution;

5) TheMode of Directory Based MHS Routing;

6) Directory schema configuration for MHS Routing.
6.2 MHS

Message Handling Systems (MHS) enable users to exchange messages on a store-and-forward basis. A message
submitted on behalf of one user, the originator, is conveyed by the Message Transfer System (MTS) and subsequently

delivered to the agents of one or more other users, the recipients. The MTS comprises a collection of Message Transf
Agents. (l\/ITAe) The MTAs are highl\ll distributed,and connected di rnrtl\ll or indirm‘rl\ll to_each other in a network

er

fashion. A message will traverse one or more MTAS on itsjourney from its originator to its recipient.

HS routing takes place in the OSI Application Layer (i.e. in MTAS), and is distinct from network layer routing’(MH
uting deals with complete messages, the Network layer routes data streams that carry messages between differg
TAS).

more complete description of the MHS is provided in ITU-T Rec. F.400/X.400 | ISO/IEC 10021-1.

3 The Message Routing Problem

MHS, the message originator does not specify a path through different MTAS to reach a recipient, but specifies t
cipient's OR-address (or a directory name that is used to determine the\'OR-address from the directo
ldress consists of a set of OR-address attributes, each of which identifies a particular characteristic of
g. Country, Management Domain, Organization, Personal Name etc,

—

(S

—

is the responsibility of each MTA to determine the next MTA te-which the message should be transferred
e message’s journey to its recipient. Any given MTA is connected to a number of other MTAs, and an MT|

0T =

Iﬁoices will be more efficient than others. The selectionJof the next MTA is based on the recipient’s
puting is therefore the process of selecting, given an, OR-address, the MTA to which the message sh
hnsferred. The path taken between an originator *and recipient may vary on different occasions, since
eneral be a number of possible paths through-different MTAs between them, and factors such as co
ailability may influence route selection dynamically.

=

D Q

MHS Routing presents a number of significant problems:

MHS is envisaged as a"global service and therefore has a very large OR-address space. Itis 1
configure MTAs with- direct routing knowledge for all possible OR-addresses because of the
information and the\logistics of distributing OR-address update information;

MTAs are ofteén-sparsely connected (i.e. they do not all directly connect to each other) becal
feasible to~provide a single underlying data communications network to connect all of the
absenceCof complete MTA interconnectivity, this has the implication that different MTAs nee
differént'routing information dependent on their location with respect to each recipient’s delive,
and\OR-address;

Different MTAs require different levels of detail about different OR-addresses. An MTA
responsible for a set of OR-addresses must have all the delivery information in detail. Howevg
that is remote from the delivering MTA will only need to know the identity of the delivering
some other MTA on a path towards the delivering MTA.

1S

ne
y). An OR-
the recipient,

to progress
A routing a

rticular message must choose another MTA to which it\will forward the message towards its destination. Some

DR-address.
ould next be
there will in
hgestion and

ot feasible to
size of the

Ise it is not
m. In the
0 to have
Fing MTA

that is
r, an MTA
MTA or

Because of these problems, MTA implementations have tended to simplify their routing strategy by binding the delivery

responsibilities for complete OR-address spaces summarized by a particular OR-address attribute value t

0 a particular

MTA (e.g. where an MTA has delivery responsibility for a complete Organizational Unit). Whilst this approach may be

efficient in terms of administration, it causes a number of problems e.g.:

1) Where the personnel of a particular organization’s department (e.g. the sales force) are geographically

widely distributed, MHS administrators may need to impose further unnecessary layers of Org

anizational

Unit attributes (or some other attribute) in the OR-address plan to represent that geographic distribution,

and to enable MTAs to identify the correct delivering MTA,;

2)
MTA at the new location;

ITU-T Rec. X.404 (1999 E)
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3)
4)

A user's OR-address may be constrained by the MTA to which the user connects;

the distortion of the relationship between OR-addresses and delivering MTAs means that message traffic
must often be routed through intermediate MTAs unnecessarily (e.g. where a star network has been
implemented to overcome routing difficulties). This leads to traffic congestion, single points of failure
and unnecessary throughput delays.

Because of this, many organizations have had difficulties in establishing an acceptable OR-address scheme and
supporting it with an efficient routing strategy. There has always been a trade off between address scheme tailored to the
organization and routing strategy imposed by MTA products. These difficulties have primarily been caused by the
binding of particular OR-address spaces to specific MTAs, leading to inappropriate OR-address schemes being imposed
on organizations, restrictions on mobility of OR-addresses, traffic bottlenecks and conflicts between management of the

ofganization and management of messaging systems.

4

e of ITU-T Rec. X.412 | ISO/IEC 10021-10, MHS Routing, avoids these problems by utilising standar
stems in a special way. It specifies how directories are used by MHS administrators to configure routing
r groups of MTAs, and how individual MTAs are provided with access to routing information which is app
eir role and location in the MTS.

A Directory Solution to Message Routing

ne standard directory technology has been used to support a directory schema-specific to the MHS rout
chnique can be used in a number of different ways to support different MHS rotting objectives:

to support a global routing strategy, in which case a global directory is required,;

to support a local routing strategy (e.g. within an MD), in whieh case a local directory is requ
global directory is not.

os)

pth of these are the subject of this Recommendation | TechnicakReport. MHS routing encompasses all glg
uting requirements.

-
Q

5 General Directory Servicesand Functions

ne Directory is specified in ITU-T Rec. X.500 | ISO/IEC 9594. Directories are traditionally used to providg
r storing and retrieving a wide range of types.ef information to support global communications servic
blephony, Fax, MHS and EDI in a similar fashiotto paper based White Pages and Yellow Pages.

Directory typically contains communications related information held in one or more Directory Syste
SAs) which users access using a Direetory User Agent (DUA). The DUA aids users to form directory (
Leries and returns the results to the.user.

O 295> A4 O

SAs are generic and can be canfigured to support many different types of schemas reflecting the different
different communications sefvices, whereas DUAs are generally specific to a particular task.

her by telephone/fax/MHS etc.). The tree structure is referred to as the Directory Information Tree (DIT)
the DIT locates a Bifectory Entry. The topmost entry in the DIT is referred to as 'Th&.Root'

Djréetory Name which corresponds to the entry’s location in the DIT. The DIB can be constructed to

N directory
information
opriate to

hg task. This

red, but a

bal and local

a service
es such as

m Agents
pdates and

requirements

ne directory stores information concerning objects (e.g. people, machines in the real world that communicate with each

Each node

1S a Relative
distinguish
5 the entry’s
ntified by a
hold many

d
buildings) and different entry content types to reflect those different objects.

Each Directory entry contains information about a single real world object in the form of a set of Directory
Each attribute holds a particular type of information about the object, e.g. a telephone number.

houses and

Attributes.

Directory service administrators may create and delete entries, and perform read, write and modify operations on entries
identified by a directory name. Search operations can be applied to a whole DIT subtree that has been identified by its

directory name to retrieve information from all entries with specified attribute values.

2 In practice, the root will not actually exist, however, its subordinates will.
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The Directory also provides a comprehensive set of access controls which can be applied to allow read, write and modify
access to identified directory users to directory attributes, entries and whole directory subtrees. These can be used to

prevent un-authorized read or write access.
Severa Directory applications have already been developed, each specifies a directory schema, e.g. for:
—  Telephony information;

—  Fax Information;

—  Security Information;

— OSI data communications applications, including EDI, Transaction Processing, FTAM and the Virtual

Terminal.

However, the schema components provided in ITU-T Rec. X.500 | ISO/IEC 9594 can be extendéed)ang

adapted or

rgplaced with new ones for other tasks. MHS Routing specifies such a directory schema to support-the parficular task of

HS message routing. It consists of attributes, collections of attributes for routing entries, and-directory
specific to the routing task.

[e2]

6 MHS-Routing use of the Directory

<

HS routing uses directory systems in a slightly different way to the global comniunications services use |
a$ far the MHS administrator is concerned, each Directory Name locates a pdrticular directory entry cont

=

name.
Al DUA customised to the particular task of MHS routing will considerably simplify the administrative
constructing and maintaining directory information for MHS routing.
6]7 Scenario

Il MHS Routing, the MHS administrator can use a Directory User Agent (DUA) or some other mechanis
porting/importing or shadowing) to configure MHS.¢outing information into the directory for the set
iministered by the routing collective. Each MTA has-a local embedded DUA to read the directory, and po{

bchnical Report provides details of how an MHS administrator should identify and configure the directory in

MHS Routing Administration

MHS Routing Scenario Messages In
Administrator

/ Messages
DSA/DIB MTA Out

% DUA —
l

Registration
Messages Out

Autherity

MTA Definition

name forms

t. However,
hining MHS

quting related information, and that entry contains a set of attributes of the real’world object identified by the directory

task of

M (such as
Df MTAS
bsibly builds

e

a

alcache of directory information which is most-relevant to its own operation. Clause 10 of this Recominendation |
T

formation.

Routing Collective Definitions

COnnecton Group Defmitons
OR-address subtrees

T0732240-99/d01

Figure 1 — MHS Routing Information flows
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Figure 1 illustrates MHS routing in terms of the flow of information controlling message routing. OR-addresses, MTS
topology and configuration, and the routing information for specified MTAS are prepared by the organizationa
administrator, the MHS administrator and the Registration Authority. The directory entries are read by MTAS during the
message routing process to determine whether the MTA can deliver the message or to determine the next MTA to which
the message should be transferred if the message is to be relayed.

The MHS administrator’s task is to configure the MHS Routing Directory Information prior to initializing MTAs and
putting them into service. It should be noted that different types of information may be prepared and input to the
directory by different administrators; (e.g. MHS system administrative structures and MTA interconnectivity information
may be prepared by one administrator, and user mailbox creation and deletion may be may be carried out by a different
administrator). The routing standard and methodology do not specify how user mailboxes are administered.

m

ach MTA is configured to access this information to configure its internal routing knowledge and to bg-abje to access
quting information for each OR-address. Each MTA uses this directory information to route meSsages|to adjacent
TAs which are 'nearé¥'the message’s destination.

Zﬁ

The MHS Routing Model consists of the following elements:

— Routing Collectives, which provide a hierarchic model of the MTS administrative structures. Egch routing
collective is a portion of the MTS consisting of a group of MTAs managed by an MHS administfator;

—  Connection Groups, which model the topology of interconnection 'off MTAs in the MTS. They|represent
connectivity between two or more MTAs, and hence the topology. ef the MTS;

— The OR-address plan;
— OR-address subtrees;

— Routing Information, held in OR-address subtree entries, and which contain instructions to MTAs. Each
instruction may be to either deliver, Non-Deliver,“"DL-expand, Redirect or to Route the messape through
another MTA,;

— MTA definitions, which hold basic configtiration information for each MTA from which it MTA can
'bootstrap' its routing information from, the directory. Each MTA is considered to be a routing [collective
in its own right.

ne following subclauses elaborate on thesé concepts and outline how the necessary information is configured in the
rectory. Clause 7 onwards provide details on each of the tasks which administrators must perform with regpect to each
of these concepts.

o -

6J8 Routing Collectives.and Connection Groups

Flgure 2 illustrates a routing“collective 'X' that is internally divided into a number of subordinate routing collgctives (A,
Bland C). These, in turny-are divided into further subordinate routing collectives (A.1, A.2, A.3, B.1, B.2, B.B, and C.1,
Cl2, C.3 etc.). Each-0f'the lowest level routing collectives is supported by a single MTA, which assumes the|name of the
lowest level routing, collective it supports. So, each routing collective (X, A, B, C, A.1, A.2, A3,B.1,B.2,B.3| C.1, C.2,
C}3, C3.1 and C3:2) might each be administered by a different MHS administrator
Y|

and Z are.other parts of the MTS outside the routing collective which, for the purposes of MHS routing afe modelled
i the (directory as routing collectives (irrespective of whether they practice MHS routing or not]. In this
Recommendation | Technical Report, these are called External Routing Collectives.

Also, some of the internal routing collectives might not consist of Routing MTAs that conform to ITU-T Rec. X.412 |
ISO/IEC 10021-10 and they cannot be configured with routing information as specified in that Recommendation |
International Standard. However, these routing collectives will be represented in the directory as routing collectives for
the benefit of all other MTAs needing to route to these non-routing MTAs.

A number of connection groups connecting MTAs within and outside the routing collective are illustrated
(CG1, CG2, etc.).

3 In terms of the number of hops through subsequent MTAS.
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T0732250-99d0Op

<:> routing-collective

connection-group

Figure 2 — Routing Collective structure example

gure 3 illustrates the resultant routing collective hierarchy as a tree structure. It does not model the connection groups.
ne routing collective hierarchy is directly represented as a directory subtree, the entries of which contain the connectipn
ghoups available to each routing collective.
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Figure 3 — Routing Collective Hierarchy example
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Thus, from an MHS administrator's point of view the MTS is partitioned along administrative boundaries,

and the

MTAs are formed into a hierarchy of routing collectives. The MTAs directly supporting a routing collective are all
managed as a single unit by the same MHS administrator. A routing collective may be partitioned into a number of
subordinate routing collectives. The MHS administrator of a superior routing collective delegates administrative
authority for the subordinate routing collective to a different MHS administrator. Routing collectives thus form a

hierarchy reflecting MHS administrative boundaries.

Each routing collective is supported by one or more MTAs. Each MTA is also modelled as an individual routing
collective. All MTAs within a routing collective are configured to know of one or more direct or indirect routes to each
other. The Routing Collective concept also provides a convenient way of summarizing and identifying the routing
capability of groups of MTAs by hiding the internal structure and connectivity of those MTAs (this allows other

a@iministrators to construct routes to it without getting involved in its internal structure). The primary charac
rquting collective is its message delivery and routing capability. Examples of routing collectives include:

— A Management Domain;
—  The group of MTAs within an organization operated by a particular departmenter division;
— A collection of co-operating MDs;

— Asingle MTA (each MTA is considered to be a routing collective in its"ewn right).

)

arts of the MTS outside a routing collective (e.g. in another MD) are also modelled as routing collectives
quting and delivery responsibilities for specified sets of OR-addresses.

=

here a number of MTAs are subject to a common routing strategy-(e.g. to support a Management Do
TAs supporting an organization), they may be defined to belong(to a single superior routing collective. Thi
n a two level routing collective hierarchy, where the top levelds)the collection of all the MTAs, and the s
quting collectives represent the individual MTAs.

3s=z=<

Hpwever, in complex cases where a more devolvedcmanagement of the MHS is necessary, a suborg
ollective may be subdivided into further subordinate‘routing collectives. Subordinates may need to be de
dllowing cases:

= 0

1) Departments within the organization which have autonomous control over one or more of
MTAs or which fund their own\private data communications links to external parts of the MTS;

2) Departments who wish 'to maintain anonymity of their user population (i.e. operating an e
facility).

Py

puting collectives are designed and specified by MHS administrators independently of connection grou
idress plans.

<5}

6)9 Routing-Callective Directory Representation

Alrouting cellective directory subtree is constructed to model the hierarchy of routing collectives within ead
rquting collective. For instance, the tree of Figure 3 can be implemented in the directory to model the ag
structufe~of routing collective X in Figure 2. The routing collective administrator allocates a directory nhame|
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the fouting collectives, and sets up a corresponding directory entry to contain information about it. Routing

ectory names

that form a routing collective subtree in the directory. The name of each subordinate routing collective is derived from

its superior’'s directory entry. Each routing collective’'s entry contains a list of one orcommestion groups throu

gh

which it can access MTAs in other routing collectives, and through which other MTAs can pass messages into the
routing collective. A routing collective’s connection groups therefore express the topological connectivity of a routing

collective within the MTS as is detailed in 6.8.

6.10  Connection Groups

A connection group is defined as a number of MTAs which can exchange messages directly with each other and which

therefore represent an element of connectivity between MTAs, i.e. the MTS topology.
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A connection group:

requires a set of data communications links (or a common data network) over which each pair
the group can exchange messages directly;

of MTAs in

— implies the existence of an agreeriebetween the MHS administrators of each of the MTAs to allow
their MTAs to exchange messages, and it implies the existence of agreements on data communications

security, passwords and security contexts for the exchange of messages between the MTAs;

— requires a common message interchange protocol and underlying data communications protocol;

— is assigned a directory name and a corresponding directory entry to hold information about the connection

group.

There are two types of connection group:

1) Enumerated connection groups, for which all the MTAs in the connection group can,be)list
known to each other;

messages with all other MTAs attached to some common data communications network
network or a public packet switched network) and it is not generally possible to list all of t
which are members of a connection group attached to that network. Alsoythe MTA member|
connection group may change in time.

Cpnnection groups are specified by MHS administrators independently of routing collectives and OR-addreq
concepts of connection groups are further explained in diagrams in 8.4.

611 Connection Group Directory Representation

ERch connection group is represented by a directory entry. The entry may provide a list of the MTAs thaf
(gnly if it is an Enumerated Connection group), and it will contaima set of communications related paramete
tHe MTASs in the connection group to exchange messages with_each other.

6/12 OR-address Plan

Organizational administrators develop OR-address-'plan in conjunction with MHS administrators to
rgquirements of the organization. The OR-address plan specifies the selection of OR-address attribute

elg. by naming Organizational Units etc. AmOR-address plan usually represents all of the OR-addresses
rquting collective has responsibility for delivery or DL-expansion. This is the routing collective’s internal O
ace. There is an exception to this with-Secret OR-address subtrees (see 6.17.3.5.2).

ich support the MHS.

R-address plans are implemented by the registration authorities that allocate attribute values within the (
tHe OR-address plan te-create user’'s OR-addresses.

613 OR-address plan directory representation in OR-addr ess subtrees

R-addresses are represented in the directory as OR-address subtrees that hold MTA routing information.
R-address subtrees are constructed in the directory to hold routing information used by one or more

pd and are

2) Un-enumerated connection groups, where all of the connection group’s member MTAs caf exchange

e.g. an IP
ne MTAs
ship of the

s plans. The

it connects
rs to enable

fulfil the
ypes used to

identify MHS users within a routing collective. [t might also impose constraints on some OR-address attripute values,

for which a
R-address

This is done within the constraints of the MHS standards and is unconstrained by the particular MHS prodiicts (MTAS)

onstraints of

A number of
MTAs. Each
ined for other

directly. reflects the OR-address plan and may also reflect a summary of OR-address spaces which are de
D . . : i ; .

MHS routing defines a method to represent each OR-address as a Directory Name. This is achieved by assigning a

Relative Distinguished Name to represent each OR-address attribute value. MHS administrators construct

one or more

OR-address subtrees using these directory names. Each entry contains routing information for MTAs concerning the

OR-address represented by the entry. This provides a useful way to organise and store routing information
MTAs. MTAs are configured to access one or more OR-address subtrees.

for access by

4 suchan agreement may be implicit (e.g. where an administrator manages a number of routing collectives), informal, or supported
by aformal contract between the administrators of different routing collectives. However, in all cases there is a need to agree on

the technical details of message interchange.
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6.14 MTA definitions
Each Routing-MTA is defined by two different directory entries:

1) A directory entry and name to hold information on the protocols it uses, the network locations for each
different data communications network it is attached to, the OSI Application Entity Title of the MTA, the

MTA’s name and Global domain Name;

2) A directory entry which represents it as a routing collective, and which contains its routing
identity and the names of the OR-address subtrees that it must use during routing.

The reasons for each MTA having two entries are purely historical. It was necessary to define the first entry
afthe very beginning ol MHS standardization process (I.e. in 1984), and the information contained in_2)
became necessary with the more recent standardisation of MHS routing.

15 The MTA’s Message Routing Process

6

An MHS administrator configures the directory with routing collective subtrees, connection groups, MTA definitio
d OR-address subtrees and then configures each MTA to reference its own directory definition entry and a sequen
off OR-address subtrees which it should refer to. Each MTA then runs an initialization process to obtain its worki
information and gain access to the OR-address subtrees it should use. During this initiglization process, it obtai
kmowledge of its own connectivity to other adjacent MTAs and aobtains the minimum knowledge necessary to be able
rqute messages to al other parts of the routing collective and through Exit MTAs 4o destinations outside the routi
cgllective.

Ap a result of this process, the MTA can relate any non-adjacent target MTA in the routing collective to one of
adljacent MTAS. Once this process has completed, the MTA can enter activerouting service.

Exit MTA

Current MTA

Adjacent MTA

Target MTA

T0732270-99/d04

Figure 4 — MTA Roles in a routing collective

gure 4illustrates the various roles that an MTA may assume with respect to a particular message being routed by
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— MTA Ais called the Current MTA because it is actually processing a message. Its OR-address subtrees
will suggest transferring it to a particular Target MTA on the basis of the recipient's OR-address (e.g. in

this case either B, C, or D).

— MTA B is an Adjacent MTA to A because it is directly connected to A. In this case MTA B is
hop on the journey to either C or D.

the next

— D is considered to be an exit MTA because it has connection groups to MTAs outside the routing
collective which support other OR-addresses (unlike A, B, and C which only have connections to other
MTAs within the Routing Collective). Because of this external connectivity, any messages leaving the

routing collective must pass through D. Exit MTAs must have access to either at least one exit
group or a transit exit connection group.
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AsMTA A routes a message, it converts each recipient’'s OR-address into its corresponding directory name. It u

ses this

to read its configured OR-address subtrees in sequence until it finds appropriate routing information (the name of a

target routing collective) for that OR-address. The MTA then uses its internal map of its local routing

collective

connectivity, which it constructed during initialization. This enables the MTA to determine which of its adjacent MTAs

it should transfer the message to through and which local connection group should be used for the tra
summary, there are three steps to determine the adjacent MTA for any given OR-address:

target routing collective to which the message should be transferred;

enable it to select an appropriate adjacent MTA to which the message should be transferred

nsfer. So, in

For any given OR-address, one of the MTA'’s configured OR-address subtrees provides the identity of a

If the target routing collective is within the same parent routing collective then the MTA’s internal tables

towards the

target routing collective;

If the target routing collective is not known (e.g. it is not a key routing collective) the-targgq
collective’s entry is read from its directory to determine a list of the connection groups, to which
routing collective is attached. This list of connection groups is then used to select either an en
that routing collective or an exit connection group from the current routing collective accord
available connectivity.

6]16 MHS Routing Administrative Roles

MHS Routing implies that the tasks of designing and implementing a routing sttategy for a part of MHS are
the following three roles:

1) The organizational administrator who makes decisions abquPhow to identify staff, where they
the structure and geographical distribution of departments within the organization and the des
organizational roles, and whose primary concerns afe the specification of an OR-address pl3
the internal structure of the organization being supported by an MHS. They also arrange fof
users to be provided with access to the MHS in ¢g-operation with the MHS Administrator;

2) The OR-address Registration Authority, which is responsible for allocating OR-addresses (al
the requirements of the organizational.‘@dministrator) and ensuring that each user's OR
unambiguous (i.e. ensuring that no two users are allocated the same OR-address);

3) The MHS administrator, who is responsible for the connectivity and routing strategy of the MT

directly support a routing collective, and for co-operating with MHS administrators of othe
collectives and other parts of‘the MTS to achieve the desired connectivity and routing capabi
MTS as a whole. However, an MHS administrator is not considered to be responsible
administration of subordinate routing collectives to which management responsibility has been

nese distinct administrative [rales are co-ordinated within the organization to establish an MHS ser
ppropriate to the user community. The roles may all be performed by a single person, or may be performe
pople.

QD

17 MHS Routing Administrative Tasks

I
collective and(that the complete task must be carried out. In the case of a subordinate routing collective,
tgsks maysalready have been completed by the MHS administrator of the superior routing collecti

t routing

the target
try MTA to
ng to the
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hre located,
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individual

Ccording to
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this description, it is assumed that an MHS administrator is going to establish and maintain a top lg¢vel routing

some of the
e and the
inistrator’s
reflect the

g collective, it will need to be maintained and changed to

collectives.

The approach specified in this Recommendation | Technical Report may be applied to a routing collective managed by a

single or devolved administration. An administrator may need to apply the tasks selectively to:
— implement one or more routing MTAS;

upgrade one or more existing MTAs to routing MTAS;

implement a complete new installation;

extend an existing routing collective by adding new OR-addresses, adding routing MTAs or
existing MTAs or adding subordinate routing collectives.
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The end effect of the administrator’s work is to ensure that:

all MTAs in the routing collective are able to route messages to each other by provision of a
data communications infrastructure;

each MTA knows how to reach Exit MTAs which have access to external connections to oth
the MTS;

the routing collective.

Establishing MHS Routing for a part of the MTS should be carried out by the following sequence of tasks:

n adequate

er parts of

each MTA can identify the subordinate routing collective responsible for each OR-address supported by

a) Analysis of the organization's MHS requirements;
b) Design the MTS topology, the OR-address plan and the routing collective structure as three)independent
tasks based on the information obtained from the analysis;
c) Configure the directory to hold entries for a routing collective subtree, one or more, OR-addres$s subtrees,
MTA definitions and connection group definitions;
d) Configure MTAs to access their own directory definitions and routing informatien;
e) Initialize each MTA to read its directory information and to create sufficient.internal informatiof for it to
carry out its routing task;
f)  Place initialized MTAs into service.
Ah administrator performs these tasks as outlined in the following subclauses:
6{17.1 Organizational Requirements Analysis
The organizational and MHS administrators should co-operate in performing an analysis of the organizgtion's MHS

quirements and identify the scope and structure of each of thefouting collectives. Clause 7 gives detail
hich is oriented to establishing the following information:

the user community to be provided with messaging services;

the specific messaging requirements ofcthe organization and users served by the routing
including OR-addressing requirements;

all of the existing component MDs, MY As which will form a part of the routing collective;
the data communications links and networks accessible by each MTA,;

Domains).

ne organizational requirements analysis task should be completed before construction of an MHS, or wher
convert all or some MTAs tae.using the MHS Routing standard. It may also need to be carried out if the
ganization undertakes a major revision of its MHS requirements. The information resulting from this task
the subsequent MHS routing design tasks.

17.2 Design Tasks

ne design of a fouting collective must deal with the topology of MTA interconnections, the administrative {
e routing calleCtive and its subordinates, and the OR-address plan.

[17.2.1 Tepology Design

nis‘task identifies the MTAs that are to support the routing collective and their interconnections. The a

5 of this task

collective,

the external MTS environment within which the routing collective is to operate (i.e. other Management

it is decided
MTS or the
vill be used

tructure of

iministrator

shotld take into account the information obtained from the organizational requirements analysis on existin

messaging

systems and the MTS environment (e.g. other Management Domains) to:

— ensure that MTAs are available to serve all users;

ensure that the routing collective’s MTAs are adequately connected by data communications links;
ensure that the routing collective’s MTAs are adequately connected to other parts of the global MTS and

to ensure that the data communications links are adequately sized for the expected traffic loads;

identify any messaging systems components (MTAs and data communications links) which
procured to ensure that sufficient MTA and data link capacity is available;

connectivity to meet resilience and availability requirements.
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The result of this step should be a topology of MTA connectivity both within the routing collective and to other parts of
the MTS. In particular, it will identify the connection groups that are accessible by each MTA and each subordinate
routing collective. Thisinformation will be used to construct the routing collective’'s directory entry. It will also identify

all of the connection group entries that need to be defined in the directory.

Topology design is dealt with in more detail in clause 8. The topology will subsequently need to be maintained to reflect

addition or deletion of any MTAs or connection groups.

6.17.2.2 OR-addressPlan

The organizational and MHS administrators should develop an OR-address plan to reflect the addressing requirements of

otaanization

t

choosing appropriate OR-address forms and attribute types for each group of users served b
collective;

establishing appropriate address registration procedures and registration authorities;

obtaining the OR-address attribute value registrations used to identify all of the users of
collective from external OR-address registration authorities (e.g. the Country Names, M
Organization and Organizational Unit Names).

ne result of this step will be a specification of an OR-address plan for the routing“collective and the esta
R-address registration authorities. This task is detailed further in clause 9.

J17.2.3 Routing Collective Design

ne administrator should develop a hierarchic administrative structurefor the routing collective. Routing col
e conditions under which they are formed are explained in more, detail in clause 10. The administrator s
pw or whether the routing collective is devolved to subordinaté, routing collectives. Design of the routing
sults in the following:

=

€
— ldentification of each subordinate routing collective;
Identification of each MTA supporting th€ youting collective;

Identification of the connection groups' attached to the routing collective and those accessible
subordinates.

nce this substructure has been decided; the top level, and any subordinate routing collectives can be conf
rectory. A suggestion as to how thismay be achieved is detailed in 8.2.

20

[*2]

7.3  Configuring the Directory

rectory to reflect these designs. The following subsections give an overview of how this is done. The de
sks are provided in-clause 10. The configuration is based on information obtained from the routing cg
R-address plan and.the topology design tasks.

Oy 20

[*2]

[17.3.1 DirectOrynformation Base Configuration

The administrator should prepare the directory with base entries to locate the various types of directory
specific-to.the routing collective. The base entries should include the following:

y the routing

he routing
D Names,

blishment of

ectives and
nould decide
collective

through its

gured into the

nce the three design tasks\have been completed, the routing collective administrator can proceed with anﬁguring the

ils of these
llective, the

information

the base entry of a routing collective subtree to represent the routing collective and its subordirrates;

their supporting MTAs;

locations at which the MTA application entity definition entries are to be held;

the base entries of OR-address subtrees specified for use by the routing collective, its subordinates and

locations at which the definitions of connection groups defined for the routing collective are to be held.

Subclause 8.2 suggests one way of organizing this that allows the administrators of different routing collectives to easily

locate the entries they require.

Subordinate routing collective administrators will need to co-ordinate the way they do this with the supe
collective’s administrator.

ITU-T Rec. X.404 (1999 E)

rior routing

17


https://standardsiso.com/api/?name=f0b2b4d04ba844f33a1a41879f3ab7e2

ISO/IEC TR 10021-11 : 1999 (E)

6.17.3.2 Configuring Routing Collective Directory Entries

A top level routing collective and each of its subordinates should be defined by an entry in a directory subtree to reflect
the hierarchical relationships between the routing collectives. The primary information content of each routing collective
entry is alist of the connection groups that the routing collective has access to, and the way each connection group can

be used. Connection groups are classified for use by each routing collective as follows:

— Entry connection group, implying that messages can enter the routing collective through the connection

group;

—  Exit connection group, implying that messages originating from users served by the routing
can exit the routing collective through the connection group;

Rlouting Collective configuration is further detailed in clause 10.

[17.3.3 Configuring Connection Group Directory Entries

the MTS. The difference between them is that the routing collective administrater has control over the

collective

— Transit exit connection group, implying that messages originating from users supported J)utside the
routing collective may be relayed internally through the routing collective to the exit connegtion|group.

here are two types of connection groups which the administrator will deal with: thase’ defined and us¢d solely to

design and

ntification of those defined for internal use, but will need to agree the definition and identification of eagh external

nnection group with other MTS administrators (or adopt existing definitions'where they exist).

Ifla connection group definition entry does not exist then the administrator'should create one.

0
definition by its directory name. The administrator does not{need to configure an entry for it. Access to
directory is required for this to be possible. For example,:a.group of PRMDs may establish and define §
group based on a common public packet switched network'that they can all access.

ommon directory service does not exist), thenithe MHS administrator should configure a proxy entry for the
group and use this to configure routing colléctive directory entries which have access to the connection grg
connection group definition will require ‘synchronisation with the actual state and membership of the real
group on an ongoing basis, i.e. the-ptoxy definition of enumerated connection groups will have to be upd
when MTAs join or leave it.

The administrator may choose 10 define connection groups for use by:

— the particular MTAs to which the connection group is directly attached;

—  subordinate routing collectives.

The definition_af connection groups in the directory is detailed in 8.4. Although the directory names of
gfoups may be arbitrarily allocated, subclause 8.2 suggests a way of allocating them in a consistent manner

6{17.3:4\ Configuring OR-addr ess subtrees

6

T

connect MTAs within the routing collective, and those connecting the routing collective's MTAs to MTAs in Qther parts
o

i

o

Ifla connection group already has a directory definition agreed among’those who use it (i.e. administrators ¢f other parts
{ the MTS) and it already has an accessible directory definition, then it will be sufficient to simply refgrence that

a common
connection

However, if an externally defined connection group does not have an accessible definition in the directory (i.e. it has
been defined by the management of some other¢parts of the MTS and it has no accessible definition in the directory, or a
C

connection
up. A proxy
connection
ated as and

connection

ured to read

Eanh MTA _obtaineite rautinag mfarmation fram ana ar mara OD addracce cuhtraac wwhich it hac haaon canfin
SO Bt SHoO RGO H OB -OREe-BHorEe- oG are SS—Suptre e S WrhehHTtHaSBe -G

from the directory. Although all of the OR-address subtrees are structured in essentially the same way and

have similar

contents, for the purposes of this Recommendation | Technical Report, it is useful to distinguish between different types,

each constructed for a different purpose:

— A Reference OR-address subtree is configured for each top level routing collective to hold internal

routing and message handling information for every OR-address supported within the routing

collective.

This subtree is accessible from all of the MTAs supporting the top level routing collective and all of its
subordinates. Each entry in the OR-address subtree represents an OR-address, and identifies the target
MTA which can either deliver, DL expand, non-deliver or redirect the messages for that OR-address. In
some circumstances, a Reference OR-address subtree may be partitioned, access controlled and spread

across different DSAs to reflect different operational strategies;
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— Secret Reference OR-address subtrees are identical in function to Reference OR-address subtrees, but
they are administered to allow the OR-addresses they contain to remain confidential (e.g. Ex-directory
MHS users);

— A sequence of one or more External OR-address subtrees to hold routing information regarding
connections to other parts of the MTS outside the routing collective. The first Exit OR-address subtree
contains the most preferred routing information to all destinations outside the routing collective. It may be
combined with the Reference OR-address subtree to reduce the number of directory reads required.
Subsequent External OR-address subtrees hold alternate, less preferred routing information to
destinations outside the routing collective.

The contents and use of these are all identical, however they fulfil different roles.

6{17.3.5 Multiple OR-address subtrees

I many simple cases, it will only be necessary for the administrator to construct and use a single'©@R-adfress subtree
ich consists of the combination of the Reference OR-address subtree and a single ExternahOR-address subtree.
Hpwever, an MHS administrator may need to configure MTAs to read a number of differenty\OR-address pubtrees for
various reasons. The following paragraphs give general guidelines on when multiple OR-address subtreeq may need to
bé created and configured into MTAs.

ol

17.3.5.1 Splitting Reference OR-address subtreesfor administrative or operational reasons

AlReference OR-address subtree may need to be split for the following reasons:

— Different parts of the Reference OR-address subtree must be supported on different DSAs, apd the DSAs
are not capable of using the DSP;

— Because different parts of the OR-address subtree are“managed by different administratprs, and the
existing directory write access control mechanisms areinot considered adequate (e.g. in thg absence of
Strong Authentication DSA facilities);

[*2]

[17.3.5.2 Creating Secret OR-address subtrees

TAs which support ex-directory OR-addresses that are implemented on DSAs only accessible to those MTAs implies
at the secret OR-address subtree should be specified-as a separate OR-address subtree from the Refergnce OR-addre
slibtree.

=

J17.3.5.3 Implementation of Firewalls and multilevel Security Systems

6

A| further reason why a split in a Referenceé OR-address subtree may be necessary is to ensure that nmjessage traffic
between different parts of the MTS supporting a routing collective must pass through a firewall (i.e. to separate different
parts of the MTS which operate at different security contexts in a multi-level security system).

17.3.5.4 Setting default routes

6,

Epch MTAs OR-address subtree list must terminate with a default OR-address subtree, which specifies p route to be
ken if a message’s ORaddress has not been found in any of the previous OR-address subtrees. Thig default route
ight be a target MTAthat leads to either an ADMD, or to another MTA within the routing collective that|has more
comprehensive routing information.

3 3

6{17.3.5.5 Controlling accessto locally funded connection groups

T

Dr instancey although the administrator of C in Figure 3 has specified that C.1, C.2, and C.3 should route|all messages
d Z threugh Y (assuming Y and Z to be connected in some way), the administrator of C3.1 may have egtablished an
alternative direct and locally funded route to Z using CG®6. It is not intended to allow traffic originating from|any MTA

othér'than C3.1 to use it. The administrator of C3.1 constructs a separate OR-address subtree represgnting the OR-
address spaces reachable through CG6 and Z and uses it as a preferred route.

—

6.17.3.5.6 Defining multiple External OR-address subtrees for alternative routes to the same external OR-
address space

In simple cases, a top level routing collective’s administrator will specify a single target MTA (e.g. B1 in Figure 3 to
reach the OR-address spaces of routing collective Y) within the routing collective for each external OR-address space.
This is used by all MTAs supporting the routing collective.

However, to avoid a potential single point of failure at the exit MTA B1, he may define a second preference Exit MTA
(e.g. B.3 or B.2) to the external OR-address spaces in Y. In this case, the routing collective administrator must define a
separate OR-address subtree to carry the routing information for each alternative.
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6.17.3.5.7 Defining multiple External OR-address subtrees to achieve efficient routing or ensure balanced traffic

loading

The administrator of a large and complex routing collective may need to instruct different sets of MTAS to route
messages for the same OR-address space to different Exit MTAs (e.g. in Figure 3, telling all MTAs in routing collective
A to route messages for Y via MTA B.1, and telling al MTAs in routing collective C to route messages to Y

through B.3).

6.17.3.6 Configuring M TAsto read multiple OR-address subtrees

A consequence of defining multiple OR-address subtrees covering identical OR-address spaces, is that it will often be
necessary to configure MTAS to read two or more OR-address subtrees in a particular sequence. The sequence should

reflect the following arrangement of OR-address subtrees:

The first set should either be the reference subtree, or the component OR-address subtre
reference subtree is split. Arranging the largest Reference OR-address subtree portion'to be fi
a slight advantage in efficiency;

to support multi-level security and firewalls;
The third set should be External OR-address subtrees that contain locally defined routes.

The fourth set should be OR-address subtrees defined by superior rQuiting collective adminis
most locally defined ones should be placed earliest in the list;

The fifth set should consist of the single default OR-address subtree.

Reference and External OR-address subtrees may be combined under certain circumstances.

6.

A
caqpabilities of their routing collective. The OR-address subtree structure provides a convenient way of pu
nformation. This technique is detailed further in 8.9.

17.3.7 Publishing Routing capabilities

6,
T

17.3.8 Connecting to non-MHS systems

here are two types of non-MHS systems that the_ administrator needs to consider:

non-routing MTAs and messaging 'systems which are embedded within the routing collective,
part of it;

other parts of the MTS which-are outside of the routing collective.

o)

bth must be represented to the MHS system through MTAs, and the administrator should treat them as|
uting collectives and define them with routing collective entries in the directory. It will also be necessary to

—

(¢

MTA directory entry to be able-te*hold the authentication information for the MTA representing the routing co
6{17.4 MTA Configuration
Epch MTA has two entties in the directory:
1) its IMHS Message Transfer Agent entry, which holds information concerning its commu
authentication and network addresses;
2) )its definition as a routing collective. Each MTA is represented by an entry to define it as

collective. From this single directory entry, the MTA can initialise itself with all of its
information. The information includes the directory name of the MTA’s definition as an MHS

es where the
Fst may give

The second set should include Secret OR-address subtrees and separate OR-address subtre¢s implemente

trators. The

dministrators need to inform the administrators of other pafts of the MTS of the routing and message handling
blishing this

and form a

if they were
provide an
llective.

nications,

a routing
routing
Message
MTA should

Transfer Agent as described in 1) above, and the sequence of OR-address subtrees that the

use In routing.

MTA configuration and organising its OR-address subtree sequence is detailed in 8.8.

6.175 MTA Initialization

A Routing-MTA automatically initializes itself when invoked by the MTA operator after it has been configured to access

its own routing collective directory entry. From this entry, the MTA reads:
subtree of which it is a member;
the name of its MHS Message Transfer Agent entry;

20 ITU-T Rec. X.404 (1999 E)

its own routing collective definition configuration, including the base entry of the routing collective


https://standardsiso.com/api/?name=f0b2b4d04ba844f33a1a41879f3ab7e2

ISO/IEC TR 10021-11: 1999 (E)

the connection groups to which it is directly attached;

the sequence of OR-address subtrees which it should read for routing information during message routing.

It then searches through the routing collective subtree of which it is a member (the top of which it can determine from its
own routing collective directory name) to examine the connection groups to which all other MTAs in the routing
collective are attached.

From this information, it constructs internal tables which tell the MTA which of its connection groups and adjacent
MTAs it should pass messages to for each recipient's OR-address, i.e. it builds a local map of its connectivity and

possible routes through its connection groups to other MTAs in the routing collective.

6J18

Re-initialization of the MTA will only be necessary if one or more of its configuration parameters change.

After initialization, the MTA knows of one or more routes to every other part of the top level)routing collecti
(ipcluding al Exit MTAs provided by superior routing collectives) and all of its subordinates,’and it can enter servi
and proceed to route messages as outlined in 8.11.

Prerequisitesfor MHS Routing

The following systems and resources are required to support a routing collective:

At least one of the MTAs being managed should cenform to the requirements of ITU-T Rq
ISO/IEC 10021-10;

Directory systems shall conform to the requirements of ITU-T Rec. X.500 | ISO/IEC 9594;

The MHS administrator should ensure that all MTAs can exchange messages with all other M
the routing collective using direct or, indirect routes by providing an adequate data comm
infrastructure;

The MHS and organizational.administrators should ensure that administrative roles are establ
routing collective including*@QR-address attribute registration authorities;

The MHS administrator_should ensure that OR-address registrations (e.g. Country, ADMD, &
Organization Names) which are used as parts of any OR-addresses supported by the routing
obtained from the“appropriate external OR-address registration authorities. These may
authorities forthe case of country names, MD names and Organization names, and Organizg
authorities-far-Organizational Unit and other locally administered names;

The MHS administrator should obtain configuration data for all MTAs and connection group
supporting the routing collective, and the communications related data for all external MTASs to
rodting collective has direct connection groups. This will include network addresses of MTAs,

etc. The internal information may already exist, or it must form part of the configuration pro
external information may be obtained from administrators of other parts of the MTS or it may

available in the directory;

Tk MLILC oot

NOTE — This is not a complete map of entries of the top level routing collective, but it is sufficient to ensure that altlmarts of
routing collective can be reached.

c. X.412 |

TAs within
unications

shed for the

PRMD and
collective are
be national
tion internal

s directly
which the
basswords
cess. The
blready be
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requirements and agreements.

Organizational Requirements Analysis

onnectivity

Organizational and MHS administrators should complete a requirements analysis to gather and document all of the
information which will influence the design of the MHS. The analysis will need to be done for all parts of the
organization for which an MHS is to be installed. In the following subclauses, it is assumed that the scope of the task is
that of a complete top-level routing collective. The required information is summarized in the following list. It will be
used in further steps of the methodology.
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6.20  Theuser community

The identity of the user communities affected and their respective roles must be established. The information required,
and its impact on the design of MHS routing is given as follows:

Factor Impact
The geographic locations of usersto be This may impact the design of the OR-address plan, and the geographical location
served by messaging systems. of messaging systems needed to support the user community.
The operational organizationa structure of This may also impact the design of the OR-address plan, and might additionally
each-user-commi |nif‘\’l Tai7a) Hapnrfmnnfc and impn{‘f the administrativie structure of the MHS. G]ld‘m‘lC’ p::rfi cul ::rly where MHS.
iivi sions. management will be devolved.
Distribution of Organizational units over If Organizational units are highly distributed over distinct geographical locations,
geographic locations. where the location itself is significant in Organizational terms, then this-suggests

that the OR-address plan might benefit from attributes which reflectthedifferent
locations. However, this would not be the case if the organization’s,administratiye
structures ignored locations.

ser mobility (both geographically and This will indicate whether users are more likely to change between departents
vithin the organization). or between geographic locations, and it will help the administrators to desigrn an

OR-address scheme with maximum stability, (e:g<if users are more likely {o
change geographic location, then geographic ‘attributes should be avoidedf if users
are more likely to change departments, thefi departmental attributes mighf best be
avoided).

\nonymity requirements. Some user groups may need to remain anonymous. They should be ide‘niﬁed and

informative OR-address attribute values which do not identify the person gr the
role.

either be represented through secreDDOR-address subtrees, or be allocatedl :{Oﬂ-

621 Cultural requirements and constraints

This primarily has impact on the OR-address schemes jmpltemented. The organization will aready have an interrjal
gxstal addressing structure, and this may impact the OR-address plan. The organization may have requirements for rgle

dressing, persona addressing, anonymous addressing, operational organizational unit addressing and for geographigal
Idcation addressing (e.g. site identity, building name, floor number).

6]22 Organizational messaging administrative structures

If|other messaging systems already exist;'then their current administrative structures should be investigated. This shodld
cgver any remaining telex systems; proprietary systems and office automation systems that must be integrated lor
nnected to the MHS system Gnder design. In many organizations, messaging and communications infrastructure gre

cgntrally managed; in other§_the organization's departments act autonomously and procure and manage their own

essaging systems, particularly if the organization is highly distributed and diverse, e.g. these might be ofganizational

departments (and innsome cases their subordinate divisions) which, by tradition, operate, fund and mangge their own

essaging systems:

The primary impact of this information will be on the administrative structures applied to the MHS systgm and the

rgsultant design of the routing collective hierarchy. If departments or divisions operate their own messag

ng systems,

then they-should be represented as distinct routing collectives to provide clear divisions of responsibilities for operation

of the-different systems.

6.23 Existing, non-standard and other M essaging Systems

The organization may have a number of existing or planned messaging systems which should either becom

e a part of the

total messaging system under design, or to which connections must be established. Each should be represented by :

routing collective which that must be integrated into the MHS design. These will include:

— Access units to other telematic services (Telex, Fax, Physical Delivery, Teletex);

—  Proprietary messaging systems which must interconnect into the MHS through MTA gateways;

— MHS systems which, through proprietary limitations in their OR-address support or deficienci
protocols must be defined as separate MDs, Organizations or Organizational Units;

— Legacy MHS systems (e.g. X.400 1984 systems);
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—  Existing MHS MDs;
—  Connections to other MHS systems in other organizations;
— ADMD services used by the organization and their individual departments;

—  Other planned messaging systems that must be integrated or connected to.

6.24 Available Communications | nfrastructure

The requirement analysis should document the availability of data communication networks or point to point links which
might be of use to connect MTAs to each other or connect users to MTAs. The connectivity provided may be a strong
indication of the most appropriate topology of connection between an organization’s sites, and it will also-h|ghlight any
need to procure further data network switches and communications links.

25 Messaging Traffic Patterns and Volumes

6

Khowledge of the expected traffic patterns and volumes can be potentially derived from thé)applications tiat are to be
stipported by MHS. If the traffic volumes are available, or can be estimated, the parameters might be of use in judging
where MTAs should be located (to best handle local message flows) and the requirements for data communications
Hroughput capacity between them.

—

6]26 Security requirements

n

pcurity requirements for different classes of application and different users will affect the topology and roditing design
n the following ways:

— Provision of access control information, passwords €etc. with respect to each pair of interconne¢ted MTAs;

—  Control of the flow of messages over routes on<the”basis of origin (i.e. for the creation of firepvalls) will
impact on the definition of connection groups;

—  The definition of routing collectives to manage secret or 'ex-directory' user groups.
27 Specific message routing requirements;or policies

e agreements for providing services to external users). This will primarily have an impact on the MTS topqlogy design

6

The messaging systems may need to suppart specific internal or external message transfer requirements (¢.g. where ther
a

and the specification of data communication links to support the requirement.

28  Alternativerouting capability

6

Alternative routes may be fiecessary to improve the MHS'’s resilience and avoid single points of failure. The| cost/benefit
caqse for alternative routes should be analysed to ensure that the topology designed can meet the resiliencg requirement
of the organization. Therequirement will vary considerably between organizations and applications. Some grganizations
and applications may be able to tolerate occasional brief interruptions in MTS connectivity (resulting ih delay to
messages) and-might not benefit from a high number of alternative routes. Other organizations and applications will not
b¢ able to tolerate interruptions, and will need to plan for the provision of alternative routes.

T

his primarily has an impact on the design of the connection groups supporting the topology, the provigsion of data
communications connectivity, and the provision of extra Exit MTAs and External OR-address subtrees.

6.29 Directory systems availability

MHS routing is based on directory technology, and if a corporate directory already exists it might be possible to extend
the schema to support MHS routing. If not, a new directory system will have to be procured. Redundancy may need to
be introduced by provision of mirror DSAs with Directory Information Base (DIB) replication arrangements to meet the
organization’s resilience and availability requirements. Also, in some cases, the routing collective might be supported by
a number of distributed DSAs. There are several ways of arranging this distribution:

— by holding a master copy of the DIB on a master DSA and distributing copies to other DSAs which are
accessed by MTAs;

— by partitioning and distributing the organization’s DIB over several DSAs.
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Whilst designing directory access, it is important to realise that failure of DSAs can compromise an MTA's ability
route messages. Designers should therefore take the following into consideration:

— Mirror images of DIB contents may need to be provided on different (remote) DSAs. If so,

to

the MTA

should be configured to access either or both, and also be configured to have alternative network
connections to provide alternative data communications paths between the MTAs and the DSAs;

— Some degree of resilience can be obtained where the MTA is allowed to cache directory information,

however, this cache must be constantly updated to reflect changes in the real DSA’s contents
be achieved by using the Directory Information Shadowing Protocol (DISP) and spec
appropriate update policy.

. This might
ifying an

6[30 Distribution lists

ystem. These should be documented for inclusion into the MHS routing configuration.

n

6J31 MTS Topology Design

rl this step of the methodology, the MHS administrator designs the topology of intereonnection of MT/
Wipporting the routing collective, and documents all connections to MTAs outside thetouting collective. The
is step is an MTS topology. It should be noted that the design of the MTS Topo6logy is performed indef
bsigning the OR-address plan and the routing collective hierarchy, since there is effectively no neceg
bpendency between them.

n =

oo =

(o2}

32 General Guidance

MHS administrators are advised to establish as high a degree of direct interconnectivity as is possible be|
Wipporting the routing collective. This avoids the need for indirect routing paths and it achieves the
ransmission efficiency and minimum message transit delays.<However, total connectivity may not be achiev

= 0

Many organizations have established manual distribution lists that might usefully be configured into ‘the’ MHS routing

\s directly

outcome of
endently of
sity for any

fween MTASs
maximum
Able where:

33

Input information

he MTS topology should be determined using the following basic information:

there are cost constraints on providing networks or there is a lack of communications links (e.g. with very
widely dispersed organizations);

there are operational restrictions, e.g. security policy requirements which limit the use of communications
links to certain types of traffic;

the use of gateways between subordinate routing collectives or to other routing collectives is fhandated to
monitor or audit traffic flows.

The geographical distribution of users and user clusters. This will lead to the identification of potential
MTA and Message Store locations;

The geagraphical location of existing messaging systems and gateways. This also indicates potential
locations of MTAS;

Messaging system resilience requirements. Many messaging applications are not of the migsion critical
type, and occasional delays in message delivery which might result from MTA or communications link
failures can be tolerated. However, if any application is mission critical, in that short message delivery
delays cannot be tolerated then it will be necessary for the topology and routing strategy|to provide
alternative routes between any two MTAs, duplication of communications links between MTAE and, for
particularly critical applications, dual connectivity of MTAS to two or more supporting data netwprks;

24

The predicted traffic volumes between the various user communities, and between the user communities
and external messaging systems can be used to generate a traffic volume matrix between each source and
destination MTA. This can be used indicate the connectivity and throughput requirements required within
the MTS, and will also give another indication of suitable MTA locations;

Maximum allowable traffic delay times for message delivery. This will place requirements on MTA
connectivity and communications bandwidth;

Security requirements, e.g. some security policies require messages to pass through particular gateways to
external destinations, or require certain classes of information to avoid use of specified (un-trusted)
messaging systems and communications links, or require double enveloping techniques to be used. These
all impact on the MTS topology design;
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The communications links, networks and services available to support MTA interconnectivity, and the
availability of funds to procure more resources may place constraints on the topology;

The availability of systems support personnel at locations where messaging systems can possibly be
located. MTAs and Message Stores require maintenance, and unless the organization has a centralised
management department with remote access to management interfaces of each MTA and MS, this factor

may place constraints on where messaging systems can be located.

6.34 Results of the Topology design process
The following decisions and actions must result from the topology design process:

1) COrrect uscr s
Each user should be provided with access to a 'mailbox’ (e.g. co-located with an MTA or-aMgssage store
— the distinction is not of importance to message routing). A user is ideally connected difectly to a
mailbox supported by an MTA at the user’s location. Highly dispersed individual tsers do hot easily
justify installation of MTAs, and it may be preferable to use dial up connections, (ISDN or PSTN) to
centrally operated MTAs, possibly using the Asynchronous Protocol Specification (ITU-T Re¢. X.445).
Another alternative is to provide them with access through an ADMD. However, these users ¢an then be
considered to be outside the scope of the MHS being designed, and théywould also not fif within the
organization’s OR-address plan.

2) Choose locations for MTAs
MTAs may usefully be co-located with clusters of users, or at large organizational sites wherg¢ there is a
high level of local messaging traffic. This will typically be the(Case where there is devolved, aytonomous
management of messaging systems.
However, where central control of messaging systemsds desirable (e.g. in ADMDs) it may be]| preferable
to install central MTAs at a single site and connectusers through data networks. Since this iptroduces a
single point of failure, in mission critical applications,) and in cases where minimum availability Jevels are
mandated, the MTAs may need to be duplicated (mirrored) at two or more sites.
It will sometimes be useful to install several-MTAs at the same geographical location, each of which
serves a small group of users who exchange a lot of traffic, or where there are particularly high traffic
loads.

3) Interconnecting MTAs
When the siting of each MTA has'been chosen, their interconnections can be planned. Develppment of a
traffic matrix, which expresses-the predicted traffic between source and sink MTAs will give @& guide to
the required connections and their throughput dimensions.
This methodology, and JTU-T Rec. X.412 | ISO/IEC 10021-10, allow full and direct connectipns to be
established between -all MTAs concerned. This reduces the number of store and forward hops that
messages must-make and consequently reduces congestion and transit times. Such an @pproach will
require an underlying data communications infrastructure that provides either a fixed of switched
connection-(e.g. LAN or PSDN/ISDN) between each MTA.
Where total connectivity between MTAs is not possible MTAs should be interconnected as ffully as is
possibfe.
Single points of failure (e.g. a single MTA or communications link joining two parts of the MTY§) should
e avoided by ensuring that multiple paths (direct or indirect) exist between each pair of [MTAs. In
mission critical installations each MTA should be duplicated at a different geographical site] and each
MTA should have multiple connections to different networks or network access points.
Congestion situations may be identified from the traffic matrix. Congestion may be avoided by installing
alternative paths, and dimensioning the communications nks and MTAS 10 deat with expected traffic
loads.
Excessive transit time delays may be avoided by reducing the number of store and forward hops between
source and destination MTAs. In the totally connected case, the transit delays are minimized.

4) Allocate Directory Names to MHS Message Transfer Agents

Each MTA is assigned an MTA Directory Name, and an mHSMessageTransferAgent directo

ry entry is

configured for it. (Note that each MTA will additionally be allocated a separate routing collective

Directory Name and entry at a later stage in the methodology);

For each MTA-to-MTA connection, it will be necessary to document the Presentation Service Access

Points, Security Contexts and Passwords to be used in establishing and using the connection.
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5) ldentify and define Connection Groups

A connection group consists of two or more MTAS that can exchange messages directly with each other.
Thisrequires that:

— they have direct communications links between them;

— there is administrative agreement between the MTA’s managements that they can exchange
messages directly;

— all of the relevant security, network addressing and protocol information is available to the
administrator of each MTA in the connection group

Each connection group should be allocated a directory name and an entry containing its definillon.

The processes may highlight the need for extra data link or switched network connections dependent on the predicted
hffic volumes, availability and message transit time requirements.

—
=

6J35 Identifying Connection Groupsfor MTAs

ne results of the topology design will be the documentation of the topology for usenin the routing strategy flesign later.
ne topology could usefully be documented using Table 1 for each MTA in therouting collective.

— -

Table 1 - Connection Groups

4)

) @ 3 @ 5) @)
Member Network or Group MTA GConne'Stlon enumerated or D (6) " Security

MTA name | connection type Passwords roup Name =15 _enumerated| “€SCMPUON | Context

common nameg

1) Indicates the connection group’s member MTAs:identified by their MTA’s mHSMessageTransferAgentNames;
2) Indicates the type of communications link, e:g, leased line, switched network;

3) Holds MTA passwords and access contrelinformation;

4) Indicates the Connection Group Namg,allocated to the communications link;

5) Enumerated if the connection group links an identifiable set of MTAs, un-enumerated if it links an un-quantifigble set of
MTAs (e.g. on a public netwark);

(6) A textual description of the~xconnection group;

7) The security contexts which govern the use of the connection group.

The connection‘groups should include all those supporting the routing collective’s internal connections and all those
connectingthe routing collective’s MTAs to external parts of the MTS.

The tables of 8.4.1 distil this information.

6.36 Results

Two sets of results flow from this step in the methodology:
— the MTA connectivity for all MTAs comprising the routing collective;

— the definition of all connection groups supporting the routing collective.

Together, these provide all of the necessary topological information necessary for all MTAS in a routing collective to be
able to pass messages to each other, and to pass messages outside the routing collective through Exit MTAs.
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7 OR-address Plan Design

7.1 General

Another step in the method is to specify the addressing forms and attribute types required for the routing collective. Th

is

should be done independently of the design of the topology. It will require the participation of the organizational

administrator and the MHS administrator.

MHS Routing allows the freedom to design a routing scheme that suits the organization, and is:

independent of the MTS topology;

independent of the MTA that users are attached to;

— may be independent of the physical address scheme chosen by the organization,

allows the MHS administrator to design an OR-address plan which minimizes the
rganization/Organizational units in the OR-address hierarchy consistent with reducing.the probability of v
pshes. It also allows the design of an address scheme which is 'intuitive' to the uséer(i.e. the OR-addressd
b guessed at with a reasonable likelihood of success and based on the organizations operational culture).

his allows user OR-addresses to be allocated according to the requirements of those who organize
ructures and roles (i.e. not normally those responsible for managing-messaging systems). There is
mmunication between the organizational administrators and the MHS administrators to ensure co-ordiy
location of OR-addresses to users. This is achieved by specification of an OR-address plan for the rout
at is implemented as the routing collective’s Reference OR-address subtree.

2 Information I nput

ne organizational administrator or departmental manager should evaluate the following information in d
R-address plan:

User addressing culture. Organizations may traditionally be sub-structured on a department
basis or on a geographicalxbasis or by a mixture of the two. This will usually be evide
organization’s current intefnal physical mail addressing structure. Another aspect is the way i
organization names its-departments. Government departments are usually allocated cryptic in

departmental namés which are descriptive of each department’s role and geographic locatior]
name. MHS allows the organizational administrator to emulate any of these address schemes.

Address stability considerations. Users quite often change role, department and geograp
within arCerganization. The OR-address plan should be organised to minimise the impact of th
on the-OR-addresses allocated to users where possible. For instance, if users often changs
within a particular geographical location, but rarely change geographic location, then it is wise
‘department’' name from the OR-address if at all possible.

members or employees confidential. There are a number of ways of achieving this. The

jepth of

ser naming
s of users cal
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a need for
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ng collective

Psigning an
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according to the departmental organigram. Commercial organizations often allocate 'usgr friendly'

or building

hic location
bse changes

departments
to exclude

Address confidentiality requirements. Many organizations need to keep the real identity or r¢le of their

first is by

allocating cryptic or numeric attributes in a flat OR-address space (i.e. with minimal O

R-address
d from OR-

addresses; the second is by maintaining secret OR-addresses, which can take delivery of messages if the

address is right, but the OR-addresses are not accessible through normal directories
information.

7.3 OR-address plan specification

The resulting OR-address plan must include the following statements:

Country Names, ADMD Names, PRMD Names, Organization Names;

ITU-T Rec. X.404 (1999 E)

or routing

The high level OR-address Attribute Registrations which are to be used in the routing collective e.g.

27


https://standardsiso.com/api/?name=f0b2b4d04ba844f33a1a41879f3ab7e2

ISO/IEC TR 10021-11 : 1999 (E)

The choice of OR-address forms and their use. There are four forms of OR-address which may be used,
and each specifies a set of OR-address attribute types which constitute a valid OR-address. Each of the

following forms may be used to locate users within a routing collective:

1) the mnemonic form, which is most widely used and has an element of 'user friendliness'
with it. The address structure includes names of Organizations, Organizational Units

Names and Roles;

2)
in cases where user identities should remain confidential.

3)

associated
, Personal

the numeric form locates users by means of an integer. It is rarely used except for legacy systems and

the terminal form, which is used to_identify terminals attached to data networks. Its main use is in

addressing messages to telematics services (e.g. Telex, Fax), so, it is rarely used
organizations;

4) the postal form, is provided to address messages to postal patrons via postal ier .courie
may find use in organizations which have a large community of people who de not havg
MHS or any other messaging service, and to whom the organization mustsend physical

internal courier.

4 Special Cases

nere are a number of special cases that the organizational administrator shotild-consider in the address pl3

A single PRMD may inherit multiple names if it connects te-mere than one ADMD, and if it cg
ADMDs in more than one country, or if the '-' (single space)’ADMD name, '0' ADMD name co
and the 'XX' Country Code conventions are in use. TheSe all result in different OR-addresses {
user. These need to be dealt with using aliases in-thie routing collective’s Reference OR-add
or by using the alias redirection routing informationto ensure that only a single entry is requirg
user's preferred OR-address is configured in the Reference OR-address subtree;

The OR-address plan must absorb anylimitations imposed by existing or other planned
systems, and recognize that legacy systems addressing constraints may distort parts of the
address plan;

5 OR-address Registration Authority Roles

ne OR-address Attribute Registrationauthority has the following roles:

To obtain externally registered address attribute values, e.g. for the country name(s), ADMI
PRMD Name(s)-associated with the users served by the routing collective;

To establish ‘and maintain a Reference OR-address subtree (or secret OR-address subtree
address spaces that it is responsible for;

Speeifyan appropriate role for each entry in the OR-address subtree, e.g. MTS user, Alias

ne Referénce OR-address subtree should always be maintained to reflect the current state of registered O
stablishes and maintains the relationship between each MTS user's OR-address and the MTA that delive
el

D

within user

services. It
access to
mail via an

n:

nnects to
nvention,

or the same
ess subtree,
d for each

messaging
overall OR-

D Name(s),

for the OR-

Redirection,

DL:Expansion, non-delivery, and double enveloping by means of the appropriate routing infornpation.

R-addresses.
s to the MTS

7.6 Results of the OR-address plan design

The result of this methodology step should be:

1) Identification of the OR-address form for each MTS user;
2) The OR-address of each MTS user;

3) A Reference OR-address subtree;

4) Routing advice for each OR-address subtree entry.
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8 Routing Collective Design and Configuration

8.1 Introduction

A Routing Collective is the basic unit of design of arouting strategy for a part of an MTS for which an administrator is
responsible. Each routing collective is configured into a directory information base and the entries are read by each
MTA that supports the routing collective. The directory information base must be configured to contain the following

information:

hierarchy is modelled in the directory as a subtree of routing collectives. Subordinate routing
are defined to cover areas of the MTS which are under autonomous {devolved) manageme
systems, or to reduce the amount of routing information which needs to be held by MTAs abo
or large parts of the MTS;

Information instructing each MTA on how it should processyrmessages addressed to each d
address. This information is contained in OR-address subtregdirectory entries, and, for each
space, it either indicates that a message should be delivered, non-delivered, redirected, DL-
whether it should transfer the messages to another specified routing collective. Each routin
may establish one Reference OR-address subtrees‘and one or more Exit OR-address subtr
MTA may be configured to read one or more OR=address subtrees;

Information defining each MTA. Each MTA~has two representations in the directory: one d

passwords etc. defined in its MHS Message Transfer Agent entry). The other defines the
routing collective (as above), whichsincludes pointers to the various directory entries that
definition and routing information.

A
u
c

though the DIT location of the directory*subtree containing connectivity group entries is ‘arbitrary’, the 6
sefully be kept in a single subtree~ Subclause 8.2 suggests an appropriate location for this infor
onvenience, the subtrees should be-located as follows:

a)
collective’s subordinates all have access to the same DIT, the subtree should be named and
subordinate_of-the top level routing collective’s entry. They may be declared as entry or exit
groups;

b) Where“an enumerated connection group is controlled jointly by several routing collectives wh
related by a superior enclosing routing collective, and the routing collective’s subordinates all i
te-the same DIT, then its location should be established by mutual agreement between th

collectives;

Where an enumerated connection group is controlled jointly by several routing collectives wh

collectives
t, or legacy
it complex

fferent OR-
OR-address
bxpanded or
j collective
bes, and eact

bfines the

MTA’s communications identity and capabilities (i.e. its Open Systems Interconnection @ddresses,

MTA as a
Contain its

ntries may
mation. For

Where a routing:-collective has sole control of an enumerated connection group, and the routing

located as a
connection

ch are not
ave access
ose routing

ch are not

related within a superior routing collective, and the routing collectives do not agree on a comm

pn location

£ ") " (D - L ") H I} 1 " 'H -
U UIe LunmeLuun yroupy uchrmurt, (€.4. UIc InV‘iTI""\b MMvUIVEU LAlinot aLltss a CUINTITHOUINT UimrcUiul

y subtree),

then each routing collective shall define the connection group as a proxy connection group at the same

level as its top level routing collective directory entry;

d)
common directory tree is possible, this should be handled as in a) above.

e) Where an un-enumerated connection group spans unrelated routing collectives, the defin

Where an un-enumerated connection group is administered within a routing collective and access to a

ition of the

connection group is (usually) managed by an organization which freely publishes the connection groups
details. If this information is not already accessible from the directory then it should be imported into the

routing collective’s connection group subtree as a proxy connection group and be mai
synchrony with the published version.

ITU-T Rec. X.404 (1999 E)

ntained in

29


https://standardsiso.com/api/?name=f0b2b4d04ba844f33a1a41879f3ab7e2

ISO/IEC TR 10021-11 : 1999 (E)

After the above directory entries have been configured, each MTA is initialised to access its own definition (i.e. the
information configured in subclauses 6.17.4 and 8.9).

After the initialisation process has been completed, the MTA is ready to process messaging traffic. The MTA converts

each OR-address on a message’'s envelope into its directory name form, and uses it to read the MTA's OR-address
subtrees in sequence until it obtains a suitable routing information for the OR-address. This routing information tells the
MTA what action it should take i.e.:

which the

OR-address

1) Route the message to another MTA where that MTA is nearer to the destination;
2) Deliver the message:
3) Distribution List Expand the message, i.e. where the OR-address identifies a distribution list)fof
MTA has expansion responsibility;
4) Non-deliver the message, i.e. where the OR-address does not identify an MS user;
5) Redirect the message to a designated Recipient MD assigned alternate recipient, i.e. to an
representing a 'dead letter point', where the OR-address is incomplete;
6) Redirect the message to a designated Alias Redirection OR-address, specified to manage changes to user

a)
b)

c)

d)

=1

=

The MHS administrator creates and updates each routing collective’s definition. This is done in the following

addition to this, OR-address attributes must be registered by an appropriate registration authority. The
p-registered) attributes, together with their definitions must added/deleted from the Reference OR-addregs subtree or
pcret Reference OR-address subtree if applicable.

OR-addresses.

Prepare an MHS Routing Directory Information Base entfy to hold the definition of the routing

Add subordinate routing collective definitions;

steps:

ollective;

Populate and maintain the directory information base with the routing collective’s routes and delivery

information. This will involve:

Adding/deleting subordinate routing.collectives;
Adding/deleting connection graups;
Adding/deleting MTA definitions;

Adding and updating-OR-address subtree entries.

Configure each MTA to be able to access its own definitions and those parts of the OR-addrgss subtrees

which it should use in the message routing process;

Initialize €ach MTA so that it reads its own routing information from the directory. During this
the MTA-will automatically discover information about the OR-addresses for which it has delive
expansion responsibility, the topology of its local MTS, routes to all other MTAs within thg
collective and routes to all other OR-address spaces in the MTS through other MTAs to which
messages.

process,

ry or DL-
routing

it can pass

ngistered (or

In the following subclauses, the data required to be input by the MHS administrator is expressed as a set of tables. The
contents of these tables are related to the directory entries and attributes at the heading of each column and may be use
directly to create the required directory entries.

8.2

Directory Information Base Preparation

To establish a new top level routing collective, the administrator should allocate some directory entries to act as a
'skeletal DIT framework' in which all MHS routing entries will be placed. It is suggested that this entry should be
established as a subordinate of an Organizational Role entry in the directory which has been specifically created for the

30
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task of configuring the routing collective, e.g. MHS-routing-collective-xxx where xxx is the routing collective's name.
Definitions of the routing collective’s MTAs and those connection groups defined for the sole use of the routing
collective and its subordinate routing collectives should be held as subordinate entries to the MHS-routing-collective-

XXX entry.

Top Level Routing Collective DIT

Global or corporate directory organizational
unit entry for MHS routing

bé:

T

L

Wt S=ToutiT Ig‘LUIIUbliVU‘)\)\)\ [S101107

Proxy routing
collectives

Connection

group
definitions

C=GB C=Us

T0732280-99/d05
Reference OR-address
Subordinate subtree
routing
collectives

Figure 5 — Directory entries representing a top level routing collective

The Reference OR-address!tsubtree for the whole routing collective;
Possibly one or more Secret Reference OR-address subtrees (not shown);
Possibly one or mate external OR-address subtrees;

Connection group definition entries for any connection groups which are available throughout
collective;

Subordipate’routing collective definitions (see Figure 5);
A single MHS MTA definition if the routing collective consists of only a single MTA;

Note‘that Proxy routing collective definitions which represent external parts of the MTS must
atthe same level as the top level routing collective.

The=connesction group—d definitions—ate-those—defined h\/ the—administrator—of-the—rou |f|nn collective—Conn

The top level routing collective's entry is a subordinate located somewhere in the global or organizational| directory
clleated by the MHS administrator specially fonthe purpose of MHS routing administration. Its subordinate

entries will

the routing

be defined

gure 6'illustrates the structure of the directory subtrees to contain the definition of subordinate routing collgctive. ST-1
tq STanyare the bases of its OR-address subtrees.

tion group

definitions should be located under the top-most routlng collective throughout which they are available for use. It is
suggested that MHS MTAs definitions should be located under the routing collective that they support, i.e. only at the
lowest level of the routing collective hierarchy.

8.3 Directory Information Base Configuration

Once the MHS Routing Collectives DIB Base Entry (MHS-Routing-collective-xxx) exists, the following procedures can
be used to add and delete:

Connection Groups;
Subordinate Routing Collectives;

ITU-T Rec. X.404 (1999 E)
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OR-address subtrees;
Routes;

MTAs.

under the routing collective definition entry.

Generic routing collective DIT structure

Global or corporate directory organizational
unit entry for MHS routing

edch other.

admlnlstrators of other parts of the MTS The M HS adm| nlstrator should |dent|fy al of these external routing collectlv&s
asfollows:

32

MHS MTA Connection
group
definitions

Q c=Us C=GB  C=US
T0732290-99/d06
External OR-address
Subordinate subtrees
routing
collectives

The information required to do thisis:

1) Thetopology of the MTS directly Supporting the routing collective and connections to other parts of the

2) The Reference OR-addressstibtree;

3) Routing informationgor.each entry in the Reference OR-address subtree.

8l4 Connection Groups
84.1 Defining Gonriection Groups
Cpnnection grotips-are defined by an administrator for each group of MTAS that can exchange messages directly with

erternal MTAs. The administrator will have control over the definitions and names given to al ‘internal’ connectipn

MHS-routing-collective-xxx entry

Figure 6 — Generic Routing Callective DIB structure

MTS outside the routing collective;

Caennection groups will include at least one MTA within the routing collective, and may contain one or mare

If the external connection group has a formal definition and directory name, and its directory entry is
accessible by all of the routing collective’s MTAs through some directory service, then that definition and

directory name should be used in configuring the routing collective;

If no connection group definition exists, or one exists but its definition cannot be accessed by all MTAs
supporting the routing collective (e.g. because the directory service is partitioned), then a proxy
connection group definition and directory entry should be constructed to represent it to the routing

collective’s MTAs.
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To define a connection group, it is allocated a directory name and a directory entry containing the information in
Table 2. Thisinformation can be deduced from the topology design:

Table 2 — Constructing a Connection Group Definition (to build an entry of the connectionGroup Object Class)

) &) ) 4 ©) (6) (@), )
common enumerated description groupMTA member Connection Security Access
Name Flag Password MTA Type Context Controls

1) Identifies the connection group by directory name. This name should be subordinate to the connection group base entry;
2) Indicates whether the connection group is enumerated (i.e. has aknown set of MTA members) or is un-enumerated;

3) Describes the connection group in text;

4)  Provides a password which is shared among al member MTAS;

5) ldentifies a set of member MTAS;
(6) Providesaset of details about the protocols and connections used to connect the MTAS;

7) Istheobject identifier of a security context defined among the MTAS;

(8 Providesinformation on access controls applied to the passage of messages over the connectiongroup.

814.2 Adding a Connection Group to a Routing Collective

m

bch routing collective must be specified with the entry, local exit and transit.eonnection groups through which it ¢
transfer messages to and from other routing collectives. Each proxy routing collective must be associated with one

AN
or

more exit connection group names. A routing collective's available conmection groups may be specified as in Taljle 3:
Table 3 — Specifying a Routing Collective’s Connection Greups (related to the routingCollective Object Clags)
(2) routingCollectiveName (2) connectionGreupName (3) type
N
$ entry local exit transit exit

Vo)
1) Identifiesarouting collective by its directory name;
2) Identifies aconnection group attached'tdo.an MTA supporting the routing collective identified in column (1);
3)  Specifies the type of the connection group as follows:

— entry: signifies that theSeonnection group can be used to transfer messages into the routing collective frpm external
routing collectives and_that the connection group can be included in the entryConnectionGroupName of the routing
collective entry;

— local exit: signifies'that the connection group may be used to transfer messages to one or more other routing gollectives,
and that the ‘eonnection group can only be used to transfer messages which originated within the routing gollective. It
also indieates that the connection group can be included in the localExitConnectionGroupName of the routing ¢ollective
entry;

— trangit exit: signifies that the connection group may be used to transfer messages to one or more other routing ¢ollectives,
and’that the connection group can be used to transfer messages which originated both within the routing collective and
outside the routing collective. It also indicates that the connection group can be included| jn the
transitExitConnectionGroupName of the routing collective entry.

NOTE — A tool could be used to manage the allocation of connection groups nllfnmnfir‘all\l/ toan MTA's supedo routing

collectives. Manual intervention can then be used to remove the connection group from superior routing collectiye entries

that are to be excluded from access to the connection group.
8.4.3 Deleting a Connection Group Definition

To delete a connection group:
— Remove the connection group name from any of the routing collective definitions that reference it. (This

may be achieved using a directory search through the routing collective subtree);
— Delete the connection group’s defining directory entry.
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84.4 Routing Collectives

This subclause outlines procedures for identifying, defining, adding and deleting routing collective directory entries.
routing collective subtree base entry should have previously been created as recommended as a subordinate entry
M HS-routing-collective-xxx.

8.4.5 I dentifying Routing Collectives

8451 TheTop Level Routing Collective

A
to

The main characteristic of the top level routing collective is that it has no superior routing collective. It is managed by a
routing collective administrator and includes the portion of the MTS to which this methodology is being applied. By

définition, this may be:

— The MHS systems supporting one or more organizations;

— An organizations department or division or a group of departments;
— An MD;

— Agroup of MDs;

— Part of an MD;

— An MTA.

[ee)

1.5.2 Subordinate Routing Collectives

The MHS routing standard models an MTS devolved administrative struetures as a hierarchy of routing
Shibordinate routing collectives may be:

— The MHS systems supporting one or more organizations;,

— An organizations department or division or a group ef departments;
— An MD;

— A group of MDs;

— Part of an MD;

—  An MTA;

— Non-routing or proprietary messaging systems;

— Complex groups of MTAs which can be represented within the superior routing collective by
few entry and exit MTAsthis ploy can be used to hide unnecessary information and reduce th
information that other MTAs have to hold regarding the subordinate.

4.5.3  'Non-routing MTAS”

8.

An MTA, or groups of MTAs within the routing collective that do not participate in MHS routing (i.e. whic
conform to ITU-T Rec-X.412 | ISO/IEC 10021-10), should be modelled as one or more routing collg
determined by their reSpective management structures and routing capabilities). However, the internal
slrategy of thoserauting collectives is not modelled further, since it is assumed that their routing strategy
consistent.

ne administrator should ensure that the routing strategy of each non-routing MTA or proprietary messal

collectives.

neans of a
e amount of

n do not
pctives (as
structure or
is internally

ging system

odification of each of the embedded system’s routing strategies using the proprietary configuration
specified for those MTAS.

T
embedded within the routing collective is compatible with that of the superior routing collective. This mF/ involve
m

echanisms

Such routing collectives should conform to the internal connectivity requirement of routing collectives. If not,

then either

they should be provided with sufficient internal connectivity, or they should be considered as multiple routing

collectives.

8.45.4 External MTAs

It is advantageous if the definitive directory entries of these MTAs can be accessed directly (instead of making copies)

since this will avoid synchronization problems when the MTA definitions are updated. This can only be ach

ieved if the

other administrations make their directory information visible. However, MTAs and other routing collectives which do

not form a part of the routing collective being designed, (i.e. which support other parts of the MTS) must be
proxy routing collectives to ensure that routes to them can be configured.
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8.4.6 Routing Collective Definition
Each routing collective identified should be defined in a directory entry subordinate to its superior routing collective's
entry. This automatically models a hierarchic relationship between routing collectives, and implements the routing

collective’s subtree in the directory.

A routing collective’s entry should be configured to contain the information in Table 4:

Table 4 — Routing Collective Definition

FZAY i Okl ook A L\ O IR PR H " LAl HH
\4) TUUUTTYCUIMTTUUT VEINATTIC \&) SUPCTTUN S UlfcLiuly TIaltic \©) UTOLTTPJUuuIn

1) RoutingCollectiveName is the relative distinguished name of the routing collective allocated by the MHS adminigtrator in
the context of the superior’s routing collective in (2);

2) The superior’s routing collective name, is the directory name of the superior routing collective (Within the context ¢f which
the RDN in (1) is allocated. If it is a top level routing collective, then the MHS administrator.should specify a cprjvenient
directory entry name under which the routing collective subtree can be established;

3) A textual description of the routing collective (e.g. London, or Sales).

The intended content of the routing collective entry is the set of connection ‘group identities to which the routing
cgllective has access. These are added subsequently using procedures to add and delete connection groups.

A] proxy routing collective should be created for each external MTA te which the routing collective has a connectign.
These definitions should be located at the same level as the top level xouting collective’'s definition.

8.7 Creating thetop level Routing Collective

flthere is no superior routing collective, then thejbase entry of the routing collective’s subtree is MHS-routing-
collective-xxx that was created in the preparation phase.

844.8 Adding a Subordinate Routing Collective

flthe routing collective is subordinate to-an existing routing collective, then the superior’s entry in the routing collective
stibtree should be used as the base,-and the subordinate routing collective entry should be added as a leaf fo this tree wit
alrelative distinguished name selected by the administrator of the superior routing collective. The administrajor should:

— Register the routing collective’s name and create a routing collective entry and add it to the routing
collective subtree;

— If the routing collective is an MTA, register the MHS Message Transfer Agent Name, create @ directory
entry forit/and configure its OR-address subtrees.

[ee]

4.9 Deleting.a’Routing Collective

The MHS.administrator deletes a subordinate routing collective by:

= Moving the routing collective users to other routing collectives and updating their entries in the|Reference
OR-address subtree;

— Deleting the routing collective entry from the routing collective tree;

— Deleting any OR-address subtrees which were used exclusively by the routing collective’s MTAs;

— Ifit was the most superior routing collective, then remove the MHS-Routing-collective-xxx entry.
8.4.10 Adding Proxy routing collectives

MTAs in other parts of the MTS outside the routing collective should be modelled by proxy routing collective directory
entries so that routing MTAs can recognize and route to them. Each proxy routing collective should be represented in the
routing collective subtree as a sibling of the base entry of the top level routing collective.
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Proxy routing collective entries should be created for ADMDs, PRMDs, Organizations and Organizational Units which
are not part of the routing collective under construction to enable direct message transfer to MTAS lying outside the
routing collective.

An ADMD may be able to supply some of this the routing collective information in the form of a publication (see 8.9).

8.5 Configuring Routesfor MTAsin OR-address subtrees

85.1 OR-address subtreetypes

m

plan the different types, and what their functions are, and when they are created.

8h.2 OR-addr ess subtrees M odel

Q9

< T

Extefhal
ORsaddress
spaces (X, Y, 2)

MTASs require instructions on how to deal with messages for each OR-address or OR-address space. Instructions 3
nfigured for each OR-address or OR-address space in one or more OR-address subtrees as outlined-in'6.13. MTASs g
jnfigured to read these OR-address subtrees sequentially to obtain the optimum routing informetion for any O
dress carried in a message. A routing collective’'s administrator organises an MTA’s routing information
nyimber of different types of OR-address subtrees:

Reference OR-address subtree(s), which contains instructions for routing messages to destin
the routing collective and for the completion of message processing(i.e. delivery, DL expansio

Secret OR-address subtrees, which are confidential components of a Reference OR-address
to implement secret (Ex-directory) OR-addresses;

re
re
R-
nto a

Ations within

n);

subtree used

External OR-address subtrees, which contain instruetions to route messages out of the routing collective

for Exit MTAs which have connections outside theqouting collective.

gure 7 illustrates the flow of routing knowledge, consisting of OR-address spaces and their correspo
TAs to different parts of the MTS:

Reference
OR-address
subtree

External
OR-address subtree
T0732300-99/d07

RC 1 is the routing collective 1
A'is an exit MTA

hding target

y ‘I alll.: Z arc Ulltly IlV‘:TI:\D
X,y and z are OR-address spaces external to RC 1
B, C and D are internal to RC 1

Figure 7 — OR-address subtree organization

MTAs A, B, C and D support routing collective RC1. They &l have access to RC1's single Reference OR-address
subtree, which contains routing information enabling A, B, C and D to exchange messages with each other and with any
other MTA defined to support RC 1.
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X, Y and Z are MTASs outside RC1 which can route messages to external OR-address spaces (X, Y, and z respectively).
X, Y, and Z can exchange messages directly with an Exit MTA of RC1 (MTA A) through one or more communications

links. From the point of view of RC 1, and MTA A, these data communications links may be modelled as one or mol

re

Proxy connection groups. MTAs A, B,C and D are configured to read the External OR-address subtree which tells A to
route messages to X, Y and Z for OR-address spaced X, y, and z respectively. Either the actual routing collective

definitionsfor X, Y and Z should be available to RC1, or proxy entries should be created.

MTAs B, C and D are not able to pass messages directly to X, Y and Z because they are not directly connected through
connection groups. However, the MTA initialization process will enable MTAs B, C and D to associate the external

connection groups with MTA A, so that they can correctly route messages to external OR-address spaces.

8p.3 Routing Information

g m

the entry. These instructions are read and performed by MTAs. The routing information islisted in Table5.

Table5— Use of Routing Information in OR-address subtrées

bch OR-address subtree entry is configured to contain one or more routing information for the OR-address representgd

Function Reference OR-address subtree External OR-address subtree

Target MTA y y

Non-delivery y exceptionally

\lias Redirection y exceptionally

Distribution List y exceptionally

Double Enveloping y y

Recipient MD assigned Alternate Recipient y no

Expression Matches y y

Next level complete y (almost always true) y (frequently false)

The purpose and details of each of these instructions are given in 7.8.

8/5.4 Specifying OR-address subtree bases

The first step in building OR-address subtrees is to provide each with a base entry that is considered to be its ro
Typically, a routing collestive will define a number of different OR-address subtrees to support its MTAs and an O
dr&ss subtree Base Entry should be establlshed for each identified OR address subtree and aIIocated a convenig

subordinates:

Dt.

R-

Nt

ting

ion unless it
hble that the
s because it

ive and its

— A single base entry for the top level routing collective’s Reference OR-address subtree (subordinates do

not have distinct Reference OR-address subtrees);

— Additional bases for Secret OR-address subtrees and where the Reference OR-addres
partitioned;

s subtree is

— Potentially a single External OR-address subtree base entry for each MTA which has connections to other

parts of the MTS outside the routing collective.
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8.5.5 Building OR-addr ess subtrees
Each OR-address subtree entry represents an OR-address attribute. These are listed in Table 6:

Table 6 — OR-address subtree entry types

Base entry MHS Network Address MHS Postal Code
MHS Country MHS Terminal Identifier MHS Surname
ADMD MHS Terminal Type MHS Given Name
PRMD MHS Numeric ID MHS Initials
DI Zatror MHSPDSName Wt S-Gereratrom Quatifier
Drganizational Units MHS PD Country MHS Common Name

gure 8 illustrates how the entries representing different OR-addresses are organized and related to each other in
R-address subtree.

[@lx

OR-address
Subtree Base

23
/ -
MHS Network
Address Y
/2 : MHS c@

25 24

MHS Terminal
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MHS Numeric
User ID

MHS PDS
Name
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immediate )
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Figure 8 — OR-address subtree structure
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85.5.1 TheReference OR-address subtree

A top level routing collective's internal routes are defined in its Reference OR-address subtree and zero or more Secret
OR-address subtrees. In some circumstances outlined in clause 6, a top level routing collective may have several
Reference OR-address subtrees representing partitions in the subtree. Their contents enable all of the MTAs supporting a
top level routing collective to pass messages to each other.

The Reference OR-address subtree(s) exactly reflects the OR-address plan provided by the organizational administrator
and should contain a directory entry for each OR-address registered and supported by the top level routing collective.
Each entry contains a routing information for the OR-address that the entry represents. This tells MTAs to route
messages to the particular MTA (i.e. the Target MTA) which deals with and can process messages for that OR-address.

Armmmmm OR-address
slibtree.
Reference OR-address subtrees will probably be constructed in several stages:

1) Development of the base entry and structure of each subtree to hold an\entry for epch of the
organization’s departments and divisions present in the initial OR-address(plan. Each entry should be
configured with a routing information appropriate for that entry. If no gther routing information is
applicable, then a non-delivery should be configured:;

2) Addition of entries for each of the routing collective’s initial user population and distribution listg;

3) Maintenance, to reflect changes in the OR-address plan such<as addition or deletion of orgjanizational
departments and division entries, and addition/deletion of individual MHS user’s entries.

Reference OR-address subtree entries may be configured to contain-any one or more of the routing information
identified in 8.7.
The Reference OR-address subtree may also be used as a ‘fegister' of OR-addresses allocated within the routing

collective to ensure that no two MHS users acquire the same‘QR-address. When users are allocated an MH
departmental/divisional OR-address attributes are allocated; they are allocated an OR-address in an appr

iS mailbox, or
bpriate part of

tHe OR-address plan if an entry representing that OR-address is not already present. If an entry is alread
there is an OR-address clash. The organizational administrators must resolve this. When a user no lon

present then
er requires a

ailbox, the entry is removed from the Reference '©OR-address subtree and the corresponding OR-addfess becomes
available' for re-allocation. The role of registering MHS users may be carried out either by the ordanizational

a@iministrator or the MHS administrator or somé& ‘other nominated person. The role is referred to in this Recdmmendation

echnical Report as the OR-address Registration Authority.

ferenee OR-address subtree models the complete OR-address space of the top level routing collective (i

ding an OR-address subtree entry-liappens when a registration authority adds an attribute entry to the OR-address
n. The administrator should decide* which type of routing information is appropriate for the new OR-address and

et subtree is
DN-routing or
ty MHS is

nceptually, a
cluding all of
ne or more

inates) from country level down to the leaf entries representing MTS users. It is modelled in g

Ideally, a Reference OR-address subtree should be a single subtree valid for the whole of a top level routing collective
and all its subordinates. This will mean that each MTA in the routing collective need only reference a single subtree for
all internal addresses. However, there may be exceptions to this as outlined in clause 6. In these cases, MTAs must be

configured with two or more OR-address subtrees, each containing a component of the complete Referenc
subtree.

e OR-address

The reference OR-address subtree always identifies the delivering MTA within the routing collective except where the
user population requires that a secret OR-address subtree is implemented or where embedded non-Routing MTAs or for

MTAs which use non-standard addressing schemes. In these cases, the OR-address subtree is truncated,
of a target MTA is provided which can route the message onwards.
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Where secret OR-address subtrees or embedded messaging systems are involved, the user registration and the
registration authority must be administered by those who manage the subordinate OR-address spaces.

OR-address registration authorities may use the Reference OR-address subtree to aid the registration process and to

control the routing collective’'s address space. Management and implementation of parts of a Reference OR-address
subtree may be devolved to subordinate OR-address Registration Authorities for organizational departments that
implement Secret Reference OR-address subtrees. This makes use of normal Directory Information Tree conventions.
Where OR-addresses are required to remain confidential, the Reference OR-address subtree entries should either be

truncated or be subject to read access controls.

083 Secret Reference QOR-address subtrees

8
These are similar in structure, purpose and content to Reference OR-address subtrees. They are impleémet
a|routing collective’s OR-address space needs to remain secret (i.e. ex-directory). Different Seeret Re
afldress subtrees may be administered by different administrators.

Secret OR-address spaces may be arranged by defining separate subordinate routing “collectives
gsponsibility for those portions of the superior routing collective’s OR-address spaces whichr must remain
stibordinate routing collective is allocated one or more OR-address spaces (within the\.context of the Rd
afldress plan) and the subordinate then implements its own local Reference OR-address ‘subtrees within thi
S
tHe OR-address spaces allocated to it by the superior.

—

The administrators of the subordinate routing collective construct separate 'secrét' OR-address subtrees acq
oyvn OR-address plan and allocate OR-addresses within it in exactly the.same way as for the superior's R
afldress subtree. These subtrees are then configured into the routing collective’s MTAs.

The superior's Reference OR-address subtree is truncated at the point where a secret Reference OR-&
starts. The name of the MTA which can deal with the message(and which should have access to the Seq
R-address subtree) is configured into the target MTA of the<touting information. The entry should have th
mplete' attribute removed, to signal that the entry is nota proper ‘leaf' entry, and that subordinate OR-
ist. This forces the MTA to adopt the routing informatiorthat the entry contains.

D O

[ee)

bH.5.4 Personal Name Aliases

)

rectory Aliases may need to be configured;t@’represent each possible representation of a personal n
present different combinations and sequences of personal names, initials and given names (see 8.6.4 fq
N the various forms of aliasing).

—

6
(0]

5.6 Establishing External Routesto-destinations outside the routing collective

Stablishing external routes to, OR-addresses supported outside the routing collective (i.e. in other

TAs. This allows Exit-MTAsS-t0 pass messages to other MTAs outside the routing collective (which are rep
oxy routing collectives):

8.
E
D
M
p
85b.6.1 Building External OR-address subtrees
E

shhould be configured to read External OR-address subtrees to obtain external routing information. An E
ldress subtree holds the identity of one or more target MTAs outside the routing collective which are know
route.messages to those OR-address spaces.

a
g

—

ted if a part o
ference OR-

which have
secret. The
ference OR-
5 context. The

bordinate must also establish its own OR-address registration authority to allocate*OR-addresses within the context of

ording to their
bference OR-

ddress subtre
ret Reference
b 'next level

nddresses do

ame — i.e. to
r a discussiol

Management

pmains) requires the creatien of one or more External OR-address subtrees to contain routing information for Exit

resented as

kternal OR-addreSs subtrees contain entries for each external OR-address space. Each MTA in the roufing collective

xternal OR-
n to be able

rn.deneral. the top level routing collective should seek to provide an External OR-address subtree indicating routes to all
parts of the MTS outside the routing collective. However, as outlined in clause 6, multiple OR-address subtrees may
need to be defined for overlapping OR-address spaces.

The administrator obtains the information to build External OR-address subtrees from the administrators of distant
MTAs. This should preferably be done by configuring the OR-address subtree entry representing the external OR-
address space with an alias entry to point to the reference OR-address subtree of the distant MTA or to a subtree createc
specially for this purpose. This ensures that the information is always up to date. The following should be noted about
this approach:

the external parts of the MTS (MTAs, Directories etc.) must support ITU-T Rec. X.412 |
ISO/IEC 10021-10;
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The administrators of the external parts of the MTS must either provide read access to the whole of their

Reference OR-address subtree, or provide a special 'censored' version which can be made externally

visible. The depth of the externally visible tree should be sufficient to allow MTAs to determine

the most

efficient entry MTA for each distinct OR-address space where more than one entry MTA exists. The
administrators may also bar search access to the externally visible subtrees to avoid un-authorised access

to the complete internal structure of the subtree;

However, the distant MTA's OR-address subtrees might not be visible. If this is so, then the information must be
transferred in another way. Subclause 8.9 outlines ways of publishing and obtaining this information to deal with this

situation.

space that the entry represents. Each External OR-address subtree entry will usually hold:

The target MTA: the name of the MTA outside the routing collective to which the message
sent;

Optionally, Double Envelope information used to secure messages in transit to that MTA.

exceptional circumstances, the entry may also carry the following information:

1) Non-Delivery: if the administrator wishes to bar access to particular OR-address spaces);

2) Alias Redirection: if the administrator wishes to ‘trap' messages for particular external OR-addr
3) DL-Expansion information: however, this would be quite unusual;

4) Expression matches information: if the external system is a-non-MHS system with multiple en

e.g. a Network address. The Expression Matches information would contain a different g
attribute match requirement for each external target MTA,

pwever, they should contain sufficient depth to be able to correctly select the optimum Target MTA for en
stinct OR-address space in the external messaging systen).

Q T M

an Exit MTA has access to two or more alternative.external MTAs which lead to the same OR-address sp
iministrator should create a different External OR-address subtree for each alternative and place the two
der of preference.

o =

5.7 Distributing Access to External routes through arouting collective

n Exit MTA's routes to external OR-address spaces may be shared with superior and sibling routing colled
is, an internal MTA (i.e. one that must route messages to external OR-address spaces via some Exit MT|
ccess to read appropriate Exit OR-address subtrees. The information that these contain will be the id

—

b able to select an appropriate Exit MTA within the routing collective, and this is sufficient information for t
TA to be able to route messages to the appropriate Exit MTA.

Arcess to external reutes may be controlled to prevent unauthorized traffic from using the External Routeg
kternal OR-address subtrees. This is achieved by indicating whether the connection groups available to
ollective canbevused as an entry, local exit or transit exit connection group. For instance, if an or
bpartment sets up a private link to another MD, or to an ADMD financed by the department’s funds, the ad

ay need.to restrict access either to all MTAs in the department’s routing collective or to a selection of them

a
e
b
M
E
c

d
m
T

D make external routes available to all of the MTA’s siblings within the context of one of its superi

| OR-address

should be

ESS Spaces;

ry points -
R-address

kternal OR-address subtrees are normally truncated to summarize the OR-address spaces that they hold routes to

ry for each

ace, then the
trees on their

tives. To do
A) is granted
entity of the

ternal MTA represented as_a-proxy routing collective. This provides the internal MTA with sufficient infofmation to

ne internal

specified in
each routing
janization’s
ministrators

br routing

cq)llectives (i.e. either its immediate superior or one higher up the routing collective hierarchy) then:

superior’s routing collective entry and

the access controls are set to grant read access to all subordinates.

in an External OR-address subtree.

the base directory entry of the Exit MTA’s External OR-address subtree is located as a subordinate to the

read access may also be restricted to allow only specified subordinates to access the External routes held

A superior routing collective may inherit External OR-address subtrees from one or more of its subordinate MTAs.

These External OR-address subtrees may contain alternate routes to the same external OR-addres

s spaces. Th

sequencing of these alternates must be evaluated and sequenced as appropriate by the administrator before they ar

configured for use by each of the routing collective’s subordinate MTAS.
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8.5.8 Establishing Routesto non-Routing M TAsor proprietary messaging systems

A routing collective may include messaging systems that are not MHS or MHS routing compliant. There are three main

types, each of which must be dealt with in the same way:

One or more Non-routing MTAS;

Proprietary electronic messaging systems;

Other 'standard' telematic systems.

Some of these systems may use different internal addressing structures, i.e. they do not use standard OR
deal with these cases, the administrator should:

-addresses. T

1) represent each one in the directory as a subordinate routing collective;

2) allocate them one or more OR-address spaces in the context of the organization’s OR-addre
internal addressing may be based on Domain Defined Attributes or portions of standard-MHS &

3) truncate the Reference OR-address subtree at each entry where an allocated~OR-address

The target MTA of each entry in the Reference OR-address subtree should-contain the idg
MTA representing the proprietary or non-routing MTA to the rest of the routing collective
multiple entry points are available, they should each be modelled as a subordinate routing co
the OR-address subtree must have sufficient depth to be able to relate each distinct OR-addre
the appropriate entry routing collective.

5.9 Default Routes

default route should be configured into the base entry of the last subtree read by each MTA. This specifig
uting information for any message with an OR-address for which no,routing information has been found i
e MTA’'s OR-address subtrees. The target MTA should either have access to information concerning that

kmowledge. There are several approaches to configuring defauits:

Do nothing; This results in a non-delivery and'the originating user will be left to rectify the situa

Configure a route to an ADMD, and trust.that the ADMD can determine a route to the OR-add
This can eventually result in a non-delivery, but it represents a low maintenance appros
administrator;

routing failure. This is a high-maintenance approach, by also offers a higher quality service.

ne default configured for the target MTA itself, i.e. which has been reached as a consequence of other M
utes, should be configured as.a Recipient MD Alternative Recipient routing information to ensure that th
R-address can be investigated-by an MHS administrator.

—

(¢
0

efault routing information should never be configured in the Reference OR-address subtree. This is
pference OR-addreSs)subtree and its subordinate secret subtrees should already hold the complete i
knowledge for the top-most routing collective and all of its subordinates.

D
R

hy OR-addréss-carried in a message that falls within the OR-address space supported by the top
llective or\any of its subordinates, but for which there is no entry in the Reference OR-address su
erefore-result in a non-delivery. This can be arranged by configuring each non-leaf entry with a n

A
o
t
instruetion that is used if no other instruction is valid for the entry.

s plan (their
ttributes);

space begins
ntity of the

. Where
lective, and
5S space with

s the default
N the rest of
OR-address,

it should generate an error report or non-delivery diagnestic for those OR-addresses of which it also has no

ion;

Fess space.
ch for the

Configure a Recipient MD asgigned Alternate Recipient that will be able to investigate the cause of the

TA’s default
P message’s

because the
hternal routing

level routing
ptree should
on-delivery

8.6 OR-address subtree Entry Routing I nformation Configuration

Each OR-address subtree contains the routing information for particular OR-addresses. The following
outline the procedures for creating and maintaining OR-address subtree entry instructions.

8.6.1 OR-address attribute registration

The organizational and MHS administrators agree on the details of the MHS user, including the OR-add

subsections

ress and the

MTA on which the user’s mailbox will be established. They should check with the registration authority that the newly
allocated OR-address is not present in the Reference OR-address subtree to ensure that it has not already been allocate

to another user.
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Each valid OR-address attribute value should result in creation of an entry in the Reference OR-address subtree. This
action is performed by the OR-address Registration Authority to create each leaf and non-leaf entry in the Reference

OR-address subtree.

The entry remains empty until it is configured with routing information.

8.6.2 The Target Routing Collective I nstruction

A target routing collective name indicates the directory name of the routing collective towards which a message
addressed to the OR-address represented by the entry should be transferred. Target routing collective instructions may be

configured into any OR-address subtree type. Each entry, with the exception of those which indicate Recipient M

D

assigned Alternate Recipient or and Alias Redirection, should be configured with a target routing collective name.

Within arouting collective’'s Reference OR-address subtree, this might be:

— The routing collective which can complete the processing of the message e.g. by deliverin
expanding it (if it represents a distribution list);

— Arrouting collective which has access to a secret Reference OR-address subtree;

modelled as a proxy routing collective;
— An external MTA in another part of the MTS represented as a proxy routing collective.

An instance of the following Table 7 may be used to express each MTA'’s routing-choices:

Table 7 - MTA routing specification

y it, or DL

— A routing collective which represents a non-routing MTA or proprietary messaging system gateway

(1) OR-address subtree base (2) To OR-address-space (3) target-routing-collective

1) The directory name of the OR-address subtree base which will ‘eontain the entry, i.e. the OR-address subtree to which th
Target Routing Collective Instruction is to be added;

2) The OR-address space which can be reached through thetarget MTA in (3);

3) The directory name of the routing collective towardswhich the messages shall be routed. This information forms part of th
routingAdvice attribute of the respective OR-address subtree entry (see the oRAddressElement Object Class).

1%

A%

h instruction may be deleted by eitherremoving the entry, or by replacing it with a non-delivery or the Recipient M
ternate Recipient instruction.

> >

6.3 MHS User Instruction

5 far as MHS Routing is~concerned, specification of an MHS user is a special case of configuring a target routi

Q> o

eference OR-address-subtrees, and it is associated with other steps to establish the MHS user’s delivery informati
b add an MHS_@iser to the Reference OR-address subtree, the administrators should complete the followin

— 0

— _Phe users entry is configured to contain the identity of the target routing collective (this will
identify the MHS user’s delivering MTA);

= The entry might also contain some information of local (proprietary) interest to the delivering |
in message delivery. This information will be in a proprietary format and will be derived

¢llective for a particular-©OR-address. However, it is only configured into the Reference OR-address subtree or sectet

D

9

bN.
) steps:

normally

/TA used
from the

documantation-aftha MTAc or cvctame cinnartina tha tarant ronitina onllasting -
SO T e Tttt O - Ot eV 7o O Ty Stero-STuppP ot g e rgerroatmg-—conccuves

— The Reference OR-address subtree may be configured to hold one or more alias entries for the user (this
is explained in 8.6.4). Each of these represents a common variant of the users personal name, e.g. to
represent different variants and orderings of Given names and initials OR-address attributes. These aliases

all refer to the user’s preferred entry which, in turn, holds the user’s delivery information;

— As a separate task, the administrator of the delivering MTA (or embedded proprietary system) should

create the user’'s mailbox either on the MTA or a message store;

— A Double Enveloping instruction may also be configured if required by the organizational security policy;

— It may be necessary to create an entry in the directory to hold the MHS User information, providing the

user's OR-addresses. (This refers to ISO/IEC 12073).
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The following procedures should be carried out for the deletion of each MTS user:
1) deletethe MTA/MS mailbox entry;
2) deletetheuser’'s subtree entry from the Reference OR-address subtree if it is a leaf entry;

3) delete the MHS User entry.

NOTE — MHS users may be configured for any leaf or non-leaf Reference OR-address subtree entry below a country entry. This
enables specification of MHS users which represent Management Domains, Organizations, and Organizational Units.

An MHS user entry in an OR-address subtree may be specified asin Table 8.

o H H AALL [

lal o £ & £ ALl H—Y) o alal ok
AUTT O = SPTLINILAUUIT U AT VITTO USTT TTT UTT UNR=dUUTToS SUULITT

(1) Delivering Routing (2) MHS user’'s OR-address|  (3) target-routing-collective name (4) local-user-iden
Collective Name

ifier

1) The delivering routing collective directory name;
2) The user's OR-address;
3) The routing collective name of the delivering MTA;

4)  The local-user-identifier may carry information to instruct the MTA to deliver to the_addressed MTS user. The e
this value is of a proprietary nature, and will be specified by the MTA supplier's\documentation.

hgoding of

8/6.4 Aliases

8J6.5 Aliasing Techniques

There are two distinct types of aliasing which have different effects:
— Directory Alias OR-address Instructions. for Personal Names; and

— The Alias Redirection Instruction.

These are described in the following two subclauses.

86.6 Alias OR-address | nstructionsforPer sonal Names

Message originators often use different combinations of Personal Name OR-address elements at differg
sppecify initials in different sequences to identify personal recipients. To deal with this the administrator shou
a|number of alias directory ehntries for the MHS Common Name, MHS Surname, MHS Given Name, MHS In
eneration Qualifier attributes in the Reference OR-address subtree so that an entry exists for any likely cd
rsonal Name elements.,

P

This may be accomplished as follows: each Personal Name branch of the tree is examined, and the highg
that unambigueusly denotes the user is configured to contain the user’'s actual entry. All of the subord
become aliasyentries that refer to this object entry. Some examples of modelling Personal Name OR-addres
given in Figure 9.

The alias technique may be used to resolve cases where a Management Domain inherits multiple cour]

nt times and
d configure
tials, MHS
mbination of

pst level entry
nate entries
5 elements are

try codes, or

ulfiple ADMD codes (where the single space ADMD name is not used) so that OR- addresses only have

names are represented in the directory as aliases.

8.6.7 The Alias Redirection Instruction

A single OR-
and ADMD

The Alias Redirection instruction is used to manage changes of OR-address. Alias redirection instructions may be
created by the administrator where one or more MTS users have had all or part of their OR-address changed (e.g. where

Organizational Units have merged or changed name).

Alias Redirection should normally only be configured in the Reference OR-address subtree. However, in some
circumstances, it may be configured in External OR-address subtrees in order to intercept messages addressed to specifi

OR-address spaces.
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