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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal witl
partichilar fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
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field of information technology, ISO and IEC have established a joint technical committee, ISO/IEC-JTC

dards, together with options and parameters, necessary to accomplish a function or a set of functions.

International Standardized Profiles are circulated to national bodies for voting! Publication as an
hrdized Profile requires approval by at least 75 % of the national bodies castinga,vote.

htional Standardized Profile ISO/IEC ISP 15126-2 was prepared with the collaboration of
sia-Oceania Workshop (AOW);
Lropean Workshop for Open Systems (EWOS));

pen Systems Environment Implementors’ Workshop (OIW).

hrdized Profiles FDY1n — Directory data definitions

art 1: FDY11 — Common directory use (normal)

art 2: FDY12 — Directory system schema

es A to C form a normative part of this part of ISO/IEC ISP 15126.

tional organizations, governmental and non-governmental, in liaison with ISO and IEC, also take partinythe work.

1. In addition

eloping International Standards, ISO/IEC JTC 1 has created a Special Group on Functional \Standardization for the
elaboFtion of International Standardized Profiles.

rnational Standardized Profile is an internationally agreed, harmonized document which-jdentifies a standard or group

International

C ISP 15126 consists of the following parts, under the{ generallrittemation technology — International
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The concept and structure of International Standardized Profiles for Information Systems are laid down in the Technical Rep
ISO/IEC TR 10000. The purpose of an International Standardized Profile is to recommend when and how certain informati
technology standards shall be used. This International Standardized Profile ISO/IEC ISP 15126-2 specifies application pro
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12 as defined in the Technical Report ISO/IEC TR 10000-2.

/IEC ISP 15126-2 is one of a set of International Standardized Profiles relating to the Directory (see\TR
standards.

/IEC ISP 15126-2 covers information to be stored within the Directory that is common to a variety of applig
pctory information may be classified as either:
user information, placed in the Directory by, or on behalf of, users or

administrative and operational information, held and managed by the Directory)to meet various ad
operational requirements.

5 part of ISO/IEC ISP 15126 is only concerned with the administrative and\eperational information; use
iled by ISO/IEC ISP 15126-1: Common directory use (normal).

5 part of ISO/IEC ISP 15126 specifies requirements that are applicable to implementations of DU
itionally, these requirements may guide Directory users and administrative authorities in defining their nee
Directory.

primary aim of this profile is to define the minimum capabilities that a DUA and a DSA shall have to supp
hsic common view of the Directory administrative and opetational information. It does this by specifying a
bt classes, attribute types, name forms, structure rules and matching rules to be supported.

5 part of ISO/IEC ISP 15126 does not limit DSAs t0o.these minimum capabilities - a DSA that complies
/IEC ISP 15126 and has no additional information handling (storage, retrieval and modification) capabil
guate for many purposes, and implementors are’strongly encouraged to provide such additional capabilitig

5 part of ISO/IEC ISP 15126 is harmonized among these three Workshops and it was finally ratified byj

plenary assemblies.
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2
DY12 — Directory system schema

Scope
General

5 part of ISO/IEC ISP 15126 profiles Directory System Schema information to be stored within the Direc
rmation, common to a variety of applications, which the Directory itself needs o,know in order to operatg
rmation is specified in terms of subentries and operational attributes.

support the implementation of the Directory as defined by IUT-T Rec. X.500-series | ISO/IEC 9594 editio
SO/IEC ISP 15126 gives requirements that are applicable to implementations of Directory System
itionally, these requirements may guide Directory users and administrative authorities in use of the Directo

primary objective of this part of ISO/IEC ISP 15126 is to defineé the minimum capabilities that DUAs 4
port concerning the management and storing of operationaland administrative information. It does this b
formant DSA a minimum set of requirements concerning:the specific tree structure for operational infg
rational content of the entries and subentries.

5 part of ISO/IEC ISP 15126 does not limit DSAs to~these minimum capabilities - a DSA that complies
/IEC ISP 15126 and has no additional information ‘handling (storage, retrieval and modification) capabil
quate for many purposes, and implementors are strongly encouraged to provide such additional capabilitig

refore, contrary to ISO/IEC ISP 15126-1, this*part of ISO/IEC ISP 15126 does not recommend Naming A
not to restrict their selection of object classes or naming attributes for operational information to those w|
e supported by this part of ISO/IEC.ISR"15126. Rather, it guarantees that selections made within the sc
/IEC ISP 15126 will be within the capabilities of DSAs compliant with this International Standardized Profil

rworking between DSAs which _comply with this part of ISO/IEC ISP 15126 will be greatly facilitated on
is.

Cla
su

object classes for subentries. Subclauses 7.2 and 7.3 deal with operational attribute types, content rules for t
schema respectively!

Theg Directory Aceess Protocol (DAP) and the Directory System Protocol (DSP), as defined by ITU-T Red
ISQ/IEC 9594, ‘can be used to access information stored in a Directory Information Base (DIB) fragment whi
thig part of ISO/IEC ISP 15126.

1.

se 6 deals with Name korms and Structure Rules which may be used to constrain subentries belong
ree. This is done by reference to and within the scope of ITU-T Rec. X.501 | ISO/IEC 9594-2. Subclau
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Position within the taxonomy

This part of ISO/IEC ISP 15126 is identified in ISO/IEC TR 10000-2 as "FDY12 - Directory data definitions - Directory
system schema”.

1.3

Scenario

A Directory user (e.g., an application-process), by means of its associated Directory User Agent (DUA), which has spec
administrative capabilities, obtains Directory administrative and operational information by accessing directly or ind@ectly o
or more DSAs of the Directory (see figure 1).


https://standardsiso.com/api/?name=a045ebd584a2d23c9a5222a343d2cfea

ISO/IEC ISP 15126-2:1999(E) © ISO/IEC

The Directory

Directory

o
user

Figure 1 — Access to the Directory

2 Normative references

The fqllowing documents contain provisions which, through reference in this text, constitute provisions of.this part of ISO/IEC

ISP 15126. At the time of publication, the editions indicated were valid. All documents are subjecto’revision, pnd parties to
agreefnents based on this part of ISO/IEC ISP 15126 are warned against automatically applying any more recent editions of th
docurients listed below, since the nature of references made by ISPs to such documents is~that they may |be specific to

partictilar edition. Members of IEC and 1SO maintain registers of currently valid International Standards and ISPs, and ITU-T
maintains published editions of its current Recommendations.

Amenfiments and corrigenda to the base standards are referenced: see Annex B for-a complete list of these documents whi
are uded in this part of ISO/IEC ISP 15126.

2.1 | Paired ITU-T Recommendations | International Standards equivalent in technical
content

ITU-T|Rec. X.500 (1993) | ISO/IEC 9594-1:1998formation technology s~ Open Systems Interconnection — The|Directory:
Overvjew of concepts, models, and services.

ITU-T|Rec. X.501 (1993) | ISO/IEC 9594-2:1998formation technelogy — Open Systems Interconnection — The|Directory:
Models.

ITU-T|Rec. X.511 (1993) | ISO/IEC 9594-3:1998formatioritechnology — Open Systems Interconnection — The|Directory:
Abstrgct service definition.

ITU-T|Rec. X.518 (1993) | ISO/IEC 9594-4:1998formation technology — Open Systems Interconnection — The|Directory:
Procefures for distributed operation.

ITU-T|Rec. X.519 (1993) | ISO/IEC 9594-5:199Bformation technology — Open Systems Interconnection — The|Directory:
Protogol specifications.

ITU-T|Rec. X.520 (1993) | ISO/IEC 9594-6:199Bformation technology — Open Systems Interconnection — The|Directory:
Selected attribute types.

ITU-T|Rec. X.521 (1993) | ISO/NEC 9594-7:199Bformation technology — Open Systems Interconnection — The|Directory:
Selected object classes.

ITU-T|Rec. X.509 (1993)"| ISO/IEC 9594-8:199Bformation technology — Open Systems Interconnection — The|Directory:
Autheptication framewerk!

ITU-T|Rec. X.525 (1993) | ISO/IEC 9594-9:1998formation technology — Open Systems Interconnection — The|Directory:
Replidation.

ITU-T| Rec. X680 (1994) | ISO/IEC 8824-1:199mformation technology — Abstract Syntax Notation One |[(ASN.1):
Specification of basic notation.

ITU-T
Information object specification.

ITU-T Rec. X.682 (1994) | ISO/IEC 8824-3:199mformation technology — Abstract Syntax Notation One (ASN.1):
Constraint specification.

ITU-T Rec. X.683 (1994) | ISO/IEC 8824-4:199mformation technology — Abstract Syntax Notation One (ASN.1):
Parameterization of ASN.1 specifications.

ITU-T Rec. X.690 (1994) | ISO/IEC 8825-1:1998formation technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER).

ITU-T Rec. X.880 (1994) | ISO/IEC 13712-1:1998formation technology — Remote Operations: Concepts, model and
notation.

(ASN.1):
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ITU-T Rec. X.881 (1994) | ISO/IEC 13712-2:199%ormation technology — Remote Operations: OSI realizations — Remote

Operations Service Element (ROSE) service definition.

ITU-T Rec. X.882 (1994) | ISO/IEC 13712-3:19%3formation technology — Remote Operations: OSI realizations — Remote

Operations Service Element (ROSE) protocol specification.

2.2 Normative Amendments and Technical Corrigenda

In accordance with TR10000-1 subclause 6.3.2 c), attention is drawn to normative Amendments and Technical Corriger

affdcting the Directory Standards documents TEC 9594:1994 and the TTU-T X.500:1993 recommendations.
It should be noted that references made to these standards are almost always invalid if taken as references'tg

Annex B defines the references to the agreed amendments and corrigenda. Compliance with these~amendm
is necessary to achieve the interoperability requirements for this part of ISO/IEC ISP 15126.

following subset of these have been identified as particularly relevant to this part of ISO/IEC ISP 15126:

hnical Corrigendum 1 to Recommendation X.501 (1993) | ISO/IEC 9594-2:1995 (addressing DRs 9594/08
, 125)

hnical Corrigendum 2 to Recommendation X.501 (1993) | ISO/IEC 9594-2:1995-(addressing DRs 9594/13
hnical Corrigendum 1 to Recommendation X.511 (1993) | ISO/IEC 9594-3:1995 (addressing DR 9594/084
hnical Corrigendum 2 to Recommendation X.511 (1993) | ISO/IEC 9594-3;1995 (addressing Defect Reports

hnical Corrigendum 1 to Recommendation X.518 (1993) | ISO/IEC 9594-4:1995 (addressing DRs 9594/0¢
, 112,113, 114, 115)

hnical Corrigendum 2 to Recommendation X.518 (1993) | ISO/NEC 9594-4:1995 (addressing DRs 9594/11
, 121, 130)

hnical Corrigendum 1 to Recommendation X.520 (1993) | ISO/IEC 9594-6:1995 (addressing DRs 9594/07
hnical Corrigendum 1 to Recommendation X.50941993) | ISO/IEC 9594-8:1995 (addressing DR 9594/128

hnical Corrigendum 2 to Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 (addressing DRs 959
)

hnical Corrigendum 3 to Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 (addressing DRs 9594/08
hnical Corrigendum 1 to Recommendation X.525 (1993) | ISO/IEC 9594-9:1995 (addressing DRs 9594/09
hnical Corrigendum 2 to Recommendation X.525 (1993) | ISO/IEC 9594-9:1995 (addressing DR 9594/137

Additional normative references

/IEC TR 10000-1:1998nformation technology — Framework and taxonomy of International Standardizg
1: General prificiples and documentation framework.

ISQ/IEC TR 10000-2:1998nformation technology — Framework and taxonomy of International Standardize
Part 2: Principles and Taxonomy for OSI Profiles.

ISQ/IEC 13248-1:1998nformation technology — Open Systems Interconnection — The Directory: Protocol |

thes.'88 stands

ents and corrig

8, 089, 090, 0

4, 136)

)
D594/119, 133)

4,106, 108, 1

6,117, 118,1

hnical Corrigendum 1 to Recommendation X.519 (1993)\1SO/IEC 9594-5:1995 (addressing DRs 9594/075, 124)

6, 122, 127)

)
1/077, 078, Of

0, 092, 100)
7,099, 123)
)

d Profiles —

d Profiles —

mplementation

Confermance Statement (PICS) proforma for the Directory Access Protocol.

ISO/IEC 13248-2:1998nformation technology — Open Systems Interconnection — The Directory: Protocol Implementation

Conformance Statement (PICS) proforma for the Directory System Protocol.
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3 Definitions

3.1 General

Many of the definitions used may be found in the Standards. Since not all of the definitions are to be found in the Definitions
clauses within the standards documents, references are listed in Table 1 below. The column "Part" refers to the part numbe
within ISO/IEC 9594 or its ITU-T equivalent (see also clause 2). The column ,Reference" refers to the clause within this part

of ISO/IEC ISP 15126.

Table 1 — Definitions and references

Term Part Reference
administrative area 2 10.1
autonomous administrative area 2 10.1
specific administrative area 2 10.1
inner administrative area 2 10.%
administrative point 2 101
administrative entry 2 10.5.5
user attribute 2 8
operational attribute 2 8
collective attribute 2 8,11.2
subentry 2 11.6
directory system schema 2 13
DSA information model 4 19
DSA-shared attribute 2 19.1
DSA-specific_attribute 2 19.1
DSE (DSA specific entry) 2 19.1

3.2 | Support Level
To spé¢cify the support level of protocol features for this part of ISO/IEC ISP 15126, the following terminology is defined.

3.2.1| Mandatory: "m*:\Mandatory requirement for support

The stipport of the feature is mandatory for all implementations claiming compliance with this part of ISO/IEC ISR 15126.

3.2.2| Optional: "0": Optional requirement for support
The syippertof the feature is left to the implementor of the DSA.

3.2.3 —Conditiomat—"c"—Conditionat requirerment for support

The requirement to support the item depends on a specified condition. The condition and the resulting support requirements at
stated separately.

3.2.4 Outside the scope: "i"

Support for the item is outside the scope of this part of ISO/IEC ISP 15126.

non

3.2.5 not applicable:

The item is not defined in the context where it is mentioned. There is no support requirement. The occurrence of "not
applicable" is mainly due to the format of the tables in the ISPICS Requirements List.

4
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4 Abbreviations

Following abbreviations are used as defined in ITU-T Rec. X.500 series | ISO/IEC 9594 or in ISO/IEC TR 10000-1:

AA Administrative Area

AAA Autonomous Administrative Area

IAA Inner Administrative Area

SAA Specific Administrative Area

AAP Autonomous Administrative Point

AVA Attrihute \/alile Assortion

DA Directory Access Protocol

DI Directory Information Base

DI Directory Information Tree

DM Directory Management Domain

DM Directory Management Organization

DS Directory System Agent

DS Directory System Protocol

DU Directory User Agent

IS International Standardized Profile

ISHICS ISP Implementation Conformance Statement

PRL Profile Requirements List

RDN Relative Distinguished Name

5 Conformance

Comformance to this part of ISO/IEC ISP 15126 concerns the type-of operational and administrative information which DS/
shdll support.

Call| for support of a certain type of information (e.g. object classes, attribute types) means that the conformjng DSA shall
abl¢ to handle the information as described by this part of ISO/IEC ISP 15126.

Thig ability of a DSA shall be capable of being tested by setting up suitable test suites. The conformance statemeats of this
of IBO/IEC ISP 15126 lay down the range of information for suitable DSA test suites.

In Tractice, the behaviour of an actual DSA may depend on multiple conditions, like access control, or schema or ott
restrictions applied for administrative reasonSy Therefore test suites, even if applicable in principle, cannot be perform
sucgessfully in all situations. A DSA is cemformant according to this part of ISO/IEC ISP 15126 if the DSA, after suitable

setd

5.1
DS

up, is able to successfully carry out test'suites within the range of information defined in this part of ISO/IE
Note: Suitable set-up is implied within-this part of ISO/IEC ISP 15126.

DSA Conformance

A\ conformance requirements involve

a) the support of.thé specific DIT structure for operational information as specified in clause 6.
b) the support of object classes as specified in 7.1;

c) the support of operational attribute types as specified in 7.2;

d) thesupport of the specific content rules for operational information as specified in 7.3.

In

identified in A.6.4, and on name forms and matching rules identified in A.6.5.

ddition, a PICS shall be provided stating support or non-support of each option on object classes al

C ISP 15126

nd attribute ty

The support of the Directory Administrative model is out of scope of this part of ISO/IEC ISP 15126.

The way the DSA information model is implemented, meaning how the DSA stores, accesses and retries DSA information,

out

of scope of this part of ISO/IEC ISP 15126.

5.2 DUA conformance

DUA capabilities are necessarily tied to user needs, which may vary. DUAs handling with the Directory System Schema w
require special administrative capabilities. Several features can be defined, to which such a DUA may claim conformance:

-A

DUA claiming support of an object class shall do it by
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a)

b)
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being able at minimum to carry out rendition of the object class value in a manner appropriate to its user interface. In
the context of a DUA for a human, this would mean rendition in a suitable graphic form.

being able, if it supports add operations, to include in the request the correct values of the object class attribute, that i
the object identifier of the structural object class and of its superclasses.

- A DUA claiming support of an operational attribute type shall do it by

a)
b)

being able to create and send the protocol elements necessary to access operational attributes,

being able to receive and. in the context of a DUA for a human, to display correctly the attribute values completely

ar

c)
at]

d)
dsg

€)
- A D\

- A D\
a)

b)
st

c)

d)
st

e)
Vg

6
This ¢

The fq
autho

- th

- i

6.1

d in all defined forms,

ribute values in all defined forms,

being able, if it supports search operations, to use this attribute in a filter component appgropriate t
finition and supported matching rules.

being able, if it supports such operations, to create a filter with ,presence match“.
A claiming support of a Matching Rule shall do it by
being able to specify this matching rule in a search operation with extensibleMatch.
A claiming support of the subentry type shall do it by
being able to use the implicit structure rules associated with a subentryto compose the DN of a subent

being able, if it supports modify operations, to use the implicit streleture rules associated with subentrig
bentry under an administrative entry.

being able to set the service controls necessary to access subentries in a Search or a List operation,

being able to receive and, in the context of a DUA for ashuman, to display correctly the attribute types 4
bentry completely and in all defined forms,

being able, if it supports modify operations, to*generate requests for adding and removing attributes
lues of a subentry.

Specific DIT Structure for operational information
hapter only deals with aspects of the DIT structure concerning administrative and operational information.

rm of the DIT that is relevantfor.administrative entries and subentries and required by the administrativ
ities responsible of a given region/domain/subtree is specified with the help of

e Name forms, which define which attributes are used to form the RDN of a subentry

Name forms

Implementations claiming conformance with this part of ISO/IEC ISP 15126 shall support name forms as listed in

N
Suppd

te : This\s in fact only the subentryNameForm.

rtof these name forms by a DSA conformant with this part of ISO/IEC ISP 15126 means that all the follow

plicit DIT Structure rales, which define the hierarchical relationship of administrative entries and subentrieg.

being able, if it supports modify operations, to generate requests for adding and removing this-atfribute and its

b the attribute

y1
s for adding a

nd values of a

5 and attribute

e and naming

A.6.5.1.1.

ng conditions

are fu

|~ -

a)
b)

6.2

o

The DSA supports the named object class as described in 7.1.

The DSA is able to create a subentry of specified object class, the RDN of which contains all mandatory attributes
and zero or more of the optional attributes indicated in the name form.

DIT Structure Rules

The Directory System Schema is not regulated with explicit DIT structure rules as defined in ITU-T X.501 | ISO/IEC 9594-2,
12.6.5.
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However several structure rules are defined in ITU-T X.501 | ISO/IEC 9594-2, 11.6.1 and concern the placement of subentr
within the DIT and the hierarchical relationship of subentries with other entries.

Implementations conformant with this part of ISO/IEC ISP 15126 shall be capable of supporting the specification mechanisi

con

cerning subentries as defined in ITU-T X.501 | ISO/IEC 9594-2, 11.6, and this part of ISO/IEC ISP 15126.

Support of these mechanisms by a DSA conformant with this part of ISO/IEC ISP 15126 means that all the followin

conditions are fulfilled:
a) The DSA supports the subentry name form as described in 6.1.
b) The DSA is able to create subentries subordinate to all kinds of administrative points,
c) The DSA s able to prevent creation of subentries of a type not allowed by the associated administrative entry,
Note : The creation of a subentry of the object class subschema, accessControlSubentry or collectiveAttributeSuberipmyés iifot al
the aministrativeRole attribute of the associated administrative entry only has the value id-ar-autonomousArea.
d) The DSA is able to prevent creation of subentries subordinate to an entry which is not\an administrat|ve entry,
e) The DSA s able to prevent creation of entries or subentries subordinate to a subentry.
N_ote : It is possible to transiently have specific administrative entries without associated (subentries. This would reéppesiemt a
situation.
7 Operational Content of Entries and Subentries
7.0 Object Classes
Stahdard object classes defined within ITU-T Rec. X.521 | ISO/IE€"9594-7 shall be supported as specified in A.6.4.1.1.
Thgse standard object classes only concern subentries. Within the Directory System Schema, only the contg¢nt of subentri
regllated by object classes.
Support of these object classes requires the DSA to be able to store, modify and retrieve, via Directory operatjons,of subentt
its fragment of the DIT, if the subentry is associated with-supported object classes and the following conditions are fulfilled

a) The subentry lies within the DIT as described in 6.1;
b) The subentry contains all mandatory @ttributes as determined by its object classes - structural and au
c) The subentry contains no other than mandatory and optional attributes as defined by its object ¢

and auxiliaries if any.

Comformant DSAs shall accept subentries which explicitly indicate Top in their object class attribute. Indicatio

Top

Suy
attr

AcC
con

In
ide

1.2

is optional according to ITU-T-X.501 | ISO/IEC 9594-2, 12.3.2.

port of a standard object class implies support of its mandatory attribute types (see A.6.4.2.1) and supf
bute types (see A.6.4.2:1) for which support is claimed for the DSA.

pnformant DSA shall-reject requests for creation or modification of subentries that as a consequence w
dition a), b) or ¢):

tified byany of its object classes or by Content Rules (see 7.3).

Operational Attribute Types

xiliaries if any;
asses - struct

n of ebject cla

ort of its optio

buld not fulfil tl

articular, a~conformant DSA shall not permit the creation or modification of subentries which contaip attributes nc

AD

a)
checking algorithm which is associated with the syntax of the attribute, when required (see FDY11, 7.4);

b)
definition;

c) The DSA shall check that the attribute value(s) conform with the bounds defined in ITU-T X.501.
d)

SA claiming conformance with this part of ISO/IEC ISP 15126 shall support an operational attribute type as

follows:

The DSA shall perform, on the original inclusion or on a subsequent modification attempt of an attribute, th

The DSA shall check that the number of attribute values complies with the single-valued element of the attribu

The DSA shall support the matching rules, if any, that are directly associated with the elements of the attribute ty,

definition or of its supertype attributes, and shall execute these matching rules in a manner that conforms with ITU.

X.520 | ISO/IEC 9594-6, ITU-T X.501 | ISO/IEC 9594-2, 12.5.2 and 20 as clarified in 7.4.
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7.2.1

Standard Operational Attributes Types

The operational attribute types listed in A.6.4.2.1 are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.
They shall be supported as specified in A.6.4.2.1, 7.1, 7.2 and 7.3.

There
* the
* the

are several varieties of operational attributes, depending on
type of the ,entry” to which they belong (subentry, entry, administrative entry, DSE),

ir role for the DSA operation.

Some

7.2.1

operational attributes do not correspond to directory entries.

1 Operational attributes of an administrative entry

Contrary to a subentry, which is a special kind of entry, an administrative entry is not a special kind of entry.

holdin

But sd
class.

These
e ad
* ac
* su
The c

7.2.1

The o
A.6.4.

Thess

The c
Other

e pre

j anadministrativeRole attribute.
me operational attributes may only be held by administrative entries. These attributes aré)not associated

are:
ministrativeRole

essControlScheme

pentryACI

pnformance requirements concerning these attributes are described(in'7.3.

2 Operational attributes of a subentry

dITContentRules
objectClasses
attributeTypes
matchingRules
matchingRuleUse

pnformance requirements for these attributes are described in 7.1 and 7.2.
operational aftribltes of a subentry are not explictly associated with an object class. These are:

scriptiveAGI

* enfryACt

* (Crg

ateTimeStamp

e modifyTimeStamp

The conformance requirements concerning these attributes are described in 7.3.

7.2.1.

3 Operational attributes of an entry

These attributes are not associated with any object class.

These are:

e createTimeStamp

e modifyTimeStamp

© ISO/IEC

It is an entr

with any obje

perational attributes of a subentry are used in conjunction with the standard object classes for subentties specified i
1.1, as either mandatory or optional attributes.
are listed in the following table with their associated object class.
Operational Attributes Associated object class
subTreeSpecification subentry
dITStructureRule subschema
nameForms
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* creatorsName

modifiersName
collectiveExclusions

structuralObjectClass

* governingStructureRule
* entryACl

The

7.2
Tha
The

Sin
is O

7.2
Ad

7.2
No

7.2
At
No

—

7.3
The
Ho

conformance requirements concerning these attributes are described in 7.3.

1.4 Operational attributes not necessarily associated with entries

se are the DSA-shared and DSA-specific attributes defined within the DSA information model;
se attributes are:

IseType

myAccessPoint

superiorKnowledge

specificknowledge

nonSpecificknowledge

supplierKnowledge

consumerKnowledge

secondaryShadows

ce DAP requests cannot be used for handling these operational attributes, the way these operational attrili
ut of the scope of this part of ISO/IEC ISP 15126.

Note : The functionality associated with these operationalattributes is profiled in the ISO/IEC ISP 15125-4 (ADY22).

2 Additional Operational Attribute Types

hinistrative Authorities may define additional operational attributes. The use of these operational attributes

3 Collective attributes

pperational attributes are collective.

4 Attribute Hierarchy
bute hierarchy is thezcapability of deriving attribute subtypes from a generic attribute type called the super

attribute hierarchy?is defined for operational attributes.

Content Rules for the Directory System Schema

Directary System Schema is not regulated by explicit DIT content rules.
vever several content rules are defined for the Directory System Schema: these specify which opera

ISO/IEC ISP 15126-2:1999(E)

utes are supp

is Incal matte

ype.

ional attribute

Su

7.3
7.3

€3 +. hall ‘ol Tk H +. Lotad i tlat ]
III.Iy Ul art Clll.ly S01Alr Ut IIICly CUTIAIrt. 11rcotT ICL'UIICIIICIII.D AlT 1otCu nr trmo viauotT.

.1 Mandatory operational attributes of an administrative entry

.1.1 administrativeRole

The administrativeRole operational attribute, as defined in ITU-T X.501 | ISO/IEC 9594-2, 10.5.4, identifies an entry as an
administrative entry. The values of this attribute identify the type(s) of an administration point.

An administrative entry may be created while creating a new entry with an administrativeRole attribute, or adding th
administrativeRole attribute to an existing entry.

An existing administrative entry may be modified in modifying or adding values of the administrativeRole attribute.
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Support of this attribute is conditional, as stated in A.6.4.2.1.

A DSA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

a)

© ISO/IEC

when creating or modifying an existing entry in order to make it an administrative entry, the DSA shall check the
values of the administrativeRole attribute and reject the request in the following cases:

when one or more values do not belong to the list contained in ITU-T Rec. X.501 | ISO/IEC 9594-2,

when permitted by a local policy,

13.3, except

when the administrativeRole attribute contains simultaneously the values id-ar-accessControlSpecificArea and id-ar-

ad

b)
re

c)
at
a

The a
acces

Since
incong
admin

7.3.1
Thecr
Suppd
A DS/

When
attribu

cessControlinnerArea,

when the administrativeRole attribute contains simultaneously the values id-ar-autonomousAre
cessControllnnerArea,

when the administrativeRole attribute contains simultaneously the values id-ar-collectiveAttributeSpe
ar-collectiveAttributelnnerArea,

when the administrativeRole attribute contains simultaneously the values id-af<-autonomousAre
llectiveAttributelnnerArea.

when modifying an existing administrative entry, adding a value to the attribute-administrativeRole, th
ect the request in the following cases:

when the Modify request contains an already existing value of the administrativeRole attribute,

when the modified administrativeRole attribute would
cessControlSpecificArea and id-ar-accessControllnnerArea,

contain  simultaneously the val

ar-accessControlinnerArea.

when the modified administrativeRole attribute . ‘would
llectiveAttributeSpecificArea and id-ar-collectiveAttributelnberArea,

contain  simultaneously the val

ar-collectiveAttributelnnerArea.

when modifying an existing administrative -entry, removing the value id-ar-accessControlSpecificAr
ribute administrativeRole, the DSA shall\r€ject the request when it does not remove simulta
cessControlScheme attribute.

dministrativeRole attribute may have jn-addition to the value id-ar-autonomousArea, one or more of thg
5ControlSpecificArea, id-ar-subschemaAdminSpecificArea or id-ar-collectiveAttributeSpecificArea.

the value of the administrativeRole attribute shall not be modified so as to cause existing subentr
istent, as stated in ITU-T X501 | ISO/IEC 9594-2, 13.7, the DSA shall only allow removing a \
strativeRole attribute if the associated subentry was already removed.

2 createTimeStamp
pateTimeStampoperational attribute indicates the time that the administrative entry was created.
rt of this attribute is mandatory.

claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

the¢ DSA performs an addEntry operation, it shall create this attribute with the appropriate value in a

A and id-ar-
rificArea and
n and id-ar-

e DSA shall

hles id-ar-

when the modified administrativeRole attribute would contain,simultaneously the values id-ar-autononmousArea and

hles id-ar-

when the modified administrativeRole attribute would contain simultaneously the values id-ar-autononmousArea and

ea from the
ineously the

e values id-ar-

es to become
alue of the

ddition to the

tes-contained in the addEntry Arguments.

7.3.1.

3 modifyTimeStamp

The modifyTimeStamp operational attribute indicates the time that the administrative entry or one of its associated subentries
was last modified.

Support of this attribute is mandatory.

A DSA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

a)

The DSA shall add this attribute with the appropriate value at least the first time the administrative ent

ry is modified

or when creating the first associated subentry. The DSA may already add this attribute when creating the administrative
entry.

10
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b)
an already existing associated subentry, or when creating a new associated subentry.

1999(E)

The DSA shall modify the value of this attribute to the appropriate time when modifying the administrative entry ol

Note : The value of thenodifyTimeStamp of an administrative entry shall always be equal to the value ahtuify TimeStamp

attribute of the last modified or created associated subentry.

7.3.2 Optional operational attributes of an administrative entry

7.3.2.1accessControlScheme

Th

Thi

con

DS

Suy
AD

7.3

Suk
tha
not
con

Suy
AD

accessControlSchemeoperational attribute, defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 15.2.2
idemtification of which access control scheme is in force in a particular portion of the DIT. As stated in (U
ISQ

/IEC 9594-2, 16.3.1, it shall be present if and only if the holding administrative entry is an access centrol s

tains the value id-ar-autonomousArea. If this operational attribute is missing with respect to access of a gi
A\ as stated in ITU-T Rec. X.501 | ISO/IEC 9594-2, 15.2.2 (second note), shall behave as,for @ 1988 editio

has no Access Control applicable to it as a local policy.
port of this attribute is conditional as stated in A.6.4.2.1.
SA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

a) when creating an administrative entry or modifying it in order to make it an access control specific
when adding the value id-ar-accessControlSpecificArea to the administrativeRole attribute, the DSA s
request also contains the creation of the accessControlScheme attribute and reject the request if not.

b)
does not add the value id-ar-accessControlSpecificArea to the.administrativeRole attribute.
c) when modifying an existing administrative entry in order to remove the access control specific type

removing the value id-ar-accessControlSpecificArea ffgm the administrativeRole attribute, the DSA sh
request also contains the removal of the accessControlScheme attribute and reject the request if not.

d) when modifying an existing administrative entry in order to change the access control type from sp¢
means when modifying the value id-ar-accessControlSpecificArea from the administrativeRole attribute in
accessControlinnerArea, the DSA shall checkif the request also contains the removal of the accessContr
and reject the request if not.

e) the DSA shall only accept for thetsingle value of the operational attribute accessControlScheme (¢
listed in ITU-T Rec. X.501 | ISO/IE€\9594-2, Annex D, or a value permitted by a local security policy.

2.2 subEntryACI

entry ACI attributes are defined as operational attributes of administrative entries, and provide access ¢
applies to each of thé subentries of the corresponding administrative point. This corresponding adminig
need to be an access control specific or inner point, but must otherwise belong to an access control sp
trol inner area.

port of this attribate is conditional as stated in A.6.4.2.1.
SA claiming‘conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

a) Wwheh creating an entry which should contain this attribute, the DSA shall check if this will be an adm
it means if the request contains the administrativeRole attribute, and if this entry will belong to an access

or-an access control inner area. If both conditions are not fulfilled, the DSA shall reject the request.

5 operational attribute is not allowed for an autonomous administrative entry, the administrativeRale attribu

Note : The absence of this operational attribute in an autonomous administrative entry may be used to designate ar@

the DSA shall reject every add or modify entry request containing an accessControlScheme attribu

., allows the
T Rec. X.501
becific entry

te ofywvhich on
en drdry, then
h DSA.

anivbidhe t

entry, it mean
nall check if th

te if this reque

it means whe
all check if th

peific to inner,
the value id-a
bIScheme attril

ne of the valt

bntrol informat
trative point d
pcific, or an ac

nistrative entry
control specif

7.3

b) When modifying an existing administrative entry by adding this attribute, the DSA shall check if this

administrative

entry belongs to an autonomous, or an access control specific, or an access control inner area and if not reject the reque

Note : Procedures related to the operational attribuitentryACI are described in ISO/IEC ISP 15125-9, (ADY45).

.3 Mandatory attributes of a subentry

Some user and operational attributes shall always be present in every subentry; these are the catinimateName

sub

treeSpecification objectClass createTimeStampandmodify TimeStamp.

Some user and operational attributes shall be present in a subentry, depending on the type of this subentry; thesgeattribute
prescriptiveACI and the collective attributes.

11
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7.3.3.

1 commonName

Support of this attribute is mandatory.

© ISO/IEC

This attribute shall always be present in every subentry. According to the subentryNameForm (see 6.1), this is the only namin

attribu

te allowed for a subentry.

A DSA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

When creating a subentry, the DSA shall check if the request contains the commonName attribute. It shall reject the request |

not.
7.3.3)2 subtreeSpecification
The operational attribute subTreeSpecification, defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 11.3,2, allows th¢ definition of
the scppe of the subentry. It specifies a subset of entries below a specified vertex which forms the/hase of the sitoére or sub
refinement.
Suppqrt of this operational attribute is mandatory.
This operational attribute shall always be present in every subentry.
A DSA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:
a)l When creating a subentry, the DSA shall check if the request contains‘the subTreeSpecification atfribute. It shall
reject the request if not.
b)) The DSA shall at least support
» a YubtreeSpecification which is an empty sequence, {}. In this caselthe entries associated with this subentry are all entrie

comtained within the whole administrative area.

* ba

e an

7.3.3
Suppq
This &
A DSA

a)
re

b)
sh
cd

c)
s
re

at

be only, allowing to define a vertex different of the administrative entry,

| Refinement based on Selection per ObjectClass.

3 objectClass

rt of this attribute is mandatory.

ttribute shall always be present in every subentry.

claiming conformance with this partof ISO/IEC ISP 15126 shall support this attribute as follows:

When creating a subentry, the DSA shall check if the request contains the object class attribute. It {
quest if not.

all reject the request if-it contains a value which is neither id-sc-subentry, nor id-sc-accessControlSube
llectiveAttributeSubentry, nor is-sc-subschemaSubentry.

When creating a subentry, the DSA shall check the value(s) of the object class attribute within thg
mpare them,with the values of the administrativeRole attribute of the associated administrative entry
guest in the following cases:

The-request contains for the objectClass attribute the value id-sc-accessControlSubentry, but the adn
ribute’ of the associated administrative entry does not contain the value id-ar-accessControlSpecific

hall reject the

When creating a subentty, the DSA shall check the value(s) of the object class attribute within the reqliest. The DSA

htry, nor id-sc-

e request and
and reject the

hinistrativeRole
Area or id-ar-

a

cessControlinnerArea.

7.3.3.
Thecr

12

The request contains for the objectClass attribute the value id-sc-collectiveAttributeSubentry, but the
administrativeRole attribute of the associated administrative entry does not contain the value id-ar-collective
AttributeSpecificArea or id-ar-collectiveAttributelnnerArea,

The request contains for the objectClass attribute the value id-sc-subschemaSubentry, but the administrativeRole
attribute of the associated administrative entry does not contain the value id-ar-subschemaAdminSpecificArea.

4 createTimeStamp

eateTimeStampoperational attribute indicates the time that a subentry was created.
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Support of this attribute is mandatory.

A DSA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

ISO/IEC ISP 15126-2:1999(E)

When the DSA performs an addEntry operation in order to create a subentry, it shall create this attribute with the appropri
value in addition to the attributes contained in the addEntry Arguments.

7.3

.3.5modifyTimeStamp

The modifyTimeStamp operational attribute indicates the time that a subentry was last modified.

Suy
AD

7.3

The
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The

port of this attribute is mandatory.
SA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:;

a) The DSA shall add this attribute with the appropriate value at least the first time the subentry is mod
a modifyEntry or a modifyDN operation. The DSA may also add this attribute when creating the.subentry.

value of this attribute to the appropriate time.
Note : Creating or modifying a subentry affects the value ofrtbeify TimeStamp attribute of the associated administrative

3.6 prescriptiveACI

prescriptiveACI operational attribute is defined in ITU-T Rec. X.501 [ISO/IEC 9594-2, 16.5.1 and c
trol information applicable to entries within that subentry's scope. As stated/in ITU-T Rec. X.501 | ISO/IEG
Ibentry of the object class accessControlSubentry shall contain precisely one prescriptive ACI attribute o
the value of the accessControlScheme attribute of the corresponding-access control specific point.

Note : The prescriptiveACI operational attribute is not mandatory for~& subentry associated with an autonomous &
when the object class attribute of this subentry does not have the value id-sc-accessControlSubentry.

5 operational attribute is multivalued.
port of this attribute is conditional as stated in A.6.4.24,
SA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

a) When creating a subentry, the DSA shall chieck the values of the object class attribute within the req
is id-sc-accessControlSubentry, then the add-request shall also contain a prescriptiveACI attribute;

DSA shall reject the request:

if the request contains the value'-id-sc-accessControlSubentry for the object class attribute, a
prescriptiveACI,

or if the request contains one_value for the prescriptiveACI attribute, but not the value id-sc-accessContrg
object class attribute,

or if the request contains values for the prescriptiveAClI which are not consistent with the
accessControlScheme.attribute of the corresponding access control specific point.

accessControlSubentry to the object class attribute, the DSA shall check the request and reject it if it doe
a prescriptiveACI attribute.

Note : Procedures related to the operational attriprggcriptiveACI are described in ISO/IEC ISP 15125-9, (ADY45).

fied, performir

b) When the DSA modifies again a subentry, performing a modifyEntry or a modifyDNrQpéeration, it shall modify the

entry.

bntains access
9594-2, 13.5.
a type consis

dministrative e

uest. If one va

nd no attribt
ISubentry for t

value of the

b) When modifying an existing subentry in order to make it an access control subentry, adding the value id-s

s not also con

7.313.7-Collective Attributes
A S bt ha t+ olace ~An WPt = 171 ST L it chall aormtain o a1l T N AVAl Jal Il laYaYilnlal
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least one collective attribute.

Support of this object class is conditional as stated in A.6.4.2.1.

A DSA claiming conformance with this part of ISO/IEC ISP 15126 shall support this object class as follows:

a) When creating a subentry, the DSA shall check the values of the object class attribute within the req
is id-sc-collectiveAttributeSubentry, then the add request shall contain at least one collective attribute;

The DSA shall reject the request:

9594-2, 13.6,

uest. If one va

if the request contains the value id-sc-collectiveAttributeSubentry for the object class attribute, and no collectiee attribut
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- or if the request contains one or more collective attributes, but not the value id-sc-collectiveAttributeSubentry for the
object class attribute,

- or if the request contains user attributes which are not collective attributes, independently of the value of the object class
attribute, except where permitted by local policy.

Note : As an example the user attribute Description may be included in a subentry.

b)

palicy

When modifying a collective attribute subentry, the DSA shall allow the addition of one or more collective attributes.
It shall not allow the addition of one or more user attributes, which are not collective, except where permitted by local

c)
ca
at

d)
w
ar

7.3.4
7.3.4
The u

7.3.4

User 4

Note : Such User attributes could be for instance description or seeAlso:

7.3.5
The o

7.3.6
7.3.6

Thecr
that a

Suppd
A DSA

When
attribu

7.3.6

Them|
that a

Suppd
A DSA

When modifying an existing subentry in order to make it a collective attribute subentry, adding-the
llectiveAttributeSubentry to the object class attribute, the DSA shall check the request and reject it if)it-do
least one collective attribute.

When modifying an existing collective attribute subentry in order to remove the collectivé-dttribute ty,
hen removing the value id-sc-collectiveAttributeSubentry from the object class attribute, the DSA shall che

d reject it if it does not simultaneously remove all collective attributes contained in the subentry.
Optional attributes of a subentry
1 entryACl
5e of the attribute entryACI is described in ISO/IEC ISP 15125-9, (ADY45).
2 User Attributes
ittributes are not forbidden in a subentry. A local policy may definé which user attributes may be present in

Attributes excluded from a subentry

perational attributetructuralObjectClass andgoverningStructureRule shall not be present in a subentry.

Mandatory operational attributes of an entry

1 createTimeStamp

eateTimeStampoperational attribute is-defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 13.4.1 and indica
h entry was created.

rt of this attribute is mandatory.
claiming conformance with-this part of ISO/IEC ISP 15126 shall support this attribute as follows:

the DSA performs an addEntry operation, it shall create this attribute with the appropriate value in a
tes contained in the addEntry Arguments.

2 modifyTimeStamp

pdify TimeStamp operational attribute is defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 13.4.1 and indica]
h entry was\last modified.

rt of this attribute is mandatory.
elaiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

value id-sc-
PS not contain

pe, it means
Ck the request

a subentry.

es the time

ddition to the

es the time

a)

b)

The DSA shall add this atiribuie with the appropriaie value at least the iirst ume the entry is modified, when
performing a modifyEntry or a modifyDN operation. The DSA may also add this attribute when creating the entry.

When the DSA modifies again an entry, performing a modifyEntry or a modifyDN operation, it shall

value of this attribute to the appropriate time.

7.3.6.

3creatorsName

modify the

The creatorsName operational attribute is defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 13.4.2 and indicates the
distinguished name of the Directory user that created an entry.

Support of this attribute is mandatory.
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A DSA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

a) If the Directory user performed a Bind with credentials, then the DSA, performing an addEntry op

ISO/IEC ISP 15126-2:1999(E)

eration, it shal

create this attribute with the appropriate value in addition to the attributes contained in the addEntry Arguments. This val
is the name of the access control identity defined in ITU-T Rec. X.501| ISO/IEC 9594-2, 15.2.1 and profiled in ISO/IEC

ISP 15125-7 (ADY43), 6.10.

b) The case where a Directory User is allowed to perform an addEntry operation within an association using «

anonymous Bind is out of scope.

7.3
The

6.4 modifiersName
modifiersName operational attribute is defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 13.4!2 -and

disinguished name of the Directory user that last modified an entry.

Suy
AD

7.3
7.3

The
stry

Suy
AD

Wh
attr
sha

7.3

The
goV

Suy

port of this attribute is mandatory.

SA claiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute ‘as follows:

value the first time an entry is modified by performing a modifyEntry or a modifyDN.operation. This value
the access control identity defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 15.2;1 and profiled in ISO/IE
(ADY43), 6.10.

Note : The DSA may also add this attribute while creating the entry.

b) When another Directory user performed a Bind with credentials. and performs another modification t
a modifyEntry or a modifyDN operation, then the DSA shall madify)the value of this attribute to the ney
name.

c) The case where a Directory User is allowed to performa modifyEntry or a modifyDN operation withir
using an anonymous Bind is out of scope.

7 Optional operational attributes of an entry
7.1structuralObjectClass

structuralObjectClass operational attribute~is defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 14.7.8 and
ctural object class of the entry.

port of this attribute is optional.
SA claiming conformance withthis part of ISO/IEC ISP 15126 shall support this attribute as follows:

en the DSA performs an addEntry operation, it shall generate this attribute with the appropriate value i
butes contained in the addEntry Arguments. According to ITU-T Rec. X.501 | ISO/IEC 9594-2, 8.1 and 1
Il be the object identifierof the most subordinate object class of the entry's structural object class supercla

7.2 governingStructureRule

governingStructureRule operational attribute is defined in ITU-T Rec. X.501 | ISO/IEC 9594-2, 14.7.9 an(
erning stfucture rule of the entry.

port @f~this attribute is optional.

AD

indicates the

a) When the Directory user performed a Bind with credentials, the DSA shall genérate this attribute with the appropria

is the name of
C ISP 15125-]

D an entry, usir
v distinguishec

an associatiol

indicates the

n addition to tl
2.6.4, this valt
5s chain.

indicates the

SAclaiming conformance with this part of ISO/IEC ISP 15126 shall support this attribute as follows:

a) When the DSA performs an addEntry operation, it shall additionally to the attributes contained in the addEntr

Arguments create this attribute with the appropriate value. This is the rule identifier of the DIT structure ru
entry.

le governing tt

b) When the DSA performs a modifyDN operation which assigns a new structure rule to the entry, it shall update tt
value of this attribute to the rule identifier of the new structure rule. The DSA shall also update the value of thisrattribute

the entries subordinate to the moved entry.

Note : If entries subordinate to the moved entry violate the active subschema, the DSA should nedessiagyradjustments to these

entries to make them consistent with the subschema.
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7.3.7.3 collectiveExclusions

The operational attributeollectiveExclusionsallows particular or all collective attributes to be excluded from an entry.
Support of this attribute is conditional as stated in A.6.4.2.1.

The DSA is not obliged to police the consistency of collectiveExclusions presence and values with the collective attribute
policy which may apply for this entry.

Note : Procedures related to the operational attritnitectiveExclusionsare described in ISO/IEC ISP 15125-3, (ADY21).

7.3.7}4 entryAClI
The uge of the attribute entryACI is described in ISO/IEC ISP 15125-9, (ADY45).

7.4 | Other recommendations
7.4.1| protocolinformation

It is rgcommended that thotocolinformation component is present in the access point information stored and pgromulgated
by a OSA.

Note : Procedures related to f®tocollnformation component are described in ISO/IEC {SP-15125-4, (ADY22).
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