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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

In addition to developing International Standards, ISO/IEC JTC 1 also develops International -Standardized
Profilgs. An International Standardized Profile is an internationally agreed, harmonized document which
identiffes a standard or group of standards, together with options and parameters, necessary to accomplish a
functiopn or a set of functions. Draft International Standardized Profiles adopted by‘the joint technical
commiittee are circulated to national bodies for voting. Publication as an International -Standardized Profile
requirgs approval by at least 75 % of the national bodies casting a vote.

Attentjon is drawn to the possibility that some of the elements of this documeft may be the subject of patent
rights | ISO shall not be held responsible for identifying any or all such patent.rights.

ISO I$P 12062-1 was prepared by Technical Committee ISO/TC 1,dnformation technology, Subcommittee
SC 6,|Telecommunications and information exchange between systems.

This third edition cancels and replaces the second edition (ISO/IEC ISP 12062-1:1998), which has been
technically revised.

ISO/I$P 12062 consists of the following parts, under the ‘general title Information technology — International
Standprdized Profiles AMH2n — Message Handling Systems — Interpersonal Messaging:

— Part 1: IPM MHS Service Support

— Part 2: AMH21 — IPM Content

—  Part 3: AMH22 — IPM Requirements for Message Transfer (P1)

— Part 4: AMH23 and AMH25.2 IPM Requirements for MTS Access (P3) and MTS 94 Access (P3)
—  Part 5: AMH24 — IPM-Requirements for Enhanced MS Access (P7)

—  Part 6: AMH262=1PM Requirements for Enhanced MS 94 Access (P7)

iv © ISO 2003 — Al rights reserved


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae

Introduction

This part of ISO/IEC ISP 12062 is defined within the context of Functional
Standardization. in_accordance with the principles specified by ISO/IEC

ISO/IEC ISP 12062-1:2003(E)

TR 10000, “Framework and Taxonomy of International Standardized
Profiles”. The context of Functional Standardization is one part of the
overall field of Information Technology (IT) standardization activities,
covering base standards, profiles, and registration mechanisms. A profile
defines a combination of base standards that collectively perform a
specific well-defined IT function. Profiles standardize the use of options
and other variations in the base standards, and provide a basis for the
development of uniform, internationally recognized system tests.

One of the roles for an ISP is to serve as the basis for the development
(by organizations other than ISO and IEC) of internationally recognized
tests. ISPs are produced not simply to ‘legitimize’ a particular choice ©f
base standards and options, but to promote real system interoperability.
The development and widespread acceptance of tests based on this and
other ISPs is crucial to the successful realization of this goal.

The text for this part of ISO/IEC ISP 12062 was originally/developed in
close cooperation between the MHS Expert Groups of the three Regional
Workshops: the North American OSE Implementors™Workshop (OIW),
the European Workshop for Open Systems (EWOS) (jointly with the
corresponding expert group of the European” Telecommunications
Standards Institute - ETSI) and the OSI Asia-Qceania Workshop (AOW).
The first and second editions of this part-of ISO/IEC ISP 12062 were
harmonized between these three Workshops and ratified by the plenary
assemblies of all three Workshops.

Responsibility for maintenance and further development of MHS ISPs has
been transferred to ISO/IEC JTC1/SC33/WG1, who have produced this
edition to encompass additions and corrections to ISO/IEC 10021.
Because new core requirements have been added for support of
Universal Characters(in addresses which will take time to be implemented
within MHS systems/ it is expected that the second edition of this part of
ISO/IEC ISP 12062 will remain available for an overlap period.

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae
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Information technology — International Standardized Profiles
AMH2n — Message Handling Systems — Interpersonal
Messaging —

Rart 1:
IPM MHS Service Support

=

Scope
1|1 General

This part of ISO/IEC ISP 12062 contains the overall specifications of the support of MHS Elements of Se
apd associated MHS functionality in an Interpersonal Messaging (IPM) environment which are generall
appropriate for consideration only from the perspective of a single MHS protocol. These specifications form
of the Interpersonal Messaging application functions, as defined in the* parts of ISO/IEC ISP 12062, an
based on the Common Messaging content type-independent specifications in ISO/IEC ISP 10611.
specifications are in many cases applicable to more than one/MHS protocol or are otherwise concerned
cpmponent functionality which, although it can be verified via/protocol, is not just related to protocol suf
They are therefore designed to be referenced in the MHS Interpersonal Messaging application profiles 1SC
P 12062-2 (AMH21), ISO/IEC ISP 12062-3 (AMH22), 1SO/IEC ISP 12062-4 (AMH23 and AMH25), 1SQ
P 12062-5 (AMH24) and ISO/IEC ISP 12062-6 (AMH26), which specify the support of specific MHS prot
apd associated functionality.

The specifications in this part of ISO/IEC ISP 42062 are divided into basic requirements, which are requir
be supported by all IPM MHS implementations, and a number of optional functional groups, which
significant discrete areas of related functionality which are not required to be supported by all implementatio

Ah overview of the scope and applicability of the AMH2n set of profiles and of the structure of this multipan
ig provided in annex D.

=

2 Position within theltaxonomy

his part of ISO/IEC\ISP 12062 is the first part, as common text, of a multipart ISP identified in ISO/IE
DO00-2 as “AMHZ2,-Message Handling Systems - Interpersonal Messaging” (see also ISO/IEC TR 10000-]
r the definition2of multipart ISPs).

=

—
(@)

This part ofNSO/IEC ISP 12062 does not, on its own, specify any profiles.

2 CNormative references

rvice
y not

part
l are
Such
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/IEC
/IEC
bcols

ed to
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NS.

t ISP

C TR
, 8.2

The following referenced documents are indispensable for the application of this document. For da

ted

references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

Amendments and corrigenda to the base standards referenced are listed in annex B.

© ISO 2003 — Al rights reserved


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae

ISO/IEC ISP 12062-1:2003(E)

NOTES

1 - References in the body of this part of ISO/IEC ISP 12062 to specific clauses of ISO/IEC documents shall be considered
to refer also to the corresponding clauses of the equivalent ITU-T Recommendations (as noted below) unless otherwise
stated.

2 - Informative references are found in annex E.

ISO/IEC TR 10000-1: 1998, Information technology - Framework and taxonomy of International Standardized Profiles -

Part

- Generalprincinles-and - documentationframework
g d

1ISO/I
Part

ITU-T

ISO/I
[see

ITU-T
(MHS

ITU-T
(MHS

ITU-T
(MHS

ITU-T
(MHS

ISO/I
Systd

3 Te
Fort

Terms used in this part of ISOHEC ISP 12062 are defined in the referenced base standards; in addition, the

follov

3.1

FC TR 10000-2: 1998, Information technology - Framework and taxonomy of International Standardized Rrofiles
P: Principles and Taxonomy for OSI profiles

Recommendation F.400/X.400 (1999), Message Handling Systems - System and service overview

FC 10021-1: 2003, Information technology - Message Handling Systems (MHS) - Part 1: System and Service Overvigw.
hiso ITU-T Recommendation F.400/X.400]

Recommendation X.402 (1999) | ISO/IEC 10021-2:—Y), Information technology - (Message Handling Systems
): Overall architecture

Recommendation X.411 (1999) | ISO/IEC 10021-4:—2), Information techndlogy - Message Handling Systems
): Message transfer system: Abstract service definition and procedures

Recommendation X.413 (1999) | ISO/IEC 10021-5: 1999, Information technology - Message Handling Systems
): Message store: Abstract service definition

Recommendation X.420 (1999) | ISO/IEC 10021-7:—3 ~Information technology - Message Handling Systems
) - Interpersonal messaging system

FC ISP 10611-1: 2003, Information technology = nternational Standardized Profiles AMH1n - Message Handling

ms - Common Messaging - Part 1: MHS Service Support

brms and definitions

ne purposes of this document, the‘following terms and definitions apply.

ving terms are defined.

General

Basi

specified in the hase standards which is required to be supported by all MHS implementations.

Fungtional group : a specification of one or more related Elements of Service, protocol elements, procedurgal

requirement an Element of Service, protocol element, procedural element or other identifiable featufe

elements or other identifiable features specified in the base standards which together support a significapt

optionarl area of MHS functionality.

NOTE - A functional group can cover any combination of MHS features specified in the base standards for which the effect
of implementation can be determined at a standardized external interface - i.e. via a standard OSI communications protocol
(other forms of exposed interface, such as a standardized programmatic interface, are outside the scope of this version of
ISO/IEC ISP 12062).

1) To be published. (Revision of ISO/IEC 10021-2:1996)
2) To be published. (Revision of ISO/IEC 10021-4:1997)
3) To be published. (Revision of ISO/IEC 10021-7:1997)

2
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3.2 Support classification

To specify the support level of Elements of Service for this part of ISO/IEC ISP 12062, the following terminology

is defined.
mandatory support (m) :

for origination:

a service provider (i.e. an MTA or MS) shall be able to make the Element of Service availablg
service user in the réle of originator; a service user (i.e. a UA) shall be able to use the [Elemgd
Service in the réle of originator.

for IPM Elements of Service:

a service provider (i.e. an IPM UA) shall implement all procedures specified in the base stang
which are associated with the provision of the Element of Service, including use of
corresponding MT or MS Element(s) of Service, as appropriate;_where specified in the

standards, a service provider shall make the Element of Service\available to the service user i
réle of originator; in all cases it shall be stated in the PICS whether the Element of Service is 1
available to the service user and, if so, how this is achieved.

for reception:
for MT and MS Elements of Service:

a service provider (i.e. an MTA or MS) shall be able to make the Element of Service availablg
service user in the réle of recipient; a service user (i.e. a UA) shall be able to use the Elemg
Service in the réle of recipient.

for IPM Elements of Service:

a service provider (i.e. an {PM UA) shall implement all procedures specified in the base stand
which are associated"with the provision of the Element of Service, including use of
corresponding MT _or MS Element(s) of Service, as appropriate; where specified in the
standards, a service provider shall make the Element of Service available to the service user i
réle of recipieptiin all cases it shall be stated in the PICS whether the Element of Service is 1
available to.the-service user and, if so, how this is achieved.

optional support (0)~: an implementation is not required to support the Element of Service. If supp
claimed, then the’Element of Service shall be treated as if it were specified as mandatory support.

cpnditionaksupport (c) : the Element of Service shall be supported under the conditions specified in this p
ISO/IECJISP12062. If these conditions are met, the Element of Service shall be treated as if it were specifig
mandatery support. If these conditions are not met, the Element of Service shall be treated as if it were spe
a$ optional support (unless otherwise stated).

to a
nt of

ards
the
base
n the
nade

to a
nt of

ards

the
base
n the
nade

DIt is

art of
ed as
Cified

out of scope (i) : the Element of Service is outside the scope of this part of ISO/IEC ISP 12062 - i.e. it will n

ot be

the subject of an ISP conformance test. However, the handling of associated protocol elements may be specified

separately in the subsequent parts of this ISP.

not applicable (-) : the Element of Service is not applicable in the particular context in which this classification is

used.
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3.3 Profile object identifiers
Profiles that are specified in ISO/IEC ISP 12062 are identified by the object identifiers in table 1.

NOTE - These object identifiers are included for formal purposes and any use of them is not defined. They are not related to
any implementation of messaging and do not appear in the protocols specified in this ISP.

Table 1 - Profile object identifiers

Profile Object Identifier

AMH21 {iso(1) standard(0) interpersonal-messaging(12062) ipm-content(2) }

AMH22 {iso(1) standard(0) interpersonal-messaging(12062) ipm-message-transfer(3) }
AMH23 {iso(1) standard(0) interpersonal-messaging(12062) ipm-mts-access(4) }
AMH24 {iso(1) standard(0) interpersonal-messaging(12062) ipm-ms-access(5) }
AMH25 {iso(1) standard(0) interpersonal-messaging(12062) ipm-mts-94-access(6)-}
AMH26 {iso(1) standard(0) interpersonal-messaging(12062) ipm-ms-94-access(7) }

4 Abbreviations

84IW 84 Interworking

AA Auto-Annotation

AACK  Auto-Acknowledgement
AAD)M  Auto-Advise

AC Auto-Correlation

AD Auto-Deletion

ADIY Auto-Discard

AF Auto-Forward

AG Auto-Grouping

AMH Application Message Handling
ALERT Alert

ASN|1 Abstract Syntax Notation One
BC Business Class

Ccv Conversion

DC Delivery Constraints

DIR Use of Directory

DL Distribution List

EoS Element of Service

FG Functional group

Fw Manual Forwarding

IPM Interpersonal”Messaging

ISP International)Standardized Profile
LD Latest Delivery

LOG Logding

MHS Message Handling Systems
MS Message store

MT Message transfer

MTA Message transfer agent
MTS Message Transfer System
ORAM OR-address Matching
ORNM OR-name Matching

(ON]! Open Systems Interconnection
PD Physical Delivery

PDAU  Physical delivery access unit
RED Redirection

RED2  Redirection Instructions

RD Restricted Delivery

RoC Return of Content

4 © ISO 2003 — Al rights reserved
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SDM Storage of Draft Messages
SEC Security

SG Storage and Grouping

SMI Stored Message Incorporation
SPP Simple Protected Password

STAT Action Status
TRASH Trash

U

S

A User agent

|ppnrt level for Elements of Service (an 3 ’))'

- 00 3

2

Q =z

of

(@]

G

9
P
in
0
fq
in
th

oD >

=

q

6

mandatory support
optional support
conditional support
out of scope

not applicable

Conformance
0 conformance requirements are specified in this part of ISO/IEC ISP 12062.
DTE - This part of ISO/IEC ISP 12062 is a reference specification of the basic requirements and functional g
vered by the AMH2n set of profiles and is additional to the protocol-specificirequirements specified in the following

ISO/IEC ISP 12062. Although this part of ISO/IEC ISP 12062 contains-normative requirements, there is no seq
nformance to this part (i.e. it is not identified in the MHS taxonomy indSO/IEC TR 10000-2) since such requiremen

only significant when referenced in the context of a particular protocal.

onformance requirements are specified by protocol for.each MHS functional object in the following pa

O/IEC ISP 12062 with reference to the specifications,in' this part. Support of functionality as specified ilthis

hrt may only be verifiable where the effect of implémentation can be determined at a standardized ex
terface - i.e. via a standard OSI communications\protocol. Further, the provision of Elements of Servicq
her functionality at a service interface will not.necessarily be verifiable unless such interface is realized i
rm of a standard OSI communications protocol. Other forms of exposed interface (such as a human
terface or a standardized programmatic ‘interface) may be provided, but are not required for conforman
is version of ISO/IEC ISP 12062.

Basic requirements

hnex A specifies the basie’ requirements for support of MHS Elements of Service (EoS) for conforman

5 appropriate to gach type of MHS functional object - i.e. MTA, MS or UA (as MTS-user or MS-us¢
levant).

h implementation conforming to the basic requirements of ISO/IEC ISP 12062 shall conform to the
quirements of ISO/IEC ISP 10611, as appropriate to the type of MHS functional object.

oups
parts
arate
s are

ts of

rnal
and
n the
user
ce to

Ce to

O/IEC ISP 12062. Basic requirements specify the level of support required by all IPM MHS implementations,

r, as

hasic

1C+ Message length

If a UA implementation imposes any constraint on the size of the message content, then such constraint shall be
stated in the PICS.

6

.2 Number of recipients

If a UA implementation imposes any limit on the number of recipients that can be specified in an IPM heading,
then such limit shall be stated in the PICS.

©
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7 Functional groups

Annex A also specifies any additional requirements for support of MHS EoS if support of an optional functional
group (FG) is claimed, as appropriate to each type of MHS functional object. The following subclauses
summarize the functionality supported by each of the optional FGs and identify any particular requirements or
implementation considerations which are outside the scope of formal conformance to ISO/IEC ISP 12062. A
summary of the functional groups, identifying which may be supported (Y) and which are not applicable (N) for
each type of MHS functional object (i.e. MTA, MS or UA - whether as MTS-user or as MS-user is not
distinguished), is given in table 2 and 3. Table 3 lists the functional groups which are only applicable when

Clalrr ma-canformancata- AME26

T CoOTmoTT T o TcCtoO /vt 12 0°

The [conformance requirements for support of the various functional groups, covering support of addition
protgcol elements and/or procedures, are specified in parts 2, 3, 4, 5 and 6 of this ISP, according to t

protgcol(s) to which each functional group relates.

Table 2 - Summary of AMH2n optional functional groups

Functional Group Inheritance | relevantto | relevantto [relevantto
from AMH1n a MTA a MS a UA

IPN1 Conversion (CV) inherited 2 Y N Y
IPNI Distribution List (DL) inherited 2 Y Y? &
IPN1 Physical Delivery (PD) inherited 1 Y N Y
IPN1 Manual Forwarding (FWD) new N N Y
IPNI Redirection (RED) inherited 1 Y N Y
IPN1 Latest Delivery (LD) inherited, 1 Y N Y
IPNI Return of Content (RoC) inherited 1 Y Y Y
IPNI Security

(SHCO, SEC1, SEC2, SEC2R, SECIW) new N Y Y
(SECO0C) new Y Y Y
(SQ) inherited 1 N Y Y
(S4C, S1, S1C, S2, S2C) inherited 2 Y Y Y
IPNI Use of Directory (DIR) inherited Y \a Y
IPN1 84 Interworking (841W) inherited Y N Y
IPNI Simple Protected Password (SPP) inherited 1 Y Y Y
IPNI Redifection Instructions (RED2) inherited 1 Y N Y
IPM Delivery Constraints (DC) inherited * Y N Y
IPM Restricted Delivery (RD) inherited 1 Y N Y
IPM Business Class (BC) new N Y Y

A WN P

There are no additional requirements to those specified in ISO/IEC ISP 10611.
Further requirements to those in ISO/IEC ISP 10611 are specified.

Only the DL+ER class applies to an MS or to a UA.
Only the DIR+SEC class applies to an MS.

© 1SO 2003 — Al rights reserved
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Table 3 - Summary of AMH26 optional functional groups

Functional Group Inheritance | relevantto | relevantto | relevantto
from AMH1n a MTA aMS a UA
IPM Storage and Grouping (SG) inherited N Y Y
IPM Alert (ALERT) inherited 1 N Y Y
IPM Auto-Annotation (AA) inherited 1 N Y Y
IPM Auto-Grouping (AG) inherited 1 N Y Y
IPM Trash (TRASH) inherited 1 N Y Y
IPM Auto-Deletion (AD) inherited 1 N Y Y
IPM Auto-Correlation (AC) inherited 1 N Y Y
IPM Logging (LOG) inherited 1 N Y Y
IPM Storage of Draft Messages (SDM) inherited N Y Y
IPM ORAddress Matching (ORAM) inherited N Y Y
IPM ORName Matching (ORNM) inherited N Y Y
IPM Auto-Discard (ADIS) new N Y Y
IPM Auto-Forwarding (AF) new N Y Y
IPM Auto-Acknowledgement (AACK) new N Y Y
IPM Auto-Advise (AADV) new N Y Y
IPM Action Status (STAT) new N Y Y
IPM Stored Message Incorporation new N Y Y
SMI)
1 There are-fg)additional requirements to those specified in ISO/IEC ISP 10611.
711 IPM:Conversion (CV)
ThéAPM Conversion FG covers support of those EoS which provide the functionality required to perform the
action of message body part Conversion. Support of the IPMCV FG 1S applicable 1o an MTA or a UA. Support of

the IPM CV FG by an MTA covers support of either or both of the Explicit Conversion and Implicit Conversion
EoS. Support of the IPM CV FG by a UA covers support of the Explicit Conversion EoS only.

NOTE - Support of EoS associated with conversion prohibition is a basic MTA requirement, but this does not imply a
capability to perform conversion.

A UA implementation conforming to the IPM CV FG shall support use of the MT Explicit Conversion EoS and the

MT Conversion Prohibition in Case of Loss of Information EoS. It shall be stated in the PICS which encoded
information type conversions the UA can request.

© ISO 2003 — Al rights reserved 7
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An MTA implementation conforming to the IPM CV FG shall conform to the Common Messaging CV FG as
specified in ISO/IEC ISP 10611 in an IPM context (i.e. the ability to perform conversion of IPM body parts is
required).

7.2 IPM Distribution List (DL)
The IPM Distribution List FG covers all issues relating to the performance of distribution list (DL) expansion.

An implementation conforming to the IPM DL FG shall conform to the Common Messaging DL FG as specified
II’I |S"\IIEP ISP 10611

P ToT - ToOOT T

7.3 | IPM Physical Delivery (PD)

The [PM Physical Delivery FG is concerned with access to physical delivery (i.e. postal, courier,-etc) service
The [PM PD FG comprises two separate and distinct parts:

1

. support of PD EoS on origination and submission;
. support of a co-located physical delivery access unit (PDAU).

Support of PD EoS on submission is applicable to an MTA or a UA. Support of\a.PDAU is only applicable to an
MTA! The requirements for the PDAU itself are outside the scope of this ISP.

An implementation conforming to the IPM PD FG shall conform to the Ge@mmon Messaging PD FG as specifigd
in ISP/IEC ISP 10611. There are no additional requirements for an MTA or UA in an IPM environment.

7.4 | IPM Manual Forwarding (FWD)

The |[PM Manual Forwarding FG covers support for forwarding of messages by the MHS user. Support of the
IPM FWD FG is only applicable to a UA.

A UA implementation conforming to the IPM FWD-\FG shall support the Forwarded IP-message Indication EQS
on ofigination.

7.5 [ IPM Redirection (RED)
The [[PM Redirection FG covers support of those EoS which provide the functionality required to perform the
actions associated with the delivety of a message to a recipient other than the one initially specified by the

origipator. Support of the IPMRED FG is applicable to an MTA or a UA.

An MTA implementation€anforming to the IPM RED FG shall conform to the Common Messaging RED FG as
specffied in ISO/IEC 1SP,10611. There are no additional requirements for an MTA in an IPM environment.

A UA implementation conforming to the IPM RED FG shall support use of the following MT EoS:

. Alternate Recipient Allowed
. Originator Requested Alternate Recipient
. Redirection of Incoming Messages

7.6 IPM Latest Delivery (LD)

The IPM Latest Delivery FG covers support of the Latest Delivery EoS - i.e. the functionality required to cause
non-delivery to occur if a latest delivery time specified by the originator has expired. Support of the IPM LD FG is
applicable to an MTA or a UA.

An implementation conforming to the IPM LD FG shall conform to the Common Messaging LD FG as specified
in ISO/IEC ISP 10611. There are no additional requirements for an MTA or UA in an IPM environment.

8 © 1SO 2003 — All rights reserved
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7 IPM Return of Content (RoC)

The IPM Return of Content FG covers support of the Return of Content EoS - i.e. the functionality required to
cause the contents of a submitted message to be returned in any non-delivery notification if so requested by the
originator. Support of the IPM RoC FG is applicable to an MTA, an MS or a UA.

NOTE - The IPM RoC FG is concerned only with the return of content in a non-delivery notification, not with return of an IPM

in

a non-receipt notification.
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pecified in ISO/IEC ISP 10611. There are no additional requirements for an MTA, MS or UA in.an
vironment.

8 IPM Security (SECO, SECOC, SEC1, SEC2, SEC2R, SECIW, S0, SOC, S1, S1C:S2, S2C)

ne IPM Security FG covers the provision of security service in an IPM environment. Ascthe’ interface bety
e IPM user and the UA is outside the scope of this profile, implementations of security mechanisms can

e UA or as part of a general security mechanism integrated with the IPM user objeget,

he IPM Security FG is specified as six largely independent security classes denéted as SECO, SECOC, S
FC2, SEC2R and SECIW. In addition to these, an IPM implementation.'cah support any of the Conj
essaging security classes S0, SOC, S1, S1C, S2 and S2C.

h implementation claiming conformance to the IPM Security FG~shall state which security class(es
ipported.

ne security classes SEC2 and SEC2R require support of the Content Integrity EoS. SEC2R also req
ipport of the Message Origin Authentication EoS. This.may be achieved by supporting Common Mess§{
pcurity class SO as specified in ISO/IEC ISP 10611 (see,7.8.2.).

8.1 IPM specific security classes (SECO, SECQC, SEC1, SEC2, SEC2R, SECIW)

ne IPM Security FG supports use of IPM security services and functionality as follows :

IPM

jveen

be in

EC1,
mon

are

uires
hging
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Table 4 - IPM Security Classes

Element of Service Security Class
SECO [ SECOC | SEC1 | SEC2 | SEC2R | SECIW
Body Part Authentication and Integrity m m cl - - -
Body Part Encryption o} m o] - - m
Congtent Integrity - - cl m m +
IP-message Security Labelling 0 o] m - - -
Megsage Origin Authentication - - cl 0 m
Nont-repudiation of Content Received - - - o} m -
Request for Non-repudiation of Content Received - - - 0 m -
Nontrepudiation of IP-notification - - - o} m -
Request for Non-repudiation of IP-notification - - ~ o} m -
Pro¢f of Content Received - < - m m -
Request for Proof of Content Received - - - m m -
Pro¢f of IP-notification < - - m m -
Request for Proof of IP-notification - - - m m -
1 Either the Body Part Authentication and Integrity, or the Content Integrity, or the Message Origin
Authentication security service is mandatory.
Secyrity class SECO requires that.security measures shall be provided by the IPM system implementation jn
ordef to provide authentication.'and integrity of individual body parts. It provides similar functionality to SO, but
applied to individual body parts-instead of to the entire content.
Secyrity class SECOC~requires that security measures shall be provided by the IPM system implementation jn
ordef to provide authentication, integrity and confidentiality of individual body parts. It adds body p3rt
confidentiality to SEE€O0, and thus provides similar functionality to SOC, but applied to individual body parts insteqd
of tojthe entire-cantent.
Secyrity class SECL1 requires that security measures shall be provided by the IPM system implementation jin
ordef to.provide authentication, integrity and security labelling of individual body parts. It adds body part security
labelrgte-SECO—and-thus-provides-similarfunctionality-te-Si-but-applied-to-individual-bedy-paris-instead-oH-to

ot oo TOC oot o rotoT ety =T PP Tt Pttt

the entire content.

Security class SEC2 requires that security measures shall be provided by the IPM system implementation in
order to provide UA to UA proof services for messages and natifications. It is independent of all classes other

than

SEC2R, and can be combined with any other IPM or Common Messaging security classes.

Security class SEC2R requires that security measures shall be provided by the IPM system implementation in
order to provide UA to UA non-repudiation services for messages and notifications. It adds non-repudiation
properties to the services in SEC2, but is independent of all other classes and can be combined with any other
IPM or Common Messaging security classes.

10

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae

ISO/IEC ISP 12062-1:2003(E)

Security class SECIW requires that security measures shall be provided by the IPM system implementation in
order to provide authentication, integrity and confidentiality in a body part encoded in a messaging-system
independent format. It is intended to allow secure interworking with messaging systems implementing other
protocols, and as this is the only class providing security services independent of the supporting messaging
protocol it will not usually be useful to combine this class with any other security class. This class provides
similar services to SECOC but the alternative protocol encoding prevents some functionality, such as forwarding
or Distribution List expansion of messages with confidentiality services.

7.8.2 Common messaging Security (Sn, SnC)

The Common messaging Security classes covers the provision of secure messaging in an IPM environmiénf and
specified as three security classes which are incremental subsets of the security features available ip the
HS base standards:

2o

Sp This security class only requires security functions which are applicable betweenMTS-users.
Consequently security mechanisms are implemented within the MTS-user. An-MTA is only required
to support the syntax of the security services on submission and delivery (support of the syntax/on
relaying is a basic requirement). An MTA is not expected to understand the semantics of the
security services.

S This security class requires security functionality within both the MT.38-user and the MTS. The MTS
security functionality is only required to achieve secure access management. As with SO, most pf
the security mechanisms are implemented within an MTS us€p. S1 primarily provides integrity gnd
authentication between MTS users. However, MTAs are expected to support digital signatures for
peer-to-peer authentication, security labelling and security contexts.

>

Sp This security class adds security functions within MTAs and the MTS. The main security functig
added within this class is authentication within the MTS, and hence non-repudiation can also bd
provided.

In addition, each of the three security classes has\a variant (denoted as SOC, S1C and S2C) which requires
sbipport of end-to-end content confidentiality.

The requirements for an implementation conforming to the Common Messaging security classes as specified in
ISO/IEC ISP 10611. There are no additienal requirements for an MTA, UA or MS in an IPM environment.

719 IPM Use of Directory (DIR)

ne IPM Use of Directory functional group covers support of the Designation of Recipient by Directory Name
pS as follows:

. support ef‘specification of a recipient by means of a directory name by an MTS-user or an MT|A on
submission;

. support of access to a directory service by an MTA to obtain one or more OR-addresses (either on
submission or subsequently if an OR-address is absent or determined to be invalid and a dirgctory
name is present).

NOTE - A directory may also be used directly by MHS USers 1o obtain information 10 assist in the submission o messages.
However, such use is not necessarily MHS-specific and is therefore outside the scope of this ISP.

An implementation conforming to the IPM DIR FG shall conform to the Common Messaging DIR FG as specified
in ISO/IEC ISP 10611. There are no additional requirements for an MTA or UA in an IPM environment.

7.10 IPM 84 Interworking (84IW)

The 84 Interworking functional group covers interworking between implementations conforming to ISO/IEC ISP
12062 (hereafter referred to as ‘1988 systems’) and implementations conforming to the CCITT X.400(1984)
Recommendations (hereafter referred to as ‘1984 systems’).

© 1SO 2003 — All rights reserved 11


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae

ISO

/IEC ISP 12062-1:2003(E)

Support of the 84IW FG is applicable to an MTA or a UA.

An MTA implementation conforming to the IPM 84IW FG shall conform to the Common Messaging 84IW FG as
specified in ISO/IEC ISP 10611. There are no additional requirements for an MTA in an IPM environment.

A UA implementation conforming to the IPM 84IW FG shall support origination and reception of IPM content
identified as integer 2 as specified in subclause 20.2 of ISO/IEC 10021-7 and shall support origination of 1A5
Text body parts.

Additionalrecommended-practices—for interworkingwith-1984 svstems-are described-in-—annex-C_coveri
L J 7 7

procedures for downgrading IPM content type 22 to content type 2.

7.11. IPM Simple Protected Password (SPP)

The [IPM Simple Protected Password FG covers all issues relating to the handling of the simple protectg
password authentication introduced in the P3 and P7 contexts, in the 1996-1997 publicatiomef the MHS bas
stanglards.

An implementation conforming to the IPM Simple Protected Password FG shall ‘conform to the Commg

Mes
UAI

7.12( IPM Redirection instructions (RED2)

The
mes

An implementation conforming to the IPM Redirection Instructions FG shall conform to the Common Messagi
REDR FG as specified in ISO/IEC ISP 10611. There are ne»additional requirements for an MTA or UA in an IP

envi

7.13. IPM Delivery constraints (DC)

The

consfraints on the delivery to him (e.g. maxintum content length, acceptable eits and unacceptable eits).

An implementation conforming to the 1PM Delivery Constraints FG shall conform to the Common Messaging D

FG
envi

7.14 IPM Restricted_Delivery (RD)

The

consfraints on the delivery to the recipient (e.g. whether a specified OR-address is permitted or not).

An i
FG
envi

g

baging SPP FG as specified in ISO/IEC ISP 10611. There are no additional requirements for an MTA, MS
n an IPM environment.

PM Redirection Instructions FG covers support of the registration of additional conditions for redirection
bages (e.g. maximum content length, acceptable eits and priority).

fonment.
IPM Delivery Constraints FG covers_support of the enhanced functionality for the recipient to defi

i? specified in ISO/IEC ISP-10611. There are no additional requirements for an MTA or UA in an IP
nment.

IPM Restricted, Delivery FG covers support of the enhanced functionality for the originator to defi

hplemeéntation conforming to the IPM Restricted Delivery FG shall conform to the Common Messaging RD

pr

Df

M

C
M

M

er)s specified in ISO/IEC ISP 10611. There are no additional requirements for an MTA or UA in an IP
hment.

7.15. IPM Business Class (BC)

This Functional Group encompasses the functionality provided by the following Elements of Service, as defined
in ISO/IEC 10021-1.

12

. Authorization Time Indication
. Circulation List Recipients Indication
. Distribution Codes Indication

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae

ISO/IEC ISP 12062-1:2003(E)

. Information Category Indication

. Manual Handling Instructions Indication
. Originator Reference Indication

. Precedence Indication

7.16. IPM Storage and Grouping (SG)

_|

nis Functional Group encompasses the functionality to attach group-names to messages stored in-the
ptovided by the following Elements of Service, as defined in ISO/IEC 10021-1.

. Storage on Submission
. Stored Message Grouping

7|17. IPM Alert (ALERT)

_|

his Functional group encompasses the functionality for a UA to request and'\to’ be informed of the arri
blected new messages, as provided by the Element of Service Stored Message Alert, as defined in ISQ
D021-1.

= 0

7118. IPM Auto-Annotation (AA)

This Functional Group encompasses the functionality to attach-information which is only available to the use
ptovided by the following Elements of Service, as defined indSO/IEC 10021-1.

. Stored Message Annotation
. Auto-assignment of Annotations
. Auto-action Log

7119. IPM Auto-Grouping (AG)

_|

his Functional Group encompasses the functionality to attach group-names to messages stored in the
provided by the following Elements of Service, as defined in ISO/IEC 10021-1.

. Stored Message Grouping
. Auto-assignment of Group Names
. Auto-action Log

7|20. IPM*Trash (TRASH)

ThisOFunctional Group covers those aspects which enable the user to manually delete messages he

MS,

al of
/IEC

MS,

has

previously explicitly marked for deletion. To achieve this functionality, the MS and UA must support the M
operation and the attribute Marked-for-deletion.

7.21. IPM Auto-Deletion (AD)

odify

This Functional Group encompasses the functionality to assign automatically a period after which messages
meeting the specified selection criteria will be deleted from the MS, as provided by the following Elements of

Service, as defined in ISO/IEC 10021-1.

. Storage Period Assignment

© 1SO 2003 — Al rights reserved
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7.22

. Auto-deletion after Storage Period
. Auto-action Log
. Auto-assignment of Storage Period

. IPM Auto-Correlation (AC)

This Functional Group encompasses functionality related to auto-correlation of reports, IP-notifications and IP-

messages Hic cnanifind ac thran tnoramantal claoccnc ACO ACT and NCD

ACO

AC1

AC2

7.23

This
of ar
fieldg

7.24
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This IPM auto-correlation class encompasses the functionality provided by the following Elements_of
Service, as defined in ISO/IEC 10021-1.

. Storage on Submission
. Auto-correlation of Reports
. Auto-correlation of IP-notifications

This IPM auto-correlation class encompasses the functionality provided in/ACO and, in addition, the
functionality linked to the auto-correlation of replies which forms part of the following Element of Service,
defined in ISO/IEC 10021-1.

. Auto-correlation of IP-messages

This IPM auto-correlation class encompasses the functionality provided in ACO and, in addition, all the
functionality provided by the following Element of Service; defined in ISO/IEC 10021-1.

. Auto-correlation of IP-messages
IPM OR-address Matching (ORAM)
Functional Group provides the capability to select entries in the MS by specifying a filter in which propertig
OR-address are specified. In an IPM environment, this FG includes matching an OR-address within IP
(e.g. within OR-descriptor, or withinjrecipient-specifier).

. IPM OR-name Matchings(ORNM)

Functional Group provides'the capability to select entries in the MS by specifying a filter in which propertig
OR-name are specified. In an IPM environment, this FG includes matching an OR-name within IPM field

within OR-descriptar, or within recipient-specifier).

. IPM Storage of Draft Messages (SDM)

Functional Group encompasses the functionality for a UA to store draft messages in a MS, as provided |
lement of Service Storage of Draft Messages, as defined in ISO/IEC 10021-1.

S
M

S
IS

Py

7.26

~TPM Logging (LOG)

This Functional Group encompasses the functionality provided by the following Elements of Service, as defined
in ISO/IEC 10021-1.

14

. Delivery Log

. Submission Log

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae

ISO/IEC ISP 12062-1:2003(E)

7.27. IPM Auto-Discard (ADIS)

This Functional Group encompasses the functionality provided by the following Elements of Service, as defined
in ISO/IEC 10021-1.

. Auto-discarding of IP-messages
. Auto-action Log
7 20 1DAM At T oviaiar a (AN
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This Functional Group encompasses the functionality provided by the following Elements of Service,@s-defined
in ISO/IEC 10021-1.

. Auto-forwarding of IP-messages
. Auto-action Log
7129. IPM Auto-Acknowledgement (AACK)

This Functional Group encompasses the functionality provided by the following“Elements of Service, as defined
ISO/IEC 10021-1.

=

. Auto-acknowledgement of IP-messages
. Auto-action Log
7130. IPM Auto-Advise (AADV)

This Functional Group encompasses the functionality_provided by the following Elements of Service, as defined
ISO/IEC 10021-1.

=

. IPM Auto-advise
. Auto-action Log
7131. IPM Action Status (STAT)

This Functional Group enconmpasses the functionality provided by the following Element of Service, as defined in
I$O/IEC 10021-1.

. IP-message Action Status
7132. IPM Stored Message Incorporation (SMI)

This Funetional Group encompasses the functionality provided by the following Element of Service, as defined in
I$OMEC 10021-1.

. Submission of IP-messages Incorporating Stored Messages

8 Naming and addressing
Implementations shall support naming and addressing capabilities as specified in clause 8 of ISO/IEC ISP

10611-1. In addition, a UA implementation shall support use of the numeric and terminal OR-address forms to
identify recipients (support of these forms to identify the UA itself is not required).

© ISO 2003 — Al rights reserved 15


https://standardsiso.com/api/?name=905e5a22130affda092bb2817c562aae

ISO/IEC ISP 12062-1:2003(E)

9 Error and exception handling
The upper bounds defined in annex L of ISO/IEC 10021-7 are normative for the purposes of this ISP.
An implementation shall not generate elements which exceed such bounds.

An implementation detecting a violation of such bounds may generate a size-constraint-violation, but is not
required to do so.

n-anproniatoorr
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indicption is defined in the base standards.
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Annex A

(normative)

Elements of Service

Inthe event of a discrepancy hecoming apparent in the body of this part of ISO/EC ISP 12062 and the tab

es in

tHis annex, this annex is to take precedence.
A.1 MT Elements of Service

The requirements for support of MT EoS by an MTA are as specified in clause A.1 of ISO/IECASP 10611-1
fgllowing tables specify the requirements for use of such services by an MTS-user in anARM environmen
IRM UA) for conformance to ISO/IEC ISP 12062. Whether such services are made available to the MHS us
cpvered in the AMH21 PICS proforma.

The
(i.e.
ber is

In the following tables, the "Basic" column reflects the basic requirements for conformance to ISO/IEQ ISP
1P062 - i.e. the minimum level of support required by all IPM UA implementations (see clause 6).[ The
"Functional Group" column specifies any additional support requirements if support of an optional functional
gfoup is claimed (see clause 7). Each column is then further subdivided-into support for origination ("Orig") and
rdception ("Rec") as defined in 3.2, together with the abbreviated nameé.of the functional group ("FG") in the[case
of the second column.

Table A.1 - Elements of Service Belonging.to<The Basic IPM Service (MT E0S)
Element of Service Basic Functional Group

Orig. Rec. FG Orig. Rec.

Agcess Management m m
Cpntent Type Indication m m
Cpnverted Indication - m
Delivery Time Stamp Indication - m
Message |dentification m m
Npn-delivery Notification m -
Original Encoded(Information Types Indication m m
Syibmissien Time Stamp Indication m m
USETTOA Capabliities Redgistration - m
© ISO 2003 — All rights reserved 17
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Table A.2 - IPM Optional User Facilities (MT EoS)

Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.

Additional Physical Rendition o] -

Alternate Recipient Allowed o] - RED m

Alternpte Recipient Assignment2 - -

Basic|Physical Rendition o] - PD m

Content Confidentiality o] o] SEC c1 c1

Content Integrity o] 0 SEC (:1 c1

Conveérsion Prohibition m m

Convegrsion Prohibition in Case of Loss of Information o o] Ccv m m

Counter Collection o - PD. m

Counter Collection with Advice (o] -

Covel|l Page Suppression o] 0

Deferfed Delivery m -

Deferfed Delivery Cancellation3 m -

Delivgry Notification m -

Delivgry via Bureaufax Service o] -

Desighation of Recipient by Directory Name o] - DIR m

Disclgsure of Other Recipients o] m

DL EXempted Recipients o] o] DL+ER m m

DL EXpansion Historydhdication - m

DL EXpansion Prohibited m4 -

EMS (Express Mail Service) o] - PD m

Explicit Conversion o] - Ccv m

Grade of Delivery Selection m m

Hold for Delivery - o]

Implicit Conversion - -

Latest Delivery Designation o] - LD m
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Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.

Message Flow Confidentiality i i

Message Origin Authentication o] o] SEC c1 c1

Message Security Labelling 0 0 SEC c1 c1

Message Sequence Integrity o] 0

Multi-destination Delivery m -

Non-repudiation of Delivery o] o] SEC c1 (:1

Non-repudiation of Origin o] o] SEC (:1 c1

Npn-repudiation of Submission i - SEC c1

Ordinary Mail o] - PD m

Originator Requested Alternate Recipient o] - RED m

Physical Delivery Notification by MHS o] =

Physical Delivery Notification by PDS o] -

Physical Forwarding Allowed 0 - PD m

Physical Forwarding Prohibited o] - PD m

Ptevention of Non-delivery Notification o] -

Ptobe 0 —

Ptobe Origin Authentication i - SEC c1

Ptoof of Delivery o] o] SEC (:1 c1

Pfoof of Submission i - SEC (:1

Redirection Disallowed by Originator m4 -

Redirection-of Incoming Messages 5 - o] RED m

Reégistered-Mait =

Registered Mail to Addressee in Person o] -

Report Origin Authentication i i SEC c1 c1

Request for Forwarding Address o] -

Requested Preferred Delivery Method o] -
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Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.

Restricted Delivery - i
Return of Content o] - RoC m
Secure Access Management 0 (0] SEC (:1 (:1
Specipl Delivery o] - PD m
Undeljverable Mail with Return of Physical Message o] - PD m
Use of Distribution List m6 -
NOTES
1 Support is according to the security class for which support is claimed - see clause A4 of 1SO/IEC

ISP 10611-1.
2 The method by which an alternate recipient is specified to the MTA is outside the scope of this ISP.
3 Performance of this EoS is not guaranteed if the message has already been‘transferred from the

submitting MTA.
4 Support of this EoS has been made mandatory as the default is "allowed" (the capability to

generate both the "prohibited" value and the "allowed" value is.required).
5 It is not required that support of this EoS is achieved using the-Register operation.
6 Use of Distribution List on submission is always possible as DLs cannot be distinguished from other

OR-addresses.
A.2 | MS Elements of Service
This|clause specifies the requirements/for a MS or MS-user component that implements MS Elements pf
Serv|ce as defined in the 19902 puaklication of the base standard, and which therefore claims conformance fo
AMH25 (and AMH13).
The fequirements for support of MS EoS by an MS are as specified in clause A.2 of ISO/IEC ISP 10611-1. The
folloyving tables specify thérequirements for use of such services by an MS-user in an IPM environment (i.e. IPM
UA) ffor conformance. 10 ISO/IEC ISP 12062. Whether such services are made available to the MHS user |[is
covefed in the AMH2¥ PICS proforma.
In thie followihg)tables, the "Basic" column reflects the basic requirements for conformance to ISO/IEC ISP
120462 - ikexthe minimum level of support required by all IPM UA implementations (see clause 6). The
"Fungtional Group" column specifies any additional support requirements if support of an optional functiongal
group isclaimed (see clause 7), together with the abbreviated name of the functional group ("EG").

Table A.3 - Base Message Store
Element of Service Basic Functional Group
MS-user FG UA

MS Register o]
Stored Message Deletion m

20
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Element of Service Basic Functional Group
MS-user FG UA

Stored Message Fetching m

Stored Message Listing m

Stored Message Summary m

Table A.4 - MS Optional User Facilities

Element of Service Basic Functional Group
MS-user FG UA

Stored Message Alert o]

Sfored Message Auto-forward o]

A.3 MS94 Elements of Service

The following tables specify the requirements for a MS or MS-user~component that implements MS Elements of
Service as defined in the 1994-1997 publication of the base<standard, which defines several new Elements of
Skrvice in addition to those that were defined in the 1990 publication of the base standard. This clause thergfore
applies to components claiming conformance to AMH26 (and AMH15).

I the following tables, the "Basic" column reflects ‘the basic requirements for conformance to ISO/IEQ ISP
1p062 - i.e. the minimum level of support required*by all IPM-UA and IPM-MS implementations (see clauge 6).
The "Functional Group" column specifies any additional support requirements if support of an optional functional
gfoup is claimed (see clause 7), together with'the abbreviated name of the functional group ("FG"). Each cojumn
i further subdivided to distinguish the support required for an MS from that for an MS-user (the latter referd only
tq the use of MS services, not whethersuch services are made available to the MHS user, which is covered in
tHe AMH21 PICS proforma).

Table A.5 - Base Message Store 94

Element of Service Basic Functional Group
MS-user MS FG MS-user MS

M Register o] m

Sfored Message Deletion m m

Stored’'Message Fetching m m

Stored Message Listing m m

Stored Message Summary m m
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Table A.6 - MS Optional User Facilities 94

Element of Service Basic Functional Group
MS-user MS FG MS-user MS
Auto-acknowledgement of IP-messages o] o] AACK m m
Auto-action Log (:1 c1 AA m m
AG m m
AD m m
ADIS m m
AF m m
AACK m m
AADV m m
Auto-@dvise o] o] AADV m m
Auto-gssignment of Annotations o] o] AA m m
Auto-gssignment of Group Names o] o] AG m m
Auto-gssignment of Storage Period o] o] AB m m
Auto-¢orrelation of IP-messages o] o] AC1,2 m m
Auto-¢orrelation of IP-notifications o] 0 ACO0,1,2 m m
Auto-¢orrelation of Reports o] o] ACO0,1,2 m m
Auto-gleletion after Storage Period o o] AD m m
Auto-gliscarding of IP-messages o] o] ADIS m m
Auto-forwarding of IP-messages o] o] AF m m
Delivgry Log o] o] LOG m m
IP-mgssage Action Status o] 0 STAT m m
Storage of Draft Messages o] o] SDM m m
Storage on Submission (:5 c5 SG m m
ACO0,1,2 m m
Storage Period Assignment (:4 c4 AD m m
Storedl MeSsaqge Alert o] o] ALERT m m
Stored Message Annotation (:2 c2 AA m m
Stored Message Grouping 03 c3 SG m m
AG m m
Submission Log (:5 c5 LOG m m
Submission of IP-messages Incorporating Stored Messages o] o] SMI m m
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NOTES

1 shall be supported if at least one auto-action type is supported

2 this EoS is mandatory if Auto-assignment of Annotations is supported

3 this EoS is mandatory if Auto-assignment of Group Names is supported

4 this EoS is mandatory if at least one of Auto-assignment of Storage Period or Auto-deletion after

Storage Period is supported

5 oot of ot lnact A Af thnca han EACQio 1o pmaandator if At corrnlation of DAanartc  Ato
SO P PO O Tt T e Tt ST O e Ot e Sty O = OO STt I Gt Oy 7 r ot O SO T et o O Tt e p ot et o

correlation of IP-natifications or IP-message Action Status is supported

A.4 IPM-specific Elements of Service

The following tables specify the requirements for support of IPM-specific Elements of Service by an MTS-user in
ap IPM environment (i.e. IPM UA) for conformance to ISO/IEC ISP 12062. Whethef)such services are hade
ayailable to the MHS user is covered in the AMH21 PICS proforma.

In the following tables, the "Basic" column reflects the basic requirements<for conformance to ISO/IEQ ISP
1p062 - i.e. the minimum level of support required by all IPM UA implementations (see clause 6).| The
"Functional Group" column specifies any additional support requirements~if support of an optional functional
gfoup is claimed (see clause 7). Each column is then further subdivided into support for origination ("Orig") and
rgception ("Rec") as defined in 3.2, together with the abbreviated name of the functional group ("FG") in the|case
of the second column.

Table A.7 - Elements of Service Belonging.te The Basic IPM Service (IPM EoS)

Element of Service Basic Functional Group

Orig. Rec. FG Orig. Rec.
IH-message Identification m m
Typed Body m m

Table A.8 - IPM Optional User Facilities (IPM EoS)

Element of Service Basic Functional Group

Orig. Rec. FG Orig. Rec.
Atithorization Time“indication o] o] BC m m
Atithorizing ¥sers Indication o] m
Arto-forwarded Indication o] m
A:Jto—submitted Indication o o
Blind Copy Recipient Indication o] m
Body Part Authentication and Integrity o] o] SECO, 0C m m
Body Part Encryption o] m SECOC m m
Circulation List Recipients Indication o] m BC m m
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Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.

Cross-referencing Indication o] m

Distribution Codes Indication o] o] BC m m

Expiry Date Indication 0 m

Forwgrded IP-message Indication o] m FWD m

Imporfance Indication o] m

Incomplete Copy Indication o] m

Infornjation category Indication o] o] BC m m

IP-mgssage Security Labelling o] o] SEC1 m m

Langyage Indication o] m

Manugl Handling Instructions Indication o] o] BC m m

Multi-part Body m m

Non-receipt Notification Request Indication o] m1

Non-rgpudiation of Content Received 0 o] SEC2R m m

Non-rgpudiation of IP-notification o] o] SEC2R m m

Obsoleting Indication o] m

Origingtor Indication m m

Origingtor Reference Indication o] o] BC m m

Precegence Indication (o] o BC m m

Primafyy and Copy Recipients.Ihdication m m

Proof jof Content Received o] o] SEC2, 2R m m

Proof [of IP;ngtification o] o] SEC2, 2R m m

ReceiptNetification-Reguest-tdication =t =t SEG22R M A

Reply Request Indication o] m

Replying IP-message Indication m m

Request for Non-repudiation of Content Received o] o] SEC2R m m

Request for Non-repudiation of IP-notification o] o] SEC2R m m
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Element of Service Basic Functional Group

Orig. Rec. FG Orig. Rec.
Request for Proof of Content Received o] o] SEC2, 2R m m
Request for Proof of IP-notification o] o] SEC2, 2R m m
Sensitivity Indication 0 m
Stibject Indication m m

pd

DTES

I

The capability to generate a non-receipt notification does not have to be demonstrated for an
implementation in which a non-receipt condition cannot occur.
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Annex B
(normative)

Amendments and corrigenda

International Standards are subject to constant review and revision by the ISO/IEC Technical Committees
concerned. The following amendments and corrigenda are approved by ISO/IEC JTC1 and ITU-T SG 7 and are
consjdered as normative references in this part of ISO/IFC ISP 12062

Nong currently, as all approved amendments and corrigenda to ISO/IEC 10021 will be incorporated inte the
lates} edition.
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Annex C

(informative)

Additional recommended practices for 1984 interworking

CA lntroduction

ol

F

fr]

=

tQ

nis annex provides some additional recommendations concerning interworking between™\IPM
plementations conforming to ISO/IEC ISP 12062 (hereafter referred to as ‘1988 systems’) and IPM
plementations conforming to earlier versions of the MHS base standards (hereafter referred to as
stems’).

Luch recommendations are additional to the requirements of the IPM 84 Interworking furictional group, ¢
bcause the interworking issue in question is outside the scope of the MHS base standards (and hence
itside the scope of formal conformance to this ISP) or because it is anticipated/that the issue shou
solved in the MHS base standards.

ne recommendations in this annex are concerned with the downgrading of interpersonal messages (IPMs
terpersonal notifications (IPNs) from content type 22 to content type 2.Such a capability could be implemé
an originating IPM UA or elsewhere in the message path.

nis annex does not specify the conditions under which an implémentation may invoke these procedures, o
requirement for downgrading of a particular IPM or IPN should be determined. Such determination will re
nowledge of the recipient's capabilities, bilateral agreements, configuration or some other appropriate m¢
ithout such knowledge it may be inappropriate to inyoke these procedures, and it is strongly recomme
at content downgrading is only performed when it is\known that it is appropriate to do so.

DTE 1 - Recommended practices for interworking:between 1988 and 1984 MTA implementations are covered in an
ISO/IEC ISP 10611-1.

M UAs which support both content type 22 and 2 may still receive IPMs which have been downgrad
bntent type 2, and may receive IPMs\containing OR Descriptors and IPM ldentifiers copied by 1984 IPM
bm IPMs whose content has been downgraded. This requires that IPM UAs should treat the downgr
ncoding (e.g. of common name) as entirely equivalent to the original encoding.

DTE 2 - It is not feasible te/attempt to reverse the downgrading elsewhere in the MTS, as this would require
essage (of content type 2).to be opened and analysed to discover those few which actually contain downgraded enc
be reversed.

.2 Downgtading an Interpersonal Message (IPM)

owngrading of an IPM of content type 22 is as follows.

hese rules are also applied recursively to an IPM in a Message body part if the delivered content type o

UA
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Downgrading of an IPM containing both 1984 and 1988 recipients should only be performed for 1984 recipients

(i.

e. such an IPM will need to be split).

Any prohibition on implicit conversion or conversion with loss is only concerned with encoded information types
and therefore has no impact on any transformation of heading elements.
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NOTE - If IPM content type downgrading is provided in the MTS and either Message Origin Authentication Check or
Content Integrity Check is present in the envelope, then as a local matter any one of the following options may apply:

a) the presence of these elements may prevent IPM content downgrading being performed,;

b) these elements may be verified, IPM content downgrading performed, and these elements re-computed on the
downgraded content;

c) these elements may remain unchanged, their presence may be ignored and IPM content downgrading performed;
d) these elements may be deleted from the envelope and IPM content downgrading performed.

C.2.1 Extensions

If th¢ extensions field is present in the heading, or any recipient extensions field is present in a recipient
specifier, then each such field is deleted.

C.2.2 OR-Descriptors

If an|OR-descriptor contains a formal-name (an OR-name), then the OR-name is downgraded as specified in subclauge
B.2.7|of ISO/IEC 10021-6.

NOTIE - OR-descriptors occur in each of the originator, authorizing-users, primary-recipients; copy-recipients, blind-coply-
reciplents and reply-recipients heading fields. OR-descriptors also occur in circulation-listsrécipients, but C.2.1 deletes tHis
head|ng extension.

For mn originator OR-descriptor, if, after applying these rules, the formalname has not been downgraded, then
downgrading of the content always fails and a non-delivery notification’should be returned.

For pther OR-descriptors, if, after applying these rules, downgtading has failed, then information from the
diregtory name and/or the original OR-address may be captured in an implementation-defined manner (fpr
example, it may be placed in the free-form-name or in a.domain-defined attribute) and the formal-name may
then|be deleted.

C.2.3 IPM Identifiers

If an|IPM identifier contains an OR-name, then the-OR-name is downgraded as specified in subclause B.2.7 of ISO/IHC
1002[L-6.

NOTI - IPM identifiers occur in each of the this-IPM, replied-to-IPM, obsoleted-IPMs and related-IPMs heading fields.

If thg OR-name cannot be downgraded, then it is deleted. In such a case, if it is not known that the user-relative-
identjfier is sufficient on its_own’ for reference purposes, then a string value of "..." should be appended to the
userirelative-identifier to indicate that significant information may have been lost. If the result would cause the
uppdr bound to be exceeded, then the “...” string will have to overwrite one or more trailing characters of the
origimal string.

C.2.4 Delivery-Envelope

The gelivery-envelope, if present in the parameters element of a Message body part, is downgraded according
to the fallowing rules. If the delivery-envelope cannot be downgraded, then it is deleted.

If the content-identifier is present, then it is deleted.

If the extensions element is present, then it is deleted.

NOTE 1 - Criticality indicators do not apply.

NOTE 2 - The redirection-history extension should not be transformed into the equivalent format as specified in the

suspended 1986 version of MOTIS, since the latter's use of tag [9] conflicts with the use of this tag value for the extensions
element in OtherMessageDeliveryFields in ISO/IEC 10021-4.
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If the delivered content type is 22, then it is changed to 2.

All OR-names are downgraded as specified in subclause B.2.7 of ISO/IEC 10021-6.

If the originator-name or this-recipient-name cannot be downgraded, then the delivery-envelope cannot be

downgraded.

If the originally-intended-recipient-name cannot be downgraded, then either it is deleted or the delivery-envelope

cannot be downgraded.

flan other-recipient-name cannot be downgraded, then either that name is deleted or all the other-reci
ngmes are deleted.

m

hcoded information types are downgraded as specified in subclause B.2.9 of ISO/IEC 10021-6.
C.2.5 Body
Iflthe syntax element is present in the parameters element of a Videotex body part, thén it is deleted.

Iflan 1A5 Text body part or a Message body part is represented as an Extended bady part, then it is transfo
into the corresponding basic body part type. If an Extended body part is of an\bBody part type other than 1A5
of Message, and that body part type has a basic body part type defined,(then the Extended body part ma
transformed into the corresponding basic body part type. Subclause 74 of ISO/IEC 10021-7 identifie
efjuivalences between basic body part types and extended body patt. types. That list is supplemented b!
efuivalence for the ODA body part type, as follows:

- ODA extended body part type - defined in annex E of ISO/IEC 8613-1.

- ODA basic body part type - defined in annex™B of ISO/IEC ISP 10610-1. Encoded information
bit 0 is set. Bit 10 may additionally bé“set by bilateral agreement, but may otherwise ¢
interoperability problems.

These transformations are not considered to~be conversion, since they do not affect the semantics o
epcoded information types in the message*envelope, and hence are not controlled by any prohibition on in
bnversion or conversion with loss.

[#]

Ahy other extended body part types may either be transformed into basic body parts by bilateral agreeme
se downgrading fails. These transformations are considered to be conversion and hence are controlled b
ptohibition on implicit conversion or conversion with loss.

D

N[OTE - As such transformation is outside the scope of the conversion rules in the MHS base standards, an implemen
may use its own cenversion rules. For example, it may encapsulate the complete body part, or alternatively
encapsulate just theydata element of the body part. Which body part type is used is a local matter. In the most ex
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Downgrading of an IPN of content type 22 is as follows.

If the IPN is an Other Notification (ON), then if it contains an advice-notification this may be transformed into an

IPM, otherwise downgrading fails.
C.3.1 Extensions

If any of the notification-extensions, rn-extensions or nrn-extensions fields is present, then it is deleted.
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