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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International

organizations, governmental and non-governmental, in liaison with ISO, also take part in the

work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenan
described in the ISO/IEC Directives, Part 1. In particular the different approval criterianeéded
different types of ISO documents should be noted. This document was drafted in aceordance wi
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and the’ Standards Coordi
Committees of the IEEE Standards Association (IEEE-SA) Standards Bodrd? The IEEE develd
standards through a consensus development process, approved by theAmerican National Stan
Institute, which brings together volunteers representing varied viewpginits and interests to achie
final product. Volunteers are not necessarily members of the Institute.and serve without compeng
While the IEEE administers the process and establishes rules topromote fairness in the cong
development process, the IEEE does not independently evaluate)test, or verify the accuracy of
the information contained in its standards.

Attention is drawn to the possibility that some of theselements of this document may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development of the document will be
Introduction and/or on the ISO list of patent declabations received (see www.iso.org/patents).

Any trade name used in this document is infermation given for the convenience of users and do|
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific term
expressions related to conformity assessment, as well as information about ISO's adherence
World Trade Organization (WA'O) principles in the Technical Barriers to Trade (TBT), see wy
.org/iso/foreword.html.

This document was prépared by Joint Technical Committee ISO/IEC JTC 1, Information Techr
Subcommittee SC 7, Systems and Software Engineering, in cooperation with the Systems and Sof
Engineering Standards Committee of the IEEE Computer Society, under the Partner Stan
Development Orgdnization cooperation agreement between I1SO and IEEE.

This first edition cancels and replaces ISO/IEC 90003:2014, which has been technically revised.
The mainychanges compared to the previous edition are as follows:

—y¢ ‘updating structure and contents to reflect the total revision of ISO 9001:2015;
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Any feedback or questions on this document should be directed to the user’s national standards b
complete listing of these bodies can be found at www.iso.org/members.html.

© ISO/IEC 2018 - All rights reserved
© IEEE 2018 - All rights reserved

ody. A


http://www.iso.org/directives
https://www.iso.org/iso-standards-and-patents.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/1

Intr

EC/IEEE 90003:2018(E)

oduction

0.1

ISO 9001:2015, Quality management systems — Requirements
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hdoption of a quality management system is a strategic decision for an organization that can
to improve its overall performance and provide a sound basis for sustainable developmert
tives.

potential benefits to an organization of implementing a quality management systembased on
nternational Standard are:

he ability to consistently provide products and services that meet customer™and applicable
statutory and regulatory requirements;

facilitating opportunities to enhance customer satisfaction;

hddressing risks and opportunities associated with its context and objectives;

he ability to demonstrate conformity to specified quality management system requirements.
International Standard can be used by internal and external{arties.

hot the intent of this International Standard to imply the need for:

Iniformity in the structure of different quality management systems;

hlignment of documentation to the clause strugtute of this International Standard;

he use of the specific terminology of this Ihternational Standard within the organization.

quality management system requirements specified in this International Standard are
blementary to requirements for preducts and services.

International Standard employs the process approach, which incorporates the Plan-Do-Check-
PDCA) cycle and risk-basedsthinking.

brocess approach enables’an organization to plan its processes and their interactions.

PDCA cycle enablesZan organization to ensure that its processes are adequately resourced and
hged, and that epportunities for improvement are determined and acted on.

based thinking enables an organization to determine the factors that could cause its processes
ts quality )thanagement system to deviate from the planned results, to put in place preventive
Fols to minimize negative effects and to make maximum use of opportunities as they arise.

istently meeting requirements and addressing future needs and expectations poses a challenge

for o
orga

and continual improvement, such as breakthrough change, innovation and re-organization.

rganizations in an increasingly dynamic and complex environment. 10 achieve this objective, the
nization might find it necessary to adopt various forms of improvement in addition to correction

Vi
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In this International Standard, the following verbal forms are used:
— “shall” indicates a requirement;

— “should” indicates a recommendation;

— “may” indicates a permission;

— “can” indicates a possibility or a capability

Information marked as “NOTE” is for guidance in understanding or clarifying the assoc
requirement.

0.2 Quality management principles

This International Standard is based on the quality management principles deséribed in I1SO 9
The descriptions include a statement of each principle, a rationale of why the‘principle is impo
for the organization, some examples of benefits associated with the principle‘and examples of ty|
actions to improve the organization's performance when applying the pritciple.

The quality management principles are:
— customer focus;

— leadership;

— engagement of people;

— process approach;

— improvement;

— evidence-based decision making;
— relationship management.

0.3 Process approach

0.3.1 General

This International Standard promotes the adoption of a process approach when develo
implementing and improving the effectiveness of a quality management system, to enhance cust

adoption of a piroeess approach are included in 4.4.

Understanding and managing interrelated processes as a system contributes to the organizat
effectivéness and efficiency in achieving its intended results. This approach enables the organiz
to control the interrelationships and interdependencies among the processes of the system, so
the-overall performance of the organization can be enhanced.

satisfaction by meeting customer requirements. Specific requirements considered essential t¢ the

ated
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The

interactions, so as to achieve the intended results in accordance with the quality policy and strategic
direction of the organization. Management of the processes and the system as a whole can be
achieved using the PDCA cycle (see 0.3.2) with an overall focus on risk-based thinking (see 0.3.3)
aimed at taking advantage of opportunities and preventing undesirable results.

The application of the process approach in a quality management system enables:

process approach involves the systematic definition and management of processes, and their

a) pIderstanding amd ConSISteTy T EEtig TEqUITEIETLS;
b) the consideration of processes in terms of added value;
c) the achievement of effective process performance;
d) [mprovement of processes based on evaluation of data and information.
Figufe 1 gives a schematic representation of any process and shows the interaction 6f’its elements.
The monitoring and measuring check points, which are necessary for control, d@re Specific to each
process and will vary depending on the related risks.
- . a
| Starting point | | End point |
I____I____l L__T__J
| |
I
Sources of Inputs m @ Receivers of Outputs
. = | | | o -
|PREDECESSOR | | MATTER, : :MATTER, | :SUBSEQUENT :
|PROCESSES : ENERGY : \ENERGY : | PROCESSES I
|e.g. at providers | | INFORMATION, | :INFORMATION, | l'e.g. at customers :
| (internal or external) : : e.g.in the | | e.g. in the | | (internal or external),|
|at customers, | | form of materials,: I'form of product, : :at other relevant :
|at other relevant | I resources, | | service, | |interested parties |
Iinterested parties : |requirements : | decision : | |
Lo J Lo J L J L J
Possible controls and
check points to monitor
and measure performance
Figure 1 — Schematic representation of the elements of a single process
0.3.2 Plan-Do-ChecksAct cycle
The PDCA cycle €an be applied to all processes and to the quality management system as a whole.
Figufe 2 illustrates how Clauses 4 to 10 can be grouped in relation to the PDCA cycle.
© ISO/IEC 2018 - All rights reserved
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~ Quality Management System (4) .
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Organization \
and its context Support
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S Operation
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=, I_l Plan r/ Do < l/- Customer
: satisfaction
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Planning B Leadership Performz?mce JL\_ Results of
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i |
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— Products and
/ Act services
- T
~
-
Needsand |

expectations of Improvement

relevant \ (10)
interested \

parties (4)

NOTE Numbers in brackets refer to the clausesin this International Standard.

Figure 2 — Representation of the structure of this International Standard in the PDCA cycle

The PDCA cycle can be brieflydescribed as follows:

— Plan: establish the objectives of the system and its processes, and the resources needed to ddliver
results in accordance with customers' requirements and the organization's policies, and ideptify
and address risks.dnd opportunities;

— Do: implement what was planned;

— Check:"monitor and (where applicable) measure processes and the resulting products| and
services against policies, objectives, requirements and planned activities, and report the reqults;

— <Aet: take actions to improve performance, as necessary.

© ISO/IEC 2018 - All rights reserved
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0.3.3 Risk-based thinking

Risk-based thinking is essential for achieving an effective quality management system. The concept
of risk-based thinking has been implicit in previous editions of this International Standard including,
for example, carrying out preventive action to eliminate potential nonconformities, analysing any
nonconformities that do occur, and taking action to prevent recurrence that is appropriate for the
effects of the nonconformity.

To comfornT tothe TequiTenTents of this Htermationat Starmdard, amm orgarnizZation meeds to prarr and
implement actions to address risks and opportunities. Addressing both risks and opportunities
establishes a basis for increasing the effectiveness of the quality management system, achieving
impioved results and preventing negative effects.

Opp¢rtunities can arise as a result of a situation favourable to achieving an intended~result, for
example, a set of circumstances that allow the organization to attract customers, dévelop new
products and services, reduce waste or improve productivity. Actions to addresS{opportunities
can plso include consideration of associated risks. Risk is the effect of uncertainty and any such
uncertainty can have positive or negative effects. A positive deviation arising froma risk can provide
an opportunity, but not all positive effects of risk result in opportunities.

0.4 [Relationship with other management system standards

This|International Standard applies the framework developed by ISQ to improve alignment among
its International Standards for management systems.

This|International Standard enables an organization to use the*process approach, coupled with the
PDCA cycle and risk-based thinking, to align or integrate.its quality management system with the
requiirements of other management system standards.

This|International Standard relates to ISO 9000 and SO 9004 as follows:

— 1SO 9000 Quality management systems —=“Fundamentals and vocabulary provides essential
pbackground for the proper understanding and implementation of this International Standard;

— ]SO0 9004 Managing for the sustainedsticcess of an organization — A quality management approach
brovides guidance for organizations that choose to progress beyond the requirements of this
nternational Standard.

This|International Standard does not include requirements specific to other management systems,
such| as those for environmental management, occupational health and safety management, or
financial management.

Sectpr-specific quality’ management system standards based on the requirements of this
Intefnational Standard have been developed for a number of sectors. Some of these standards specify
additional qualitymanagement system requirements, while others are limited to providing guidance
to thie application of this International Standard within the particular sector.

A matrix showing the correlation between the clauses of this edition of this International Standard
and tfheprevious edition (ISO 9001:2008) can be found on the ISO/TC 176/SC 2 open access web site

at: www.iso.org/tc176/sc02 /public.

This document provides guidance for organizations in the application of ISO 9001:2015 to the
acquisition, supply, development, operation and maintenance of computer software.

It identifies the issues that should be addressed and is independent of the technology, life cycle models,
development processes, sequence of activities and organizational structure used by an organization.
The guidance and identified issues are intended to be comprehensive but not exhaustive. Where the
scope of an organization’s activities includes areas other than computer software development, the
relationship between the computer software elements of that organization’s quality management

© ISO/IEC 2018 - All rights reserved
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system and the remaining aspects should be clearly documented within the quality management
system as a whole.

Clauses 4, 5, and 6 and parts of Clauses 8, 9 and 10 of ISO 9001:2015 are applied mainly at the “global”
level in the organization, although they do have some effect at the “project/product level”. Each project
or product development may tailor the associated parts of the organization’s quality management
system to suit project/product-specific requirements.

This document provides guidance to assist in understanding how the provisions of ISO 9001:2015 apply

In the context of software.

In addition to the software-specific guidance provided by this document, an organizatien cap find
generic guidance, applicable in all sectors, including software, in ISO/TS 9002:2016 helpfil in ghining
an understanding of how the requirements of ISO 9001:2015 can apply, in the context of soffware
development. No new requirements are introduced in the guidance text of either document (i.e.,
no "shall"). In either document, where "should" is used, it is a recommendation-of a requiremlent in
ISO 9001:2015.

Organizations with quality management systems for developing, operating” or maintaining software
based on this document may choose to use processes from ISO/IEC/IEEE 12207 to suppgrt or
complement the ISO 9001:2015 quality management system (QMS).requirements. The related clauses
of ISO/IEC/IEEE 12207:2017 are referenced in each clause of this-document; however, they afe not
intended to imply requirements additional to those in ISO 9001:2015. Further guidance to the use
of ISO/IEC/IEEE 12207 can be found in ISO/IEC TR 24748-3_For additional guidance, references are
provided to the International Standards for software engineering developed by ISO/IEC JTC 1/SC|7, and
for information technology, developed by ISO/IEC JTC 1/SC 27. Where these references are specifiic to a
clause or sub-clause of ISO 9001:2015, they appear after'the guidance for that clause or sub-clausg.

Where they apply generally across the parts of a ¢lause or sub-clause, the references are included|at the
end of the last part of the clause or sub-clause.

Where text has been quoted from ISO 900122015, that text is enclosed in a box for ease of identifi¢ation.
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Software engineering — Guidelines for the application of

ISO 9001:2015 to computer software

1 Scope

ISO 9001:2015, Quality management systems — Requirements

1 Scope
organization:

a) needs to demonstrate its ability to consistently provide productS{and services that
customer and applicable statutory and regulatory requirements, and.

applicable statutory and regulatory requirements.

any organization, regardless of its type or size, or the preducts and services it provides.

intended for, or required by, a customer.

NOTE 2  Statutory and regulatory requirementscan be expressed as legal requirements.

This International Standard specifies requirements for a quality management:system whep an

b) aims to enhance customer satisfaction through the effective application of the system, inclyding
processes for improvement of the system and the assurance’ of conformity to customer| and

All the requirements of this International Standard are geheric and are intended to be applicaljle to

NOTE 1 Inthis International Standard, the terms “product” or “service” only apply to products and services

meet

This document provides guidance for organizations in the application of ISO 9001:2015 fo the
acquisition, supply, development, operation and maintenance of computer software and related sypport

services. It does not add to or otherwise change the requirements of ISO 9001:2015.

Annex A provides a table pointing to additional guidance on the implementation of ISO 9001
available in ISO/IEC JTC 1/S€.7, ISO/IEC JTC 1/SC 27 and ISO/TC 176 International Standards.

The guidelines providéd)in this document are not intended to be used as assessment criteria in ¢
management system)registration/certification. However, some organizations can consider it

2015,

uality
useful

to implement the-guidelines proposed in this document and can be interested in knowing whether

the resultant-gquality management system is compliant or not with this document. In this ca
organization ean use both this document and ISO 9001 as assessment criteria for quality manag
systems ifvthe software domain.

24 _Normative references

Sse, an
ement

IS0 9001:2015, Quality management systems — Requirements

2 Normative references

references, the latest edition of the referenced document (including any amendments) applies.

IS0 9000:2015, Quality management systems — Fundamentals and vocabulary

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated

© ISO/IEC 2018 - All rights reserved
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3 Terms and definitions

IS0 9001:2015, Quality management systems — Requirements

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 9000:2015 apply.

For tlre—purposes of thisdocumernt,—theterms—amddefimitions giver i 1S6—9006-2015amd—the
following apply.

ISO, IEC and IEEE maintain terminological databases for use in standardization at the following
addrefpses:

— [0 Online browsing platform: available at http://www.iso.org/obp

— IHC Electropedia: available at http://www.electropedia.org/

— IHEE Standards Dictionary Online: available at http://dictionary.ieee.org

3.1
baseljne

formallly approved version of a configuration item (3.2), regardless of media, formally designated and
fixed at a specific time during the configuration item's (3.2) life cycle

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.11]

3.2
configuration item

item qr aggregation of hardware, software, or both, that'is designated for configuration management
and trjeated as a single entity in the configuration management process

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.15, modified — The EXAMPLE has been removed.]

3.3
COTS
Commjercial-Off-The-Shelf

produjct available for purchase andiwuse without the need to conduct development activities

3.4
implegmentation
process of translating a design into hardware components, software components, or both

3.5
life cycle model

framework of processes and activities concerned with the life cycle that can be organized into stages,
whichjalso aets'as a common reference for communication and understanding

[SOURCE: 1SO/IEC/IEEE 12207:2017, 3.1.27, modified — The word “acting” has been replaced with

a“ : ”
h 4lcn qctc” 1
which-alse-acts’]

3.6

regression testing

testing following modification to a test item or to its operational environment, to identify whether
regression failures occur

Note 1 to entry: The sufficiency of a set of regression test cases depends on the item under test and on the
modifications to that item or its operational environment.

[SOURCE: ISO/IEC/IEEE 29119-1:2013, 4.32]

© ISO/IEC 2018 - All rights reserved
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3.7
replication
copying a software product (3.9) from one medium to another

3.8
software element
identifiable part of a software product (3.9)

3.9

software product
set of computer programs, procedures, and possibly associated documentation and data

Note 1 to entry: A software product may be designated for delivery, an integral part of anotherproduct, g
in development.

Note 2 to entry: This is different from the term "product” in ISO 9000:2015, 3.7.6.
Note 3 to entry: For the purposes of this document, “software” is synonymous with,“séftware product”.

Note 4 to entry: Software includes firmware.

r used

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.54, modified — The original Nete 1 to entry has been renfjoved;

Notes 1, 2, 3 and 4 to entry have been added.]

4 Context of the organization

4.1 Understanding the organization and its context

ISO 9001:2015, Quality management systems —=‘Requirements
4.1 Understanding the organization and its context

The organization shall determine \eXternal and internal issues that are relevant to its pur
and its strategic direction and thadt affect its ability to achieve the intended result(s) of its qu
management system.

NOTE1 Issues can ipclude positive and negative factors or conditions for consideration.

The organization shall moniter and review information about these external and internal issueg.

pose
ality

NOTE 2  Understanding the external context can be facilitated by considering issues arising from |egal,
technological, competitive, market, cultural, social and economic environments, whether internatjonal,
national, regienal or local.
NOTE 3 t¢wUnderstanding the internal context can be facilitated by considering issues related to vglues,
cultur€, knowledge and performance of the organization.

Software specific internal and external issues can include:

— Use of “Cloud” (i.e., network accessed systems provided by a third party) applications, tools and

storage services. This can be of economic benefit as well as to provide for business continuity, but
needs research to ensure there is no increased risk to the organization in using the cloud services

provider.

— In some countries employees are encouraged to use personal devices such as mobile phones and
computers (bring your own device — byod) rather than those provided by the employer. Employees’
own devices can represent a security risk for employers’ data and a risk of transfer of malware or

computer viruses if poorly managed.

© ISO/IEC 2018 - All rights reserved
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An external risk for all software organizations is that of safety, security and assurance of data and
systems from external attack by unauthorised access to networks or transfer of malware or viruses
to organizations’ computer systems.

The delivery of the software as an end productin itself or part of an integrated delivery with general
purpose or special purpose hardware can result in external issues for an organization.

After release and in operational use changes to the software or context (e.g. need for evolution) can

present an external risk.

— T

NOTE
securi

he legal and operational context of the organisation for use of its software products can dictate

organisational focus on assurance of software product characteristics relating to safety, seclirity
and business/mission assurance.

I ISO/IEC 27001 provides a complementary set of requirements to this document, foria)computer
y management system that can be used to address those elements of security that providea risk to the

organigzation’s operations.

NOTE

P ISO/IEC/IEEE 12207:2017, 6.4.1 provides a Business or Mission Analysis processto’define the business

or mission problem or opportunity, characterize the solution space and determine potential solution class(es)
that cquld address a problem or take advantage of an opportunity. Although this process addresses the context

of the
produ

NOTE
follow

oftware end product rather than the organisation’s context for the develgpment of one or more software
ts, the same process can be useful in understanding the organisation and.its’context.

B Additional information and guidance for assurance of cybersecurity requirements are found in the
ng:

— the ISO/IEC 15026 series for systems and software engineering'< systems and software assurance;

— IS0/IEC 27000 for information security management.

4.2

Understanding the needs and expectations of interested parties

4.2

Due
and
orgal

a)
b)
The

1SO 9001:2015, Quality management systems — Requirements

releyant requiréments.

Understanding the needs and expectations of interested parties

to their effect or potential effecton the organization's ability to consistently provide products
services that meet customer and applicable statutory and regulatory requirements, the
hization shall determine;

he interested partie§ that are relevant to the quality management system;
he requirement$-ofthese interested parties that are relevant to the quality management system.

organization{shall monitor and review information about these interested parties and their

Relev
those

intinterested parties could include: customers, partners, outsourcing organizations, competitors,
responsible for software life cycle processes and activities (e.g., architects, developers, testers),

end users and staff.

NOTE

ISO/IEC/IEEE 12207 has a Business or Mission Analysis process (ISO/IEC/IEEE 12207:2017, 6.4.1)

and a Stakeholder Needs and Requirements process, especially ISO/IEC/IEEE 12207:2017, 6.4.2.3 a) 2), that can
assistin understanding the needs and expectations of interested parties.

© ISO/IEC 2018 - All rights reserved
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4.3 Determining the scope of the quality management system

IS0 9001:2015, Quality management systems — Requirements

4.3 Determining the scope of the quality management system

to establish its scope.

The organization shall determine the boundaries and applicability of the quality management system

When determining this scope, the organization shall consider:
a) the external and internal issues referred to in 4.1;

b) the requirements of relevant interested parties referred to in 4.2;

c) the products and services of the organization.

The organization shall apply all the requirements of this International Standafd if they are appli
within the determined scope of its quality management system.

The scope of the organization's quality management system shall b€ available and be maint3g
as documented information. The scope shall state the types of products and services cov
and provide justification for any requirement of this Internatienal Standard that the organiz
determines is not applicable to the scope of its quality management system.

Conformity to this International Standard may only be-elaimed if the requirements determing
not being applicable do not affect the organization's ability or responsibility to ensure the confor
of its products and services and the enhancement of\customer satisfaction.

rable

ined
bred,
htion

bd as
mity

The application of this document is appropriateto’software that is:

— acquired from another organisation (e.g, part of a commercial contract or other form of agree
— aproduct available for a market sector;

— used to support the processes(f an organization;

— embedded in a hardware-product;

— related to software §ervices.

Some organizationsmay be involved in all of the above activities; others may specialize in one ar

Whatever the (Situation, the determined scope of the organization’s quality management s
should cover‘all aspects (software related and non-software related) of the business, apart fro
justificatiemnfor requirements determined as not being applicable.

nent);

d.

ystem
m any
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4.4 Quality management system and its processes

4.4.1 Quality management system processes

ISO 9001:2015, Quality management systems — Requirements

4.4.1 The organization shall establish, implement, maintain and continually improve a quality

management system, including the processes needed and their interactions, in accordance with the

requiirements of this International Standard.

The prganization shall determine the processes needed for the quality management system and their

appljcation throughout the organization, and shall:

a) (letermine the inputs required and the outputs expected from these processes;

b) (letermine the sequence and interaction of these processes;

c) (letermine and apply the criteria and methods (including monitoring, measurefnents and related
performance indicators) needed to ensure the effective operation and control of these processes;

d) {letermine the resources needed for these processes and ensure their-availability;

e) gssign the responsibilities and authorities for these processes;

f) address the risks and opportunities as determined in accordance with the requirements of 6.1;

g) evaluate these processes and implement any changes n€eded to ensure that these processes
hichieve their intended results;

h) Jmprove the processes and the quality managementsystem.

NOTE Guidance is provided for items a) and b).@f ISO 9001:2015, 4.4.1 in relation to the organizational

procegses as follows.

4.4.1.

The o
maint|

4.4.1.

The o

1)

2)
3)

li
€

th

[ Process identification and application
g

anization should also identify the processes for software development, testing, operation or
enance, as applicable.

P Process sequence and interaction
rganization should\also define the sequence and interaction of the processes in:

e cycle models“for software development, e.g. incremental, spiral, iterative and evolutionary
daptive);

qlality-and development planning, which should be based upon a life cycle model;

e-software quality system, data, documentation, procedures and processes and controls should

be integrated into the overall quality system based on ISO 9007; all areas of management should
take responsibility for all software processes, software development and end products that may
contain software.

4.4.1.3 Evidence of effective operation

Examples of evidence of effective operation of the quality management system may include:

a)
b)

changes (and the reasoning) to resources (people, software and equipment);

estimates, e.g. project size and effort (people, cost, schedule);

© ISO/IEC 2018 - All rights reserved
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c¢) how and why tools, methodologies and suppliers were selected and qualified;

d) software license agreements (both for software supplied to customers and software procured to

aid development);
e) minutes of meetings;

f) software release records.

NOTE Eorfurtharinformaation caonthag Fnl]nun'ng-
£ Ottt e o HateH; e+ O WHRE

— ISO/IEC/IEEE 12207, which defines a set of software life cycle processes that may be used for refs
The life cycle model management process (ISO/IEC/IEEE 12207:2017, 6.2.1) in particular would'be ug
define one or more life cycles for use within a quality management system;

brence.
eful to

— ISO/IEC/IEEE 24748-1 and ISO/IEC/TR 24748-3, which provide guidance on how to useprocesses from ISO/
IEC/IEEE 12207 in different life cycles.

4.4.2 Information Management

IS0 9001:2015, Quality management systems — Requirements

4.4.2 To the extent necessary, the organization shall:

a) maintain documented information to support the operation of its processes;

b) retain documented information to have confidence\that the processes are being carried opt as

planned.

The emphasis on documentation in ISO 9001:20%5 has changed to that of supporting the operation of
processes and retaining documented informatien (records) to substantiate that processes are cprried
out as planned. There is a need to consideg;where the information is held, which may be in computer
tools, and the ability to access versions-of information applicable to particular process steps, sfich as
the version requirements of a design that underwent a particular review step.
Retaining information, and ensuring the ability to access retained information, may requife the
maintenance of obsolete tools arthe transfer of historic/archived information to new tools.
NOTE The InformationSManagement process of ISO/IEC/IEEE 12207:2017, 6.3.6 has requirements for
maintaining and retaining/documented information. ISO/IEC/IEEE 12207:2017, B.1 details recommended
software-related information items.
© ISO/IEC 2018 - All rights reserved
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5 Leadership

5.1

5.1.1

Leadership and commitment

General

IS0 9001:2015, Quality management systems — Requirements

5.1.1

Top

General

management shall demonstrate leadership and commitment with respect to the qualjty

manpgement system by:

a) ftaking accountability for the effectiveness of the quality management system;

b) ensuringthatthe quality policy and quality objectives are established for the qualitjymanagement
bystem and are compatible with the context and strategic direction of the organization;

c) ensuring the integration of the quality management system requirements,into the organization's
business processes;

d) promoting the use of the process approach and risk-based thinking;

e) ensuring that the resources needed for the quality management-system are available;

f) fommunicating the importance of effective quality managément and of conforming to the quality
nanagement system requirements;

g) ensuring that the quality management system achiéves its intended results;

h) engaging, directing and supporting persons.to contribute to the effectiveness of the quality
management system;

i) promoting improvement;

j)  supporting other relevant management roles to demonstrate their leadership as it applies to
heir areas of responsibility.

NOTE Reference to “business®in this International Standard can be interpreted broadly to mean those

activties that are core to the(urposes of the organization's existence, whether the organization is public,

privdte, for profit or not for profit.

This dlause applies to.software but no software specific guidance is provided.
© ISO/IEC 2018 - All rights reserved
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5.1.2 Customer focus

18(E)

IS0 9001:2015, Quality management systems — Requirements

5.1.2 Customer focus

ensuring that:

Top management shall demonstrate leadership and commitment with respect to customer focus by

and consistently met;

enhance customer satisfaction are determined and addressed;

c) the focus on enhancing customer satisfaction is maintained.

a) customer and applicable statutory and regulatory requirements are determined, undergtood

b) the risks and opportunities that can affect conformity of products and services andithé ability to

NOTE Management support for customer focus and meeting customer needs for software quality is atitained

primarily through the Portfolio Management process (ISO/IEC/IEEE 12207:2017, 6.2.3.1) and the
Management process (ISO/IEC/IEEE 12207:2017, 6.2.5.1) of ISO/IEC/IEEE 12207

5.2 Policy

5.2.1 Establishing the quality policy

Duality

IS0 9001:2015, Quality management systems — Requitements

5.2.1 Establishing the quality policy

Top management shall establish, implementand maintain a quality policy that:
a) isappropriate to the purpose and context of the organization and supports its strategic direg
b) provides a framework for setting quality objectives;

¢) includes a commitment to.satisfy applicable requirements;

d) includes a commitmeéntto continual improvement of the quality management system.

tion;

Management are responsible for the control of software development and should ensure the integ
software deliveriés)and products that contain software.

NOTE Establishing the quality policy is a primary outcome [ISO/IEC/IEEE 12207:2017, 6.2.5.2 {

activity [ISO/TEC/IEEE 12207:2017, 6.2.5.3 a) 1)] of the Quality Management process of ISO/IEC/IEEE 12207.

rity of

)] and

© ISO/IEC 2018 - All rights reserved
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5.2.2 Communicating the quality policy

IS0 9001:2015, Quality management systems — Requirements
5.2.2 Communicating the quality policy
The quality policy shall:

a) beavailable and be maintained as documented information;

b) be communicated, understood and applied within the organization;

c) beavailable to relevant interested parties, as appropriate.

NOTE ISO/IEC/IEEE 12207:2017, B.1 covers making documented information available cén¢erning the
quality management policies.

5.3 [Organizational roles, responsibilities and authorities

1SO 9001:2015, Quality management systems — Requirements
5.3 |Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for relevant roles are assigned,
comunicated and understood within the organization.

Top management shall assign the responsibility and authotity for:

a) ensuring that the quality management system conf@yms to the requirements of this International
btandard;

b) ensuring that the processes are delivering their intended outputs;

c) Teporting on the performance of the*quality management system and on opportunities for
mprovement (see 10.1), in particular;to top management;

d) ensuring the promotion of customer focus throughout the organization;

e) ensuring that the integrityof the quality management system is maintained when changes to
he quality management system are planned and implemented.

For a|software-producinig’/organization or a software maintenance organization, there is benefit if
the pdrsons allocated-Specific quality roles, responsibilities and authorities have had experience with
softwhre developmient.

For a[softwaré acquisition organization or a software operation organization, there is benefit if the
persohs allocated specific quality roles, responsibilities and authorities have had experience with
softwhre‘configuration control and software integration.

Also for a software services organization there is a benefit from service delivery and software product
management experience.

NOTE In ISO/IEC/IEEE 12207, the life cycle model management process includes defining the applicable
roles, responsibilities, accountabilities and authorities for each process and for strategic management [ISO/
IEC/IEEE 12207:2017, 6.2.1.3 a) 3)]. The Quality Assurance process [ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1) ii)]
applies this to quality assurance strategy.

© ISO/IEC 2018 - All rights reserved
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Planning

6.1 Actions to address risks and opportunities

6.1.1 Riskidentification

IS0 9001:2015, Quality management systems — Requirements

a)
b)
‘)
d)

6.1.1 When planning for the quality management system, the organization shall consider théig
referred to in 4.1 and the requirements referred to in 4.2 and determine the risks and opportur
that need to be addressed to:

give assurance that the quality management system can achieve its intended result(s);
enhance desirable effects;
prevent, or reduce, undesired effects;

achieve improvement.

sues
ities

It is imperative to understand the level of risk associated with-the use of the software ar

consequences of its potential failure so that adequate measures (processes) can be put in pl
prevent failures from occurring.

For software apply constraints in proportion to the levehofrisk and consequence of failure. For ex

d the
hce to

ample

software life cycle constraints (e.g., level of testing) canthen become commensurate with the level ¢f risk.

The following risks may be relevant when reviewing software:

a) criticality, safety and security issues;

b) capabilities and experience of the organization or its suppliers;

c) reliability of estimates of resources and the duration required for each activity;

d) significant differences between the times required to deliver products or services, and the|times
determined from plans,through the optimization of cost and quality goals;

e) significant geographical dispersion of the organization, customers, users and suppliers;

f) high technical hoyelty, including novel methods, tools, technologies and supplied software;

g) low quality-or availability of supplied software and tools;

h) low precision, accuracy and stability of the definition of the customer requirements and exfternal
intérfaces;

i) « ‘use of publicly available tools or code reuse.

NATE For further information see the Fnllnwing standards for software risk management,assuranlce and

software process measurement that can be useful in determining risks and opportunities:

ISO/IEC/IEEE 12207:2017, 6.3.4 for Risk Management process;
the ISO/IEC 15026 series for assurance and ISO/IEC 15026-3 for integrity levels;
ISO/IEC 16085 for risk management process;

ISO 31000 for risk management guidelines;

ISO/IEC 33001, ISO/IEC TR 33014, ISO/IEC 33020, ISO/IEC TS 33053 and ISO/IEC TS 33073 for process

assessment.

© ISO/IEC 2018 - All rights reserved
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6.1.2 Risk treatment

IS0 9001:2015, Quality management systems — Requirements
6.1.2 The organization shall plan:
a) actions to address these risks and opportunities;

b) how to:

) integrate and implement the actions into its quality management system processes (see 4.4);
) evaluate the effectiveness of these actions.

Actigns taken to address risks and opportunities shall be proportionate to the potential-impact on
the donformity of products and services.

NOTE1 Options to address risks can include avoiding risk, taking risk in order to pursué-an opportunity,
eliminating the risk source, changing the likelihood or consequences, sharing the risk; 'or retaining risk by
inforfmed decision.

NOTE 2  Opportunities can lead to the adoption of new practices, launching-new products, opening new
marHlets, addressing new customers, building partnerships, using new technolegy and other desirable and
viable possibilities to address the organization's or its customers' needs.

NOTE The risk management process of ISO/IEC/IEEE 12207:2017,6:3.4.3 a) 1) has related activities to define
the risk management strategy.

6.2 [Quality objectives and planning to achieve them

6.2.1| Establishing quality objectives

IS0 9001:2015, Quality management systems,<= Requirements

6.2.1 The organization shall establish.quality objectives at relevant functions, levels and processes
needed for the quality management system.

The fluality objectives shall:

a) be consistent with the quality policy;

b) be measurable;

c) take into acceimt applicable requirements;

d) berelevantto conformity of products and services and to enhancement of customer satisfaction;

e) be monitored;

f) hbe.communicated:

g) beupdated as appropriate.

The organization shall maintain documented information on the quality objectives.

NOTE1 Quality objectives are an outcome of the quality management process in ISO/IEC/IEEE 12207:2017,
6.2.5.2 a), with related activities in ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) 1).

NOTE 2 Information on attributes of software processes suitable for setting objectives can be found in ISO/
IEC 33001, ISO/IEC TR 33014, ISO/IEC 33020, ISO/IEC TS 33053 and ISO/IEC TS 33073, and can be used for
assessing process capabilities and for setting objectives for improving process capabilities.

© ISO/IEC 2018 - All rights reserved
12 © IEEE 2018 - All rights reserved


https://standardsiso.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003:2018(E)

NOTE3 Information on quality characteristics, sub-characteristics and attributes of a software product
suitable for setting quality objectives are defined in ISO/IEC 25010. ISO/IEC 25001, ISO/IEC 25040, ISO/
IEC 25041 and ISO/IEC 25051 are useful for defining quality requirements and for setting quality objectives of a
software product.

NOTE 4  Objectives can also include software assurance (see the ISO/IEC 15026 series) and software integrity
levels (see ISO/IEC 15026-3).

6.2.2 Implementation of quality objectives

IS0 9001:2015, Quality management systems — Requirements

6.2.2 When planning how to achieve its quality objectives, the organization shall detérmine:
a) whatwill be done;

b) whatresources will be required;

¢) who will be responsible;

d) when it will be completed;

e) how the results will be evaluated.

Planning for the agreement of quality objectives may ocCur at organizational, project, produgt and
service levels.

Quality management system planning at the organjzational level may include the following:

a) defining appropriate software life cycle.models to be used for the types of project that the
organization or its supplier(s) undertakes;-including how the organization normally implements
software life cycle processes;

b) defining the work products of software development, such as software requirements docugnents,
architectural design documents, ‘detailed design documents, program code and softwar¢ user
documentation;

c) defining the content of,software management plans, such as software project management|plans,
software configuration®management plans, software verification and validation plans, soffware
quality assurance~plans hardware and firmware resources, graphical user interfaces (GUIs),
interface requirements specifications, interface control documents and training plans;

d) defining how.software engineering methods are tailored for the organization’s projects witHin the
life cycle;

e) planning of future human resources and skills needed to meet the future work;

f) ddentifying the tools and environment for software development, operations or maintenande, any
specific instructions and tools which will be required for decommissioning and for maintgnance
and retention of software-related information, documentation and records;

g) specifying conventions for the use of programming languages, e.g. coding rules, software libraries
and frameworks;

h) identifying any software reuse.

The organization’s management representative should consider any change to a software life
cycle model which may affect the quality management system and should consider if such changes
compromise any quality management system controls.

© ISO/IEC 2018 - All rights reserved
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Software quality planning at the project/product level is discussed in 8.1.

NOTE

Planning for quality management is addressed in ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) and planning

for quality assurance is covered in [SO/IEC/IEEE 12207:2017, 6.3.8.3 a).

6.3

Planning of changes

6.3

The
a)
b)
‘)
d)

ISO 9001:2015, Quality management systems — Requirements

When the organization determines the need for changes to the quality management system) [the
charjges shall be carried out in a planned manner (see 4.4).

Planning of changes

brganization shall consider:

he purpose of the changes and their potential consequences;
he integrity of the quality management system;

he availability of resources;

he allocation or reallocation of responsibilities and authorities.

The o
affect
risks

Fganization’s management should consider any change to a’software life cycle model which may
the quality management system and should verify thatysuch changes continue to address the
n proportion to the impact on software conformity and do not unnecessarily compromise any

quality management system controls.

NOTE

7 S

7.1

7.1.1

ISO/IEC/IEEE 12207:2017, 5.7 discusses process‘change.

1pport
Resources

General

ISO ¢
7.1.1

The
impl

The
a)

001:2015, Quality management systems — Requirements
General

organization,'shall determine and provide the resources needed for the establishment,
Pmentation;maintenance and continual improvement of the quality management system.

brganization shall consider:

he.capabilities of, and constraints on, existing internal resources;

b) what needs to be obtained from external providers.

NOTE ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 5) covers the provision of resources in the Portfolio Management
process.

© ISO/IEC 2018 - All rights reserved
14 © IEEE 2018 - All rights reserved



https://standardsiso.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003:2018(E)

7.1.2 People

IS0 9001:2015, Quality management systems — Requirements
7.1.2 People

of its quality management system and for the operation and control of its processes.

The organization shall determine and provide the persons necessary for the effective implementation

For a software-producing, software maintenance or software services organization, there,is’h
if the persons allocated specific quality roles, responsibilities and authorities have had ed{gatidg
experience with software development, testing, operation and maintenance.

For a software acquisition organization or a software operation organization, theke)is benefit
persons allocated specific quality roles, responsibilities and authorities have higd experience
software configuration control and software integration.

Software quality assurance activities should be conducted by personnel who.are independent fra
software development process and should be given the responsibility to define, monitor, control, 1
and approve software procedures and determine process methods andutcomes.

NOTE ISO/IEC/IEEE 12207:2017, 6.2.4.3 c) covers the provision ofthuman resources in the Human Re|

Management process. The provision of resources for quality management activities is covered in the
Management process, ISO/IEC/IEEE 12207:2017, 6.2.5.3 a).

7.1.3 Infrastructure

enefit
n and

if the
with

m the
eview

source
Duality

ISO 9001:2015, Quality management systems — Requirements
7.1.3 Infrastructure

The organization shall determine, provide and maintain the infrastructure necessary for
operation of its processes and to achieve conformity of products and services.

NOTE Infrastructure can include:

a) buildings and associatedutilities;

b) equipment, including‘hardware and software;
c) transportationresopurces;

d) informatiofirand communication technology.

the

The infraStructure should include any hardware, software, tools or facilities for development, tq
operation or maintenance of software, including the following:

ay\ tools for analysis, design and development, configuration management, testing, p

sting,

roject

management, documentation;

b) tools for code creation, generation or complexity analysis;
c) tools for application development and support environments;

d) knowledge management, intranet, extranet tools;

e) network tools, including tools for disaster recovery, security, backup, virus protection, firewall;

f) access control tools;
g) help desk and maintenance tools;

© ISO/IEC 2018 - All rights reserved
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h) operational control tools such as for network monitoring, systems management and storage
management.

Whether these tools and techniques are developed internally or are purchased, the organization should
evaluate whether or not they are fit for purpose. Tools used in the implementation of the product, such
as analysis tools, design and development tools, operation, support and maintenance tools, compilers
and assemblers should be evaluated, approved and placed under an appropriate level of configuration
management control prior to use. The scope of use of such tools and techniques may be documented

with a

ppropriate guidance, and their use reviewed periodically, as appropriate, to determine whether

there [is a need to improve and/or upgrade them. Tools used for software requiring a high level of
assurance may also need corresponding assurance of function (see ISO/IEC 15026-3).

The t4

chnologies employed in software development, operation and maintenance should be contintally

monitpred and evaluated in order to determine requirements for updating staff skills.

NOTE

For further information, see the following:

— IS0/IEC/IEEE 12207:2017, 6.2.2 for Infrastructure Management Process;

— ISO/IEC 25001 (Acquisition), ISO/IEC 25040, ISO/IEC 25041 (Evaluation of a Software Product) and ISO/
IHC 14102.

7.1.4

Environment for the operation of processes

ISO §
7.1.4

of its

a) s

The prganization shall determine, provide and maintain;the environment necessary for the operation

NOTE A suitable environment can be a combination of human and physical factors, such as:

b) pkychological (e.g. stress-reducing, burnolit prevention, emotionally protective);
c) physical (e.g. temperature, heat, humidity, light, airflow, hygiene, noise).

ThesE factors can differ substantially depending on the products and services provided.

001:2015, Quality management systems — Requirements

Environment for the operation of processes

processes and to achieve conformity of products.and services.

cial (e.g. non-discriminatory, calm, non-cerifrontational);

NOTE

ISO/IEC/IEEE 12207:2017, 5.2.1 and 5.2.3 discusses the environment for a process (operation of a

systenp). The operational-énvironment is addressed in ISO/IEC/IEEE12207:2017, 6.4.12.
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7.1.5 Monitoring and measuring resources

7.1.5.1 General

IS0 9001:2015, Quality management systems — Requirements
7.1.5.1 General

Tl - A 1 h I B S - pa | A | 4=l Ph [P N AR | pa | h bl

I'1IT Ul salllLdLlUll oS11dIll UCTLTI IIIITIT dllu Pl oviaetIneresources  neecacato— ensure-varraana-rena e
results when monitoring or measuring is used to verify the conformity of products and services to
requirements.

The organization shall ensure that the resources provided:
a) are suitable for the specific type of monitoring and measurement activities being undertakén;
b) are maintained to ensure their continuing fitness for their purpose.

The organization shall retain appropriate documented information as evidence of fitness for purjpose
of the monitoring and measurement resources.

NOTE For further information for software, see the following:
— ISO/IEC/IEEE 15939 for a software measurement process;
— ISO/IEC/IEEE 12207:2017, 6.3.7 details the measuremenf\process for software systems;

— ISO/IEC 19770-4 for resource utilization measurement.

7.1.5.2 Measurement traceability

IS0 9001:2015, Quality management systems — Requirements
7.1.5.2 Measurement traceability

When measurement traceability is a requirement, or is considered by the organization to He an
essential part of providing confidence in the validity of measurement results, measuring equipment
shall be:

a) calibrated or verified, or both, at specified intervals, or prior to use, against measurement
standards traceable to international or national measurement standards; when no [such
standards.exist, the basis used for calibration or verification shall be retained as documdnted
information;

b) identified in order to determine their status;

c) safeguarded from adjustments, damage or deterioration that would invalidate the calibration
status and subsequent measurement results.

Theorganizatiomstrattdetermmine if the validity of previous measurenment resutts tras beemadversely
affected when measuring equipment is found to be unfit for its intended purpose, and shall take
appropriate action as necessary.

Calibration is a technique that often has been perceived as not directly applicable to software. However,
the equivalent to ‘calibration’ may be applicable to hardware and software tools used to test and
validate software products. Consequently, items a) to c) in ISO 9001:2015, 7.1.5.2, may be applicable to
the environment used when testing the software.

Where the organization uses tools, facilities and techniques in the conduct of any tests verifying
conformance of the software product to specified requirements, the organization should consider the

© ISO/IEC 2018 - All rights reserved
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effect

of such tools on the quality of the software product, when approving them. In addition, such tools

should be placed under configuration management prior to use.

The suitability of test tools, techniques and data should be verified prior to use, to determine if there is
aneed to improve and/or upgrade them. The organization should have procedures for determining how
the test software is checked.

Measuring and monitoring devices used in software development, testing, maintenance and operation

include:

a) dataused for testing the software product;

b) sqftware tools (e.g. for debugging, simulation, collecting performance, resource utilization-and
cgverage information, recording);

c) c(
d) in

The d
mana

7.1.6

mputer hardware;
strumentation interfacing to the computer hardware.

rganization should control measuring and monitoring devices by means"of a configuration
bement system (see 8.5.2), to meet the intent of ISO 9001:2015.

Organizational knowledge

ISO §
7.1.6

The
achig

This

Whe
and

NOT]
expe

NOT]

001:2015, Quality management systems — Requirements
Organizational knowledge

brganization shall determine the knowledge necessary for the operation of its processes and to
bve conformity of products and services.

knowledge shall be maintained and be made;available to the extent necessary.

n addressing changing needs and trends;the organization shall consider its current knowledge
letermine how to acquire or access any necessary additional knowledge and required updates.

£ 1 Organizational knowledge i§ knowledge specific to the organization; it is generally gained by
Fience. It is information that is used and shared to achieve the organization's objectives.

£ 2 Organizational knowledge can be based on:

a)

failutres and successful prejects; capturing and sharing undocumented knowledge and experience; the results
of improvements in préeesses, products and services);

b) external sources (e.g. standards; academia; conferences; gathering knowledge from customers or external
providers).

nternal sources (e.g. intellectual property; knowledge gained from experience; lessons learned from

As wdll as needing knowledge related to software, staff also need knowledge relevant to the domain
(e.g. finance, flight control dynamics, medical imagery, privacy, etc.)

NOTE

18

ISO/IEC/IEEE 12207:2017, 6.2.6 covers the Knowledge Management process.
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7.2 Competence

18(E)

IS0 9001:2015, Quality management systems — Requirements
7.2 Competence

The organization shall:

a) determine the necessary competence of person(s) doing work under its control that affects the

performance and effectiveness of the quality management system;

experience;

effectiveness of the actions taken;

d) retain appropriate documented information as evidence of competence.

assignment of currently employed persons; or the hiring or contracting of.ednipetent persons.

b) ensure that these persons are competent on the basis of appropriate education, traininjg, or

c) where applicable, take actions to acquire the necessary competence, and evaluatel the

NOTE Applicable actions can include, for example, the provision of training to, the mentoring of, or tle re-

The training needs should be determined considering the réqwirements, design methods, specific
programming languages, tools, techniques and computer resources to be used in the develogment,
testing, operation and management of the software product/project. It might also be useful to ificlude

training in the skills and knowledge of the specific field\within which the software is applied
other topics such as project management.

nd in

Individuals should be trained and assessed on the,use of software development and associated tdols.

Individuals should be able to demonstrate cenipetency in areas of their expertise and have ev

dence

of adequate training/experience in the applicable field. Individuals should also be able to demonjstrate
(prove) that they are capable of developing systems and software to the required standard and He able

to follow the associated levels or constraints.

The form of training may not-neeessarily be traditional training courses but could be work
computer-based training, self-study, mentoring, training on-the-job or web-based training.

Evaluation of the effectiveness of training may be performed using measurements of produc

shops,

s and

processes, or identifyifig-areas of improvement in team or personal performance (among other|areas

for improvement).

NOTE ISO/IEC/TEEE 12207:2017, 6.2.4.3 a) and b) covers determining and improving competence
Human ResousCe'Management process.

in the
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Awareness

7.3
The
a)
b)
‘)

d)

IS0 9001:2015, Quality management systems — Requirements

Awareness

organization shall ensure that persons doing work under the organization's control are aware of:

the quality policy;

elevant quality objectives;

heir contribution to the effectiveness of the quality management system, including the benefits
pf improved performance;

he implications of not conforming with the quality management system requirements.

Individuals should be aware of specific software standards, procedures and<todls used for the
develgpment of software as defined by the organisation.

Individuals should be aware of associated risks in the use of these processes,tools, process outcomes
and their potential impact.

7.4

Communication

7.4
The

IS0 9001:2015, Quality management systems — Requirements,

manpgement system, including:

Communication

brganization shall determine the internal and external communications relevant to the quality

bn what it will communicate;
when to communicate;

vith whom to communicate;
now to communicate;

Wwho communicates.

The fdllowing should-b&considered, regarding communications carried out in the organization:

a) communicating to the organization the importance of satisfying the client's requirements;

b) qtality policy (see 5.2.2);

c) comimunication with the customer (see 8.2.1):

1) communication with the customer during development (see 8.2.1.3);

2) communication with the customer during operation and maintenance (see 8.2.1.4);

d) help desk [see 8.5.1.6 a)];

e) customer property (see 8.5.3).

20
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7.5 Documented information

7.5.1 General

ISO 9001:2015, Quality management systems — Requirements
7.5.1 General

Theorgamization s quatity mramagement systenTstrattinctude:

a) documented information required by this International Standard;

b) documented information determined by the organization as being necessary for thé effective
of the quality management system.

organization to another due to:

— the size of organization and its type of activities, processes, products and services;

— the complexity of processes and their interactions;

— the competence of persons.

NOTE The extent of documented information for a quality management system can differ fronp one

ness

The level of documentation for software can be affected by

a) organisational responsibilities for different parts éf the system and the way in which the
change over the lifecycle (e.g., one organisation taking over ongoing maintenance from anoth

ke can
er);

b) the level of software assurance, i.e., greaterlevels can need more detailed, formal documenitation

(see the ISO/IEC 15026 series for assurance’and ISO/IEC 15026-3 for integrity levels).

For software the interpretation of this reguirement includes the control of data, tools and systenps, not

just documents.

The control of issue status for data'and documentation for software is usually part of configufration

management, see 8.5.2 and control of changes in 8.5.6.

The software developmentlifecycle process should be documented or controlled by approved tod

NOTE For further information for software, see the following:

— The InformatiorhManagement process in ISO/IEC/IEEE 12207:2017, 6.3.6 has requirements for main
and retaining "documented information. ISO/IEC/IEEE 12207:2017, B.1 details recommended
Manageniept information items.

— ISOAEC/IEEE 15289 for content of life-cycle information items (documentation) also.

— , \ISO/IEC/IEEE 26511 for users of systems, software, and services.

Is.

aining
Duality

=) ISO/IEC/IEEE 26515 for users in an agile environment.
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7.5.2

Creating and updating

a)
b)

c)

IS0 9001:2015, Quality management systems — Requirements
7.5.2 Creating and updating

When creating and updating documented information, the organization shall ensure appropriate:

identification and description (e.g. a title, date, author, or reference number);

format (e.g. language, software version, graphics) and media (e.g. paper, electronic);

review and approval for suitability and adequacy.

This clause applies to software but no software specific guidance is provided, other than thé htechanism
for identification of data and software including documentation is usually part ef €onfiguration

mana

7.5.3

7.5.3.

bement (see 8.5.2).
Control of documented information

[l Quality management system documentation

a)
b)

1SO 9001:2015, Quality management systems — Requirements

7.5.3.1 Documented information required by the qualityvmanagement system and by this
Interfnational Standard shall be controlled to ensure:

t is available and suitable for use, where and whenrit is needed;

t is adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

This clause applies to software but no softwarespecific guidance is provided, other than the mechanism

for co

htrol of data and software including documentation is usually part of configuration management

(see 8]5.2).

7.5.3.

P Maintaining quality management system documentation

a)
b)
‘)
d)

plan
cont

IS0 9001:2015, Quality manageiment systems — Requirements

7.5.3.2 For the controlDof documented information, the organization shall address the following
activities, as applicable:

Documented information of external origin determined by the organization to be necessary for the

Documented information retained as evidence of conformity shall be protected from unintended
alterations.

NOTE Access can imply a decision regarding the permission to view the documented information only, or
the permission and authority to view and change the documented information.

listribution,access, retrieval and use;
btorage:and preservation, including preservation of legibility;

control of changes (e.g. version control);

retention and disposition.

ning and operation of the quality management system shall be identified as appropriate, and be
rolled.

22

© ISO/IEC 2018 - All rights reserved
© IEEE 2018 - All rights reserved


https://standardsiso.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003:2018(E)

7.5.3.2.1 Control of data and documentation

For software, encryption may be used to control access to data and documentation and in its’

transmission across internal and external networks.

7.5.3.2.2 Evidence of conformity

All conformity evidence (data and documentation) should be controlled and traceable across the

software life cycle processes employed

7.5.3.2.3 Retention and disposition

Where records are held on electronic media, consideration of the retention times and accessg

ibility

of the records should take into account the rate of media degradation, the availability of the devices
and software needed to access the records. Records may include information held“in email sy$tems.
Protection from computer viruses and unapproved or illegal access should be considered.
The proprietary nature of the information stored on records should be assSessed, in determinipg the
methods of data erasure from the media, at the end of its required retertion period. Destruction|of the
media rather than reuse may be necessary at the end of the defined reténtion period.
8 Operation
8.1 Operational planning and control
IS0 9001:2015, Quality management systems — Requirements
8.1 Operational planning and control
The organization shall plan, implementnd control the processes (see 4.4) needed to meef the
requirements for the provision of products and services, and to implement the actions determingd in
Clause 6, by:
a) determining the requirements for the products and services;
b) establishing criteria foxr:
1) the processes;
2) the acceptance of products and services;
c) determining the resources needed to achieve conformity to the product and service

requitenients;
d) _implementing control of the processes in accordance with the criteria;

€). ' determining, maintaining and retaining documented information to the extent necessary:

I) to have confidence that the processes have been carried out as planned;
2) to demonstrate the conformity of products and services to their requirements.

The output of this planning shall be suitable for the organization's operations.

taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that outsourced processes are controlled (see 8.4).

The organization shall control planned changes and review the consequences of unintended changes,

© ISO/IEC 2018 - All rights reserved
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8.1.1 General

Software operational planning should result in a definition of what products are to be produced, who
is to produce them and when they are to be produced (see also 8.3.2). Software quality planning at
the project/product level should result in a description of how specific products are to be developed,
assessed or maintained.

Quality planning provides the means for tailoring the application of the quality management system to a
specific project, product or contract. Quality planning may include or reference generic and/or project/

produlct/contract-specific procedures, as appropriate. Quality planning should be revisited along with
the pyjogress of design and development, and items concerned with each stage should be completely
defindd when starting that stage. Quality planning may be reviewed and agreed by all organizatiens
concefned in its implementation, as appropriate.

A docyiment that describes quality planning may be an independent document (entitled quality plan), a
part of another document, or composed of several documents, including a design and develéepment plan.

Softwpre quality planning at the project level should address the following:
a) inclusion of, or reference to, the plans for development (see 8.3.2);
b) qtality requirements related to the product and/or processes;

c) quality management system tailoring and/or identification of spe¢ific procedures and instructions,
appropriate to the scope of the quality management system~and any stated applicability of
rgquirements (ISO 9001:2015, 4.3 and A.5);

d) project-specific procedures and instructions, such as software test specifications detailing plans,
de¢signs, test cases and procedures for unit, integration;system and acceptance testing (see 8.3.2);

e) mlethods, life cycle model(s), tools, programming*lariguage conventions, libraries, frameworks and
other reusable assets to be used in the project;

f) cifiteria for starting and ending each projectstage;

g) types of review, and other verification'and validation activities to be carried out (see 8.3.4);
h) configuration management procedures to be carried out (see 8.5.2);

i) monitoring and measurementactivities to be carried out;

j) tHe person(s) responsible for approving the outputs of processes for subsequent use;

k) training needs inthe-tuse of tools and techniques, and scheduling of the training before the skill
islneeded;

1) rqgcords to bé&maintained (see 7.5.3);

m) changeananagement, such as for resources, schedule and contract changes.

QualifyCplanning, however abbreviated, is particularly useful to clarify limited quality objectives for

software being designed for a limited purpose. Examples of [Imited-purpose solitware include prooi-
of- concept demonstration prototypes, a research computation used only by its designer, an interim
solution lacking features such as security or full operational performance that will be implemented in a
future output, and one-time data analysis reports.

Limited-purpose software should be tested in ways that are consistent with its planned use (purpose)
to reduce the possible occurrence of unintended omissions and errors.

© ISO/IEC 2018 - All rights reserved
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8.1.2 Evidence of conformity to requirements

Evidence of conformity to requirements may include:

a) documented test results;

b) problem reports, including those related to tools problems;

c) change requests;

d) documents marked with comments;
e) audit and assessment reports;

f) review and inspection records, such as those for requirements reviews, design) reviews| code
inspections and walkthroughs.

NOTE For further general guidance related to ISO 9001:2015, 8.1, see the following:

— ISO/IEC/IEEE 12207:2017, 6.3.1, (Project Planning process) and ISO/IEC/IEEE 12207:2017, 6.3.8 (Quality
Assurance process).

— ISO/IEC/IEEE 24748-5 for software development planning.

— ISO/IEC 25001 for Software product Quality Requirements and-Evaluation (SQuaRE) — planning and
management.

— ISO/IEC/IEEE 16326 for systems and software engineering +— life cycle processes — project managerhent.
8.2 Requirements for products and services

8.2.1 Customer communication

ISO 9001:2015, Quality management systems — Requirements
8.2.1 Customer communication

Communication with customers shall include:

a) providing information‘relating to products and services;
b) handling enquiries, contracts or orders, including changes;
c) obtaining.customer feedback relating to products and services, including customer complaints;

d) handling-or controlling customer property;

e) establishing specific requirements for contingency actions, when relevant.

82.1.1 General

For computer software, depending on the type, the method of communication may vary depending on
the type of agreement, and on the scope of the contract for development, operations or maintenance.

The following guidance for communicating with customers is separated into advice for development
and advice for operations/maintenance life cycle processes.

8.2.1.2 Customer representative

The customer may have responsibilities under the contract. Particular issues may include the need for
the customer to cooperate with the organization, to provide necessary information in a timely manner,
and to resolve action items. When assigned to monitor life cycle activities, a customer representative
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may represent the eventual users of the product, as well as executive management, and have the
authority to deal with contractual matters which include, but are not limited to, the following:

dealing with customer-supplied software items, data, facilities and tools that are found unsuitable
for use;

providing review and approval of the outputs of the development process on behalf of the customer;

organizing access to end-users, where appropriate.

B Customer communication during development

eviews involving the organization and the customer may be scheduled on a regular basis,.or at
cant project events, to cover the following aspects, as appropriate:

roduct information, including:
development plans;

conformance of outputs, such as design and development documents, t0 the customer’s agreed
requirements;

communications to convey progress and provide assurance tq the“customer that the planned
processes are being followed;

demonstrations of outputs of the development processes;such as prototypes;

acceptance test results;

equiries, contracts and amendments, including:

the progress of activities concerning the eventual users of the system under development, such
as deployment and training;

the progress of software developmentwork undertaken by the organization;
the progress of agreed activities.being undertaken by the customer;
the processing of risk management issues, problems and change control items;

the methods by which.theé customer will be advised of current or planned future changes.

1 Customer communication during operations and maintenance

es of information that involve customer communication in operations and maintenance may
e the following:

roduct information, including:

online help, user manuals describing the product and its use;

descriptions of new releases and upgrades;

product web sites;

enquiries, contracts and amendments, including:

progress on product or service delivery, and/or maintenance activities;

b) processing service or product risks, issues and change requests;

customer feedback, including:

a)
b)
c)
8.2.1.
Joint 1
signif
) p
a)
b)
0
d]
e)
2)
a)
b)
0
d]
e)
8.2.1.
Sourc
includ
1) pi
a)
b
c)
2)
a)
3)
a)
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b) progress on customer complaints processing;
C) surveys, user groups, conferences.

NOTE For further information, see the following:

— ISO/IEC 14764 (Software Maintenance).

— The Business and Mission Analysis process in ISO/IEC/IEEE 12207:2017, 6.4.1 has requirements for use
of customer feedback. Customer support and communication is a primary activity of the Operation and

Maintenance processes in ISO/IEC/IEEE 12207:2017, 6.4.12 and 6.4.13.

8.2.2 Determining the requirements for products and services

IS0 9001:2015, Quality management systems — Requirements
8.2.2 Determining the requirements for products and services

When determining the requirements for the products and services to bé.offered to customery, the
organization shall ensure that:

a) the requirements for the products and services are defined, including:
1) any applicable statutory and regulatory requirements;
2) those considered necessary by the organization;

b) the organization can meet the claims for the products and services it offers.

Software may be developed as part of a contract,@s a product available for a market sector, as software
embedded in a system or in support of the ‘business processes of the organization. Requirements
determination is applicable in all of these circumstances.

Specific actions may include:
1) the establishment of the following for developing the requirements:

a) methods for agreement of requirements and authorizing and tracking changes, espgcially
during iterative development;

b) methods for thejévaluation of prototypes or demonstrations, where used;
c¢) methodsdertecording and reviewing discussion results from all parties involved;

2) the development of the requirements in close cooperation with the customer or users, and ¢fforts
to prevent misunderstandings by, for example, the provision of definition of terms, explanation of
the-background of requirements;

3), ‘the obtainment of the customer’s approval of the requirements;

4) the establishment of a method for traceability of the requirements to the final product (sudh as a

requirements traceability matrix);

5) identifying any formal claims of software products or services that need to be provided. Claims
for software products may address properties relating to safety, reliability, performance or cyber-
worthiness.

The requirements may be provided by the customer, may be developed by the organization or may be
jointly developed.

When the requirements are provided and agreed in the form of a system specification, methods
should be in place to allocate them into hardware and software items with any appropriate interface
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specifications. Changes to the requirements should be controlled. The contract may need to be amended
when requirements change.

In con

tractual situations, the requirements may not be fully defined at contract acceptance, and some

may be developed during a project.

Formal claims relating to products may need to be supported by an assurance case. This should include
one or more claims about properties; arguments that logically link the evidence and any assumptions to
the claim(s); a body of evidence and possibly assumptions supporting these arguments for the claim(s);

and ju
such ¢
and a

The 1

stification of the choice of top-level claim and the method of reasoning. The requirements for
laims needs to be well understood as they can have significant impact on product developmeént
ceptance.

equirements should take the operational environment into account. The requirements may

include, but not be limited to, the following characteristics: functionality, reliability, usability, €fficiency,

maint
statut

The ty
type d

If the
betwd
be sp
arran
the dd

NOTE

— IS
IH

— IS

hinability and portability. Other characteristics may be specified, for example security, safety and
ory or regulatory obligations. Some of these characteristics may be mission and/orsafety critical.

pe and scope of software requirement content and rate of update will be comimensurate with the
f software life cycle being applied, e.g., Waterfall or Agile.

software product needs to interface with other software or system products, the interfaces
en the software product to be developed and other softwaré~or system products should
bcified, as far as possible, either directly or by reference, in~the requirements. Development
bements may also need to allow for co-development of interfaces or define the respective roles in
velopment of interfaces.

il For further information, see the following:

O/IEC/IEEE 12207:2017, 6.4.2 for Stakeholder Neeéds and Requirements Definition and ISO/IEC/
EE 12207:2017, 6.4.3 for System/Software Requirements Definition;

0/1EC/IEEE 29148;
0/1EC 25010;
0/1EC 15026-3;
0/1EC 25051.

28

© ISO/IEC 2018 - All rights reserved
© IEEE 2018 - All rights reserved



https://standardsiso.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003:2018(E)

8.2.3 Review of the requirements for products and services

8.2.3.1 Requirements review

IS0 9001:2015, Quality management systems — Requirements

8.2.3.1 The organization shall ensure that it has the ability to meet the requirements for products
and services to be offered to customers. The organization shall conduct a review before committing

to supply products and services to a customer, to include:

a) requirements specified by the customer, including the requirements for delivery (@nd
delivery activities;

b) requirements not stated by the customer, but necessary for the specified-ep intended
when known;

¢) requirements specified by the organization;
d) statutory and regulatory requirements applicable to the products and services;

e) contract or order requirements differing from those previously. expressed.

defined are resolved.

customer does not provide a documented statement.ofitheir requirements.

NOTE In some situations, such as internet sales, a formal review is impractical for each order. Instea
review can cover relevant product information, such'as catalogues.

The organization shall ensure that contract or order requirements differing from those previgusly

The customer's requirements shall be confirmed by the organization before acceptance, whei the

DOSt-

use,

1, the

8.2.3.1.1 Customer’s requirements

Requirements should be recorded.or captured in a formal manner or within an appropriate tod
JIRA). All requirements including-software requirements should be reviewed and approved befor

The review process and methods used should be approved by management. Care should be ta
differentiate between sysfem and software requirements.

8.2.3.1.2 Organization’s concerns

1 (e.g.,
e use.

Ken to

Issues which may be relevant during the organization’s review of software tenders, contracts or prders

include, but are not limited to the following:

1) theAfeasibility of meeting and validating the requirements and product characteristics, inc
identifying the required software characteristics (e.g. functionality, reliability, usg
maintainability, portability and efficiency);

uding
bility,

2Y software dpcign and development standards and procedures to he nused;

3) the identification of facilities, tools, software items and data, to be provided by the customer, the

definition and documentation of methods to assess their suitability for use;
4) the operating system or hardware platform;
5) agreement on the control of external interfaces with the software product;

6) replication and distribution requirements;
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7)

8)

9)

customer related issues:
1) life cycle processes imposed by the customer;

2) period of obligation of the organization to supply copies and the capability of reading
master copies;

management issues:

1 vicl managamant chaonld ho ~ddraccad

T T o 5 ST e o ot o e e e ety

2] organization’s responsibility with regard to subcontracted work;
3] scheduling of progress, technical reviews and outputs;

4] scope and schedule for customer test witnessing if applicable, as well as the respective roles of
organization and customer during this process;

5] installation, maintenance and support requirements;
6] timely availability of technical, human and financial resources;
lelgal, security and confidentiality issues:

1] information handled under the contract may be subject tokconcerns regarding intellectual
property rights, licence agreements, statutory and regulatety requirements, confidentiality
and the protection of information including patents and/copyrights;

2] guardianship of the master copy of the product and the rights of the customer to access or
verify that master;

3] level of information disclosure, to the customer, needs to be mutually agreed to by the parties;
4] definition of warranty terms;

5] liabilities/penalties associated with*the contract.

Revielv of requirements may be performed by internal or external organizations. This may include
reviews of requirements related to contracts, engineering, maintenance or quality.

The iplications of any contraet.changes on resources, schedules and costs should be evaluated,
partidularly for changes to scope, functionality or risk. The above issues should be re-evaluated, as
approgriate. For products where failure may cause injury or danger to people, or damage or corruption

of pro

erty or the environmient, requirements should specify the desired immunity from, and response

to, potential failure conditions.

NOTE For software specific aspects of review of the requirements for products and services, see also ISO/
IEC/IHEE 12207:2017, 6.4.2.3 d) and e) in Stakeholder Needs and Requirements Definition.

8.2.3. Maintaining requirements records

IS0 9001:2015, Quality management systems — Requirements
8.2.3.2 The organization shall retain documented information, as applicable:
a)

b) onany new requirements for the products and services.

on the results of the review;

c)

30

The maintenance of requirements records should be conducted in a systematic manner.
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d) It should be possible to conduct traceability throughout the software life cycle processes
from requirements to delivery and from test back to the initial design requirements. This is u
through configuration management (see 8.5.2).

, both
sually

NOTE1 The Quality Assurance process has requirements for management of QA records and reports in ISO/

IEC/IEEE 12207:2017 6.3.8.3 d).

NOTE 2  For further information on requirements review, see ISO/IEC/IEEE 12207:2017, 6.1.2 (Supply

Process), 6.4.9 (Verification) and 6.4.11 (Validation Process).

NOTE 3  For further information on requirements engineering for eliciting, analysing, verifying and val
customer requirements, see ISO/IEC/IEEE 29148.

NOTE 4  For further information on risk management, see ISO/IEC/IEEE 12207:2017, 6.3.4 (Risk Manag
and ISO/IEC 16085.

NOTES5  For further information on review of quality requirements using quality,characteristics, se
IEC 25010.

8.2.4 Changes to requirements for products and services

dating

bment)

e 1S0/

IS0 9001:2015, Quality management systems — Requirements
8.2.4 Changes to requirements for products and services

The organization shall ensure that relevant documentedi\information is amended, and that relg
persons are made aware of the changed requiremefits, when the requirements for products
services are changed.

vant
and

See 8.5.2.2 for configuration management of chidnges.

NOTE ISO/IEC/IEEE 12207:2017 6.4.3.3¢d) covers changes to requirements in the System/So
Requirements Definition process.

8.3 Design and development of products and services

8.3.1 General

ftware

IS0 9001:2015, Quality management systems — Requirements
8.3.1 General

The organization shall establish, implement and maintain a design and development process t}
appropriateto ensure the subsequent provision of products and services.

atis

NOTE The Architecture Definition (ISO/IEC/IEEE 12207:2017, 6.4.4), Design Definition (IS
IEEEY 12207:2017, 6.4.5), Implementation (ISO/IEC/IEEE 12207:2017, 6.4.7) and Integration (IS
[EEE 12207:2017, 6.4.8) processes, as well as related technical processes of ISO/IEC/IEEE 12207

D/1IEC/
D/1IEC/
have

requirements for design and development of soitware.
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8.3.2

Design and development planning

b)

‘)
d)

e)

f)
g)
h)

i)

j)

IS0 9001:2015, Quality management systems — Requirements
8.3.2 Design and development planning
In determining the stages and controls for design and development, the organization shall consider:

a) the nature, duration and complexity of the design and development activities;

he required process stages, including applicable design and development reviews;
he required design and development verification and validation activities;
he responsibilities and authorities involved in the design and development process;

he internal and external resource needs for the design and development of products and
bervices;

he need to control interfaces between persons involved in the design and/development process;
he need for involvement of customers and users in the design and devélepment process;
he requirements for subsequent provision of products and services;

he level of control expected for the design and developmeft process by customers and other
elevant interested parties;

he documented information needed to demonstrate that design and development requirements
have been met.

8.3.2. General

Desig
occur
on ver

1 and development should be carried out in a disciplined manner to prevent or minimize the
rence of problems in development or.in the software product. This approach reduces dependence
ification and validation as the solé:methods for identifying problems. The acquirer’s organization

should therefore check that the software products are developed in compliance with specified

requit
8.1 foi

NOTE
noted

Desig
1) th

11
rq

ements and in accordance with design and development planning and/or quality planning (see
quality planning).

Some items in the-following list have been included in the quality planning list in 8.1.2. These are
n square brackets.

1 and development planning should address the following items, as appropriate:

e activities~of requirements analysis, design and development, coding, integration, testing,
stallatien,and support for acceptance of software products; this includes the identification of, or
ferenege-to:

activities to be carried out;

a)

b)
‘)

required inputs to each activity;

required outputs from each activity;

d) verification required for each activity output (as 8.3.4);

e)
£
2) pl

32

management and supporting activities to be carried out;
required team training [as 8.1.1 k)];

anning for the control of product and service provision;
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3) the organization of the project resources, including the team structure, responsibilities, use of
suppliers and material resources to be used;

4) organizational and technical interfaces between different individuals or groups, such as sub-project
teams, suppliers, partners, users, customer representatives, quality assurance representative;

5) the analysis of the possible risks, assumptions, dependencies and problems associated with the
design and development;

6 theschedute Tdemntifying:

a) the stages of the project;

b) the work breakdown structure;

¢) the associated resources and timing;

d) the associated dependencies;

e) the milestones and milestone entry/exit criteria;

f) verification and validation activities (as 8.3.4);

7) the identification of:

a) standards, rules, practices and conventions, methodology, life cycle model, statutorfy and
regulatory requirements [as 8.1.1 d) and €)];

b) statutory and regulatory requirements [as 8:2.2 and 8.2.3.1.2 9) 1)];

¢) toolsand techniques for development, including the qualification of, and configuration controls
placed on, such tools and techniques;

d) facilities, hardware and software.for development;

e) configuration management practices (as 8.5.2.3);

f) method of controlling noneonforming software products;

g) methods of controlifor software used to support development;

h) procedures for-archiving, back-up, recovery and controlling access to software products
i) methods ef.control for virus protection;

j)  securitycontrols;

k) infrastructure needed to rapidly build completed versions of the executable software;

I)=instrumentation and forensic support to find faults in reasonable time frames;

8), “the identification of related plannlng (1nclud1ng plannmg of the system) addressmg toplcs sfich as

l{ua}lL)’, I la}\ lllallasclllcllt’ LUllflsul ClLlUll lllallasclllclll,’ Duy}}llcl lllallasclllclll,' lll\,Csl aLlUll, t Sting'
release management, 1nstallat10n, tralmng, mlgratlon, maintenance, re-use, communication and
measurement;

9) documentation control including document/record archive and distribution;
10) supportability and maintenance;

11) for a COTS product in which the organization does not have control over the design, the organization
should assure that the product meets the acceptance criteria.

Planning should be reviewed periodically and any plans amended if appropriate.
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A document defining design and development planning and any of these related planning topics may be
an independent document, a part of another document or composed of several documents.

8.3.2.2 Software life cycle

Processes, activities and tasks should be planned and performed using life cycle models suitable to
the nature of a software project, considering size, complexity, safety, risk and integrity. ISO 9001:2015
is intended for application irrespective of the life cycle models used and is not intended to indicate a

specifie

e lifa cucla madal ar nracacc caquanca

TH -y Cre ot e o pProceos ST aueees

Desighn and development can be an evolutionary process and procedures may therefore need to be changed

or upq

task,

8.3.2.

The r
8.3.6.
maint

8.3.2.

ated as the project progresses, after consideration of changes to related activities and tasks.

Consifferation should be given to the suitability of the design and development method for ¢the type of

roduct or project and the compatibility of the application, the methods and the too}s\to be used.

3  Review, verification and validation

bview, verification and validation for software design and development(ape covered in 8.3.4 to
In software operations and maintenance, they may be covered in service level agreements or
enance procedures.

1 Responsibilities and authorities

Respdnsibilities and authorities are applicable to software but there is no software specific guidance.

8.3.2.

The b
inforn
develq
develd

In de
organ
and t
assur
associ
intern
traini

NOTE
— IS

— I
dd

5 Interfaces

oundaries of responsibility for each part of thé software product and the way that technical
hation will be transmitted between all parties should be clearly defined in the design and
pment planning of suppliers. The organization may require review of a supplier’s design and
pment planning.

fining interfaces, care should be taken to consider parties, other than the customer and
ization, who have an interest in the.design and development, installation, operation, maintenance
Faining activities. These may include customer representatives, suppliers, partners, quality
ince representatives, engineering process group representatives, regulatory authorities,
ated development project) staff and help desk staff. In particular, the end-users and any
nediate operations function may need to be involved to consider if appropriate capacity and
g are available to achieve committed service levels.

B For furtherinformation see the following:
0/1EC/IEEE:16326 (Software project management).

O/IEC/IEEE 24748-5 for systems and software engineering — life cycle management — software
velopment planning.

— Thedife cycle model management (ISO/IEC/IEEE 12207:2017, 6.2.1), Portfolio Management (ISO/IEC/

IEEE 12207:2017, 6.2.3), and Project Planning process (ISO/IEC/IEEE 12207:2017, 6.3.1) as well as related

te

chnical processes of ISO/IEC/IEEE 12207 have requirements for planning design and development of

software and software projects.

— IS

O/IEC 25010 for Software product Quality Requirements and Evaluation (SQuaRE) — system and software

quality models.
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8.3.3 Design and development inputs

IS0 9001:2015, Quality management systems — Requirements

8.3.3 Design and development inputs

services to be designed and developed. The organization shall consider:

The organization shall determine the requirements essential for the specific types of products and

a) functional and performance requirements;

b) information derived from previous similar design and development activities;

c) statutory and regulatory requirements;

d) standards or codes of practice that the organization has committed to implement;

e) potential consequences of failure due to the nature of the products and Sérvices.

Inputs shall be adequate for design and development purposes, complete and unambiguous.
Conflicting design and development inputs shall be resolved.

The organization shall retain documented information on design-and development inputs.

In system architectural design, system requirements are-allocated to hardware, software comp
and manual operations. The inputs to software requifements analysis are the system require
allocated to software and specifications of the interfaces between the system components.

Software architectural design needs to considey high level requirements and long term bu
objectives and make system wide design decisions that impact all the software, providing add
constraints on each element.

Design and development input may be determined from functional, performance, quality, re
safety and security requirements and-System design constraints, or derived through technique

nents
Inents

Kiness
tional

evant
5 such

as prototyping. Design and develepment input may also be determined from design change requests

originating from previous phaSes in the iterative development model (cycle), problems to be fix
requirements arising from acceptance criteria. Input may also come from contract review activit

When design and development input documents are being reviewed (this often happens in conju
with the customer), they should be checked for:

a) ambiguitiesand contradictions;
b) inconsistent, incomplete or unfeasible information or requirements;
c) unrealistic performance specifications;

d), vequirements that cannot be verified or validated;

ed, or
es.

hction

oY unstated orassumed rnqnirpmpnfc;

J

f) inaccurate description of user environment and actions;
g) lack of design and development decisions in a requirements document;

h) omissions of key performance measures.

NOTE1 Review of requirements by the customer does not absolve the organization of the need to

independently review requirements for their adequacy, as per 8.3.3.

NOTE 2 For further information, see:
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ISO/IEC 25010 for software quality requirements as software quality characteristics.

ISO/IEC/IEEE 12207:2017, 6.4.4.3 a) considers requirements as inputs to design and development in the
Architecture Definition process.

8.3.4 Design and development controls

IS0 9001:2015, Quality management systems — Requirements

8.3.4 Design and development controls

The prganization shall apply controls to the design and development process to ensure that:

a) the results to be achieved are defined;

b) Tfeviews are conducted to evaluate the ability of the results of design and development to meet
"equirements;

c) vyerification activities are conducted to ensure that the design and developmént outputs meet
he input requirements;

d) Yalidation activities are conducted to ensure that the resulting products and services meet the
requirements for the specified application or intended use;

e) fny necessary actions are taken on problems determined during’the reviews, or verification and
Falidation activities;

f) fdocumented information of these activities is retained:

NOTE Design and development reviews, verification and validation have distinct purposes. They can be

condlicted separately or in any combination, as is suitablefor the products and services of the organization.

8.3.4.1 Design and development review

The degree of formality and rigour of thelactivities associated with the review processes should be
appropriate for the complexity of the produict, the quality requirements and the degree of risk associated
with the specified use of the software product. The organization should establish procedures for
dealing with process and product.deficiencies or nonconformities identified during these activities (see
8.7). It is recommended that thése procedures be documented.

During design and development reviews, criteria such as feasibility, security, safety, programming rules
and tgstability should be‘taken into account.

Collaboration tools-are often used to track design and development reviews as well as follow-up actions
taken|to resolve issues.

Reviefv of desigh and development should be performed in accordance with planned arrangements.
The elements of the review to be considered are the following:

a)

b)

c)
d)

e)

36
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correctness, inspections, walkthroughs and joint reviews;

what functional groups would be concerned in each type of review and, if there is to be a review
meeting, how it is to be organized and conducted;

what records have to be produced, e.g. meeting minutes, issues, problems, actions and action status;

the methods for monitoring the application of rules, practices and conventions to enable
requirements to be met;

what has to be done prior to the conduct of a review, such as establishment of objectives, meeting
agenda, documents required and roles of review personnel;
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f) what has to be done during the review, including the techniques to be used and guidelines for all
participants;

g) the success criteria for the review;
h) methods of monitoring supplier performance;

i) what follow-up activities are used to ensure that issues identified at the review are resolved;
deficiencies are understood, or the risk of proceeding otherwise is known and agreed; any‘fi
should be addressed and resolved, as appropriate.

8.3.4.2 Design and development verification

Verification of software is aimed at providing assurance that the output of a design and development
activity conforms to the input requirements.

Verification should be performed as appropriate during design and development. Verificatiop may
comprise reviews of design and development output (e.g. by inspections.and walkthroughs), anplysis,
demonstrations including prototypes, simulations or tests. Verification'may be conducted on the gutput
from other activities, e.g. COTS, purchased and customer-supplied products.

The verification results and any further actions should be recdrded and checked when the actiops are
completed.

When the size, complexity or criticality of a software{product warrants, specific assurance mdgthods
should be used for verification, such as complexity nietrics, peer reviews, condition/decision coyerage
or formal methods.

Only verified design and development outputs should be submitted for acceptance and subsequent use.

Any findings should be addressed and resplved, as appropriate.

8.3.4.3 Design and development.validation

Validation of software is aimédjat providing reasonable confidence that it will meet its operdtional
requirements and user needs.

Before offering the produet for customer acceptance, the organization should validate the operation of
the product in accordarnce with its specified intended use, under conditions similar to the application
environment, as speeified in the contract. Any differences between the validation environment apd the
actual applicatioménvironment, and the risks associated with such differences, should be identifi¢d and
justified as early in the life cycle as possible, and recorded. In the course of validation, configufration
audits or gvdaluations may be performed, where appropriate, before release of a configuration badeline.

Configuration audits or evaluations confirm, by examination of the review, inspection and test refcords,
thatithe software product complies with its contractual or specified requirements. This may r¢quire
analysis, simulation or emulation where validation is not practicable in operational conditions.

In software development, it is important that the validation results and any further actions required to
meet the specified requirements are recorded and checked when the actions are completed.

In some cases, it can be impossible, or unfeasible, to validate fully the software product by measurement
and monitoring. An example can be where safety-related software cannot be tested under actual
circumstances without risking serious consequences, or perhaps the actual circumstances themselves
are rare and difficult to simulate.
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The inability to test some software products exhaustively and conclusively may lead the organization
to decide

a) how confidence can be gained from the development and tools used, and

b) what types of testing or analysis can be performed to increase confidence that the product will
perform correctly under the “untestable” circumstances, e.g. static code analysis.

Whatever methods are used, they should be commensurate with the risk and consequences of design

and d¢velopmemntfaitures:

Tools phould be validated for their specific intended use.

8.3.4.44 Testing

Testinlg is often performed to support verification and validation. Testing may be required at several
levels| from the individual software item to the complete software product. There are’several different
appropches to testing, and the extent of testing and the degree of controls on thé test environment,
test igputs and test outputs may vary with the approach, the complexity of the‘\product and the risk
assocjated with the use of the product. Test planning should address test types; objectives, sequence
and sqope of testing, test cases, test data and expected results. Test planning\shiould identify the human
and physical resources needed for testing and define the responsibilities-of-those involved.

Speciffic software tests may include establishing, documenting, reviewing and implementing plans for
the following:

a) unit tests, i.e. stand-alone tests of software components;

b) integration and system tests, i.e. tests of aggregations\of software components (and the complete
system);

c) qualification tests, i.e. tests of the complete-software product prior to delivery to confirm the
sgftware meets its defined requirements;

d) agceptance tests, i.e. tests of the complete software product to confirm the software meets its
ag¢ceptance criteria.

Regrefsion testing should be performed to verify or validate that the capabilities of the software have
not bgen compromised by a change:

Acceplance tests are those that are performed for the customer’s benefit with the aim of determining
the agceptability of the product. Acceptance may be with or without defects or deviations from
requirements, by agreement of the parties involved.

Testinlg tools and the'environment to be used should be qualified and controlled, and any limitations to
testing recorded:!

Testing procedures should cover recording of results and may also include analysis and problem and
change management.

Test requirements are often tracked with a change management tool, WheTe Tecords of TEViews of Test
plans, test cases, and approval of test results are maintained in the tool.

NOTE1  For further information on verification through quality evaluation using quality characteristics and
measures, see ISO/IEC 25001, ISO/IEC 25010, ISO/IEC 25040, ISO/IEC 25041 and ISO/IEC 25051.

NOTE 2  ISO/IEC/IEEE 12207 includes the related processes for verification (ISO/IEC/IEEE 12207:2017, 6.4.9)
and validation (ISO/IEC/IEEE 12207:2017, 6.4.11).

NOTE3  The ISO/IEC/IEEE 29119 series gives information on software testing. Organization can establish
their own test processes based on principles and processes given in the ISO/IEC/IEEE 29119 series.
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8.3.5 Design and development outputs

IS0 9001:2015, Quality management systems — Requirements
8.3.5 Design and development outputs
The organization shall ensure that design and development outputs:

a) meet the input requirements;

b) are adequate for the subsequent processes for the provision of products and services;

¢) include or reference monitoring and measuring requirements, as appropriate, and accept
criteria;

d) specify the characteristics of the products and services that are essentiaDfor their inte
purpose and their safe and proper provision.

The organization shall retain documented information on design and develoepment outputs.

ance

hded

The output from the design and development process should be defined*and documented in accor

dance

with the prescribed or chosen method. This output should be complete, accurate and consistent with

the requirements, and may be produced using computer design-and development tools. Desig
development outputs may be expressed in textual form, by diagrams or using symbolic moc
notation, and may include:

a) design, development and test specifications;

b) data models;

c) pseudo code or source code;

d) user guides, operator documentation;training material, maintenance documentation;
e) developed product;

f) formal methods.

Prototyping, when used, Should result in design and development (output) documentatior
acceptance criteria for design and development outputs should be defined in order to demonstrat
the inputs to each design and development stage are correctly reflected in the outputs.

Specified outputstef design and development should be retained for a period of time consistent w
organizational ’ecords management policy.

NOTE ISO/IEC/IEEE 12207:2017, B.1 identifies typical outputs of its Architecture Definition (IS
IEEE 12207:2017, 6.4.4), Design Definition (ISO/IEC/IEEE 12207:2017, 6.4.5), Implementation (IS
IEEE 42207:2017, 6.4.7) and Integration (ISO/IEC/IEEE 12207:2017, 6.4.8) processes. Process outcom
identified for each process.

n and
elling

. The
e that

th the

D/IEC/
D/IEC/
es are
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8.3.6

Design and development changes

The

IS0 9001:2015, Quality management systems — Requirements

8.3.6 Design and development changes

design and development of products and services, to the extent necessary to ensure that there is no
adverse impnrf on conformitv to rpqnirpmpnfc

organization shall identify, review and control changes made during, or subsequent to, the

The

brganization shall retain documented information on:

a) (lesign and development changes;

b) the results of reviews;

c) the authorization of the changes;

d) the actions taken to prevent adverse impacts.
In thgq software development environment, control of design and development changes is usually
addrefsed as part of configuration management (see 8.5.2).
NOTE[L  ISO/IEC/IEEE 12207:2017, 6.3.5 covers the Configuration Management process.
Changes to a software specification or component should“maintain appropriate consistency
among requirements, designs, code, tests specifications, user manuals and, where relevant, other

additional items.

NOTE

P For further general guidance related to ISO 9001:;2015, 8.3, see the following:
0/1EC 25051 for guidance on any procured COTS software products;
0/1EC 19761, ISO/IEC 20926 and ISO/IEC 20968 for guidance on estimation of size methods.
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8.4 Control of externally provided processes, products and services

8.4.1 General

ISO 9001:2015, Quality management systems — Requirements
8.4.1 General

{anhl - - 1 1l 1 1l L. | 1 1 1 - £
1TIC OI'gdllIZdtIOIn ST CIISUTC LIIdU EXLETTIAIly PIOVIUCU PIOCESSES, Proaucts dllud SCIVICES COITOT
requirements.

The organization shall determine the controls to be applied to externally provided [proce
products and services when:

a) products and services from external providers are intended for incarperation into
organization's own products and services;

b) products and services are provided directly to the customer(s) by extérnal providers on b
of the organization;

c) aprocess,or part of a process, is provided by an external provider as a result of a decision b
organization.

performance, and re-evaluation of external providers, baséd on their ability to provide process
products and services in accordance with requirementsvThe organization shall retain docume
information of these activities and any necessary actions arising from the evaluations.

The organization shall determine and apply criteria for the' evaluation, selection, monitoring of

m to

sses,

the

ehalf

i the

bs Or
nted

8.4.1.1 Purchased products

For the purposes of 8.4.1, free software (sih as open source development tools) should be cons
as purchased.

dered

In developing, supplying, installingtand maintaining software products, types of purchased pr¢ducts

may include:

a) COTS software or shareware;

b) customized software-and services;

c) subcontracted development (e.g. contract staff or outsourced full product development);

d) outsourced-activities (e.g. testing, independent verification and validation, facilities manager

e) toolstintended to assist in the development of software (e.g. design and developme
configuration management tools, code analysers, debuggers, test analysers, generators, comg

f)£_€omputer and communications hardware;

nent);

nt or
ilers);

§)  Rey COIMpONents (€.g. Integrated Circuits cam be SUbject to Cange or to UNCErtaim Ccolm
availability);

h) wuser and product documentation;

i) training courses and materials.

tinued

The type and extent of control to be exercised by the organization over a supplier of subcontracted
design or development (e.g. joint projects) becomes especially important when selecting the supplier,

because confidence in the relationship can be critical to the success of the development.
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In developing, supplying, installing and maintaining software products, consideration about purchased
products may require the organization to manage the risks associated with licensing, maintenance,
help desk, and customer support services (such as concern for continued availability of support for
purchased product as a result of later releases). One way of determining the capability of suppliers to
provide an acceptable product may be by performing process assessment. Process assessment provides
information for risk assessment and a view of maturity and capability level of the supplier’s processes.

8.4.1.2 Purchased product control

Wher¢ the products listed in a) to i) above are purchased and intended to become part of the product;
they phould be controlled as components throughout the design and development. Contractual
considerations should be addressed so that controls are in place for configuration management to be
effect{ve.

Care ghould be taken to check that contract staff have the specific skills and the levels of\competence
required, prior to being integrated as part of the project team.

Re-evhluation of suppliers’ performance may be conducted by regular review and.eontrol during design
and de¢velopment as part of project management (see 8.3.4).

In sonpe circumstances, the whole of [ISO 9001:2015 may apply to the organization-supplier relationship.

The njanagement of risk is often more critical in software development because of the nature of the
produlct.

The sppplier may be selected based upon the evaluation ofjthe supplier’s proposals and process
capabjlities, and other factors, such as analysis of a supplier’s performance history, review of the
respohses to the supplier questionnaire, and review of software-related quality and verification plans.

NOTE For further information on assessing process capability of a supplier, see:

— ISO/IEC 33001, ISO/IEC TR 33014, ISO/IEC 33026,*ISO/IEC TS 33053 and ISO/IEC TS 33073 for process
adsessment;

— ISO/IEC/IEEE 12207:2017, 6.1.1 includes the related acquisition process for selection and control of suppliers.

© ISO/IEC 2018 - All rights reserved
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8.4.2 Type and extent of control

IS0 9001:2015, Quality management systems — Requirements

8.4.2 Type and extent of control

to its customers

The organization shall ensure that externally provided processes, products and services do not
adversely affect the organization's ability to consistently deliver conforming products and services

The organization shall:

a) ensure that externally provided processes remain within the control ofvits qul
management system;

b) define both the controls that it intends to apply to an external provider and/those it inten
apply to the resulting output;

¢) takeinto consideration:

organization's ability to consistently meet customer and dpplicable statutory and reguls
requirements;

2) the effectiveness of the controls applied by the external provider;

d) determine the verification, or other activities, ne¢éssary to ensure that the externally proy
processes, products and services meet requirements.

1) the potential impact of the externally provided processes,ptroducts and services on the

ality

s to

tory

ided

NOTE ISO/IEC/IEEE 12207 includes the related@ctivities for control of suppliers [ISO/IEC/IEEE 1220
6.1.1.3 d)] and verification (ISO/IEC/IEEE 12207;2017, 6.4.9).

8.4.3 Information for external providers

/:2017,

IS0 9001:2015, Quality managemént systems — Requirements

8.4.3 Information for external providers

external provider.

The organizatien‘shall communicate to external providers its requirements for:
a) the processes, products and services to be provided;

b) thédpproval of:

1) products and services;

The organization shall ensure the adequacy of requirements prior to their communication t¢ the

7) methaods processes and equipment;

3) therelease of products and services;
c¢) competence, including any required qualification of persons;

d) the external providers' interactions with the organization;

the external providers' premises.

e) control and monitoring of the external providers' performance to be applied by the organization;

f) verification or validation activities that the organization, or its customer, intends to perform at

© ISO/IEC 2018 - All rights reserved
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Purchasing information for software may include, where applicable:

a) identification of the product ordered (such as product name, number, version, configuration);

b) requirements or the procedure to identify requirements where not fixed at the time of order;

c) standards to be applied (e.g. communications protocol, architectural specification, coding

standards);
d) preceduresandforworkinstructions-thesuppherisinstructed-to-follows
e) description of the development environment (e.g. hardware, development tools, facilities);

f) d

escription of the target environment (e.g. hardware, operating system);

g) redquirements on personnel (e.g. prerequisite training, product knowledge).

The considerations covered in 8.2.2 may also be applied to subcontracts.

NOTE

ISO/IEC/IEEE 12207 includes the related activities for agreeing with suppliers'en’requirements [ISO/

IEC/IHEE 12207:2017, 6.1.1.3 c) 1)] and requirements specification (ISO/IEC/IEEE 12207;2017, 6.4.3).

8.5

8.5.1

Production and service provision

Control of production and service provision

The

a)

b)

d)

1SO 9001:2015, Quality management systems — Requirements

8.5.1 Control of production and service provision

Contfrolled conditions shall include, as applicable:

brganization shall implement production and service provision under controlled conditions.

he availability of documented information that defines:

[) the characteristics of the products to be produced, the services to be provided, or the
activities to be performed;

P) the results to be achieved;
he availability and use of suitable monitoring and measuring resources;

he implementation of monitoring and measurement activities at appropriate stages to verify
hat criteria for) control of processes or outputs, and acceptance criteria for products and
bervices, have been met;

he use-of suitable infrastructure and environment for the operation of processes;

he appointment of competent persons, including any required qualification;

f) the validation, and periodic revalidation, of the ability to achieve planned results of the
processes for production and service provision, where the resulting output cannot be verified by
subsequent monitoring or measurement;

g) the implementation of actions to prevent human error;

h) the implementation of release, delivery and post-delivery activities.
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8.5.1.1 Production and service provision in software

As stated in the guidance for design and development (see 8.3), a software development project should
be organized according to a set of processes, which transform the requirements into a software product.

The “control of production and service provision” requirements specified in ISO 9001:2015, 8.5.1 can be
interpreted for software products as:

tools,

a) in process control activities, e.g., procedures, coding guidelines, change management
Modet g Tools;

b) release activities, e.g. build, release, and replication;

c) delivery activities, e.g. delivery and installation;

d) post-delivery activities, e.g. operations, maintenance and customer support (these apply throu

the life of the product).

8.5.1.2 Build and release

Processes should be established for build, release, patching and replication of the software it
Build and release activities invoke configuration management (see(@.5.2).

The following provisions are appropriate to build and release:

a)

b)

)

identification of the software items that constituté{each release, including associated
instructions;

identification of the types (or classes) of release;.depending on the frequency and/or impact
customer’s operations and ability to implement changes at any point in time;

ghout

em(s).

build

bn the

decision criteria and guidance to determine where localized temporary fixes or “patches” may be

incorporated or where the release of a'‘complete updated copy of the software product is nece

8.5.1.3 Replication

Where required, the organization should establish and perform replication, considering the foll
to ensure that replication is.conducted correctly:

a)
b)

c)

d)
e)

identification of the‘master and the copies, including format, variant and version;
the type of media for each software item and associated labelling;

the stipulation of required documentation such as manuals, user guides, licences and release
including\identification and packaging;

controlling the environment under which the replication is effected for repeatability;

provision for ensuring correctness and completeness of the copies of the product.

ssary.

pwing

notes,

8.5.1.4 Delivery

Delivery may be achieved by physical movement of media containing software or by electronic
transmission.

The preservation of items during delivery is covered in 8.5.4.
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8.5.1.5 Installation

Sometimes, customers or third parties conduct installation. In this case the role of the organization is
to describe the steps the customer or third party needs to take to perform the installation. Sometimes,
the installation is conducted by the organization. For the latter case, the following may apply:

a) the organization and customer should agree on their respective roles, responsibilities and
obligations;

b) theTieed and extentof validation at each INStattation should be defined;
c) tHe need for installation instructions should be defined;

d) tHe need for configuration of the software and hardware for the specific installation should be
dé¢fined;

e) the need for data capture and/or conversion and database population should be defined;
f) the acceptance procedure of each installation upon completion should be defined;
g) apchedule is needed;

h) aqgcess to customer’s facilities and equipment should be arranged (e,g\sécurity badges, passwords,
egcorts);

i) the availability of skilled personnel should be established;

j) tHe need to provide training associated with the specific intended use of the product during
installation or as part of maintenance should be defined;

k) tHe need to perform backup and confirm recovery should be defined.

The introduction of a new software product or new'software release at multiple user sites can require
plann|ng of implementation or rollout.

8.5.1.p Post-delivery operations

A software-producing organization\should consider the following post-delivery operations, as
appropriate:

a) the need to set up a help-desk to conduct telephone or other electronic communication with the
cyistomer(s);

b) afrangements, ineluding network tools for ensuring continuity of support, such as disaster
rgcovery, securityy,and backup (see 7.1.3).

See alfo 8.5.5.

8.5.1./ _Maintenance

Maintenance of the software prndnr‘l’ thatis rnqnncfpd hy the customer for cpnrifir‘ item S, anda Qpnr‘ifir

period of time, after initial delivery and installation, should be stipulated in the contract.

The organization should establish a process for performing maintenance activities and verifying
them. Maintenance activities may also be performed on the development environment, tools and
documentation. Maintenance should include the following, as appropriate:

a) scope of maintenance;
b) identification of the initial status of the maintained items;

c) supportorganization(s) and arrangements (see also 8.5.1.6);
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d) maintenance activities including problem resolution, help desk support, hardware support and
system monitoring to detect failure;

e) interface modifications that may be required when additions or changes are made to the hardware
system, or components, controlled by the software;

f) configuration management, testing and quality assurance activities;

g) proposed release schedule;

h) how functional expansion and performance improvement will be carried out;
i) maintenance records and reports.

The records of the maintenance activities may be utilized for evaluation and enhancement pf the
software product and for improvement of the quality management system itselfi When resplving
problems, temporary fixes may be used to minimize downtime and permanent modifications chrried
out later.

For interface modifications and functional expansion, depending upon the scale of work, change cpntrol
procedures should apply, or a new and separate development project shoirld be initiated.

8.5.1.8 Validation of processes for product and service provision

The organization should consider what processes may be used to compensate for the inability to
validate fully the product. Examples include the following:

a) a design and development review might consider how the design and development might [fail in
addition to the more normal check that the design and development will function correctly;

b) a program of failure mode and effect analyses that builds up a history of design and development
failures and how they can be avoided.

Whatever methods are used, they should’be commensurate with the risks and consequences of ¢lesign
and development failures.

NOTE ISO/IEC/IEEE 12207 ineludes the related technical processes for production and provision of sefvices:

Integration (ISO/IEC/IEEE 12207:2017, 6.4.8), Transition (ISO/IEC/IEEE 12207:2017, 6.4.10), Operation (ISO/
IEC/IEEE 12207:2017, 6.4.12) 4nd Maintenance (1SO/IEC/IEEE 12207:2017, 6.4.13).

8.5.2 Identification.and traceability

IS0 9001:2015.2Quality management systems — Requirements
8.5.2 Identification and traceability

The_organization shall use suitable means to identify outputs when it is necessary to ensur¢ the
conformity of products and services.

The organization shall identify the status of outputs with respect to monitoring and measurement

requirements throughout production and service provision.

The organization shall control the unique identification of the outputs when traceability is a
requirement, and shall retain the documented information necessary to enable traceability.

8.5.2.1 Overview

For software, identification and traceability is commonly implemented through configuration
management. Configuration management is a management discipline that applies technical and
administrative direction to the design, development and support of configuration items, including
software items. This discipline is also applicable to related documentation (see also 7.5.1) and hardware.
© ISO/IEC 2018 - All rights reserved

© IEEE 2018 - All rights reserved 47


https://standardsiso.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/1

EC/IEEE 90003:2018(E)

The degree of configuration management use is dependent on the project size, complexity and risk level.

One objective of configuration management is to provide full visibility of the product’s present
configuration and status. Another objective is that everyone working on the product at any time in its
life cycle uses appropriate versions of items.

8.5.2.2 Traceability

Thro

item @

gnou 1€ DIrodadu ife \ C cre snouid I ] d omponen O 1€ SO Ware
r product, from requirements through design, testing, release, operation and maintenance. Such

tracinlg may vary in scope according to the requirements of the contract or marketplace, from heing

able t
each v

8.5.2.
The s(

a) pl

h place a certain change request in a specific release, to recording the destination and usage of
ariant of the product.

B Configuration management process
ope of configuration management should include the following:

anning of the process including defining activities, responsibilities and the tools to be procured;

b) identifying uniquely the name and versions of each configuration itemiand when they are to be

b1

ought under configuration control (configuration identification);

c) identifying the versions of each software item which together(constitute a specific version of a

C(

mplete product (baseline), including re-used software, libraries, and purchased and customer

supplied software;

d) identifying the build status of software products under development, delivered or installed, for
single or multiple environments, as appropriate;

e) c(
in
fy p

ntrolling simultaneous updates of a givensSoftware item by two or more people working
dependently (configuration control);

roviding coordination for the updating*ofmultiple products in one or more locations as required;

g) identifying, tracking and reporting:-of the status of items, including all actions and changes

rq

st
h) pi
i) pl
jop
Contr

arere

NOTE

sulting from a change request-or problem, from initiation through to release (configuration
atus accounting);

'oviding configuration evaltation (status of verification and validation activities);
'oviding release management and control of delivery of the software product;
roviding configuration audit results.

bl of documented information is in 7.5.3 and control of changes in 8.5.6 — both these subclauses
lated toConfiguration management.

For further information, see the following:

— 1

— IS

10007 (guidetines for Configuration Managemennt);

O/IEC/IEEE 12207:2017, 6.3.5 (Configuration Management process);

— the ISO/IEC 19770 series provides procedures and requirements for an IT asset management system.
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8.5.3 Property belonging to customers or external providers

IS0 9001:2015, Quality management systems — Requirements

8.5.3 Property belonging to customers or external providers

while it is under the organization's control or being used by the organization.

The organization shall exercise care with property belonging to customers or external providers

The organization shall identify, verify, protect and safeguard customers' or external provi
property provided for use or incorporation into the products and services.

When the property of a customer or external provider is lost, damaged or otherwise found {
unsuitable for use, the organization shall report this to the customer or external previder and r
documented information on what has occurred.

NOTE A customer's or external provider's property can include materials, ‘Cemponents, tool{
equipment, premises, intellectual property and personal data.

ers'

o be
ptain

and

The organization may be required to acquire and include product andsdata supplied by the cus
into the development process, such as:

1) software products including commercial software products'supplied by the customer;

2) development tools;

3) development environments including network services;

4) testand operational data;

5) interface or other specifications;

6) hardware;

7) intellectual property, and confidential and proprietary information, including specifications.
In any maintenance agreement-consideration should be given to addressing:

a) required licensing and Support, including subsequent revisions to the product;

b) limitations or constraints in re-use of the product in other projects.

The means by whiclhrupdates to customer-supplied items are accepted and integrated should be de

The organization may apply the same kinds of verification activities to customer-supplied p1
as to purch@séd product. This includes requirements for records indicating which changes hav{
implementéd and at what locations for multiple products and sites.

Themmethods for identifying the customer-supplied product should be part of configuration manag
forthe product (see 8.5.2).

tomer

fined.

oduct
e been

ement

NOTE1 ThelISO/IEC 19770 series provides procedures and requirements for an IT asset management system.

NOTE 2 IS0 9001:2015 incorporates the care of the property belonging to external suppliers, for which the

same requirements as those contemplated for the clients (term used in the ISO/IEC 19770 series), apply.
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8.5.4 Preservation

IS0 9001:2015, Quality management systems — Requirements
8.5.4 Preservation

The organization shall preserve the outputs during production and service provision, to the extent
necessary to ensure conformity to requirements.

NOTE Preservation can include identification, handling, contamination control, packaging, storage;
trangmission or transportation, and protection.

A soffware-producing organization should plan that its products are not altered from the-point of
produlction, through replication, handling and storage, to the point of delivery. Software information
does hot degrade; however, the media on which it is stored may be subject to deterioration, and
appropriate precautions should be taken by the organization.

Delivgry should provide for appropriate preventive action to protect the software product from damage.

In addlition, an appropriate level of software virus checking and appropriate” measures to protect
produlct integrity are needed. Delivery of software may be achieved by physical movement of media
contajning software or by electronic transmission. The following should beconsidered, and appropriate
actions taken when handling, packaging, storing or delivering software:

a)
b)

c)

d)

f)

g)

h)

stioring software items, maintaining versions of products in established baselines;

permitting the controlled access to and retrieval of the master and any copies, protecting them
friom unauthorized change or corruption;

protecting computer media, particularly with respect to computer viruses, electromagnetic and
electrostatic environments;

providing for regular backup of software, including off-site storage for disaster recovery;

e]usuring the timely copying of software.to replacement media;

stioring of software media in a protected environment, preventing deterioration and protecting
frjom obsolescence;

the effects of using compression and decompression techniques (the reduction of the space taken
ol a data medium by encoding data, taking advantage of redundancy in the data);

the effects of using. encryption and decryption techniques (the transformation of data into an
unintelligible form-for data security).

NOTE For further general guidance related to ISO 9001:2015, 8.5.4, see the following:

50

ISO/1EC 25010 for guidance on quality characteristics of software products;

ISO/1EC 14764;

ISO/IEC 26514;
ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 5) and 6) includes the related tasks for preservation of output.
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8.5.5 Post-delivery activities

IS0 9001:2015, Quality management systems — Requirements
8.5.5 Post-delivery activities

The organization shall meet requirements for post-delivery activities associated with the products
and services.

In determining the extent of post-delivery activities that are required, the organization_ghall
consider:

a) statutory and regulatory requirements;

b) the potential undesired consequences associated with its products and services;
c) the nature, use and intended lifetime of its products and services;

d) customer requirements;

e) customer feedback.

NOTE Post-delivery activities can include actions under warrafity-“provisions, contractual obligdtions
such as maintenance services, and supplementary services such asaeeycling or final disposal.

Specific guidance for software is already included in 8.5.:58.5.1.6 and 8.5.1.7.

NOTE ISO/IEC/IEEE 12207:2017, 6.4.13 includes the)related post-delivery activities in the Maint¢nance
process.

8.5.6 Control of changes

ISO 9001:2015, Quality management systems — Requirements
8.5.6 Control of changes

The organization shall review~and control changes for production or service provision, to the extent
necessary to ensure continuing conformity with requirements.

The organization shall~retain documented information describing the results of the review of
changes, the person(s)authorizing the change, and any necessary actions arising from the review.

In the software)development environment, control of design and development changes is usually
addressed as part of configuration management (see 8.5.2).

Changes)to a software specification or component should maintain appropriate consi§tency
between requirements, designs, code, tests specifications, user manuals and, where relevant,|other
additional items.

NOTE 1+ Forfurtherinformation, see 1SO/TEC/TEEE 12207:2017,6-3; o1 Techmicat Mamagenment processes.
NOTE 2  For further general guidance related to ISO 9001:2015, 8.5.6, see the following:

— ISO/IEC 25051 for guidance on any procured COTS software products;

— ISO/IEC 26514 for design and development documentation guidance;

— ISO/IEC 19761, ISO/IEC 20926 and ISO/IEC 20968 for guidance on estimation of size methods;

— ISO/IEC/IEEE 12207:2017, 6.3.5 includes the related production change control activities as part of the CM

process.
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NOTE3  According to ISO 9001:2015 change control applies to all stages of the production and service life
cycle, which extends beyond design and development.

8.6 Release of products and services

Th
pro

e

The
arra
and,

The
docu

a)
b)

ISO 9001:2015, Quality management systems — Requirements

8.6 Release of products and services

Jorganization shall implement planned arrangements, at appropriate stages, to verify that thé

uct and service requirements have been met.

release of products and services to the customer shall not proceed until the planned
hgements have been satisfactorily completed, unless otherwise approved by a relevant{authority
as applicable, by the customer.

brganization shall retain documented information on the release of products and’services. The
mented information shall include:

bvidence of conformity with the acceptance criteria;

raceability to the person(s) authorizing the release.

An or
mean
monit

a)
b)
‘)
d)
e)
f)

The ig
back t
the le

NOTE
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sd

banization should monitor and measure the conformity of products to quality requirements by
b such as review, verification and validation. Examples of“product characteristics that may be
pred or measured include:

nctionality;
aintainability;
ficiency;
prtability;
bability;
liability:.

sue (e.g., version, baseline).of software or product released should be recorded and be traceable
o0 specified requirements‘and related to low and high level tests. It should be possible to establish
el of software funetionality in any given build or release and be able to provide valid test results.

For furtherinfermation, see the following:

chnical processes (ISO/IEC/IEEE 12207:2017, 6.4), which contains provisions for evaluation of software
oducts dtiring development and when completed and the Verification process (ISO/IEC/IEEE 12207:2017,
1.9) whiich is applicable before release of products and services to the customer. Controlled release of
ftware is tracked through configuration management activities, [ISO/IEC/IEEE 12207:2017, 6.3.5.3 d)];

IC‘

IS

O/IEC 25040 and ISO/IEC 25041.
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8.7 Control of nonconforming outputs

8.7.1 Identification and control of nonconforming outputs

ISO 9001:2015, Quality management systems — Requirements

identified and controlled to prevent their unintended use or delivery.

8.7.1 The organization shall ensure that outputs that do not conform to their requirements are

effect on the conformity of products and services. This shall also apply to nonconforming prod
and services detected after delivery of products, during or after the provision of services.

The organization shall deal with nonconforming outputs in one or more of the follewing ways:
a) correction;

b) segregation, containment, return or suspension of provision of products’and services;

¢) informing the customer;

d) obtaining authorization for acceptance under concession.

Conformity to the requirements shall be verified when noncenforming outputs are corrected.

The organization shall take appropriate action based on the nature of the nonconformity. ar]d its

Jucts

In software development, segregation of nonconforming/items may be effected by transferring the

item out of a production or testing environment, into.a separate environment. In the case of emb
software it may become necessary to segregate the’nonconforming item (hardware) which co
the nonconforming software.

edded
htains

The supplier should identify at what points control and recording of nonconforming product is required.

Where a software item manifests a deféct during development or maintenance, the investigatid
resolution of such defects should be controlled and recorded.

Configuration management may heinvoked to implement part of or the whole of this requirement.

Attention should be paid to‘the following aspects in the disposition of nonconformities:

a) any discovered problems and their possible impacts on any other parts of the software sho
noted and thosexreSponsible notified so the problems can be tracked until they are resolved;

b) areas impacted by any modifications should be identified and re-tested, and the meth
determiningthe scope of re-testing should be identified in a documented procedure;

c) thepriority of the nonconformities should be established.

n and

1ld be

bd for

With,software, repair or rework to achieve fulfilment of specified requirements creates a new soffware

yersion. In software development, disposition of nonconforming product may be achieved by:

a) repair or rework (i.e. to fix defects) to meet the requirement;

b) acceptance with or without repair by concession;

c) treatmentas a conforming product after the amendment of requirements;
d) rejection.

For software, as part of testing, problems, defects or bugs may be identified, recorded and res
The process for this is normally implemented through a software tool.

NOTE For further information, see the following:
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— The Configuration Management process (ISO/IEC/IEEE 12207:2017, 6.3.5), the QA process (ISO/IEC/
IEEE 12207:2017, 6.3.8), which is responsible for oversight of incident resolution and treatment of problems.
All technical processes include responsibility for correction of errors and defects, particularly the
Maintenance process (ISO/IEC/IEEE 12207:2017, 6.4.13);

— ISO/IEC 25051 and ISO/IEC 14102 for guidelines for the evaluation and selection of CASE tools.

8.7.2 Retaining documented information for nonconforming outputs

IS0 9001:2015, Quality management systems — Requirements

8.7.2 The organization shall retain documented information that:
a) escribes the nonconformity;

b) {lescribes the actions taken;

c) ({lescribes any concessions obtained;

d) ldentifies the authority deciding the action in respect of the nonconformity.

For software the documented information is usually held in a computer tool

NOTE ISO/IEC/IEEE 12207 includes the QA process which is responsible for retention of data regarding
treatnjent of nonconformities (incidents and problems), see ISO/IEC/IEEE 12207:2017, 6.3.8.3 d) and e).

9 Pperformance evaluation

9.1 Monitoring, measurement, analysis and evaluation

9.1.1| General

IS0 9001:2015, Quality management systems — Requirements
9.1.1 General

The prganization shall determine:

a) Wwhat needs to be monitored and measured;

b) the methods for-mehitoring, measurement, analysis and evaluation needed to ensure valid
results;

c) Wwhen the monitoring and measuring shall be performed;
d) whenthéeresults from monitoring and measurement shall be analysed and evaluated.

The pfganization shall evaluate the performance and the effectiveness of the quality management
system.

The organization shall retain appropriate documented information as evidence of the results.

The monitoring, measurement, analysis and improvement processes should be identified as part of

quality planning (see 6.2). Otherwise it should take place during the project life cycle or the software
development life cycle.
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Organizations normally measure some aspects of their processes in order to monitor, manage and
assess them. Some organizations also conduct process capability assessment in a formal way. The most

frequent measures include:
a) the planned and actual duration of a process activity;
b) the planned and actual cost of a process activity;

c) the planned quality levels and progressive measures of the selected quality characteristics.

NOTE1  For further information, see the following:
— ISO/IEC/IEEE 15939;

— ISO/IEC 33001, ISO/IEC TR 33014, ISO/IEC 33020, ISO/IEC TS 33053 and ISO/IEC T$-33073 for ¢
assessment, including process capability assessment model for quality management in(ISO/IEC TS 33

— ISO/IEC 25001.

NOTE 2  The quality assurance process of ISO/IEC/IEEE 12207 includes measurément activities as par
strategy [ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1) v)]. The Measurement process(ISO/IEC/IEEE 12207:2017
includes detailed activities and tasks. Measurement analysis is also performéd through the Project asse
and control process [[SO/IEC/IEEE 12207:2017, 6.3.2.3 b) 9)].

9.1.2 Customer satisfaction

rocess
73;

L of QA
6.3.7)
sment

IS0 9001:2015, Quality management systems — Requirements
9.1.2 Customer satisfaction

The organization shall monitor customers' jperceptions of the degree to which their needs
expectations have been fulfilled. The organization shall determine the methods for obtai
monitoring and reviewing this informatign.

NOTE Examples of monitoring custemer perceptions can include customer surveys, customer feed
on delivered products and services, meetings with customers, market-share analysis, compliments, war
claims and dealer reports.

and
ning,

back
fanty

The organization’s process for requesting, measuring and monitoring feedback of customer satisf

should provide information' on a periodic basis as appropriate. For software consider, for examplg:

a) analysis of help’desk calls relating to both product quality and service performance;
b) quality-in-Gs¢ metrics derived from customer direct and indirect feedback;

c) other quality metrics based on use of the product;

d) number of software releases needed to fix problems, after initial delivery.

NOTE For further information, see:

hction

— ISO/IEC 25010 (product quality — quality-metrics, [SO/TEC 25007, TSO/TEC 25040, ISO/TEC 25041 and ISO/

IEC 25051 may also be helpful).

— The quality management process in ISO/IEC/IEEE 12207:2017, 6.2.5.3 b) 2) includes monitoring of customer

satisfaction.
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9.1.3 Analysis and evaluation

IS0 9001:2015, Quality management systems — Requirements
9.1.3 Analysis and evaluation

The organization shall analyse and evaluate appropriate data and information arising from
monitoring and measurement.

The results of analysis shall be used to evaluate:

a) ¢onformity of products and services;

b) the degree of customer satisfaction;

c) the performance and effectiveness of the quality management system;
d) 1f planning has been implemented effectively;

e) the effectiveness of actions taken to address risks and opportunities;
f) the performance of external providers;

g) the need for improvements to the quality management system.

NOTE Methods to analyse data can include statistical techniques.

Examples of “analysis and evaluation” for software may include problem reports from various levels of
testing and issues identified in reviews or walkthroughs.

NOTE For further information, see the following:
— IS0/IEC/IEEE 15939:2017, 4.4 (software measuremgent process — evaluate results).
— IS0/IEC 19761, ISO/IEC 20926 and ISO/IEC 20968.

— The systems analysis process of ISO/IEC/IEEE 12207:2017, 6.4.6, is applicable. The Measurement process
[IFO/IEC/IEEE 12207:2017, 6.3.7 b) 1]],includes detailed activities and tasks for analysis as integrated into
eyery technical process. Measurementanalysis is also performed through the Project assessment and control
pyocess [ISO/IEC/IEEE 12207:201% 6.3.2.3 b) 9)].

9.2 [Internal audit

9.2.1| Conducting audits

ISO 9001:2015,Qtiality management systems — Requirements

9.2.1 The.organization shall conduct internal audits at planned intervals to provide information on
whether'the quality management system:

a) conforms to:
1) the organization's own requirements for its quality management system;
2) therequirements of this International Standard;

b) is effectively implemented and maintained.

Personnel responsible for conducting internal audits should have the appropriate level of competency
(in software development, testing, operations or maintenance — as appropriate) and attained
recognised approvals or qualifications to conduct formal internal audits.

© ISO/IEC 2018 - All rights reserved
56 © IEEE 2018 - All rights reserved


https://standardsiso.com/api/?name=399889cf5740efb0b6a90caf08697685

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Context of the organization
	4.1 Understanding the organization and its context
	4.2 Understanding the needs and expectations of interested parties
	4.3 Determining the scope of the quality management system
	4.4 Quality management system and its processes
	4.4.1 Quality management system processes
	4.4.2 Information Management


	5 Leadership
	5.1 Leadership and commitment
	5.1.1 General
	5.1.2 Customer focus

	5.2 Policy
	5.2.1 Establishing the quality policy
	5.2.2 Communicating the quality policy

	5.3 Organizational roles, responsibilities and authorities

	6 Planning
	6.1 Actions to address risks and opportunities
	6.1.1 Risk identification
	6.1.2 Risk treatment

	6.2 Quality objectives and planning to achieve them
	6.2.1 Establishing quality objectives
	6.2.2 Implementation of quality objectives

	6.3 Planning of changes

	7 Support
	7.1 Resources
	7.1.1 General
	7.1.2 People
	7.1.3 Infrastructure
	7.1.4 Environment for the operation of processes
	7.1.5 Monitoring and measuring resources
	7.1.6 Organizational knowledge

	7.2 Competence
	7.3 Awareness
	7.4 Communication
	7.5 Documented information
	7.5.1 General
	7.5.2 Creating and updating
	7.5.3 Control of documented information


	8 Operation
	8.1 Operational planning and control
	8.1.1 General
	8.1.2 Evidence of conformity to requirements

	8.2 Requirements for products and services
	8.2.1 Customer communication
	8.2.2 Determining the requirements for products and services
	8.2.3 Review of the requirements for products and services
	8.2.4 Changes to requirements for products and services

	8.3 Design and development of products and services
	8.3.1 General
	8.3.2 Design and development planning
	8.3.3 Design and development inputs
	8.3.4 Design and development controls
	8.3.5 Design and development outputs
	8.3.6 Design and development changes

	8.4 Control of externally provided processes, products and services
	8.4.1 General
	8.4.2 Type and extent of control
	8.4.3 Information for external providers

	8.5 Production and service provision
	8.5.1 Control of production and service provision
	8.5.2 Identification and traceability
	8.5.3 Property belonging to customers or external providers
	8.5.4 Preservation
	8.5.5 Post-delivery activities
	8.5.6 Control of changes

	8.6 Release of products and services
	8.7 Control of nonconforming outputs
	8.7.1 Identification and control of nonconforming outputs
	8.7.2 Retaining documented information for nonconforming outputs


	9 Performance evaluation
	9.1 Monitoring, measurement, analysis and evaluation
	9.1.1 General
	9.1.2 Customer satisfaction
	9.1.3 Analysis and evaluation

	9.2 Internal audit
	9.2.1 Conducting audits
	9.2.2 Maintaining audit records

	9.3 Management review
	9.3.1 General
	9.3.2 Management review inputs
	9.3.3 Management review outputs


	10 Improvement
	10.1 General
	10.2 Nonconformity and corrective action
	10.2.1 Managing nonconformity
	10.2.2 Maintaining nonconformity records

	10.3 Continual improvement

	Annex A (informative)  Summary of guidance on the implementation of ISO 9001:2015 available in ISO/IEC JTC 1/SC 7 and ISO/TC 176 standards
	Bibliography
	IEEE notices and abstract

