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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members,of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC\technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO
and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National, Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve)the final product. Volunteers
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is called to the possibility that implementation 6bthis standard may require the use of subject matter
covered by patent rights. By publication of this standafd, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential
patents or patent claims for which a license may, be required, for conducting inquiries into the legal validity or
scope of patents or patent claims or detetmining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration Form, if
any, or in any licensing agreements are reasonable or non-discriminatory. Users of this standard are expressly
advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Rurther information may be obtained from ISO or the IEEE Standards
Association.

Amendment 1 to ISO/IEC/IEEE 8802-1X:2013 was prepared by the LAN/MAN of the IEEE Computer Society
(as IEEE 802.1Xbx-2014)." It was adopted by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 6, Telecommunications and information exchange between systems, in parallel
with its approval by.\the ISO/IEC national bodies, under the “fast-track procedure” defined in the Partner
Standards Development Organization cooperation agreement between ISO and IEEE. IEEE is responsible for
the maintenance’ of this document with participation and input from ISO/IEC national bodies.
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Abstract: Media Access Control security (MACsec) Key Agreement protocol (MKA) data elements
and procedures that provide additional security and manageability capabilities, including the ability
to maintain secure communication while the operation of MKA is suspended, when used in
conjunction with MACsec Cipher Suites that support Extended Packet Numbering are added in this

d.IIIUIIUIIIIUIII..
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading

“Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use;‘are
developed within IEEE Societies and the Standards Coordinating Committees of the IEEE_Standards
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards through a
consensus development process, approved by the American National Standards Institute (FANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve (the final product.
Volunteers are not necessarily members of the Institute and participate without compensation from IEEE.
While IEEE administers the process and establishes rules to promote fairness in the-¢gnsensus development
process, IEEE does not independently evaluate, test, or verify the accuracy of afy of the information or the
soundness of any judgments contained in its standards.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and
expressly disclaims all warranties (express, implied and statutery)-'not included in this or any other
document relating to the standard, including, but not limited to; the warranties of: merchantability; fitness
for a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completeness of
material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort.
IEEE standards documents are supplied “AS I1S” and “M/ATH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. Theexistence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purehase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermote,the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of-any person or entity nor is IEEE undertaking to perform any duty owed by any
other person or entity to~another. Any person utilizing any IEEE Standards document, should rely upon his
or her own independent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek thevadvice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMRLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO:
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Copyright © 2014 IEEE. All rights reserved. iii
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the

approved IEEE standard.
Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or anyqof 'its
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. At.Jectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual-rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from agy’interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provideconsulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in‘documents should be in the form of a
proposed change of text, together with appropriate supporting commients. Since IEEE standards represent a
consensus of concerned interests, it is important that any resporisesto comments and questions also receive
the concurrence of a balance of interests. For this reason IEEE and the members of its societies and
Standards Coordinating Committees are not able to provide-an instant response to comments or questions
except in those cases where the matter has previouslybeen addressed. For the same reason, IEEE does not
respond to interpretation requests. Any person who Would like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE warking group.

Comments on standards should be submitted\to the following address:

Secretary, IEEE-SA Standar@s Board
445 Hoes Lane
Piscataway, NJ 08854"USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of.any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in,eampliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These

include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

iv Copyright © 2014 IEEE. All rights reserved.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-

commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded @t ahy time
by the issuance of new editions or may be amended from time to time through the issuance oflamendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current-edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a docurnent is more than ten years
old and has not undergone a revision process, it is reasonable to conclude that.its'Contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautighed to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current édition and whether it has been amended
through the issuance of amendments, corrigenda, or erratd) visit the IEEE-SA Website at http:/
ieeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the address listed previously. For more information
about the IEEE SA or IEEE’s standards developmedi process, visit the IEEE-SA Website at http://
standards.ieee.orqg.

Errata

Errata, if any, for all IEEE standards cambe accessed on the IEEE-SA Website at the following URL: http://
standards.ieee.org/findstds/errata/index;chtml. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patentyrights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE-
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
whether'the Submitter is willing or unwilling to grant licenses under patent rights without compensation or
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or

conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

Copyright © 2014 IEEE. All rights reserved. Y
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Introduction

This introduction is not part of IEEE Std 802.1Xbx™-2014, IEEE Standard for Local and metropolitan area

networks—Port-Based Network Access Control—Amendment 1: MAC Security Key Agreement Protocol
(MK AN Evfnncfinnc

This first amendment to IEEE Std 802.1X-2010, extends MKA to realize additional security and
manageability capabilities made possible by the IEEE Std 802.1AEbw™ amendment that added extended
packet numbering Cipher Suites to IEEE Std 802.1AE™-2006. Secure connectivity association (CA)
members can now temporarily suspend MKA operation without causing protocol timeouts that would
disrupt secure data transfer, thus allowing in-service control plane software upgrades.

The first edition of IEEE Std 802.1X was published in 2001. The second edition, IEEE Std 802:1X-2004
clarified areas related to mutual authentication and the interface between IEEE 802.1X specified state
machine, and those specified by the Extensible Authentication Protocol (EAP), and by IEEE,;Std"802.11™ in
support of IEEE Std 802.1X.

The third edition, IEEE Std 802.1X-2010, added authenticated key agreement ipysupport of IEEE Std
802.1AE™ MAC Security, clarifying and generalizing the relationship betweet’the common architecture
specified for port-based network access control, and the functional elements-and’protocols that support that
architecture as specified in IEEE Std 802.1X, other IEEE 802® standardsy’and in IETF RFCs. Further
changes updated the standard to reflect best current practice, insisting, for example, upon mutual
authentication methods and using such methods in examples. A greatereémphasis was placed on the security
of systems accessing the network, as well as upon the security. ‘ofthe network accessed, and some prior
provisions, with a more comprehensive treatment of, segregating and limiting connectivity to
unauthenticated systems. Applications of port-based netwerk access that use IEEE Std 802.1AE MAC
Security (MACsec) and/or MKA (MACsec Key Agreement protocol) are described.

Every effort was made to ensure that systems gconformant to IEEE Std 802.1X-2010 will interoperate,
without prior configuration, with implementations conforming to IEEE Std 802.1X-2004 and IEEE Std
802.1X-2001. However it is anticipated that claims of conformance in respect of some existing
implementations, not needing to support IEEE Std 802.1AE and already conforming to best current practice
as of 2010, will continue to refer to IEEE Std 802.1X-2004. IEEE Std 802.1X-2010 includes a number of
improvements to the specification gf’the port access control protocol (PACP) state machines and their
relationship to EAP methods and-state machines.

viii Copyright © 2014 IEEE. Al rights reserved.
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IEEE Standard for
Local and metropolitan area networks—

Port Based Network Access Control

Amendment 1: MAC Security Key Agreement
Protocol (MKA) Extensions

[This amendment is based on IEEE Std 802.1X™-2010.]

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four-editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing.text-or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. tnsert adds new material without disturbing the existing material. Deletions
and insertions may require renumbering, If so, renumbering instructions are given in the editing instruction. Replace is
used to make changes in figures arfeguations by removing the existing figure or equation and replacing it with a new
one. Editing instructions, change-markings, and this NOTE will not be carried over into future editions because the
changes will be incorporatethinto the base standard.

IIMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, security, health,
or environmental protection, or ensure against interference with or from other devices or networks.
Implementers_of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all applica-
ble laws and regulations.

his IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaim-
ers.html.
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2. Normative references

Change the Normative references clause as follows:

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802.1D™, IEEE Standard for Local and Metropolitan Area Networks: Media access contrOl
(MAC) Bridges.! 2

IEEE Std 802.1Q™, IEEE Standard for Local and Metropolitan Area Networks: Bridgesland Bridged
Networks Virtual-Bridged-tocal-Area-Netweorks.

IEEE Std 802.1AB™, IEEE Standard for Local and Metropolitan Area Networks: Station and Media Access
Control Connectivity and Discovery.

IEEE Std 802.1AE™, IEEE Standard for Local and Metropolitan-Area Networks: Media Access Control

(MAC) Security.

IEEE Std 802.1AE™-2006, IEEE Standard for Locakand Metropolitan Area Networks: Media Access
Control (MAC) Security.2

IEEE Std 802.1AEbn™-2011, IEEE Standard for Local and Metropolitan Area Network — Media Access
Control (MAC) Security — Amendment I~Galois Counter Mode—Advanced Encryption Standard—256
(GCM-AES-256) Cipher Suite.

IEEE Std 802.1AEbw™-2013, IEEE Standard for Local and Metropolitan Area Networks: Media Access
Control (MAC) Security — Amendment 2: Extended Packet Numbering.

IEEE Std 802.1AX™ [EEE Standard for Local and Metropolitan Area Networks: Link Aggregation.

IEEE Std 802.2™,-1998 Edition [ISO/IEC 8802-2: 1998], Information technology—Telecommunications
and informdtion exchange between systems—Local and metropolitan area networks—Specific
requirements—Part 2: Logical link control.*

IEEEZStd 802.3™, IEEE Standard for Ethernetinformation—technology—Loecaland—metropelitan—area

| . II 3 ..F. - )

LIEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA. IEEE publications can be ordered on-line from the IEEE Standards Website: http://www.standards.ieee.org.

2The IEEE standards or products referred to in this clause are trademarks of the Institute of Electrical and Electronics Engineers, Inc.

>This standard refers to the latest edition of IEEE Std 802.1AE in addition to referencing specific revisions and amendments.

41s0 [IEEE] and ISO/IEC [IEEE] documents are available from 1SO Central Secretariat, 1 rue de Varembé, Case Postale 56, CH-1211,
Genéve 20, Switzerland/Suisse; and from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA. ISO [IEEE] and ISO/IEC [IEEE] documents can be ordered on-line from the IEEE Standards Website:
http://www.standards.ieee.org.
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IEEE Std 802.11™, IEEE Standard for Information technology—Telecommunications and information
exchange between systems—Local and metropolitan area networks—Specific requirements—Part 11:
Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications.

[EEE Std 80Z.17™-2004 IEEE Standard Tfor Information Technology— Tefecommunications and
information exchange between systems—Local and metropolitan area networks—Specific
requirements—~Part 17: Resilient packet ring (RPR) access method and physical layer specifications.

IEEE Std 802.1AR™, IEEE Standard for Local and Metropolitan Area Networks: Secure Device Identifier.
IETF RFC 2578, STD 58, Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose,” M.,
Waldbusser, S., April 1999.°

IETF RFC 2579, STD 58, Textual Conventions for \ersion 2 of the Simple Network Management Protocol
(SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose, M., Waldbassef, S., April 1999.

IETF RFC 2580, STD 58, Conformance Statements for SMIv2, McCloghrie, K., Perkins, D.,
Schoenwaelder, J., Case, J., Rose, M., Waldbusser, S., April 1999.

IETF RFC 2863, The Interfaces Group MIB using SMIv2, McCloghrig, K/and Kastenholz, F., June 2000.

IETF RFC 3394, Advanced Encryption Standard (AES) ®ey Wrap Algorithm, J. Schaad, R. Housley,
September 2002.

IETE-RFC 4346, The Transport Layer Security (TLS) Protocol Version 1.1, Diercks, T., Rescorla, E., April
2006,

IETF RFC 4493, THE AES-CMAC Algorithm, Song, J.H., Lee, J., Iwata, T., June 2006.

IETF RFC 5216, The EAP-TLS Authentication Protocol, Simon, D., Aboba, B., Hurst, R., March 2008.

5|ETF RFCs are available from the Internet Engineering Task Force website at http://www.ietf.org/rfc.html.
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IETF RFC 5247, Extensible Authentication Protocol (EAP) Key Management Framework, Aboba, B.,
Simon, D., Eronen, P., October 2007.

ISO/IEC 18033-3: 2010, Information technology—Security technigues—Encryption algorithms—Part
3:Block ciphers.

NIST Special Publication 800-108, Recommendation for Key Derivation Usin P&Mdorandom Functions,

Lily Chen, November 2008. Q/
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"NIST Special Publications (800 Series) are available at http://csrc.nist.gov/publications/PubsSPs.html.
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3. Definitions

Change the definition of packet number as follows:

packet number (PN): A monotonically increasing value usee-to-trtguety—+aentiy-a-MACsee-Hrame+h-the

sequence-of-frames-transmitted-using-an-SA-that is guaranteed unique for each MACsec frame transmitted
using a given SAK.

Insert the following definition(s), in the appropriate collating order:
extended packet number (XPN): A 64-bit packet number (PN) specified in IEEE Std 802.1AE.

Salt: A 96-bit secret value communicated by key agreement protocol for use by the protéction and
verification operations of the IEEE Std 802.1AE GCM-AES-XPN Cipher Suites.

Short Secure Channel Identifier (SSCI): A 32-bit value that is unique for each SCI within the context of
all SecYs using a given SAK.

NOTE—IEEE Std 802.1AEbw-2013 specifies the calculation of SSCI and Salt vdlues used by the IEEE Std
802.1AE GCM-AES-XPN Cipher Suites from other MKA values.

Copyright © 2014 IEEE. All rights reserved. 5
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4. Abbreviations and acronyms

Insert the following abbreviation(s), in the appropriate collating sequence:

SSCI Short SCI
XPN Extended Packet Number
Delete the following abbreviation:

FDDI Fiber Distributed Data Interface

6 Copyright © 2014 IEEE. All rights reserved.
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5. Conformance

5.11 MKA options

Insert new subclause 5.11.4 as follows:
5.11.4 In-service upgrades
A PAE that supports in-service upgrades shall be capable of

a) Suspending MKA operation as specified in 9.18.

b) Communicating the values of the most significant 32 bits of the Lowest Acceptable PNyfor the
Latest Key and the Old Key when any XPN capable Cipher Suite is being used, as ‘spéecified in
9.18.5.

NOTE—Selection and use of Extended Packet Numbering depends on the implementation of amXPN capable Cipher
Suite by each SecY participating in a CA. See IEEE Std 802.1AE as amended by IEEE Std 802 4AEbw-2013.

A PAE that supports in-service upgrades may use additional protocol(s);, 6utside the scope of this
specification, to coordinate in-service upgrades as specified in 9.18.6.

Copyright © 2014 IEEE. All rights reserved. 7
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6. Principles of port-based network access control operation

6.2 Key hierarchy

Change the first paragraph of 6.2 as follows:

The root key in the MACsec Key Agreement key hierarchy is the Connectivity Association Key (CAK), and
is identified by a CAK Name (CKN). MKA (Clause 9) does not use the CAK directly but derives two further
keys from the CAK using the AES cipher (FRPS-Publication-1971SO/IEC 18033-3) in CMAC mode (9.3).
These are the ICV Key (ICK) used to verify the integrity of MPDUs and to prove that the transmitter of the
MKPDU possesses the CAK, and the Key Encrypting Key (KEK) used by Key Server, elected by MKA\, to
transport a succession of SAKs, for use by MACsec, to the other member(s) of a CA. See Figure 63,

Change 6.2.4 as follows:
6.2.4 Algorithm agility

To accommodate future developments in cryptography, MKA provides an explicit Algorithm Agility
parameter (9.3.3, 11.11.2, Figure 11-8). The Algorithm Agility parameter identifies the following:

a) How the ICV is derived from the CAK and the data of a given®™KPDU; and
b) How a CAK is derived from the parameters available to the.participants in an EAP exchange.

Knowledge of item a) is required for MKA’s use of CAKs dn‘general, while both item a) and item b) are
required for the validation of MKPDUs that are protected(sing the results of an EAP_exchange tr-ether
werds; MKA instances that transmit MKPDUs with different values of the Algorithm Agility parameter
could use a different KDF (see 6.2.1) to derive the I€K\(9.3.3), could specify the computation of the ICV in
a different way, and could specify a different way. for the participants in an EAP exchange to agree on a
CAK (6.2.2). The flexibility provided allows a‘yide range of future challenges to be addressed, but the need
for substantial analysis of any proposed alterfiate to the provisions of this standard in these areas means that
no claim of conformance is facilitated curiently for any such alternate. A future revision of this standard
could provide such a claim, if needed teiaddress cryptographic developments.

MKA’s Algorithm Agility parameter does not identify the KDF used to derive the KEK, or the Key Wrap
(see 6.2). Fhat-identificationds-provided They are identified by the MKA parameter set type used to encode
the Key Wrap. MKA paraideter sets 4 and 5 (Figure 11-11, Figure 11-12, Figure 11-13) use a particular KDF
(6.2.1, 9.3.3) and Key Wrap (AES Key Wrap, 9.8.2, 9.12.1) by definition. A different Key Wrap, or a Key
Wrap using a differently derived KEK, could be introduced by defining a further parameter set type while
still allowing MKA' participants to communicate by using MKPDUs with a familiar Algorithm Agility
parameter valte~=thus allowing negotiation or fallback to known parameter set types.

8 Copyright © 2014 IEEE. All rights reserved.
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7. Port-based network access control applications

7.7.2 System configuration and operation

Change the note to Figure /-16 as TolTows:
NOTE—Figure 7-16 is based on Figure 15-1 of IEEE Std 802.1Q-(as-amended-byHEEE-Std-802-1ad).
Change the last sentence of the second paragraph of 7.7.2 as follows:

The interface stack shown includes the service access priority selection function described in 6.9 ofJEEE

Std 802.1Q (as-amended-by-IEEE-Std-802-1ad).

Copyright © 2014 IEEE. All rights reserved. 9
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9. MACsec Key Agreement protocol (MKA)

Insert the following item(s) at the end of the list introduced by “This clause specifies ...”

o—Manragement-ofthe-kaYanrd-MHCAL(9-16)-
p) Temporary suspension of MKA operation to facilitate in-service control plane software upgrades

without disrupting existing secure connectivity (9.18).

Change the dashed list in the introductory text of Clause 9 as follows:
The following terms are used to identify roles within the protocol or protocol scenarios:
— participant: The personification of a single KaY’s participation in a given MKA jnstance (i.e.,

transmitting and receiving MKPDUs protected by keys derived from a single given CAK and
identified by a given CKN), operating with positive intent, and obeying the protacot.

— actor: The participant under discussion, usually in the KaY being described,
— partners: Other participants in the same MKA instance, and attached to the same LAN, as the actor.

— successful actor: An actor that has one or more live partners and is participating in an MKA instance
that has elected a Key Server.

— principal actor: The successful actor selected by a KaY to cabtrof its associated PAC or SecY. that

— member: A-participant-usi : 3 ants:
The personification of a single KaY’s participation if.all MKA instances and use of other controls
that determine the connectivity provided by its agsoctated Controlled Port. A system is described as
being member of a CA if it includes a ControllédyPort providing connectivity using that CA.

A

9.1 Protocol design requirements

Insert an additional note after bullet ¢)as follows:

¢) Following any period of 8.6éconds during which all frames transmitted by each of a set of
participants are delivered, once and without misordering, to each of the other participants, and the
load imposed by frames+received from an attacker does not exceed the resources of any participant,
MKA will provide the keys and information required by each of its participants’ clients, irrespective
of the prior staté of each participant or frames buffered by the LAN.

NOTE 1—The requirement is that of correctness: the protocol convergence time is bounded; rather than a
performanee -goal. The figure of 8 seconds arises from the possibility that prior participants are being timed out
(over @ period of MKA Life Time, 6 seconds, see Table 9-3) just as a new participant joins, plus MKA Hello
Time (2'seconds) to ensure that all participants have subsequently transmitted.

NOTE 2—If MKA operation is suspended (9.18), and the participants do not already possess the necessary
keys and information, convergence will be delayed until MKA operation resumes.

Change the note following bullet k) as follows:

k) It allows its participants to ensure that the data frames protected by MACsec are not being delayed
by more than 2 seconds.

MAOTEC 29 Ral s 'H l H + ey l +h £ ' + ot NAA H— | + l
UTL Zzo7 Utidy PIUuttLliviT yudiuo ayditiot dim dttali UTT THT LUTTTITyUTAtiunT prutuLUlo At TVIATLOTL 15 UTOTYIITU

to protect by alternately delaying and delivering their PDUs._Delay protection does not operate if and when
MKA operation is suspended (9.18).

10 Copyright © 2014 IEEE. All rights reserved.
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Insert the following new text after the existing text of 9.1:

When the option to support MACsec Cipher Suites that use Extended Packet Numbering is implemented,

MEKA _meets the fnlln\Aling rnqnirnmnnfe'

m) Recovery, if lost, of the 32 most significant bits of the XPN, in support of the protocol correctness
requirement c) above.

9.3.3 Derived keys

Change the text of 9.3.3, moving the fourth paragraph to become the second, and reversing the
order of the present second and third paragraphs, so the entire text of the subclausé (showing
changes made to each paragraph) is as follows:

Each of the keys used by MKA is derived from the CAK using-the-AES-Ciphertn-CMAC-mode(NIST
Speeial-Publication-860-38B). The CAK is not used directly. The derived keys‘are tied to the identity of the

CAK, and thus restrlcted to use W|th that partlcular CAK. Ihe%DF%peemed—mé—Z—l—rchﬁed—teﬂem%these

To accommodate future developments in cryptography, eachiCMKPDU conveys an Algorithm Agility
parameter that identifies how the KEK-and-ICK are is derived from the CAK; and how it is these-keysare
used. Each Algorithm Agility parameter value comprisés four octets, the first three being those of an OUI
(Organizationally Unique Identifier) allocated by th&) IEEE Registration Authority, and the fourth allocated
by the organization to which that OUI has been allecated. The derivation of the KEK-and ICK, and the use
and-size of these this keys as specified in this standard, is identified by the value specified in Table 9-1.

The ICK is derived from the CAK usihig the KDF specified in 6.2.1. This KDF uses the AES Cipher in
CMAC mode (IETF RFC 4493). The ICK is derived from the CAK using the following transform:

ICK = KDF(Key,.Label, Keyid, ICKLength)

where
Key = CAK
Label = “|[EEE8021 ICK”
Keyid = the first 16 octets of the CKN, with null octets appended to pad to 16 octets if

necessary

ICKLength = two octets representing an integer value (128 for a 128 bit ICK, 256 for a 256 bit
ICK) with the most significant octet first

tr-eachease-tThe Label is a UTF-8 string, without a null or other termination, exactly 12 bytes in

fength(the quotes Stowm do not formT part of the String and exactty One Space Separates 802t =rd
HKEK—anrg—8021" and ‘ICK”). The length of the Label is chosen to make the input to the PRF
within the KDF exactly 32 bytes._ The hexadecimal representations of each of the text strings used
with this KDF and test vectors are given in Annex H.

Copyright © 2014 IEEE. All rights reserved. 11
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To accommodate future developments in cryptography, each of the MKA parameter set types used by MKA
to communicate a wrapped key identifies the Key Wrap Algorithm and KEK derivation (6.2.4, Figure 11-11,
Figure 11-12, Figure 11-13) used. The KEK used by all parameter set types currently specified in this
standard is derived from the CAK using the KDF specified in 6.2.1. This KDF uses the AES Cipher in

KEK = KDF(Key, Label, Keyid, KEKLength)

where
Key =CAK
Label =*“|EEE8021 KEK”
Keyid = the first 16 octets of the CKN, with null octets appended to pad to 16 octets if
necessary

KEKLength = two octets representing an integer value (128 for a 128 bit KEK, 256 fora'256 bit
KEK) with the most significant octet first

tn-each-case-tThe Label is a UTF-8 string, without a null or other termination;-exactly 12 bytes in
length (the quotes shown do not form part of the string and exactly one space separates ‘8021’ and
‘KEK’—and—8021—and—1CiK?). The length of the Label is chosen to jnake’ the input to the PRF
within the KDF exactly 32 bytes.

When SAKs and CAKSs are dlstrlbuted they are protected by the KEK usmg an AES Key Wrap as deflned in
9. 8 2 and 9 12.1.

SAKs should be derived from the CAK as specified in 9.8.15ut may also be generated directly by the Key
Server’s strong random number generator (RNG, 9.2.1). Distributed CAKs, when used, shall be random
values generated by the MKA Key Server RNG. Each distributed CAK is distinct from previously
distributed CAKSs, so that an MKA participant or attacker holding only the current CAK cannot determine a
previously distributed CAK. This allows implementation of a policy of perfect forward security, with a fresh
CAK being distributed when each participant joins a CA, so that participant cannot decrypt wrapped keys
from previously transmitted MKA frames:

NOTE—MKA does not require fresh CAK distribution when a new participant joins a CA, as that would prolong the
process of joining.

Change Table 9-1 (correcting it to match the approval date and designation of IEEE Std
802.1X-2010, as identified in the text of 9.3.3 as “this standard”) as follows:

Table 9-1—MKA Algorithm Agility parameter values

Parameter value Specification

00-80-C2-01 IEEE Std 802.1X-200910

12 Copyright © 2014 IEEE. All rights reserved.
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9.4.3 Determining liveness

Change the text and notes of 9.4.3 as follows:

A participant proves liveness to each of its peers by including their MI, together with an acceptably recent
MN, in an MKPDU with the participant’s own MI and MN.

To avoid a new participant having to respond to each MKPDU from each partner as it is received, or trying
to delay its reply until it is likely that MI.MN tuples have been received from all potential partners, each
participant maintains and advertises both a Live Peers List and a Potential Peers List. The Live Peers List
includes all the peers that have included the participant’s MI and a recent MN in a recent MKPDU, and\the
Potential Peers List includes all the other peers that have transmitted an MKPDU that has been. directly
received by the participant or that were included in the Live Peers List of an MKPDU transmittéd by a peer
that has proved liveness. Peers are removed from each list when an interval of between MKA-Life Time (see
Table 9-3) and MKA Life Time plus MKA Hello Time has elapsed since the participant’s,recent MN (see
above) was transmitted. This time is sufficient to ensure that two or more MKPDUSs willthave been lost or
delayed prior to the incorrect removal of a live peer.

NOTE_1—The specified use of the Live and Potential Peer Lists thus permits rapid réndoval of participants that are no
longer active or attached to the LAN while reducing the number of MKPDUSs transmiitted during group formation. For
example, a new participant will be admitted to an established group after receiving,, then transmitting, one MKPDU.

NOTE 2—A suspended participant (9.18) will be removed from the Live-ahd Potential Peer Lists as described, but its
associated SecY will still be able to transmit and receive secure framesinti other CA members adopt a new SAK.

Insert a new subclause 9.4.6 as follows:
9.4.6 Active and passive participants

A participant can be active, transmitting periodic MKPDUSs, or passive. A passive participant will become
active for a period of MKA Lifetime following the receipt of an MKPDU from a feasible partner, i.e.,
provided that either the receiving participant or the partner is prepared to act as a Key Server. Whether a
participant is to be active when firstcereated, and whether it is to remain active in the absence of feasible
partners depends on the port-based-hetwork access control application. The creation of passive participants
supports systems that have many’potential peers, with only one or a few likely to be connected at a time.
Participants that are always,active are desirable where connectivity is provided by media that do not reliably
signal loss and resumption~of connectivity, as can be the case for infrastructure links supported by virtual
media. If all the participants in a potential CA can be passive, and an extended and undetected network
outage occurs, it.ds\possible that the potential CA members will fail to transmit MKPDUSs, resulting in a
permanent lack(ofyconnectivity.

NOTE 1--The condition of having recently received an MKPDU from a feasible partner can be determined by
inspecting the participant’s Live Peer List and Potential Peer List.

NOTE 2—The model of Logon Process operation encompasses participant creation, deletion, and control of active or
passive participation (12.2, 12.5.2). The CAK cache provides management (see activate in 9.16).

An active participant will remain active, even in the absence of received MKPDUSs, while a suspension is in
progress (provided that the participant is not itself suspended). A suspended participant will resume active
operation if and only if

a) Its CAK was previously cached, and

b) The management controls associated with that cached CAK specify that it is to be active on
resumption (9.16).

Copyright © 2014 IEEE. All rights reserved. 13
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9.5 Key server election

Change the list in 9.5 as follows:

I'he participants In a given MKA Instance agree on a Key Server, responsible Tor the Tollowing:

a) Deciding on the use of MACsec (9.6)

b)  Cipher suite selection (9.7)

¢) SAK generation and distribution (9.8)

d) SAassignment (9.10.1)

e) ldentifying the CA when two or more CAs merge (9.15)

f)  CA formation and group CAK distribution (9.15)

g) Initiating, continuing, and terminating MKA suspension (9.18)

If the CAK is a pairwise CAK derived directly from EAP (see 6.2.2), the MKA participant for'the PAE that
was the EAP Authenticator will be the Key Server, and will not accept information [a)-\through fg) above]
from any other participant that attempts to act as the Key Server for that MKA instanee)

Change the fourth paragraph of 9.5 as follows:

If a KaY participates in multiple MKA instances so that there are sevefalyactors—one per instance—for a
given port, then only the actor selected as the prmmpal actor (12.1) will (if elected Key Server for its CAK)

M—A—GSG&GA—G&H—EQ—fGFH%‘d—GH—t—h&H:A—N— Slnce the factors that cause a prmupal actor to be selected from its
peers are the same for different CAK, CKN tupleswvith the same distribution, replacement of a principal
actor by its successor will occur, whenever possible, without a change of Key Server. This succession plan
ensures that the SAKSs distributed using one €AK, CKN tuple can be followed immediately by SAKs
distributed by a successor CAK, CKN without'any loss of MACsec connectivity. To minimize the chance of
a CA member that possesses both CAKs\temporarily losing connectivity, a Key Server should not distribute
an SAK using the new CAK until MKA Life Time (Table 9-3) has elapsed after it has started participating
with that CAK, and should not delete the participant for the prior CAK until MKA Life Time has elapsed
after that new SAK is first distributed. The CP state machine (Figure 12-2) ensures that a new SAK is not
distributed until the Key Server is receiving and transmitting using a single SAK.

Delete the current note and insert two new notes as follows:

NOTE"—If two PAEs are each capable of acting as both an EAP Authenticator and an EAP Supplicant, their interaction

can.result in two instances of successful mutual authentication with each acting as the Authenticator in one. Thus two
MKA instances can be created, and each PAE’s KaY will be elected Key Server for one instance. However, each KaY
will select, as its principal actor, its participant in the MKA instance with the highest priority Key Server. That Key
Server can then use that MKA instance to distribute SAKSs (or select unauthenticated connectivity, see 12.3), and the
participants in the other MKA instance can be deleted.

NOTE 2—A number of KaYs participating in multiple MKA instances will still succeed in configuring a single CA even

i each participates in a different subset of those instances, provided that the highest priority Key Server in each subset
itself participates in an MKA instance with a higher priority Key Server or is the highest priority Key Server. For
example, assume KaYs A, B, C, D (say) in decreasing priority order, with two MKA instances with participants {A. B,
C} and {B, D} respectively. Although B will be elected Key Server for the {B, D} instance, it will not distribute SAKs
to D, as B’s principal actor will be in {A, B, C}. Thus a single CA will be created, including the ports associated with A,

14 Copyright © 2014 IEEE. All rights reserved.
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B. and C, but excluding D’s. However, scenarios of this type are most likely to result from errors in manual key
distribution, They can give rise to temporary interruptions or unwanted connectivity, particularly where in-service
upgrades are to be performed and need to be eliminated as part of managing upgrades (9.18.6).

9.6.1 MKPDU application data
Change 9.6.1 as follows:
Each MKA participant encodes the following information in every MKPDU transmitted:

a) MACsec capability, indicating whether MACsec is implemented, and if so whether the
implementation provides integrity protection only, integrity and integrity with confidentiality, or
integrity and integrity with confidentiality with a selectable confidentiality offset"af' 0, 30, or 50
octets (see Table 11-6, IEEE Std 802.1AE-2006).

NOTE—IEEE Std 802.1AE-2006 introduced the confidentiality offset to facilitate eafly MACsec deployment
on existing systems that needed to store received frames before applying MACsée processing and that needed
to examine the initial octets of received frames to decide where to store thdsé ffames. The XPN Cipher Suites
standardized in IEEE Std 802.1AEbw-2013 do not support confidentiality effsets of other than O.

b) MACsec desired, a flag, set if the participant desires the use\of MACsec to protect frames.
9.7.1 MKPDU application data
Change 9.7.1 as follows:

A participant that believes itself to be the Key Server and its KaY’s principal actor encodes the following
information with each MACsec SAK,that it distributes, unless the mandatory Default Cipher Suite
GCM-AES-128 is to be used:

a) MACsec Cipher Suite, the Cipher Suite reference number.
The following informatien is also distributed with each MACsec SAK:

b)  Confidentiality Offset, indicating whether confidentiality is to be provided, and whether an offset of
0,/30,-0r 50 octets is used (see IEEE Std 802.1AE-2006).

If /anreceiving MKA participant does not implement the referenced Cipher Suite with the selected
confidentiality offset, the distributed SAK will not be installed (12.4). An MKA participant should advertise
any Cipher Suites implemented in addition to the Default Cipher Suite by including an Announcement
parameter set (11.11.1 Figure 11-15) with a MACsec Cipher Suites TLV (11.12.3) in each MKPDU
transmitted.

Suites standardized in IEEE Std 802.1AEbw-2013 do not support confidentiality offsets of other than 0.

Copyright © 2014 IEEE. Al rights reserved. 15
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9.8 SAK generation, distribution, and selection

Change the text of the third and fourth paragraphs of 9.8, as follows:

The Key Server observes the Lowest Acceptable PN (LLPN) for the Latest Key in use, as transmitted by
each CA member, and shall distributes a fresh SAK whenever a participant advertises a Latest Key Identifier
(LKI) that matches the KI of the key currently being distributed and an LLPN that equals or exceeds the
constant PendingPNExhaustion. PendingPNExhaustion is 0xC000 0000_for 32-bit PNs and 0xC000 0000
0000 0000 for 64-bit PNs. Subject to conditions [a) through c), below] that limit the frequency of SAK:
changes, postponing their generation and distribution until CA membership is likely to be stable, the F48
Key Server shall also distribute a fresh SAK whenever a member is added to the live membership of CA\ (as
perceived by the Key Server—with each MlI, not the associated SCI, representing each member),.and can
distribute a fresh SAK when a member is removed from the live membership. A fresh SAK is notdlistributed
until:

a) The Key Server’s Live Peer List contains at least one peer, and
b) An MKA suspension is not in progress, i.e., the Key Server either doescn®? support suspension
(5.11.4), or the Key Server’s suspendedWhile timer is zero (9.18), and

c) Either
1) MKA Life Time (Table 9-3) has elapsed since the prior SAK\Was first distributed,
or

2) The Key Server’s Potential Peer List is empty.

by  The Key Server’s-Potential Peer List-is empty:

Once a Key Server has generated an SAK, it shall*be distributed in each MKPDU transmitted by its principal
actor until all live peers that can use the.selected Cipher Suite and Cipher Suite capability (9.6.1) report
having installed the SAK for receive or until a change in the live membership of the CA requires the
generation of a fresh SAK.

9.10.1 MKPDU applicationdata

Change bullet c) of 9-18'1, as follows:
¢) LPN, Lowest Acceptable PN (least significant 32 bits for XPN Cipher Suites)

A fixed format encoding is supported by an ‘In Service’ flag, indicating that the fields for the respective SA
are being(used. For convenience, these fields can be identified by the names and acronyms Latest In
Servicef@ld In Service (LIS/OIS), Latest AN, Old AN (LAN, OAN), Latest Key Identifier/Old Key
Identifier (LKI/OKI), Lowest Acceptable PN for the Latest Key/Lowest Acceptable PN for the Old Key
(LLPN/OLPN), Latest Receiving/Old Receiving (LRX/ORX), Latest Transmitting/Old Transmitting
(LTX/OTX).

Change the note in 9.10.1 and insert an additional note as follows:

NOTE_1—The Latest and Old SAKs were not necessarily distributed by the same Key Server, or by the current Key

Server—Bothcambereceivingatthesame—time;toenabtetransitiomfrommone—SAK tothe ext-withootframe—toss;
although only one will be transmitting at any instant.

NOTE 2—When an XPN Cipher Suite is used the most significant 32 bits of the L owest Acceptable PNs for both ANs is
encoded as specified in 9.18.7.

16 Copyright © 2014 IEEE. All rights reserved.
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9.15 MKA participant timer values

Change Table 9-3, inserting an additional row as follows:

Table 9-3—MKA Participant timer values

. Timeout Timeout
Timer use
(parameter) (seconds)
Per participant periodic transmission, initialized on each transmission, MKA Hello Time 2.0
transmission on expiry (9.4). or

MKA Bounded Hello Time | 0.5

Per peer lifetime, initialized when adding to or refreshing the Potential
Peers List or Live Peers List, expiry cause removal from the list (9.4.3).

Participant lifetime, initialized when participant created or following MKA Life Time 6.0
receipt of an MKPDU, expiry causes participant to be deleted (9.14).

Delay after last distributing an SAK, before the Key Server will
distribute a fresh SAK following a change in the Live Peer List while
the Potential Peer List is still not empty.

Maximum suspendFor value. The maximum suspendedWhile MKA\Suspension Limit 120.0
value is MKA Life Time longer.

9.16 MKA management
Change the introductory paragraph of 9.16 as\follows:

The PAE management process controls and>monitors the operation of the KaY and MKA participants,
providing access for network management‘through the LMI. The following variables (see also 12.2) can be
used to manage the operation of the Ka¥Aas for a given port (as identified by its portNumber, see 12.9):

Change the definitions of the, variables ‘authenticated’, ‘formGroup’, and ‘newGroup’ in the
first dashed list in 9.16 as foHows:

— authenticated:(Set"if the principal actor+e—the-participantthat-has-the-highest priorityKey-Server

ahd-ene—or-mere—tvepeers; has determined that Controlled Port communication
should proceed without MACsec.

— formGroup:  Set if the KaY will attempt to use point-to-point CAKSs to distribute a Group CAK,
if its—principal—actor is the Key Server for the MKA instances for all the
point-to-point CAKSs.

= ~newGroup:  Set by management if a new Group CAK is to be distributed, if the KaY principal
aetor is the Key Server for the MKA instances for all the point-to-point CAKSs.
Cleared by the KaY when distribution is complete.

Add the following variables to the first dashed list in 9.16, after rxAN:

— suspendFor: Set by management to a non-zero number of seconds between 1 and MKA

SUSpension Limit 1o imitiate a Suspension (9.18) of that duration (if the Kay™s
principal actor is the Key Server) or to request a suspension (otherwise).

— suspendOnRequest: Set by management to allow the KaY’s principal actor to initiate a
suspension if it is the Key Server and another participant has requested a suspension.
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— suspendedWhile: Read by management to determine if a suspension is in progress and (when
available) to discover the remaining duration of that suspension.

Change the bullet item beginning “— activate ...” as follows:

— activate {Default, Disabled, OnOperUp, Always}: Controls when the participant is activated.
Cached entries created by the KaY as part of normal operation, without explicit management, have
the value Default, and are activated according to the implementation dependent policies of the KaY
(see 9.15). This variable can be set to any of its values by management. Disabled allows the cache
entry to be retained, but disabled for an indefinite period. OnOperUp causes the participant to be

activated when the PAE’s Uncontrolled Port pert-{and-therefore-when-the-SeeY-or PAC’s-Comipr

Port becomes MAC_Operational} and when the PAE resumes following suspension (9.18). Always

causes the participant to remain active all the time, even in the continued absence of partners.If the
value is changed to D|sableder—en@pe¥up the part|C|pant ceases operation (s deleted)

Insert new subclauses 9.18 and 9.19 as follows:

9.18 In-service upgrades

The control plane software of a system that is a member of a CA can e upgraded, temporarily suspending
MKA operation, without interrupting the secure data connectivity provided by the CA, if the system and
each of its peers in the CA support in-service upgrades (5.11.4).“An SAK that is already in use will continue
to be used provided that each of these peers does not conclugle that it is the CA’s only active member, and
provided that a fresh SAK is not distributed by¢/a “recognized Key Server. If each member’s
suspendedWhile timer is not zero these conditions willjbe met (12.2, 12.4, 12.5).

NOTE—A KaY’s suspendedWhile timer takes a nen-zero value to indicate a suspension, a period during which one
or more of its principal actor’s partners has ceased (OrCan be expected to cease) transmitting MKPDUs.

This standard specifies procedures that allow a Key Server to control the initiation, proposed duration, and
possible early termination of any-MKA suspension by communicating the current value of the
suspendedWhile timer in MKPDUS. A Key Server that supports in-service upgrades always includes the
value in each MKPDU trafismitted. A suspension is terminated by expiry of a participant’s
suspendedWhile timer, bysthe Key Server communicating a zero value, or by a Key Server that does not
support in-service upgrades.emitting the value from transmitted MKPDUSs.

9.18.1 Initiating Suspension

A participant(other than the Key Server can request a suspension by transmitting a (non-zero) suspendFor
value in a MKPDU. The participant can maintain the request for an indefinite period by repeating the value
in each MIKPDU transmitted before it suspends MKA operation. If the request is no longer relevant, perhaps
because the participant has upgraded its control plane software without waiting for a suspension, the
participant can drop the request by transmitting MKPDUs with a suspendFor value of zero.

The Key Server records, for each of the participants on its Live Peer List, the lesser of the values of the
suspendFor parameter in the last MKPDU received and the MKA Suspension Limit specified in Table 9-3.

A Key Server should not initiate_a suspension until it has started transmitting using the last SAK it has

distributed and is no longer receiving using any prior SAK. This requirement is equivalent to stating that the
CP state machine should be in state RETIRE having completed the actions on entry to that state (see Figure
12-2). If these conditions are satisfied, and the value of the Key Server’s own suspendFor parameter is
non-zero or the Key Server’s policy control suspendOnRequest is True and one of the received
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suspendFor parameters is non-zero, the Key Server will initiate a suspension. The Key Server can apply
additional policy controls on the setting of its suspendFor and suspendOnRequest parameters to limit
when a suspension can occur, or to limit the frequency of suspensions. Any participant can also apply its
own policy controls, limiting (for example) how long it is prepared to wait for the Key Server to initiate a

SUSpension of adequate turatior:

To initiate a suspension the Key Server sets the value of its suspendedWhile timer to the greatest of the
applicable suspendFor values. Subsequently suspendedWhile is decremented once per second, and then
set to the greater of its new value and the greatest applicable suspendFor value. The value of
suspendedWhile (decrementing over time) is transmitted in all MKPDUs for all MKA instances that have
elected it Key Server. These transmissions should persist for at least MKA Life Time before the Key Server
suspends its own operation (if desired).

A participant, other than the Key Server, that wishes to suspend its own operation of MKA .ificludes a
non-zero suspendFor value in all MKPDUSs transmitted and should not suspend its operation of MKA until
it receives an MKPDU from the Key Server with a non-zero suspendedWhile value that is greater than or
equal to the value of its suspendFor parameter.

NOTE—Details of MKA operation are likely just a part of the concerns to be addressed-when performing a system
software upgrade, and the overall considerations will not necessarily allow the Ka¥,to’delay suspension to facilitate
transmission and reception of MKPDUs as recommended. The probability that the\transSmission of a single MKPDU by
the participant requesting suspension will be successfully received and acted on'byjthe Key Server might be acceptable,
as might the probability of reception of a single MKPDU transmitted by the Ke{, Server.

If the requesting participant does not suspend its own operation”of MKA, but continues to transmit a
non-zero suspendFor value in subsequent MKPDUSs, then the*Key Server’s suspendedWhile value will
continue to be at least that of the requested value—provided’that the Key Server does not suspend its own
operation and its suspendOnRequest parameter remains True. The MKA Suspension Limit specified in
Table 9-3 limits the time for which a participant{will maintain existing connectivity after all partners
requesting suspension have been removed from its\kive Peer List, on the assumption that these partners have
been suspended and will resume operation.

9.18.2 Suspending
A CA member should not suspend-its‘own operation, unless it is

a) Receiving and transmiitting using a single SAK, or
b)  Constrained by poelicy controls that place limits on the time that it is prepared to wait to suspend.

9.18.3 Suspended. members

A CA member)that suspends MKA operation while using MACsec to secure connectivity continues to
generate, fransmit, receive, and verify secure data frames as specified by IEEE Std 802.1AE, maintaining the
receive and transmit SAs current at the time of the suspension. In effect, the CP state machine remains in
state RETIRE.

A suspended member is not required to retain any record of its MI, or of its Live Peer List or Potential Peer
List, for any of its participants. It requires a record of any SAK(s) used by transmit and receive SAs only in
so far is required by the operation of those SAs, and shall not redistribute or otherwise share the SAK(s) with
other participants while suspended or at any later time.

A suspended member does require access, when operation is resumed, to the following information required
by the operation of each SA in use:

a) The SCI
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b) The AN

A suspended member is not required to retain the KI of any SAK in use, but can report a zero value (after
resuming operation) when responding to management requests and completing Kl fields in MKPDUSs. The

Tules Tor SAK generation (9.8) ensure that a 1resn SAK will be distributed aiter a suspended member
resumes operation with a new M.

A member can suspend MKA operation because part of its system’s functionality will not be available
during an in-service upgrade. The member might not be able to transmit and receive frames because
software associated with a particular interface module is to be upgraded, for example. The suspended
member can retain its MI provided that it continues to operate MKA, with the exception that any MKRDUs
that might be generated for transmission or that are received can be discarded. The normal operation of
MKA will result in the removal of partners from the Live Peer List and Potential Peer List)(9.4.3) if
MKPDU loss persists.

9.18.4 Resuming operation

When a CA member resumes, it sets its own suspendedWhile timer value to,Max Suspension Limit or to
some lower policy determined limit. It also sets its suspendFor parameter value to zero once it has
determined that the upgrade has completed successfully (see 9.18.6).

NOTE 1—The Max Suspension Limit is specified in Table 9-3.

The CA member might have suspended only because it was unable (for the duration of the suspension) to
receive or transmit MKPDUSs or install fresh SAKSs. If it hascontinued to operate MKA while suspended, its
MI, Live Peer List, and Potential Peer List will be retained when it resumes. Otherwise, i.e., if MKA
operation ceased, it will select a fresh M1 and its Live\Reer List and Potential Peer List will be initialized and
empty on resumption.

If the Key Server that initiated the suspensionzsuspends itself, then it is possible that a participant for another
CA member (that might or might not have.suspended itself) will be elected Key Server before the initiating
Key Server resumes. If the newly eleGted Key Server’s suspendedWhile timer is running, then it will
distribute the (decrementing) value of-that timer and thus prolong the suspension. This provision means that
it is unnecessary for a resuming-member to remember whether it was or was not the Key Server prior to
being suspended. If the initiating Key Server resumes operation before the timer expires it will once more
assume responsibility for.donitoring the suspension.

The current Key Server shall terminate the suspension before the value of its suspendedWhile timer
reaches zero by-resetting that value (included in all transmitted MKPDUSs) to zero under the following

conditions:
a) [‘Either
1)  For every active receive SA it has a live peer with an SCI that matches that of the receive SA;

or
2) It has a live peer with an SCI that does not match any existing receive SA,
and
b) It has recorded a value of zero for the suspendFor parameter received from each of these live peers.

To determine, for the purpose of test 1), that a receive SA is active the Key Server monitors the value of the
InPktsOK management counter (see IEEE Std 802.1AE-2006 10.6.5 and Table 13-6) for the SA. The
receive SA is not active if the counter has not been incremented for MKA Life Time. Test 2) detects the
addition of a new CA member.
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NOTE 2—For the common case of a point-to-point CA, these conditions simplify to either having a live peer
communicating a zero suspendFor value or not having received any secured frames for MKA Life Time.

NOTE 3—While the receipt of validated secured data frames does not ensure that communication is with a live peer in
current possession of a shared SAK, the lack of any such reception for a period of MKA Life Time (6 seconds) is a

strong practical indication of the absence of such a peer.

9.18.5 XPN support

If a receiver loses more than 23° consecutive frames when an XPN capable Cipher Suite is being used, the
32 most significant bits of the PN of the next frame to be received might be recovered incorrectly. If more
than 232 frames are lost, these most significant bits will be recovered incorrectly. All subsequent secured
frames will fail validation and be discarded, unless some means other than the receipt of secured data-frames
is used to determine their value.

When a suspension is in progress, the risk of losing a large number of frames is increased as'the operation of
supervisory protocols that would otherwise detect temporary loss of connectivity might.also be suspended.
At 100 Gb/s 239 minimum sized secured frames can be transmitted in 10 seconds, wel Within the potential
duration of a suspension. To ensure that the most significant bits are recovered when all CA members
resume MKA operation, the most significant 32 bits of the Lowest AcceptableN-for the Latest Key and the
Old Key are communicated when in-service upgrades are supported and any’ XPN capable Cipher Suite is
being used.

9.18.6 Managing in-service upgrades

Careful planning is required when upgrading systems that compose a network if the network is to remain in
operation, and if the costs of recovering from a failed upgrade are considerable. Best practices include the
following:

a)  Ensuring that the network manager has aq\up to date record of all the systems in the network, and of
the network configuration.

b)  Ensuring that the network managerhas an up to date and independently backed up record of the
software, software revision levels, ‘and configuration parameters currently used by the systems to be
upgraded, by their neighbors,and by their other peers in the network.

c) Off-line verification and-testing for compatibility between the proposed new software and
configuration parameter§.and the existing software and configuration of neighbors and other peers.

d) Retention of the existing software and configuration parameters by the systems being upgraded until
successful operation-with the new software and parameters is confirmed.

e) Use of a ‘dead man’ timer by the system to be upgraded, so that the system will automatically revert
to the prior software and configuration if satisfactory management communication cannot be
establisheg with the network operations center after the upgrade.

f)  Off-line verification and testing of any such fallback mechanism.

g)  Whenever possible, upgrading only one intermediate system (bridge or router) at a time, confirming
the success of the upgrade before upgrading additional systems.

In_providing continued secure data connectivity while an in-service upgrade is performed, MKA makes a
modest contribution to the task of upgrading network systems. MKA lacks the knowledge and scope to
ensure or to check that best practices are being followed when the upgrade is being performed, and the
network administrator is not relieved of these responsibilities.

The maximum time allowed for suspension, 120 seconds. is believed to be adequate for an upgrade,

followed by expiry of the dead man timer, and reversion to the original software revision and configuration.
However, if MKA successfully resumes operation, it could begin to distribute a new SAK at a time when the
network operation center might not (for reasons completely unrelated to the use of MKA or MACsec) have
re-established management connectivity with the upgrading system. If the system is then unilaterally
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suspended by operation of the dead man, it is possible that the members of the CAK will not all converge on
use of the latest, or the old, SAK. The Key Server shall not redistribute the previous SAK (9.8). As a
consequence, if a dead man timer or similar mechanism is being used by a resuming system, that system
should not reset its suspendFor parameter to zero (see 9.18.4, 9.8) until the dead man timer has been reset.

MKA’s in-service upgrade support can be deployed in environments where a comprehensive approach to
system upgrade is already in place, and already synchronizes update and suspension activities. Such an
existing approach can suspend MKA operation, as required, by coordinating the setting of suspendFor and
suspendOnRequest parameters using each system’s LMI. The values of suspendedWhile parameters for.
both Key Servers and other participants may also be set directly using the LMI, thus avoiding adding
additional protocol dependencies to the existing coordination mechanism. Any such directly set values shall
be consistent with the values that MKA would, and if not suspended will, communicate.

If the suspendFor or suspendedWhile timer values are set (either by using the MIB specified"in Clause
13, or through the operation of other protocols) when there is no need for a suspension (i.e"\the conditions
for terminating the suspension are already satisfied) the suspension is terminated immediately and the values
reset prior to including the timer value in any subsequent MKPDU. The conditions for-such an immediate
termination could occur as a result of one CA member initiating a suspension after other members have
downloaded new software that enables them to upgrade during the suspension. but before their own timer
values are set.

9.18.7 MKPDU application data

Each participant that is capable of supporting in-service upgrades-shall include the following parameter in
each MKPDU transmitted (see Figure 11-16):

a) MKA suspension time.
The value transmitted is that of the suspéndedWhile timer if the sending participant considers
itself to be the Key Server for the MKA ihstance (i.e., has set bit 8 in octet 3 of the Basic Parameter
Set, see Figure 11-8), and is the value ofithe suspendFor parameter otherwise.

and, when the Current Cipher Suite uses\extended packet numbering, the following parameters:

b)  The 32 most significant bits‘of the Lowest Acceptable PN for the Latest Key.
c)  The 32 most significantbits of the Lowest Acceptable PN for the Old Key (if in use).

A receiving participantsets-its member’s suspendedWhile timer to a received suspendedWhile value iff
it is the member’s principal actor and agrees that the transmitter is the Key Server for its MKA instance.

A receiving participant records a suspendFor value received from any live partner, superseding any prior
suspendFortvalue received from that partner.

9.19-m-service upgrade examples

This subclause (9.19) provides some examples of MKA operation, focusing on suspension. The parts of the
MKA transport component of each MKPDU—the actor’s member identifier and message number, and the
member identifier and message number of each participant in the Live Peer List or Potential Peer List—and
(some of) the other parameters transmitted are shown, as in 9.17, as follows:

Actor : Live Peer List : Potential Peer List: other parameters

where each MI, MN tuple is shown as X+1, X+2, etc. Initial MN values in these examples are arbitrary.
Tuples in the peer lists, and other parameters, are separated by semi-colons.
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9.19.1 Requested by end station in point-to-point CA

An end station port S, that is not the Key Server, requests suspension from the Key Server, K, by sending an
MKPDU with a suspendFor value (encoded in the MKA Suspensmn Time f|eld) of 60 seconds K has

bUb[JEIIUUH REJuUcE

in the MKA Suspension T|me field) of 60 seconds On receipt, S suspends itself.

Sp = A+47:F+63::suspendFor = 60 - Ke. (1.1)
Kg = F+64:A+47::suspendedWhile = 60 - Sa.- (1.2)
Sp  suspends - (1:3)

The next two or three periodic transmissions by K occur while S (as A) is still on Kg’s Live Peer List,'so the
value of suspendedWhile remains at 60 seconds. The value of suspendedWhile in ‘subsequent
transmissions is decremented over time, but before it reaches zero (having reached 30 seeends in this
example) S resumes with a new MI R. S has not kept accurate track of the duration of the,suspension, and
simply assumes a suspendedWhile value of 120 seconds, the maximum that can be requested.

Kg = F+65:A+47::suspendedWhile = 60 - . (1.4)
Ke - F+66:A+47::suspendedWhile = 60 - .. (1.5)
Ke - F+67::suspendedWhile = 58 - .. (1.6)
Ke = F+91:suspendedWhile = 30: - . (1.7
Sr resumes, assuming suspendedWhile = 120 .. (1.8)

S then exchanges MKPDUs with K, and is recognized asa live peer. K terminates the suspension, and
distributes a fresh SAK, with the key identifier (in this.example) of F+2.

Sg ~ R+l::suspendFor =0 - Ke. (1.9)
Kg = F+92::R+1:suspendedWhile =30 - Sg..(1.10)
Sg = R+2:F+92:suspendFor =0 - Ke. (1.9)
Ke = F+93:R+2::suspendedWhile = 0; DistribSAK = {SAK}F+2;

SAKuse =F+1.0.rt, F+2.1.r - Sr..(1.10)

S can then install and use thelfresh key, exchanging MKPDUSs as required (see 9.17 for relevant examples).
9.19.2 Initiated by Key Server in point-to-point CA
A Key Server initiates the suspension by sending an MKPDU with a suspendedWhile value (encoded, as

always, in the MKA Suspension Time field) of 60 seconds, before suspending. In this particular example the
other CA member takes the opportunity of suspending and upgrading itself at the same time.

KgD — F+64:A+47::suspendedWhile = 60 - Sa.- (2.1)
S)  suspends . (2.2)
Ke = F+65:A+47::suspendedWhile = 60 - .. (2.3)
Ke - F+66:A+47::suspendedWhile = 60 - . (2.4)
Ke  suspends .. (2.5)

K resumes, assuming an M1 of D, and a suspendedWhile value of 120 seconds.

Kp resumes, assuming suspendedWhile = 120 .. (2.6)
Kp — D+1::suspendedWhile = 120 - . (2.7)
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Kp — D+2::suspendedWhile = 118 - .. (2.8)

S resumes, assuming an M1 of G, and a suspendedWhile value of 120 seconds.

Sg resumes, assuming suspendedWhile = 120 .. (2.9)
Sg — G+l::suspendFor =0 - Kp-.(2.10)
Kp — D+3:G+1:suspendedWhile = 118 - Sc..(2.11)
Sg — G+2:D+3:suspendFor =0 - Kp-.(2.12)
Kp — D+4:G+2::suspendedWhile = 0; DistribSAK = {SAK}D+1;

SAKuse = 0.0.rt, D+1.1.r - Sc(2,13)

The installation and use of the fresh key now proceeds as before.
9.19.3 Intermediate systems suspending multiple CAs

An intermediate system, a router or bridge, will usually have to suspend MKA opegration in the multiple CAs
that it connects, as a control plane software upgrade will affect all of its ports. It Might be the Key Server for
some CAs and not for others. Careful planning is required (see 9.18.6) whendpgrading intermediate systems
in a network, and there are limits to the assistance and safeguards that can be provided by the operation of a
local protocol, such as MKA. However, MKA, as shown in this deliberately complex example, does provide
some help when multiple systems are involved and there has been a.lack of coordination.

In this example, an intermediate system | has ports 1, 2, 3 with MKA participants 11, 12, 13, and neighbors A,
B, C, respectively. |12 is already participating in a suspension.initiated by B, which has suspended itself. The
network administrator instructs | to upgrade, causing suspendFor to be set 60 seconds on each port. I1 is
the Key Server for its CA, and can set and start transmitting suspendedWhile immediately. However it still
has to arrange to suspend operation on its other perts, so it cannot suspend 11 immediately, so suspendFor
and (as a consequence) suspendedWhile for Il 'will remain at 60 seconds for the time being. 12 is also (in
Bs absence) the Key Server for its CA, and-¢an also set suspendedWhile directly. C, rather than 13, is the
Key Server for the third port’s CA.

125 suspendedWhile =15 .. (3.1
11 suspendFor = 60, 12 suspendFor = 60, 13 suspendFor = 60 . (3.2)
[1; - J+31:V+60:suspendedWhile = 60 - Ay.. (3.3)
2p - P+29:R+58:suspendedWhile = 60 - Bgr.- (3.4)
13g > Q+33:W+62::suspendFor = 60 - Cw.-- (3.5)

I might have-to persist with these transmissions for some time, but if (and as soon as) C has
suspend®OnRequest set it will respond, and this can happen immediately.

Cy ~— W+63:Q+33::suspendedWhile = 60 - 13q.- (3.6)
| can then suspend and upgrade. While it is still suspended B might resume, but its newly assumed

suspendedWhile value of 120 seconds will provide sufficient time for 12’s suspension (B was not
operating when 12 suspended so has no information that would allow it to adopt a lower value).

Bk — K+l::suspendedWhile = 120 - . (3.7)

When | resumes, the participants for each of its ports and their partners will exchange MKPDUSs as usual in
order to recognize live peers, and fresh keys will be distributed.
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9.19.4 Key Server suspends in agroup CA

A, B, and C are members of a group CA. A, the Key Server, is to suspend to allow its control plane to be
upgraded, and 30 seconds is believed to be sufficient for this to occur. The process is started by setting A’s

SUSpeEndFor parameter—T s tauses A toSetits susperntedWhtte parameter,and—to—transmitperiotic
MKPDUSs for the next MKA Life Time (6 seconds) before suspending.

Ag = E+14:Y+15,L+14::suspendedWhile = 30 - By, C... (4.1)

For the following MKA Life Time A will remain on B and C’s Live Peer Lists, so neither will claim to be the
new Key Server. Finally, assuming that B has the higher Key Server Priority, B will become the Key Server
and transmit the, by now decremented and continually decrementing, value of suspendedWhile in' its
periodic transmissions.

By — Y+21:L+20::suspendedWhile = 24 - By, C... (4.1)
When A resumes, it will advertise suspendedWhile as 120 seconds, before exchanging MKPDUs and

realizing that the conditions for terminating the suspension have been met. However) if A does not resume
for any reason, B will terminate the suspension in 24 seconds.
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11. EAPOL PDUs

11.5 EAPOL protocol version handling

Insert an additional note at the end of 11.5 as follows:

To ensure that backward compatibility is maintained between versions of this protocol, a version A protocol
implementation shall interpret a received EAPOL PDU with protocol version number B as follows:

a) Where B is greater than or equal to A, the EAPOL PDU shall be interpreted as if it carried, the
supported version number, A, as follows:
1)  All parameters that are defined in version A shall be interpreted in the manner specified for
version A of the protocol.
2)  All parameters not defined in version A for the given EAPOL Packet Type shall.be ignored.
3) All octets that appear in the EAPOL PDU beyond the largest numbered |octet defined for
version A for the received EAPOL Packet Type shall be ignored.

NOTE 1—As a consequence of these rules, a version 1 implementation ignores the vefsion number. The rules allow
future specification of protocol extensions, identified as new versions. Subsequent versighs’can be required to check the
version number in order to correctly interpret the received PDU.

b)  Where B is less than A, the EAPOL PDU shall be interpreted,as’specified for the version number, B,
as follows:
1)  All parameters shall be interpreted in the manner specified for version B of the protocol.
2)  All parameters not defined in version B for the given EAPOL Packet Type shall be ignored.
3) All octets that appear in the EAPOL PDU beyond the largest numbered octet defined for
version B for the received EAPOL Packet Type shall be ignored.

NOTE 2—This edition of this standard provides all the information necessary to comply with the provisions of this
subclause (11.5), without the need to consult prior editiohs for information on prior protocol versions.

NOTE 3—IEEE Std 802.1Xbx-2014 added @ptienal support for in-service upgrades including suspension of MKA
operation and recovery of the most significant” bits of the PN for MACsec Cipher Suites that use Extended Packet
Numbering. The EAPOL version numbheravas unaffected by this amendment. Each MKPDU (an EAPOL PDU with a
Packet Type of EAPOL-MKA) carries.itssown MKA Version Identifier (in the Basic Parameter Set, see 11.11, Figure 11-
6. and Figure 11-8).

11.11 EAPOL-MKA

Change the existing note and insert an additional note in 11.11 as follows:

NOTE_1—Thi§ stahdard contains a number of provisions to guard against obsolescence by future developments in
cryptographys, without presuming to anticipate what those developments might be. These include the ability to select
differentAC\Walgorithms and sizes. The ICV will comprise the final octets of the Packet Body, whatever its size.

MKRDU encoding, validation, and decoding follows EAPOL’s versioning rules (11.2, 11.5). The Basic
Rarameter Set includes an MKA Version Identifier that (with other parameters in the basic set) advertises the
capabilities of the transmitting MKA implementation. This information can be supplemented both by
version specific parameters within the basic set and by optional sets. A consistent TLV encoding identifies
each set and allows it to be skipped if unrecognized by the receiver. Addition of parameters to existing sets,
and the addition of parameter sets whose support is mandatory for a given version, will be accompanied by

- AAL AN\ oy £ N4l 12
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NOTE 2—IEEE Std 802.1Xbx-2014 added optional support for in-service upgrades including suspension of MKA
operation and recovery of the most significant bits of the PN for MACsec Cipher Suites that use Extended Packet
Numbering. The MKA Version Identifier was incremented to 2 by this amendment. A single optional parameter set was

26 Copyright © 2014 IEEE. All rights reserved.



https://standardsiso.com/api/?name=a80023a3a3a3b0b09ce8851afe92370b

ISO/IEC/IEEE 8802-1X:2013/AMD 1:2016(E)

AMENDMENT 1: MAC SECURITY KEY AGREEMENT PROTOCOL (MKA) EXTENSIONS IEEE

Std 802.1Xbx-2014

added, but there were also minor changes to the behavior of the CP state machine [as a consequence of changes to the

speci

fication of the state machine interface variable chgdServer (12.2)]. Those behavioral changes removed any need

for_a suspended system to record the identify of the Key Server specifically, and also avoid disrupting secure

conn

ectivity if another participant that is already a CA member takes over the role of Key Server; they are transparent to

other CA members that are using MKA \ersion ]

11.11.1 MKA parameter encoding

Change the third and fourth paragraphs of 11.11.1 and Table 11-7 as follows:

Tabl

e 11-7 specifies the parameter sets defined by this revision of this standard, the format and parameters

for each set are specified in Figure 11-8 through Figure 11-13. Reserved bits within octets ang\reserved
octets are shown as “X’ in the figures.

Onr

2)
b)

©)
d)

e)

f)

eceipt of an MKPDU, a PAE that transmits MKPDUSs with a given MKA Version-ldéntifier

Shall recognize and process each parameter set specified as mandatory forthat version.
May recognize and process parameter sets specified as optional forthat version.
Shall ignore any parameter set that is not specified as mandatoey,or optional for that version.

Shall recognize and process each of the parameters, within’each parameter set processed, that are
specified as mandatory for that version.

May recognize and process each of the parameters;“within each parameter set processed, that are
specified as optional for that version.

Shall ignore any parameter that is not specified as mandatory or optional for that version.

NOTE—The entries in Table 11-7 follow the EAR®L protocol version handling rules (11.5).

Table $1-7—MKPDU parameter sets

Parameter set and version Parameters Version Pargrneper
Parameter set type specification
61% | 2 012 | 2
Basic Parameter Set b MKA Version Identifier M | M [11.11
See Figure 11-8 Key Server Priority M | M 95
Key Server M M 1951
MACsec Desired M M 19.6.1
M v MACsec Capability M | M |96.1
- |SsCl M | M |IEEE Std 802.1AE
Actor’s Member Identifier M M
Actor’s Message Number M M
Algorithm Agility M | M
CAK Name M | M [931,6.2.2,6.33
Live Peer List 1 M M Member Identifier, Message M M 9:99.4.3
See Figure 11-9 — | Number tuples -
Potential Peer List 2 M M Member Identifier, Message M M 9:99.4.3
See Figure 11-9 — | Number tuples -

Copy
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Table 11-7—MKPDU parameter sets (continued)

Version Version
Parameter set and Parameter
Parameter set type Parameters anr-\rifir‘arinn
e1* | 2 81| 2
MACsec SAK Use 3 Latest Key AN M M 19.8,9.10
See Figure 11-10 Latest Key tx M | M |9.10
Latest Key rx M M ]9.10
Old Key AN M M |9.10
Old Key tx M M 19.10
Old Key rx M M |9.10
Plain tx M M |—
Plain rx M M |—
M M | Delay protect M M | 90.2
Latest Key Identifier (Key 9.8,9.10.1
Server Member Identifier, M Vi
Key Number)
Latest Key Lowest M 9.8,9.10.1
Acceptable PN -
Old Key Identifier (Key 9.8,9.10.1
Server Member ldentifier; M M
Key Number)
Old Key Lowgst‘Acceptable M 9.8,9.10.1
PN =
Distributed SAK 4 AES Kéy'Wrap of SAK M | M |98
See Figure 11-11, —
Figure 11-12 Distributed AN M M 9.9
M | M |©ffset Confidentiality M 9.7
Key Number M M 9.8
MACsec Cipher Suite M | M |97
Distributed CAK 5 v W AES Key Wrap of CAK M | M |95
See Figure 11-13 = [CA Key Name M M 1931
KMD 6 KMD 12.6
See Figure 11-14 M| M M| M
Announcement 7 Announcement TLVs 11.12
See-Figure 144 ot | o M M
See Figurg-14-15
XPN 8 MKA suspension time M |9.18
Latest Key: Lowest - M
— | 0% | Acceptable PN (msbs) ==
Old Key: Lowest R Y
Acceptable PN (msbs) — | =
ICV Indicator — 11.11.311.11.4
X fa) e
SeeFigure 1116 Me ME _
See Figure 11-17 —

AN — mandatons to imolement O — gotional —lgnore-onreceint
P4 g T 14 g ) Pt

bThe Basic Parameter Set is identified by its position at the start of the MKPDU, the first octet encodes the MKA Version
Identifier.

®Mandatory to implement if EAPOL-Announcements are sent [5.10 item i)].
dMandatory to implement if support for Extended Packet Numbering is claimed (5.11.4).
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€The ICV will not be encoded unless the Algorithm Agility parameter specifies the use of an ICV that is not 16 octets in length
(11.11.3) and there is no requirement to implement such an algorithm; however, 11.11.4 states the requirement for processing
the parameter set should it be received.

Change Figure 11-10 and the accompanying footnotes as follows:

Bit: 8 7 6 5 4 3 2 1 Octet:
Parameter set type =3 1
Latest Key AN2 I'Zztyets; I'zztyef; Old Key AN O'dtfey O'drfey 2
Plain tx° | Plain rx® X pl?gtlg?:/t Parameter set body length 3
Parameter set body length (cont) 49
Latest Key: Key Server Member Identifier 5- 169

Latest Key: Key Number 17 — 209

Latest Key: Lowest Acceptable PN& 21 — 244

Old Key: Key Server Member Identifier 25 — 36

Old Key: Key Number 37 — 409

Old Key: Lowest Acceptable PNE 41 — 449

Figure 11-10—MACsec SAK Use-parameter set

aMKA uses the same AN for all the SAs for a given SAK, though IEEE Std)802.1AE does not impose this as a constraint.
bTrue if the associated Controlled Port is currently transmitting plain.text, i.e., protectFrames (IEEE Std 802.1AE) is False.
“True if the associated Controlled Port is currently receiving plaimtext, i.e., validateFrames (IEEE Std 802.1AE) is not Strict.
9The parameter set body length will be 0 if MACsec is not supported and 40 otherwise.

€L east significant 32 bits if the MACsec Cipher Suite uses Exténded Packet Numbering.

Change Figure 11-12 and the accompanying footnotes as follows:

Bit: 8 7 6 5 4 3 2 1 Octet:
Parameter set type = 4 1
Distributed AN@\-{ Confidentiality Offset?| X X X X P
X X X X Parameter set body length 3
Parameter set body length (cont) C
Key Number 5 -8
MACsec Cipher Suite o — 16¢
AES Key Wrap of SAK as specified in 9.8 17 — 40°

Figure 11-12—Distributed SAK parameter set (other MACsec Cipher Suites)

aSet to zero if the Key Server has decided that MACsec is not to be used. Note 0 is a valid AN.

Transmitted as zero and ignored on receipt if the Cipher Suite does not support Confidentiality Offset.
®The parameter set body length will be 0 if the Key Server has decided that plain text transmission, rather than MACsec
should be used, to 28 if GCM-AES-128 (the default MACsec Cipher Suite) is being used (see Figure 11-11), and 36 or

Qreater 1f e CIPIer SUfte Tefererce nummber (TEEE St 802, IAE-2000, 14.2) IS expiicitly nciuged:
Present iff the MACsec Cipher Suite is not GCM-AES-128 (Cipher Suite reference number 00-80-02-00-01-00-00-01).

e
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Change Figure 11-13 and the accompanying footnotes as follows:

Bit: 8 7 6 5 4 3 2 1 Octet:
Parametersettype—=5 .
X X X X X X X X 2
X X X X Parameter set body length 3
Parameter set body length (cont) 4
AES Key Wrap of CAK as specified in 9.8 5 283L
CAK Key Name 292 (

Figure 11-13—Distributed CAK parameter set

aIf a future specification requires distribution of a CAK using a different key wrap or secure format-er-the-distribution-of-a-CAK
comprising-mere-bits; an additional parameter set will be required.
bThe length shown denotes a wrapped 128-bit key.

Insert a new Figure 11-16, renumbering subsequent figures as required; as follows:

Bit: 8 7 6 5 4 3 2 1 Octet:
Parameter set type = 8 1
MKA suspension time (seconds) 22
X X X X Parameter set body length 3
Parameter set body)length (cont) 4
Latest Key: Lowest Acceptahle*PN (most significant 32 bits)b 5-8
Old Key: Lowest Acceptable PN (most significant 32 bits)b 9-12

Figure 11-16—XPN parameter set

@The suspendedwhile timer value if the MKPDU has been transmitted by the Key Server, and the suspendFor parameter otherwise.
bTransmitted as zero, and ignored on receipt, if the MACsec Cipher Suite does not use Extended Packet Numbering.

Change subclause 11.12:3 as follows:
11.12.3 MACsec €ipher Suites TLV

The MACsec, Cipher Suites TLV (Figure 11-21) contains a list of one or more Cipher Suites supported by
the system (for access to the specified network if within a NID Set) transmitting the announcement. Each
Cipher.Suite in the list is represented by its 8 octet Cipher Suite reference number as specified by IEEE Std
802.1AE-2006 Clause 14. A 2 octet Cipher Suite dependent implementation capability field precedes each
Cipher Suite reference number. If the Cipher Suite reference number identifies the Default Cipher Suite
(GCM-AES-128, specified in IEEE Std 802.1AE-2006) or the GCM-AES-256 (specified in IEEE Std
802.1AEbN-2011), GCM-AES-XPN-128 or GCM-AES-XPN-256 Cipher Suite (specified in IEEE Std
802.1AEbw-2013), the two least significant bits of the implementation capability field encode the MACsec
Capability parameter specified in Table 11-6 and the fourteen more significant bits are transmitted as 0 and
ignored on receipt. If the Authentication Requirements TLV specifies support for MACsec, and the MACsec

Cipher Suites TLV is not present for a given NID, or the TLV information string length is not a multiple of
10 octets, the recipient can assume that any Global MACsec Cipher Suites TLV applies to that NID. If no
MACsec Cipher Suites TLV is encoded the recipient of the Announcement can assume that the Default
Cipher Suite (specified in IEEE Std 802.1AE) is supported, with both integrity protection (without
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confidentiality) and integrity with confidentiality (with a confidentiality offset of 0), and is the only MACsec

Cipher Suite supported. GCM-AES-XPN-128 and GCM-AES—-XPN-256 do not support a confidentiality
offset of other than O.
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12. PAE operation

Change the NOTE following the introductory text of Clause 12 as follows:

AT L Ced ann a4 A
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IEEE Std 802.1AEbn-2011 and IEEE Std 802.1AEbw-2013.

12.1 Model of operation
Change the fourth paragraph of 12.1 as follows:

The Key Agreement Entity (KaY) manages the operation of zero or more MKA instances, each identified by
a CKN and using a specified CAK, as specified in Clause 9. Operation-ef-each The KaY’s participation in a
given instance is initiated represented by an actor created by the Logon Process (9.14, 12.2, 12\5) througha
callHto-the-mka-authenticate-procedure-speeifying-a-CAK-and-CKN-(12:2}. An actor is copsidered successful
if it has one or more live partners, and the actor or one of those partners has been electéd\Key Server for the
MKA instance. The KaY can have multiple successful actors at any one time, but Galy one of these can be
selected as the KaY’s principal actor, responsible for controlling the associat€d PAC or SecY. The KaY
determines the candidates for selection by comparing the priority of eachof(the Key Servers elected by
successful actors. One of those Key Servers will have the highest priority™\Fe candidates for selection as
principal actor are limited to those successful actors that have elected ‘that highest priority Key Server as
their Key Server. If the KaY is that highest priority Key Server, it cathéhtose any one of those candidates as
its principal actor, and use it to distribute SAKs. If the KaY is not that highest priority Key Server, then its
principal actor will be the candidate that has most recently reegived a Distributed SAK parameter set (see
Figure 11-11, Figure 11-12) from that Key Server. Distributed SAK parameter sets received by actors that
are not candidates for principal actor are ignored. The Kighest priority Key Server can change its principal
actor (9.5), causing its peer KaYs to change their prideipal actors when a Distributed SAK parameter set is
received.

MKA.secured (see 12.2) will be set iff the Key Server’s principal actor has decided that MACsec is to be
used and MKA authentlcated will be set |ff It has deC|ded on plaln text transmission (quure 11-12). +f—the

GKN—used—by—%he—mghest—p%mmy—Key%ewep The KaY KaY H—WI” aIso report mka4a+led MKA falled for any

CKN for which it fails to find a partner or a Key Server (see 9.14). The Logon Process is also responsible for
initiating EAP authentication as a Supplicant and or Authenticator if those capabilities are present and
enabled, interfacing to the (PACP state machines as specified in 8.4. CAKs that have been acquired from
EAP may be cached in the CAK Cache. The CAK Cache may also be configured with one or more Pre-
Shared Keys (PSKs)." The Logon Process is thus responsible for the acquisition, use, and retention of all
CAK, CKN tuplés-and for deciding (if necessary) that authentication or use of a mutual proof of prior
authenticatiop-is-not possible and selecting unauthenticated connectivity—provided that is permitted by CP
controls. A-pre=shared CAK, CKN and or CAK, CKN tuples from previously successful authentications can
be useddy the KaY at the same time as a fresh authentication attempt is made using EAP, or the latter can be
delayednin anticipation that prior authentication result can be used. The choice of CAK, CKN tuples by the
Logon Process may be guided by Network ldentity information made available through EAPOL.

12.2 KaY interfaces

Change the first list item in 12.2 as follows:

— mka.enabled: Set by MKA if it is operational: enabled will be FALSE if the functionality provided
by the PAE is not available, or not implemented, or the control variable mka.enable (see 9.16) has
been cleared by management.
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Change the sixth through ninth list items in 12.2, adding a further paragraph as follows:

— MKA.participate: Set by the Logon Process to ensure that the actor is an active participant regtest
the-actor’s—activeparticipation in MKA. When set MKPDUs will be transmitted even if none are

received and even if MKA failed is set. When MKA participate is not set, the actor will transmit

only for a period of MKA Llfetlme following the receipt of an MKPDU from a feasible partner
(9.4.6).

— MKA.authenticated: Set by MKA to indicate that the actor is the principal actor, i.e., is
participating in the MKA instance that has elected the highest priority Key Server, and that Key
Server has proved mutual authentication but has determined that Controlled Port communicatien
should proceed without the use of MACsec (see 9.16).

— MKA.secured: Set by MKA to indicate that the actor is the principal actor, i.e., is participating in
the MKA instance that has elected the highest priority Key Server, and that Key Server has specified
the use of MACsec to secure communication (see 9.16).

— MKA failed: Set by MKA to indicate that the actor has failed, i.e., the actor andrits’live partners (if
any) do not include a participant willing to act as a Key Server. If the actora$ failed but has not

been deleted, it mlqht recelve further MKPDUs |nd|cat|nq pamemate—Feﬂcmns—set—H—wm

there is a potential partner and Key Server for the part|C|pants In that case, MKA WI|| clear failed.

If in-service upgrades are supported (5.11.4, 9.18), and a suspension is in progress, the KaY will not
reset MKA.secured (if set) until the suspension has been tershihated (9.18.4). As a consequence (in
the absence of further management changes, such as modific¢ation of the policy controls permitting
connectivity) the Logon Process will not change the, vatue of the connect signal to the CP state
machine for the duration of the suspension and the MKA instance’s Key Server (or its substitute)
will not generate a fresh SAK, allowing the latter te’ remain in the CP:RETIRE or CP:SECURED
states and provide continued data connectivity

Change the tenth list item in 12.2 as follows:

— chgdServer: Set when a new Key Server, i.e., one whose SCI (9.4.4) was not among those used by

existing SAs, has distributed an SAK -has-been-elected+-e—upon-thefirstelectionand-whenever
%he%e_&arehaﬂg&m%}e%ey%ewe#a&rdefmﬂed—by—ﬂs%el—@% Cleared by CP when-ttakeshote

12.5 Logon Process

Insert the following~subclause title before the paragraph beginning “When and how
connectivity will.be provided ...” renumbering the existing subclause 12.5.1:

12.5.1 Cantrelling connectivity

Insert the following new subclause 12.5.2 and subclause title 12.5.3 before the paragraph
beginning “The Logon Process may use Network Identities ...”

12.5.2 Active and passive participation

If an MKA instance is created (12.2) with a CAK derived from an EAP exchange and not previously cached,
participate is set. If the KaY sets MKA.failed before the CAK is used successfully (setting

MKA.authenticated or MKA.secured) the instance is deleted and the CAK discarded [see 9.14 (i)]. If the
CAK is used successfully, then it will be cached (by default) with an activate (9.16) value of Default.

Copyright © 2014 IEEE. All rights reserved. 33



https://standardsiso.com/api/?name=a80023a3a3a3b0b09ce8851afe92370b

ISO/IEC/IEEE 8802-1X:2013/AMD 1:2016(E)

IEEE LOCAL AND METROPOLITAN AREA NETWORKS
Std 802.1Xbx-2014

If an MKA instance is created with a CAK cached with an activate value of OnOperUp, participate is set
for a period of MKA Life Time and then cleared. The participant will, therefore, remain active, transmitting
MKPDUSs, for at least MKA Life Time, but will become passive if it does not receive an MKPDU from a
feasible partner for a period of MKA Life Time.

If an MKA instance is created with a CAK cached with an activate value of Always, participate is set and
is not subsequently cleared even if no MKPDUSs are received. The participant will remain persistently active,
transmitting MKPDUSs even in the prolonged absence of a feasible partner.

If an MKA instance was created from a cached CAK that has its activate value changed from OnOperUp
to Always, then participate is set. If the value is changed from Always to OnOperUp, then participate(is
cleared.

12.5.3 Network Identities

12.9 PAE management
12.9.2 Identifying PAEs and their capabilities

Add the following item to the dashed list following implemented.macséc:
— implemented.isupgrades: Set iff the MKA supportsiin-service upgrades (9.18).

Change Figure 12-3 to insert suspendOnRequesty-suspendFor, suspendedWhile, and
implemented.isupgrades as follows:
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PAE System
enum  {Enabled, Disabled} systemAccessControl, systemAnnouncements; // (12.9.1) r-w
int eapolProtocolVersion, mkaVersion; /1(12.9.1,11.3) r
’ *$ portNumber
PAE
PortNumber  portNumber, controlledPortNumber, uncontrolledPortNumber, commonPortNumber; 11(12.9.2) r
bool implemented.supp, implemented.auth, implemented.mka, implemented.macsec, implemented.isupgrades; // (12.9.2) r
bool implemented.announcer, implemented.listener, implemented.virtualPorts; 11(12.9.2) r
enum {RealPort, VirtualPort} portType; /1(12.9.2) r
bool vpEnable; I1(12.7) r-w™
int maxVirtualPorts, currentVirtualPorts; 11 (12.9.2) I**
bool vpStart; I@2.7)r"®
MACAddress vpPeerAddress; I@az2.7)r"®
initializePort(); // (12.9.3)
’ ’ ’ ’ ’ § P Only for portType == RealPort. ** Only for portType == VirtualPort. §
supp RYP Only for real ports with virtual port capability. logonProc
Supplicant // RealPort only MIB: PAE Supplicant Group LogonProcess // MIB: PAE Logon Group
Timeout heldPeriod; I/ (8.6)r-w? bool  logon; Il (12.5) r-w*
int retryMax; 11 (8.7)r-w? enum  connect; /1 (12.3) r
bool enabled, authenticate, authenticated, failed;// (8.4) r bool portValid; 11(12.3)r
auth § ’
Authenticator // MIB: PAE Authenticator Group seS§|on — - —
- - - - SessionStatistics // MIB: SeSsion Statistics Table
Timeout quietPeriod, reauthPeriod; Il (8.6)r-w* - - -
int retryMax 11 (8.9) r-w? int sess!onOctetst, sesspnOctetsTx,
bool enabled, authenticate, authenticated, failed;// (8.4)r Sess!onFramest, sessionFramesTx; // (12.5.1) r
utf8 sessionlds/sessionUserName; /I (125.1) r
Time  sessionTime; /I (125.1) r
mka enum ( sessionTerminateCause; /I (125.1) r
KaY // MIB: PAE KaY Group @
bool enable; 11 (9.16) r-w® @ % Ppaiticipants
bool active, authenticated, secured, failed;  // (9.16) r \b
SCI actorSCl, keyServerSCl; 11(9.16) r Participant
int  actorPriority, keyServerPriority; 11(9.16) r-w® CKN ckn; KMD kmd;NID nid; 11(9.16)r
bool joinGroup, formGroup, newGroup; 1(9.16) r-w?® CAK cak; // inaccessible
bool macsecCapable, macsecDesired; 11 (9.16) r-w® Auth authData; /1 (9.16) r
bool macsecProtect, macsecValidate; /1(9.16) r bool cached, active, retain; 11(9.16) r-w®
bool macsecReplayProtect, macsecValidate; // (9.16) r enum  activate; 11(9.16) r-w?®
KN txKN, xKN; 11(9.16) r bool principal; 11(9.16) r
AN tXAN, rxAN; 1(9.16) 1) SClList livePeers, potentialPeers; 11(9.16) r
bool suspendOnRequest; [/ (9518) ™ CKN distCKN; /1 (9.16) r
int  suspendFor, suspendedWhile; 11 (Q48) r-w’ Participant(CKN ckn, KMD kmd, NID nid, Auth authdata)®,
~Participant()®;
_\/ eapolStatistics
EapolStatistics // MIB: EAPOL Statistics\Group
int invalidEapolFramesRx, eaplehgthErrorFrames, eapolAnnouncementsRx, eapolAnnounceReqsRx;  // (12.8.1) ™"
int eapolPortUnavailable; /1 (12.8.1) IRY®
int eapolStartFramesRx, ‘eapolEapFramesRx, eapolLogoffFramesRx; /1 (12.8.1)
int eapolMKnoCKN, eapolMKInvalidFramesRx; 11(12.8.1)
MacAddress  lastEapolPrameSource; 11(12.8.2) r*"
int lastEapolFrameVersion; 11 (12.8.2)
int eapolSuppEapFramesTx, eapolLogoffFramesTx, eapolAnnouncementsTx, eapolAnnounceReqsTx; // (12.8.3) ¥
int eapolStartFramesTx, eapolAuthEapFramesTx, eapolMKAFramesTX; /1 (12.8.3)
announcer \V listener
Announcer // MiB: PAE Announcer Group Listener // MIB: PAE Listener Group
bool enable; /! (10.4) r-w* bool enable; // (10.4) r-w* 01—\|/
announces announcements
Announce // NID on this port Announcement // Received on this port
NID  nid; /1(10.4) r NID  nid; /1(10.4) r
enum accessStatus; // (10.4, 12.5)r KMD kmd; /1 (10.4) r
bool  specific; /1(10.4)r
logonNIDs enum accessStatus; /1 (10.4) r
LogonNIDs bool requestedNID; 1/ (10.4) r
NID connectedNID, requestedNID ; // (12.5) r enum unauthenticatedAccess; // (10.4) r
NID selectedNID; Il (12.5) r-w* struct accessCapabilities; /1 (10.4) r
struct Ciphersuites; // (10.4) r
*Y _nids \LconnecteleD, selectedNID, requestedNID constnid  \1anagement as a whole is optional. Options within management
NID // MIB: PAE NID_Group are identified by superscripts that apply independently to
utf8 nid; /1(12.5)r read (r) and write (w) and other operations, as follows:
enum  useEAP, unauthAllowed, unsecureAllowed; // (12.5) r-w* * Control of logon
enum  unauthenticated; /I (12.5,10.1) r-w* 2 EAPOL timer mgmt
struct _accessCapabilities: [(12.5.10.1) r-w* 3 Control of MKA
KMD kmd; /1(10.4) r “ Control of announcements and NID use
- ® In-service upgrades
NID(nid); ~NIDQ); Operations not subscripted shall be implemented if the relevant

capability is identified as implemented by the PAE.

Figure 12-3—PAE management information
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13. PAE MIB

Change the following row in Table 13-4 after rxAN:

Table 13-4—PAE managed object cross-reference table

PAE management information (Figure 12-3) MIB object(s)

macsecCapable (9.16) r-w ieee8021XKayMacSecCapableility

Insert the following rows into Table 13-4 after rxAN:

Table 13-4—PAE managed object cross-reference table

PAE management information (Figure 12-3) MIB object(s)

suspendFor (9.16) r-w

ieee8021XKayMkaSuspendFor

suspendOnRequest (9.16) r-w

ieee8021XKayMkaSuspendOnRequest

suspendedWhile (9.16) r-w

ieee8021XKayMkaSuspendedWhile

13.4 Security considerations

Insert the following NOTE after the last paragraph of 132
NOTE—The IEEE 802.1Xbx amendment to this standard) added the in-service upgrade (9.18) group

(ieeeB021XPaeKaY IsupgradeGroup). This addition does not.affect the security considerations to be taken into account
when making use of this standard.

13.5 Definitions for PAE MIB

Delete the entire text of the MIB definition, following the introductory sentence, and insert the
following text:

-- 1EEE8021X-PAE-MIB xLMIB for IEEE 802.1X (802.1X-2010 + 802.1Xbx)

— * kK B R AR R R e S e kK

I1EEE8021X-PAE-MIB" DEFINITIONS ::= BEGIN

IMPORTS
MODULE<FDENTITY,
OBJECT=TYPE,
Gauge3z,

Counter32,
counter64,
Unsigned32,
Integer32

FROM SNMPv2-SMI
MacAddress,
TEXTUAL-CONVENTION,
TruthValue,
RowPointer,

TimaStamn
—HHResEath

L]
Timelnterval,
RowStatus

FROM SNMPv2-TC
MODULE-COMPLIANCE,
OBJECT-GROUP
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FROM SNMPv2-CONF
SnmpAdminString

FROM SNMP-FRAMEWORK-MIB
Interfacelndex

FROM 1F-MIB
SecvySCl

“FROM 1EEE8021-SECY-MIB;

ieee8021XPaeMIB MODULE-IDENTITY
LAST-UPDATED ©“2014041016192”
ORGANIZATION “lEEE 802.1 Working Group”
CONTACT-INFO
“ WG-URL: http://grouper.ieee.org/groups/802/1/index._html
WG-EMail : stds-802-1@ieee.org
Contact: Mick Seaman
Postal: C/0 IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
P.0O. Box 1331
Piscataway
NJ 08855-1331
USA
E-mail: STDS-802-1-L@LISTSERV. IEEE.ORG”
DESCRIPTION
“The MIB module for managing the Port Access Entity,(PAE)
functions of IEEE 802.1X (Revision of 802.1X-2004).:
The PAE functions managed are summarized in Figure/12-3 of
IEEE 802.1X and include EAPOL PACP support for authentication
(EAP Supplicant and/or Authenticator), MACseC-Key Agreement
(MKA), EAPOL, and transmission and reception of network
announcements.

The following acronyms and definitions are used in this MIB.

AN : Association Number, a number «&hat is concatenated with a
MACsec Secure Channel ldentifier to identify a Secure
Association (SA).

Announcer : EAPOL-Announcement transmission functionality.

Authenticator : An entityl@hat facilitates authentication of
other entities attached to the same LAN.

CA : secure Connectiyvity Association: A security relationship,
established and“maintained by key agreement protocols, that
comprises a Fully connected subset of the service access
points in stations attached to a single LAN that are to be
supportediby MACsec.

CAK : seclre Connectivity Association Key, a secret key
possesSed by members of a given CA.

CKN /=~ secure Connectivity Association Key Name (CKN), a text
that identifies a CAK.

Common Port : An instance of the MAC Internal Sublayer Service
used by the SecY or PAC to provide transmission and
reception of frames for both the Controlled and
Uncontrolled Ports.

Controlled Port : The access point used to provide the secure
MAC Service to a client of a PAC or SecY.

CP state machine : Controlled Port state machine is capable of
controlling a SecY or a PAC. The CP supports
interoperability with unauthenticated systems that are not

pnort-hacad natuaorle accacce caonteyall ~conohlao or—that 1ol
eo—eewort S>—EOHEro < OF—tHa & g

A SA-asa a ot

po+
MKA. When the access controlled port is supported by a
SecY, the CP is capable of controlling the SecY so as to
provide unsecured connectivity to systems that implement a
PAC.
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EAP : Extensible Authentication Protocol, RFC3748.

EAPOL : EAP over LANs.

KaY : Key Agreement Entity, a PAE entity responsible for MKA.

Key Server : Elected by MKA, to transport a succession of SAKs,
for use by MACsec, to the other member(s) of a CA.

KMD : Key Management Domain, a string identifying systems that
share cached CAKs.

Listener : The role is to receive the network announcement
parameters in the authentication process.

Logon Process : The Logon Process is responsible for the
managing the use of authentication credentials, for
initiating use of the PAE’s Supplicant and or Authenticator
functionality, for deriving CAK, CKN tuples from PAE
results, for maintaining PSKs (Pre-Sharing Keys), and for
managing MKA instances. In the absence of successful
authentication, key agreement, or support for MAC Security,
the Logon Process determines whether the CP state machine
should provide unauthenticated connectivity or
authenticated but unsecured connectivity.

MKA : MACsec Key Agreement protocol allows PAEsy\ edch
associated with a port that is an authentiCated member of a
secure connectivity association (CA) or & potential CA, to
discover other PAEs attached to the samé tAN, to confirm
mutual possession of a CAK and hence (o ‘prove a past mutual
authentication, to agree the secret(keys (SAKs) used by
MACsec for symmetric shared key cryptography, and to ensure
that the data protected by MACseecvhas not been delayed.

MKPDU : MACsec Key Agreement Protocol Data Unit.
MPDU : MAC Protocol Data Unit:

NID : Network ldentity, a UTF-8 string identifying an network
or network service.

PAE : Port Access Entity, the protocol entity associated with a

Port. It can.support the protocol functionality
associated with the Authenticator, the Supplicant, or
both.

PAC : Port Aceess Controller, a protocol-less shim that
provides/control over frame transmission and reception by
cliefits attached to its Controlled Port, and uses the MAC
ServicCe provided by a Common Port. The access control
decision is made by the PAE, typically taking into
account the success or failure of mutual authentication
and authorization of the PAE’s peer(s), and is
communicated by the PAE using the LMl to set the PAC’s
Controlled Port enabled/disable. Two different interfaces
“Controlled Port” and “Uncontrolled Port’, are associated
with a PAC, and that for each instance of a PAC, two
ifTable rows (one for each interface) run on top of an
ifTable row representing the “Common Port” interface,
such as a row with ifType = “ethernetCsmacd(6)’.

For example :

Uncontrolled Port

Intaorfoca
et

Controlled Port

Intarfocao
HEeeHT1atc

(ifType = (ifType =

| |

| |

! } f ] face

| (ifentry = j) | (ifentry = k)
| |

| macSecControlledlF(231)) | macSecUncontrolledIF(232))
| |
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Physical Interface
(ifEntry = 1)
(ifType = ethernetCsmacd(6))

1 J—k are i1flndex to indicate

an interface stack in the ifTable.
Figure : PAC Interface Stack

The “Controlled Port” is the service point to provide one
instance of the secure MAC service in a PAC. The
“Uncontrolled Port” is the service point to provide one
instance of the iInsecure MAC service in a PAC.

PACP : Port Access Controller Protocol.

Port Ildentifier : A 16-bit number that is unique within the
scope of the address of the port.

Real Port : Indicates the PAE is for a real port. A port that
is not created on demand by the mechanisms specified in
this standard, but that can transmit and receive frames for
one or more virtual ports.

SC : Secure Channel, a security relationship used (o<provide
security guarantees for frames transmitted from,one member
of a CA to the others. An SC is supported by<a sequence of
SAs thus allowing the periodic use of fresh keys without
terminating the relationship.

SA : Secure Association, a security relationship that provides
security guarantees for frames tranSmitted from one member
of a CA to the others. Each SA isc¢supported by a single
secret key, or a single set of keys where the cryptographic
operations used to protect one’/frame require more than one
key.

SAK : Secure Association key,sthe secret key used by an SA.

SCl1 : Secure Channel ldentifier, a globally unique identifier
for a secure channel, @omprising a globally unique MAC
Address and a Port sldentifier, unique within the system
allocated that addkess.

secured connectivity : Data transfer between two or “Controlled
Ports” that @s protected by MACsec.

SecY : MAC Seeurity Entity, the entity that operates the MAC
Security protocol within a system.

Supplicant ™ : An entity at one end of a point-to-point LAN
segment that seeks to be authenticated by an Authenticator
attached to the other end of that link.

Suspension: Temporary suspension of MKA operation to facilitate
in-service control plane software upgrades without
disrupting existing secure connectivity.

Uncontrolled Port : The access point used to provide the
insecure MAC Service to a client of a SecY or PAC.

Virtual Port : Indicates the PAE is for a virtual port. A MAC
Service or Internal Sublayer service access point that is
created on demand. Virtual ports can be used to provide
separate secure connectivity associations over the same
LAN.”

DE\IICII’\I\I 201404101641 Q777
eV ooty O TaTA OO

DESCRIPTION
“Update published as part of I1EEE 802.1Xbx (Amendment to
IEEE 802.1X-2010)”

REVISION ©200910011650Z2”

DESCRIPTION
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“Initial version of this MIB module. Published as part of
IEEE P802.1X (Revision of IEEE Standard 802.1X-2009)”
= { iso(1) iso-identified-organization(3) ieee(11ll)
standards-association-numbered-series-standards(2)
lan-man-stds(802) ieee802dotl(1l) ieee802dotlmibs(1l) 15 }

-- Textual Conventions
leee8021XPaeCKN ::= TEXTUAL-CONVENTION
STATUS current

DESCRIPTION
“This textual convention indicates the CAK name to identify
the Connectivity Association Key (CAK) which is the root key
in the MACsec Key Agreement key hierarchy. All potential
members of the CA use the same CKN.”

REFERENCE
SYNTAX

“lEEE 802.1X Clause 5.4, Clause 9.3.1, Clause 6.2"
OCTET STRING (SIZE (1..16))

leee8021XPaeCKNOrNull ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
“This textual convention indicates the CAK name to/identify
the Connectivity Association Key (CAK) which is th& oot key
in the MACsec Key Agreement key hierarchy. All potential
members of the CA use the same CKN.

IT this is a zero length value, then the NULLYstring means
CKN information is applicable.”

REFERENCE “IEEE 802.1X Clause 5.4, Clatuse 9.3.1, Clause 6.2”
SYNTAX OCTET STRING (SIZE (0..16))

leee8021XPaeKMD ::= TEXTUAL-CONVENTION
STATUS current

DESCRIPTION
“This textual convention indicates a Key Management Domain
(KMD) .

KMD is a string of UTF-8\characters that names the transmitting
authenticator’s key mahagement domain.”

REFERENCE “IEEE 802.1X Clause 12.6”

SYNTAX OCTEF, STRING (SIZE (0..253))
leee8021XPaeNID ::= TEXTUAL-CONVENTION

STATUS current

DESCRIPTION

“This textual convention indicates a Network ldentifier (NID).

Each—network is identified by a NID, a UTF-8
network attached systems to select a network

REFERENCE
SYNHAX

“lIEEE 802.1X Clause 12.6, Clause
OCTET STRING (SIZE (1..100))

1e€e8021XPaeNIDOrNull ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
“This textual convention indicates a Network
Each network is identified by a NID, a UTF-8
network attached systems to select a network

string used by
profile.”

10.1~

Identifier (NID).

string used by
profile.

H—this—is—a—=zerotenrgth—values—then—the NULL stringFor
NID information is applicable.”
REFERENCE “lEEE 802.1X Clause 12.6, Clause 10.1”
SYNTAX OCTET STRING (SIZE (0..100))

40
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leee8021XMkaKeyServerPriority ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
“This textual convention indicates a Key Server priority
information.

Each MKA participant encodes a Key Server Priority, an 8-bit
integer, In each MKPDU. Each participant selects the live
participant advertising the highest priority as its Key Server
provided that participant has not selected another as its Key
Server or is unwilling to act as the Key Server. If a Key
Server cannot be selected SAKs are not distributed. In the
event of a tie for highest priority Key Server, the member with
the highest priority SCI is chosen. For consistency with other
uses of the SCI’s MAC Address component as a priority,
numerically lower values of the Key Server Priority and SCI are
accorded the highest priority. The Table 9-2 contains
recommendations for the use of priority values for various
system roles. Participants that will never act as a Key Server
should advertise priority OxFF.”

REFERENCE “lEEE 802.1X Clause 9.5, Table 9-2”

SYNTAX OCTET STRING (SIZE (1))
leee8021XMkaMl ::= TEXTUAL-CONVENTION

STATUS current

DESCRIPTION

“This textual convention indicates a Member ldentifier (MI).

The MI is a 96-bit random value chosen whenthe MKA Instance
begins, used with a 32-bit MN to protect @gainst replay attacks
and to record liveliness in the Live PeéryList or potential
liveliness in the Potential Peer Liste T the MN wraps, a new
random MI value is chosen and the MN¢hegins again at 1.”

REFERENCE “lEEE 802.1X Clause 9:4.2”

SYNTAX OCTET STRING (SIZE(12))
leee8021XMkaMN ::= TEXTUAL-CONVENT LON

DISPLAY-HINT “d”

STATUS current

DESCRIPTION

“This textual convention indicates a Member Number (MN).

The MN is a 32-bit\value which begins at 1 and increases for
each MKPDU transmitted. It is used with the MI to protect
against replay attacks and to record liveliness in the Live
Peers List or\potential liveliness in the Potential Peer List.
IT the MN wrkaps, a new random Ml value is chosen and the MN
begins again at a value of 1.7

REFERENCE “lEEE 802.1X Clause 9.4.2~"
SYNTAX Unsigned32 (1..2147483648)
leee8021XMkaKN ::= TEXTUAL-CONVENTION

DISPLAY-HINT “d”

STATUS current

DESCRIPTION
“This textual convention indicates a Key Number (KN) used in
MKA.

The MN is a 32-bit integer assigned by that Key Server
(sequentially, beginning with 1).”

REFERENCE “lEEE 802.1X Clause 9.8~
SYNTAX Unsigned32 (1..2147483648)
leee8021XPaeNIDCapabilites ::= TEXTUAL-CONVENTION
STATUS current

DESCRIPTION

“This textual convention indicates the combinations of
authentication and protection capabilities supported for a
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NID. Any set of these combinations can be supported.”

REFERENCE “lEEE 802.1X Clause 10.1, Table 11-8”
SYNTAX BITS {

eap(0),

ecanMka (D

eapMkaMacSec(2),

mka(3),

mkaMacSec(4),

higherLayer(5), -- WebAuth
higherLayerFal lback(6), -- WebAuth

vendorSpecific(7)
¥
leee8021XPaeNIDAccessStatus ::= TEXTUAL-CONVENTION
STATUS current

DESCRIPTION
“This textual convention indicates the transmitter’s
Controlled Port operational status and current level of
access resulting from authentication and the consequent
authorization controls applied by that port’s clients.

‘noAccess” : Other than to authentication services, and.to
services announced as available in the absence of
authentication (unauthenticated).

“‘remedialAccess’” : The access granted is severely‘limited,
possibly to remedial services.

“‘restrictedAccess” : The Controlled Port is Operational, but
restrictions have been applied by thel network that can
limit access to some resources.

“expectedAccess’ : The Controlled Port:is operational, and
access provided is as expected/ for successful
authentication and authorization for the NID.”

REFERENCE “lEEE 802.1X Clause“10.1, Table 11-8~
SYNTAX INTEGER {
noAccess(0);

remedialAccess(1),
restrictedAccess(2),

expectedAccess(3)
b
leee8021XPaeNIDUnauthenticatedStatus ::= TEXTUAL-CONVENTION
STATUS currkent

DESCRIPTION

“This textuallconvention indicates the access capabilities of
the port’s clients without authentication.

“noAccess” : Other than to authentication services (see
lteee8021XPaeNIDCapabilites information.

“fallbackAccess” : Limited access can be provided after
authentication failure.

“limitedAccess” : Immediate limited access is available
without authentication.

“openAccess’ : Immediate access is available without
authentication.”

REFERENCE “lIEEE 802.1X Clause 10.1, Table 11-8~
SYNTAX INTEGER {
noAccess(0),

fallhackAccacc (1)
e roaeI eee

IimitedAcces;Z§3:’
openAccess(3)

42 Copyright © 2014 IEEE. All rights reserved.



https://standardsiso.com/api/?name=a80023a3a3a3b0b09ce8851afe92370b

ISO/IEC/IEEE 8802-1X:2013/AMD 1:2016(E)

AMENDMENT 1: MAC SECURITY KEY AGREEMENT PROTOCOL (MKA) EXTENSIONS IEEE
Std 802.1Xbx-2014

-- Groups in the IEEE 802.1X MIB

ieee8021XPaeMIBNotifications OBJECT IDENTIFIER
::= { 1eee8021XPaeMIB O }

ieee8021XPaeMIBObjects OBJECT IDENTIFIER
::= { i1eee8021XPaeMIB 1 }

ieee8021XPaeMIBConformance OBJECT IDENTIFIER
::= { ieee8021XPaeMIB 2 }

ieee8021XPaeSystem OBJECT IDENTIFIER
::= { i1eee8021XPaeMIBObjects 1 }

ieee8021XPaeLogon OBJECT IDENTIFIER
::= { i1eee8021XPaeMIBObjects 2 }

ieee8021XPaeAuthenticator OBJECT IDENTIFIER
::= { i1eee8021XPaeMIBObjects 3 }

ieeeB021XPaeSupplicant OBJECT IDENTIFIER
::= { i1eee8021XPaeMIBObjects 4 }

ieee8021XPaeEapol OBJECT IDENTIFIER
::= { i1eee8021XPaeMIBObjects 5 }

ieee8021XPaeKaY OBJECT IDENTIFIER
::= { i1eee8021XPaeMIBObjects 6 }

ieee8021XPaeNetworkldentifier OBJECT IDENTIFIER
::= { i1eee8021XPaeMIBObjects 7 }

ieee8021XPaeSysAccessControl OBJECT-TYPE

SYNTAX TxuthValue
MAX-ACCESS réad-write
STATUS current
DESCRIPTION

“This,_ahject enables or disables port-based network access
control” for all the system’s ports. Setting this control
object to “false” causes the following actions :

. Deletes any virtual ports previously instantiated.

. Terminates authentication exchanges and MKA instances’

operation.

. Each real port PAE behaves as if no virtual ports
created.

. All the PAEs” Supplicant, Authenticator, and KaY are
disabled.

. Logon Process(es) behave as if the object
ieee8021XNidUnauthAllowed was “immediate”.

. Announcements can be transmitted, both periodically and
in response to announcement requests (conveyed by
EAPOL-Starts or EAPOL-Announcement-Regs) but are sent

wagth o canalla NI NEIND
Tt > g Tro—vro— o

. Objects announcementAccessStatus and announceAccessStatus
have the “noAccess”’ value, announcementAccessRequested is
“false’, object announcementUnauthAccess has the
“openAccess” value.
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The control variable settings for each real port PAE in the
ieeeB021XPaePortTable are unaffected, and will be used once the
object is set to “true’.

This configured value for this object shall be stored in
nersistent memorv and remain unchanaged across a

re-initialization of the managementdsystem of the entity.”
REFERENCE

“lIEEE 802.1X Clause 12.9.1, Figure 12-3 PAE
System.systemAccessControl”™
::= { 1eee8021XPaeSystem 1 }

ieee8021XPaeSysAnnouncements OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“Setting this control object to “false”’ causes each PAE in this
system to behave as if the PAE’s Announcement functionality is

disabled. The independent controls for each PAE apply if
this object is “true’.

This configured value for this object shall be stored @n
persistent memory and remain unchanged across a

re-initialization of the management system of the entity.”
REFERENCE

“l1EEE 802.1X Clause 12.9.1, Figure 12-3 PAE

System.systemAnnouncements”
::= { 1eee8021XPaeSystem 2 }

ieee8021XPaeSysEapolVersion OBJECT-TYPE

SYNTAX Unsigned32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The EAPOL protocol version for this system.”
REFERENCE

“lEEE 802.1X Clause 12.9.1, Clause 11.3, Figure 12-3 PAE
System._eapolProtocolVersion™
::= { i1eee8021XPaeSystem 3 }

ieeeB021XPaeSysMkaVersion OBJECT~TYPE

SYNTAX Unsigned32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The MKA protocoWV version for this system.”
REFERENCE ‘““BEEE 802.1X Clause 12.9.1~

:= { ieee8021XPaeSystem 4 }

ieee8021XPaecPortTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XPaePortEntry
MAX£ACCESS not-accessible

STATUS current

DESCRIPTION

“A table of system level information for each port supported by

the Port Access Entity. An entry appears in this table for
each port of this system.

For the writeable objects in this table, the configured value
shall be stored in persistent memory and remain unchanged

across a re-initialization of the management system of the
entity.”

73
3

D cc -
::= { i1eee8021XPaeSystem 5 }
ieee8021XPaePortEntry OBJECT-TYPE

SYNTAX leee8021XPaePortEntry
MAX-ACCESS not-accessible
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and

LEf _the PAE has heen dvnamically instantiated to suppnort an

existing or potentiallvirtual bort,

the Uncontrolled Port

interface and Controlled Port interface are allocated by the

real port’s PAE.”
INDEX
::= { ieee8021XPaePortTable 1 }

leee8021XPaePortEntry ::= SEQUENCE {
ieee8021XPaePortNumber
ieee8021XPaePortType
ieee8021XPaeControl ledPortNumber

{ ieee8021XPaePortNumber }

Interfacelndex,
INTEGER,
Interfacelndex,

L — realPertH)——indicates—the PAE

ieee8021XPaeUncontrol ledPortNumber
ieee8021XPaeCommonPortNumber

Interfacelndex,
Interfacelndex,

ieee8021XPaePortinitialize TruthValue,
ieee8021XPaePortCapabilities BITS,
ieee8021XPaePortVirtualPortsEnable TruthValue,
ieee8021XPaePortMaxVirtualPorts Unsigned32,
ieee8021XPaePortCurrentVirtualPorts Gauge32,
ieee8021XPaePortVirtualPortStart TruthValue,
ieee8021XPaePortVirtualPortPeerMAC MacAddress,
ieee8021XPaePortLogonEnable TruthVvalue,
ieee8021XPaePortAuthenticatorEnable TruthValue,
ieee8021XPaePortSupplicantEnable TruthValue’,
ieee8021XPaePortKayMkaEnable TruthValdes
ieee8021XPaePortAnnouncerEnable TruthValue,
ieee8021XPaePortListenerkEnable TruthValue

T
ieee8021XPaePortNumber OBJECT-TYPE

SYNTAX Interfacelndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

“An interface index indicates,the port number associated with
this port. Each PAE is uniquely identified by a port number.
The port number used is _uaw®que amongst all port numbers for
the system, and directly\or indirectly identifies the
Uncontrolled Port that\supports the PAE.

IT the PAE indicates a real port, ieee8021XPaePortType object
in the same row @&s “realPort’, the port number shall be the
same as the ieee8021XPaeCommonPortNumber object in the same row
for the associated PAC or SecY.

IT the PAE indicates a virtual port, ieee8021XPaePortType
object in the same row is “virtualPort’, this port number
should ke the same as the uncontrolledPortNumber object in the
same~row for the associated PAC or SecY.”

REFERENCE “802.1X Clause 12.9.2, Figure 12-3~

::= { ‘1eee8021XPaePortEntry 1 }

ieee8021XPaePortType OBJECT-TYPE

SYNTAX INTEGER {
realPort(l),
virtualPort(2)

¥

MAX-ACCESS read-only

STATUS current

DESCRIPTION

“The port type of the PAE.

o for o raool ort
>—1r o Sctt €

peFrt-
virtualPort(2) : indicates the PAE is for a virtual port.”

REFERENCE “802.1X Clause 12.9.2, Figure 12-3~

::= { ieee8021XPaePortEntry 2 }
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ieee8021XPaeControlledPortNumber OBJECT-TYPE

SYNTAX Interfacelndex
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“An interface index indicates the port number associated with

PAC or SecY’s Controlled Port.”
REFERENCE “802.1X Clause 12.9.2, Figure 12-3”
::= { ieee8021XPaePortEntry 3 }

ieee8021XPaeUncontrol ledPortNumber OBJECT-TYPE

SYNTAX Interfacelndex
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“An interface index indicates the port number associated with
PAC or SecY’s Uncontrolled Port. |[If the PAE supports a
real port, this port number can be the same as the
ieee8021XPaeCommonPortNumber object in the same row, otherwise
it shall not be the same.”

REFERENCE “802.1X Clause 12.9.2, Figure 12-3”

::= { ieee8021XPaePortEntry 4 }

ieee8021XPaeCommonPortNumber OBJECT-TYPE

SYNTAX Interfacelndex
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“An interface index indicates the port numbef,associated with
PAC or SecY’s “Common Port”’. All the virtualvports created
for a given real port share the same “Common Port” and
ieee8021XPaeCommonPortNumber in the samé~yow.”

REFERENCE “802.1X Clause 12.9.2, Figurge 12-3~

::= { ieee8021XPaePortEntry 5 }

ieee8021XPaePortinitialize OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“The initialization contr@d for this Port. Setting this object
“true’ causes the Port e 'be reinitialized, terminating (and
potentially restarting) authentication exchanges and MKA
operation.

IT the port is a-real port, any virtual ports previously
instantiated are>deleted. Virtual ports can be reinstantiated
through normal-protocol operation.

The object yalue reverts to “false” once initialization
has completed.”

REFERENCE “802.1X Clause 12.9.3, Figure 12-3~

::= { ieee8021XPaePortEntry 6 }

ieee8021XPaePortCapabilities OBJECT-TYPE
SYNTAX BITS {

supplImplemented(0),
authlImplemented(l),
mkalmplemented(2),
macseclImplemented(3),
announcementsimplemented(4),
listenerimplemented(5),
virtualPortsimplemented(6)

3
MAX-ACCESS read-only
STATUS current

nEC{"DIDTIﬁI\I
oot oty

“The capabilities of this PAE port.

“supplmplemented” : A PACP EAP supplicant functions are
implemented in this PAE if this bit is on.
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“authlmplemented” : A PACP EAP authenticator functions are
implemented in this PAE if this bit is on.

“mkalmplemented” : The KaY MKA functions are implemented
in this PAE if this bit is on.

“macseclmplemented” : The MACsec functions in the

Controlled Port are implemented in this PAE if this
bit is on.

“announcementsimplemented” : The EAPOL announcement can be
sent in this PAE if this bit is on.

“listenerimplemented” : This PAE can receive EAPOL announcement
if this bit is on.

‘virtualPortsimplemented” : Virtual Port functions are
implemented in this PAE if this bit is on.”
REFERENCE “802.1X Clause 12.9.2, Figure 12-3~
::= { i1eee8021XPaePortEntry 7 }

ieee8021XPaePortVirtualPortsEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“Enable or disable to Virtual Ports function forthis Real Port
PAE, the object ieee8021XPaePortType in the safe\ row has the
value “realPort”. If this PAE is not a RealdPort, this object
should be read only and returns “false”’.

This object will be read only and returfs),“false’ if the value
of the object ieee8021XPaePortCapabilities in the same row has
the bit “virtualPortsimplemented” offy¥

REFERENCE “802.1X Clause 12.8.1, Figure 12-3”

::= { ieee8021XPaePortEntry 8 }

ieee8021XPaePortMaxVirtualPorts OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The maximum number of\virtual ports can be supported in this
port.”

REFERENCE “802.1X Clause 12.9.2, Figure 12-3”

::= { ieee8021XPaePortEntry 9 }
ieee8021XPaePortCurrentVirtualPorts OBJECT-TYPE

SYNTAX Gauge32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The~current number of virtual ports is running in this port.”
REFERENCE “802.1X Clause 12.9.2, Figure 12-3”

::= { ‘1eee8021XPaePortEntry 10 }

ieee8021XPaePortVirtualPortStart OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be “true” if the virtual port is created by
receipt of an EAPOL-Start packet.”

REFERENCE “802.1X Clause 12.7, Figure 12-3”

::= { ieee8021XPaePortEntry 11 }

- _ M

SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The source MAC address of the received EAPOL-Start if
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ieee8021XPaePortVirtualPortStart is set “true’.

If 1eee8021XPaePortVirtualPortStart is not “true’ in the same

row, the value of this object should be 00-00-00-00-00-00."
REFERENCE “802.1X Clause 12.7, Figure 12-3”
el { innnRﬂ’)1YDnnDnranfr\I/ 12 }

ieeeB021XPaePortLogonEnable OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
“Enable or disable to transmit network announcement
information.”

REFERENCE “802.1X Clause 12.5, Figure 12-3”

::= { ieee8021XPaePortEntry 13 }
ieee8021XPaePortAuthenticatorEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“Enable or disable to the Authenticator function in th®as-PAE.

This object will be read only and returns “false” ¥f<{the value
of the object ieee8021XPaePortCapabilities in the’ Same row has
the bit “authlmplemented” Off.”

REFERENCE “802.1X Clause 8.4, Figure 12-3”

::= { ieee8021XPaePortEntry 14 }
ieee8021XPaePortSupplicantEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“Enable or disable to the Supplicant function in this PAE.

This object will be read onlysand returns “false” if the value
of the object ieee8021XPaeRartCapabilities in the same row has
the bit “supplmplemented” ofF.”

REFERENCE “802.1X Clausé&’8.4, Figure 12-3”

::= { ieee8021XPaePortEntry<15 }
ieeeB021XPaePortKayMkaEnable>0OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read~write
STATUS currkent
DESCRIPTION

“Enable or_.dksable the MKA protocol function in this PAE.

This object will be read only and returns “false” if the value
of the'ebject ieee8021XPaePortCapabilities in the same row has
the Hit “mkalmplemented” off.”

REFERENCE “lEEE 802.1X Clause 9.16, Figure 12-3~

::= { ‘1eee8021XPaePortEntry 16 }
ieee8021XPaePortAnnouncerkEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“Enable or disable the network Announcer function in this PAE.

This object will be read only and returns “false” if the value
of the object ieee8021XPaePortCapabilities in the same row has
the bit “announcementsimplemented” off.”

DEFERENGE “9n2 1Y Claorvica 10 A4 Cioira 192 277
= o 7 oot gotre—ar=—

o445

= { ieee8021XPaeP6}Eéntry 17 }

ieee8021XPaePortListenerEnable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
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STATUS current
DESCRIPTION
“Enable or disable the network Listener function in this PAE.

This object will be read only and returns “false” if the value
of _the obilect 1eece8021XPacPortCanabilities 1n the same row has

the bit ‘1istenerlmplemented’ off.”
REFERENCE “802.1X Clause 10.4, Figure 12-3”
::= { ieee8021XPaePortEntry 18 }

ieee8021XPacPortTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XPacPortEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“A table of system level information for each interface
supported by PAC.

This table will be instantiated if the value of the .object
ieee8021XPaePortCapabilities in the corresponding entry of the
ieee8021XPaePortTable has the bit “macseclmplemented” off.

For the writeable objects in this table, the c¢onfigured value
shall be stored in persistent memory and remain” unchanged
across a re-initialization of the management.system of the
entity.”

REFERENCE “lEEE 802.1X Clause 6.4, Clause 14~

::= { 1eee8021XPaeSystem 6 }

ieee8021XPacPortEntry OBJECT-TYPE

SYNTAX leee8021XPacPortEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“An entry containing PAC management information applicable to
a particular interface.”

INDEX { ieee8021XPacPortControlledPortNumber }

:= { ieee8021XPacPortTable 1 }

leee8021XPacPortEntry ::= SEQUENCE {
ieee8021XPacPortControl ledPortNumber Interfacelndex,
ieee8021XPacPortAdminPt2PtMAC INTEGER,
ieee8021XPacPortOperPt2PtMAC TruthValue

¥

ieee8021XPacPortControlledPortNumber OBJECT-TYPE
SYNTAX Interfacelndex
MAX-ACCESS not-accessible
STATUS current
DESCRIRTION
“The index to identify the “Controlled Port” interface for a PAC.”
REFERENCE “lEEE 802.1X Clause 6.4”
o= { i1eee8021XPacPortEntry 1 }

ieee8021XPacPortAdminPt2PtMAC OBJECT-TYPE

SYNTAX INTEGER
forceTrue(l),
forceFalse(2),
auto(3d)

¥

MAX-ACCESS read-write

STAFJS ctHFenrt

DESCRIPTION

“An object to control the service connectivity to at most one
other system. The ieee8021XPacPortOperPt2PtMAC indicates
operational status of the service connectivity for this PAC.
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“forceTrue” : allows only one service connection to the
other system.

“forceFalse” : no restriction on the number of service
connections to the other systems.

“auto” : means the service connectivity is determined by the
service providing entity.”
REFERENCE “lEEE 802.1X Clause 6.4~
DEFVAL { auto }
::= { i1eee8021XPacPortEntry 2 }

ieee8021XPacPortOperPt2PtMAC OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“An object to reflect the current service connectivity status.

“true’ : means the service connectivity of this PAC
Controlled Port provides at most one other system.

“false” : means the service connectivity of this PAC could
provide more than one other system.”

REFERENCE “lIEEE 802.1X Clause 6.4”
::= { ieee8021XPacPortEntry 3 }

ieee8021XPaePortLogonTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XPaePortLogonEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“A table of system level\information for each port to support
the Logon Process(es)status information.

This table will be\instantiated if the object
ieee8021XPaePortkogonEnable in the corresponding entry of the
ieee8021XPaePortFable is “true’.”

REFERENCE “802.1X Clause 12.5, Figure 12-3”

:= { ieee8021XPaelLogon 1 }

ieee8021XPaePortlLogonEntry OBJECT-TYPE

SYNTAX leee8021XPaePortLogonEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIRTION
“Ah entry contains Logon Process status information for the
PAE.”
INDEX { ieee8021XPaePortNumber }
= { i1eee8021XPaePortLogonTable 1 }
leee8021XPaePortLogonEntry ::= SEQUENCE {
ieee8021XPaePortLogonConnectStatus INTEGER,
ieee8021XPaePortPortvalid TruthValue
}
ieeeB021XPaePortLogonConnectStatus OBJECT-TYPE
SYNTAX HNFEGER—F
pending(1),
unauthenticated(2),
authenticated(3),
secure(4)
}
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MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The Logon Process sets this variable to one of the following

values, to indicate to the CP state machine if, and how,
r-nnnpr‘fi\/ify is to he Ir\rr\\/ir‘ipr‘l fhrnugh the Controlled Port -

“pending” : Prevent connectivity by disabling the
Controlled Port of this PAE.

“unauthenticated” : Provide unsecured connectivity, enabling
the Controlled Port of this PAE.

“authenticated” : Provide unsecured connectivity but with
authentication, enabling Controlled Port of this PAE.

“secure’ : Provide secure connectivity, using SAKs provided by
the KaY (when available) and enabling Controlled Port when
those keys are installed and in use.”

REFERENCE “802.1X Clause 12.3, Figure 12-3”
::= { ieee8021XPaePortLogonEntry 1 }

ieee8021XPaePortPortvValid OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be set “true” if Controlled (Port communication
is secured as specified by the MACsec.”

REFERENCE “802.1X Clause 12.3, Figure 12-37

::= { ieee8021XPaePortLogonEntry 2 }

ieee8021XPaePortSessionTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XPaePortSessionEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“A table of system level information for each port to support
Logon Process(es) session information. This table maintains
session statistics\For its associated Controlled Port,
suitable for communication to a RADIUS or other AAA server at
the end of a session for accounting purpose.

This table «willl be instantiated if the object
ieee8021XPagPortLogonEnable in the corresponding entry of the
ieee8021XPaePortTable is “true’.”

REFERENCE “802.1X Clause 12.5.1, Figure 12-3~

::= { ieee8021XPaelLogon 2 }

ieee8021XPaePortSessionEntry OBJECT-TYPE

SYNTAX leee8021XPaePortSessionEntry
MAX5ACCESS not-accessible

STATUS current

PESCRIPTION

“An entry contains Logon Process session information for the
PAE. A session, an entry, begins when the operation of
Controlled Port becomes “true’ and ends when it becomes
“false”.

The counts of frames and octets can be derived from those
maintained to support from Interface MIB counters for the

SacV?’c ar tha DAC?c Conteallad Doyt but dsffarc zn thot +hao
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counts are zéroed wheﬁ the sessiankbegins."
INDEX { ieee8021XPaeSessionControlledPortNumber }
::= { ieee8021XPaePortSessionTable 1 }

leee8021XPaePortSessionEntry ::= SEQUENCE {
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ieee8021XPaeSessionControl ledPortNumber Interfacelndex,
ieee8021XPaePortSessionOctetsRx Counter64,
1eee8021XPaePortSessionOctetsTx Counter64,
ieee8021XPaePortSessionPktsRx Counteré64,
ieee8021XPaePortSessionPktsTx Counter64,
1208021 XPacPortSessionld QnmpAdmianring)
ieee8021XPaePortSessionStartTime TimeStamp,
ieee8021XPaePortSessionintervalTime Timelnterval,
ieee8021XPaePortSessionTerminate INTEGER,
ieee8021XPaePortSessionUserName SnmpAdminString
¥
ieee8021XPaeSessionControl ledPortNumber OBJECT-TYPE
SYNTAX Interfacelndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

“The index to identify the “Controlled Port’ interface’s session
information for a PAE.”

REFERENCE “802.1X Clause 12.5.1, Figure 12-3~

::= { ieee8021XPaePortSessionEntry 1 }

ieee8021XPaePortSessionOctetsRx OBJECT-TYPE

SYNTAX Counter64
UNITS “Octets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of octets received in this session-0f this PAE.

Discontinuities in the value of this counter can occur at
re-initialization of the management systen, and at
other times as indicated by the valuecof
ieee8021XPaePortSessionStartTime.”

REFERENCE “802.1X Clause 12.5.1, Figure 12-3”

::= { i1eee8021XPaePortSessionEntry 2/}

ieee8021XPaePortSessionOctetsTx OBJECT-TYPE

SYNTAX Counter64
UNITS “Octets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of octets ‘transmitted in this session of this PAE.

Discontinuities @n the value of this counter can occur at
re-initialization’ of the management system, and at
other times as-indicated by the value of
ieee8021XPaeRartSessionStartTime.”

REFERENCE *802.1X Clause 12.5.1, Figure 12-3~

::= { ieee8021XPaePortSessionEntry 3 }

ieee8021XPaePortSessionPktsRx OBJECT-TYPE

SYNTAX Counter64
UNITS “Packets”
MAX£ACCESS read-only
STATUS current
DESCRIPTION

“The number of packets received in this session of this PAE.

Discontinuities in the value of this counter can occur at
re-initialization of the management system, and at
other times as indicated by the value of
ieee8021XPaePortSessionStartTime.”

REFERENCE “802.1X Clause 12.5.1, Figure 12-3”

::= { ieee8021XPaePortSessionEntry 4 }

ieee8021XPaePortSessionPktsTx OBJECT-TYPE

SYNTAX Counter64
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
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DESCRIPTION
“The number of packets transmitted in this session of this PAE.

Discontinuities in the value of this counter can occur at

re-initialization of the management system, and at
other times as indicated bv the value of

ieee8021XPaePortSessionStartTime.”
REFERENCE “802.1X Clause 12.5.1, Figure 12-3~
::= { ieee8021XPaePortSessionEntry 5 }

ieee8021XPaePortSessionld OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE (3..253))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

“The session identifier for this session of the PAE. A UTF-8

string, uniquely identifying the session within the context of
the PAE’s system.”

REFERENCE “802.1X Clause 12.5.1, Figure 12-3”
::= { ieee8021XPaePortSessionEntry 6 }

ieee8021XPaePortSessionStartTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The starting time of this session.”
REFERENCE “802.1X Clause 12.5.1, Figure 12-3”

::= { ieee8021XPaePortSessionEntry 7 }

ieee8021XPaePortSessionintervalTime OBJECT-TYPE

SYNTAX Timelnterval
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The duration time of the sessionhas been last.”
REFERENCE “802.1X Clause 12.5)1y Figure 12-3”

::= { ieee8021XPaePortSessionEntry 8 }

ieee8021XPaePortSessionTerminate OBJECT-TYPE
SYNTAX INTEGER

macOperkailed(1),
sysAcgessDisableOrPortinit(2),
receiyveEapolLogOff(3),
eapReauthFailure(4),
mkaFailure(b5),
newSessionBegin(6),

notTerminateYet(7)
>
MAX-ACCESS read-only
STATUS current

DESCRIPTION
“The~reason for the session termination, one of the following :

“‘macOperFailed” : “Common Port” for this PAE is not
operational .

“sysAccessDisableOrPortlnit’ : The ieee8021XPaeSysAccessControl
object is set to “false” or initialization process of this
PAE is invoked.

“receiveEapolLogOff” : The PAE has received EAPOL-Logoff
frame.

“eapReauthFailure” : EAP reauthentication has failed.

mlcal o
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“newSessionBegin’ : New session beginning.

‘notTerminateYet” : Not Terminated Yet.”
REFERENCE “802.1X Clause 12.5.1, Figure 12-3”
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::= { ieee8021XPaePortSessionEntry 9 }
ieee8021XPaePortSessionUserName OBJECT-TYPE

SYNTAX SnmpAdminString (SI1ZE (0..253))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

“The session user name for this session in the PAE. A UTF-8
string, representing the identity of the peer Supplicant.

IT no such information, zero length string will return.”

REFERENCE “802.1X Clause 12.5.1, Figure 12-3~
::= { ieee8021XPaePortSessionEntry 10 }

ieee8021XLogonNIDTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XLogonNIDEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“The Logon Process may use Network ldentities (NIDs)<to manage
its use of authentication credentials, cached CAKs).and
announcements. This table provides the NID infotmation for
Logon Process.

For the writeable objects in this table, the. configured value
shall be stored in persistent memory and (remain unchanged
across a re-initialization of the managément system of the
entity.”

REFERENCE “802.1X Clause 12.5, Figure 12-3”

::= { ieee8021XPaeLogon 3 }

ieee8021XLogonNIDEntry OBJECT-TYPE

SYNTAX leee8021XLogonNIDENEry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“An entry provides the NID information for a Logon Process.”
INDEX { ieee8021XPaePortNumber }

::= { i1eee8021XLogonNIDTable 1 }

leee8021XLogonNIDEntry :z= SEQUENCE {
ieee8021XLogonNiDConnectedNID leee8021XPaeNID,
ieee8021XLogonNIDRequestedNID leee8021XPaeNIDOrNull,
ieee8021XLogoANIDSelectedNID 1eee8021XPaeNIDOrNull

}

ieee8021XLogonN1DConnectedNID OBJECT-TYPE
SYNTAX leee8021XPaeNID
MAX-ACEESS read-only
STATUS current

DESCRIPTION
“The NID associated with the current connectivity (possibly
unauthenticated) provided by the operation of the CP state
machine.

This object can differ from both the ieee8021XLogonNIDSelectedNID and
the i1eee8021XLogonNIDRequestedNID objects in the same row if
authenticated connectivity (either secure or unsecured) has

already been established, and EAP authentication and MKA

operation for both of the latter have not met the necessary
conditions (as specified by the control variables unauthAllowed

and yncaciyra Al laoyady 77
Ho—oHS e e A=

REFERENCE “802.1X Clause 12.5, Figure 12-3”
::= { ieee8021XLogonNIDEntry 1 }

ieee8021XLogonNIDRequestedNID OBJECT-TYPE
SYNTAX leee8021XPaeNIDOrNull
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MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The NID marked as access requested in announcements, as
determined from EAPOL-Start frames. The default of this object

1s as the r-nnfigurpd value of thiﬂr‘f 1c28021X] ngnnl\lthplpr‘fpdl\lln

This object information provides context for the PAE’s EAP
Authenticator. |If no EAPOL-Start frame has been received since
the PAE’s “Common Port” became operational, or the last
EAPOL-Start frame received for the port did not contain a
requested NID, the object will take on the value of the object
ieee8021XLogonNIDSelectedNID in the same row.”

REFERENCE “802.1X Clause 12.5, Figure 12-3”

::= { i1eee8021XLogonNIDEntry 2 }

ieee8021XLogonNIDSelectedNID OBJECT-TYPE

SYNTAX leee8021XPaeNIDOrNull
MAX-ACCESS read-write

STATUS current

DESCRIPTION

“The NID currently configured for use by an access “Congrolled
Port” when transmitting EAPOL-Start frames. The defaudtof
this object is empty string.

This object may be either explicitly configured by management
or determined by the PAE using NID selection algorithms. If no
authentication is in progress, and the current connectivity is
terminated and then starts again, 1eee8021XLogonNIDConnectedNID will
take on the value of ieee8021XLogonNIDRequestedNID (though a PAE
NID”s election algorithm, if used, can subsequently select
another NID).”

REFERENCE “802.1X Clause 12.5, Figure\12-3~

DEFVAL {“}

::= { i1eee8021XLogonNIDEntry 3 }

ieee8021XAuthenticatorTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XAuthenticatorEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“A table: that contains the configuration objects for the
Authenticator PAE associated with each port. This table will

be w¥nstantiated if the object ieee8021XPaePortAuthenticatorEnable in
the ‘eorresponding entry of the ieee8021XPaePortTable is “true’.

For the writeable objects in this table, the configured value
shall be stored in persistent memory and remain unchanged
across a re-initialization of the management system of the
entity.”

REFERENCE “802.1X Clause 8, Figure 12-3~

::= { ieee8021XPaeAuthenticator 1 }

ieee8021XAuthenticatorEntry OBJECT-TYPE

SYNTAX leee8021XAuthenticatorEntry
MAX-ACCESS not-accessible
STATUS current

nEC{"DIDTIﬁI\I
oot oty

“An entry that contains the Authenticator configuration objects
for the PAE.”

INDEX { ieee8021XPaePortNumber }

::= { i1eee8021XAuthenticatorTable 1 }

Copyright © 2014 IEEE. Al rights reserved. 55



https://standardsiso.com/api/?name=a80023a3a3a3b0b09ce8851afe92370b

ISO/IEC/IEEE 8802-1X:2013/AMD 1:2016(E)

IEEE LOCAL AND METROPOLITAN AREA NETWORKS
Std 802.1Xbx-2014

leee8021XAuthenticatorEntry ::= SEQUENCE {
ieee8021XAuthPaeAuthenticate TruthValue,
ieee8021XAuthPaeAuthenticated TruthValue,

ieee8021XAuthPaeFailed TruthValue,
ieee8021XAuthPaeReAuthEnabled TruthValue,
18021 YAnthanniprarind Ilneignnd’l’),
ieee8021XAuthPaeReauthPeriod Unsigned32,
ieee8021XAuthPaeRetryMax Unsigned32,
ieee8021XAuthPaeRetryCount Gauge32
T
ieee8021XAuthPaeAuthenticate OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be set “true’ by the PAE authenticator to
request authentication, and if this object is “true’,
reauthentication is allowed.

This object will be “false” while the PAE authenticator revokes
authentication.”

REFERENCE “lEEE 802.1X Clause 8, Figure 12-3~

::= { i1eee8021XAuthenticatorEntry 1 }

ieee8021XAuthPaeAuthenticated OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be set “true’ by PACP iff jthe PAE authenticator
currently authenticated, and “false” ifCehie authentication
fails or is revoked.”

REFERENCE “lEEE 802.1X Clause 8, Figure 12-3”

::= { i1eee8021XAuthenticatorEntry 2 }

ieee8021XAuthPaeFailed OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be set\“true’ by PACP if the authentication
has failed or has been\terminated. The cause could be a
failure returned by EAP, either immediately or following a
reauthentication, an excessive number of attempts to
authenticate (eigther immediately or upon reauthentication), or
the authenticator’ deasserting authenticate, the object
authPaeAuthenticate in the same row is “false”’. The PACP
will set thelobject authPaeAuthenticated false as well as
setting thejobject “true’.”

REFERENCE “lEEE 802.1X Clause 8, Figure 12-3”

o= { i1eee8021XAuthenticatorEntry 3 }

ieee8021XAuthPaeReAuthEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX£ACCESS read-write

STATUS current

DESCRIPTION
“This object is set “true’ iIf PACP should initiate
reauthentication periodically, “false’ otherwise . Reading
this object always returns “false”.”

REFERENCE “lEEE 802.1X Clause 8.9, Figure 12-3”

::= { i1eee8021XAuthenticatorEntry 4 }
ieee8021XAuthPaeQuietPeriod OBJECT-TYPE

SYNTAX Unsigned32 (0..65535)
UNITS “socopds’t

MAX-ACCESS read-write

STATUS current

DESCRIPTION

“This object indicates a waiting period after a failed
authentication attempt, before another attempt is permitted.”
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REFERENCE “1EEE 802.1X Clause 8.6, Figure 12-3”
DEFVAL { 60

by
::= { i1eee8021XAuthenticatorEntry 5 }
ieee8021XAuthPaeReauthPeriod OBJECT-TYPE

SYNTAX llneignpd?’) (n RR'—'\QL‘\)
UNITS “seconds™

MAX-ACCESS read-write

STATUS current

DESCRIPTION

“This object indicates the time period of the reauthentication
to the supplicant.”

REFERENCE “1EEE 802.1X Clause 8.6, Figure 12-3”
DEFVAL { 3600 }

::= { i1eee8021XAuthenticatorEntry 6 }
ieee8021XAuthPaeRetryMax OBJECT-TYPE

SYNTAX Unsigned32
UNITS “times”
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“The maximum number of authentication attempts before #avlure is
reported to the Logon Process, and the authPaeQuietPeriod
timer imposed before further attempts are permitted.*

REFERENCE “lEEE 802.1X Clause 8.9, Figure 12-37

DEFVAL {2

::= { i1eee8021XAuthenticatorEntry 7 }
ieee8021XAuthPaeRetryCount OBJECT-TYPE

SYNTAX Gauge32
UNITS “times”
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The count of the number of authentication attempts.”
REFERENCE “lEEE 802.1X Clause’)8v9”

::= { i1eee8021XAuthenticatorEntry~8+}

ieee8021XSupplicantFable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XSupplicantEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTAON

“A~table that contains the configuration objects for the
Supplicant PAE associated with each port.

For the writeable objects in this table, the configured value
shall be stored in persistent memory and remain unchanged
across a re-initialization of the management system of the
entity.”

REFERENCE “802.1X Clause 8, Figure 8-6, Figure 12-3”

::= { ieee8021XPaeSupplicant 1 }

ieee8021XSupplicantEntry OBJECT-TYPE

SYNTAX leee8021XSupplicantEntry
MAX-ACCESS not-accessible
SFARYS etHFrent
DESCRIPTION
“The configuration information for an Supplicant PAE.”
INDEX { ieee8021XPaePortNumber }

::= { 1eee8021XSupplicantTable 1 }
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leee8021XSupplicantEntry ::= SEQUENCE {
ieee8021XSuppPaeAuthenticate TruthvValue,
ieee8021XSuppPaeAuthenticated TruthValue,

ieee8021XSuppPaeFailed Truthvalue,
ieee8021XSuppPaeHel loPeriod Unsigned32,
18021 Yinnr\Dnnanr\I/Mny Ilnelnnnd’%’)
ieee8021XSuppPaeRetryCount Gauge32
b
ieee8021XSuppPaeAuthenticate OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be set “true’ by the PAE supplicant to request
authentication, and if this object is “true’, reauthentication
is allowed.

This object will be “false” while the PAE supplicant revokes
authentication.”
REFERENCE “lEEE 802.1X Clause 8.4, Figure 8-6, Figure 12-3”
2= { i1eee8021XSupplicantEntry 1 }

ieee8021XSuppPaeAuthenticated OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be set “true” by PACP if the-PAE supplicant
currently authenticated, and “false” if the‘adthentication
fails or is revoked.”
REFERENCE “lIEEE 802.1X Clause 8.4, Figure 8-6, Figure 12-3”
::= { 1eee8021XSupplicantEntry 2 }

ieee8021XSuppPaeFailed OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be set “true” by PACP if the authentication
has failed or has been tekminated. The cause could be a
failure returned by EAPx\either immediately or following a
reauthentication, an excessive number of attempts to
authenticate (eitheryimmediately or upon reauthentication), or
the supplicant deasserting authenticate, the object
ieee8021XSuppPaeAuthenticate in the same row is “false’. The PACP
will set the object ieee8021XSuppPaeAuthenticated false as well as
setting the object “true’.”

REFERENCE “JEEE 802.1X Clause 8.4, Figure 8-6, Figure 12-3”

::= { i1eee8021XSupplicantEntry 3 }

ieee8021XSuppPaeHelloPeriod OBJECT-TYPE

SYNTAX Unsigned32 (0..65535)
UNITS “seconds”

MAX-ACECESS read-write

STATUS current

DESGRIPTION

“This object indicated a waiting time period after a failed
authentication attempt, before another attempt is permitted.”
REFERENCE “lIEEE 802.1X Clause 8.6, Figure 8-6, Figure 12-3”
DEFVAL {60 }
2= { i1eee8021XSupplicantEntry 4 }

ieee8021XSuppPaeRetryMax OBJECT-TYPE

SYNTAX Unsigned32
UNITS “times”
MAX—ACCESS read—wirile
STATUS current
DESCRIPTION

“The maximum number of authentication attempts before failure is
reported to the Logon Process, and the ieee8021XSuppPaeHelloPeriod
timer imposed before further attempts are permitted.”
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REFERENCE “lEEE 802.1X Clause 8.7, Figure 8-6, Figure 12-3”
DEFVAL {2}
::= { 1eee8021XSupplicantEntry 5 }
ieee8021XSuppPaeRetryCount OBJECT-TYPE
SYNTAX Gal |gn’2?
UNITS “times”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The count of the number of authentication attempts.”

REFERENCE

“lIEEE 802.1X Clause 8.7, Figure 8-6, Figure 12-3”

::= { 1eee8021XSupplicantEntry 6 }

ieeeB021XEapolStatsTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XEapolStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“A table in system level contains the EAPOL statisti¢s and
diagnostics information supported by PAE.”
REFERENCE “802.1X Clause 12.8, Figure 12-3~

::= { ieee8021XPaeEapol 1 }
ieeeB021XEapolStatsEntry OBJECT-TYPE

SYNTAX leee8021XEapolStatsEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“An entry contains the EAPOL statiStics and diagnostics

information for a PAE.”
INDEX
::= { ieee8021XEapolStatsTable 1.3}

leee8021XEapolStatsEntry ::= SEQUENGE {

{ ieee8021XPaePortNumber }

ieee8021XEapol Inval idFramesRx Counter32,
ieee8021XEapolEapLengthExrorFramesRx Counter32,
ieee8021XEapolAnnouncehentFramesRx Counter32,

ieee8021XEapolAnnouncementRegFramesRx
ieee8021XEapolPortUnavailableFramesRx

Counter32,
Counter32,

ieee8021XEapolStartFramesRx Counter32,
ieee8021XEapo lEapFramesRx Counter32,
ieee8021XEapollogoffFramesRx Counter32,
ieee8021XEapoIMkNoCknFramesRx Counter32,
ieee8021XEapolMkInval idFramesRx Counter32,
ieee8021XEapolLastRxFrameVersion Unsigned32,
ieee8021XEapolLastRxFrameSource MacAddress,
ieee8021XEapolSuppEapFramesTx Counter32,
ieee8021XEapolLogoffFramesTx Counter32,
ieee8021XEapolAnnouncementFramesTx Counter32,

ieee8021XEapolAnnouncementReqgFramesTx
ieee8021XEapolStartFramesTx
ieee8021XEapolAuthEapFramesTx
ieee8021XEapoIMkaFramesTx

’;

ieee8021XEapol InvalidFramesRx OBJECT-TYPE
SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current

F\EC{"DIDTI{\I\I
oot oty

Counter32,
Counter32,
Counter32,
Counter32

“The number of invalid EAPOL frames of any type that have been

received by this PAE.”
REFERENCE
::= { i1eee8021XEapolStatsEntry 1 }
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ieee8021XEapolEapLengthErrorFrameskRx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current

DESCRIPTIQN

“The number of EAPOL frames that the Packet Body Length does not
match a Packet Body that is contained within the octets of the
received EAPOL MPDU in this PAE.”

REFERENCE “802.1X Clause 12.8.1, Figure 12-3~

::= { i1eee8021XEapolStatsEntry 2 }

ieee8021XEapolAnnouncementFramesRx OBJECT-TYPE

SYNTAX Counter32

UNITS “Packets”

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The number of EAPOL-Announcement frames that have been received
by this PAE.”

REFERENCE “802.1X Clause 12.8.1, Figure 12-3”

::= { i1eee8021XEapolStatsEntry 3 }
ieee8021XEapolAnnouncementReqFramesRx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of EAPOL-Announcement-Req frames,that have been
received by this PAE.”

REFERENCE “802.1X Clause 12.8.1, Figutey12-3~

::= { i1eee8021XEapolStatsEntry 4 }

ieee8021XEapolPortUnavailableFramesRx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of EAPOL frames that are discarded because their
processing would require\the creation of a virtual port, for
which there are inadequate or constrained resources, or an
existing virtual port-and no such port currently exists. If
virtual port is not“supported, this object should be always 0.”
REFERENCE “802+1X Clause 12.8.1, Figure 12-3~
::= { ieee8021XEapolStatsEntry 5 }

ieee8021XEapolStartkFramesRx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current

DESCRIPTHON

“The number of EAPOL-Start frames that have been received by
this PAE.”

REFERENCE “802.1X Clause 12.8.1, Figure 12-3”
o= { 1eee8021XEapolStatsEntry 6 }

ieee8021XEapolEapFramesRx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of EAPOL-EAP frames that have been received by

thisPAE-"

REFERENCE “802.1X Clause 12.8.1, Figure 12-3~
::= { i1eee8021XEapolStatsEntry 7 }

ieee8021XEapolLogoffFramesRx OBJECT-TYPE
SYNTAX Counter32
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UNITS “Packets”

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The number of EAPOL-Logoff frames that have been received by
this PAE ~

REFERENCE “802.1X Clause 12.8.1, Figure 12-3”

::= { ieee8021XEapolStatsEntry 8 }
ieee8021XEapolIMkNoCknFramesRx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of MKPDUs received with MKA not enabled or CKN not
recognized in this PAE.”

REFERENCE “802.1X Clause 12.8.1, Figure 12-3~
::= { i1eee8021XEapolStatsEntry 9 }

ieee8021XEapolMkInval idFramesRx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of MKPDUs failing in message authenticdation on
receipt process in this PAE.”

REFERENCE “802.1X Clause 12.8.1, Figure 12£3*

::= { i1eee8021XEapolStatsEntry 10 }

ieee8021XEapolLastRxFrameVersion OBJECT-TYPE

SYNTAX Unsigned32
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The version of last received EAPOL frame by this PAE.”
REFERENCE “802.1X Clause 12.8%2, Figure 12-3~

::= { i1eee8021XEapolStatsEntry A1}
ieee8021XEapolLastRxFrameSource OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The source MAC address of last received EAPOL frame by this
PAE.”

REFERENCE “802.1X Clause 12.8.2, Figure 12-3~

c:= { ieee8021XEapolStatsEntry 12 }
ieee8021XEapolSuppEapFramesTx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACEESS read-only
STATUS current

DESCRIPTION
“The number of EAPOL-EAP frames that have been transmitted by
the supplicant of this PAE.”

REFERENCE “802.1X Clause 12.8.3, Figure 12-3~

::= { i1eee8021XEapolStatsEntry 13 }

ieee8021XEapolLogoffFramesTx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current

F\EC{"DIDTI{\I\I
oot oty

“The number of EAPOL-Logoff frames that have been transmitted by
this PAE.”

REFERENCE “802.1X Clause 12.8.3, Figure 12-3~
::= { ieee8021XEapolStatsEntry 14 }
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ieee8021XEapolAnnouncementFramesTx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current

DESCRIPTIQN

“The number of EAPOL-Announcement frames that have been
transmitted by this PAE.”

REFERENCE “802.1X Clause 12.8.3, Figure 12-3”

::= { i1eee8021XEapolStatsEntry 15 }

ieee8021XEapolAnnouncementReqFramesTx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of EAPOL-Announcement-Req frames that have been
transmitted by this PAE.”

REFERENCE “802.1X Clause 12.8.3, Figure 12-3~

::= { ieee8021XEapolStatsEntry 16 }

ieee8021XEapolStartFramesTx OBJECT-TYPE

SYNTAX Counter32

UNITS “Packets”

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The number of EAPOL-Start frames that have Heen received by
this PAE.”

REFERENCE “802.1X Clause 12.8.3, Figure{ 12-3”

::= { i1eee8021XEapolStatsEntry 17 }
ieeeB021XEapolAuthEapFramesTx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of EAPOL-EAP frames that have been transmitted by
the authenticator of this(PAE.”

REFERENCE “802.1X Clause 12.8.3, Figure 12-3~

::= { ieee8021XEapolStatskntry 18 }

ieee8021XEapolMkaFramesTx OBJECT-TYPE

SYNTAX Counter32
UNITS “Packets”
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The number of EAPOL-MKA frames with no CKN information that
have been” transmitted by this PAE.”

REFERENGE “802.1X Clause 12.8.3, Figure 12-3”

::= { AeeeB8021XEapolStatsEntry 19 }

ieee8021XKayMkaTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XKayMkaEntry
MAX—ACCESS Agi—accessible

STATUS current

DESCRIPTION

“A table of system level information for each interface
supported by the KaY (Key Agreement Entity). This table will
be instantiated if the object ieee8021XPaePortKayMkaEnable in
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the corresponding entry of the ieee8021XPaePortTable is “true’.

The following terms are used to identify roles within the MKA
protocol or protocol scenarios and the MIB description :

parfipinnnf - An instance of MKA _transmitting and receiving

frames protected by keys derived from a sfngle CAK, and
operating with positive intent, obeying the protocol.

member: A participant that possesses the CAK that can be used
to prove liveness and to obtain membership in the CA under
discussion.

actor: The participant under discussion, usually in the KaY
being described.

partners: Participants or members attached to the same LAN as
the actor, excluding the actor.

principal actor: The actor controlling the PAC or SecY
associated with the KaY.

Each participant selects the live participant advertising the
highest priority as its key server provided that participant
has not selected another as its key server or is unwikling to
act as the key server. |If a key server cannot be’ Selected SAKs
are not distributed. In the event of a tie for highest
priority key server, the member with the higheSt priority SCI
is chosen. For consistency with other uses Of -the SCI’s MAC
Address component as a priority, numerical hyower values of
the key server priority and SCI are accorded the highest
priority.

For the writeable objects in this table, the configured value
shall be stored in persistent memofy and remain unchanged
across a re-initialization of the“management system of the
entity.”

REFERENCE “lEEE 802.1X Clause“9.16, Figure 12-3~

::= { ieee8021XPaeKaY 1 }

ieee8021XKayMkaEntry OBJECT-TYPE

SYNTAX leee8021XKayMkaEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION

“An entry contaiping KaY MKA management information applicable
to a particular<interface.”

INDEX {\ieee8021XPaePortNumber }

:= { ieee8021XKayMkaTable 1 }

leee8021XKayMkaEntry ::= SEQUENCE {

ieee8021XKayMkaActive

Truthvalue,
ieee8021XKayMkaAuthenticated

TruthValue,
ieee8021XKayMkaSecured

TruthValue,
ieee8021XKayMkaFai led

TruthValue,
ieee8021XKayMkaActorsSCl

SecySClI,
ieee8021XKayMkaActorsPriority

leee8021XMkaKeyServerPriority,
ieee8021XKayMkaKeyServerPriority

leee8021XMkaKeyServerPriority,
ieee8021XKayMkaKeyServerSClI

SaevSCl
=3

SeeySci
ieee8021XKayAl lowedJoinGroup
TruthValue,
ieee8021XKayAl lowedFormGroup
TruthValue,
ieee8021XKayCreateNewGroup
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TruthValue,
ieee8021XKayMacSecCapability

INTEGER,
ieee8021XKayMacSecDesired

TruthValue,
128021 YI(QyM::r‘Qnr‘D rotect

TruthValue,
ieee8021XKayMacSecReplayProtect
TruthValue,
ieee8021XKayMacSecVal idate
TruthValue,
ieee8021XKayMacSecConfidentialityOffset
Integer32,
ieee8021XKayMkaTxKN
leee8021XMkaKN,
ieee8021XKayMkaTxAN
RowPointer,
ieee8021XKayMkaRxKN
leee8021XMkaKN,
ieee8021XKayMkaRxAN
RowPointer,
ieee8021XKayMkaSuspendFor
INTEGER,
ieee8021XKayMkaSuspendOnRequest
TruthValue,
ieee8021XKayMkaSuspendedWhile
INTEGER

}

ieee8021XKayMkaActive OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“This object will be “true’ if thefe s at least one MKA active
actor, transmitting MKPDUs™

REFERENCE “lEEE 802.1X Clause)9v16, Figure 12-3”

::= { ieee8021XKayMkaEntry 1 }

ieee8021XKayMkaAuthenticated OBJECT~TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current

DESCRIPTION
“This object will be “true” if the principal actor,
i.e. the actor centrolling the PAC or SecY associated with
the KaY, has determined that Controlled Port communication
communicationxshould proceed without MACsec.”

REFERENCE “JEEE 802.1X Clause 9.16, Figure 12-3”

::= { ieee8021XKayMkaEntry 2 }

ieee8021XKayMkaSecured OBJECT-TYPE

SYNTAX TruthValue
MAX-ACEESS read-only
STATUS current
DESCRIPTION

“This object will be “true” if the principal actor has
determined that communication should use MACsec.”
REFERENCE “lEEE 802.1X Clause 9.16, Figure 12-3”
::= { ieee8021XKayMkaEntry 3 }

ieee8021XKayMkaFailed OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current

DESCRIPTION

Thece ohsaoct walll ho “#»10? 2F +#ha ohsocot
HS—00 o e H—eHe—OuJeet

Ject—wi e
ieee8021XKayMkaSecured in
the same row is “false” and MKA Life Time has elapsed since an
MKA participant was last created.”

REFERENCE “lEEE 802.1X Clause 9.16, Table 9-3, Figure 12-3”

::= { ieee8021XKayMkaEntry 4 }
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ieee8021XKayMkaActorSCl OBJECT-TYPE

SYNTAX SecySClI
MAX-ACCESS read-only
STATUS current

DESCRIPTIQN

“The SCI assigned by the system to the port, applies to all the
port’s MKA actors.”
REFERENCE
“lEEE 802.1X Clause 9.16, Figure 12-3
IEEE 802.1AE Clause 7.1.2, 10.7.1”
::= { ieee8021XKayMkaEntry 5 }

ieee8021XKayMkaActorsPriority OBJECT-TYPE

SYNTAX leee8021XMkaKeyServerPriority
MAX-ACCESS read-write

STATUS current

DESCRIPTION

“The Key Server priority for all the port’s MKA actors. Each

participant encodes a key server priority, an 8-bit integer, 'in
each MKPDU.”

REFERENCE “lEEE 802.1X Clause 9.16, Table 9-2, Figure 12:3”
::= { ieee8021XKayMkaEntry 6 }

ieee8021XKayMkaKeyServerPriority OBJECT-TYPE

SYNTAX leee8021XMkaKeyServerPriority
MAX-ACCESS read-only
STATUS current
DESCRIPTION
“The priority of the elected Key Server through MKA in the CA.”
REFERENCE “lEEE 802.1X Clause 9.16, Table‘'9-2, Figure 12-3”

::= { ieee8021XKayMkaEntry 7 }
ieee8021XKayMkaKeyServerSCl OBJECT-TYPE

SYNTAX SecySClI
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The SC1 for key server for, the MKA principal actor. The length
of this object is 0 if there."is no principal actor, or that
actor has no live peers. . dhis object matches the

ieee8021XKayMkaActorSCIxebject in the same row if the actor is
the key server.”

REFERENCE
“lEEE 802.1X Clause“9.16, Figure 12-3
IEEE 802.1AE Clause 7.1.2, 10.7.1”
c:= { ieee8021XKayMkaEntry 8 }

ieee8021XKayAl lowedJo¥nGroup OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current

DESCRIPTAON

“This/object will be “true” if the KaY will accept Group CAKs
distributed by MKA protocol.”

REFERENCE “l1EEE 802.1X Clause 9.16, Figure 12-3~
1 i={ i1eee8021XKayMkaEntry 9 }

ieee8021XKayAl lowedFormGroup OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object will be “true” if the KaYy will attempt to use
point-to-point CAKs to distribute a group CAK, if it is the
Key Server for the MKA instances for all the ponnt to-point CAKs.”

“IEEE Qn’) 1V !"Iancn Q 16 E-gnv—a 1’) 3”

?:: { |eee8021XKayMkaEntry 10 } T

ieee8021XKayCreateNewGroup OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
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STATUS current
DESCRIPTION

“This object is set “true” iIf a new Group CAK is to be
distributed if the KaY is the Key Server for the MKA instances
for all the point-to-point CAKs. This object will be set “false”

by the KaY when distribution is complete ™

REFERENCE “lEEE 802.1X Clause 9.16, Figure 12-3”
::= { ieee8021XKayMkaEntry 11 }

ieeeB021XKayMacSecCapability OBJECT-TYPE
SYNTAX INTEGER {
noMACsec(0),
macSecCapabilityl(l),
macSecCapability2(2),
macSecCapability3(3)

3
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object indicates whether MACsec is implemented, and if so
whether the implementation provides integrity protection gnly,
integrity and integrity with confidentiality, or integrity) and
integrity with confidentiality with a selectable confidentiality offset
of 0, 30, or 50 octets (see IEEE Std 802.1AE).

“noMACsec” : the MACsec is not implemented.

“macSecCapabilityl” : capable in “integrity protection without
confidentiality’.

“macSecCapability2” : capable in “integriity protection without

confidentiality” and integrity protection and confidentiali
with a confidentiality offset 07,%

“macSecCapability3” : capable in integrity protection without
confidentiality” and integrdty protection and confidentiali

with a confidentiality offiset 0, 30 or 50”.”
REFERENCE

“lEEE 802.1X Clause 9.6.1, Chause 9.16, Figure 12-3, Table 11-6”
::= { ieee8021XKayMkaEntry 12 %}

ieeeB021XKayMacSecDesired OBJECT~TYPE

SYNTAX TruthValue
MAX-ACCESS read-wr vte
STATUS current
DESCRIPTION

“This object wi'llF be set “true’ if the MKA participants desire

the use of MA€sec to protect frames with this KaY.”
REFERENCE

“lEEE 802(1X Clause 9.6.1, Clause 9.16, Figure 12-3~
::= { ieee8021XKayMkaEntry 13 }

ieee8021XKayMacSecProtect OBJECT-TYPE

SYNTAX TruthValue
MAX-ACEESS read-only
STATUS current
DESGRIPTION

“The status of the MACsec protection function for this KaY.

“true’ : then the status of the MACsec protection function will
be as object secylfProtectFramesEnable object configured
in the IEEE8021-SECY-MIB.
“false” : then the MACsec protection function is disabled by
this KaY.”
REFERENCE

“lEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-2,

Figure—12 3 JEEE 802 1AE FEEESO21 SECY MIB-
igure 123 ARTYT!

-:= { ieee8021XKayMkaEntry 14 }

ieee8021XKayMacSecReplayProtect OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
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STATUS current

DESCRIPTION
“The status of the MACsec replay protection function for this
Kay.
“‘true’ - then the status of the MACsec repnlav nrotection

function will be as secyIfRepIayProtethﬁable object
configured in the IEEE8021-SECY-MIB.

“false” : then the MACsec replay protection function is
disabled by this KaY.”
REFERENCE

“lEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-2,
Figure 12-3”

::= { ieee8021XKayMkaEntry 15 }
ieee8021XKayMacSecValidate OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The status of the MACsec validation function for this KaY.

“true’ : then the status of the MACsec validation functioh

will be as secylfVvalidateFrames object configured in the
IEEE8021-SECY-MIB.

“false” : then the MACsec validation function is_enabled but

only for checking without Ffiltering out invalid frames by
the SecY.”
REFERENCE

“lIEEE 802.1X Clause 9.6.1, Clause 9.16, Figuwe 12-2,
Figure 12-3”

::= { ieee8021XKayMkaEntry 16 }
ieeeB021XKayMacSecConfidentialityOffset OBJECT-~TYPE

SYNTAX Integer32 (0 | 30 | 50)
UNITS “bytes”

MAX-ACCESS read-write

STATUS current

DESCRIPTION

“The confidentiality protection offset options for the selected
cipher suite in the MACseg€» If the cipher suite does not have
this capability, the configured value of the object will not
apply to the cipher suite.”

REFERENCE
“lEEE 802.1X Clause 9.7.1, Clause 9.16, Figure 12-3”

::= { ieee8021XKayMkaEntry 17 }

ieee8021XKayMkaTxKN OBJECT-TYPE

SYNTAX leee8021XMkaKN
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The~key number assigned by the key server to the SAK currently

being/used for transmission. This object will be 0 if MACsec

iswnot being used or the key number is not available yet.”
REFERENCE “lIEEE 802.1X Clause 9.8, Clause 9.16, Figure 12-3”
1 i={ i1eee8021XKayMkaEntry 18 }

ieee8021XKayMkaTxAN OBJECT-TYPE

SYNTAX RowPointer
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The AN assigned by the key server for use with the key number
for transmission.

Th-c KO- nn:nter wall nosnt to—ah ani—r\: -n -l-hn cor\\lTvCl\TahIa

WhICh the secyTxSCEncoE:ﬁééA object also points to in the
IEEE8021-SECY-MIB.

ot

IT MACsec is not in use or the AN is not identified yet, the
value of this object shall be set to the OBJECT IDENTIFIER
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{00 3}.”
REFERENCE
“lEEE 802.1X Clause 9.9, Clause 9.16, Figure 12-3,
IEEE8021-SECY-MIB”
::= { ieee8021XKayMkaEntry 19 }

ieee8021XKayMkaRxKN OBJECT-TYPE

SYNTAX leee8021XMkaKN
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“The key number assigned by the key server to the oldest SAK
currently being used for reception. It is the same as the key
number for transmission if a single SAK is currently in use.
This object will be O if MACsec iIs not being used or the key
number is not available yet.”
REFERENCE “lEEE 802.1X Clause 9.8, Clause 9.16, Figure 12-3”
::= { ieee8021XKayMkaEntry 20 }

ieee8021XKayMkaRxXAN OBJECT-TYPE

SYNTAX RowPointer

MAX-ACCESS read-only

STATUS current

DESCRIPTION
“The AN assigned by the key server for use with the Key number
for reception. It is the same as AN for transmission if a

single SAK is currently in use.

This row pointer will point to an entry iIn the-secyRxSATable
which the secyRxSCCurrentSA object also points to in the
I1EEE8021-SECY-MIB.

IT MACsec is not in use or the AN is pot identified yet, the
value of this object shall be set tocthe OBJECT IDENTIFIER
{00 3}.”
REFERENCE
“lEEE 802.1X Clause 9.6.1, ClauSev9.16, Figure 12-3,
IEEE8021-SECY-MIB”
::= { ieee8021XKayMkaEntry 21 }

ieee8021XKayMkaSuspendFor OBJECT=TYPE
SYNTAX INTEGER (1..120)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

“Set by managemept to a non-zero number of seconds between 1
and MKA Suspension Limit to initiate a suspension (9.18) of
that durationn@Gif the KaY’s principal actor is the Key
Server) or_ ko /request a suspension (otherwise)”

REFERENCE *“1EEE;802.1X Clause 9.16, Figure 12-3~”

::= { ieee8021XKayMkaEntry 22 }

ieee8021XKayMkaSuspendOnRequest OBJECT-TYPE
SYNTAX~TruthValue
MAX-ACEESS read-write
STATUS current
DESGRIPTION

“The status of the suspendOnRequest function for this KaY.
“true” : then the KaY’s principal actor will initiate a
suspension if it is the Key Server and another participant
has requested a suspension by transmitting a non-zero value
of its suspendFor parameter
“false” : then the KaY will not initiate a suspension on
request from another participant.”

REFERENCE “IEEE 802.1X Clause 9.16, Figure 12-3”

::= { ieee8021XKayMkaEntry 23 }

ieee8021XKayMkaSuspendedWhile OBJECT-TYPE
SYNTAX INTEGER (1..126)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
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“Read by management to determine if a suspension is in
progress and to discover the remaining duration of that
suspension. May be set directly to coordinate in-service
upgrades.”

REFERENCE “l1EEE 802.1X Clause 5.11.4, Clause 9.16, Clause 9.18.5,
Clause 9. 18 6 Fiqure 1237

= { ieee8021XKayMkaEntFy 24 }

ieee8021XKayMkaParticipantTable OBJECT-TYPE

SYNTAX SEQUENCE OF leee8021XKayMkaParticipantEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
“A table for each MKA participant supported by the KaY MKA
entity.

For the writeable objects in this table, the configured value
shall be stored in persistent memory and remain unchanged
across a re-initialization of the management system ofothe
entity.”
REFERENCE “lEEE 802.1X Clause 9.14, Clause 9.16, /Figure 12-3”
2= { ieee8021XPaeKaYy 2 }

ieee8021XKayMkaParticipantEntry OBJECT-TYPE

SYNTAX leee8021XKayMkaParticipantEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

“An entry containing KaY MKA management\information applicable
to a MKA participant.”
INDEX { ieee8021XPaePortNumhér,” ieee8021XKayMkaPartCKN }
::= { ieee8021XKayMkaParticipantTable™D }

leee8021XKayMkaParticipantEntry ::= SEQUENCE {
ieee8021XKayMkaPartCKN leee8021XPaeCKN,
ieee8021XKayMkaPartkMD leee8021XPaeKMD,
ieee8021XKayMkaPartNID leee8021XPaeNID,
ieee8021XKayMkaPartCached Truthvalue,
ieee8021XKayMkaPartActive TruthValue,
ieee8021XKayMkaPartRetain Truthvalue,
ieee8021XKayMkaPartActivateControl INTEGER,
ieee8021XKayMkaPartPrincipal Truthvalue,
ieee8021XKayMkaRartDistCKN leee8021XPaeCKNOrNull,
ieee8021XKayMkaPartRowStatus RowStatus
¥
ieee8021XKayMkaPartCKN OBJECT-TYPE
SYNTAX leee8021XPaeCKN
MAX-ACCESS not-accessible
STATUS current
DESCRIRTION
“The CKN information for this MKA participant.”
REFERENCE “lEEE 802.1X Clause 9.16, Figure 12-3”

= { ieee8021XKayMkaParticipantEntry 1 }
ieee8021XKayMkaPartkKMD OBJECT-TYPE

SYNTAX leee8021XPaeKMD
MAX-ACCESS read-create
STATUS current
DESCRIPTION
“The KMD information for this MKA participant.”
REFERENCE “lIEEE 802.1X Clause 9.16, Clause 12.6, Figure 12-3”
L — == [ jeece802bxkayMkaRarticipantEntry 2}

ieee8021XKayMkaPartNID OBJECT-TYPE

SYNTAX leee8021XPaeNID
MAX-ACCESS read-create
STATUS current
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DESCRIPTION
“The NID information for this MKA participant.”
REFERENCE “lIEEE 802.1X Clause 9.16, Clause 12.6, Figure 12-3”

::= { ieee8021XKayMkaParticipantEntry 3 }

1eee88021XKavMkaPartCached QOBIECT-_TYPE

SYNTAX TruthValue
MAX-ACCESS read-create
STATUS current
DESCRIPTION

“This object is set “true’ by the KaY if the participant’s
parameters are cached. |If this object is “true’, this object
can be set “false” cleared by management to remove the
participant’s parameters from the cache.”

REFERENCE “lEEE 802.1X Clause 9.16, Figure 12-3”

::= { ieee8021XKayMkaParticipantEntry 4 }

ieee8021XKayMkaPartActive OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

“This object is set “true” if the participant is active,Vi.e. is
currently transmitting periodic MKPDUs.”

REFERENCE “lEEE 802.1X Clause 9.16, Figure 12-3~

DEFVAL { false }

::= { i1eee8021XKayMkaParticipantEntry 5 }

ieee8021XKayMkaPartRetain OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-create
STATUS current
DESCRIPTION

“This object is set “true’ to retaingthe participant in the
cache, even if the KaY would normadly remove it (due to lack
of use for example)”

REFERENCE “lEEE 802.1X Clause)9v16, Figure 12-3”

::= { ieee8021XKayMkaParticipantEntry 6 }

ieeeB021XKayMkaPartActivateControl OBJECT-TYPE

SYNTAX INTEGER
default(l),
disabled(2),
onOperUp(3),
always(4)

}

MAX-ACCESS read=Create

STATUS curFrent

DESCRIPTION

“This object is for controlling the participant’s behavior when
the participant is activated.

“default” : the participant is from cached entries created by
the KaY as part of normal operation, without explicit
management, and is activated according to the
implementation dependent policies of the KaY.

“disabled” : the participant allows the cache information to
be retained, but disabled for indefinite period.

“onOperUp” : causing the participant to be activated when the
PAE’s “Uncontrolled Port’ becomes operational and when the
PAE resumes following suspension.

“always” : causing the participant to remain active all the
time, even in the continued absence of partners.

IT the object changed to disabled(1) or onOperUp(3), the
participant ceases operation immediately and receipt of MKPDUs
with a matching CKN during a subsequent period of twice MKA
lifetime will not cause the participant to become active once
more.”
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=== H.1 KDF ===

===============



Key    = 1ab9024f a04a03fe b9024fa0 4a03fe11

Label  = 48492054 48455245

Context= 01020104

Length = 0080



KDF out= b57a0b05 f43e9600 c3c4d15c 1e3c26e8



Key    = 3946ec36 f59017f1 267e914a bed2dbf6

         633f52ae 7e20309d 3eefdda4 073adfad

Label  = 48492054 48455245

Context= 01020104

Length = 0100



KDF out= 0efd01e5 b03a0951 a6df9bbf fe419016

         ee40fdbf c3335ebf 92ea0380 2214a307



=== H.2 CAK Key Derivation ===

==============================



Key    = e68a1ab9 0313024f da7a04a0 3fea010f

Label  = 49454545 38303231 20454150 2043414b

Context= 001b6393 fcbc00d0 b71a7717

Length = 0080



CAK    = 135bd758 b0ee5c11 c55ff6ab 19fdb199



Key    = 3946ec36 f59017f1 267e914a bed2dbf6

         633f52ae 7e20309d 3eefdda4 073adfad

Label  = 49454545 38303231 20454150 2043414b

Context= 001b6393 fcbc00d0 b71a7717

Length = 0100



CAK    = a29efdb6 3d6fba73 c65daab2 295340a8

         37a8886e 94a905b5 c9c7ef1d 9dbb297e



=== H.3 CKN Derivation ===

==========================



Key    = e68a1ab9 0313024f da7a04a0 3fea010f

Label  = 49454545 38303231 20454150 20434b4e

Sess-ID= 0d

         d075693f 54b2b2eb 01da61f0 af5d429b

         65b1ebca f536fba3 50777598 571728f6

         30c5c8da 5475489a d47b6e34 89a97372

         e5a8fd55 0617972c 020d42a3 b13a4eae

MAC1   = 001b6393 fcbc

MAC2   = 00d0b71a 7717

Length = 0080



CKN    = 96437a93 ccf10d9d fe347846 cce52c7d



Key    = 3946ec36 f59017f1 267e914a bed2dbf6

         633f52ae 7e20309d 3eefdda4 073adfad

Label  = 49454545 38303231 20454150 20434b4e

Sess-ID= 0d

         d075693f 54b2b2eb 01da61f0 af5d429b

         65b1ebca f536fba3 50777598 571728f6

         30c5c8da 5475489a d47b6e34 89a97372

         e5a8fd55 0617972c 020d42a3 b13a4eae

MAC1   = 001b6393 fcbc

MAC2   = 00d0b71a 7717

Length = 0080



CKN    = 7888f5d4 8ba8b24e 96bb95bd 8c7304ec



=== H.4 KEK Derivation ===

==========================



Key    = 135bd758 b0ee5c11 c55ff6ab 19fdb199

Label  = 49454545 38303231 204b454b

Context= 96437a93 ccf10d9d fe347846 cce52c7d

Length = 0080



KEK    = 8f5a384c 15d6ae93 02b462e3 63d03ca6



Key    = a29efdb6 3d6fba73 c65daab2 295340a8

         37a8886e 94a905b5 c9c7ef1d 9dbb297e

Label  = 49454545 38303231 204b454b

Context= 7888f5d4 8ba8b24e 96bb95bd 8c7304ec

Length = 0100



KEK    = 71340e45 4c84a123 2aa7977d 5ed86f78

         f250f3f9 d53584b9 337ff0c6 dfdc9f96



=== H.5 ICK Derivation ===

==========================



Key    = 135bd758 b0ee5c11 c55ff6ab 19fdb199

Label  = 49454545 38303231 2049434b

Context= 96437a93 ccf10d9d fe347846 cce52c7d

Length = 0080



ICK    = 8f1c5cb1 c8ed2e5f 047906e0 473aad4d



Key    = a29efdb6 3d6fba73 c65daab2 295340a8

         37a8886e 94a905b5 c9c7ef1d 9dbb297e

Label  = 49454545 38303231 2049434b

Context= 7888f5d4 8ba8b24e 96bb95bd 8c7304ec

Length = 0100



ICK    = 98b8544d 7390a41e 50ef72e2 5b4a0365

         23c919e8 12918871 949b4812 3eab526e



=== H.6 SAK Derivation ===

==========================



Key    = 135bd758 b0ee5c11 c55ff6ab 19fdb199

Label  = 49454545 38303231 2053414b

KS-nonc= 01020304 05060708 090a0b0c 0d0e0f10

MI-vlst= cd421cf8 6ba45793 8657675b 01020304

         05060708 0d1f36cf

KN     = 00000001

Length = 0080



SAK    = 04520592 5831ae59 c14550ed 59cc003d



Key    = a29efdb6 3d6fba73 c65daab2 295340a8

         37a8886e 94a905b5 c9c7ef1d 9dbb297e

Label  = 49454545 38303231 2053414b

KS-nonc= 01020304 05060708 090a0b0c 0d0e0f10

         11121314 15161718 191a1b1c 1d1e1f00

MI-vlst= cd421cf8 6ba45793 8657675b 01020304

         05060708 0d1f36cf

KN     = 00000001

Length = 0100



SAK    = bb692568 b287484a 5f3f4793 b0973227

         0d13dd81 8373c15b 3f2793fd c1948a37




-- *********************************************************************

--   

-- IEEE8021X-PAE-MIB : MIB for IEEE 802.1X (802.1X-2010 + 802.1Xbx)

--   

-- *********************************************************************



IEEE8021X-PAE-MIB DEFINITIONS ::= BEGIN



IMPORTS

    MODULE-IDENTITY,

    OBJECT-TYPE,

    Gauge32,

    Counter32,

    Counter64,

    Unsigned32,

    Integer32

        FROM SNMPv2-SMI

    MacAddress,

    TEXTUAL-CONVENTION,

    TruthValue,

    RowPointer,

    TimeStamp,

    TimeInterval,

    RowStatus

        FROM SNMPv2-TC

    MODULE-COMPLIANCE,

    OBJECT-GROUP

        FROM SNMPv2-CONF

    SnmpAdminString

        FROM SNMP-FRAMEWORK-MIB

    InterfaceIndex

        FROM IF-MIB

    SecySCI

        FROM IEEE8021-SECY-MIB;



ieee8021XPaeMIB MODULE-IDENTITY

    LAST-UPDATED    "201404101619Z"

    ORGANIZATION    "IEEE 802.1 Working Group"

    CONTACT-INFO

      " WG-URL: http://grouper.ieee.org/groups/802/1/index.html

        WG-EMail: stds-802-1@ieee.org

        Contact: Mick Seaman

        Postal: C/O IEEE 802.1 Working Group

                IEEE Standards Association

                445 Hoes Lane

                P.O. Box 1331

                Piscataway

                NJ 08855-1331

                USA

                E-mail: STDS-802-1-L@LISTSERV.IEEE.ORG"

    DESCRIPTION

        "The MIB module for managing the Port Access Entity (PAE)

        functions of IEEE 802.1X (Revision of 802.1X-2004).

        The PAE functions managed are summarized in Figure 12-3 of

        IEEE 802.1X and include EAPOL PACP support for authentication

        (EAP Supplicant and/or Authenticator), MACsec Key Agreement

        (MKA), EAPOL, and transmission and reception of network

        announcements.



        The following acronyms and definitions are used in this MIB.



        AN : Association Number, a number that is concatenated with a

            MACsec Secure Channel Identifier to identify a Secure

            Association (SA).



        Announcer : EAPOL-Announcement transmission functionality.



        Authenticator : An entity that facilitates authentication of

            other entities attached to the same LAN.



        CA : secure Connectivity Association: A security relationship,

            established and maintained by key agreement protocols, that

            comprises a fully connected subset of the service access

            points in stations attached to a single LAN that are to be

            supported by MACsec.



        CAK : secure Connectivity Association Key, a secret key

            possessed by members of a given CA.



        CKN : secure Connectivity Association Key Name (CKN), a text

            that identifies a CAK.



        Common Port : An instance of the MAC Internal Sublayer Service

            used by the SecY or PAC to provide transmission and

            reception of frames for both the Controlled and

            Uncontrolled Ports.



        Controlled Port : The access point used to provide the secure

            MAC Service to a client of a PAC or SecY.



        CP state machine : Controlled Port state machine is capable of

            controlling a SecY or a PAC.  The CP supports

            interoperability with unauthenticated systems that are not

            port-based network access control capable, or that lack 

            MKA.  When the access controlled port is supported by a

            SecY, the CP is capable of controlling the SecY so as to

            provide unsecured connectivity to systems that implement a

            PAC.



        EAP : Extensible Authentication Protocol, RFC3748.



        EAPOL : EAP over LANs.



        KaY : Key Agreement Entity, a PAE entity responsible for MKA.



        Key Server : Elected by MKA, to transport a succession of SAKs,

            for use by MACsec, to the other member(s) of a CA.



        KMD : Key Management Domain, a string identifying systems that

             share cached CAKs.



        Listener : The role is to receive the network announcement

            parameters in the authentication process.



        Logon Process : The Logon Process is responsible for the

            managing the use of authentication credentials, for

            initiating use of the PAE's Supplicant and or Authenticator

            functionality, for deriving CAK, CKN tuples from PAE

            results, for maintaining PSKs (Pre-Sharing Keys), and for

            managing MKA instances.  In the absence of successful

            authentication, key agreement, or support for MAC Security,

            the Logon Process determines whether the CP state machine

            should provide unauthenticated connectivity or

            authenticated but unsecured connectivity.



        MKA : MACsec Key Agreement protocol allows PAEs, each

            associated with a port that is an authenticated member of a

            secure connectivity association (CA) or a potential CA, to

            discover other PAEs attached to the same LAN, to confirm

            mutual possession of a CAK and hence to prove a past mutual

            authentication, to agree the secret keys (SAKs) used by

            MACsec for symmetric shared key cryptography, and to ensure

            that the data protected by MACsec has not been delayed.



        MKPDU : MACsec Key Agreement Protocol Data Unit.



        MPDU : MAC Protocol Data Unit.



        NID : Network Identity, a UTF-8 string identifying an network

             or network service.



        PAE : Port Access Entity, the protocol entity associated with a

             Port.  It can support the protocol functionality

             associated with the Authenticator, the Supplicant, or

             both.



        PAC : Port Access Controller, a protocol-less shim that

             provides control over frame transmission and reception by

             clients attached to its Controlled Port, and uses the MAC

             Service provided by a Common Port.  The access control

             decision is made by the PAE, typically taking into

             account the success or failure of mutual authentication

             and authorization of the PAE's peer(s), and is

             communicated by the PAE using the LMI to set the PAC's

             Controlled Port enabled/disable.  Two different interfaces

             'Controlled Port' and 'Uncontrolled Port', are associated

             with a PAC, and that for each instance of a PAC, two

             ifTable rows (one for each interface) run on top of an

             ifTable row representing the 'Common Port' interface,

             such as a row with ifType = 'ethernetCsmacd(6)'.



             For example :

            -----------------------------------------------------------

            |                            |                            |

            |   Controlled Port          |   Uncontrolled Port        |

            |      Interface             |      Interface             |

            |    (ifEntry = j)           |     (ifEntry = k)          |

            | (ifType =                  | (ifType =                  |

            |  macSecControlledIF(231))  |  macSecUncontrolledIF(232))|

            |                            |                            |

            |---------------------------------------------------------|

            |                                                         |

            |                    Physical Interface                   |

            |                      (ifEntry = i)                      |

            |                (ifType = ethernetCsmacd(6))             |

            |_________________________________________________________|

                        i, j, k are ifIndex to indicate

                       an interface stack in the ifTable.

                        Figure : PAC Interface Stack



             The 'Controlled Port' is the service point to provide one

             instance of the secure MAC service in a PAC.  The

             'Uncontrolled Port' is the service point to provide one

             instance of the insecure MAC service in a PAC.



        PACP : Port Access Controller Protocol.



        Port Identifier : A 16-bit number that is unique within the

            scope of the address of the port.



        Real Port : Indicates the PAE is for a real port.  A port that

            is not created on demand by the mechanisms specified in

            this standard, but that can transmit and receive frames for

            one or more virtual ports.



        SC : Secure Channel, a security relationship used to provide

            security guarantees for frames transmitted from one member

            of a CA to the others.  An SC is supported by a sequence of

            SAs thus allowing the periodic use of fresh keys without

            terminating the relationship.



        SA : Secure Association, a security relationship that provides

            security guarantees for frames transmitted from one member

            of a CA to the others. Each SA is supported by a single

            secret key, or a single set of keys where the cryptographic

            operations used to protect one frame require more than one

            key. 



        SAK : Secure Association key, the secret key used by an SA.



        SCI : Secure Channel Identifier, a globally unique identifier

            for a secure channel, comprising a globally unique MAC

            Address and a Port Identifier, unique within the system

            allocated that address.



        secured connectivity : Data transfer between two or 'Controlled

            Ports' that is protected by MACsec.



        SecY : MAC Security Entity, the entity that operates the MAC

            Security protocol within a system.



        Supplicant : An entity at one end of a point-to-point LAN

            segment that seeks to be authenticated by an Authenticator

            attached to the other end of that link.

            

        Suspension: Temporary suspension of MKA operation to facilitate

            in-service control plane software upgrades without

            disrupting existing secure connectivity.



        Uncontrolled Port : The access point used to provide the

            insecure MAC Service to a client of a SecY or PAC.



        Virtual Port : Indicates the PAE is for a virtual port.  A MAC

            Service or Internal Sublayer service access point that is

            created on demand.  Virtual ports can be used to provide

            separate secure connectivity associations over the same

            LAN."

    REVISION        "201404101619Z"

    DESCRIPTION

        "Update published as part of IEEE 802.1Xbx (Amendment to

        IEEE 802.1X-2010)"

    REVISION        "200910011650Z"

    DESCRIPTION

        "Initial version of this MIB module.  Published as part of

        IEEE P802.1X (Revision of IEEE Standard 802.1X-2009)"

    ::= { iso(1) iso-identified-organization(3) ieee(111)

          standards-association-numbered-series-standards(2)

          lan-man-stds(802) ieee802dot1(1) ieee802dot1mibs(1) 15 }



-- ------------------------------------------------------------------ --

-- Textual Conventions

-- ------------------------------------------------------------------ --



Ieee8021XPaeCKN ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates the CAK name to identify

        the Connectivity Association Key (CAK) which is the root key

        in the MACsec Key Agreement key hierarchy.  All potential

        members of the CA use the same CKN."



    REFERENCE       "IEEE 802.1X Clause 5.4, Clause 9.3.1, Clause 6.2"

    SYNTAX          OCTET STRING (SIZE (1..16))



Ieee8021XPaeCKNOrNull ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates the CAK name to identify

        the Connectivity Association Key (CAK) which is the root key

        in the MACsec Key Agreement key hierarchy.  All potential

        members of the CA use the same CKN.



        If this is a zero length value, then the NULL string means

        CKN information is applicable." 



    REFERENCE       "IEEE 802.1X Clause 5.4, Clause 9.3.1, Clause 6.2"

    SYNTAX          OCTET STRING (SIZE (0..16))



Ieee8021XPaeKMD ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates a Key Management Domain

        (KMD).



        KMD is a string of UTF-8 characters that names the transmitting

        authenticator's key management domain."



    REFERENCE       "IEEE 802.1X Clause 12.6"

    SYNTAX          OCTET STRING (SIZE (0..253))



Ieee8021XPaeNID ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates a Network Identifier (NID).



        Each network is identified by a NID, a UTF-8 string used by

        network attached systems to select a network profile."



    REFERENCE       "IEEE 802.1X Clause 12.6, Clause 10.1"

    SYNTAX          OCTET STRING (SIZE (1..100))



Ieee8021XPaeNIDOrNull ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates a Network Identifier (NID).



        Each network is identified by a NID, a UTF-8 string used by

        network attached systems to select a network profile.



        If this is a zero length value, then the NULL string for

        NID information is applicable." 



    REFERENCE       "IEEE 802.1X Clause 12.6, Clause 10.1"

    SYNTAX          OCTET STRING (SIZE (0..100))



Ieee8021XMkaKeyServerPriority ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates a Key Server priority

        information.



        Each MKA participant encodes a Key Server Priority, an 8-bit

        integer, in each MKPDU.  Each participant selects the live

        participant advertising the highest priority as its Key Server

        provided that participant has not selected another as its Key

        Server or is unwilling to act as the Key Server.  If a Key

        Server cannot be selected SAKs are not distributed.  In the

        event of a tie for highest priority Key Server, the member with

        the highest priority SCI is chosen.  For consistency with other

        uses of the SCI's MAC Address component as a priority,

        numerically lower values of the Key Server Priority and SCI are

        accorded the highest priority.  The Table 9-2 contains

        recommendations for the use of priority values for various

        system roles. Participants that will never act as a Key Server

        should advertise priority 0xFF."



    REFERENCE       "IEEE 802.1X Clause 9.5, Table 9-2"

    SYNTAX          OCTET STRING (SIZE (1))



Ieee8021XMkaMI ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates a Member Identifier (MI).



        The MI is a 96-bit random value chosen when the MKA Instance

        begins, used with a 32-bit MN to protect against replay attacks

        and to record liveliness in the Live Peer List or potential

        liveliness in the Potential Peer List. If the MN wraps, a new

        random MI value is chosen and the MN begins again at 1."



    REFERENCE       "IEEE 802.1X Clause 9.4.2"

    SYNTAX          OCTET STRING (SIZE (12))



Ieee8021XMkaMN ::= TEXTUAL-CONVENTION

    DISPLAY-HINT    "d"

    STATUS          current

    DESCRIPTION

        "This textual convention indicates a Member Number (MN).



        The MN is a 32-bit value which begins at 1 and increases for

        each MKPDU transmitted.  It is used with the MI to protect

        against replay attacks and to record liveliness in the Live

        Peers List or potential liveliness in the Potential Peer List.

        If the MN wraps, a new random MI value is chosen and the MN

        begins again at a value of 1."



    REFERENCE       "IEEE 802.1X Clause 9.4.2"

    SYNTAX          Unsigned32 (1..2147483648)



Ieee8021XMkaKN ::= TEXTUAL-CONVENTION

    DISPLAY-HINT    "d"

    STATUS          current

    DESCRIPTION

        "This textual convention indicates a Key Number (KN) used in

        MKA.



        The MN is a 32-bit integer assigned by that Key Server

        (sequentially, beginning with 1)."



    REFERENCE       "IEEE 802.1X Clause 9.8"

    SYNTAX          Unsigned32 (1..2147483648)



Ieee8021XPaeNIDCapabilites ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates the combinations of

        authentication and protection capabilities supported for a

        NID. Any set of these combinations can be supported."



    REFERENCE       "IEEE 802.1X Clause 10.1, Table 11-8"

    SYNTAX          BITS {

                        eap(0),

                        eapMka(1),

                        eapMkaMacSec(2),

                        mka(3),

                        mkaMacSec(4),

                        higherLayer(5), -- WebAuth

                        higherLayerFallback(6), -- WebAuth

                        vendorSpecific(7)

                    }



Ieee8021XPaeNIDAccessStatus ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates the transmitter's

        Controlled Port operational status and current level of

        access resulting from authentication and the consequent

        authorization controls applied by that port's clients.



        'noAccess' : Other than to authentication services, and to

            services announced as available in the absence of

            authentication (unauthenticated).



        'remedialAccess' : The access granted is severely limited,

            possibly to remedial services.



        'restrictedAccess' : The Controlled Port is operational, but

            restrictions have been applied by the network that can

            limit access to some resources.



        'expectedAccess' : The Controlled Port is operational, and

            access provided is as expected for successful

            authentication and authorization for the NID."



    REFERENCE       "IEEE 802.1X Clause 10.1, Table 11-8"

    SYNTAX          INTEGER  {

                        noAccess(0),

                        remedialAccess(1),

                        restrictedAccess(2),

                        expectedAccess(3)

                    }



Ieee8021XPaeNIDUnauthenticatedStatus ::= TEXTUAL-CONVENTION

    STATUS          current

    DESCRIPTION

        "This textual convention indicates the access capabilities of

        the port's clients without authentication.



        'noAccess' : Other than to authentication services (see

            Ieee8021XPaeNIDCapabilites information.



        'fallbackAccess' : Limited access can be provided after

            authentication failure.



        'limitedAccess' : Immediate limited access is available

            without authentication.



        'openAccess' : Immediate access is available without

            authentication."



    REFERENCE       "IEEE 802.1X Clause 10.1, Table 11-8"

    SYNTAX          INTEGER  {

                        noAccess(0),

                        fallbackAccess(1),

                        limitedAccess(2),

                        openAccess(3)

                    }



-- ------------------------------------------------------------------ --

-- Groups in the IEEE 802.1X MIB

-- ------------------------------------------------------------------ --



ieee8021XPaeMIBNotifications  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIB 0 }



ieee8021XPaeMIBObjects  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIB 1 }



ieee8021XPaeMIBConformance  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIB 2 }



-- ------------------------------------------------------------------ --

-- Management Objects in the IEEE 802.1X MIB

-- ------------------------------------------------------------------ --



ieee8021XPaeSystem  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBObjects 1 }



ieee8021XPaeLogon  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBObjects 2 }



ieee8021XPaeAuthenticator  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBObjects 3 }



ieee8021XPaeSupplicant  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBObjects 4 }



ieee8021XPaeEapol  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBObjects 5 }



ieee8021XPaeKaY  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBObjects 6 }



ieee8021XPaeNetworkIdentifier  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBObjects 7 }





-- ------------------------------------------------------------------ --

-- The 802.1X PAE System Group

-- ------------------------------------------------------------------ --

--   

-- ------------------------------------------------------------------ --

-- The 802.1X PAE System Objects

-- ------------------------------------------------------------------ --



ieee8021XPaeSysAccessControl OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "This object enables or disables port-based network access

        control for all the system's ports.  Setting this control

        object to 'false' causes the following actions :

            . Deletes any virtual ports previously instantiated.

            . Terminates authentication exchanges and MKA instances'

              operation.

            . Each real port PAE behaves as if no virtual ports

              created.

            . All the PAEs' Supplicant, Authenticator, and KaY are

              disabled.

            . Logon Process(es) behave as if the object

              ieee8021XNidUnauthAllowed was 'immediate'.

            . Announcements can be transmitted, both periodically and

              in response to announcement requests (conveyed by

              EAPOL-Starts or EAPOL-Announcement-Reqs) but are sent

              with a single NULL NID.

            . Objects announcementAccessStatus and announceAccessStatus

              have the 'noAccess' value, announcementAccessRequested is

              'false', object announcementUnauthAccess has the

              'openAccess' value.



        The control variable settings for each real port PAE in the

        ieee8021XPaePortTable are unaffected, and will be used once the

        object is set to 'true'.



        This configured value for this object shall be stored in

        persistent memory and remain unchanged across a

        re-initialization of the management system of the entity."

    REFERENCE

        "IEEE 802.1X Clause 12.9.1, Figure 12-3 PAE

            System.systemAccessControl" 

    ::= { ieee8021XPaeSystem 1 }



ieee8021XPaeSysAnnouncements OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "Setting this control object to 'false' causes each PAE in this

        system to behave as if the PAE's Announcement functionality is 

        disabled.  The independent controls for each PAE apply if

        this object is 'true'.



        This configured value for this object shall be stored in

        persistent memory and remain unchanged across a

        re-initialization of the management system of the entity."

    REFERENCE

        "IEEE 802.1X Clause 12.9.1, Figure 12-3 PAE

             System.systemAnnouncements" 

    ::= { ieee8021XPaeSystem 2 }



ieee8021XPaeSysEapolVersion OBJECT-TYPE

    SYNTAX          Unsigned32

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The EAPOL protocol version for this system."

    REFERENCE

        "IEEE 802.1X Clause 12.9.1, Clause 11.3, Figure 12-3 PAE

             System.eapolProtocolVersion" 

    ::= { ieee8021XPaeSystem 3 }



ieee8021XPaeSysMkaVersion OBJECT-TYPE

    SYNTAX          Unsigned32

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The MKA protocol version for this system."

    REFERENCE       "IEEE 802.1X Clause 12.9.1" 

    ::= { ieee8021XPaeSystem 4 }

-- ------------------------------------------------------------------ --

-- The 802.1X PAE Port Table

-- ------------------------------------------------------------------ --



ieee8021XPaePortTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XPaePortEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table of system level information for each port supported by

        the Port Access Entity.  An entry appears in this table for

        each port of this system.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3 PAE"

    ::= { ieee8021XPaeSystem 5 }



ieee8021XPaePortEntry OBJECT-TYPE

    SYNTAX          Ieee8021XPaePortEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The Port number, protocol version, and

        initialization control for a Port.



         If the PAE has been dynamically instantiated to support an

         existing or potential virtual port, the Uncontrolled Port

         interface and Controlled Port interface are allocated by the

         real port's PAE."

    INDEX           { ieee8021XPaePortNumber } 

    ::= { ieee8021XPaePortTable 1 }



Ieee8021XPaePortEntry ::= SEQUENCE {

        ieee8021XPaePortNumber              InterfaceIndex,

        ieee8021XPaePortType                INTEGER,

        ieee8021XPaeControlledPortNumber    InterfaceIndex,

        ieee8021XPaeUncontrolledPortNumber  InterfaceIndex,

        ieee8021XPaeCommonPortNumber        InterfaceIndex,

        ieee8021XPaePortInitialize          TruthValue,

        ieee8021XPaePortCapabilities        BITS,

        ieee8021XPaePortVirtualPortsEnable  TruthValue,

        ieee8021XPaePortMaxVirtualPorts     Unsigned32,

        ieee8021XPaePortCurrentVirtualPorts Gauge32,

        ieee8021XPaePortVirtualPortStart    TruthValue,

        ieee8021XPaePortVirtualPortPeerMAC  MacAddress,

        ieee8021XPaePortLogonEnable         TruthValue,

        ieee8021XPaePortAuthenticatorEnable TruthValue,

        ieee8021XPaePortSupplicantEnable    TruthValue,

        ieee8021XPaePortKayMkaEnable        TruthValue,

        ieee8021XPaePortAnnouncerEnable     TruthValue,

        ieee8021XPaePortListenerEnable      TruthValue

}



ieee8021XPaePortNumber OBJECT-TYPE

    SYNTAX          InterfaceIndex

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An interface index indicates the port number associated with

        this port.  Each PAE is uniquely identified by a port number.

        The port number used is unique amongst all port numbers for

        the system, and directly or indirectly identifies the

        Uncontrolled Port that supports the PAE.



        If the PAE indicates a real port, ieee8021XPaePortType object

        in the same row is 'realPort', the port number shall be the

        same as the ieee8021XPaeCommonPortNumber object in the same row

        for the associated PAC or SecY.



        If the PAE indicates a virtual port, ieee8021XPaePortType

        object in the same row is 'virtualPort', this port number

        should be the same as the uncontrolledPortNumber object in the

        same row for the associated PAC or SecY."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 1 }



ieee8021XPaePortType OBJECT-TYPE

    SYNTAX          INTEGER  {

                        realPort(1),

                        virtualPort(2)

                    }

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The port type of the PAE.



        realPort(1) : indicates the PAE is for a real port.



        virtualPort(2) : indicates the PAE is for a virtual port."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 2 }



ieee8021XPaeControlledPortNumber OBJECT-TYPE

    SYNTAX          InterfaceIndex

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "An interface index indicates the port number associated with

        PAC or SecY's Controlled Port."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 3 }



ieee8021XPaeUncontrolledPortNumber OBJECT-TYPE

    SYNTAX          InterfaceIndex

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "An interface index indicates the port number associated with

        PAC or SecY's Uncontrolled Port.  If the PAE supports a

        real port, this port number can be the same as the

        ieee8021XPaeCommonPortNumber object in the same row, otherwise

        it shall not be the same."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 4 }



ieee8021XPaeCommonPortNumber OBJECT-TYPE

    SYNTAX          InterfaceIndex

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "An interface index indicates the port number associated with

        PAC or SecY's 'Common Port'.  All the virtual ports created

        for a given real port share the same 'Common Port' and

        ieee8021XPaeCommonPortNumber in the same row."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 5 }



ieee8021XPaePortInitialize OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "The initialization control for this Port. Setting this object

        'true' causes the Port to be reinitialized, terminating (and

        potentially restarting) authentication exchanges and MKA

        operation.



        If the port is a real port, any virtual ports previously

        instantiated are deleted.  Virtual ports can be reinstantiated

        through normal protocol operation.



        The object value reverts to 'false' once initialization

        has completed."

    REFERENCE       "802.1X Clause 12.9.3, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 6 }



ieee8021XPaePortCapabilities OBJECT-TYPE

    SYNTAX          BITS {

                        suppImplemented(0),

                        authImplemented(1),

                        mkaImplemented(2),

                        macsecImplemented(3),

                        announcementsImplemented(4),

                        listenerImplemented(5),

                        virtualPortsImplemented(6)

                    }

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The capabilities of this PAE port.



        'suppImplemented' : A PACP EAP supplicant functions are

            implemented in this PAE if this bit is on.



        'authImplemented' : A PACP EAP authenticator functions are

            implemented in this PAE if this bit is on.



        'mkaImplemented' : The KaY MKA functions are implemented

            in this PAE if this bit is on.



        'macsecImplemented' : The MACsec functions in the

            Controlled Port are implemented in this PAE if this

            bit is on.



        'announcementsImplemented' : The EAPOL announcement can be

            sent in this PAE if this bit is on.



        'listenerImplemented' : This PAE can receive EAPOL announcement

            if this bit is on.



        'virtualPortsImplemented' : Virtual Port functions are

            implemented in this PAE if this bit is on."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 7 }



ieee8021XPaePortVirtualPortsEnable OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "Enable or disable to Virtual Ports function for this Real Port

        PAE, the object ieee8021XPaePortType in the same row has the

        value 'realPort'.  If this PAE is not a Real Port, this object

        should be read only and returns 'false'.



        This object will be read only and returns 'false' if the value

        of the object ieee8021XPaePortCapabilities in the same row has

        the bit 'virtualPortsImplemented' off."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 8 }



ieee8021XPaePortMaxVirtualPorts OBJECT-TYPE

    SYNTAX          Unsigned32

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The maximum number of virtual ports can be supported in this

        port."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 9 }



ieee8021XPaePortCurrentVirtualPorts OBJECT-TYPE

    SYNTAX          Gauge32

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The current number of virtual ports is running in this port."

    REFERENCE       "802.1X Clause 12.9.2, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 10 }



ieee8021XPaePortVirtualPortStart OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be 'true' if the virtual port is created by

        receipt of an EAPOL-Start packet."

    REFERENCE       "802.1X Clause 12.7, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 11 }



ieee8021XPaePortVirtualPortPeerMAC OBJECT-TYPE

    SYNTAX          MacAddress

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The source MAC address of the received EAPOL-Start if

        ieee8021XPaePortVirtualPortStart is set 'true'.



        If ieee8021XPaePortVirtualPortStart is not 'true' in the same

        row, the value of this object should be 00-00-00-00-00-00."

    REFERENCE       "802.1X Clause 12.7, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 12 }



ieee8021XPaePortLogonEnable OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "Enable or disable to transmit network announcement

        information."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 13 }



ieee8021XPaePortAuthenticatorEnable OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "Enable or disable to the Authenticator function in this PAE.



        This object will be read only and returns 'false' if the value

        of the object ieee8021XPaePortCapabilities in the same row has

        the bit 'authImplemented' Off."

    REFERENCE       "802.1X Clause 8.4, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 14 }



ieee8021XPaePortSupplicantEnable OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "Enable or disable to the Supplicant function in this PAE.



        This object will be read only and returns 'false' if the value

        of the object ieee8021XPaePortCapabilities in the same row has

        the bit 'suppImplemented' off."

    REFERENCE       "802.1X Clause 8.4, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 15 }



ieee8021XPaePortKayMkaEnable OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "Enable or disable the MKA protocol function in this PAE.



        This object will be read only and returns 'false' if the value

        of the object ieee8021XPaePortCapabilities in the same row has

        the bit 'mkaImplemented' off."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 16 }



ieee8021XPaePortAnnouncerEnable OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "Enable or disable the network Announcer function in this PAE.



        This object will be read only and returns 'false' if the value

        of the object ieee8021XPaePortCapabilities in the same row has

        the bit 'announcementsImplemented' off."

    REFERENCE       "802.1X Clause 10.4, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 17 }



ieee8021XPaePortListenerEnable OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "Enable or disable the network Listener function in this PAE.



        This object will be read only and returns 'false' if the value

        of the object ieee8021XPaePortCapabilities in the same row has

        the bit 'listenerImplemented' off."

    REFERENCE       "802.1X Clause 10.4, Figure 12-3" 

    ::= { ieee8021XPaePortEntry 18 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAC Port Table

-- ------------------------------------------------------------------ --



ieee8021XPacPortTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XPacPortEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table of system level information for each interface

        supported by PAC.



        This table will be instantiated if the value of the object

        ieee8021XPaePortCapabilities in the corresponding entry of the

        ieee8021XPaePortTable has the bit 'macsecImplemented' off.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "IEEE 802.1X Clause 6.4, Clause 14"

    ::= { ieee8021XPaeSystem 6 }



ieee8021XPacPortEntry OBJECT-TYPE

    SYNTAX          Ieee8021XPacPortEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry containing PAC management information applicable to

        a particular interface."

    INDEX           { ieee8021XPacPortControlledPortNumber } 

    ::= { ieee8021XPacPortTable 1 }



Ieee8021XPacPortEntry ::= SEQUENCE {

        ieee8021XPacPortControlledPortNumber    InterfaceIndex,

        ieee8021XPacPortAdminPt2PtMAC           INTEGER,

        ieee8021XPacPortOperPt2PtMAC            TruthValue

}



ieee8021XPacPortControlledPortNumber OBJECT-TYPE

    SYNTAX          InterfaceIndex

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The index to identify the 'Controlled Port' interface for a PAC."

    REFERENCE       "IEEE 802.1X Clause 6.4"

    ::= { ieee8021XPacPortEntry 1 }



ieee8021XPacPortAdminPt2PtMAC OBJECT-TYPE

    SYNTAX          INTEGER  {

                        forceTrue(1),

                        forceFalse(2),

                        auto(3)

                    }

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "An object to control the service connectivity to at most one

        other system.  The ieee8021XPacPortOperPt2PtMAC indicates

        operational status of the service connectivity for this PAC.



        'forceTrue' : allows only one service connection to the

                       other system.



        'forceFalse' : no restriction on the number of service

                        connections to the other systems.



        'auto' : means the service connectivity is determined by the

                  service providing entity."

    REFERENCE       "IEEE 802.1X Clause 6.4"

    DEFVAL          { auto } 

    ::= { ieee8021XPacPortEntry 2 }



ieee8021XPacPortOperPt2PtMAC OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "An object to reflect the current service connectivity status.



        'true' : means the service connectivity of this PAC

             Controlled Port provides at most one other system.



        'false' : means the service connectivity of this PAC could

             provide more than one other system."

    REFERENCE       "IEEE 802.1X Clause 6.4" 

    ::= { ieee8021XPacPortEntry 3 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE Logon Process Group

-- ------------------------------------------------------------------ --

--   

-- ------------------------------------------------------------------ --

-- The 802.1X PAE Logon Process Table

-- ------------------------------------------------------------------ --



ieee8021XPaePortLogonTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XPaePortLogonEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table of system level information for each port to support

        the Logon Process(es) status information.



        This table will be instantiated if the object

        ieee8021XPaePortLogonEnable in the corresponding entry of the

        ieee8021XPaePortTable is 'true'."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3"

    ::= { ieee8021XPaeLogon 1 }



ieee8021XPaePortLogonEntry OBJECT-TYPE

    SYNTAX          Ieee8021XPaePortLogonEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry contains Logon Process status information for the

        PAE."

    INDEX           { ieee8021XPaePortNumber } 

    ::= { ieee8021XPaePortLogonTable 1 }



Ieee8021XPaePortLogonEntry ::= SEQUENCE {

        ieee8021XPaePortLogonConnectStatus INTEGER,

        ieee8021XPaePortPortValid          TruthValue

}



ieee8021XPaePortLogonConnectStatus OBJECT-TYPE

    SYNTAX          INTEGER  {

                        pending(1),

                        unauthenticated(2),

                        authenticated(3),

                        secure(4)

                    }

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The Logon Process sets this variable to one of the following

        values, to indicate to the CP state machine if, and how,

        connectivity is to be provided through the Controlled Port :



        'pending' : Prevent connectivity by disabling the

            Controlled Port of this PAE.



        'unauthenticated' : Provide unsecured connectivity, enabling

            the Controlled Port of this PAE.



        'authenticated' : Provide unsecured connectivity but with

            authentication, enabling Controlled Port of this PAE.



        'secure' : Provide secure connectivity, using SAKs provided by

            the KaY (when available) and enabling Controlled Port when

            those keys are installed and in use."

    REFERENCE       "802.1X Clause 12.3, Figure 12-3" 

    ::= { ieee8021XPaePortLogonEntry 1 }



ieee8021XPaePortPortValid OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' if Controlled Port communication

        is secured as specified by the MACsec."

    REFERENCE       "802.1X Clause 12.3, Figure 12-3" 

    ::= { ieee8021XPaePortLogonEntry 2 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE Session Table

-- ------------------------------------------------------------------ --



ieee8021XPaePortSessionTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XPaePortSessionEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table of system level information for each port to support

        Logon Process(es) session information.  This table maintains

        session statistics for its associated Controlled Port,

        suitable for communication to a RADIUS or other AAA server at

        the end of a session for accounting purpose.



        This table will be instantiated if the object

        ieee8021XPaePortLogonEnable in the corresponding entry of the

        ieee8021XPaePortTable is 'true'."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3"

    ::= { ieee8021XPaeLogon 2 }



ieee8021XPaePortSessionEntry OBJECT-TYPE

    SYNTAX          Ieee8021XPaePortSessionEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry contains Logon Process session information for the

        PAE.  A session, an entry, begins when the operation of

        Controlled Port becomes 'true' and ends when it becomes

        'false'.



        The counts of frames and octets can be derived from those

        maintained to support from Interface MIB counters for the

        SecY's or the PAC's Controlled Port, but differs in that the

        counts are zeroed when the session begins."

    INDEX           { ieee8021XPaeSessionControlledPortNumber } 

    ::= { ieee8021XPaePortSessionTable 1 }



Ieee8021XPaePortSessionEntry ::= SEQUENCE {

        ieee8021XPaeSessionControlledPortNumber   InterfaceIndex,

        ieee8021XPaePortSessionOctetsRx           Counter64,

        ieee8021XPaePortSessionOctetsTx           Counter64,

        ieee8021XPaePortSessionPktsRx             Counter64,

        ieee8021XPaePortSessionPktsTx             Counter64,

        ieee8021XPaePortSessionId                 SnmpAdminString,

        ieee8021XPaePortSessionStartTime          TimeStamp,

        ieee8021XPaePortSessionIntervalTime       TimeInterval,

        ieee8021XPaePortSessionTerminate          INTEGER,

        ieee8021XPaePortSessionUserName           SnmpAdminString

}



ieee8021XPaeSessionControlledPortNumber OBJECT-TYPE

    SYNTAX          InterfaceIndex

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The index to identify the 'Controlled Port' interface's session

        information for a PAE."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 1 }



ieee8021XPaePortSessionOctetsRx OBJECT-TYPE

    SYNTAX          Counter64

    UNITS           "Octets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of octets received in this session of this PAE.



        Discontinuities in the value of this counter can occur at

        re-initialization of the management system, and at

        other times as indicated by the value of

        ieee8021XPaePortSessionStartTime."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 2 }



ieee8021XPaePortSessionOctetsTx OBJECT-TYPE

    SYNTAX          Counter64

    UNITS           "Octets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of octets transmitted in this session of this PAE.



        Discontinuities in the value of this counter can occur at

        re-initialization of the management system, and at

        other times as indicated by the value of

        ieee8021XPaePortSessionStartTime."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 3 }



ieee8021XPaePortSessionPktsRx OBJECT-TYPE

    SYNTAX          Counter64

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of packets received in this session of this PAE.



        Discontinuities in the value of this counter can occur at

        re-initialization of the management system, and at

        other times as indicated by the value of

        ieee8021XPaePortSessionStartTime."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 4 }



ieee8021XPaePortSessionPktsTx OBJECT-TYPE

    SYNTAX          Counter64

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of packets transmitted in this session of this PAE.



        Discontinuities in the value of this counter can occur at

        re-initialization of the management system, and at

        other times as indicated by the value of

        ieee8021XPaePortSessionStartTime."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 5 }



ieee8021XPaePortSessionId OBJECT-TYPE

    SYNTAX          SnmpAdminString (SIZE  (3..253))

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The session identifier for this session of the PAE.  A UTF-8

        string, uniquely identifying the session within the context of

        the PAE's system."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 6 }



ieee8021XPaePortSessionStartTime OBJECT-TYPE

    SYNTAX          TimeStamp

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The starting time of this session."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 7 }



ieee8021XPaePortSessionIntervalTime OBJECT-TYPE

    SYNTAX          TimeInterval

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The duration time of the session has been last."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 8 }



ieee8021XPaePortSessionTerminate OBJECT-TYPE

    SYNTAX          INTEGER  {

                        macOperFailed(1),

                        sysAccessDisableOrPortInit(2),

                        receiveEapolLogOff(3),

                        eapReauthFailure(4),

                        mkaFailure(5),

                        newSessionBegin(6),

                        notTerminateYet(7)

                    }

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The reason for the session termination, one of the following :



        'macOperFailed' : 'Common Port' for this PAE is not

            operational.



        'sysAccessDisableOrPortInit' : The ieee8021XPaeSysAccessControl

            object is set to 'false' or initialization process of this

            PAE is invoked.



        'receiveEapolLogOff' : The PAE has received EAPOL-Logoff

            frame.



        'eapReauthFailure' : EAP reauthentication has failed.



        'mkaFailure' : MKA failure or other MKA termination.



        'newSessionBegin' : New session beginning.



        'notTerminateYet' : Not Terminated Yet."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 9 }



ieee8021XPaePortSessionUserName OBJECT-TYPE

    SYNTAX          SnmpAdminString (SIZE  (0..253))

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The session user name for this session in the PAE.  A UTF-8

        string, representing the identity of the peer Supplicant.



        If no such information, zero length string will return."

    REFERENCE       "802.1X Clause 12.5.1, Figure 12-3" 

    ::= { ieee8021XPaePortSessionEntry 10 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE Logon Process NID Table

-- ------------------------------------------------------------------ --



ieee8021XLogonNIDTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XLogonNIDEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The Logon Process may use Network Identities (NIDs) to manage

        its use of authentication credentials, cached CAKs, and

        announcements.  This table provides the NID information for

        Logon Process.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3"

    ::= { ieee8021XPaeLogon 3 }



ieee8021XLogonNIDEntry OBJECT-TYPE

    SYNTAX          Ieee8021XLogonNIDEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry provides the NID information for a Logon Process."

    INDEX           { ieee8021XPaePortNumber } 

    ::= { ieee8021XLogonNIDTable 1 }



Ieee8021XLogonNIDEntry ::= SEQUENCE {

        ieee8021XLogonNIDConnectedNID Ieee8021XPaeNID,

        ieee8021XLogonNIDRequestedNID Ieee8021XPaeNIDOrNull,

        ieee8021XLogonNIDSelectedNID  Ieee8021XPaeNIDOrNull

}



ieee8021XLogonNIDConnectedNID OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNID

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The NID associated with the current connectivity (possibly

        unauthenticated) provided by the operation of the CP state

        machine.



        This object can differ from both the ieee8021XLogonNIDSelectedNID and

        the ieee8021XLogonNIDRequestedNID objects in the same row if

        authenticated connectivity (either secure or unsecured) has

        already been established, and EAP authentication and MKA

        operation for both of the latter have not met the necessary

        conditions (as specified by the control variables unauthAllowed

        and unsecureAllowed)."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3" 

    ::= { ieee8021XLogonNIDEntry 1 }



ieee8021XLogonNIDRequestedNID OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDOrNull

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The NID marked as access requested in announcements, as

        determined from EAPOL-Start frames.  The default of this object

        is as the configured value of object ieee8021XLogonNIDSelectedNID.



        This object information provides context for the PAE's EAP

        Authenticator.  If no EAPOL-Start frame has been received since

        the PAE's 'Common Port' became operational, or the last

        EAPOL-Start frame received for the port did not contain a

        requested NID, the object will take on the value of the object

        ieee8021XLogonNIDSelectedNID in the same row."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3" 

    ::= { ieee8021XLogonNIDEntry 2 }



ieee8021XLogonNIDSelectedNID OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDOrNull

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "The NID currently configured for use by an access 'Controlled

        Port' when transmitting EAPOL-Start frames.  The default of

        this object is empty string.



        This object may be either explicitly configured by management

        or determined by the PAE using NID selection algorithms.  If no

        authentication is in progress, and the current connectivity is

        terminated and then starts again, ieee8021XLogonNIDConnectedNID will

        take on the value of ieee8021XLogonNIDRequestedNID (though a PAE

        NID's election algorithm, if used, can subsequently select

        another NID)."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3"

    DEFVAL          { "" } 

    ::= { ieee8021XLogonNIDEntry 3 }

 



-- ------------------------------------------------------------------ --

-- The PAE Authenticator Group

-- ------------------------------------------------------------------ --

--   

-- ------------------------------------------------------------------ --

-- The 802.1X PAE Authenticator Table

-- ------------------------------------------------------------------ --



ieee8021XAuthenticatorTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XAuthenticatorEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table that contains the configuration objects for the

        Authenticator PAE associated with each port.  This table will

        be instantiated if the object ieee8021XPaePortAuthenticatorEnable in

        the corresponding entry of the ieee8021XPaePortTable is 'true'.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "802.1X Clause 8, Figure 12-3"

    ::= { ieee8021XPaeAuthenticator 1 }



ieee8021XAuthenticatorEntry OBJECT-TYPE

    SYNTAX          Ieee8021XAuthenticatorEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry that contains the Authenticator configuration objects

        for the PAE."

    INDEX           { ieee8021XPaePortNumber } 

    ::= { ieee8021XAuthenticatorTable 1 }



Ieee8021XAuthenticatorEntry ::= SEQUENCE {

        ieee8021XAuthPaeAuthenticate  TruthValue,

        ieee8021XAuthPaeAuthenticated TruthValue,

        ieee8021XAuthPaeFailed        TruthValue,

        ieee8021XAuthPaeReAuthEnabled TruthValue,

        ieee8021XAuthPaeQuietPeriod   Unsigned32,

        ieee8021XAuthPaeReauthPeriod  Unsigned32,

        ieee8021XAuthPaeRetryMax      Unsigned32,

        ieee8021XAuthPaeRetryCount    Gauge32

}



ieee8021XAuthPaeAuthenticate OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' by the PAE authenticator to

        request authentication, and if this object is 'true',

        reauthentication is allowed.



        This object will be 'false' while the PAE authenticator revokes

        authentication."

    REFERENCE       "IEEE 802.1X Clause 8, Figure 12-3" 

    ::= { ieee8021XAuthenticatorEntry 1 }



ieee8021XAuthPaeAuthenticated OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' by PACP if the PAE authenticator

        currently authenticated, and 'false' if the authentication

        fails or is revoked."

    REFERENCE       "IEEE 802.1X Clause 8, Figure 12-3" 

    ::= { ieee8021XAuthenticatorEntry 2 }



ieee8021XAuthPaeFailed OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' by PACP if the authentication

        has failed or has been terminated.  The cause could be a

        failure returned by EAP, either immediately or following a

        reauthentication, an excessive number of attempts to

        authenticate (either immediately or upon reauthentication), or

        the authenticator deasserting authenticate, the object

        authPaeAuthenticate in the same row is 'false'.  The PACP

        will set the object authPaeAuthenticated false as well as

        setting the object 'true'."

    REFERENCE       "IEEE 802.1X Clause 8, Figure 12-3" 

    ::= { ieee8021XAuthenticatorEntry 3 }



ieee8021XAuthPaeReAuthEnabled OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "This object is set 'true' if PACP should initiate

        reauthentication periodically, 'false' otherwise .  Reading

        this object always returns 'false'."

    REFERENCE       "IEEE 802.1X Clause 8.9, Figure 12-3" 

    ::= { ieee8021XAuthenticatorEntry 4 }



ieee8021XAuthPaeQuietPeriod OBJECT-TYPE

    SYNTAX          Unsigned32 (0..65535)

    UNITS           "seconds"

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "This object indicates a waiting period after a failed

        authentication attempt, before another attempt is permitted."

    REFERENCE       "IEEE 802.1X Clause 8.6, Figure 12-3"

    DEFVAL          { 60 } 

    ::= { ieee8021XAuthenticatorEntry 5 }



ieee8021XAuthPaeReauthPeriod OBJECT-TYPE

    SYNTAX          Unsigned32 (0..65535)

    UNITS           "seconds"

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "This object indicates the time period of the reauthentication

        to the supplicant."

    REFERENCE       "IEEE 802.1X Clause 8.6, Figure 12-3"

    DEFVAL          { 3600 } 

    ::= { ieee8021XAuthenticatorEntry 6 }



ieee8021XAuthPaeRetryMax OBJECT-TYPE

    SYNTAX          Unsigned32

    UNITS           "times"

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "The maximum number of authentication attempts before failure is

        reported to the Logon Process, and the authPaeQuietPeriod 

        timer imposed before further attempts are permitted."

    REFERENCE       "IEEE 802.1X Clause 8.9, Figure 12-3"

    DEFVAL          { 2 } 

    ::= { ieee8021XAuthenticatorEntry 7 }



ieee8021XAuthPaeRetryCount OBJECT-TYPE

    SYNTAX          Gauge32

    UNITS           "times"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The count of the number of authentication attempts."

    REFERENCE       "IEEE 802.1X Clause 8.9" 

    ::= { ieee8021XAuthenticatorEntry 8 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE Supplicant Group

-- ------------------------------------------------------------------ --

--   

-- ------------------------------------------------------------------ --

-- The 802.1X PAE Supplicant Table

-- ------------------------------------------------------------------ --



ieee8021XSupplicantTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XSupplicantEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table that contains the configuration objects for the

        Supplicant PAE associated with each port.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "802.1X Clause 8, Figure 8-6, Figure 12-3"

    ::= { ieee8021XPaeSupplicant 1 }



ieee8021XSupplicantEntry OBJECT-TYPE

    SYNTAX          Ieee8021XSupplicantEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The configuration information for an Supplicant PAE."

    INDEX           { ieee8021XPaePortNumber } 

    ::= { ieee8021XSupplicantTable 1 }



Ieee8021XSupplicantEntry ::= SEQUENCE {

        ieee8021XSuppPaeAuthenticate  TruthValue,

        ieee8021XSuppPaeAuthenticated TruthValue,

        ieee8021XSuppPaeFailed        TruthValue,

        ieee8021XSuppPaeHelloPeriod   Unsigned32,

        ieee8021XSuppPaeRetryMax      Unsigned32,

        ieee8021XSuppPaeRetryCount    Gauge32

}



ieee8021XSuppPaeAuthenticate OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' by the PAE supplicant to request

        authentication, and if this object is 'true', reauthentication

        is allowed.



        This object will be 'false' while the PAE supplicant revokes

        authentication."

    REFERENCE       "IEEE 802.1X Clause 8.4, Figure 8-6, Figure 12-3" 

    ::= { ieee8021XSupplicantEntry 1 }



ieee8021XSuppPaeAuthenticated OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' by PACP if the PAE supplicant

        currently authenticated, and 'false' if the authentication

        fails or is revoked."

    REFERENCE       "IEEE 802.1X Clause 8.4, Figure 8-6, Figure 12-3" 

    ::= { ieee8021XSupplicantEntry 2 }



ieee8021XSuppPaeFailed OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' by PACP if the authentication

        has failed or has been terminated.  The cause could be a

        failure returned by EAP, either immediately or following a

        reauthentication, an excessive number of attempts to

        authenticate (either immediately or upon reauthentication), or

        the supplicant deasserting authenticate, the object

        ieee8021XSuppPaeAuthenticate in the same row is 'false'.  The PACP

        will set the object ieee8021XSuppPaeAuthenticated false as well as

        setting the object 'true'."

    REFERENCE       "IEEE 802.1X Clause 8.4, Figure 8-6, Figure 12-3" 

    ::= { ieee8021XSupplicantEntry 3 }



ieee8021XSuppPaeHelloPeriod OBJECT-TYPE

    SYNTAX          Unsigned32 (0..65535)

    UNITS           "seconds"

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "This object indicated a waiting time period after a failed

        authentication attempt, before another attempt is permitted."

    REFERENCE       "IEEE 802.1X Clause 8.6, Figure 8-6, Figure 12-3"

    DEFVAL          { 60 } 

    ::= { ieee8021XSupplicantEntry 4 }



ieee8021XSuppPaeRetryMax OBJECT-TYPE

    SYNTAX          Unsigned32

    UNITS           "times"

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "The maximum number of authentication attempts before failure is

        reported to the Logon Process, and the ieee8021XSuppPaeHelloPeriod

        timer imposed before further attempts are permitted."

    REFERENCE       "IEEE 802.1X Clause 8.7, Figure 8-6, Figure 12-3"

    DEFVAL          { 2 } 

    ::= { ieee8021XSupplicantEntry 5 }



ieee8021XSuppPaeRetryCount OBJECT-TYPE

    SYNTAX          Gauge32

    UNITS           "times"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The count of the number of authentication attempts."

    REFERENCE       "IEEE 802.1X Clause 8.7, Figure 8-6, Figure 12-3" 

    ::= { ieee8021XSupplicantEntry 6 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE EAPOL Statistics Table

-- ------------------------------------------------------------------ --



ieee8021XEapolStatsTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XEapolStatsEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table in system level contains the EAPOL statistics and

        diagnostics information supported by PAE."

    REFERENCE       "802.1X Clause 12.8, Figure 12-3"

    ::= { ieee8021XPaeEapol 1 }



ieee8021XEapolStatsEntry OBJECT-TYPE

    SYNTAX          Ieee8021XEapolStatsEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry contains the EAPOL statistics and diagnostics

        information for a PAE."

    INDEX           { ieee8021XPaePortNumber } 

    ::= { ieee8021XEapolStatsTable 1 }



Ieee8021XEapolStatsEntry ::= SEQUENCE {

        ieee8021XEapolInvalidFramesRx         Counter32,

        ieee8021XEapolEapLengthErrorFramesRx  Counter32,

        ieee8021XEapolAnnouncementFramesRx    Counter32,

        ieee8021XEapolAnnouncementReqFramesRx Counter32,

        ieee8021XEapolPortUnavailableFramesRx Counter32,

        ieee8021XEapolStartFramesRx           Counter32,

        ieee8021XEapolEapFramesRx             Counter32,

        ieee8021XEapolLogoffFramesRx          Counter32,

        ieee8021XEapolMkNoCknFramesRx         Counter32,

        ieee8021XEapolMkInvalidFramesRx       Counter32,

        ieee8021XEapolLastRxFrameVersion      Unsigned32,

        ieee8021XEapolLastRxFrameSource       MacAddress,

        ieee8021XEapolSuppEapFramesTx         Counter32,

        ieee8021XEapolLogoffFramesTx          Counter32,

        ieee8021XEapolAnnouncementFramesTx    Counter32,

        ieee8021XEapolAnnouncementReqFramesTx Counter32,

        ieee8021XEapolStartFramesTx           Counter32,

        ieee8021XEapolAuthEapFramesTx         Counter32,

        ieee8021XEapolMkaFramesTx             Counter32

}



ieee8021XEapolInvalidFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of invalid EAPOL frames of any type that have been

        received by this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 1 }



ieee8021XEapolEapLengthErrorFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL frames that the Packet Body Length does not

        match a Packet Body that is contained within the octets of the

        received EAPOL MPDU in this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 2 }



ieee8021XEapolAnnouncementFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Announcement frames that have been received

        by this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 3 }



ieee8021XEapolAnnouncementReqFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Announcement-Req frames that have been

        received by this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 4 }



ieee8021XEapolPortUnavailableFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL frames that are discarded because their

        processing would require the creation of a virtual port, for

        which there are inadequate or constrained resources, or an

        existing virtual port and no such port currently exists.  If

        virtual port is not supported, this object should be always 0."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 5 }



ieee8021XEapolStartFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Start frames that have been received by

        this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 6 }



ieee8021XEapolEapFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-EAP frames that have been received by

        this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 7 }



ieee8021XEapolLogoffFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Logoff frames that have been received by

        this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 8 }



ieee8021XEapolMkNoCknFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of MKPDUs received with MKA not enabled or CKN not

        recognized in this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 9 }



ieee8021XEapolMkInvalidFramesRx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of MKPDUs failing in message authentication on

        receipt process in this PAE."

    REFERENCE       "802.1X Clause 12.8.1, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 10 }



ieee8021XEapolLastRxFrameVersion OBJECT-TYPE

    SYNTAX          Unsigned32

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The version of last received EAPOL frame by this PAE."

    REFERENCE       "802.1X Clause 12.8.2, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 11 }



ieee8021XEapolLastRxFrameSource OBJECT-TYPE

    SYNTAX          MacAddress

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The source MAC address of last received EAPOL frame by this

        PAE."

    REFERENCE       "802.1X Clause 12.8.2, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 12 }



ieee8021XEapolSuppEapFramesTx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-EAP frames that have been transmitted by

        the supplicant of this PAE."

    REFERENCE       "802.1X Clause 12.8.3, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 13 }



ieee8021XEapolLogoffFramesTx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Logoff frames that have been transmitted by

        this PAE."

    REFERENCE       "802.1X Clause 12.8.3, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 14 }



ieee8021XEapolAnnouncementFramesTx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Announcement frames that have been

        transmitted by this PAE."

    REFERENCE       "802.1X Clause 12.8.3, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 15 }



ieee8021XEapolAnnouncementReqFramesTx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Announcement-Req frames that have been

        transmitted by this PAE."

    REFERENCE       "802.1X Clause 12.8.3, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 16 }



ieee8021XEapolStartFramesTx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-Start frames that have been received by

        this PAE."

    REFERENCE       "802.1X Clause 12.8.3, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 17 }



ieee8021XEapolAuthEapFramesTx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-EAP frames that have been transmitted by

        the authenticator of this PAE."

    REFERENCE       "802.1X Clause 12.8.3, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 18 }



ieee8021XEapolMkaFramesTx OBJECT-TYPE

    SYNTAX          Counter32

    UNITS           "Packets"

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The number of EAPOL-MKA frames with no CKN information that

        have been transmitted by this PAE."

    REFERENCE       "802.1X Clause 12.8.3, Figure 12-3" 

    ::= { ieee8021XEapolStatsEntry 19 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE KaY Group

-- ------------------------------------------------------------------ --

--   

-- ------------------------------------------------------------------ --

-- The 802.1X PAE KaY Table

-- ------------------------------------------------------------------ --



ieee8021XKayMkaTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XKayMkaEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table of system level information for each interface

        supported by the KaY (Key Agreement Entity).  This table will

        be instantiated if the object ieee8021XPaePortKayMkaEnable in

        the corresponding entry of the ieee8021XPaePortTable is 'true'.



        The following terms are used to identify roles within the MKA

        protocol or protocol scenarios and the MIB description :



        participant : An instance of MKA, transmitting and receiving

            frames protected by keys derived from a single CAK, and

            operating with positive intent, obeying the protocol.



        member: A participant that possesses the CAK that can be used

            to prove liveness and to obtain membership in the CA under

            discussion.



        actor: The participant under discussion, usually in the KaY

            being described.



        partners: Participants or members attached to the same LAN as

            the actor, excluding the actor.



        principal actor: The actor controlling the PAC or SecY

            associated with the KaY.



        Each participant selects the live participant advertising the

        highest priority as its key server provided that participant

        has not selected another as its key server or is unwilling to

        act as the key server.  If a key server cannot be selected SAKs

        are not distributed.  In the event of a tie for highest

        priority key server, the member with the highest priority SCI

        is chosen.  For consistency with other uses of the SCI's MAC

        Address component as a priority, numerically lower values of

        the key server priority and SCI are accorded the highest

        priority.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3"

    ::= { ieee8021XPaeKaY 1 }



ieee8021XKayMkaEntry OBJECT-TYPE

    SYNTAX          Ieee8021XKayMkaEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry containing KaY MKA management information applicable

        to a particular interface."

    INDEX           { ieee8021XPaePortNumber } 

    ::= { ieee8021XKayMkaTable 1 }



Ieee8021XKayMkaEntry ::= SEQUENCE {

        ieee8021XKayMkaActive

            TruthValue,

        ieee8021XKayMkaAuthenticated

            TruthValue,

        ieee8021XKayMkaSecured

            TruthValue,

        ieee8021XKayMkaFailed

            TruthValue,

        ieee8021XKayMkaActorSCI

            SecySCI,

        ieee8021XKayMkaActorsPriority

            Ieee8021XMkaKeyServerPriority,

        ieee8021XKayMkaKeyServerPriority

            Ieee8021XMkaKeyServerPriority,

        ieee8021XKayMkaKeyServerSCI

            SecySCI,

        ieee8021XKayAllowedJoinGroup

            TruthValue,

        ieee8021XKayAllowedFormGroup

            TruthValue,

        ieee8021XKayCreateNewGroup

            TruthValue,

        ieee8021XKayMacSecCapability

            INTEGER,

        ieee8021XKayMacSecDesired

            TruthValue,

        ieee8021XKayMacSecProtect

            TruthValue,

        ieee8021XKayMacSecReplayProtect

            TruthValue,

        ieee8021XKayMacSecValidate

            TruthValue,

        ieee8021XKayMacSecConfidentialityOffset

            Integer32,

        ieee8021XKayMkaTxKN

            Ieee8021XMkaKN,

        ieee8021XKayMkaTxAN

            RowPointer,

        ieee8021XKayMkaRxKN

            Ieee8021XMkaKN,

        ieee8021XKayMkaRxAN

            RowPointer,

        ieee8021XKayMkaSuspendFor

            INTEGER,

        ieee8021XKayMkaSuspendOnRequest

            TruthValue,

        ieee8021XKayMkaSuspendedWhile

            INTEGER

}



ieee8021XKayMkaActive OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be 'true' if there is at least one MKA active

        actor, transmitting MKPDUs"

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 1 }



ieee8021XKayMkaAuthenticated OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be 'true' if the principal actor,

        i.e. the actor controlling the PAC or SecY associated with

        the KaY, has determined that Controlled Port communication

        communication should proceed without MACsec."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 2 }



ieee8021XKayMkaSecured OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be 'true' if the principal actor has

        determined that communication should use MACsec."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 3 }



ieee8021XKayMkaFailed OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be 'true' if the object

        ieee8021XKayMkaSecured in

        the same row is 'false' and MKA Life Time has elapsed since an

        MKA participant was last created."

    REFERENCE       "IEEE 802.1X Clause 9.16, Table 9-3, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 4 }



ieee8021XKayMkaActorSCI OBJECT-TYPE

    SYNTAX          SecySCI

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The SCI assigned by the system to the port, applies to all the

        port's MKA actors."

    REFERENCE

        "IEEE 802.1X Clause 9.16, Figure 12-3

         IEEE 802.1AE Clause 7.1.2, 10.7.1" 

    ::= { ieee8021XKayMkaEntry 5 }



ieee8021XKayMkaActorsPriority OBJECT-TYPE

    SYNTAX          Ieee8021XMkaKeyServerPriority

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "The Key Server priority for all the port's MKA actors.  Each

        participant encodes a key server priority, an 8-bit integer, in

        each MKPDU."

    REFERENCE       "IEEE 802.1X Clause 9.16, Table 9-2, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 6 }



ieee8021XKayMkaKeyServerPriority OBJECT-TYPE

    SYNTAX          Ieee8021XMkaKeyServerPriority

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The priority of the elected Key Server through MKA in the CA."

    REFERENCE       "IEEE 802.1X Clause 9.16, Table 9-2, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 7 }



ieee8021XKayMkaKeyServerSCI OBJECT-TYPE

    SYNTAX          SecySCI

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The SCI for key server for the MKA principal actor.  The length

        of this object is 0 if there is no principal actor, or that

        actor has no live peers.  This object matches the

        ieee8021XKayMkaActorSCI object in the same row if the actor is

        the key server."

    REFERENCE

        "IEEE 802.1X Clause 9.16, Figure 12-3

         IEEE 802.1AE Clause 7.1.2, 10.7.1" 

    ::= { ieee8021XKayMkaEntry 8 }



ieee8021XKayAllowedJoinGroup OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be 'true' if the KaY will accept Group CAKs

        distributed by MKA protocol."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 9 }



ieee8021XKayAllowedFormGroup OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object will be 'true' if the KaY will attempt to use

        point-to-point CAKs to distribute a group CAK, if it is the

        Key Server for the MKA instances for all the point-to-point CAKs."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 10 }



ieee8021XKayCreateNewGroup OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "This object is set 'true' if a new Group CAK is to be

        distributed if the KaY is the Key Server for the MKA instances

        for all the point-to-point CAKs.  This object will be set 'false'

        by the KaY when distribution is complete."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 11 }



ieee8021XKayMacSecCapability OBJECT-TYPE

    SYNTAX          INTEGER {

                        noMACsec(0),

                        macSecCapability1(1),

                        macSecCapability2(2),

                        macSecCapability3(3)

                    }

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object indicates whether MACsec is implemented, and if so

        whether the implementation provides integrity protection only,

        integrity and integrity with confidentiality, or integrity and

        integrity with confidentiality with a selectable confidentiality offset

        of 0, 30, or 50 octets (see IEEE Std 802.1AE).



        'noMACsec' : the MACsec is not implemented.



        'macSecCapability1' :  capable in 'integrity protection without

             confidentiality'.



        'macSecCapability2' :  capable in 'integrity protection without

             confidentiality' and integrity protection and confidentiali

              with a confidentiality offset 0',.



        'macSecCapability3' :  capable in 'integrity protection without

             confidentiality' and integrity protection and confidentiali

              with a confidentiality offset 0, 30 or 50'."

    REFERENCE

        "IEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-3, Table 11-6"

    ::= { ieee8021XKayMkaEntry 12 }



ieee8021XKayMacSecDesired OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "This object will be set 'true' if the MKA participants desire

        the use of MACsec to protect frames with this KaY."

    REFERENCE

        "IEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 13 }



ieee8021XKayMacSecProtect OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The status of the MACsec protection function for this KaY.



        'true' : then the status of the MACsec protection function will

            be as object secyIfProtectFramesEnable object configured

            in the IEEE8021-SECY-MIB.

        'false' : then the MACsec protection function is disabled by

            this KaY."

    REFERENCE

        "IEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-2,

         Figure 12-3, IEEE 802.1AE IEEE8021-SECY-MIB" 

    ::= { ieee8021XKayMkaEntry 14 }



ieee8021XKayMacSecReplayProtect OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The status of the MACsec replay protection function for this

        KaY.



        'true' : then the status of the MACsec replay protection

            function will be as secyIfReplayProtectEnable object

            configured in the IEEE8021-SECY-MIB.

        'false' : then the MACsec replay protection function is

            disabled by this KaY."

    REFERENCE

        "IEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-2,

         Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 15 }



ieee8021XKayMacSecValidate OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The status of the MACsec validation function for this KaY.



        'true' : then the status of the MACsec validation function

            will be as secyIfValidateFrames object configured in the

            IEEE8021-SECY-MIB.

        'false' : then the MACsec validation function is enabled but

            only for checking without filtering out invalid frames by

            the SecY."

    REFERENCE

        "IEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-2,

         Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 16 }



ieee8021XKayMacSecConfidentialityOffset OBJECT-TYPE

    SYNTAX          Integer32 (0 | 30 | 50)

    UNITS           "bytes"

    MAX-ACCESS      read-write

    STATUS          current

    DESCRIPTION

        "The confidentiality protection offset options for the selected

        cipher suite in the MACsec.  If the cipher suite does not have

        this capability, the configured value of the object will not

        apply to the cipher suite."

    REFERENCE

        "IEEE 802.1X Clause 9.7.1, Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 17 }



ieee8021XKayMkaTxKN OBJECT-TYPE

    SYNTAX          Ieee8021XMkaKN

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The key number assigned by the key server to the SAK currently

        being used for transmission.  This object will be 0 if MACsec

        is not being used or the key number is not available yet."

    REFERENCE       "IEEE 802.1X Clause 9.8, Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 18 }



ieee8021XKayMkaTxAN OBJECT-TYPE

    SYNTAX          RowPointer

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The AN assigned by the key server for use with the key number

        for transmission.



        This row pointer will point to an entry in the secyTxSATable

        which the secyTxSCEncodingSA object also points to in the

        IEEE8021-SECY-MIB.



        If MACsec is not in use or the AN is not identified yet, the

        value of this object shall be set to the OBJECT IDENTIFIER

        { 0 0 }."

    REFERENCE

        "IEEE 802.1X Clause 9.9, Clause 9.16, Figure 12-3,

         IEEE8021-SECY-MIB" 

    ::= { ieee8021XKayMkaEntry 19 }



ieee8021XKayMkaRxKN OBJECT-TYPE

    SYNTAX          Ieee8021XMkaKN

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The key number assigned by the key server to the oldest SAK

        currently being used for reception.  It is the same as the key

        number for transmission if a single SAK is currently in use.

        This object will be 0 if MACsec is not being used or the key

        number is not available yet."

    REFERENCE       "IEEE 802.1X Clause 9.8, Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaEntry 20 }



ieee8021XKayMkaRxAN OBJECT-TYPE

    SYNTAX          RowPointer

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The AN assigned by the key server for use with the key number

        for reception.  It is the same as AN for transmission if a

        single SAK is currently in use.



        This row pointer will point to an entry in the secyRxSATable

        which the secyRxSCCurrentSA object also points to in the

        IEEE8021-SECY-MIB.



        If MACsec is not in use or the AN is not identified yet, the

        value of this object shall be set to the OBJECT IDENTIFIER

        { 0 0 }."

    REFERENCE

        "IEEE 802.1X Clause 9.6.1, Clause 9.16, Figure 12-3,

         IEEE8021-SECY-MIB" 

    ::= { ieee8021XKayMkaEntry 21 }



ieee8021XKayMkaSuspendFor OBJECT-TYPE

    SYNTAX INTEGER (1..120)

    MAX-ACCESS read-write

    STATUS current

    DESCRIPTION

        "Set by management to a non-zero number of seconds between 1

        and MKA Suspension Limit to initiate a suspension (9.18) of

        that duration (if the KaY's principal actor is the Key

        Server) or to request a suspension (otherwise)"

    REFERENCE "IEEE 802.1X Clause 9.16, Figure 12-3"

    ::= { ieee8021XKayMkaEntry 22 }



ieee8021XKayMkaSuspendOnRequest OBJECT-TYPE

    SYNTAX TruthValue

    MAX-ACCESS read-write

    STATUS current

    DESCRIPTION

        "The status of the suspendOnRequest function for this KaY.

        'true' : then the KaY's principal actor will initiate a

        suspension if it is the Key Server and another participant

        has requested a suspension by transmitting a non-zero value

        of its suspendFor parameter

        'false' : then the KaY will not initiate a suspension on

        request from another participant."

    REFERENCE "IEEE 802.1X Clause 9.16, Figure 12-3"

    ::= { ieee8021XKayMkaEntry 23 }



ieee8021XKayMkaSuspendedWhile OBJECT-TYPE

    SYNTAX INTEGER (1..126)

    MAX-ACCESS read-write

    STATUS current

    DESCRIPTION

        "Read by management to determine if a suspension is in

        progress and to discover the remaining duration of that

        suspension. May be set directly to coordinate in-service

        upgrades."

    REFERENCE "IEEE 802.1X Clause 5.11.4, Clause 9.16, Clause 9.18.5,

               Clause 9.18.6, Figure 12-3"

    ::= { ieee8021XKayMkaEntry 24 }



-- ------------------------------------------------------------------ --

-- The 802.1X PAE KaY MKA Participants Table

-- ------------------------------------------------------------------ --



ieee8021XKayMkaParticipantTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XKayMkaParticipantEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table for each MKA participant supported by the KaY MKA

        entity.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "IEEE 802.1X Clause 9.14, Clause 9.16, Figure 12-3"

    ::= { ieee8021XPaeKaY 2 }



ieee8021XKayMkaParticipantEntry OBJECT-TYPE

    SYNTAX          Ieee8021XKayMkaParticipantEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry containing KaY MKA management information applicable

        to a MKA participant."

    INDEX           { ieee8021XPaePortNumber, ieee8021XKayMkaPartCKN } 

    ::= { ieee8021XKayMkaParticipantTable 1 }



Ieee8021XKayMkaParticipantEntry ::= SEQUENCE {

        ieee8021XKayMkaPartCKN             Ieee8021XPaeCKN,

        ieee8021XKayMkaPartKMD             Ieee8021XPaeKMD,

        ieee8021XKayMkaPartNID             Ieee8021XPaeNID,

        ieee8021XKayMkaPartCached          TruthValue,

        ieee8021XKayMkaPartActive          TruthValue,

        ieee8021XKayMkaPartRetain          TruthValue,

        ieee8021XKayMkaPartActivateControl INTEGER,

        ieee8021XKayMkaPartPrincipal       TruthValue,

        ieee8021XKayMkaPartDistCKN         Ieee8021XPaeCKNOrNull,

        ieee8021XKayMkaPartRowStatus       RowStatus

}



ieee8021XKayMkaPartCKN OBJECT-TYPE

    SYNTAX          Ieee8021XPaeCKN

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The CKN information for this MKA participant."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaParticipantEntry 1 }



ieee8021XKayMkaPartKMD OBJECT-TYPE

    SYNTAX          Ieee8021XPaeKMD

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "The KMD information for this MKA participant."

    REFERENCE       "IEEE 802.1X Clause 9.16, Clause 12.6, Figure 12-3" 

    ::= { ieee8021XKayMkaParticipantEntry 2 }



ieee8021XKayMkaPartNID OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNID

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "The NID information for this MKA participant."

    REFERENCE       "IEEE 802.1X Clause 9.16, Clause 12.6, Figure 12-3" 

    ::= { ieee8021XKayMkaParticipantEntry 3 }



ieee8021XKayMkaPartCached OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "This object is set 'true' by the KaY if the participant's

        parameters are cached.  If this object is 'true', this object

        can be set 'false' cleared by management to remove the

        participant's parameters from the cache."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaParticipantEntry 4 }



ieee8021XKayMkaPartActive OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object is set 'true' if the participant is active, i.e. is

        currently transmitting periodic MKPDUs."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    DEFVAL { false }

    ::= { ieee8021XKayMkaParticipantEntry 5 }



ieee8021XKayMkaPartRetain OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "This object is set 'true' to retain the participant in the

        cache, even if the KaY would normally remove it (due to lack

        of use for example)"

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaParticipantEntry 6 }



ieee8021XKayMkaPartActivateControl OBJECT-TYPE

    SYNTAX          INTEGER  {

                        default(1),

                        disabled(2),

                        onOperUp(3),

                        always(4)

                    }

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "This object is for controlling the participant's behavior when

        the participant is activated.

        

        'default' : the participant is from cached entries created by

            the KaY as part of normal operation, without explicit

            management, and is activated according to the

            implementation dependent policies of the KaY.



        'disabled' : the participant allows the cache information to

            be retained, but disabled for indefinite period.



        'onOperUp' : causing the participant to be activated when the

            PAE's 'Uncontrolled Port' becomes operational and when the

            PAE resumes following suspension.



        'always' : causing the participant to remain active all the

            time, even in the continued absence of partners.



        If the object changed to disabled(1) or onOperUp(3), the

        participant ceases operation immediately and receipt of MKPDUs

        with a matching CKN during a subsequent period of twice MKA

        lifetime will not cause the participant to become active once

        more."

    REFERENCE       "IEEE 802.1X Clause 9.14, Clause 9.16, Figure 12-3"

    ::= { ieee8021XKayMkaParticipantEntry 7 }



ieee8021XKayMkaPartPrincipal OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object is set 'true' if the participant is currently the

        principal actor."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    DEFVAL { false }

    ::= { ieee8021XKayMkaParticipantEntry 8 }



ieee8021XKayMkaPartDistCKN OBJECT-TYPE

    SYNTAX          Ieee8021XPaeCKNOrNull

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The CKN for the last CAK distributed either by the actor or one

        of its partners.  Empty string for this object will be provided if

        this participant has not been used to distribute a CAK or the

        participant is not active, i.e. the object

        ieee8021XKayMkaPartActive in the same row is 'false'."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    DEFVAL { "" }

    ::= { ieee8021XKayMkaParticipantEntry 9 }

 

ieee8021XKayMkaPartRowStatus OBJECT-TYPE

    SYNTAX          RowStatus

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "The object to create the parameters for the supported

        participant information in the system.



        If the participant information is from downloaded policies,

        this object is 'active'."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3"

    ::= { ieee8021XKayMkaParticipantEntry 10 }



-- ------------------------------------------------------------------ --

-- The 802.1X PAE MKA Peer List Table

-- ------------------------------------------------------------------ --



ieee8021XKayMkaPeerListTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XKayMkaPeerListEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table containing the lists of Live Peers and Potential Peers,

        for all MKA instances for which the KaY is active."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3"

    ::= { ieee8021XPaeKaY 3 }



ieee8021XKayMkaPeerListEntry OBJECT-TYPE

    SYNTAX          Ieee8021XKayMkaPeerListEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table entry for one of the peers for one of the MKA

        instances for which this KaY is an active participant."

    INDEX           { ieee8021XPaePortNumber, ieee8021XKayMkaPartCKN,

                      ieee8021XKayMkaPeerListMI } 

    ::= { ieee8021XKayMkaPeerListTable 1 }



Ieee8021XKayMkaPeerListEntry ::= SEQUENCE {

        ieee8021XKayMkaPeerListMI   Ieee8021XMkaMI,

        ieee8021XKayMkaPeerListMN   Ieee8021XMkaMN,

        ieee8021XKayMkaPeerListType INTEGER,

        ieee8021XKayMkaPeerListSCI  SecySCI

}



ieee8021XKayMkaPeerListMI OBJECT-TYPE

    SYNTAX          Ieee8021XMkaMI

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The peer entry's MI information in the peer list of this active

        participant in MKA protocol."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaPeerListEntry 1 }



ieee8021XKayMkaPeerListMN OBJECT-TYPE

    SYNTAX          Ieee8021XMkaMN

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The peer entry's latest MN information in the peer list of this

        active participant in MKA protocol."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaPeerListEntry 2 }



ieee8021XKayMkaPeerListType OBJECT-TYPE

    SYNTAX          INTEGER  {

                        livePeerList(1),

                        potentialPeerList(2)

                    }

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The peer entry's type in the peer list of this active

        participant in MKA protocol.



        'livePeerList' : the peer entry is in the Live Peer List.



        'potentialPeerList' : the peer entry is in the Potential

            Peer List."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaPeerListEntry 3 }



ieee8021XKayMkaPeerListSCI OBJECT-TYPE

    SYNTAX          SecySCI

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The SCI information of the peer entry in the peer list of this

        active participant in MKA protocol."

    REFERENCE       "IEEE 802.1X Clause 9.16, Figure 12-3" 

    ::= { ieee8021XKayMkaPeerListEntry 4 }



-- ------------------------------------------------------------------ --

-- The 802.1X PAE NID Group

-- ------------------------------------------------------------------ --

--   

-- ------------------------------------------------------------------ --

-- The 802.1X PAE NID Configuration Table

-- ------------------------------------------------------------------ --



ieee8021XNidConfigTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XNidConfigEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table that contains the configuration objects for the network

        announcement information for the Logon Process.



        The detail operation of the Logon Process can vary depending on

        the port-based network access control applications, and on the

        capabilities supported by that implementation including, for

        example, network discovery and roaming.  This table specifies

        control variables that facilitate behaviors that are

        potentially useful in a range of applications.  Implementations

        may use and augment the variables specified, or may use

        variables specific to the implementation.



        For the writeable objects in this table, the configured value

        shall be stored in persistent memory and remain unchanged

        across a re-initialization of the management system of the

        entity."

    REFERENCE       "802.1X Clause 8, Figure 8-6, Figure 12-3"

    ::= { ieee8021XPaeNetworkIdentifier 1 }



ieee8021XNidConfigEntry OBJECT-TYPE

    SYNTAX          Ieee8021XNidConfigEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry contains network announcement parameters for a NID."

    INDEX           { IMPLIED ieee8021XNidNID } 

    ::= { ieee8021XNidConfigTable 1 }



Ieee8021XNidConfigEntry ::= SEQUENCE {

        ieee8021XNidNID                   Ieee8021XPaeNID,

        ieee8021XNidUseEap                INTEGER,

        ieee8021XNidUnauthAllowed         INTEGER,

        ieee8021XNidUnsecuredAllowed      INTEGER,

        ieee8021XNidUnauthenticatedAccess Ieee8021XPaeNIDUnauthenticatedStatus,

        ieee8021XNidAccessCapabilities    Ieee8021XPaeNIDCapabilites,

        ieee8021XNidKMD                   Ieee8021XPaeKMD,

        ieee8021XNidRowStatus             RowStatus

}



ieee8021XNidNID OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNID

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The network identifier to identify NID configuration in the

        PAE."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 1 }



ieee8021XNidUseEap OBJECT-TYPE

    SYNTAX          INTEGER  {

                        never(1),

                        immediate(2),

                        mkaFail(3)

                    }

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "Determines when the Logon Process will initiate EAP, if the

        Supplicant and or Authenticator are enabled, and takes one of

        the following values:



        'never' : Never.



        'immediate' : Immediately, concurrently with the use of MKA

            with any cached CAK(s).



        'mkaFail' : Not until MKA has failed, if a prior CAK has been

            cached."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 2 }



ieee8021XNidUnauthAllowed OBJECT-TYPE

    SYNTAX          INTEGER  {

                        never(1),

                        immediate(2),

                        authFail(3)

                    }

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "Determines when the Logon Process will tell the CP state

        machine to provide unauthenticated connectivity, and takes one

        of the following values:



        'never' : Never.



        'immediate' : Immediately, independently of any current or

            future attempts to authenticate using the PAE or MKA.



        'authFail' : Not until an attempt has been made to

            authenticate using EAP, unless neither the Supplicant nor

            the Authenticator is enabled, and MKA has attempted to use

            any cached CAK (unless the KaY is not enabled)."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 3 }



ieee8021XNidUnsecuredAllowed OBJECT-TYPE

    SYNTAX          INTEGER  {

                        never(1),

                        immediate(2),

                        mkaFail(3),

                        mkaServer(4)

                    }

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "Determines when the Logon Process will tell the CP state

        machine to provide authenticated but unsecured connectivity,

        takes one of the following values:



        'never' : Never.



        'immediate' : Immediately, to provide connectivity

            concurrently with the use of MKA with any CAK acquired

            through EAP.



        'mkaFail' : Not until MKA has failed, or is not enabled.



        'mkaServer' : Only if directed by the MKA server."

    REFERENCE       "802.1X Clause 12.5, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 4 }



ieee8021XNidUnauthenticatedAccess OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDUnauthenticatedStatus

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "The configured access capability of the port's clients without

        authentication in this NID."

    REFERENCE       "802.1X Clause 12.5, Clause 10.1, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 5 }



ieee8021XNidAccessCapabilities OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDCapabilites

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "The authentication and protection capabilities supported for

        the NID."

    REFERENCE       "802.1X Clause 12.5, Clause 10.1, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 6 }



ieee8021XNidKMD OBJECT-TYPE

    SYNTAX          Ieee8021XPaeKMD

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "The configured KMD information for this NID."

    REFERENCE       "802.1X Clause 10.4, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 7 }



ieee8021XNidRowStatus OBJECT-TYPE

    SYNTAX          RowStatus

    MAX-ACCESS      read-create

    STATUS          current

    DESCRIPTION

        "The object to create the parameters for the supported Network

        Announcement information in the system.



        If the Network Announcement information of the entry is from

        downloaded policies, this object is 'active'."

    REFERENCE       "802.1X Clause 10.4, Figure 12-3" 

    ::= { ieee8021XNidConfigEntry 8 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE Announce Information Table

-- ------------------------------------------------------------------ --



ieee8021XAnnounceTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XAnnounceEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table contains the status information that the Announcers

        announce in the network announcement of the PAE system.



        This table will be instantiated if the object

        ieee8021XPaePortAnnouncerEnable in the corresponding entry of

        the ieee8021XPaePortTable is 'true'."

    REFERENCE       "802.1X Clause 8, Figure 8-6, Figure 12-3"

    ::= { ieee8021XPaeNetworkIdentifier 2 }



ieee8021XAnnounceEntry OBJECT-TYPE

    SYNTAX          Ieee8021XAnnounceEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry contains an Announcer's status information."

    INDEX           { ieee8021XPaePortNumber,

                      IMPLIED ieee8021XAnnounceNID } 

    ::= { ieee8021XAnnounceTable 1 }



Ieee8021XAnnounceEntry ::= SEQUENCE {

        ieee8021XAnnounceNID          Ieee8021XPaeNID,

        ieee8021XAnnounceAccessStatus Ieee8021XPaeNIDAccessStatus

}



ieee8021XAnnounceNID OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNID

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The NID information to identify a transmitting network

        announcement for the PAE."

    REFERENCE       "802.1X Clause 10.4, Clause 12.5, Figure 12-3" 

    ::= { ieee8021XAnnounceEntry 1 }



ieee8021XAnnounceAccessStatus OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDAccessStatus

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The object information reflects connectivity as a result of

        authentication attempts of this NID for this Announcer."

    REFERENCE

        "802.1X Clause 10.4, Clause 10.1, Clause 12.5, Figure 12-3" 

    ::= { ieee8021XAnnounceEntry 2 }

 



-- ------------------------------------------------------------------ --

-- The 802.1X PAE Announcement Information Table

-- ------------------------------------------------------------------ --



ieee8021XAnnouncementTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XAnnouncementEntry 

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table contains the status information that the Listeners

        receive in the network announcement of the PAE system.



        This table will be instantiated if the object

        ieee8021XPaePortListenerEnable in the corresponding entry of the

        ieee8021XPaePortTable is 'true'."

    REFERENCE       "802.1X Clause 10.4, Figure 12-3"

    ::= { ieee8021XPaeNetworkIdentifier 3 }



ieee8021XAnnouncementEntry OBJECT-TYPE

    SYNTAX          Ieee8021XAnnouncementEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry contains a Listener's status information."

    INDEX           { ieee8021XPaePortNumber,

                      IMPLIED ieee8021XAnnouncementNID } 

    ::= { ieee8021XAnnouncementTable 1 }



Ieee8021XAnnouncementEntry ::= SEQUENCE {

        ieee8021XAnnouncementNID             Ieee8021XPaeNID,

        ieee8021XAnnouncementKMD             Ieee8021XPaeKMD,

        ieee8021XAnnouncementSpecific        TruthValue,

        ieee8021XAnnouncementAccessStatus    Ieee8021XPaeNIDAccessStatus,

        ieee8021XAnnouncementAccessRequested TruthValue,

        ieee8021XAnnouncementUnauthAccess    Ieee8021XPaeNIDUnauthenticatedStatus,

        ieee8021XAnnouncementCapabilities    Ieee8021XPaeNIDCapabilites

}



ieee8021XAnnouncementNID OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNID

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The NID information to identify a received network announcement

        for the PAE."

    REFERENCE       "802.1X Clause 10.4, Figure 12-3" 

    ::= { ieee8021XAnnouncementEntry 1 }



ieee8021XAnnouncementKMD OBJECT-TYPE

    SYNTAX          Ieee8021XPaeKMD

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The KMD information for this received network announcement of

        the PAE."

    REFERENCE       "802.1X Clause 10.4, Figure 12-3" 

    ::= { ieee8021XAnnouncementEntry 2 }



ieee8021XAnnouncementSpecific OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "This object indicates the received announcement information was

        specific to the receiving PAE, not generic for all systems attached

        to the LAN." 

    REFERENCE       "802.1X Clause 10.1, 10.4, Figure 12-3" 

    ::= { ieee8021XAnnouncementEntry 3 }



ieee8021XAnnouncementAccessStatus OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDAccessStatus

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The object information reflects connectivity as a result of

        authentication attempts for this received network announcement

        of the PAE."

    REFERENCE       "802.1X Clause 10.4, Clause 10.1, Figure 12-3" 

    ::= { ieee8021XAnnouncementEntry 4 }



ieee8021XAnnouncementAccessRequested OBJECT-TYPE

    SYNTAX          TruthValue

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The authenticated access has been requested for this particular

        NID or not."

    REFERENCE       "802.1X Clause 10.4, Clause 10.1, Figure 12-3" 

    ::= { ieee8021XAnnouncementEntry 5 }



ieee8021XAnnouncementUnauthAccess OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDUnauthenticatedStatus

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The access capability of the port's clients without

        authentication in this received network announcement of the

        PAE.



        'openAccess', 'limitedAccess' should not be returned if the

        object ieee8021XNidUnauthAllowed is 'immediate'."

    REFERENCE

        "802.1X Clause 10.1, Clause 12.5, Figure 12-3" 

    ::= { ieee8021XAnnouncementEntry 6 }



ieee8021XAnnouncementCapabilities OBJECT-TYPE

    SYNTAX          Ieee8021XPaeNIDCapabilites

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The announcement capabilities of this received network

        announcement for this PAE."

    REFERENCE       "802.1X Clause 10.1, Clause 12.5, Figure 12-3" 

    ::= { ieee8021XAnnouncementEntry 7 }



-- ------------------------------------------------------------------ --

-- The 802.1X PAE Announcement Cipher Suite Information Table

-- ------------------------------------------------------------------ --

 

ieee8021XAnnouncementCipherSuitesTable OBJECT-TYPE

    SYNTAX          SEQUENCE OF Ieee8021XAnnouncementCipherSuitesEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A table contains the Cipher Suites information that the Listeners

        receive in the network announcement of the PAE system.



        This table will be instantiated if the object

        ieee8021XPaePortListenerEnable in the corresponding entry of the

        ieee8021XPaePortTable is 'true'."

    REFERENCE       "802.1X Clause 10.4, Clause 11.13.3, Figure 11-21, Figure 12-3"

    ::= { ieee8021XPaeNetworkIdentifier 4 }



ieee8021XAnnouncementCipherSuitesEntry OBJECT-TYPE

    SYNTAX          Ieee8021XAnnouncementCipherSuitesEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "An entry contains the Cipher Suite information which a Listener has

        reveived from network announcement."

    INDEX           { ieee8021XPaePortNumber,

                      ieee8021XAnnouncementNID,

                      ieee8021XAnnouncementCipherSuite }

    ::= { ieee8021XAnnouncementCipherSuitesTable 1 }



Ieee8021XAnnouncementCipherSuitesEntry ::= SEQUENCE {

        ieee8021XAnnouncementCipherSuite         OCTET STRING,

        ieee8021XAnnouncementCipherCapability    Unsigned32

}



ieee8021XAnnouncementCipherSuite OBJECT-TYPE

    SYNTAX          OCTET STRING (SIZE (8))

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "The identifier for the announced cipher suite.  This is a

        global unique 64-bit (EUI-64) identifier to identify a cipher

        suite."

    REFERENCE

        "802.1X Clause 10.4, Figure 12-3, 802.1AE-2006 Clause 14"

    ::= { ieee8021XAnnouncementCipherSuitesEntry 1 }



ieee8021XAnnouncementCipherCapability OBJECT-TYPE

    SYNTAX          Unsigned32 (0..65535)

    MAX-ACCESS      read-only

    STATUS          current

    DESCRIPTION

        "The capability of a Cipher Suite received from the network

        announcement by the Listener.



        A 2 octets Cipher Suite dependent implementation capability field

        precedes each Cipher Suite reference number. If the Cipher Suite,

        ieee8021XAnnouncementCipherSuite, identifies the Default Cipher

        Suite (specified in IEEE Std 802.1AE), the two least significant

        bits of the implementation capability field encode the MACsec

        Capability parameter specified in Table 11-7 and the fourteen more

        significant bits are as 0 and ignored on receipt."

    REFERENCE

        "802.1X Clause 11.13.3, Figure 11-21"

    ::= { ieee8021XAnnouncementCipherSuitesEntry 2 }



-- ------------------------------------------------------------------ --

-- 802.1X Conformance

-- ------------------------------------------------------------------ --



ieee8021XPaeCompliances  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBConformance 1 }



ieee8021XPaeGroups  OBJECT IDENTIFIER

    ::= { ieee8021XPaeMIBConformance 2 }





-- ------------------------------------------------------------------ --

-- 802.1X Compliance Statements

-- ------------------------------------------------------------------ --



ieee8021XPaeCompliance MODULE-COMPLIANCE

    STATUS          current

    DESCRIPTION

        "The compliance statement for device support of

        Port Access Control."

    MODULE          -- this module

    MANDATORY-GROUPS {

                        ieee8021XPaeSystemGroup,

                        ieee8021XPaeLogonGroup,

                        ieee8021XPaeEapolStatsGroup

                    }



    GROUP           ieee8021XPacGroup

    DESCRIPTION

        "This group is mandatory for systems that does not support

        the MACsec functions of the PAE."



    GROUP           ieee8021XPaeAuthConfigGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        Authenticator functions of the PAE."



    GROUP           ieee8021XPaeSuppConfigGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        Supplicant functions of the PAE."



    GROUP           ieee8021XPaeKaYMkaGroup

    DESCRIPTION

        "This group is mandatory for systems that support the KaY

        MKA functions of the PAE."



    GROUP           ieee8021XPaeNetworkIdentifierGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        network announcement functions of the PAE."



    GROUP           ieee8021XPaeAnnouncerGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        network announcement and the Announcer functions of the

        PAE."



    GROUP           ieee8021XPaeListenerGroup

    DESCRIPTION

        "This group is mandatory for systems that support

        the network announcement and the Listener functions of the

        PAE."



    OBJECT          ieee8021XKayMacSecConfidentialityOffset

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-write access is not required.  This may be read-only."



    OBJECT          ieee8021XNidUseEap

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidUnauthAllowed

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidUnsecuredAllowed

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidUnauthenticatedAccess

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidAccessCapabilities

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidKMD

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidRowStatus

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."

    ::= { ieee8021XPaeCompliances 1 }

    

    ieee8021XPaeV2Compliance MODULE-COMPLIANCE

    STATUS          current

    DESCRIPTION

        "The compliance statement for device support of

        Port Access Control as specified in 802.1X-2010

        amended by 802.1Xbx."

    MODULE          -- this module

    MANDATORY-GROUPS {

                        ieee8021XPaeSystemGroup,

                        ieee8021XPaeLogonGroup,

                        ieee8021XPaeEapolStatsGroup

                    }



    GROUP           ieee8021XPacGroup

    DESCRIPTION

        "This group is mandatory for systems that does not support

        the MACsec functions of the PAE."



    GROUP           ieee8021XPaeAuthConfigGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        Authenticator functions of the PAE."



    GROUP           ieee8021XPaeSuppConfigGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        Supplicant functions of the PAE."



    GROUP           ieee8021XPaeKaYMkaGroup

    DESCRIPTION

        "This group is mandatory for systems that support the KaY

        MKA functions of the PAE."



    GROUP           ieee8021XPaeNetworkIdentifierGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        network announcement functions of the PAE."



    GROUP           ieee8021XPaeAnnouncerGroup

    DESCRIPTION

        "This group is mandatory for systems that support the

        network announcement and the Announcer functions of the

        PAE."



    GROUP           ieee8021XPaeListenerGroup

    DESCRIPTION

        "This group is mandatory for systems that support

        the network announcement and the Listener functions of the

        PAE."



    GROUP           ieee8021XPaeKaYIsupgradeGroup

    DESCRIPTION

        "This group is mandatory for systems that support KaY MKA

        in-service upgrades."



    OBJECT          ieee8021XKayMacSecConfidentialityOffset

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-write access is not required.  This may be read-only."



    OBJECT          ieee8021XNidUseEap

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidUnauthAllowed

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidUnsecuredAllowed

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidUnauthenticatedAccess

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidAccessCapabilities

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidKMD

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."



    OBJECT          ieee8021XNidRowStatus

    MIN-ACCESS      read-only

    DESCRIPTION

        "read-create access is not required.  This may be

        read-only."

    ::= { ieee8021XPaeCompliances 2 }





ieee8021XPaeSystemGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XPaeSysAccessControl,

                        ieee8021XPaeSysAnnouncements,

                        ieee8021XPaeSysEapolVersion,

                        ieee8021XPaeSysMkaVersion,

                        ieee8021XPaePortType,

                        ieee8021XPaeControlledPortNumber,

                        ieee8021XPaeUncontrolledPortNumber,

                        ieee8021XPaeCommonPortNumber,

                        ieee8021XPaePortInitialize,

                        ieee8021XPaePortCapabilities,

                        ieee8021XPaePortVirtualPortsEnable,

                        ieee8021XPaePortMaxVirtualPorts,

                        ieee8021XPaePortCurrentVirtualPorts,

                        ieee8021XPaePortVirtualPortStart,

                        ieee8021XPaePortVirtualPortPeerMAC,

                        ieee8021XPaePortLogonEnable,

                        ieee8021XPaePortAuthenticatorEnable,

                        ieee8021XPaePortSupplicantEnable,

                        ieee8021XPaePortKayMkaEnable,

                        ieee8021XPaePortAnnouncerEnable,

                        ieee8021XPaePortListenerEnable

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing system information for a PAE

        system and a PAE port status and control information."

    ::= { ieee8021XPaeGroups 1 }



ieee8021XPacGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XPacPortAdminPt2PtMAC,

                        ieee8021XPacPortOperPt2PtMAC

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing information of a PAC in the

        system."

    ::= { ieee8021XPaeGroups 2 }



ieee8021XPaeLogonGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XPaePortLogonConnectStatus,

                        ieee8021XPaePortPortValid,

                        ieee8021XPaePortSessionOctetsRx,

                        ieee8021XPaePortSessionOctetsTx,

                        ieee8021XPaePortSessionPktsRx,

                        ieee8021XPaePortSessionPktsTx,

                        ieee8021XPaePortSessionId,

                        ieee8021XPaePortSessionStartTime,

                        ieee8021XPaePortSessionIntervalTime,

                        ieee8021XPaePortSessionTerminate,

                        ieee8021XPaePortSessionUserName

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing information of a Logon

        Process in the system."

    ::= { ieee8021XPaeGroups 3 }



ieee8021XPaeAuthConfigGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XAuthPaeAuthenticate,

                        ieee8021XAuthPaeAuthenticated,

                        ieee8021XAuthPaeFailed,

                        ieee8021XAuthPaeReAuthEnabled,

                        ieee8021XAuthPaeQuietPeriod,

                        ieee8021XAuthPaeReauthPeriod,

                        ieee8021XAuthPaeRetryMax,

                        ieee8021XAuthPaeRetryCount

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing configuration information of

        an Authenticator in the system."

    ::= { ieee8021XPaeGroups 4 }



ieee8021XPaeSuppConfigGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XSuppPaeAuthenticate,

                        ieee8021XSuppPaeAuthenticated,

                        ieee8021XSuppPaeFailed,

                        ieee8021XSuppPaeHelloPeriod,

                        ieee8021XSuppPaeRetryMax,

                        ieee8021XSuppPaeRetryCount

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing configuration information of

        a Supplicant in the system."

    ::= { ieee8021XPaeGroups 5 }



ieee8021XPaeEapolStatsGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XEapolInvalidFramesRx,

                        ieee8021XEapolEapLengthErrorFramesRx,

                        ieee8021XEapolAnnouncementFramesRx,

                        ieee8021XEapolAnnouncementReqFramesRx,

                        ieee8021XEapolPortUnavailableFramesRx,

                        ieee8021XEapolStartFramesRx,

                        ieee8021XEapolEapFramesRx,

                        ieee8021XEapolLogoffFramesRx,

                        ieee8021XEapolMkNoCknFramesRx,

                        ieee8021XEapolMkInvalidFramesRx,

                        ieee8021XEapolLastRxFrameVersion,

                        ieee8021XEapolLastRxFrameSource,

                        ieee8021XEapolSuppEapFramesTx,

                        ieee8021XEapolLogoffFramesTx,

                        ieee8021XEapolAnnouncementFramesTx,

                        ieee8021XEapolAnnouncementReqFramesTx,

                        ieee8021XEapolStartFramesTx,

                        ieee8021XEapolAuthEapFramesTx,

                        ieee8021XEapolMkaFramesTx

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing counters and diagnostic

        information for the EAPOL in the system."

    ::= { ieee8021XPaeGroups 6 }



ieee8021XPaeKaYMkaGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XKayMkaActive,

                        ieee8021XKayMkaAuthenticated,

                        ieee8021XKayMkaSecured,

                        ieee8021XKayMkaFailed,

                        ieee8021XKayMkaActorSCI,

                        ieee8021XKayMkaActorsPriority,

                        ieee8021XKayMkaKeyServerPriority,

                        ieee8021XKayMkaKeyServerSCI,

                        ieee8021XKayAllowedJoinGroup,

                        ieee8021XKayAllowedFormGroup,

                        ieee8021XKayCreateNewGroup,

                        ieee8021XKayMacSecCapability,

                        ieee8021XKayMacSecDesired,

                        ieee8021XKayMacSecProtect,

                        ieee8021XKayMacSecReplayProtect,

                        ieee8021XKayMacSecValidate,

                        ieee8021XKayMacSecConfidentialityOffset,

                        ieee8021XKayMkaTxKN,

                        ieee8021XKayMkaTxAN,

                        ieee8021XKayMkaRxKN,

                        ieee8021XKayMkaRxAN,

                        ieee8021XKayMkaPartKMD,

                        ieee8021XKayMkaPartNID,

                        ieee8021XKayMkaPartCached,

                        ieee8021XKayMkaPartActive,

                        ieee8021XKayMkaPartRetain,

                        ieee8021XKayMkaPartActivateControl,

                        ieee8021XKayMkaPartPrincipal,

                        ieee8021XKayMkaPartDistCKN,

                        ieee8021XKayMkaPartRowStatus,

                        ieee8021XKayMkaPeerListMN,

                        ieee8021XKayMkaPeerListType,

                        ieee8021XKayMkaPeerListSCI

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing monitoring and controlling

        information of a KaY MKA in the system."

    ::= { ieee8021XPaeGroups 7 }



ieee8021XPaeNetworkIdentifierGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XLogonNIDConnectedNID,

                        ieee8021XLogonNIDRequestedNID,

                        ieee8021XLogonNIDSelectedNID,

                        ieee8021XNidUseEap,

                        ieee8021XNidUnauthAllowed,

                        ieee8021XNidUnsecuredAllowed,

                        ieee8021XNidUnauthenticatedAccess,

                        ieee8021XNidAccessCapabilities,

                        ieee8021XNidKMD,

                        ieee8021XNidRowStatus

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing monitoring and controlling

        information of an NID in the system."

    ::= { ieee8021XPaeGroups 8 }



ieee8021XPaeAnnouncerGroup OBJECT-GROUP

    OBJECTS         { ieee8021XAnnounceAccessStatus }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing status information for

        an Announcer in the system."

    ::= { ieee8021XPaeGroups 9 }



ieee8021XPaeListenerGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XAnnouncementKMD,

                        ieee8021XAnnouncementSpecific,

                        ieee8021XAnnouncementAccessStatus,

                        ieee8021XAnnouncementAccessRequested,

                        ieee8021XAnnouncementUnauthAccess,

                        ieee8021XAnnouncementCapabilities,

                        ieee8021XAnnouncementCipherCapability

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing status information for

        a Listener in the system."

    ::= { ieee8021XPaeGroups 10 }



ieee8021XPaeKaYIsupgradeGroup OBJECT-GROUP

    OBJECTS         {

                        ieee8021XKayMkaSuspendFor,

                        ieee8021XKayMkaSuspendOnRequest,

                        ieee8021XKayMkaSuspendedWhile

                    }

    STATUS          current

    DESCRIPTION

        "A collection of objects providing monitoring and control

        for MKA support of in-service upgrades."

    ::= { ieee8021XPaeGroups 11 }

    

END







