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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees

established by the Tespective orgamnization to deat witht particutar fietdsof techmicat activity- 1SOamdTEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the differenttypes of
document should be noted. This document was drafted in accordance with the editorial rules of the ISO/IEC
Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members_experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEEidevelops its standards
through a consensus development process, approved by the American National Stahdards Institute, which
brings together volunteers representing varied viewpoints and interests to)achieve the final product.
Volunteers are not necessarily members of the Institute and serve without cémpensation. While the [EEE
administers the process and establishes rules to promote fairness in the cohsensus development process, the
IEEE does not independently evaluate, test, or verify the accuracy of any of the information contained in its
standards.

ISO and IEC draw attention to the possibility that the implementation of this document may involve the use of
(a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any claimed
patent rights in respect thereof. As of the date of publicationief this document, ISO and IEC had received notice
of (a) patent(s) which may be required to implement this document. However, implementers are cautioned
that this may not represent the latest information, which may be obtained from the patent database available
at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

Any trade name used in this document iSiinformation given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntar§)nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessmeént, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles.in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 880241Q:2024/Amd.35 was prepared by the LAN/MAN of the IEEE Computer Society (as IEEE
Std 802.1Qcz-2023)and drafted in accordance with its editorial rules. It was adopted, under the “fast-track
procedure” defined in the Partner Standards Development Organization cooperation agreement between I1SO
and IEEE, /by~Joint Technical Committee ISO/IEC]TC1, Information technology, Subcommittee SC 6,
Telecommiunications and information exchange between systems.

Alistof all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-

committees.
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IEEE Standard for
Local and Metropolitan Area Networks—

Bridges and Bridged Networks

Amendment 35:
Congestion Isolation

(This amendment is based on IEEE Std 802.1Q™-2022.)

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the.comprehensive standard.

The editing instructions are shown in bold italics. Four-editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text'of tables. The editing instruction specifies the location of the change
and describes what is being changed by using{strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. Fusert adds new material without disturbing the existing material. Deletions
and insertions may require renumbering. Jfso, renumbering instructions are given in the editing instruction. Replace is
used to make changes in figures or equdtions by removing the existing figure or equation and replacing it with a new
one. Editing instructions, change marKings, and this note will not be carried over into future editions because the
changes will be incorporated into flie base standard. ¢

®Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

1. Overview

1-3-ntroduction

Insert new text at the end of 1.3 as follows:

This standard specifies protocols, procedures, and managed objects that support the isolation of congesting
data flows within data center environments. This is achieved by enabling systems to individually identify
flows creating congestion, isolate those flows to the congesting queue, and signal to neighbors. This
mechanism reduces head-of-line blocking for non-congesting flows sharing the same traffic class:
Congestion Isolation is used with higher layer protocols that utilize end-to-end congestion control in ordér to
reduce packet loss and latency. To this end, it:
ct) Defines a means for VLAN-aware Bridges that support congestion isolation to identify.flows that
are creating congestion.
cu) Defines a means for adjusting transmission selection for frames of congesting flows.
cv) Provides a means for discovering peer VLAN-aware Bridges and stations-that support congestion
isolation.
cw) Defines a means for signaling congestion isolation to supporting peerdBridges and stations.
cx) Defines a means for recognizing a system’s level and port orientatienwithin the topology relative to
the edge.
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2. Normative references

Insert the following references into Clause 2 in alphanumeric order:

IEEE Std 802.1CS™, IEEE Standard for Local and Metropolitan Area Networks—Link-local Registration
Protocol.” 8

IETF RFC 768 (STD0006), User Datagram Protocol, August 1980.°

IETF RFC 791 (STDO000S5), Internet Protocol—DARPA Internet Program Protocol Specification, September
1981.

IETF RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP, September 2001.
IETF RFC 3232, Assigned Numbers: RFC 1700 is Replaced by an On-line Database, January 2002;

IETF RFC 6335, Internet Assigned Numbers Authority (IANA) Procedures for the Management of the
Service Name and Transport Protocol Port Number Registry, August 2011.

IETF RFC 8200 (STD0086), Internet Protocol, Version 6 (IPv6) Specification, July 2017.

The IEEE standards or products referred to in Clause 2 are trademarks owned by The Institute of Electrical and Electronics Engineers,
Incorporated.
8 IEEE publications are available from The Institute of Electrical and Electronics Engineers (https://standards.ieee.org/).
9 IETF RFCs are available from the Internet Engineering Task Force (https:/www.ietf.org/).
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3. Definitions

Insert the following definitions in the appropriate collating sequence, renumbering accordingly:

3.1 congesting flow: A sequence of frames the end-to-end congestion controlled higher layer protocol treats
as belonging to a single flow that is experiencing congestion within a congestion isolation aware system.

3.2 congestion isolation aware system: A Bridge component conforming to the congestion isolation
provisions of this standard.

3.3 Congestion Isolation Message (CIM): A message transmitted by a congestion isolation aware system,
conveying congesting flow information used by the upstream peer congestion isolation aware systet.

3.4 Congestion Isolation Point (CIP): A Virtual Local Area Network (VLAN) Bridge or end\station Port
function that monitors a set of queues for congesting flows, isolates congesting flows to a congesting queue,
and can generate Congestion Isolation Messages.
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4. Abbreviations

Insert the following abbreviations into Clause 4, in the appropriate collating sequence:

CI Congestion Isolation
CIM Congestion Isolation Message
CIP Congestion Isolation Point
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5. Conformance

5.4 VLAN Brid .

5.4.1 VLAN Bridge component options

Insert new list item ag) at the end of the lettered list in 5.4.1 as follows:

ag) Support for Congestion Isolation (CI) operation (5.4.7).

5.4.1.6 ETS Bridge requirements

Insert new list item a) at the beginning of the lettered list in 5.4.1.6 as follows, renumbéring all
subsequent items:

a)

Support the ETS algorithm (8.6.8.3).

Insert 5.4.7 after 5.4.6 as follows:

5.4.7 VLAN Bridge requirements for congestion isolation (optional)

A VLAN-aware Bridge implementation that conforms to the prowisions of this standard for congestion
isolation in Clause 49 shall:

a)
b)

¢)
d)

e)

f)
g

Support, on one or more Ports, the creation of at least ofi¢ Congestion Isolation Point (49.3.1).

Support Explicit Congestion Notification (ECN){as defined by IETF RFC 3168 and associated
updates along with Active Queue Management,(AQM) as described in 49.2.1.

Support per-stream classification and meteting for CI as specified in 8.6.5.2.3.

Support, at each Congestion Isolation™Point, the variables and procedures of the Congestion
Isolation Protocol (49.4).

Support the ability to configure(the variables controlling the operation of Congestion Isolation
(12.33.1), the CI Peer Table (12.33.2), the CI Stream Table (12.33.3), and each CIP (12.33.4).

Conform to the required capabilities of IEEE Std 802.1AB.
Support the use of the Congestion Isolation TLV in LLDP (D.2.15).

A VLAN Bridge implementation that conforms to the provisions of this standard for congestion isolation

may:

h)
i)
)
)
1

Support the monitoring of more than one queue on a Bridge Port (49.4.1.2.5).
Suppert fransmission selection algorithms other than strict priority.

Suppert the de-isolation of congesting flows by means other than the empty status of a congesting
queue (49.2.6).

Support the Congestion Isolation YANG model (48.3.8).
Support Topology Recognition (49.5).
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Insert 5.32 after 5.31 as follows:

2.32 End station requirements for congestion isolation

An end station implementation that conforms to the provisions of this standard for congestion isolation in
Clause 49 shall:

a)  Support Explicit Congestion Notification (ECN) as defined by IETF RFC 3168 and associated
updates along with Active Queue Management (AQM) as described in 49.2.1.

b)  Support, at each Congestion Isolation Point, the variables and procedures of the Congestion
Isolation Protocol (49.4).

c) Conform to the required capabilities of IEEE Std 802.1AB.
d)  Support the use of the Congestion Isolation TLV in LLDP (D.2.15).

An end station implementation that conforms to the provisions of this standard for congestion isolation in
Clause 49 may:

e) Support transmission selection algorithms other than strict priority.

f)  Support the de-isolation of congesting flows by means other than the.¢mpty status of a congesting
queue (49.2.6).

g) Support the Congestion Isolation YANG model (48.3.8).
h)  Support non-relay end station or server functionality of Topology Recognition (49.5).
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6. Support of the MAC Service

610 Supportof the ISS/EISS by PIPs

6.10.1 Data indications
Change the first paragraph of 6.10.1 as follows:

On receipt of an M_UNITDATA.indication primitive from the PIP-ISS, if the PIP is congestion aware
(5.4.1.4) and the initial octets of the mac_service data unit contain a valid CNM encapsulation, the received
frame is processed according to 32.16. If the PIP is congestion isolation aware (5.4.7) and the initial octets of
the mac_service data unit contain a valid CIM encapsulation (49.4.3). the received frame is processed
according to 49.4.2.6. Otherwise, the received frame shall be discarded if:
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8. Principles of Bridge operation

— 8.6 The Forwarding Process

8.6.5 Flow classification and metering
Change the text in 8.6.5 as follows:

The Forwarding Process can apply flow classification and metering to frames that are received on a Bridge
Port and have one or more potential transmission ports. Bridge Ports and end stations may support
Per-Stream Filtering and Policing (PSFP), Asynchronous Traffic Shaping (ATS) filtering and eligibility.time
assignment, Congestion Isolation (CI), or the general flow classification rules specified in 8.6.5.L.

NOTE—The general flow classification and metering specification was added to this standard~by."IEEE Std
802.1Q-2005, PSFP by IEEE Std 802.1Qci-2017, and-ATS by IEEE Std 802.1Qcr-2020, and )Ci-by IEEE Std
802.1Qcz-2023.

PSFP-and-ATS, ATS, and CI share common per-stream classification and metering elements, as shown in
Figure 8-13. The Stream identification function specified in IEEE Std 802.1CB can be used to associate
received frames with these elements.

Change Figure 8-13 as follows:

< Egress filtering (8.%)\ )

/Flow classification and metering (8.6.5) \
| |
4 [
General flow / ngg'eam classification and metering (8.6.5.2) \
classification and metering s\o (Per-Stream Filtering and Policing, PSFP)
(ATS Filtering and Eligibility Time Assignment)
(8-6-5-1 ) & (Congestion Isolation)

N |

Stream filtering (8.6.5.3)
(PSFP, ATS, Cl)

|
Maximum SDU Size Filtering (8.6.5.3.1)
(PSFP, ATS)

|
Stream Gating (8.6.5.4)
(PSFP, ATS_Cl)

|
Flow metering (8.6.5.5)
(PSFP)

|
ATS Eligibility Time Assignment (8.6.5.6)

(ATS)

| =

\_ i | J
( Queuing frames (8.6.6) >

Figure 8-13—Flow classification and metering
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8.6.5.2 Per-stream classification and metering

Change the first sentence of 8.6.5.2 as follows:

When Per-Stream Filtering and Policing (PSFP)-erAsynehrenousTFratfieShaping{ATS), Asynchronous

Traffic Shaping (ATS), or Congestion Isolation (CI) is used, filtering and policing decisions for received
frames are made, and subsequent queuing (8.6.6) and transmission selection decisions (8.6.8) supported, as
follows:

Insert 8.6.5.2.3 after 8.6.5.2.2 as follows:
8.6.5.2.3 Cl Support

Each Bridge component or an end station that implements Congestion Isolation supports stream
identification and stream gates to allow traffic class modification, with the following:

a)  Asingle Stream Filter Instance Table (8.6.5.3).
b) A single Stream Gate Instance Table (8.6.5.4).

The relationship between stream filters and stream gates for streams subject @’ €1 processing (as identified
by the stream filter) is illustrated by Figure 8-15a for a number of streams,

Monitored Congesting
< Egress filtering (8.6.4) >
Stream Filter 1 Stream Filter 2
stream_handle 13 stream_handle Null
priority 4 priority 3
Stream Gate ID1 Stream Gate ID 2
Counters Counters
Stream Gate 1 Stream Gate 2
gate state=open gate state=open
IPV=3 IPV=4
< Queuing frames (8.6.6) >
Monitored Congesting

KEY.
Stréam ID: stream filter instance identifier (8.6.5.3)
Gate ID: stream gate instance identifier (8.6.5.3, 8.6.5.4)

Figure 8-15a—Per-stream classification and assignment for CI

Congestion isolation uses two stream filter instances from the stream filter instance table (8.6.5.3) to select
stream gate instances that will modify the priority of flows. One stream filter instance is used to modify the

priority of congesting ilows from the monitored queue to the congesting queue. 1he other stream Tilter
instance is used to modify the priority of congesting flows from the congesting queue back to the monitored
queue. There are no filter specifications used by congestion isolation.
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The stream_handle and priority parameters associated with a received frame select the stream filter instance
of congestion isolation for a particular monitored traffic class. The purpose of the stream filter is to select the
stream gate instance that will modify the priority of congesting flow frames so they will traverse the

Congeshng queue. The absence ol a Siream Jiandle and the priorily parameter associated with a received
frame select the stream gate instance that will modify the priority of received frames back to the priority of
the monitored queue.

NOTE—Changes to the frame’s priority are intended to persist (see 49.2.4 and 49.2.6) by modifying the Priority Code
Point (see 6.9.3) or other indicators used to select the traffic class, such as the Differentiated Services Code Point (see
IETF RFC 2474). As noted in 6.8.1, modification to a frame will require the FCS to be regenerated. Options for
regenerating the FCS are discussed in Annex O.

Congestion isolation uses two stream gate instances from the stream gate instance table (8.6.5.4) to modify
the priority of flows. The operational and an administrative stream gate state (8.6.10.4, 8.6.10.5, 12:31.3) is
set to Open for Congestion Isolation and the GateClosedDueTolnvalidRxEnable and
GateClosedDueToOctetsExceededEnable parameters are set to FALSE. The internal priority'‘vatue (IPV) is
used in place of the priority value associated with the frame to determine the frame’s traffie class, using the
Traffic Class Table as specified in 8.6.6. The stream gate control list feature is not{used by Congestion
Isolation and is set to null.

8.6.5.3 Stream filtering
Change second paragraph and associated list in 8.6.5.3 as follows:

Each stream filter comprises the following:

a)  An integer stream filter identifier.

b)  Astream_handle specification, either:
1) Asingle value, as specified in IEEE Std.802.1CB.
2) A wildcard, that matches any stream_handle.

3) If congestion isolation is supportédy a null-handle, that matches when no stream handle is
provided.
c) A priority specification, either:
1) Asingle priority value.
2) A wildcard value that matches any priority value.
d) Maximum SDU size filtering (8.6.5.3.1) information, comprising:
1)  An integer Maximum SDU size, in octets. A value of 0 disables maximum SDU size filtering
for this stream filter.
2) Aboolean StreamBlockedDueToOversizeFrameEnable parameter.
3) Abaeolean StreamBlockedDueToOversizeFrame parameter.
e) An integ¢t stream gate identifier (8.6.5.4).

f)  Aninteger flow meter instance identifier (8.6.5.5).
Tfithis parameter is absent, frames associated with the stream filter are not subject to flow metering.

)" An integer ATS scheduler instance identifier (8.6.5.6).

If this parameter is absent, frames associated with the stream filter are not subject to ATS scheduling
and transmission selection.

8.6.5.4 Stream gating

Change NOTE 1 in 8.6.5.4 as follows:

NOTE 1—The IPV facilitates ATS per-hop delay bound adjustment to satisfy specific networks’ end-to-end delay
requirements. Annex T (CQF) describes another IPV use case. Another use case is the ability to isolate congesting flows
to a congesting flow queue as specified by Congestion Isolation (Clause 49).
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8.6.5.5 Flow metering

Insert the following after list item j), renumbering subsequent list items as necessary:

Each frame has a predetermined color for subsequent processing by a flow meter. If this color is determined
by the drop_eligible parameter (6.9.1), the color is determined as follows:

k) Ifthe drop_eligible parameter is FALSE, the color is green.
1)  Ifthe drop_eligible parameter is TRUE, the color is yellow.

8.6.6 Queuing frames

Change the third to last paragraph of 8.6.6 as follows:

In a congestion-aware Bridge (Clause 30)_or a congestion isolation aware Bridge (Clause49), the act of
queuing a frame for transmission on a Bridge Port can result in the Forwarding Process générating a CNM or

a CIM. The CNM is-and CIM are injected back into the Forwarding Process (8.6.1)as’if it-they had been
received on that Bridge Port.

8.6.8 Transmission selection
Insert 8.6.8.6 after 8.6.8.5 as follows:
8.6.8.6 Enhancements for congestion isolation

A Bridge component or an end station may support enhangements to isolate the frames of congesting flows
to a designated congesting traffic class. During the isQlation of a congesting flow it may be possible for
frames of the same flow to queue in both the congesting and non-congesting traffic class. The transmission
gate associated with each monitored non-congesting queue and each congesting queue can be used to meet
the ordering requirements of 8.6.6. The state.0f‘the transmission gate determines whether or not queued
frames can be selected for transmission. Eer a given queue, the transmission gate can be either Open or
Closed as described in 8.6.8.4.

The need to control the transmissigngate depends upon the transmission selection algorithm used and the
technique for determining whentoe return a congesting flow to non-congesting status. Congestion isolation
specifies that congesting and’rlon-congesting queues use the same Active Queue Management (AQM)
approach and the same transmission selection algorithm. Additionally, the congesting queues have lower
priority than the monitored non-congesting queues.

When the transmi$sion selection algorithm is strict priority and the technique for returning a congesting flow
to non-congesting status is only when the congesting queue is empty, the state of the transmission gate can
be set to Open. When the transmission selection algorithm is anything other than strict priority or the
technique)for returning a congesting flow to non-congesting status allows for congesting frames to exist in
the «congesting queue during the transition, the state of the transmission gate is controlled by the
cipGateControl (49.4.1.4.1) variable. An example implementation of setting cipGateControl to provide
transmission gate control for the purposes of ensuring ordering can be seen in Annex X.

Congestion isolation controls the transmission gate of the congesting and non-congesting queues to maintain
the order of congesting flow frames. As a consequence, transmission gates used for congestion isolation
cannot be used for other purposes.
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12. Bridge management

— 121 Managemeni-functions

12.1.1 Configuration Management
Insert new item m) at the end of the lettered list in 12.1.1 as follows:

m) The ability to create and delete the functional elements of congestion isolation and to control their
operation.

12.2 VLAN Bridge objects
Insert new item s) at the end of the lettered list in 12.2 as follows:

s)  The congestion isolation entities (12.33)

12.31 Managed objects for per-stream classification and metering

12.31.1 The Stream Parameter Table

Change 12.31.1 as follows:

There is one Stream Parameter Table per Bridge component. The table contains a set of parameters that

supports PSFP (8.6.5.2.1), and-ATS (8.6.5.2.2), and CI{8.6.5.2.3), as detailed in Table 12-34. Tables can be
created or removed dynamically in implementations™ that support dynamic configuration of Bridge

components.
Table 12-34~~The Stream Parameter Table
Name Data type gll; ?::igg: Conformance® References
MaxStreamFilterInstances integer R PSFP, ATS, CI 8.6.5.3,12.31.2
MaxStreamGatelnstances integer R PSFP, ATS, C1 8.6.5.4,12.31.3
MaxFlowMeterlnstances integer R PSFP, ats 8.6.5.5,12.31.4
SupportedListMax integer R PSFP, ats 8.6.54,12.31.4
MaxSchedulerInstances integer R psfp, ATS 8.6.54,12.31.4
MaxSchedulerGrouplnstances integer R psfp, ATS 8.6.54,12.31.4

9 R= Read only access; RW = Read/Write access.

b pSFp = Required for Bridge, Bridge component, or end station support of PSFP.
psfp = Optional for Bridge, Bridge component, or end station support of PSFP.
ATS = Required for Bridge or Bridge component support of ATS.
ats = Optional for Bridge or Bridge component support of ATS.

CI = Required for Bridge or Bridge component support of CI.
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12.31.2 The Stream Filter Instance Table

Change Table 12-35 as follows:

Table 12-35—Stream Filter Instance Table

Operations b
Name Data type supported® Conformance” | References
StreamFilterInstance integer R PSFP, ATS, CI 8.6.5.3
StreamHandleSpec stream_handle RW PSFP, ATS, CI 8.6.5:3
specification
PrioritySpec priority RW PSFP, ATS, CI 8.6.5.3
specification
MaximumSDUSize integer RW PSFP, ATS 8.6.5.3.1,
12.31.2.5
StreamGatelnstancelD integer RW PSFP/ATS, CI 8.6.5.2,
8.6.5.4
FlowMeterInstancelD integer RW PSFP, ats 8.6.5.5,
12.31.2.5
FlowMeterEnable Boolean RW PSFP, ats
SchedulerInstancelD integer RW pstp, ATS
SchedulerEnable Boolean RW pstp, ATS
MatchingFramesCount counter R PSFP, ats, ci 8.6.5.3
PassingFramesCount couriter R PSFP, ats 8.6.5.3,
8.6.5.4
NotPassingFramesCount counter R PSFP, ats 8.6.5.3,
8.6.5.4
PassingSDUCount counter R PSFP, ats 8.6.5.3,
8.6.5.3.1
NotPassingSDUCount counter R PSFP, ats 8.6.5.3,
8.6.5.3.1
REDFramesCount counter R PSFP, ats 8.6.5.3
StreamBlockedDueToOversizeFrameEnable Boolean RW PSFP, ATS 8.6.5.3,
8.6.5.3.1
StreamBlockedDueToOversizeFrame Boolean RW PSFP, ATS 8.6.5.3,
8.6.5.3.1

4 R="R€ad only access; RW = Read/Write access.

bpsFp = Required for Bridge, Bridge component, or end station support of PSFP.
psfp = Optional for Bridge, Bridge component, or end station support of PSFP.
ATS = Required for Bridge or Bridge component support of ATS.
ats = Optional for Bridge or Bridge component support of ATS.
CI = Required for Bridge component or end station support of CI.
ci = Optional for Bridge component or end station support of CI.
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12.31.2.2 stream_handle specification data type

Change 12.31.2.2 as follows:

The stream_handle specification data type allows either of the following to be represented:

a)  Astream_handle value, represented as an integer

b) The wild card value

¢) If congestion isolation is supported, the null-handle value.

12.31.3 The Stream Gate Instance Table

Change Table 12-36 as follows:

Table 12-36—The Stream Gate Instance Table

Name Data type Op eratlonzsl Conformance® | References
supported
StreamGatelnstance integer R RSEP, ATS.CI |8.6.5.4
StreamGateEnabled Boolean RW PSFP, ATS.CI |8.6.9.4.14
StreamGateAdminGateStates StreamGateStates Value RW PSFP, ATS,CI |8.6.10.4,
12.29.1.2.2
StreamGateOperGateStates StreamGateStatesValue R PSFP, ATS, CI |8.6.10.5,
12.29.1.2.2
StreamGateAdminControlListLength | unsigned integer RW PSFP, ats 8.6.9.4.6,
12.31.3.2
StreamGateOperControlListLength unsigned integer R PSFP, ats 8.6.9.4.22,
12.31.3.2
StreamGateAdminControlList sequience of RW PSFP, ats 8.6.9.4.2,
StreamGateGateControl 12.31.3.2,
Entry 12.31.3.2.2
StreamGateOperControlList sequence of R PSFP, ats 8.6.9.4.18,
StreamGateGateControl 12.31.3.2,
Entry 12.31.3.2.2
StreamGateAdminCycleTime RationalNumber RW PSFP, ats 8.6.9.4.3,
12.29.1.3
StreamGateOper€ycleTime RationalNumber R PSFP, ats 8.6.9.4.19,
(seconds) 12.29.1.3
StreamGateAdminCycleTime Integer (nanoseconds) RW PSFP, ats 8.6.9.44
Extension
StreamGateOperCycleTimeExtension | Integer (nanoseconds) R PSFP, ats 8.6.9.4.20
StreamGateAdminBaseTime PTPtime RW PSFP, ats 8.6.94.1,
12.29.1.4
StreamGateOperBaseTime PTPtime R PSFP, ats 8.6.9.4.17,
12.29.1.4
erpqmﬂqtppnnﬁgphqngp Boglean R DQFD, ats R69047
StreamGateConfigChangeTime PTPtime R PSFP, ats 8.6.9.4.9,
12.29.1.4
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Table 12-36—The Stream Gate Instance Table (continued)

Nammre Pata typt Oneratmn: Confor l'l'l'a'l'l'CEh__R'EfETE'l'cha
supported
StreamGateTickGranularity Integer (tenths of R PSFP, ats 8.6.9.4.16
nanoseconds)

StreamGateCurrentTime PTPtime R PSFP, ats 8.6.9.4.10,
12.29.1.4

StreamGateConfigPending Boolean R PSFP, ats 8.6.9.3,
8.6.9.4.8

StreamGateConfigChangeError Integer R PSFP, ats 8.649.3.1

StreamGateAdminIPV IPV RW PSFP, ATS, CI | [8.6:5.4,
8.6.10.6,
12.31.3.3

StreamGateOperIPV 1PV RW PSFPrats/CI 8.6.5.4,
8.6.10.7,
12.31.3.3

StreamGateGateClosedDueTolnvalid | Boolean RW PSFP, ats 8.6.5.4

Rx-Enable

StreamGateGateClosedDueTolnvalid | Boolean RW- PSFP, ats 8.6.54

Rx

StreamGateGateClosedDueToOctets | Boolean RW PSFP, ats 8.6.5.4

ExceededEnable

StreamGateGateClosedDueToOctets Boolean RW PSFP, ats 8.6.54

Exceeded

4 R= Read only access; RW = Read/Write access.

b pSFP = Required for Bridge, Bridge components, or end station support of PSFP.

pstp = Optional for Bridge, Bridge component; or end station support of PSFP.
ATS = Required for Bridge or Bridge component support of ATS.

ats = Optional for Bridge or Bridge caihponent support of ATS.

CI = Required for Bridge component 6r end station support of CL.

Insert 12.33 at the end of Clause 12 as follows:

12.33 Congestion Isolation managed objects

Several variables control the operation of Congestion Isolation in a congestion isolation aware Bridge. The

managed-objects are as follows:

a))  ClI entity managed object (12.33.1)

b)  CIPeer Table (12.33.2)
c) CI Stream Table (12.33.3)

d)  CIP entity managed object (12.33.4)
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12.33.1 Cl entity managed object
A single instance of the CI entity managed object shall be implemented by a Bridge component or end

[ station that iS congestion isotation aware. 1T COmprises all the variables inciuded in the CI emtity variabtes . |
(49.4.1.1) as illustrated in Table 12-42.

Table 12-42—CI entity managed object

Name Data type gll:) e;j:igg: Conformance® References
ciMasterEnable Boolean RW CI 494111
ciCIMTransmitPriority unsigned integer [0..7] R CI 49.4.1.1.2
ciMaxFlowLife unsigned integer R CI 49.4.1.1.3

2 R= Read only access; RW = Read/Write access.
bcr= Required for Bridge component or end station support of CI.

12.33.2 Cl Peer Table
A single instance of the CI Peer Table shall be implemented by a Bridge component or end station that is
congestion isolation aware. Each table row contains the paraméters needed to assist in the creation of a CIM

as illustrated in Table 12-43. There is a row in the tabléfor each port of the Bridge or router that is
supporting congestion isolation.

Table 12-43~CI Peer Table entry

Name Data type g%?::igg: Conformance References
ciCIMtype enum{l2; ipv4, ipvo} R 49.3.6
ciPeerMacAddress MAC address R 49.3.6
ciPeerIPv4Address IPv4 address R IETF RFC 791 49.3.6
ciPeerIPv6Address IPv6 address R IETF RFC 8200 49.3.6
ciPeerUDRPRort UDP Port Number R IETF RFC 768 49.3.6
ciPeerCIMEncapLen integer [0..512] R 49.3.6

4 R=-Read only access; RW = Read/Write access.

12.33.3 Cl Stream Table

A single instance of the CI Stream Table (49.3.7) shall be implemented by a Bridge component or end
station that is congestion isolation aware. Each table row contains stream management variables associated
with a tsnStreamIdEntry object created in the IEEE Std 802.1CB Stream identity table. The variables assist
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Table 12-44—ClI Stream Table entry

Ta——- tratrtype gl‘;)';f::;‘e’gi Comformrmeet——Referemees
ciStreamIdHandle stream_handle value R IEEE Std 802.1CB 49.4.15.1
ciCIMCount integer RW CI 49.4.152
ciCreateTime sysUpTime (IETF RFC R IETF RFC 3418 494153
3418)
ciStreamCreateMask 2-bit mask RW CI 49.4.1.5%4
ciQueueKey integer R CI 49.4.1h5'5
ciDestination address MAC address R CI 49:4.1.5.6
ciSource address MAC address R CI 49.4.1.5.7
ciVlan_identifier 12-bit VID R CI 49.4.1.5.8
ciMsdu octet string (size 64..512) R o1 49.4.1.5.9

4 R= Read only access; RW = Read/Write access.
bcr= Required for Bridge component or end station support of CI.

12.33.4 CIP entity managed object

There is one Congestion Isolation Point (CIP) managed object for each CIP in a Bridge component or end
station that is congestion isolation aware. The CIP managed object comprises some of the variables included
in the CIP variables (49.4.1.2) as illustrated in Tabl€)12-45.

Table 12-45=—CIP entity managed object

Name Data type gi?g:i:g: Conformance References
cipMacAddress MAC address R CI 49.4.1.2.1
cipIPv4Address IPv4 address R IETF RFC 791 494122
cipIPv6Address IPv6 address R IETF RFC 8200 49.4.1.2.3
cipCIMUDPPort UDP Port Number R IETF RFC 768 49.4.1.2.4
cipQueueMapl] array of integers [-8..8] RW CI 49.4.1.2.5

cipMinHeaderOctets integer RW CI 49.4.1.2.6
cipMaxCIM integer RW CI 49.4.1.2.7

4 R= Read only access; RW = Read/Write access.
bcr= Required for Bridge component or end station support of CI.
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30. Principles of congestion notification

30.4.C . ification desi .

Change item x) in the lettered list in 30.1 as follows:

x) QCN cannot regulate frame transmission by acknowledgments, as does Transmission Control
Protocol/Internet Protocol (TCP/IP), see IETF RFC 791 {8+8} and IETF RFC 793 [B19].

30.3 Congestion Controlled Flow (CCF)
Change item a) in the lettered list in 30.3 as follows:

a) The frames carrying data for a single User Datagram Protocol (UDP, IETF RFC 768, STD0006
B+ connection.
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46. Time-Sensitive Networking (TSN) configuration

46-2 User/network-configuration-information
46.2.1 Data types
Change the lettered list in 46.2.1 as follows:

a) Boolean

b) int8, for a signed 8-bit integer

c) intl6, for a signed 16-bit integer

d) int32, for a signed 32-bit integer

e) uint8, for an unsigned 8-bit integer

f)  uintl6, for an unsigned 16-bit integer

g) uint32, for an unsigned 32-bit integer

h) string

i)  enumeration, for a collection of named values

j)  rational, for a rational number consisting of a uint32 numerator andint32 denominator
k) mac-address-type, for an IEEE 802 MAC address

1)  ipv4-address-type, for an IPv4 address (IETF RFC 791{B1+8})

m) ipv6-address-type, for an IPv6 address (IETF RFC 8200-{B461)

n) sequence of <X>, for a list of zero or more instances of data type <X> (e.g., sequence of uint32)

46.2.3 Talker

46.2.3.4 DataFrameSpecification

46.2.3.4.4 IPv6-tuple

Change the first sentence in 46.2.3.4.4.as follows:

The IPvo6-tuple group specifies frelds to identify an IPv6 (RFC 8200{B461) Stream.
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48. YANG Data Models

482 1EEE-802.1Q YANG-models

Insert 48.2.8 (including Figure 48-17) after 48.2.7 as follows:
48.2.8 Congestion Isolation (Cl) model
The CI model augments the Bridge component model (48.2.1) and the Interface Management model for

Bridge ports (48.3.1) by nodes that represent the following managed objects:

a)  CI entity managed object (12.33.1)
b) CI Peer Table (12.33.2)

c¢) CI Stream Table (12.33.3)

d) CIP entity managed object (12.33.4)

The UML representation of the CI model is illustrated in Figure 48-17.

component (name)
string name; I r-w

ci-peers
ci-streams ®\§<

bool ci-master-enable;
uint32 ci-cim-tx-priority; %r
uint32 ci-max-flow-life; k\ It

ci-peer-entry (reception-port) ci-stream-entry (stream-handle-id)
port-number-type *reception-port; I uint32 stream-handle-id; I
enum cim-type; I r—w\‘ int cim-count; I r-w
macAddress peer-mac-address; /i r-wa| timeticks create-time; I'r
ipv4-address peer-ipv4-address; 1w bits create-mask; I r-w
ipv6-address peer-ipv6-adresss; ér— int queue-key; II'r
int peer-cim-encap-len; r-w macAddress dest-mac-address; I'r
y(\ macAddress source-mac-address; IIr
int vid; I'r
binary msdu; Ir
bridge-port (48.3.2)
string component-name; I r-w
stream-filter (48.3.3)
uint32 stream-filter-instance-id; I'r-w
none stream-handle-spec; I r-w
cip-port-pafameters
macAdd;ess"’ cip-mac-address; It
ipv4-address cip-ipv4-address ; II'r
i ress cip-ipv6-address; IIr
@ queue-map; II'r-w [ ] VLAN Bridge component, port and stream filter nodes
min-header-octets; I r-w
int max-cim-tx; l'r-w [ ] objects added by this model

Figure 48-17—Congestion Isolation model
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48.3 Structure of the YANG models

Insert a new row for “ieee802-dotlq-stream-filters-gates-bridge” above the row for “ieee802-dotlq-ats”,

change the row for “ieeeS02-dotlq-ats”, and insert three new rows below it in lable 43-1 as follows
(unchanged rows not shown):

Table 48-1—Summary of the YANG modules

Module References Managed Initial YANG specification
functionality Notes
ieee802-dotlq- 48.5.12, 8.6,8.6.5.3, IEEE Std 802.1Qcz
stream-filters-gates-bridge | 48.6.12 8.6.5.4 Bridge component augmentation with stream filtering
and stream gating capabilities.
ieee802-dotlg-ats 48512 8.6 IEEE Std 802.1Qcr
48642 ATS extensions to ieee802-dotlgrstream-filters-gates
48.5.13, and ieee802-dot1q-bridge modules.
48.6.13
ieee802-dotlg-ats-bridge 48.5.14, 8.6 IEEE Std 802.1Qcz
48.6.14 Bridge component augmentation with ATS module.
ieee802-dotlg-congestion- | 48.5.15, 8.6.5, IEEE Std 8024.Q¢z
isolation 48.6.15 Clause 49 Congestion.solation specific parameters and extensions
to the icee802-dot1g-stream-filters-gates.
ieee802-dotlg-congestion- |48.5.16, 8.6.5, IEEE Std 802.1Qcz
isolation-bridge 48.6.16 Clause 49 Bridge and Bridge Port extension/augmentation with

congestion isolation module.

48.3.7 Asynchronous Traffic Shaping (ATS) model

Change Table 48-7 and Table 48-8 as follows:

Table 48-7—Stream filters and stream gates model YANG modules

YANG module

ieee802-types

ieee802-dot1g-types

ieee802-dot1q-bridge

ieee802-dot1g-stream-filters-gates

ieee802-dotlg-stream-filters-gates-bridge
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Table 48-8—ATS model YANG modules

YANG module

ieee802-types

ieee802-dotlg-types

ieee802-dot1q-bridge

ieee802-dot1g-stream-filters-gates

ieee802-dot1q-ats

ieee802-dotlg-ats-bridge

Insert 48.3.8 (including Table 48-9) after 48.3.7 as follows:
48.3.8 Congestion Isolation (Cl) model

A system implementing the CI model (48.3.8) implements the YANG moduleSdn Table 48-9.

Table 48-9—CIl model YANG modules

YANG module

ieee802-types

ieee802-dot1g-types

ieee802-dot1q-bridge

ieee802-dotlg-stream-filter-gates

ieee802-dot1q-congestion-isolation

icee802-dot1 g-congestion-isolation-bridge
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48.4 Security considerations

Insert 48.4.8 after 48.4.7 as follows:

48.4.8 Security considerations of the Congestion Isolation model

There are a number of management objects defined in the ieee802-dotlqg-congestion-isolation YANG
module that are configurable (i.e., read-write) and/or operational (i.e., read-only). Such objects may be
considered sensitive or vulnerable in some network environments. A network configuration protocol, such
as NETCONF (IETF RFC 6241 [B41]), can support protocol operations that can edit or delete YANG
module configuration data (e.g., edit-config, delete-config, copy-config). If this is done in a non-secure
environment without proper protection, then negative effects on the network operation are possible.

The following objects in the ieee802-dotlq-congestion-isolation YANG module could be manipulated to
interfere with the operation of MAC status propagation on a TPMR port and, for example, be.used to cause
network instability:

bridges/bridge/component/ci-master-enable
bridges/bridge/component/ci-peers/ci-peer-table
bridges/bridge/component/ci-streams
bridges/bridge/component/stream-gates/stream-gate-instance-table
bridges/bridge/component/stream-filters/stream-filter-instance-table
bridges/bridge/component/queue-map
bridges/bridge/component/min-header-octets

bridges/bridge/component/min-cim-tx
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48.5 YANG schema tree definitions

48.5.11 Schema for the ieee802-dot1q-stream-filters-gates YANG module

Change 48.5.11 as follows:

This YANG module does not have a YANG schema tree.
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Delete the existing 48.5.12 “Schema for the ieee802-~dot1q-ats YANG module”.

Insert new 48.5.12 “Schema for the ieee802-dotlq-stream-filters-gates-bridge YANG module” after
48.5.11 as follows:

48.5.12 Schema for the ieee802-dot1q-stream-filters-gates-bridge YANG module

module: ieee802-dotlg-streamifilters-gates-bridge
augment /dotlg:bridges¥dotlqg:bridge/dotlqg:component:
+--rw stream-gates

| +--rw stream-~géte-instance-table* [stream-gate-instance-id]

uint32

| |  +--rw stream-gate-instance-id uint32

| | +--rw gate-enable? boolean

| | +--rw admin-gate-states? gate-state-value-type
| | +-—<pw admin-ipv? ipv-spec-type

| +--ro max-stream-gate-instances?

+

--rw( stfeam-filters

+-—-Yw stream-filter-instance-table* [stream-filter-instance-id]

|/ +--rw stream-filter-instance-id uint32
|  +--rw (stream-handle-spec)?
| | +--: (wildcard)
| | |  +--rw wildcard? empty
| |  +--:(stream-handle)
| | +--rw stream-handle uint32
|  +--rw priority-spec
| | priority-spec-type
|  +--rw max-sdu-size uint32
| +--rw stream-blocked-due-to-oversize-frame-enabled? boolean
| +--rw stream-blocked-due-to-oversize-frame? boolean
1 o . \j# £ 1 £ £
+--ro max-stream-filter-instances? uint32
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Insert new 48.5.13, 48.5.14, 48.5.15, and 48.5.16 after 48.5.12 as follows:

48.5.13 Schema for the ieee802-dot1qg-ats YANG module

module: ieee802-dotlg-ats
+--rw stream-gates
+--rw stream-gate-instance-table* [stream-gate-instance-id]

|

| | +--rw stream-gate-instance-id uint32

| | +--rw gate-enable? boolean

| | +--rw admin-gate-states? gate-state-value-type
| |  +--rw admin-ipv? ipv-spec-type

| +--ro max-stream-gate-instances? uint32

+--rw stream-filters

+--rw stream-filter-instance-table* [stream-filter-instance-id]

+--rw stream-filter-instance-id uint32
+--rw (stream-handle-spec)?

|  +--:(wildcard)

| | +--rw wildcard? empty
| +--:(stream-handle)

| +--rw stream-handle uint32

+--rw priority-spec
| priority-spec-type

+--rw max-sdu-size uint32

+--rw stream-blocked-due-to-oversize-frame-enabled? booleén
+--rw stream-blocked-due-to-oversize-frame? boofean
+--rw stream-gate-ref l€afpef

+--rw schedulers
+--rw scheduler-instance-table* [scheduler-instancexid]

| +--rw scheduler-instance-id uint32
|  +--rw committed-information-rate uint64
| +--rw committed-burst-size uintB2
| +--rw scheduler-group-ref leafxet
+--ro max-scheduler-instances? uint32

I

|

I

|

|

|

+--rw scheduler-groups

| +--rw scheduler-group-instance-table*
| | [scheduler-group-instanceady

| | +--rw scheduler-group-instange-=id uint32
| | +--rw max-residence-time uint32
| +--ro max-scheduler-group-insfances? uint32
|  +--rw scheduler-timing-chardoéteristics
| +--ro scheduler-timinggeharacteristics-table*
| [reception-pert transmission-port]

| +--ro receptionsport

| | dotlgtypes:port-number-type

| +--ro transmi§€sion-port

|

|

|

I

|

I

+

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| | dotdgtypes:port-number-type
|

|

|

|

|

|

|

|

+

+--ro cl@ck-offset-variation-max uint32
+--ro_cldck-rate-deviation-max uint32
+--r¢ .arrival-recognition-delay-max uint32
+~~re processing-delay-min uint32
+=>ro processing-delay-max uint32
--rw gcheduler
+~=2w scheduler-ref? leafref
+-%rw scheduler-enable? boolean
--n0 max-stream-filter-instances? uint32

48.5.14 Schema for the ieee802-dot1qg-ats-bridge YANG module
modtle: ieee802-dotlg-ats-bridge

augment /if:interfaces/if:interface/dotlqg:bridge-port:
+--ro discarded-frames-count? yang:counter64
augment /dotlg:bridges/dotlqg:bridge/dotlq:component:
+--rw stream-gates
| +--rw stream-gate-instance-table* [stream-gate-instance-id]

| | +--rw stream-gate-instance-id uint32

| | +-—-rw gate-enable? boolean

| | +--rw admin-gate-states? gate-state-value-type
| |  +--rw admin-ipv? ipv-spec-type

| +--ro max-stream-gate-instances? uint32

+--rw stream-filters
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+--rw stream-filter-instance-table* [stream-filter-instance-id]

\
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\
\
\
\
\
\
\
\
\
[
\
\
\
\
\
[
\
\
\
\
\
\
\
\
\
\
\
\
[
\
\
\
\
\
\
\
\
¥

+--rw stream-filter-instance-id uint32
+--rw (stream-handle-spec)?

| +--: (wildcard)

f T witdcara? TMOCY
| +--: (stream-handle)

| +--rw stream-handle uint32

+--rw priority-spec
| priority-spec-type

+--rw max-sdu-size uint32

+--rw stream-blocked-due-to-oversize-frame-enabled? boolean
+--rw stream-blocked-due-to-oversize-frame? boolean
+--rw stream-gate-ref leafref

+--rw schedulers
|  +--rw scheduler-instance-table* [scheduler-instance-id]

| |  +--rw scheduler-instance-id uint32
| | +--rw committed-information-rate uinto64
| | +--rw committed-burst-size uint32
| | +--rw scheduler-group-ref leafref
|  +--ro max-scheduler-instances? uint32
+--rw scheduler-groups
|  +--rw scheduler-group-instance-table*
| | [scheduler-group-instance-id]
| | +--rw scheduler-group-instance-id uint32
| | +--rw max-residence-time uint32
| +--ro max-scheduler-group-instances? uint32
|  +--rw scheduler-timing-characteristics
| +--ro scheduler-timing-characteristics-table*
| [reception-port transmission-port]
| +--ro reception-port
| | dotlgtypes:port-number-type
| +--ro transmission-port
| | dotlgtypes:port—-number-type
| +--ro clock-offset-variation-max uint32
| +--ro clock-rate-deviation-max uint32
| +--ro arrival-recognition-dglay*max uint32
| +--ro processing-delay-min uint32
| +--ro processing-delay-max uint32
+--rw scheduler
+--rw scheduler-ref? leafref
+--rw scheduler-enable? koolean
--ro max-stream-filter-instanpces? uint32

48.5.15 Schema for the ieee802:dot1g-congestion-isolation YANG module

module: ieee802-dotlg-congesfilon-isolation
+--rw stream-gates
+--rw stream-gate-instance-table* [stream-gate-instance-id]

|

| | +--rw stream-gate-instance-id uint32

| | +--rw gate-ghable? boolean

| |  +--rw admin-igate-states? gate-state-value-type
| | +--rw admin-ipv? ipv-spec-type

| +--ro max-~stream-gate-instances? uint32

+--rw strgamsfilters

+--rw* stream-filter-instance-table* [stream-filter-instance-id]
+%srw stream-filter-instance-id uint32
+=--rw (stream-handle-spec)?

+--: (wildcard)
|  +--rw wildcard? empty
+--: (stream-handle)
| +--rw stream-handle uint32
+--:(null-handle) {congestion-isolation}?

+--rw null-handle? empty

+--rw priority-spec

priority-spec-type

+--rw max-sdu-size uint32

+--rw stream-blocked-due-to-oversize-frame? boolean

+--rw stream-gate-ref leafref
--ro max-stream-filter-instances? uint32

|
|
|
I
|
\
|
\
\
\
\
| +--rw stream-blocked-due-to-oversize-frame-enabled? boolean
|
\
+
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48.5.16 Schema for the ieee802-dot1g-congestion-isolation-bridge YANG module

module: ieee802-dotlg-congestion-isolation-bridge

SEPST ot ol +—‘1,—I-1’\v4/—1rj o +-1¢-I-1~\-v<-ir1rj ol +—‘\,—I- PSVER ot
+--rw ci-master-enable? boolean {congestion-isolation-bridge}?
+--ro ci-cim-tx-priority? dotlg-types:priority-type
| {congestion-isolation-bridge}?
+--ro ci-max-flow-life? uint32 {congestion-isolation-bridge}?

+--rw ci-peers {congestion-isolation-bridge}?
+--rw ci-peer-table* [reception-port]

| +--rw reception-port dotlg-types:port-number-type
|  +--rw cim-type? enumeration

| +--rw peer-mac-address? ieee:mac-address

| +--rw peer-ipvé4-address? inet:ipv4-address

| +--rw peer-ipvé6-address? inet:ipv6-address

|  +--rw peer-udp-port? inet:port-number

| +--rw peer-cim-encap-len? uintle

+--ro max-ci-peer-entries? uint32

|
|
|
|
|
|
I
|
|
+--rw ci-streams {congestion-isolation-bridge}?
| +4+--ro ci-stream-table* [stream-handle-id]

|

|

|

I

|

|

|

|

|

|  +--ro stream-handle-id uint32
|  4+--ro cim-count? uintlé
|  +--ro create-time? yang:timeticks
| +--ro create-mask? bits
+--ro queue-key? uintlé
+--ro dest-mac-address? ieee:mac-address
+--ro source-mac-address? ieee:mac-address
+--ro vid? dotlg-types:vlan-index-typel
+--ro msdu? yang:hex-string
+--ro max-ci-stream-entries? uint32 {congestion-isolation-bridge}?

+--rw stream-gates {congestion-isolation-bridge}?
| +--rw stream-gate-instance-table* [stream-gate<instance-id]

| | +--rw stream-gate-instance-id uint32

| | +--rw gate-enable? boolean

| | +--rw admin-gate-states? gaterstate-value-type
| |  +--rw admin-ipv? iPvyspec-type

| +--ro max-stream-gate-instances? uint32

+--rw stream-filters {congestion-isolation-bridge}?

+--rw stream-filter-instance-table* [stream-filter-instance-id]

+--rw prioritly-spec
| priQrity-spec-type

| +--rw stream-filter-instance—-1d uint32
|  +--rw (stream-handle-spec)®
| | +--: (wildcard)
| | |  +--rw wildcard? empty
| | +--: (stream-handle)
| | |  +--rw streamifhandle uint32
| | +--:(null-handle) {congestion-isolation-bridge}?
| | +--rw nukb=handle? empty
|
|
| +--rw max-sdu-size uint32
| +--rw stre€am-blocked-due-to-oversize-frame-enabled? boolean
|  +--rW stream-blocked-due-to-oversize-frame? boolean
| +--¥Xws stream-gate-ref leafref
+--r0 max-stream-filter-instances? uint32
augment| /if:interfaces/if:interface/dotlqg:bridge-port:
+-FPo.cip-mac-address? ieee:mac-address
| {congestion-isolation-bridge}?
+=~ro cip-ipv4-address? inet:ipv4-address
| {congestion-isolation-bridge}?
+--ro cip-ipv6-address? inet:ipv6-address
| {congestion-isolation-bridge}?
+--ro cip-cim-port? inet:port-number

| {congestion-isolation-bridge}?

+--rw queue-map* [priority] {congestion-isolation-bridge}?

| +--rw priority dotlg-types:priority-type
|  +--rw abs-traffic-class-plus-one?

| abs-traffic-class-plus-one-type

T==IW M- 1ea0er~0OCLtErS? TITTCI6 (CONUESCIoN-t501attoN-prIage ) ¢
+--rw max-cim-tx? uintl6é {congestion-isolation-bridge}?
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48.6 YANG modules10 1112

48.6.2 The ieee802-dot1q-types YANG module

Delete the YANG module in 48.6.2.
Insert the following YANG module in 48.6.2:

module ieee802-dotlg-types {
namespace urn:ieee:std:802.1Q:yang:ieee802-dotlg-types;
prefix dotlg-types;
import ietf-yang-types {
prefix yang;
}
organization
“IEEE 802.1 Working Group”;
contact
“WG-URL: http://ieee802.0rg/1l/
WG-EMail: stds-802-1-1@ieee.org

Contact: IEEE 802.1 Working Group Chair
Postal: C/0O IEEE 802.1 Working Group
IEEE Standards Association

445 Hoes Lane

Piscataway, NJ 08854

USA

E-mail: stds-802-1-chairs@ieee.org”;
description
“Common types used within dotlQ-bridge modules.

References in this YANG module to IEEE Std 8023%1Q are to IEEE Std
802.10-2022 as amended by IEEE Std 802.10Q0c2+2023.

Copyright (C) IEEE (2023).

This version of this YANG module ig, part of IEEE Std 802.1Q; see the
standard itself for full legal notilees.”;
revision 2023-07-03 {
description
“Published as part of IEEENStd 802.1Qcz-2023.";
reference
“IEEE Std 802.1Qcz-2028 ) Bridges and Bridged Networks - Congestion
Isolation.”;
}
revision 2022-10-29
description
“Published d&s part of IEEE Std 802.10-2022.";
reference
“IEEE St@&, 802.10-2022, Bridges and Bridged Networks.”;
}
revision.2020-06-04 {
description
MPublished as part of IEEE Std 802.1Qcx-2020.";
reference
“"IEEE Std 802.1Qcx-2020, Bridges and Bridged Networks - YANG Data
Model for Connectivity Fault Management.”;
}
revision 2018-03-07 {
description
“Published as part of IEEE Std 802.1Q0-2018.";

10 Copyright release for YANG: Users of this standard may freely reproduce the YANG modules contained in this standard so that they
can be used for their intended purpose.

1A Acor ok Yata)

1 - ol Jo NZANLC daal M s 1 s 41 DO £oalas 4 < <l < 1 1o | e 4k 1= 1
A ASEH-verstonofcachYANGmodute—is-attached-to-the PBF-of-thisstandard-and-ean—atso-beobtainedfromthe HEEE-862-+
Website at https:/1.ieee802.org/yang-modules/.
12 References in this standard’s YANG module definitions are not clickable, as each module has been incorporated unchanged after
development and verification using YANG tools.
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reference
“IEEE Std 802.10-2018, Bridges and Bridged Networks.”;
}
identity dotlg-vlan-type {

Jescription
“Base identity from which all 802.1Q VLAN tag types are derived
from.”;
}
identity c-vlan {
base dotlg-vlan-type;
description
“An 802.1Q Customer VLAN, using the 81-00 EtherType.”;
reference
“5.5 of IEEE Std 802.1Q”";
}
identity s-vlan {
base dotlg-vlan-type;
description
“An 802.1Q Service VLAN, using the 88-A8 EtherType originally
introduced in 802.lad, and incorporated into 802.1Q (2011)”;
reference
“5.6 of IEEE Std 802.1Q”";
}
identity transmission-selection-algorithm {
description
“Specify the transmission selection algorithms of IEEE Stdg
802.1Q Table 8-6";
}
identity strict-priority {
base transmission-selection-algorithm;
description
“Indicates the strict priority transmission seleétion algorithm.”;
reference
“Table 8-6 of IEEE Std 802.1Q0”;
}
identity credit-based-shaper {
base transmission-selection-algorithm;
description
“Indicates the credit based shaper\transmission selection
algorithm.”;
reference
“Table 8-6 of IEEE Std 802.1Q4S
}
identity enhanced-transmissiorni=selection {
base transmission-selectidrmralgorithm;
description
“Indicates the enhameed transmission selection algorithm.”;
reference
“Table 8-6 of IEEE-Std 802.1Q";
}
identity asynchronous-traffic-shaping {
base transmission-selection-algorithm;
description
“Indigafes the asynchronous transmission selection algorithm.”;
refergnce
“Takle 8-6 of IEEE Std 802.1Q";
}
idémtity vendor-specific {
hdse transmission-selection-algorithm;
description
“Indicates a vendor specific transmission selection algorithm.”;
reference
“Table 8-6 of IEEE Std 802.1Q0”;
}
typedef name-type {
type string {
length “0..327;
}

description
“A text string of up to 32 characters, of locally determined
significance.”;
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typedef port-number-type {
type uint32 {
range “1..4095";
}

Jescription
“The port number of the Bridge port for which this entry contains
Bridge management information.”;
}
typedef priority-type {
type uint8 {
range “0..7";
}
description
“A range of priorities from 0 to 7 (inclusive). The Priority Code
Point (PCP) 1is a 3-bit field that refers to the class of service
associated with an 802.1Q VLAN tagged frame. The field specifies a
priority value between 0 and 7, these values can be used by quality
of service (QoS) to prioritize different classes of traffic.”;
}
typedef num-traffic-class-type {
type uint8 {
range “1..8”;
}
description
“The number of traffic classes supported or participating in“d
particular feature. There are between 1 and 8 supported tpaffic
classes defined by IEEE Std 802.1Q.”7;
}
typedef vid-range-type {
type string {
pattern
N ([1-91"+
“[0-91{0,3}"+
M (=[1-91[0-91{0,3})2"+
M (, [1-91[0-91{0,3} (-[1-91[0-91{0,3})?) % "%
}
description
“A list of VLAN Ids, or non overlappirg VLAN ranges, in ascending
order, between 1 and 4094.

This type is used to match an ordered list of VLAN Ids, or
contiguous ranges of VLAN Idsa“alid VLAN Ids must be in the range
1 to 4094, and included in the list in non overlapping ascending
order.

For example: 1,10-100,250,500-1000";
}
typedef vlanid {
type uintlé {
range “1..4094%;
}
description
“The vlanid type uniquely identifies a VLAN. This is the 12-bit
VLAN-ZDUsed in the VLAN Tag header. The range is defined by the
referenced specification. This type is in the value set and its
semantics equivalent to the VlanId textual convention of the SMIv2.”;
}
typedef vlan-index-type {
tYpe uint32 {
range “1..4094 | 4096..4294967295";
}
description
“A value used to index per-VLAN tables. Values of 0 and 4095 are
not permitted. The range of valid VLAN indices. If the value is
greater than 4095, then it represents a VLAN with scope local to
the particular agent, i.e., one without a global VLAN-ID assigned
to it. Such VLANs are outside the scope of IEEE 802.1Q, but it is
convenient to be able to manage them in the same way using this

YANG module.”;
reference
“9.6 of IEEE Std 802.1Q";
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typedef mstid-type {
type uint32 {
range “1..4094";
}

Jescription
“In an MSTP Bridge, an MSTID, i.e., a value used to identify a
spanning tree (or MST) instance”;
reference
“13.8 of IEEE Std 802.1Q”;
}
typedef pcp-selection-type {
type enumeration {
enum 8P0OD {
description
“8 priorities, 0 drop eligible”;
}
enum 7P1D {
description
“7 priorities, 1 drop eligible”;
}
enum 6P2D {
description
“6 priorities, 2 drop eligible”;
}
enum 5P3D {
description
“5 priorities, 3 drop eligible”;
}
}
description
“Priority Code Point selection types.”;
reference
“12.6.2.5.3, 6.9.3 of IEEE Std 802.1Q";
}
typedef protocol-frame-format-type {
type enumeration {
enum Ethernet {
description
“Ethernet frame format”;
}
enum rfcl042 {
description
“RFC 1042 frame format”;
}
enum snap8021H {
description
“SNAP 802.1H frame format”;
}
enum snapOther {
description
“Other SNAP frame format”;
}
enum llc@ther {
deseniption
“YOther LLC frame format”;
}
}
desCription
“A value representing the frame format to be matched.”;
reference
“12.10.1.7.1 of IEEE Std 802.1Q0”;
}
typedef ethertype-type {
type string {
pattern “[0-9a-fA-F]{2}-[0-9a-fA-F]{2}";
}
description
“The EtherType value represented in the canonical order defined by

IEEE 802. The canonical representation uses uppercase characters.”;
reference
“9.2 of IEEE Std 802-2014";
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typedef dotlg-tag-type {
type identityref ({
base dotlg-vlan-type;
}

Jescription
“Identifies a specific 802.1Q tag type”;
reference
“9.5 IEEE Std 802.1Q";
}
typedef traffic-class-type {
type uint8 {
range “0..7";
}
description
“This is the numerical value associated with a traffic class in a
Bridge. Larger values are associated with higher priority traffic
classes.”;
reference
“3.273 of IEEE Std 802.1Q0";
}
grouping dotlg-tag-classifier-grouping {
description
“A grouping which represents an 802.1Q VLAN, matching both the
EtherType and a single VLAN Id.”;
leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
“WLAN type”;
}
leaf vlan-id {
type vlanid;
mandatory true;
description
“WLAN Id”;
}
}
grouping dotlg-tag-or-any-classifier-grouping {
description
“A grouping which represents an @Q2.1Q0 VLAN, matching both the
EtherType and a single VLAN Id_,.or" ‘any’ to match on any VLAN Id.”;
leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
“WLAN type”;
}
leaf vlan-id {
type union {
type vlanids
type enumeération {
enum any {
value 4095;
description
“Matches ‘any’ VLAN in the range 1 to 4094 that is not
matched by a more specific VLAN Id match”;

}
}
mandatory true;
description
“WLAN Id or any”;
}
}
grouping dotlg-tag-ranges-classifier—-grouping {
description
“A grouping which represents an 802.1Q VLAN that matches a range of
VLAN Ids.”;

leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
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“WLAN type”;
}
leaf vlan-ids {
type vid-range-type;

Mandatory Crue;
description
“WLAN Ids”;
}
}
grouping dotlg-tag-ranges-or-any-classifier-grouping {
description
“A grouping which represents an 802.1Q VLAN, matching both the
EtherType and a single VLAN Id, ordered list of ranges, or ‘any’ to
match on any VLAN Id.”;
leaf tag-type {
type dotlg-tag-type;
mandatory true;
description
“WLAN type”;
}
leaf vlan-id {
type union {
type vid-range-type;
type enumeration {
enum any {
value 4095;
description
“Matches ‘any’ VLAN in the range 1 to 4094.”;

}
}
mandatory true;
description
“WLAN Ids or any”;
}
}
grouping priority-regeneration-table-grouping {
description
“The priority regeneration table pxovides the ability to map
incoming priority values on a persBort basis, under management
control.”;
reference
“6.9.4 of IEEE Std 802.1Q";
leaf priority0 {
type priority-type;
default “0”;
description
“Priority 0”;
reference
“12.6.2.3, 63944 of IEEE Std 802.1Q0";
}
leaf priorityl {
type priQxity-type;
defaudt,\'1"”;
deseription
“Rriority 1”;
reférence
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q0";
)
leaf priority2 {
type priority-type;
default “27;
description
“Priority 27;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q";
}
leaf priority3 {

type priority-type;

default “3”;

description
“Priority 3”;
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reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q”";

}
leaf priorityéd {

TYPE DPLL1OTICY TYyDE;
default “47;
description
“Priority 47;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q";
}
leaf priority5 {
type priority-type;
default “5”;
description
“Priority 5”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q";
}
leaf priority6 {
type priority-type;
default “6”;
description
“Priority 6”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.1Q";
}
leaf priority7 {
type priority-type;
default “77;
description
“Priority 7”;
reference
“12.6.2.3, 6.9.4 of IEEE Std 802.10Q0";
}
}
grouping pcp-decoding-table-grouping {
description
“The Priority Code Point decoding ‘table enables the decoding of the
priority and drop-eligible parameters from the PCP.”;
reference
“6.9.3 of IEEE Std 802.1Q0";
list pcp-decoding-map {
key “pcp”;
description
“This map associates\the priority code point field found in the
VLAN with a priority and drop eligible value based upon the
priority code polnt selection type.”;
leaf pcp {
type pcp-seléection-type;
descriptidn
“The priority code point selection type.”;
referenee
“F2.06.2.7, 6.9.3 of IEEE Std 802.1Q07;
}
list_priority-map {
kéy “priority-code-point”;
description
“This map associates a priority code point value with priority
and drop eligible parameters.”;
leaf priority-code-point {
type priority-type;
description
“Priority associated with the pcp.”;
reference
“12.6.2.7, 6.9.3 of IEEE Std 802.1Q";
}
leaf priority {

type priority-type;
description

“Priority associated with the pcp.”;
reference
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“12.6.2.7, 6.9.3 of IEEE Std 802.1Q";
}
leaf drop-eligible {
type boolean;

Jdescription

“Drop eligible value for pcp”;
reference

“12.6.2.7, 6.9.3 of IEEE Std 802.1Q";

}
}
grouping pcp-encoding-table-grouping {
description
“The Priority Code Point encoding table encodes the priority and
drop-eligible parameters in the PCP field of the VLAN tag.”;
reference
“12.6.2.9, 6.9.3 of IEEE Std 802.1Q”;
list pcp-encoding-map {
key “pcp”;
description
“This map associates the priority and drop-eligible parameters
with the priority used to encode the PCP of the VLAN based uppen
the priority code point selection type.”;
leaf pcp {
type pcp-selection-type;
description
“The priority code point selection type.”;
reference
“12.6.2.7, 6.9.3 of IEEE Std 802.10Q0";
}
list priority-map {
key “priority dei”;
description
“This map associates the priority and dcop-eligible parameters
with the priority code point field o/ the VLAN tag.”;
leaf priority {
type priority-type;
description
“Priority associated with ¢&he pcp.”;
reference
“12.6.2.7, 6.9.3 of IEEESStd 802.10Q0";
}
leaf dei {
type boolean;
description
“The drop eligible value.”;
reference
“12.6.2, 8¥6=6 of IEEE Std 802.1Q";
}
leaf prioxityy-code-point {
type priority-type;
description
“PCP value for priority when DEI value”;
reference
“12.6.2.9, 6.9.3 of IEEE Std 802.1Q0";

)
}
grouping service-access-priority-table-grouping {
description
“The Service Access Priority Table associates a received priority
with a service access priority.”;
reference
“12.6.2.17, 6.13.1 of IEEE Std 802.1Q”;
leaf priority0 {
type priority-type;

default “0”;
description

“Service access priority value for priority 07;
reference
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“12.6.2.17, 6.13.1 of IEEE Std 802.1Q";
}
leaf priorityl {
type priority-type;

Jdertaurc I
description
“Service access priority value for priority 1”;
reference
“12.6.2.17, 6.13.1 of IEEE Std 802.10Q0";
}
leaf priority2 {
type priority-type;
default “2”;
description
“Service access priority value for priority 2”;
reference
“12.6.2.17, 6.13.1 of IEEE Std 802.1Q0";
}
leaf priority3 {
type priority-type;
default “3”;
description
“Service access priority value for priority 3”;
reference
“12.6.2.17, 6.13.1 of IEEE Std 802.1Q0";
}
leaf priority4 {
type priority-type;
default “4”;
description
“Service access priority value for priority 47;
reference
“12.6.2.17, 6.13.1 of IEEE Std 802.1Q";
}
leaf priority5 {
type priority-type;
default “57;
description
“Service access priority value fex priority 5”;
reference
“12.6.2.17, 6.13.1 of IEEE Std 802.1Q";
}
leaf priority6 {
type priority-type;
default “6”;
description
“Service access prihority value for priority 6”;
reference
“12.6.2.17, 6,.33<1 of IEEE Std 802.1Q";
}
leaf priorityl {
type priority-type;
default W9”;
description
“Serwvice access priority value for priority 77;
reference
Y12.6.2.17, 6.13.1 of IEEE Std 802.10Q0";
L
¥
grouping traffic-class-table-grouping {
description
“The Traffic Class Table models the operations that can be
performed on, or can inquire about, the current contents of the
Traffic Class Table (8.6.6) for a given Port.”;
reference
“12.6.3, 8.6.6 of IEEE Std 802.1Q";
list traffic-class-map {
key “priority”;

description

“The priority index into the traffic class table.”;
leaf priority {

type priority-type;
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description

“The priority of the traffic class entry.”;
reference

“"8.6.6 of IEEE Std 802.1Q";

§
list available-traffic-class {
key “num-traffic-class”;
description
“The traffic class index associated with a given priority
within the traffic class table.”;
reference
“8.6.6 of IEEE Std 802.1Q";
leaf num-traffic-class {
type uint8 {
range “1..8";
}
description
“The available number of traffic classes.”;
reference
“8.6.6 of IEEE Std 802.1Q";
}
leaf traffic-class {
type traffic-class-type;
description
“The traffic class index associated with a given traffi¢
class entry.”;
reference
“8.6.6 of IEEE Std 802.1Q";

}
}
grouping transmission-selection-table-grouping {
description
“The Transmission Selection Algorithm Tablewmodels the operations
that can be performed on, or can inquires@bout, the current contents
of the Transmission Selection Algorithm Table (12.20.2) for a given
Port.”;
reference
“12.20.2, 8.6.8 of IEEE Std 802.4Q";
list transmission-selection-algorithm-map {
key “traffic-class”;
description
“The traffic class to index into the transmission selection
table.”;
leaf traffic-class {
type traffic-class=type;
description
“The traffiechclass of the entry.”;
reference
“8.6.6 of JTEEE Std 802.1Q";
}
leaf transmission-selection-algorithm {
type~ddentityref {
base dotlg-types:transmission-selection-algorithm;
}
déscription
“Transmission selection algorithm”;
reference
“8.6.8, Table 8-6 of IEEE Std 802.1Q”";

}
}
grouping port-map-grouping {
description
“A set of control indicators, one for each Port. A Port Map,
containing a control element for each outbound Port”;
reference

“8.8.1, 8.8.2 of IEEE Std 802.1Q";
list port-map {

key “port-ref”;

description
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“The list of entries composing the port map.”;
leaf port-ref {

type port-number-type;

description

TNEe 1NCEILace POLT IEILEreNCe assoclated with this map.
reference
“8.8.1 of IEEE Std 802.1Q";
}
choice map-type {
description
“Type of port map”;
container static-filtering-entries ({
description
“Static filtering entries attributes.”;
leaf control-element {
type enumeration {
enum forward {
description
“Forwarded, independently of any dynamic filtering
information held by the FDB.”;
}
enum filter ({
description
“Filtered, independently of any dynamic filtering
information.”;
}
enum forward-filter {
description
“Forwarded or filtered on the basis of dynamic
filtering information, or on the basis'0f the default
Group filtering behavior for the outpbound Port (8.8.6)
if no dynamic filtering informatiop~ihs/present
specifically for the MAC address.’;

}
}

description
“A control element for each oudtbound Port, specifying that

a frame with a destination MA€ address, and in the case of
VLAN Bridge components, VIBN\that meets this specification.”;
reference
“8.8.1 of IEEE Std 802,1Q";
}
leaf connection-identifier
type port-number-typey
description
“A Port MAP may ‘contain a connection identifier (8.8.12)
for each outbound port. The connection identifier may be
associated with the Bridge Port value maintained in a
Dynamic, Fiitering Entry of the FDB for Bridge Ports.”;
referengge
“8.8.1), 8.8.12 of IEEE Std 802.1Q";
}
}

conralner static-vlan-registration-entries {
desCription
“Static VLAN registration entries.”;
leaf registrar-admin-control ({
type enumeration {
enum fixed-new-ignored {
description
“Registration Fixed (New ignored).”;
}
enum fixed-new-propagated {
description
“Registration Fixed (New propagated.”;
}
enum forbidden {
description

“Registration Forbidden.”;

}

enum normal {
description
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“Normal Registration.”;
}
}

description

TNe ReglsStrar AJMINiStrative CONtrol values Ior MVRP and
MIRP for the VID.”;
reference
“8.8.2 of IEEE Std 802.1Q";
}
leaf vlan-transmitted {
type enumeration {
enum tagged {
description
“WLAN-tagged”;
}
enum untagged {
description
“VWLAN-untagged”;
}
}
description
“Whether frames are to be VLAN-tagged or untagged when
transmitted.”;
reference
“8.8.2 of IEEE Std 802.1Q";
}
}
container mac-address-registration-entries {
description
“MAC address registration entries attributes ¥
leaf control-element ({
type enumeration {
enum registered {
description
“Forwarded, independently of ,any/dynamic filtering
information held by the FDB.“
}
enum not-registered {
description
“Filtered, independenptly of any dynamic filtering
information.”;
}
}
description
“A control elemént for each outbound Port, specifying that
a frame with al\destination MAC address, and in the case of
VLAN Bridgeecomponents, VID that meets this specification.”;
reference
“8.8.4 ofIEEE Std 802.1Q";
}
}
container dynamic-vlan-registration-entries {
description
“Dynamic VLAN registration entries attributes.”;
1eaf control-element {
type enumeration {
enum registered {
description
“Forwarded, independently of any dynamic filtering
information held by the FDB.”;
}
}
description
“A control element for each outbound Port, specifying that
a frame with a destination MAC address, and in the case of
VLAN Bridge components, VID that meets this specification.”;
reference
“8.8.5 of IEEE Std 802.1Q";

}
}

container dynamic-reservation-entries {
description
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“Dynamic reservation entries attributes.”;
leaf control-element {
type enumeration {
enum forward {

description
“Forwarded, independently of any dynamic filtering
information held by the FDB.”;
}
enum filter {
description
“Filtered, independently of any dynamic filtering
information.”;
}
}
description
“A control element for each outbound Port, specifying that
a frame with a destination MAC address, and in the case of
VLAN Bridge components, VID that meets this specification.”;
reference
“8.8.7 of IEEE Std 802.1Q”;
}
}
container dynamic-filtering-entries {
description
“Dynamic filtering entries attributes.”;
leaf control-element ({
type enumeration {
enum forward {
description
“Forwarded, independently of any dynamic¥filtering
information held by the FDB.”;
}
}
description
“A control element for each outbound Port, specifying that
a frame with a destination MAC address, and in the case of
VLAN Bridge components, VID that)meets this specification.”;
reference
“8.8.3 of IEEE Std 802.1Q"%

}
}
grouping bridge-port-statistiies-grouping {
description
“Grouping of bridgegport statistics.”;
reference
“12.6.1.1.3 of IEEE Std 802.1Q0";
leaf delay-exceeded-discards {
type yang:couniter64;
description
“The number of frames discarded by this port due to excessive
tramsit delay through the Bridge. It is incremented by both
trahsparent and source route Bridges.”;
reference
Y12.6.1.1.3, 8.6.6 of IEEE Std 802.10Q0";
L
16af mtu-exceeded-discards {
type yang:counter64;
description
“The number of frames discarded by this port due to an excessive
size. It is incremented by both transparent and source route
Bridges.”;
reference
“Item g) in 12.6.1.1.3 of IEEE Std 802.1Q";
}

leaf frame-rx {

type yang:counter64;

description
“The number of frames that have been received by this port from
its segment. Note that a frame received on the interface
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corresponding to this port is only counted by this object if and

only if it is for a protocol being processed by the local

bridging function, including Bridge management frames.”;
reference

T2.06.1.1.3 Of IEEE Std 80Z.107;
}
leaf octets-rx {
type yang:counter64;
description
“The total number of octets in all valid frames received
(including BPDUs, frames addressed to the Bridge as an end
station, and frames that were submitted to the Forwarding
Process) .”;
reference
“12.6.1.1.3 of IEEE Std 802.1Q”;
}
leaf frame-tx {
type yang:counter64;
description
“The number of frames that have been transmitted by this port to
its segment. Note that a frame transmitted on the interface
corresponding to this port is only counted by this object if and
only if it is for a protocol being processed by the local
bridging function, including Bridge management frames.”;
}
leaf octets-tx {
type yang:counter64;
description
“The total number of octets that have been transmitted by this
port to its segment.”;
}
leaf discard-inbound {
type yang:counter64;
description
“Count of received valid frames that were.discarded (i.e.,
filtered) by the Forwarding Process.”;
reference
“12.6.1.1.3 of IEEE Std 802.1Q”;
}
leaf forward-outbound {
type yang:counter64;
description
“The number of frames forwarded to the associated MAC Entity
(8.5).7;
reference
“12.6.1.1.3 of IEEE.Std 802.1Q”;
}
leaf discard-lack-of-buffers {
type yang:counteh64;
description
“The count of frames that were to be transmitted through the
associated Port but were discarded due to lack of buffers.”;
reference
“12g6,0.1.3 of IEEE Std 802.1Q”;
}
leaf discard-transit-delay-exceeded {
typé yang:counter6d;
d€scription
“The number of frames discarded by this port due to excessive
transit delay through the Bridge. It is incremented by both
transparent and source route Bridges.”;
reference
“12.6.1.1.3 of IEEE Std 802.1Q”;
}
leaf discard-on-error {
type yang:counter64;
description
“The number of frames that were to be forwarded on the associated

MAC but could not be transmitted (e.g., frame would be too large,
6.5.8).";

reference
“12.6.1.1.3 of IEEE Std 802.1Q";
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48.6.11 The ieee802-dot1qg-stream-filters-gates YANG module

Delete the YANG module in 48.6.11.

Insert the following YANG module in 48.6.11:

module ieee802-dotlg-stream-filters-gates {
yang-version "1.1";
namespace urn:ieee:std:802.1Q:yang:ieee802-dotlg-stream-filters-gates;
prefix sfsg;
organization
"IEEE 802.1 Working Group";
contact
"WG-URL: http://ieee802.0rg/1l/
WG-EMail: stds-802-1-1@ieee.org

Contact: IEEE 802.1 Working Group Chair
Postal: C/O IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
Piscataway, NJ 08854
USA

E-mail: stds-802-1-chairs@ieee.org";

description
"This module provides management of IEEE 802.1Q Bridge cempodnents
that support Stream Filters and Stream Gates.

References in this YANG module to IEEE Std 802.1Q are\ to IEEE Std
802.10-2022 as amended by IEEE Std 802.1Q0cz-20234

Copyright (C) IEEE (2023).

This version of this YANG module is part o/ IEEE Std 802.1Q; see the
standard itself for full legal notices.'
revision 2023-07-03 {
description
"Published as part of IEEE Std 802 )IQcz-2023.";
reference
"IEEE Std 802.1Qcz-2023 - Bridges and Bridged Networks - Amendment:
Congestion Isolation.";
}
revision 2022-10-29 {
description
"Published as part e¢f, IEEE Std 802.10-2022.";
reference
"IEEE Std 802.10~2022, Bridges and Bridged Networks.";
}
revision 2020-11-00 {
description
"Published as part of IEEE Std 802.1Qcr-2020.";
referenge
"IEBENStd 802.1Q0cr-2020, Bridges and Bridged Networks -
Asynchronous Traffic Shaping.";
}
fe@tuf¥e closed-gate-state {
d&scription
"The bridge component supports gate state closed.";
reference
"IEEE Std 802.1Q";
}

/* Types and groupings */
typedef priority-spec-type {
type enumeration {
enum zero {

value 0;
description
"Priority 0";
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enum one {
value 1;
description
"Priority 1";

¥
enum two {
value 2;
description
"Priority 2";
}
enum three {
value 3;
description
"Priority 3";
}
enum four {
value 4;
description
"Priority 4";
}
enum five {
value 5;
description
"Priority 5";
}
enum six {
value 6;
description
"Priority 6";
}
enum seven {
value 7;
description
"Priority 7";
}
enum wildcard {
description
"wildcard value";
}
}
description
"The frame's priority value'y
reference
"8.6.5.2 of IEEE Std 802.1Q";
}
typedef ipv-spec-type {
type enumeration {
enum zero {
value 0;
description
"Prioritly j0";
}
enum one \Y
valme\\;
deseription
"Priority 1";
}
efium two {
value 2;
description
"Priority 2";
}
enum three {
value 3;
description
"Priority 3";
}

enum four {

value 4;
description
"Priority 4";
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enum five {
value 5;
description
"Priority 5";

¥
enum six {
value 6;
description
"Priority 6";
}
enum seven {
value 7;
description
"Priority 7";
}
enum null {
description
"null value";
}
}
description
"An IPV can be either of the following:

1) The null value. For a frame that passes through the gate, ~the
priority value associated with the frame is used to detgrmine
the frame's traffic class, using the Traffic Class Tabl€ ,as
specified in 8.6.6.

2) An internal priority value. For a frame that passes\through
the gate, the IPV is used, in place of the prioxnity“‘value
associated with the frame, to determine the framels traffic
class, using the Traffic Class Table as specified in 8.6.6.";

reference
"8.6.5.2 of IEEE Std 802.1Q";
}
typedef gate-state-value-type {
type enumeration {
enum closed {
description
"Gate closed";
}
enum open {
description
"Gate open";
}
}
description
"The gate-state-value=fiype indicates a gate state, open or closed,
for the stream gateg¢";
reference
"12.31.3.2.1 of .IEEE Std 802.1Q";
}
grouping sfsg-pdranmeters {
description
"The grouring of all stream filter and stream gate parameters.";
containem’stream-gates {
deseription
"This container encapsulates all nodes related to Stream Gates.";
list stream-gate-instance-table {
key "stream-gate-instance-id";
description

"Each list entry contains a set of parameters that defines a

single stream gate (8.6.5.4), as detailed in Table 12-36.

Entries in the table can be created or removed dynamically in

implementations that support dynamic configuration of stream

gates.";
reference
"12.31.3 of IEEE Std 802.1Q";
leaf stream-gate-instance-id {
type uint32;

description
"An integer table index that allows the stream gate to be
referenced from Stream Filter Instance Table entries.";
reference
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"12.31.2.5 of IEEE Std 802.1Q

8.6.5.3 of IEEE Std 802.1Q

8.6.5.4 of IEEE Std 802.1Q";
}

TEar gate-enable [
type boolean;
default "false";
description
"A Boolean variable that indicates whether the operation of
the state machines is enabled (TRUE) or disabled (FALSE).
This variable is set by management. The default value of this
variable is FALSE.";
reference
"8.6.9.4.14 of IEEE Std 802.1Q";
}
leaf admin-gate-states {
type gate-state-value-type;
default "open";
description
"The administratively set gate state of this gate.";
reference
"12.31.3.2.1 of IEEE Std 802.1Q
8.6.10.4 of IEEE Std 802.1Q";
}
leaf admin-ipv {
type ipv-spec-type;
default "null";
description
"The administratively set internal priority value
specification.";
reference
"12.31.3.3 of IEEE Std 802.10Q
8.6.10.6 of IEEE Std 802.1Q
8.6.5.4 of IEEE Std 802.1Q";
}
}
leaf max-stream-gate-instances {
type uint32;
config false;
description
"The maximum number of Stream‘Gate instances supported by this
Bridge component.";
reference
"12.31.1.2 of IEEE Stds802.1Q";
}
}
container stream-filtens {
description
"This containekrencapsulates all nodes related to stream filters.";
reference
"12.31 of (IEEE Std 802.1Q";
list stream-filter-instance-table ({
key "stxeam-filter-instance-id";
deserniption
"Each list entry contains a set of parameters that defines a
single stream filter (8.6.5.1) with associated maximum SDU size
filtering (8.6.5.3.1), as detailed in Table 12-35. Entries can
be created or removed dynamically in implementations that
support dynamic configuration of stream filters. The value of
the stream-handle-spec and priority-spec parameters associated
with a received frame determine which stream filter is selected
by the frame, and therefore what combination of filtering and
policing actions is applied to the frame. If the
stream-handle-spec and priority-spec parameters associated with
a received frame match more than one stream filter, the stream
filter that is selected is the one that appears earliest in the
ordered list. If a received frame's stream-handle-spec and
priority-spec does not match any of the stream filters in the

list, the frame is processed as if stream filters and stream
gates would not be supported.";

reference
"12.31.2 of IEEE Std 802.1Q";
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leaf stream-filter-instance-id {
type uint32;
mandatory true;
description

ATl INCE0Er 1NJEX Value that JeCermines The place Or the
stream filter in the ordered list of stream filter instances.
The values are ordered according to their integer value;
smaller values appear earlier in the ordered list.";
reference
"12.31.2.1 of IEEE Std 802.1Q";
}
choice stream-handle-spec {
description
"The stream handle specification data type allows either of
the following to be represented:
a) A stream handle value, represented as an integer.
b) The wildcard value, which matches any frame";
reference
"12.31.2.2 of IEEE Std 802.1Q";

/* NOTE: The mapping of the wildcard literal is
* other than in the MIB definition, where
* the wildcard value is mapped to -1.
*/
case wildcard {
leaf wildcard {
type empty;
description
"The stream handle specification represents ‘a/wildcard
value.";
}
}
case stream-handle {
leaf stream-handle {
type uint32;
mandatory true;
description
"The stream handle specifi®dtion refers to a
stream_handle value.";

}
}
leaf priority-spec {
type priority-spec-typey
mandatory true;
description
"The prioritygspecification data type allows either of the
following to & represented:
a) A priority value, represented as an integer.
b) Theswildcard value, which matches any priority.";
reference
"12.81.2.3 of IEEE Std 802.1Q";
}
leaf~max-sdu-size {
type uint32;
units "octets";
mandatory true;
description
"The allowed maximum SDU size, in octets. If set to 0, any
SDU size is accepted.";
reference
"8.6.5.3.1 of IEEE Std 802.1Q";
}
leaf stream-blocked-due-to-oversize-frame-enabled ({
type boolean;
default "false";
description
"A value of true indicates that

stream-blocked-due-to-oversize-frame is set to true as soon
as a frame exceeds max-sdu-size.";

reference
"8.6.5.3.1 of IEEE Std 802.1Q";
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}

leaf stream-blocked-due-to-oversize-frame ({
type boolean;
default "false";

descripcion
"Indicates by value true that frames are permanently
discarded as a result of an initial frame exceeding
max-sdu-size. The value of
stream-blocked-due-to-oversize-frame can be administratively
reset to false.";
reference
"8.6.5.3.1 of IEEE Std 802.1Q";
}
leaf stream-gate-ref {
type leafref {

path
Lot
LVAREAR
oo+

'/stream-gates'+
'/stream-gate-instance-table'+
'/stream-gate-instance-id"';
}
mandatory true;
description
"This node refers to the stream gate (12.31.3) thatis
associated with the stream filter. The relationship\oetween
stream filters and stream gates is many to one; & glven
stream filter can be associated with only one ,stxeam gate,
but there can be multiple stream filters associated with a
given stream gate.";
reference
"12.31.3.1 of IEEE Std 802.1Q";
}
}
leaf max-stream-filter-instances {
type uint32;
config false;
description
"The maximum number of streamm fiilter instances supported by
this Bridge component.";
reference
"12.31.1.1, 8.6.5.1 of TEEE Std 802.1Q";
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Delete 48.6.12 “The ieee802-dotlq-ats YANG module”

Insert new 48.6.12 “ieee802-dotlq-stream-filters-gates-bridge YANG module” after 48.6.11 as follows:

48.6.12 The ieee802-dot1q-stream-filters-gates-bridge YANG module

module ieee802-dotlg-stream-filters-gates-bridge {
yang-version "1.1";
namespace
urn:ieee:std:802.1Q:yang:ieee802-dotlg-stream-filters—-gates-bridge;
prefix sfsg-bridge;
import ieee802-dotlg-bridge {
prefix dotlg;
}
import ieee802-dotlg-stream-filters-gates {
prefix sfsg;
}
organization
"IEEE 802.1 Working Group";
contact
"WG-URL: https://1l.ieee802.0rg/
WG-EMail: stds-802-1@ieee.org
Contact: IEEE 802.1 Working Group Chair
Postal: C/0O IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
Piscataway, NJ 08855
USA

E-mail: STDS-802-1-CHAIRSQ@LISTSERV.IEEE.ORG";

description
"This module provides management of IEEE 802.10%Bridge components
that support Stream Filters and Stream Gates.

Copyright (C) IEEE (2023).

This version of this YANG module is paxst of IEEE Std 802.1Q; see the
standard itself for full legal notices.";
revision 2023-07-03 {
description
"Published as part of IEEE Sgd¢802.1Qcz-2023.";
reference
"IEEE Std 802.1Qcz-2023 - ‘Bridges and Bridged Networks - Amendment:
Congestion Isolation."s
}
augment "/dotlqg:bridges/dotlg:bridge/dotlg:component™ {
description
"Augments the Bridge component with stream filters and stream
gates.";
uses sfsg:sfsg-parameters;

}
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Insert 48.6.13 after 48.6.12 as follows:

48.6.13 The ieee802-dot1g-ats YANG module

module ieee802-dotlg-ats {
yang-version “1.1”;
namespace urn:ieee:std:802.1Q:yang:ieee802-dotlg-ats;
prefix ats;
import ietf-yang-types {
prefix yang;
}
import ieee802-dotlg-types {
prefix dotlgtypes;
}
import ieee802-dotlg-stream-filters-gates {
prefix sfsg;
}
organization
“IEEE 802.1 Working Group”;
contact
“WG-URL: http://ieee802.0rg/1/
WG-EMail: stds-802-1-1Qieee.org

Contact: IEEE 802.1 Working Group Chair
Postal: C/0 IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
Piscataway, NJ 08854
UsSA

E-mail: stds-802-1-chairs@ieee.org”;

description
“This module provides management of IEEE 802.1Q Bridge components
that support Asynchronous Traffic Shaping (ATS)\

References in this YANG module to IEEE Sgd,“802.1Q are to IEEE Std
802.10-2022 as amended by IEEE Std 802,40cz-2023.

Copyright (C) IEEE (2023).

This version of this YANG module(is part of IEEE Std 802.1Q; see the
standard itself for full legalNnetices.”;
revision 2023-07-03 {
description
“Published as part of IEEE Std 802.1Qcz-2023.";
reference
“IEEE Std 802.1Qczg2023, Bridges and Bridged Networks - Congestion
Isolation.”;
}
revision 2022-01~19\T1
description
“Published as part of IEEE Std 802.1Q-2022.";
reference
“IEEE( Std 802.10-2022, Bridges and Bridged Networks.”;
}
revisdon=2020-11-06 {
description
YPublished as part of IEEE Std 802.1Qcr-2020.";
reference
“IEEE Std 802.1Qcr-2020, Bridges and Bridged Networks -
Asynchronous Traffic Shaping.”;
}
grouping ats-port-parameters {
description
“This container comprises all ATS per-Port parameters.”;
leaf discarded-frames-count {
type yang:counter64;

config false-

description
“A counter of frames discarded by ATS scheduler instances
associated with the Bridge Port.”;
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reference
“12.31.7.2 of IEEE Std 802.1Q”";

}

JIOUpPLINg atS-pParamecters 1
description
“System specific configuration for ATS includes:
a) ATS schedulers
b) ATS scheduler groups”;
container schedulers {
description
“This container comprises all nodes related to ATS schedulers.”;
list scheduler-instance-table {
key “scheduler-instance-id”;
description
“Each list entry comprises a set of parameters that defines a
single ATS scheduler instance, as detailed in Table 12-38.7";
reference
“12.31.5 of IEEE Std 802.1Q";
leaf scheduler-instance-id {
type uint32;
mandatory true;
description
“A unique index identifying this ATS scheduler instance,”;
reference
“12.31.5.1, 8.6.5.6 of IEEE Std 802.1Q";
}
leaf committed-information-rate ({
type uint64;
units “bits/second”;
mandatory true;
description
“The committed information rate parametér.of this ATS
scheduler instance.”;
reference
“12.31.5.3, 8.6.5.6 of IEEE Std 802.1Q”;
}
leaf committed-burst-size {
type uint32;
units “bits”;
mandatory true;
description
“The committed burst size parameter of this ATS scheduler
instance.”;
reference
“12.31.5.2, 8.6+.3. of IEEE Std 802.1Q”";
}
leaf scheduler-grelp-ref {
type leafref\f

path
LU+
Ve TH
AV

¥/scheduler-groups’ +
‘/scheduler-group-instance-table’+
‘/scheduler-group-instance-id’;
}
mandatory true;
description
“A reference to the scheduler group (12.31.5.4) associated
with this ATS scheduler instance. Multiple ATS scheduler
instances can be associated to one scheduler group, as
detailed in 8.6.5.6.";
reference
“12.31.5.4, 8.6.5.6 of IEEE Std 802.1Q";
}
}

leaf max-scheduler-instances {

type uint32;
config false;
description
“The maximum number of ATS scheduler instances supported by
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this Bridge component.”;
reference
“12.31.1.5 of IEEE Std 802.1Q”";
}

¥
container scheduler-groups {
description
“This container comprises all ATS scheduler group related nodes.”;
list scheduler-group-instance-table {
key “scheduler-group-instance-id”;
description
“Each list entry comprises a set of parameters that defines a
single ATS scheduler group instance.”;
reference
“12.31.6, 8.6.5.6 of IEEE Std 802.1Q”";
leaf scheduler-group-instance-id {
type uint32;
description
“A unique index identifying this ATS scheduler group
instance.”;
reference
“12.31.6.1, 8.6.5.6 of IEEE Std 802.1Q";
}
leaf max-residence-time {
type uint32;
units “nanoseconds”;
mandatory true;
description
“The maximum residence time parameter of the ATS.scheduler
group.”;
reference
“12.31.6.2, 8.6.5.6 of IEEE Std 802.1Q”";
}
}
leaf max-scheduler-group-instances {
type uint32;
config false;
description
“The maximum number of ATS scheduler group instances supported
by this Bridge component.”;
reference
“12.31.1.6, 8.6.5.6 of IEEBE-Std 802.1Q”";
}
container scheduler-timind=characteristics {
description
“This container cemprises all ATS scheduler timing
characteristics¢melated nodes.”;
list scheduler-timing-characteristics-table {
key “reception-port transmission-port”;
config falses
description
“Each list entry comprises the timing characteristics of a
redeption Port transmission Port pair, as detailed in Table
W<s41.7;
reference
“12.31.8, 8.6.11 of IEEE Std 802.1Q0";
leaf reception-port ({
type dotlgtypes:port-number-type;
config false;
mandatory true;
description
“A reference to the associated reception Port.”;
reference
“12.31.8.1 of IEEE Std 802.1Q";
}
leaf transmission-port {
type dotlgtypes:port-number-type;
config false;

mandatory true;
description

“A reference to the associated transmission Port.”;
reference
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“12.31.8.2 of IEEE Std 802.1Q";
}
leaf clock-offset-variation-max {
type uint32;

TNiC TTanosecondas
config false;
mandatory true;
description
“The maximum clock offset variation associated with the
reception Port transmission Port pair.”;
reference
“12.31.8.3 of IEEE Std 802.1Q";
}
leaf clock-rate-deviation-max {
type uint32;
units “ppm”;
config false;
mandatory true;
description
“The maximum clock rate deviation associated with the
reception Port transmission Port pair.”;
reference
“12.31.8.4 of IEEE Std 802.1Q0";
}
leaf arrival-recognition-delay-max {
type uint32;
units “nanoseconds”;
config false;
mandatory true;
description
“The maximum arrival time recognition dekay\ associated with
the reception Port transmission Port pair.”;
reference
“12.31.8.5 of IEEE Std 802.1Q0";
}
leaf processing-delay-min {
type uint32;
units “nanoseconds”;
config false;
mandatory true;
description
“The minimum processimg-delay associated with the reception
Port transmission POxt pair.”;
reference
“12.31.8.6 of IEFE Std 802.1Q";
}
leaf processingrdelay-max {
type uint32;
units “nanoseconds”;
config_false;
mandatony true;
description
NThe maximum processing delay associated with the reception
Port transmission Port pair.”;
reference
“12.31.8.7 of IEEE Std 802.1Q";

}
}
uses sfsg:sfsg-parameters {
augment “stream-filters/stream-filter-instance-table” {
description
“Augments the system stream filter for ATS schedulers.”;
uses ats:ats-parameters;
container scheduler {
description

“This container encapsulates ATS scheduler nodes.”;
leaf scheduler-ref {
type leafref {
path
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AR

VAR

‘/schedulers’ +
‘/scheduler-instance-table’ +

Cheduler-1nsctance-1a ;
}
description
“A reference to the ATS scheduler associated with this stream
filter.”;
}
leaf scheduler-enable {
type boolean;
default “false”;
description
“If TRUE, this stream filter has an associated ATS scheduler
referenced by scheduler-ref. If FALSE, no ATS scheduler is
associated with this stream filter (scheduler-ref is
ignored) .”;
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Insert 48.6.14 after 48.6.13 as follows:

48.6.14 The ieee802-dot1q-ats-bridge YANG module

module ieee802-dotlg-ats-bridge {
yang-version “1.1”;
namespace urn:ieee:std:802.1Q:yang:ieee802-dotlg-ats-bridge;
prefix ats-bridge;
import ietf-interfaces {
prefix if;
}
import ieee802-dotlg-bridge {
prefix dotlg;
}
import ieee802-dotlg-ats {
prefix ats;
}
import ieee802-dotlg-stream-filters-gates {
prefix sfsg;
}
organization
“IEEE 802.1 Working Group”;
contact
“WG-URL: http://ieee802.0rg/1/
WG-EMail: stds-802-1-1@ieee.org

Contact: IEEE 802.1 Working Group Chair
Postal: C/O IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
Piscataway, NJ 08854
USA

E-mail: stds-802-1-chairs@ieee.org”;

description
“This module provides management of IEEE802.10 Bridge components
that support Asynchronous Traffic ShapingA(ATS) .

Copyright (C) IEEE (2023).
This version of this YANG module(is part of IEEE Std 802.1Q; see the

standard itself for full legalNnetices.”;
revision 2023-07-03 {

description
“Published as part of EEE Std 802.1Qcz-2023.";

reference
“IEEE Std 802.1Qczs2023, Bridges and Bridged Networks - Congestion
Isolation.”;

}
augment “/if:interfeces/if:interface/dotlg:bridge-port” {
description
“Augmentg Bridge Ports by ATS per-Port parameters.”;
uses atsmabs-port-parameters;
}
augmentf “/dotlqg:bridges/dotlg:bridge/dotlg:component” {
deseription
YAugments the Bridge component with ATS parameters.”;
uSes sfsg:sfsg-parameters {
augment “stream-filters/stream-filter-instance-table” {
description
“Augments the Bridge component stream filter for ATS
schedulers.”;
uses ats:ats-parameters;
container scheduler {
description
“This container encapsulates ATS scheduler nodes.”;
leaf scheduler-ref {

type leafref (

path
A
VAR
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‘/schedulers'’+
‘/scheduler-instance-table’+
‘/scheduler-instance-id’;

}

description
“A reference to the ATS scheduler associated with this
stream filter.”;
}
leaf scheduler-enable {
type boolean;
default “false”;
description
“If TRUE, this stream filter has an associated ATS
scheduler referenced by scheduler-ref. If FALSE, no ATS
scheduler is associated with this stream filter
(scheduler-ref is ignored).”;
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Insert 48.6.15 after 48.6.14 as follows:

48.6.15 The ieee802-dot1q-congestion-isolation YANG module

module ieee802-dotlg-congestion-isolation {
yang-version “1.1”;
namespace urn:ieee:std:802.1Q:yang:ieee802-dotlg-congestion-isolation;
prefix dotlg-ci;
import ietf-yang-types {
prefix yang;
}
import ieee802-types {
prefix ieee;
}
import ieee802-dotlg-stream-filters-gates {
prefix sfsg;
}
import ieee802-dotlg-types {
prefix dotlg-types;
}
import ietf-inet-types {
prefix inet;
}
organization
“Institute of Electrical and Electronics Engineers”;
contact
“WG-URL: http://ieee802.0rg/1/
WG-EMail: stds-802-1-1Q@ieee.org
Contact: IEEE 802.1 Working Group Chair
Postal: C/0O IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
Piscataway, NJ 08854
USA

E-mail: stds-802-1-chairs@ieee.org”;

description
“This YANG module augments the configur@tion and operational state
data for interfaces for Congestion ILsolation.

References in this YANG module t@»,IEEE Std 802.1Q are to IEEE Std
802.10-2022 as amended by IEEENStd 802.10Q0cz-2023.

Copyright (C) IEEE (2023).

This version of this YANG module is part of IEEE Std 802.1Q; see the
standard itself for £Gl1 legal notices.”;
revision 2023-07-03 {
description
“Published as ‘part of IEEE Std 802.1Qcz-2023.";
reference
“IEEE Std 802.1Qcz-2023";

/* ____________________ */

/* Feature */

/* ____________________ */

feature congestion-isolation ({
description

“Feature Congestion Isolation”;

/* ____________________ */
/* Typedefs */
/*k ____________________ */

typedef abs-traffic-class-plus-one-type {
type enumeration {

enum monitored-cuene-—fc-1 [
T

value 1;
description
“Traffic class 0 of monitored queue.”;
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}

enum monitored-queue-tc-2 {
value 2;
description

TTarric cla T Of MonLtored
}
enum monitored-queue-tc-3 {
value 3;
description
“Traffic class 2 of monitored
}
enum monitored-queue-tc-4 {
value 4;
description
“Traffic class 3 of monitored
}
enum monitored-queue-tc-5 {
value 5;
description
“Traffic class 4 of monitored
}
enum monitored-queue-tc-6 {
value 6;
description
“Traffic class 5 of monitored
}
enum monitored-queue-tc-7 {
value 7;
description
“Traffic class 6 of monitored
}
enum monitored-queue-tc-8 {
value 8;
description
“Traffic class 7 of monitored
}
enum congesting-queue-tc-1 ({
value -1;
description

Jqueue-

queue.

queue.

queue.

queue.

queue.

queue.

”

”

“Traffic class 0 of congestifg )queue.”;
}
enum congesting-queue-tc-2 {
value -2;
description
“Traffic class 1 of (€ongesting queue.”;
}
enum congesting-quewe-tc-3 {
value -3;
description
“Traffic _sgdass 2 of congesting queue.”;
}
enum congesting-queue-tc-4 {
value <4;
deserniption
“eraffic class 3 of congesting queue.”;
}
enum congesting-queue-tc-5 {
value -5;
description
“Traffic class 4 of congesting queue.”;
}
enum congesting-queue-tc-6 {
value -6;
description
“Traffic class 5 of congesting queue.”;
}
enum congesting-queue-tc-7 {
value -7;
description
“Traffic class 6 of congesting queue.”;
}
enum congesting-queue-tc-8 ({
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value -8;
description
“Traffic class 7 of congesting queue.”;

}

STUM NOL-pParClclpating congestion-1solacion 1
value 0;
description
“Traffic class not participating in congestion isolation.”;
}
}
description
“Specifies a value that can be translated to the numeric value of
the traffic class to be used as either the congesting or monitored
queue. The absolute value of the enumerated value is the value of
the traffic class plus 1. A value of 0 indicates the traffic class
is not participating in congestion isolation. For example, the
enumerated value congesting-queue-tc-5 specifies that traffic class
4 is used as the congesting queue.”;
}
grouping cip-port-parameters {
description
“The bridge port specific configuration for Congestion Isolation.Xh
leaf cip-mac-address {
type ieee:mac-address;
config false;
description
“The source MAC address of a CIM, belonging to the systefm
transmitting the CIM.”;
reference
“49.4.1.2.1 of IEEE Std 802.1Q";
}
leaf cip-ipv4-address {
type inet:ipv4-address;
config false;
description
“The source IPv4 address of a CIM, belehging to the system
transmitting the IPv4 layer-3 CIM.”;
reference
“49.4.1.2.2 of IEEE Std 802.1Q”";
}
leaf cip-ipvé-address {
type inet:ipv6-address;
config false;
description
“The source IPv6 addrdss of a CIM, belonging to the system
transmitting the IPw§ ‘layer-3 CIM.”;
reference
“49.4.1.2.3 of IEEE Std 802.1Q”;
}
leaf cip-cim-poxt
type inet:pdrti-number;
config false;
descriptien
“The~UDP port number to be used by a peer transmitting a layer-3
CIMw.This value will be sent to the peer via LLDP in the CI TLV.”;
reference
Y49.4.1.2.4 of IEEE Std 802.1Q";
i
1Tfst queue-map {
key “priority”;
description
“An array of integers, one entry for each traffic class, 0
through 7, specifying a value that can be translated to the
numeric value of the traffic class to be used as either the
congesting traffic class or the monitored traffic class for the
traffic class specified by the index. The integers range in value
from -8 to 8. A value of 0 in the table specifies that the
traffic class is not participating in congestion isolation. A

positive number specifies a traffic class for a monitored queue
that is one less than the value (e.g., a value of 5 represents
traffic class 4). A negative number specifies a traffic class for
a congesting queue that is one less than the absolute value (e.g.,
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a value of -4 represents traffic class 3).”;
reference

“49.4.1.2.5 of IEEE Std 802.1Q";
leaf priority {

TYPE JOCTIJ CYDPES:PLiOTICY-TyDe,
description
“There are eight values of Priority that map to an absolute
value that is a traffic class plus one, or the value 0 which
indicates the traffic class is not used by congestion
isolation.”;
reference
“49.4.1.2.5 of IEEE Std 802.1Q”;
}
leaf abs-traffic-class-plus-one {
type abs-traffic-class-plus-one-type;
description
“A value that can be translated to represent a traffic class or
an indication of non-use. A value of 0 specifies that the
traffic class is not participating in congestion isolation. A
positive number specifies a traffic class for a monitored
queue, and a negative number specifies a traffic class for a
congesting queue.”;
reference
“49.4.1.2.5 of IEEE Std 802.1Q";
}
}
leaf min-header-octets {
type uintlé;
description
“The minimum number of octets to include in the BEn€¢apsulated MSDU
field of each CIM generated. The default valuegts\ 48.7;
reference
“49.4.1.2.6 of IEEE Std 802.1Q”;
}
leaf max-cim-tx {
type uintlé;
description
“The maximum number of times a CIMN\PDU will be sent for a
congesting flow. The default value 1is 3.”;
reference
“49.4.1.2.7 of IEEE Std 802.1Q"7
}
}
grouping cip-parameters {
description
“The system specific eonfiguration for Congestion Isolation.”;
leaf ci-master-enable /%
type boolean;
description
“Specifies_whether CI is enabled in this system.”;
reference
“49.4.1.1.1 of IEEE Std 802.1Q”;
}
leaf cipedm-tx-priority {
type~ dotlg-types:priority-type;
config false;
desc¢ription
“Specifies the priority value to be used when transmitting CIMs
from the system. The default is 6.”;
reference
“49.4.1.1.2 of IEEE Std 802.1Q”;
}
leaf ci-max-flow-life ({
type uint32;
config false;
description
“Specifies the maximum number of centiseconds that a congesting
flow entry, created by the receipt of a CIM, can remain in the CI

Stream Table after the congesting queue has transitioned from

congested back to non-congested. The default value is 100.”;
reference

“49.4.1.1.3 of IEEE Std 802.1Q”";

75
Copyright © 2023 IEEE. All rights reserved.



https://standardsiso.com/api/?name=02be91bf20cd269617d1d02305d423e5

ISO/IEC/IEEE 8802-1Q:2024/Amd.35:2024(en)

IEEE Std 802.1Qcz-2023
IEEE Standard for Local and metropolitan area networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

}
container ci-peers {
description
“Contains information about an immediate peer obtained from a

TeCcelved LLDP COngestion Isolation TLV. ;
list ci-peer-table ({
key “reception-port”;
description
“Contains entries for each participating immediate peer and
provides the information needed to generate a CIM for
transmission to the peer.”;
reference
“49.3.6 of IEEE Std 802.1Q”;
leaf reception-port ({
type dotlg-types:port-number-type;
description
“The port number where the immediate congestion isolation
participating peer is attached.”;
reference
“49.3.6 of IEEE Std 802.1Q”";
}
leaf cim-type {
type enumeration {
enum 12 {
description
“Layer 2 CIM encapsulation.”;
}
enum ipvé4 {
description
“IPv4 CIM encapsulation.”;
}
enum ipvé {
description
“IPv6 CIM encapsulation.”;
}
}
description
“The format of the CIM expected/by the peer.”;
reference
“49.3.6 of IEEE Std 802.1Q%
}
leaf peer-mac-address {
type ieee:mac-address;
description
“The destination+MAC address to use when generating a CIM for
the peer.”;
reference
“49.3.6 of IEEE Std 802.1Q”;
}
leaf peer-ipw4-=address {
type inét:ipv4-address;
description
“The destination IPv4 address to use when generating an IPv4
dayer-3 CIM for the peer.”;
reference
“49.3.6 of IEEE Std 802.1Q”;
)
leaf peer-ipv6-address {
type inet:ipvé-address;
description
“The destination IPv6 address to use when generating an IPv6
layer-3 CIM for the peer.”;
reference
“49.3.6 of IEEE Std 802.1Q”;
}
leaf peer-udp-port {
type inet:port-number;
description

“The UDP port number to use when generating a layer-3 CIM for
the peer.”;

reference
“49.3.6 of IEEE Std 802.1Q";
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}
leaf peer-cim-encap-len {
type uintlé {
range “0..512”";

¥
description
“The number of octets from the MSDU to include in the
Encapsulated MSDU field of the CIM PDU”;
reference
“49.3.6 of IEEE Std 802.1Q";
}
}
leaf max-ci-peer-entries {
type uint32;
config false;
description
“Specifies the maximum number of CI peer entries that can be
stored.”;
reference
“49.3.6 of IEEE Std 802.1Q”";
}
}
container ci-streams {
description
“Contains control information to manage congestion flows.’”;
list ci-stream-table {
key “stream-handle-id”;
config false;
description
“Contains entries for each congesting flow and*hds’a 1:1
mapping to entries in the IEEE Std 802.1CB Sgream Identity
Table.”;
reference
“49.3.7 of IEEE Std 802.1Q”;
leaf stream-handle-id {
type uint32;
config false;
description
“There is a unique stream hamndle ID for each congesting flow
stored in the CI Stream Tabie.”;
reference
“49.4.1.5.1 of IEEE Stdn802.1Q”;
}
leaf cim-count {
type uintlé;
config false;
description
“Contains a, cetnt of the number of CIMs sent for a congesting
flow.”;
reference
“49.411.5.2 of IEEE Std 802.1Q”";
}
leaf create-time {
type.vang:timeticks;
config false;
description
“The time (SysUpTime, IETF RFC 3418) at which the CI Stream
Table entry was created.”;
reference
“49.4.1.5.3 of IEEE Std 802.1Q";
}
leaf create-mask {
type bits {
bit local-create {
position 0;
description
“CI Stream entry was created because congestion was
detected locally by the AQM.”;

}

bit cim-create {
position 1;
description
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“CI Stream entry was created because of the receipt of a
CIM."”;

}

CONIig ralse,;
description
“Indicates the reason for creating or updating the CI Stream
Table entry. The LSB indicates that the entry was created or
updated because the AQM determined that a forwarded frame is
part of a congesting flow. The MSB indicates that the entry
was created or updated because of the receipt of a CIM.”;
reference
“49.4.1.5.4 of IEEE Std 802.1Q”;
}
}
leaf queue-key {
type uintlé6;
config false;
description
“Represents the unique queue identity of a congesting queue at
an egress port that a congesting flow is traversing. The key is
calculated by the product of the congesting traffic class
number plus one and the port number.”;
reference
“49.4.1.5.5 of IEEE Std 802.1Q”;
}
leaf dest-mac-address {
type ieee:mac-address;
config false;
description
“The destination MAC address of a congestinggsfilow.”;
reference
“49.4.1.5.6 of IEEE Std 802.1Q”;
}
leaf source-mac-address {
type ieee:mac-address;
config false;
description
“The source MAC address of a cengesting flow.”;
reference
“49.4.1.5.7 of IEEE Std 802,10”;
}
leaf vid {
type dotlg-types:vlan-index-type;
config false;
description
“The VID of a cengesting flow.”;
reference
“49.4.1.5.8,0f-IEEE Std 802.1Q";
}
leaf msdu {
type yang:hex-string;
config\false;
deserniption
“fhe initial octets of the MSDU of a congesting flow. The number
of octets to keep in the CI Stream Table entry is specified by
the peer CIM encapsulation length of the CI Peer Table.”;
reference
“49.4.1.5.9 of IEEE Std 802.1Q”;
}
}
leaf max-ci-stream-entries {
type uint32;
config false;
description
“Specifies the maximum number of CI stream entries that can be
stored.”;
reference

“49.4.1.5 of IEEE Std 802.1Q";
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uses sfsg:sfsg-parameters {

augment
“stream-filters/stream-filter-instance-table/stream-handle-spec” {
if-feature “congestion-isolation”;
description
“Dotlg Congestion Isolation”;
case null-handle {
description
“Congestion isolation specific stream handle specifications.”;
leaf null-handle {
type empty;
description
“The stream handle specification represents the value when no
stream handle is provided.”;
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Insert 48.6.16 as follows:

48.6.16 The ieee802-dot1q-congestion-isolation-bridge YANG module

module ieee802-dotlg-congestion-isolation-bridge {
yang-version “1.1”;
namespace
urn:ieee:std:802.1Q:yang:ieee802-dotlg-congestion-isolation-bridge;
prefix ci-bridge;
import ietf-interfaces {
prefix if;
}
import ieee802-dotlg-bridge {
prefix dotlg;
}
import ieee802-dotlg-congestion-isolation {
prefix ci;
}
import ieee802-dotlg-stream-filters-gates {
prefix sfsg;
}
organization
“IEEE 802.1 Working Group”;
contact
“WG-URL: https://1.ieee802.0rg/
WG-EMail: stds-802-1@ieee.org
Contact: IEEE 802.1 Working Group Chair
Postal: C/O IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
Piscataway, NJ 08855
USA

E-mail: stds-802-1-chairs@listserv.ieee.org”;

description
“This module provides management of IEEE802.10 Bridge components
that support Congestion Isolation.

Copyright (C) IEEE (2023).

This version of this YANG module(is part of IEEE Std 802.1Q; see the
standard itself for full legalNnetices.”;
revision 2023-07-03 {
description
“Published as part of EEE Std 802.1Qcz-2023.";
reference
“IEEE Std 802.1Qczg2023 - Bridges and Bridged Networks - Amendment:
Congestion Isolatdorr.”;
}
feature congestiernsisolation-bridge {
description
“Feature,Congestion Isolation in Bridges”;
}
augment “YWdetlg:bridges/dotlg:bridge/dotlg:component” {
if-fe@ture “congestion-isolation-bridge”;
deseription
YAugments the Bridge component with stream filters and stream
gates.”;
Uses ci:cip-parameters;
uses sfsg:sfsg-parameters {
augment
“stream-filters/stream-filter-instance-table/stream-handle-spec” {
if-feature “congestion-isolation-bridge”;
description
“Dotlg Congestion Isolation”;
case null-handle {
description

NCongestion isolation necific trecam handle necification .
T T

leaf null-handle { -
type empty;
description
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“The stream handle specification represents the value when
no stream handle is provided.”;

}
}
augment “/if:interfaces/if:interface/dotlqg:bridge-port” {
if-feature “congestion-isolation-bridge”;
description
“Augment a bridge port with Congestion Isolation specific
configuration.”;
uses ci:cip-port-parameters;

}
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Insert new Clause 49 “Congestion Isolation” after Clause 48 as follows:

49 ‘:Qngestign Isolation

Congestion Isolation (CI) mitigates head-of-line blocking caused by the frequent use of PFC in lossless
networks and reduces frame loss in lossy networks that are not using PFC. CI identifies the flows that are
most likely causing congestion, isolates them to a separate lower priority traffic class and signals to the
upstream peer to do the same. CI effectively moves the congesting flows out of the way, temporarily
delaying the delivery of congesting frames, while the higher layer congestion control feedback loop has time
to take effect.

This clause introduces the concepts and protocols essential to congestion isolation as follows:

a)  The objectives for congestion isolation (49.1).

b)  Principles of congestion isolation (49.2).

c¢) Congestion Isolation Aware Forwarding Process (49.3).
d) Congestion Isolation Protocol (49.4).

e) Topology Recognition (49.5).

In current data center networks, traffic can be a mix of various multi-tenant ICPand UDP flows across both
the physical underlay and virtual overlay network. Intermittent congestion*within the network can occur
from an unfortunate mix of flows across the network. For exampleja small number of long duration
‘elephant’ flows can align in such a way to create queuing delays for'the larger number of short, but critical,
‘mice’ flows. In this case, the ‘elephant’ flows would be considered congesting flows to the ‘mice’ flows.
Any flow can become a congesting flow when it contributes to_congestion in the network.

Queuing delays deter the end-to-end congestion control.loep, and in a lossless environment, cannot prevent
Priority-based Flow Control (PFC) from being invekeéd (see Clause 36). When buffers fill and eventual
flow-control kicks in (for lossless networks), non-congesting flows can be blocked by the backlog of frames
from congesting flows. If PFC is not being used, frame loss for non-congesting flows can result in long
retransmission timeouts, significantly penalizing such flows, which are often used for application control
and synchronization.

higher layer
congestion feedback

~
~N

=
=

level 0 level 1 level 2 level 1 level 0

Figure 49-1—Congestion Isolation example operation
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Figure 49-1 shows an example operation of CI. In the figure, all of the relay systems are layer-3 routers and
are congestion isolation aware systems.The example shows a network of layer-3 routers, but congestion
isolation also applies to Bridged Networks. Each system is showing two queues on each port; a monitored

qucuc and a Congesting queuc. SCIVeI-T0-Server Wallic 1S 1lowing 1rom Ieit to Tight across a data center
network. When congestion is detected CI attempts to identify the congesting flows (49.2.1). For each
identified congesting flow (e.g. the red flow in Figure 49-1), the congestion isolation aware system takes
local actions to isolate the congesting flow, sends a Congestion Isolation Message (CIM) upstream if the
congesting queue is congested, and sends Explicit Congestion Notification (ECN) downstream.

The local actions taken by a congestion isolation aware system deprioritize frames from the congesting flow:
and place them in a dedicated congesting flow queue (49.2.3). An entry is made in the IEEE Std 802.1CB
Stream identity table of the local system so that subsequent frames from the congesting flow(gan be
identified and deprioritized (49.2.2).

When a flow is isolated the deprioritized frames are queued in the congesting flow queue. When that queue
becomes congested (49.2.1) and the upstream peer is congestion isolation aware, the CLfunctionality signals
to the immediate upstream peer using a CIM (49.2.5).

The CIM contains flow description information necessary for the upstream‘peer to identify the same
congesting flow. The upstream peer creates a Stream identity table entry/usiig the contents of the CIM
(49.2.2). The table entry is used to isolate the same flow by identifying subsequent frames and deprioritizing
those frames to the congested flow queue.

The IP packets in frames of the congesting flows are marked with'higher layer congestion signals such as
those defined by the IETF RFC 3168 for Explicit Congestion-Notification (ECN). Since CI is performed
within the network it is essential that end-to-end higher layer congestion control is combined with CI so the
sending sources will reduce their rate of transmission in‘response to the congestion signals. ECN operates by
marking packets where they encounter queuing delay as they travel towards the destination. At the IP
destination, feedback is signaled to the source syStem, so it takes time for the signals to propagate and
ultimately impact the transmission rate of thecsource system.

The frames in the congesting flow queue‘are serviced at a lower priority than other non-congesting queues,
so if congestion persists, the congesting flow queue may fill. When the congesting flow queue fills, the
ingress port feeding that queue canldssue PFC for the lower priority queue to avoid frame loss (49.2.4). In
this case, PFC only acts on the lower priority congesting flow queues and other well-behaved flows continue
through the network via non-éongesting priority queues.

49.1 Congestion.isolation objectives

The operation;, procedures, and protocols of congestion isolation are designed to meet the following
objectives by category:

Functionality

2),> With high probability, identify the flows that are causing congestion.

b)  Avoid head-of-line blocking of non-congesting flows locally by quickly adjusting the traffic class of
congesting flows.

¢) Avoid head-of-line blocking of non-congesting flows upstream by signaling to upstream peers the
information needed to isolate the same congesting flows.

d) Reduce the frequency of invoking PFC in a lossless environment.

Compatibitity
e) Work in legacy environments by automatically detecting legacy peers and disabling CIM signaling.
f)  Work in existing lossless environments using PFC without requiring additional traffic classes.
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g) Work in conjunction with higher layer end-to-end congestion control protocols (e.g Explicit
Congestion Notification (ECN), Remote Direct Memory Access (RDMA) over Converged Ethernet
(RoCE), Data Center Quantized Congestion Notification (DCQCN [B68)])).

h)  Work in both layer-2 and layer-3 networks.

i)  Coexist with existing traffic scheduling paradigms on other traffic classes.

Performance

j)  Reduce average flow completion time across the data center network.

k) Reduce the amount of time frames are paused when PFC is enabled.

1)  Reduce overall frame loss when PFC is not enabled.

m) Reduce head-of-line blocking of victim flows at upstream peers from PFC.

n) Reduce overall congestion control signaling.

0) Increase link utilization.

Scale

p) Work in arbitrary data center network topologies with a mix of link speeds.

q) Limit messaging overhead by restricting message propagation to hop-by-hop.

r)  Reduce Stream identity table requirements by only requiring the registration of congesting flows and

providing facilities to rapidly remove flows that are no longer congésting.

Implementation complexity

s)  Limit the impact of existing traffic selection algorithms.

t)  Achieve the benefits of congestion isolation without additienal buffer requirements.

u)  Support implementations of existing traffic classes.

v) Leverage existing standard functionality for congesting flow identification and stream identification.
Manageability

w) Only require a small set of configuration parameters that are consistent across multiple Bridge

deployments.
x)  Limit the ability to configure an indperable environment.
y) Provide auto discovery of peer capabilities using existing LLDP messages and without creating

additional hello and auto-configuration protocols.

49.2 Principles of congestion isolation

This subclause introduces the principles of congestion isolation. Items a) through f) describe the life of a
congesting flow from identification through isolation to returning the flow to non-congesting status. Item g)
describes a mechanism for determining a device’s level in the data center topology that can be used to ensure
compatibility\.and proper operation of existing protocols. Item h) compares and contrasts congestion
isolation.with Congestion Notification (see Clause 30).

The following items describe the principles of congestion isolation:

a)  Congesting flow identification (49.2.1).

b) IEEE Std 802.1CB stream identification (49.2.2).

¢) Flow priority modification (49.2.3).

d) Priority-based Flow Control interaction (49.2.4)

e) Congestion isolation signaling (49.2.5).

T) Congesting to non-congestng status change (49.2.0).
g) System topology and port orientation (49.2.7).

h) Comparison to Congestion Notification (49.2.8).
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49.2.1 Congesting flow identification

An essential step in the process of CI is identifying congesting flows by an Active Queue Management
(AQM) scheme that supports Explicit Congestion Notification (ECN) specified in IETEF RFC 3168, There

are many potential methods of identifying congesting flows and interoperable implementations can exist
using different approaches. The CIP Congestion Detection function (49.3.1) of the Congestion Isolation
Aware Forwarding Process (49.3) is responsible for implementing the AQM. This standard defines the CP
algorithm (30.2.1) for detecting Congestion Controlled Flows (CCFs) in congestion aware Bridges. This
approach may be used to detect congesting flows in a CI aware system. A number of other possible
approaches, including those that support the end-to-end ECN congestion control, are discussed in IETE
RFC 7567 [B45].

Many modern data centers utilize encapsulated overlay networks, such as those described in) IETF
RFC 8014 [B46]. An overlay network can carry multiple encapsulated flows within a single encapsulation
flow. The congesting and non-congesting flows identified by CI are the outer encapsulation flow ds seen by
the underlay network. The inner encapsulated flows might not be visible to the Bridges and, routers within
the data center network, and are therefore not separated into congesting and non-congesting flows.

49.2.2 |[EEE Std 802.1CB stream identification

Subsequent frames of congesting flows are identified by matching in the IEEE/Std 802.1CB Stream identity
table. Congesting flow entries are added to and removed from the Stream identity table as tsnStreamIdEntry
objects using the managed object interface specified in Clause 9 (ofi\\IEEE Std 802.1CB-2017. The
tsnStreamldIdentificationType for these objects is IP stream identification. The contents for an IP stream
tsnStreamldEntry come from the received frame that has been ideéntified as causing congestion or from the
parameters in the CIM PDU (49.4.3.4) from a peer. Flows matching in the Stream identity table will provide
a stream_handle for congesting flows to the EISS. The stréanmt_handle for congesting flows is used as the
tsnStreamldHandle entity of the tsnStreamIdEntry object.

Congestion isolation uses stream_handles to identify frames of congesting and non-congesting flows. This
use prohibits stream_handles from being used by other functionality requiring stream_handles on a port
where congestion isolation operates.

49.2.3 Flow priority modification

CI uses the facilities of per-stream.¢lassification and metering (8.6.5.2) to modify the priority of congesting
flow frames. The stream_handle, available as part of the connection_identifier, is provided by the Stream
identification function and accompanies frames of congesting flows as they pass through a relay. This
stream_handle is used to seléct a stream filter instance and stream gate instance that will modify the priority
of the frame for comgesting flows. A single stream filter instance from the stream filter instance table
(8.6.5.2.3), with a wildCard match on the stream_handle, is used to select a stream gate instance that contains
the new internal \priority value (IPV). Configuration of the stream filter instance table and stream gate
instance tablé ig described in 8.6.5.

The process of modifying the priority of subsequent frames of a congesting flow brings with it the risk of
misofdering. There may be a period of time where frames for the same flow exist in multiple queues at the
same“time. Strict priority transmission selection can ensure ordering is maintained for congesting flows
because the monitored queue is higher priority than the congesting queue. However, other transmission
Selection algorithms may be desired. Congestion isolation implementations need to ensure that misordering
(6.5.3) remains negligible. Annex W discusses possible approaches for ensuring ordering.

49.2.4 Priority-based Flow Control interaction

Priority-based Flow Control (PFC) (Clause 36) is used in data centers to create lossless traffic classes in the

data center network. PFC allows link flow control to be performed on a per-priority basis. For PFC to
operate properly, it is imperative that the downstream system can determine the priority of the frame when it
egresses the upstream peer. The Priority Code Point (PCP—see 6.9.3) field of a VLAN tag encodes a
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frame’s priority. Since an upstream congestion isolation aware system modifies the priority of congesting
frames, it must also modify the PCP so the downstream system can assert PFC, if needed, on the correct
priority. Therefore all frames must be VLAN tagged when operating CI with PFC in a lossless environment.

Addiuonal design considerations 101 the mteraction orf FrC and Cl are discussed 1m W.Z.
49.2.5 Congestion isolation signaling

Once a flow has been isolated and subsequent frames are forwarded through the congesting queue and the
congesting queue becomes congested, it is useful to inform the upstream peer of this event by signaling a
Congestion Isolation Message (CIM). Upon receiving a CIM, the upstream peer can isolate the same flow by
creating an entry in the IEEE Std 802.1CB Stream identity table. The benefit of isolating a flow uponcthe
directive of a peer is that the congesting flow can be moved out of the way of other non-congesting/flows
and the potential for head-of-line blocking can be reduced.

The CIM contains parameters and a portion of the received frame so the upstream peer/can identify the
congesting flow and create an entry in its Stream identity table. The parameters and portion of the received
frame included in the CIM must be the same as those of the frame sent by the upstréam’peer in order for that
peer to identify the same flow. Features such as the VID translation table (6.9), can change the frame’s
parameters from what was sent by the upstream peer and should not be used-with CI.

The CIM is addressed to the upstream peer. The system generating‘the CIM must locate CIM format
information and the address parameters of the upstream peer by indexing into the CI Peer Table (49.3.6)
using the reception port as the index. The CI Peer Table is built using information provided by LLDP and the
Congestion Isolation TLV (D.2.15).

By default, a CIM contains the first 64 bytes of the-congesting frame’s mac_service data unit. Systems
encapsulating and decapsulating flows for overlay aigtworks may request the peer to include up to 512 octets
of the received frame in the CIM. This allows the systems to access and identify encapsulated flows within
the congesting flow encapsulation.

49.2.6 Congesting to non-congesting status change

Flows that are no longer causing-eongestion may be removed from the Stream identity table. Many methods
of determining that a flow isiio’longer causing congestion are possible, but at a minimum, all flows in the
Stream identity table for the-port can be removed when the congesting queue for that port becomes empty.
Waiting until the congesting queue is empty can cause congesting flows to remain in the congesting state
longer than necessary, but it allows an implementation to easily abide by the frame misordering
requirements of (6,5:3). Other approaches can react quickly and independently of other congesting flows,
but may bring the risk of misordering. Implementations need to ensure that misordering is negligible. An
example approach for avoiding misordering when returning a flow to non-congesting status can be seen in
Annex W

Frames from congesting flows received downstream from the root of congestion may be safely returned to
the non-congesting traffic class. These frames are easily identified downstream because they are received on
the congesting traffic class, but do not have a matching entry in the Stream identity table and will therefore
not have a stream_handle parameter when passed through relay. These frames are isolated to the congesting
queue by an upstream peer and the traffic class, as well as the associated Priority Code Point
(PCP—see 6.9.3) or other indicators used to select a traffic class, such as the Differentiated Services Code
Point (DSCP—see IETF RFC 2474) are modified upstream to indicate they are part of a congesting flow.

Downstream from the congestion, however, these frames can be safely forwarded through the monitored
queue. A second stream filter instance is used to return these frames to the monitored queue and update the
PCP or other indicators used to select a traffic class. This stream filter is defined to match on the absence of
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a stream_handle and the priority for the congesting queue. The end-to-end ECN congestion markings remain
unchanged and the congestion indications in the higher layer protocols will be noted at the source of the flow
once the feedback is propagated.

NOTE—As noted in 6.8.1, modification to a frame’s PCP or other indicators used to select a traffic class, will require the
FCS to be regenerated. Options for regenerating the FCS are discussed in Annex O.

49.2.7 System topology and port orientation

Figure 49-1 shows an example of a popular data center topology. Other topologies are possible, but theyall
can be described as having devices positioned at levels within the topology. The topology levels, are
distinguished by considering the number of link hops from any interior system to non-relay end stations or
servers at the edge of the network. By this definition, end stations and servers are at level 0. The' immediate
attached device would be at level 1 and further interior only systems could be at level 2 or highér‘depending
on the connectivity of the topology.

A port’s orientation is distinguished by considering the level in the topology a port@sfacing. A port facing a
lower level has an orientation of a downlink, while a port facing a higher level has an orientation of an
uplink. A port facing a system at the same level has an orientation of a crosshink.

Congestion isolation benefits from knowing a system’s level in the topology. Recognizing the level is
automated by the use of the LLDP Topology Recognition TLY~(D:2.16) and the procedures defined in
49.5.3. During the process of isolating a congesting flow, the frame’s priority may be changed from its
original value. The corresponding Priority Code Point (PCP>See 6.9.3) or Differentiated Services Code
Point (DSCP—see IETF RFC 2474) received at the destination may be different than the value provided by
the original sender. To avoid complications with unexpécted PCP or DSCP values, the Bridge or router at
level 1 in the topology may change the PCP or DS€P'back to the original value for the monitored queue.

In addition to avoiding complications with chaniged PCP or DSCP values, knowing a system’s level in the
topology can assist in identifying the type~of congestion experienced and consequentially a strategy for
mitigating it. Ports of Bridges or routers at level 1 in the topology are connected to non-relay end stations or
servers. Congestion on these ports can often be attributed to incast traffic patterns. Congestion on links of
systems that are at level 2 or higher'in the topology may be experiencing in-network congestion. It has been
shown that load balancing techniques, which may alleviate in-network congestion, are counter productive at
addressing incast congestioh-[B60].

Lossless networks ‘enabled by PFC have been shown, in certain circumstances, to have circular buffer
dependencies that'ean cause deadlocks when traffic is re-routed due to link failures [B5]. Again, knowing
the position. in_the topology assists in knowing when traffic has been re-routed and can be used to break
circular buffetr dependent deadlocks [B4].

49.2.8 Comparison to Congestion Notification

Congestion Isolation and Congestion Notification (Clause 30) share common aspects but are distinctly
different. Both generate congestion messages and send them upstream, but CN directs the message across
the Bridged Network to the source station, while CI directs the message to the immediate peer. CI is
intended to operate in layer 3 and layer 2 networks with higher layer end-to-end congestion control
supported by the end stations to regulate the rate of traffic injection into the network. CN is designed to

operate across a large layer 2 domain where reaction points in end-station network adapters regulate traffic
injection. CI isolates congesting flows by reclassifying their traffic class. CN does not modify the traffic
class of frames.
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49.3 The Congestion Isolation Aware Forwarding Process

This subclause specifies the architecture of the Congestion Isolation Point (CIP) in the Forwarding Process

of a congestion isolation aware Bridge. In this architecture, a router is as a higher layer entity that relays
frames using layer-3 information but uses the forwarding process of the underlying congestion isolation
aware Bridge to deliver frames to peers and end stations.

The models of operation in this clause provide a basis for specifying the externally observable behavior of
CI, and are not intended to place additional constraints on implementations; these can adopt any internal
model of operation compatible with the externally observable behavior specified. Conformance tof
equipment to this standard is purely in respect of observable protocol.

Figure 8-12 illustrates the Bridge Forwarding Process at its highest conceptual level. Figure 8-16 shows the
specific filtering and assignment functions of the flow classification and metering elements in the
Forwarding Process of a congestion isolation aware Bridge. Figure 49-2 focuses on the operation of a single
Bridge Port and the relationship of new elements to the queuing and classification(functions. Five new
elements and two new managed tables are specified for a CI aware Bridge as follows:

a)  CIP Congestion Detection (49.3.1).

b)  CIP transmission gates (49.3.2).

¢) CIM Demultiplexer (49.3.3).

d) Congesting flow identification (49.3.4).

e) CIM Multiplexer (49.3.5).

f)  CI Peer Table (49.3.6).

g) CI Stream Table (49.3.7).
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Figure 49-2—Congestion Isolation reference diagram
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49.3.1 CIP Congestion Detection

CIP Congestion Detection identifies frames of a congesting flow, inserts frames passed by the Queuing

Frames entity (8.6.6) 1to the appropriate queue or discards them and can generate a CIM based on the
contents of the frame. CIP Congestion Detection is also responsible for creating entries in the Stream
identity table and the CI Stream Table (49.3.7) for newly identified congesting flows. As described in 49.2.1,
frames of a congesting flow are identified by a suitable AQM implemented by CIP Congestion Detection,
such as the algorithm specified by a CP in 30.2.1.

Frames given to CIP Congestion Detection by the Queuing Frames entity (8.6.6) in an
EM_UNITDATA .request (49.4.2.2) may be identified by the AQM as being part of a congesting flow CIP
Congestion Detection creates a new entry in the Stream identity table and the CI Stream Table for congesting
flows received on a monitored queue. A CIM may be generated from the parameters obtainéd with the
received frame and values from the CI Peer Table entry for the source port of the received frame)The CIM is
delivered to the upstream peer via the CIM Multiplexer.

On each EM_UNITDATA.request, CIP Congestion Detection and its associated AQM indicate to the CIP
procedures (49.4) whether a monitored or congesting queue is empty, congested;-or not congested. The
AQM or other means can be used to provide the queue status.

49.3.2 CIP transmission gates

CIP transmission gates control whether or not a queued frame can be selected for transmission by the
transmission selection algorithm. The purpose of controlling d.quieue’s availability to traffic selection is to
allow the CI implementation a means to preserve order oficongesting flow frames. The need to preserve
order is dependent upon the transmission selection algorithim configured for the congesting and monitored
queues. When the transmission selection algorithmyis,strict priority, the state of the transmission gate is
permanently open. When the transmission selectionvalgorithm is anything other than strict priority the
implementation is responsible for ensuring orderAn example approach is discussed in Annex W.

49.3.3 CIM Demultiplexer

The CIM Demultiplexer identifies(€IMs received from the LAN and uses the content of the CIM PDU
(49.4.3.4) to create an entry in\the IEEE Std 802.1CB Stream identity table. A CIM PDU may be
encapsulated by three differefity CIM encapsulations; layer-2, IPv4, or IPv6. Implementations supporting
[Pv4 and IPv6 encapsulations must be able to identify and validate IPv4 and/or IPv6 packets in the CIM
Demultiplexer. The rules-for validating received CIMs are specified in 49.4.3.5.

49.3.4 Congesting flow identification

Frames rec¢eiyed from the LAN belonging to congesting flows are identified by the Stream identification
functiofi of IEEE Std 802.1CB. The Stream identification function provides a stream_handle subparameter
in the‘Connection_identifier parameter of an EM__UNITDATA .indication for frames of congesting flows and
doeSnot provide a stream_handle for frames of non-congesting flows. The presence or non-presence of the
stream_handle is used to match a stream filter instance in the per-stream classification and metering function
to modify the frame’s priority (8.6.5.2.3).

49.3.5 CIM Multiplexer

The CIM Multiplexer inserts CIMs generated by the CIP Congestion Detection element among frames

received from the LAN. Layer-2 encapsulated CIMs (49.4.3.1) are delivered to the upstream peer through
the Bridge relay. Layer-3 encapsulated CIMs (49.4.3.2 and 49.4.3.3) are routed to the upstream peer by a
higher-layer routing function that is beyond the scope of this standard.
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49.3.6 Cl Peer Table

The CI Peer Table (12.33.2) contains entries for each participating immediate peer and provides the

nformation needed to generate a CIM Tor transmission to the peer. 1he entries are indexed by port number.
An entry contains the format type of the CIM needed to reach the peer as well as the addressing information
needed to generate the message. This includes the MAC address to use as the destination address and
optionally an IPv4 or IPv6 address. The entry provides the UDP port number to use when the CIM
encapsulation is a layer-3. An entry also contains the number of bytes of the received congesting flow frame
to encapsulate in the CIM PDU itself. The contents of the entry are obtained from the LLDP Congestion
Isolation TLV (D.2.15) received from participating peers.

49.3.7 Cl Stream Table

The CI Stream Table (12.33.3) contains entries for each congesting flow and has a 1:1 mapping\to entries in
the IEEE Std 802.1CB Stream identity table. The entries are indexed by the stream handle.provided as a
subparameter of the connection_identifier in EM_UNITDATA. .request (49.4.2.2) invecations at the EISS.
Each entry contains controlling variables (49.4.1.5) that allow an implementation _to*manage a congesting
flow. This includes a means of identifying the congesting queue used to isolate thelcongesting flow. It also
maintains a count of the CIMs sent on behalf of the congesting flow as well asan‘ndication of why the entry
was created or updated.

49.4 Congestion Isolation Protocol

Congestion isolation aware systems control forwarding el€ments, participate in congestion isolation
protocols, and act upon the LLDP Congestion Isolation TLV.as\specified in this subclause. This includes:

a)  Variables controlling operation (49.4.1).

b) CIP procedures (49.4.2).

¢) Encoding of the CIM PDU and CIM eneapsulations (49.4.3).

d) LLDP Congestion Isolation TLV (49.4.4).

49.4.1 Variables controlling operation

The congestion isolation variables control the operation of the CI entity and the CIP entity.

49.4.1.1 Cl entity variables

Every congestion isolatioir aware system has a set of CI entity variables to control the overall operation of
CI. These variables are-included in the CI entity managed object (12.33.1). These include the following:

a) ciMastétEnable (49.4.1.1.1).

b) ciCIMTransmitPriority (49.4.1.1.2).

¢) (ciMaxFlowLife (49.4.1.1.3).

494.1.1.1 ciMasterEnable

A boolean value specifying whether CI is enabled in this system. If ciMasterEnable is FALSE all congestion
isolation activity is disabled; CIMs and LLDP Congestion Isolation TLVs are not generated and are ignored
on receipt. If ciMasterEnable is TRUE the other managed objects and variables specified in the clause
control the operation of CI.

An integer specifying the priority value to be used when transmitting CIMs from the system. The default
is 6.
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49.4.1.1.3 ciMaxFlowLife

An unsigned integer specifying the maximum number of centiseconds that a congesting flow entry, created
hy the receipt of a CTM _can remain in the CI Stream Table heyond the time indicated by the per-port

per-queue variable cipNonCongestedTime (49.4.1.4.2). The default value is 100.

49.4.1.2 CIP entity variables
The following variables control the operation of a CIP:

a) cipMacAddress (49.4.1.2.1)

b) cipIPv4Address (49.4.1.2.2)

c) cipIPv6Address (49.4.1.2.3)

d) cipCIMUDPPort (49.4.1.2.4)

e) cipQueueMap[] (49.4.1.2.5)

f)  cipMinHeaderOctets (49.4.1.2.6)

49.4.1.2.1 cipMacAddress

The MAC address, belonging to the system transmitting the CIM (49.4.3), tsed as the source address of
CIMs sent from the CIP.

49.4.1.2.2 ciplPv4Address

The IPv4 address, belonging to the system transmitting the IPv4dayer-3 CIM (49.4.3.2), used as the IPv4
source address in the IPv4 header (IETF RFC 791) of IRv4 layer-3 CIMs sent from the CIP. The
cipIPv4Address is included in the LLDP Congestion Isalation TLV (D.2.15) to allow peers to properly
generate IPv4 layer-3 CIMs that can be received by the'system.

49.4.1.2.3 ciplPv6Address

The IPv6 address, belonging to the system transmitting the IPv6 layer-3 CIM (49.4.3.3), used as the IPv6
source address in the IPv6 header (IETF-RFC 8200) of IPv6 layer-3 CIMs sent from the CIP. The
cipIPv6Address is included in the LILDP Congestion Isolation TLV (D.2.15) to allow peers to properly
generate IPv6 layer-3 CIMs that cawbe received by the system.

49.4.1.2.4 cipCIMUDPPort

The destination UDP port.number in the UDP header (IETF RFC 768) of IPv4 and IPv6 layer-3 CIMs sent
by peers. The value i§ also used as the UDP source port number in layer-3 CIMs sent to peers. The UDP port
number must be selected from the range of dynamic port numbers, between 49152 and 65535, as specified in
IETF RFC 6335:-The port number must be currently available for use by the implementation. For example,
an implementation may use UDP port 58622, if it is not currently being used by any other application in the
system.,

49:4:1°2.5 cipQueueMap]]

An array of integers, one entry for each traffic class, 0 through 7, specifying a value that can be translated to
the numeric value of the traffic class to be used as either the congesting traffic class or the monitored traffic
class for the traffic class specified by the index. The integers range in value from —8 to 8. A value of 0 in the
table specifies that the traffic class is not participating in congestion isolation. A positive number specifies a
traffic class for a monitored queue that is one less than the value (e.g., a value of 5 represents traffic class 4).
A negative number specifies a traffic class for a congesting queue that is one less than the absolute value

(e.g., a value of —4 represents traffic class 3).

NOTE—Configuration of the cipQueueMap[] is flexible, allowing the arrangement of multiple monitored and
congesting queue sets.
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Frames from flows that the AQM determines are causing congestion and are currently transferring through
the monitored traffic class specified by the index into this table may have their priority remapped to the
translated traffic class specified by the entry in the cipQueueMap[]. Frames from flows that have an entry in

[ thc Stream identity table have a stteam_handle that specilics a stream 1ilter 1o remap he priotity to the 1IPv. . . |
Frames that are transferring through a congesting traffic class and do not have a stream_handle match on the
null-handle stream filter entry to have their priority remapped to the monitored traffic class specified in the
IPV.

The cipQueueMap([] is included in the LLDP Congestion Isolation TLV (D.2.15) to inform peers of the
system’s configuration. Mismatched configurations can be detected by comparing the queue map received.in
the TLV with configured cipQueueMap[].

49.4.1.2.6 cipMinHeaderOctets

The minimum number of octets that the CIP is to return in the Encapsulated MSDU field of each CIM
generated. The default value is 48. The cipMinHeaderOctets is included in the LLDP€ongestion Isolation
TLV (D.2.15) to inform peers of the required minimum. The cipMinHeaderOctets valde from peers is stored
in the CI Peer Table (49.3.6) and used to generate CIMs to be transmitted to the peet:

49.4.1.2.7 cipMaxCIM

The maximum number of times a CIM PDU will be sent for a congesting flow. The default value is 3. A
larger value provides more resilience to lost CIMs, but generates more traffic on the network.

49.4.1.3 CIP entity per-port variables

For each port in a congestion isolation aware systemdhere is the following set of variables:

a)  ciRxPort (49.4.1.3.1)
b) ciAddDel (49.4.1.3.2)

49.4.1.3.1 ciRxPort

A local variable holding the reception port number for a congesting flow. The CI Stream Table (12.33.3) is
indexed by this local variable)during the construction of a CIM. The value may be loaded during an
EM_UNITDATA request ‘or.when entries are being removed from the CI Stream Table and IEEE Std
802.1CB Stream identity.table.

49.4.1.3.2 ciAddDel

A local variable holding an enumeration {add, delete} that provides an indication of the reason to build and
send a (CIM. The Add/Del field of the CIM PDU informs the peer that a congesting flow is either being
added-or deleted. The ciAddDel variable is used by the common buildAndSendCim() procedure (49.4.2.5)
to'parameterize and properly set the Add/Del field.

49.4.1.4 CIP entity per-port per-traffic class variables

For each port and monitored or congesting queue in a congestion isolation aware system there is the
following set of variables:

ARV al bl £4Q- 4 1 4 1
aj CIPpUatitUuIIuaor{(#7.5. 1.5. 1

b) cipNonCongestedTime (49.4.1.4.2)
c) cipCongesting (49.4.1.4.3)

~
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49.4.1.4.1 cipGateControl

Determines the state of the transmission gate for a monitored or congesting queue. There is an instance of

cipGateControl Tor each queuc that 1s participating In congestion isolation. 1he transmission gate allows
implementations to maintain frame order when isolating a congesting flow. The value of the cipGateControl
variable is either open or closed. 1t is directly tied to the state of the transmission gate of the monitored
queues and the congesting queue. When the transmission selection algorithm is strict priority, the
cipGateControl shall be open for all queues. Other transmission selection algorithms may require that order
is maintained by controlling the values of cipGateControl. An example implementation approach for a
traffic selection algorithm other than strict priority is described in Annex W.

49.4.1.4.2 cipNonCongestedTime

The time (SysUpTime, IETF RFC 3418) at which the queue last transitioned from( cengested to
non-congested. This timestamp is used by the background periodicTableCleanup() procedure.(49.4.2.10) to
remove stale CI Stream Table entries that were created because of the receipt of a CIM and still remain in the
table for a period longer than the ciMaxFlowLife (49.4.1.1.3).

49.4.1.4.3 cipCongesting

A boolean value that is set during the processing of a frame by the EM UNITDATA request (49.4.2.2)
procedure. The value is set true when the AQM indicates that the moritored queue is no longer congested or
the congesting queue is empty. The variable is initialized to false,

49.4.1.5 CIP entity per-stream variables

For each tsnStreamIdEntry object created in the JEEE Std 802.1CB Stream identity table there is a
corresponding entry in the CI Stream Table (12.33.3)~The entry contains per-stream variables that identify
the congesting queue for a congesting flow, count the number of CIMs that have been transmitted for the
congesting flow, and register the reasons for*creating or updating the tsnStreamIdEntry object. Each entry
contains the following variables:

a) ciStreamldHandle (49.4.1.5.1)

b) ciCIMCount (49.4.1.5.2)

¢) ciCreateTime (49.4.1.53)

d) ciStreamCreateMask (49.4.1.5.4)

e) ciQueueKey (49.4°1.5.5)

f)  ciDestination address (49.4.1.5.6)

g) ciSource~address (49.4.1.5.7)

h) ciVlan“identifier (49.4.1.5.8)

i) (ciMsdu (49.4.1.5.9)

494.1.5.1 ciStreamldHandle
The stream_handle value used to create the tsnStreamldEntry object in the IEEE Std 802.1CB Stream
identity table. This variable provides the 1:1 mapping of the CI Stream Table entry with the

tsnStreamIdEntry object.

49.4.1.5.2 ciCIMCount

An integer containing a count of the number of CIMs sent for the congesting flow. The count is reset when a
frame from a congesting flow is received on a monitored queue.
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49.4.1.5.3 ciCreateTime
The time (SysUpTime, IETF RFC 3418) at which the CI Stream Table entry was created.

49.4.1.5.4 ciStreamCreateMask

A 2-bit mask indicating the reason for creating or updating the CI Stream Table entry. The LSB indicates
that the entry was created or updated because the AQM determined that a forwarded frame is part of a
congesting flow. The MSB indicates that the entry was created or updated because of the receipt of a CIM.
The ciStreamCreateMask allows an implementation to take different actions when de-isolating a congesting
flow.

49.4.1.5.5 ciQueueKey

An integer that represents the unique queue identity of a congesting queue at an egress port thata congesting
flow is traversing. The key is calculated by the product of the congesting traffic class numberplus one and
the port number. The key is used to help find all congesting flows using the same queue so the
flushCongestingFlows() procedure (49.4.2.9) can efficiently remove them.

49.4.1.5.6 ciDestination_address

A MAC address obtained from the destination address parameter of an EM_ UNITDATA.indication for a
congesting flow or from the destination address field of a received CIVPDU.

49.4.1.5.7 ciSource_address

A MAC address obtained from the source address paramieter of an EM_UNITDATA.indication for a
congesting flow or from the source address field of a réeeived CIM PDU.

49.4.1.5.8 ciVlan_identifier

A VLAN Identifier obtained from the vlan,identifier parameter of an EM_UNITDATA.indication for a
congesting flow or from the vlan_identifierfield of a received CIM PDU.

49.4.1.5.9 ciMsdu

An octet string containing’an MSDU obtained from the mac_service data unit parameter of an
EM_UNITDATA.indicatietr for a congesting flow or from the Encapsulated MSDU field of a received CIM
PDU.

49.4.2 CIP procedures

Congestion.isolation is implemented through the procedures of a CIP. These include the following:

a) C~cilnitialize() (49.4.2.1)

b)* EM_UNITDATA. request (parameters) (49.4.2.2)
¢) condTransmitCimAddPdu() (49.4.2.3)

d) transmitCimDelPdu() (49.4.2.4)

e) buildAndSendCim() (49.4.2.5)

f)  processCimPdu() (49.4.2.6)

g) addCongestingFlow() (49.4.2.7)

n)delCongestingFlow() (49.4.2.8)
i)  flushCongestingFlows() (49.4.2.9)
j)  periodicTableCleanup() (49.4.2.10)
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49.4.2.1 cilnitialize()

Initializes CI support (8.6.5.2.3) for per-stream classification and metering (8.6.5.2) including the creation of
stream filter instances and stream gate instances needed for CI operation. At initialization time the procedure

performs the following:

a)  For each entry in the ciQueueMap[] table do the following:

1) Ifthe value of the entry in ciQueueMap[] is 0, do nothing and move on to the next entry.

2) Ifthe value of the entry in ciQueueMap[] is positive, the index specifies a monitored queue and
the value can be translated to a congesting queue. Create a stream gate and stream filter as
follows:

i)  Allocate a new StreamGatelnstance.

ii) Set the StreamGateEnable attribute to TRUE.

iif) Set the StreamGateAdminGateStates to open.

iv) Set the StreamGateAdminIPV to the value of the entry minus one.
v) Allocate a new StreamFilterInstance.

vi) Set the StreamHandleSpec to the wildcard.

vii) Set the PrioritySpec to the index of the entry.

viii) Set the StreamGatelnstancelD to the StreamGatelnstance.

3) If the value of the entry in ciQueueMap[] is negative, the indeX-specifies a congesting queue
and the value can be translated to a monitored queue. Create,a stream gate and stream filter as
follows:

i)  Allocate a new StreamGatelnstance.
ii) Set the StreamGateEnable attribute to TRUE:
iii) Set the StreamGateAdminGateStates to open.
iv) Set the StreamGateAdminIPV to theabsolute value of the entry minus one.
v) Allocate a new StreamFilterInstance,
vi) Set the StreamHandleSpec to none.
vii) Set the PrioritySpec to the fndex of the entry.
viii) Set the StreamGatelnstanceID to the StreamGatelnstance.
4) Set cipCongesting for the queue to false.

49.4.2.2 EM_UNITDATA.request (parameters)

A CIP offers an instance of'the EISS (6.8) to the Queuing frames function (8.6.6). When called upon to
enqueue a frame the priority parameter specifies the target queue that represents the received priority of the
frame. The CIP determines if the target queue is a congesting queue or a monitored queue by indexing into
the cipQueueMap[].table using the priority parameter.

If the cipQueueMap[priority] value is O then the target queue is not participating in congestion isolation and
the frame ¢an'be enqueued on the target queue with no further processing.

If the_cipQueueMap[priority] value is positive then the target queue is a monitored queue. The value from
the eipQueueMap([] table determines the congesting queue that will be used for isolating congesting flows
from' the monitored queue. The congesting queue for this monitored queue is one less than the value of
cipQueueMap|priority]

If the cipQueueMap|priority] value is negative then the target queue is a congesting queue. The value from
the cipQueueMap[] table determines the monitored queue that will be used for de-isolating congesting flows
from the congesting queue. The monitored queue for this congesting queue is one less than the absolute
value of cipQueueMap[priority].

The CIP determines if the frame belongs to a flow that has been causing congestion by first checking for the
presence of a stream_handle parameter. Frames with the stream_handle parameter are known to be from
congesting flows. If the frame does not have a stream_handle and the target queue is a monitored queue, the
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CIP interacts with the AQM to determine if the frame is part of a flow that is creating congestion in the
monitored queue. Newly identified congesting flows will cause entries to be created in the Stream identity
table. If the frame does not have a stream_handle and the target queue is a congesting queue, the CIP remaps

The priority to the monitored queuc by Using the transiated value from the cipQueucMap] | table.

Frames that have a stream_handle parameter or have been determined by the AQM (see 49.2.1) to be
creating congestion may cause a CIM to be transmitted. The conditions by which a CIM is transmitted are
described in condTransmitCimAddPdu().

The CIP uses the same AQM for both the congesting and monitored queues to ensure consistent end-to-end
congestion control for frames from a common flow that traverse both queues.

For each frame that is presented for queuing, the CIP performs the following:

a)

b)

¢)

d)

Determine if the target queue is a monitored queue, a congesting queue or not participating,in CI by
indexing into the cipQueueMap][] table using the priority parameter and translating the}¢ontents as
described above.

If the target queue is a monitored queue and the stream_handle is not present,then determine if the
AQM indicates the frame is from a flow causing congestion in the monitored. gueue.
1) If the monitored queue is congested:
i)  Set the LSB and clear the MSB of the ciStreamCreateMaskto indicate an entry is being
created because congestion has been detected locally by'the AQM.

ii) Call addCongestingFlow() to create an entry <in,the IEEE Std 802.1CB Stream
identification function and the CI Stream Table-and initialize the ciCIMCount variable to
0.

iii) Call condTransmitCimAddPdu() to conditionally generate and transmit a CIM to the peer.
iv) Modify the frame’s PCP to indicate the priority of the congesting queue.
v) Enqueue the frame on the congestifig)queue.
vi) Set cipCongesting true.
2) If the monitored queue is not congested, enqueue the frame on the monitored queue.

If the target queue is a monitored of¥a congesting queue and the stream_handle is present, the frame
is from a congesting flow. Determine from the AQM if the congesting queue is empty, congested, or
not congested.

1) If the congesting queue is empty, call flushCongestingFlows() to remove all flows from the

IEEE Std 802.1CB)Stream identification function and the CI Stream Table for the target queue.
2) If the congesting queue is congested:

i) Load the ciCIMCount variable with the value from the CI Stream Table.

ii)  Call condTransmitCimAddPdu() to conditionally generate and transmit a CIM to the peer.
3) Ifthe congesting queue is not congested, then optionally:

1)” Call delCongestingFlow() to remove the flow from the IEEE Std 802.1CB Stream

identification function and the CI Stream Table.

ii) Ensure the cipGateControl variable for the monitored and congesting queues are properly
set to ensure ordering requirements for the transmission selection algorithm in use.

iii) Modify the frame’s PCP to indicate the priority of the monitored queue.
iv) Enqueue the frame on the monitored queue.
4) If the target queue is a monitored queue, reset the ciCIMCount variable in the CI Stream Table.

If the target queue is a congesting queue and the stream_handle is not present, the frame is from a
flow that may be congesting upstream, but is not congesting locally. The frame priority can be

TeIMapped back 1o e onitored quete.
i)  The PCP is modified to indicate the priority of the monitored queue.
ii) The frame is enqueued on the monitored queue.
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e) Check if the congesting queue is empty and call flushCongestingFlows() to remove all flows from
the IEEE Std 802.1CB Stream identification function and the CI Stream Table for the congesting
queue.

49.4.2.3 condTransmitCimAddPdu()

This is called by the CIP to conditionally generate and transmit a CIM instructing the peer to add a
congesting flow. A CIM will be generated and transmitted if fewer than cipMaxCIM messages have been
sent since the ciCIMCount was last reset and the AQM has determined that the congesting queue is
congested. The ciCIMCount variable is loaded prior to invoking condTransmitCimAddPdug().

NOTE—Implementations may have additional conditions to restrict or allow the creation of CIMs for adding congesting
flows without risking interoperability.

The procedure performs the following:

a) If the ciCIMCount is less than cipMaxCIM and the AQM indicates the congesting queue is
congested then do the following:
1) Set ciAddDel to add
2) Call buildAndSendCim()

49.4.2.4 transmitCimDelPdu()

This is called by the CIP to generate and transmit a CIM instructing'the’peer that a congesting flow is being
removed from the IEEE Std 802.1CB Stream identity table and the CI Stream Table.

The procedure performs the following:

a)  Set ciAddDel to delete
b) Call buildAndSendCim()

49.4.2.5 buildAndSendCim()

This is a common procedure shared by condTransmitCimAddPdu() and transmitCimDelPdu() to construct
and send the CIM. To properly genesate the CIM, the CI Peer Table must be searched to retrieve the type of
CIM and the address information'of the peer that will receive the CIM. There are three formats for a CIM;
layer-2, IPv4, and IPv6. All ofithe formats encapsulate a common CIM PDU. The CIM is constructed in the
space provided by the patameters of the EM_UNITDATA.indication. The local variables holding the
parameters from an ENINNUNITDATA request are expected to be loaded before the procedure is invoked,
whether those parametets came from an actual EM_UNITDATA .request or were loaded from the CI Stream
Table. The local ¢iAddDel variable determines the contents of the Add/Del field of the CIM PDU. The local
ciRxPort determiiites the source port of the congesting flow that is represented in the CIM.

The procedure performs the following:

a) ~/Search the CI Peer Table (12.33.2) using ciRxPort as an index to obtain the ciCIMType,
ciPeerMacAddress, and ciPeerCIMEncapLen for the peer. If the ciCIMType is ipv4 then obtain the
ciPeerIPv4Address and ciPeerUDPPort from the entry. If the ciCIMType is ipv6 then obtain the
ciPeerIPv6Address and ciPeerUDPPort from the entry. If the entry is not found the procedure does
nothing; no further processing takes place and no CIM will be generated or transmitted.

b)  Fill the Version (49.4.3.4.1) field of the CIM PDU with 0.
c¢) IfciAddDel is add then set the Add/Del bit to 1 otherwise set the Add/Del bit to 0.

dy—Serthe destination_address (49-4-3.4.4)of the CIM PDU To the value of the destination_address.
e) Set the source_address (49.4.3.4.5) of the CIM PDU to the value of the source address.
f)  Set the vlan_identifier (49.4.3.4.6) of the CIM PDU to the value of the vlan_identifier.
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g) Fill the Encapsulated MSDU (49.4.3.4.8) field with the first octets of the mac_service data unit.
The Encapsulated MSDU field should be filled with the lesser of ciPeerCIMEncapLen or the length
of the mac_service data unit.

h)  Set the Encapsulated MSDU length (49.4.3.4.7) to the number of octets filled into the Encapsulated
MSDU field.

i) The format of the CIM constructed in the mac_service data_unit of the EM_UNITDATA.indication
depends upon the ciCIMType variable as follows:

1) Ifthe ciCIMType is 12:

i) Insert the CIM PDU EtherType (Table 49-1) encapsulation at the beginning of the
mac_service data_unit of the EM_UNITDATA.indication.

ii) Fill the Version (49.4.3.1.1) field of the layer 2 CIM encapsulation with 0!

iii) Fill the Subtype (49.4.3.1.2) field of the layer 2 CIM encapsulation with-0.

2) If the ciCIMType is ipv4:

i) Insert the IPv4 EtherType (Figure 49-4) encapsulation{at the beginning of the
mac_service_data unit of the EM_UNITDATA.indication,

if) Use the ciPeerIPv4Address as the destination IPy4” address, the cipIPv4Address as the
source IPv4 address, and the value 17 as the [P protocol field to construct and insert an
IETF RFC 791 compliant IPv4 headép after the IPv4 EtherType in the
mac_service data_unit of the EM_UNITIDATA. .indication.

iii) Use the ciPeerUDPPort as the UDP-destination port number and the cipCIMUDPPort as
the source port number to constfuct’and insert an IETF RFC 768 compliant UDP header
after the IPv4 header in the mae>service data unit of the EM_UNITDATA.indication.

3) Ifthe ciCIMType is ipv6:

i) Insert the IPv6 EtherType (Figure49-5) encapsulation at the beginning of the
mac_service_datdZunit of the EM_UNITDATA.indication.

ii) Use the ciPéerIPv6Address as the destination IPv6 address, the cipIPv6Address as the
source IRv6 address, and the value 17 as the next header field to construct and insert an
IETF\"RFC 8200 compliant IPv6 header after the IPv6 EtherType in the
macservice_data unit of the EM_UNITDATA.indication.

i)\ Use the ciPeerUDPPort as the UDP destination port number and the cipCIMUDPPort as
the source port number to construct and insert an IETF RFC 768 compliant UDP header
after the IPv6 header in the mac_service data_unit of the EM_UNITDATA.indication.

i)~ Use the ciPeerMacAddress as the destination_address of the EM_UNITDATA.indication for the
CIM.

k)  Use the cipMacAddress (49.4.1.2.1) as the source_address of the EM_UNITDATA.indication for
the CIM.

1)  Set the priority parameter of the EM_UNITDATA.indication for the CIM to the value of the
ciCIMTransmitPriority (49 4 1 1 2) variable

m) Pass the CIM as an EM_UNITDATA.indication to the CIM Multiplexer (49.3.5) for transmission to

the peer.
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49.4.2.6 processCimPdu()

The CIM Demultiplexer (49.3.3) receives CIMs from peers and invokes processCimPdu() to process the

CIM and either create entries in the IEEE Std SUZ.1CB Stream identitication funcuon and CI Stream lable
or remove entries from the tables. The procedure performs the following actions upon receipt of a CIM:

a)
b)

The CIM is validated according to 49.4.3.5 and is discarded if invalid.

If the Add/Del bit is set do the following:

1) Clear the LSB and set the MSB of the ciStreamCreateMask to indicate an entry is being created
because of a received CIM.

2) Extract the parameters and the Encapsulated MSDU from the CIM PDU and, ‘call
addCongestingFlow().

If the Add/Del bit is clear then do the following:

1) Search the CI Stream Table for an entry that matches the destination_address, souree address,
vlan_identifier, and Encapsulated MSDU fields of the CIM.

2) If no entry is found, then processing is done.

3) If the MSB of the ciStreamCreateMask is set, then clear it. Otherwise proeessing is done.

4) If the LSB of the ciStreamCreateMask is set, then update the CI Stream Table entry with the
updated ciStreamCreateMask and processing is done.

5) If the LSB of the ciStreamCreateMask is clear then call delCongestingFlow().

49.4.2.7 addCongestingFlow()

Registers a flow with the IEEE Std 802.1CB Stream identification function as described in 49.2.2. A
tsnStreamIdEntry is created by using initialized variables and\the contents of the mac_service data unit that
is obtained from the received frame or the encapsulated header of a received CIM. The set of managed
objects that make up the tsnStreamlIdEntry are created as follows:

a)
b)

c)

d)
e)

Set the tsnStreamldHandle object to newly, allocated and unique stream_handle.

Set the tsnStreamIdOutFacInputPortList'include the list of all ports in the system.

Set the tsnStreamIdOutFacOutputPortList, tsnStreamIdInFacInputPortList, and
tsnStreamIdInFacOutputPortList to null.

Set the tsnStreamldIdentifi¢ationType to IP stream identification as specified in IEEE Std 802.1CB.
Set the tsnStreamldParameters for an IP stream identification type as follows:

1)  Set the tsnCpelpldDestMac to the destination_address of the received frame or parameter from
the CIM.

2) Set the tsnCpelpldTagged to the value all as specified in IEEE Std 802.1CB.

3) Set the tsnCpelpldVlan to the vlan_identifier of the received frame or parameter from the CIM.

4) Set\the tsnCpelpldIpSource to the IPv4 (IETF RFC 791) or IPv6 (IETF RFC 8200) source
address parameter that is contained within the mac_service data_unit.

5), « Set the tsnCpelpldIpDestination to the IPv4 (IETF RFC 791) or IPv6 (IETF RFC 8200)
destination address parameter that is contained within the mac_service data unit.

6) Set the tsnCpelpldDscp to a value of 64 decimal to ignore the DSCP (IETF RFC 2474) code
point when matching received frames.

7) Set the tsnCpelpldNextProtocol to UDP (IETF RFC 768) if the mac service data unit
contains a UDP packet, TCP (IETF RFC 793) if it contains a TCP packet, or SCTP (IETF RFC
4960) if it contains an SCTP packet. If the mac service data unit contains another
non-supported IP protocol by the implementation then set the tsnCpelpldNextProtocol to none
and the tsnCpelpldSourcePort and tsnCpelpldDestinationPort will be ignored.

8) Set the tsnCpelpldSourcePort to the UDP, TCP, or SCTP source port number from the
mac_service_data unit. Set the tsnCpelpldSourcePort to 0 if the tsnCpelpIdNextProtocol field
is none.
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9) Set the tsnCpelpldDestinationPort to the UDP, TCP, or SCTP destination port number from the
mac_service_data unit. Set the tsnCpelpldDestinationPort to 0 if the tsnCpelpldNextProtocol
field is none.

f)  Write the tsnStreamldEntry to the IEEE Std 802.1CB Stream identity table using the specified
management operations.
g) Create a new entry in the CI Stream Table:

1)  Set the entry ciStreamHandleld index to the stream_handle.
2)  Set the entry ciCIMCount to 0.
3) Set the entry ciStreamCreateMask to the variable ciStreamCreateMask.

4) Set the entry ciQueueKey to the product of the congesting queue plus one and the port number
that the queue is supporting.

5)  Set the entry ciDestination_address to the destination_address.

6) Set the entry ciSource address to the source _address.

7)  Set the entry ciVlan_identifier to the vlan_identifier.

8) Fill the entry ciMsdu with the first octets of the mac_service data unit. Fhe number of octets
to fill the ciMsdu attribute with is determined by the lesser of ciPeér€IMEncapLen or the
length of the mac_service data unit.

9) Set the entry ciCreateTime to sysUpTime as specified by IETF REC3418.

49.4.2.8 delCongestingFlow()

Removes entries from the IEEE Std 802.1CB Stream identification. fanction and the CI Stream Table as
discussed in 49.2.6. The procedure performs the following:

a)
b)
©)
d)

e)
f)

Load the destination address, source address,¢ vlan identifier, and mac service data unit
parameters from the entry ciDestination_address, €iSource address, ciVlan_identifier, and ciMsdu,
respectively.

Call transmitCimDelPdu() to inform the péer that a congesting flow is no longer congesting.

Set the tsnStreamlIdHandle object to_the stream_handle parameter of the frame triggering the
deletion.

Remove the tsnStreamlIdEntry asseciated with the tsnStreamldHandle in the IEEE Std 802.1CB
Stream identification function.

Remove the CI Stream Tablé/entry.
if cipCongesting is trug; set cipCongesting false and set cipNonCongestedTime to sysUpTime.

49.4.2.9 flushCongestingFlows()

Removes all entries ‘from the IEEE Std 802.1CB Stream identification function that were not created
because of the receipt of a CIM and are associated with the current congesting queue at the egress port as
discussed in 49:2:6. The procedure performs the following:

a)

b)

Caleulate the ciQueueKey by taking the product of the congesting traffic class plus one and the

egress port number.

For each entry in the CI Stream Table with the same ciQueueKey and the MSB of the ciCreateMask

in the entry is not set:

1) Load the destination address, source address, vlan_identifier, and mac service data unit
parameters from the entry ciDestination address, ciSource address, ciVlan_identifier, and
ciMsdu, respectively.

2) Call transmitCimDelPdu() to inform the peer that a congesting flow is no longer congesting.

3) Set the tsnStreamIdHandle object to the ciStreamIdHandle.

4) Remove the tsnStreamldEntry associated with the tsnStreamIdHandle in the IEEE Std 802.1CB
Stream identification function.
5) Remove the CI Stream Table entry.
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c) if cipCongesting is true, set cipCongesting false and set cipNonCongestedTime to sysUpTime.

49.4.2.10 periodicTableCleanup()

A background procedure that calculates the number of centiseconds between the creation time of a CI
Stream Table entry (49.4.1.5.3) and the cipNonCongestedTime (49.4.1.4.2), and removes any entries with
only the MSB of the ciStreamCreateMask (49.4.1.5.4) set that have a calculated value greater than
ciMaxFlowLife (49.4.1.1.3). The procedure should be invoked at least once every ciMaxFlowLife time
intervals. The procedure performs the following:

a) For each entry in the CI Stream Table with the MSB set and the LSB clear in\ the
ciStreamCreateMask:

1) Calculate the difference between the cipNonCongestedTime for the queue specified by the
ciQueueKey and the entry ciCreateTime.

2) If the difference is greater than ciMaxFlowLife:

i) Load the destination_address, source address, vlan_identifier, and mac_service data unit
parameters from the entry ciDestination_address, ciSource_address; ciVlan_identifier, and
ciMsdu, respectively.

ii) Call transmitCimDelPdu() to inform the peer that a\eongesting flow is no longer
congesting.

iii) Set the tsnStreamIdHandle object to the ciStreamldHandle.

iv) Remove the tsnStreamIdEntry associated with the tsnStreamldHandle in the IEEE Std
802.1CB Stream identification function.

v) Remove the CI Stream Table entry.
49.4.3 Encoding of the CIM PDU

This subclause specifies the method of encoding Congestion Isolation Message (CIM) PDUs. There are
three ways of encapsulating CIM PDUs;‘a)layer-2 CIM PDU encapsulation that can be delivered to peers via
the Bridge relay and IPv4 and IPv6-ayer-3 CIM PDU encapsulations that can be delivered to peers via a
higher layer entity above Bridge r¢lay such as a router. All CIMs contain an integral number of octets.

The octets in a Congestion Isolation Message PDU are numbered starting from 1 and increasing in the order
they are put into the MSDU that accompanies a request to or indication from the instance of the MAC
Internal Sublayer Service (ISS or EISS) used by a congestion isolation entity. The bits in an octet are
numbered from lto 8 in order of increasing bit significance, where 1 is the LSB in the octet.

Where octétsyand bits within a Congestion Isolation Message PDU are represented using a diagram, octets
shown higher on the page than subsequent octets and octets shown to the left of subsequent octets at the
same-height on the page are lower numbered; bits shown to the left of other bits within the same octet are
higher numbered.

Where two or more consecutive octets are represented as hexadecimal values, lower numbered octet(s) are
shown to the left and each octet following the first is preceded by a hyphen, for example,
01-80-C2-00-00-00. When consecutive octets are used to encode a binary number, the lower octet number
has the more significant value. When consecutive bits within an octet are used to encode a binary number,
the higher bit number has the most significant value. When bits within consecutive octets are used to encode

a binary number, the lower octet number composes the more significant bits of the number. A flag is
encoded as a single bit, and is set (TRUE) if the bit takes the value 1, and clear (FALSE) otherwise. The
remaining bits within the octet can be used to encode other protocol fields.
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49.4.3.1 Layer-2 CIM PDU encapsulation

The means for identifying layer-2 encapsulated CIM PDUs consists of two octets containing the EtherType

value shown (in hexadecimal notation) in Table 49-1.

Table 49-1—Congestion Isolation Message EtherType

Name Value

IEEE 802.1Q Congestion Isolation Message (CIM) 89-A2

The layer-2 CIM PDU encapsulation is shown in Figure 49-3.

Octets: |1 2 3 4 3+N

CIM PDU
(N octets 66 <N < 530)

EtherType
(2 octets = 89-A2)

Version
(4 bits)
Subtype
(4 bits)

Bits: 8 4 1

Figure 49-3—Layer-2 CIM encapsulation

49.4.3.1.1 .Version

This field, 4 bits in length, shall be transmitted with the value O in this standard. If two Version fields are
interpreted as unsigned binary numbers, the greater’dentifies the more recently defined Version. The
Version field occupies the most significant bits of the'fitst octet of the layer-2 CIM encapsulation.

49.4.3.1.2 Subtype

This field, 4 bits in length, shall be transmitted with the value 0 to indicate an encapsulated CIM PDU. The
Subtype field occupies the least significant 4 bits of the first octet of the layer-2 CIM encapsulation.

49.4.3.2 IPv4 layer-3 CIMMPDU encapsulation

The means of identifying IPv4 layer-3 encapsulated CIM PDUs consist of 2 octets containing the EtherType
value for IPv4 packets(08-00) as well as the associated IPv4 header decoding for a UDP datagram carrying
the CIM PDU. Ihe encoding of an IPv4 header is defined in IETF RFC 791. IP options are not included in
the IPv4 layér-3 ‘encapsulated CIM PDU. The IP protocol field in the IPv4 header consists of 1 octet and
identifies theJUDP datagram with the value 17. The encoding of a UDP header is defined in IETF RFC 768.
The destination port field of the UDP header consists of 2 octets and identifies the encapsulated CIM PDU
with,the value from the ciPeerUDPPort field of the CI Peer Table (12.33.2) for the row associated with the
pott) of the receiving upstream peer. The source port field of the UDP header is the value of the
cipCIMUDPPort variable. The IPv4 encapsulation is shown in Figure 49-4.

Octets: |1 3 23 31 30+N

EtherType IPv4 Header UDP Header CIM PDU
(2 octets = 08-00) (20 octets) (8 octets) (N octets 66 < N < 530)

Figure 49-4—IPv4 layer-3 CIM encapsulation
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49.4.3.3 IPv6 layer-3 CIM PDU encapsulation

The means of identifying IPv6 layer-3 encapsulated CIM PDUs consist of 2 octets containing the EtherType

value tor 1Pv6 packets (86-DD) as well as the associated IFvO header decoding tor a UDF datagram carrying
the CIM PDU. The encoding of an IPv6 header is defined in IETF RFC 8200. IPv6 Extension Headers are
not used in the IPv6 layer-3 encapsulated CIM PDU. The next header field in the [Pv6 headers indicates the
upper layer protocol field and consists of 1 octet identifying the UDP datagram with the value 17. The
encoding of a UDP header is defined in RFC 768. The destination port field of the UDP header consists of
2 octets and identifies the encapsulated CIM PDU with the value from the ciPeerUDPPort field of the CI
Peer Table (12.33.2) for the row associated with the port of the receiving upstream peer. The source port
field of the UDP header is the value of the cipCIMUDPPort variable. The IPv6 encapsulation is shown ‘in
Figure 49-5.

Octets: |1 3 43 51 50+N

EtherType IPv6 Header UDP Header CIM PDU
(2 octets = 86-DD) (40 octets) (8 octets) (N octets 66 <(N\s1530)

Figure 49-5—IPv6 layer-3 CIM encapsulation

49.4.3.4 Congestion Isolation Message PDU format

The format of a Congestion Isolation Message (CIM) PDU is illustrated in Figure 49-6.

Octets: |1 2 8 14 16 18 17+N
53 |23 Destinat § vLAN| Encap E lated MSDU
vE |55|QF estnation SourceAddress |G MSDU ncapsuiate
Ss |8w|Tc Address 2 1D Length (N octets 48 < N < 512)
= x| 4

Bits:l8 5 2 1 glals 1

Figure 49-6—CIM PDU

49.4.3.4.1 Version

This field, 4 bits in length, shall be transmitted with the value 0 in this standard. If two Version fields are
interpreted as unsigned bihary numbers, the greater identifies the more recently defined Version. The
Version field occupies.thie-most significant bits of the first octet of the CIM PDU.

49.4.3.4.2 Reserved

This field, 3 bits in length, shall be transmitted as 0 and ignored on receipt.

49.4:34.3 Add/Del

This field, 1 bit in length, instructs the peer to add a congesting flow entry to the IEEE Std 802.1CB Stream
identity table and the CI Stream Table, or to remove an entry. When the bit is set, the peer is instructed to
add, and when the bit is clear, the peer is instructed to delete. The Add/Del bit occupies the least significant

bit of the first octet of the CIM PDU.

49.4.3.4.4 destination_address

This field, 6 octets in length, contains the destination MAC address of the frame triggering the transmission
of this CIM.
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49.4.3.4.5 source_address

This field, 6 octets in length. contains the source MAC address of the frame triggering the transmission of

this CIM.

49.4.3.4.6 vlan_identifier

This field, 12 bits in length, contains the VLAN Identifier for the frame triggering the transmission of this
CIM.

49.4.3.4.7 Encapsulated MSDU length

This field, 2 octets in length, contains the number of octets returned in the Encapsulated MSDU field. The
minimum value is 48. The maximum value is 512.

49.4.3.4.8 Encapsulated MSDU

This field, a maximum of 512 octets in length, contains the initial octets ofith¢ mac_service data_unit of the
frame that triggered the transmission of this CIM.

49.4.3.5 CIM Validation

A CIM PDU received by a CIM Demultiplexer (49.3.3) shall be considered invalid and be discarded if:

a)  There are fewer than 48 octets in the mac_s€rvice data_unit or greater than 512.

b) The Encapsulated MSDU length is less'than 48 or greater than 512.

The following condition shall not causg a received CIM PDU to be considered invalid:

¢) There are nonzero bits in-the Version (49.4.3.4.1) field.

49.4.4 LLDP Congestion Isolation TLV

The Congestion Isolation TLV (D.2.15) is used to advertise support for Congestion Isolation to peers on the
network. It informs the peers of the configuration of local monitored queues and the congesting queue in
order to defectpotential misconfiguration. It also advertises the desired length of the encapsulated headers
sent in @ €IM. The source address of a received LLDPDU is used to populate the CI Peer Table (49.3.6) in
ordetto, properly form a CIM.

49.4.4.1 LLDP Congestion Isolation TLV procedures

When the congestion isolation aware LLDP agent detects a change in the set of TLVs advertised by a peer it
will invoke the relevant LLDP TLV procedures to add or delete entries in the CI Peer Table (12.33.2). The
congestion isolation TLV procedures include:

a) addCiPeer() (49.4.4.1.1)
b) delCiPeer() (49.4.4.1.2)
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49.4.4.1.1 addCiPeer()

This creates or updates a CI Peer Table entry. The entry is indexed by the port number of the received

LLDPDU. The procedure performs the following:

a)  Set the table index to the port of the received LLDPDU.

b)  Set the ciPeerMacAddress to the MAC Address field (D.2.15.5) of the Congestion Isolation TLV.

c¢) If the Address Family field (D.2.15.7) of the Congestion Isolation TLV is 1, set the
ciPeerIPv4Address to the IP Address field (D.2.15.8) of the Congestion Isolation TLV.

d) If the Address Family field (D.2.15.7) of the Congestion Isolation TLV is 2, set the
ciPeerIPv6Address to the IP Address field (D.2.15.8) of the Congestion Isolation TLV.

e) Set the ciPeerUDPPort to the UDP Port Number field (D.2.15.6) of the Congestion Isolation ALV.

f)  Set the ciPeerCIMEncapLen to the CIM Encap Length field (D.2.15.4) of the Congestion\Isolation
TLV.

g)  Write the CI Peer Table entry into the CI Peer Table at the table index.

49.4.4.1.2 delCiPeer()

This deletes a CI Peer Table entry. The entry is indexed by the port number of'\the received LLDPDU that
indicates a congestion isolation peer is no longer present or enabled. The prdgeeduire performs the following:

a)  Set the table index to the port where the missing or disabled Cl peer is detected.
b) Delete the CI Peer Table entry at the table index.

49.5 Topology Recognition

Bridges, routers, and end stations in the data center netivork can determine their level and port orientation
within the topology through the use of the LLDP Topology Recognition TLV (D.2.16) and the manipulation
of associated managed objects. The level in the topology is relative to non-relay end stations or servers at the
edge of the network. Non-relay end stations o servers are at level 0. Bridges or routers attached to non-relay
end stations or servers are at level 1 or higher. Virtualization environments, including those that support an
edge relay defined by this standard (Clause 40), are end stations that contain a relay and appear at level 1 or
higher in the topology. The virtual stations within the virtualization environment appear at level 0.

The systems can determine their level in the topology and the receiving port’s orientation by examining the
current state of the Topology~Recognition (TR) variables and manipulating them based on the received
values in the LLDP Topology Recognition TLV. This subclause specifies how to determine a system’s level
and a port’s orientation within the topology. It includes:

a) TR theory.of operation (49.5.1)
b) TR variables controlling operation (49.5.2)
¢) TRwprocedures (49.5.3)

49.5.1TR theory of operation

The TR functionality is supported by a set of procedures and controlling variables that map to attributes of
the LLDP Topology Recognition TLV. Changes to the controlling variables will update the associated
objects in the IEEE 802.1/LLDP extension MIB (D.5) and the trSet() procedure defined in this clause will
cause the transmission of an LLDPDU to occur by invoking the somethingChangedLocal() procedure
defined in IEEE Std 802.1AB. When attributes of a received LLDP Topology Recognition TLV change, the
somethingChangedRemote() procedure in IEEE Std 802.1AB is invoked and control is passed to the

trUpdate() procedure to process the changes. The TR procedures that act upon the changes ensure that the
values of the controlling variables converge to a set of consistent values that represent the topology level and
port orientation of all participating devices in the network.
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The LLDP Topology Recognition TLV contains three attributes that enable the recognition process; the
device type, the currently known topology level, and the currently known port orientation. The device type
includes non-relay end stations or servers, Bridges, and routers. The topology level attribute contains the

fevel mumber (U through 254) Ot the value o unknowi (255). T11¢ port orientation indicates whether the port
is facing an uplink, downlink, crosslink, or whether the orientation is unknown. The trDeviceType variable
holds the device type of a system and is a known factory setting of the device. The initial value of the level
is held in the trLevel variable and the initial value of the port orientation is held in the trPortOrientation
variable. These values are known by non-relay end stations or servers because they are at the edge of the
network and are always at level 0 with a port orientation of uplink. Bridges and routers initially do not know
their level or port orientation, but will recognize them when they receive LLDP Topology Recognition TLV
from peers that have non-relay end stations or servers attached. There is a single trLevel variable for\the
system, but each port contains a trPortOrientation. As TLVs are exchanged and changes are processed by the
procedures, the contents of trLevel and trPortOrientation are updated to converge upon the representation of
the stable state of the active topology.

49.5.2 TR variables controlling operation

The TR variables controlling operation hold the contents of attributes sent ‘i) the LLDP Topology
Recognition TLV and can be updated by the TR procedures. The TR variables in¢lude:

a) trDeviceType (49.5.2.1)
b) trLevel (49.5.2.2)
c) trPortOrientation (49.5.2.3)

49.5.2.1 trDeviceType

The trDeviceType is a read-only variable that containg’the contents of the Device Type field of the LLDP
Topology Recognition TLV. The possible values of the trDeviceType are assigned as a factory setting and
are specified in Table D-13a.

49.5.2.2 trLevel

A single octet integer holding the currently known level of the system in the topology. Non-relay end
stations or servers shall set this varjable to 0. Other systems shall initialize this variable to 255 indicating
unknown and can set the variable-to values between 1 and 254 as determined by the TR procedures (49.5.3).
The content of the trLevel variable is used for the Topology Level field of the LLDP Topology Recognition
TLV.

49.5.2.3 trPortOrientation

Each port in @ participating system has a trPortOrientation variable that holds the contents of the currently
known Pdrt)Orientation of the LLDP Topology Recognition TLV. The possible values of the
trPortOfientation variable are specified in Table D-13b. Non-relay end stations or servers shall set the
trPortOrientation variable to uplink. Other systems shall initialize this variable to unknown and will update
the-variable to either uplink, downlink, or crosslink as determined by the TR procedures (49.5.3).

49.5.3 TR procedures

The TR procedures process changes and cause the transmission of LLDP Topology Recognition TLVs. The
procedures modify the TR variables and implement the algorithm that allows topology level and port
orientation recognition to converge upon a stable set of variables in the topology. The procedures include:

a)  almit) (49.5.3.1)
b) trSet() (49.5.3.2)
c) trUpdate() (49.5.3.3)
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49.5.3.1 trinit()

The trInit() procedure initializes the controlling variables to a known state after system initialization or a

restart oI the I'K Tunctionality. I'ne procedure periorms the 1ollowing:

a) IftrDeviceType is 0, specifying a non-relay end station or server then:
1) SettrLevel to 0.
2)  Set trPortOrientation to uplink.
b) IftrDeviceType is not 0:
1) Set trLevel to 255, specifying unknown.
2)  Set trPortOrientation to 255, specifying unknown.
c) Call trSet() to cause the transmission of an LLDPDU to peers.

49.5.3.2 trSet()

This calls the somethingChangedLocal() procedure defined in IEEE Std 802.1ABs; which causes the
transmission of an LLDPDU. The trLevel and trPortOrientation variables mapto objects in the IEEE
802.1/LLDP extension MIB (D.5). A change to the single system wide trLevel variable causes the
transmission of an LLDPDU on each participating port. A change to the per-portArPortOrientation variable
causes the transmission of an LLDPDU on the associated port.

49.5.3.3 trUpdate()

The trUpdate() procedure is invoked when the somethingChangédRemote() procedure, defined in IEEE Std
802.1AB, determines that fields of a received LLDP Topology Recognition TLV have changed. The
procedure is responsible for updating the local TR variableS.and calling trSet() according to the following
algorithm:

a) If trDeviceType is 0, the receiving system)is’a non-relay end station or server and no action is
required. The procedure exits.
b) If trDeviceType is not 0, the following'steps are taken depending upon the current state of trLevel

and trPortOrientation for the receiving port:

1) Ifthe received Topology Level is unknown, the peer is not providing additional information and
no further action is required and the procedure exits.

2) If the received Topelogy Level is known with a value of L, where L is the current value of
trLevel:
i) If trPortOrientation is crosslink, no further action is required and the procedure exits.
ii) SettrRortOrientation of the receiving port to crosslink.

3) If the received Topology Level is known with a value of L + 1, where L is the current value of
trlevel:
1)) If trPortOrientation is uplink, no further action is required and the procedure exits.
i1) Set trPortOrientation of the receiving port to uplink.

4) If the received Topology Level is known with a value of L — 1, where L is the current value of
trLevel:
i) If trPortOrientation is downlink, no further action is required and the procedure exits.
ii) Set trPortOrientation of the receiving port to downlink.

5) If the received Topology Level is known and is less than trLevel — 1 or trLevel is unknown:
i)  Set tlLevel to the received Topology Level plus one.
ii) Set trPortOrientation of the receiving port to downlink.
iii) Set trPortOrientation of all other ports to unknown.

6) Call trSet().
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Annex A

(normative)

PICS proforma—Bridge implementations13

A.5 Major capabilities

Insert the following row at the end of the table in A.5 (unchanged rows not shown):

Item Feature Status References Support

CI Does the implementation support Congestion (¢} 5.4.7,Clause 49 | Yes{], No[]
Isolation?

A.7 Relay and filtering of frames

Insert the following rows at the end of the table in A.7 (unchanged rows not'shown):

Item Feature Status References Support
RLY-21 | Does the implementation assign colors to PSFP:M 8.6.5.5 Yes [ ] No[]
frames before processing by flow meters —PSFP:O

according to 8.6.5.5?

RLY-22 | Is the frame color assigned according to RLYE21:M 8.6.5.5,items k) | Yes[ ] N/AT]
8.6.5.5, items k) and 1)? and 1)
RLY-23 | State the algorithm by which the color of “RLY-22:M 8.6.5.5 Al:Algorithm

frames prior to processing by flow meters
according to 8.6.5.5 is assigned.

13 Copyright release for PICS proformas: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose and may further publish the completed PICS.
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A.14 Bridge management

Insert the following row at the end of the table in A.14 (unchanged rows not shown):

Item Feature Status References Support
MGT-252 | Does the implementation support the CI: M 5.4.7 item e), Yes [ ] N/A[]
management entities defined for 12.33,49.4
congestion isolation in 12.33?
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A.47 YANG
Insert a row for “YANG-STREAMS-BRIDGE?” before the row for “YANG-ATS”, change the row for

“YANG-ATS”, and insert three rows at the end of the table in A.47 (unchanged rows not shown):

Item Feature Status References Support
YANG-STREAMS- Is the ATS:O 48.6.12 Yes[] Nol[]
BRIDGE ieee802-dot1q-stream-filters-gates-bridge N/A[]

module supported?
YANG-ATS Is the ieee802-dot1g-ats module ATS:O 48612 Yes[] NofN
supported? 48.6.13 N/AT]
YANG-ATS-BRIDGE | Is the ieee802-dot1q-ats-bridge module ATS:O 48.6.14 Yes[]. INo[]
supported? N/A( ]
YANG-CI Is the ieee802-dot1g-congestion-isolation | C1.O 48.6.15 Yes[] No[]
module supported? N/A[]
YANG-CI-BRIDGE Is the ieee802-dot1q-congestion-isolation- | C1:O 48.6.16 Yes [ ] No|[]
bridge module supported? N/A[]
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Insert A.53 after A.52 as follows:

A.53 (:ongestion lsolation

Item Feature Status References Support

If the functionality of Congestion Isolation (CI of 54.7,8.6.523, |N/A[]
A.5) is not supported, mark N/A and ignore the 8.6.5.3, 8.6.8.6,
remainder of this table. 12.33, Clause 49

CI-1 Does the Bridge support the creation of at least one | BRG1 5.4.7 item a), Yes [ ]
CIP on at least one Port? AND CI:M | 49.3

CI-2 Does the implementation support IETF RFC 3168 CI:M 49.2.1, Yes [}
Explicit Congestion Notification? IETF RFC 3168

CI-3 Does the implementation support per-stream CI:M 5.4.7 item c), Yes [ ]
classification and metering for CI as specified in 8.6.5.2.3
8.6.5.2.37

CI-4 Does the implementation support the variables and | CI:M 49.4 Yes [ ]
procedures of the Congestion Isolation Protocol?

CI-5 Does the implementation support the ability to CI:M 12433 Yes [ ]
configure the variables controlling the operation of
Congestion Isolation?

CI-6 Does the implementation support LLDP? CIM IEEE Std Yes [ ]

802.1AB

CI-7 Does the implementation support the Congestion CI:M D.2.15 Yes [ ]
Isolation TLV in LLDP?

CI-8 Does the implementation support the ability,te CL:O0 49.4.1.2.5 Yes[] Nol[]
monitor more than one queue on a Bridge Port?

CI-9 Does the implementation support transmission CL:O0 49.2.3,49.3.2 Yes[] Nol[]
selection algorithms other than striot priority?

CI-10 Does the implementation support the ability to return | CI:O 49.2.6 Yes[] Nol[]
a flow to non-congesting stafits when the congesting
queue is not empty?

CI-11 Does the implementation support Topology CL.O 49.5 Yes[] Nol[]
Recognition?
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Annex B

(normative)

PICS proforma—End station implementations14

B.5 Major capabilities

Insert the following row at the end of the table in B.5 (unchanged rows not shown):

Item Feature Status References Support

CI-S Does the implementation support the functionality | O 5.32, Clause 49 Yes\]" No[]
of'a Congestion Isolation?

Insert B.19 after B.18 as follows:

B.19 Congestion Isolation

Item Feature Status References Support

If Congestion Isolation (CI-S in B.5) is not N/A[ ]
supported, mark N/A and ignore the remainder of
this table.

CI-S-1 Does the implementation support IETF RFC.3168 | CI-S:M 49.2.1, Yes [ ]
Explicit Congestion Notification? IETF RFC 3168

CI-S-2 Does the implementation support the variables and | CI-S:M 49.4 Yes [ ]
procedures of the Congestion Isolation'Protocol?

CI-S-3 Does the implementation support-LLDP? CI-S:M IEEE Std Yes [ ]

802.1AB

CI-S-4 Does the implementation support the Congestion | CI-S:M D.2.15 Yes [ ]
Isolation TLV in LLDR?

CI-S-5 Does the implementation support transmission CI-S:O 49.2.3,49.3.2 Yes[] No[]

selection algotithms other than strict priority?

CI-S-6 Does the implementation support the ability to CI-S:0 49.2.6 Yes[] Nol[]
return’a flow to non-congesting status when the
congesting queue is not empty?

CI-S-7 Is the ieee802-dot1g-congestion-isolation module | CI-S AND |48.2.8 Yes[] N/A[]
supported? YANG:O No[]

CI'S<8 Does the implementation support Topology CI-S:0 49.5 Yes[] No[]
Recognition

14 Copyright release for PICS proformas: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose and may further publish the completed PICS.
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IEEE 802.1 Organizationally Specific TLVs

D.1 Requirements of the IEEE 802.1 Organizationally Specific TLV sets

Insert new rows at the end of Table D-1 as follows (unchanged rows not shown):

Table D-1—IEEE 802.1 Organizationally Specific TLVs

IEsﬁEtsgzl TLV name TI{;Vms:t TLYV reference Fez;gu;::e;l::se
11 LRP ECP Discovery TLV IrpSet IEEE Std 802.1CS IEEE Std 802.1CS
12 LRP TCP Discovery TLV IrpSet IEEE Std 802.1CS IEEE Std 802.1CS
13 Congestion Isolation TLV ciSet D.2.15 49.4.4
14 Topology Recognition TLV trSet D.2.16 49.5

D.2 Organizationally Specific TLV definitions

Insert D.2.15 and D.2.16 after D.2.14 as follows:

D.2.15 Congestion Isolation TLV

The Congestion Isolation TLV is an optional TLV that allows an IEEE 802.1Q-compliant Bridge and an
IEEE 802.1Q-compatible IEEE 802,.LAN station to discover each other and exchange configuration
information for congestion isolation:

Figure D-15 shows the Congestion Isolation TLV format.

Octets: |1 ‘2 3 6 7 15 17 23 25 26 42+n
TLV type TLV information 802.1 OUI 802.1 Queue CIM Encap MAC UDP Port | Address | IP Address
=127 string length 00-80-C2 |subtype = 19 Map Length Address | Number Family (4or16
(7 bitsy gleng (3 octets) (1 octet) (8 octets) (2 octets) (6 octets) | (2 octets) | (1 octet) octets)
Bits: |8 21 ‘s 1
4~ TlVheader ———pr- ¢—————— TLV information string _—p

Figure D-15—Congestion Isolation TLV format

D.2.15.1 TLV type

A 7-bit integer value occupying the most-significant bits of the first octet of the TLV. Always contains the

value 127.
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D.2.15.2 TLV information string length

The TLV information string length field of the Congestion Isolation TLV depends on the Address Family

Specitied Tor the 1P Address fictd and shall contain the vatue 235 1T the Address Family is 1 (1Pv4), The vatue
37 if the Address Family is 2 (IPv6), or the value 21 if the Address Family is anything other than 1 or 2.

D.2.15.3 Queue Map

Eight octets, one for each traffic class supported by the Bridge or end station. The least significant octet
represents traffic class 0 and the most significant octet represents traffic class 7. The content of each octet
specifies a signed numeric value that can be translated to the value of the traffic class to be used as either\the
congesting queue or the monitored queue for the represented traffic class. The contents of each oftet is a
signed numeric value between —8 and 8. A value of 0 specifies that there is no mapping for the traffic class
and that it is not participating in congestion isolation. A positive number specifies a traffie, class for a
monitored queue that is one less than the value (e.g., a value of 5 represents traffic class\4). A negative
number specifies a traffic class for a congesting queue that is one less than the absolute(value (e.g., a value
of —4 represents traffic class 3).

D.2.15.4 CIM Encap Length

A 2-octet unsigned integer representing the requested length in octets ‘0f the data from the frame of a
congesting flow to be encapsulated into a CIM by a peer. The default and.minimum required value is 48. The
maximum value is 512.

D.2.15.5 MAC Address

The 6-octet MAC address that can be used as the destiiation MAC address for a CIM to the Bridge or end
station sending this TLV.

D.2.15.6 UDP Port Number

An integer value indicating the UDP portumber to be used by the peer when creating a layer-3 CIM. The
value of the UDP port number is within the dynamic port number range of 49152 to 65535 as specified by
IETF RFC 6335 (e.g., 58622).

D.2.15.7 Address Family

An integer value indieating the type of address that is listed in the address field. Enumeration for this field is
contained in the ianaAddressFamilyNumbers module of the IETF RFC 3232 on-line database that is
accessible through.a web page (http:/www.iana.org). Only two types are recognized with the following
definitions; 1EIPv4 and 2=IPv6.

D.2.15(8IP Address

An‘octet string with length of 0, 4, or 16 octets dependent upon the Address Family specified. If the Address
Family is 1, the address shall be an IPv4 address as specified in IETF RFC 791. If the Address Family is 2,
the address shall be an IPv6 address as specified in IETF RFC 8200. No address shall be provided for any
other Address Families.

NOTE—If the CIM PDU is layer 2 encapsulated, the MAC address field is already provided and the Address Family
should be anything other than 1 or 2. For layer 2 encapsulated CIM PDU, it is recommended to use the Address Family

1 ad £ IR QAN 1.l
vVarmc oT O 1o T cUZatdrcssTs:
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D.2.15.9 Congestion Isolation TLV usage rules

The priority of a congesting queue shall be lower than the priority of all monitored queues.

D.2.16 Topology Recognition TLV

The Topology Recognition TLV is an optional TLV that allows an IEEE 802.1Q-compliant Bridge and an
IEEE 802.1Q-compatible IEEE 802 LAN station to discover and determine the position of the system in the
data center topology. End-stations are always at level 0 and Bridges or routers are at levels greater than Q
depending upon the number of links between the Bridge or router and the end-station.

Figure D-16 shows the Topology Recognition TLV format:

Octets:| 1 ‘ 2 3 6 7 8 9 10%n
TLV type . ) 802.1 OUI 802.1 Device Topology Port
=127 T';\t/ri':f"l;“;ai';’" 00-80-C2 |subtype =20| Type Level (|Qrientation
(7 bits) gleng (3octets) | (1octet) | (1octet) | (1octef)A{1 octet)
Bits:| 8 211 ‘ 8 1
<4— TLVheader ——— b <4—— TLV information string ———>

Figure D-16—Topology Recognition TLV. Format

D.2.16.1 TLV Type

A 7-bit integer value occupying the most-significant bits ¢fjthe first octet of the TLV. Always contains the
value 127.

D.2.16.2 TLV information string length

The TLV information string length field of,the Congestion Isolation TLV is fixed and shall contain the
value 7.

D.2.16.3 Device Type
The Device Type field indicates’'what type of device is sending the Topology Recognition TLV. End-stations

or servers that are non-relay systems are at the edge of the topology and shall use the value 0. Table D-13a
specifies valid valuesforthe Device Type field.

Table D-13a—Device Type field values

Device Type Value/meaning
0 end-station/server
1 bridge
2 router
3-254 reserved
255 unknown
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D.2.16.4 Topology Level

An integer indicating the system’s understanding of its current level in the topology. The value of 0 indicates
[ thc edgc of the topology and the value 255 indicates e level 15 currently unknown. Other non-zero vatues . |
indicate the minimum number of links between the system and the edge of the topology. Initially systems
may not know their position in the topology and will use the value of unknown by default. As systems
discover the device type and topology level of their peers the topology level of the sending system may
change. The procedures that implement the recognition of the topology level are described in 49.5.3.

D.2.16.5 Port Orientation

The Port Orientation field indicates whether the port is facing an uplink, downlink, crosslink{ of the
orientation is unknown. An uplink is a port that is facing a system that is deeper in the topology(i-e., has a
Topology Level greater than the sending system). A downlink is a port that is facing a systemrcloser to the
edge of the topology (i.e., has a Topology Level less than the sending system). A crosslinkis-a port that is
facing a system at the same level of the topology. Initially systems may not know )whether the port
orientation is an uplink, downlink, or crosslink and will use the value of unknown by default. The procedures
that implement the recognition of the Port Orientation are described in 49.5.3. Tabl® D-13b specifies valid
values for the Port Orientation field.

Table D-13b—Port Orientation field values

Port Orientation Value/meaning
0 uplink
1 downlink
2 crosslink
3-254 reserved
255 unknown

D.3 IEEE 802.1 Organjzationally Specific TLV management

D.3.2 IEEE 802.1,managed objects—TLV variables
Insert D.3.2.11 and D.3.2.12 after D.3.2.10 as follows:

D.3.2.11 Congestion Isolation TLV managed objects

a) ~queue map: see D.2.15.3.

)~ CIM Encap Length: see D.2.15.4.
c) MAC Address: see D.2.15.5.

d) Address Family: see D.2.15.7.

e) IPAddress: see D.2.15.8.

D.3.2.12 Topology Recognition TLV managed objects

u) D\«V;\r\r T.yl""' A% D.”.lé.g.
b) Topology Level: see D.2.16.4.
c¢) Port Orientation: see D.2.16.5.
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D.4 PICS proforma for IEEE 802.1 Organizationally Specific TLV
extensions'5 16

D.4.3 Major capabilities and options

Insert the following rows at the end of the table in D.4.3 (unchanged rows not shown):

Item Feature Status References Support
ciSet Is the IEEE 802.1 Organizationally 0.1 D.2.15, Table D-1 Yes[]No[]
Specific TLV ciSet implemented?
ciQueuePri | Are the monitored queues higher ciSet:M D.2.15.3 Yes [ ]
priority than the congesting queue? N/A(]
trSet Is the IEEE 802.1 Organizationally 0.1 D.2.16, Table D-1 Yes{ ] No[]

Specific TLV trSet implemented?

15 Instructions for completing the PICS proforma are given in A.3.

16 Copyright release for PICS proformas: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose and may further publish the completed PICS.
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D.5 IEEE 802.1/LLDP extension MIB

— D .5.2StructureofthelEEE-802.1/LLDP extension-MIB

Insert new rows at the end of Table D-14 as follows (unchanged rows not shown):

Table D-14—IEEE 802.1 extension MIB object group conformance requirements

MIB group Rx mode Tx mode Tx/Rx mode
1ldpXdot1CiGroup CI:M CI:M CI:M
lldpXdot1 TrGroup TR:M TR:M TR:M.

Insert the following entries at the end of each group in Table D-15. The group headings are shown (in
italic) in Table D-15 for reference (other unchanged rows not shown):

Table D-15—IEEE 802.1/LLDP extension MIB object.cross reference

MIB table

MIB object

LLDP reference

Configuration group

lldpXdot1CiConfigCiTable

Augments 11dpV2PortConfigEntry

lldpXdot1CiConfigCiTxEnable

Normal LLPDUs, 9.1.2.1 of
IEEE Std 802.1AB

Local system information

lldpXdot1LocCiBasicTable

D.2.15

lldpV2LocPortIfIndex (Table index)
lldpXdot1LocCiCIMEneapLen D.2.15.4
lldpXdot1LocCiMacAddress D.2.15.5
lldpXdot1Loc€EiNetAddressType D.2.15.7
lldpXdotlLocCiNetAddress D.2.15.8
IldpXdot1CiLocQueuéMapTable D.2.153
lldpV2LocPortlfIndex (Table index)
lldpXdot1LocCiQueueld (Table index)
lldpXdot1LocCiQueueType D.2.15.3
lldpXdot1LocCiMappedQueue D.2.15.3
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Table D-15—IEEE 802.1/LLDP extension MIB object cross reference (continued)

MIB table MIB object LLDP reference

Remote system information

lldpXdotlRemCiBasicTable D.2.15
lldpV2RemTimeMark (Table index)
lldpV2RemLocallfIndex (Table index)
lldpV2RemLocalDestMACAddress (Table index)
lldpV2RemIndex (Table index)
lldpXdotl1RemCiCIMEncapLen D.2.154
lldpXdotl1RemCiMacAddress D.2.15.5
lldpXdot1RemCiNetAddressType D.2.15.7
lldpXdot]1RemCiNetAddress D.2.15.8

lldpXdot1CiRemQueueMapTable D.2.15
lldpV2RemTimeMark (Table index)
lldpV2RemLocallfIndex (Table index)
lldpV2RemLocalDestMACAddress (Table index)
lldpV2RemlIndex (Table index)
lldpXdot1 RemCiQueueld (Table index)
lldpXdot1RemCiQueueType D.2.15.3
lldpXdotlRemCiMappedQueue D.2.15.3

D.5.4 Security considerations for{EEE 802.1 LLDP extension MIB module

Change list items g) and h) in D.5.4 as follows:

g) MIB objects that are related to the transmit mode:
1) 1ldpV2XdotlLliocPortVlanld
2) lldpV2XdetlocProtoVlanSupported
3) lldpV2XdetlLocProtoVlanEnabled
4) 1lldp¥2XdotlLocVlanName
5) UdpV2XdotlLocProtocolld
6) \_JldpV2XdotlLocVidUsageDigest
7) ° lldpV2Xdotl LocManVidTxEnable
8) 1ldpV2XdotlLocLinkAggStatus
9) 1ldpV2XdotlLocLinkAggPortld
10) 1ldpXdotldcbxConfigETSConfigurationEntry
11) 1ldpXdotldcbxConfigPFCTable
12) 1ldpXdotldcbxLocETSBasicConfigurationTable
13) lldpXdotldcbxLocETSConPriorityAssignmentTable
14) 1lldpXdotldcbxLocETSRecoTrafficSelectionAlgorithmTable

5y ttdpXdortdcbxtocPFCBasicTabie
16) lldpXdotldcbxLocPFCEnableTable
17) lldpXdotldcbxAdminETSBasicConfigurationTable
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lldpXdot1debx AdminETSConPriority AssignmentTable
lldpXdotldcbx AdminETSRecoTrafficSelectionAlgorithmTable
lldpXdotldcbxAdminPFCBasicTable

h)

21)
22)
23)
24)
25)
26)
27)
28)

lldpXdot1dcbxAdminPFCEnableTable
lldpXdotldcbxLocApplicationPriority AppTable
lldpXdotldcbxLocApplicationVlanAppTable
lldpXdot1dcbxAdminApplicationPriorityAppTable
lldpXdotldcbxAdminApplicationVlanAppTable
lldpXdot1LocCiBasicTable
lldpXdot1CilocQueueMapTable
lldpXdotlLocTrTable

MIB objects that are related to the receive mode:

1)
2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)

lldpV2Xdot1RemPortVlanld
1IdpV2Xdot1RemProtoVlanSupported
1ldpV2Xdot1RemProtoVlanEnabled
lldpV2Xdot1RemVIanName
1IdpV2Xdot1RemProtocolld
1ldpV2Xdot1RemVidUsageDigest
lldpV2Xdot1RemManVidTxEnable
lldpV2Xdot1RemLinkAggStatus
lldpV2Xdot1RemLinkAggPortld
lldpXdot1dcbxConfigETSConfigurationEntry
lldpXdot1dcbxConfigPFCTable
lldpXdot1dcbxRemETSBasicConfigurationTable
lldpXdotldcbxRemETSConPriorityAssignmentTable
lldpXdotldcbxRemETSRecoTrafficSeléctionAlgorithmTable
lldpXdotldcbxRemPFCBasicTable
lldpXdotldcbxRemPFCEnableTable
lldpXdotldcbxAdminETSBasieConfigurationTable
lldpXdot1dcbx AdminETSEGonPriority AssignmentTable
lldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmTable
lldpXdot1dcbxAdminPFCBasicTable
lldpXdot1dcbxAdminPFCEnableTable
lldpXdot1ldcbxRemApplicationPriority AppTable
lldpXdotldebxRemApplicationVlanAppTable
lldpXdotldcbx AdminApplicationPriorityAppTable
lldpXdot1dcbxAdminApplicationVlanAppTable
lldpXdot1RemCiBasicTable
lldpXdot1CiRemQueueMapTable
lldpXdot1RemTrTable
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D.5.5 IEEE 802.1 LLDP extension MIB module—version 217 18

Change D.5.5 as follows:

In the following MIB definition, should any discrepancy between the DESCRIPTION text and the
corresponding definition in D.2.1 through D.5 occur, the definition in D.2.1 through D.5 shall take
precedence.

LLDP-EXT-DOT1-V2-MIB DEFINITIONS ::= BEGIN

IMPORTS

MODULE-IDENTITY,
OBJECT-TYPE,
Unsigned32

FROM SNMPv2-SMI
TruthValue,
TEXTUAL-CONVENTTONCONVENTION,
MacAddress

FROM SNMPv2-TC
SnmpAdminString

FROM SNMP-FRAMEWORK-MIB
MODULE-COMPLIANCE,
OBJECT-GROUP

FROM SNMPv2-CONF
ifGeneralInformationGroup

FROM IF-MIB
11dpV2Extensions,
11ldpV2LocPortIfIndex,
1ldpV2RemTimeMark,
11dpV2RemLocalIfIndex,
1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex,
11dpV2PortConfigEntry

FROM LLDP-V2-MIB
VlanId

FROM Q-BRIDGE-MIB
IEEE8021PriorityValue

FROM IEEE8021-TC-MIB;+MIB
InetPortNumber

FROM INET-ADDRESS-MIB
AddressFamilyNumbers

FROM IANA-ADDRESS-FAM¥LY-NUMBERS-MIB;

11dpVv2Xdot1MIB MODULE-IDENTITY
LAST-UPDATED "2022118800007" N mber—8;—2622"202306050000Z" -- June 5, 2023
ORGANIZATION "IEEEN802.1 Working Group"
CONTACT-INFO
"  WG-URLY{ http://www.ieee802.0rg/1/
WG-EMail: “stds-802-1-1@ieee.org
Contact! IEEE 802.1 Working Group Chair
Postal: C/O IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
Piscataway, NJ 08854
USA
E-mail: stds-802-1l-chairs@ieee.org"
DESCRIPTION
"The LLDP Management Information Base extension module for
IEEE 802.1 organizationally defined discovery information.

In order to ensure the uniqueness of the LLDP-V2-MIB,
11dpV2XdotlMIB is branched from 11dpV2Extensions using an
Organizationally Unique Identifier (OUI) value as the node.

17

yal ol L e ALLD 1L £l s < < £ 1 < 41 AW aanl Jaal - tlaa 4 < < oot ila 1o <
Copyrightreteasefor-MiBs—Ysersof thisstandard-mayfreetyreproducethe VHB-modutes-in-this-standard-so-that-they-canbetsed
for their intended purpose.

18 An ASCII version of this MIB module is attached to the PDF version of this standard, and can be obtained by Web browser from the
IEEE 802.1 Website at https://1.icee802.org/mib-modules/.
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An OUI is a 24 bit globally unique number assigned by the
IEEE Registration Authority - see:

http://standards.ieee.org/develop/regauth/oui/index.html

Unless otherwise indicated, the references in this MIB

module are to IEEE Std 802.10-2022 as amended by IEEE Std 802.1Q0cz-2023.

Copyright (C) IEEE (26222023).
This version of this MIB module is part of IEEE Std 802.1Q;
see that standard for full legal notices."

REVISION "202306050000Z2" -- June 5, 2023

DESCRIPTION

"Published as part of IEEE Std 802.1Qcz-2023.

Congestion Isolation objects added."

REVISION "202211080000z" -- November 8, 2022
DESCRIPTION
"Published as part of IEEE Std 802.10Q0-2022.
Cross references and contact information updated."

REVISION "201807010000z" -- July 1, 2018

DESCRIPTION
"Published as part of IEEE Std 802.1Q 2018 revision.
Cross references updated and corrected.
Changes introduced by IEEE Std 802.1Q0cd-2015 and
IEEE Std 802.10-2014 Cor 1-2015 merged. "

REVISION "2015021600002" -- February 16, 2015
DESCRIPTION
"Published as part of IEEE Std 802.1Q 20}4\Cor-1.
Updated as a result of maintenance items, #0132 and #0152"

REVISION "201502160000z" -- February 16, 2015

DESCRIPTION
"Published as part of IEEE Std ,8Q2)1Qcd.
Adds Application VLAN TLV objeetfs to the DCBX groups of
the MIB module."

REVISION "201412150000z" -- December 15, 2014

DESCRIPTION
"Published as part of "LEEE Std 802.1Q 2014 revision.
Cross references updated and corrected.
New tables 1ldpV2XdetlRemVidUsageDigestV2Table
and lldpv2XdotlRemManVidv2Table inserted; old
versions depreecated. New versions add an index for
1ldpV2RemIndex. "

REVISION "201108250000z" -- March 25, 2011

DESCRIPTION
"Published as part of IEEE Std 802.1Qaz-2011. Adds the DCBX
objects to the MIB module"

REVISFON."2011032300002" -- March 23, 2011

DESCRLPRTION
"Published as part of IEEE Std 802.1Q0-2011 revision.
This revision contains changes associated with
relocating the extension MIB from IEEE Std 802.1AB to
IEEE Std 802.1Q, minor tweaks to the text of the
DESCRIPTION statement above to fix references to
IEEE Std 802.1Q, updating of references to refer to
Annex D, and addition of object definitions for
Congestion Notification TLVs and corresponding
compliance statements."

REVISION "200906080000z2" -- June 08, 2009
DESCRIPTION

"Published as part of IEEE Std 802.1AB-2009 revision.
This revision incorporated changes to the MIB to
support the use of LLDP with multiple destination MAC
addresses, and to import the Link Aggregation TLV
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from the IEEE 802.3 extension MIB"

-- OUI for IEEE 802.1 is 32962 (00-80-C2)
::= { lldpV2Extensions 32962 }

-- Organizationally Defined Information Extension - IEEE 802.1
-- Definitions to support the basicSet TLV set (Table D-1)

11ldpV2XdotlObjects OBJECT IDENTIFIER ::= { 11dpV2XdotlMIB 1 }

-- LLDP IEEE 802.1 extension MIB groups

11ldpv2XdotlConfig OBJECT IDENTIFIER ::= { 1ldpV2XdotlObjects 1 }
11ldpVv2XdotlLocalData OBJECT IDENTIFIER ::= { 1ldpV2XdotlObjects 2 }
lldpV2XdotlRemoteData OBJECT IDENTIFIER ::= { 1lldpV2XdotlObjects 3 }

LldpV2XLinkAggStatusMap ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"This TC describes the link aggregation statuss«

The bit 'aggCapable (0)' indicates the linkg®s\ capable of being
aggregated if 1, not capable if 0.

The bit 'aggEnabled(l)' indicates the Aink is currently in
an aggregation if 1, not in an aggpegation if O.

The bits 'portTypelLS(l)' and portTypeMS(2)' form the LS

and MS bits of a Port Type value respectively:

00 = no port type specified

01 = transmitted from Aggregation Port

10 = transmitted from Aggregator

11 = transmitted from an*Aggregator with a single
Aggregation Port.

The remaining bitd/are reserved for future standardization."
SYNTAX BITS {
aggCapable (0)
aggEnabled (1)W
portTypelS(29 ,
portTypeMS«3)

{

-- 1lldpV2XdotlConfigPortVlianTable : configure the transmission of the
-7 Port VLAN-ID TLVs on set of ports.

I1dpv2XdotlConfigPortVlianTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlConfigPortVlanEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that controls selection of LLDP Port VLAN-ID TLVs
to be transmitted on individual ports."

:= { 1lldpv2XdotlConfig 1 }

1ldpV2XdotlConfigPortVlanEntry OBJECT-TYPE
SYNTAX LldpV2XdotlConfigPortVlanEntry
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"LLDP configuration information that controls the

Transmission Or IEEE 80Z.1 organizationally Jerined Port
VLAN-ID TLV on LLDP transmission-capable ports.

This configuration object augments the
lldpVv2PortConfigEntry of the LLDP-MIB, therefore it is only
present along with the port configuration defined by the
associated 1lldpV2PortConfigEntry entry.

Each active 1lldpConfigEntry is restored from non-volatile
storage (along with the corresponding
lldpV2PortConfigEntry) after a re-initialization of the
management system."

AUGMENTS { lldpV2PortConfigEntry }

::= { 1lldpV2XdotlConfigPortVlanTable 1 }

LldpV2XdotlConfigPortVlanEntry ::= SEQUENCE {
1ldpV2XdotlConfigPortVlanTxEnable TruthValue
}

11ldpV2XdotlConfigPortVlanTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The 1lldpV2XdotlConfigPortVlanTxEnable, which #swdefined
as a truth value and configured by the network¥ménagement,
determines whether the IEEE 802.1 organizagionally defined
port VLAN TLV transmission is allowed onga‘“given LLDP
transmission-capable port.

The value of this object is restored from non-volatile
storage after a re-initialization of the management system."
REFERENCE
"9.1.2.1 of IEEE Std 802.1AB"
DEFVAL { false }
:= { lldpV2XdotlConfigPortVlanEntky ) }

-- 1lldpV2XdotlConfigVlanNameTable) : configure the transmission of the
- VLAN name instances on set of ports.

11dpv2XdotlConfigVlanNameTable OBJECT-TYPE

SYNTAX SEQUENGE~ OF LldpV2XdotlConfigVlanNameEntry
MAX-ACCESS notsat€essible

STATUS current

DESCRIPTION

"The table that controls selection of LLDP VLAN name TLV
fnstances to be transmitted on individual ports."
:= {1kdpv2XdotlConfig 2 }

1ldpV2KdetlConfigVlanNameEntry OBJECT-TYPE

SYNTAX LldpV2XdotlConfigVlanNameEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"LLDP configuration information that specifies the set of
ports (represented as a PortList) on which the Local System
VLAN name instance is transmitted.

This configuration object augments the lldpV2LocVlanEntry,
therefore it is only present along with the VLAN Name
instance contained in the associated lldpV2LocVlanNameEntry

entry.

Each active 1lldpV2XdotlConfigVlanNameEntry is restored
from non-volatile storage (along with the corresponding
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lldpV2XdotlLocVlanNameEntry) after a re-initialization of
the management system."

AUGMENTS { lldpV2XdotlLocVlanNameEntry }

::= { 1lldpV2XdotlConfigVlanNameTable 1 }

LldpV2XdotlConfigVlanNameEntry ::= SEQUENCE {
1ldpV2XdotlConfigVlanNameTxEnable TruthValue
}

11dpVv2XdotlConfigVlanNameTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The boolean value that indicates whether the corresponding
Local System VLAN name instance is transmitted on the
port defined by the given 1lldpV2XdotlLocVlanNameEntry.

The value of this object is restored from non-volatile
storage after a re-initialization of the management
system."
REFERENCE
"9.1.2.1 of IEEE Std 802.1AB"
DEFVAL { false }
:= { lldpv2XdotlConfigVlanNameEntry 1 }

-- 11ldpV2XdotlConfigProtoVlanTable : configure the tramsmission of the
- protocol VLAN inspancés on set
-= of ports.

11dpv2XdotlConfigProtoVlanTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlConfigProtoVlanEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The table that controls,selection of LLDP Port And
Protocol VLAN ID TLV igstances to be transmitted on
individual ports."

:= { 1lldpV2XdotlConfig 3 1}

1ldpV2XdotlConfigProtoVlanEnfiry OBJECT-TYPE

SYNTAX LldpV2XdothConfigProtoVlanEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"LLDP (configuration information that specifies the set of
ports (represented as a PortList) on which the Local System
BrQtocol VLAN instance is transmitted.

This configuration object augments the
11ldpV2XdotlLocVlanEntry, therefore it is only present along
with the Port and Protocol VLAN ID instance contained in
the associated 1ldpV2XdotlLocVlanEntry entry.

Each active 11ldpV2XdotlConfigProtoVlanEntry is restored
from non-volatile storage (along with the corresponding
1ldpVv2XdotlLocProtoVlanEntry) after a re-initialization of
the management system."

AUGMENTS { 1lldpV2XdotlLocProtoVlanEntry }
:= { 1lldpV2XdotlConfigProtoVlanTable 1 }

LldpV2XdotlConfigProtoVlanEntry ::= SEQUENCE ({
11ldpV2XdotlConfigProtoVlanTxEnable TruthValue
}
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1ldpV2XdotlConfigProtoVlanTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current

DESCRIPTION
"The boolean value that indicates whether the corresponding
Local System Port and Protocol VLAN instance is
transmitted on the port defined by the given
lldpV2XdotlLocProtoVlanEntry.

The value of this object is restored from non-volatile
storage after a re-initialization of the management system."
REFERENCE
"9.1.2.1 of IEEE Std 802.1AB"
DEFVAL { false }
:= { 1lldpvV2XdotlConfigProtoVlanEntry 1 }

-- 1ldpV2XdotlConfigProtocolTable : configure the transmission of the
- protocol instances on set
-= of ports.

11dpVv2XdotlConfigProtocolTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlConfigProtocolEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The table that controls selection of LLDP Prototol
TLV instances to be transmitted on individwal\ ports."
::= { 1lldpV2XdotlConfig 4 }

1ldpV2XdotlConfigProtocolEntry OBJECT-TYPE

SYNTAX LldpV2XdotlConfigProtocolEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"LLDP configuration informatien that specifies the set of
ports (represented as a Portliist) on which the Local System
Protocol instance is transmitted.

This configuration objett augments the
11ldpVv2XdotlLocProtoBntry, therefore it is only present
along with the Prdfecol instance contained in the
associated lldpV2XdotlLocProtoEntry entry.

Each active, INdpvV2XdotlConfigProtocolEntry is restored
from non-wolatile storage (along with the corresponding
lldpVv2XdotiLocProtocolEntry) after a re-initialization of
the management system."

AUGMENTS { 1lidpV2XdotlLocProtocolEntry }

::= { lldpV2XdotlConfigProtocolTable 1 }

Lldpv2XdotlConfigProtocolEntry ::= SEQUENCE ({
l11ldpv2xXdotlConfigProtocolTxEnable TruthValue
}

I dpV2XdotlConfigProtocolTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The boolean value that indicates whether the corresponding
Local System Protocol Identity instance is transmitted

on the port defined by the given
1ldpVv2XdotlLocProtocolEntry.

The value of this object is restored from non-volatile
storage after a re-initialization of the management
system."
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REFERENCE

"9.1.2.1 of IEEE Std 802.1AB"
DEFVAL { false }
::= { lldpvV2XdotlConfigProtocolEntry 1 }

-— 1lldpV2XdotlConfigVidUsageDigestTable: configure the transmission
-- of the VID Usage Digest TLVs on set of ports.
11dpV2XdotlConfigVidUsageDigestTable OBJECT-TYPE
SYNTAX SEQUENCE OF LldpV2XdotlConfigVidUsageDigestEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A table that controls selection of LLDP VID Usage Digest
TLVs to be transmitted on individual ports."
::= { lldpV2XdotlConfig 5 }

11ldpV2XdotlConfigVidUsageDigestEntry OBJECT-TYPE
SYNTAX LldpV2XdotlConfigVidUsageDigestEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"LLDP configuration information that specifies the set of
ports (represented as a PortList) on which the local
system VID Usage Digest instance will be transmitted.
This configuration object augments the
lldpLocVidUsageDigestEntry, therefore it is only preséent
along with the VID Usage Digest instance
contained in the associated 1lldpV2XdotlLocVidUgageDigestEntry
entry. Each active 1ldpConfigVidUsageDigestEmtery must be
restored from non-volatile storage and re-greated (along with
the corresponding 1lldpV2XdotlLocVidUsageDigestEntry) after
a re-initialization of the management syStem."
AUGMENTS { lldpV2XdotlLocVidUsageDigestEntry.J
::= { 1lldpV2XdotlConfigVidUsageDigestTable 1 }

LldpV2XdotlConfigVidUsageDigestEntry ::= SEQUENCE ({
11dpV2XdotlConfigVidUsageDigestTxEnable TruthValue
}

11dpv2XdotlConfigVidUsageDigestTxEgabie OBJIECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The boolean value that indicates whether the corresponding
Local System VID Usage Digest instance will be transmitted
on the port, defined by the given
11ldpV2XdotdlecVidUsageDigestEntry. The value of this object
must be (restored from non-volatile storage after a
reinitialization of the management system."
REFERENCE
"OwIN2.1 of IEEE Std 802.1AB"
DEFVALNY false }
::= { lldpV2XdotlConfigVidUsageDigestEntry 1 }

~< J1dpV2XdotlConfigManvVidTable : configure the transmission of the
%7 Management VID TLVs on set of ports.
1ldpV2XdotlConfigManVidTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlConfigManVidEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that controls selection of LLDP Management VID

TLVs to be transmitted on individual ports."
::= { lldpV2XdotlConfig 6 }

11ldpV2XdotlConfigManVidEntry OBJECT-TYPE
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SYNTAX LldpV2XdotlConfigManVidEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

TLDP CONIigUration 1NIOIMation Tthat SPeClrles Tthe Set orf
port/destination address pairs on which the Local
System Management VID will be transmitted.
This configuration object augments the
lldpV2XdotlLocManVidEntry, therefore it is
only present along with the Management VID contained
in the associated 11ldpV2XdotlLocManVidEntry entry.
Each active 11dpV2XdotlConfigManVidEntry must be
restored from non-volatile storage (along with the
corresponding 1lldpV2XdotlLocManVidEntry) after a
re-initialization of the management system."

AUGMENTS { lldpV2XdotlLocManVidEntry }
::= { 1lldpV2XdotlConfigManVidTable 1 }

LldpV2XdotlConfigManVidEntry ::= SEQUENCE ({
1ldpVv2XdotlConfigManVidTxEnable TruthValue
}

1ldpV2XdotlConfigManVidTxEnable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The lldpV2XdotlConfigManVidTxEnable, which is defined as a
truth value and configured by the network management/,
determines whether the IEEE 802.1 organizationally
defined Management VID TLV transmission is akIowed on a given
LLDP transmission-capable port.
The value of this object must be restored\from
non-volatile storage after a re-initiali%ation of the
management system."
REFERENCE
"9.1.2.1 of IEEE Std 802.1AB"
DEFVAL { false }
::= { 1lldpV2XdotlConfigManVidEntry 1 }

-- 1lldpV2XdotlLocTable - indexed by ifIndex.

11dpV2XdotlLocTables\\OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLocEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPZTON

"This table contains one row per port for IEEE 802.1
organizationally defined LLDP extension on the local system
known to this agent."

»="{ lldpV2XdotlLocalData 1 }

Il dpV2XdotlLocEntry OBJECT-TYPE

SYNTAX LldpV2XdotlLocEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION

"Information about IEEE 802.1 organizationally defined
LLDP extension."

INDEX { 1lldpV2LocPortIfIndex }

::= { 1lldpV2XdotlLocTable 1 }

LldpV2XdotlLocEntry ::= SEQUENCE ({
1ldpV2XdotlLocPortVlanId Unsigned32
}
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11dpV2XdotlLocPortVlanId OBJECT-TYPE

SYNTAX Unsigned32(0|1..4094)
MAX-ACCESS read-only
TATU CUrrent
DESCRIPTION
"The integer value used to identify the port's VLAN
identifier—Identifier associated with the local system. A value

of zero shall be used if the system either does not know
the PVID or does

not support Port-based VLAN operation."
REFERENCE

"D.2.1.1"
::= { 1lldpV2XdotlLocEntry 1 }

-- lldpV2XdotlLocProtoVlanTable: Port and Protocol VLAN information
-- re-indexed by iflIndex.

11ldpV2XdotlLocProtoVlanTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLocProtoVlanEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one or more rows per Port and\Protocol
VLAN information about the local system."
:= { lldpvV2XdotlLocalData 2 }

lldpV2XdotlLocProtoVlanEntry OBJECT-TYPE

SYNTAX LldpV2XdotlLocProtoVlanEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Port and protocol VLAN ID Information about a particular
port component. There may be mdltiple port and protocol
VLANs, identified by a partieular
11ldpVv2XdotlLocProtoVlanId,{configured on the given port."
INDEX { 1ldpV2LocPortIfIndex,
lldpV2XdotlLocProtoWantd }
::= { lldpV2XdotlLocProtoVlanTable 1 }

LldpV2XdotlLocProtoVlanEntrys (&5 SEQUENCE {
1ldpv2XdotlLocProtovVlanld Unsigned32,
11ldpV2XdotlLocProtoYVhanSupported TruthValue,
1ldpV2XdotlLocProtoVlanEnabled TruthValue

}

1ldpV2XdotlLocProtoVlanId OBJECT-TYPE

SYNTAX Unsigned32(0|1..4094)
MAX-ACCESS\\not-accessible
STATUS current

DESCRFPT.ION

"The integer value used to identify the port and protocol
VLANs associated with the given port associated with the
local system. A value of zero shall be used if the system
either does not know the protocol VLAN ID (PPVID) or does
not support port and protocol VLAN operation."

REFERENCE
"D.2.2.2"

::= { 1lldpV2XdotlLocProtoVlanEntry 1 }

lldpV2XdotlLocProtoVlanSupported OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The truth value used to indicate whether the given port
(associated with the local system) supports port and
protocol VLANs."
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REFERENCE
"D.2.2.1"
::= { lldpV2XdotlLocProtoVlanEntry 2 }

TIdp JOTILOCPTOTOVIanEnabled  OUBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The truth value used to indicate whether the port and
protocol VLANs are enabled on the given port associated
with the local system."

REFERENCE
"D.2.2.1"

:= { lldpV2XdotlLocProtoVlanEntry 3 }

-- lldpV2XdotlLocVlanNameTable : VLAN name information about the local
-- system indexed by ifIndex.

1ldpV2XdotlLocVlanNameTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLocVlanNameEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one or more rows per IEEE/8Q2.1Q0 VLAN
name information on the local system known to\this agent.”
::= { 1lldpV2XdotlLocalData 3 }

11ldpV2XdotlLocVlanNameEntry OBJECT-TYPE

SYNTAX LldpV2XdotlLocVlanNameEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"VLAN name Information about aparticular port component.
There may be multiple VLANs,\identified by a particular
11ldpv2XdotlLocVlanId, confligured on the given port."
INDEX { 1ldpV2LocPortIfIndex,
l1ldpV2XdotlLocVlanIdi
::= { lldpV2XdotlLocVlanNameTakle 1 }

LldpV2XdotlLocVlanNameEntry < {#) SEQUENCE {
11dpVv2XdotlLocVlanId VlanId,
11ldpVv2XdotlLocVlanName SnmpAdminString

}

11dpV2XdotlLocVlanId\“@BJECT-TYPE

SYNTAX VlanTd
MAX-ACCESS not-accessible
STATUS current
DESCRIPZTON

"The integer value used to identify the IEEE 802.1Q
VLAN IDs with which the given port is compatible."
REFERENCE
"D.2.3.2"
7= { lldpv2XdotlLocVlanNameEntry 1 }

LVdpv2XdotlLocVlanName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(1..32))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The string value used to identify VLAN name identified
by the Vlan Id associated with the given port on the
local system.

This object should contain the value of the
dotlQVLANStaticName object (defined in IETF RFC 4363)
identified with the given 1ldpV2XdotlLocVlanId."
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REFERENCE
"D.2.3.4"
::= { lldpV2XdotlLocVlanNameEntry 2 }

-- 1ldpV2XdotlLocProtocolTable : Protocol Identity information
-- re-indexed by ifIndex and destination address

11ldpV2XdotlLocProtocolTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLocProtocolEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one or more rows per protocol identity
information on the local system known to this agent."
REFERENCE
"D.2.4"
::= { 1lldpV2XdotlLocalData 4 }

lldpV2XdotlLocProtocolEntry OBJECT-TYPE

SYNTAX LldpV2XdotlLocProtocolEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Information about particular protocols that are~acctessible
through the given port component.

There may be multiple protocols, identified™by particular
1ldpVv2XdotlProtocolIndex, lldpV2LocPortIfindex"
REFERENCE
"D.2.4"
INDEX { 1ldpV2LocPortIfIndex,
lldpV2XdotlLocProtocolIndex }
:= { lldpV2XdotlLocProtocolTable 1 }

LldpV2XdotlLocProtocolEntry ::= SEQUENCENY

lldpV2XdotlLocProtocolIndex Unsigned32,
11dpV2XdotlLocProtocolId OCTET* STRING

1ldpV2XdotlLocProtocolIndex +@BJECT-TYPE

SYNTAX Unsigned32 (1.).22147483647)
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This objeet represents an arbitrary local integer value
used By ;this agent to identify a particular protocol
identity."

::= { lldpVeXdotlLocProtocolEntry 1 }

11ldpV2XdoglLoCcProtocolId OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (1..255))
MAX-ACCESS read-only

SFATUS current

BESCRIPTION

"The octet string value used to identify the protocols
associated with the given port of the local system."
REFERENCE
"D.2.4.3"
::= { lldpV2XdotlLocProtocolEntry 2 }

-- 1lldpV2XdotlLocVidUsageDigestTable: Table of hash values of
-- system VID Usage Table transmitted

-- via VID Usage Digest TLV.
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11ldpV2XdotlLocVidUsageDigestTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLocVidUsageDigestEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION
"This table contains one row per ifIndex/
destination MAC address pair for usage digest
information on the local system known to this agent."
REFERENCE
"D.2.5"
::= { 1lldpV2XdotlLocalData 5 }

1ldpV2XdotlLocVidUsageDigestEntry OBJECT-TYPE

SYNTAX LldpV2XdotlLocVidUsageDigestEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Usage digest information to be transmitted
through the given port."
REFERENCE
"D.2.5"
INDEX { 1lldpV2LocPortIfIndex }
:= { 1lldpV2XdotlLocVidUsageDigestTable 1 }

LldpV2XdotlLocVidUsageDigestEntry ::= SEQUENCE {
11dpV2XdotlLocVidUsageDigest Unsigned32
}

1ldpV2XdotlLocVidUsageDigest OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The integer value obtained by applying the CRC32 function
to the 128-octet VID Usage Table. A bi®w of the VID Usage
Table contains the value PBB-TE-USAGE (binary 1) if the
corresponding element of the MST Cesxfiguration Table
(IEEE Std 802.1Q 8.9.1) contains\the value PBB-TE MSTID
(hex FFE) and otherwise contaifs }the value NON-PBB-TE-USAGE
(binary 0)."

REFERENCE
"D.2.5.1"

:= { lldpV2XdotlLocVidUsageDigé&stEntry 1 }

-- 1lldpV2XdotlLocManVidTalhe: Table of values configured on the Local
-- system for the Management VID, or the value 0 if a Management VID
-- has not been provisioned.

11dpV2XdotlLocManVidTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLocManVidEntry
MAX-ACCESS\" not-accessible

STATUS current

DESCRIPTION

"This table contains one row per ifIndex/
destination MAC address pair for usage digest
information on the local system known to this agent."
REFERENCE
"D.2.6"
:= { lldpvV2XdotlLocalData 6 }

11ldpV2XdotlLocManVidEntry OBJECT-TYPE

SYNTAX LldpV2XdotlLocManVidEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Usage digest information to be transmitted
through the given port."

REFERENCE
"D.2.6"
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INDEX { 1lldpV2LocPortIfIndex }
::= { 1lldpV2XdotlLocManVidTable 1 }

LldpV2XdotlLocManVidEntry ::= SEQUENCE ({

L1dp AdotlLocManvid Unsigneds

}

11dpV2XdotlLocManVid OBJECT-TYPE
SYNTAX Unsigned32 (0|1..4094)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The integer value configured on the Local system for
the Management VID, or
the value 0 if a Management VID has not been provisioned."
REFERENCE
"D.2.6.1"
::= { 1lldpV2XdotlLocManVidEntry 1 }

--- 1lldpV2XdotlLocLinkAggTable: Link Aggregation Information Takle

1ldpVv2XdotlLocLinkAggTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLocLinkAggEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per portidf link aggregation
information (as a part of the LLDPW802.1 organizational
extension) on the local system Known to this agent."

::= { 1lldpV2XdotlLocalData 7 }

1ldpV2XdotlLocLinkAggEntry OBJECT-TYPE

SYNTAX LldpV2XdotlLocLinkAggEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"Link Aggregation (¥mformation about a particular port
component."

INDEX { 1lldpV2LocPortIfIndex }

:= { lldpV2XdotlLocDdinkAggTable 1 }

LldpV2XdotlLocLinkAggEntry ::= SEQUENCE ({
11ldpV2XdotlLoglinkAggStatus LldpV2XLinkAggStatusMap,
1ldpv2XdotiLocLinkAggPortId Unsigned32

}

1ldpV2XdogiltocLinkAggStatus OBJECT-TYPE

SYNTAX L1dpV2XLinkAggStatusMap
MAX-ACCESS read-only

SPATUS current

BESCRIPTION

"The bitmap value contains the link aggregation
capabilities and the current aggregation status of the
link."
REFERENCE
"IEEE Std 802.1AX"
:= { lldpV2XdotlLocLinkAggEntry 1 }

1ldpV2XdotlLocLinkAggPortId OBJECT-TYPE

SYNTAX Unsigned32(0]1..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This object contains the IEEE 802.1 aggregated port
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identifier, aAggPortID (IEEE Std 802.1AX, 6.3.2.1.1),
derived from the ifNumber of the ifIndex for the port
component in link aggregation.

TT The poOrTC 15 ot Il I1INK aggregation state and/or it
does not support link aggregation, this value should be set
to zero."

REFERENCE
"IEEE Std 802.1AX"

::= { 11ldpV2XdotlLocLinkAggEntry 2 }

-- lldpV2XdotlRemTable - re-indexed for ifIndex and destination MAC
-- address

1ldpV2XdotlRemTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlRemEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one or more rows per physical{metwork
connection known to this agent. The agent may wish“to
ensure that only one 1lldpV2XdotlRemEntry is present for
each local port, or it may choose to maintaim\rmultiple
1ldpV2XdotlRemEntries for the same local pgrt\"

::= { lldpV2XdotlRemoteData 1 }

l1ldpV2XdotlRemEntry OBJECT-TYPE

SYNTAX LldpV2XdotlRemEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION

"Information about a particular port component."
INDEX { 1ldpV2RemTimeMark,
1ldpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex }
:= { lldpV2XdotlRemTable 1 %

LldpV2XdotlRemEntry ::= SEQUENCE {
1ldpVv2XdotlRemRortvVlianId Unsigned32
}

11dpV2XdotlRemPortViandd OBJECT-TYPE

SYNTAX Unsigned32(0|1..4094)
MAX-ACCESS read-only

STATUS current

DESCRIPZTON

"The integer value used to identify the port's VLAN
identifier—Identifier associated with the remote system. if the
remote system either does not know the PVID or does not
support Port-based VLAN operation, the value of
l1ldpV2XdotlRemPortVlanId should be zero."

REFERENCE
"D.2.1.1"

:= { lldpvV2XdotlRemEntry 1 }

-- 1ldpV2XdotlRemProtoVlanTable - re-indexed by ifIndex and
-— destination MAC address

11ldpV2XdotlRemProtoVlanTable OBJECT-TYPE
SYNTAX SEQUENCE OF LldpV2XdotlRemProtoVlanEntry
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table contains one or more rows per Port and Protocol

TAN INIOIMation about CNE IeMOTE SySCem, Ieceived on the
given port."
::= { lldpV2XdotlRemoteData 2 }

lldpV2XdotlRemProtoVlanEntry OBJECT-TYPE

SYNTAX LldpV2XdotlRemProtoVlanEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Port and protocol VLAN name Information about a particular
port component. There may be multiple protocol VLANs,
identified by a particular 1lldpV2XdotlRemProtoVlanId,
configured on the remote system."
INDEX { 11ldpV2RemTimeMark,
11dpV2RemLocalIfIndex,
1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex,
1ldpV2XdotlRemProtoVlanId }
:= { lldpV2XdotlRemProtoVlanTable 1 }

LldpV2XdotlRemProtoVlanEntry ::= SEQUENCE ({
1ldpV2XdotlRemProtoVlanId Unsigned32,
11ldpV2XdotlRemProtoVlanSupported TruthValue,
lldpV2XdotlRemProtoVlanEnabled TruthValue

}

11ldpV2XdotlRemProtoVlanId OBJECT-TYPE

SYNTAX Unsigned32(0|1..4094)
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION

"The integer value used to identify the port and protocol
VLANs associated with the given.eort associated with the
remote system.

If port and protocol VLANs{ape not supported on the given
port associated with the_,.remote system, or if the port is
not enabled with any pomf“and protocol VLAN, the value of
1ldpV2XdotlRemProtoVlantd should be zero."

REFERENCE
"D.2.2.2"

::= { 1lldpV2XdotlRemProtoVlanEntry 1 }

lldpV2XdotlRemProtoVlanSupported OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read=only
STATUS current
DESCRIPTION

"The truth value used to indicate whether the given port
tassociated with the remote system) is capable of
stpporting port and protocol VLANs."
REFERENCE
"D.2.2.1"
»="{ lldpV2XdotlRemProtoVlanEntry 2 }

Il dpV2XdotlRemProtoVlanEnabled OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The truth value used to indicate whether the port and
protocol VLANs are enabled on the given port associated
with

the remote system."

REFERENCE
"D.2.2.1"
::= { 1lldpV2XdotlRemProtoVlanEntry 3 }
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-- 1ldpV2XdotlRemVlanNameTable : VLAN name information of the remote

== System
-- Re-indexed by ifIndex and destination MAC address

1ldpv2XdotlRemVlanNameTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlRemVlanNameEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one or more rows per IEEE 802.1Q VLAN
name information about the remote system, received on the
given port."
REFERENCE
"D.2.3"
:= { lldpV2XdotlRemoteData 3 }

lldpV2XdotlRemVlanNameEntry OBJECT-TYPE

SYNTAX LldpV2XdotlRemVlanNameEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"VLAN name Information about a particular port compornent.
There may be multiple VLANs, identified by a particular
1ldpV2XdotlRemVlanId, received on the given port="
INDEX { 11dpV2RemTimeMark,
l1ldpV2RemLocalIfIndex,
11ldpV2RemLocalDestMACAddress,
11ldpV2RemIndex,
11ldpV2XdotlRemVlanId }
:= { lldpV2XdotlRemVlanNameTable 1 }

LldpV2XdotlRemVlanNameEntry ::= SEQUENCE {
1ldpV2XdotlRemVlanId Vlanld,
lldpV2XdotlRemVlanName SnmpAdminString

11ldpv2XdotlRemVlanId OBJECT-TYPE

SYNTAX VlanId
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The integer yalue used to identify the IEEE 802.1Q
VLAN IDs withnwhich the given port of the remote system
is compatible."

REFERENCE
"D.2.3.2"

::= { 1lldpV2XdotlRemVlanNameEntry 1 }

1ldpV2XdotlRemVlanName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(1..32))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The string value used to identify VLAN name identified
by the VLAN Id associated with the remote system."
REFERENCE
"D.2.3.4"
::= { 1lldpV2XdotlRemVlanNameEntry 2 }

-- 1ldpV2XdotlRemProtocolTable : Protocol information of the remote

-- systems Re-indexed by ifIndex and destination MAC address

1ldpV2XdotlRemProtocolTable OBJECT-TYPE
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SYNTAX SEQUENCE OF LldpV2XdotlRemProtocolEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

TN1S Tapble Contains oOne O MOIE LOWS PEr Protocorl
information about the remote system, received on
the given port."

:= { lldpV2XdotlRemoteData 4 }

1ldpV2XdotlRemProtocolEntry OBJECT-TYPE

SYNTAX LldpV2XdotlRemProtocolEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Protocol information about a particular port component.
There may be multiple protocols, identified by a particular
11dpVv2XdotlProtocolIndex, received on the given port."
INDEX { 11ldpV2RemTimeMark,

11dpV2RemLocalIfIndex,

1ldpV2RemLocalDestMACAddress,

11dpV2RemIndex,

1ldpV2XdotlRemProtocolIndex }

:= { lldpV2XdotlRemProtocolTable 1 }

LldpV2XdotlRemProtocolEntry ::= SEQUENCE {
l1ldpV2XdotlRemProtocolIndex Unsigned32,
11ldpV2XdotlRemProtocolId OCTET STRING

}

l1ldpV2XdotlRemProtocolIndex OBJECT-TYPE

SYNTAX Unsigned32(1..2147483647)
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This object represents an arbitrapy Woécal integer value
used by this agent to identify a patticular protocol
identity."

::= { 1lldpV2XdotlRemProtocolEntry 1 }

11ldpv2XdotlRemProtocolId OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (l. .255))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The octet string(value used to identify the protocols
associated with«filte given port of remote system."
REFERENCE
"D.2.4.3"
::= { lldpV2XdotlRemProtocolEntry 2 }

-- lldpV2XdetlRemVidUsageDigestTable: Table of hash values of
-- systemVID/ Usage Table received

-- via VIB.Usage Digest TLV.

-— Thifs Vvérsion replaced by a reindexed version (V2).

L Vdpv2XdotlRemVidUsageDigestTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlRemVidUsageDigestEntry
MAX-ACCESS not-accessible

STATUS deprecated

DESCRIPTION

"This table contains one row per ifIndex/
destination MAC address pair for usage digest
information received by the local system."

REFERENCE
"D.2.5"
::= { 1lldpV2XdotlRemoteData 5 }
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11ldpV2XdotlRemVidUsageDigestEntry OBJECT-TYPE

SYNTAX LldpV2XdotlRemVidUsageDigestEntry
MAX-ACCESS not-accessible
STATUS deprecated

DESCRIPTION

"Usage digest information received on

the given port/destination address pair."
REFERENCE

"D.2.5"

INDEX { 1ldpV2RemTimeMark,
11dpV2RemLocalIfIndex,
11ldpV2RemLocalDestMACAddress }

::= { 1lldpV2XdotlRemVidUsageDigestTable 1 }

LldpV2XdotlRemVidUsageDigestEntry ::= SEQUENCE {
11dpV2XdotlRemVidUsageDigest Unsigned32
}

11ldpV2XdotlRemVidUsageDigest OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-only

STATUS deprecated

DESCRIPTION
"The integer value obtained by applying the CRC32 function
to the 128-octet VID Usage Table. A bit of the VID Usage
Table contains the value PBB-TE-USAGE (binary 1) if the
corresponding element of the MST Configuration Table
(IEEE Std 802.1Q 8.9.1) contains the value PBB-TE MSTID
(hex FFE) and otherwise contains the value NON-PBEBYTE-USAGE
(binary 0)."

REFERENCE
"D.2.5.1"

:= { 1lldpV2XdotlRemVidUsageDigestEntry 1 }

-- 1lldpV2XdotlRemManVidTable: Table of values ¢onfigured on remote
-- systems for the Management VID, or the wadlue 0 if a Management
-- VID has not been provisioned.

-- This version replaced by a reindexed\version (V2).

11dpv2XdotlRemManVidTable OBJECT+TYPE

SYNTAX SEQUENCE OF LXdpV2XdotlRemManVidEntry
MAX-ACCESS not-accessibklé

STATUS deprecated

DESCRIPTION

"This tablé~eontains one row per ifIndex/
destinatidonn MAC address pair for management VID
informatiwon received from remote systems."
REFERENCE
"DiR.6"
1= { lrdpV2XdotlRemoteData 6 }

1ldpVv2XdotlRemManVidEntry OBJECT-TYPE

SYNTAX LldpV2XdotlRemManVidEntry
MAX=ACCESS not-accessible

STATUS deprecated

DESCRIPTION

"Management VID information received
through the given port/destination address pair."
REFERENCE
"D.2.6"
INDEX { 1ldpV2RemTimeMark,
11ldpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddress }
::= { 1lldpV2XdotlRemManVidTable 1 }

LldpV2XdotlRemManVidEntry ::= SEQUENCE ({
1ldpV2XdotlRemManVid Unsigned32
}
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11dpV2XdotlRemManVid OBJECT-TYPE
SYNTAX Unsigned32 (0[|1..4094)
MAX-ACCESS read-only

TRATUS deprecaced
DESCRIPTION
"The integer value configured on a system for
the Management VID, or
the value 0 if a Management VID has not been provisioned."
REFERENCE
"D.2.6.1"
:= { 1lldpV2XdotlRemManVidEntry 1 }

-- lldpV2XdotlRemVidUsageDigestV2Table: Table of hash values of
-- system VID Usage Table received
-- via VID Usage Digest TLV.

11dpV2XdotlRemVidUsageDigestV2Table OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlRemVidUsageDigestV2Entry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per ifIndex/
destination MAC address pair for usage digest
information received by the local system."”
REFERENCE
"D.2.5"
:= { lldpV2XdotlRemoteData 8 }

11dpV2XdotlRemVidUsageDigestV2Entry OBJECT-TYPE

SYNTAX LldpV2XdotlRemVidUsageDigestV2Ehtry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Usage digest information ecdeived on

the given port/destination address pair."
REFERENCE

"D.2.5"

INDEX { 1lldpV2RemTimeMark,
1ldpV2RemLocalififndex,
l1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex }

:= { lldpV2XdotlRemVidUsageDigestV2Table 1 }

LldpV2XdotlRemVidUsagePigestV2Entry ::= SEQUENCE {
11dpV2XdotlRemVidUsageDigestV2 Unsigned32
}

11dpV2XdoglRemVidUsageDigestV2 OBJECT-TYPE

SYNTAX . Unsigned32

MAX-ACCESS read-only

SFATUS current

BESCRIPTION
"The integer value obtained by applying the CRC32 function
to the 128-octet VID Usage Table. A bit of the VID Usage
Table contains the value PBB-TE-USAGE (binary 1) if the
corresponding element of the MST Configuration Table
(IEEE Std 802.1Q 8.9.1) contains the value PBB-TE MSTID
(hex FFE) and otherwise contains the value NON-PBB-TE-USAGE
(binary 0)."

REFERENCE
"D.2.5.1"

:= { lldpV2XdotlRemVidUsageDigestV2Entry 1 }
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-- lldpV2XdotlRemManVidV2Table: Table of values configured on remote
-- systems for the Management VID, or the value 0 if a Management
-- VID has not been provisioned.

11dpV2XdotlRemManVidvV2Table OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlRemManVidV2Entry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per ifIndex/
destination MAC address pair for management VID
information received from remote systems."
REFERENCE
"D.2.6"
:= { lldpV2XdotlRemoteData 9 }

1ldpV2XdotlRemManVidV2Entry OBJECT-TYPE

SYNTAX LldpV2XdotlRemManVidV2Entry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Management VID information received
through the given port/destination address pair."
REFERENCE
"D.2.6"
INDEX { 11dpV2RemTimeMark,
l1ldpV2RemLocalIfIndex,
lldpV2RemLocalDestMACAddress,
11dpV2RemIndex }
::= { 1ldpV2XdotlRemManVidv2Table 1 }

LldpV2XdotlRemManVidV2Entry ::= SEQUENCE {
11ldpVv2XdotlRemManVidv2 Unsigned32
}

11dpV2XdotlRemManVidv2 OBJECT-TYPE
SYNTAX Unsigned32 (0[|1..4094)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The integer value configuged“on a system for
the Management VID, or
the value 0 if a Management VID has not been provisioned."
REFERENCE
"D.2.6.1"
::= { 1lldpV2XdotlRemManVidW2Entry 1 }

--- 110dpV2XdotlRemLinkAggTable: Link Aggregation Information Table

I dpV2XdotlRemLinkAggTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlRemLinkAggEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains port link aggregation information
(as a part of the LLDP IEEE 802.1 organizational extension)
of the remote system."

::= { lldpV2XdotlRemoteData 7 }

11ldpV2XdotlRemLinkAggEntry OBJECT-TYPE
SYNTAX LldpV2XdotlRemLinkAggEntry
MAX-ACCESS not-accessible
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STATUS current

DESCRIPTION
"Link Aggregation information about remote system's port
component."

TNDE T II0pVZREMIIMeMark,

11ldpV2RemLocalIfIndex,
1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex }

:= { lldpV2XdotlRemLinkAggTable 1 }

LldpV2XdotlRemLinkAggEntry ::= SEQUENCE ({
1ldpVv2XdotlRemLinkAggStatus L1ldpV2XLinkAggStatusMap,
1ldpV2XdotlRemLinkAggPortId Unsigned32

}

1ldpV2XdotlRemLinkAggStatus OBJECT-TYPE

SYNTAX L1dpV2XLinkAggStatusMap
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The bitmap value contains the link aggregation capabilities
and the current aggregation status of the link."

REFERENCE
"IEEE Std 802.1AX"

::= { lldpV2XdotlRemLinkAggEntry 1 }

1ldpVv2XdotlRemLinkAggPortId OBJECT-TYPE

SYNTAX Unsigned32(0|1..2147483647)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This object contains the IEEE 802.1 aggregated port
identifier, aAggPortID (IEEE Std 802.1AX,.7.3.2.1.1-+63-2-+1),
derived from the ifNumber of the ifIndex for the port
component associated with the remote ‘system.

If the remote port is not in ligk aggregation state and/or
it does not support link aggregdtion, this value should be
zero."

REFERENCE
"IEEE Std 802.1AX"

::= { lldpV2XdotlRemLinkAggEntagw<2 }

1ldpVv2XdotlConformance

OBJECT IDENTIFIERM™:= { 1ldpV2XdotlMIB 2 }
1ldpV2XdotlComplidnces

OBJECT IDENTIFIER ::= { lldpV2XdotlConformance 1 }
11ldpVv2XdotlGroups

OBJECT ZDENTIFIER ::= { lldpV2XdotlConformance 2 }

-- compliance statements

1ldpV2XdotlTxRxCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"A compliance statement for SNMP entities that implement
the IEEE 802.1 organizationally defined LLDP extension MIB.

This group is mandatory for all agents that implement the
LLDP 802.1 organizational extension in TX and/or RX mode
for the basicSet TLV set.

This version defines compliance requirements for
V2 of the LLDP MIB."
MODULE -- this module
MANDATORY-GROUPS { 1lldpV2XdotlConfigGroup,
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ifGeneralInformationGroup
}
::= { lldpvV2XdotlCompliances 1 }

11dpV2XdotlTxCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"A compliance statement for SNMP entities that implement
the IEEE 802.1 organizationally defined LLDP extension MIB.

This group is mandatory for agents that implement the
LLDP 802.1 organizational extension in the RX mode
for the basicSet TLV set.

This version defines compliance requirements for
V2 of the LLDP MIB."
MODULE -- this module
MANDATORY-GROUPS { 1lldpV2XdotlLocSysGroup }

::= { 1lldpV2XdotlCompliances 2 }

l1ldpV2XdotlRxCompliance MODULE-COMPLIANCE
STATUS deprecated
DESCRIPTION
"A compliance statement for SNMP entities that implement
the IEEE 802.1 organizationally defined LLDP extensiom MIB.

This group is mandatory for agents that implement.the
LLDP 802.1 organizational extension in the R¥\ Mode
for the basicSet TLV set.

This version defines compliance requirefments for
V2 of the LLDP MIB."
MODULE -- this module
MANDATORY-GROUPS { 1lldpV2XdotlRemSysGrelp }

::= { 1lldpV2XdotlCompliances 3 }

1ldpV2XdotlRxComplianceV2 MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"A compliance statementrfor SNMP entities that implement
the IEEE 802.1 orgamizationally defined LLDP extension MIB.

This group is mandatory for agents that implement the
LLDP 802.1 organizational extension in the RX mode
for the basicSet TLV set.

This vexslen defines compliance requirements for
V2 of (the LLDP MIB."
MODULE -- this module
MANDATORY-GROUPS { 1lldpV2XdotlRemSysV2Group }

:= {1idpv2XdotlCompliances 4 }

-- MIBygroupings for the basicSet TLV set

IdpV2XdotlConfigGroup OBJECT-GROUP

OBJECTS {
1ldpV2XdotlConfigPortvVlanTxEnable,
1ldpV2XdotlConfigVlanNameTxEnable,
11ldpVv2XdotlConfigProtoVlanTxEnable,
1ldpV2XdotlConfigProtocolTxEnable,
11ldpV2XdotlConfigVidUsageDigestTxEnable,
1ldpV2XdotlConfigManVidTxEnable

}

STATUS current

DESCRIPTION
"The collection of objects that are used to configure the
IEEE 802.1 organizationally defined LLDP extension

142
Copyright © 2023 IEEE. All rights reserved.



https://standardsiso.com/api/?name=02be91bf20cd269617d1d02305d423e5

ISO/IEC/IEEE 8802-1Q:2024/Amd.35:2024(en)

IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation

implementation behavior for the basicSet TLV set."
::= { 1ldpV2XdotlGroups 1 }

1ldpV2XdotlLocSysGroup OBJECT-GROUP

OBJUECTS 1
11ldpV2XdotlLocPortVlanId,
lldpV2XdotlLocProtoVlanSupported,
1ldpVvV2XdotlLocProtoVlanEnabled,
1ldpVv2XdotlLocVlanName,
1ldpV2XdotlLocProtocolId,
11dpv2XdotlLocVidUsageDigest,
1ldpV2XdotlLocManVid,
11dpVv2XdotlLocLinkAggStatus,
1ldpV2XdotlLocLinkAggPortId

}

STATUS current

DESCRIPTION

"The collection of objects that are used to represent
IEEE 802.1 organizationally defined LLDP extension
associated with the Local Device Information for the
basicSet TLV set."

::= { 1ldpV2XdotlGroups 2 }

11dpV2XdotlRemSysGroup OBJECT-GROUP
OBJECTS {
1ldpV2XdotlRemPortVlanId,
11ldpVv2XdotlRemProtoVlanSupported,
lldpV2XdotlRemProtoVlanEnabled,
11ldpVv2XdotlRemVlanName,
lldpVv2XdotlRemProtocolId,
11dpV2XdotlRemVidUsageDigest,
1ldpV2XdotlRemManVvid,
1ldpV2XdotlRemLinkAggStatus,
1ldpV2XdotlRemLinkAggPortId
}
STATUS deprecated
DESCRIPTION
"The collection of objects that/are used to represent LLDP
802.1 organizational extensieh Remote Device Information
for the basicSet TLV set.™
:= { 1lldpv2XdotlGroups 3 }

11dpV2XdotlRemSysV2Group OBJECT-GROUP
OBJECTS {
1ldpV2XdotlRemPortVlanrd,
11dpVv2XdotlRemProtoVlAanSupported,
1ldpV2XdotlRemProtoVlanEnabled,
11dpv2XdotlRemV]1anName,
1ldpV2XdotlRemProtocolId,
1ldpV2XdotlRemvVidUsageDigestV2,
11ldpV2XdotlRemManVvVidv2,
1ldpVv2XdetlRemLinkAggStatus,
1ldpV2XdotlRemLinkAggPortId
}
STATUS~ \ctirrent
DESCRLPRTION
"The collection of objects that are used to represent LLDP
802.1 organizational extension Remote Device Information
for the basicSet TLV set."
::= { 1ldpV2XdotlGroups 4 }

-- Organizationally Defined Information Extension - IEEE 802.1
-- Definitions to support the cnSet TLV set (Table D-1)
-- for Congestion Notification

11dpXdotlCnMIB OBJECT IDENTIFIER ::= { 11ldpV2XdotlMIB 3 }
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1lldpXdotlCnObjects OBJECT IDENTIFIER ::= { 1lldpXdotlCnMIB 1 }

-- CN 802.1 MIB Extension groups

TIJPXJOCICNCONTI1g OUBJECT IDENTIFIER ::= [ lldpXdotlCnopjecces I 7
l1ldpXdotlCnLocalData OBJECT IDENTIFIER ::= { lldpXdotlCnObjects 2 }
lldpXdotlCnRemoteData OBJECT IDENTIFIER ::= { lldpXdotlCnObjects 3 }

L1ldpV2CnBitVector ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

"This TC describes a bit vector used in the Congestion
Notification objects. Each bit represents a Boolean status
associated with a priority code point. A bit value of 0
represents FALSE, 1 represents TRUE.

The bit 'priOstatus
The bit 'prilstatus
The bit 'pri2status
The bit 'pri3status

(0) ' indicates the status for priority

(

(

(
The bit 'pridstatus(

(

(

(

)
) ' indicates the status for priority
) ' indicates the status for priority
) ' indicates the status for priorigy
) ' indicates the status for priority
The bit 'pribstatus(5)
The bit 'pri6status(6)
The bit 'pri7status(7)

' indicates the status for priority
' indicates the status for pcirity

0
1
2
3
4
5
6
7)"' indicates the status for~priority

~ o U1 b WINL— O

SYNTAX BITS {
prilOstatus (
prilstatus(
pri2status(
pri3status(
pridstatus(
priSstatus(
priéstatus(
pri7status(

-- 1lldpXdotlCnConfigCnTablel\: configure the
-- transmission of the Cegngestion Notification TLV on a set of ports

11ldpXdotlCnConfigCnTabde OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlCnConfigCnEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPZTON

"A-table that controls selection of Congestion Notification
TLVs to be transmitted on individual ports."
& §'lldpXdotlCnConfig 1 }

1ldpXdotlCnConfigCnEntry OBJECT-TYPE

SYNTAX LldpXdotlCnConfigCnEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"LLDP configuration information that controls the
transmission of IEEE 802.1 organizationally defined
Congestion Notification TLV on LLDP transmission-capable ports.

This configuration object augments the 1ldpV2PortConfigEntry of

the LLDP-MIB, therefore it is only present along with the port
configuration defined by the associated 1lldpV2PortConfigEntry
entry.
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Each active 1lldpConfigEntry is restored from non-volatile

storage (along with the corresponding lldpV2PortConfigEntry)

after a re-initialization of the management system."
AUGMENTS { lldpV2PortConfigEntry }

T= { llJdpxXdotlcnconrigcenraple I J
LldpXdotlCnConfigCnEntry ::= SEQUENCE {
1ldpXdotlCnConfigCnTxEnable TruthValue
}

11ldpXdotlCnConfigCnTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The 1ldpXdotlCnConfigCnTxEnable, which is

defined as a truth value and configured by the network
management, determines whether the IEEE 802.1 organizationally
defined Congestion Notification TLV transmission is allowed

on a given LLDP transmission-capable port.

The value of this object is restored from non-volatile
storage after a re-initialization of the management system."
REFERENCE
"D.2.7"
DEFVAL { false }
::= { lldpXdotlCnConfigCnEntry 1 }

--- 1lldpV2XdotlLocCnTable: Port Extension Information Table

11ldpv2XdotlLocCnTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlLieeCnEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains omne row per port of Congestion
Notification informdagion (as a part of the LLDP
802.1 organizatierndl extension) on the local system
known to this agent."

::= { lldpXdotlCnLocalkBata 1 }

1ldpVv2XdotlLocCnEntry , OBJECT-TYPE

SYNTAX LldpW2XdotlLocCnEntry
MAX-ACCESS ndt-@ccessible

STATUS current

DESCRIPTION

“"Congestion Notification information about a
particular port component."

INDEX { 1ldpV2LocPortIfIndex }

& §'lldpv2XdotlLocCnTable 1 }

LldpV2XdotlLocCnEntry ::= SEQUENCE {
11dpV2XdotlLocCNPVIndicators LldpV2CnBitVector,
lldpV2XdotlLocReadyIndicators LldpV2CnBitVector

}

11dpV2XdotlLocCNPVIndicators OBJECT-TYPE

SYNTAX LldpV2CnBitVector
MAX-ACCESS read-only

STATUS current
DESCRIPTION

"This object contains the CNPV indicators
for the Port."

REFERENCE
"D.2.7.3"
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:= { lldpvV2XdotlLocCnEntry 1 }

lldpVv2XdotlLocReadyIndicators OBJECT-TYPE

SYNTAX LldpV2CnBitVector
MAX-ACCESS  read-only

STATUS current
DESCRIPTION

"This object contains the Ready indicators
for the Port."
REFERENCE
"D.2.7.4"
:= { 1lldpv2XdotlLocCnEntry 2 }

--- 1lldpV2XdotlRemCnTable: Port Extension Information Table

11dpV2XdotlRemCnTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpV2XdotlRemCnEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains Congestion Notification infermation
(as a part of the LLDP IEEE 802.1 organizational.extension)
of the remote system."

::= { lldpXdotlCnRemoteData 1 }

11dpV2XdotlRemCnEntry OBJECT-TYPE

SYNTAX LldpV2XdotlRemCnEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Port Extension information abedt remote systems port
component."

INDEX { 1lldpV2RemTimeMark,
1ldpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex }

:= { 1lldpV2XdotlRemCnTable %\ }

LldpV2XdotlRemCnEntry ::= SEQUENCE {
11dpV2XdotlRemCNPVIndicators LldpV2CnBitVector,
1ldpV2XdotlRemReadydlndicators LldpV2CnBitVector

}

11dpV2XdotlRemCNPVIndicators OBJECT-TYPE

SYNTAX Lldpv2CnBitVector
MAX-ACCESS \\read-only

STATUS current
DESCRZFPTION

"This object contains the CNPV indicators
for the Port."

REEERENCE
"D.2.7.3"

::= { 1ldpV2XdotlRemCnEntry 1 }

IldpVv2XdotlRemReadyIndicators OBJECT-TYPE

SYNTAX LldpV2CnBitVector
MAX-ACCESS read-only

STATUS current
DESCRIPTION

"This object contains the Ready indicators
for the Port."

REFERENCE
"D.2.7.4"
::= { 1lldpV2XdotlRemCnEntry 2 }
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LildpxaotllntConrormance OBJeCT ITDENTIFIERK TT="{ 11dp dotlMIb 4 7}

lldpXdotlCnCompliances

OBJECT IDENTIFIER ::= { lldpXdotlCnConformance 1 }
11ldpXdotlCnGroups OBJECT IDENTIFIER ::= { lldpXdotlCnConformance 2 }
-- Congestion Notification - Compliance Statements

1ldpXdotlCnCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"A compliance statement for SNMP entities that implement
the IEEE 802.1 organizationally defined Congestion
Notification group in the LLDP extension MIB.

This group is mandatory for agents that implement the
Congestion Notification cnSet TLV set."
MODULE -- this module
MANDATORY-GROUPS { lldpXdotlCnGroup,
ifGeneralInformationGroup }
:= { lldpXdotlCnCompliances 1 }

-- Congestion Notification - MIB groupings

1ldpXdotlCnGroup OBJECT-GROUP

OBJECTS {
1ldpXdotlCnConfigCnTxEnable,
11dpV2XdotlLocCNPVIndicators,
lldpV2XdotlLocReadyIndicators,
11dpV2XdotlRemCNPVIndicators,
1ldpV2XdotlRemReadyIndicators

}

STATUS current

DESCRIPTION
"The collection of objedts that support the
Congestion NotificatidmycnSet TLV set."

::= { lldpXdotlCnGroups«X *}

-- Organizationally Pefined Information Extension - IEEE 802.1
-- Definitions te support the Data Center eXchange Protocol
-- (DCBX) TLV._ set (Table D-1)

11dpXdotldcbxMIB OBJECT IDENTIFIER ::= { 11dpV2XdotlMIB 5 }
11ldpKadetldcbxObjects OBJECT IDENTIFIER ::= { lldpXdotldcbxMIB 1 }

~< .DCBX 802.1 MIB Extension groups

I1ldpXdotldcbxConfig OBJECT IDENTIFIER ::= { lldpXdotldcbxObjects 1 }
lldpXdotldcbxLocalData OBJECT IDENTIFIER ::= { lldpXdotldcbxObjects 2 }
lldpXdotldcbxRemoteData OBJECT IDENTIFIER ::= { lldpXdotldcbxObjects 3 }
l1ldpXdotldcbxAdminData OBJECT IDENTIFIER ::= { lldpXdotldcbxObjects 4 }
-- IEEE 802.1 - DCBX Textual Conventions

LldpXdotldcbxTrafficClassValue ::= TEXTUAL-CONVENTION

DISPLAY-HINT "d"
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STATUS current

DESCRIPTION
"Indicates a traffic class. Values 0-7 correspond to
traffic classes."

TNT UnS10nedsZ (0..7)
LldpXdotldcbxTrafficClassBandwidthValue ::= TEXTUAL-CONVENTION
DISPLAY-HINT "d"
STATUS current
DESCRIPTION

"Indicates the bandwidth in percent assigned to a
traffic class."

SYNTAX Unsigned32 (0..100)
LldpXdotldcbxAppSelector ::= TEXTUAL-CONVENTION

STATUS current

DESCRIPTION
"Indicates the contents of a protocol object
1: EtherType
2: Well Known Port number over TCP, or SCTP
3: Well Known Port number over UDP, or DCCP
4: Well Known Port number over TCP, SCTP, UDP, and DCCP
5: Differentiated Services Code Point (DSCP) value. The

6 bit DSCP value is stored in the low order 6 bits of the
protocol object. The higher order bits are set to zero,
(See IETF RFC 2474 for the definition of the DSCP value.)"
SYNTAX INTEGER {
asEtherType (1),
asTCPPortNumber (2),
asUDPPortNumber (3),
asTCPUDPPortNumber (4) ,
asDSCPValue (5)
}

LldpXdotldcbxAppProtocol ::= TEXTUAL-CONVENTION
DISPLAY-HINT "d"
STATUS current
DESCRIPTION

"Contains the application protoesl indicator the
type of which is specified by, an object with
the syntax of
LldpXdotldcbxAppSelector™
SYNTAX Unsigned32 (0..65535)

LldpXdotldcbxSupportedCapacity/s := TEXTUAL-CONVENTION

DISPLAY-HINT "d"

STATUS current

DESCRIPTION
"Indicates theNsupported capacity of a given feature,
for examplejpNthe number of traffic classes supported.
This TC i3 used for features that have a maximum
capacity+of eight and a minimum of one."

SYNTAX Unsigned32 (1..8)

LldpXdotl@debxTrafficSelectionAlgorithm ::= TEXTUAL-CONVENTION

STATUS current

DESCRIPTION
"Indicates the Traffic Selection Algorithm
0: Strict Priority
1: Credit-based shaper
2: Enhanced transmission selection
3-254: Reserved for future standardization
255: Vendor specific"

SYNTAX INTEGER ({
tsaStrictPriority(0),
tsaCreditBasedShaper (1),
tsaEnhancedTransmission (2),
tsaVendorSpecific (255)

-- IEEE 802.1 - DCBX Configuration
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--— 1lldpXdotldcbxConfigETSConfigurationTable : configure the

- transmil 10 ol the ETS Conrfiguration TL on a el Ol port

11ldpXdotldcbxConfigETSConfigurationTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxConfigETSConfigurationEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that controls selection of ETS Configuration
TLVs to be transmitted on individual ports."
:= { lldpXdotldcbxConfig 1 }

1ldpXdotldcbxConfigETSConfigurationEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxConfigETSConfigurationEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"LLDP configuration information that controls the
transmission of IEEE 802.1 organizationally defined
ETS Configuration TLV on LLDP transmission-capable ports.

This configuration object augments the 1ldpV2PortConfigBEmntry of
the LLDP-MIB, therefore it is only present along with thésport
configuration defined by the associated 1lldpV2PortComfigEntry
entry.

Each active 1lldpConfigEntry is restored from ngnsvolatile
storage (along with the corresponding lldpV2portConfigEntry)
after a re-initialization of the managementNsystem."
AUGMENTS { 1lldpV2PortConfigEntry }
::= { lldpXdotldcbxConfigETSConfigurationTable)1l }

LldpXdotldcbxConfigETSConfigurationEntry ::=\SEQUENCE {
1ldpXdotldcbxConfigETSConfigurationTxEndble TruthValue
}

11ldpXdotldcbxConfigETSConfigurationTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The lldpXdotldcbxCenfigETSConfigurationTxEnable, which is
defined as a truth~value and configured by the network
management, determines whether the IEEE 802.1 organizationally
defined ETS Conhfiguration TLV transmission is allowed on a
given LLDP_ thkarismission-capable port.

The value of this object is restored from non-volatile
storageNafter a re-initialization of the management system."”
REFERENEE
"Pr2.8"
DEFVAL, { false }
::& | 'lldpXdotldcbxConfigETSConfigurationEntry 1 }

~< «/11dpXdotldcbxConfigETSRecommendationTable : configure the
%7 transmission of the ETS Recommendation TLV on a set of ports

11ldpXdotldcbxConfigETSRecommendationTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxConfigETSRecommendationEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that controls selection of ETS Recommendation
TLVs to be transmitted on individual ports."
::= { lldpXdotldcbxConfig 2 }
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1ldpXdotldcbxConfigETSRecommendationEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxConfigETSRecommendationEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION
"LLDP configuration information that controls the
transmission of IEEE 802.1 organizationally defined
ETS Recommendation TLV on LLDP transmission-capable ports.

This configuration object augments the 11dpV2PortConfigEntry of
the LLDP-MIB, therefore it is only present along with the port
configuration defined by the associated 1lldpV2PortConfigEntry
entry.

Each active lldpConfigEntry is restored from non-volatile
storage (along with the corresponding l11ldpV2PortConfigEntry)
after a re-initialization of the management system."
AUGMENTS { 1ldpV2PortConfigEntry }
:= { lldpXdotldcbxConfigETSRecommendationTable 1 }

LldpXdotldcbxConfigETSRecommendationEntry ::= SEQUENCE {
1ldpXdotldcbxConfigETSRecommendationTxEnable TruthValue
}

11ldpXdotldcbxConfigETSRecommendationTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The lldpXdotldcbxConfigETSRecommendationTxEnabley,Xwhich is
defined as a truth value and configured by thegnetwork
management, determines whether the IEEE 802.J)~0xganizationally
defined ETS Recommendation TLV transmission®Nis/allowed on a
given LLDP transmission-capable port.

The value of this object is restored fwbm non-volatile
storage after a re-initialization of\the management system."
REFERENCE
"D.2.9"
DEFVAL { false }
:= { lldpXdotldcbxConfigETSRecommendationEntry 1 }

-- 1lldpXdotldcbxConfigPFCTable : "eonfigure the transmission of the
-- Priority-based Flow Control ¥€onfiguration TLV on a set of ports

11ldpXdotldcbxConfigPFCTablke, OBJECT-TYPE

SYNTAX SEQUENCE"OF LldpXdotldcbxConfigPFCEntry
MAX-ACCESS not=aceessible

STATUS cukrent

DESCRIPTION

"A table¢that controls selection of Priority-based
Flow Control Configuration TLVs to be transmitted on individual ports."
::= { lrdpXdotldcbxConfig 3 }

1ldpXdotldcbxConfigPFCEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxConfigPFCEntry
MAX=ACCESS not-accessible

STATUS current

DESCRIPTION

"LLDP configuration information that controls the
transmission of IEEE 802.1 organizationally defined
Priority-based Flow Control Configuration TLV on LLDP
transmission-capable ports.

This configuration object augments the 11dpV2PortConfigEntry of
the LLDP-MIB, therefore it is only present along with the port
configuration defined by the associated lldpV2PortConfigEntry

entry.

Each active lldpConfigEntry is restored from non-volatile
storage (along with the corresponding l1ldpV2PortConfigEntry)
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after a re-initialization of the management system."
AUGMENTS { lldpV2PortConfigEntry }
::= { lldpXdotldcbxConfigPFCTable 1 }

TITOPXOOCIJCDXCONLIGPECENCLY : = SEQUUENCE [
11ldpXdotldcbxConfigPFCTxEnable TruthValue
}

11ldpXdotldcbxConfigPFCTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The 1lldpXdotldcbxConfigPFCTxEnable, which is defined

as a truth value and configured by the network management,

determines whether the IEEE 802.1 organizationally defined
Priority-based Flow Control Configuration TLV transmission is allowed on
a given LLDP transmission-capable port.

The value of this object is restored from non-volatile
storage after a re-initialization of the management system."
REFERENCE
"D.2.10"
DEFVAL { false }
::= { lldpXdotldcbxConfigPFCEntry 1 }

-- 1lldpXdotldcbxConfigApplicationPriorityTable : configure ,the
-— transmission of the Application Priority TLV on a set jof\ports

lldpXdotldcbxConfigApplicationPriorityTable OBJECT-TY¥PE

SYNTAX SEQUENCE OF
LldpXdotldcbxConfigApplicationPriorityEntr¥;

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that controls selection of/Priority-based
Flow Control Configuration TLVs %o be transmitted on individual ports."
:= { lldpXdotldcbxConfig 4 }

lldpXdotldcbxConfigApplicationPriopatyEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxConfigApplicationPriorityEntry
MAX-ACCESS not-accessiblg

STATUS current

DESCRIPTION

"LLDP configuratien, information that controls the
transmission of, TEEE 802.1 organizationally defined
Application Priority TLV on LLDP transmission-capable ports.

This configuration object augments the 1ldpV2PortConfigEntry of
the LLDP+-MIB, therefore it is only present along with the port
configuxation defined by the associated 1lldpV2PortConfigEntry
entrw.

Fach active 1lldpConfigEntry is restored from non-volatile
storage (along with the corresponding lldpV2PortConfigEntry)
after a re-initialization of the management system."
AUGMENTS { 1lldpV2PortConfigEntry }
::= { lldpXdotldcbxConfigApplicationPriorityTable 1 }

LldpXdotldcbxConfigApplicationPriorityEntry ::= SEQUENCE ({
lldpXdotldcbxConfigApplicationPriorityTxEnable TruthValue
}

1ldpXdotldcbxConfigApplicationPriorityTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The lldpXdotldcbxConfigApplicationPriorityTxEnable, which
is defined as a truth value and configured by the network
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management, determines whether the IEEE 802.1 organizationally
defined Application Priority TLV transmission is allowed on
a given LLDP transmission-capable port.

THe value Of CNiS ODJEcCt 1S IeStored LIOom non-volatile
storage after a re-initialization of the management system."
REFERENCE
"D.2.11"
DEFVAL { false }
::= { lldpXdotldcbxConfigApplicationPriorityEntry 1 }

-- 1lldpXdotldcbxConfigApplicationVlanTable : configure the
-- transmission of the Application VLAN TLV on a set of ports

1ldpXdotldcbxConfigApplicationVlanTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxConfigApplicationVlanEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that controls selection of Application VLAN
TLVs to be transmitted on individual ports."
::= { lldpXdotldcbxConfig 5 }

11ldpXdotldcbxConfigApplicationVlanEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxConfigApplicationVlanEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"LLDP configuration information that controlg-thé
transmission of IEEE 802.1 organizationally“defined
Application VLAN TLV on LLDP transmission-€apable ports.

This configuration object augments thendldpV2PortConfigEntry of
the LLDP-MIB, therefore it is only pxesent along with the port
configuration defined by the associdted lldpV2PortConfigEntry
entry.

Each active lldpConfigEntry is restored from non-volatile
storage (along with the commésponding lldpV2PortConfigEntry)
after a re-initialization ef the management system."
AUGMENTS { 1lldpV2PortConfigEntry }
::= { lldpXdotldcbxConfigApplicationVlanTable 1 }

LldpXdotldcbxConfigApplicationVlanEntry ::= SEQUENCE {
lldpXdotldcbxConfigApplicationVlanTxEnable TruthValue
}

1ldpXdotldcbxConfigApplicationVlanTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRFPT.ION

"The lldpXdotldcbxConfigApplicationVlanTxEnable, which

18 defined as a truth value and configured by the network
management, determines whether the IEEE 802.1 organizationally
defined Application VLAN TLV transmission is allowed on

a given LLDP transmission-capable port.

The value of this object is restored from non-volatile
storage after a re-initialization of the management system."
REFERENCE
"D.2.14"
DEFVAL { false }
::= { lldpXdotldcbxConfigApplicationVlanEntry 1 }
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-- lldpXdotldcbxLocETSConfigurationTable - Contains the information
-- for the ETS Configuration TLV.

TIJPXJOCIOCPRXLOCETSCONIiguraction OBJECT IDENTIFIER
::= { lldpXdotldcbxLocalData 1 }

11ldpXdotldcbxLocETSBasicConfigurationTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxLocETSBasicConfigurationEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per port for the IEEE 802.1
organizationally defined LLDP ETS Configuration TLV on
the local system known to this—agent agent."

:= { lldpXdotldcbxLocETSConfiguration 1 }

1ldpXdotldcbxLocETSBasicConfigurationEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocETSBasicConfigurationEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Information about the IEEE 802.1 organizational defined
ETS Configuration TLV LLDP extension."
INDEX { 1ldpV2LocPortIfIndex }
:= { lldpXdotldcbxLocETSBasicConfigurationTable 1 }

LldpXdotldcbxLocETSBasicConfigurationEntry ::= SEQUENCE ({
1ldpXdotldcbxLocETSConCreditBasedShaperSupport TruthValue,
l1ldpXdotldcbxLocETSConTrafficClassesSupported

LldpXdotldcbxSupportedCapacity,
1ldpXdotldcbxLocETSConWilling TruthValue

}

1ldpXdotldcbxLocETSConCreditBasedShaperSupport ,OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates if the credit-basedishaper Traffic Selection
Algorithm is supported on the,local system."
REFERENCE
"D.2.8.4"
:= { lldpXdotldcbxLocETSBasicConfigurationEntry 1 }

1ldpXdotldcbxLocETSConTraffigClassesSupported OBJECT-TYPE

SYNTAX LldpXdothdcbxSupportedCapacity
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Indicates thle number of traffic classes supported."”
REFERENCE
"D.2.8.8"

1= { lrdpXdotldcbxLocETSBasicConfigurationEntry 2 }

1ldpXdotldcbhbxLocETSConWilling OBJECT-TYPE

SYNTAX TruthValue
MAX=ACCESS read-only
STATUS current
DESCRIPTION

"Indicates if the local system is willing to accept the
ETS configuration recommended by the remote system."
REFERENCE
"D.2.8.3"
:= { lldpXdotldcbxLocETSBasicConfigurationEntry 3 }

lldpXdotldcbxLocETSConPriorityAssignmentTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxLocETSConPriorityAssignmentEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
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"This table contains one row per priority. The entry in each
row indicates the traffic class to which the priority is
assigned."

::= { lldpXdotldcbxLocETSConfiguration 2 }

1ldpXdotldcbxLocETSConPriorityAssignmentEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocETSConPriorityAssignmentEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Indicates a priority to traffic class assignment."
INDEX {

11ldpV2LocPortIfIndex,
11ldpXdotldcbxLocETSConPriority

:= { lldpXdotldcbxLocETSConPriorityAssignmentTable 1 }

LldpXdotldcbxLocETSConPriorityAssignmentEntry ::= SEQUENCE ({
1ldpXdotldcbxLocETSConPriority IEEE8021PriorityValue,
1ldpXdotldcbxLocETSConPriTrafficClass

LldpXdotldcbxTrafficClassValue

}

1ldpXdotldcbxLocETSConPriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"Indicates the priority that is assigned to a traffic
class."

REFERENCE
"D.2.8.6"

:= { lldpXdotldcbxLocETSConPriorityAssignmentEhtzy 1 }

11ldpXdotldcbxLocETSConPriTrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the traffic class tozwhich this priority is
to be assigned."

REFERENCE
"D.2.8.6"

:= { lldpXdotldcbxLocETSConPriorityAssignmentEntry 2 }

1ldpXdotldcbxLocETSConTraffigClassBandwidthTable OBJECT-TYPE

SYNTAX SEQUENCE™OF
LldpXdotldcbxLocETSConTrafficClassBandwidthEntry

MAX-ACCESS not=aceessible

STATUS cukrent

DESCRIPTION

"This table contains one row per traffic class. The
entry im each row indicates the traffic class to
whieh\\the bandwidth is assigned."

:= {1idpXdotldcbxLocETSConfiguration 3 }

11dpXdotldcbxLocETSConTrafficClassBandwidthEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocETSConTrafficClassBandwidthEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Indicates a traffic class to Bandwidth assignment."
INDEX {

11ldpV2LocPortIfIndex,
l1ldpXdotldcbxLocETSConTrafficClass

:= { lldpXdotldcbxLocETSConTrafficClassBandwidthTable 1 }

LldpXdotldcbxLocETSConTrafficClassBandwidthEntry ::= SEQUENCE {
1ldpXdotldcbxLocETSConTrafficClass
LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxLocETSConTrafficClassBandwidth
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LldpXdotldcbxTrafficClassBandwidthValue
}

11ldpXdotldcbxLocETSConTrafficClass OBJECT-TYPE

YNT TIOPXJOCIOChRITarriccrassvalue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class to

which this bandwidth—appties applies."
REFERENCE

"D.2.8.7"
::= { lldpXdotldcbxLocETSConTrafficClassBandwidthEntry 1 }

1ldpXdotldcbxLocETSConTrafficClassBandwidth OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassBandwidthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates the bandwidth assigned to this traffic class."
REFERENCE

"D.2.8.7"

:= { lldpXdotldcbxLocETSConTrafficClassBandwidthEntry 2 }

1ldpXdotldcbxLocETSConTrafficSelectionAlgorithmTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxLocETSConTrafficSelectionAlgorithmEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per traffic clagss./The entry
in each row indicates the traffic selection“algorithm to be
used by the traffic class."

::= { lldpXdotldcbxLocETSConfiguration 4 }

1ldpXdotldcbxLocETSConTrafficSelectionAlgorithmEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocETSConTrafficSelectionAlgorithmEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Indicates a traffic classytd-/traffic selection algorithm
assignment."
INDEX {

1ldpV2LocPortIfindex,
l1ldpXdotldckxDocETSConTSATrafficClass

:= { lldpXdotldcbxLoeETSConTrafficSelectionAlgorithmTable 1 }
LldpXdotldcbxLocETS€onTrafficSelectionAlgorithmEntry ::= SEQUENCE {
1ldpXdotldcbxLocETSConTSATrafficClass
LldpXdotidcbxTrafficClassValue,
lldpXdotldakxLocETSConTrafficSelectionAlgorithm
LldpXdotldcbxTrafficSelectionAlgorithm
}

11dpXdotldcbxLocETSConTSATrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class that is assigned to a traffic
selection algorithm."
REFERENCE
"D.2.8.8"
:= { lldpXdotldcbxLocETSConTrafficSelectionAlgorithmEntry 1 }

11ldpXdotldcbxLocETSConTrafficSelectionAlgorithm OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficSelectionAlgorithm
MAX-ACCESS read-only
STATUS current
DESCRIPTION
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"Indicates the Traffic Selection Algorithm to which this
traffic class is to be assigned."

REFERENCE
"D.2.8.8"

= { lldpaAdotldcbxLocrTslonlrarricoeleCtionAlgoritinmEntry H

-- lldpXdotldcbxLocETSRecommendationTable - Contains the information for
-- the ETS Recommendation TLV.
1ldpXdotldcbxLocETSReco OBJECT IDENTIFIER ::=

{ lldpXdotldcbxLocalData 2 }

1ldpXdotldcbxLocETSRecoTrafficClassBandwidthTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxLocETSRecoTrafficClassBandwidthEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per traffic class. The
entry in each row indicates the traffic class to
which the bandwidth is assigned."

:= { lldpXdotldcbxLocETSReco 1 }

1ldpXdotldcbxLocETSRecoTrafficClassBandwidthEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocETSRecoTrafficClassBandwidthEptxy,
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Indicates a traffic class to Bandwidth assignment{!
INDEX {

1ldpV2LocPortIfIndex,
11ldpXdotldcbxLocETSRecoTrafficClass

::= { lldpXdotldcbxLocETSRecoTrafficClassBandwidthTable 1 }

LldpXdotldcbxLocETSRecoTrafficClassBandwidthiEntry ::= SEQUENCE ({
lldpXdotldcbxLocETSRecoTrafficClass
LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxLocETSRecoTrafficClasisBandwidth
LldpXdotldcbxTrafficClassBandwidthValue
}

1ldpXdotldcbxLocETSRecoTrafficClass OBJECT-TYPE

SYNTAX LldpXdotldepBxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates theNtraffic class to
which this bandwidth—appliies applies."
REFERENCE
"D.2.9.3"
::= { lldpXdotldcbxLocETSRecoTrafficClassBandwidthEntry 1 }

l1ldpXdotlgebxl.ocETSRecoTrafficClassBandwidth OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassBandwidthValue
MAK-ACCESS read-only
SFATUS current
RESCRIPTION

"Indicates the bandwidth assigned to this traffic class."
REFERENCE

"D.2.9.4"

::= { lldpXdotldcbxLocETSRecoTrafficClassBandwidthEntry 2 }

lldpXdotldcbxLocETSRecoTrafficSelectionAlgorithmTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxLocETSRecoTrafficSelectionAlgorithmEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table contains one row per priority. The entry in each

row indicates the traffic selection algorithm to be used
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by the traffic class."
::= { lldpXdotldcbxLocETSReco 2 }

1ldpXdotldcbxLocETSRecoTrafficSelectionAlgorithmEntry OBJECT-TYPE

YNT TIOPXJOCIOCPRLOCETSRECOTIAIIICSEIECTIONAIGOr ICHMENCTTY
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Indicates a priority to traffic selection algorithm
assignment."
INDEX {
11ldpV2LocPortIfIndex,
1ldpXdotldcbxLocETSRecoTSATrafficClass

:= { lldpXdotldcbxLocETSRecoTrafficSelectionAlgorithmTable 1 }

LldpXdotldcbxLocETSRecoTrafficSelectionAlgorithmEntry ::= SEQUENCE ({
1ldpXdotldcbxLocETSRecoTSATrafficClass
LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxLocETSRecoTrafficSelectionAlgorithm
LldpXdotldcbxTrafficSelectionAlgorithm
}

1ldpXdotldcbxLocETSRecoTSATrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class that is assigned to astxaffic
selection algorithm."
REFERENCE
"D.2.9.5"
:= { lldpXdotldcbxLocETSRecoTrafficSelectionAlgoxrdthmEntry 1 }

1ldpXdotldcbxLocETSRecoTrafficSelectionAlgorithm QBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficSelectionAlgorithm
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the Traffic Selectiom )Algorithm to which this
traffic class is to be assigned:"
REFERENCE
"D.2.9.5"
:= { lldpXdotldcbxLocETSRedeTrafficSelectionAlgorithmEntry 2 }

-- lldpXdotldcbxLocPFCTablke, - Contains the information for the PFC
-- Configuration TLV.

1ldpXdotldcbxLocPFCN\OBJECT IDENTIFIER ::= { lldpXdotldcbxLocalData 3 }

11ldpXdotldcbxLocPFCBasicTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxLocPFCBasicEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

YThis table contains one row per port for the IEEE 802.1
organizationally defined LLDP PFC TLV on the local
system known to this—agent agent."

::= { lldpXdotldcbxLocPFC 1 }

IldpXdotldcbxLocPFCBasicEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocPFCBasicEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Information about the IEEE 802.1 organizational defined
PFC TLV LLDP extension."

INDEX { 1ldpV2LocPortIfIndex }
::= { lldpXdotldcbxLocPFCBasicTable 1 }

LldpXdotldcbxLocPFCBasicEntry ::= SEQUENCE {
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1ldpXdotldcbxLocPFCWilling Truthvalue,
1ldpXdotldcbxLocPFCMBC TruthValue,
1ldpXdotldcbxLocPFCCap LldpXdotldcbxSupportedCapacity

}

11ldpXdotldcbxLocPFCWilling OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates if the local system is willing to accept the
PFC configuration of the remote system."
REFERENCE
"D.2.10.3"
:= { lldpXdotldcbxLocPFCBasicEntry 1}

1ldpXdotldcbxLocPFCMBC OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates if the local system is capable of bypassing
MACsec processing when MACsec is disabled."
REFERENCE
"D.2.10.4"
:= { lldpXdotldcbxLocPFCBasicEntry 2}

l1ldpXdotldcbxLocPFCCap OBJECT-TYPE

SYNTAX LldpXdotldcbxSupportedCapacity
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the number of traffic classes on\the local device
that may simultaneously have PFC enabled."
REFERENCE
"D.2.10.5"
:= { lldpXdotldcbxLocPFCBasicEntry 3}

lldpXdotldcbxLocPFCEnableTable OBJECT-TYRE

SYNTAX SEQUENCE OF LldpXdotdlddbxLocPFCEnableEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains eight entries, one entry per priority,
indicating if PFC is<€&rabled on the corresponding priority."
{ lldpXdotldcbxLocPEG 2 }

lldpXdotldcbxLocPFCEnablekntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocPFCEnableEntry
MAX-ACCESS net>~accessible

STATUS current

DESCRIPTION

"Each_entry indicates if PFC is enabled on the
corFeponding—corresponding priority"

INDEX~
1%dpV2LocPortIfIndex,
1ldpXdotldcbxLocPFCEnablePriority

¥= { lldpXdotldcbxLocPFCEnableTable 1 }

LldpXdotldcbxLocPFCEnableEntry ::= SEQUENCE {
lldpXdotldcbxLocPFCEnablePriority IEEE8021PriorityValue,
lldpXdotldcbxLocPFCEnableEnabled TruthValue

}

1ldpXdotldcbxLocPFCEnablePriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Prieoity—Priority for which PFC is enabled / disabled"
{ lldpXdotldcbxLocPFCEnableEntry 1 }
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lldpXdotldcbxLocPFCEnableEnabled OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
TATU CUTTent
DESCRIPTION
"Indicates if PFC is enabled on the corresponding—prierity priority."
REFERENCE
"D.2.10.6"

::= { lldpXdotldcbxLocPFCEnableEntry 2 }

-- lldpXdotldcbxLocApplicationPriorityTable - Contains the information
-- for the Application Priority TLV.

lldpXdotldcbxLocApplicationPriorityAppTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxLocApplicationPriorityAppEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Table containing entries indicating the priority to be used
for a given—apptieation application.”
::= { lldpXdotldcbxLocalData 4 }

lldpXdotldcbxLocApplicationPriorityAppEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxLocApplicationPriorityAppEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Entry that indicates the priority to be used fox\a
given application."
INDEX {
11ldpV2LocPortIfIndex,
lldpXdotldcbxLocApplicationPriorityAESelector,
1ldpXdotldcbxLocApplicationPwiorityAEProtocol

::= { lldpXdotldcbxLocApplicationPriorifyAppTable 1 }

LldpXdotldcbxLocApplicationPriorityAppEntry ::= SEQUENCE ({
lldpXdotldcbxLocApplicationPriorityAESelector
LldpXdotldcbxAppSelector,
lldpXdotldcbxLocApplicationPrierityAEProtocol
LldpXdotldcbxAppProtocaoly
lldpXdotldcbxLocApplicatidnPriorityAEPriority
IEEE8021PriorityValug
}

lldpXdotldcbxLocApplicationPriorityAESelector OBJECT-TYPE

SYNTAX LidpXdotldcbxAppSelector
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indidcates the contents of the protocol object

(FldpXdotldcbxLocApplicationPriorityAEProtocol)

1w . EtherType

2¢ Well Known Port number over TCP, or SCTP

3: Well Known Port number over UDP, or DCCP

4: Well Known Port number over TCP, SCTP, UDP, and DCCP

5: Differentiated Services Code Point (DSCP) wvalue. The
6 bit DSCP value is stored in the low order 6 bits of the
protocol object. The higher order bits are set to zero.
(See IETF RFC 2474 for the definition of the DSCP value.)"

REFERENCE
"D.2.11.3"
:= { lldpXdotldcbxLocApplicationPriorityAppEntry 1 }

1ldpXdotldcbxLocApplicationPriorityAEProtocol OBJECT-TYPE

SYNTAX LldpXdotldcbxAppProtocol
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
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"The protocol indicator of the type indicated by
lldpXdotldcbxLocApplicationPriorityAESelector."

REFERENCE
"D.2.11.3"
T= { I10PXJOCIOCDXLOCAPPILICACLIONPIIOT ILYAPPENCTY T

lldpXdotldcbxLocApplicationPriorityAEPriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The priority code point that should be used in
frames transporting the protocol indicated by
lldpXdotldcbxLocApplicationPriorityAESelector and
lldpXdotldcbxLocApplicationPriorityAEProtocol."
REFERENCE
"D.2.11.3"
::= { lldpXdotldcbxLocApplicationPriorityAppEntry 3 }

-- lldpXdotldcbxLocApplicationVlanAppTable - Contains the information
-- for the Application VLAN TLV.

1ldpXdotldcbxLocApplicationVlanAppTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxLocApplicationVlanAppEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Table containing entries indicating the VLAN fo\be used
for a given—eappltieation application."”
:= { lldpXdotldcbxLocalData 5 }

1ldpXdotldcbxLocApplicationVlanAppEntry OBJECT-TYRE

SYNTAX LldpXdotldcbxLocApplicationVikanAppEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Entry that indicates the VLAN,€O be used for a
given application."”
INDEX {
1ldpV2LocPortIfIndex,
lldpXdotldcbxliecApplicationVlanAESelector,
lldpXdotldebxLocApplicationVlanAEProtocol

::= { lldpXdotldcbxLogApplicationVlanAppTable 1 }

LldpXdotldcbxLocApplicationVlanAppEntry ::= SEQUENCE {
1ldpXdotldcbxLoeApplicationVlianAESelector
LldpXdotldcbxAppSelector,
1ldpXdotldcbxLocApplicationVlanAEProtocol
LldpXdatldcbxAppProtocol,
1ldpXdogtdcbxLocApplicationVlanAEVlanId
Vianld
}

1ldpXadetldcbxLocApplicationVlanAESelector OBJECT-TYPE

SYNTAX LldpXdotldcbxAppSelector
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the contents of the protocol object
lldpXdotldcbxLocApplicationVlanAEProtocol)
: EtherType
Well Known Port number over TCP, or SCTP

Well Known Port number over TCP, SCTP, UDP, and DCCP

(

1

2:

3: Well Known Port number over UDP, or DCCP
4 .

5

Differentiated Services Code Point (DSCP) value. The

6 bit DSCP value is stored in the low order 6 bits of the
protocol object. The higher order bits are set to zero.
(See IETF RFC 2474 for the definition of the DSCP value.)"
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REFERENCE
"D.2.11.3"
::= { lldpXdotldcbxLocApplicationVlanAppEntry 1 }

LldpxXdotldcCoXLoCApplicationvianaAkLPFrotocol UBJECT=TYFPR

SYNTAX LldpXdotldcbxAppProtocol
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The protocol indicator of the type indicated by
lldpXdotldcbxLocApplicationVlanAESelector."
REFERENCE
"D.2.11.3"
::= { lldpXdotldcbxLocApplicationVlanAppEntry 2 }

1ldpXdotldcbxLocApplicationVlanAEVlianId OBJECT-TYPE

SYNTAX VlanId
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The VLAN Identifier that should be used in
frames transporting the protocol indicated by
lldpXdotldcbxLocApplicationVlanAESelector and
lldpXdotldcbxLocApplicationVlanAEProtocol."
REFERENCE
"D.2.14.3"
:= { lldpXdotldcbxLocApplicationVlanAppEntry 3 }

-- lldpXdotldcbxRemETSConfigurationTable - Contains the information
-- for the remote system ETS Configuration TLV%
l1ldpXdotldcbxRemETSConfiguration OBJECT IDENTIFIER

::= { lldpXdotldcbxRemoteData 1 }

1ldpXdotldcbxRemETSBasicConfigurationTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxRemETSBasicConfigurationEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains\One row per port for the IEEE 802.1
organizationally defined LLDP ETS Configuration TLV on
the local system kfown to this—agent agent."

::= { lldpXdotldcbxRemETSConfiguration 1 }

1ldpXdotldcbxRemETSBasicConfigurationEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxRemETSBasicConfigurationEntry
MAX-ACCESS not-accessible

STATUS current

DESCRFPT.ION

"Information about the IEEE 802.1 organizational defined
ETS Configuration TLV LLDP extension."
INDEX {
1ldpV2RemTimeMark,
1ldpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex

::= { lldpXdotldcbxRemETSBasicConfigurationTable 1 }
LldpXdotldcbxRemETSBasicConfigurationEntry ::= SEQUENCE {

11ldpXdotldcbxRemETSConCreditBasedShaperSupport TruthvValue,
1ldpXdotldcbxRemETSConTrafficClassesSupported

LldpXdotldcbxSupportedCapacity,
1ldpXdotldcbxRemETSConWilling TruthValue
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1ldpXdotldcbxRemETSConCreditBasedShaperSupport OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current

DESCRIPTION
"Indicates if the credit-based shaper Traffic Selection
algorithm is supported on the remote system."

REFERENCE
"D.2.8.4"

::= { lldpXdotldcbxRemETSBasicConfigurationEntry 1 }

11ldpXdotldcbxRemETSConTrafficClassesSupported OBJECT-TYPE

SYNTAX LldpXdotldcbxSupportedCapacity
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Indicates the number of traffic classes supported."
REFERENCE
"D.2.8.5"

::= { lldpXdotldcbxRemETSBasicConfigurationEntry 2 }

1ldpXdotldcbxRemETSConWilling OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates if the remote system is willing to accept the
ETS configuration recommended by the remote system.')
REFERENCE
"D.2.8.3"
::= { lldpXdotldcbxRemETSBasicConfigurationEntry 3/7

1ldpXdotldcbxRemETSConPriorityAssignmentTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxRemETSConPriorityAssignmentEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table contains one row per\priority. The entry in

each row indicates the traffic{elass to which the
priority is assigned."
::= { lldpXdotldcbxRemETSConfiguration 2 }

l1ldpXdotldcbxRemETSConPriorityAsSsignmentEntry OBJECT-TYPE

SYNTAX LldpXdotldeBxRemETSConPriorityAssignmentEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates a priority to traffic class assignment."

INDEX {
11dpV2RemTimeMark,
11dpV2RemLocalIfIndex,
11ldpV2RemLocalDestMACAddress,
11dpV2RemIndex,
1ldpXdotldcbxRemETSConPriority

:& § ‘lldpXdotldcbxRemETSConPriorityAssignmentTable 1 }

LldpXdotldcbxRemETSConPriorityAssignmentEntry ::= SEQUENCE {
11ldpXdotldcbxRemETSConPriority IEEE8021PriorityVvalue,
1ldpXdotldcbxRemETSConPriTrafficClass

LldpXdotldcbxTrafficClassValue

}

1ldpXdotldcbxRemETSConPriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"Indicates the priority that is assigned to a traffic
class."

REFERENCE
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"D.2.8.6"
::= { lldpXdotldcbxRemETSConPriorityAssignmentEntry 1 }

11ldpXdotldcbxRemETSConPriTrafficClass OBJECT-TYPE

YNT TIOpPXJotlIdChbXITarricclassvalue
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the traffic class to which this priority is
to be assigned."

REFERENCE

"D.2.8.6"

{ 1ldpXdotldcbxRemETSConPriorityAssignmentEntry 2 }

1ldpXdotldcbxRemETSConTrafficClassBandwidthTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxRemETSConTrafficClassBandwidthEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per traffic class. The
entry in each row indicates the traffic class to
which the bandwidth is assigned."

::= { lldpXdotldcbxRemETSConfiguration 3 }

1ldpXdotldcbxRemETSConTrafficClassBandwidthEntry OBJECT-TYPE
SYNTAX LldpXdotldcbxRemETSConTrafficClassBandwidthEqQtly
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Indicates a traffic class to Bandwidth assignment."
INDEX {
11dpV2RemTimeMark,
l1ldpV2RemLocalIfIndex,
11dpV2RemLocalDestMACAddress,
11dpV2RemIndex,
1ldpXdotldcbxRemETSConTraffieClass

:= { lldpXdotldcbxRemETSConTrafficClassBandwidthTable 1 }

LldpXdotldcbxRemETSConTrafficClassBandwidthEntry ::= SEQUENCE {
1ldpXdotldcbxRemETSConTrafficClase
LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxRemETSConTraffi#eClassBandwidth
LldpXdotldcbxTraffic€lassBandwidthValue
}

1ldpXdotldcbxRemETSConTrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS net>~accessible

STATUS current

DESCRIPTION

"Indicates the traffic class to

whiegh\\this bandwidth—applies applies."
REFERENGE

"BL2.8.7"
& §{'lldpXdotldcbxRemETSConTrafficClassBandwidthEntry 1 }

1ldpXdotldcbxRemETSConTrafficClassBandwidth OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassBandwidthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates the bandwidth assigned to this traffic class.”
REFERENCE

"D.2.8.7"

::= { lldpXdotldcbxRemETSConTrafficClassBandwidthEntry 2 }

lldpXdotldcbxRemETSConTrafficSelectionAlgorithmTable OBJECT-TYPE
SYNTAX SEQUENCE OF
LldpXdotldcbxRemETSConTrafficSelectionAlgorithmEntry
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table contains one row per traffic class. The

SNCIY 101 €achl row 1ndicates CTNe Trarric selection
algorithm to be used by the traffic class."
::= { lldpXdotldcbxRemETSConfiguration 4 }

lldpXdotldcbxRemETSConTrafficSelectionAlgorithmEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxRemETSConTrafficSelectionAlgorithmEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates a traffic class to traffic selection
algorithm assignment."
INDEX {

11dpV2RemTimeMark,
11ldpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex,
1ldpXdotldcbxRemETSConTSATrafficClass

:= { lldpXdotldcbxRemETSConTrafficSelectionAlgorithmTable 1 }

LldpXdotldcbxRemETSConTrafficSelectionAlgorithmEntry ::= SEQUENCE,{
1ldpXdotldcbxRemETSConTSATrafficClass
LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxRemETSConTrafficSelectionAlgorithm
LldpXdotldcbxTrafficSelectionAlgorithm
}

1ldpXdotldcbxRemETSConTSATrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class that is\assigned to a traffic
selection algorithm."
REFERENCE
"D.2.8.8"
:= { lldpXdotldcbxRemETSConTrafficSelectionAlgorithmEntry 1 }

1ldpXdotldcbxRemETSConTrafficSelectionAlgorithm OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficSelectionAlgorithm
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the Traffic Selection Algorithm to which this
traffic class,is~to be assigned."

REFERENCE
"D.2.8.8"

::= { lldpXdetldcbxRemETSConTrafficSelectionAlgorithmEntry 2 }

-- lldpXdetidcbxRemETSRecommendationTable - Contains the information for
-- the remote system ETS Recommendation TLV.
l1ldpKaetldcbxRemETSReco OBJECT IDENTIFIER ::=

¢ 1 YdpXdotldcbxRemoteData 2 }

LVdpXdotldcbxRemETSRecoTrafficClassBandwidthTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxRemETSRecoTrafficClassBandwidthEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per traffic class. The
entry in each row indicates the traffic class to

which the bandwidth is assigned."
::= { lldpXdotldcbxRemETSReco 1 }

1ldpXdotldcbxRemETSRecoTrafficClassBandwidthEntry OBJECT-TYPE
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SYNTAX LldpXdotldcbxRemETSRecoTrafficClassBandwidthEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
TTI01Cates a Crarric Class To Bandwidtll assSignment.
INDEX {
1ldpV2RemTimeMark,

11dpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex,
lldpXdotldcbxRemETSRecoTrafficClass

::= { lldpXdotldcbxRemETSRecoTrafficClassBandwidthTable 1 }
LldpXdotldcbxRemETSRecoTrafficClassBandwidthEntry =
1ldpXdotldcbxRemETSRecoTrafficClass

LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxRemETSRecoTrafficClassBandwidth

LldpXdotldcbxTrafficClassBandwidthValue

SEQUENCE {

}

1ldpXdotldcbxRemETSRecoTrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class to
which this bandwidth—appties applies."
REFERENCE
"D.2.9.4"
::= { lldpXdotldcbxRemETSRecoTrafficClassBandwidthEntry 1 }

1ldpXdotldcbxRemETSRecoTrafficClassBandwidth OBJECT%IYPE

SYNTAX LldpXdotldcbxTrafficClassBandwidthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates the bandwidth assigned ®¢ this traffic class."
REFERENCE

"D.2.9.4"

:= { lldpXdotldcbxRemETSRecoTraffieClassBandwidthEntry 2 }

lldpXdotldcbxRemETSRecoTrafficSeleetionAlgorithmTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxRemETSRedeTrafficSelectionAlgorithmEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per traffic class. The
entry in eagh™ow indicates the traffic selection
algorithm(to be used by the priority."

:= { lldpXdetldcbxRemETSReco 2 }

lldpXdotldcl=RemETSRecoTrafficSelectionAlgorithmEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxRemETSRecoTrafficSelectionAlgorithmEntry
MAX-AECCESS not-accessible
STATUS current
DESCRIPTION
"Indicates a priority to traffic selection algorithm
assignment."
INDEX {
11dpV2RemTimeMark,

11dpV2RemLocalIfIndex,
1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex,
1ldpXdotldcbxRemETSRecoTSATrafficClass

::= { lldpXdotldcbxRemETSRecoTrafficSelectionAlgorithmTable 1 }

LldpXdotldcbxRemETSRecoTrafficSelectionAlgorithmEntry ::= SEQUENCE ({
lldpXdotldcbxRemETSRecoTSATrafficClass
LldpXdotldcbxTrafficClassValue,
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1ldpXdotldcbxRemETSRecoTrafficSelectionAlgorithm
LldpXdotldcbxTrafficSelectionAlgorithm

TIJPXJOCIOCPRREMETSRECOTSATTarriccla OBJECI-TYPE
SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Indicates the traffic class that is assigned to a traffic
selection algorithm."

REFERENCE
"D.2.9.5"

::= { lldpXdotldcbxRemETSRecoTrafficSelectionAlgorithmEntry 1 }

1ldpXdotldcbxRemETSRecoTrafficSelectionAlgorithm OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficSelectionAlgorithm
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the Traffic Selection Algorithm to which this
traffic class is to be assigned."

REFERENCE
"D.2.9.5"

::= { lldpXdotldcbxRemETSRecoTrafficSelectionAlgorithmEntry 2,7}

-- lldpXdotldcbxRemPFCTable - Contains the information for the\ remote
-—- system PFC TLV.

1ldpXdotldcbxRemPFC OBJECT IDENTIFIER ::= { lldpXdotldgbxRemoteData 3 }

11ldpXdotldcbxRemPFCBasicTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxRemPFCBasicEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per pefZt for the IEEE 802.1
organizationally defined LLDP PFENTLV on the local
system known to this—agent agept )"

:= { lldpXdotldcbxRemPFC 1 }

1ldpXdotldcbxRemPFCBasicEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxRemPFCBasicEntry
MAX-ACCESS not-accessildle

STATUS current

DESCRIPTION

"Information about~"the IEEE 802.1 organizational defined
PFC TLV LLDP eXxtension."
INDEX {
11dpV2RemTimeMark,
11dpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex

::= {\lldpXdotldcbxRemPFCBasicTable 1 }

LldpXdetldcbxRemPFCBasicEntry ::= SEQUENCE {
1TdpXdotldcbxRemPFCWilling Truthvalue,
11ldpXdotldcbxRemPFCMBC TruthValue,
11ldpXdotldcbxRemPFCCap LldpXdotldcbxSupportedCapacity

1

1ldpXdotldcbxRemPFCWilling OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates if the remote system is willing to accept the
PFC configuration of the local system."

REFERENCE
"D.2.10.3"

166
Copyright © 2023 IEEE. All rights reserved.



https://standardsiso.com/api/?name=02be91bf20cd269617d1d02305d423e5

ISO/IEC/IEEE 8802-1Q:2024/Amd.35:2024(en)

IEEE Std 802.1Qcz-2023
IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks
Amendment 35: Congestion Isolation
:= { lldpXdotldcbxRemPFCBasicEntry 1}

lldpXdotldcbxRemPFCMBC OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS Tead-only
STATUS current
DESCRIPTION

"Indicates if the remote system is capable of bypassing
MACsec processing when MACsec is disabled."
REFERENCE
"D.2.10.4"
:= { lldpXdotldcbxRemPFCBasicEntry 2}

l1ldpXdotldcbxRemPFCCap OBJECT-TYPE

SYNTAX LldpXdotldcbxSupportedCapacity
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the number of traffic classes on the remote device
that may simultaneously have PFC enabled."
REFERENCE
"D.2.10.5"
:= { lldpXdotldcbxRemPFCBasicEntry 3}

lldpXdotldcbxRemPFCEnableTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxRemPFCEnableEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains eight entries, one entry per\priority,
indicating if PFC is enabled on the corresponding\ priority."
::= { lldpXdotldcbxRemPFC 2 }

lldpXdotldcbxRemPFCEnableEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxRemPFCEnableEntzny
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Each entry indicates if PFC is ehabled on the
corresponding—prierity prioritin"
INDEX {

11dpV2RemTimeMarks;
1ldpV2RemLocalIfindex,
11dpV2RemLocallPestMACAddress,
11dpV2RemIndex,
11ldpXdotldgbxRemPFCEnablePriority

:= { lldpXdotldcbxRemPFCEnableTable 1 }

LldpXdotldcbxRemPFCEnableEntry ::= SEQUENCE ({
11ldpXdotldcbxRemPFCEnablePriority IEEE8021PriorityValue,
lldpXdotldcbxRemPFCEnableEnabled TruthValue

}

lldpXdotlg@dechxRemPFCEnablePriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS not-accessible

SPATUS current

RESCRIPTION

"Prieity-—Priority for which PFC is enabled / disabled"
::= { lldpXdotldcbxRemPFCEnableEntry 1 }

lldpXdotldcbxRemPFCEnableEnabled OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Indicates if PFC is enabled on the corresponding—prierity priority."
REFERENCE
"D.2.10.6"

::= { lldpXdotldcbxRemPFCEnableEntry 2 }
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-- lldpXdotldcbxRemApplicationPriorityTable - Contains the information
-- for the remote system Application Priority TLV.

1ldpXdotldcbxRemApplicationPriorityAppTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxRemApplicationPriorityAppEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Table containing entries indicating the priority to be used
for a given—eapptieation application.”
::= { lldpXdotldcbxRemoteData 4 }

lldpXdotldcbxRemApplicationPriorityAppEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxRemApplicationPriorityAppEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Entry that indicates the priority to be used for a
given application."”
INDEX {

11dpV2RemTimeMark,
11ldpV2RemLocalIfIndex,
1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex,
lldpXdotldcbxRemApplicationPriorityAESelectox,
lldpXdotldcbxRemApplicationPriorityAEProtocol

::= { lldpXdotldcbxRemApplicationPriorityAppTable I~}

LldpXdotldcbxRemApplicationPriorityAppEntry ::= SEQUENCE ({
lldpXdotldcbxRemApplicationPriorityAESelector
LldpXdotldcbxAppSelector,
lldpXdotldcbxRemApplicationPriorityAEProtoedl
LldpXdotldcbxAppProtocol,
lldpXdotldcbxRemApplicationPriorityAEPEfority
IEEE8021PriorityValue
}

lldpXdotldcbxRemApplicationPriorityAESelector OBJECT-TYPE

SYNTAX LldpXdotldcbxAppSelector
MAX-ACCESS not-accessiblg

STATUS current

DESCRIPTION

"Indicates the comtents of the protocol object
(1ldpXdotldcbxRemApplicationPriorityAEProtocol)

1: EtherType

2: Well Knownh“Port number over TCP, or SCTP

3: Well Known Port number over UDP, or DCCP

4: Well Known Port number over TCP, SCTP, UDP, and DCCP

5: Differentiated Services Code Point (DSCP) value. The
6~bit DSCP value is stored in the low order 6 bits of the
protocol object. The higher order bits are set to zero.
(See IETF RFC 2474 for the definition of the DSCP value.)"

REFERENCE
"D.2.11.3"

7= { lldpXdotldcbxRemApplicationPriorityAppEntry 1 }

LVdpXdotldcbxRemApplicationPriorityAEProtocol OBJECT-TYPE

SYNTAX LldpXdotldcbxAppProtocol
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The protocol indicator of the type indicated by
lldpXdotldcbxRemApplicationPriorityAESelector."
REFERENCE

"D.2.11.3"
::= { lldpXdotldcbxRemApplicationPriorityAppEntry 2 }

lldpXdotldcbxRemApplicationPriorityAEPriority OBJECT-TYPE
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SYNTAX IEEE8021PriorityValue
MAX-ACCESS read-only

STATUS current

DESCRIPTION

TIE PL1OL1ity CoOde PoOint that should be used 1in
frames transporting the protocol indicated by
lldpXdotldcbxRemApplicationPriorityAESelector and
lldpXdotldcbxRemApplicationPriorityAEProtocol."

REFERENCE
"D.2.11.3"

::= { lldpXdotldcbxRemApplicationPriorityAppEntry 3 }

-- lldpXdotldcbxRemApplicationVlanAppTable - Contains the information
-- for the remote system Application VLAN TLV.

lldpXdotldcbxRemApplicationVlanAppTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxRemApplicationVlanAppEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Table containing entries indicating the VLAN to be used
for a given—appiication application.”
:= { lldpXdotldcbxRemoteData 5 }

lldpXdotldcbxRemApplicationVlanAppEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxRemApplicationVlanAppEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Entry that indicates the VLAN to be used fbdr.a
given application."
INDEX {

1ldpV2RemTimeMark,
11dpV2RemLocalIfIndex,
l1ldpV2RemLocalDestMACAddEEssS,
11dpV2RemIndex,
lldpXdotldcbxRemApplédcationVlanAESelector,
1ldpXdotldcbxRemApplicationVlanAEProtocol

::= { lldpXdotldcbxRemApplicationVlanAppTable 1 }

LldpXdotldcbxRemApplicationVidnAppEntry ::= SEQUENCE {
lldpXdotldcbxRemApplicationVlanAESelector
LldpXdotldcbxAppSehector,
lldpXdotldcbxRemApplicationVlianAEProtocol
LldpXdotldcbxAppProtocol,
1ldpXdotldcbxRemApplicationVlianAEVlanId
VlanId
}

lldpXdotldclk=RemApplicationVlanAESelector OBJECT-TYPE

SYNTAX LldpXdotldcbxAppSelector
MAX-AECCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the contents of the protocol object

(1ldpXdotldcbxRemApplicationVlanAEProtocol)

1: EtherType

2: Well Known Port number over TCP, or SCTP

3: Well Known Port number over UDP, or DCCP

4: Well Known Port number over TCP, SCTP, UDP, and DCCP

5: Differentiated Services Code Point (DSCP) value. The
6 bit DSCP value is stored in the low order 6 bits of the
protocol object. The higher order bits are set to zero.
(See IETF RFC 2474 for the definition of the DSCP value.)"

REFERENCE
"D.2.11.3"
::= { lldpXdotldcbxRemApplicationVlanAppEntry 1 }
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lldpXdotldcbxRemApplicationVlanAEProtocol OBJECT-TYPE

SYNTAX LldpXdotldcbxAppProtocol
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION
"The protocol indicator of the type indicated by
lldpXdotldcbxRemApplicationVlanAESelector."
REFERENCE
"D.2.11.3"
::= { lldpXdotldcbxRemApplicationVlanAppEntry 2 }

1ldpXdotldcbxRemApplicationVlanAEVlianId OBJECT-TYPE

SYNTAX VlanId
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The VLAN Identifier that should be used in
frames transporting the protocol indicated by
lldpXdotldcbxRemApplicationVlanAESelector and
lldpXdotldcbxRemApplicationVlanAEProtocol."
REFERENCE
"D.2.14.3"
:= { lldpXdotldcbxRemApplicationVlanAppEntry 3 }

-- IEEE 802.1 - DCBX Administrative Information

-- lldpXdotldcbxAdminETSConfigurationTable - Contains fhe\ information
-- for the ETS Configuration TLV.
1ldpXdotldcbxAdminETSConfiguration OBJECT IDENTIFIER

::= { lldpXdotldcbxAdminData 1 }

1ldpXdotldcbxAdminETSBasicConfigurationTable\OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxAdminETSBasicConfigurationEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one rew per port for the IEEE 802.1
organizationally defined~LLDP ETS Configuration TLV
on the local system krgwn to this—agent agent."

::= { lldpXdotldcbxAdminET'SConfiguration 1 }

lldpXdotldcbxAdminETSBasiceConfigurationEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminETSBasicConfigurationEntry
MAX-ACCESS net~accessible

STATUS current

DESCRIPTION

"Information about the IEEE 802.1 organizational defined
ETSsGonfiguration TLV LLDP extension."

INDEX { 1ldpV2LocPortIfIndex }

1= {\lldpXdotldcbxAdminETSBasicConfigurationTable 1 }

LldpXaetldcbxAdminETSBasicConfigurationEntry ::= SEQUENCE ({
1YdpXdotldcbxAdminETSConCreditBasedShaperSupport Truthvalue,
1ldpXdotldcbxAdminETSConTrafficClassesSupported

LldpXdotldcbxSupportedCapacity,
1ldpXdotldcbxAdminETSConWilling TruthValue

}

1ldpXdotldcbxAdminETSConCreditBasedShaperSupport OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indicates support for the credit-based shaper Traffic
Selection Algorithm."
REFERENCE
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"D.2.8.4"
::= { lldpXdotldcbxAdminETSBasicConfigurationEntry 1 }

1ldpXdotldcbxAdminETSConTrafficClassesSupported OBJECT-TYPE

YNTAX TIOPXJ0TIOChRSUPPOL Cedtapacity
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Indicates the number of traffic classes supported."
REFERENCE
"D.2.8.5"

:= { lldpXdotldcbxAdminETSBasicConfigurationEntry 2 }

11ldpXdotldcbxAdminETSConWilling OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"Indicates if the local system is willing to accept the
ETS configuration recommended by the remote system."
REFERENCE
"D.2.8.3"
DEFVAL { false }

::= { lldpXdotldcbxAdminETSBasicConfigurationEntry 3 }

1ldpXdotldcbxAdminETSConPriorityAssignmentTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxAdminETSConPriorityAssignmentEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per priority. Phé.éntry in each
row indicates the traffic class to which thé& priority is
assigned."

::= { lldpXdotldcbxAdminETSConfiguration 2 ,}

1ldpXdotldcbxAdminETSConPriorityAssignmentEdtry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminETSConRfiorityAssignmentEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Indicates a priority to twaffic class assignment."
INDEX {

lldpV2LocPortIflndex,
11ldpXdotldcbxAdminETSConPriority

::= { lldpXdotldcbxAdmhnETSConPriorityAssignmentTable 1 }

LldpXdotldcbxAdminETSConPriorityAssignmentEntry ::= SEQUENCE {
1ldpXdotldcbxAdminETSConPriority IEEE8021PriorityValue,
1ldpXdotldcbxAdminETSConPriTrafficClass

LldpXdotidcbxTrafficClassValue

}

1ldpXdotldebxAdminETSConPriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue

MAK-ACCESS not-accessible

SPATUS current

BESCRIPTION
"Indicates the priority that is assigned to a traffic
class."

REFERENCE
"D.2.8.6"

::= { lldpXdotldcbxAdminETSConPriorityAssignmentEntry 1 }

11ldpXdotldcbxAdminETSConPriTrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"Indicates the traffic class to which this priority is
to be assigned."
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REFERENCE
"D.2.8.6"
DEFVAL { 0}
::= { lldpXdotldcbxAdminETSConPriorityAssignmentEntry 2 }

11ldpXdotldcbxAdminETSConTrafficClassBandwidthTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxAdminETSConTrafficClassBandwidthEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table contains one row per traffic class. The

entry in each row indicates the traffic class to
which the bandwidth is assigned."
:= { lldpXdotldcbxAdminETSConfiguration 3 }

1ldpXdotldcbxAdminETSConTrafficClassBandwidthEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminETSConTrafficClassBandwidthEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates a traffic class to Bandwidth assignment."

INDEX {
1ldpV2LocPortIfIndex,
1ldpXdotldcbxAdminETSConTrafficClass

::= { lldpXdotldcbxAdminETSConTrafficClassBandwidthTable 14}

LldpXdotldcbxAdminETSConTrafficClassBandwidthEntry ::= SEQUENCE {
lldpXdotldcbxAdminETSConTrafficClass
LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxAdminETSConTrafficClassBandwidth
LldpXdotldcbxTrafficClassBandwidthValue
}

1ldpXdotldcbxAdminETSConTrafficClass OBJECT-TYRE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class,.to
which this bandwidth—appliesfapplies."
REFERENCE
"D.2.8.7"
::= { lldpXdotldcbxAdminETSConTrafficClassBandwidthEntry 1 }

1ldpXdotldcbxAdminETSConTrafficClassBandwidth OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassBandwidthValue
MAX-ACCESS readawrite

STATUS cukrent

DESCRIPTION

"Indicates the bandwidth assigned to this traffic class.
The sum\of the bandwidths assigned to a given port is
required at all times to equal 100. An operation that
agtempts to change this table such that the bandwidth
entires do not total 100 shall be rejected. An implication
of this is that modification of this table requires that
multiple set operations be included in a single SNMP PDU,
commonly referred to as an MSET operation, to perform
simultaneous set operations to keep the sum at 100. Any
attempt to change a single entry in this table will result
in the operation being rejected since entries in the
table referring to the given port will no longer
sum to 100."

REFERENCE
"D.2.8.7"

::= { lldpXdotldcbxAdminETSConTrafficClassBandwidthEntry 2 }

1ldpXdotldcbxAdminETSConTrafficSelectionAlgorithmTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxAdminETSConTrafficSelectionAlgorithmEntry
MAX-ACCESS not-accessible
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STATUS current

DESCRIPTION
"This table contains one row per traffic class. The entry
in each row indicates the traffic selection algorithm to

De USed Dy the priority.
::= { lldpXdotldcbxAdminETSConfiguration 4 }

11ldpXdotldcbxAdminETSConTrafficSelectionAlgorithmEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminETSConTrafficSelectionAlgorithmEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates a traffic class to traffic selection
algorithm assignment."
INDEX {
1ldpV2LocPortIfIndex,
1ldpXdotldcbxAdminETSConTSATrafficClass

:= { lldpXdotldcbxAdminETSConTrafficSelectionAlgorithmTable 1 }

LldpXdotldcbxAdminETSConTrafficSelectionAlgorithmEntry ::= SEQUENCE ({
1ldpXdotldcbxAdminETSConTSATrafficClass
LldpXdotldcbxTrafficClassValue,
1ldpXdotldcbxAdminETSConTrafficSelectionAlgorithm
LldpXdotldcbxTrafficSelectionAlgorithm
}

11ldpXdotldcbxAdminETSConTSATrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class that is assignéd
to a traffic selection algorithm."
REFERENCE
"D.2.8.8"
:= { lldpXdotldcbxAdminETSConTrafficSelectionAlgorithmEntry 1 }

11ldpXdotldcbxAdminETSConTrafficSelectionAlgorithm OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficoSelectionAlgorithm
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"Indicates the Traffic Selection Algorithm to which this
traffic class is to kd/assigned."
REFERENCE
"D.2.8.8"
:= { lldpXdotldcbxAdminETSConTrafficSelectionAlgorithmEntry 2 }

-- lldpXdotldcbxAdminETSRecommendationTable - Contains the information
-— for the ETS\Recommendation TLV.
1ldpXdotldebxAdminETSReco OBJECT IDENTIFIER ::=

{ 1ldpXdotldcbxAdminData 2 }

1ldpKadetldcbxAdminETSRecoTrafficClassBandwidthTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxAdminETSRecoTrafficClassBandwidthEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"This table contains one row per traffic class. The

entry in each row indicates the traffic class to
which the bandwidth is assigned."
::= { lldpXdotldcbxAdminETSReco 1 }

1ldpXdotldcbxAdminETSRecoTrafficClassBandwidthEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminETSRecoTrafficClassBandwidthEntry
MAX-ACCESS not-accessible
STATUS current
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DESCRIPTION

"Indicates a traffic class to Bandwidth assignment."
INDEX {
lldpV2LocPortIfIndex,

TTOPXJOC IACORAOMINEISRECoTTarricera
::= { lldpXdotldcbxAdminETSRecoTrafficClassBandwidthTable 1 }

LldpXdotldcbxAdminETSRecoTrafficClassBandwidthEntry ::= SEQUENCE ({
11ldpXdotldcbxAdminETSRecoTrafficClass
LldpXdotldcbxTrafficClassValue,
11ldpXdotldcbxAdminETSRecoTrafficClassBandwidth
LldpXdotldcbxTrafficClassBandwidthValue
}

11ldpXdotldcbxAdminETSRecoTrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class to

which this bandwidth-applies applies."
REFERENCE

"D.2.9.4"
::= { lldpXdotldcbxAdminETSRecoTrafficClassBandwidthEntry 1 }

11ldpXdotldcbxAdminETSRecoTrafficClassBandwidth OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassBandwidthValue
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"Indicates the bandwidth assigned to this traffic class.
The sum of the bandwidths assigned to a givén.port is
required at all times to equal 100. An opération that
attempts to change this table such that the bandwidth
entires do not total 100 shall be rejeeted. An implication
of this is that modification of this\table requires that
multiple set operations be included/in a single SNMP PDU,
commonly referred to as an MSET eperation, to perform
simultaneous set operations tolkeep the sum at 100. Any
attempt to change a single entry in this table will result
in the operation being rejeeted since entries in the

table referring to the given port will no longer

sum to 100."

REFERENCE
"D.2.9.4"
:= { lldpXdotldcbxAdminETSRecoTrafficClassBandwidthEntry 2 }

1ldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotidcbxAdminETSRecoTrafficSelectionAlgorithmEntry
MAX-ACCESS not-accessible
STATUS current
DESCRFPT.ION
"This table contains one row per traffic class. The entry

in each row indicates the traffic selection algorithm to
be used by the traffic class."
7= { lldpXdotldcbxAdminETSReco 2 }

LYdpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates a traffic class to traffic selection
algorithm assignment."
INDEX {

11ldpV2LocPortIfIndex,
1ldpXdotldcbxAdminETSRecoTSATrafficClass

::= { lldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmTable 1 }
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LldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmEntry ::= SEQUENCE ({
1ldpXdotldcbxAdminETSRecoTSATrafficClass
LldpXdotldcbxTrafficClassValue,

TTOPXAJOC IOCORAOMINETSRECOTTalL1ICSEIeCtIONAIgOoT T thm
LldpXdotldcbxTrafficSelectionAlgorithm
}

1ldpXdotldcbxAdminETSRecoTSATrafficClass OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficClassValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Indicates the traffic class that is assigned to a traffic
selection algorithm."

REFERENCE
"D.2.9.5"

::= { lldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmEntry 1 }

1ldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithm OBJECT-TYPE

SYNTAX LldpXdotldcbxTrafficSelectionAlgorithm
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"Indicates the Traffic Selection Algorithm to which this
traffic class is to be assigned."

REFERENCE
"D.2.9.5"

::= { lldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithmEntry 2 }

-- lldpXdotldcbxAdminPFCTable - Contains the informagion/ for the PFC
-- Configuration TLV.

11ldpXdotldcbxAdminPFC OBJECT IDENTIFIER ::= { lldpXdotldcbxAdminData 3 }

11ldpXdotldcbxAdminPFCBasicTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxAdminPFCBasicEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row‘gper port for the IEEE 802.1
organizationally defined LLDPP PFC TLV on the local
system known to this—agért agent."

::= { lldpXdotldcbxAdminPEC,1 }

1ldpXdotldcbxAdminPFCBasi¢gEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminPFCBasicEntry
MAX-ACCESS notzacecessible

STATUS cukrent

DESCRIPTION

"Information about the IEEE 802.1 organizational defined
PFC TLVNLLDP extension."
INDEX { 1ldpV2LocPortIfIndex }
{1idpXdotldcbxAdminPFCBasicTable 1 }

LldpXdotldcbxAdminPFCBasicEntry ::= SEQUENCE ({
LldpXdotldcbxAdminPFCWilling Truthvalue,
1YdpXdotldcbxAdminPFCMBC Truthvalue,
1ldpXdotldcbxAdminPFCCap LldpXdotldcbxSupportedCapacity

)

1ldpXdotldcbxAdminPFCWilling OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"Indicates if the local system is willing to accept the

PFC configuration of the remote system."

REFERENCE
"D.2.10.3"
DEFVAL { false }
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:= { lldpXdotldcbxAdminPFCBasicEntry 1}

1ldpXdotldcbxAdminPFCMBC OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS Tead-only
STATUS current
DESCRIPTION

"Indicates if the local system is capable of bypassing
MACsec processing when MACsec is disabled."
REFERENCE
"D.2.10.4"
:= { lldpXdotldcbxAdminPFCBasicEntry 2}

11ldpXdotldcbxAdminPFCCap OBJECT-TYPE

SYNTAX LldpXdotldcbxSupportedCapacity
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the number of traffic classes on the local device
that may simultaneously have PFC enabled.

Note that this typically indicates a physical limitation of the
device. However, some devices may allow this parameter to be
administratively configured, in which case the MAX-ACCESS
should be changed to read-write with and an appropriate
DEFVAL added."

REFERENCE
"D.2.10.5"

::= { lldpXdotldcbxAdminPFCBasicEntry 3}

11ldpXdotldcbxAdminPFCEnableTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotldcbxAdminPFCEpabléEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains eight entries, one’entry per priority,
indicating if PFC is enabled on the.corresponding priority."
::= { lldpXdotldcbxAdminPFC 2 }

1ldpXdotldcbxAdminPFCEnableEntry OBJECTSTYPE

SYNTAX LldpXdotldcbxAdminPFCEnableEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Each entry indicates (f PFC is enabled on the

corresponding—priorisy priority."
INDEX {

1ldpV2LocPortIfIndex,
1ldpXdotldcbxAdminPFCEnablePriority

:= { lldpXdotldcbxAdminPFCEnableTable 1 }

LldpXdotldcbxAdminPFCEnableEntry ::= SEQUENCE ({
1ldpXdogtdcbxAdminPFCEnablePriority IEEE8021PriorityValue,
1ldpXdotldcbxAdminPFCEnableEnabled TruthValue

}

11ldpKdetldcbxAdminPFCEnablePriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Prietty—Priority for which PFC is enabled / disabled"
::= { lldpXdotldcbxAdminPFCEnableEntry 1 }

1ldpXdotldcbxAdminPFCEnableEnabled OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"Indicates if PFC is enabled on the corresponding—prierity priority."
REFERENCE
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"D.2.10.6"
DEFVAL { false }
::= { lldpXdotldcbxAdminPFCEnableEntry 2 }

-- 1lldpXdotldcbxAdminApplicationPriorityTable - Contains the
-— information for the Application Priority TLV.

1ldpXdotldcbxAdminApplicationPriorityAppTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxAdminApplicationPriorityAppEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Table containing entries indicating the—prierty priority to be used
for a given—eapptiecation application."”
::= { lldpXdotldcbxAdminData 4 }

lldpXdotldcbxAdminApplicationPriorityAppEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminApplicationPriorityAppEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Entry that indicates the priority to be used for a
given application.”
INDEX {
1ldpV2LocPortIfIndex,
lldpXdotldcbxAdminApplicationPriorityAESelegtor,
lldpXdotldcbxAdminApplicationPriorityABPfotocol

::= { lldpXdotldcbxAdminApplicationPriorityAppTabile.d }

LldpXdotldcbxAdminApplicationPriorityAppEntry ::= SEQUENCE ({
lldpXdotldcbxAdminApplicationPriorityAESelector
LldpXdotldcbxAppSelector,
lldpXdotldcbxAdminApplicationPriorityAEPxotocol
LldpXdotldcbxAppProtocol,
1ldpXdotldcbxAdminApplicationPriorityAEPriority
IEEE8021PriorityValue
}

lldpXdotldcbxAdminApplicationPriorityAESelector OBJECT-TYPE

SYNTAX LldpXdotldcbxAppSelector
MAX-ACCESS not-accessildle

STATUS current

DESCRIPTION

"Indicates the contents of the protocol object
(lldpXdotldcbxAdminApplicationPriorityAEProtocol)
1: EtherType
2: Well Known Port number over TCP, or SCTP
3: Well Known Port number over UDP, or DCCP
4: Well\Known Port number over TCP, SCTP, UDP, and DCCP
5: pPiafiferentiated Services Code Point (DSCP) wvalue. The
6.bit DSCP value is stored in the low order 6 bits of the
protocol object. The higher order bits are set to zero.
(See IETF RFC 2474 for the definition of the DSCP value.)"
REEERENCE
"D.2.10.6"
::= { lldpXdotldcbxAdminApplicationPriorityAppEntry 1 }

11ldpXdotldcbxAdminApplicationPriorityAEProtocol OBJECT-TYPE

SYNTAX LldpXdotldcbxAppProtocol
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The protocol indicator of the type indicated by
1ldpXdotldcbxAdminApplicationPriorityAESelector."

REFERENCE
"D.2.10.6"
::= { lldpXdotldcbxAdminApplicationPriorityAppEntry 2 }
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lldpXdotldcbxAdminApplicationPriorityAEPriority OBJECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS read-create
STATUS current

DESCRIPTION
"The priority code point that should be used in
frames transporting the protocol indicated by
1ldpXdotldcbxAdminApplicationPriorityAESelector and
lldpXdotldcbxAdminApplicationPriorityAEProtocol."

REFERENCE
"D.2.10.6"

:= { lldpXdotldcbxAdminApplicationPriorityAppEntry 3 }

-- lldpXdotldcbxAdminApplicationVlanAppTable - Contains the
-- information for the Application VLAN TLV.

lldpXdotldcbxAdminApplicationVlanAppTable OBJECT-TYPE

SYNTAX SEQUENCE OF
LldpXdotldcbxAdminApplicationVlanAppEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Table containing entries indicating the VLAN to be used

for a given—appliecation application.”
:= { lldpXdotldcbxAdminData 5 }

1ldpXdotldcbxAdminApplicationVlanAppEntry OBJECT-TYPE

SYNTAX LldpXdotldcbxAdminApplicationVlanAppEnfey
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Entry that indicates the VLAN to be used for a
given application."
INDEX {
11ldpV2LocPortIfIndex,
lldpXdotldcbxAdminApplicafionVlanAESelector,
1ldpXdotldcbxAdminApplitationVlanAEProtocol

:= { lldpXdotldcbxAdminApplicationVlanAppTable 1 }

LldpXdotldcbxAdminApplicationVlanAppEntry ::= SEQUENCE ({
lldpXdotldcbxAdminApplicatidnVlanAESelector
LldpXdotldcbxAppSelector,
lldpXdotldcbxAdminApplieationVlanAEProtocol
LldpXdotldcbxAppProtocol,
lldpXdotldcbxAdminApplicationVlanAEVlanId
VlanId
}

1ldpXdotldcbxAdminApplicationVlanAESelector OBJECT-TYPE

SYNTAX LldpXdotldcbxAppSelector
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

YIndicates the contents of the protocol object
(11ldpXdotldcbxAdminApplicationVlanAEProtocol)

1: EtherType

2: Well Known Port number over TCP, or SCTP

3: Well Known Port number over UDP, or DCCP

4: Well Known Port number over TCP, SCTP, UDP, and DCCP

5: Differentiated Services Code Point (DSCP) value. The
6 bit DSCP value is stored in the low order 6 bits of the
protocol object. The higher order bits are set to zero.
(See IETF RFC 2474 for the definition of the DSCP value.)"

REFERENCE
"D.2.12.3"

:= { lldpXdotldcbxAdminApplicationVlanAppEntry 1 }

1ldpXdotldcbxAdminApplicationVlanAEProtocol OBJECT-TYPE
SYNTAX LldpXdotldcbxAppProtocol
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The protocol indicator of the type indicated by

TTJOPXJOT IOChRAUMINAPPIICAatIONVIanAESEIeC or .
REFERENCE
"D.2.14.3"
:= { lldpXdotldcbxAdminApplicationVlanAppEntry 2 }

1ldpXdotldcbxAdminApplicationVlanAEVlanId OBJECT-TYPE

SYNTAX VlanId
MAX-ACCESS read-create
STATUS current
DESCRIPTION

"The VLAN Identifier that should be used in
frames transporting the protocol indicated by
l1ldpXdotldcbxAdminApplicationVlanAESelector and
lldpXdotldcbxAdminApplicationVlanAEProtocol."
REFERENCE
"D.2.14.3"
::= { lldpXdotldcbxAdminApplicationVlanAppEntry 3 }

-- IEEE 802.1 - DCBX Conformance Information

lldpXdotldcbxConformance OBJECT IDENTIFIER ::= { 11dpV2XdotlMIB ,6:}
11ldpXdotldcbxCompliances

OBJECT IDENTIFIER ::= { lldpXdotldcbxConformance 1 }
1ldpXdotldcbxGroups

OBJECT IDENTIFIER ::= { lldpXdotldcbxConformance 2 }

-- Compliance Statements

1ldpXdotldcbxCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION
"A compliance statement for SNMB\entities that implement
the IEEE 802.1 organizationally)defined DCBX group in the
LLDP extension MIB.

This group is mandatory fer agents that implement Enhanced
Transmission Selectionit
MODULE -- this module
MANDATORY-GROUPS {.lldpXdotldcbxETSGroup,
1ldpXdotldcbxPFCGroup,
1ldpXdotldcbxApplicationPriorityGroup,
lldpXdotldcbxApplicationVlanGroup,
ifGeneralInformationGroup
}
:= { lldpXdetldcbxCompliances 1 }

-— MIB Greupings

11dpKaetldcbxETSGroup OBJECT-GROUP
QBJECTS {

1ldpXdotldcbxConfigETSConfigurationTxEnable,
1ldpXdotldcbxConfigETSRecommendationTxEnable,
1ldpXdotldcbxLocETSConCreditBasedShaperSupport,
1ldpXdotldcbxLocETSConTrafficClassesSupported,
1ldpXdotldcbxLocETSConWilling,
1ldpXdotldcbxLocETSConPriTrafficClass,
1ldpXdotldcbxLocETSConTrafficClassBandwidth,
1ldpXdotldcbxLocETSConTrafficSelectionAlgorithm,
1ldpXdotldcbxLocETSRecoTrafficClassBandwidth,

1ldpXdotldcbxLocETSRecoTrafficSelectionAlgorithm,
1ldpXdotldcbxRemETSConCreditBasedShaperSupport,
1ldpXdotldcbxRemETSConTrafficClassesSupported,
lldpXdotldcbxRemETSConWilling,
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1ldpXdotldcbxRemETSConPriTrafficClass,
11ldpXdotldcbxRemETSConTrafficClassBandwidth,
1ldpXdotldcbxRemETSConTrafficSelectionAlgorithm,
l1ldpXdotldcbxRemETSRecoTrafficClassBandwidth,

TTOPXJOC IOCORREMETSRECOTTAI L ICSE1IECTIONAIGOT L Thm,
11ldpXdotldcbxAdminETSConCreditBasedShaperSupport,
1ldpXdotldcbxAdminETSConTrafficClassesSupported,
1ldpXdotldcbxAdminETSConWilling,
11ldpXdotldcbxAdminETSConPriTrafficClass,
1ldpXdotldcbxAdminETSConTrafficClassBandwidth,
11ldpXdotldcbxAdminETSConTrafficSelectionAlgorithm,
1ldpXdotldcbxAdminETSRecoTrafficClassBandwidth,
1ldpXdotldcbxAdminETSRecoTrafficSelectionAlgorithm

}

STATUS current

DESCRIPTION
"The collection of objects used for Enhanced
Transmission Selection."

:= { lldpXdotldcbxGroups 1 }

1ldpXdotldcbxPFCGroup OBJECT-GROUP
OBJECTS {
1ldpXdotldcbxConfigPFCTxEnable,
1ldpXdotldcbxLocPFCWilling,
1ldpXdotldcbxLocPFCMBC,
lldpXdotldcbxLocPFCCap,
l1ldpXdotldcbxLocPFCEnableEnabled,
1ldpXdotldcbxRemPFCWilling,
1ldpXdotldcbxRemPFCMBC,
lldpXdotldcbxRemPFCCap,
lldpXdotldcbxRemPFCEnableEnabled,
lldpXdotldcbxAdminPFCWilling,
11dpXdotldcbxAdminPFCMBC,
1ldpXdotldcbxAdminPFCCap,
1ldpXdotldcbxAdminPFCEnableEnabled
}
STATUS current
DESCRIPTION
"The collection of objects used for Priority-
base Flow Control."
:= { lldpXdotldcbxGroups 2 }

lldpXdotldcbxApplicationPriorityGretp OBJECT-GROUP

OBJECTS {
1ldpXdotldcbxConfigApglicationPriorityTxEnable,
lldpXdotldcbxLocApplicationPriorityAEPriority,
1ldpXdotldcbxRemApplicationPriorityAEPriority,
lldpXdotldcbxAdmInApplicationPriorityAEPriority

}

STATUS current

DESCRIPTION
"The coliection of objects used for Application
prioxity."

1= { lrdpXdotldcbxGroups 3 }

lldpXdotldcbxApplicationVlanGroup OBJECT-GROUP

OBUEGTS {
1ldpXdotldcbxConfigApplicationVlanTxEnable,
lldpXdotldcbxLocApplicationVlanAEVlanId,
1ldpXdotldcbxRemApplicationVlanAEVlanId,
lldpXdotldcbxAdminApplicationVlanAEVlanId

}

STATUS current

DESCRIPTION
"The collection of objects used for Application
VLAN."

::= { lldpXdotldcbxGroups 4 }
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-- Organizationally Defined Information Extension - IEEE 802.1
-- Definitions to support the ciSet TLV set (Table D-1)
-— for Congestion Isolation

11dpXdot1CiMIB OBJECT IDENTIFIER ::= { 11dpV2XdotlMIB 8 }
11dpXdotlCiObjects OBJECT IDENTIFIER ::= { 1ldpXdotlCiMIB 1 }

-- CI 802.1 MIB Extension groups

11ldpXdotlCiConfig OBJECT IDENTIFIER ::= { 1lldpXdotlCiObjects 1 }
lldpXdotlCiLocalData OBJECT IDENTIFIER ::= { 1lldpXdotlCiObjects 2 }
lldpXdotlCiRemoteData OBJECT IDENTIFIER ::= { 1ldpXdotlCiObjects 3 }

CiQueueType ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"Indicates whether a queue is a monitored queue, a congesting
queue or not participating in Congestion Isolation. The

queue type is used when building the queue map field of “the
Congestion Isolation TLV.
0: The queue is not participating in Congestion Isqodation
1: The gqueue is a monitored gqueue
2: The gqueue is a congesting queue"
SYNTAX INTEGER {
ciQNone (0),
ciQMonitor (1),
ciQCongesting (2)

- 1ldpXdotlCiConfigCiTable : confAadure the
-— transmission of the Congestion\I¥solation TLV on a set of ports

11dpXdotlCiConfigCiTable OBJECT-TYPE

SYNTAX SEQUENCE~OF LldpXdotlCiConfigCiEntry
MAX-ACCESS not-accesSsible

STATUS curramt

DESCRIPTION

"A table that controls selection of Congestion Isolation
TLVs to+be transmitted on individual ports."
::= { 1ldpXdotlCiConfig 1 }

1lldpXdotlgi€onfigCiEntry OBJECT-TYPE

SYNTAX LldpXdotlCiConfigCiEntry
MAK-ACCESS not-accessible

SPATUS current

RESCRIPTION

"LLDP configuration information that controls the
transmission of IEEE 802.1 organizationally defined
Congestion Isolation TLV on LLDP transmission-capable ports.

This configuration object augments the lldpV2PortConfigEntry of
the LLDP-MIB, therefore it is only present along with the port
configuration defined by the associated 1lldpV2PortConfigEntry
entry.

Each active 1lldpConfigEntry is restored from non-volatile

storage (along with the corresponding lldpV2PortConfigEntry)

after a re-initialization of the management system."
AUGMENTS { 1ldpVv2PortConfigEntry }
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:= { 1ldpXdotlCiConfigCiTable 1 }

LldpXdotlCiConfigCiEntry ::= SEQUENCE {
11dpXdotlCiConfigCiTxEnable TruthValue

i

11dpXdotlCiConfigCiTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The 11dpXdotlCiConfigCiTxEnable, which is

defined as a truth value and configured by the network
management, determines whether the IEEE 802.1 organizationally
defined Congestion Isolation TLV transmission is allowed

on a given LLDP transmission-capable port.

The value of this object is restored from non-volatile
storage after a re-initialization of the management system."
REFERENCE
"D.2.15"
DEFVAL { false }
:= { 11dpXdotlCiConfigCiEntry 1 }

lldpXdotlCilLocalData: Contains the information forgthe 'CI TLV

lldpXdotlLocCiBasicTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlLocCiBasigEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per\port of basic Congestion Isolation
information (as a part of the @LDP 802.1 organizational extension)
on the local system known to,this agent."

::= { 1lldpXdotlCiLocalData 1 }

11ldpXdotlLocCiBasicEntry OBJECTALYPE

SYNTAX LldpXdotlLoc€iBasicEntry

MAX-ACCESS not-accessiklée

STATUS current

DESCRIPTION
"Basic Congestdon Isolation information about a particular port
component."

INDEX { 1ldpv2LocPortIfIndex }

:= { 1lldpXdetlLocCiBasicTable 1 }

LldpXdotlLog6MBasicEntry ::= SEQUENCE ({
11dpXdotlLocCiCIMEncapLen Unsigned32,
lldpXdotlLocCiMacAddress MacAddress,

l11dpXdotlLocCiNetAddressType

AddressFamilyNumbers,

1TdpXdotlLocCiNetAddress

OCTET STRING,

11dpXdotlLocCiUDPPort InetPortNumber

n\

I1ldpXdotlLocCiCIMEncapLen OBJECT-TYPE

SYNTAX Unsigned32 (60..512)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The requested length in octets of the data encapsulated into
a CIM by a peer. The default and minimum required value is 60.

The maximum value is 512."
REFERENCE

"D.2.15.4"
::= { 1lldpXdotlLocCiBasicEntry 1 }
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1ldpXdotlLocCiMacAddress OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only
TATU CULrenc

DESCRIPTION

"The MAC address that is to be used as the destination MAC address
for a CIM to the Bridge or end station."

REFERENCE
"D.2.15.5"

::= { 1lldpXdotlLocCiBasicEntry 2 }

lldpXdotlLocCiNetAddressType OBJECT-TYPE

SYNTAX AddressFamilyNumbers
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The type of network address identifier encoding used in the
associated 'lldpXdotlLocCiNetAddress' object. Only the IPv4
and IPv6 address type encodings enumerated in AddressFamilyNumbers
are used in the Congestion Isolation TLV."

REFERENCE
"D.2.15.7"

::= { lldpXdotlLocCiBasicEntry 3 }

1ldpXdotlLocCiNetAddress OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(1..31))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The string value used to identify the networksaddress component
associated with the local system. This addregs\is to be used as
the destination network address of a layer-8, CIM."

REFERENCE
"D.2.15.8"

::= { 1lldpXdotlLocCiBasicEntry 4 }

1ldpXdotlLocCiUDPPort OBJECT-TYPE

SYNTAX InetPortNumber
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The UDP port number to be wsSed in layer 3 CIMs sent by the peer."
REFERENCE
"D.2.15.6"

::= { 1ldpXdotlLocCiBasigEntry 5 }

—— The table specifying;~the queue map to advertise in the
-- Congestion Isolathon TLV.

11ldpXdotlLocCiQueueMapTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlLocCiQueueMapEntry
MAX-AGCESS not-accessible

STATUS, current

DESCRIPTION

"A table specifying whether the queue of a priority is to
be a monitored gueue, congesting gueue, or not participating.
For each participating gqueue there is a mapped gqueue. This
information can be transmitted in the Congestion Isolation TLV.
w

REFERENCE
"D.2.15.3"

:= { 1lldpXdotlCiLocalData 2 }

11ldpXdotlLocCiQueueMapEntry OBJECT-TYPE

SYNTAX LldpXdotlLocCiQueueMapEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table specifying whether the queue of a priority is to
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be a monitored queue, congesting queue, or not participating.
For each participating gqueue there is a mapped gqueue. This
information can be transmitted in the Congestion Isolation TLV.

TNDEX [ I10pPVZLOCPOICITIINOER,
11ldpXdotlLocCiQueuelId }
::= { 1lldpXdotlLocCiQueueMapTable 1 }

LldpXdotlLocCiQueueMapEntry ::= SEQUENCE {
11ldpXdotlLocCiQueueId IEEE8021PriorityValue,
11dpXdotlLocCiQueueType CiQueueType,

1ldpXdotlLocCiMappedQueue IEEE8021PriorityValue

}

1ldpXdotlLocCiQueueId OBJECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The priority for a frame received on this port."
REFERENCE
"D.2.15.3"

:= { 1ldpXdotlLocCiQueueMapEntry 1 }

11ldpXdotlLocCiQueueType OBJECT-TYPE

SYNTAX CiQueueType
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"monitored, congesting, or not used
The value of this object is restored from non-yolatile
storage after a re-initialization of the manggémént system.
"

REFERENCE
"D.2.15.3"

::= { 1lldpXdotlLocCiQueueMapEntry 2 }

lldpXdotlLocCiMappedQueue OBJECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The remapped priority for frames received on this port
at the received prioritys

The value of this okject is restored from non-volatile
storage after a rewinitialization of the management system.
"
REFERENCE
"D.2.15.3"
:= { 1lldpXdotflLiocCiQueueMapEntry 3 }

-7~ _1Y¥YdpXdotlCiRemoteData: Contains the received information for the CI TLV

IldpXdotlRemCiBasicTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlRemCiBasicEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per port of basic Congestion Isolation
information (as a part of the LLDP 802.1 organizational extension)

of the remote system."
::= { lldpXdotlCiRemoteData 1 }

lldpXdotlRemCiBasicEntry OBJECT-TYPE
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SYNTAX LldpXdotlRemCiBasicEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
BaS1C CONgestlion ISolatlion INIormation apout & particular port
component."

INDEX { 11dpV2RemTimeMark,
11dpV2RemlLocalIflIndex,
1ldpV2RemLocalDestMACAddress,
11dpV2RemIndex }

{ 1ldpXdotlRemCiBasicTable 1 }

LldpXdotlRemCiBasicEntry ::= SEQUENCE ({
1ldpXdotlRemCiCIMEncapLen Unsigned32,
lldpXdotlRemCiMacAddress MacAddress,
lldpXdotlRemCiNetAddressType AddressFamilyNumbers,
lldpXdotlRemCiNetAddress OCTET STRING,
11ldpXdotlRemCiUDPPort InetPortNumber

s

1ldpXdotlRemCiCIMEncapLen OBJECT-TYPE

SYNTAX Unsigned32 (60..512)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The requested length in octets of the data encapsulated“nto
a CIM by a peer. The default and minimum required value\ds 60.
The maximum value is 512."

REFERENCE
"D.2.15.4"

::= { lldpXdotlRemCiBasicEntry 1 }

lldpXdotlRemCiMacAddress OBJECT-TYPE

SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The MAC address that is to be used/as the destination MAC address
for a CIM to the Bridge or end s%tation."

REFERENCE
"D.2.15.5"

::= { lldpXdotlRemCiBasicEntrwAY

11ldpXdotlRemCiNetAddressType QBJECT-TYPE

SYNTAX AddressFamilyNudmbers
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The type of nétwork address identifier encoding used in the
associated ‘idddpXdotlRemCiNetAddress' object. Only the IPv4
and IPv6 dddress type encodings enumerated in AddressFamilyNumbers
are used+«in the Congestion Isolation TLV."
REFERENCE
"D.2NSL 7"
{A%dpXdotlRemCiBasicEntry 3 }

11dpXdotiRemCiNetAddress OBJECT-TYPE

SXAITAX OCTET STRING (SIZE(1..31))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The string value used to identify the network address component
associated with the local system. This address is to be used as
the destination network address of a layer-3 CIM."

REFERENCE
"D.2.15.8"

::= { 1lldpXdotlRemCiBasicEntry 4 }

11dpXdot1lRemCiUDPPort OBJECT-TYPE

SYNTAX InetPortNumber
MAX-ACCESS read-only
STATUS current
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DESCRIPTION

"The UDP port number to be used in layer 3 CIMs sent by the peer."
REFERENCE
"D.2.15.6"

= { 1IdpXAdOTIRemU1lBaS1CRINTE S

—- The table specifying, the gqueue map to advertise in the
-- Congestion Isolation TLV.

1ldpXdotlRemCiQueueMapTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlRemCiQueueMapEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table specifying whether the queue of a priority is to
be a monitored queue, congesting queue, or not participating.
For each participating queue there is a mapped gqueue. This
information can be transmitted in the Congestion Isolation TLV.
"

REFERENCE
"D.2.15.3"

::= { lldpXdotlCiRemoteData 2 }

lldpXdotlRemCiQueueMapEntry OBJECT-TYPE

SYNTAX LldpXdotlRemCiQueueMapEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table specifying whether the queue of a priority'is to
be a monitored queue, congesting gqueue, or ngt\participating.
For each participating queue there is a mapped/queue. This
information can be transmitted in the Congéstion Isolation TLV.
INDEX { 11dpV2RemTimeMark,
1ldpV2RemlLocalIflIndex,
lldpV2RemLocalDestMACAddress
11dpV2RemIndex,
1ldpXdotlRemCiQueueId }
:= { lldpXdotlRemCiQueueMapTable, 1%}

LldpXdotlRemCiQueueMapEntry ::= SEQUENCE ({
11dpXdotlRemCiQueuelId IEEE8021PriorityValue,
1ldpXdotlRemCiQueueTyde CiQueueType,

1ldpXdotlRemCiMappedQueue IEEE8021PriorityValue

}

11dpXdotlRemCiQueueld OBJIECT-TYPE

SYNTAX IEEE8021PriorityValue
MAX-ACCESS ndt-@ccessible
STATUS eurrent
DESCRIPTION
"Thespority for a frame received on this port."
REFERENGE
"DW2.15.3"

::f Y 'lldpXdotlRemCiQueueMapEntry 1 }

1ldpXdot1lRemCiQueueType OBJECT-TYPE

SYNTAX CiQueueType
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"monitored, congesting, or not used
The value of this object is restored from non-volatile
storage after a re-initialization of the management system.

REFERENCE

"D.2.15.3"
::= { lldpXdotlRemCiQueueMapEntry 2 }

1lldpXdotlRemCiMappedQueue OBJECT-TYPE
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SYNTAX IEEE8021PriorityValue
MAX-ACCESS read-write

STATUS current

DESCRIPTION

e remdapped priorit LOor Trame recelved Ol TNH1 porct

at the received priority.

The value of this object is restored from non-volatile

storage after a re-initialization of the management system.

REFERENCE

"D.2.15.3"

{ 1lldpXdotlRemCiQueueMapEntry 3 }

lldpXdotlCiConformance OBJECT IDENTIFIER ::= { 11dpV2XdotlMIB 9 }

lldpXdotlCiCompliances

OBJECT IDENTIFIER ::= { lldpXdotlCiConformance 1 }
11dpXdotlCiGroups OBJECT IDENTIFIER ::= { lldpXdotlCiConformance 2 }
- Congestion Isolation - Compliance Statements

11ldpXdotlCiCompliance MODULE-COMPLIANCE

STATUS

current

DESCRIPTION

"A compliance statement for SNMP entities that implement

the IEEE 802.1 organizationally defined Céngestion

Isolation group in the LLDP extension MIB.

This group is mandatory for agents.that implement the

Congestion Isolation cnSet TLV setd"

MODULE

-- this module

MANDATORY-GROUPS { 1lldpXdotlGi€noup,

ifGenerallnformationGroup }

{ 1ldpXdotlCiCompliances Iy

- Congestion Isolation - MIB ‘groupings

11dpXdotlCiGroup OBJEGE-GROUP

OBJECTS {

11dpXdotl€iConfigCiTxEnable,

11dpXdotiLocCiCIMEncapLen,

1ldpXdatlLocCiMacAddress,

11ldpXdotlLocCiNetAddressType,

lrdpXdotlLocCiNetAddress,

1%dpXdotlLocCiUDPPort,

11dpXdotlLocCiQueueType,

11dpXdotlLocCiMappedQueue,

1ldpXdotlRemCiCIMEncapLen,

lldpXdotlRemCiMacAddress,

11dpXdotlRemCiNetAddressType,

1ldpXdotlRemCiNetAddress,

11dpXdotlRemCiUDPPort,

lldpXdotlRemCiQueueType,

1ldpXdotlRemCiMappedQueue

}

STATUS

current

DESCRIPTION

"The collection of objects that support the

Congestion Isolation ciSet TLV set."

{ 11dpXdotlCiGroups 1 }
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- Organizationally Defined Information Extension - IEEE 802.1

== DeIINitIOons TO SUPPOLC TtNe trset TL ST _(Taple D-1J
-- for Topology Recognition

11dpXdotlTrMIB OBJECT IDENTIFIER ::= { 11dpV2XdotlMIB 10 }
11dpXdotlTrObjects OBJECT IDENTIFIER ::= { 11dpXdotlTrMIB 1 }

-- TR 802.1 MIB Extension groups

11dpXdotlTrConfig OBJECT IDENTIFIER ::= { 1ldpXdotlTrObjects 1 }
1ldpXdotlTrLocalData OBJECT IDENTIFIER ::= { 1ldpXdotlTrObjects 2 }
1lldpXdotlTrRemoteData OBJECT IDENTIFIER ::= { 1lldpXdotlTrObjects 3 }

LldpXdotlTrDeviceType ::= TEXTUAL-CONVENTION

STATUS current

DESCRIPTION
"Indicates the type of device for the Topology Recogniti®n
algorithm. Used in the Device Type field of the Topoldgy
Recognition TLV
0: End-station / Server
1: Bridge
2: Router
255: Unknown"

SYNTAX INTEGER {
trEndStation (0),
trBridge (1),
trRouter (2),
trUnknown (255)

1
LldpXdotlTrPortOrientation ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"Indicates the orientatien of the port in the Topology Recognition
algorithm. Used in.tle Port Orientation field of the Topolog
Recognition TLV
0: uplink
1: downlink
2: crosslink
255: Unknown
SYNTAX INTEGER ¥
trPortUplink (0),
trPortRownlink (1
trPortCrosslink (
rRortUnknown (25

arN [~
~

- 11dpXdotlTrConfigTrTable : configure the
-- transmission of the Topology Recognition TLV on a set of ports

11dpXdotlTrConfigTrTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlTrConfigTrEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that controls selection of Topology Recognition
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TLVs to be transmitted on individual ports."
:= { 11dpXdotlTrConfig 1 }

11dpXdotlTrConfigTrEntry OBJECT-TYPE

YNT TIOPDXJOOCITICONLIgTITENCLY
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"LLDP configuration information that controls the
transmission of IEEE 802.1 organizationally defined
Topology Recognition TLV on LLDP transmission-capable ports.

This configuration object augments the 11ldpV2PortConfigEntry of
the LLDP-MIB, therefore it is only present along with the port
configuration defined by the associated 1ldpV2PortConfigEntry
entry.

Each active 1lldpConfigEntry is restored from non-volatile
storage (along with the corresponding 1lldpV2PortConfigEntry)
after a re-initialization of the management system."
AUGMENTS { 1ldpV2PortConfigEntry }
::= { 11dpXdotlTrConfigTrTable 1 }

LldpXdotlTrConfigTrEntry ::= SEQUENCE {
11dpXdotlTrConfigTrTxEnable TruthValue

X

11dpXdotlTrConfigTrTxEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The 11dpXdotlTrConfigTrTxEnable, which is

defined as a truth value and configured byXthe network
management, determines whether the IEEE 8Q2.1 organizationally
defined Topology Recognition TLV transmission is allowed

on a given LLDP transmission-capable\poért.

The value of this object is restered from non-volatile
storage after a re-initializatlien of the management system."
REFERENCE
"D.2.16"
DEFVAL { false }
:= { 11dpXdotlTrConfigTrEntxy 1 }

--— 1lldpXdotlTrLecalData: Contains the information for the TR TLV

lldpXdotlkoeTlrTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlLocTrEntry
MAK-ACCESS not-accessible

SPATUS current

RESCRIPTION

"This table contains one row per port of Topology Recognition
information (as a part of the LLDP 802.1 organizational extension)
on the local system known to this agent.”

::= { 1ldpXdotlTrLocalData 1 }

lldpXdotlLocTrEntry OBJECT-TYPE
SYNTAX LldpXdotlLocTrEntr
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION
"Topology Recognition information about a particular port
component."

INDEX { 1ldpV2LocPortIfIndex }
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:= { 1lldpXdotlLocTrTable 1 }

LldpXdotlLocTrEntry ::= SEQUENCE {
11dpXdotlLocTrDeviceType LldpXdotlTrDeviceType,
TIOPXJOCILOCTITTOpOLEvVE L UnS1gnedsz,

l1ldpXdotlLocTrPortOrientation LldpXdotlTrPortOrientation

o

lldpXdotlLocTrDeviceType OBJECT-TYPE

SYNTAX LldpXdotlTrDeviceType
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Indicates the type of device sending the Topology Recognition TLV.
End-stations or servers that are non-relay systems at the edge
of the topology use the value trEndStation(0). A layer-2 relay
system uses the value trBridge(l) and layer-3 relay systems use
the value trRouter(2)."

REFERENCE
"D.2.16.3"

::= { 1ldpXdotlLocTrEntry 1 }

lldpXdotlLocTrTopoLevel OBJECT-TYPE

SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-write

STATUS current
DESCRIPTION

"Indicates the system understanding of its current level in
the topology. The value of 0 indicates the edge ofs/the topology
and the value 255 indicates the level is currentdy€ufiknown. Other
non-zero values between 1 and 254 indicate theyminimum number
of links between the system and the edge of ghé.topology."
REFERENCE
"D.2.16.4"
::= { 1lldpXdotlLocTrEntry 2 }

1lldpXdotlLocTrPortOrientation OBJECT-TYPE

SYNTAX LldpXdotlTrPortOrientation

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"Indicates whether the pongsis facing a trUplink(0), trDownlink(1l),
trCrosslink (2), or the orlentation is TrUnknown (255). An uplink is a
port that is facing a sw#stem that is deeper in the topology (i.e.,
has a Topology Levelsdreater than the sending system). A downlink
is a port that is faglng a system closer to the edge of the topology
(i.e., has a Topokogy Level less than the sending system). A crosslink
is a port that iswfacing a system at the same level of the topology.
Systems that ake-end-stations initialize this value to trUplink(0).
Systems thatN\a¥e not end-stations initialize this value to
TrUnknown (255) . "

REFERENCE
"D.2 . 18\5"

::= { lpFdpXdotlLocTrEntry 3 }

--- lldpXdotlTrRemoteData: Contains the received information for the TR TLV

1lldpXdotlRemTrTable OBJECT-TYPE

SYNTAX SEQUENCE OF LldpXdotlRemTrEntr
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"This table contains one row per port of basic Topology Recognition
information (as a part of the LLDP 802.1 organizational extension)
of the remote system."
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