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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are membersof
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO, and 'IEC
technical committees collaborate in fields of mutual interest. Other international organizations, goyetnmental
and nongovernmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE-déyelops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to.'achieve the final product.
Volunteers are not necessarily members of the Institute and serve withouy compensation. While the IEEE
administers the process and establishes rules to promote fairness in the conserisus development process, the
IEEE does not independently evaluate, test, or verify the accuracy of any: of the information contained in its
standards.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national‘bodies casting a vote.

Attention is called to the possibility that implementation of this standard may require the use of subject
matter covered by patent rights. By publication ‘ef-this standard, no position is taken with respect to the
existence or validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying
essential patents or patent claims for which alicense may be required, for conducting inquiries into the legal
validity or scope of patents or patent.claims or determining whether any licensing terms or conditions
provided in connection with submission” of a Letter of Assurance or a Patent Statement and Licensing
Declaration Form, if any, or in any.licensing agreements are reasonable or non-discriminatory. Users of this
standard are expressly advised/that determination of the validity of any patent rights, and the risk of
infringement of such rights, is-entirely their own responsibility. Further information may be obtained from
ISO or the IEEE Standards Association.

ISO/IEC/IEEE 8802-15=6-was prepared by the LAN/MAN of the IEEE Computer Society (as IEEE
Std. 802.15.6-2012),~It."was adopted by Joint Technical Committee ISO/IEC ]JTC 1, Information
technology, Subcommittee SC 6, Telecommunications and information exchange between systems, in
parallel with dts\d@pproval by the ISO/IEC national bodies, under the “fast-track procedure” defined in the
Partner Standards Development Organization cooperation agreement between ISO and IEEE. IEEE is
responsible~for the maintenance of this document with participation and input from ISO/IEC national bodies.

© IEEE 2012 - All rights reserved iii
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Abstract: Short-range, wireless communications in the vicinity of, or inside, a human body (but
not limited to humans) are specified in this standard. It uses existing industrial scientific medical
(ISM) bands as well as frequency bands approved by national medical and/or regulatory
authorities. Support for quality of service (QoS), extremely low power, and data rates up to
10 Mbps is required while simultaneously complying with strict non-interference guidelines where
needed. This standard considers effects on portable antennas due to the presence of a person

(varymgwittrmmate; fermate;skimmy; heavy,eter); Tadiationm pattermstrapimgtommimimizethe-spetific
absorption rate (SAR) into the body, and changes in characteristics as a result of the user
motions.
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are developed
within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA)
Standards Board. IEEE develops its standards through a consensus development process, approved by the American National
Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and serve without compensation. While IEEE administers the process
and establishes rules to promote fairness in the consensus development process, IEEE does not independently evaluate, test, or
verify the accuracy of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage, of
any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the
publication, use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly disClaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose,\of”that
the use of the material contained in its standards is free from patent infringement. IEEE Standards documents are stipplied “AS
IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure; purchase, market, or
provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoiut,expressed at the time a
standard is approved and issued is subject to change brought about through developments in the stdte’ of the art and comments
received from users of the standard. Every IEEE standard is subjected to review at least every ten y&ars. When a document is
more than ten years old and has not undergone a revision process, it is reasonable to concludg that'its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another.
Any person utilizing any IEEE Standards document, should rely upon his ef her own independent judgment in the exercise of
reasonable care in any given circumstances or, as appropriate, seek the ddvce of a competent professional in determining the
appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process invol¥¢s.the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.

Official Statements: A statement, written or oral, thaf\is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be considered to
be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual
presenting information on IEEE standards shallxmake it clear that his or her views should be considered the personal views of
that individual rather than the formal position‘of IEEE.

Comments on Standards: Comments, for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliationswith IEEE. However, IEEE does not provide consulting information or advice pertaining
to IEEE Standards documentsy Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important to ensure that-any responses to comments and questions also receive the concurrence of a balance of interests. For
this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to commeénts) or questions except in those cases where the matter has previously been addressed. Any person who
would like to parsticipate in evaluating comments or revisions to an IEEE standard is welcome to join the relevant IEEE
working group.athttp://standards.ieee.org/develop/wg/.

Commépts-on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Photocopies: Authorization to photocopy portions of any individual standard for internal or personal use is granted by The
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that4syhot
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide yariety of both public and
private uses. These include both use, by reference, in laws and regulationsy.dand use in private self-
regulation, standardization, and the promotion of engineering practices and“/methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware ‘that these documents may be superseded at any time
by the issuance of new editions or may be amended ffom time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE documentat ‘any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current editionsaid whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or
contact the IEEE at the address listed previously. For more information about the IEEE Standards
Association or the IEEE . standards development process, visit IEEE-SA  Website at
http://standards.ieee.org/indexshtni.

Errata

Errata, if afiy;~"for this and all other standards can be accessed at the following URL:
http://stand@ids.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter

covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without

iv
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compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or

CONAITONS provided 1T COMMECTion Willl SUDIMISSION 0f @ Leter 0f ASSUTANnce, i any, of 1 any [icensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.

v
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Introduction

This introduction is not part of IEEE Std 802.15.6-2012, IEEE Standard for Local and metropolitan area
networks—Part 15.6: Wireless Body Area Networks.

With the decreasing size and increasing capability of electronic devices, thanks to the Moore’s Law, it was
inevitable that small and portable devices would be developed for communications around human bodies.
Some devices are wearable and some are implementable for medical purposes. These devices need to
communicate with their remote controllers. IEEE Std 802.15.6-2012 is a standard for short-range, wireless
communications in the vicinity of, or inside, a human body (but not limited to humans). It uses ISM_and
other bands as well as frequency bands in compliance with applicable medical and communication
regulatory authorities. It allows devices to operate on very low transmit power for safety to_minimize the
specific absorption rate (SAR) into the body and increase the battery life. It supports quality of service
(QoS), for example, to provide for emergency messaging. Since some communications £an carry sensitive
information, it also provides for strong security.

X
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IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for deterniihing and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to<dmportant notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” “or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be_obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers.html.

1. Overview

1.1 Scope

This is a standard for shortsrange, wireless communication in the vicinity of, or inside, a human body (but
not limited to humans)_ Tt‘uses existing industrial scientific medical (ISM) bands as well as frequency bands
approved by national medical and/or regulatory authorities. Support for quality of service (QoS), extremely
low power, and(data rates up to 10 Mbps is required while simultaneously complying with strict non-
interference guidelines where needed. This standard considers effects on portable antennas due to the
presence of.aperson (varying with male, female, skinny, heavy, etc.), radiation pattern shaping to minimize
specific absorption rate (SAR) into the body, and changes in characteristics as a result of the user motions.

1.2 Purpose

The purpose is to provide an international standard for a short-range (i.e., about human bodyv range). low

power, and highly reliable wireless communication for use in close proximity to, or inside, a human body.
Data rates, typically up to 10Mbps, can be offered to satisfy an evolutionary set of entertainment and
healthcare services. Current personal area networks (PANs) do not meet the medical (proximity to human
tissue) and relevant communication regulations for some application environments. They also do not
support the combination of reliability, QoS, low power, data rate, and noninterference required to broadly
address the breadth of body area network (BAN) applications.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used, so each referenced document is cited in text and its relationship to this document is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

ETSI EN 301 839-1, V1.3.1 (2009,), Electromagnetic Compatibility and Radio Spectrum Matters (ERM);
Short Range Devices (SRD); Ultra Low Power Active Medical Implants (ULP-AMI) and Peripherals
(ULP-AMI-P) operating in the frequency range 402 MHz to 405 MHz; Part 1: Technical characteristics and
test methods.'

FIPS Pub 186-3 (2009), Digital Signature Standard (DSS). >

FIPS Pub 197 (2001), Advanced Encryption Standard (AES).

IEEE Std 802%-2001, IEEE Standard for Local and Metropolitan Area Netwofks: Overview and
Architecture.™ *

IEEE Std 1363™-2000, IEEE Standard Specifications for Public-Key Cryptography.

ISO/TEC 10646:2003, Information Technology—Universal Multiple<Octet Coded Character Set (UCS).
Amendment 1, November 2005; Amendment 2, July 2006; Amendmént 3, February 2008.°

NIST Special Publication 800-38B (2005), Recommendatiod for Block Cipher Modes of Operation: The
CMAC Mode for Authentication. °

NIST Special Publication 800-38C (2004), Recommendation for Block Cipher Modes of Operation: The
CCM Mode for Authentication and Confidentiality

3. Definitions, acronyms, and abbreviations

For the purposes of this document, the following terms and definitions apply. The IEEE Standards
Dictionary: Glossary of Terpis; & Definitions [B1] should be consulted for terms not defined in this
clause.” *

3.1 Definitions

abbreviatedsaddress: A one-octet identifier (ID) selected as an address for a node, hub, or body area
network (BAN) in frame exchanges.

active-state: An internal power management state that is ready for frame reception and transmission.

" ETSI publications are available from the European Telecommunications Standards Institute (http:/www.etsi.org).
2 FIPS publications are available from the National Technical Information Service (http:/www.ntis.gov/).

*1EEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org).

* The IEEE standards or products referred to in Clause 2 are trademarks owned by The Institute of Electrical and Electronics
Engineers, Incorporated.

* ISO/IEC publications are available from the ISO Central Secretariat (http://www.iso.org/). ISO publications are also available in the
United States from the American National Standards Institute (http://www.ansi.org/).

® NIST publications are available from the National Institute of Standards and Technology (http:/www.nist.gov/).

’ The IEEE Standards Dictionary: Glossary of Terms & Definitions is available at http://shop.ieee.org/.

¥ The numbers in brackets correspond to those of the bibliography in Annex A.
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active superframe: A superframe in which frame transmission typically occurs within the body area
network (BAN) of the hub announcing such a superframe.

allocation: One or more time intervals that a node or a hub obtains using an access method for initiating
one or more frame transactions. An allocation comprises one or more allocation intervals. Reference to
allocation of a node means that the node is the sender or recipient in the allocation.

allocation interval: A continuous time interval in an allocation, comprising one or more consecutive
allocation slots. Reference to allocation interval of a node means that the node is the sender or recipient in
the allocation interval.

allocation slot: A time unit used to designate the lengths of medium access related time intervals, such as
beacon period (superframe) and allocation interval.

beacon: A frame transmitted by a hub to facilitate network management, such as the oordination of
medium access and power management of the nodes in the body area network (BAN)<of the hub, and to
facilitate clock synchronization therein.

beacon period: A repetitive time interval to which medium access is referenced and in which a beacon is
transmitted when appropriate, comprising the same number of time units{(allocation slots) of equal
duration.

bilink: A communications link for transfer of management and data traffic from a hub to a node or/and
vice versa.

bilink allocation: An allocation with allocation interval(s)ih ‘Which a hub or a node initiates one or more
frame transactions to transmit management and data traffic to a node or a hub, respectively, and the
recipient returns acknowledgment if required, with thé<provision that the node initiates frame transaction(s)
only after receiving a poll from the hub.

connected node: A node that has a connection'with a hub.

connection: A relationship between a node and a hub in a body area network (BAN), substantiated by a
connected node identification assigned\o the node by the hub and by a wakeup arrangement between them,
and optionally by one or more scheduled allocations or unscheduled bilink allocations between them.

contended allocation: A noti-reoccurring time interval, within a random access phase (RAP) or a
contention access phase«CAP), that a node obtains using random access for initiating a frame transaction.
A contended allocatidn S an uplink allocation, suitable for servicing “unpredictable” uplink traffic (for
example, due to data rate variations and/or channel impairments).

contention access: An access method, based on carrier sense multiple access with collision avoidance
(CSMA/CAor slotted Aloha access but not both, whereby a node obtains a time interval in a contention
access,phase (CAP) for initiating one or more frame transactions. As an access method, contention access
is synonymous with random access.

contention access phase (CAP): A time span set aside by a hub and announced via a preceding non-
beacon frame for contention access to the medium by the nodes in the body area network (BAN) of the
hub.

downlink: A communications link for transfer of management and data traffic from a hub to a node.
downlink allocation: An allocation with allocation interval(s) in which a hub initiates one or more frame

transactions to transmit management and data traffic to a node and the node returns acknowledgment if
required.
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entity authentication: Corroboration of the identity of the node or the hub in a security association
procedure.

exclusive access phase (EAP): A time span set aside by a hub in a beacon period (superframe) for transfer
of the traffic of the highest user priority (UP) (for emergency or medical implant event report).

Trame: An uninterrupted sequence of octets delivered by the medium access control (MAT) sublayer to the
physical (PHY) layer, or vice versa, within a node or a hub.

hub: An entity that possesses a node’s functionality and coordinates the medium access and power
management of the nodes in its body area network (BAN).

hub identifier (HID): An abbreviated address of a hub.

improvised access: An access method, based on impromptu polling or posting by a hub,Swhereby a hub
grants to a node or itself a polled or posted allocation, typically outside scheduled downlink and uplink
allocations, for initiating one or more frame transactions by the node or hub, respectively,

inactive state: An internal power management state that is not ready for frame reception and transmission.

inactive superframe: A superframe in which no frame transmission occir§ ‘within the body area network
(BAN) of the hub announcing such a superframe.

information element (IE): An optional part, with variable but self-identifiable length, of some frames.

managed access phase (MAP): A time span set aside by%@/hub for improvised access, scheduled access,
and unscheduled access to the medium by the hub and thie nodes in the body area network (BAN) of the
hub.

master key (MK): A secret bit string activated\or established between a node and a hub in a security
association procedure and used to create a pairwise temporal key (PTK) shared between them.

message authentication: Corroboration-of the origin of a message in a message transfer.

multi-periodic (m-periodic) alloc¢ation: A scheduled allocation or an unscheduled bilink allocation that
has allocation intervals reoccufting in every mth beacon period (superframe) with m being an integer larger
than one. An m-periodic scheduled allocation is an uplink allocation, a downlink allocation, or a bilink
allocation, suitable for servicing low duty cycle periodic or quasi-periodic traffic on a committed schedule.
An m-periodic unschéduled allocation is a bilink allocation, suitable for servicing low duty cycle periodic
or quasi-periodic traffic on a best-effort basis.

node: An entity/that contains a medium access control (MAC) sublayer, a physical (PHY) layer, and that
optionally.pfovides security services.

nodesdentifier (NID): An abbreviated address of a single node or of a logical group of nodes.

nonce: A number that is unique per instantiation of a cryptography protocol as part of a measure to thwart
cryptanalytic and other cryptographic attacks.

non-secure Irame: A term that 1S mterchangeable with unsecured irame.

one-periodic (1-periodic) allocation: A scheduled allocation that has allocation intervals reoccurring in
every beacon period (superframe), or an unscheduled bilink allocation that has allocation intervals
reoccurring in every beacon period (superframe) or in round-robin together with the allocation intervals of
other 1-periodic unscheduled bilink allocations. A 1-periodic scheduled allocation is an uplink allocation, a
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downlink allocation, or a bilink allocation, suitable for servicing high duty cycle periodic or quasi-periodic
traffic on a committed schedule. A 1-periodic unscheduled bilink allocation is a bilink allocation, suitable
for servicing high duty cycle periodic or quasi-periodic traffic on a best-effort basis.

pairwise temporal key (PTK): A secret bit string shared between a node and a hub and used to secure
frames transferred between them.

pairwise temporal key (PTK) creation: A procedure used to create a PTK between a node and a hub
based on a master key (MK) shared between them, and to confirm possession of a shared MK between the
node and the hub.

poll: A control type frame or its variant sent by a hub to grant an immediate polled allocationnto-the
addressed node or to inform the node of a future poll or post.

polled allocation: A non-reoccurring time interval that a hub grants to a node using pollifig access for
initiating one or more frame transactions by the node. A polled allocation is an uplink<@Hocation interval,
suitable for servicing “ordinary,” “unexpected,” or “extra” uplink traffic (for example; due to data rate
variations and/or channel impairments). A polled allocation is also called a polled aléeation interval.

polling access: An access method, based on impromptu or scheduled polling/by a hub, whereby a hub
grants to a node a polled allocation for initiating one or more frame transactions by the node.

post: A management or data type frame sent by a hub to a node within its body area network (BAN). A
post starts a posted allocation.

posted allocation: A non-reoccurring time interval that 4 hub grants to itself using posting access for
initiating a frame transaction. A posted allocation is a downlink allocation interval, suitable for servicing
“unexpected” or “extra” downlink traffic (for example, due to network management needs, data rate
variations, and/or channel impairments).

posting access: An access method, based onSimpromptu or scheduled posting by a hub, whereby a hub
grants to itself a posted allocation, typicallyneutside scheduled uplink allocations, for initiating one or more
frame transactions by the hub.

random access: An access method, based on carrier sense multiple access with collision avoidance
(CSMA/CA) or slotted Aloha~agcess but not both, whereby a node obtains a time interval in a random

access phase (RAP) for initiatinig one or more frame transactions.

random access phas¢ (RAP): A time span set aside by a hub and announced via a beacon frame for
random access to the medium by the nodes in the body area network (BAN) of the hub.

relayed node:-A node that communicates with a hub through another node.
relaying'mode: A node through which another node communicates with a hub.

sc¢héduled access: An access method, based on advance reservation and committed scheduling, whereby a
node and a hub obtain scheduled reoccurring time intervals for initiating frame transactions.

scheduled allocation: One or more scheduled reoccurring time intervals that a node and a hub obtains

TSINZ Scheduied access for imtatng (rame ransactions. A schieduied atfocation 1S an UpinK attocation, a
downlink allocation, or a bilink allocation, suitable for servicing high or low duty cycle periodic or quasi-
periodic traffic on a committed schedule.
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scheduled-polling access: A combination of scheduled access and polling access, whereby a node and a
hub obtain scheduled reoccurring time intervals, wherein the hub grants to the node and/or itself non-
reoccurring time intervals for initiating frame transactions on uplink and/or downlink.

secure frame: A term that is interchangeable with secured frame.

secured communication: £xchange or secured Irames.

secured frame: A frame that is secured with authenticity, integrity, confidentiality if required, and replay,
protection.

security association: A procedure used to identify a node and a hub to each other and establishha niew
master key (MK) shared between them or activate an existing MK pre-shared between them.

star network: A logical network partition comprising a hub and zero or more nodes whose‘thedium access
and power management are coordinated by the hub.

superframe: A term that is interchangeable with beacon period used especialljxwhen no beacons are
transmitted.

type-I polled allocation: A polled allocation the length of which is spe€ified in terms of the duration of
time granted for transmission.

type-I polling access: Polling access that provides type-I polled.alloeations.

type-II polled allocation: A polled allocation the length éf’which is specified in terms of the number of
frames granted for transmission.

type-II polling access: Polling access that provides type-II polled allocations.
unconnected node: A node that does not haye-a‘connection with a hub in a body area network (BAN).

unscheduled access: A combination_of\best-effort scheduled access and polling access, whereby a node
and a hub obtain unscheduled reoccurting time intervals, wherein the hub grants to the node and/or itself
non-reoccurring time intervals for dnitiating frame transactions in an uplink and/or downlink.

unscheduled bilink allocation: One or more unscheduled reoccurring time intervals that a node and a hub
obtains using unscheduled 'access for initiating frame transactions. An unscheduled bilink allocation is a
bilink allocation, suitable for servicing high or low duty cycle periodic or quasi-periodic traffic in an uplink
and/or downlink on'a_best-effort basis.

unsecured communication: Exchange of unsecured frames.

unsecured’ frame: A frame that is not secured with authenticity, integrity, confidentiality, or replay
protéction.

uplink allocation: An allocation with allocation interval(s) in which a node initiates one or more frame
transactions to transmit management and data traffic to a hub and the hub returns acknowledgment if
required.

uplink: A communications link for transfer of management and data traffic from a node to a hub.
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3.2 Special terms
association: A term synonymous to security association in absence of the qualifier “security.”

appropriate: Subject to the rules specified in Clause 5, Clause 6, and Clause 7.

frame transaction: All management or data type frames of the same frame subtype, and an
acknowledgment frame if required, that are separated in time by an appropriate interframe space and
transmitted between a node and a hub. Examples of a frame transaction: (a) a management type frame and
an immediate acknowledgment frame; (b) all data type frames of the same frame subtype after a bloek
acknowledgment frame, and the block acknowledgment frame that follows; (c) a management or data type
frame, which is followed by another management or data type frame of a different frame subtypé; (d) a
management or data type frame, which is separated by more than an appropriate interframe” space by
another management or data type frame of the same frame subtype.

implant: An entity that is placed inside a human body for medical purposes.

low power low duty cycle (LP/LDC): Power, duty cycle, and transmission (transthissions/per hour) limits
defined by standards and regulations for implants transmitting within the band'\403.5 MHz to 403.8 MHz
without coordination with a hub.

medical implant event: A term referenced in regulatory documents-governing the use of the Medical

Device Radiocommunication Service (MedRadio), which includes ‘the'Medical Implant Communications
Service (MICS) from 402 MHz to 405 MHz.

3.3 Acronyms and abbreviations

AES Advanced Encryption Standard

ARQ automatic repeat request

AWGN additive white Gaussian noise

B-Ack block acknowledgment

BAN body area network

BCH code Bose, Ray-Chaudhuri, Hocquenghem code
BPSK binary phase shift keying

CAP eontention access phase

CBC cipher block chaining

CCA clear channel assessment

CCM counter mode for message encryption and cipher block chaining (CBC) mode for

message authentication

CMAC (block) cipher-based message authentication code algorithm
CP contention probability
CP-BFSK continuous-phase binary frequency shift keying
CRC cyclic redundancy check
7
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CSMA/CA carrier sense multiple access with collision avoidance
CwW contention window (for carrier sense multiple access with collision avoidance)
D8PSK differential 8-phase-shift keying
DBPSK differential (or differentially encoded) binary phase-shift keying
DQPSK differential (or differentially encoded) quadrature phase-shift keying
DRF data rate field
EAP exclusive access phase
ED energy detection
EFC electric field communication
EIRP equivalent isotropically radiated power
EUI extended unique identifier
EVM error vector magnitude
FCS frame check sequence
FEC forward error correction code
FM-UWB frequency modulation ultra-wideband
FSDT frequency selective digital transmission
FS-Spreader frequency selective spreader
G-Ack group acknowledgment
GF Galois field
GFSK Gaussian frequency-shiftkeying
GPPM group pulse position modulation
GT guard time
GTK group temporal key
HARQ hybrid’automatic repeat request
HBC human body communications
HCS header check sequence
HID hub identifier
HME hub management entity
T-Ack immediate acknowledgment
1E information element
IR-UWB impulse radio ultra-wideband
ISM industrial scientific medical
ISO International Organization for Standardization
8
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KCK key confirmation key

KMAC key message authentication code
L-Ack late acknowledgment (acknowledgment later)
LFSR linear feedback shift register

LP/LDC low power low duty cycle

LSB least significant bit

MAC media access control

MAP managed access phase

MCU micro controller unit

MIC message integrity code

MICS medical implant communications service
MIFS minimum interframe space

MK master key

MPDU medium access control protocol data unit
MSB most significant bit

MSDU media access control service data unit
MUX multiplexer

N-Ack no acknowledgment

NID node identifier

NME node management entity

OSI open systems intétconnection

PER packet error(rate

PHR physical\layer header

PHY physieal or physical layer

PLCP physical layer convergence protocol
PN pseudo-random noise

PPDU physical layer protocol data unit
R:PRF peak pulse repetition frequency

PRF pulse-repetition-frequency

PSD power spectral density

PSDU physical layer service data unit

PSK phase shift keying

PTK pairwise temporal key

9
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

QPSK quadrature phase shift keying
RAP random access phase

RI rate indicator

RX receive or reception

S2pP serial-to-parallel

SAP service access point
SAR specific absorption rate
SF spreading factor

SFD start-of-frame delimiter
SHR synchronization header
SIFS short interframe spacing
SRRC square-root raised cosine
TK temporal key

TX transmit or transmission
UP user priority

UWB ultra wideband

4. General framework elements

4.1 General

This clause provides the basic frdmework of nodes and hubs. The framework serves as a prerequisite to
supporting the functions of nodes and hubs and their interactions specified later in detail. It covers the
following aspects: the network topology used for medium access, the reference model used for functional
partitioning, the time baseised for access scheduling, the state diagrams used for frame exchange, and the
security paradigm used for message protection.

4.2 Network topology

All nodes and hubs are to be organized into logical sets, referred to as body area networks (BANs) in this
speocification, and coordinated by their respective hubs for medium access and power management as
tHustrated in Figure 1. There is to be one and only one hub in a BAN, whereas the number of nodes in a
BAN is to range from zero to mMaxBANSize. In a one-hop star BAN, frame exchanges are to occur
directly between nodes and the hub of the BAN. In a two-hop extended star BAN, the hub and a node are to

L £ 41 11 3 1 Ll |
OO g amosS optoarry v i a Tora y —CapaoroTroacT

Access coordination at the MAC sublayer between BANs is not specified in this standard. Optional
mechanisms for coexistence and interference mitigating between adjacent or overlapping BANs are
provided (in 6.13). Nodes referenced in this standard are in the context of a given BAN, unless noted
otherwise.
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BAN1 " H = hub

N = node

N1a Nic N2a N2c

Optional mechanisms

v

for coexistence and
H P - - . - i :
i i interference : . ::
- i mitigation _ oo
\ between BANs ;

Figure 1—Network topology

4.3 Reference model

All nodes and hubs are internally partitioned into a physical (PHY) layeryand a medium access control
(MAC) sublayer, in accordance with the IEEE 802" reference moflel, “as shown in Figure 2. Direct
communications between a node and a hub are to transpire at the PHY layer and MAC sublayer as
specified in this standard; the PHY layer and MAC sublayer,of\a node or a hub are to use only one
operating channel at any given time. Message security services are to occur at the MAC sublayer, and
security key generations are to take place inside and/or outside the MAC sublayer.

——
MAC SAP MAC SAP
Medium Access Control . — — — MAE€drames - Medium Access Control

Qz, (MAC) Sublayer (MAC) Sublayer §
>ma z Tmga
= 3‘;5; 8 — = 3% z
mZ 3o PHY SAP PHY SAP mg39

e Physical PHY frames Physical e

s  Fhysical oy FAYiIrames =3

= (PHY) Layer ol > (PHY) Layer

Figure 2—Reference model

Within a node or a ‘hub, the MAC provides its service to the MAC client (higher layer) through the MAC
service access_point (SAP) located immediately above the MAC sublayer, while the PHY provides its
service to the MAC through the PHY SAP located between them. On transmission, the MAC client passes
MAC seryvie®)data units (MSDUs) to the MAC sublayer via the MAC SAP, and the MAC sublayer passes
MAC frames (also known as MAC protocol data units or MPDUs) to the PHY layer via the PHY SAP. On
reception, the PHY layer passes MAC frames to the MAC sublayer via the PHY SAP, and the MAC
sublayer passes MSDUs to the MAC client via the MAC SAP. Both MAC SAP and PHY SAP are not
exposed and their specifications are beyond the scope of this standard.

There may be a logical node management entity (NME) or hub management entity (HME) that exchanges

llUI.WUlk umuagculclu illfUllllaliUll Wil,ll LllU PH‘{ dlld IVIAC ad> WUil ad> Willl UlilUl 11a_yc1b. TilU HIVIE ib d
superset of the NME in terms of the management functionality they each support. However, the presence of
the NME or HME and the partitioning between the NME or HME and the MAC or the PHY is not
mandated, nor is the behavior of the NME or HME specified, in this standard.
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4.4 Time base

All nodes and hubs are to establish a time reference base, as shown in Figure 3, if their medium access is to
be scheduled in time, where the time axis is divided into beacon periods (superframes) of equal length and
each beacon period (superframe) is composed of allocation slots of equal length and numbered from 0, 1,
.., $, where s < 255. An allocation interval may be referenced in terms of the numbered allocation slot

comprising 1t, and a point ol time may be referenced in terms ol the numbered allocation slots preceding or
following it as appropriate.

Beacon period (superframe) n )|< Beacon period (superframe) n+1 .|, Beacon period (superframe) n+2
|1 |

1 | | | L rr e
g|1|2||j|||IIIIIIIIIIIII‘

| | |
ol T 1T, 1T 11
|, Allocation J
N interval 1

offset from current allocation slot start

Figure 3—Time reference base

If time reference is needed for access scheduling in its BAN, the hub is required to choose the boundaries
of beacon periods (superframes) and hence of the allocation slots therein. Jivbeacon mode operation for
which beacons are transmitted, the hub needs to communicate such boundari¢s by transmitting beacons at
the start or other specified locations of beacon periods (superframes), ahd-optionally timed frames (T-Poll
frames) containing their transmit time relative to the start time of eurrént beacon period (superframe). In
non-beacon mode operation for which beacons are not transmitted but time reference is needed, the hub is
required to communicate such boundaries by transmitting tinied frames (T-Poll frames) also containing
their transmit time relative to the start time of current superframe.

A node requiring a time reference in the BAN needs. to)derive and recalibrate the boundaries of beacon
periods (superframes) and allocation slots from reception of beacons or/and timed frames (T-Poll frames).

A frame transmission may span more than one allocation slot, starting or ending not necessarily on an
allocation slot boundary.

4.5 MAC and security staté.diagrams

All nodes and hubs are to go through certain stages, i.e., states, at the MAC level before they exchange user
(MAC client) data, as shown in Figure 4, where frames permitted or required to exchange between a node
and a hub at each state-are also indicated. State classification and transition are defined with respect to a
pair of a node and ‘a’hub, but is often referenced in the name of the node only. Broadcast or multicast
frames, such as beacons, are frame exchanges between a hub and a group of nodes but not between a hub
and a node;their transmissions are not dictated by the pairwise state diagrams specified in this subclause.

4.5.1’Secured communication

A node and a hub are to follow the MAC state diagram Figure 4(a) for secured communication if either of
them requires secured frame exchanges with the other.
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Master key missing/invalid (during PTK recreation)

PTK recreation & GTK distribution
(PTK & GTK frames)

Master key missing/invalid Disconnection (Disconnection frame) or PTK missing/invalid
(during PTK creation)
Security
association for

PTK missing/invalid
or Connected_NID lost

Connected exchange
(All frames except Security

Kc_t||f C' Association/Disassociation
S DisToneTtony
Association Assignment frames) Connection change

frames) o -
Security disassociation Connection Reguest/Assignment

(Security Disassociation frame) frames)

(a) Secured communication

Disconnection Connected éxchange

(Disconnection frame) (All frames except Security
Association/Disassociation,
TK_GTK, & Disconnection)

- Connected ja—

Connection
(Connection Request/Assignment frames)

Orphan

Connection change

(Connection Request/
Assignment frames)

(b) Unsecured communication

Figure 4—MAC and security'state diagrams

4.5.1.1 Orphan state

At this state, the node does not have any relationship with the hub for secured communication. It is the state
that the node initially enters in relationith the hub. The node and the hub are not allowed to transmit any
frames to each other—other than Security Association and control unsecured frames. The node is allowed
to exchange Security Association frames with the hub to establish a security association, i.e., to activate a
pre-shared master key (MK) lorygenerate a new MK, and to authenticate with each other if so required,
thereby transitioning to next state, Associated state. However, if the node and the hub fail to activate or
establish a shared MK, they are not allowed to advance to Associated state.

4.5.1.2 Associated state

At this state;the node is associated, i.e., holds a shared MK, with the hub for their pairwise temporal key
(PTK) ereation. The node and the hub are not allowed to transmit any frames to each other—other than
Security Disassociation and PTK unsecured frames, as well as control unsecured frames. The node is
allowed to exchange PTK frames with the hub to establish a secured relationship, i.e., to confirm
possession of a shared MK and to create a PTK, thereby transitioning to next state, Secured state. However,
if the node and the hub fail to create a PTK, they are not allowed to advance to Secured state. If their MK is
missing or invalid during their PTK creation, they are required to move back to Orphan state. To repeal the

security association and hence the current MK, either the node or the hub is allowed to send a Security
Disassociation frame to the other, thus moving back to Orphan state.
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4.5.1.3 Secured state

At this state, the node is secured, i.e., holds a PTK, with the hub for message security, i.e., for secured
frame exchanges. The node and the hub are not allowed to transmit any frames to each other—other than
Security Disassociation, Connection Request, and Connection Assignment secured frames, as well as
control secured or unsecured frames depending on whether authentication of control type frames was

clected QUTINE Teil asSOCIaton. 1 he node 1S attowed CXCHANGE COMMECHoN Request and CONmectior
Assignment frames with the hub to establish a connection, thereby transitioning to the next and final state,
Connected state. However, if the node and the hub fail to establish a connection, they are not allowed to
advance to Connected state. If their PTK is missing or invalid or the node’s Connected NID is lost, they
are required to move back to Associated state. To repeal the security association and hence the current MK
either the node or the hub is allowed to send a Security Disassociation frame to the other, thus moving back
to Orphan state.

4.5.1.4 Connected state

At this state, the node is connected, i.e., holds an assigned Connected NID, a waKetp arrangement, and
optionally one or more scheduled and unscheduled allocations with the, hub' for abbreviated node
addressing, desired wakeup, and optionally scheduled and unscheduled access./The node and the hub are
allowed to transmit any secured frames to each other—other than Security Association secured frames, but
are not allowed to transmit any unsecured frames to each other—othér-fhan control unsecured frames if
authentication of control type frames was not selected during their‘association. If their MK is missing or
invalid during a PTK recreation, the node and the hub are required.fo move back to Orphan state. If their
PTK is missing or invalid, the node and the hub are required-t9<move back to Associated state. To repeal
the security association and hence the current MK, either th® nede or the hub is allowed to send a Security
Disassociation frame to the other, thus moving back to Qrphan state. To repeal the connection and hence
the node’s Connected NID, wakeup arrangement, andischeduled and unscheduled allocations if any, either
the node or the hub is allowed to send a Disconngction frame to the other, thereby moving back to
Associated state.

4.5.2 Unsecured communication

A node and a hub are required to follow the MAC state diagram Figure 4(b) for unsecured communication
if neither of them requires secureéd*frame exchanges with the other.

4.5.2.1 Orphan state

At this state, the npde does not have any relationship with the hub for unsecured communication. It is the
state that theqigde initially enters in relation with the hub. The node and the hub are not allowed to transmit
any frames-to each other—other than Connection Request, Connection Assignment, and control unsecured
frames~Fhe node is allowed to exchange Connection Request and Connection Assignment frames with the
hub to_ establish a connection, thereby transitioning to next and final state, Connected state. However, if the
ngdg 'and the hub fail to establish a connection, they are not allowed to advance to Connected state.

4.5.2.2 Connected state

At this state, the node is connected, i.e., holds an assigned Connected NID, a wakeup arrangement, and
optionally one or more scheduled and unscheduled allocations with the hub for abbreviated node
addressing, desired wakeup, and optionally scheduled and unscheduled access. The node and the hub are
allowed to transmit any unsecured frames to each other—other than Security Association, Security
Disassociation, and PTK frames, but are not allowed to transmit secured frames to each other. To repeal the

14
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

connection and hence the node’s Connected NID, wakeup arrangement, and scheduled and unscheduled
allocations if any, either the node or the hub is allowed to send a Disconnection frame to the other, thereby
moving back to Orphan state.

To change to secured communications between them, the node and the hub are required to disconnect from
each other, thus moving back to Orphan state and then following the state diagram Figure 4(a) for secured

COMIMIUNICATION.

4.6 Security paradigm

All nodes and hubs are to choose three security levels in this standard, as follows:

— Level 0—unsecured communication. At this level, messages are transmitted in unsecgured frames,
which provide no measures for message authenticity and integrity validation, €¢enfidentiality and
privacy protection, and replay defense.

— Level 1—authentication but not encryption. At this level, messages are\ transmitted in secured
authenticated but not encrypted frames, which provide measures for message authenticity and
integrity validation and replay defense but not confidentiality and privacy protection.

— Level 2—authentication and encryption. At this level, messages are transmitted in secured
authenticated and encrypted frames, which provide measures«fot message authenticity and integrity
validation, confidentiality and privacy protection, and replay-defense.

During association, a node and a hub need to jointly select a security level suitable for their subsequent
secured frame exchanges, and whether to require authéntication of control type frames, based on their
respective security requirements and certain information Specific to each other.

For unicast secured communication, the node and-the hub need to activate a pre-shared MK or establish a
new MK via an unauthenticated or authenficated association, and create a PTK via a PTK creation
procedure. For multicast secured communication, the hub needs to distribute a GTK to the corresponding
multicast group in a unicast manner.

The node and the hub are to follow the security structures shown in Figure 5 to perform security key
generations and provide message Security services. A “session” indicated in this figure refers to a time span
in which a temporal key (TK) remains valid. The length of the session is determined by the security policy
governing data transfer§ibétween the two communicating parties. It is further limited by the technical
restrictions on the reuse of the same TK over successive messages (i.e., MAC frames in this specification).

Association - Pairwise Message (data) security
Authentication master key Master key temporal key Pairwise (message authentication
credentials activation/ (MK) (“session” key) | temporal key (PTK) message encryption
generation creation message replay defense)
Once between Once Once
two parties per “session” per message (frame)

Figure 5—Security hierarchy
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5. MAC frame formats

5.1 Conventions

A IVIAC fldlllC ib dall UlL‘lCJCd bCLlLlClle Uf ﬁClL‘lb L‘lCliVClCd U Ul flUlll LIIC l)ll_ybibdl ld)/Cl STI VibC dUUTS> pUillL
(PHY SAP). Each figure in Clause 5 depicts the fields contained in a MAC frame, or a part thereof, from
left to right in the transmit order, with fields that are optional or selectively absent drawn in dashes where
possible. The transmit order starts from top to bottom if the fields are depicted in multiple rows,
symbolically linked by dashes extended to the right of one row and to the left of next row, respectively!
Also indicated is the number of octets contained in each field along with the corresponding octet tratismit
order, on top of the field, as illustrated in Figure 6.

Octets: 2 4 1
-
Octet order: - 0-1 > L-R > 0
First field S(ﬁcc’rgief':t')d i | Lastfield
transmitted p . H transmitted
transmitted :

Figure 6—Example of fields aligned with octet’boundaries

Unless otherwise noted, an atomic field, i.e., a field that is not in turn comprised of other fields, denotes a
numerical value encoded in unsigned binary. If such a field eentains F octets (F > 1), octet 0 is the octet
containing the least significant bits (LSBs) of that field@and/is the first octet transmitted of the field,
whereas octet F-1 is the octet containing the most significant bits (MSBs) of that field and is the last octet
transmitted of the field. The octet order is indicated as.3L-R,” i.e., from left to right, above a multi-octet
non-atomic field.

In a field encoding an EUI-48, it is set to a strifig of six octets per Clause 9 of IEEE Std 802-2001.° Octets
0-2 of the field are set sequentially to the first three octets of the string that specify an organizationally
unique identifier (OUI), with bit 0 of octet'0 being the individual/group (I/G) address bit. Octets 3—5 are set
to the last three octets selected as an eXtension identifier (ID) by the organization identified by the OUIL

In a figure that depicts certainfields not aligned with octet boundaries, the number of bits and the
corresponding bit order of encoding are shown instead for each field in the figure, as illustrated in Figure 7.
Bits are ordered continually, across the fields that are not aligned with octet boundaries, from left to right,
starting from bit 0, i.¢7,\the LSB of the bits comprising these fields. Bit numbering restarts from zero in
fields located on octet boundaries.

Bits: 2 1 3 8

) - -+
Bit order: - 0-1 > 2 > 5-7 0-7
First field Second field | --- Nth field e Last field

Figure 7—Example of fields not aligned with octet boundaries

Each field is defined, or set, based on the perspective of the node or the hub that is sending the frame
containing that field, referred to as the sender. It is parsed based on its definition by the hub or the node
intended to receive the frame containing it, referred to as the recipient or the intended recipient.

? Information on references can be found in Clause 2.
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Reserved fields are set to zero on transmission and ignored on reception. If some values in a field are
reserved, the field is not set to any of those reserved values on transmission. Unless otherwise noted, fields
that are set to reserved values or defined based on other fields that are set to reserved values are ignored on
reception.

MAC constants are referenced through parameters as listed in 6.15. These parameters are denoted with a

precedimg I T Uiy are PH Y IMdcpendent oF Witlt @ pIeceding p i tey are PH Y dependent.

5.2 General format

A MAC frame consists of a fixed-length MAC header, a variable-length MAC frame body, and a fixed-
length Frame Check Sequence (FCS) field as shown in Figure 8. The MAC frame body has an(©ctet length
L_FB such that 0 <L_FB < pMaxFrameBodyLength, and is present only if it has a nonzero length.

Octets: 7 L F 2
' ratLlp et »
Octet order: R TR PR
- MAC
H“élaAé; ) Frame FCS
Body

Figure 8—MAC frame format

5.2.1 MAC Header

The MAC Header is formatted as shown in Figure 9.

Octets: 4 1 1 1

Octet order: - L-R > 0 > 0 > 0 >
Frame Recipient Sender BAN
Control ID ID ID

Figure 9—MAC Header format

5.2.1.1 Frame Control

The Frame Cdntyol is formatted as shown in Figure 10.

Bits. 1 2 2 1 1 1 4

Biterder: - b0 > b1-b2 > b3-b4 > b5 > b6 > b7 > b0-b3 >
BAN Ack Tming 7| |~
Protocol Ack Security TK Securit EAP Indicator Frame
Version Policy Level Index y / First Frame Subtype
| Relay ’
OnTime | 1. ...
Bitorder € bab5 > ® b5 T € b7 » $hoer %o T 3 T i &
o Last Frame/ | Seduence Fragment Non-final
Frame More Access Mode Number Number Fragment / Reserved
Type Data /B2 / Poll-Post / Next Cancel / Scale

Window / Coexistence] /Inactive

Figure 10 —Frame Control format
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5.2.1.1.1 Protocol Version

The Protocol Version field is set to zero for this revision of the standard. All other values are reserved. This
field is invariant in size and place across all revisions of this standard.

5.2.T.1T.2 Acknowledgment (AcCK) Policy

The Ack Policy field is set according to Table 1 to indicate the acknowledgement requirement of the
current frame.

Table 1—Acknowledgement Policy field encoding

Field value Acknowledgment requirement
b2 bl
00 No acknowledgment (N-Ack) or group acknowledgment (G-Ack),
01 Immediate acknowledgment (I-Ack)
11 Block acknowledgment later (L-Ack)
10 Block acknowledgment (B-Ack)

The group acknowledgment (G-Ack) value is applicable to frames sent to a hub and of frame type set to
data and frame subtype set to mG-AckDataSubtype.

5.2.1.1.3 Security Level

The Security Level field is set according to Tabl&.2 such that it indicates the security level of the current
frame.

Table 2—Security Level field encoding

Fiell;l‘ \l;z;lue Security level of current frame
00 Level 0—frame not secured
0% Level 1—frame authenticated but not encrypted
L0 Level 2—frame authenticated and encrypted
11 Reserved

5.2.1.1.4 Temporal key (TK) Index

The K Index field is set as follows to indicate the PTK or GTK being used to secure the current frame:

a) In frames secured by a PTK, it is set to the value of the PTK Index field in the PTK frames that
were exchanged in creating the PTK.

l‘\) Inframes secured ]'\y a (YI‘I(’ is set tothe value of the GTK Index field in the GTK frame that
was exchanged in distributing the GTK.

The TK Index field is reserved in unsecured frames.
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5.2.1.1.5 BAN Security/Relay

The BAN Security/Relay field is set as follows:

a) Inbeacon, Poll, and T-Poll frames sent by a hub, it is used as a BAN Security field, which is set to
one if this hub accepts only secured communication with it as described in 4.5.1, or is set to zero if

this hub accepts either secured or unsecured communication with it as described in 4.5.1 or 4.5.2.

b) In frames sent to or from a relaying node in a two-hop extended star network communication, it is
used as a Relay field, which is set to one.

¢) In all other frames, it is reserved.

5.2.1.1.6 Ack Timing/EAP Indicator/First Frame On Time

The Ack Timing/EAP Indicator/First Frame On Time field is set as follows:

a) Inbeacon frames, it is used as an EAP Indicator field, which is set to one if €xclusive access phase
1 (EAP 1) in the current (with beacon shifting not enabled) or next (with beacon shifting enabled)
beacon period has a nonzero length, or is set to zero otherwise.

b) In non-beacon management or data type frames or Poll frames sent by a hub to a node, it is used as
a First Frame On Time field, which is set to one if this is th&first frame sent by the hub to the
node at the start of an allocation interval of a scheduled allpc¢ation assigned to the node, or is set to
zero otherwise.

¢) In non-beacon management or data type frames with\the Ack Policy field of the MAC header set
to I-Ack or B-Ack sent by a node to a hub, it is<sed as an Ack Timing field, which is set to one if
the following acknowledgment (I-Ack, B-Acks J-Ack+Poll, or B-Ack+Poll) frame is to include a
timestamp in its frame payload, or is set tq;zero otherwise. The timestamp encodes the start time
of the acknowledgment frame transmission‘based on the hub’s clock.

d) InI-Ack, B-Ack, I-Ack+Poll, and BsAck+Poll frames sent by a hub to a node, it is used as an Ack
Timing field, which is set to one_if\the frame includes a timestamp in the frame payload, or is set
to zero otherwise.

e) In all other frames, it is reserved.

5.2.1.1.7 Frame Subtype

The Frame Subtype field is set to indicate the subtype of the current frame of a given type according to
Table 3. The name ‘ofithe frame subtype of a frame is used as the name of the frame throughout Clause 2
through Clause 7.

5.2.1.1:8 Frame Type

The)Prame Type field is set to indicate the type of the current frame according to Table 3.
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Table 3—Frame Type and Frame Subtype field encoding

Framebgylf) 4e value Frame Type name Fran;)e3Sl:lzblt));pl(:0value Frame Subtype name
00 Management 0000 Beacon
00 Management 0001 Reserved
00 Management 0010 Security Association
00 Management 0011 Security Disassociation
00 Management 0100 PTK
00 Management 0101 GTK
00 Management 0110-0111 Reserved
00 Management 1000 Connection Request
00 Management 1001 Connection Assignment
00 Management 1010 Disconnegtion
00 Management 1011-1110 Reserved
00 Management 1111 Command
01 Control 0000 [-Ack
01 Control 0001 B-Ack
01 Control 0010-0011 Reserved
01 Control 0100 I-Ack+Poll
01 Control 0104 B-Ack+Poll
01 Control 0110 Poll
01 Control 0111 T-Poll
01 Control 1000-1101 Reserved
01 Control 1110 Wakeup
01 Control 1111 B2
10 Data 0000 g:z }s)fli&r;;yeo or Allocation Mapped
10 Data 0001 ng; gﬂ&r;g/el or Allocation Mapped
10 Data 0010 gzz gillt())tr}llt;er or Allocation Mapped
10 Data 0011 gzz gggggj or Allocation Mapped
i6 Data 0100 g:f; IS)S}S:}I,S;“. or Allocation Mapped
10 Data 0101 g:z 13311&22165 or Allocation Mapped
10 Data 0110 g:(te; ls’ll*:gtr}lltg: or Allocation Mapped
10 Data 0111 Emergency
10 Data 10001111 Allacation \/Tnpparl Data Qn]«}} pe
11 Reserved 0000-1111 Reserved
20

Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved



https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

5.2.1.1.9 More Data

The More Data field is set as follows:

a) In management or data type frames sent by a node to a hub,

1) it is set to zero if the node has no management or data type frame pending for transmission to
the hub, except for a possible retransmission of the current frame, or

2) it is set to one if the node has at least a management or data type frame pending for
transmission or retransmission to the hub.

b) InI-Ack and B-Ack frames sent by a node to a hub,

1) it is set to zero if the node has no management or data type frame pending for trf@nsmission or
retransmission to the hub, or

2) it is set to one if the node has at least one management or data typeldframes pending for
transmission or retransmission to the hub.

¢) Innon-beacon management or data type frames sent by a hub to a node,

1) itis set to zero if the hub has no poll or post pending for transmission to the node, except for a
possible retransmission of the current frame, or

2) itis set to one if the hub has at least a poll or post pending, for transmission to the node.
d) InI-Ack and B-Ack frames sent by a hub to a node,

1) itis set to zero if the hub is not to send a poll 6¢'post to the node immediately after the current
allocation interval is reclaimed or ended, or

2) it is set to one if the hub is to send a poll or post to the node immediately after the current
allocation interval is reclaimed or ended:

e) InPoll, T-Poll, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node,

1) if Access Mode = 0 indicating that the hub is operating in beacon or non-beacon mode with
superframes,

i) it is set to zetUif via the current frame the hub grants a type-I (immediate) polled
allocation that"starts pSIFS thereafter and ends at a time as encoded in the Poll-Post
Window and Next fields therein, or

ii) it ig’Setto one if via the current frame the hub grants no polled allocation but is to send a
(future) poll or post to the node at a time as encoded in the Poll-Post Window and Next
fields thereof;

2) if Access Mode = 1 indicating that the hub is operating in non-beacon mode without
stuperframes, and that via the current frame the hub grants a type-II (immediate) polled
allocation that starts pSIFS thereafter and allows for the node to send up to a specified number
of frames as encoded in the Poll-Post Window field thereof, it is reserved.

f) Inall other frames, it is reserved.

5.2.1.1.10 Last Frame/Access Mode/B2

The Last Frame/Access Mode/B2 field is set as follows:

a) In beacon frames, it is used as a B2 field, which is set to one if a B2 frame is to be transmitted in
the current beacon period, or is set to zero otherwise.
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b) In non-beacon management or data type frames, it is used as a Last Frame field, which is

1) set to zero if the sender is likely to send another frame in the current allocation interval after
the current frame, or

2) set to one if the sender is definitely not to send another frame in the current allocation interval
after the current frame.

c) In I-Ack, B-Ack, I-Ack+Poll, B-Ack+Poll, Poll, and T-Poll frames sent by a hub to a node, it is
used as an Access Mode field, which is

1) set to zero if the hub that is the sender or recipient of the current frame is operating in beacon
or non-beacon mode with superframes, or

2) set to one if the hub is operating in non-beacon mode without superframes.

d) In all other frames, it is reserved.

5.2.1.1.11 Sequence Number/Poll-Post Window

The Sequence Number/Poll-Post Window field is set as follows:

a) Inbeacon frames, it is used as a Sequence Number field, which is

1) incremented by one, modulo 256, from its value applicable to the last beacon period
(superframe), active or inactive;

2) also referred to as the sequence number of the cuftent beacon (superframe) or of the current
beacon period (superframe).

b) Innon-beacon management type frames, it is usedias a Sequence Number field, which is

1) set to zero if the frame is the first non-beacon management type frame sent to a recipient or a
group of recipients;

2) incremented by one, modulo 256;%rom its value in the frame that was of the same frame type
and addressed to the same recipiént(s); or

3) kept with the same value ifithe frame is being retransmitted to the same recipient(s).

c) In Poll, T-Poll, I-Ack+Pall,;and B-Ack+Poll frames sent by a hub to a node, it is used as a Poll-
Post Window field, which is set as follows:

1) If Access Mode = 0 indicating that the hub is operating in beacon or non-beacon mode with
superframes,.and

i) if_More Data = 0 indicating that via the current frame the hub grants a type-I
(immediate) polled allocation that starts pSIFS thereafter, it is set to E such that the
polled allocation ends at the end of the allocation slot that is numbered E and located in
a beacon period (superframe) encoded in the Next field thereof; or

ii) if More Data = 1 indicating that via the current frame the hub grants no polled
allocation, it is set to S such that the hub is to send a (future) poll or post to the node at
the start of the allocation slot that is numbered S and located in a beacon period
(superframe) encoded in the Next field thereof.

2) If Access Mode = 1 indicating that the hub is operating in non-beacon mode without

SUPCT{TaITes, —ammd that—vig the currentframe —therub—gramts—atype-11 (immmediate ) potied
allocation that starts pSIFS thereafter, it is set to M such that the node is allowed to send up to
M frames in the polled allocation.

d) In Wakeup frames, it is used as a Poll-Post Window field, which is set to Poll_Post_Window such
that this hub is to send a (future) poll after 2x(1+Scale)x(256xNext+Poll_Post_Window)
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milliseconds of the current frame, where Next and Scale are the values of the Next and Scale
fields, respectively.

e) In B2 frames, it is used as a Poll-Post Window field, which is set to C such that the current frame
starts a contention access phase (CAP) that ends at the end of the allocation slot numbered C in the
current beacon period (superframe).

T Imdama type frames, TS USed a5 @ STqUTICE INUMDCT Tield; WHITHT 13

1) set to zero if the frame is the first data type frame of this frame subtype sent to a recipient or a
group of recipients;

2) incremented by one, modulo 256, from its value in the data type frame that was of the same
frame subtype and addressed to the same recipient(s) and that contained the previous MSDU or
final fragment thereof;

3) kept with the same value in frames containing fragments of the same MSDU; or
4) kept with the same value if the frame is being retransmitted to the same recipient(s).

g) In all other frames, it is reserved.

5.2.1.1.12 Fragment Number/Next/Coexistence

The Fragment Number/Next/Coexistence field is set as follows:

a) In beacon and B2 frames, it is used as a Coexistenee ficld, which is formatted as shown in
Figure 11.

1) The Beacon Shifting field is set to one if beacof shifting is currently enabled, or is set to zero
otherwise.

2) The Channel Hopping field is set to_ongif channel hopping is currently enabled, or is set to
zero otherwise.

3) The Superframe Interleaving field is set to one if the sender (a hub) supports active superframe
interleaving and Command framies, or is set to zero otherwise.

Bits: 1 1 1

Bit ordér; - b0 > b1 > b2 >
Beacon Channel Superframe
Shifting Hopping Interleaving

Figure 11 —Coexistence format

b) Inmon-beacon management type frames, it is used as a Fragment Number field, which is

19,/ set to zero if the current frame contains a frame payload not fragmented or the first fragment of
a fragmented frame payload;

2) incremented by one from its value in the frame containing the previous fragment of the frame
payload if the current frame contains a non-first fragment of a fragmented frame payload; or

3) kept with the same value if the frame is being retransmitted to the same recipient(s).

c) In data type frames, it is used as a Fragment Number field, which is

1) set to zero if the current frame contains no MSDU, an MSDU not fragmented, or the first
fragment of a fragmented MSDU;

2) incremented by one from its value in the frame containing the previous fragment of the MSDU
if the current frame contains a non-first fragment of a fragmented MSDU; or
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3) kept with the same value if the frame is being retransmitted to the same recipient(s).

d) In Poll, T-Poll, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node, it is used as a Next
field, which is set as follows:

1) If Access Mode = 0 indicating that the hub is operating in beacon or non-beacon mode with
superframes, and

i) if More Data = 0 indicating that via the current frame the hub grants a type-I
(immediate) polled allocation that starts pSIFS thereafter and ends at the end of an
allocation slot as encoded in the Poll-Post Window field thereof, it is set to N such that
the allocation slot is the one located in the current beacon period (superframe) for N £
or in the next Nth beacon period (superframe) not counting the current one for N 34 (a
case possible if no beacon is to be sent in the polled allocation); or

ii) if More Data = 1 indicating that via the current frame the hub grants no poled allocation
but is to send a (future) poll or post to the node at the start of an allp¢ation slot as
encoded in the Poll-Post Window field thereof, it is set to F such thatthe allocation slot
is the one located in the current beacon period (superframe) for E-=¢«)-or in the next Fth
beacon period (superframe) not counting the current one for F >0

2) If Access Mode = 1 indicating that the hub is operating in’ nien-beacon mode without
superframes, and that via the current frame the hub grants\a.'type-1I (immediate) polled
allocation that starts pSIFS thereafter and allows for the node.to' send up to a specified number
of frames as encoded in the Poll-Post Window field thereof, 4t is reserved.

e) In Wakeup frames, it is used as a Next field, which is,set.fo Next such that this hub is to send a
(future) poll after 2x(1+Scale)x(256xNext+Poll_Post Window) milliseconds of the current
frame, where Poll_Post_ Window and Scale are the“walues of the Poll-Post Window and Scale
fields, respectively.

f) In all other frames, it is reserved.

5.2.1.1.13 Non-final Fragment/Cancel/Scalel/lnactive

The Non-final Fragment/Cancel/Scale/Inactive field is set as follows:

a) Inbeacon and B2 frames1tiis used as an Inactive field, which is set to one if one or more inactive
superframes are enabled\(starting) at the end of the current beacon period (superframe), or is set to
zero otherwise.

b) In non-beacon-management type frames, it is used as a Non-final Fragment field, which is

1) set to zero if the current frame contains no frame payload, a frame payload not fragmented, or
the final fragment of a fragmented frame payload; or

2) ~setto one if the frame contains a non-final fragment of a fragmented frame payload.
¢)~ In/data type frames, it is used as a Non-final Fragment field, which is

1) set to zero if the current frame contains no MSDU, an MSDU not fragmented, or the final
fragment of a fragmented MSDU; or

2) set to one if the frame contains a non-final fragment of a fragmented MSDU.

d) In I-Ack, B-Ack, Poll, T-Poll, I-Ack+Poll, and B-Ack+Poll frames sent by a hub to a node, it is

used as a Cancel field, which is

1) set to zero if the current frame does not cancel any future polls/posts previously improvised by
this hub; or

2) set to one if the current frame cancels all future polls/posts previously improvised by this hub.
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e) In Wakeup frames, it is used as a Scale field, which is set to Scale such that this hub is to send a
(future) poll after 2x(1+Scale)x(256xNext+Poll_Post_Window) milliseconds of the current
frame, where Poll_Post_Window and Next are the values of the Poll-Post Window and Next fields,
respectively.

f) Inall other frames, it is reserved.

5.2.1.2 Recipient ID

The Recipient ID field is set to the abbreviated address (i.e., NID or HID) of the recipient of the current
frame.

5.2.1.3 Sender ID

The Sender ID field is set to the abbreviated address (i.e., NID or HID) of the sender of the current frame.

5.21.4BANID

The BAN ID field is set to the abbreviated address of the BAN in which the current frame is transferred.

5.2.2 MAC Frame Body

The MAC Frame Body, when it has a nonzero length, is forfiatted as shown in Figure 12. The length of the
MAC Frame Body L_FB is not to exceed pMaxFrameBodyLength.

Octets: 1 L_FP 4
Octetorder; g "B g gy
T Low-Order ™ TS
v _Sectrity Frame :
E Sequence Payload MIC '
ioNumber L :

Figuré 12 —MAC Frame Body format

The Low-Order Security. Sequence Number and Message Integrity Code (MIC) fields are not present in
unsecured frames, as ihdicated by the Security Level field of the MAC header of the current frame.

5.2.2.1 Low-Qrder Security Sequence Number

The Lew~Order Security Sequence Number field is set as follows for message freshness as needed for
nongeg,Construction and replay detection:

a) Itis set to zero, if the current frame is secured with a PTK or GTK that has never been used.

b) It is incremented by one from its value in the last frame secured with the same PTK or GTK,
1. A1

eotrte—t—r g H e —md—trarrmrted—r—the e —ender—er e the—errrent—rarme
transmission is a retransmission of the last frame or an earlier frame. Incrementing by one from
the maximum value of the field wraps around to zero, causing the High-Order Security Sequence
Number maintained internally to increment by one.
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The value of the Low-Order Security Sequence Number field increments in frames secured with the same
PTK or GTK, rather than in frames of the same frame type or frame subtype. It increments even if the
current frame transmission is a retransmission of the last frame or an earlier frame. It is set independently
between the frames sent from a hub to a node and the frames sent from the node to the hub, although the
same PTK applies to secured frames sent in either direction.

5.2.2.2 Frame Payload

The Frame Payload field is set as follows:

a) In management type frames, prior to encryption (if any) it is set to a sequence of fields\o be
communicated to the recipient(s), with the fields defined in 5.3.

b) In control type frames, it is set to a sequence of fields to be communicated to the recipient(s), with
the fields defined in 5.4.

c) In data type frames, prior to encryption (if any) it is set to a sequence Of ‘oCtets passed as an
MSDU through the MAC SAP to the MAC, without altering the order of the Sequence.

d) In data type frames with the Relay field in their MAC header set.to/one, prior to encryption (if
any) it is set to the relayed MAC frame that would otherwise be sent directly between a node and a
hub without relay.

If a frame payload is fragmented and carried in multiple frames,/the Frame Payload field is set to a
fragment of the otherwise unfragmented frame payload.

The length of the Frame Payload field, denoted as L_FP.in Figure 12, needs to be such that the length of
the MAC frame body does not exceed pMaxFrameBodyLength. If the Frame Payload has a zero length,
i.e., if a frame does not have a frame payload, then the frame does not have a MAC frame body if it is not
secured, but still has a MAC frame body contaititng the Low-Order Security Sequence Number and MIC
fields if it is secured.

5.2.2.3 Message Integrity Code (MIC)

The MIC field is set to a mesSage authentication code for preserving the authenticity and integrity of the
MAC header and the MAC frame body of the current secured frame, as further specified in 7.3.1.5.

5.2.3 Frame Check’/Sequence (FCS)
The FCS fieldds formatted as shown in Figure 13, where its transmit order is defined such that a;s is the

LSB of thelfield, and a, is the MSB. The bits a;s, aj4, ..., a9 are the binary coefficients of a cyclic
redundaney check (CRC) polynomial of degree 15 denoted, as shown in Equation (1):

R(x)=a15x15+al4xl4+ Lo taxtag (1)
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Bits: 1 1 1
. -
Bitorder ® Ho » ® p1 > b15
ais a4 o

The CRC polynomial is calculated over a calculation field using the following CRC-16-CCITT standard
generator polynomial of degree 16, shown in Equation (2):

Gx)=x"+x"+x+1 )
The calculation field is the transmitted MAC frame except the FCS field for this specification(It is mapped
to a message polynomial M(x) of degree k—1, where k is the number of bits in the caleulation field. The
LSB of the first octet presented to the PHY SAP is the coefficient of the x*' termthéfiext LSB is the
coefficient of the x*? term, and finally the MSB of the last octet transmitted is tHe’ ¢6efficient of the x°
term.

The CRC polynomial is the remainder R(x) resulting from the (modulo 2) division of [x'® x M(x)] by G(x),
shown in Equation (3):

R(x) = x'® x M(x) mod G(x) 3)

The initial remainder of the division is set to zero, and the{final remainder is not inverted as is the case in
some other standards.

5.3 Management type frames

A management type frame contains certaintmandatory fixed-length fields and some optional variable length
components referred to as information«€léments (IEs).

5.3.1 Beacon

A beacon frame containsja Frame Payload that is formatted as shown in Figure 14. It is locally broadcast by
a hub in every beac¢n period (superframe).

Octets: [&] 1 1 1 1 1

Octet order 0-5 > 0 > 0 > 0 > 0 > 0 >
Sender Beacon Allocation RAP1 RAP2 RAP2
Address Period Slot End Start End
Length Length
Octets: 3 1 1 1 2 1 1
Octet order: - 0-2 > 0 > 0 > 0 > 0-1 > 0 > 0 >
MAC PHY RAP1 Beacon ChanmeT rext Inactive 4
Capabilty | Capability Start Shifting Hopping Channel Duration !
Sequence: State Hop :

Figure 14 —Frame Payload format for Beacon frames
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5.3.1.1 Sender Address

The Sender Address field is set to the EUI-48 of the hub sending the current beacon.

5.3.1.2 Beacon Period Length

The Beacon Period Length field is set to the length of the current beacon period (superframe), in units of
allocation slots. It is set to zero to encode a value of 256 allocation slots.

5.3.1.2.1 Allocation slot numbering
If beacon shifting is not enabled, the allocation slots in a beacon period (superframe) are numbered 0, 1, ...,
starting from the allocation slot that starts at the beacon transmission time of the“beacon period

(superframe) consecutively to the allocation slot that ends at the end of the beacon peridd (superframe), as
shown in Figure 15.

B =beacon BP =beaconpericd A_n = allocation slot numbered n M = number of allocation slots in a beacon peridd T= beacon transmission start time

1—_{ 1 >
=

by
| =l

> '>\>|>
k= | |§O

>
=

BP n i BP n+1 i BP n+2 b BP n+3

Figure 15 —Allocation slot ordering and numbering'in' beacon periods (superframes)

5.3.1.2.2 Allocation slot numbering with beacon shifting

If beacon shifting is enabled, a beacon period\(superframe) needs to have 4N allocation slots in length,
where N is an integer. The allocation slots, ifya beacon period (superframe) are numbered O, 1, ..., 4N-1,
starting from the allocation slot that starts at the beacon transmission time of the beacon period
(superframe) to the allocation slot that.ends at the end of the beacon period (superframe) and, if the beacon
transmission time is not at the starf:of the beacon period (superframe), wrapping back to the allocation slot
that starts at the start of the beac¢on period (superframe) and finally to the allocation slot that ends at the
beacon transmission time, as shown in Figure 16. A beacon period (superframe) has four quarters, which
are comprised of allocatiofslots 0 to N-1, N to 2N-1, 2N to 3N-1, and 3N to 4N-1, respectively.

E = beacon BP = beacop period A_n = allocation slot numbered n 4N = number of allocation slots in a beacon period ’]\ = beacon transmission start time

|

of =

] 1]
BP n

Y

"
NEY
AlLNev |

-
-

BF el BPne2 BP 73 >

Figure 16 —Allocation slot ordering and numbering in beacon periods (superframes)
with exemplary beacon shifting

—5:3-13-Allecation-Slettength

The Allocation Slot Length field is set to L such that the length of an allocation slot is equal to
pAllocationSlotMin + L x pAllocationSlotResolution.
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5.3.1.4 RAP1 Start

The RAPI Start field is present only if EAP1 has a nonzero length as indicated by the EAP Indicator field
of the MAC header of the current beacon frame. When present, it is set to S1 such that random access phase
1 (RAPI) starts at the beginning of the allocation slot that is numbered S1 and located in the current beacon
period ends EAP1, and it occurs after the PHY Capability field.

Both EAP1 (if of nonzero length) and RAP1 (if of nonzero length) occur in the current beacon period if
beacon shifting is not enabled or in the next beacon period if beacon shifting is enabled. If EAP1 has a
nonzero length, it immediately follows the preceding beacon, and is immediately followed by RAP1..If
EAP1 has a zero length, RAP1 immediately follows the preceding beacon.

5.3.1.5 RAP1 End

The RAPI1 End field is set to E1 such that RAP1 ends at the end of the allocation slot that is numbered E1
and located in the current beacon period. The value of this field is not to be smaller than the value of the
Earliest RAP1 End field in any Connection Assignment frame sent by the hub transmitting this beacon.
5.3.1.6 RAP2 Start

The RAP2 Start field is set to S2 such that random access phase 24RAP2) starts at the beginning of the
allocation slot that is numbered S2 and located in the current beacon-period if either exclusive access phase
2 (EAP2) or RAP2 is of nonzero length, or is set to zero otherwise. If EAP2 is of nonzero length, it ends at
the time indicated by this field. The start time of EAP2{s €ncoded in Connection Assignment frames
defined in 5.3.6.15.

Both EAP2 (if of nonzero length) and RAP2 (if ofiionzero length) occur in the current beacon period if
beacon shifting is not enabled or in the next beacou period if beacon shifting is enabled.

5.3.1.7 RAP2 End

The RAP2 End field is set to E2 stich that RAP2 ends at the end of the allocation slot that is numbered E2
and located in the current beagon 'period if RAP2 is of nonzero length, or is set to zero otherwise.

5.3.1.8 MAC Capability

The MAC Capability is as defined in 5.6.1.

5.3.1.9)PHY Capability

The PHY Capability is as defined in 5.6.2.

5.3.1.10 Beacon Shifting Sequence

The Beacon Shifting Sequence is present only if beacon shifting is currently enabled as encoded according
to Figure 11. When present, it is formatted as shown in Figure 17 to indicate the beacon transmission time
in the current beacon period (superframe).
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Bits: 4 4

Bitorderr "€ 5003 » € bab7 >
Beacon Beacon
Shifting Shifting
Sequence Sequence
Index Phase

Figuret7—Beacom Shifting-Sequence format

5.3.1.10.1 Beacon Shifting Sequence Index

The Beacon Shifting Sequence Index field is set according to Table 4 to the index m of the PN sequence
PNm(n) governing the beacon transmission time pattern.

Table 4—Beacon Shifting Sequence field encoding

Beacon Shifting
Sequence Index m
in decimal value

Beacon Shifting
Sequénce pattern (“...
denotes pattern repeat)

Beacon Shifting Sequence as function of
Beacon Shifting Sequence Phasen=0, 1, 2, ..., 15

”»

0 PNo(n) =n mod 2 PNo(n)=0, 1,0, 1, ...
1 PN;(n) = 2xPNo(n) PNy(n)=0,2,0,2, ...
2 PNy(n) =n mod 4 PNy(n)=0,1,2,3, ...

PN3(n) = [PNo(n) + PN, (n)]/2 mod 2 + [PNy(n) +

3 PN, (n) + PN, (n)] mod 4 PNy(n) =0, 1,3,2, ...

4 PN4(n) = [PNo(n) + PNy(n) + PNy(1)}/2 PNy(n)=0,2,1,3, ...

5 PNs(n) = {PNy(n) + [PNo(n) + PN»(n)]/2} mod 4 PNs(n)=0,2,3, 1, ...

6 PNg(n) = PNy(n)+{[ PNo(n)#PNy(n)]/2 mod 2} PNg(n)=0,3, 1,2, ...

7 PN-(n) = [PNy(n) + PN(@)] mod 4 PN;(n)=0,3,2,1, ...
8-15 Reserved Reserved

5.3.1.10.2 Beacon Shifting Sequence Phase

The Beacon Shifting Sequence Phase field is incremented by one, modulo 16, from its value applicable to
the last beacon period (superframe), active or inactive.

5.3.1.11 Channel'Hopping State

The Channel Hopping State field is present only if channel hopping is currently enabled as encoded
according-toFigure 11. When present, it is set to the current state of a 16-bit maximum-length linear

feedbacek shift register (LFSR) used to generate the channel hopping sequence by the hub sending this
beacon,as further specified in 6.13.2.

5.3.1.12 Next Channel Hop

The Next Channel Hop Tield 1s present only 11 channel hopping is currently enabled as encoded according
to Figure 11. When present, it is set to the sequence number of the beacon period (superframe) in which the
hub sending the current beacon is to hop to another channel according to its channel hopping sequence.
Channel hopping is independent of inactive duration as defined in 5.3.1.13.
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5.3.1.13 Inactive Duration

The Inactive Duration field is present only if one or more inactive superframes are starting at the end of the
current beacon period (superframe) as encoded by the Non-final Fragment/Cancel/Scale/Inactive field
according to 5.2.1.1.13. When present, it is set to the number of inactive superframes after each active
superframe.

5.3.2 Security Association

A Security Association frame contains a Frame Payload that is formatted as shown in Figure 18, It'is
exchanged between a node and a hub during the execution of a security association protocol to activate a
pre-shared MK or generate a new shared MK.

Octets: 6 6 2 2 >0
Octet order: 0-5 0-5 0 0-1 L-R
Recipient Sender Secgrlty Association Secgnt_y E
Suite Association
Address Address Control H
Selector Data :

Figure 18 —Frame Payload format for Security Association frames

5.3.2.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the tecipient of the current frame, or is set to zero if
such an EUI-48 is yet unknown.

5.3.2.2 Sender Address

The Sending Address field is set to the EUT48 of the sender of the current frame.

5.3.2.3 Security Suite Selector

The Security Suite Selectoris formatted as shown in Figure 19.

Bits® 3 2 1 4 6

Bit order: - b0-b2 > b3-b4 > b5 > b6-b9 > b10—b15>
Security . Control .
Association Security Frame Clphgr Reserved
Level - Function
Protocol Authentication

Figure 19 —Security Suite Selector format

5.3.2.3.1 Security Association Protocol

The Security Association Protocol field is set according to Table 5 to select a desired security association
protocol.
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Table 5—Security Association Protocol field encoding

Ii]:e(l;:c‘;il,:f Security association protocol
0 Master key pre-shared association
1 Unauthenticated association
2 Public key hidden association
3 Password authenticated association
4 Display authenticated association
5-7 Reserved

5.3.2.3.2 Security Level

Table 6—Security Level field encoding

The Security Level field is set to the security level required by this sender according to Table"6.

Field value
in decimal

Security level required

0

Level 0—unsecured communication

1

Level 1—authentication but not encryption

2

Level 2—authentication and eneryption

3

Reserved

5.3.2.3.4 Cipher Function

5.3.2.3.3 Control Frame Authentication

Table 7—Cipher Function field encoding

The Control Frame Authentication field is set.te‘one if control type frames sent from or to this sender needs
to be authenticated but not encrypted wher thiey are required to have security level 1 or 2. It is set to zero if
control type frames sent from or to this sénder needs to be neither authenticated nor encrypted even when
they are otherwise required to have seéurity level 1 or 2.

The Cipher Function field is set according to Table 7 to indicate the underlying cipher function selected by
this sender for perfarming security services as specified in Clause 7.

Field value
in decimal

Cipher function

0

AES-128 forward cipher function

Camellia-128 forward cipher function

2-15

Reserved

5.3.2.4 Association Control

The Association Control is formatted as shown in Figure 20.
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Bits: 4 4 8

Bit order: ¢ b0-b3 > b4-b7 > b0-b7 »
Association L
Association
Sequence Reserved
Status
Number

Figure 20—Associationm Controt-format

5.3.2.4.1 Association Sequence Number

The Association Sequence Number field is set to the number (i.e., position) of the current Security
Association frame in the execution of the selected security association protocol. In particular, it is'Set to one
in the first Security Association frame of the protocol, two in the second Security Associatienframe, etc.
The first Security Association frame is the Security Association frame transmitted or retransimitted by the
node initializing the security association, the second Security Association frame is<the next Security
Association frame transmitted or retransmitted by the responding hub, and the like.

5.3.2.4.2 Association Status

The Association Status field in the second Security Association frame~0f a security association protocol
(procedure) is set according to Table 8 to indicate the status of the cutrent security association procedure. It
is reserved in other Security Association frames.

Table 8—Association Status field encoding

Field value Association status

in decimal
0 Joining the security association‘procedure
1 Aborting the security assoeidtion procedure with a different security suite selector

Aborting the security association procedure due to lack of needed security credential (no MK
pre-shared with the rhitiator of the security association procedure for MK pre-shared

2 association; no public key of the initiator of the security association procedure for public key
hidden association; no password shared with the initiator of the security association procedure
for password_authenticated association)

3 Abortinig the security association procedure due to temporary lack of resources

Abotting the security association procedure due to security policy restrictions as imposed by
the,administrator/owner of this hub on the communications in its BAN

5-15 Reserved

5.3.2.5 Security Association Data
The Security Association Data field is specific to the selected security association protocol.

For MK pre-shared association, the Security Association Data field is not present.

For unauthenticated association, public kev hidden association, password authenticated association, and

display authenticated association, the Security Association Data field is formatted as shown in Figure 21.
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Octets: 16 32 32 8
Octetorder: ¥ 015 » o371 » % o371 » € o7 >
Sender Sender Sender

Nonce PKx PKy MK_KMAC

—_rigure 2t—Security Association Data format for security assoctation protocofs tto 4

5.3.2.5.1 Sender Nonce

The Sender Nonce field is set to a statistically unique number per sender and per security assdeiation
procedure, except otherwise indicated, as follows:

a) For unauthenticated association, public key hidden association, and password authenticated
association

1) In the first Security Association frame of the security association proeedure, the field is set
afresh to an integer randomly drawn from {1, 2, ..., 2'**~1} and independent of the nonces of
other senders.

2) In the second Security Association frame of the procedure, thefield is set afresh to an integer
randomly drawn from {1, 2, ..., 2'*-1} and independent\0fthe nonces of other senders if the
sender of the frame is to join the security association protedure, or is set to zero otherwise.

3) In the third Security Association frame, the field.i§ set to its value contained in the second
Security Association frame of the procedure.

4) In the fourth Security Association frame, the field is set to its value contained in the first
Security Association frame of the procedutre:

b) For display authenticated association

1) In the first Security Association frame of the security association procedure, the field is set to a
witness (message authentication.code) of its value contained in the fourth Security Association
frame of the procedure.

2) In the second Security-Association frame of the procedure, the field is set afresh to an integer
randomly drawn from{1, 2, ..., 2'**~1} and independent of the nonces of other senders if the
sender of the frame-is to join the security association procedure, or is set to zero otherwise.

3) In the thirdsSecurity Association frame, the field is set to its value contained in the second
Security-Association frame of the procedure.

4) In thevfourth Security Association frame, the field is set afresh to an integer randomly drawn
friom{1, 2, ..., 2'**~1} and independent of the nonces of other senders.

5.3.2.5.2 Sender PK,

The)Sender PK, field is set to the X-coordinate of the sender’s elliptic curve public key, except otherwise
indicated, as follows:

a) For unauthenticated association and display authenticated association,

1) in the first Security Association frame of the current security association procedure, the field is
set to the X-coordinate of the sender’s elliptic curve public key PK = (PK;, PKy);

2) in the second Security Association frame of the procedure, the field is set to the X-coordinate
of the sender’s elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join
the security association procedure, or is set to zero otherwise;
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3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure;

4) in the fourth Security Association frame, the field is set to its value contained in the first
Security Association frame of the procedure.

b) For public key hidden association,

1) in the first and fourth Security Association frames of the current security association
procedure, the field is set to zero;

2) in the second Security Association frame, the field is set to the X-coordinate of the sender’s
elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join the security
association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in~the’second
Security Association frame of the procedure.

c) For password authenticated association,

1) in the first and fourth Security Association frames of the curredts s€curity association
procedure, the field is set to the X-coordinate of the sender’s password*serambled elliptic curve
public key PK' = (PK",, PK'y);

2) in the second Security Association frame, the field is set to/the. X-coordinate of the sender’s
elliptic curve public key PK = (PK,, PKy) if the sender, 0fjthe frame is to join the security
association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field s set to its value contained in the second
Security Association frame of the procedure.

5.3.2.5.3 Sender PKy

The Sender PKy field is set to the Y-coordinate of'the sender’s elliptic curve public key, except otherwise
indicated, as follows:

a) For unauthenticated association aid*display authenticated association,

1) in the first Security Association frame of the current security association procedure, the field is
set to the Y-coordinate-of the sender’s elliptic curve public key PK = (PK,, PKy);

2) in the second Security Association frame of the procedure, the field is set to the Y-coordinate
of the senderss elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join
the security.association procedure, or is set to zero otherwise;

3) in the thisd Security Association frame, the field is set to its value contained in the second
Sectrity Association frame of the procedure;

4) ~ihthe fourth Security Association frame, the field is set to its value contained in the first
Security Association frame of the procedure.

b). For public key hidden association,

1) in the first and fourth Security Association frames of the current security association
procedure, the field is set to zero;

2) in the second Security Association frame, the field is set to the Y-coordinate of the sender’s

1l Ll .1 Dl VimY) Dl N 1 1 el o LSS, | L
Clllpllb CuUurve lJLlUllb I\U_y L A \r LASTY rI\Y} 11T SUITUCT UL UIU I dITIC 15 TU JUlll UIC beulll._y

association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

c) For password authenticated association,
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1) in the first and fourth Security Association frames of the current security association
procedure, the field is set to the Y-coordinate of the sender’s password-scrambled elliptic curve
public key PK' = (PK',, PK'y);

2) in the second Security Association frame, the field is set to the Y-coordinate of the sender’s
elliptic curve public key PK = (PK,, PKy) if the sender of the frame is to join the security
association procedure, or is set to zero otherwise;

3) in the third Security Association frame, the field is set to its value contained in the second
Security Association frame of the procedure.

5.3.2.5.4 MK_KMAC

The MK_KMAC field is set to a key message authentication code (KMAC) for certain fields of the frame
payloads of the Security Association frames of the current security association procedure, exceptotherwise
indicated, as follows:

a) For unauthenticated association and display authenticated association,

1) in the first and second Security Association frames of the current security association
procedure, the field is set to zero;

2) in the third Security Association frame, the field is set to-an KIMAC for certain fields of the
frame payloads of the first and second Security Association frames of the procedure;

3) in the fourth Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the second and fourth Security Association frames.

b) For public key hidden association,

1) in the first and second Security Asso&iation frames of the current security association
procedure, the field is set to zero;

2) in the third Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the first and second Security Association frames of the procedure;

3) in the fourth Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the second and fourth Security Association frames.

c) For password authenticated association,

1) 1in the first and Security Association frames of the current security association procedure, the
field is set te.zero;

2) in the third“Security Association frame, the field is set to a KMAC for certain fields of the
frame.payloads of the first and second Security Association frames of the procedure;

3) ig-the fourth Security Association frame, the field is set to a KMAC for certain fields of the
frame payloads of the second and fourth Security Association frames.

5.3.8,Security Disassociation

A" Security Disassociation frame contains a Frame Payload that is formatted as shown in Figure 22. It is
transmitted by either an associated node or a hub to repeal an existing security association, i.e., the shared
MK.
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Octets: 6 6 8

Octet order: - 0-5 > 0-5 > 0-7 >
Recipient Sender
Address Address DA_KMAC

Figure 22—Frame Payload-format for Security Disassoctation frames

5.3.3.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame.

5.3.3.2 Sender Address

The Sending Address field is set to the EUI-48 of the sender of the current frame.

5.3.3.3 DA_KMAC

The DA_KMAC field is set to a KMAC for the fields of the frame payload of this Security Disassociation
frame.

5.3.4 Pairwise Temporal Key (PTK)

A PTK frame contains a Frame Payload that is formatted’as shown in Figure 23. It is exchanged between a
node and the hub with which the node is associated-té/create a PTK based on a shared MK.

Octets: 6 6 16 2 8

Octet order: - 0-5 > 0-5 > 0-15 > 0-1 > 0-7 -
Recipient Sender Sender PTK .
Address Address Nonce Control PTK_KMAC

Figare 23 —Frame Payload format for PTK frames

5.3.4.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame.

53:4.2 Sender Address

The Sending Address field is set to the EUI-48 of the sender of the current frame.

5.3.4.3 Sender Nonce

The Sender Nonce field is set to a statistically unique number per sender and per PTK creation procedure,
as follows:
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a) In the first PTK frame of the current PTK creation procedure, it is set afresh to an integer
randomly drawn from {1, 2, ..., 2'**~1} and independent of the nonces of other senders.

b) In the second PTK frame of the procedure, it is set afresh to an integer randomly drawn from {1,
2, ..., 2" _1} and independent of the nonces of other senders if the sender of the frame is to join
the PTK creation procedure, or is set to zero otherwise.

Tyt third PTR frame of Te procedure, 1113 Set 1o 115 vatte conmaimed 1 e st P TR raie.

5.3.4.4 PTK Control

Bits: 2

1

The PTK Control is formatted as shown in Figure 24.

4

8

Bitorder ¥ b0bT » ¥ bz T 3 T %o ¥ Yoo >
PTK
Message SIS Reserved Creation Reserved
Number Index
Status

5.3.4.4.1 Message Number

5.3.4.4.2 PTK Index

a)

5.3.4.4.3 PTK Creation Status

Figure 24 —PTK Control format

The Message Number field is set to the number (i.e., position)-efthe current PTK frame in the current PTK
creation procedure. In particular, it is set to one in the first/ 'K frame of the procedure, two in the second
PTK frame, and three in the third. The first PTK frame isthe'PTK frame transmitted or retransmitted by the
node or hub initializing the procedure, the second PTK.frame is the PTK frame transmitted or retransmitted
by the responding hub or node, and the third PTK frame is the PTK frame transmitted or retransmitted by
the initiating node or hub again. The other values«0f the field are reserved.

The PTK Index field in the first PTK frame transmitted or retransmitted by the node or hub initiating the
PTK creation procedure is set asfollows to identify the PTK being created, as follows:

If no PTK was previously created with the responding node, it is set to zero.

b) Otherwise(it is’set to the modulo-2 sum of one and its value used in successfully creating the last
PTK between the sender and the recipient.

The RTK Creation Status field in the second PTK frame of a security association protocol is set according
ta{Table 9 to indicate the status of the current PTK creation procedure. It is reserved in other PTK frames.
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Table 9—PTK Creation Status field encoding

li:]ile(l;ic‘;il:;f PTK creation status
0 Joining the PTK creation procedure
1 Reserved
2 Aborting the PTK creation procedure due to lack of shared master key
3 Aborting the PTK creation procedure due to temporary lack of resources
4 Aboﬁipg the PTK creatiop procedure due to secprity pol.icy restrictions as imposed by the
administrator/owner of this hub on the communications in its BAN
5-15 Reserved

5.3.4.5 PTK_KMAC

The PTK_KMAC field is set to a KMAC for certain fields of the frame payloads.afithe PTK frames of the
current PTK creation procedure, except otherwise indicated:

a) In the first PTK frame of the current PTK creation procedure, it-is.set to zero.

b) In the second PTK frame, it is set to a KMAC for certain fields of the frame payloads of the first
and second PTK frames of the procedure if the sendep of-this frame is to join the PTK creation
procedure, or it is set to zero otherwise.

¢) In the third PTK frame, it is set to a KMAC for cettain fields of the frame payloads of the second
and third PTK frames.

The PTK Index field takes on a value of either zero-0t’one.

5.3.5 Group Temporal Key (GTK)

A GTK frame contains a Frame Payload that is formatted as shown in Figure 25. It is transmitted by a hub
to distribute a GTK to a secured.néde for securing multicast traffic.

Octets: <] 6 1 1 2 4 16
Octet order: - 0-5 Pt 0-5 > [0] > 0 > 0-1 > 0-3 > 0-15 -
Recipient Sender GTK GTK GTK

Address Address NID Control Reserved SSN GTK

Figure 25—Frame Payload format for GTK frames

5:3/5.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame.

5.3.5.2 Sender Address

The Sending Address field is set to the EUI-48 of the sender of the current frame.
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5.3.5.3 GTK NID

The GTK NID field is set according to Table 17 to the broadcast or multicast NID that is to appear in the
Recipient ID field of the MAC header of the frames secured by the GTK distributed in the current frame.

5.3.5.4 GTK Control

The GTK Control is formatted as shown in Figure 26.

Bits: 1 7

Bit order: < b0 > b1-b7 -
GTK Reserved
Index

Figure 26 —GTK Control format

The GTK Index field is set as follows to identify the GTK being distributed:

a) Ifno GTK was previously distributed by this hub for the GTKONID indicated in the current frame,
it is set to zero.

b) Otherwise, it is set to the modulo-2 sum of one and its_value used in successfully distributing the
last GTK by this hub for the indicated GTK NID.

The GTK Index field takes on a value of either zero or one€}

5.3.5.5 GTK SSN

The GTK SSN field is set to the security \sequence number, comprising a low-order security sequence
number as its LSBs and a high-order security sequence number as its MSBs, of the last frame secured with
the GTK distributed in the current frame and addressed to the GTK NID indicated in the current frame.

5.3.5.6 GTK

The GTK field is set-to.the bit string representing the GTK being distributed in the current frame.

5.3.6 Connection Request

A Connection Request frame contains a Frame Payload that is formatted as shown in Figure 27. It is
transtiitted by a node to request creation or modification of a connection with a hub.

40
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

ISO/IEC/IEEE 8802-15-6:2017(E)

Octets: 6 6 3 1 1 1
Octet order: - 0-5 > 0-5 > 0-2 > 0 > 0 > 0 -
Recipient Sender MAC PHY C%lnaicgsn Req:ceksted
Address Address Capability Capability Indicator Data Rates
Setets: 2 2 4 =3 =g =g
Octet order: 0-1 > 0-1 > 0 > L-R > L-R > L-R >
Requested Requested Max Sync ) ) - i
Wakeup Wakeup Interval Reuﬁlg;l’:IE RZ"YZZQ? :(E ReBLIJIZSKtIE :
Period Phase | /Clock PPM | "°4 g 9 :
Octets: =8 29 8 26
Octet order: L-R > L-R > L-R > L-R -
: . | Unscheduled Forfiat Application
H Bilink 1 . Hub o :
! RequestIE | Bilink Address Specific
: E Request IE E IE :

Figure 27 —Frame Payload format for Connection Request-frames

5.3.6.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient ¢fjthe current frame, or is set to zero if
such an EUI-48 is yet unknown.

5.3.6.2 Sender Address

The Sending Address field is set to the EUI-48 of'the sender of the current frame.

5.3.6.3 MAC Capability

The MAC Capability is as defined in=5.6.1.

5.3.6.4 PHY Capability

The PHY Capability i as defined in 5.6.2.

5.3.6.5 Cannection Change Indicator

The Connection Change Indicator is formatted as shown in Figure 28. It indicates certain fields that follow
in‘thé current frame have been newly provided or changed in value since their last exchange between the
sender and the recipient.
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Bits: 1

1

1

1

Bitorderr ® b0 > ¥ b1 T % 2z T ;3 >
Ack Oplink |~~~
Data Wakeup Wak.euD Request /
Phase Period )
Rates Chanae Chanae Assignment
Change 9 9 IE Change |____.
Bits- - 4 4 > < 4 > < 4 >
Bit order: b4 b5 b6 b7
""" Downlink Bilink Unsgr_}ecli(uled Channel
ilin
Reguest/ Reguest/ Request / Order
Assignment | Assignment | Assignment IE
_____ IE Change | IE Change | !E Change Change

Figure 28 —Connection Change Indicator format

5.3.6.5.1 Ack Data Rates Change

The Ack Data Rates Change field is set to one if the value of the Requested Ack:Data Rates or Assigned
Ack Data Rates field has been newly provided or changed, or is set to zero othergvise.

5.3.6.5.2 Wakeup Phase Change

The Wakeup Phase Change field is set to one if the value of the'Requested Wakeup Phase or Assigned
Wakeup Phase field has been newly provided or changed, or is-s&t to zero otherwise.

5.3.6.5.3 Wakeup Period Change

The Wakeup Period Change field is set to one if the value of the Requested Wakeup Period or Assigned
Wakeup Period field has been newly provided.ot changed, or is set to zero otherwise.

5.3.6.5.4 Uplink Request/Assignment IE Change

The Uplink Request/AssignménfsIE Change field is set to one if the value of the Uplink Request IE or
Uplink Assignment IE has beennewly provided or changed, or is set to zero otherwise.

5.3.6.5.5 Downlink Request/Assignment IE Change

The DownlinkRequest/Assignment IE Change field is set to one if the value of the Downlink Request IE
or DownlinkAssignment IE has been newly provided or changed, or is set to zero otherwise.

5:3.6.5.6 Bilink Request/Assignment IE Change

The Bilink Request/Assignment IE Change field is set to one if the value of the Bilink Request IE or Bilink
Assignment [E has been newly provided or changed, or is set to zero otherwise.

5.3.6.5.7 Unscheduled Bilink Request/Assignment IE Change

The Unscheduled Bilink Request/Assignment IE Change field is set to one if the value of the Type-I
Unscheduled Bilink Request IE, Type-II Unscheduled Bilink Request IE, Type-I Unscheduled Bilink
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Assignment IE, or Type-II Unscheduled Bilink Assignment IE has been newly provided or changed, or is
set to zero otherwise.

5.3.6.5.8 Channel Order IE Change

The Channel Order IE Change Tield in Connection Request frames 1s reserved.

The Channel Order IE Change field in Connection Assignment frames is set to one if the value of the
Nibble Encoded Channel Order IE or Channel Hopping and Ordering IE has been newly provided sor
changed, or is set to zero otherwise.

5.3.6.6 Requested Ack Data Rates

The Requested Ack Data Rates is formatted as shown in Figure 29. It defines the data«dtes requested for

use to send [-Ack and B-Ack data frames between the sender and recipient of the cutrént frame while they
are exchanging data type frames.

Bits: 1 3 1 3

Bit order: ¢ b0 ’ ¢ b1-b3 ’ ¢ b4 ’ ¢ b5-b7 ’
Node Hub
Node Hub
Ack Ack
Ack Ack
Data Rate Data Rate
Data Rate Data Rate
Control Control

Figure 29 —Requested Ack Data Rates and Assigned Ack Data Rates format

5.3.6.6.1 Node Ack Data Rate Control

The Node Ack Data Rate Control field is-sétsto one if the sender or recipient of this frame (a node) is to
send its I-Ack and B-Ack frames at the same data rate as used to send the last frame it received, or is set to
zero if the node is to send its I-Ack and/B-Ack frames at a data rate indicated in the following Node Ack
Data Rate field.

5.3.6.6.2 Node Ack Data Rate

The Node Ack Datd Rate field is set to R such that the sender or recipient of this frame (a node) is to send
its I-Ack and B-Ack frames at the information data rate as encoded by R = R2R1R0 of the Data Rate field
defined in the(cefresponding physical layer (PHY) clause, if the preceding Node Ack Data Rate Control is
set to zero,(Oris reserved otherwise. Here, bit RO denotes the LSB of R, and bit R2 denotes the MSB.

5.3:6.6.3 Hub Ack Data Rate Control

The Hub Ack Data Rate Control field is set to one if the sender or recipient of this frame (a hub) is to send

its I-Ack and B-Ack frames at the same data rate as used to send the last frame it received, or is set to zero
H-the-hubis-to-send— A A o 1 1 1 1

nd B 2% d e—ind edain the followinag Huh A

Rate field.
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5.3.6.6.4 Hub Ack Data Rate

The Hub Ack Data Rate field is set to R such that the sender or recipient of this frame (a hub) is to send its
I-Ack and B-Ack frames at the information data rate as encoded by R = R2R1R0 of the Data Rate field
defined in the corresponding PHY clause, if the preceding Hub Ack Data Rate Control is set to zero, or is
reserved otherwise. Here, bit RO denotes the LSB of R, and bit R2 denotes the MSB.

5.3.6.7 Requested Wakeup Phase

The Requested Wakeup Phase field is set to the sequence number of the next beacon period (superframe) in
which the sender (a node) plans to wake up for frame reception and transmission, with the sequence
number of a beacon period (superframe) treated as incremented by one modulo 2'°, instead of mibdulo 2°,
from that of the previous beacon period (superframe). The value of this field is calculated as-S+D modulo
2! where S is the one-octet sequence number of the current beacon period (superframe) an@D’is such that
the node is to wake up D beacon periods (superframes) later after receiving a Conn€etion Assignment
frame. With a length of two octets, this field allows a node’s next wakeup to be schedtled up to 2'° beacon
periods (superframes) away from the current one.

The Requested Wakeup Phase field is reserved in non-beacon mode without,superframes.

5.3.6.8 Requested Wakeup Period

The Requested Wakeup Period field is set to the length, in units‘of beacon periods (superframes), between
the start of successive wakeup beacon periods (superframes) /in“which the sender (a node) plans to wake up
for reception and transmission, starting from the one indigated in the preceding Requested Wakeup Phase
field. It is set to zero to encode a value of 2'° beacorpetiods (superframes). With a length of two octets,
this field allows a node’s wakeup period to be up to 2f beacon periods (superframes).

The value of this field determines whether the-IBs in this frame denote 1-periodic or m-periodic allocations,
as follows:

a) If Requested Wakeup Period ='1, these IEs denote 1-periodic allocations.
b) If Requested Wakeup-Petiod # 1, these IEs denote m-periodic allocations.

The Requested Wakeup Reriod field is reserved in non-beacon mode without superframes.

5.3.6.9 Max Sync Interval/Clock PPM

The Max~Sync Interval/Clock PPM is present only if this node is requiring centralized guard time
provisioning as indicated in the MAC Capability field of the current frame. When present, it is formatted as
shown-in Figure 30.

Bits: 3 3 2
Bit order: - b0-b2 > b3-b5 > b6-b7 >
NOdJE NOJE
Max Sync Clock Reserved
Interval PPM

Figure 30 —Max Sync Interval/Clock PPM format
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5.3.6.9.1 Node Max Sync Interval

The Node Max Sync Interval field is set to the length of this node’s maximum synchronization interval, in
units of the Requested Wakeup Period field value in the current frame, over which this node is to
synchronize with its hub at least once. It is set to zero to encode a value of 8 such units.

5.3.6.9.2 Node Clock PPM

The Node Clock PPM field is set to the PPM of this node’s MAC clock encoded according to Table 10.

Table 10 —Node Clock PPM field encoding

Field value Clock accuracy
in decimal (ppm)

0 20

1 40

2 50

3 100

4 200

5 300

6 400

7 500

5.3.6.10 Uplink Request IE

The Uplink Request IE is as defined in 5.7.2.

5.3.6.11 Downlink Request IE

The Downlink Request IE is as defied in 5.7.3.

5.3.6.12 Bilink Request'E

The Bilink Request'[E)is as defined in 5.7.4.

5.3.6.13 Unscheduled Bilink Request IE

The {Unscheduled Bilink Request IE, when present, is either Type-I Unscheduled Bilink Request IE as
defined in 5.7.5 or Type-1I Unscheduled Bilink Request IE as defined in 5.7.6.

5.3.6.14 Former Hub Address IE

The Former Hub Address IE is as defined in 5.7.14.
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5.3.6.15 Application Specific IE

The Application Specific IE is as defined in 5.7.15.

5.3.7 Connection Assignment

Figure 31 —Frame Payload format for Connection Assignment frames

5.3.7.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame.

5.3.7.2 Sender Address

The Sending Address field is set to the EUI-48 of the sender of the current frame.

5.3.7.3 Mode/Status

A Connection Assignment frame contains a Frame Payload that is formatted as shown in Figure 31. It is
transmitted by a hub to respond to a connection request or to initiate or change a connection assignment.

Octets: 6 6 1 1 1 1
Octet order: < 0-5 > 0-5 > < 0 > 0 > < 0 > 0 >
Recipient Sender Mode / SuCl;rrrf?:r;e E;X:Sft EAP2
Address Address Status p ) Start
Number End
Octets: 3 1 1 1 2 2
Octet order: - 0-2 > 0 > 0 > 0 > 0-1 R 0-1 -
Connection Assigned Assigried Assigned
4
CaM:bCilit CaP:k:iIit Change Ack Wakeup Wakeup
P y p Y Indicator Data Rates Phase Period
Octets: =4 =5 =5 =5 26 =3
Octetorder. R A [RGBy (OB g B
""" | ittty Sty [ty [t Sl Al BT = Rttt
! Superframe Uplink Downlink Biink | onseheduled ™"y ol
H ; : \ Bilink '
v Parameters | Assignment | Assignment | Assignment . Order '
' Assignment '
' IE IE IE IE IE .
SN SR S SR 2. VN S =S D {
26
< """ I'_':ﬁ""‘»
""" l"""""""'.
E Application E
i Specific
H IE :

I'he Mode/Status tield 1s formatted as shown n Figure 32.
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Bits: 2 5 1
Bitorderr € bobT > € b2 T X b7 ¥
Access Connection Reserved
Indicator Status
Frg'uTE'32=M'0'de7‘Sﬂtu3'f0'rmat

5.3.7.3.1 Access Indicator

The Access Indicator field is set to the access mode of this hub encoded according to Table 11.

Table 11 —Access Indicator field encoding

et e
0 Beacon mode with superframes, and CSMA/CA for random access
1 Beacon mode with superframes, and slotted aloha for randoemmaccess
2 Non-beacon mode with superframes, and no random dccess
3 Non-beacon mode without superframes, and CSMA/€A for random access

5.3.7.3.2 Connection Status

The Connection Status field is set to the status of the connection assignment encoded according to
Table 12.

5.3.7.4 Current Superframe Number

The Current Superframe Number field is-$et to the sequence number of the current superframe (beacon
period) as follows:

a) It is set to the sequefice:number of the beacon that is or was transmitted in the current beacon
period.

b) It is set to the-sequence number of the beacon that would otherwise have been or be transmitted in
the current/superframe if no beacon was or is to be transmitted in this superframe.

The Current Superframe Number field is reserved in non-beacon mode without superframes.

5.3.7.5.Earliest RAP1 End

The Earliest RAP1 End field is set to E > 0 such that random access phase 1 (RAP1) is guaranteed not to
end before the start of the allocation slot numbered E in any beacon period (superframe) if RAPI is of
nonzero minimum length, or is set to 0 otherwise.
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Table 12—Connection Status field encoding

Field value
in decimal Status
0 Connection request accepted
| Connection request rejected—due to access policy restrictions as imposed by the
administrator/owner of this hub on the communications in its BAN
2 Connection request rejected—invalid or unsupported frame format
3 Connection request rejected—no unsecured communication with this hub
4 Connection request rejected—no more channel bandwidth for a new connection
5 Connection request rejected—no more Connected NID for a new connection
6 Connection request rejected—no more internal resources for a new connection
7 Connection request rejected—node’s maximum synchronization interval too long to support
8 Connection request rejected—node’s clock ppm too large to support
9 Connection request rejected—beacon shifting enabled but not supportedbydrequestor
10 Connection request rejected—channel hopping enabled but not supperted by requestor
11-15 Reserved
16 Connection assignment modified
17-31 Reserved

5.3.7.6 EAP2 Start
The EAP2 Start field is set to the number of the allocatien, slot whose start time starts EAP2 if EAP2 is of

nonzero length, or is set to zero otherwise. If EAP 2 is‘¢fohonzero length, it ends at the start time of random
access phase 2 (RAP2) defined in the beacon.

5.3.7.7 Minimum CAP Length

The Minimum CAP Length field is set'to the least length guaranteed for CAP, in units of allocation slots.

5.3.7.8 MAC Capability

The MAC Capability. is as defined in 5.6.1.

5.3.7.9 PHY.Capability

The PHY €apability is as defined in 5.6.2.

5.3.7.10 Connection Change Indicator

The Connection Change Indicator is as defined in 5.3.6.5.

5.3.7.11 Assigned Ack Data Rates

The Assigned Ack Data Rates is as formatted in Figure 29 and as encoded in 5.3.6.6. It defines the data
rates assigned for use to send I-Ack and B-Ack data frames between the sender and recipient of the current
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frame while they are exchanging data type frames. The field in this Connection Assignment frame
supersedes the Requested Ack Data Rates field in the Connection Request frame previously exchanged
between the sender and the recipient.

5.3.7.12 Assigned Wakeup Phase

The Assigned Wakeup Phase field is set to the sequence number of the next beacon period (superframe) in
which the recipient (a node) needs to wake up for frame reception and transmission. It is as encoded in
5.3.6.7. The field in this Connection Assignment frame supersedes the Requested Wakeup Phase field-in
the Connection Request frame previously exchanged between the sender and the recipient.

The Assigned Wakeup Phase field is reserved in non-beacon mode without superframes.

5.3.7.13 Assigned Wakeup Period

The Assigned Wakeup Period field is set to the length, in units of beacon periods(superframes), between
the start of successive wakeup beacon periods (superframes) in which the recipient (a node) needs to wake
up for reception and transmission, starting from the one indicated in the preceding Assigned Wakeup Phase
field. It is set to zero to encode a value of 2'° beacon periods (superframe§) )t is as encoded in 5.3.6.8. The
field in this Connection Assignment frame supersedes the Requested Wakeup Phase field in the Connection
Request frame previously exchanged between the sender and the recipient.

The value of this field determines whether the IEs in this frame denote 1-periodic or m-periodic allocations
as follows:

a) If Assigned Wakeup Period = 1, these IEs denote 1-periodic allocations.
b) If Assigned Wakeup Period # 1, these [Es\denote m-periodic allocations.

The Assigned Wakeup Period field is reserved in non-beacon mode without superframes.

5.3.7.14 Superframe Parametérs IE

The Superframe Parameters 1E is as defined in 5.7.1.

5.3.7.15 Uplink Assignment IE

The Uplink-Assignment IE is as defined in 5.7.7.

5.3.7:46 Downlink Assignment IE

The Downlink Assignment IE is as defined in 5.7.8.

5.3.7.17 Bilink Assignment IE

The Bilink Assignment IE is as defined in 5.7.9.
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5.3.7.18 Unscheduled Bilink Assignment IE

The Unscheduled Bilink Assignment IE is either Type-I Unscheduled Bilink Assignment IE as defined in
5.7.10 or Type-II Unscheduled Bilink Assignment IE as defined in 5.7.11.

2.9./.19 Channel Order IE

The Channel Order IE is either a Nibble Encoded Channel Order IE or a Channel Hopping and Ordering IE
as defined in 5.7.12 and 5.7.13, respectively.

5.3.7.20 Application Specific IE

The Application Specific IE is as defined in 5.7.15.

5.3.8 Disconnection

A Disconnection frame contains a Frame Payload that is formatted as showinin/Figure 33. It is transmitted
by a hub to repeal the connection with a node or by a node to repeal the cannection with a hub.

Octets: 6 6 6
Octet order: 0-5 0-5 0-5
Recipient Sender New E
Hub '
Address Address 1
Address

(a) Sentby a node

Octets: 6 6
Octet order: s Pt s

Récipient Sender New ¢ i  New |

Address Address Hub HER Hub :

Address { i Address |

(b) Sent by a hub

Eigure 33 —Frame Payload format for Disconnection frames

5.3.8.hHRecipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame.

5.3.8.2 Sender Address

The Sending Address field is set to the EUI-48 of the sender of the current frame.
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5.3.8.3 New Hub Address

The New Hub Address field in Disconnection frames sent by a node is set as follows:

a) If the node is not newly connected with another hub, it is null, i.e., not present.

1AV Ol Lo LIl _4Q Ll o Lol +tla
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The ith New hub Address field in Disconnection frames sent by a hub is set as follows:

c) If the hub does not have a suggested ith preferred new hub for the addressed node, it is null;-i’e.,
not present.

d) Otherwise, it is set to the EUI-48 of the suggested ith preferred new hub for the addressed‘hode.

5.3.9 Command

A Command frame contains a Frame Payload that is formatted as shown in Figuré 34. It is optionally
transmitted by a hub or node.

Octets: 6 6 1 >0

Octet order: < 0-5 > 0-5 > 0 >t L-R -
Recipient Sender Cofmmand Command
Address Address 1D Data

Figure 34 —Frame Payload format for Command frames

5.3.9.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame.

5.3.9.2 Sender Address

The Sending Address fieldys et to the EUI-48 of the sender of the current frame.

5.3.9.3 Command ID

The Command ID field is set according to Table 13 such that it identifies the specific command of the
currentframe.

5:3.9.4 Command Data

The Command Data field is specific to the command conveyed in the current frame.
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Table 13—Command ID Field encoding

Field value
. Command name
decimal
0 Command-Active Superframe Interleaving Request
1 Command—Active Superframe Interleaving Response
2-255 Reserved

5.3.9.5 Command—Active Superframe Interleaving Request

The Command Data field is formatted as shown in Figure 35 for a Command—Active Supcrframe
Interleaving Request frame, which is optionally transmitted by a hub to another hub to requestfor,channel
sharing through active superframe interleaving.

Bits: 8 8 2 6
Bitorder " b0b7 » € 5057 ¥ % o1 Tt >
BAN BAN
HID D Priority Reserved
Bits: 8 8 8 8
Bitorderr € b0b7 » € 50b7 ¥ € 007 T € bob7 >
""" Requested Requested Requested N
Beacon Allocation Active Rﬁgﬁ;t;'d
Period Slot Superframe Duration
_____ Lenath Lenath Offset

Figure 35—Command Data format for
Command—Active Superframe Interleaving Request frames
5.3.9.5.1 HID

The HID field is set to the abbreviated address of the sender (a hub) of the current frame.

5.3.9.5.2 BAN ID

The BAN ID field.is's¢et to the abbreviated address of the BAN of this hub.

5.3.9.5.3 BAN Priority

The BAN Priority field is set according to Table 14 to indicate the priority of the services provided to the
BAN of the sender of the current frame. The higher the value of this field, the higher the priority of the
BAN services.
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Table 14—BAN Priority field encoding

l;lile(l;:c‘;?lll:f BAN services
0 Non-medical services
1 Mixed medical and non-medical services
2 General health services
3 Highest priority medical services

5.3.9.5.4 Requested Beacon Period Length

The Requested Beacon Period Length field is set to the length of the beacon period (superframe), in units of
allocation slots, as requested by the sender of the current frame. It is set to zero to encodea value of
256 allocation slots.

5.3.9.5.5 Requested Allocation Slot Length

The Requested Allocation Slot Length field is set to L such that the length of an allocation slot, as
requested by the sender of the current frame, is equal to( pAllocationSlotMin + L x
pAllocationSlotResolution.

5.3.9.5.6 Requested Active Superframe Offset

The Requested Active Superframe Offset field is set tanthe length, in units of requested beacon periods
(superframes) defined in the current frame, as requested.by the sender of the current frame, between the end
of an active superframe of the recipient of the current frame and the start of the next active superframe of
the sender of the current frame.

5.3.9.5.7 Requested Inactive Duration

The Requested Inactive Duration(field is set to the number of inactive superframes of the sender of the
current frame after each active superframe of the sender, as requested by the sender.

5.3.9.6 Command-Active Superframe Interleaving Response

The Command ‘Data field is formatted as shown in Figure 36 for a Command—Active Superframe
Interleaving.Response frame, which is optionally transmitted by a hub to another hub in response to a
request ferchannel sharing through active superframe interleaving.

5.3,9.6.1 HID

The HID field is set to the abbreviated address of the sender (a hub) of the current frame.
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8

2

1

5

Bit order: - b0-b7 > b0-b7 > b0-b1 > < b2 > b3-b7 >
BAN BAN Request
HID ID Priority Status Reserved
B;la. j*] O O o o 1U
Bit order: - b0-b7 > b0-b7 > b0-b7 > b0-b7 > b0-b7 > b0-b15 >
""" Offered Offered Offered Offered Current Current
Beacon Allocation Active Inactive Allocation Allocation
Period Slot Superframe Duration Slot Slot
_____ Length Length Offset Number Offset

Figure 36 —Command Data format for
Command—Active Superframe Interleaving Response frames
5.3.9.6.2 BANID

The BAN ID field is set to the abbreviated address of the BAN of this hub.

5.3.9.6.3 BAN Priority

The BAN Priority field is as defined in 5.3.9.5.3.

5.3.9.6.4 Request Status

The Request Status field is set to one if the requést for active superframe interleaving is accepted, or is set

to zero otherwise.

5.3.9.6.5 Offered Beacon Period Length

The Offered Beacon Period Length field is set to the length of the beacon period (superframe), in units of
allocation slots, as offered by the sender of the current frame. It is set to zero to encode a value of
256 allocation slots.

5.3.9.6.6 Offered Allocation Slot Length

The Offered_Allocation Slot Length field is set to L such that the length of an allocation slot, as offered by

the sender.of the current frame, is equal to pAllocationSlotMin + L x pAllocationSlotResolution.

5.3.9.6.7 Offered Active Superframe Offset

The Offered Active Superframe Offset field is set to the length, in units of offered beacon periods

(superframes) defined in the current frame, as otfered by the sender of the current frame, between the end
of an active superframe of the sender of the current frame and the start of the next active superframe of the
recipient of the current frame.
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5.3.9.6.8 Offered Inactive Duration

The Offered Inactive Duration field is set to the number of inactive superframes of the recipient of the
current frame after each active superframe of the recipient, as offered by the sender of the current frame.

92.9.9.0.9 Lurrent Allocation sSiot Number

The Current Allocation Slot Number field is set to S such that the sender of the current frame starts sending
this frame during the offered allocation slot numbered S.

5.3.9.6.10 Current Allocation Slot Offset

The Current Allocation Slot Offset field is set to F in units of [Offered Allocation ‘§tot Length in
microseconds/65536 | microseconds such that the sender of the current frame starts sendiqg this frame at F

after the start of the offered allocation slot indicated in the preceding field. Here, the/fufétion [ x | is defined
to be the least integer not smaller than X.

5.4 Control type frames

A control type frame contains no frame payload or a frame payload‘ef a fixed or variable length.

5.4.1 Immediate Acknowledgement (I-Ack)

An I-Ack frame transmitted by a node to a hub contains no Frame Payload. An I-Ack frame transmitted by
a hub to a node selectively contains a Frame Payload that is formatted as shown in Figure 37. An I-Ack
frame is transmitted by a node or a hub to ackhowledge receipt of the preceding frame, while optionally
providing a timestamp by the hub in terms\of a Current Allocation Slot Number and a Current Allocation
Slot Offset in the Frame Payload for the-node’s clock synchronization.

Octets: 1 2

Octet order: 0 > 0-1 >
Current Current

i Allocation Allocation
i Slot Number | Slot Offset :

Figure 37 —Frame Payload format for I-Ack frames
The two fields shown in Figure 37 are either both present or both absent.

5.4.1.1 Current Allocation Slot Number

The Current Allocation Slot Number field is present only if the Ack Timing field of the MAC header of the

current frame 18 set to one. When present, 1t 1S as defined 1 5.4.0.1.
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5.4.1.2 Current Allocation Slot Offset

The Current Allocation Slot Offset field is present only if the Ack Timing field of the MAC header of the
current frame is set to one. When present, it is as defined in 5.4.6.2.

5.4.2 BIock chnowleagement 'B-ACK}

A B-Ack frame selectively contains a Frame Payload that is formatted as shown in Figure 38. A timestamp,
comprising a Current Allocation Slot Number and a Current Allocation Slot Offset field is selectively
present only in the Frame Payload of B-Ack frames transmitted by a hub to a node. A B-Ack frame'is
transmitted by a node or a hub to acknowledge the reception status of certain preceding data type Mrames
each containing a whole MSDU, while optionally providing a timestamp by the hub in terms of a Current
Allocation Slot Number and a Current Allocation Slot Offset in the Frame Payload for the-ntade’s clock

synchronization.
Octets: 1 2 1 1 1
Octet order: - 0 > 0-1 > 0 > 0 > 0 -
E Current i Current i Oldest i Next i Frame E
i Allocation E Allocation E Frame E Block E Status |
i Slot Number E Slot Offset E Expected E Size E Bitmap

Figure 38 —Frame Payload format for BA/Ack frames

The first two fields shown in Figure 38 are either both present'or both absent. The final three fields shown
in Figure 38 are either all present or all absent.

5.4.2.1 Current Allocation Slot Number

The Current Allocation Slot Number field is.present only if the Ack Timing field of the MAC header of the
current frame is set to one. When present, it is as defined in 5.4.6.1.

5.4.2.2 Current Allocation(Slot Offset

The Current Allocation Slot Offset field is present only if the Ack Timing field of the MAC header of the
current frame is set to‘one. When present, it is as defined in 5.4.6.2.

5.4.2.3 OldestFrame Expected

The Oldest Frame Expected field is not present if only one new frame is expected and allowed. When
presénty'it is set as follows:

a) If one or more frames that are of the same frame subtype as, and older than, the frame preceding
this B-Ack frame are still expected to be, but not yet, received, it is set to the sequence number of
the oldest frame.

b) Otherwise, it is set to the next expected sequence number, i.e., one plus SN modulo 256, where SN
is the sequence number of the frame preceding this B-Ack frame.
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5.4.2.4 Next Block Size

The Next Block Size field is not present if only one new frame is expected and allowed. When present, it is
set to the maximum number of data type frames permitted in the next block transmission from the
acknowledged node or hub to the acknowledging hub or node, where the next block transmission is a
transmission of data type frames whose reception status will be provided in the next B-Ack frame and

WIOSC ITame SUblype S TiTe Same as tar of e aata Lype I1ame prcccuing This B-AcK frame.

5.4.2.5 Frame Status Bitmap

The Frame Status Bitmap field is not present if only one new frame is expected and allowed. When present,
it is set as follows to indicate the reception status of up to mBAckLimit frames that are of the sam¢ frame
subtype as the frame preceding this B-Ack frame, and bounded in sequence between but not-including the
frame indicated in the Oldest Frame Expected field and the frame preceding this B-Ack frame:

a) The LSB, i.e., bit 0, of the field denotes the oldest of these frames, 4,e’y’the frame that is
immediately subsequent in sequence to the frame indicated in the Oldest.Frame Expected field.

b) Each successive bit, up to and including bit F-1, denotes a successivé frame, i.e., a frame with a
successive sequence number, of these frames, where F is the number, of these frames.

c) A bitis set to one if it denotes a corresponding frame and the cotresponding frame is received, or
is set to zero otherwise.

d) The field is set to zero if there are no such frames, i.e..ifno previous frames are still expected.

5.4.3 Immediate Acknowledgement + Poll (I-Ack+Poll)

An I-Ack+Poll frame selectively contains a Framé Payload that is formatted as defined in 5.4.1. It is
transmitted by a hub to acknowledge receipt of*the preceding frame and to send a poll to the addressed
node, while optionally providing a timestamp-in terms of a Current Allocation Slot Number and a Current
Allocation Slot Offset in the Frame Payload4or the node’s clock synchronization. An I-Ack+Poll frame is
equivalent in function to an I-Ack frameg-followed by a Poll or T-Poll frame.

5.4.4 Block Acknowledgement + Poll (B-Ack+Poll)

A B-Ack+Poll frame selectively contains a Frame Payload that is formatted as defined in 5.4.2. It is
transmitted by a hub to acknowledge the reception status of certain preceding data type frames and to send
a poll to the addressed node, while optionally providing a timestamp in terms of a Current Allocation Slot
Number and a Curtent Allocation Slot Offset in the Frame Payload for the node’s clock synchronization. A
B-Ack+Poll franie is equivalent in function to a B-Ack frame followed by a Poll or T-Poll frame.

5.4.5Poll

A"Poll frame contains no Frame Payload. It is transmitted by a hub to grant to the addressed node an
immediate polled allocation that starts pSIFS after the end of the frame or to inform the node of a future
poll or post.

5.4.6 Timed-Poll (T-Poll)

A T-Poll frame contains a Frame Payload that is formatted as shown in Figure 39. Except as stated
otherwise, it is transmitted by a hub to grant to the addressed node(s) an immediate polled allocation that
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starts pSIFS after the end of the frame or to inform the node of a future poll or post, while providing a
timestamp by the hub in terms of a Current Allocation Slot Number, a Current Allocation Slot Offset, and
selectively a Current Allocation Slot Length or a Current Superframe Number in the Frame Payload for the
node’s clock synchronization. A T-Poll frame is equivalent in function to a Poll frame expanded by a frame
payload containing a transmit timestamp for superframe and allocation slot boundary synchronization and
optionally a relay link quality for relay selection.

Octets: 1 2 1 1 1
Octetorder: ® 0 > o1 > > P B
Current Current Current E Current E Relay E
Allocation Allocation Allocation | Superframe | Link
Slot Number | Slot Offset | Slot Length i Number i Quality 3

Figure 39 —Frame Payload format for T-Poll frames

5.4.6.1 Current Allocation Slot Number

The Current Allocation Slot Number field is set to S such that the hub starts ending this frame during the
allocation slot numbered S.

5.4.6.2 Current Allocation Slot Offset

The Current Allocation Slot Offset field is set to JA~in units of [Allocation Slot Length in
microseconds/65536 | microseconds such that the hub start$ sending this frame at F after the start of the
allocation slot indicated in the preceding field. Here, the)function [x|is defined to be the least integer not
smaller than Xx.

5.4.6.3 Current Allocation Slot Length

The Current Allocation Slot Length field’is present only in T-Poll frames with the Recipient ID field of the
MAC header set to the Unconnected-Broadcast NID or Broadcast NID per Table 17. When present, it is
as defined in 5.3.1.3.

5.4.6.4 Current Superframe Number

The Current Superframe Number field is present only in T-Poll frames with the Recipient ID field of the
MAC header, $et)to the Broadcast NID per Table 17. When present, it is as defined in 5.3.7.4.
5.4.6.5.Relay Link Quality

Fhe Relay Link Quality field is optionally present in T-Poll frames with the Recipient ID field of the MAC

header set to the Broadcast NID per Table 17, which are transmitted by a node willing to support relay.
When present, the Relay Link Quality field is set as follows:

a) A bit of the field is set to one if in the active superframe (beacon period) designated by the bit, at
least one frame was transmitted or received by the sender of the current frame, and more than half
of the frames transmitted between this sender and its hub were received, or is set to zero
otherwise. An expected beacon that was not received by this sender was considered to have been
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transmitted. A frame sent by this sender was considered to have been received by the hub if its
expected acknowledgment was received by this sender.

b) The LSB, b0, of the field designates the last active superframe (beacon period), and each
successively more significant bit designates a successively earlier active superframe (beacon
period).

5.4.7 Wakeup

A Wakeup frame contains a Frame Payload that is formatted as shown in Figure 40. It is optionally

transmitted by a hub to wake up a node operating in the medical implant communications service (MICS)
band.

Octets: 6 6

Octet order: - 0-5 > 0-5 -
Recipient Sender
Address Address

Figure 40 —Frame Payload format for Wakeup frames

5.4.7.1 Recipient Address

The Recipient Address field is set to the EUI-48 of the recipient of the current frame.

5.4.7.2 Sender Address

The Sending Address field is set to the EUI-48 of the sender of the current frame.

5.4.8 B2 Frame

A B2 frame contains a Frame Payload that is formatted as shown in Figure 41. It is optionally broadcast by
a hub to announce B2-aided time-sharing information and/or provide group acknowledgment.

Octets: 1 1 1 2 1 1 1 1

Octet order: #7777 e S R B S B R i B B i B B AR R i B R
E Beacon Allocation Current Current CAP Inactive E 5 E
i (Peried Slot Allocation Allocation End Duration NID : : NID :
: Length Length Slot Number § Slot Offset E H E

Figure 41 —Frame Payload format for B2 frames

The’ B2-aided time-sharing information consists of the Beacon Period Length, Allocation Slot Length,
Current Allocation Slot Number, Current Allocaion Slot Offset, and CAP End fields, and is present only if
the Coexistence field of the MAC header of the current B2 frame is set to one.

5.4.8.1 Beacon Period Length

The Beacon Period Length field, when present, is as defined in 5.3.1.2.
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5.4.8.2 Allocation Slot Length

The Allocation Slot Length field, when present, is as defined in 5.3.1.3.

5.4.8.3 Current Allocation Slot Number

The Current Allocation Slot Number field, when present, is as defined in 5.4.6.1.

5.4.8.4 Current Allocation Slot Offset

The Current Allocation Slot Offset field, when present, is as defined in 5.4.6.2.

5.4.8.5 CAP End

The CAP End field, when present, is set to E such that the CAP ends at the end of the@llocation slot that is
numbered E and located in the current beacon period. The CAP starts at the end6fthis B2 frame. A B2

frame that does not contain the CAP End field defines a CAP that starts at the end of the B2 frame and ends
at the end of the current beacon period.

5.4.8.6 Inactive Duration

The Inactive Duration field is as defined in 5.3.1.13.

5.4.8.7 NID

One or more NID fields are optionally present, When present, each NID field is set to the NID of a node
from which this hub received a frame requiring'group acknowledgment since the last transmitted B2 frame.

5.5 Data type frames
A data type frame contains a full)a fragmented, or no MSDU.

A data type frame of Emergency subtype, i.e., an Emergency frame, is transmitted to indicate an emergency
or medical implant evéntyreport.

A User Priority UP) frame (UP =0, 1, ..., or 6) is transmitted to indicate that the frame payload contained in
the frame is\idéntified by the frame subtype of the frame and has a user priority UP, if no IE of the
Connection-Request or Connection Assignment frame previously transmitted or received by the sender of
the currentframe contained an Allocation ID comprising the frame subtype value and the user priority UP.

AfrAllocation Mapped Data Subtype frame is transmitted to indicate that the frame payload contained in
the frame is identified by the frame subtype of the frame and has a user priority UP, if an information
¢lement (IE) of the Connection Request or Connection Assignment frame previously transmitted or
received by the sender of the current frame contained an Allocation ID comprising the frame subtype value

14 . e 1D
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5.6 MAC/PHY Capability fields

A MAC Capability field and a PHY Capability field are included in beacons and some other management
type frames. A hub and a node typically have different functional requirements for the capability of
supporting a given function as listed in these fields, especially in the MAC Capability field. Indication of
being capable of supporting a function implies being willing to enable and perform the function as well.

5.6.1 MAC Capability

The MAC Capability is formatted as shown in Figure 42.

Bits: 1 1 1 1 1 1
Bitorder € b0 T % b1 T T Pt P>
Slotted Type-| Type-II
CSMA/CA Aloha Polling Polling Scheduled | Yntduled
Access Access
Access Access Access
Bits: 1 1 1 1 1 1
Bit order: - b6 > b7 > b0 > b1 > b2 > b3 -
ot Node Aways | |-~ | |77
Fragmentation| Command Active Guard Time L-Ack G-Ack
/ Reassembly Frames / Hub Clock | Provisioning / B-Ack
el 4 =Y/ I N O B B R SR
Bits: 1 1 1 q 4 4
Bitorder: € ba » € s P P Pty Pt >
Relaying Relayed Beacon Channel Data Reserved
Node Hub / Node Shifting Hopping Subtypes

Figure 42 —MAC Capability format

5.6.1.1 CSMA/CA

The CSMA/CA field is sctto one if the sender supports contended allocations obtained by using
CSMA/CA in exclusive atcess phase 1 (EAP1), random access phase 1 (RAP1), exclusive access phase 2
(EAP2), random access phase 2 (RAP2), and contention access phase (CAP), or is set to zero otherwise.

5.6.1.2 SlottedAloha Access

The Slotted -Aloha Access field is set to one if the sender supports contended allocations obtained by using
slotted”’Aleha access in exclusive access phase 1 (EAP1), random access phase 1 (RAP1), exclusive access
phase»2' (EAP2), random access phase 2 (RAP2), and contention access phase (CAP), or is set to zero
othetrwise.

5.6.1.3 Type-l Polling Access

The Type-I Polling Access field is set to one if the sender supports type-I polled allocations, or is set to
zero otherwise.
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5.6.1.4 Type-ll Polling Access

The Type-II Polling Access field is set to one if the sender supports type-II polled allocations, or is set to
zero otherwise.

5.6.1.5 Scheduled Access

The Scheduled Access field is set to one if the sender supports scheduled allocations, or is set to zero
otherwise. The sender supports scheduled bilink allocations if and only if it supports both scheduled
allocations and type-I polled allocations.

5.6.1.6 Unscheduled Access

The Unscheduled Access field is

a) set to one in beacon or non-beacon mode with superframes, if the sender Supports unscheduled
bilink allocations and type-I polled allocations and will be always in aetive state (abbreviated as
always active) ready to receive and transmit frames during time intervals wherein polls and posts
are allowed to be sent;

b) set to one in non-beacon mode without superframes, if thie sender supports unscheduled bilink
allocations and type-II polled allocations; or

c) is set to zero otherwise.

5.6.1.7 Fragmentation/Reassembly

The Fragmentation/Reassembly field is set to ong(if the sender supports fragmentation and reassembly, or
is set to zero otherwise.

5.6.1.8 Command Frames

The Command Frames field 43 set to one if the sender supports the processing and functionality of
Command frames, or is set to zero otherwise.

5.6.1.9 Node Always Active/Hub Clock PPM

The Node Always Active/Hub Clock PPM field is set as follows:

a)~ To/frames sent by a node, it is used as a Node Always Active field, which is set to one if the node
will be always in active state (abbreviated as always active) ready to receive and transmit frames
during time intervals wherein polls and posts are allowed to be sent, or is set to zero if the node
will not be always in active state.

b) In frames sent by a hub, it is used as a Hub Clock PPM field, which is set to one if the hub has a
clock with a minimum accuracy of ppm = mHubClockPPMULimit/2, or is set to zero if the hub has

a clock with a minimum accuracy of ppm = mHubClockPPMLimit.

5.6.1.10 Guard Time Provisioning

The Guard Time Provisioning field is set as follows:

62
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

a) In frames sent by a node, it is set to one if the node supports and requires centralized guard time
provisioning, or is set to zero if the node supports and requires distributed guard time
provisioning.

b) In frames sent by a hub, it is reserved.

——56-4-4H-AckiB-Ack

The L-Ack/B-Ack field is set to one if the sender supports both L-Ack and B-Ack acknowledgment, or is
set to zero otherwise.

5.6.1.12 G-Ack

The G-Ack field is set to one if the sender supports group acknowledgment, or is set to zero©therwise.

5.6.1.13 Relaying Node

The Relaying Node field is set to one if the sender is a node that supports,th€ functionality required of a
relaying node in a two-hop extended star BAN, or is set to zero if the senderis a node that does not support
such a functionality. It is reserved if the sender is a hub.

5.6.1.14 Relayed Hub/Node

The Relayed Hub/Node field is set to one if the sender suppotts the functionality required of a relayed hub
or node in a two-hop extended star BAN, or is set to zéte.otherwise.

5.6.1.15 Beacon Shifting

The Beacon Shifting field is set to one ifithe sender supports beacon shifting, or is set to zero otherwise.

5.6.1.16 Channel Hopping

The Channel Hopping field\is set to one if the sender supports channel hopping, or is set to zero otherwise.

5.6.1.17 Data.Subtypes

The Data-Stbtypes field is set to the maximum number of data subtypes supported by the sender for data
type framtes received from the recipient of the current frame. It is set to zero to encode a value of 16.

5.6.2 PHY Capability

The PHY Capability is formatted as shown in Figure 43.
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Bits: 1 1 1 1
Bit order: < b0 > b1 > b2 > b3 >
Data Data Data Data
Rate 0 Rate 1 Rate 2 Rate 3
Bit order: - b4 > b5 > b6 > b7 >
Data Data Data Data
Rate 4 Rate § Rate 6 Rate 7
Figure 43 —PHY Capability format
The Data Rate i field is set to one if the sender supports the information data rate for both transmission and
reception in the operating frequency band, as encoded by R2R1R0 = i of the Data Rate field defined in the
corresponding PHY clause, or is set to zero otherwise. Table 15 is compiled based on the data rate
specifications provided in the PHY clauses (where rsvd means reserved or undefined).
Table 15—Data Rate field representation
Frequency
baniﬁl:’::—lz), Data Data Data Data Data Data Data Data
PHY frequency rate O rate 1 rate 2 rate3 rate 4 rate 5 rate 6 rate 7
MHz), or | 09 | Gbis) | (kbrs) | (bjs) | (kbrs) | (kbs) | (kbis) | (kbls)
modulation
402 to 405 75.9 151.8 3036 4554 Rsvd Rsvd Rsvd Rsvd
420 to 450 75.9 151.8 187.5 Rsvd Rsvd Rsvd Rsvd Rsvd
863 to 870 101.2 202:4 404.8 607.1 Rsvd Rsvd Rsvd Rsvd
Narrow 902 to 928 101.2 202.4 404.8 607.1 Rsvd Rsvd Rsvd Rsvd
band (NB)
950 to 958 101,2 202.4 404.8 607.1 Rsvd Rsvd Rsvd Rsvd
2360 to 2400 1204 2429 485.7 971.4 Rsvd Rsvd Rsvd Rsvd
2400 to
2483.5 121.4 242.9 485.7 971.4 Rsvd Rsvd Rsvd Rsvd
NoQ 3948 | 789.7 | 1579 | 3159 | 6318 | 12636 | Rsvd | Rsvd
Ultra coherent
wideband | Differentially | 07 1 o751 1950 | 3000 | 7800 | 15600 | 557 | 1114
(UWB) ¢oherent
FM 202.5 Rsvd Rsvd Rsvd Rsvd Rsvd Rsvd Rsvd
Hunian
body
. 21 164 328 656 1312.5 Rsvd Rsvd Rsvd Rsvd
comimunica-
tions (HBC)
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In calculating the transmission time of a MAC frame, care needs to be taken to not directly use a data rate
given in this table, if block coding is applied to the MAC frame at the PHY before transmission. In
particular, such a data rate does not account for the following factors: The information bits resulting from
the MAC frame likely is not an integral number of the information bits contained in a codeword for the
block coding, yet each codeword adds the same number of parity bits. The information or coded bits are not
necessarily an integral number of the bits of each PHY symbol, and pad bits are added for symbol boundary

atignmentCatcutation of the frarme trasmiSSToI tiTe 1S giver i the corresponding PH Y chause:

5.7 Information elements

An information element (IE) is formatted as shown in Figure 44. It is optionally contained ,in,certain
management type frames.

Octets: 1 1 Length
Octet order: o 4o "R~
Elelrgent Length Information

Figure 44 —IE format—general
The Element ID field is set to the value that identifies the information element according to Table 16.
The Length field is set to the length, in octets, of the IE-spetific’ Information field that follows.

The Information field is set based on the Element ID as\defined in the remainder of this subclause.

Table 16 —Information elements

. Elel.nent D IE name Description
in decimal value
0 Superframe Parameters [E Specifies superframe (beacon period) operation parameters
Specifies allocation slot-based requirements by a node for
1 Uplink Reqnest I[E scheduled uplink allocation(s) in beacon or non-beacon mode

with superframes

Specifies allocation slot-based requirements by a node for

2 Downlink Request IE scheduled downlink allocation(s) in beacon or non-beacon
mode with superframes

Specifies allocation slot-based requirements by a node for

3 Bilink Request IE scheduled bilink allocation(s) in beacon or non-beacon mode
with superframes

Specifies allocation slot-based requirements by a node for

Type-I Unscheduled Bilink

4 unscheduled bilink allocation(s) in beacon or non-beacon
Request IE .
mode with superframes
Type-Il Unscheduled Specifies fram§ 'count-ban.:d reqlprements by a node for‘
5 T unscheduled bilink allocation(s) in non-beacon mode without
Bilink Request IE
superframes
6 Reserved Reserved
Specifies allocation slot-based scheduled uplink allocation(s)
7 Uplink Assignment [E assigned to a node in beacon or non-beacon mode with
superframes
Specifies allocation slot-based scheduled downlink
8 Downlink Assignment [E allocation(s) assigned to a node in beacon or non-beacon

mode with superframes
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Table 16—Information elements (continued)

Element ID

in decimal value IE name Description

Specifies allocation slot-based scheduled bilink allocation(s)
9 Bilink Assignment IE assigned to a node in beacon or non-beacon mode with

superframes
i

Type-I Unscheduled Bilink Specifies allocation slot-based unscheduled bilink

10 . allocation(s) assigned to a node in beacon or non-beacon
Assignment IE .
mode with superframes
1 Type-1I Unscheduled Specifies frame count-based unscheduled bilink allocation(s)
Bilink Assignment IE assigned to a node in non-beacon mode without superframes
12 Reserved Reserved

Nibble Encoded Channel Spec1ﬁ§s a list of 4-bit encoded chanr}els in an operating band
13 containing no more than 15 channels in the order-of their
Order IE . .
selection by a hub as the operating channel
Specifies a subset of channels included in ¢hannel hopping in

14 Channel Hopping and the operating frequency band and/or a list of\8-bit encoded
Ordering [E channels in the operating band in the 6tder” of their selection
by a hub as the operating channel
15 Former Hub Address IE Specifies the EUI-48 of the lasthuiibAwith which the node was
connected
16244 Reserved Reserved
255 Application Specific IE Provides user-defined application-specific information

5.7.1 Superframe Parameters IE

The Superframe Parameters IE is formatted as shown, iir Figure 45. It is optionally contained in Connection
Assignment frames to convey the values of chosencstiperframe (beacon period) operation parameters.

Octets: 1 1 1 1 1
Octet order: - 0 > 0 > 0 > > < >
Superframe Beacon Allocation E
Elelrgent Le>n?th Parameters Period Slot :
1) Bitmap Length Length i
Octets: 1 1 2 1 1 1
Octet order: (0] > 0 > 0-1 > > > >
:\_Beacon Channel Channel Next Inactive Next |
E Shifting Dwell Hopping Channel Duration Active E
+ Sequence Duration State Hop Superframe E

Figure 45—Superframe Parameters IE format

5:771.1 Superframe Parameters Bitmap

The Superframe Parameters Bitmap is formatted as shown in Figure 46. It indicates what superframe
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1

1

1

ISO/IEC/IEEE 8802-15-6:2017(E)

1

3

Bitorder € b0 T ¥ b1 T T P Pt >
) Channel
Period/Slot Begqon Channel Actlv_e/
Shifting Dwell . Inactive
Lengths : Hopping Reserved
) Sequence Duration ) Superframe
Indicatar A ) Indicator f
Indicator Indicator Indicator

Figure 46—Superframe Parameters Bitmmap format

5.7.1.1.1 Period/Slot Lengths Indicator

The Period/Slot Lengths Indicator field is set to one if both Beacon Period Length and Allocation -Slot
Length fields are present in this IE, or is set to zero if both fields are absent.

5.7.1.1.2 Beacon Shifting Sequence Indicator

The Beacon Shifting Sequence Indicator field is set to one if beacon shifting is_cutrently enabled and the
Beacon Shifting Sequence field is present in this IE, or is set to zero if the Bea¢on Shifting Sequence field
is absent.

5.7.1.1.3 Channel Dwell Duration Indicator

The Channel Dwell Duration Indicator field is set to one if ¢hannel hopping is currently enabled and the
Channel Dwell Duration field is present in this IE, or is setto"zero if the Channel Dwell Duration field is
absent.

5.7.1.1.4 Channel Hopping Indicator

The Channel Hopping Indicator field is set\toone if channel hopping is currently enabled and both Channel
Hopping State and Next Channel Hop_fields are present in this IE, or is set to zero if both fields are absent.
5.7.1.1.5 Activel/lnactive Superframe Indicator

The Active/Inactive Superframe Indicator field is set to one if inactive superframes are periodically
provided and both Inactive Duration and Next Active Superframe fields are present in this IE, or is set to
zero if both fields are-absent.

5.7.1.2 Beacon Period Length

The Bedcon Period Length field, when present, is as defined in 5.3.1.2.

5.7.1.3 Allocation Slot Length

The Allocation Slot Length field, when present, is as defined in 5.3.1.3.

5.7.1.4 Current Superframe Number

The Current Superframe Number field, when present, is as defined in 5.4.6.4.
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5.7.1.5 Beacon Shifting Sequence

The Beacon Shifting Sequence field, when present, is as defined in 5.3.1.10.

5.7.1.6 Channel Dwell Duration

The Channel Dwell Duration field, when present, is set to the number of beacon periods (superframes) over
which the hub sending the current frame is to dwell in any chosen operating channel before hopping to
another one. When present, it is set to zero to encode a value of 256 beacon periods (superframes).

5.7.1.7 Channel Hopping State

The Channel Hopping State field, when present, is as defined in 5.3.1.11.

5.7.1.8 Next Channel Hop

The Next Channel Hop field, when present, is as defined in 5.3.1.12.

5.7.1.9 Inactive Duration

The Inactive Duration field, when present, is as defined in 5.3(1°J3.

5.7.1.10 Next Active Superframe

The Next Active Superframe field, when present;s set to the sequence number of the next active beacon
period (superframe).

5.7.2 Uplink Request IE

The Uplink Request IE is formatted as shown in Figure 47 (where N is the number of Allocation Request
fields contained in the IE). It is optionally contained in Connection Request frames to request, using
allocation slot-based requirements, for creation or modification of one or more scheduled uplink allocations
in beacon or non-beacon/'mode with superframes.

Octets: 1 1 6 6
Octetorder: €0 P75 P g & o>
Element Length Allocation i Allocation E
ID (=6N) Request ' Request |

Figure 47 —Uplink Request, Downlink Request, Bilink Request, or
Type-l Unscheduled Bilink Request IE format

One or more Allocation Request fields are present. Each Allocation Request is formatted as shown in
Figure 48 to describe the allocation slot-based requirements of an allocation for servicing the data
belonging to a given user priority (UP).
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Bits: 4 3 1 8 8
Bit order: - b0-b3 > b4-b6 > b7 > b0-b7 > b0-b7 >
Frame User Reserved . o o
Subtype Priority = Maximum Minimum
- Gap Gap
Allocation ID
Bits: B 8 % id
Bit order: - b0-b7 > b0-b7 > b0-b3 > b4-b7 -
Minimum Allocation Scaling Scaling
Length Length Down Up
9 9 Factor Factor

Figure 48 —Allocation Request format

5.7.2.1 Allocation ID

The Allocation ID identifies an allocation requested by the node. It is comprised ofithe’ Frame Subtype and
User Priority fields as defined in 5.7.2.1.1 and 5.7.2.1.2.

5.7.2.1.1 Frame Subtype

The Frame Subtype field is set to the frame subtype of the data-type frames to be transferred in this
requested allocation.

5.7.2.1.2 User Priority

The User Priority field is set to the UP of the frame payloads to be transferred in this requested allocation
according to 6.2.3.

5.7.2.2 Maximum Gap

The Maximum Gap field is s€t,to the largest length, in units of allocation slots, between the end of an
allocation interval and the start of the next allocation interval of this requested allocation in the same
beacon period (superframg)or across beacon periods (superframes), if the Requested Wakeup Period field
in the current frame hds a value of one. It is reserved otherwise.

5.7.2.3 Minimum Gap

The Minimum Gap field is set to the smallest length, in units of allocation slots, between the end of an

allocation interval and the start of the next allocation interval of this requested allocation in the same
héacon period (superframe) or across beacon periods (superframes).

5.7.2.4 Minimum Length

The Minimum Length field is set to the smallest length, in units of allocation slots, of any of the allocation
intervals of this requested allocation.
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5.7.2.5 Allocation Length

The Allocation Length field is set to the overall length, in units of allocation slots, of the allocation
intervals of this requested allocation in each wakeup beacon period (superframe) of this node.

9./.4.6 Scaling bown Factor

The Scaling Down Factor field is set to D such that [ (1 — D/16) x Allocation Length | is the smallest overall,
length, in units of allocation slots, of the allocation intervals this node is willing to accept for this requested
allocation in each of its wakeup beacon periods (superframes). Here, [ x| is the least integer that is.not
smaller than Xx.

5.7.2.7 Scaling Up Factor

The Scaling Up Factor field is set to U such that [ (1 + U/8) x Allocation Length],i84he largest overall
length, in units of allocation slots, of the allocation intervals this node is willing to‘\aecept for this requested
allocation in each of its wakeup beacon periods (superframes). Here, [ x| is’the’least integer that is not
smaller than Xx.

5.7.3 Downlink Request IE

The Downlink Request IE is as formatted in Figure 47 in cénjunction with Figure 48 and as encoded in
5.7.2. Tt is optionally contained in Connection Request ftames to request, using allocation slot-based
requirements, for creation or modification of one or more.scheduled downlink allocations in beacon or non-
beacon mode with superframes.

5.7.4 Bilink Request IE

The Bilink Request IE is as formatted,ifi Figure 47 in conjunction with Figure 48 and as encoded in 5.7.2. It
is optionally contained in Connection Request frames to request, using allocation slot-based requirements,
for creation or modification ofone’ or more scheduled bilink allocations in beacon or non-beacon mode
with superframes.

5.7.5 Type-l Unscheduled Bilink Request IE

The Type-I Unseheduled Bilink Request IE is formatted as shown in Figure 47 in conjunction with
Figure 48. Mt is-Optionally contained in Connection Request frames to request, using allocation slot-based
requiremeénts; for creation or modification of one or more unscheduled bilink allocations in beacon or non-
beacofimode with superframes.

5.7.6 Type-ll Unscheduled Bilink Request IE

The Type-IT Unscheduled Bilink Request IE is formatted as shown in Figure 49 (where M is the number of

Type-II Unscheduled Allocation Request fields contained in the IE). It is optionally contained in
Connection Request frames to request, using frame count-based requirements, for creation or modification
of one or more unscheduled bilink allocations in non-beacon mode without superframes.
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Octets: 1 1 4 4

Octetorder:. €0 > 45 P>t [g > g
Type-Tl TTTTTTTTypeIr T

Element Length Unscheduled | i Unscheduled :

ID (= 4M) Allocation + Allocation

Request | . i _ Request .:

Figure 49—Type-irUnscheduted Bitink Request 1= format

One or more Type-II Unscheduled Allocation Request fields are present. Each Type-II Unscheduled
Allocation Request is formatted as shown in Figure 50 to describe the frame count-based requirements(of
an allocation for servicing the data belonging to a given UP.

Bits: 4 3 1 8 8 8
Bitorder € b0b3 > ¥ bibe T ¥ b7 ¥ o7 » C o067 ¥ oo >
Frame User corved WATmum Nominal Waximurm
Subtype Priority = Allocation Allocation ‘Allocation
- Length Length Length
Allocation ID Requested | Requested™]| Requested

Figure 50 —Type-ll Unscheduled Allocation Request format

5.7.6.1 Allocation ID

The Allocation ID is as defined in Figure 48.

5.7.6.1.1 Frame Subtype

The Frame Subtype field is as defined in 5.7.2.1. 1%

5.7.6.1.2 User Priority

The User Priority field is as defingdsin 5.7.2.1.2.

5.7.6.2 Minimum Allocation Length Requested

The Minimum Allocation Length Requested field is set to the minimum number of non-control type frames
to be transferred_between the node and the hub in each allocation interval of this requested allocation
subject to round-robin scheduling policy, whereby each allocation has one allocation interval among the
allocatiom-intervals of other allocations per round-robin cycle.

5.7,6.3 Nominal Allocation Length Requested

The Nominal Allocation Length Requested field is set to the expected number of non-control type frames
to be transferred between the node and the hub in each allocation interval of this requested allocation

subject to round-robin scheduling policy.
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5.7.6.4 Maximum Allocation Length Requested

The Maximum Allocation Length Requested field is set to the maximum number of non-control type
frames to be transferred between the node and the hub in each allocation interval of this requested
allocation subject to round-robin scheduling policy.

5.7.7 Uplink Assignment IE

The Uplink Assignment IE is formatted as shown in Figure 51 (where J is the number of Allocatien
Assignment fields contained in the IE). It is optionally contained in Connection Assignment frames,to
assign or reassign one or more allocation slot-based scheduled uplink allocations to the addressed fiode in
beacon or non-beacon mode with superframes.

Octets: 1 1 3 3

Octet order: o T Tt g > o
Element Length Allocation E Allocation E
ID (=3J) Assignment E Assignment E

Figure 51 —Uplink Assignment, Downlink Assignment, Bilink Assignment, or
Type-l Unscheduled Bilink Assignment IE-format

One or more Allocation Assignment fields are present. Each Alocation Assignment is formatted as shown
in Figure 52 to specify an allocation interval of an assigned{allocation for the data belonging to a given UP.
One or more Allocation Assignment fields are includédnin this IE to specify an allocation. Still more
Allocation Assignment fields are included in the IE to specify additional allocations.

Bits: 4 3 1 8 8
Bit order: - b0-b3 > b4=b6 > b7 > b0-b7 > b0-b7 -
Frame User Reserved
Subtype Priority Interval Interval
- Start End
Allocation ID

Figure 52 —Allocation Assignment format

5.7.7.1 AllocationID

The Allocatiofi~-ID identifies the allocation being assigned or reassigned to the node. It is set to the
Allocation dD;used to identify the allocation requested earlier by the node.

5.77.1.1 Frame Subtype

The Frame Subtype field is set to the frame subtype of the data type frames to be transferred in this
assigned allocation.

5.7.7.1.2 User Priority

The User Priority field is set to the UP of the frame payloads to be transferred in this assigned allocation.

72
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

5.7.7.2 Interval Start

The Interval Start field is set to S such that an allocation interval of this assigned allocation starts at the
beginning of the allocation slot that is numbered S.

a./.7.5 Interval End

The Interval End field is set to E such that the allocation interval whose start time is specified in the
preceding field ends at the end of the allocation slot that is numbered E.

The Interval Start field is set to 255 and the Interval End field is set to zero, if the allocation is being lended.

5.7.8 Downlink Assignment IE

The Downlink Assignment IE is as formatted in Figure 51 in conjunction with Figure,527and as encoded in
5.7.7. Tt is optionally contained in Connection Assignment frames to assign one\orvmore allocation slot-
based scheduled downlink allocations to the addressed node in beacon,or_hon-beacon mode with
superframes.

5.7.9 Bilink Assignment IE

The Bilink Assignment IE is as formatted in Figure 51 in cgnjunction with Figure 52 and as encoded in
5.7.7. Tt is optionally contained in Connection Assignmerit/frames to assign one or more allocation slot-
based scheduled Bilink allocations to the addressed nodeinbeacon or non-beacon mode with superframes.

5.7.10 Type-l Unscheduled Bilink Assignment IE

The Type-I Unscheduled Bilink Assignment 1E is as formatted in Figure 51 in conjunction with Figure 52
and as encoded in 5.7.7. It is optionally~contained in Connection Assignment frames to assign or reassign
one or more allocation slot-based unscheduled bilink allocations to the addressed node in beacon or non-
beacon mode with superframes.

The values of the Interval Start and Interval End fields contained in this IE, i.e., the locations and lengths of
the allocation intervals, ‘arg*assigned on a tentative basis and subject to change within the wakeup beacon
period (superframe),of . the node. If the Assigned Wakeup Period field contained in the current frame is set
to one, the availability of allocation intervals is further subject to round-robin scheduling policy, i.e., each
allocation has onejallocation interval among the allocation intervals of other allocations per round-robin
cycle.

5.7.14-Type-ll Unscheduled Bilink Assignment IE

‘The Type-II Unscheduled Bilink Assignment IE is formatted as shown in Figure 53 (where L in the Length
field is the number of Type-II Unscheduled Allocation Assignment fields contained in the IE). It is
optionally contained in Connection Assignment frames to assign or reassign one or more frame count-

based unscheduled bilink allocations to the addressed node 1 non-beacon mode without superframes.
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Octets: 1 1 4 4

Octetorder: €0 > 475 Pt g » g™
Type-Tl TTTTTTTType I

Element Length Unscheduled : Unscheduled :

ID (=4L) Allocation ¢+ Allocation

Assignment |____i_Assignment

One or more Type-II Unscheduled Allocation Assignment fields are present. Each Type-II Unscheduled
Allocation Assignment is formatted as shown in Figure 54 to specify an assigned allocation for the data

belonging to a given UP.

Bits: 4 3 1 8 8 8
Bit order: - b0-b3 > b4-b6 > b7 > b0-b7 > b0-b7 > b0-b7 ™V
Frame User Reserved MmlmL_Jm Nomln_al Maxlmym
Subtype Priority o Allocation Allocation Allocation
- Length Length kength
Allocation 1D Assigned Assigned Assigned

Figure 54 —Type-ll Unscheduled Allocation Assignment format

5.7.11.1 Allocation ID

The Allocation ID identifies the allocation being assignedsor reassigned to the node. It is set to the
Allocation ID used to identify the allocation requested earli€r’by the node.

5.7.11.1.1 Frame Subtype

The Frame Subtype field is set to the framelsubtype of the data type frames to be transferred in this
assigned allocation.

5.7.11.1.2 User Priority

The User Priority field is set'to the UP of the frame payloads to be transferred in this assigned allocation.

5.7.11.2 Minimum-Allocation Length Assigned

The Minimum -Allocation Length Assigned field is set to the minimum number of data type frames to be
transferred, between the node and the hub in each allocation interval of this assigned allocation subject to
round=fobin scheduling policy, whereby each allocation has one allocation interval per round-robin cycle.

5.7.11.3 Nominal Allocation Length Assigned

The Nominal Allocation Length Assigned field is set to the expected number of data type frames to be

transferred between the node and the hub in each allocation interval of this assigned allocation subject to
round-robin scheduling policy, whereby each allocation has one allocation interval per round-robin cycle.
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5.7.11.4 Maximum Allocation Length Assigned

The Maximum Allocation Length Assigned field is set to the maximum number of data type frames to be
transferred between the node and the hub in each allocation interval of this assigned allocation subject to
round-robin scheduling policy, whereby each allocation has one allocation interval per round-robin cycle.

5.7.12 Nibble Encoded Channel Order IE

The Nibble Encoded Channel Order IE is formatted as shown in Figure 55. It is optionally contained-n
Connection Assignment frames to indicate some or all channels included in the operating channel selection
in the operating frequency band that has no more than 15 operating channels and the order in which’the
operating channel is selected.

Octets: 1 1 >1

Octet order: - 0 > 0 > L-R >
Nibble
Element Length Encoded
ID =1) Channel
List

Figure 55—Nibble Encoded Channel Order JE'‘format

The Nibble Encoded Channel List field is set as follows:

a) The value of the four LSBs is set to the channehnumber of the channel that will be the first
candidate to each instance of the operating chaniie] Selection.

b) The value of each successive four bits is set to.the channel number of the channel that will be the
next candidate to the instance of the operating channel selection.

c) If the list conveys an odd number of channels, four bits with a binary value of 1111 are padded as
the MSBs to the field.

5.7.13 Channel Hopping and Ordering IE
The Channel Hopping and Ofdering IE is formatted as shown in Figure 56. It is optionally contained in

Connection Assignment frames to indicate the channels included in channel hopping in the operating
frequency band or the orderhin which the operating channel is selected.

QOctets: 1 1 1 =20 20

Qctetorder: - 0 > 0 > 0 > L-R > L-R -
""""""""" Octet™"""%

Element Length Channel Channel Encoded i

ID =1) Control Bitmap Channel |

SN DU B~ S

Figure 56 —Channel Hopping and Ordering IE format

57131 Channel Control

The Channel Control is formatted as shown in Figure 57.
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Bits: 4 4

Bit order: - b0-b3 > b4-b7 >
Channel Channel
Bitmap Separation
Length P
Figure 57—ChanmetComntrof format

5.7.13.1.1 Channel Bitmap Length

The Channel Bitmap Length field is set to the length, a nonzero value, of the Channel Bitmap field imoetets
if channel hopping is currently enabled, or to be enabled later, in selected channels of theoperating
frequency band, or is set to zero otherwise. Whether channel hopping is currently enabled igyindicated by
the presence of the Channel Hopping State and Next Channel Hop fields in the last tradgmitted beacon
or/and Connection Assignment frames.

5.7.13.1.2 Channel Separation

The Channel Separation field is set to the minimum number of channels s¢parated between two consecutive
hops when channel hopping is enabled. It is reserved if channel hopping-is neither currently enabled nor to
be enabled later. This field supersedes the default value of pChannelSeparation of Table 25.

5.7.13.2 Channel Bitmap

The Channel Bitmap field is present only if the Chanfiel Bitmap Length field has a nonzero value. When
present, it is set as follows:

a) The LSB, bit 0, of the field denotes the lowest numbered channel of the operating frequency band.

b) Each successive bit, up to and including bit N-1, denotes the next higher numbered channel of the
operating frequency band, where N is the number of the channels in the operating frequency band.

c) A bitis set to one if it dendtes a corresponding channel and the corresponding channel is included
in channel hopping, dr i8'set to zero otherwise.

5.7.13.3 Octet Encoded Channel List

The Octet Encoded Channel List field is present only if an order in which the operating channel is selected
is to be followed when channel hopping is not enabled. When present, it is set as follows with the channel
number specified in the corresponding PHY clause:

a) < The value of the eight LSBs is set to the channel number of the channel that will be the first
candidate to each instance of the operating channel selection.

b) The value of each successive eight bits is set to the channel number of the channel that will be the
next candidate to the instance of the operating channel selection.

5.7.14 Former Hub Address IE

The Former Hub Address IE is formatted as shown in Figure 58. It is optionally contained in Connection
Request frames to convey the EUI-48 of the last hub with which this node was connected.
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1

1

6

Octet order: - 0 > 0 > 0-5 >
Former
Element Length
D (=6) Hub
- Address

Figure 58—Former Hub AdudressE format

The Former Hub Address field is set to the EUI-48 of the last hub with which the node was connected.

5.7.15 Application Specific IE

The Application Specific IE is formatted as shown in Figure 59. It is optionally contained in some
management type frames to convey application-specific information.

Octets:

1

1

3

=1

Octet order: 0 > 0 > 0-2 > L-R e
Application
Element | Length oul24 | ~Specific
D =4 Data

Figure 59 —Application Specific IE format

5.7.15.1 OUI-24

The OUI-24 field is set to the 24-bit Organizationally Unique Identifier (OUI) assigned by the IEEE
Registration Authority to the vendor or manufactifer that defines this IE.

5.7.15.2 Application Specific Data

The Application Specific Data field\s-set by the owner (“assignee” in IEEE terms) of the OUL.

6. MAC functions

6.1 General

This clause specifies MAC sublayer functionality. It starts with the ground rules for preparing frame
tran§mission and performing frame reception in 6.2. Subclause 6.3 then presents an access umbrella
eficompassing the access modes and structures provided in this standard for medium access. Before treating
individual access methods, 6.4 describes the creation of a BAN by a hub, the connection of a node with a
hub, and the disconnection of a node from a hub. Subclauses 6.5, 6.6, and 6.7 specify the operation of a
variety of selectable access schemes for obtaining and using allocation intervals of preferred attributes.

Subclause 0.8 provides access comntinuation, termination, and tmeout rules in_allocation intervarls.
Additional access steps are given in 6.9 for communications in the tightly regulated MICS band. Two-hop
access extension of star BAN topology is optionally made available in 6.10.

Supplemental MAC functions follow in the remaining subclauses. Clock synchronization and guard time
provisioning are addressed in 6.11. Power management is expounded in 6.12. Coexistence support and
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interference mitigation are optionally offered in 6.13. MAC/PHY optional capability handling and
Application Specific IE usage are elucidated in 6.14. MAC sublayer parameters are listed in 6.15.

6.2 Frame processing

This subclause provides fundamental rules on preparing MAC frames for transmission and processing them
on reception.

6.2.1 Abbreviated addressing

A hub shall select a one-octet body area network identifier (BAN ID) from an integer betweén,0x00 and
0xFF, inclusive, as its BAN’s abbreviated address contained in the MAC header of all framesisent from or
to the hub. The hub should select a BAN ID that is currently not being used by neighbor BANS.

A hub shall select a one-octet hub identifier (HID) from an integer in the Condected NID subset as
specified in Table 17 as its abbreviated address contained in the MAC header of all frames sent from or to
the hub. The hub shall not reselect an HID equal to a Connected NID that4s currently being used for a
node connected with it. The hub should select an HID that is currently notbeing used by neighbor hubs.

A one-octet node identifier (NID) selected in accordance with dable 17 shall be used as a node’s
abbreviated address contained in the MAC header of all frames sent)(unicast) from or to the node, or shall
be used as a group of nodes’ common abbreviated address contained in the MAC header of all frames sent
(multicast or broadcast) to the nodes by a hub. The Broadcast INID shall be the value of the Recipient ID
field of the MAC header of beacon frames.

Table 17 —NID’selection

NID value NID .
in hex subtotal NID notation NID usage
0x00 1 Unconnected (Broadcast NID For broadcast to unconnected nodes
0x01 1 Unconneefed NID For unicast from/to unconnected nodes in a BAN
0x02—-0xF5 244 Connected NID For unicast from/to connected nodes in a BAN
0xF6 1 Reserved Reserved
%);1;7]5 7 Multicast NID For multicast to connected nodes in a BAN
OxFE 1 Local Broadcast NID For broadcast to all nodes in a BAN
OxFF 1 Broadcast NID For broadcast to all nodes and hubs

An uynepomected node without a Connected NID shall choose the Unconnected NID as its NID in sending
to~a\hub a non-command management type frame and retries thereof. The node shall treat the
Uneonnected NID or any Connected NID as its NID in receiving the I-Ack frame expected to follow, as
shown in Figure 60.

IT}’\nn receiy ing anon-command managcement type frame with the Sender ID field of the MAC header setto
>

the Unconnected NID, a hub shall keep the Unconnected NID as the node’s NID or shall assign as the
node’s NID a Connected NID that is not being used for itself or another node in its BAN.
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— If the hub does not assign a Connected NID to the node, it shall use the Unconnected NID as the
Recipient ID of the MAC header in its I-Ack frame sent to the node, and shall not send any
management or data type frames to the node.

— If the hub assigns a Connected NID to the node, it shall use that Connected NID as the Recipient
ID of the MAC header in its I-Ack and all subsequent frames sent to the node. The hub may later

decide to send no more management type frames to the node bhefore Qending a Connection

Assignment frame to the node, as appropriate, such as due to a failed security association, a failed
PTK creation, or an EUI-based access control.

The unconnected node shall treat the Unconnected NID or any Connected NID as its NID in receiving the
I-Ack frame expected to follow, as shown in Figure 60.

— If the node receives the I-Ack frame with the Recipient ID field of the MAC header-set to the
Unconnected NID, indicating that the hub is not at a position to assign a Connected NID to the
node, the node shall keep the Unconnected NID as its NID expecting no managefnent or data type
frames from the hub.

— If the node receives the I-Ack frame with the Recipient ID field of the. MAC header set to a
Connected NID, the node shall treat the Connected NID as its<{NID in receiving the next
management type frame from the hub, with the Connected NID,yet'to be confirmed through the
matching of the node’s EUI-48 with the Recipient Address field 0f-the frame payload. If the frame
is received and contains the node’s EUI-48 in the Recipient Address field of the frame payload, the
node shall treat the Connected NID as its NID, now confismed, in subsequent frame exchanges
with the hub. However, the node shall not send an I-AckdArame after the received frame, if it would
not be able to send the I-Ack frame in time afteryehecking the Recipient Address field of the
received management type frame.

— If the node does not receive the I-Ack frame but instead receives a management type frame from
the hub that contains its EUI-48 in the Recipient Address field of the frame payload, it shall treat
the Connected NID in the Recipient ID, field of the MAC header as its NID, which is confirmed, in
subsequent frame exchanges with the:hitb. As noted before, the node shall not send an I-Ack frame
after the received frame, if it wouldhnot be able to send the I-Ack frame in time after checking the
Recipient Address field of the received management type frame.

A node with an Unconnected NID- as its NID shall not send any I-Ack frames. A node with an
unconfirmed Connected NID as'its NID shall not send any frames and shall be treated as unconnected with
the hub providing the Connected NID. A node with a confirmed Connected NID as its NID shall be
treated as unconnected with, the hub until it has received a Connection Assignment frame from the hub and
sent an [-Ack frame.

A node with @nunconfirmed Connected NID as its NID shall consider itself to have lost the
Connected NIDafter one of the following events occur:

— /JI'he node receives a management type frame with the Recipient Address of the frame payload not
set to its EUI-48.

=~ The node has not received a management type frame with the Recipient Address of the frame
payload set to its EUI-48 within an implementation-dependent expected timeout.

X TIOUT WITT @ COIMITIIed COMMected IN1D a3 1135 N1D St consider Ttseif 1o frave tost the Conmected _IN1D
and not connected with the hub after one of the following events occurs:

— The node receives a management type frame with the Recipient Address of the frame payload not
set to its EUI-48.
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—  The node is not at Connected state per Figure 4 and has not received a Connection Assignment
frame with the Recipient Address of the frame payload set to its EUI-48 within an expected time.

— The node receives a Disconnection frame with the Recipient Address of the frame payload set to its
EUI-48.

b 1. A oAl C 1 111 1 Q 1 e S A T £l AdA 1 1 1
I SCHUITE  dIl I=ACK O D=ACK  1L4IIC, "d - TTOUT SHdll SCLHIC STIUCT T TICIU U1 HIC IVIEAT  TICadll U UIC

Recipient ID of the MAC header of the frame that immediately preceded the I-Ack or B-Ack frame.

rNe%i?ve'“ Node receives no expected |-Ack frame but later receives management type frame
expectébd with Recipient ID = Connected_NID Recipient Address = node’s EUI-48
I-Ack No I-Ack frame No transmission
\fl\r;r}:r‘]e Tom ncde
Recipient ID Node receives Receives .
5 expected managernen
Uﬁlclgnnecte. Unconnected NID |_ACF;)( frame Unconfirmed type frame Confirmed
or receives - Reciwzéhmt D Connected_NID Reci\g;ent o Connected_NID
neither = Connf;cted NID = Connected NID
expected - Recipient,/Address
I-Ack frame = node's EUI-48
nor Timeout before
subsequent being confirmed
management -
type frame Receives
containing its management type fratme
EUI-48 with Recipient ID = Connected NID Recipient Address # node’s EUI-48

afara racaiving i aai
SiCIre recCeiving W 1 ASSH

with Recipient ID = Connected_NID¢Recipient Address = node’s EUI-48

Figure 60 —NodeNID transition

6.2.2 Full addressing

A separate EUI-48 shall be used to_uniquely identify a sender or a recipient when desired. In particular, the
EUI-48 of a hub sending a beacor is included in the frame payload of the beacon. The EUI-48 values of
both the sender and the recipient-of other management type frames are included in the frame payload of
those frames.

Exceptionally, an unconnected node may set to zero the Recipient Address field of the first management
type frame it sends to 4 hub, if the node has not yet known the EUI-48 of the hub.

A recipient shalDcheck the Recipient Address and Sender Address fields of the frame payload of a received

management type frame to determine if the frame was indeed addressed to it from an expected sender,
taking the aforementioned exception into account.

6:2.3 Priority mapping

UP values, when referenced in prioritizing medium access of data and management type frames, shall be

determined based on e designation of Irame payloads (waffic) comtained in e Irames according 1o
Table 18. The traffic designation for background (BK), best effort (BE), excellent effort (EE), video (VI),
voice (VO), and network control is based on some traffic types defined in Annex G.1 of
IEEE Std 802.1D™-2004 [B2].
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Table 18 —User priority mapping

Priority User priority Traffic designation Frame type
Lowest 0 Background (BK) Data

1 Best effort (BE) Data

2 FeeHentetforH Date

3 Video (VI) Data

4 Voice (VO) Data

5 Medical data or network control Data or management

6 High-priority medical data or network control Data or management
Highest 7 Emergency or medical implant event report Data

6.2.4 Frame reception

A node shall receive a frame if the following conditions are met unless specified oth¢twise:

— The Recipient ID field of the MAC header of the frame is set tots”own NID, any applicable
Unconnected Broadcast NID, multicast NID, Local Broadcast. NID, or Broadcast NID.

— The Sender ID field of the MAC header of the frame is s¢t to the HID of the desired hub with
which to exchange frames.

— The BAN ID field of the MAC header of the frame is&et to an expected value.

— The Protocol Version of the MAC header of the frame is set to a value it supports.

— The FCS of the frame is valid, i.e., equal to-the FCS value it calculates over the applicable fields
received.

A hub shall receive a frame if the following,onditions are met unless specified otherwise:

—  The Recipient ID field of the MAC header of the frame is set to its own HID.

— The Sender ID field ofthe:MAC header of the frame is set to the NID of an expected sender or the
Unconnected NID.

— The BAN ID field-of the MAC header of the frame is set to an expected value.
—  The Protocdl Version of the MAC header of the frame is set to a value it supports.
—  The FES-of the frame is valid.
The node or the hub shall ignore a received frame, aside from performing applicable acknowledgment,

whoséframe payload has a Sender Address field that is not set to the EUI-48 of the expected sender or
whes¢ frame payload has a Recipient Address field that is not set to its own EUI-48.

The node or the hub shall ignore a received frame, aside from performing applicable acknowledgment that
is detected to be a duplicate, as described in 6.2.10.
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6.2.5 Frame sequencing

6.2.5.1 Management type frames

A sender shall exchange non-beacon management type frames with a recipient in the sequence as specified

n Figurc 4, with irame exchanges for security association, security disassociation, PIK creation, GIK
distribution, connection, and disconnection further specified in the respective subclauses.

After sending a management type frame (denoted frame n) and expecting an I-Ack frame and then-a
management type frame (denoted frame n+1) from the recipient, if a node or a hub does not receiye the
expected I-Ack frame but instead receives frame n+1, the node or the hub shall consider frame n has been
received and shall process frame n+1.

When fragmenting a frame payload that could otherwise be contained in a management typeframe without
length limitation, the sender shall extract the first fragment, the second fragment, and,so’on, in sequential
octet order. The sender shall transmit the first fragment, then the second fragment, and so-on, accordingly.

6.2.5.2 Data type frames

A sender may send a data type frame without a frame payload in a frafm@transaction, setting the Sequence
Number field of the MAC header as if the frame contained a new MSDU.

A sender shall transmit MSDUs contained in data type frames ofthe same frame subtype and addressed to
the same recipient(s) in the octet order in which they arrived at the local MAC service access point (SAP).

When fragmenting an MSDU, the sender shall extract the’first fragment, the second fragment, and so on, in
sequential octet order. The sender shall transmit, the’first fragment, then the second fragment, and so on,
accordingly.

A sender may transmit an MSDU earlier than’another MSDU, even if the former arrived at the local MAC
SAP later than the latter, so long as the two MSDUs are contained in data type frames not of the same
frame subtype or not addressed to the same recipient(s).

A recipient shall release to the MAC client MSDUs that were transmitted by the same sender and contained
in data type frames of the same frame subtype in the octet order in which they were received.

6.2.6 Frame retry

A node or a‘hiub may retry a frame, i.e., may retransmit a frame that was previously transmitted but not

necessarily feceived, to the same recipient(s), as appropriate, taking into consideration such factors as delay
requirements, fairness policies, channel conditions, and medium availability.

6.2.7 Frame timeout

A node or a hub shall treat an expected frame, such as an [-Ack or B-Ack frame, as not arriving, if

m1meOut after the end of the PHY preamble of the expected frame, 1t has not received a PHY preamble of
a frame. It shall estimate the end of an expected I-Ack, B-Ack, I-Ack+Poll, or B-Ack+Poll frame
determined not arriving by assuming that such a frame was of the length expected for the frame and was
transmitted at the data rate currently applicable to that frame. It should estimate the end of any other
expected frame determined not arriving by assuming that such an expected frame was of the length
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expected for the frame and was transmitted at the highest mandatory data rate of the operating frequency
band as specified in the corresponding PHY clause.

6.2.8 Frame separation

TT a sender—a node or a hub—is to send a Irame pSIFS or pMIFS alter (the end of) the previous Irame, the
frame shall occur between pSIFS and pSIFS+pExtralFS or between pMIFS and pMIFS+pExtralFS,
respectively, after the end of the previous frame, where the start of a frame and the end of a frame are
defined in the specification of the underlying PHY. If the previous frame is an expected frame but
determined not arriving per 6.2.7, its end time shall be estimated according to 6.2.7.

If a recipient—a node or a hub—is to receive a frame pSIFS or pMIFS after (the end of) the)previous
frame, it shall be ready to receive a frame no later than pSIFS or pMIFS, respectively, after the_end of the
previous frame, and shall not exit receive state earlier than mTimeOut after the end of the PHY*preamble of
the expected frame.

In determining if a new frame transaction will fit into an allocation interval, a sendér shall treat the value of
the pSIFS or pMIFS involved in the frame transaction, if any, as no less than,pSIFS + 0.5 x pExtralFS or
pMIFS + 0.5 x ExtralFS, respectively.

6.2.9 Frame acknowledgement

A node or a hub shall set the Ack Policy field of the MAC head¢r of a frame to be transmitted according to
Table 19. A recipient shall acknowledge a received frame{ by“sending an immediate acknowledgment (I-
Ack) or block acknowledgment (B-Ack) frame, if the critéria in 6.2.4 for qualifying a frame as received are
met and if required by the acknowledgment policy setin-the frame as further described in the remainder of
this subclause. In sending an I-Ack or B-Ack frame;sthe recipient may instead send an I-Ack+Poll or B-
Ack+Poll frame as appropriate, not only providing:-frame acknowledgment but also granting an immediate
polled allocation or announcing a future poll offpost as specified in 6.6.1.

To send an I-Ack or B-Ack frame, a node or a hub

— shall use the lowest maddatory data rate of the operating frequency band as specified in the
corresponding PHY clause, if the sender and the recipient are not at Connected state per Figure 4,
or

— shall use the ddta rate indicated in the Assigned Ack Data Rates field of the last Connection
Assignment| frame exchanged with the recipient, if the sender and the recipient are at Connected
state per(Figure 4.

To send an T-Ack+Poll or B-Ack+Poll frame conveying no immediate polled allocation, a hub shall use the
same datarate as currently applicable for an I-Ack or B-Ack frame.
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Table 19 —Acknowledgement (ACK) Policy field setting

Frame type name Frame subtype name Ack Policy field

Management Beacon N-Ack

Management Security Association I-Ack
Manasemet—————Seentity-Disassoctaton ek

Management PTK I-Ack

Management GTK I-Ack

Management Connection Request I-Ack

Management Connection Assignment I-Ack

Management Disconnection I-Ack

Management Command I-Ack

Control I-Ack N-Ack

Control B-Ack N-Ack

Control [-Ack+Poll N-Ack

Control B-Ack+Poll N-Ack

Control Poll N=Ack

Control T-Poll N-Ack

Control Wakeup N-Ack

Control B2 N-Ack

Data Data subtype set to mG-AckDafaSubtype G-Ack

Data ﬁsgff:gzggiﬁys;:type ORy than N-Ack, I-Ack, L-Ack, or B-Ack

6.2.9.1 No acknowledgment (N-Ack)

A node or a hub may send a frame withi.the Ack Policy field set to N-Ack to require no acknowledgment at
all, as permitted by Table 19. The'sender may retry a data type frame with the Ack Policy field set to N-
Ack, as appropriate.

A recipient shall not acknowledge a received frame containing an Ack Policy field set to N-Ack, either
immediately or later.

6.2.9.2 Group-acknowledgment (G-Ack)

A node,buthot a hub, may send to a hub a frame with the Ack Policy field set to G-Ack if the following
two couditions are satisfied:

~— The frame is a data type frame with the frame subtype set to mG-AckDataSubtype.
—  The hub supports G-Ack as indicated in its last transmitted MAC Capability field.

A hub shall acknowledge data type frames with the Ack Policy field set to G-Ack and the Frame Subtype
field set to mG-AckDataSubtype that were received since its last B2 transmission by including the NIDs of
the nodes from which those frames were received in the frame payload of the next B2 frame. The hub
should send such a B2 frame as soon as permitted.
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The node may retry the frame requiring G-Ack upon failing to receive the expected B2 frame or the
expected acknowledgment in the next received B2 frame.

An example for group acknowledgment (G-Ack) is shown in Figure 61.

Hub
transmits \I, B2
Data Data
Nodes . (G-Ack) (G-Ack)
transmit
Node 1 uplink Node 2 uplink
allocation interval allocation interval

Figure 61 —Group acknowledgement (G-ACK)

6.2.9.3 Immediate acknowledgment (I-Ack)

A node or a hub may send a frame with the Ack Policy field set to I-Ack to require an immediate
acknowledgment.

A recipient shall acknowledge a received frame with the Ack Policy field set to I-Ack by unconditionally
sending back an I-Ack frame pSIFS after the end of the received frame.

Examples for immediate acknowledgment are shown in Figupe\62.

pSIFS pSIFS pSIFS
Hub -] ]
. : Data e :

transmits 5 [ -Ack) ;‘ 5

Data iy Data
Nodes Z
transmit (-A) ~ [1-AK)

Node T\uplink Node 2 downlink Node 3 bilink
allecation interval allocation interval allocation interval

Figure 62 —Immediate acknowledgement (I-Ack) illustration

6.2.9.4 Block acknhowledgment later (L-Ack) and block acknowledgment (B-Ack)

A source, either’a node or a hub, may send a data type frame with the Ack Policy field set to B-Ack if the
following two conditions are satisfied:

=-{ The frame contains a whole MSDU.
—  The recipient supports L-Ack/B-Ack as indicated in the latter’s MAC Capability field.

The recipient shall acknowledge a received frame with the Ack Policy field set to B-Ack by

unconditionally sending back a B-AcK frame pSIFS alter the end of the received frame. 1he B-Ack iraime
shall contain a frame payload as defined in 5.4.2 unless the following two conditions are both true:

— No older frames of the same frame subtype as the last received frame are still expected to be
received.

—  Only one frame in the next block transmission is allowed.
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A block transmission starts from the first frame sent after the last B-Ack frame received and ends with the
next earliest frame with the Ack Policy field set to B-Ack.

The source may send a frame with the Ack Policy field set to L-Ack if the following conditions are all
satisfied:

—  The frame contains a whole MSDU.

— It has sent a frame of the same frame subtype with the Ack Policy field set to B-Ack and received a
B-Ack frame acknowledging that frame and containing a frame payload.

— That B-Ack frame was the last B-Ack frame received from the recipient.

The source shall not transmit more frames in a block transmission than allowed as specified if thé last B-
Ack frame received. The source shall end a block transmission with a frame with the Ack Policy field set to
B-Ack.

The source shall separate the frames in a block transmission within an allocatiou\dnterval by pMIFS or
pSIFS, depending on whether it is setting the block transmission as a burst mqde transmission defined in
the specification of the underlying PHY.

The source shall send frames in a block transmission in the order of ificreasing sequence number values,
which are not necessarily consecutive if the block transmission contaihs retransmitted frames, considering
that sequence number wraparound is also increasing the sequence) number value. The source shall not
retransmit frames that are older than the frame indicated in the'@ldest Frame Expected field of the last B-
Ack frame received. It should retransmit frames that were nof'teceived, but shall not retransmit frames that
were received, as indicated in the Frame Status Bitmap field of that B-Ack frame, starting with the oldest
frame expected or the next oldest frame still buffered, The source may discard frames if permitted by the
application generating those frames, for example, due,to buffer constraints or aging considerations.

The source, once starting a block transmission,\shall not transmit frames of another frame type or subtype
other than control type frames until it has-sént a frame with the Ack Policy field set to B-Ack. Subject to
this restriction, a block transmission may span more than one allocation interval or beacon period
(superframe).

The recipient shall not acknowledge immediately a received frame with the Ack Policy field set to L-Ack.
Rather, it shall indicate the reception status of the frames newer than the oldest frame still expected through
the B-Ack frame it returnsyat the end of the current block transmission.

The source may retransmit in an appropriate time the last frame that had the Ack Policy field set to B-Ack
or send a later frame of the same frame subtype with the Ack Policy field set to B-Ack, but shall not send
any earlier frafie of the same frame subtype, after failing to receive an expected B-Ack frame.

The recipient may implement a timeout that enables it to stop waiting for missing old frames if appropriate,
hence‘allowing new MSDUs to be released to the MAC client and some B-Ack buffer resources to be freed

without receiving those missing frames.

Examples for late acknowledgment (L-Ack) and block acknowledgment (B-Ack) are shown in Figure 63.
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Figure 63 —Late acknowledgement (L-ACK) and
block acknowledgement (B-Ack) illustration

6.2.10 Duplicate detection

A recipient shall record the sequence number and fragment number of the MAC header of the last non-
beacon management type frame received from each sender. It shall treat the next madagement type frame
received from the same sender with the same sequence number and fragment numberOf the MAC header as
a duplicate frame and discard it upon acknowledging it if required by the Ack Policy field.

A recipient shall record the sequence number and fragment number of the MAC header of the last data type
frame of each frame subtype received from each sender, for up to the maximum number of data subtypes it
supports as indicated in its last transmitted MAC Capability field. It shall treat the next data type frame of
the same frame subtype received from the same sender with the“same sequence number and fragment
number of the MAC header as a duplicate frame and discard_itcqupon acknowledging it if required by the
Ack Policy field.

6.2.11 Fragmentation and reassembly

A sender may fragment a frame payload that.ould otherwise be contained in a management type frame
without length limitation, if the recipient supports fragmentation/reassembly as indicated in the latter’s last
transmitted MAC Capability.

A sender may fragment only MSDUs-to be transferred in data type frames with the Ack Policy field set to
N-Ack, G-Ack, or I-Ack. The sénder shall not fragment MSDUs into data type frames if the recipient does
not support fragmentation/reassembly as indicated in the latter’s last transmitted MAC Capability field.

The sender shall not divide a frame payload of a management type frame or any MSDU into more than
mMaxFragmentCount,fragments. All fragments of the same frame payload of a management type frame or
of the same MSPW shall have the same length, except the last one, which may be shorter but shall not be
longer. The sefider shall not alter the length of the fragments of the frame payload of a management type
frame or ofan"\MSDU, by refragmentation or recombination, in retransmitting them.

The studer shall complete the transmission of a fragmented frame payload of a non-beacon management
type \frame before transmitting another non-beacon management type frame or a fragment thereof. The
sender may discard fragments of a frame payload of a non-beacon management type frame before they are
transmitted or received, but shall not subsequently transmit any remaining fragments of the frame payload.

The sender shall r‘nmple‘re the transmission of a ﬁ'agmpnf{!d MSDIT bhefore tmncmifﬁng another MSDIJ or a

fragment thereof, regardless of whether these MSDUs are contained in data type frames with the same or
different frame subtypes. The sender may discard fragments of an MSDU before they are transmitted or
received, but shall not subsequently transmit any remaining fragments of the MSDU.

A recipient shall completely reassemble an MSDU in the correct order before delivery to the MAC client.
The recipient shall discard any MSDU with missing fragments.
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6.3 Access classification and division

To provide or support time referenced allocations in its BAN, a hub shall establish a time base as specified
in 4.4, which divides the time axis into beacon periods (superframes) regardless of whether it is to transmit
beacons. In such cases, the hub shall transmit a beacon in each beacon period (superframe), except in
inactive superframes, or shall not transmit a beacon in any superframe (beacon period). The hub may shift

(rotatc) 1ts beacon transmission time, as speciiied 1n 0.13.1, from one oIfsct from the start of current beacon
period (superframe) to another offset from the start of next beacon period (superframe), thereby shifting the
time reference for all scheduled allocations, to prevent large-scale repeated transmission collisions between
its BAN and neighbor BANS.

In cases where a hub is not to provide or support time referenced allocations in its BAN, it may bperate
without a time base or superframes and hence without transmitting beacons at all.

Equivalently, a hub shall operate in beacon mode transmitting a beacon in every beacon pétiod other than
in inactive superframes to enable time referenced allocations; or shall operate in<aon-beacon mode
transmitting no beacons, with superframes and allocation slots established if access t0,the medium in its
BAN involves time referencing, or without superframes or allocation slots if acce¢ssfo the medium in its
BAN involves no time referencing.

In summary, a hub shall operate in one of the following three access modes:

— Beacon mode with beacon periods (superframes);
— Non-beacon mode with superframes;

— Non-beacon mode without superframes.

6.3.1 Beacon mode with beacon periods (superframes)

In this mode, a hub shall organize applicable access phases in each active beacon period (superframe) as
illustrated in Figure 64, where B stands fdrbeacon (B). The hub may maintain I inactive superframes
(beacon periods) after each active superframe (beacon period), if there are no allocation intervals scheduled
in the inactive superframes, where IKis’a positive integer chosen by the hub. In an active superframe
(beacon period), a hub shall transmit-a beacon and may provide access phases. In an inactive superframe
(beacon period), a hub shall nottrafismit any beacon and shall not provide any access phases.

BN | NN N

> > < >
| EAP1 | RAP1 | MAP |EAP2| RAP2 | MAP | | CAP |

Beacon period (superframe) n

Y

Figure-64—Layout of access phases in a beacon period (superframe) for beacon mode

Theyhub shall place the access phases—exclusive access phase 1 (EAP1), random access phase 1 (RAP1),
managed access phase (MAP), exclusive access phase 2 (EAP2), random access phase 2 (RAP2), another
managed access phase (MAP), and contention access phase (CAP)—in the order stated and shown above.
The hub may set to zero the length of any of these access phases, but shall not have RAP1 end before the

suaranteedearhesttieas—ecommunteatedt—Conteetionr—Asstenmentframes—sent—to—rodes—thatare—stH
connected with it. To provide a non-zero length CAP, the hub shall transmit a preceding B2 frame. The hub
shall not transmit a B2 frame if the CAP that follows has a zero length, unless it needs to announce B2-
aided time-sharing information and/or provide group acknowledgment.
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A node may obtain, and initiate frame transactions, in contended allocations in EAP1, RAP1, EAP2, RAP2,
and CAP in any active superframe using CSMA/CA or slotted Aloha based random access as specified in
6.5.

Only in a MAP, as shown in Figure 65, may the hub

— arrange scheduled uplink allocation intervals, scheduled downlink allocation intervals, and
scheduled bilink allocation intervals;

— provide unscheduled bilink allocation intervals; and
— improvise type-I, but not type-II, immediate polled allocation intervals and posted allocation

intervals starting in this MAP.

In an EAP, RAP, or CAP, or MAP, as shown in Figure 64, the hub may also improvise future polls or posts
starting and ending in a MAP as shown in Figure 65 (through Poll, T-Poll, I-Ack+Poll,,and B-Ack+Poll
frames as specified in Table 21).

These allocation intervals along with the corresponding access methods whereby they are obtained are
illustrated in Figure 65.

Improvised Improvised Improvised
Scheduled (Type-I polling) Unscheduled Scheduled (posting) (Type-I polling) Scheduled-Polling
access access access access access access access

Scheduled | | Type-I polled | | Unscheduled bilink | Schedtled Pested | Type-I polled | Scheduled bilink

» uplink | . (uplink) allocation interval _ downlink downlink) _ (uplink) allocation interval
allocation '| |‘ a_Hocatioln '| = Type-l polied | Posted i |‘ allocation allocation |‘ a_\locatio‘n "I T Posted Type-l poHed'
interval interval | (uplink) | (downlink) interval interval interval | (downlink) | |~ (uplink) |
"~ Allocation ™ [ Allocation “Allocation” | [ Allocation ™|

interval interval interval interval

< »
[ MAP =

Figure 65—Allocation intervals'and access methods permitted
in a managed access phase
6.3.2 Non-beacon mode with superframes

In this mode, a hub may havé.only a managed access phase (MAP) as described in 6.3.1 and depicted in
Figure 65, in any superframe (beacon period) as illustrated in Figure 66.

Y

MAP

Superframe (beacon period) n

A
A

Figure 66 —Layout of access phases
in a superframe (beacon period) for non-beacon mode

6.3.3 Non-beacon mode without superframes

In this mode, a hub may provide unscheduled bilink allocation intervals comprising type-II polled
allocations and/or posted allocations, as illustrated in Figure 67. After determining that the hub for the next
frame exchange is operating in non-beacon mode without superframe boundaries, a node may treat any
time interval as a portion of EAP1 or RAP1 and employ CSMA/CA based random access to obtain a
contended allocation as specified in 6.5.1.
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Unscheduled Unscheduled Unscheduled Unscheduled
access access access access
Unscheduled bilink Unscheduled bilink Unscheduled bilink Unscheduled bilink
> allocation interval R allocation interval | | allocation interval allocation interval
< > >—1€ > >
Type-Il polled Posted IType-Il polled Posted Posted Type-ll polled | | Type-Il polled Posted Type-ll polled
| (uplink) | (downlink) (uplink) P (downlink) o |gdownlink) | | (uplink) [ [ (uplink) | |(downlink)| |, (uplink)
~ Allocation [~ Allocation™ | Allocation —  Allocation 7| [Allocatiorl | [~ Allocation ~| [ Allocation | [“Allocatiori| [~ Allocation ™
interval interval interval interval interval interval interval interval interval
Contended Contended Contended Contended Contended Contended Contended
| allocation | allocation | allocation | allocation | allocation _ allocation | _ allocation
[~ Interval "] [~ Interval "] [~ Interval | [~ Interval 7] I~ Interval ™ [ Interval ™| ~ Interval |
CSMA/CA

Figure 67 —Allocation intervals and access methods permitted for non-beacon mode
without superframes

6.4 BAN creation/operation and node connection/disconnection

6.4.1 BAN creation/operation

A hub shall choose an operating channel to start a BAN, based on poliey regulations, channel conditions,
application requirements, coexistence considerations, etc. The hub shall choose a new channel when
required by regulations as applicable in the MICS band. The hub may hop to new channels periodically, as
specified in 6.13.2, to effect frequency diversity and interferenee‘mitigation.

A node shall find the operating channel of the hub it needs to communicate with before sending a frame to
the hub, unless otherwise stated (such as for an emérgency event report in the MICS band specified in
6.9.3).

The hub shall choose and enable an applicablg access mode as described in 6.3 to support desired access
methods.

If the hub selected non-beacon mode ‘Wwithout superframes, it shall transmit Poll frames each addressed to
Unconnected Broadcast NID and-providing a type-II polled allocation to enable unconnected nodes’
connection or reconnection with it:

If the hub selected non-bgacon mode with superframes, it shall transmit T-Poll frames each addressed to
Unconnected Broadcdst)NID and providing a type-I polled allocation to enable unconnected nodes’
connection or reconnegtion with it.

If the hub se¢lected beacon mode with superframes, it may transmit T-Poll frames each addressed to
Unconnected) Broadcast NID and providing a type-I polled allocation to facilitate unconnected nodes’
connection/or reconnection with it.

Af1 ynconnected polled allocation is a type-I or type-II polled allocation granted by a hub via a Poll or T-
Poll frame addressed to Unconnected Broadcast NID.

—64:2Nodeconmection

An unconnected node shall send a Connection Request frame to a hub, and the hub shall send a Connection
Assignment frame to the node, for the node to be connected with the hub per Figure 4 and as further shown
in Figure 68.
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In view of the node NID transition procedure specified in 6.2.1, the hub may need to retry its Connection
Assignment frame before receiving an expected I-Ack frame, if the node needs to take time to confirm its
newly assigned Connected NID through a Connection Assignment frame, such as in the case where the
node has lost its connection (and hence its Connected NID) or is at Orphan state attempting to start
unsecured communication with the hub.

Node Hub

Connection Request frame
(Sender ID = Unconnected_NID or Connecfed_NID = NID_A)

I-Ack frame
(Recipient ID = Connecfed_NID = NID_A)

Connection Assignment frame
(Recipient ID = Connecfed NID = NID_A)

I-Ack frame
(Sender iD = Connected_NID = NID_A)

Figure 68 —Connection procedure

The unconnected node may send at most a management type frame to the‘hub in an unconnected polled
allocation with contention probability (CP) P = 1/2. If the nodedoes not receive an expected
acknowledgment, it may retry it in another unconnected polled allocation with CP P = max(1/8, (1/2) /
|—(R+1)/2—|), where R counts the retries of the frame, i.e., R equals 1ot the first retry of the frame, 2 for the
second retry, and so on. The function [ x | is defined to be the1&dst integer not smaller than x. With CP P,
the node shall transmit if z < P or shall not otherwise, whetre/z is a value the node has newly drawn at
random from the interval [0, 1].

In beacon or non-beacon mode with superframes, the hub shall not provide unconnected polled allocations
with a time duration shorter than pUnconnectedPolledAllocationMin, which is the longest time required for
an unconnected node to send a management_type frame containing no information elements (IEs) at the
highest mandatory data rate of the operatingdfrequency band as specified in the corresponding PHY clause
and for the hub to send an I-Ack frame at the lowest mandatory data rate of the operating frequency band as
also specified in the corresponding PH¥-¢lause.

In beacon or non-beacon mode“with superframes, the unconnected node, if allowed to send, may send a
management type frame with or’without IEs at any mandatory data rate of the operating frequency band as
specified in the corresponding PHY clause, so long as the combined transmission time of this frame and the
expected I-Ack framesplus pSIFS, plus an appropriate guard time, fits into the provided polled allocation.
The unconnected ngde may later send another management type frame of the same frame subtype, such as
Connection Request, with updated fields and/or additional 1Es (e.g., for Requested Wakeup Phase and
Requested Wdkeup Period fields, and Uplink Request, Downlink Request, and Bilink Request IEs), if it
needed more-time to calculate the values of these fields and/or IEs after processing the timing information
contained inthe last received T-Poll frame addressed to the Unconnected NID.

In~n6n-beacon mode without superframes, the unconnected node, if allowed to send, may send a
management type frame with or without IEs at any mandatory data rate of the operating frequency band as
specified in the corresponding PHY clause.

After the hub aqcignq a Connected NID to an unconnected node ﬂ'\rmlgh a-management type frame sent to
=

the node, it should provide polled_allocations specifically addressed (unicast) to this node to facilitate the
transmission by the unconnected node. The unconnected node should stay in active state until it does not
need polled or posted allocations that are not announced in advance.

Figure 69 illustrates how to instantiate or obtain unconnected and unicast polled allocations for or by an
unconnected node.
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Recipient ID = Connected NID = NID_A
Hub esponding 55
transmits. 2| | management 5% 2
- - Type frame o .
T No fransmission ame ™ Another
Node 1 Maf?:rg:rzéa!:;gpe : due to contention management type < management
tansmits | | | _ T 1T probability frame = type frame
Unconnected Unconnected Unconnected Polled allocation
polled allocation polled allocation polled allocation (to N1)
| \ _ \ _ \
Addressed Unconnected Addressed Unconnected Addressed Unconnected Addressed to the
to node (A) ta nade (A) ta nade (A) node (A) to which a
unconnected transmits with a unconnected transmits with a unconnected transmits with a Connected_NID has
nodes contention nodes contention nodes contention been assigned
probability probability probability

Figure 69 —Unconnected and unicast polled allocations for unconnected nodes

A node may also use CSMA/CA or slotted Aloha access as described in 6.5, if capableptd-transmit its
frames before and after it is connected with a hub.

6.4.3 Node disconnection

A node or a hub may send a Disconnection frame as shown in Figure 70~te end their connection, i.e., to
void the node’s Connected NID, wakeup arrangement, and any scheduled and unscheduled allocations

with the hub.
[ Node ] Hub
Disconnection frame >
(Sender ID = Connectetd \WID = NID_A)
I-Ack.frame
(Recipient ID = Cotnected NID = NID_A)
(@) Initiated by node
[ Node ] Hub
< Disconnection frame
(Recipient ID = Connected_NID = NID_A)
I-Ack frame
(Sender ID = Connected_NID = NID_A)

(b) Initiated by hub

Figure 70 —Disconnection procedure

Theyhub should send a Disconnection frame to the node after receiving an I-Ack frame from the node
following a Connection Assignment frame sent to the node with a connection status indicating connection
tequest rejected for some reason per Table 12, so as to reclaim the Unconnected NID from the node, which
would not be able to communicate with the hub anyway.

6.5 Random access

In exclusive access phase 1 (EAP1), random access phase 1 (RAP1), exclusive access phase 2 (EAP2),
random access phase 2 (RAP2), and contention access phase (CAP), as depicted in 6.3, allocations may
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only be contended allocations, which are non-reoccurring time intervals valid per instance of access. The
access method for obtaining the contended allocations shall be
— CSMA/CA as specified in 6.5.1 if pRandomAccess is set to CSMA/CA, or

— slotted Aloha access as specified in 6.5.2 if pRandomAccess is set to Slotted Aloha.

A hub or a node may obtain contended allocations in EAP1 and EAP2, only if it needs to send data type
frames of the highest UP (i.e., containing emergency information) as defined in Table 18. The hub may
obtain such a contended allocation pSIFS after the start of EAP1 or EAP2 without actually performing the
CSMA/CA or slotted Aloha access procedure. Only nodes may obtain contended allocations in RAR®
RAP2, and CAP, to send management or data type frames.

To obtain contended allocations in EAP1, RAP1, EAP2, or RAP2 of a beacon period in beacon mode with
superframes, a node shall first receive the beacon that specifies the start and end times @ftthese access
phases.

To send data type frames of the highest UP based on CSMA/CA, a hub or a node.mdy treat the combined
EAP1 and RAPI1 as a single EAP1, and the combined EAP2 and RAP2 as a single' EAP2, so as to allow
continual invocation of CSMA/CA and improve channel utilization. To sénd~data type frames of the
highest UP based on slotted Aloha access, a hub or node may treat RAPINas another EAP1 but not a
continuation of EAP1, and RAP2 as another EAP2 but not a continuatien~of EAP2, due to the time slotted
attribute of slotted Aloha access.

Prioritized access for traffic of differing user priorities (UPs)¢shall be attained through the predefined
relationships in Table 18 and Table 20 between contention window (CW) bounds CWmax and CWmin and
UP for CSMA/CA and between contention probability (CR) thresholds CPmax and CPmin and UP for
slotted Aloha access.

Table 20 —Contention window bounds for CSMA/CA
and contention probability thresholds for slotted Aloha access

CSMA/CA Slotted Aloha access
User Priority
CWmin CWmax CPmax CPmin
0 16 64 1/8 1/16
1 16 32 1/8 3/32
2 8 32 1/4 3/32
3 8 16 1/4 1/8
K 4 16 3/8 1/8
5 4 8 3/8 3/16
6 2 8 1/2 3/16
7 1 4 1 1/4

6.5.1 CSMA/CA

To employ CSMA/CA, a node shall maintain a back-off counter and contention window to determine when

1t obtains a new contended allocation as described 1 6.5.1.1, and shall mitialize the back-oit counter to
Z€10.
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6.5.1.1 Starting a contended allocation

To obtain a new contended allocation, a node shall set its back-off counter to a sample of an integer random
variable uniformly distributed over the interval [1, CW], when its back-off counter has a value of zero and
the node has at least one frame of user priority UP or higher to transmit or retransmit, where CW is a
contention window chosen as follows.

— Ifthe node did not obtain any contended allocation previously, it shall set the CW to CWmin[UP].

— If the node succeeded, i.e., if the node received an expected acknowledgment, I-Ack or B-Ack
frame, to its last frame transmission, in the last contended allocation it had obtained, it shall set the
CW to CWmin[UP].

— If the node transmitted a frame requiring no acknowledgment, late acknowledgment, or group
acknowledgment at the end of its last contended allocation, it shall keep the CW unchanged.

— If the node failed, i.e., if the node did not receive an expected acknowledgmefit’ to its last frame
transmission, in the last contended allocation it had obtained,

1) it shall keep the CW unchanged if this was the mth time the node-had failed consecutively,
where m is an odd number;

2) it shall double the CW if this was the nth time the node had féailed consecutively, where n is an
even number.

— If doubling the CW would have the new CW exceed CWmax[UP], the node shall set the CW to
CWmax[UP].

The node shall lock the back-off counter when any of thefollowing events occurs:

—  The back-off counter is reset upon decremetiting to zero.

— The channel is busy. If the channel is.busy because the node detected a frame transmission, the
channel remains busy until at least-théyend of the frame transmission without the node having to re-
sense the channel.

— The current time is outside any”"RAP or CAP and UP < 7 (i.e., not for an emergency according to
Table 18), or is outside an{y EAP, RAP, or CAP and UP =7 (i.e., for an emergency).

—  The current time is at thé start of a CSMA slot within an EAP, RAP, or CAP, but the time between
the end of the slotland the end of the EAP, RAP, or CAP is not long enough for completing a frame
transaction.

The node shall unlock the back-off counter when both of the following conditions are met:

—  Thé-channel has been idle for pSIFS within a RAP or CAP and UP < 7 (i.e., not for an emergency
according to Table 18), or within an EAP, RAP, or CAP and UP =7 (i.e., for an emergency).

=+~ The time duration between the current time plus a CSMA slot and the end of the EAP, RAP, or
CAP is long enough for completing a frame transaction.

Upon unlocking its back-off counter, the node shall decrement its back-off counter by one for each idle
CSMA_slot that follows as shown in Pigl1fp 71 In th’fi{"ll]QI" the node shall treat 3 CSMA _slot to be idle if

it determines that the channel has been idle between the start of the CSMA slot and pCCATime later,
decrementing the back-off counter effectively pCCATime after the start of the CSMA slot, so that the node
will transmit a frame to the transport medium (i.e., air) at the end of the CSMA slot in case its back-off
counter reaches zero, as further described in the remainder of this subclause. Each CSMA slot shall have a
fixed duration of pCSMASlotLength.
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‘ CSMA slotn = CSMA slot n+1 |
-t Lt >
pCCATime pCSMAMACPHYTime pCCATIme pCSMAMACPHYTime
T T T T
Start of CSMA CCA result Start of CSMA CCA Start of CSMA
slotn = Ildle slot n+1 result slot n+2
Node 1: Node 1: Node 1: Node 1: = Busy
Backoff counter Backoff counter MAC transfers ~ PHY transfers
=1 and is unlocked decrements to 0 a frame to PHY  the frame to air
Node 2: Node 2: Node 2: Node 2: Node 2:
Backoff counter Backoff counter Backoff counterMAC transfers PHY transfers no
=2 and is unlocked decrements to 1 is locked at 1no frame to PHY  frame to air

Figure 71 —CSMA slot structure

If the back-off counter reaches zero in the current CSMA slot, the node shall have obtained a contended
allocation that starts at the end of the current CSMA slot and ends at or by the end of the current RAP or
CAP. Figure 72 illustrates how to start and use contended allocations based on CSMA/CA.

Slot = CSMA slot ~ SIFS = pSIFS
F1 = frame transaction initiated by node 1 in a contended allocation (e.g., a data type frame and an |-Ack frame with pSIE& in\between)
Tf = time required to complete F1

Backoff counter decrements

LI AR N2 RSN
RAP1 CAP RAP2
2 ‘L’|<£|‘£| 1 2 ‘£|Q|Q<£‘ 2 @|tﬁi e ACEEEEECERS
o 12]2]8) | I EEE o 1212} o 12]2]12]12]2]|2]2]8]
T o X
Data Backoff No enough time is Backoff Backoff Backoff
arrives counter (= 0) left; backoff counter counter (= 0) counter (= 8) counter (= 0)
(= 2) is locked. is unlocked
CW = CWmin = 8; Contention fails 1" time. Backoff Backoff Contention fails 2™ time. Contention succeeds.
backoff counter is set CW is not changed; counter (= 5) counter (= 2) CW = 16 (doubled); CW is reset to CWmin;
to 3 over[1, CW]and  backoff counter is reset to is unlocked is unlocked.  backoff counter is reset  backoff counter is reset to 2
unlocked. 5 over [1, CW] and locked. to 8 over [1,CW] and over [1, CW] and locked
locked

Figure 72 —CSMA/CA lllustration

6.5.1.2 Using a contended allocation

A node may transmit a frame for which it obtained the contended allocation at the start of the allocation. A
hub shall be ready to receive frames in EAP1, RAP1, EAP2, RAP2, and CAP it provides, accounting for an
appropriate guard time

After receiving an expected acknowledgment frame, in the current contended allocation the node may
retransmit an olduframe or transmit a new frame, with a UP not lower than the UP used to obtain the current
contended alloeation, pSIFS after the end of the acknowledgment frame. After sending a frame with the
Ack Policy, ficld of the MAC header not set to I-Ack or B-Ack, in the current contended allocation the node
may retranSmit the previous frame or transmit a new frame with a UP not lower than the UP used to obtain
the allocation, pSIFS or pMIFS as appropriate after the end of the previous frame. However, after failing to
reeeive an expected acknowledgment frame, the node shall not retransmit an old frame or transmit a new
frame in the current contended allocation.

The node shall end its transmission in the allocation such that the last transmission in the allocation

completes by the end of the allocation.

The node shall not send more than mCSMATxLimit management or data type frames in a contended
allocation.
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6.5.1.3 Modifying a contended allocation

The node shall not modify a contended allocation to a different location without performing another
instance of CSMA/CA.

6.5.1.4 Endlng a contended allocation

A node may at any time end a contended allocation by not following with another frame transmission in the
allocation.

A node shall treat a contended allocation to have been ended after failing to receive an expected
acknowledgment frame in the allocation.

A node may start a new contended allocation procedure as specified in 6.5.1 to obtain anéther contended
allocation.

6.5.2 Slotted Aloha access

To employ slotted Aloha access, a node shall maintain a CP to determine)if it obtains a new contended
allocation in an Aloha slot as described in 6.5.2.1.

6.5.2.1 Starting a contended allocation

To obtain a new contended allocation for the transmission’or retransmission of a frame of user priority UP
or higher, a node shall set its CP as follows.

— If the node did not obtain any contended, allocation previously, it shall set the CP to CPmax[UP].

— If the node succeeded, i.e., if the\node received an expected acknowledgment, I-Ack or B-Ack
frame, to its last frame transmission, in the last contended allocation it had obtained, it shall set the
CP to CPmax[UP].

— If the node transmitted\a-frame requiring no acknowledgment, late acknowledgment, or group
acknowledgment at the.end of its last contended allocation, it shall keep the CP unchanged.

— If the node failed,\i-e., if the node did not receive an expected acknowledgment to its last frame
transmission,. in the last contended allocation it had obtained,

1) it shall keep the CP unchanged if this was the mth time the node had failed consecutively,
where’m is an odd number;

2)~.at shall halve the CP if this was the nth time the node had failed consecutively, where n is an
even number.

=-( If halving the CP would make the new CP smaller than CPmin[UP], the node shall set the CP to
CPmin[UP].

With the CP set to CP as stated above, the node shall have obtained a contended allocation delimited by the
CurTent Aot stotif 7=¢€ ST, i

random from the interval [0, 1]. Each Aloha slot shall be of equal length predetermined to be
pAlohaSlotLength as shown in Figure 73.
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Aloha slot (pAlohaSlotLength)

Y

data/management type frame transmission time pSIFS + pExtralFS I-Ack frame transmission time

Figure 73 —Aloha slot structure

An Aloha slot available to the node for contention shall start at the beginning of a RAP or CAP if UP < 7

(i.e., not for an emergency according to Table 18), or after the start of an EAP, RAP, or CAP if UP =7 (i.e.,
for an emergency). Successive Aloha slots may be available to the node for contention if they are fully
located within the EAP, RAP, or CAP. Figure 74 illustrates how to start and use contended allocations
based on slotted Aloha access.

F1 = frame transaction initiated by node 1 in a contended allocation (e.g., a management type frame and an |-Ack frame with pSIFS in between)

RAP1 CAP RAP2
Aloha Aloha Aloha Aloha Aloha Aloha Aloha Aloke
slot slot slot slot slot slot slot slot
I F1 1 F1 | F1 I
b — 1
CP =CPmax = 1/2. CP=1/2. CP = 1/2 (unchanged). CP = 1/4 (halved) CP=1/4 CP=1/4 CP'=s1/4. CP is reset to CPmax.
Node 1 does not Node 1 obtains a Node 1 obtains a Node 1 does not Node 1 does  Node 1 does Node 1 obtains a Node 1 does not
obtain a contended allocation contended allocation obtain a not obtain a not obtain a ¢ centefided allocation obtain a
contended and sends a frame and sends a frame contended contended contended and sends a frame contended
allocation. which then fails. which then fails again. allocation. allocation. allocatien, \ ‘which then succeeds. allocation.

Figure 74—Slotted Aloha access illustration

6.5.2.2 Using a contended allocation

A node may transmit a frame for which it obtained the ¢ontended allocation in the allocation. A hub shall
be ready to receive frames in EAP1, RAP1, EAP2\;RAP2, and CAP it provides, accounting for an
appropriate guard time

After receiving an or no expected acknowledgment frame, in the current contended allocation the node may
retransmit an old frame or transmit a new frame, with a UP not lower than the UP used to obtain the current
contended allocation, pSIFS after the end of the acknowledgment frame. After sending a frame with the
Ack Policy field of the MAC headernot set to I-Ack or B-Ack, in the current contended allocation the node
may retransmit the previous frame(ot transmit a new frame with a UP not lower than the UP used to obtain
the allocation, pSIFS or pMIFS as appropriate after the end of the previous frame.

The node shall end itsstransmission in the allocation such that the last transmission in the allocation
completes by the end.ef the allocation.

6.5.2.3 Modifying a contended allocation

The nodevshall not modify a contended allocation obtained in an Aloha slot to a different Aloha slot

without'performing another instance of slotted Aloha access.

6.5.2.4 Ending a contended allocation

A node may at any time end a contended allocation by not following with another frame transmission in the
allocation.

A node may start a new contended allocation procedure as specified in 6.5.2.1 to obtain another contended
allocation in a different Aloha slot.
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6.6 Improvised access and unscheduled access

A hub may employ improvised access

— as an independent access method to send polls or posts on a best-effort basis, without advance
reservation and assignment via Connection Request and Connection Assignment frames:

— as a supplemental access method to scheduled access and unscheduled access to send additional
polls and posts outside scheduled allocations and unscheduled bilink allocations; and

— as an enabling access method for scheduled-polling access and unscheduled access to send polls\or
posts inside scheduled bilink allocations and unscheduled bilink allocations.

A hub and a node that support unscheduled access as indicated in their last exchanged MAC Capability
field may employ unscheduled access to initiate frame transactions in a downlink and/or uplink on a best-
effort basis, with advance reservation and tentative assignment via Connection Request and Connection
Assignment frames. To support unscheduled access in beacon or non-beacon mode{with superframes, a
node shall be always active during time intervals wherein polls and posts are allowed<4e’ be sent.

6.6.1 Improvised access

As characterized in 6.3, in beacon or non-beacon mode with superframes, a hub may employ improvised
access to send polls and posts to a node without advance notice or dt_previously announced times according
to Table 21 and as illustrated in Figure 75, thus granting polled-Of_ posted allocations in any access mode.

A poll is a Poll, T-Poll, I-Ack+Poll, or B-Ack+Poll frathe, whereas a post is a management or data type
frame. A polled or posted allocation is started by a poll-and bounded by an explicit or implicit time interval
that does not reoccur subsequently without the hub invoking another instance of improvised access.
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Table 21 —Polls for improvised access initialization

Beacon or non-beacon mode with superframes (Access Mode = 0)
Mor Poll- Upon sending to a node a Poll, T-Poll, I-Ack+Poll, or B- | Upon receiving from a hub such a frame
D:t: Post | Next | Ack+Poll frame with the fields of the MAC header listed | with the fields of the MAC header listed on
IWindow on the left and set as given below, a hub the left and set as given below, a node
shall gtant to the node a type-I (immediate) polled shall initiate a frame transaction starting
allocation that starts pSIFS thereafter and ends at the end SIFS later. if it supporis tvpe-I pollin
of the allocation slot that is numbered E and located in P P PP ype-ip g
. - . access, if it has management or data typ¢
0 E N | the current beacon period (superframe) for N =0 or in . |
. . frames to send, and if the frame trangaction
the next Nth beacon period (superframe) not counting the . . .
s . and an appropriate guard time fifinfo the
current one for N > 0 (a case possible if no beacon is to .
. . allocation.
be sent in the polled allocation).
shall grant to the node no immediate polled allocation,
but shall send to the node a (future) poll or post at the shall be ready to receiye a poll or post from
start of the allocation slot that is numbered S and located | the hub at the preanhounced time, taking
in the current beacon period (superframe) for F=0orin | into account an‘appropriate guard time,
the next Fth beacon period (superframe) not counting the | unless the (future) poll or post is cancelled
1 S F | current one for F > 0 (a case possible if no beacon is to by an I-Ack) B-Ack, Poll, T-Poll, I-
be sent in the polled allocation), unless the future poll or | Ack+Poll;or B-Ack+Poll frame with the
post is cancelled by an I-Ack, B-Ack, Poll, T-Poll, I- Cangel field of the MAC header set to one
Ack+Poll, or B-Ack+Poll frame with the Cancel field of |that/is subsequently received from the hub
the MAC header set to one that is subsequently sent to before the start of the future poll or post..
the node before the start of the future poll or post.
Non-beacon mode without superframes (Access Mode = 1)
Poll Upon sending to a node a Poll, T-Poll, I- | Upon receiving ffem a hub a Poll, T-Poll, I-Ack+Poll, or B-Ack+Poll frame
P((;st- Ack+Poll, or B-Ack+Poll frame with with the field ofithe MAC header listed on the left and set as given below, a
. the field of the MAC header listed on node that suppotts type-II polling access and has data or management type
'Window .
the left and set as given below, a hub frames to §end
shall grant a type-II (immediate) polled shallisend up to M management or data type frames starting pSIFS later, but
M allocation that starts pSIFS thereafter shall'not send any more frames (except to retransmit the last frame) in the
and in which the node is allowed to send |\elirrent allocation after sending a frame with the Ack Policy field of the
up to M. MAC header sett to [-Ack or B-Ack.
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P = Poll-Post Window

N = Next

P=E1 N=N? P=E2 N=N2 P=E3 N=N3| P=E4 N=N.
s | 5 3 P 3T s = s s
transmits | | ¢ < 2 < 1_3; 2 L < % <

M/D M/D M/D M/D
Node M=1 M=0 M=1 M=1
transmits L=0 = L=1 L=
polled scheduled polled
- : 2 > A
allocation upl[qk polled allocation polled
allocationS—j 5 cation allacation
interval
(a) For immediate polled allocations
M=1A=0 M=1A=0 M=1A=0 M=1 A=0
P=81 N=F1 P=S2 N=F2 P=S3 N=F2 P=S4 N=(F4
Hub ] = ] = M/D wD| [wD
transmits O o la o Qo M=0 o M=1| [m=0
- <[+ - <[+ L=0 L=0| |L=0
M/D M/D i~ |
Node M=1 M=0 2 2
transmits L=1 L=1
polled polled posted posted
allocation allocation allocation allocation

(b) For future polls and posts (aridhimmediate polled allocations)

Figure 75—Example frame transactions for improvised access

6.6.1.1 Polling access

A hub may send polls and grant type-I or type-II polled allocations to a node only if both of them support
polling access of the correspanding type as indicated in their last exchanged MAC Capability field (i.e.,
with Type-I or Type-II Pelling Access field set to one). A hub may send to a node a poll conveying no
polled allocations but afuture poll or post, even if the node does not support polling access, treating the
future poll or post-‘as’ being sent in a posted allocation. A hub may send polls addressed to
Unconnected Broadedst NID, granting type-I or type-II polled allocations as described in 6.4 for
management typeframe transmissions by unconnected nodes without a Connected NID, without regard to
the polling aceess settings in the MAC Capability indicated by the nodes in its BAN.

6.6.1:1.1 Starting a polled allocation

To obtain a polled allocation for initiating a frame transaction with a hub, a node shall set to one the More
Data field of the MAC header of the frame it is transmitting to the hub.

The hub shall send to the node a poll conveying a polled allocation as soon as feasible and according to 6.8.
The hub may send an [-Ack+Poll or B-Ack+Poll frame through a required acknowledgment in an uplink
allocation interval of the node, if the newly granted polled allocation interval extends the existing uplink
allocation interval, as illustrated in Figure 75(a).
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To grant a polled allocation to a node that is not always active, a hub shall send a poll to the node at a
preannounced time as specified in Table 21 or through access continuation or termination as specified in
Table 22 and Table 23.

A hub may send Poll or T-Poll frames to a node that is always active as indicated in the node’s last
transmitted MAC Capability field at times not indicated earlier to the node in any time intervals wherein

SUCIHT fTAmes Ay DE Sent as speciticd i o.3-

6.6.1.1.2 Using a polled allocation

Following the last frame transaction in a polled allocation in beacon or non-beacon mode with supérframe
boundaries, the node may initiate another frame transaction pSIFS later, regardless of whether ifjréceived
the acknowledgment frame if immediate or block acknowledgment was expected, if the eurrent frame
transaction and an appropriate guard time fit into the allocation, and if appropriate as specified,in 6.8.1.

The management or data type frame(s) in any frame transaction may be new or old (vefried), as appropriate.

6.6.1.1.3 Modifying a polled allocation

A hub may modify a polled allocation of a node by sending to the nede within the polled allocation an I-
Ack+Poll or B-Ack+Poll frame that extends the allocation interval, ‘effectively granting a new polled
allocation interval in place of the remaining allocation interval.

A hub shall not cancel a polled allocation granted via a Poll) T-Poll, I-Ack+Poll, or B-Ack+Poll frame by
sending another frame, except for extending the existing polled allocation interval.

6.6.1.2 Posting access

A hub may send posts to a node while grantifrg posted allocations, even if the node does not support polling
access, so long as it has informed the nede of the transmit times of the posts through previously transmitted
frames or if the node has indicated to“be always active in its last transmitted MAC Capability field (i.e.,
with Always Active field set to on€);

6.6.1.2.1 Starting a posted allocation

To obtain a posted allocation for receiving a post from a hub while not in a scheduled downlink or bilink
allocation interval,’a node that is not always active may send to the hub in an uplink allocation interval a
management'ot.data type frame with the Ack Policy field of the MAC header set to I-Ack or B-Ack, thus
enabling thelliub to improvise a future post to the node, through a corresponding I-Ack+Poll or B-Ack+Poll
frame as described in Table 21 and illustrated in Figure 75(b).

Alternatively, the node may send to the hub in an uplink allocation interval a non-Emergency data type
frame without a frame payload and with the Ack Policy, More Data, and Last Frame fields of the MAC
header set to N-Ack, zero, and one, respectively, thus relinquishing the current allocation interval for the
hub to reclaim the interval as described in Table 22 and send a post to the node pSIFS later if appropriate.

After receiving such a data type frame from the node, the hub should send to the node a post, if any, pSIFS
later. The node should be ready to receive an expected post from the hub at this time.
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To send to a node that is not always active a post in a posted allocation, a hub shall send a poll to the node
at a preannounced time as specified in Table 21 or through access continuation or termination as specified
in Table 22 and Table 23

A hub may send posts to a node that is always active or supports unscheduled access at times not indicated
earlier to the node in any time intervals wherein posted allocations may be granted as specified in 6.3.

6.6.1.2.2 Using a posted allocation

Following the last frame transaction in a posted allocation, a hub may initiate another frame transaction
pSIFS later, regardless of whether it received the acknowledgment frame if immediate or\block
acknowledgment was expected, if the current frame transaction and an appropriate guard time fit into the
allocation, and if appropriate as specified in 6.8.2.

The management or data type frame(s) in any frame transaction may be new or old (retriéd), as appropriate.

A node shall transmit an I-Ack or B-Ack frame, when required, pSIFS after the end*\0fthe previous frame it
received in a posted allocation.

If a node does not receive any required I-Ack, B-Ack, I-Ack+Poll, or B-Aeck+Poll frame in a scheduled
uplink allocation interval of its own, it should be ready to receive a,post from the hub at the end of the
allocation interval accounting for an appropriate guard time, if it has no other frame transmission or
reception pending. It may be in inactive state from mTimeOutafter the end of the PHY preamble of the
expected post if at this time it has not received any portion (such.as a PHY preamble) of a frame, unless it
has other frame transmission or reception pending.

6.6.1.2.3 Modifying a posted allocation

A hub may modify a posted allocation of a nede by initializing another frame transaction with the node as
described in 6.6.1.2.1, effectively extending\the remaining posted allocation interval.

A hub may cancel a future poll or postiannounced earlier for a node by subsequently sending to the node a
Poll, T-Poll, I-Ack+Poll, or B-Ack*Poll frame or an I-Ack or B-Ack frame (further specified in 6.8.1), with
the Cancel field of the MAC header set to one, before the start of the future poll or post, as illustrated in
Figure 76. After announcing a future poll or post for a node, a hub may cancel or retain that future poll or
post while announcing another or no future poll or post for the node.

A node shall treat a‘\future poll or post announced earlier for it as cancelled upon receiving a Poll, T-Poll, I-
Ack+Poll, or B{Ack+Poll frame or an I-Ack or B-Ack frame (further specified in 6.8.1), with the Cancel
field of the MAQ header set to one, as illustrated in Figure 76.
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M/D = management or data type frame data = data type frame
Ack = |-Ack or B-Ack frame Ack+Poll = I-Ack+Poll or B-Ack+Poll frame  Poll = Poll or T-Poll frame
M = More Data L =Last Frame A =Access Mode P = Poll-Post Window N =Next C = Cancel

M=1|A=O M=1A=0 M=1|A=0 M=1|A=O M=0
P=S1 N=F1 p=sz N=Fz [Cancels P=S2 N=F2 p=S3 N=Fz A=0|Cancels
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- 1 -
ﬂ:r?smits G 5|2 3|8 158 M[D S G 58 S 5%
<3  |Fle = V55 o <% < [k
1 1
data| [data v M/D M/D
Node M=1 M=1 g M=1 M=0
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scheduled uplink cheduled downlin| polled
allocation interval Nallocation interval allocation
cheduled bilink allocation interyall
(a) Cancellation with replacement and cancellation without replacement
> ™ ’
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transmits L=0f [L=1 L=0 = L=
scheduled uplink cheduled bilin polled
allocation interval llocation interv. allocation

(b) No cancellation with addition. and no cancellation without addition

Figure 76 —Example cancellations-or no cancellations of future polls and posts

6.6.2 Unscheduled access

As indicated in 6.3, in any access mode, a node that supports unscheduled access as indicated in its last
transmitted MAC Capability field and a hub may employ unscheduled access to obtain unscheduled bilink
allocations and polled‘and posted allocations therein.

In beacon or nen-beacon mode with superframes, unscheduled bilink allocations may be 1-periodic/round-
robin or m-periodic allocations, except that a node shall not have both 1-periodic and m-periodic
allocationsyin the same BAN. In non-beacon mode without superframes, unscheduled bilink allocations
may ofilyzbe round-robin.

Todave a 1-periodic/round-robin unscheduled bilink allocation, which has one or more allocation intervals
occurring in every beacon period (superframe) on a best-effort basis or occurring in round robin along with
the allocation intervals of other 1-periodic unscheduled bilink allocations, a node shall treat all beacon
periods (superframes) as its wakeup beacon periods (superframes), as illustrated in Figure 77(al) through

Figure 77(a5).

To have an m-periodic allocation, which has one or more allocation intervals occurring in every m > 1
beacon periods (superframes) on a best-effort basis, the node shall treat the beacon periods (superframes)
containing its tentatively assigned allocation intervals as its wakeup beacon periods (superframes), as
illustrated in Figure 77(b1) through Figure 77(b3).
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Figure 77 —Example unscheduled bilink allocations
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6.6.2.1 Starting unscheduled bilink allocations

To obtain one or more new unscheduled bilink allocations, a node shall send a Connection Request frame
to the hub when permitted to do so, setting the Requested Wakeup Period field in the frame to one for 1-
periodic or round-robin allocations and to m > 1 for m-periodic allocations in beacon or non-beacon mode
with superframes, or keeping the Requested Wakeup Phase and Requested Wakeup Period fields reserved

T TION-DEacoI Mode WItTout SUPCTITraImes. 1ne nodce shall ciude the IOllOWiIlg T the frame:

—  Type-I Unscheduled Bilink Request IE if its hub is operating on beacon or non-beacon mode with
superframes; or

—  Type-II Unscheduled Bilink Request IE if its hub is operating on non-beacon mode without
superframes.

In either IE, the Minimum Length and Allocation Length fields, or the Nominal Allecation Length
Requested and Maximum Allocation Length Requested fields, when present, shall have fighzero values.

To grant unscheduled bilink allocations, i.e., best-effort scheduled bilink allocation$, réquested by the node
or initiated by itself, a hub shall send a Connection Assignment frame to the node, including the following:

—  Type-I Unscheduled Bilink Assignment IE if the hub is operating.on beacon or non-beacon mode
with superframes; or

—  Type-II Unscheduled Bilink Assignment IE if the hub is operating on non-beacon mode without
superframes.

In either IE, the Interval Start and Interval End fieldsjvor the Minimum Allocation Length Assigned,
Nominal Allocation Length Assigned, and Maximum ‘AHocation Length Assigned fields, may be all set to
zero to convey no unscheduled bilink assignment, et“some of them may be set to nonzero values to convey
a tentative bilink assignment.

6.6.2.2 Using unscheduled bilink allocations

Upon successfully sending the«Connection Assignment frame granting the node unscheduled bilink
allocation intervals, the hub sHould provide the node with the following:

— Unscheduled bilink allocation intervals in each of the node’s wakeup beacon periods (superframes),
as defined by,the values of the Interval Start and Interval End fields, if the hub is operating in
beacon ornon-beacon mode with superframes, as illustrated in Figure 77(al) and Figure 77(b1); if
this is@etpossible, then

— Unschieduled bilink allocation intervals in each of the node’s wakeup beacon periods (superframes),
as«defined by the values of the Interval Start and Interval End fields but shifted in the same beacon
period (superframe), if the hub is operating in beacon or non-beacon mode with superframes, as
illustrated in Figure 77(a2) and Figure 77(b2); if this is not possible, then

— Unscheduled bilink allocation intervals in each of the node’s wakeup beacon periods (superframes),
as defined by the values of the Interval Start and Interval End fields but shifted in the same beacon

period-(superframe)-and reducedorexpanded-in-length.if the hub is operating in beacon-ornon
r r t=J

beacon mode with superframes, as illustrated in Figure 77(a3) and Figure 77(b3); if this is not
possible for 1-periodic allocations, then

— Unscheduled bilink allocation intervals, as defined by the values of the Interval Start and Interval
End fields, not necessarily occuring in every beacon period (superframe) but reoccuring across
beacon periods (superframes) in round robin, i.e., sequentially along with the unscheduled bilink
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allocation intervals of the other assigned 1-periodic unscheduled bilink allocations of this node and
other connected nodes, if the hub is operating in beacon or non-beacon mode with superframes, as
illustrated in Figure 77(a4); or

— Unscheduled bilink allocation intervals, as defined by the values of the Minimum Allocation
Length Assigned, Nominal Allocation Length Assigned, and Maximum Allocation Length
Assigned fields, and reoccuring over time in round robin, ie. sequentially along with the

unscheduled bilink allocation intervals of the other assigned unscheduled bilink allocations of this
node and other connected nodes, if the hub is operating in non-beacon mode without superframes,
as illustrated in Figure 77(a5).

To provide the node with an unscheduled bilink allocation interval, at the start of the allocation interyal,)the
hub may initiate a frame transaction with the node, or the hub may send to the node a poll granting a polled
allocation for the node to initiate one or more frame transactions, as illustrated in Figure 78. The'node shall
not initiate a frame transaction, until it receives a Poll or T-Poll frame, in an unscheduled bilink allocation
interval. The recipient, the node or the hub, shall be ready to receive the frames transmitted by the sender
and return appropriate frames during the provided unscheduled bilink allocation interydls,

In the remaining provided unscheduled bilink allocation interval, pSIFS after"the end of the preceding
frame transaction initiated by the hub or after the end of the preceding pollgdrallocation interval, the hub
may initiate one or more frame transactions with the node, or the hub may\send to the node another poll
granting a polled allocation for the node to initiate one or more frame“transactions therein. However, the
hub shall not continue its transmission to the node in a provided unseheéduled bilink allocation interval after
sending to the node mUnscheduledNoResponseLimit consecutive frames each requiring a response but
receiving no response from the node, thus effectively relinquishing and reclaiming the allocation interval.

Frame transactions with the hub, including acknowledgment frames if required, shall fit in the provided
unscheduled bilink allocation intervals, accounting forcanyappropriate guard time.

Polled Polled Polled allocation
allocation allocation

Hub w Data o Dat: In

’ Be P GT | Data tl GT M@ Datal . L .| |Data
transmits |B| | L 3l W || 5 g g | frace J) g 8] Ao

Data ; Patal Data ; Datal Data) 3 GT
Nodes oo P ] e g 1-Ack) 1-Ack) g <
transmit Ack) | [ Ack)
Unscheduled bilink allGcation interval Unscheduled bilink allocation irterval

Figure 78 —Example frame transactions in unscheduled bilink allocation intervals

6.6.2.3 Modifying‘uhscheduled bilink allocations

A node may medify existing unscheduled bilink allocations by sending another Connection Request frame
specifying-the new requirements for the allocations of the same Allocation ID values. The hub shall treat
this request as a new one, except that it shall set the Connection Change Indicator field in its responding
Conneetion Assignment frame with reference to the last Connection Assignment frame it sent to the node.
Iavparticular, if the hub rejects the modifications but maintains the existing allocations, it shall respond with
a Connection Assignment frame with the Connection Change Indicator field set to zero and the other fields
kept to the respective values contained in the last Connection Assignment frame sent to the node.

A hub may, but should not where possible, modify unscheduled bilink allocations of a node on its own by
sending the node an unsolicited Connection Assignment frame specifying the new tentative assignments of
those allocations, setting the Connection Change Indicator field in the frame with reference to the last
Connection Assignment frame it sent to the same node.
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6.6.2.4 Aborting unscheduled bilink allocations

A node or a hub shall treat an existing unscheduled bilink allocation to have been aborted after failing to
receive any frame in the last mUnscheduledAllocationAborted assigned allocation intervals of the
allocation if the hub is operating in beacon or non-beacon mode with superframes, or in the last
mUnscheduledAllocationAborted seconds if the hub is operating in non-beacon mode without superframes.

Subsequentty, the b Ay Tectaim e unscheduied bitiik attocation by 10T Providing e node Wittt e
corresponding unscheduled bilink allocation intervals.

A node or a hub should transmit at least one frame requiring an immediate return of a frame, such as anI-
Ack or B-Ack frame, or a poll if applicable, in every allocation interval of a provided unscheduled bilink
allocation so as to reduce the chance of experiencing an abortion of the unscheduled bilink allocations

A node and a hub may start a new unscheduled bilink allocation procedure as specified~in_6.6.2.1 to
reinstate their lost unscheduled bilink allocations or obtain their replacements.

6.6.2.5 Ending unscheduled bilink allocations

A node may at any time end unscheduled bilink allocations by sending amodified Connection Request
frame that contains Allocation Request fields with the Allocation ID figlds\identifying those allocations,
and with the corresponding Minimum Length and Allocation Length) fields set to zero, or with the
Minimum Allocation Length Requested, Nominal Allocation LengthRequested, and Maximum Allocation
Length Requested fields set to zero.

A hub may, but should not where possible, at any time end@any“unscheduled bilink allocations of a node by
sending the node a modified Connection Assignment franie, that contains Allocation Assignment fields with
the Allocation ID fields identifying those allocations, and'with the Interval Start and Interval End fields set
to zero, or with the Minimum Allocation Length Assigned, Nominal Allocation Length Assigned, and
Maximum Allocation Length Assigned fields set*to-zero.

6.7 Scheduled access and scheduled-polling access

As outlined in 6.3, in beacon erhon-beacon mode with superframes but not in non-beacon mode without
superframes, a node and a hub-may employ scheduled access to obtain scheduled uplink allocations and
scheduled downlink allo¢ations, and may employ scheduled-polling access to obtain scheduled bilink
allocations and polled~and posted allocations therein. Scheduled uplink allocations, scheduled downlink
allocations, and sch€duted bilink allocations, which are collectively referred to as scheduled allocations,
may be 1-periodie, of m-periodic allocations, except that a node shall not have both 1-periodic and m-
periodic allocations in the same BAN.

To havedaI=periodic allocation, which has one or more allocation intervals spanning the same allocation
slots ihvevery beacon period (superframe), a node shall treat all beacon periods (superframes) as its wakeup
beacon periods (superframes), as illustrated in Figure 79(a).

To have an m-periodic allocation, which has one or more allocation intervals spanning the same allocation
slots in every m > 1 beacon periods (superframes), a node shall treat the beacon periods (superframes)
containing its allocation intervals as its wakeup beacon periods (superframes), as illustrated in Figure 79(b)
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Figure 79 —Example scheduled uplink, downlink, and bilink allocations

6.7.1 Starting scheduled allocations

To obtain one or more new scheduled allocations, a node shall send a €annection Request frame to the hub
when permitted to do so, setting the Requested Wakeup Period fi€ld in the frame to one for 1-periodic
allocations and to m > 1 for m-periodic allocations. The node shdll ificlude in the frame the following:

—  Uplink Request IE if scheduled uplink allocations.are needed;
— Downlink Request IE if scheduled downlink allocations are needed; and

— Bilink Request IE if scheduled bilink allocations are needed.

In these IEs, the Minimum Length and Allocation Length fields, when present, shall have nonzero values.

To grant scheduled allocations, requested by the node or initiated by itself, a hub shall send a Connection
Assignment frame to the node, includling the following:

—  Uplink Assignment [E"if scheduled uplink allocations are granted;
— Downlink Assignment IE if scheduled downlink allocations are granted; and

— Bilink Assignrhent IE if scheduled bilink allocations are granted.

6.7.2 Using'scheduled allocations

Upondeceiving the Connection Assignment frame granting it scheduled uplink allocation intervals, the
nodeé may initiate a frame transaction with the hub at the start of each of the allocation intervals, as
illustrated in Figure 80, if the frame transaction and an appropriate guard time fit into the current allocation
interval. The hub shall be ready to receive the frames transmitted by the node, taking into account an
appropriate guard time, during these allocation intervals.

Upon successfully sending the Connection Assignment frame granting the node scheduled downlink
allocation intervals, the hub may initiate a frame transaction with the node at the start of each of the
allocation intervals, as also illustrated in Figure 80, if the frame transaction and an appropriate guard time
fit into the current allocation interval. The node shall be ready to receive the frames transmitted by the hub,
taking into account an appropriate guard time, during these allocation intervals.
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Upon successfully sending the Connection Assignment frame granting the node scheduled bilink allocation
intervals, at the start of each of the allocation intervals, the hub may initiate a frame transaction with the
node, if the frame transaction and an appropriate guard time fit into the current allocation interval.
Alternatively, the hub may send to the node a poll granting a polled allocation for the node to initiate one or
more frame transactions, as illustrated in Figure 81, if the poll and the polled allocation fit into the current
bilink allocation interval. The hub shall send a Poll or T-poll frame granting an immediate polled allocation

to-the Trode withim cach scheduted - bitimkattocatiom mtervat;, umiessthe Tode imdicates Tt as o more data to
send. The poll should be a Poll frame if it is sent at the start of a scheduled bilink allocation interval. The
node shall not initiate a frame transaction, until it receives a Poll or T-Poll frame, in a bilink allocation
interval. The recipient, the node or the hub, shall be ready to receive the frames transmitted by the sender,
taking into account an appropriate guard time, during these allocation intervals.

Following a frame transaction in a scheduled uplink or downlink allocation interval, the node ot the hub,
respectively, may initiate another frame transaction pSIFS later as also illustrated in Figure 80, régardless
of whether it received an acknowledgment frame if immediate or block acknowledgment is@xpected, if the
current frame transaction and an appropriate guard time fit into the allocation interval, add if appropriate as
specified in 6.8.1 and 6.8.2, respectively.

Following a frame transaction in a posted allocation, or the final frame transaction jin a polled allocation, of
a scheduled bilink allocation interval, the hub may initiate another frame¢transaction or send a poll
providing an or no immediate polled allocation pSIFS later as also illustrated in Figure 81, if the frame
transaction and an appropriate guard time, or if the poll and the polled dllgcation (if any), fit into the bilink
allocation interval.

The management or data type frame(s) in any frame transaction.may be new or old (retried), as appropriate.

: : Y (ot S0Py Pa fpate | P | bt | 2

2 2 \I/ \I/ \I/ 2 Ack) | | Ack) (HAck) Ack) (L-Ack) Ack)
Nodes | [patal  [Pa [Pl D | et [octe : g 1 7ot
transmit ASK) Ack) | [ Ack) AN ag | [ A 2 E E

Scheduled uplink allocation interval Scheduled downlink allocation interval

Figure 80 —Example frame transactions in scheduled uplink/downlink allocation intervals
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Figure'81 —Example frame transactions in scheduled bilink allocation intervals

6:7/3 Modifying scheduled allocations

A node may modify existing scheduled allocations by sending another Connection Request frame
cpm‘iﬁ/ing the new rer}niﬂnmpnfc for the allocations of the same Allocation ID values The hub shall treat

this request as a new one, except that it shall set the Connection Change Indicator field in its responding
Connection Assignment frame with reference to the last Connection Assignment frame it sent to the node.
In particular, if the hub rejects the modifications but maintains the existing allocations, it shall respond with
a Connection Assignment frame with the Connection Change Indicator field set to zero and the other fields
kept to the respective values contained in the last Connection Assignment frame sent to the node.
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A hub may, but should not where possible, modify scheduled allocations of a node on its own by sending
the node an unsolicited Connection Assignment frame specifying the new assignments of those allocations,
setting the Connection Change Indicator field in the frame with reference to the last Connection
Assignment frame it sent to the same node.

[ 0.7.4 Aborting scheduled alfocations

A node or a hub shall treat an existing scheduled allocation to have been aborted after failing to receive any,
frame in the last mScheduledAllocationAborted allocation intervals of the allocation. Subsequently, the hub
may reclaim the aborted scheduled allocation.

A node or a hub shall not exchange frames with each other in their aborted scheduled allocation.

A node or a hub should transmit at least one frame requiring an immediate return of a fram¢;such as an I-
Ack or B-Ack frame, or a poll if applicable, in every allocation interval of a scheduled¢allocation so as to
reduce the chance of experiencing an abortion of the scheduled allocation.

A node and a hub may start a new scheduled allocation procedure as specified in 6)7.1 to reinstate their lost
scheduled allocations or obtain their replacements.

6.7.5 Ending scheduled allocations

A node may at any time end scheduled allocations by sending a»modified Connection Request frame that
contains Allocation Request fields with the Allocation ID fields identifying those allocations, and with the
corresponding Minimum Length and Allocation Length fi¢lds set to zero.

A hub may, but should not where possible, at any tilme end any scheduled allocations of a node by sending
the node a modified Connection Assignment frame that contains Allocation Assignment fields with the
Allocation ID fields identifying those allocations, and with the Interval Start field set to 255 and the
Interval End field set to zero.

A node or a hub shall not exchange frames with each other in their ended scheduled allocation.

6.8 Access continuation, termination, and timeout

A node or a hub shall freat the access rules specified in Table 22 and Table 23 of this subclause for the
continuation, tepfination, and timeout of frame transmissions and receptions within an obtained uplink or
downlink allp€ation interval as supplementary to, but not a substitute of, those provided in 6.5, 6.6, and 6.7
for obtainiig-and using an allocation interval.

In partictlar, in setting the More Data and Last Frame fields of the MAC header of a management or data
type, frame to be sent, a node or a hub shall determine first if it may initiate another frame transaction in the
current allocation interval according to 6.5, 6.6, and 6.7.

An uplink allocation interval is a contended, polled, or scheduled uplink allocation interval. A downlink

allocation—inter: nosted—o hed d—douvmlin A on = bilin A olR—aters

comprises polls, polled allocation intervals (started by polls), and/or posted allocation intervals (started by
posts).
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6.8.1 In an uplink allocation interval

Table 22 —Access continuation, termination, and timeout in uplink allocation interval

After sending to a hub a management or data type frame with the Ack Policy field of the

More Last Frame | MAC header not set to I-Ack or B-Ack, and with the More Data and Last Frame fields of the

Data

MAC header set as given below, a node,

having indicated no more data or management type frames waiting for transmission, other
0 0 than a potential current frame retransmission, in the current allocation interval, shall not
transmit another frame, but may retransmit the current frame, to the hub pSIFS or pMIFS
later as appropriate, thus relinquishing the current allocation interval if not retransmitting,

having indicated data or management type frame(s) waiting for transmission or
1 0 retransmission in the current allocation interval, should transmit or retransmit a frame’to the
hub pSIFS or pMIFS later as appropriate.

having indicated no more data or management type frames waiting for trafsmission in the
current allocation interval, other than a potential frame retransmission in‘afiext allocation
interval, shall not transmit or retransmit a frame to the hub pSIFS ot pMIFS later, thus
relinquishing the current allocation interval.

having indicated data or management type frame(s) waiting fOf tfansmission or
retransmission not in the current but a next allocation intgfval, shall not transmit or retransmit
1 1 a frame to the hub pSIFS or pMIFS later, most likely due to not enough time remaining in the
current allocation interval for completing another frame transaction plus an appropriate guard
time, thus relinquishing the current allocation interval.

After receiving from a node a management®r\data type frame with the Ack Policy field of the
Last Frame | MAC header not set to I-Ack or B-Ack, 4nd With the More Data and Last Frame fields of the
MAC header set as given below, a hub,

More
Data

expecting no data or management type frame(s) waiting for transmission, other than a
potential current frame retransmission, from the node in the current allocation interval, shall
0 0 be ready to receive the expected frame pSIFS or pMIFS later as appropriate, but may reclaim
the current allocation interval mTimeOut after the end of the PHY preamble of the expected
frame if at this time it ha$hot received a PHY preamble of a frame.

expecting data or,hanagement type frame(s) waiting for transmission or retransmission from
1 0 the node in the curfent allocation interval, shall be ready to receive the expected frame(s)
pSIFS or pMIES later as appropriate and in the remaining allocation interval.

expecting.no more data or management type frames waiting for transmission from the node in
0 1 the gurrent allocation interval, other than a potential current frame retransmission from the
node in a next allocation interval, may reclaim the current allocation interval.

expecting data or management type frame(s) waiting for transmission or retransmission from
1 1 the node not in the current but a next allocation interval, may reclaim the current allocation
interval.
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Table 22—Access continuation, termination, and timeout in uplink allocation interval
(continued)

After sending to a hub a management or data type frame with the Ack Policy field of the
MAC header set to I-Ack or B-Ack, and with the More Data and Last Frame fields of
More Data| Last Frame | the MAC header set as given below, and receiving from the hub an or no expected I-Ack
or B-Ack frame (or I-Ack+Poll or B-Ack+Poll frame with the More Data field of the

MACHeader-settoome T beac t te-wrtt f1 t
IVIAACT TIT UIT UT TIUIT=0CACUIT TITOUCU WILUI bupclllalllcb}, d llUuU,

having indicated no more data or management type frames waiting for transmission,
other than a potential current frame retransmission, in the current allocation interval,
shall not transmit another frame, but may retransmit the current frame, to the hub pSIES
later, thus relinquishing the current allocation interval if not retransmitting.

in beacon or non-beacon mode with superframe boundaries, having indicated data or
management type frame(s) waiting for transmission or retransmission in the-current
allocation interval, should transmit or retransmit a frame to the hub pSIFSJdtet;

1 0 in non-beacon mode without superframes, having indicated data or mmanagement type
frames waiting but not allowed for transmission, and a potential currént frame
retransmission, in the current allocation interval, shall not transfmit ahother frame, but
may retransmit the current frame, to the hub pSIFS later, thus\relihquishing the current
allocation interval if not retransmitting.

having indicated no more data or management type franies waiting for transmission in
the current allocation interval, other than a potentiahcurrent frame retransmission, in a
next allocation interval, shall not transmit or retransmit a frame to the hub pSIFS later,
thus relinquishing the current allocation interval.

having indicated data or management type frame(s) waiting for transmission or
retransmission not in the current but.a next allocation interval, shall not transmit or

1 1 retransmit a frame to the hub pSIFSYater, most likely due to not enough time remaining
in the current allocation interval for completing another frame transaction plus an
appropriate guard time, thus relifiquishing the current allocation interval.

After receiving from a node a management or data type frame with the Ack Policy field
of the MAC header set\to I-Ack or B-Ack, and with the More Data and Last Frame
Last Frame | fields of the MAC header set as given below, and sending to the node a required [-Ack
or B-Ack frame-~(or [-Ack+Poll or B-Ack+Poll frame with the More Data field of the
MAC header(sét to one in beacon or non-beacon mode with superframes), a hub,

More
Data

expecting'fio data or management type frame(s) waiting for transmission, other than a
poteritial current frame retransmission, from the node in the current allocation interval,
0 0 shallbe ready to receive the expected frame pSIFS later, but may reclaim the current
allocation interval mTimeOut after the end of PHY preamble of the expected frame if at
this time it has not received a PHY preamble of a frame.

in beacon or non-beacon mode with superframe boundaries, expecting data or
management type frame(s) waiting for transmission or retransmission from the node in
the current allocation interval, shall be ready to receive the expected frame(s) pSIFS
later and in the remaining allocation interval;

in non-beacon mode without superframes, expecting data or management type frame(s)
waiting but not allowed for transmission, and a potential current frame retransmission,
from the node in the current allocation interval, pSIFS later the hub shall be ready to
receive the expected frame, but may reclaim the current allocation interval mTimeOut
after the end of the PHY preamble of the expected frame if at this time it has not
received a PHY preamble of a frame.

expecting no more data or management type frames waiting for transmission from the

node 1n the current allocation interval, other than a potential current frame
retransmission from the node in a next allocation interval, may reclaim the current
allocation interval.

expecting data or management type frame(s) waiting for transmission or retransmission
1 1 from the node not in the current but a next allocation interval, may reclaim the current
allocation interval.
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Table 22—Access continuation, termination, and timeout in uplink allocation interval
(continued)

More After sending to a node an expected I-Ack or B-Ack frame with the More Data field of the MAC header
Data set as given below, a hub,

having indicated no frames waiting for transmission to the node, should not transmit to the node, but may

fransmit to another node as appropriate, a poll or post, (a) pSIFS atter the current allocation interval 1S
0 reclaimed if appropriate, or else (b) after the current allocation interval is ended, unless indicated
otherwise by another frame received from or sent to the node before the current allocation interval is
reclaimed or ended; nor should transmit to the node a future poll or post announced earlier (if any).

having indicated frame(s) waiting for transmission or retransmission to the node, shall send to the nodesa
poll or post (a) pSIFS after the current allocation interval is reclaimed if appropriate or else (b) aftéx, the
current allocation interval is ended, unless indicated otherwise by another I-Ack or B-Ack frange sént to
the node before the current allocation interval is reclaimed or ended.

More After receiving from a hub a required I-Ack or B-Ack frame with the More Data field,of the MAC header
Data set as given below, a node,

expecting no more frames waiting for transmission from the hub, may be in inactiye state in the
remaining allocation interval, if it is not to send another frame to the hub pSIFS\later (as indicated by the
preceding frame with the More Data field set to zero or the Last Frame fi¢ld set to one in any access

0 mode, or with the More Data field set to one and the Last Frame field sét'to"zero in non-beacon mode
without superframes), or unless it is to send another frame to the hub\pSIFS later (as indicated by the
preceding frame with the More Data field set to one and the Last\Frame field set to zero) in beacon or
non-beacon mode with superframes; and may be in inactive state at the time announced earlier from the
hub for sending a future poll or post to the node (if any), given-that the future poll or post is cancelled.

expecting frame(s) waiting for transmission or retransmission from the hub, shall be ready to receive a
poll or post from the hub (a) pSIFS after the current allocation interval is reclaimed if appropriate or else
(b) when the current allocation interval is ended taking into account an appropriate guard time, but may
1 be in inactive state in the remaining allocation thterval from mTimeOut after the end of the PHY
preamble of the expected poll or post if at thig’time it has not received any portion of a frame. However,
the node shall continue to be ready to receive frames in a scheduled bilink allocation interval unless the
node and the hub have both indicated no,more frames to transmit.

More After sending to a node a Poll, T=Poll, [I-Ack+Poll, or B-Ack+Poll frame with the More Data field of the
Data MAC header set as given belows a hub,

having granted an immediate polled allocation to the node, expecting one or more frames sent from the
node, shall be ready tosreecive the expected frame(s) pSIFS later, but may reclaim the current allocation
interval mTimeOut aftér the end of the PHY preamble of the expected frame if at this time it has not
received a PHY, preamble of a frame. However, if the polled allocation interval extends from within an
existing uplink-allocation interval of the node, the hub may reclaim only the extended portion of the
polled allo¢ation interval.
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6.8.2 In a downlink allocation interval

Table 23 —Access continuation, termination, and timeout in downlink allocation interval

After sending to a node a management or data type frame with the Ack Policy field of

More Data| Last Frame | the MAC header not set to I-Ack or B-Ack, and with the More Data and Last Frame
fields of the MAC header set as given below, a hub,

having indicated no more frames waiting for transmission to the node, other than a
potential current frame retransmission, in the current allocation interval, shall not

0 0 transmit another frame, but may retransmit the current frame, to the node pSIFS ot
pMIFS later as appropriate, thus relinquishing and reclaiming the current allocation
interval if not retransmitting.

having indicated frame(s) waiting for transmission or retransmission to-the node in the
1 0 current allocation interval, shall transmit or retransmit a frame to the node pSIFS or
pMIFS later as appropriate.

having indicated no more frames waiting for transmission to, th€ node in the current
allocation interval, other than a potential frame retransmisgion in a next allocation
interval, shall not transmit or retransmit a frame to the dfodepSIFS or pMIFS later,
thus relinquishing and reclaiming the current allocationutiterval.

having indicated frame(s) waiting for transmissiOn0f retransmission to the node not in
the current but a next allocation interval, shall not transmit or retransmit a frame to the
1 1 node pSIFES or pMIFS later, most likely due(fo not enough time remaining in the
current allocation interval for completirigZanother frame transaction plus an appropriate
guard time, thus relinquishing the cufrent allocation interval.

After receiving from a hub a mdnagement or data type frame with the Ack Policy field
Last Frame | of the MAC header not set tod>Ack or B-Ack, and with the More Data and Last Frame
fields of the MAC header sét as given below, a node,

More
Data

expecting no frame(s), waiting for transmission, other than a potential current frame
retransmission, fromthe hub in the current allocation interval, shall be ready to receive
0 0 the expected frathé-pSIFS or pMIFS later as appropriate, but may be in an inactive
state in the remathing allocation interval from mTimeOut after the end of the PHY
preamble ofthe expected frame if at this time it has not received any portion of a
frame, thus relinquishing the current allocation interval.

expecting frame(s) waiting for transmission or retransmission from the hub in the
1 0 current allocation interval, shall be ready to receive the expected frame(s) pSIFS or
pMIFS later as appropriate and in the remaining allocation interval.

expecting no more frames waiting for transmission from the hub in the current
allocation interval, other than a potential current frame retransmission from the hub in
a next allocation interval, may be in inactive state in the remaining allocation interval,
thus relinquishing the current allocation interval.

expecting frame(s) waiting for transmission or retransmission from the hub not in the
1 1 current but a next allocation interval, may be in inactive state in the remaining
allocation interval, thus relinquishing the current allocation interval.
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Table 23—Access continuation, termination, and timeout in downlink allocation interval
(continued)

After sending to a node a management or data type frame with the Ack Policy field of the

More Last Frame MAC header set to I-Ack or B-Ack, and with the More Data and Last Frame fields of the
Data MAC header set as given below, and receiving from the node an or no expected I-Ack or B-

Ack frame. a hub

having indicated no more frames waiting for transmission, other than a potential current
management or data type frame retransmission, to the node in the current allocation interval,
shall not transmit another frame, but may retransmit the current management or data type
frame, to the node pSIFS later, thus relinquishing and reclaiming the current allocation
interval if not retransmitting.

However, if the hub received from the node an I-Ack or B-Ack with the More Data field of
the MAC header set to one (and if both the hub and the node support polling access), pSIFS
later the hub should send to the node a Poll or T-Poll frame conveying an immediate polled
allocation or a future poll or post for the node, if there is a corresponding tini¢“interval
available.

having indicated frame(s) waiting for transmission or retransmission te tHe node in the
current allocation interval, shall transmit or retransmit a frame to.theutode pSIFS later.

having indicated no more frames waiting for transmission to€he node in the current
allocation interval, other than a potential current managementor data type frame

0 1 retransmission to the node in a next allocation intervals-shall not transmit or retransmit a
frame to the node pSIFS later, thus relinquishing andveelaiming the current allocation
interval.

having indicated frame(s) waiting for transmisgion or retransmission to the node not in the
current but a next allocation interval, shallnot transmit or retransmit a frame to the node

1 1 pSIFS later, most likely due to not enough time remaining in the current allocation interval
for completing another frame transaction plus an appropriate guard time, thus relinquishing
and reclaiming the current allocation ‘interval.

After receiving from a hub amanagement or data type frame with the Ack Policy field of

More Last the MAC header set to I-Ack or B-Ack, and with the More Data and Last Frame fields of the
Data Frame MAC header set as givembelow, and sending to the hub a required I-Ack or B-Ack frame, a
node,

expecting no frame(s) waiting for transmission, other than a potential current frame
retransmisgsipn;. from the hub in the current allocation interval, should be ready to receive the
expected-franie pSIFS later, but may be in inactive state in the remaining allocation interval
from mTFimeOut after the end of the PHY preamble of the expected frame if at this time it
haswnot-received any portion of a frame, thus relinquishing the current allocation interval.

0 0 Hpwever, if the node sent to the hub an I-Ack or B-Ack with the More Data field of the
MAC header set to one (and if both the hub and the node support polling access), pSIFS
later the node should be ready to receive a Poll or T-Poll frame from the hub potentially
providing an (uplink) polled allocation to the node, but may be in inactive state in the
remaining allocation interval from mTimeOut after the end of the PHY preamble of the
expected frame if at this time it has not received any portion of a frame, thus relinquishing
the current allocation interval.

expecting frame(s) waiting for transmission or retransmission from the hub in the current
1 0 allocation interval, shall be ready to receive the expected frame(s) pSIFS later and in the
remaining allocation interval.

expecting no more frames waiting for transmission from the hub in the current allocation

) T mterval-other-than-a-potential-ctrrent-managementor-data-typeframeretransmisston-from
the hub in a next allocation interval, may be in inactive state in the remaining allocation
interval, thus relinquishing the current allocation interval.

while knowing frame(s) waiting for transmission or retransmission from the hub not in the
1 1 current but a next allocation interval, may be in inactive state in the remaining allocation
interval, thus relinquishing the current allocation interval.

115
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

6.9 MICS band communication

A hub or a node may support no mechanisms described solely in this subclause if it does not communicate
in the medical implant communications service (MICS) band.

In the MICS band, a hub shall operate with or without superframes as specified in 6.3. The hub may choose
a new channel only when required by, and in compliance with, applicable considerations, regulations, and
standards including subclause 8.6 or Clause 10 of ETSI EN 301 839-1. An implant shall communicate as d
node with a hub, taking into account applicable considerations, regulations, and standards includidg
subclause 8.6 or Clause 10 of ETSI EN 301 839-1. The hub and the node may perform a mutual disceVery
procedure described in 6.9.1 and 6.9.2 before their exchange of data or management type frames.

6.9.1 Unconnected mutual discovery

A hub may facilitate mutual discovery and connection with unconnected nodeS,as follows and in
compliance with applicable regulations and standards including Clause 10 of ETSI EN 301 839-1.

If the hub is to wake up an unconnected node with a known EUI-48, it should send one or more Wakeup
frames that have the Ack Policy field of the MAC header set to N-Ack and-contain the EUI-48 in the frame
payload, prior to transmitting one or more unconnected T-Poll frames.Separated by pMICSPollSpace, as
illustrated in Figure 82(a). The hub shall listen for a frame arrivalCafter each transmission and before the
next transmission of such an unconnected T-Poll frame. It_fway repeat this sequence of Wakeup and
unconnected T-Poll frame transmissions until it receives a response from the node.

Every pMICSUnconnectedPollPeriod or shorter ¢the* hub shall transmit a group of up to
pMICSUnconnectedPolls unconnected T-Poll frames “separated by pMICSPollSpace, as illustrated in
Figure 82(b). The hub shall listen for a frani€ “arrival after each transmission and before the next
transmission of such an unconnected T-Pollframe. An unconnected T-Poll frame is a T-Poll frame
addressed to Unconnected Broadcast NID @s defined in Table 17 and providing an unconnected polled
allocation as specified in 6.4.

The hub shall transmit unconnected\T-Poll frames at the highest mandatory data rate of the MICS band as
specified in the corresponding PEY~subclause, 8.1.1.

An unconnected node in need*of a connection may discover a hub as follows:

The wunconnected” ;mode should cyclically tune to each MICS band channel for
pMICSUnconneetedPollRxTime, unless or until it receives a Wakeup or unconnected T-Poll frame and
hence discovefs-a-hub. Once it starts receiving a frame, it should stay on the receive mode until it receives
the whole (frame. The unconnected node should not further change the channel unless recommended
otherwise.
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Poll* = unconnected T-Poll frame  Poll = unicast Poll frame M-frame = management type frame Ack = I-Ack frame
M= node’s receivellisten time
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(b) Using T-Poll frames

Figure 82 —Unconnected mutual' discovery and frame exchange in MICS band

The pMICSUnconnectedPollPeriod ;parameter value is obtained as a result of an overall consideration of
connection latency, power consuniption, channel utilization efficiency, interference, and other factors. The
parameter pMICSUnconnectedPolls has a value designed to provide enough unconnected T-Poll frames so
that a node can receive.onte of them within a cycle of tuning to each of the MICS band channels. The
parameter pMICSPollSpace has a value such that the hub can detect a frame sent by a node following its
last unconnected TtPoll frame before it would otherwise send the next unconnected T-Poll frame. The
value of paramefer)pMICSUnconnectedPollRxTime shall be set so that a node can receive one of the two
adjacent uncenniected T-Poll frames once it tunes to the transmit channel.

Now that.the hub and the unconnected node are in the same channel, they are in a position to follow the
connection procedure specified in 6.4 to exchange management type frames necessary for a connection.
Theyhub should provide the node with an ordered list of channels it intends to choose in decreasing
likelihood when required to choose a new channel. The hub should subsequently select a new channel,
when required by and in compliance with the regulations, in the order indicated in the list. The hub may
update nodes with a new channel order list in view of changes in the channel conditions such as

. L 1 1 L <1 h | s oA | e
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6.9.2 Connected mutual discovery

A hub may facilitate mutual discovery with connected nodes immediately prior to frame exchanges with
them, based on any or a combination of the following discovery procedures.

6.9.2.1 Unicast poll aided discovery

As illustrated in Figure 83(a), prior to more frame exchanges with a connected node, the hub may send one
or more Wakeup frames that have the Ack Policy field in the MAC header set to N-Ack and contain the
node’s EUI-48 in the frame payload, prior to transmitting Poll frames to the node. The hub shall transmit a
group of up to pMICSPolls Poll frames separated by pMICSPollSpace, each addressed to the node and
providing an immediate polled allocation, as illustrated in Figure 83(b). The hub shall transmit these-Poll
frames at the highest mandatory data rate of the MICS band as specified in the corresponding PHY
subclause, 8.1.1. The hub shall listen for a frame arrival after each transmission and before ‘the next
transmission of such a Poll frame.

The connected node shall be in active mode in anticipation of pending frame exchanges with the hub by
scheduling or other means, accounting for an appropriate guard time. It should tun¢\to.the channel in which
it last received a frame with a valid FCS from the hub for a time equal(to*(pMICSPollTxTime +
pMICSPollSpace + pMICSPollRxTime) to receive a Poll frame. If it does et receive a Poll frame, it
should change to another channel. After dwelling on the current channel for\pMICSPollIRxTime, it should
switch to yet another channel in accordance with the channel order last@provided by the hub, unless or until
it receives a Poll frame addressed to it. The node should nof; further change the channel unless
recommended otherwise.

w = node’s receivellisten time
ck = I-Ack frame Ack+Poll = I-Ack+Poll frame Poll = unicast Poll frame

]
Hub
transmits I — K PMIFS
on | S S S s 5
channel ¢ I Wakeup| |Wakeup| --- Wakeup| :I 2 Frame ° 2 2
l\_lode |Channel c Frame § Frame Frame
first | - RIl-Post
receives  IChannel d Window polled polled
and then - = allocation allocation
o Pelt-Post Window

transmits IChanne/ a
|_
|

(a) Using Wakeup and Poll frames

Hub '
transmits |

on = = t =
channeiih | Ll IR Frame 3Ie

Node Ichannet d |-.-| Frame Frame Frame
first S—

pMICSPollRxTime

pMICSPollSpace
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Ack

Ack

Ack

receives Channel ¢ polled polled
and then l— C— allocation allocation
transmits |

|Channel j m
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(b) Using Poll frames

Figure 83 —Unicast poll aided connected discovery and frame exchange in MICS band
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Now that the hub and the unconnected node are in the same channel, they are in a position to exchange
more frames with each other using appropriate access methods as specified in 6.6, 6.7, and 6.8 in view of
6.3.

6.9.2.2 Multicast poll aided discovery

As illustrated in Figure 84, prior to more frame exchanges with a group of connected nodes, the hub shall
transmit a group of up to pMICSMcastPolls Poll frames forming a lockup phase and separated by pMIFS,
each addressed to the Multicast NID of the group and providing no immediate polled allocation but
announcing a future poll starting at the intended beginning of the first individual communication phase with
a node of the group. In particular, the time of the future poll is encoded according to Table 21. The-hub
shall transmit these Poll frames at the highest mandatory data rate of the MICS band as specified in the
corresponding PHY subclause, 8.1.1.

The hub shall transmit a poll addressed to a node of the group at the indicated future poll time and
providing an immediate polled allocation, thus starting the individual phase for the node-as also illustrated
in Figure 84.

The connected nodes of the group should be in active mode in anticipation ¢f’pending frame exchanges
with the hub by scheduling or other means, accounting for an appropriate’gyard time. Each of them should
tune to the channel in which it last received a frame with a valid FCS @rom the hub. After dwelling in the
current channel for pMICSMCastPollRxTime, each should switch fo another channel in accordance with
the channel order last provided by the hub, unless or until it receives a Poll frame addressed to the
Multicast NID of its group. It should not further change the~channel unless recommended otherwise. It
may enter sleep state until the start of the first individual phase as announced in the received Poll frame,
when it should be in active state to receive a unicast Poll frame.

Poll* = multicast or locally broadcast Poll frame (>Poll = unicast Poll frame  Ack = |-Ack frame
= node’s receive/listen time

Lockup phas€ Individual phase for node 1 Individual phase for node 2

pMICSMcastPells

I
I
I N
I
I

Hub
transmits LS
on £ B = =l B 5| |Frame S| |Frame
o) o o cen o [s} [s}
channel ¢ | o » L © :I <] | aore < (More
Data=0) |x Data=0) |x
Node -
first |Channel_c H pMICSMcastPollRxTime Frame |§| Frame |§|
receives  |Channel d Immediate Immediate
andthen |—— — A polled polled
transmits | - PpM ICSChannelSwitchTime allocation allocation

|Channélj m

I
Figure’84~—Multicast poll aided connected discovery and frame exchange in MICS band

New that the hub and the connected nodes of the group are in the same channel, they are in a position to
exchange more frames with each other using appropriate access methods as specified in 6.6, 6.7, and 6.8 in
view of 6.3.

6.9.3 Medical implant event report

When not transmitting, a hub should stay in receive mode in the channel selected according to its channel
order list communicated to the nodes connected with it.
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A node connected with a hub may transmit frames reporting a medical implant event in its next scheduled
bilink allocation interval, if available, following a Poll or T-Poll frame conveying a polled allocation to it
by the hub, using the connected mutual discovery procedure as specified in 6.9.2.

The node may also transmit such frames anytime as illustrated in Figure 85. Before discovering the hub’s
operating channel, the node should send Emergency frames without a frame payload. In particular, the node

SHTOUTd TransSIiT alm EIMCTgency (rame wWilll o {Tame paytoad and Wit e AcK Poticy fictd Set 10 [-ACK, 1
the first channel of the channel order last communicated to it by the hub. It should retry the frame for up to
pMICSNodeEmergencyRetries times in this channel upon failing to receiving an expected
acknowledgment. If it still receives no acknowledgment, it should similarly send and retry the frame in the
next MICS channel in the channel order list, and again in another channel, until it receives an expected‘l
Ack frame or pauses its transmission. If the node did not receive an expected I-Ack frame after sending an
Emergency frame in each of the channels in the channel order list, it may pause its transmissionor restart
with the list for the Emergency frame transmission. The node shall space an Emergency frame, and’the next
as if an I-Ack frame were received in between.

After receiving an I-Ack frame, it should proceed to transmit the Emergency franfe§ (with incremental
sequence numbers) containing frame payloads generated from the medical implanfévent. The node shall
set to one the More Data field in the MAC header of these Emergency frames except the last one, and shall
set to zero the More Data field in the MAC header of that last frame to indiCate the end of the medical
implant event report transfer.

On receiving an Emergency frame with More Data field set to one from the node, the hub should not
initiate its own frame transactions with this node or another one until it has received all Emergency frames
as indicated by the More Data field value.

Ack = I-Ack frame
Hub . Frame (empty) = Emergency frame without frame payload.’” Frame (retry) = Emergency frame without frame payload
receives | Frame (new) = Emergency frame with frame payload

Zgannel ¢ | ﬁ % ﬁ
< < <C

Node IChanneI ¢ Frame Frame ‘ Frame
first (retry) (new) (new)
transmits Channel d '(:;?T? Fe':'?y?

and then a? P

receiv Frame),  [Frame
ecelves | _ (retgy) (empty)

|Channel j ... [Frame
|_ — (retry)

Figure 85—Medical implant event report outside scheduled allocations in MICS band

To prevent a prolonged-¢ollision between overlapped transmissions by the hub and its nodes, after retrying
a frame for up to pMICSHubMaxRetries without receiving an expected response, the hub should enter the
receive mode to alow for transmission and reception of possible Emergency frames.

6.9.4 Low)power low duty cycle (LP/LDC) operation

Ashub shall stay in receive mode while in a channel selected for LP/LDC operation as specified in
applicable considerations, regulations, and standards including subclause 8.6 of ETSI EN 301 839-1.

A node may transmit a data type frame to a hub at any time in a channel w1th a duty cycle, and subject to a

Lt on-the numbe

De ation in annlicable
S rr

regulations and standards mcludlng subclause 8.6 of ETSI EN 301 839 1 The node shall set the Ack Policy
field of the MAC header of the data type frame to N-Ack.
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6.10 Two-hop star topology extension

Except in the MICS band, a node and a hub may use a two-hop extension to exchange frames through
another node that is connected and capable of direct communication with both of them, as illustrated in
Figure 86, turning the terminal and intermediate nodes into the relayed and relaying nodes, respectively,
and the hub into the target hub of the relayed node.

Either the relayed node or the target hub may initiate a two-hop extension at times determined fit by the
initiator, regardless of whether they have been never, or are no longer, in direct communication with each
other.

The relaying node may also exchange its own frames with the hub directly just as in a one-hbp=-star
network.

H=hub N =node

H - N1c — N1d = two-hop extension between H and N1d
H — N1f — N1e = two-hop extension between H and N1e
N1d = relayed node N1e = relayed node

N1c = relaying node N1f = relaying node

N1d|

. [N1b Nte

Figure 86 —Two-hop extended star network topology

6.10.1 Exchanging frames for a two-hop extension

The relayed node and_the\target hub may exchange unicast management or data, but not control, type
frames through the s¢laying node by frame encapsulation as illustrated in Figure 87 and Figure 88 and
described in the remainder of this subclause. The relayed node, the relaying node, and the target hub shall
not apply frame ‘en¢apsulation to control type frames, such as I-Ack frames.

Octets: 7 7 2 2
Octetorderr € TR " 4 R "4 R "%t R "4 1 ™
MAC MAC MAC o
Header Header Frame Body (enc:CSZIated (encaF(s:flatin
(encapsulating|(encapsulated|(encapsulated frapme) frgme) 9

frame) frame) frame)

IMAC Frame Body (encapsulating frameh

< pMaxFrameBodyLength

Figure 87 —General frame encapsulation format
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Recipient ID < Sender ID

solid line = direct transmission dashed line = relayed transmission

solid rectangular = encapsulating “X” frame

dashed rectangular = frame payload of encapsulating “X” frame = encapsulated “X” frame
frame type/subtype of encapsulating “X” frame = frame type/subtype of encapsulated “X” frame

(hub € relayed node) |
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\F/ | (encapsulated) : | (encapsulated) : T
L ! "X" frame [ _I "X" frame [ 1
1|. (hub < relayed node) | [

(a) Transmission of management or data type frames from relayed node through
relaying node to target hub

Sender ID - Recipient ID

solid line = direct transmission dashed line = relayed transmission

solid rectangular = encapsulating "Y" frame

dashed rectangular = frame payload of encapsulating "Y" frame = encapsulated "Y" frame
frame type/subtype of encapsulating "Y" frame = frame type/subtype of encapsulated "Y" frame
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"Y" frame . "Y frame
Rel Relayed
(hub = relaying node) isé/;ng (relaying nede * relayed node) ﬁoac}/:
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Lo | "Y" frame el __ "Y" frame [ ]

1 (hub - relayed node) a (hub - relayed node) |

! L

(b) Transmission of management or data type frames from target hub through relaying node to relayed node
(except Connection Assignment frames)

Sender ID - Recipient ID

Solid line = direct transmission dashed line = relayed trarnismission

Solid rectangular = encapsulating Connection Assignment frame

Dashed rectangular = frame payload of encapsulating,€ennection Assignment frame = encapsulated Connection Assignment frame

(encapsulating) (encapsulating)
Connection Assignment frame, 1 Relaying Conngction Assignment frame 1 Relayed
(hub - relaying node) node (relaying node - relayed node) node
re========"0".5 r-r—=-=-—-""="-"="=-""=-"=-==-=
| (encapsulated). : | (encapsulated) I 0
Lo | | Connection Assighmeritframe 1 | | | | Connection Assignment frame 1 | | _ _ _ _ _ 3
(hub > relayednode) | | (hub - relayed node) |
______________
(encapsulating)
Conrection Assignment frame 2 Relaying
(hub - relaying node) node
S — — — —— o —— —————
I (encapsulated) : 7~
L___“] | | Connection Assignmentframe?2 | | 1
L (relayed node -> relaying node) |

(¢) Transmission of Connection Assignment frames from target hub to relaying node and relayed node

Figure 88 —Management or data type frame exchanges on a two-hop extension
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— The relayed node and the target hub shall follow the state diagram specified in 4.5 for a one-hop
star network in exchanging encapsulated frames through the relaying node, as if they were in direct
communication, applying an appropriate security level for both transmission and reception of the
encapsulated frames.

—  The relaying node and the target hub shall follow the state diagram specified in 4.5 for a one-hop
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node, applying an appropriate security level for both transmission and reception of the frames.

— The relayed node and the relaying node shall follow the state diagram specified in 4.5 for a one-hop:
star network in exchanging frames, encapsulated or not, as if the relaying node were a hgb,
applying an appropriate security level for both transmission and reception of the frames, with-the
followings exception: To exchange frames for a two-hop extension, they shall not be connected
with each other in the way a node and a hub would be in a one-hop star network, i.e., they!shall not
exchange with each other Connection Request and Connection Assignment)<rames not
encapsulating another frame.

6.10.1.1 Frame transmission from relayed node through relaying node to‘target hub

To send a management or data type frame, designated as an encapsulated “XArame, through the relaying
node to the target hub as shown in Figure 88(a), the relayed node shall\send to the relaying node an
encapsulating “X” frame, wherein

— the Recipient ID is set to the NID of the relaying node;
— the Relay field of the MAC header is set to one;

— the other fields of the MAC header are set as if the relaying node were a hub and the relayed node
were sending the encapsulated “X” frame to that-hub without frame encapsulation in a one-hop star
network, e.g., the Frame Type and Frame Subtype fields are set to the corresponding values of their
counterparts in the encapsulated “X” frame;

— the frame payload is set to the encapsulated “X” frame, which is formatted as if the relayed node
were sending the encapsulated “X3 frame directly to the target hub for the first time in a one-hop
star network, with the Recipient.ID field of the MAC header set to zero if the relayed node does not
yet know the HID of the tatget hub.

If the relayed node does not Have a Connected NID yet, it shall treat the Unconnected NID as its NID in
receiving an expected I-Ack frame from the relaying node.

Upon receiving an encapsulating “X” frame, i.e., a management or data type frame with the Relay field of
the MAC header set'to one, the relaying node shall process the frame according to 6.2 specified for a one-
hop star networkwwith the following additional considerations:

— _TheSender ID of the MAC header is set to the NID of the relayed node.

—5><The frame payload, after appropriate security is applied, is an encapsulated “X” frame.

=~ The Relay field of the MAC header of the required I-Ack frame is set to one if relay is feasible, or
is set to zero otherwise.

If relay is feasible, i.e., if the relaving node is capable of providing relay between the relaved node and the

target hub and if the target hub is capable of being a relayed hub as indicated in its MAC Capability field,
the relaying node shall send to the target hub an encapsulating “X” frame, wherein

— the Relay field of the MAC header is set to one;
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— the other fields of the MAC header are set as if the relaying node were sending the encapsulated
“X” frame to the hub without frame encapsulation in a one-hop star network;

— the frame payload is set to the encapsulated “X” frame to be next relayed to the target hub.

Upon receiving an encapsulating “X” frame, i.e., a management or data type frame with the Relay field of
the MAC header set to one, the target hub shall process the frame according to 6.2 specified for a one-hop

star network with the following additional considerations:

—  The frame is not a duplicate of another frame with the Relay field of the MAC header set to zerg
even if it would be otherwise treated as a duplicate according to 6.2.10 specified for a one-hop stas
network.

— The frame payload, after appropriate security is applied, is an encapsulated “X” frame.

— The Relay field of the MAC header of the required I-Ack frame is set to one if it is capable of being
a relayed hub as announced in its MAC Capability field, or is set to zero otherwise:

If the relayed node does not have a Connected NID yet, i.e., if the Sender ID fieldef.the MAC header of
the encapsulated “X” frame is set to the Unconnected NID, the target\*hub shall keep the
Unconnected NID as the relayed node’s NID or shall assign as the relayed node*s NID a Connected NID
according to the NID selection rules of 6.2.1.

6.10.1.2 Frame transmission from target hub through relaying node to relayed node

To send a management type frame, other than Connection Assignment, or a data type frame, designated as
an encapsulated “Y” frame, through the relaying node te_the relayed node as shown in Figure 88(b), the
target hub shall send to the relaying node an encapsulatingY” frame, wherein

— the Relay field of the MAC header is set tQ\one;

— the other fields of the MAC header @re set as if the target hub were sending the encapsulated “Y”
frame to the relaying node withoutframe encapsulation in a one-hop star network;

— the frame payload is set to the eiicapsulated “Y” frame, which is formatted as if the target hub were
sending the encapsulated ¢Y?" frame directly to the relayed node for the first time in a one-hop star
network;

— the Requested Ack Data Rates field of the frame payload of the encapsulated “Y” frame is set as if
the node and the hub referenced in the definition of the field in 5.3.6.6 were the relayed node and
the relayingmade, respectively.

Upon receiving an/encapsulating “Y” frame, i.e., a management or data type frame with the Relay field of
the MAC header set to one, the relaying node shall process the frame according to 6.2 specified for a one-
hop star mefwork with the following additional considerations:

~ "The frame is not a duplicate of another frame with the Relay field of the MAC header set to zero
even if it would be otherwise treated as a duplicate according to 6.2.10 specified for a one-hop star
network.

— The frame payload, after appropriate security is applied, is an encapsulated “Y” frame.

— The Relay field of the MAC header of the required I-Ack frame is set to one if relay is feasible or is
set to zero otherwise.

If relay is feasible, i.e., if the relaying node is capable of providing relay between the target hub and the
relayed node, the relaying node shall send to the relayed node an encapsulating “Y” frame, wherein
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— the Recipient ID field of the MAC header is set to the NID of the relayed node, i.e., the Recipient
ID of the MAC header of the encapsulated “Y” frame;

— the Sender ID field of the MAC header is set to the NID of the relaying node;
— the Relay field of the MAC header is set to one;

encapsulated “Y” frame to the relayed node without frame encapsulation in a one-hop star network;

— the frame payload is set to the encapsulated “Y” frame to be next relayed to the relayed node.

If the relayed node does not have a Connected NID yet, it shall treat the Unconnected NID or any
Connected NID as its NID in receiving an expected encapsulating “Y” frame.

Upon receiving an encapsulating “Y” frame, i.e., a management or data type frame with the Relay field of
the MAC header set to one, the relayed node shall process the frame according to 6.2 speéified for a one-
hop star network with the following additional considerations:

— The Sender ID field of the MAC header is set to the NID of the relaying node.
— The frame payload, after appropriate security is applied, is an encapsuldted “Y” frame.

— The Relay field of the MAC header of the required I-Ack frame is'set to one if it is capable of being
arelayed node as announced in its MAC Capability field, or js'set’to zero otherwise.

6.10.1.3 Connection assignment from target hub to relaying node and relayed node

To specify connection assignment for a two-hop extensien, intvolving a relaying node and a relayed node as
shown in Figure 88(c), the target hub shall send two éncapsulated Connection Assignment frames 1 and 2
in two encapsulating Connection Assignment frames, 1" and 2 to the relayed node and the relaying node,
respectively, as further described in the remainder of this subclause.

6.10.1.3.1 Connection assignment from target hub through relaying node to relayed node

To send encapsulated Connection Assignment frame 1 through the relaying (capable) node to the relayed
node as shown in the upper djagram of Figure 88(c), the target hub and the relaying node shall follow the
frame transmission procedure~for “Y” frame = Connection Assignment frame 1 as described in
Figure 88(b) and Figure 88(c), with the following modifications made to the frame payload of encapsulated
Connection Assignmenitframe 1:

— the MAC Qapability and PHY Capability fields are set to those for the relaying node;

— the(Assigned Ack Data Rates field is set as if the node and the hub referenced in the definition of
the)field in 5.3.7.11 were the relayed node and the relaying node, respectively;

—~the Connection Change Indicator field is set such that it accounts for all the included IEs defining
both hops;

— after each Uplink Assignment, Downlink Assignment, or Bilink Assignment IE defining the
assignment of scheduled allocations applicable between the target hub and the relaying node for the
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inserted defining the assignment of scheuled allocations applicble between the relaying node and
the relayed node for the corresponding two-hop extension, with the relaying node considered as a
hub for link direction referencing purposes.
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Upon processing the assignment of scheduled allocations applicable between the target hub and the
relaying node, the relayed node may listen in those scheduled allocations to determine if it can be in a one-
hop communication with the target hub.

6.10.1.3.2 Connection assignment from target hub to relaying node

To send encapsulated Connection Assignment frame 2 to the relaying (capable) node as shown in the lower
diagram of Figure 88(c), the target hub shall send to the relaying node encapsulating Connection
Assignment frame 2, wherein

— the Relay field of the MAC header is set to one;

— the other fields of the MAC header are set as if the target hub were sending-encapsulated
Connection Assignment frame 2 to the relaying node without frame encapsulation ifpaene-hop star
network;

— the frame payload is set to encapsulated Connection Assignment frame 2, which is formatted as if
the target hub were sending the frame directly to the relaying node for the first time in a one-hop
star network, with some modifications to support the two-hop extensiofi

In particular, encapsulated Connection Assignment frame 2 is formatted with the following modifications:

— In the MAC header, the Sender ID field is set to the NID of‘the relayed node to indicate that the
connection assignment is for a two-hop extension to the<elayed node.

— In the frame payload,

— the Assigned Wakeup Phase and Assigned® Wakeup Period fields are set to those for the
relayed node;

— the MAC Capability and PHY Capability fields are set to those for the relayed node if they
are known to the target hub, or,are'set to zero otherwise;

— the Assigned Ack Data Rates-field is set as if the node and the hub referenced in the definition
of the field in 5.3.7.11 wete'the relayed node and the relaying node, respectively;

— the Connection Chiange Indicator field is set such that it accounts for all the included IEs
defining both hopsj

— after each Uplink Assignment, Downlink Assignment, or Bilink Assignment IE defining the
assignméntyof scheduled allocations applicable between the target hub and the relaying node
for the two-hop extension, another Uplink Assignment, Downlink Assignment, or Bilink
Assignment IE is inserted defining the assignment of scheduled allocations applicable
between the relaying node and the relayed node for the corresponding two-hop extension,
with the relaying node considered as a hub for link direction referencing purposes.

Upon xeeeiving encapsulating Connection Assignment frame 2 as defined above, the relaying node shall
precess the frame according to 6.2 specified for a one-hop star network, taking into account the above
modifications.

The relaying node shall not send to the relayed node another encapsulating Connection Assignment frame

A 01 d11] Dd 0dd Q CNcap d (1 0NN on A :III 1 d11] d nd d d( 0 O 11
relayed node an encapsulating Connection Assignment frame with the frame payload set to encapsulated
Connection Assignment frame 1.
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6.10.1.4 Control type frame transmission without frame encapsulation

The target hub may send a control type frame to the relaying node so long as a hub may send the frame to a
node in a one-hop star network, with the modification that in the MAC header the Relay field is set to one
or zero depending on whether relay is involved and feasible.

The relaying node Mmay Send a Control type frame to the target nub so [ong as a node may send the 1rame to
a hub in a one-hop star network, with the modification that in the MAC header the Relay field is set to one
or zero depending on whether relay is involved and feasible.

The relaying node may send a control type frame to the relayed node so long as a hub may send the frame
to a node in a one-hop star network, with the modification that in the MAC header

— the Relay field is set to one or zero depending on whether relay is involved and feasiblg;
— the Recipient ID field is set to the NID of the relayed node;
— the Sender ID field is set to the NID of the relaying node.

Upon receiving a control type frame, the recipient shall process the frame aceording to 6.2 specified for a
one-hop star network with the additional considerations as noted above in defitirig the frame.

6.10.2 Selecting a relaying node for a two-hop extension
Either the relayed node or the target hub may select their relaying'node through prearrangement.

The relayed node may also select node B as its relaying node if it recently received acknowledgment
frames sent from node B to the target hub. The relayed node may receive such acknowledgment frames
based on the frame reception rules specified in 6.24vith appropriate exceptions given to the values of the
Recipient ID and Sender ID fields of the MAC header of the frames.

The relayed node may alternatively select node C as its relaying node if it recently received T-Poll frames
broadcast by node C. The relayed nodeshall not select more than one node as its relaying node at any given
time.

In selecting the relaying nodé, the relayed node should take into account the quality of the links between
itself and the relaying node and between the relaying node and the target hub.

A relaying node in enlergency, i.e., with its own pending Emergency frames to send to the target hub, may
recognize whether the relayed nodes to which it is providing relay are in emergency through receipt of
Emergency frames' from them. Such a relaying node may continue or discontinue its relay service to
relayed nodes, that are not in emergency and to which it is providing relay, by taking into account such
factors as~quality of service (QoS), level of traffic load, and availability of power. The relayed nodes
relayin@.thtough a relaying node in emergency may attempt to relay through an alternative relaying capable
nodé not in emergency to reduce the load on the relaying node. A relaying node in emergency may accept
endecline to provide relay to nodes newly requesting for relay, depending on whether the requesting nodes
are in emergency, the number of relayed nodes that are in emergency and to which it is providing relay, etc.

6.10.3 Using broadcast T-Polls for a two-hop extension
To facilitate a two-hop extension for relayed nodes, a relaying node may obtain a scheduled uplink

allocation in accordance with 6.7 to be used as described in the remainder of this subclause and illustrated
in Figure 89, setting the UP of the allocation request to that for network control as defined in Table 18.
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T-Poll" = broadcast T-Poll frame

Target
hub A A A A A A A A
Scheduled Scheduled Scheduled Scheduled
uplink uplink uplink uplink
allocation allocation allocation allocation
interval interval interval interval
Reaymg
node
Target hub sends to relaying node -
Ack

Frame
Relaying node sends to target hub - n
relayed node T - T- 1 Noimmediate Erame
Poll Ack Poll’l  polled allocation

I-
Relayed node sends to relaying node Frame interval Ack
(Shared)
polled
allocation
interval

Figure 89 —Scheduled uplink allocation for relaying.node
to send broadcast T-Polls and to relay frames

In the scheduled uplink allocation, the relaying node shall broadcast T=Pboll frames formatted as if it were
sending them as a hub, with the modifications that in the MAC headgi:

— the Recipient ID field is set to the Broadcast NID;
— the Sender ID field is set to the NID of the relaying.node.

Via such a T-Poll frame, the relaying node maypprovide either no or an immediate (shared) polled
allocation within the scheduled uplink allocatien, ‘facilitating the selection of a relaying node and the
synchronization with the target hub by potential relayed nodes, as well as offering the latter a frame
transmission opportunity for frame relay tothe target hub.

In the scheduled uplink allocation, thé.relaying node may also send to the hub or relayed nodes frames it
has received from relayed nodes“or the hub for further transmission to the hub or relayed nodes,
respectively.

A relayed node that does'not directly receive beacons from the target hub should indirectly synchronize
with the hub through réception of T-Poll frames sent by a relaying node in the same BAN.

A relayed node may send at most a frame to the relaying node in a shared polled allocation, initially with
contention prébability (CP) P = 1/2. If the relayed node does not receive an expected acknowledgment
from the rélaying node, it may retry it in the shared polled allocation conveyed by another such T-Poll
frame breadcast by the relaying node, with CP P = max(1/8, (1/2) / [(R+1)/2]), where R counts the retries
of the frame, i.e., R equals 1 for the first retry of the frame, 2 for the second retry, and so on. The function
[ xTis defined to be the least integer not smaller than Xx. With CP P, the relayed node shall transmit if z < P
orshall not otherwise, where z is a value the relayed node has newly drawn at random from the interval
[o, 1].
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phase (RAP) or contention access phase (CAP) provided by the target hub.
A relayed node shall not send a frame in a polled allocation if the frame transmission and the expected

acknowledgment plus pSIFS would not be located within the allocation. A relaying node should not
provide an immediate shared polled allocation that is not adequately long.
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A relayed node should send only management type or control type frames in shared polled allocations. To
transmit data type frames, it should obtain scheduled allocations for its two-hop extension.

6.10.4 Using improvised access for a two-hop extension

The target hub and the relaying node may obtain improvised polled and posted allocations according to
6.6.1, as if they were a hub and a node, respectively, in a one-hop star network, to exchange data or
management type frames originated from or destined to the relayed node.

The relaying node and the relayed node may obtain improvised polled and posted allocations in_the
scheduled uplink allocations applicable between the target hub and the relaying node according to 6:6.4, as
if they were a hub and a node, respectively, in a one-hop star network, to exchange data or mandgement
type frames originated from or destined to the target hub.

6.10.5 Starting scheduled allocations for a two-hop extension
Either the relayed node or the target hub may initiate scheduled allocations, fora two-hop extension as

illustrated in Figure 90, which also shows equivalent one-hop scheduled allocations, regardless of whether
the latter have been obtained.

Target
hub A A | | A A
| Scheduled | | Scheduled | | Scheduled |
2 uplink 3 2 downlink 3 2 binlink 3
| allocation % | allocation 7 | allocation
| interval | | interval | | interval |
| |
Relayed | | * * * *
node
One-hop allocation interval One-hop allocation interval One-hop allocation interval
Two-hop allocation intervals Two-hop allocation intervals Two-hop allocation intervals
Hub A Scheduled § Scheduled ) Scheduled 31—
uplink downlink bilink
allocation allocation allocation
Relaying interval Y interval ¥ Y interval
node A Scheduled A A Scheduled A A Scheduled A
bilink bilink bilink
allocation allocation allocation
Relayed Y interval / interval interval

node

Figure 90=Equivalent one-hop and two-hop scheduled allocations

6.10.5.1 Allocation request for a two-hop extension

To obtain scheduled allocations for a two-hop extension, the relayed node shall send an encapsulated
Connection Request frame through the relaying node to the target hub, as illustrated in Figure 88(a) and
speeified in 6.10.1.1.

In this frame, the relayed node shall include an Uplink Request IE, a Downlink Request IE, or/and a Bilink
Request IE specifying equivalent scheduled allocation(s) applicable between the relayed node and the
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thee IEs to the Allocation ID value
currently holds the latter.

that ientiﬁes the corresponding one-hop scheduled allocation if it
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6.10.5.2 Allocation assignment for a two-hop extension

To grant scheduled allocations for a two-hop extension, requested by the relayed node or initiated by itself,
the target hub shall send an encapsulated Connection Assignment frame to the relaying node, which shall
subsequently send the frame upon some modifications to the relayed node, as illustrated in Figure 88(c) and
specified in 6.10.1.3.

In this frame, the target hub shall include appropriate Uplink Assignment IEs, Downlink Assignment IEs,
or/and Bilink Assignment IEs specifying the two-hop scheduled allocations with the following matches to
the corresponding one-hop scheduled allocations:

— Each allocation applicable between the target hub and the relaying node for the two-hop extension
has the same allocation direction (i.e., uplink for uplink, downlink for downlink, and!bilink for
bilink), and approximately the same total allocation length, as the equivalent allocation-applicable
between the target hub and the relayed node in a one-hop star network.

— Each allocation applicable between the relaying node and the relayed néde for the two-hop
extension has a bilink allocation direction and more total allocation lengthsthan the equivalent
allocation applicable between the target hub and the relayed node in a Ong-hop star network, with
the additional allocation length provided for T-Poll frame transmissiafis’by the relaying hub.

The target hub should take into account the overall latency that results’/from a two-hop extension in
specifying the two-hop scheduled allocation intervals.

6.10.6 Using scheduled allocations for a two-hop extension

Upon successful transmission of the encapsulating Connection Assignment frame from the target hub to the
relaying node, the target hub and the relaying node-shall use their scheduled allocations conveyed in the
encapsulated Connection Assignment frame ac€ording to 6.7.2, as if they were a hub and a node,
respectively, in a one-hop star network, to exchange data, and occasionally management, type frames
originated from or destined to the relayed node.

Upon successful transmission of the engapsulating Connection Assignment frame from the relaying node to
the relayed node, the relaying nodé.and relayed node shall use their scheduled bilink allocations conveyed
in the encapsulated ConnectiomnAssignment frame according to 6.7.2, as if they were a hub and a node,
respectively, in a one-hop star.etwork, to exchange data type frames originated from or destined to the
target hub. The relaying nede-should send one or more T-Poll frames to the relayed node in each allocation
interval of the bilink aHocations, and the relayed node should perform its clock synchronization based on
received T-Poll frames:

6.10.7 Maodifying scheduled allocations for a two-hop extension

The rélayed node and the target hub may modify their two-hop scheduled allocations via another exchange
of-€annection Request or/and Connection Assignment frames according to 6.7.3, as if they were a node
and”a hub in a one-hop star network, with additional considerations based on the modified definition in
6.10.1.3 of the Connection Assignment frames for a two-hop extension.

6.10.8 Aborting scheduled allocations for a two-hop extension
The target hub and the relaying node shall abort their two-hop scheduled allocations according to 6.7.4, as

if they were a hub and a node in a one-hop star network. Subsequently, the hub may reclaim the aborted
scheduled allocations.
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Once the relaying node aborts its two-hop scheduled allocations applicable with the target hub, it shall
abort its two-hop scheduled allocations applicable with the relayed node as well.

The relaying node and the relayed node shall abort their two-hop scheduled allocations according to 6.7.4,
as if they were a hub and a node, respectively, in a one-hop star network.

The target hub, the relaying node, and the relayed node shall respectively ransmit at Ieast onc irame
requiring an immediate return of a frame in every allocation interval of their two-hop scheduled allocations
allowing for such a transmission, so as to reduce the chance of experiencing an abortion of their two-hop
scheduled allocations, as also specified in 6.7.4 for one-hop star network.

6.10.9 Ending scheduled allocations for a two-hop extension

The relayed node or the target hub may initiate to end their two-hop scheduled allocations‘dtyany time the
initiator determines as appropriate, in exchange for or without regaining equivalent, @rie-hop scheduled
allocations.

The relaying node may end the two-hop scheduled allocations applicable between'a relayed node and the
target hub by setting to zero the Relay field of the MAC header of a required {>Ack frame in response to a
frame received from the relayed node or the target hub, when it determine§ that its relay between them is no
longer feasible. The relaying may, and should, keep the two-hop scheduled allocations, if any, applicable
between another relayed node and the target hub, so long as it$crelay between them is feasible and
desirable.

A relayed node, a relaying node, or a target hub shall net)sehd a frame in an already ended scheduled
allocation.

6.10.9.1 In exchange for equivalent one-hop scheduled allocations

To request for replacing the two-hop scheduled allocations with equivalent one-hop scheduled allocations,
the relayed node shall send a Connection Request frame directly to the target hub as in a one-hop star
network, where the frame specifies thevone-hop scheduled allocations using the Allocation IDs for the two-
hop scheduled allocations. The relayed node should send the frame in a scheduled allocation applicable
between itself and the relayingnode.

To replace the two-hop scheduled allocations with equivalent one-hop scheduled allocations, in response to
a request from the reldyed node as described in the above or to its own decision, the target hub shall send to

— the relaying node an encapsulated Connection Assignment frame formated to end the two-hop
scheduled allocations as described in 6.7.5, and

— the/relayed node directly a Connection Assignment frame formated to specify the granted one-hop
scheduled allocations in a one-hop star network.

The’ target hub should send the encapsulated Connection Assignment frame to the relaying node in a
scheduled allocation applicable between itself and the relaying node. The target hub should send the

Connection Assignment frame directly to the relayed node in a scheduled allocation currently or previously
npplirahlp hetween the relay, ing node and the relaved node

6.10.9.2 Without regaining equivalent one-hop scheduled allocations

To request for ending the two-hop scheduled allocations without regaining equivalent one-hop scheduled
allocations, the relayed node shall send a Connection Request frame directly to the target hub as in a
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one-hop star network, where the frame is formatted with the Allocation IDs for the two-hop scheduled
allocations to end the equivalent one-hop scheduled allocations as described in 6.7.5. The relayed node
should send the frame in a scheduled allocation applicable between itself and the relaying node.

To end the two-hop scheduled allocations without regaining equivalent one-hop scheduled allocations, in
response to a request from the relayed node as described in the above or to its own decision, the target hub

T3 S TWO_encapsuiated CONMECioN ASSISIIMENT {TaIe and— 21T TWO_encapsSuiating CONMeCtor
Assignment frames 1 and 2 to the relayed node and the relaying node, respectively, as described in
6.10.1.3, with the encapsulated Connection Assignment frames formatted to end the two-hop scheduled
allocations.

6.11 Clock synchronization and guard time provisioning

A node or a hub shall maintain a MAC clock with a minimum resolution of mClockResolution and with a
minimum accuracy of mHubClockPPMLimit to time its frame transmission and rec€ption, except that a
node may use a MAC clock with a PPM higher than mHubClockPPMLimit subject fo’certain restrictions as
stated later in this subclause. The node or the hub shall time its transmission and reception in any of their
allocation intervals according to its local clock.

The node may request the hub to include a timestamp in an acknowledgment (I-Ack, B-Ack, I-Ack+Poll, or
B-Ack+Poll) frame by setting to one the Ack Timing field of a managenient or data type frame being sent
with the Ack Policy field of the MAC header set to I-Ack or B-Ack:yThe timestamp encodes the start time
of the acknowledgment frame transmission based on the hub’s clock. The hub shall include such a
timestamp in the acknowledgment frame if and only if requested by the node.

The node shall synchronize to the hub through the.beacons, T-Poll frames, acknowledgment frames
containing a timestamp, or the first frames (on-time frames) in scheduled allocation intervals received from
the hub. In particular, the node shall advance or d¢lay its clock by a total amount as shown in Equation (4)
and Equation (5), respectively:

D=Tg— T, if Ts> Ty “4)
D=T,- T, if Ts< Ty (%)

where Ty is the time when such.a frame started to be transmitted on the transport medium (i.e., air), and Ty,
is the time when the framestarted to be received according to the local clock.

A node may rely onitself or a hub to track and set aside appropriate guard times in its allocation intervals.
A hub shall be ready to accommodate either choice, referred to as distributed or centralized guard time
provisioning, réspectively, as indicated in the node’s last transmitted MAC Capability field.

6.11.1Distributed guard time provisioning
Perdistributed guard time provisioning, the node and the hub shall include appropriate guard times in the

scheduled allocation intervals they requested or assigned, respectively. The hub shall also include
appropriate guard times in the polled allocation intervals granted to the node.

6.11.1.1 Distributed guard time computation

If the node and the hub have the same clock accuracy designated as HubClockPPM in terms of PPM, as
shown in Figure 91, the node and the hub shall compute a nominal guard time GT, to compensate for their
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clock drifts over an interval not longer than a nominal synchronization interval SI,, as shown in
Equation (6), Equation (7), and Equation (8):

GT,=GT,+2 x D, (6)
GTy = pSIFS + pExtralFS + mClockResolution 7
D, = SI, x HubClockPPM, SI, = mNominalSynchInterval (8)

The parameter GT, comprises the receive-to-transmit or transmit-to-receive turnaround time pSIFS, the
synchronization error tolerance pExtralFS, and the timing uncertainty mClockResolution, which are all.of
fixed values that are independent of clock drifts. The parameter D, represents the maximum clock drift of
the node or the hub relative to an ideal (nominal) clock over SI,. The parameter SI, delimits @) nominal
synchronization interval over which the clock drifts of the node and the hub are accounted _for in the
nominal guard time GT,,.

The node shall further compute an additional guard time GT, to compensate for additional clock drifts of
itself and the hub over an interval SI, beyond SI,, as shown in Equation (9):

GT, =2 x D,, D, = SI, x HubClockPPM )

The parameter SI, denotes the length of the time interval that has accruédin addition to SI, since the node’s
last synchronization with the hub. The corresponding additional clock drift D, is a function of SI, and
accounts for the required additional guard time GT,. The values-of'\D, and SI, are specific to the node and
time of concern.

A node may time its frame transmission and reception With a clock accuracy NodeClockPPM larger than
HubClockPPM, provided it reduces its nominal synehsOnization interval to SI, such that, as shown in
Equation (10):

SI, X NodeClockPPM = mNominalSynchlnterval x HubClockPPM (10)

If the time interval length SI since its last synchronization with the hub exceeds the reduced SI, by SI,, i.e.,
if SI = SI,, + SI,, the node shall calculate the required additional guard time GT, as shown in Equation (11):

GT, = SI, x NodeClockPRM,+ min[0, (ST — mNominalSynchInterval) x HubClockPPM] (1)

An illustration of clockedrifts and guard times for the case of a hub and nodes operating with the same
clock accuracy is given 1h Figure 91, with the following legend:

N¢ =fastnode) " Ny=slownode H =slow hub in (a) and fast hub in (b)

tmy = positien of ideal (nominal) clock when Ny’s local clock is at tm, m =1, .., or 4
tmy ={position of ideal (nominal) clock when N¢’s local clock is at tm, m =1, .., or 4
tm,_ & position of ideal (nominal) clock when N;’s local clock is at tm, m =1, .., or 4
ST, = nominal synchronization interval =~ GT, = nominal guard dtime

D, =maximum clock drift over SI, relative to ideal clock

SI, = additional synchronization interval ~ GT, = additional guard time

| P P S = ST 1ot s d 1

—aa M -l 3 % 3 M 1lal
=gy Xt - C ot Ot O v e o ottt v eto1aCar—-rotic

allocation interval of H = allocation interval in which H controls the timing for frame transactions
allocation interval of N = allocation interval in which N controls the timing for frame transactions
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GT =GT, GT =GT,
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HorN, f— ks Hor N, J—k—k—3
N H H H . . 1
| Ny e * L Nt
GT,
(a) Slow hub
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GT=GT, GT
——, GToy D, Do — | GT.=2xD. GT,
Ns J f f f Ns ).é

| H or N¢

GTO;I H or N¢

(b) Fast hub

Figure 91=Analysis of clock drifts and guard times for distributed provisioning

6.11.4.2 Distributed guard time compensation

With reference to Figure 91 and Figure 92, and with GT, given in Equation (6), GT, in Equation (7), SI, in
Equation (8) or Equation (10) as appropriate, and GT, in Equation (11), the node and the hub shall account
for clock drifts and guard times in their frame transmission and reception as follows:

The hub shall commence its beacon transmission at the nominal start of the beacon.

The hub shall commence its transmission in the node’s next scheduled downlink or bilink
allocation interval at the nominal start of the interval, and shall end its transmission in the interval

134
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

early enough such that the last transmission in the interval completes at least GT, prior to the
nominal end of the interval.

—  The hub shall commence its transmission of the node’s next future poll or post at the nominal start
of the poll or post.

— The hub shall commence its reception in the node’s next scheduled uplink allocation interval up to

G1, —GTy earlier than the nominal start of the interval to account for pertinent clock driits.

—  If the node’s last synchronization to the hub was less than SI, ago at the nominal end of its next
scheduled uplink or polled allocation interval, the node shall commence its transmission in th¢
interval at the nominal start of the interval, and the node shall end its transmission in the interval
early enough such that the last transmission in the interval completes at least GT, prior, to)the
nominal end of the interval.

— If the node’s last synchronization to the hub was less than SI, ago at the nominal stapt;of the next
beacon transmission, the node shall commence its reception of the beacon up to GT{3 GT, earlier
than the nominal start of the beacon to account for pertinent clock drifts.

— If the node’s last synchronization to the hub was less than SI, ago at the nefmnal start of its next
future poll or post, the node shall commence its reception of the poll or post up to GT, — GT,
earlier than the nominal start of the poll or post to account for pertinent.clock drifts.

— If the node’s last synchronization to the hub was less than SI, ago jat the nominal start of its next
scheduled downlink or bilink allocation interval, the node shall commence its reception in the
interval up to GT, — GT) earlier than the nominal start of thelinterval to account for pertinent clock
drifts. The node may commence its reception up to G, —GT, later than the start of the interval
based on its estimate of the relative clock drift with reéspect to the hub since its last synchronization
with the hub.

— If the node’s last synchronization to the hub,was SI, + SI, ago at the nominal end of its next
scheduled uplink allocation interval, the node, shall commence its transmission in the interval GT,
later than that nominal start time, and shall*end its transmission in the interval early enough such
that the last transmission in the interval,completes at least GT, + GT, prior to the nominal end of
the interval.

— If the node’s last synchronization to the hub was SI, + SI, ago at the nominal end of its next polled
allocation interval, the node(shdll commence its transmission in the interval at the nominal start of
the interval, and shall:;&nd its transmission in the interval early enough such that the last
transmission in the interyal completes at least GT, + GT, prior to the nominal end of the interval.

— If the node's last synchronization to the hub was less than SI,, + SI, ago at the nominal start of the
next beacon (fransmission, the node shall commence its reception of the beacon up to
GT, + GT, £ GT, earlier than the nominal start of the beacon to account for pertinent clock drifts.

— If the node’s last synchronization to the hub was less than SI, + SI, ago at the nominal start of its
next future poll or post, the node shall commence its reception of the poll or post up to
GT,+ GT, — GT, earlier than the nominal start of the poll or post to account for pertinent clock
drifts.

=\ If the node’s last synchronization to the hub was SI, + SI, ago at the nominal start of its next
scheduled downlink or bilink allocation interval, the node shall commence its reception in the
interval up to GT, + GT, — GT, earlier the that nominal start of the interval to account for pertinent
clock drifts. The node may commence its reception up to GT, + GT, — GT, later than the start of
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synchronization with the hub.
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Start of End of
first frame last frame
transaction transaction
f‘Tn
< Actual available interval > ’
< Allocation interval >

(a) Nominal guard time

Start of End of
first frame last frame
transaction transaction

GT, >l< >l< GT, GT,
Actual available interval

Uplink allocation interval

(b) Nominal guard time and additional guard time

Figure 92 —Distributed provisioning of guard{times for frame transmissions

6.11.1.3 Distributed guard time allocation

The node and the hub shall include a nominaliguard time GT, as given in Equation (6) and, if applicable,
twice an additional guard time GT, as given'in Equation (11) in each of the scheduled allocation intervals
they request or assign. The hub shall-also include the nominal guard time GT, in each of the polled
allocation intervals granted to the node®

6.11.1.4 Clock synchronization for distributed guard time provisioning

The node shall synchrenize with the hub at least once within the nominal synchronization interval SI,, given
in Equation (8) or\Equation (10) as appropriate, if only the nominal guard time GT, as given in
Equation (6) is.accounted for per 6.11.1.3. The node shall synchronize with the hub at least once within the
nominal synehironization interval SI, given in Equation (8) or Equation (10) as appropriate, plus the
additional-synchronization interval SI, given in Equation (10), if both the nominal guard time GT, as given
in Equation (6) and the additional guard time GT, as given in Equation (11) are accounted for per 6.11.1.3.

6.11.2 Centralized guard time provisioning

For centralized guard time provisioning, the node shall not include clock drifts or guard times in the

scheduled allocation intervals 1t requests, but the hub shall include appropriate clock drifts in the downlink
or bilink scheduled allocation intervals it assigns to the node. The hub shall also provision an appropriate
guard time between two neighboring allocation intervals one or both of which are assigned to the node
requiring centralized guard time provisioning.
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6.11.2.1 Centralized guard time computation

As shown in Figure 93, the hub shall compute a centralized guard time GT, between two neighboring
allocation intervals (with beacon treated as an allocation interval), both of which do not include a guard
time, to compensate for pertinent clock drifts, as follows:

FOr case (a) wiiere each of the two alfocation intervals is a beacon or an alfocation interval in wiich the nub
controls the timing for frame transactions, as shown in Equation (12):

GT.=GT, (12)

For case (b) where one of the two allocation intervals is a beacon or an allocation interval in which the-hub
controls the timing for frame transactions, and the other is an allocation interval in which the nodg ¢ontrols
the timing for frame transactions, given the node’s maximum synchronization interval Slycand its clock
accuracy Py in terms of PPM, and the hub’s clock accuracy Py in terms of PPM, as shown in/Equation (13):

GT.=GTy + Sy x (Py; + Py) (13)

For case (c) where one of the two allocation intervals is an allocation interval in which the node controls
the timing for frame transactions, and the other is an allocation interval in whiCh another node controls the
timing for frame transactions, given the node’s maximum synchronizdtion interval Sly; and its clock
accuracy Py; in terms of PPM, the other node’s maximum synchrofiization interval Sly, and its clock
accuracy Py» in terms of PPM, and the hub’s clock accuracy Py in ternis of PPM, with the other node also
requiring centralized guard time provisioning, as shown in Equation-¢14):

GT.=GTy + Py; % Sly; + Png % Slyy + Py % [SIy; — SIng] (14)
The parameter GT), is a fixed value independent of cloekudrifts as given in Equation (7).

In Figure 93(a), there are no relative clock driftssince it is the same hub that controls the timing for frame
transactions in both allocation intervals. In Figure 93(b), since the node last synchronized to the hub Sly
ago, the hub’s clock has drifted by Dy towatd’the other allocation interval, and the node’s clock has drifted
by Dy toward the other direction, both selative to an ideal clock. In Figure 93(c), since the two nodes last
synchronized to the hub Sly; and Sy, ago, their clocks have drifted by Dy; and Dy, in opposite directions,
respectively; between the times ofithe nodes’ last synchronization, the hub’s clock has also drifted by Dy in
the same direction as the clogk jof the node that synchronized with the hub later, all relative to an ideal
clock.

Of the two neighborifg allocation intervals, in case the earlier one is provided for distributed guard time
provisioning and thus jincludes a nominal guard time GT, as given in Equation (6) at the end, the hub may
deduct GT, from GT, in inserting a centralized guard time between the two intervals. Further, if the earlier
one is a schedtled uplink or polled allocation interval provided to a node for distributed guard time
provisioning)the hub shall set SIy or Sly; to SI, as given in Equation (8) in computing GT, according to
Equatienn(J3) or Equation (14).

On ‘the other hand, in case the later one is a scheduled downlink, bilink, or uplink allocation interval
assigned to a node requiring distributed guard time provisioning, the hub shall treat such an interval as one
assigned for centralized guard time provisioning in inserting a centralized guard time between the two
intervals. Further, if such an interval is a scheduled uplink allocation interval, the hub shall set SIy or Sy,

o el 8 - - J e L - e Vaala al L. o I e 12 I e L1 40 e 1
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An illustration of clock drifts and guard times for the case of both neighboring allocation intervals (with

beacon treated as an allocation interval) not including guard times is given in Figure 91, with the following
legend:
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Figure 93 —Analysis of clock drifts and guard times for centralized provisioning
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6.11.2.2 Centralized guard time compensation

With reference to Figure 93 and Figure 94, and with GT, given in Equation (7), and GT, in Equation (12),
Equation (13), or Equation (14) as appropriate, the node and the hub shall account for clock drifts in their
frame transmission and reception as follows, where the node applies Equation (13) to calculate GT, for its
reception time:

—  The hub shall commence its beacon transmission at the nominal start of the beacon.

— The hub shall commence its transmission in the node’s next scheduled downlink or bilink
allocation interval at the nominal start of the interval, and shall end its transmission in the interyal
early enough such that the last transmission in the interval completes by the nominal end\0f'the
interval.

—  The hub shall commence its transmission of the node’s next future poll or post at the-fiominal start
of the poll or post.

—  The hub shall commence its reception in the node’s next scheduled uplink allocation interval up to
GT, — GT, earlier than the nominal start of the interval to account for pettinent clock drifts since
the node last synchronized with it.

— The node shall commence its transmission in a scheduled uplink alloeation interval at the nominal
start of the interval, and shall end its transmission in the interval_éarly enough such that the last
transmission in the interval completes by the nominal end of the interval.

—  The node shall commence its reception of the beacon upto GT, — GT earlier than the nominal start
of the beacon to account for pertinent clock drifts since if\last synchronized with the hub.

— The node shall commence its reception in its next seheduled downlink or bilink allocation interval
up to GT, — GT, earlier or later than the nominalstart of the interval to account for pertinent clock
drifts since it last synchronized with the hub,

— The node shall commence its reception of its next poll or post up to GT, — GT, earlier than the
nominal start of the poll or post to-account for pertinent clock drifts, where the node’s last
synchronization interval is measurediup to the nominal start of the poll or post.

Start of End of
first frame last frame
transaction transaction

Actual available interval
Guar uard
time Allocation interval time

Figure 94 —Centralized provisioning of guard times for frame transmissions

6:11.2.3 Centralized guard time allocation

The node shall not include clock drifts or guard times in the scheduled allocation intervals it requests. The

hub shattnciude (GT-—GToy with GT; Ziven i Equation ( 13) 1T cac ot e schneduicd oWk or
bilink allocation intervals it assigns to the node. The hub shall also provision at least a centralized guard
time GT, given in Equation (12), Equation (13), or Equation (14) as appropriate, between two neighboring
allocation intervals, minus a nominal guard time GT, given in Equation (6) if the earlier one of the
allocation intervals is provided to a node requiring distributed guard time provisioning and hence includes
GT, in the end, treating a beacon as an allocation interval that does not include GT,,.

139
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

6.11.2.4 Clock synchronization for centralized guard time provisioning

The node shall synchronize with the hub at least once within its maximum synchronization interval Sly as
indicated in its last transmitted Connection Request frame.

6.12 Power management

A node not indicating to be always active in its last transmitted MAC Capability field, referred to as a node
in short in this subclause, may hibernate, i.e., be in inactive state across its non-wakeup beacon periods
(superframes). It may sleep, i.e., be in inactive state over some time intervals in its wakeup beacon pefiods
(superframes).

6.12.1 Hibernation—macroscopic power management

To be in inactive state across more than one beacon period (superframe), a node\shall set the Requested
Wakeup Period field in its last Connection Request frame sent to a hub to an int€ger larger than one, while
setting the Requested Wakeup Phase field in the frame to a value specifying,its intended next wakeup
beacon period (superframe).

To wake up, i.e., be ready for receiving or transmitting frames, in every\beacon period (superframe), a node
shall set the Requested Wakeup Period field in its last Connection)Request frame sent to a hub to one,
while setting the Requested Wakeup Phase field in the frame tdd@ value identifying the next beacon period
(superframe).

The hub should honor the values of the Requested Wakeup Period and, to a less extent, Requested Wakeup
Phase fields whenever possible, but may set its Agsigned Wakeup Period and Assigned Wakeup Phase
fields of its responding Connection Assignment,.frtame to different values if need be,. The hub may later
modify these values by sending to the node another Connection Assignment frame if warranted by new
operating conditions.

If the hub sets the Assigned Wakeup *Period field in its responding frame to an integer not equal to one, it
may grant only m-periodic allocations to the node, with the allocation intervals being in the node’s wakeup
beacon periods (superframes), ifnaccordance with the node’s last connection request whenever possible, but
shall not grant to the node any“l-periodic allocations.

If the hub sets the Agsigned Wakeup Period field in its responding frame to one, it may grant only 1-
periodic allocations(fo,the node, with the allocation intervals being in every beacon period (superframe), in
accordance with/the.node’s last connection request whenever possible, but shall not grant to the node any
m-periodic allocations.

If the Assigned Wakeup Period value in the Connection Assignment frame last received from the hub is not
equal tg"one, the node shall wake up in each of its wakeup beacon periods (superframes) based on the latest
Assigned Wakeup Period and Assigned Phase Wakeup values provided in that frame by the hub, to
tranSmit or receive frames in the granted m-periodic allocation intervals, and to receive the beacon if
needed.

If the Aqqigm:d Wakenp Period value in the Connection Aqqignmpnt frame last received from the bub ig

one, the node shall wake up in every beacon period (superframe), to transmit or receive frames in the
granted 1-periodic allocation intervals, and to receive the beacon as appropriate.

Figure 95 illustrates macroscopic power management across beacon periods (superframes).
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Beacon period (superframe) r Beacon period (superframe) n+7 Beacon period (superframe) ...

Wakeup beacon period (superframe) " Wakeup beacon period (superframe)

Wakeup Period = m > 1

(a) Assigned Wakeup Period # 1

Beacon period (superframe) 7 Beacon period (superframe) n+7 Beacon period (superframe) ...

Wakeup beacon period (superframe) Wakeup beacon period (superframe) Wakeup beacon period (superframe)

Wakeup Period = 1

(b) Assigned Wakeup Period = 1

Figure 95 —Macroscopic power management

6.12.2 Sleep—microscopic power management

In a wakeup beacon period (superframe), in beacon mode with superframes, a node may be in inactive state
during the beacon transmission time, if it does not need to receive a-heacon during this time. The node may
be in inactive state in exclusive access phase 1 (EAP1), randoivaccess phase 1 (RAP1), exclusive access
phase 2 (EAP2), or random access phase 2 (RAP2), if it dogs not need to transmit a management or data
type frame in the corresponding access phase.

In a MAP, a node may be in inactive state outside its scheduled allocation intervals and polled or posted
allocation intervals (a future poll/post is sent in apoested allocation). It may also be in inactive state during
its scheduled or polled allocation intervals on determining that the remaining interval has been relinquished
by itself or reclaimed by its hub due to no mere‘pending transmissions as specified in 6.8.

In beacon mode with superframes, towxéceive a B2 frame or to transmit in a CAP, a node shall be active in
the time interval wherein a B2 framglmay be sent as specified in 6.3.

Figure 96 illustrates microscopic/power management in a wakeup beacon period (superframe).
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Inactive if no need to
receive beacon

Inactive if no need to Inactive if no need to
transmit in EAP 1 transmit in EAP 2
Inactive if no need to Inactive Inactive if no need to Inactive
transmit in RAF 1 transmit in RAP 2
Reclaimed. Reclaime:
Inactive > Inactive ] Jedained,
scheduled S polled (o]
o %
B —— - . B2 _ -
EAP1 RAP1 MAP EAP2 RAP2 MAP CAP
Wakeup beacon period (superframe)

(a) Beacon mode with superframes

Inactive Ifactive
Reclaimed. Reclaimed.
Inactive > Inactive - Inactive [ >
> scheduled scheduled < > 8 posted Ig polled
W allocation interval allocation interval = allocation allocation o
MAP
Wakeup superframe (beacon period)

(b) Non-beacon mode without superframes

Figure 96 —Microscopic power management

6.13 Coexistence and interference mitigation

A hub may employ one or more of the optional\inechanisms described in this subclause for coexistence
and/or interference mitigation between its BANand neighbor BANSs.

6.13.1 Beacon shifting

A hub may transmit its beacons*at different time offsets relative to the start of the beacon periods by
including a Beacon Shifting Sequence field in its beacons as defined in 5.3.1.10. A hub should choose a
beacon shifting sequence-that is not being used by its neighbor hubs to mitigate potential repeated beacon
collisions and scheduled)allocation conflicts between overlapping or adjacent BANs operating in the same
channel.

As shown in‘Figure 97, the hub shall transmit a beacon out of its PHY at a time t = PNy, (n) x BP/4 relative
to the start.0f’beacon period n. Here, m is the beacon shifting sequence index that the hub has chosen for its
BAN, BPuis the length of its beacon period, and n is the phase of the chosen sequence (n=0, 1, ... ) for this
beacon-period.
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B =beacon BP = beacon period PNo(m) =0,1,0 1, ...PN«(m=0,2,0,2, ...
BTTO = beacon transmission time offset PNam) =01,2 3, . ;PNg(m=01,32 ... PNg1=0,21,3
BPST = beacon period start time PNs() =0,2,3 1, ..;PNg(m) =0,3,1,2, ... PNAn) =0,3,2, 1, ..
BTTO = - BTTO = BTTO =
BP/4xPNp,(n+71) BP/4xPNpy(n+2) BP/4xPN,(n+3)
B | B |
< BP n »le BP n+1 »la BP n+2 »le BP n+3 >

| —— |
BPST(OTBP TV

Figure 97 —Beacon shifting illustration with PN4(n)

As defined in 5.3.1.2, the allocation slots in a beacon period shift around with the beacon transmit tine:
The access phases—exclusive access phase 1 (EAP1), random access phase 1 (RAP 1), exclusivehaceess
phase 2 (EAP2), random access phase 2 (RAP2), and contention access phase (CAP)—shown inFigure 64
are referenced to numbered allocation slots and shift around with the beacon in the beacon period
accordingly. The RAP1 and RAP2 related fields contained in the beacon of the current beacon’period now
refer to the EAP1, RAP1, EAP2, and RAP2 in the next beacon period. A node does not Kinow nor use these
access phases in the beacon period in which it received its first beacon indicating beacon shifting is
enabled, but it may use a MAP through polls or posts.

In choosing access phases and the beacon shifting sequence, the beacon shift(shall not result in a split of
any of the aforementioned access phases into two parts.

Scheduled allocation intervals are also referenced to numbered allécation slots and shift around with the
beacon transmit time accordingly in the beacon period as shown-in Figure 98. A scheduled allocation
interval in a beacon period may be split into two portions as_a-esult of shifting around the beacon period,
but the aggregate length remains the same.

B =beacon S1 = 1-periodic allocation interval of length L T1 = interval start of § 1relative to beacon transmittime L=L_1+L 2 T1=T1_1+T1_2

Beacon period n Beacon period n+1 Beacon period )k Beacon period n+m
E| S1 | s | |§ S 1 | E|
< 5 <«—> <«—> < >
< > <« <> < g
T1 L L2 ail L T12 L 11
T J T J
Wrap around Wrap around

(a) 1-periodic allocation

B =beacon Sm = m-periodig-allacation interval of length L Tm = interval start of Sm relative to beacon transmit time  Tm=Tm_1+ Tm_2

Beacon period» Beacon period n+1 Beacon period Beacon period n+m
g S0 R w |l
(e N < R
- » < >
Tm L Tm 2 L Tm_1
m beacon periods Wrap around

(b) m-periodic allocation

Figure 98 —Beacon and scheduled allocation interval shifting

6.13.2 Channel hopping

A hub may enable channel hopping only if its PHY is a narrow band (NB) PHY not operating in the MICS
band or a frequency modulation ultra-wideband (FM-UWB) PHY. In such cases, the hub may change its
operating channel in the operating frequency band periodically by including the Channel Hopping State and
Next Channel Hop fields in its beacons as defined in 5.3.1.11 and 5.3.1.12, respectively, or/and in the
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Superframe Parameters IE of its Connection Assignment frames as defined in 5.7.1. A hub should choose a
channel hopping sequence that is not being used by its neighbor hubs.

The hub shall hop to another channel after dwelling in the current channel for a fixed number of beacon
periods (superframes) as communicated to the nodes connected with the hub through Connection
Assignment frames. To hop to a new channel, the hub shall start switching to the new channel at

pCITAanMEtSWItch TIme Prior 10 IS Start 0f e DEACOM Period (SUPSTITame ) tat Deging Wil The TIcwW Chanmet,
neither sending nor receiving frames during the channel switch. A node should not send a frame during this
transition.

A hub shall generate a channel hopping sequence based on the maximum-length Galois linear feedback
shift register (LFSR) defined in Figure 99 and by the generator polynomial shown in Equation (15):

g(x):X16+X]4+X]3+XI] +1 (15)

The state of the LFSR at stage K is given by Equation (16):

Ye=2"% o + 2% Mg+ ...+ 2% lk1s (16)

Yy represents the binary value read from the bits Iy, rx1, ..., 15 of the indiyidual registers at stage k, with
I'vo being the LSB and ry ;5 being the MSB.

ke 3] fxz2 ks fia ks ko Fir fre Ty fi1e Ti1r fi1z fi1s fk1a fi1s

Figure 99 —16-bit Galois LFSR for chiannel hopping sequence generation

Given the current state Yy of the LFSR, the hub'shall generate the next state Yy.; of the LFSR, i.e., the state
of the LFSR at the next stage, stage k +Al" Accordingly, the hub shall generate the channel index Cyy
identifying the next channel from the.Ehannel index Cy identifying the current channel and the next state
Y+ of the LFSR as shown in Equation (17), Equation (18), and Equation (19):

Nreduced = Nen — 2Nggp + 1 (17)
Zi+1 = Yirr modNreguced (18)
Cir 1= (O + Zis1 + Nggp) mod Ney (19)

In the~equations, the notation “mod” denotes modular operation. N, = pChannelsTotal is the number of
total channels in the operating frequency band as listed in Table 25. Ng, = pChannelSeparation is the
minimum number of channels separated between two consecutive hops as illustrated in Figure 100. Nyeguced
1s the number of channels available for each hop on account of the channel separation constraint Nggp. The
channel index is the channel number as specified in the corresponding PHY clause.

If channel hopping is currently enabled, or to be enabled later, in selected channels of the operating
frequency band, the hub shall include in its Connection Assignment frames a Channel Hopping and
Ordering IE indicating those channels. In this case, Ng, is the number of channels included in channel
hopping in the operating frequency band as indicated in the IE, and N, is the value of the Channel
Separation field as also indicated in the IE. Moreover, the channel index = C identifies a channel designated
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by the Cth of all the bits set to one in the Channel Bitmap of the IE, with such bits numbered at zero from
the LSB that is set to one.

Given the current channel number Ny, the next channel number Ny, is such that [N+, — Ni| > Nggp. All
channels are selected with equal probability, as also shown in Figure 100.

Nen =10 Nsep =2 Nreducea = 7
e @ ~Aiowed () Notallowed

Figure\100 —Channel separation in consecutive hops

The hub shall set the-initial state Y of its LFSR to the 16 LSBs of its EUI-48, with ry, corresponding to the
LSB. The hub,shall select the channel number C, of its initial channel as shown in Equation (20):

CyZ£Y)y mod Ng, (20)

To eommunicate with a hub, a node shall hop to the same channel as the hub. If the hub does not enable
ehannel hopping, as indicated by exclusion of the Channel Hopping State and Next Channel Hop fields
from its last transmitted beacon or/and Connection Assignment frames, the node should find the hub’s
operating channel according to the channel order list provided by the hub, if any.

6.13.3 Active superframe interleaving

A BAN may share the same operating channel with one or more other BANs with or without interleaving
their active superframes.
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A BAN, denoted BAN 1, may at any time share the same operating channel with another BAN, denoted
BAN 2, through interleaving their active superframes as illustrated in Figure 101. A hub that supports
active superframe interleaving and operates in non-beacon mode with superframes shall send a B2 frame in
every active superframe.

B t—trrarct

BAN 1 Duration = 3
before and
after
superframe | . Active _ Active _ Active
interleaving | Superframe | Superfram& | Superfram& |
BAN2: Active, BAN2: Requested
Superframe Ingctive Duration § 3
Bzgrz Offset =1
superframe
interleaving _ Active _ Active | _ Active
“Superframé& “Superframé “Superframé
(a) Without active superframe adjustment
BAN 1
before
superfram
interleaving | _ Active | _ Active | _ Active | _ Active | _ Active | Active | _ Active =\ “Active | _ Active | _ Active | _ Active
(example 1) [ Superframe” | Superframé& | Superfram& [ Superfram&™ | Superframé | Superfram& | Superframé& | Superfram& | Superfram& | Superfram& | Superfram& |
BAN 1
before
superframe:
interleaving | Active P Active - Active P Active L Active |
(example 2) [ superframe i superframe i superframe, i superframe i superframe =
BAN1: Inactive <7
BAN 1 Duration = 1
after
S\;pelrframe g Active o Active o Aclive g Active | o Active o Active
nterieaving “Superframé “Superfram& “Shperframe “Superframe “Superfram& “Superfram&
BAN2:
BAN2: Active Requested
Superframe Inactive
BAN 2 Offset=0 Duration = 1
after
ssuperframe
nterleaving _ Active <L Active | _, Active _ Active _, Active |
“Superfram& “Superframé “Superfram& “Superframé& “Superframé
BAN 2
before
_st:pelrframe Active - | 2 Active L Active | e Active P Active ol e Active .
interieaving " superframees. L% = superframe " | ©  superframe | ©  superframe " | ©  superframe " | ©  superframe |
(b) With active superframe adjustment
Figure 101 —Active superframe interleaving illustration
Regardless of whether BAN 1 is operating with a beacon period (superframe) length and inactive duration
that\are suitable for interleaving BAN 1 and BAN 2’s active superframes, BAN 2’s hub, denoted hub 2,
may send to BAN 1’s hub, denoted hub 1, a Command—Active Superframe Interleaving Request frame to
request for active superframe interleaving between the two BANS, after receiving a beacon or B2 frame of
hub 1 with the Superframe Interleaving field of the MAC header set to one indicating support for active
superframe interleaving

Upon acknowledging receipt of the frame, hub 1 should send to hub 2 a Command-Active Superframe
Interleaving Response frame to indicate whether it accepts or rejects the request, if it supports active
superframe interleaving as indicated in the MAC header of its last transmitted beacon or B2 frame. If hub 1
accepts the request,
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— in some cases as illustrated in Figure 101(a), it may continue with its current beacon period
(superframe) length and inactive duration to enable the offered active superframe interleaving;

— in other cases as illustrated in Figure 101(b), it shall adjust its beacon period (superframe) length
and inactive duration to enable the offered active superframe interleaving before sending its
response.

Hub 1 should accept the request if it may continue with its current beacon period (superframe) length and
inactive duration to enable the requested superframe interleaving, as in the cases illustrated in
Figure 101(a), unless its inactive duration has been mostly taken by other hubs also for active superframe
interleaving. Hub 1 should also accept the request from hub 2, if hub 1 has a lower BAN priority than
hub 2.

If hub 1 rejects the request, it may continue with its current beacon period (superframe) length and anactive
duration, even if it offers alternative beacon period (superframe) and inactive durationCralues in its
response for active superframe interleaving between the two BANSs.

If hub 1 accepts hub 2’s request, hub 2 should set up or/and adjust its beacon periodqsuperframe) boundary
and inactive duration to attain active superframe interleaving as it has requested, as illustrated in
Figure 101, once hub 1 makes its own adjustment if required as in the cases illustrated in Figure 101(b).

If hub 1 rejects hub 2’s request, hub 2 may send another request for actiye\superframe interleaving based on
the alternative offer in hub 1’s response, or may start or continue BAN/2 operation in the same channel
without regard to active superframe interleaving.

Hub 2 may send to hub 1 another Command—Active Superframe"Interleaving Request frame even if it has
previously sent such a frame containing the same or different requested field values. If the new request is
accepted, it shall supersede the previous request. If the néw request is rejected, the last accepted request, if
any, shall remain valid.

If hub 2 previously sent to hub 1 a request for active superframe interleaving and the request was accepted
by hub 1, hub 2 should send to hub 1 anothertequest when hub 2 needs fewer or no active superframes.

Hub 1 may send to hub 2 a Command—Agtive Superframe Interleaving Request frame for active superframe
interleaving any time as well, following the procedure specified in the above with hub 1 and hub 2
swapping their roles.

To send a Command-Active Superframe Interleaving Request or a Command—Active Superframe
Interleaving Response_frante, the sender shall send the frame as if it were an unconnected node of the
recipient’s BAN, for-both medium access and MAC header setting. The transmission and setting of [-Ack
frames for acknowledging receipt of the above two frames shall be the same as for acknowledging receipt
of any other frame.

6.14 MAC/PHY capability handling/interaction and Application Specific IE usage

6.14.1 MAC/PHY optional capability support

ZATIO0E OT @ U Siatt be Teady 1o CalTy out @ {UNCHOIT tiat it 1S aicated 10 ¢ capapic Of SUPPOTUIE (T 1tS
last transmitted MAC Capability or PHY Capability field. A node or a hub shall not initiate or execute a
function that its communication partner has indicated to be incapable of supporting through the last MAC
Capability or PHY Capability field sent by the partner.
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To transmit beacons, Poll and T-Poll frames addressed to Unconnected Broadcast NID,
Local Broadcast NID, or Broadcast NID as appropriate, a hub shall use a mandatory data rate in the
operating frequency band for the underlying PHY.

6.14.2 MAC/PHY interaction for hybrid ARQ

A node and a hub may employ type-II hybrid automatic repeat request (HARQ) in transmitting and
receiving a frame as specified in Clause 9 for the UWB PHY if pHybridARQ is set to TRUE.

The sender shall send the frame with the Ack Policy field of the MAC header set to I-Ack. Unless_the
sender receives an expected [-Ack frame or aborts the current frame retransmission at the PHY, lit_shall
transmit a frame containing alternately either the parity bits of the MAC frame constructed at th€\PHY per
the HARQ scheme or the MAC frame itself, pSIFS after the estimated end of the expected I-A¢k frame.
The recipient shall receive and acknowledge the frame according to 6.2.4 and 6.2.9.

When a sender invokes a type-Il HARQ operation for a frame transmission, the transmissions of the frame
containing a MAC frame or the parity bits thereof, the expected I-Ack frames, and an appropriate guard
time shall all fit within an allocation interval it has obtained.

6.14.3 Application Specific IE usage

A hub may include one or more Application Specific IEs at the'end of its beacon.

A node may include one or more Application Specific [Es at the end of its Connection Request frame. A
hub may also include one or more Application Specific\IEs at the end of its Connection Assignment frame.

A recipient shall ignore unrecognized ApplicatiomSpecific IEs.

6.15 MAC sublayer parameters

Table 24 provides the values for the MAC sublayer parameters.
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Table 24 —MAC sublayer parameters

Parameter Value
mBAckLimit 8
mCSMATxLimit 2 for UP<5or4 for UP>6
b CloekPPME it 46-ppr
mClockResolution 4 ps
mG-AckDataSubtype 1111 (binary)
mMaxFragmentCount 8
mMaxBANSize 64
mNominalSynchInterval 8 x Beacon Period (Superframe) Length
mScheduledAllocationAborted 32
mTimeOut 30 us
mUnscheduledAllocationAborted 32
mUnscheduledNoResponseLimit 3

Table 25, Table 26, and Table 27 provide the values of the PHY dependent parameters used by the MAC

sublayer.

Table 25—PHY-dependent MAC sublayer parameters pertaining to narrowband PHY

Parameter Value
pAllocationSlotMin 500 ps
pAllocationSlotResolution 500 ps

pCCATime 63 / Symbol Rate (see Table 29 to Table 35 for Symbol Rate)
pChannelSeparation 2

pChannelsTotal See Table 45

pChannelSwitchTime 100-pus

pCSMAMACPHY Time 40 us

pCSMASIotLength pCCATime + pCSMAMACPHY Time

pExtralFS 10 ps

pHybridARQ FALSE

pMaxFrameBodyLength 255 octets

pMICSChannélsFotal 10

pMICSCHam€lSwitchTime 100 ps

pMICSHubMaxRetries 10

pMIECSMcastPollRxTime pMICSPollTxTime + pMIFS + pMICSPreambleTxTime = 1567 us
SMICSMeastPolls [ pPMICSChannelsTotal x (pMICSMcastPolIRxTime +

pMICSChannelSwitchTime ) / (pMICSPollTxTime + pMIFS) | = 16

pMICSNodeEmergencyRetries

2

pMICSPollRxTime

pMICSPollTxTime + pMICSPollSpace + pMICSPreambleTxTime = 2157 us

pMICSPollSpace

2xpSIFS + pMICSPreambleTxTime + mTimeOut = 610 ps

© IEEE 2012 - All rights reserved
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Table 25—PHY-dependent MAC sublayer parameters pertaining to narrowband PHY

(continued)

Parameter

Value

pMICSPollTxTime

pMICSPreambleTxTime + pMICSPLCPHeaderTxTime + {(7+2) X 8 + 12 x
[(7+2) x 8/511}/187.5 ms = 1323 us

A AT

JUrTS 7.0 IS = 90U S

pMICSPLCPHeaderTxTime

2 % 31/187.5 ms = 331 pus

pMICSUnconnectedPollPeriod

> (pMICSUnconnectedPollTxTime + pMICSPollSpace) x
pMICSUnconnectedPolls = 25 130 ps

pMICSUnconnectedPollIRxTime

pMICSUnconnectedPollTxTime + pMICSPollSpace +
pMICSPreambleTxTime = 2275 us

pMICSUnconnectedPolls

[ pMICSChannelsTotal x (pMICSUnconnectedPolIRxTime +
pMICSChannelSwitchTime ) / (pMICSUnconnectedPollTxTime #
pMICSPollSpace) | = 14

pMICSUnconnectedPoll TxTime

pMICSPreambleTxTime + pMICSPLCPHeaderTxTime + {(7+4+2) x
8+ 12 x[ (7+4+2) x 8/511}/187.5 ms = 1558 ps

pMIFS 20 ps
pRandomAccess CSMA/CA
pSIFS 75 us

pUnconnectedPolledAllocationMin

> transmission time of two PHY packets eontaining a MAC frame of 7+104+2
and 742 octets, respectively, both transmitted at the highest mandatory data rate
of the operating frequency band speciffed in Clause 8.

Table 26 —PHY-dependent MAC sublayer parameters pertaining to UWB PHY

Parameter Value
pAllocationSlotMin 16 ps
pAllocationSlotResolution 16.us

pAlohaSlotLength pUnconnectedPolledAllocationMin
pCCATime 252 ps

pCSMAMACPHYTime 40 ps

pCSMASIotLength pCCATime + pPCSMAMACPHY Time
pExtralFS 10 ps

pHybridARQ TRUE

pMaxFrameBodyLength 255 octets

pMIFS 20 ps

pRandomA¢e€ss CSMA/CA or Slotted Aloha

pSIFS 75 pus

pUn¢onnectedPolledAllocationMin

> transmission time of two PHY packets containing a MAC frame of
7+104+2 and 742 octets, respectively, both transmitted at the mandatory
data rate of the operating frequency band specified in Clause 9.
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Table 27 —PHY-dependent MAC sublayer parameters pertaining to HBC PHY

Parameter Value

pAllocationSlotMin 500 ps

pAllocationSlotResolution 500 ps

pAtoaStottengtir pHncommectedPottedAttocatromivim

pExtralFS 10 ps

pHybridARQ FALSE

pMaxFrameBodyLength 255 octets

pMIFS 20 ps

pRandomAccess Slotted Aloha

pSIFS 75 pus
> transmission time of two PHY packets containing a MAC€ frame of

pUncomespoliAlloaionn | 7710822 attseertly, b e e s
Clause 10.

7. Security services

This clause expounds on the elements of the security hierarChy introduced in Figure 5. Security in this
standard starts with a negotiation of the desired security suite’between the two communicating parties, a
node and a hub. The security selection in turn sets off asecurity association between the two parties for
activating a pre-shared or generating a new shared master key (MK). Several security association protocols
suitable for a variety of use cases are provided in.7%1, which finishes off with security disassociation for
legitimately repealing a shared MK between thétwo parties. Pairwise temporal key (PTK) creation and
group temporal key (GTK) distribution are thefidescribed in 7.2.

Treated in 7.3 is message security at the MAC level, i.e., message authentication and encryption, based on
the Advanced Encryption Standard (AES) forward cipher function for 128-bit keys operating on counter
mode and cipher block chaining.(CBC) mode, respectively. As part of message security, replay protection
is also provided in this subclauSe;

Support for mandatory and eptional cipher functions is clarified in 7.4.

7.1 Security-association and disassociation
The sectrity association protocols specified in 7.1.2, 7.1.3, 7.1.4, and 7.1.5 shall be based on the Diffie-

Hellmafi~key exchange employing the elliptic curve public key cryptography. The elliptic curve,
characterized as shown in Equation (21):

y* =x’ +ax + b (mod p), with a, b € GF(p), 4a’ + 27b* # 0 1)

|

L C. /p) 3 P : oot £ald Laoll L +la £o11 3 & 1 £ bYS £ oz +. d_d 3
where—GH ts—a—prime—tintte—feld—shaltave—thefoHowine—valtres—tortts—eoetfetents—and—domatn
parameters, as specified for Curve P-256 in FIPS Pub 186-3, with p (an odd prime), r (order of base point
G), and a (a coefficient) given in decimal form, and coefficient b and base point G = (G,, G,) given in hex:
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p= 9256 _ 224 4 5192 | 996 _ |
=115792089210356248762697446949407573530086143415290314195533631308867097853951
=115792089210356248762697446949407573529996955224135760342422259061068512044369
a=p-3

b = 5ac635d8 aa3a93e7 h3ebbd55 769886bc 651d06b0 cc53b0f63bce3c3e 27d2604b

G,= 6b17d1f2 e12c4247 f8bce6es 63a440f2 77037d81 2deb33a0f4al3945 d898c296

-

G —Afe342e2 feta 7ot 8eeTeda 7eofoet62bee3357 63t Serechb64068 370515

The private keys (also called secret keys) SK, and SKg of the elliptic curve public key cryptography for the
two communicating parties, a node (party A) and a hub (party B), respectively, shall be each statically
unique 256-bit integers chosen independently and at random from the set of integers {1, 2, r—1}, The
corresponding 256-bit public keys PK, and PKg shall be computed as shown in Equation (22):

PK, = SKa X G, PKg = SKg x G (22)

where % denotes scalar multiplication of the base point G = (G,, G,) by an integer as deSeribed in A.9.2 of
IEEE Std 1363-2000. A received public key, denoted by a pair of X-coordinate and“Y-eoordinate values,
shall be treated valid only if it is a non-infinity point on the elliptic curve defined in'the above, i.e., that its
Xand Y coordinates satisfy the elliptic curve equation given above.

In the security association and disassociation procedures, except that for MK pre-shared association, that
are specified in this subclause, the cipher-based message authentication code (CMAC) algorithm as
specified in the NIST Special Publication 800-38B, with the AES foerward cipher function under a 128-bit
key as specified in FIPS Pub 197, is used to compute key messagé_authentication codes (KMAC) and the
desired shared MK. Specifically, the functional notation CMAE(K, M, L) represents the L-bit output of the
CMAC applied under key K to message M based on the AES)forward cipher function.

Moreover, the bit string truncation functions LMB_n(S).and RMB_n(S) designate the n leftmost and the n
rightmost bits of the bit string S, respectively. The’ssign || denotes concatenation of bit strings that are
converted according to IEEE Std 1363-2000 fromcertain fields of the frames of concern.

7.1.1 Master key pre-shared association

A node and a hub shall each have-a'Secret pre-shared MK prior to running the MK pre-shared association
protocol to activate their pre;shared MK as their shared MK for their PTK creation, with the benefit of
keeping third parties not possessing the secret MK from launching impersonation attacks via the PTK
creation procedure.

The node, but not(the hub, may initiate a security association procedure to run the MK pre-shared
association prot@col; by sending to the hub the first Security Association frame of the procedure.

Upon receiving the first Security Association frame, the hub shall send to the node the second Security
Associafion frame, joining or aborting the security association procedure.

If{the node receives the second Security Association frame indicating the hub is aborting the security
association procedure, it shall abort the current security association procedure. It may initiate a new
Security association procedure if the hub aborted the procedure with a different security suite selector. It

may later initiate a new security association procedure if the hub aborted the procedure due to temporary
1

1 £
TAURK OT TCSOUTTTST

Upon successfully sending the second Security Association frame indicating it is joining the security
association procedure, the hub shall activate the pre-shared MK as its shared MK with the node, treating the
node’s true identity unauthenticated but the security association procedure completed. Upon receiving the
second Security Association frame indicating the hub is joining the security association procedure, the node
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shall also activate the pre-shared MK as its shared MK with the hub, treating the hub’s true identity
unauthenticated but the security association procedure completed as well. The node shall proceed to the
PTK creation procedure to create a PTK with the hub, meanwhile performing mutual authentication of each
other based on the claimed pre-shared MK.

The MK pre-shared association procedure is illustrated in Figure 102, where

Address_A is the Sender Address field of the frame payload of the first Security Association frame.

Address_B is the Recipient Address field of the frame payload of the first Security Association frame.

Security_Suite_Selector is the Security Suite Selector field of the frame payload of the first Security
Association frame.

Association Control is the Association Control field of the frame payload of the Security Association
frame containing the field.

Initiator (A) Responder (B)
(1a) First Security Association frame .
>

(Address B || Address_A || Security Suite_Selector || Association_Control)
(2b) I-Ack frame:

(3b) Second Security Association frame
(Address_A || Address_B || Security _Suite_Selector || Association_Control)

(4a) I-Ack frame

A

(5) Both parties activate their pre-shared MK as theit MK

Figure 102 —MK pre-shared association procedure

7.1.2 Unauthenticated association

A node and a hub shall each require no authentiCation credentials such as a shared secret or human
intervention prior to running the unauthenticated*association protocol to generate their shared MK for their
PTK creation, without the benefit of keeping thitd parties from launching impersonation attacks.

The node, but not the hub, may initiat€" a security association procedure to run the unauthenticated
association protocol, by sending to the'liub the first Security Association frame of the procedure.

Upon receiving the first Security:*Association frame, the hub shall send to the node the second Security
Association frame, joining or aborting the security association procedure.

If the node receives thg second Security Association frame indicating the hub is aborting the security
association procedure) it shall abort the current security association procedure. It may initiate a new
security association procedure if the hub aborted the procedure with a different security suite selector. It
may later initiate a new security association procedure if the hub aborted the procedure due to temporary
lack of resources. However, the node may resume the security association procedure if it subsequently
receives the third Security Association frame with the MK_KMAC field set to MK_KMAC_3 as calculated
via Equation (25), treating the earlier received second Security Association frame to have been sent by an
imdpersonator of the hub.

The hub shall abort the security association procedure if the node’s public key (PKax, PKay) contained in
the first Security Association frame is not a valid public key. Otherwise, upon successfully sending the

4. bR A ot £ 1aals £ 1t 2 2 £l bR ot d thalaal cloll
second-SeetrttyAssoetattonframethdtentinettistotnetheseetrttyassoetattonproeedure—thretrb—shatt
send to the node the third Security Association frame, setting the MK _KMAC field of the Security
Association Data thereof to MK_KMAC_3 as calculated via Equation (25).

The node shall abort the security association procedure if the hub’s public key (PKgy, PKgy) contained in
the second Security Association frame is not a valid public key. Otherwise, upon receiving the third
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Security Association frame with the MK _KMAC equal to MK_KMAC_3, the node shall send to the hub the
fourth Security Association frame, setting the MK_KMAC field of the Security Association Data thereof to
MK_KMAC_4 as calculated via Equation (26).

Upon successfully sending the fourth Security Association frame, the node shall compute the shared MK as
given in Equation (27), treating the hub’s true identity unauthenticated but the association procedure

COMpIced. UPON TCCeIVINg e fOUrtT STCUIty  ASSOCiation frame witll e MK _KMAC equal 1o
MK_KMAC_4, the hub shall also compute the shared MK, treating the node’s true identity unauthenticated
but the association procedure completed as well.

The node and the hub shall each compute DHKey and extract Temp_1 as shown in Equation (23) and

Equation (24):
DHKey = X(SKp % PKg) = X(SKg x PK,) = X(SKa % SKg % G) (23)
Temp_1 = RMB_128(DHKey) (24)

The node and the hub shall each derive MK_KMAC_3 and MK_KMAC_4 as showaivin Equation (25) and
Equation (26):

MK_KMAC_3 = CMAC(Temp_1, Address_A || Address_B || Nonce_AT}Nonce_B ||
Security_Suite_Selector || Association_Control, 64) (25)

MK_KMAC_4 = CMAC(Temp_1, Address_B || Address_A |} Nerce_B || Nonce_A ||
Security_Suite_Selector || Association_Centrol, 64) (26)

After the aforementioned verifications have passed, the node and the hub shall each derive their shared MK
as shown in Equation (27):

MK = CMAC(Temp_2, Nonce_A || Nonce_B}128), where Temp_2 = LMB_128(DHKey) 27)

In the above, X(P) = X(Px, Py) = Px = X-cobrdinate of P, which is computed from SK, x PKp at the node
and from SKg % PKj at the hub, respectively.

SKa is the node’s 256-bit private key (an integer) kept secret by the node.

SKg is the hub’s 256-bit private-key (an integer) kept secret by the hub.

PKa, is the node’s 256-bit public key (a pair of X and Y coordinates) transmitted by the node.

PKg is the hub’s 256-bif\public key (a pair of X and Y coordinates) transmitted by the hub.

Address_A is the Sender Address field of the frame payload of the first or third Security Association
frame.

Address_B is the Recipient Address field of the frame payload of the first or third Security Association
frange;

Nonce A3 the Sender Nonce field of the frame payload of the first Security Association frame.

Nonee\B is the Sender Nonce field of the frame payload of the second Security Association frame.

Seeurity Suite_Selector is the Security Suite Selector field of the frame payload of the first Security
Association frame.

Association Control is the Association Control field of the frame payload of the Security Association
frame containing the field.

fa'ni] -l PR | o 1 ] P BRI =i 102
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PKax and PK,y are set to 0
(0a) Select private key SK, in first & fourth (0Ob) Select private key SKs
Compute public key Security Association frames Compute public key
PRy = (PKax, PKay) = SKa*G for public key hidden association PKg = (PKgx, PKgy) = SKgxG
[_(1a) Select 128-bit Nonce_A | [_(1b) Select 128-bit Nonce_B |

(2a) First Security Association frame
(Address_B || Address_A || Security_Suite_Selector || Association_Control || Nonce_A || PKax || PKav || XOOOOOOOOOOOOOOUUS

(SO =ATKrare

(4b) Second Security Association frame
Ulddress A || Address_B || Security_Suite_Selector || Association_Control || Nonce_B || PKax || PKsy || X0000000000000000)

(5a) I-Ack frame

(6a) Compute DHKey = X(SKyxPKg) X(P) = X(Px, Py) = Px (6b) Compute DHKey = X(SKgxPKj)
Temp_1=RMB_128(DHKey) Temp_1=RMB_128(DHKey)
MK_KMAC_3A = CMAC(Temp_T, MK_KMAC_3B = CMAC(Temp_T,
Address_A || Address_B || Nonce_A || Address_A || Address_B [| Neofice_A ||
Nonce_B || Security_Suite_Selector, 64) Nonce_B || Security _Sulte~Seélector, 64)
MK_KMAC_4A = CMAC(Temp_T, MK_KMAC_4B = CMAC(Temp_T,
Address_B || Address_A || Nonce_B || Address_B || Address_A || Nonce_B ||
Nonce_A || Security_Suite_Selector, 64) Nonce_A || Security/Suite_Selector, 64)

(7b) Third Security Association frame
(Address A || Address_B || Security_Suite_Selector || Association_Control || Nonce_B || PKgx || PKsx [MK_KMAC_3B)

(8a) I-Ack frame

(9a) Check if
MK_KMAC_3A = MK_KMAC_3B
Do not proceed if check fails

(10a) Fourth Security Association frame
(Address_B || Address_A || Security_Suite_Selector ||Association_Control || Nonce_A || PKax || PKay || MK_KMAC. 4A)

(11b) I-Ack frame

(12b) Check if
MK_KMAC_4A = MK_KMAC_4B
Do not proceed if check fails

(13) Both parties compute & activate their new MK=CMAC(Temp_2. Nonce_A || Nonce_B, 128)
where Temp_2 =1 MB_128(DHKey)

Figure 103 —Unauthenticated association or public key hidden association procedure

7.1.3 Public key hidden association

A node and a hub shall have a secured, secret transfer of the node’s public key to the hub, typically through
an out-of-band channel, prior to_tunning the public key hidden association protocol to generate their shared
MK for their PTK creation, with the benefit of assisting in keeping third parties from launching
impersonation attacks,

The node, but net the hub, may initiate a security association procedure to run the public key hidden
association pretoeel, by sending to the hub the first Security Association frame of the procedure.

Upon receiving the first Security Association frame, the hub shall send to the node the second Security
Association frame, joining or aborting the security association procedure.

If the node receives the second Security Association frame indicating the hub is aborting the security
association procedure, it shall abort the current security association procedure. It may initiate a new
security association procedure if the hub aborted the procedure with a different security suite selector. It
may later initiate a new security association procedure if the hub aborted the procedure due to temporary

lack of resources. However, the node may resume the security association procedure if it subsequently
receives the third Security Association frame with the MK _KMAC field set to MK_KMAC_3 as calculated
via Equation (30), treating the earlier received second Security Association frame to have been sent by an
impersonator of the hub.
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The hub shall abort the security association procedure if the node’s public key (PKax, PKay) transferred
through an out-of-band channel is not a valid public key. Otherwise, upon successfully sending the second
Security Association frame indicating it is joining the security association procedure, the hub shall send to
the node the third Security Association frame, setting the MK _KMAC field of the Security Association
Data thereof to MK_KMAC_3 as calculated via Equation (30).

Tode Siatt aboIT UIE SECUTITy asSOCIiation procedure it tie b S pubiic Key (PF
the second Security Association frame is not a valid public key. Otherwise, upon receiving the third
Security Association frame with the MK _KMAC equal to MK_KMAC_3, the node shall send to the hub the
fourth Security Association frame, setting the MK_KMAC field of the Security Association Data thereof te
MK_KMAC_4 as calculated via Equation (31).

Upon successfully sending the fourth Security Association frame, the node shall compute the shared’ MK as
given in Equation (32), treating the hub’s true identity authenticated and the associatien_procedure
completed. Upon receiving the fourth Security Association frame with the MK KMAC equal to
MK_KMAC_4, the hub shall also compute the shared MK, treating the node’s true idefitity authenticated
and the association procedure completed as well.

The node and the hub shall each compute DHKey and extract Temp_1 as shown in Equation (28) and

Equation (29):
DHKey = X(SKa % PKg) = X(SKg x PK,) = X(SKx % SKg x G) (28)
Temp_1 = RMB_128(DHKey) (29)

The node and the hub shall each derive MK_KMAC_3 and MK_KMAC_4 as shown in Equation (30) and
Equation (31):

MK_KMAC_3 = CMAC(Temp_1, Address_A || Address_B || Nonce_A || Nonce_B ||
Security_Suite_Selector || Association_Control, 64) (30)

MK_KMAC_4 = CMAC(Temp_1, Address_B || Address_A || Nonce_B || Nonce_A ||
Security_Suite_Selector || Association_Control, 64) (31)

After the aforementioned verifications have passed, the node and the hub shall each derive their shared MK
as shown in Equation (32):

MK = CMAC(Temp2,\Nonce_A || Nonce_B, 128), where Temp_2 = LMB_128(DHKey) (32)

In the above, X(P) = X(Px,Py) = Px = X-coordinate of P, which is computed from SK, % PKp at the node
and from SKg X% (PK, at the hub, respectively.

SKa is thenode’s 256-bit private key (an integer) kept secret by the node.

SKg/s'the hub’s 256-bit private key (an integer) kept secret by the hub.

PKadis the node’s 256-bit public key (a pair of X and Y coordinates) transferred only to the hub by a
secure out-of-band channel.

PKGg is the hub’s 256-bit public key (a pair of X and Y coordinates) transmitted by the hub.

Address_A is the Sender Address field of the frame payload of the first or third Security Association
frame.

AddlCDD_B ib I.‘IIU RCbipiClll AddlUbb ﬁcld Uf LIIC fldlllU pa_yluad Uf I.‘IIU ﬁlbt Ul lllilk‘l SC\,UliLy AbbUbidLiUll
frame.

Nonce_A is the Sender Nonce field of the frame payload of the first Security Association frame.

Nonce_B is the Sender Nonce field of the frame payload of the second Security Association frame.

Security_Suite_Selector is the Security Suite Selector field of the frame payload of the first Security
Association frame.
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Association Control is the Association Control field of the frame payload of the Security Association
frame containing the field.

The public key hidden association procedure is also illustrated in Figure 103 as well.

71.4P | authenti | s

A node and a hub shall each have a secret shared password prior to running the password authenticated
association protocol to generate their shared MK for their PTK creation, with the benefit of assisting in
keeping third parties not possessing the secret password from launching impersonation attacks.

The node, but not the hub, may initiate a security association procedure to run the password authenticated
association protocol, by sending to the hub the first Security Association frame of the procedure:

Upon receiving the first Security Association frame, the hub shall send to the node the, second Security
Association frame, joining or aborting the security association procedure.

If the node receives the second Security Association frame indicating the hub is' aborting the security
association procedure, it shall abort the current security association procedure. It may initiate a new
security association procedure if the hub aborted the procedure with a different security suite selector. It
may later initiate a new security association procedure if the hub aborted-the procedure due to temporary
lack of resources. However, the node may resume the security assoetation procedure if it subsequently
receives the third Security Association frame with the MK KMACfield set to MK_KMAC_3 as calculated
via Equation (38), treating the earlier received second Security<Association frame to have been sent by an
impersonator of the hub.

The hub shall abort the security association procedure,if'the¢ node’s password-scrambled public key (PK'ax,
PK'ay) contained in the first Security Association.frame is not a valid public key. Otherwise, upon
successfully sending the second Security Association frame indicating it is joining the security association
procedure, the hub shall send to the node the thitd Security Association frame, setting the MK_KMAC
field of the Security Association Data thereofto MK_KMAC_3 as calculated via Equation (38).

The node shall abort the security assediation procedure if the hub’s public key (PKgy, PKgy) contained in
the second Security Association frame is not a valid public key. Otherwise, upon receiving the third
Security Association frame withthe/ MK KMAC equal to MK_KMAC_3, the node shall send to the hub the
fourth Security Association frame, setting the MK _KMAC field of the Security Association Data thereof to
MK_KMAC_4 as calculated via Equation (39).

Upon successfully sending the fourth Security Association frame, the node shall compute the shared MK as
given in Equation, (40), treating the hub’s true identity authenticated and the association procedure as
completed. Upon-“receiving the fourth Security Association frame with the MK KMAC equal to
MK_KMAGC- 4,-the hub shall also compute the shared MK, treating the node’s true identity authenticated
and the assoeiation procedure completed as well.

The node shall compute its password-scrambled public key PK's = (PK'ax, PK'ay) from its public or private
keysand the password shared with the hub as shown in Equation (33) and Equation (34):

PK'a = PKa — Q(PW) = SKa x G — Q(PW) (33)

Q(PW) = (Qx = 2°2 x PW + My, Qy = even positive integer) (34)

The hub shall recover the node’s public key from the received password-scrambled public key PK's =
(PK'ax, PK'ay) for the subsequent DHKey computation as shown in Equation (35):

PKa = PK'a + Q(PW), Q(PW) = (Qx = 2** x PW + My, Qy = even positive integer) (35)
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The parameters involved in these equations are defined as follows:

PW is a positive integer converted according to IEEE Std 1363-2000 from the UTE-16BE representation
specified in ISO/IEC 10646:2003 of the shared password by treating the leftmost octet as the octet
containing the MSBs.

My is the smallest nonnegative integer such that Qx = 2°* x PW + My is the X-coordinate of a point on

The ciiptic curve defined cartier:
Q(PW) is the point on the elliptic curve with X-coordinate = Qx and Y-coordinate = Qy of an even
positive integer.

The node shall choose a private key SK4 such that the X-coordinate of PKj is not equal to the X-coordinate

of Q(PW).
The node and the hub shall each compute DHKey and extract Temp_1 as shown in Equatien (36) and
Equation (37):
DHKey = X(SKa % PKg) = X(SKg % PK,a) = X(SKa % SKg % G) (36)
Temp_1 = RMB_128(DHKey) 37

The node and the hub shall each derive MK_KMAC_3 and MK_KMAC _@"as shown in Equation (38) and
Equation (39):

MK_KMAC_3 = CMAC(Temp_1, Address_A || Address_B |} NerAce_A || Nonce_B ||
Security_Suite_Selector || Association_Centrol, 64) (38)

MK_KMAC_4 = CMAC(Temp_1, Address_B || Address_A || Nonce_B || Nonce_A ||
Security_Suite_Selector || Association_Control, 64) (39)

After the aforementioned verifications have passéd; the node and the hub shall each derive their shared MK
as shown in Equation (40):

MK = CMAC(Temp_2, Nonce_A || Nonce_B, 128), where Temp_2 = LMB_128(DHKey) (40)

In the above, X(P) = X(Px,Py)-=\Px = X-coordinate of P, which is computed from SKg % PKj at the hub
and from SK, % PKp at the node/ respectively.

SKa is the node’s 256<bit'private key (an integer) kept secret by the node.

SKg is the hub’s 256-bit private key (an integer) kept secret by the hub.

PK4 is the node’s\256-bit public key (a pair of X and Y coordinates) kept secret by the node.

PKGg is the hub’s)256-bit public key (a pair of X and Y coordinates) transmitted by the hub.

Address_Ajis)the Sender Address field of the frame payload of the first or third Security Association
frame.

Address/B is the Recipient Address field of the frame payload of the first or third Security Association
frame.

Nonce_A is the Sender Nonce field of the frame payload of the first Security Association frame.

Nonce_B is the Sender Nonce field of the frame payload of the second Security Association frame.

Security_Suite_Selector is the Security Suite Selector field of the frame payload of the first Security
Association frame.

A P o - - 1 A - . Pl 111 il rad 1 1 Valh | fal - A - .
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frame containing the field.

The password authenticated association procedure is illustrated in Figure 104.

158
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

Initiator (A)

(0a) Select private key SK,
Compute public key
PKy = (PKax, PKay) = SKaxG

Responder (B)

(0b) Select private key SKg
Compute public key
PKg = (PKgx, PKay) = SKgxG

(Ta) Compute password-scrambled public key
PK'y = PKy — Q(PW) where Q(PW) =
(Qx = ZZxPW+My, Qy = even positive integer)
Lo, el

[ (2a) Select 128-bit Nonce A ] [ (2b) Select 128-bit Nonce B |
(3a) First Security Association frame -
(Address_B || Address_A || Security_Suite_Selector || Association_Control || Nonce_A || PK'ax || PK'ay || X0000000000000000)|

(4b) I-Ack frame

(5b) Second Security Association frame
Zﬂddress A || Address_B || Security_Suite_Selector || Associatior_Control || Nonce_B || PKzgx || PKgy || X0000000000000000)

(6a) I-Ack frame:

(7b) Recover A’s public key
PK, = PK'y + Q(PW) whiere Q(PW) =
(Qx = 2%2xPW+My, Qy& éven positive integer)

[
(8b) Compute BHKey = X(SKg*PKy)
Ternpy ™ RMB_128(DHKey)
MK_KMAC_3B = CMAC(Temp_T1.

(8a) Compute DHKey = X(SKs*PKg)
Temp_1 = RMB_128(DHKey)
MK_KMAC_3A = CMAC(Temp_1,

X(P) = X(Px, Py) = Px

Address A || Address_B || Nonce_A ||
Nonce_B || Security_Suite_Selector, 64)
MK_KMAC_4A = CMAC(Temp_1,
Address B || Address_A || Nonce_B ||
Nonce A || Security Suite_Selector, 64)

Address A || Address_B || Nonce_A ||
Nerieg” B || Security_Suite_Selector, 64)
MK_KMAC_4B = CMAC(Temp_1.
Address_B || Address_A || Nonce_B ||
Nonce A || Security _Suite_Selector, 64)

(9b) Third Security Association frame
(Address A || Address_B || Security_Suite_Sefector || Association_Controlf| Nornce_B || PKgx || PKgy || MK_KMAC_3B)

(10a) I-Ack frame

(11a) Check if
MK_KMAC_3A = MK_KMAC_3B
Do not proceed if check fails

(12a) Fourth Security ‘Association frame
(Address_B || Address_A || Security_Suite_Selector || Association_Control || Nonce_A || PKax || PKay || MK_KMAC 4A)

(18b). [FAck frame

(74b) Check it
MK_KMAC_4A = MK_KMAC_4B
Do not proceed if check fails

(15) Both parties compute & activate their new MK = CMAC(Temp_2, Nonce_A || Nonce_B, 128)
where Temp_2 = LMB_128(DHKey)

Figure 104 —Password authenticated association procedure

7.1.5 Display authenticated association

A node and a hub shall each have a display of a 5-digit decimal number prior to running the display
authenticated\dssociation protocol to generate their shared MK for their PTK creation, with the benefit of
assisting inKeeping third parties from launching man-in-the middle attacks.

The nede, but not the hub, may initiate a security association procedure to run the display authenticated
association protocol, by sending to the hub the first Security Association frame of the procedure.

Upon receiving the first Security Association frame, the hub shall send to the node the second Security
Association frame of the procedure, joining or aborting the security association procedure.

If the node receives the second Security Association frame indicating the hub is aborting the security
association procedure, it shall abort the current security association procedure. It may initiate a new
security association procedure if the hub aborted the procedure with a different security suite selector. It
may later initiate a new security association procedure if the hub aborted the procedure due to temporary
lack of resources. However, the node may resume the security association procedure if it subsequently
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receives the third Security Association frame with the MK_KMAC field set to MK_KMAC_3 as calculated
via Equation (44), treating the earlier received second Security Association frame to have been sent by an
impersonator of the hub.

The hub shall abort the security association procedure if the node’s public key (PKax, PKay) contained in
the first Security Association frame is not a valid public key. Otherwise, upon successfully sending the

STCONA STCUTTTY ASSOCIation rame (MAicating t {5 JOIMNg UIC SCCUTITy asS0Cation procedure, e o shait
send to the node the third Security Association frame, setting the MK KMAC field of the Security
Association Data thereof to MK_KMAC_3 as calculated via Equation (44).

The node shall abort the security association procedure if the hub’s public key (PKgx, PKgy) contained in
the second Security Association frame is not a valid public key. Otherwise, upon receiving the third
Security Association frame with the MK KMAC equal to MK_KMAC_3, the node shall send to thehub the
fourth Security Association frame, setting the MK_KMAC field of the Security Association Data)thereof to
MK_KMAC_4 as also calculated via Equation (45).

Upon successfully sending the fourth Security Association frame, the node shall displdy a 5-digit decimal
number Display_A as derived via Equation (47). Upon receiving the fourth SecurityzAsSociation frame with
the MK_KMAC equal to MK_KMAC_4, the hub shall display a 5-digit decimal number Display B as also
derived via Equation (47). However, the hub shall display a 5-digit decimal ntihber of zero if Witness_A as
contained in the received first Security Association frame is not equal\to Witness A as derived via
Equation (41) from the received first and fourth Security Association fradmes of the procedure.

After the node and the hub have been verified to display the,same 5-digit number, they shall each be
informed through their respective user interfaces that their mutual authentication has succeeded. Otherwise,
they shall each be informed that their mutual authenticationdias-failed.

Upon determining that their mutual authentication has‘succeeded, the node and the hub shall each compute
the shared MK as given in Equation (48), treating théir association procedure completed.

The node and the hub shall each derive Witness: A before sending the first Security Association frame and
after receiving the fourth Security Associatiofframe, respectively, as shown in Equation (41):

Witness_A = CMAC(Nonce_A, Address_A || Address_B || PKax ||PKay, 128) (41)
The node and the hub shall gach compute DHKey and extract Temp_1 as shown in Equation (42) and
Equation (43):

DHKey = X(SKa % BKg) = X(SKg x PK,) = X(SKa % SKg % G) (42)

Temp_1 = RMB'_128(DHKey) (43)

The nod¢ and the hub shall each derive MK_KMAC_3 and MK_KMAC_4 as shown in Equation (44) and
Equation-(45):

MK_KMAC_3 = CMAC(Temp_1, Address_A || Address_B || Witness_A || Nonce_B ||
Security_Suite_Selector || Association_Control, 64) (44)

MK_KMAC 4 =CMAC(Temp_1. Address_B || Address_A || Nonce B || Witness_A ||

Security_Suite_Selector || Association_Control, 64) (45)

The node and the hub shall also compute Display_A and Display_B, respectively, as shown in
Equation (46) and Equation (47):
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D = CMAC(Nonce_A || Nonce_B, Nonce_B || Nonce_A ||Temp_1, 16) (46)
Display_A = BS2DI(D), Display_B = BS2DI(D) 47)

After the aforementioned verifications have passed, the node and the hub shall each derive their shared MK
as shown in Equation (48):

MK = CMAC(Temp_2, Nonce_A || Nonce_B, 128), where Temp_2 = LMB_128(DHKey) (48)

In the above, X(P) = X(Px,Py) = Px = X-coordinate of P, which is computed from SK, % PKjg at the node
and from SKg % PK, at the hub, respectively. BS2DI(BS) converts the bit string BS to a positive deeimal
integer for display by treating the leftmost bit of the string as the MSB of the equivalent binary integer.

SKa is the node’s 256-bit private key (an integer) kept secret by the node.

SKp is the hub’s 256-bit private key (an integer) kept secret by the hub.

PK4 is the node’s 256-bit public key (a pair of X and Y coordinates) transmitted by the‘aode.

PKg is the hub’s 256-bit public key (a pair of X and Y coordinates) transmitted by thecub.

Address_A is the Sender Address field of the frame payload of the first or thirdvSecurity Association
frame.

Address_B is the Recipient Address field of the frame payload of the first @r/third Security Association
frame.

Witness_A is the Sender Nonce field of the frame payload of the firstSecurity Association frame.

Nonce_B is the Sender Nonce field of the frame payload of the second Security Association frame.

Nonce_A is the Sender Nonce field of the frame payload of the fourth Security Association frame.

Security_Suite_Selector is the Security Suite Selector field~6f the frame payload of the first Security
Association frame.

Association Control is the Association Control field «Of the frame payload of the Security Association
frame containing the field.

The display authenticated association procedure isgdllustrated in Figure 105.

7.1.6 Security disassociation

Either the node or the hub may initiate™a security disassociation procedure to nullify an existing security
association and hence the shared MK and PTK with a hub or a node, by unilaterally sending a Security
Disassociation frame, setting~the DA _KMAC field of the frame payload depicted in Figure 22 to
DA_KMAC as calculated via Equation (49).

Upon successfully sehding the Security Disassociation frame, the sender shall erase the MK and the
corresponding PTK{ materials from its internal storage. Upon receiving a Security Disassociation frame
with the DA KMAC equal to DA_KMAC, the recipient shall also erase the MK and the corresponding PTK
materials fron¥its internal storage.
The node.and the hub shall compute DA_KMAC as shown in Equation (49):

DA_KMAC = CMAC(MK, Address_B || Address_A, 64) (49)

The input fields to the computation above are defined as follows:

TS thestrared MR to beTepeated:
Address_B is the Recipient Address field of the frame payload of the Security Disassociation frame.
Address_A is the Sender Address field of the frame payload of the Security Disassociation frame.

The security disassociation procedure is illustrated in Figure 106.
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Initiator (A

(0a) Select private key SKj
Compute public key
PKa = (PKax, PKay) = SKaxG

(1a) Select 128-bit Nonce A |

Part 15.6: Wireless Body Area Networks

(0b) Select private key SKs
Compute public key
PKy = (PKex, PKgy) = SKgxG

[ (1b) Select 128-bit Nonce B |

(2a) Compute Witness_A = CMAC(Nonce_A,
B PKacll PKay 128)
(3a) First Security Association frame
Address_B || Address_A || Security_Suite_Selector || Association_Control || Witness_A || PKax || PKay || XOOOOOOOOOOOOOOM

(4b) I-Ack frame

(5b) Second Security Association frame

U&ddress A'|| Address_B || Security_Suite_Selector ||Association_Control || Nonce_B || PKgx || PKay || X0000000000000000)

(6a) I-Ack frame

X(P) = X(Px, Py) = Px

(7a) Compute DHKey = X(SKxxPKg)
Temp_1=RMB_128(DHKey)
MK_KMAC_3A = CMAC(Temp_1,
Address_A || Address_B || Witness_A ||
Nonce_B || Security_Suite_Selector, 64)
MK_KMAC_4A = CMAC(Temp_1,
Address_B || Address_A || Nonce_B ||
Witness_A || Security Suite_Selector, 64)

(8b) Third Security Association frame

(7b) Compute DHKey &€ X(SKgxPK,)
Temp_1 = RMB (128(DHKey)
MK_KMAC_3B~= CMAC(Temp_1,
Address_A || Addréss B || Witness_A ||
Nonce_B || Seedrity_Suite_Selector, 64)
MK_KMAE 4B = CMAC(Temp_1,
Address\B\|'Address_A || Nonce_B ||
Witness Al|| Security_Suite_Selector, 64)

(Address A|| Address_B || Security_Suite_Selector || Association_Control || Nonce_B |[PKax || PKzy || MK_KMAC_3B)

(9a) I-Ack frame

(10a) Check if
MK_KMAC_3A = MK_KMAC_3B
Do not proceed if check fails

(11a) Fourth Security Association frame

(Address_B || Address_A || Security_Suite_Selector ||Association_Copntrol || Nonce A || PKax || PKay || MK_KMAC 4A)

(12b) I-Ack frame

(13b) Check if

Display_A = BS2DI(D)

(15a) Compute D = CMAC(Nonce_A ||
Nonce_B, Nonce_B || Nonce_A || Temp_1, 16)

MK_KMAGC_4A = MK_KMAC_4B
Do not proceed if check fails

(14b) Compute W = CMAC(Nonce_A,
Address_A || Address_B || PKax || PKay, 128)
Check if W = Witness A
Do not proceed if check fails

(15b) Compute D = CMAC(Nonce_A ||
Nonce_B, Nonce_B || Nonce_A || Temp_1, 16)
Display_A = BS2DI(D)

|

(16) If Display _A = Display B, both parties compute & activate their new MK = CMAC(Temp_2, Nonce_A || Nonce_B, 128)
where Temp_2 = LMB_128(DHKey)

Display authenticated association

Figure 105 —Display authenticated association procedure
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Initiator (A) ResEonder B)
[ (1a) Select 128-bit Nonce_A ]
I

(2a) Compute DA_KMAC = CMAC(MK,
Address_B || Address_A, 64)

(3a) Security Disassociation frame
(Address_B || Address_A || DA_KMAC)

A

(2O T-ACTK Tane

(5b) Compute DA = CMAC(MK,
Address B || Address_A, 64)
Check if DA_KMAC = DA
Do not proceed if check fails

(8) Both parties erase their existing MK & PTK materials

Figure 106 —Security disassociation procedure

7.2 PTK creation and GTK distribution

In the PTK creation procedure specified in this subclause, the CMAC algorithin as specified in the NIST
Special Publication 800-38B, with the AES forward cipher function under.a/128-bit key as specified in
FIPS Pub 197, is used to compute KMACs. Specifically, the functional notation CMAC(K, M, L) represents
the L-bit output of the CMAC applied under key K to message M based on the AES forward cipher
function.

Moreover, the bit string truncation functions LMB_n(S) and RMB_n(S) designate the n leftmost and the n
rightmost bits of the bit string S, respectively. The sign {)denotes concatenation of bit strings that are
converted according to IEEE Std 1363-2000 from certain.fields of the frames of concern.

7.2.1 PTK creation

A node and a hub shall have a 128-bit sectét shared MK resulting from a successful run of a security
association protocol as provided in 7.1 _prior to running a PTK creation procedure to generate a PTK for
exchanging secured frames with each 6ther.

Either the node or the hub may-initiate a PTK creation procedure, by sending to the hub or the node the first
PTK frame of the procedure. Whichever sends the first PTK frame is referred to as the initiator, and the
other is referred to as the résponder.

Upon receiving the ffirst PTK frame, the responder shall send to the initiator the second PTK frame, joining
or aborting the RTK ‘creation procedure, and setting the PTK_KMAC field of the frame payload depicted in
Figure 23 to PPFK_KMAC_2 as calculated via Equation (53) if joining.

If the anitiator receives the second PTK frame indicating the responder is aborting the PTK creation
procedure, it shall abort the current PTK creation procedure. It may later initiate a new PTK creation
prooedure if the responder aborted the procedure due to temporary lack of resources. However, the initiator
may resume the PTK creation procedure if it subsequently receives another second PTK frame indicating
the responder is joining the procedure and containing the PTK KMAC field set to PTK_KMAC_2
calculated via Equation (53), treating the earlier received second PTK frame to have been sent by an

——impersonator-oftheresponder

Upon receiving the second PTK creation frame, the initiator shall send to the responder the third PTK
frame, setting the PTK KMAC field of the frame payload to PTK_KMAC_3 as also calculated via
Equation (53). The initiator shall send this PTK frame only after it has verified that the PTK _KMAC
contained in the second PTK frame is equal to PTK_KMAC_2.
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Upon successfully sending the third PTK frame, the initiator shall compute a new PTK as given in
Equation (50), treating the responder’s true identity authenticated and the PTK creation procedure
completed. Upon receiving the third PTK frame with the PTK_KMAC equal to PTK_KMAC_3, the
responder shall also compute the new PTK, treating the initiator’s true identity authenticated and the PTK
creation procedure completed as well.

- — P ,.‘ V'
the PTK, KCK, PTK

. “.. b 57 ‘., TTOT and T P = - T Ct
KMAC_2, and PTK_KMAC_3 as shown in Equation (50) through Equation (53):

PTK = CMAC(MK, Address_I || Address_R || Nonce_l || Nonce_R || PTK_Control, 128) (50
KCK = CMAC(MK, Address_R || Address_I || Nonce_R || Nonce_I || PTK_Control, 128) ¢51)
P = CMAC(KCK, Address_I || Address_R || Nonce_R || Nonce_I || PTK_Control, 128) (52)
PTK_KMAC_2 = LMB_64(P), PTK_KMAC_3 = RMB_64(P) (53)

The fields that form the message of CMAC correspond to the fields in the PTK franieS of the current PTK
creation procedure and are converted to bit strings according to IEEE Std 1363,2000:

Address_l is the Sender Address field of the frame payload of the first RTK frame.
Address_R is the Recipient Address field of the frame payload of thefirst PTK frame.
Nonce_l is the Sender Nonce field of the frame payload of the firstPTK frame.
Nonce_R is the Sender Nonce field of the frame payload of the seednd PTK frame.
PTK_Control is the PTK Control field of the frame payload-ofithe second PTK frame.

The PTK creation procedure is illustrated in Figure 107.

Initiator (1) MK = master key Responder (R)
[ (1a) Select 128-bit Nonce [ ] [ (1b) Select 128-bit Nonce R |
(2a) First PTK frame -
(Address_R || Address\N| Nonce_I || PTK_Control || X0000000000000000) =

(3b) I-Ack frame

(4b) Compute

PTK = CMAC(MK, Address_I || Address_R || Nonce_| || Nonce_R || PTK_Control, 128)
KCKr= CMAC(MK, Address_R || Address_I || Nonce_R || Nonce_I || PTK_Control, 128)
P = GMAC(KCK, Address_| || Address_R || Nonce_R || Nonce_I || PTK_Control, 128)
PTK_KMAC_2B = LMB_64(P), PTK_KMAC_3B = RMB_64(P)

(5b) Second PTK frame
(Address_I || Address_R || Nonce_R || PTK_Control || PTK_KMAC_2B)
(6a) I-Ack frame

A

(7a) Compute

PTK = CMAC(MK-Address_| || Address_R || Nonce_| || Nonce_R || PTK_Control, 128)
KCK = CMAG(MK\Address R || Address_I || Nonce R || Nonce ||| PTK_Control, 128)
P = CMAC(KCK/Address_I || Address_R || Nonce_R || Nonce_I || PTK_Control, 128)
PTK_KMAC 2A = LMB 64(P), PTK_KMAC_3A = RMB_64(P)

(8a) Check it
PTKWKMAC _2A = PTK KMAC 2B
Do not proceed if check fails

(9a) Third PTK frame
(Address_R || Address_I || Nonce_I || PTK_Control || PTK_KMAC_3A)

(10b) I-Ack frame

A

(1 10) CNECK 1T
PTK_KMAC_3A = PTK_KMAC_38B
Do not proceed if check fails

(12) Both parties compute and activate the PTK |

Figure 107 —PTK creation procedure
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7.2.2 GTK distribution

A node and a hub shall have a PTK prior to running a GTK distribution procedure to transport a GTK to the
node for multicasting secured frames to the node and others.

The hub, but not the node, may send a GTK to the node, by sending to the node a GTK frame containing

the G 1K and secured with the F 1 K being used between the hub and the node.

7.3 Message security

A hub shall transmit a beacon, if appropriate, as an unsecured frame or as a secured frame authenticated,
but not encrypted, by a GTK distributed to the nodes that are secured with it. Nodes that do_ not have a
secured relationship with the hub may receive and process the beacon without validatingithe message
integrity code (MIC) included therein.

At their Secured or Connected State, a node and a hub shall exchange and process gnly secured frames at a
security level negotiated during their last association, with the following additional gonsiderations:

— GTK frames shall always be secured, both authenticated and encrypted.
— Poll and T-Poll frames shall never be authenticated or encrypted.
—  Control type frames other than Poll and T-Poll frames

1) shall be neither authenticated nor encrypted if the-hub and the node have agreed to applying no
control type frame authentication;

2) shall be authenticated but not encrypted<if’'the hub and the node have agreed to applying
control type frame authentication.

A recipient shall ignore a received frame .with an unexpected security level, other than performing
acknowledgment if needed. A recipient shdllalso ignore a received secured frame with an invalid MIC, i.e.,
the MIC value calculated from the received frame as described in 7.3.1.5 is not the same as the MIC field
contained in the received frame, exceptiagain for returning an acknowledgment.

7.3.1 Frame authentication; encryption, and decryption

Frames shall be transmitted as secured or unsecured frames according to Figure 4 and Table 28, wherein
SL and CFA standatd for the Security Level field and the Control Frame Authentication field, respectively,
of the Security Suite Selector field contained in the last Association frame exchanged between the sender
and the recipiént: A node or a hub shall ignore received frames secured or unsecured unexpectedly, except
for returning-an acknowledgment if required by the acknowledgment policy and for taking an appropriate
defensive.measure against potential security violations.
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Table 28 —Conditions for transmitting unsecured and secured frames

Frame name Frame (message) security
Beacon Unsecured or authenticated with a distributed GTK, at sender’s discretion
Security Association Unsecured at Orphan state for secured communication; not sent otherwise

Linsecured at Associated state: authenticated but nat er\rvvr\fpr] at Secured
Security Disassociation or Connected state if SL = 1; authenticated and encrypted at Secured or
Connected state if SL = 2; not sent otherwise

Unsecured at Associated state; authenticated but not encrypted at Secured
PTK or Connected state if SL = 1; authenticated and encrypted at Secured or
Connected state if SL = 2; not sent otherwise

Authenticated but not encrypted at Secured or Connected state if SL =N,
GTK authenticated and encrypted at Secured or Connected state if SL =23 riot
sent otherwise

Unsecured at Orphan state for unsecured communication; authenticated but
not encrypted at Secured or Connected state if SL = 1; authenticated and
encrypted at Secured or Connected state if SL = 2; notgent-Otherwise
Unsecured at Connected state for unsecured commufiication; authenticated
Disconnection but not encrypted at Connected state if SL = 1; authenticated and encrypted
at Connected state if SL = 2; not sent otherwise

Unsecured at Connected state for unsecured‘c¢ommunication; authenticated
but not encrypted at Connected state if SL 3'1; authenticated and encrypted
at Connected state if SL = 2; not sent 6therwise

Connection Request,
Connection Assignment

Command exchanged within same
BAN

Command exchanged between Unsecured always

BANSs
I-Ack, B-Ack, Unsecured at Orphan or Assoefated state; unsecured at Secured state if
I-Ack+Poll, B-Ack+Poll CFA = 0; unsecured at Counected state for unsecured communication or if
Poll and T-Poll addressed to CFA = 0 for secured comifunication; authenticated but not encrypted at
Connected NID Secured or Connected.state if SL = 1 or 2 and CFA = 1; not sent otherwise

Poll and T-Poll not addressed to
Connected NID
Wakeup addressed to
Unconnected NID

Unsecured always

Unsecured,

Unsecuréd at Connected state for unsecured communication; authenticated
but.not'encrypted at Connected state if SL = 1 or 2 and CFA = 1; not sent
otherwise

Wakeup addressed to a
Connected NID

B2 Unsecured or authenticated with a distributed GTK, at sender’s discretion

Unsecured at Connected state for unsecured communication; authenticated
Any data type frame but not encrypted at Connected state if SL = 1; authenticated and encrypted
at Connected state if SL = 2; not sent otherwise

Secured frames Shall be authenticated, and encrypted/decrypted when required, based on AES-128 CCM,
i.e., the CCM&mode as specified in the NIST Special Publication 800-38C, with the AES forward cipher
function forA428-bit keys as specified in FIPS Pub 197 applied as the underlying block cipher algorithm.

Prior.to, exchanging secured unicast frames, the two communicating parties, a node and a hub, shall have a
PTK Yor use as the AES key applied to these frames, sent from the node to the hub or vice versa. They may
have an additional PTK before the current PTK is retired. Once one of them starts using a PTK, both shall
no longer use any old PTK. Prior to multicast secured frames to a group, the hub shall have distributed a
GTK to the nodes of the group for use as the AES key applied to the multicast frames. Once the hub starts

A TK, PTK or GTK, shall be retired no later than when both the Low-Order Security Sequence Number
and High-Order Security Sequence Number fields of the last frame secured by the key have reached their
respective maximum values supported by the fields. It may be retired earlier as needed.
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The length of what is referred to as the message authentication code (MAC) for message (frame)
authentication in NIST Special Publication 800-38C but as the message integrity code (MIC) in this
standard—to be distinguished from another accustomed standing of the term MAC for medium access
control—shall be four octets. That is, in the NIST Special Publication 800-38C, t = 4. Also, q = 2 shall be
chosen as the octet length of the binary representation of the octet length of the frame payload.

The bit order of cach Mmput block 10 e CCM IMvocation and ALS eNcryption Siatt be formated as
illustrated in Figure 108. It is the concatenation of the bits of the ordered octets of the constituent fields of
the block, where the octet order of each constituent field is defined in the remainder of this subclause, and
the bits of each octet are ordered such that the MSB is the first bit of the octet while the LSB is the last bit
of the octet. The first octet or the first bit of a given component is shown on the left, and the last octet or the
last bit is shown on the right, in the context of the component. The bit notations inputy, ..., Putiy;
correspond to those used for AES input block formation specified in FIPS Pub 197.

Octets: 16
Octet order: L-R
AES input block
First Last
(Leftmost) === | (Rightmost)
Field Field
-7 Lo T~
First Last Eirst Last
(Leftmost) | --- | (Rightmost) | --- | NdLeftmost) | --- | (Rightmost)
Octet Octet Octet Octet
| | | | | | | |
NN /2R SN AN SN 2R /2R 2N )2
msb| --- | Isb | --- Imsb|era§Isb | ==+ Imsb| === | Isb | --- |msb| --- | Isb
| | | | | | | |
NN VN S /2N 2 2R\ /2R 2N )2
3 3 %‘ .g'
T 5 s s
3" S 5 ]
Bits 128
Bit order: L-R (inputy — inputs27)

msb = most-significant bit  Isb = least-significant bit

Figure 108 —Bit order for AES input blocks

7.3.1.HNonce formation

The) Nonce as a required input field to each instance of CCM frame authentication and
encryption/decryption is a 13-octet field that is formatted as shown in Figure 109.

Here, the octets of the MAC header and Low-Order Security Sequence Number fields are each ordered

from lett to right 1 accordance with their transmit order as defined 1n 5.1 and 5.2. The octets of the High-
Order Security Sequence Number are similarly ordered, i.e., they are ordered with the octet containing the
LSBs on the left and the octet containing the most-significant bits on the right.

The High-Order Security Sequence Number field is set as follows:
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It is set to zero if the current frame is secured with a PTK, and if the Low-Order Security Sequence
Number field of the frames secured with this PTK, containing a valid MIC value, and transmitted
by the sender of the current frame has never wrapped around.

It is set to H or H + 1, if the current frame is secured with a GTK, and if the Security Sequence
Number field of the current frame has a value larger or not larger, respectively, than L, where L and
H are the valies of the eight I SRs and the 24 most-significant hits_respectively of the GTK SSN

field of the last GTK frame through which this GTK was received.

It is incremented by one each time the Low-Order Security Sequence Number field of the frames
secured with the same PTK or GTK, containing a valid MIC value, and transmitted by the same
sender wraps around, i.e., if the Security Sequence Number field of the current frame has a yalue
not larger than the value of the same field of the last frame secured with the same PTK onrn\GTK,
containing a valid MIC value, and transmitted by the same sender. The Low-Order)Security
Sequence Number field of the last frame secured with the same PTK, containing a valid:\MIC value,
and transmitted by the same sender is considered to have a zero value if no such last-frame has been
transmitted or received from the same sender.

An assumption is made that a recipient is to receive at least one of the lasts2¢N frames (including
retransmitted frames) secured with the same PTK or GTK and transmitted by th¢ same sender, where N = 8
is the number of bits of the Low-Order Security Sequence Number field of seduted frames.

Octets: 2 7 1 3
Octet order: - 0-1 > L-R > 0 > 0-2 >
LCow-Order High-Order
0x0000 MAC Seeurity Security
Header Sequence Sequence
Number Number

Figure 109 —Nonce format

7.3.1.2 Initial block B, construction

The block By as the first input block 0 the CBC for frame authentication, i.e., MIC computation, is a
16-octet field that is formatted as(shown in Figure 110. Here, Flags = 0x09 if the frame payload is
encrypted or 0x49 if the frame.payload is not encrypted. The Q = L_FP field is set to the length of the
frame payload in octets as defined in Figure 12 and its octets are ordered with the octet containing the
most-significant bits on the left and the octet containing the LSBs on the right.

Only this block is present if the current frame does not have a frame payload.

Octets: 1 13 2
Octetorderr €0 > R 4t 5 ™
Flags Nonce Q=L FP

Figure 110 —Initial block B, format

7.3.1.3 Payload blocks B4, ..., B, construction

The blocks By, ..., By, as the subsequent input blocks to the CBC frame authentication, and also as the input
blocks to the counter mode encryption/decryption, i.e., cipher text computation and plain text recovery, if
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the frame payload is to be encrypted/decrypted, are each a 16-octet field that is formatted as shown in
Figure 111.

The octets of the frame payload are ordered from left to right in accordance with their transmit order as
defined in 5.1 and 5.2.

THese BIOCKS are constructed 1rom the unencrypted or decrypted frame payload. 1he 1ast DIOCK comtains one
or more padded zero octets on the right end if the frame payload is not an integral multiple of 16 octets.

None of these blocks is present if the current frame does not have a frame payload.

Octets: 16 16
P -
Octet order: 0-15 0-15

Unencrypted/Decrypted Frame Payload| Zero Padding

B¢ B

Figure 111 —Payload blocks B4, ..., B, format

7.3.1.4 Counter blocks Ctry, ..., Ctr,,, formation

The block Ctrg as the input block to the counter mode encryption of the CBC output for MIC computation,
and each of the blocks Ctr;..., Ctry as the input blocks to the‘counter mode encryption/decryption if the
frame payload is to be encrypted/decrypted, is a 16-octet field\that is formatted as shown in Figure 112.

Here, the octets of the Counter i field, with i =0, ..., m,sespectively, are ordered with the octet containing
the MSBs on the left and the octet containing the LSBs on the right.

Octets: 1 13 2
Octet order: < 0 > L-R > 1-0 -
Flags = 0x01 Nonce Counter i

Figure 112 —Counter blocks Ctry, ..., Ctr,, format

7.3.1.5 MIC computation

The MIC field~in an authenticated frame is calculated as shown in Figure 113, where, as shown in
Equation34) and Equation (55):

WVHE = LMB_n(M), M = AES(Ctro) ® Xp, (54)

Xo = AES(By), X; = AES(B; @ Xi.1), i = 1, ..., m (55)

Here, LMB n(M) designates the n leftmost bits of the bit string M., the symbol @ denotes bitwise exclusive-

OR, and AES(B) represents the output of the forward cipher function of the AES block cipher algorithm
applied to block B under the AES key PTK or GTK used to secure the frame. The MIC is ordered for
transmission from its first octet on the left to its last octet on the right, as also illustrated in Figure 113.

The octet notations 0Outy, ..., out;s correspond to those used for AES output block formation specified in
FIPS Pub 197.
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The blocks required for the MIC computation are constructed from the unencrypted version of the frame to
be transmitted at the sender side, and from the decrypted version of the received frame at the recipient side

if the frame is encrypted.

o o)
=

B N N Ctr,
2y AES(B) | AES(Br®X0) |- —— AES(Bin ® X ) o Q} AES(Ctrp) k=10

Leftmore 4 octets > MIC

Octets: 4
Octet order: L-R (out; — outs)
MIC

outs outys
(Leftmost outy out; outs -+ | (Rightmost

Octet) Octet)
| | | | | | | | | |
N NN NN NN N N N
msb| --- | Isb Imsb| --- | Isb [msb| --- | Isb |msb| --- | Isb | -~ [msb| --- | ISb

msb = most-significant bit Isb = least-significant bit

Figure 113 —MIC calculation and transmit’order

7.3.1.6 Frame payload encryption

The encrypted frame payload in an encrypted frame is formatted as shown Figure 114, where, as shown in
Equation (56) and Equation (57):

B =B;® AES(Ctr),i=1,..,m—1 (56)
B'm=L_n(By) ® L_n(AES(Ctry)) (57)

Here, the symbol @ denotes bitwise “exclusive-OR, and L_n(B) designates the n leftmost octets of B.
Moreover, AES(Ctr;) represents_fhe output of the forward cipher function of the AES block cipher
algorithm applied to the counter block Ctr; under the AES key PTK or GTK used to secure the frame. The
encrypted frame payload has the same length as the unencrypted frame payload, so that n < 16 is the
number of octets in B, excluding the zero padding octets if any.

Each encrypted block.is ordered for transmission from its first octet on the left to its last octet on the right,
as also illustrated in Figure 114. The octet notations 0Outy, ..., OUt;5 correspond to those used for AES output
block formatiofuspecified in FIPS Pub 197.

Octets: 16 n
-
Octet order: L-R (outy — outss) E—R (outy— out,mls
Encrypted Frame Payload
Ctr;
—1y AES(Ctr) B's B
i=1,2 ..,m -~ S~
outy out;s out, outy, s
Cipher text generation (Leftmost | ---| (Rightmost |-~ | (Leftmost |--- [( nth Leftmost

Octet) Octet) Octet) Octet)

Figure 114 —Encrypted Frame Payload format for encrypted frames
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7.3.1.7 Frame payload decryption

The frame payload in an encrypted frame is decrypted as shown in Figure 115, where, as shown in
Equation (58) and Equation (59):

B =B ® AES(Ctr),i=1,...m—1 (58)

B™m=B'n ® L_n(AES(Ctry)) (59

The decrypted frame payload has the same length as the encrypted frame payload, so that n < 16 is the
number of octets in the last block B, of the encrypted frame payload received. The last decrypted block
B 1 is padded with 16 — n zero octets at the right end to form the last block By, as shown in Figure ™ 0" for
MIC calculation over the received frame as described in 7.3.1.5.

Each decrypted block is ordered from its first octet on the left to its last octet on the right, as@lso illustrated
in Figure 115. Again the octet notations oOuty, ..., Outss correspond to those used forAES output block
formation specified in FIPS Pub 197.

Octets: 16 n

- P
Octet order: 0-15 I!-R (out, — outm.s
Decrypted Frame\Payload
Ctr;
—'y AES(Ctr) B, 5,
: i L T~a
i=1,2 ... m - ~ <
outy olt;s outy outp.+
Plain text recovery (Leftmost | -+- f\(Rightmost | -+- | (Leftmost |-+ |( nth Leftmost
Octet) Octet) Octet) Octet)

Figure 115 —Decrypted Frame‘Rayload format for encrypted frames

7.3.1.8 MIC validation

Each block as decrypted in 7.3:1,%"1s used for MIC calculation as specified in 7.3.1.5. If the calculated MIC
value is equal to the received”MIC value, the received frame contains a valid MIC value and frame
authentication passes. Otherwise, the received frame contains an invalid MIC frame and frame
authentication fails.

The recipient shallydiscard all received frames containing an invalid MIC value. Appropriate steps should
be taken with FeSpect to receipt of such frames.

7.3.2.Replay protection

A-recipient shall discard any received frames that could or would otherwise result in its High-Order

Security Sequence Number wrapping around to zero. In particular, if a recipient has the High-Order
Security Sequence Number equal to 224 — 1 for the last frame secured with a PTK or GTK, containing a

Vd‘lil,‘l IViiC valuc, dlld LlallbllliLlCL‘l by d bClldCl, il. b‘[ld‘l‘l dibbdlk‘l dally ICLCiVCL‘l fldlllc bUL/LIICL‘l Wilh l‘IlC SAlIlIC
PTK or GTK, containing a valid MIC value, and transmitted by the same sender, if the Low-Order Security
Sequence Number field of the received frame has a value not larger than its value found in that last frame.
The recipient shall not apply the discarded frame to update either the Low-Order Security Sequence
Number or the High-Order Security Sequence Number pertaining to the last frame it received from the
same sender and secured with the same PTK or GTK.
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7.4 Optional cipher functions

For secured communications, all nodes and hubs shall support the forward cipher function of AES. For
secured broadcast and multicast transmissions, the sender shall use the forward cipher function of AES.

If a node and a hub both support a non-AES cipher function as listed in Table 7, in their secured unicast

communications with each other, they may use it in place ot the AES forward cipher function as specitied
in7.1,7.2, and 7.3.

8. Narrowband PHY specification

This clause specifies an optional narrowband (NB) physical layer (PHY). The PHY is responsible for the
following tasks:

— Activation and deactivation of the radio transceiver
—  Clear channel assessment (CCA) within the current channel

— Data transmission and reception

This clause also provides a method for transforming a physical-layeér~service data unit (PSDU) into a
physical-layer protocol data unit (PPDU). During the transmission, the PSDU shall be pre-appended with a
physical-layer preamble and a physical-layer header in order to ‘ereate the PPDU. At the receiver, the
physical-layer preamble and physical-layer header serve as aids\n the demodulation, decoding and delivery
of the PSDU.

Figure 116 shows the format for the PPDU, which is<¢emposed of three main components: the physical-
layer convergence protocol (PLCP) preamble, the PLECP header, and the PSDU. The components are listed
in the order of transmission. The PLCP preamble’is the first component of the PPDU (see 8.2). The purpose
of the preamble is to aid the receiver during timiing synchronization and carrier-offset recovery.

The PLCP header is the second main cemponent of the PPDU (see 8.3). The purpose of this component is
to convey the necessary information about the PHY parameters to aid in the decoding of the PSDU at the
receiver. The PLCP header can.bg,further decomposed into a RATE field, a LENGTH field, a BURST
MODE field, a SCRAMBLERSEED field, reserved bits, a header check sequence (HCS), and BCH parity
bits. The BCH parity bits are added in order to improve the robustness of the PLCP header. The PLCP
header shall be transmitted\using the given header data rate in the operating frequency band.

The PSDU is the last)component of the PPDU (see 8.4). This component is formed by concatenating the
MAC header with the MAC frame body and frame check sequence (FCS). The PSDU may then be encoded
and spread/infefleaved before being scrambled. The PSDU shall be transmitted using one of the data rates
available ifrthe operating frequency band.

When,fransmitting the packet, the PLCP preamble is sent first, followed by the PLCP header and finally the
PSDU. All multiple octet fields shall be transmitted with least significant octet first and each octet shall be
transmitted with LSB first.

A compliant device shall be able to support transmission and reception in at least one of the following

frequency bandsT 402 Mz 1o 2405 MHz, 220 Mz 0 250 Mz, 863 Mz 0 870 Mtz 902 MHz 1o

928 MHz, 950 MHz to 958 MHz, 2360 MHz to 2400 MHz, and 2400 MHz to 2483.5 MHz.
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. BURST SCRAMBLER
RATE Reserved LENGTH Reserved MODE SEED
N BCH MAC MAC Frame Body .
PHY Header HES Parity Bits Header Variable Length: 0 — 255 bytes FCS

.,

PLCP Preamble PLCP Header PSDU

Transmit Order

Figure 116 —Standard PPDU structure

8.1 Data-rate-dependent parameters

The data-rate-dependent parameters for each of the possible frequency bands of operation are provided in
subsequent subclauses.

8.1.1 402 MHz to 405 MHz

The modulation parameters for this band are defineddn Table 29.

Table 29 —Modulation parameters for PLCP header and PSDU

Packet Modulation Syn_lbol rate Code rate Spreading Information
component M) =1/T; (/n) factor Pulse shape | data rate Support
P (ksps) ) (kbps)

PLCP header | ™ %,'\?E?K 1875 19/31° 2 SRRC 575 | Mandatory
pspU | ™ %I'\?:B?K 1875 51/63 2 SRRC 75.9 Mandatory
pspU | %,'V?ZB?K 1875 51/63 1 SRRC 1518 | Mandatory
pspU |4 ‘ER?SZ)SK 1875 51/63 1 SRRC 303.6 | Mandatory
psDY~ | ¥ ?,;ADESK 1875 51/63 1 SRRC 455.4 Optional

*BCH,(31, 19) code is a shortened code derived from a BCH (63, 51) code.

8.1.2 420 MHz to 450 MHz

I he mgdu'atjgn pa;ame_tgrc forthis band are definedin Table 30
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Table 30 —Modulation parameters for PLCP header and PSDU

. Symbol rate Spreading Information
corr;lac(l)(rfzn " MOd(ll:/ll")‘tmn =1/Ts Co((li(e/r:‘)ate factor BT data rate Support
P (ksps) ©) (kbps)

PLCP header (Cl\‘/IM:Sg 187.5 19/31° 2 0.5 57.5 Mandatory
PSDU ((,(AMjg 187.5 51/63 2 0.5 75.9 Mandatory
PSDU (C,\;AM:S;() 187.5 51/63 1 0.5 1518 | Mandatory

GMSK .

PSDU (M=2) 187.5 1/1 1 0.5 187.5 Optional
*BCH (31, 19) code is a shortened code derived from a BCH (63, 51) code.
8.1.3 863 MHz to 870 MHz
The modulation parameters for this band are defined in Table 31.

Table 31 —Modulation parameters for PLCP header and/PSDU
Packet Modulation Syn_lbol rate Code rate Spreading Information
component (M) =1/T; (/n) factor Pulseshape | data rate Support
P (ksps) ©) (kbps)

PLCP header | ™/ %I_\}I)EIZ))SK 250 1931 2 SRRC 766 | Mandatory
pspu | ™ %I'VID:B?K 250 51/63 3 SRRC 1012 | Mandatory
pspU | ™ %I'\AD:BISK 250 51/63 1 SRRC 2024 | Mandatory
PSDU n/ééﬁgf‘?K 250 51/63 1 SRRC 404.8 Mandatory
PSDU n/?l;AD:SIgK 250 51/63 1 SRRC 607.1 Optional

*BCH (31, 19) code is a shortened code derived from a BCH (63, 51) code.

8.1.4 902 MHz to 928 MHz

The modulation paramefers for this band are defined in Table 32.
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Table 32—Modulation parameters for PLCP header and PSDU

. Symbol rate Spreading Information
cotr;:;)c(l)(rfzn " MOd(llt/lStwn =1/T; Co(dkinr)ate factor Pulse shape| data rate Support
(ksps) (©) (kbps)

PLCP header n/%'-le E];)SK 250 19/31° 2 SRRC 76.6 Mandatory
pSDU | " %I\Z)Eg?‘ 250 51/63 2 SRRC 1012 | Mandatory
pspu | ™ %I'V?EISK 250 51/63 1 SRRC 2024 | Mandatory
pspu | ™ ‘E&)SE)SK 250 51/63 1 SRRC 4048 | Mandatory
PSDU n/?lgADEI;SK 250 51/63 1 SRRC 607.1 Opfional

*BCH (31, 19) code is a shortened code derived from a BCH (63, 51) code.
8.1.5 950 MHz to 958 MHz
The modulation parameters for this band are defined in Table 33.
Table 33 —Modulation parameters for PLCP header-and PSDU
Packet Modulation Syn_lbol rate Code rate Spreading Information
component (M) =1/T; (/n) factor Pulse shape | data rate Support
P (ksps) S) (kbps)

PLCP header n/%l_le :B];)SK 250 19/31* 2 SRRC 76.6 Mandatory
pspU | ™ %I'\AD:BISK 250 51/63 2 SRRC 1012 | Mandatory
PSDU n/%'-v]I) :B}gK 250 51/63 1 SRRC 202.4 Mandatory
PSDU n/é(ll-\?(:)Z)SK 250 51/63 1 SRRC 404.8 Mandatory
PSDU n/?MDigiK 250 51/63 1 SRRC 607.1 Optional

*BCH (31, 19) code is a shortened eode/derived from a BCH (63, 51) code.

8.1.6 2360 MHz to 2400.MHz

The modulation parameters for this band are defined in Table 34.
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Table 34 —Modulation parameters for PLCP header and PSDU

Packet Modulation Syrgbol rate Code rate Spreading Information
component (M) =1/T; (/n) factor Pulse shape | data rate Support
(ksps) ®) (kbps)

PLCP header n/%l_le :B];)SK 600 19/31* 4 SRRC 91.9 Mandatory
pSDU | ™ %,\;)EQ;K 600 51/63 4 SRRC 1214 | Mandatory
pspu | %I'VIID:B?K 600 51/63 2 SRRC 2429 | Mandatory
pspU | ™ %{\/?:Bl;)SK 600 51/63 1 SRRC 4857 | Mandatory
pspU | ™ ‘(‘&?SE)SK 600 51/63 I SRRC 9714 | Manatory

*BCH (31, 19) code is a shortened code derived from a BCH (63, 51) code.

8.1.7 2400 MHz to 2483.5 MHz

The modulation parameters for this band are defined in Table 35.

Table 35—Modulation parameters for PLCP header-and PSDU

Packet Modulation Syrgbol rate Code rate Spreading Information
component (M) =1/T; (/n) factor Pulse shape| data rate Support
P (ksps) S) (kbps)

PLCP header n/%'-le :B];)SK 600 19/31° 4 SRRC 91.9 Mandatory
pspu |V %MD :BE)SK 600 51/63 4 SRRC 1214 | Mandatory
PSDU n/%'-vll) EI;?K 600 51/63 2 SRRC 2429 Mandatory
PSDU n/%l-\}‘) :BISK 600 51/63 1 SRRC 485.7 Mandatory
PSDU n/‘z[\,]?SE)SK 600 51/63 1 SRRC 971.4 Mandatory

*BCH (31, 19) code is a shortened eode’derived from a BCH (63, 51) code.

8.2 PLCP preamble

A preamble shall bevadded prior to the PLCP header in order to aid the receiver in packet detection, timing
synchronization‘and carrier-offset recovery. Two unique preambles are defined in order to mitigate false
alarms due.to-networks operating on adjacent channels. The mapping between channel number and
preamble-isidefined in 8.6.3. Each preamble is constructed by concatenating a length-63 m-sequence with a
010104010101101101101101101 extension sequence. The length of the preamble, Npyreample, is therefore
90 bits.» The former sequence can be used to implement packet detection, coarse-timing synchronization,
afd carrier-offset recovery, while the latter sequence can be used to implement fine-timing synchronization.

The two preamble sequences are defined in Table 36 and Table 37. The preambles shall be transmitted at
the symbol rate for the desired band of operation and shall be encoded using the same modulation

parameters as detined for the PLCP header in the preceding tables.
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Table 36 —Preamble sequence #1

Bit Bit value Bit Bit value Bit Bit value Bit Bit value
by 0 by 0 bys 1 bgo 0
b; 1 by 0 by 0 b 1
b, 0 bys 1 bag 0 by 0
by 1 by 1 b 0 b, 1
Dy U D77 1 D50 U D73 U
bs 1 byg 0 bs; 1 by, 1
bg 1 by 0 bs, 0 bys 1
b, 0 bsg 0 bss 0 b 0
bg 0 bs; 1 bs, 0 by 1
b9 1 b32 0 b55 0 b78 1
bio 1 bss 1 bse 0 by 0
by 0 by 1 bs 1 bgo 1
b 1 bss 1 bsg 1 bg, 1
bis 1 bss 1 bso 1 bg, 0
big 1 b3 0 beo 1 bygs J
bys 0 bsg 0 be; 1 b, I
bis 1 b3o 1 be, 1 bygs 0
by 1 bao 0 bes 0 bgg 1
big 0 by 1 bes 1 by 1
bio 1 by, 0 bes 0 bk 0
by 0 bys 0 bge 1 bgo 1
by 0 byy 0 bg7 0 — —
by, 1 bys 1 beg 1 — —

Table 37 —Preamble sequence #2

Bit | Bit value | Bit | Bit value [¢Bit'| Bit value | Bit | Bit value
by 0 by 1 by 1 beo 0
b; 1 boy 0 by, 1 b7 1
b, 1 bys 0 byg 0 by 0
bs 0 by 1 by 0 by, 1
by 1 bs7 0 bso 0 b7; 0
bs 0 bog 0 bs; 1 by 1
be 0 by 1 bs, 1 bss 1
b, 0 bso 1 bs3 1 b7 0
bg 1 bs; 1 bsy 0 by, 1
b 0 b3, 1 bss 1 bg 1
Bio 0 b33 0 bss 0 b7 0
by 0 bsq 0 bs; 1 bgo 1
by 0 bss 0 bsg 1 by, 1
by 1 bse 0 bso 1 bg, 0
bis 0 b3 0 beo 1 byg; 1
bis 1 bsg 1 by 1 bgy 1
big 1 bso 1 bg, 1 bygs 0
by 0 bao 0 bgs 0 by 1
big 0 byy 1 bey 1 bg; 1
bio 1 by, 1 bes 0 bygs 0
bao 0 bas 1 beg 1 bgo 1
by, 1 byy 0 bg; 0 — —
by, 0 bys 0 beg 1 — —
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8.3 PLCP header

A PLCP header shall be added after the PLCP preamble to convey information about the PHY parameters
that is needed at the receiver in order to decode the PSDU. The length of the PLCP header, Npeager, 18
31 bits, and it shall be constructed for transmission as shown in Figure 117:

a) Based on the information provided by the MAC, form the PHY header according to 8.3.1.

b) Calculate the 4-bit HCS value over the PHY header using the CRC-4 ITU polynomial: 1+ X+ x*,
according to 8.3.2.

¢) As shown in Figure 118 and according to 8.3.3, a BCH (31, 19) code, which is a shortened'Code
derived from a BCH (63, 51) code, is applied to the concatenation of the PHY header (15,bits) and
HCS (4 bits).

d) The encoded bits are spread using a repetition code according to 8.4.3, where Ny =31, and
then interleaved using a bit interleaver as defined in 8.4.4. The spreading fagtof\is determined by
the frequency band of operation (see 8.1).

e) The resulting bit stream is then scrambled according to 8.4.5, where,the seed of the scrambler is
determined by the channel number, i.e., even channels are mapped t0Serambler seed zero and odd
channels are mapped to scrambler seed one.

f) Finally, the resulting scrambled bit stream is then mapped onte-the appropriate constellation (see
8.5), which is determined by the frequency band of operatien\(see 8.1).

PHY Header —— § .

% —>] EBCH —>»| Spreader )\ f—> Bit —»| Scrambler > Symbol —>
HCS > % ncoder Interleaver Mapper
O

Figure 117 —Block diagram of PLCP header construction for transmission

Format PHY Header

Header HES
Vo
BCH (31.19)
Encoder
, !
PHY BCH
Header HCS Parity Bits
1S bits 4 bits 12 bits

Figure 118 —BCH encoding scheme for PLCP header construction
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8.3.1 PHY header

The PHY header contains information about the data rate of the MAC frame body, the length of the MAC
frame body (which does not include the MAC header or the FCS) and information about the next packet—
whether it is being sent in a burst mode.

The PHY header ficld shall be composed of 15 bits, numbered 1rom U 10 14 as illustrated in Figure 119.
Bits 0-2 shall encode the RATE field, which conveys the information about the type of modulation, the
information data rate, the pulse shaping, the coding rate, and the spreading factor used to transmit the
PSDU. Bits 4-11 shall encode the LENGTH field, with the LSB being transmitted ficst:
Bit 13 shall encode whether or not the packet is being transmitted in the burst (streaming) mode. Bit 14
shall encode the scrambler seed. All other bits that are not defined in this clause shall be understood, te' be
reserved for future use and shall be set to zero.

SCRAMBLER
SEED

= w

[ha)

RATE LENGTH o

(3 bits) (8 bits) m =
RO Rt R2| R LSB MSB| R | BM {‘ss
O|1|234|5|6|7|8|9|10|11 12413 | 14

R: Reserved
Transmit Order (from left to right)

A 4

Figure 119 —PHY header bit assignment

8.3.1.1 Data Rate field (RATE)

Depending on the data rate (RATE), bits RO-R2 ghall'be set according to the values in Table 38.

Table 38 —Rate dependent parameters

863 to 870 MHz,
402 to 405 MHZz 420 to 450 MHz 902 to 928 MHz, 22:0600 tt0022448(;05M1\?I-ZI’Z
950 to 958 MHz i
R0-R2 Data rate (kbps) Data rate (kbps) Data rate (kbps) Data rate (kbps)
000 759 75.9 101.2 121.4
100 151.8 151.8 202.4 242.9
010 303.6 187.5 404.8 485.7
110 455.4 Reserved 607.1 971.4
001 Reserved Reserved Reserved Reserved
101 Reserved Reserved Reserved Reserved
04 Reserved Reserved Reserved Reserved
111 Reserved Reserved Reserved Reserved

8.31.2 PLCP Length field (LENGTH)

The PLCP Length field shall be an unsigned 8-bit integer that indicates the number of uncoded information
octets in the MAC frame body (which does not include the MAC header or the FCS).

8.3.1.3 Burst Mode (BM) field

The MAC shall set the BM bit, as defined in Table 39, to indicate whether the next packet is part of a
packet “burst,” i.e., burst mode transmission. In burst mode, the interframe spacing is defined in 8.7.5.
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Table 39 —Burst Mode field

Burst Mode bit Next packet status
0 Next packet is not part of burst
1 Next packet is part of burst

8.3.1.4 Scrambler Seed (SS) field

corresponds to the seed value chosen for the data scrambler.

8.3.2 Header Check Sequence

The MAC shall set the SS bit according to the SS identifier value defined in Table 40. This bit value

The PHY header shall be protected with a 4-bit (CRC-4 ITU) header check sequence {HCS). The HCS
shall be the ones complement of the remainder generated by the modulo-2 division of tHe’/PHY header by

the polynomial: 1+ x + x*. The HCS bits shall be processed in the transmit order. Afiexample schematic of
the processing order is shown in Figure 120. The registers shall be initialized to all ones.

8.3.3’'BCH encoder for PLCP header

Preset
Registers
to ONES
Serial Serial
Data —»{ CRC-4 [ Data
Input Output
Serial A r"\ |
Data P D €4 D [« D [P D
Input
HCS0 HCS3
Serial
ONES Data
Complement Output
(HCSO First)

Figure 120 —Block diagram of a CRC-4 implementation

The PLCP header shall use a systematic BCH (31, 19, t = 2) code, which is a shortened code derived from a
BCH (63, 51, t=2) code by appending 32 zero (or shortened) bits to the 19 information bits, to improve the
robustness of the PLCP header. A description of the BCH (63, 51, t = 2) code can be found in 8.4.1.2. The

shortened bits are removed prior to transmission.
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8.4 PSDU

The PSDU is the last major component of the PPDU and shall be constructed as shown in Figure 121.

a) Form the PSDU by pre-pending the 7-octet MAC header to the MAC frame body and appending a
2-octet FCS to the result.

b) Ifthe code rate (k/n) < 1, the PSDU is:

1) Divided into blocks of messages starting with the LSB of the least significant octet of the
PSDU and continuing to the MSB of the most significant octet of the PSDU,

2) Shortening bits may then be appended to the messages, which are then encoded into codewords
using a BCH (63, 51) encoder to achieve the desired code rate, according to 8.4.1.1;

3) Finally, the shortened bits are removed from each of the codewords.
c) Pad bits are then added in order to align on a symbol boundary according to 8.4«

d) If the spreading factor is 2 or 4, the resulting uncoded or coded bits are sptead using a repetition
code, according to 8.4.3, and then interleaved using a bit interleaver definedvn 8.4.4.

e) The resulting bit stream is then scrambled according to 8.4.5

f) Finally, the resulting scrambled bit stream is then mapped onto ‘the appropriate constellation (see
8.5), which is determined by the data rate and frequency band\of.operation (see 8.1).

BCH
Encoding
Algorithm
MAC Header & l
g Insert BCH Remove Add Bit Symbol
MAC Frame Body ——» = || Shortened [ > Shoriendd/[—> Pad [—>{ Spreader —>f > Scrambler > - >
B N Encoder N N [nterieaver Mapper
res g Bits Bifs Bits

Figure 121 —Block diagram.of PSDU construction for transmission

8.4.1 BCH encoder for PSDU

A code rate of 51/63 shall.b& supported by a systematic BCH encoder. The information bits shall be
encoded using the BCH. ‘encoding process defined in 8.4.1.1. The definition for the systematic BCH
encoder is given in 8.4.112.

8.4.1.1 BCH'encoding process

The PSPWU/shall be encoded using the following procedure:

a) Compute the number of bits in the PSDU Ny, as shown in Equation (60):

Npspy = (N macheader + N macrrameso dy T N rcs )X 8 (60)

where Nyacheader 18 the number of octets in the MAC header, Nycrameos, 1S the number of octets

in the MAC frame body, and N4 is the number of octets in the FCS.
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b) Calculate the number of BCH codewords N, as shown in Equation (61):

_ NPSDU
o |t o

where K is the number of message bits for the selected BCH code.

c) Compute the number of shortening bits, Ny, to be padded to the Npy, data bits before
encoding as shown in Equation (62):

Ninorten = New XK = Npgpy (62)

d) The shortening bits shall be equally distributed over all N, codewords With the first

rem(Nshorten» New )codewords being shortened one bit more than the remaifuing’codewords. Let,
as shown in Equation (63):

N pew = \‘ N J (63)
NCW

where Lf J is the largest integer not greater than f.

Thus, the first rem(Nshortena New )codewords will havesN ., + 1 shortened bits (message bits that are set

spew

to zero), while the remaining codewords will have N_» “shortened bits. After encoding, the shortened bits

spcw

shall be discarded prior to transmission, i.e., the shorfened bits are never transmitted on-air.

The BCH encoding process is illustrated in Kigure 122 for a single codeword.

BCH Encoding

L2 Discard Shortened Bits
(concatenate parity bits)

Message : Message Shortened : Message Shortened Parity : Message Parity
Bits Bits Bits Bits Bits Bits Bits Bits

Figure~122 —BCH encoding process for a single codeword

8.4.1.2 BCH({®3;, 51) encoder

The genérator polynomial for a systematic BCH (63, 51, t = 2) code, where t is the number of bit errors that
can bé\corrected, is given by Equation (64):

gx) =1+x> +x* +x° +x¥ +x"0 +x? (64)

The I\m‘ifv hits are determined by, r‘nmpnﬁng the remainder I‘\n]vnnminl r(x) as shown in F(}lmﬁnn (65):

r(x) = inxi = x"’m(x)mod g(x) (65)

182
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

where m(X) is the message polynomial shown in Equation (66):

m(x) =Y mx (66)

i=0

and r,i=0,...,11 and m,,i =0,...,50 are elements of GF(2).

The message polynomial m(X) is created as follows: My, is the first bit of the message to be transmitted
and m, is the last bit of the message, which may be a shortened bit. The order of the parity bits is(as
follows: 1, is the first parity bit transmitted, I,, is the second parity bit transmitted, and 1, is thé_last
parity bit transmitted.

8.4.2 Pad bits

Pad bits shall be appended after the BCH encoder to align the bit stream on a‘symbol boundary. The

number of pad bits, N, that shall be inserted is a function of the numbgr'of) PSDU bits Npgp, , the
number of codewords N, , the number of parity bits (n—Kk), and the modulation constellation size M ,

see Equation (67):

Npsou + New x(n—K
N e =10g2(M)><( =bu :;)g;(M )(n )—‘_[NPSDU + Néw X(n_k)]- (67)

The pad bits shall be appended to the uncoded or coded'PSDU and all of the appended pad bits shall be set

to zero. In the case of uncoded transmission, N AsSet to zero.

8.4.3 Spreading

For a spreading factor of 2, each imput bit is repeated two times [see illustration in Figure 123(a)]. For a
spreading factor of 4, each inputbitis repeated four times [see illustration in Figure 123(b)].

Spreading Factor = 2
(a) by | b(| B2 s — by |by|bi|bi]|b2| b2

Spreading Factor = 4
(BY="{bo | bi [bs] -+ ——— [bo]bo]bo[bo]bi [0 [bi] 0[] b2] b [be]

Figure 123 —Spreading scheme

r

In the case that the spreading factor is equal to 2 or 4, the output of the spreader shall be interleaved prior to
modulation to provide robustness against error propagation. The exact structure of the bit interleaver
depends on the number of uncoded or coded bits that will be transmitted on-air, which is given by
Equation (68):
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Niotal = Npspu +New x(N=K) + N pag (68)
where Ny is set to zero in the case of uncoded transmission.

If rem(N,y, ,2) =0, the bit interleaving operation is performed by first grouping the spread bits into blocks

Falla Yol FSVN 1 C o 41 1. e . 14l - 1.1 1 e 1 L - fal e NN - 41
Ul < UILS, WIIVIU O 15 UIv Dl}l uaulus IAavlUl, dllUu UIvIT ubllls ad UIUUN TIIILTIVA VUL UL S1IZC O  WJ P\/l ITIUTU I
bits. Let the sequences a(i) andb(i), where i = 0, 1, ..., 251, represent the input and output bits of the

S x 2 bit interleaver, respectively. The output of the S x 2 bit interleaver is given by the relationship in
Equation (69):

b(i):a{SXrem(i,z){%H i=0,1,..,25-1 (69)

If rem(N,,,,2) =1, the bit interleaving operation is performed by grouping the first3S spread bits into a

single block and then using a block interleaver of size S x 3 to permute the bits withid that single block. Let
the sequences a(i) and b(i), where i =0, 1, ..., 351, represent the input and(output bits of the S x 3 bit

interleaver, respectively. The output of the S x 3 bit interleaver is \given by the relationship in
Equation (70):

b(i) = a{s X rem(i,3)+BH i=0,1,...,35-1 (70)

The remaining spread bits are then grouped into blocks of 2S bits and interleaved using the block
interleaver of size S x 2 shown in Equation (69).

8.4.5 Data scrambler

A side-stream scrambler with polynomial G (x) =1+ x2 + x'? + x'* + x'* shall be used to whiten the PSDU.

Figure 124 shows a typical implementation of the side-stream scrambler. The output of the scrambler is
generated as shown in Equation (71):

X[N]=X[n—-2]® x[=12]D x[n—13]@ x[n—14] (71)

where @ denotesmodulo-2 addition. For example, when the scrambler seed is set to zero, the first 20 bits
out of the scrambler are: 00011100001 111101 110. Table 40 defines the initialization vector,
Xinit, for the(Side-stream scrambler as a function of the scrambler seed value.

seridl

data—»EB—» serial data output

input
x[#] x[n-1] x[n-2] x[#-3] x[#-9] x[rn-10] x[n-11] x[n-12] x[r-13] x[n-14]
D1 D] D] D] O] D] D]
[oF—p -« —[—PF—P-bb

Ja N /a
U U U

Figure 124 —Block diagram of a side-stream scrambler
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Table 40 —Scrambler seed selection

Initialization vector
Scrambler seed (SS) Yinit = XI=1] X[=2] ... X|-14]
0 00101111001101
1 00000001001111

The MAC shall set the scrambler seed to 0 when the PHY is initialized and the scrambler seed shall be
incremented, using a 1-bit rollover counter, for each frame sent by the PHY.

At the receiver, the side-stream de-scrambler shall be initialized with the same initialization vectofy Xinit,

used by the transmitter. The initialization vector is determined from the SS value in the PHY header of the
received frame.

8.5 Constellation mapping

The constellation mapper operates on the binary bit stream b(n), which is thescencatentation of the PLCP
preamble, the PLCP header, and the PSDU.

8.5.1 Gaussian minimum shift keying (GMSK)

For the GMSK constellation, b(n), n = 0,1,..., N-1 shall %¢) mapped onto a corresponding frequency

deviation Af, which shall be the product of the symbol rate and a modulation index of 0.5 divided by 2. The
relationship between the bit stream b(n) and the frequency~deviation is given in Table 41 .

Table 41 —GMSK.symbol mapping

b(n) Frequency deviation
0 — Af
1 + Af

8.5.1.1 Gaussian filter pulse.shape

The Gaussian pulse shapé&with bandwidth-time product BT, described in Equation (72), shall be used to
filter the symbols and ghape the spectrum.

exp[ ;; J
W= s 72
where
_In(2)
27BT

The value of BT is defined in Table 30.
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8.5.2 Differential phase-shift keying (D-PSK)

For the D-PSK constellations, b(n),n = 0, 1,..., N-1 shall be mapped onto one of three rotated and
differentially encoded constellations: ©/2-DBPSK, n/4-DQPSK, or n/8-D8PSK. The encoded information
is carried in the phase transitions between symbols. For the PLCP preamble to PLCP header transition, the
phase change is relative to the last symbol for the PLCP preamble. For the PLCP header to PSDU

transition, the phase change 1s relative 1o the Iast symbol Tor the FLCF header.

The binary bit stream b(n),n = 0, 1, ..., N-1 shall be mapped onto a corresponding complex-values
sequence S(k),k=0, 1, ..., (N/loga( ))-1 as shown in Equation (73):

S(k)=S(k—Dexp( @) k=0,1, ..., (N/logy( ))-1 (73)

where S(—1) = exp( ©/2)is the reference for the first symbol of the preamble and the relatignship between
the bit stream b(n) and the phase change ¢, is given in Table 42, Table 43, or Tabler44 for n/2-DBPSK,
n/4-DQPSK, or n/8-D8PSK, respectively.

Table 42 —n/2-DBPSK mapping

b(n) P
0 /2
1 3n/2

Table 43 —n/4-DQPSK mapping

b(2n) b(2n+1) O
0 0 /4
0 1 3n/4
1 0 Tm/4
1 1 Sn/4

Table 44 —r/8-D8PSK mapping

b(3n) b(3n+1) b(3n+2) O
0 0 0 /8
0 0 1 3n/8
0 1 0 Tn/8
0 1 1 S5n/8
1 0 0 15n/8
1 0 1 137/8
1 1 0 9m/8
1 1 1 117/8

|~ 8.5.2.1 SRRC pulse shape

For the D-PSK constellations, the square-root raised cosine (SRRC) pulse shape with roll-off factor B and
symbol period , described in Equation (74), shall be used to filter the symbols and shape the spectrum.
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%{[1 + %Jsin_{%j + (1 - %COS(%JI t= iI—’SB

(74)

p() = sinﬁt(l g\l 48 nnsﬁt(1+n\

Ts

= = otherwise

t - t )
n—|1-|48—
Ts Ts

The exact value for the roll-off factor 3 and the duration of the SRRC pulse shape is imiplementation

dependent.

8.6 General requirements

8.6.1 Operating frequency bands

A compliant device shall be able to support transmissions and reception in one or more of the following

frequency bands:

e) 402 MHz to 405 MHz

f) 420 MHz to 450 MHz

g) 863 MHzto 870 MHz

h) 902 MHz to 928 MHz

i) 950 MHz to 958 MHz

j) 2360 MHz to 2400 MHz
k) 2400 MHz to 2483.5 NMHz

8.6.2 Channel numbering

The relationship between center frequency, f, and channel number, n., is shown in Table 45.

Table 45 —Relationship between center frequency and channel number

Fréqurency band (MHz) Relationship between f_ and n, Number of channels (N.,)

402 to 405 f.=402.15+0.30 x n, (MHz), n;=0, ..., 9 10

420 to 450 f.=420.30 + 0.50 x g;(n,) (MHz), n;=0, ..., 11 12

863 to 870 f.=863.20 + 0.40 x gy(n.) (MHz),n.=0, ..., 13 14

902 to 928 f.=903.20 + 0.40 x n, (MHz), n. =0, ..., 59 60

050 15958 £=051 104040 Az =015 16

2360 to 2400 f.=2361.00 + 1.00 x n, (MHz), n. =0, ..., 38 39

2400 to 2483.5 f.=2402.00 + 1.00 x n, (MHz), n.=0, ..., 78 79

The mapping functions ¢;(n;) and g, (N;)used in the 420 MHz to 450 MHz and 863 MHz to 870 MHz
frequency bands, respectively, are defined as shown in Equation (75) and Equation (76):
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ne 0<n. <1
n.+6.875 2<n <4
n. +13.4 n.=5

n.)= 75
91 () ne +35.025 6<n, <7 (75)
n.+40925 8<n_<9
ne+4725 10<n. <11
and
ne 0<n,<7
) ne, +0.5 n, = 76
92(0c ne+l 9<n, <12 (76)

8.6.3 Preamble sequence assignment

The relationship between channel number, n., and preamble sequence uséd in the PLCP preamble is shown
in Table 46.

Table 46 —Relationship between channel humber and preamble

Relationship between
preamble sequence and N,
rem(ng,2) =0 1
rem(ng,2) =1 2

Preamble sequence

8.7 PHY layer timing

The values for the PHY layer timing parameters are defined in Table 47.

Table 47 —Physical layer timing parameters

PHY parameter Value
pSIFS 75 ps
pMIFS 20 ps
pExtralFS 10 ps
pEDTime 8 preamble symbols
pCCATime 63 preamble symbols
pChannelSwitchTime 100 ps

The values for pEDTime and pCCATime shall be those specified in Table 47 or the values specified by the
local regulatory requirements, whichever is lower.

8.7.1 Packet duration

The total duration (in time) of a packet, which comprises the symbols for the PLCP preamble, PLCP
header, and PSDU, is given by Equation (77):
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Ntotal
— = —xSpspy 77
log, (M)

tpacket =Ts X| N preamble + Nheader * Sheader +

where Ts, Sheader, Spspu, and M are defined in Table 29 through Table 35, where Npreampie 1s defined in 8.2,
where Npeager 1S defined in 8.3, and where Niya is defined in 8.4.4. Syeader refers to the value of S for the

DI
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8.7.2 Start and end of a frame

The start of a frame shall be the time when the first output sample from the transmitter pulse shaping filter
that is affected by the first symbol of the PLCP preamble is present on the local air interface. The end of a
frame shall be the time when the last output sample from the transmitter pulse shaping filter that is"affected
by the last symbol of the frame is present on the local air interface.

8.7.3 Receive-to-transmit (RX-to-TX) turnaround time

The RX-to-TX turnaround time for a device shall be between pSIFS and pSIFS + pExtralFS. The
turnaround time is defined as the time elapsed from the end of the(regeived frame at the local air
interference to the start of the transmitted frame at the local air interface, where the start and end of the
frame are defined in 8.7.2.

8.7.4 Transmit-to-receive turnaround time

The TX-to-RX turnaround time for a device shall not be'greater than pSIFS. The turnaround time is defined
as the time elapsed from the end of the transmitted@rame at the local air interference until the time when
the receiver is ready to begin the reception of the start of the next PHY frame, where the start and end of
the frame are defined in 8.7.2.

8.7.5 Time between successive transmissions

For burst mode transmissionsythe interframe spacing between uninterrupted successive transmissions by a
device shall be between pMIFS and pMIFS + pExtralFS. The interframe spacing is defined as the time
elapsed from the end ofia\frame at the local air interface, to the start of a frame at the local air interface,
where the start and end of the frame are defined in 8.7.2.

8.7.6 Centerfrequency switch time

The center/frequency switch time shall not exceed pChannelSwitchTime. The center frequency switch time
is defined as the interval from when the PHY transmits or receives the end of a frame on one center
frequency until it is ready to transmit or receive the start of a frame on a different center frequency, where
the start and end of the frame are defined in 8.7.2.
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8.8 Transmitter specifications

8.8.1 Transmit power spectral density (PSD) mask

The transmitted spectral mask shall be less than —X dBr (dB relative to the maximum spectral density of the

signal) for |f — f |> fg, /2, where I 1s the channel center frequency and Tgy 1s the channel bandwidth and
is a function of the frequency band of operation as defined in Table 48 and illustrated in Figure 125.

Table 48 —Channel bandwidth as a function of the frequency band of operation

8.8.2 Transmit power

Frequency (MHz) —X dBr few
402 to 405 —20 300 kHz
420 to 450 20 320 kHz
863 to 870 20 400 kHz
902 to 928 20 400 kHz
950 to 958 20 400 kHz
2360 to 2400 20 1 MHz
2400 to 2483.5 —20 1 MHz
A
0 dBr
20 dBr
< } } >
fom Sk £ ot o2

Figure 125 —TFransmit spectral mask for all frequency bands

The transmitted spectral density also should comply with all regulations defined by local regulatory bodies.

When operating in a low power low duty cycle (LP/LDC) mode, as defined in applicable regulations and
standards.including subclause 8.3 of ETSI EN 301 839-1, on a center frequency of 403.65 MHz (channel
6), a-tfansmitter shall be capable of transmitting at most —40 dBm effective isotropic radiated power
(EIRP). When operating in a non-LP/LDC mode in the 402 MHz to 405 MHz frequency band, a transmitter
shall be capable of transmitting at most—16 dBm EIRP. When operating in all other frequency bands, a
transmitter shall be capable of transmitting at least —10 dBm EIRP.

AmY - 1 11 4 bR | 1 b | - ul 4 i o ) 4+ 41 <l - i
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systems and to protect the safety of the human body. The maximum transmit power is limited by local

regulatory bodies.
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8.8.3 Transmit power-on and power-down ramp

The transmit power-on ramp for 10% to 90% of maximum power shall be no greater than 5 symbols. The
transmit power-on ramp is shown in Figure 126. The transmit power-down ramp for 90% to 10% maximum
power shall be no greater than 5 symbols. The transmit power-down ramp is shown in Figure 127.
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Figure 126 —Transmit power-on ramp
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Figure 127 —Transmit power-down ramp
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8.8.4 Transmit center frequency tolerance

The transmitted center frequency tolerance shall be £20 ppm maximum.

8.8.5 Symbol clock frequency tolerance

The symbol clock frequency tolerance shall be £20 ppm maximum.

8.8.6 Clock synchronization

The transmit center frequencies and the symbol clock frequency shall be derived from the same reference
oscillator.

8.8.7 Transmitter modulation accuracy

8.8.7.1 D-PSK constellation error

The modulation accuracy for the D-PSK modulation schemes is determined via an error-vector magnitude
(EVM) measurement, which is calculated over N baud-spaced received complex values after differential

A A

demodulation Ik,Qk). A decision is then made for each of thédeceived complex values as to the closest

ideal position, which is represented by the vector (I - Qx ) The 1deal constellation points associated with the

various D-PSK modulation schemes after differential demodulation are given in Table 49. The error vector
(é] Ko 6Qk) is defined as the distance from the ideal position to the actual position of the received complex

values, i.c., (fk,(jk)z(lk;Qk)+(é]k’agk)-

Table 49 —Ideal constellation points for D-PSK after differential demodulation

Constellation Ideal constellation positions
n/2-DBPSK (0, 1), (0,-1)

n/4-DQPSK (cos(n/4), sin(#t/4)), (cos(31/4), sin(37/4)), (cos(5n/4), sin(5m/4)), (cos(7n/4), sin(71/4))

1/8-DSPSK (cos(n/8), sin(n/8)), (cos(3n/8), sin(37/8)), (cos(57/8), sin(57/8)), (cos(7n/8), sin(7n/8)),
(cos(9n/B), sin(971/8)), (cos(117/8), sin(117/8)), (cos(137/8), sin(137/8)), (cos(157/8), sin(157/8))

The EVM is defined in Equation (78):
EVIM 45 =10log;, ii(&]h&gf) (78)
N k=1

A transmitter shall have EVM values less than or equal to those listed in Table 50 when measured for
N = 1000 symbols. The EVM shall be measured on the baseband | and Q samples at the output of the

ditterential demodulator of a reference receiver. lThe reterence receiver shall perform the tollowing
operations: carrier-frequency offset removal, SRRC filtering matched to the transmitter under test, and
symbol timing recovery while making the measurements. Due to the noise enhancement of the differential
demodulator, the EVM value measured at the demodulator’s output will be approximately 3 dB worse
when compared to a similar measurement taken at the differential demodulator input.
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Table 50 —Permissible EVM numbers as a function of constellation size

Constellation EVM error (EVMg)
n/2-DBPSK -11dB
n/4-DQPSK -15dB
n/8-D8PSK -20 dB

8.8.7.2 GMSK modulation error

The modulation accuracy for the GMSK modulation scheme is determined by measuring the frequency
deviation tolerance and the zero crossing error of the eye diagram, as shown in Figure 128. Frequen¢y
deviation tolerance is measured as a percentage of the maximum frequency deviation, Af, which is defined
in 8.5.1. The frequency deviation tolerance at £T¢/2 shall be greater than or equal to 80% and less.than or
equal to 120%. The zero crossing error is the time difference between the ideal symbol period, T/ and the
measured crossing time. This shall be less than £1/8 of Ts. Both measurements shall becpérformed and
satisfied for a sequence of 1000 symbols.

05

Normaiized frequency dewviation [f)

Tirme (Ts)

Figure 128 —GMSK modulation accuracy

8.8.8 Adjacent channel power ratio

The adjacent channel power ratio (ACPR) is defined as the ratio of the total power in the adjacent channel
to.the total power in the wanted channel, where the measurement bandwidth in both cases is equal to the
channel bandwidth as given in Table 48. The ACPR shall be measured at an output transmit power equal to
the maximum possible power output of the device. A compliant device shall have an ACPR that is no
greater than values given in Table 51.
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Table 51 —ACPR as a function of the frequency band of operation

Frequency (MHz) ACPR node (dB) | ACPR hub (dB)
402 to 405 -26 -32
420 to 450 -26 -26
863 to 870 -26 —26
902 to 928 —26 —26
950 to 958 26 26
2360 to 2400 26 26
2400 to 2483.5 26 26

8.9 Receiver specifications

8.9.1 Receiver sensitivity

For a packet error rate (PER) of less than or equal to 10% with a PSDU of 255 ogfets in additive white
Gaussian noise (AWGN), a compliant device shall achieve receiver sensitivities listed in Table 52, or
better. The minimum input levels are measured at the antenna connector, whefe @ noise figure of 13 dB,
which may include losses due to external components, and an implementation loss of 6 dB have been
assumed.

Table 52 —Receiver sensitivity numbers

Frequency band (MHz) Information data rate (kbps) Maximum input level at sensitivity (dBm)

75.9 -95

402 to 405 1518 92
303.6 -89

455.4 83

75.9 -90

420 to 450 151.8 —87
1875 -84

101.2 -94

o
950 to 958 404.8 87
607.1 -82

121.4 -92

2360 to 2400 242.9 -90
2400 to 2483.5 485.7 -87
971.4 —83

8.9.2 Adjacent channel rejection

The adjacent channel rejection (ACR) is defined as the ratio of the power of the interfering signal in the
adjacent channel to the power of the wanted signal, when the desired signal's strength is set to 3 dB above
the pate-dependent sensitivity, and the power of the interfering signal has been raised until a 10% PER is
reached for a PSDU length of 255 octets. The interfering signal in the adjacent channel shall be a
conformant PHY signal at the same information data rate, unsynchronized with the signal in the channel
under test, and generated using a suitable test source. A compliant device shall have an ACR that is no less

thram the vatues giverr i TabieS53:
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Table 53 —ACR as a function of the frequency band of operation

Frequency band (MHz) Information data rate (kbps) ACR (dB)

75.9 17

402 to 405 1518 14
303.6 10

/!(C./! I~

75.9 12

420 to 450 151.8 9
187.5 6

101.2 17
502 10028 2024 14
950 to 958 404.8 10
607.1 5

121.4 17

2360 to 2400 242.9 15
2400 to 2483.5 485.7 13
971.4 9.

8.9.3 Receiver energy detection
The receiver energy detection (ED) measurement is an estimate of the received signal power within the

bandwidth of the channel. It is intended for use by upper layers fof various tasks, including as part of a
channel selection algorithm. No attempt is made to identify or decode signals on the channel.

8.9.3.1 ED threshold

For the frequency band 402 MHz to 405 MHz, the minimum ED value (zero) shall indicate received power
less than that which is prescribed by ETSI EN 30{4839-1.

For all other frequency bands, the minimum ED value (zero) shall indicate received power less than either

— 10 dB above the receiver sensitivity as defined in Table 52 for the lowest data rate within a given
band (see 8.9.1) or

— that which is prescribed by local regulatory requirements, or applicable standards,

whichever is lower.

The range of received power spanned by the ED values shall be at least 40 dB. Within this range, the
mapping from the teceived power in decibels to ED value shall be linear with an accuracy of + 6 dB.
8.9.3.2,ED measurement time

For'the frequency band 402 MHz to 405 MHz, the ED measurement time, to average over, shall be that
which is prescribed by ETSI EN 301 839-1.

For all other frequency bands, the ED measurement time, to average over, shall be either

— pEDTime (8 preamble symbol periods) or
— that which is prescribed by local regulatory requirements, or applicable standards,

whichever is longer in duration.
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8.9.4 Receiver clear channel assessment

The PHY shall provide the capability to perform CCA according to at least one of the following three
methods:

a) CCA Mode 1: Energy above threshold. CCA shall report a busy medium upon detecting any

energy above the ED threshold.

b) CCA Mode 2: Carrier sense only. CCA shall report a busy medium only upon the detection of a
signal compliant with this standard with the same modulation and characteristics of the PHY that
is currently in use by the device. This signal may be above or below the ED threshold. The CCA
detection time shall be equal to pCCATime.

¢) CCA Mode 3: Carrier sense with energy above threshold. CCA shall report a busy medium using
a logical combination of the following:

1) Detection of a signal with the modulation and characteristics of the PHY that is currently in
use by the device, and

2) Energy above the ED threshold, where the logical operator may be AND.or OR.
The CCA parameters are subject to the following criteria:

— The ED threshold shall correspond to a received signal powet; as-prescribed in 8.9.3.1

— The CCA detection time shall be equal to pCCATifne (see Table 47). Any CCA and LBT
procedures required by local regulatory requirements shall also be supported.

9. Ultra wideband PHY specification

The ultra wideband (UWB) PHY specification,isvdesigned to offer robust performance for BANs and to
provide a large scope for implementation opportunities for high performance, robustness, low complexity,
and ultra low power operation. Moreover, the interest of UWB lies in the fact that the signal power levels
are in the order of those used in the MICS band, therefore providing safe power levels for the human body
and low interference to other devices.

The UWB PHY provides a data interface to the MAC layer under the control of the physical layer
convergence protocol (PLCP).

The UWB PHY proyides three levels of functionality, as follows:

a) Activation and deactivation of the radio transceivers.

b) Fhie) PLCP constructs the PHY layer protocol data unit (PPDU) by concatenating the
Synchronization header (SHR), physical layer header (PHR) and physical layer service data unit
(PSDU), respectively. Moreover, the PPDU bits are converted into RF signals for transmission in
the wireless medium.

c¢) The UWB PHY may provide clear channel assessment (CCA) indication to the MAC in order to
verify activity in the wireless medium.

9.1 Definition of hubs and devices

There are two different types of UWB technologies included in the specification. Namely, impulse radio
UWB (IR-UWB) and wideband frequency modulation (FM-UWB). For coexistence, the interaction of both
UWRB technologies is defined as follows:
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In a BAN, the hub shall implement either an IR-UWB transceiver only or shall implement IR-UWB and
FM-UWRB transceivers in the same hub.

In a BAN, devices shall implement an IR-UWB transceiver or an FM-UWB transceiver or both.

9.2 Modes of operation

There are two modes of operation: default mode and high quality of service (QoS) mode. The default mode¢
shall be used in medical and non-medical applications. The high QoS mode shall be used for high-priorify
medical applications.

9.2.1 High QoS mode

The high QoS mode shall be defined as user priority 6 in Table 18 of 6.2.3.

9.3 Rules for use of modes and options

For interoperability, a mandatory procedure is required for the, defatlt mode and high QoS mode.
Therefore, a compliant UWB PHY shall support the following:

9.3.1 Default mode

The default mode shall support IR-UWB as mandatory*PHY and FM-UWB as optional PHY according to
9.1.

9.3.1.1 IR-UWB PHY

—  One mandatory PPDU (see-9.5).
— One mandatory data ratej 0.4875 Mbps (see 9.11.1).
—  One mandatory modulation: on-off signaling (see 9.10.1).

— One mandatory-channel in the low band and one mandatory channel in the high band (see 9.12).
Implementers shall use at least one mandatory channel.

— One mandatory transmit spectral mask (see 9.13).
9.3.12EM-UWB PHY

=~ One mandatory PPDU (see 9.5).
— One mandatory data rate: 250 kbps (see 9.16.1).

ey .

e nl dat daalote LD Anlahrd pu | daola AN AL
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— One mandatory channel in the high band (see 9.12).

— One mandatory transmit spectral mask (see 9.13).

197
Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved


https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

9.3.2 High QoS mode

The high QoS mode shall support IR-UWB as mandatory PHY.

—  One mandatory PPDU (see 9.5).

— O Tmandatory data Tate 04875 vbps(see 917
—  One mandatory modulation: DPSK modulation (see 9.10.2).

— One mandatory channel in the low band and one mandatory channel in the high band (see 9.12).
Implementers shall use at least one mandatory channel.

— One mandatory transmit spectral mask (see 9.13).

—  One mandatory HARQ (see 9.15).

9.4 Pulse shape option

There is not a mandatory pulse shape for IR-UWB. However, implementers can\chioose a pulse shape from
a pool of pulse shapes (see 9.14). Furthermore, there are two types of pulse/waveforms supported and
defined as follows:

1)  Single pulse option shall be defined as a single pulse transmitted per symbol (see 9.9.1).

2)  Burst pulse option shall be defined as a concatenation ef'pulses transmitted per symbol (see 9.9.1).

9.5 UWB PHY frame format

The UWB PHY frame format or physical layer ptotocol data unit (PPDU) is formed by concatenating the
synchronization header (SHR), the physical layer header (PHR), and the physical layer service data unit
(PSDU), respectively, as illustrated in Figuré29.

SHR PHR PSDU

\j

Transmit order

Figure 129 —UWB PPDU structure
9.6 PSDU construction

The PSBU)¢ontains the MAC protocol data unit (MPDU) plus channel code BCH parity bits in the default
modelrcase of high QoS mode operation, the PSDU contains either the MPDU or BCH parity bits.

The’MPDU shall be defined as the concatenation of the MAC header, MAC frame body, and FCS as
itlustrated in Figure 130.

AAAC
VIR

header MAC frame body FCS

& ——— MPDU —Mm——>

Figure 130 —MPDU structure
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The bits of the PSDU are formatted for transmission. The PSDU construction process is illustrated in
Figure 131.

Scrambler BCH Pad Bit
MPDU (10.6.1) Encoder Bits Interleaver ——  PSDU
T (10.6.2) (10.6.3) (10.6.4)

Figure 131 —PSDU construction for transmission

9.6.1 Scrambler

A scrambler shall be applied in order to eliminate possible long strings of 1s or Os containedGn the MPDU
and so eliminating the dependency of the signal's power spectrum upon the actual data.

An additive or synchronous scrambler with generator polynomial x[n] given in Equdtion (79) shall be
employed. Figure 132 shows a typical implementation of the additive or.-synchronous side-stream
scrambler. The output of the scrambler is generated as:

X[N]=Xx[N-=2]@ Xx[n-12]@® x[n—13]@ X[n—14] (79)
where @ denotes modulo-2 addition.
Table 54 defines the initialization vector for the additive scfambler as a function of the SS value.

serial

data —bE}—» serial data output

input %
x(r) x(r-1) x(r-2) X(#=3) x(1-9) x(r2-10) x(re-11) x(r-12) x(n-13) x(n-14)
1 1]
R R R S R R R
ﬁ
\J

A N (B
N L U

Figure 132 —Block diagram of an additive or synchronous scrambler

Table 54 —Scrambler seed selection

Initialization vector
Scrambler seed (SS) Xt = XI-1] X[=2] .. X[-14]
0 00101111001101
1 00000001001 111

The MAC shall set the scrambler seed to SS = 0 in the PHR (see 9.7.1), when the UWB PHY is initialized.

The scrambler seed shall be incremented using a 1-bit rollover counter for each frame sent by the UWB
PHY.

At the receiver, the additive de-scrambler shall be initialized with the same initialization vector, X. . , used

int >
by the transmitter. The initialization vector is determined from the SS value in the PHY header (PHR) of
the received frame.
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9.6.2 BCH encoder

The channel code BCH(n = 63,k = 51) shall be used for the default mode. In case of high QoS mode
operation, the shortened channel code BCH(126,63) shall be used (see 9.6.2.2).

The number of codewords in a frame is given by the following:

N'
NCW :|7 PIiDU —|

where N;DSDU =8(Nmacheader + NmacframeBady + NFcs) is the number of bits in the PSDU, N vachenger 1S

the number of octets in the MAC header, N,\,lAcfr,gmmdy is the number of octets in the MA@ {rame body,
and Ngcgis the number of octets of the FCS.

If the rem(N pgpy , k) # 0, the last codeword requires Ny, = Ny k — Npgpy  bits. stuffing. Hence, the total

number of bits before encoding is given by Npspy = Npspy + Nips -

9.6.2.1 BCH(63,51) encoder

The generator polynomial for a BCH (n = 63, K =51) encodef is'given by Equation (80):

gO) =1+ x> +x* +x7 +x* +x0 +x2 (80)

The parity bits are determined by computing the rémainder polynomial I (X) as shown in Equation (81):
11 )
ro0 =Y rx' =xm(x)mod g(x) (81)
i~0
where M(X) is the message polynomial given by Equation (82):

m(x) = Zmixi (82)

and rj,i =0.2,11 and m;,i =0,...,50 are elements of GF(2).

The méssage polynomial is created as follows: My is the first bit of the message and m,, is the last bit of
the'message. The order of the parity bits is as follows: I, is the first parity bit transmitted and r, is the last
parity bit transmitted.

9.6.2.2 BCH(126,63) encoder

In case of high QoS mode operation, the shortened BCH(n = 126, k = 63) encoder shall be used according
to the HARQ mechanism described in 9.15. Such shortened BCH(126,63) code is derived from the mother
code BCH(127,64), whose generator polynomial is given by Equation (83):
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gx) =1+ X7+ + X7+ %"+ X7+ +x2 +x7 +x3 +x7 +x +x0 45 %+ )

X33+X35+X36+X38+X40+X47+X48+X49+X51+X53+X55+X56+X61+X63

The parity bits are determined similarly to 9.6.2.1.

9.6.3 Pad bits

Pad bits shall be appended to the input bit stream to align on a symbol boundary. The number of pad bits-is
given by Equation (84):

Npspy +(N=K)New
log, (M)

N pag =logy (M) —|_[NPSDU +(n—k)New | (84)

where M is the cardinality of the constellation of a given modulation scheme.

All appended pad bits shall be set to zero. In the case of uncoded transmission{ Ny shall be set to zero.
The total number of bits on the air is given by Equation (85):

Nt =Npspy +(N—K)Ncw + Npaq (85)

9.6.4 Bit interleaving

Bit interleaving shall be applied prior to modulationito provide robustness against error propagation. The
algebraic interleaver shall be defined as shown in Equation (86):

I1(n) =nbg Mod N, (86)

where N; is the interleaver’s lengths TT(n) €[0,N; —1] denotes the new position to which index n is
permuted or interleaved, and Mod*N, represents modulo N, arithmetic.

The interleaver’s length shall be set to Ny= 192, and seeding parameter shall be set to b = 37.
The interleaver is applied in blocks of N| bits over the total number of bits Nt .

If Nyem =rem(Nt,N;) =0, in the last interleaved block, N, shall be setto Nop, -

9{7"PHR construction

The PHR contains information about the data rate of the PSDU, length of the MAC frame body, pulse
shape, burst mode, HARQ, and scrambler seed. The PHR construction is illustrated in Figure 133.

shortened BCH
parity bits —— PHR
(10.7.3)

PHR frame HCS
(10.7.1) (10.7.2)

Figure 133 —PHR construction
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Table 55—PHR frame structure

IEEE Standard for Local and metropolitan area networks—

Lyis the LSB.

9.7.1.1 Data rate

9.7.1.3 Burst mode (BM)

The description of the different fields of the PHR is as follows.

9.7.1.2 MAC frame body length

Table 56 —Burst mode

B Next packet status
0 Next packet is not part of burst
1 Next packet is part of burst

r = reserved, B = burst mode, SS = scrambler seed, K, = on-off constellation mapper.

B:)it 1 2 3 4 5 6 7 8 9 10 11 12 13
Ry R, R, r Ly L, L, L; L, Ls L L, r R
Data rate MAC frame body length
14 15 16 17 18 19 20 21 22 23
B Wy WA H, H, SS K r r r
Pulse type HARQ

Data rates (R, Ry, R,), where R; is the most significant bit (@M SB) and R, is the least significant bit (LSB),
for IR-UWB are defined in Table 67 and Table 68. Data rates for FM-UWB are defined in Table 71.

A variable frame length is indicated with eight bits (L, L;, L,, L3, L4, Ls, Ls, L), where L; is the MSB and

The MAC shall set theburst mode bit (B) as defined in Table 56. The burst mode supports higher
throughput by allowing-the transmission of consecutive frames without ACK. In the burst mode (B = 1),
the interframe spacing shall be equal to pMIFS (see 9.18.1 and Table 74).

9.7.1.4 Pulse type

The employed pulse shape for transmission is indicated by (W,, W) and defined in Table 57.

202

Copyright © 2012 IEEE. All rights reserved.

© IEEE 2012 - All rights reserved



https://standardsiso.com/api/?name=10bfdef79e15daf89deadddd5c133734

ISO/IEC/IEEE 8802-15-6:2017(E)

IEEE Std 802.15.6-2012
IEEE Standard for Local and metropolitan area networks—
Part 15.6: Wireless Body Area Networks

Table 57 —Pulse type

Wy | Wy Pulse type
0 0 Chirp pulse
0 1 Chaotic pulse
1 0 Short pulse shape
1 1 Reserved

9.7.1.5 HARQ

The HARQ retransmission flow is controlled by Hy and H; (see 9.15) and defined in Table 58,

Table 58 —HARQ

H, | H, HARQ state
0 0 Disable
| 0 BCH encoding: D + P <~ BCH
& Send D
0 1 Send D
1 1 Send P

D = systematic bits, P = parity bits.

In the default mode, H, and H; shall be set to (0,0) and optionally to (1,0).

9.7.1.6 Scrambler seed

The MAC shall set the scrambler seeddit as defined in Table 54 (see 9.6.1).

9.7.1.7 Constellation mapper for on-off modulation

The constellation mapperused for on-off modulation is indicated in Table 59.

Table 59 —Constellation mapper

K Symbol mapper
0 Table 63 (K=4, M =16)
1 Table 64 (K=1, M =2)

The mandatory mapping shall be K, = 1.
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