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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

nrembersof150-or1EE par tit,ipatc fithe dcvc}upulcut of Tirternatiomat-Standards—thr ngh techmicat
committees established by the respective organization to deal with particular fields of technical activity:
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteriasneeded for the
different types of ISO documents should be noted (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and the<Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Boakd."The IEEE develops its
standards through a consensus development process, approved by the @merican National Standards
Institute, which brings together volunteers representing varied viewpdints and interests to achieve the
final product. Volunteers are not necessarily members of the Institute ‘ahd serve without compensation.
While the IEEE administers the process and establishes rules to, ‘promote fairness in the consensus
development process, the IEEE does not independently evaluate; test, or verify the accuracy of any of
the information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the
[EC list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document{s information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the veluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
see www.iso.org/iso/foreword.html.

ISO/IEC/IEEE 8802-11:2018/Amd 4 was prepared by the LAN/MAN of the [EEE Computer Society (as
IEEE Std 802.11ak-2018) and drafted in accordance with its editorial rules. It was adopted, under the
“fast-track (procedure” defined in the Partner Standards Development Organization cooperation
agreementbetween ISO and IEEE, by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcemmittee SC 6, Telecommunications and information exchange between systems.

A\list of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in a andards and may be found under the heading “Important Notices

and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are deyeloped
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE*SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied ‘viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, ‘academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily’ members of the
Institute and participate without compensation from IEEE. While IEEE administers the process-and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmentdl protection, or ensure against
interference with or from other devices or networks. Implementers and usets of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security; environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the matérial contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: dmerchantability; fitness for a particular purpose; non-
infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims
any and all conditions relating to: results; and workmanliké€ effort. IEEE standards documents are supplied “AS IS” and
“WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The/existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments inthe’ state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing.any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable’ care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY,/OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEYER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE

standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual

to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membezship
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, tédgether with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is'important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For'the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring-to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge actiorthat is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standatds are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are.adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE doesnotwaive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of. any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the

ance o1 NCw _€d Ons _Or 1Mma DC _AMENdcd om me 10 e 1nrougn 1ne ance o1 amendamen orrigcnda, o

errata. A current IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through’the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://ieeexplore.icee.org or contact IEEE
at the address listed previously. For more information about the IEEE SA or IEEE’s standards developnient process,
visit the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website€at ;the following URL: http://
standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URDdor errata periodically.

Patents

Attention is called to the possibility that implementation of this standard/may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by.the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder oratetit applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed On‘\the IEEE-SA Website at http://standards.ieee.org/about/
sasb/patcom/patents.html. Letters of Assurance may indicat€ whether the Submitter is willing or unwilling to grant
licenses under patent rights without compensation or under reasonable rates, with reasonable terms and conditions that
are demonstrably free of any unfair discrimination te.applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a‘Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for whigh a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determifiing whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, ifiany, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely theid-own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.11ak-2018, IEEE Standard for Information technology—Local and
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Amendment 3: Enhancements for Transit Links Within Bridged'Networks.

IEEE Std 802.11™ was originally designed with the assumption that non-access point (non-AP) non-mesh
stations (STAs) would be leaf nodes of the network. This amendment extends IEEE Std 802.11 so that
communication links can be established between general link (GLK) STAs that are usable as transit links
inside an IEEE 802.1Q™ network.

Areas of extension and related improvements include the following:

a)  Optional support of IEEE 802% length/type (EPD) frame encoding, as opposed to ISO/IEC’8802-2:
1998 logical link control (LLC) encoding (LPD).

b) Facilities for GLK APs to send group addressed Data GLK frames to a subset.of receiving GLK
STAs.

¢) Priority code points in IEEE Std 802.1Q™ have a different default jmeaning than they do in
IEEE Std 802.1D™. For example, in IEEE Std 802.1Q), priority 2 is, by déefault, higher priority than
priority 1, while in IEEE Std 802.1D, it is lower. Thus it is suggested in Annex V that GLK
associations use a Priority code point to user priority mapping ig their corresponding IEEE 802.1Q
bridge port.

d)  Accessibility to the wireless medium via one or more Interfial Sublayer Service service access points
(SAPs) that map to attached bridge ports.

e) Improvement of groupcast with retries (GCR) setuptoextend GCR to GLK STAs.

10
Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

Contents
1. OVEIVICW ...nvetieiteniesteettente it et etesteeueestentesteeseensensesstessesseeseensasseeseensesesseensensesseenseseeseensansensesneensesseans 18
1.3 Supplementary information ON PUIPOSE.......ccuerreeeerierrerrerierierieeresiesseessessesseeseessessesssessessenses 18
2. INOTMALIVE TETRTEIICES ...vievvieuiieiieetieeieete et et et et e ette st e esteesseesseessaesssessseesseesaasseesssesnseenseenseenseessnens 19
3. Definitions, acronyms, and abbreVIations. ..........ceeeverererierierienteienieseee ettt et eeees 19
3.1 DETINITIONS .vvevvivieireiieiieieie st eteie et et et eeteeeeeaeste st etestesteenbessessnensessesssensessesseensensesseensensalabe 19
3.2 Definitions specific to IEEE Std 802.11 .....cc.ccooiniiiiiiiniiiiiiininieieneneeeeeecneeee e N 19
34 Abbreviations and aCTONYIMS .........ccueeriiereierienieeeeriesteete e esteeseeeseeseeseeenseesseesses e rrenaees 20
4. General dESCIIPLION ......oueuiiiiiiiieieiieeee ettt s e eaee 20
4.2 How wireless local area networks (WLANS) are different..................cnldviiiininninennnne. 20
425 Interaction with other IEEE 802® layers........c.cccccevevineenedpmeeiimenenieienenceienieeeen 20
4.3 Components of the IEEE 802.11 architecture ...........cocoecvvevenee s 20
435 Distribution system (DS) CONCEPLS ..c..evververerriereieieeiifaserenreeieeienieseeeeniesieeeeneeens 20
43.5.1 [0 255 3% ) O A SRR 20
4.3.7 Integration with non-IEEE 802.11 LANS ........aSteeiiiiiniieieieeceee e 20
4320  MeShBSS .o N e et 21
4.3.20.4 IEEE 802.11 components and mMeSiBSS ..........ccovivinieiecieneeieiene s 21
4.3.27  General link (GLK).....ccoooiiiiiiiee S et 21
43.27.1 (€115 | e S OSSPSR 21
4.3.27.2 Selective reception of-group addressed frames.........cccevveevecieveneecenennnnns 22
43273 GLK SEIVICE SES .. Y ittt 23
4.3.27.3.1  Provision of the MAC SEIVICE .......cceecveeevrrreerieeieeieeniienee e 23
4.3.27.3.2 GLKIBSS and PBSS.......coiiiiieiieeeeeeeeee e 23
4.3.27.3.3 _Adufrastructure BSS with general links...........cccccceveniniennnnne 25
4.3.27.3.4, “Clnfrastructure BSSs with general links in the presence of
an ESS e 26
4.3.28  Ethertype protocol discrimination (EPD) ........ccccccocooiiiniiiiiiiiininiiiinceieeece 27
4.5 OVEIVIEW Of the (SBIVICES. .. ecvieuieiiitieieiestieieteste et et ettt et e steeteessesseeseessesseessessesseesnensesseans 28
452 Distribution of MSDUSs within a DS........cccooiiiiiiiiiniiiiieeeeeceee e 28
4.5.2.] DISHIDULION ...ttt ettt ste e e baesseessaessaeenneas 28
453 Corinectivity-related sServices-that-support-the-distributionservice-and-the-
POPSEEVIE ..ot et 28
4533 F TS0 To3 15 10 o TSRS 28
4534 REASSOCTALION ...veeeeiieieiieieie ettt sttt et sae s eaesaeeneensesrees 29
4535 DiSASSOCTATION ..ttt ettt sttt sae et s eaeenbe b ns 29
467  Multiple logical address SPACES ....ccvevverieriieierieitieieieee ettt sie e eteeaesteeseesesseeseessesseesees 29
50 MAC SETVICE AETINITION ...viviieeiieiieiiiesiieeie e eteete et et e st e s ae et e esseesbeestaeesseesseesseesssesssesssennseansannseenes 30
5.1 OVEIVIEW Of MAC SEIVICES ....vevinieireiiniiieiteiteteeteteit et sttt ese et sae ettt sa et siesa et ene e nnen 30
5.1.1 J D 1 RS o [ OSSP 30
5.1.1.1 GNETAL....uieiiieieieieiceee ettt sttt ettt ee b e s beeae e s e nsesteeneenbesrens 30
5.1.1.2 Determination of UP ........cccociiviniiiiiiiiiniiinicieceeseeeceee e 30
5413 Int i iority-parameterH-MAC-servHeePrIRHHVeS
5.1.4 MSDU fOIMAL .....veuviiieiieieeiieiesie ettt ettt st e besbeebeensesbesseessensesseessensessean 30
5.1.5 MAC data Service architeCtUIE ........c.eeevieriieriieeiieeieesieetee e eie e esreesteesereseveeseenseennas 31
5.1.5.1 GENETAL.....vieiiiiieiieiee ettt sttt ee et e saeeseensessesseennessesrens 31
11

Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

5.1.5.2 Non-GLK nNON-AP STA 101€..c..coviriiiiiiiiiieneeieee e 34
5.153 NON-GLK AP TOL€....c.eeiiiiiiiiiieieteee e 34
5154 Non-GLK mMesh STA 101 .....c.cveiiiniinieiiininciecrcceecceeeeecenee 34
5156 S1G Relay 34
5.1.5.7 GLK STA TOIE vttt 34
5.15.8 GLK AP TOI€ ..ottt 34
5.1.5.9 GLK mMeSh STA T01€ ...c.viiiiiiiiiiiiieeetctceeeeeteese e 36
5.2 MAC data service SPECIfICAtION .......ecuivvieierieeieieieieieetete ettt et besteenaeseeseeens 36
5.2.1 GENETAL...c.eiieeeieee ettt sttt e b ettt b et sheenb et b an 36
5.2.1a GLK MAC data service SpecifiCation...........ccuecvevieriiierieniestieienieseeeeseesieseeesve e e 36
522 MA-UNITDATATEQUESE ..ottt eeeeiee e sieeseesaresneenneensee sk 37
5221 FUNCHION .t g e 37
5222 Semantics of the service primitive........ccoeveveevierieneeceeneeeeceenene b S 37
5223 When generated ..........occevverierierienieieiesese e B e 38
52.2.4 EAfECt Of TECRIPT -.eoueeuiiiieiieiirt et g e 38
523 MA-UNITDATA.INAICAtION ..o N e 38
5231 FUNCHON ...t el 38
5.2.3.2 Semantics of the Service primitive.........ccoeceeeeeeesme e 38
5233 When generated ........cooeveeievienieneeieieneneee s e e 39
5234 Effect of 1eCeIPt ...oovevvereiriieicieiiecce et 39
524 MA-UNITDATA-STATUS.INAICAtION. ....ceemeeeree it 39
5241 FUNCion ....c..coeveiiinincieincnice S 39
5242 Semantics of the service Primitivermh, e i e eeererereeiereetcese e 39
5243 When generated ........c.ocvveeeee o Tt 39
5244 Effect Of TECEIPE .eoveiiiiees S et 39
6. Layer MaANAZEMENL......cc.eeiuiiriiiiieeieeieeteeiee s g e e et eeeeenteenteesutesaeeeateenseenbeenseesutesnsesaseenseenbeenseesaeens 40
6.3 MLME SAP INEEITACE ....ceeiiiiir e Sttt ettt ettt ettt sb ettt nae b e 40
6.3.3 SCAN ..t ML ettt sttt e 40
6.3.3.2 MLME-SCAN.TEQUESL .......eoveieuieiiniinieieieeieete oottt eeeene s 40
6.3.3.2.2 Semantics of the service primitive.........cocvevvecvevieneneerieneenns 40

6.3.7 ASSOCIALE ... pfolh ettt ettt sttt ettt ettt ettt et es bt s bt et a e eb bt eb e eb et et eee bt b ne

6.3.7.2 MEME-ASSOCIATE.request
63.7.2.2 Semantics of the service primitive.........cooceeceeeverieneeeerienennns 41
6.3.7.3 MLME-ASSOCIATE.CONTIIM ...c..cceeuiiiiiiiiiniinieicinicceccceereeececeie e 42
6.3.7.3.2 Semantics of the service primitive.........c.cceeevveeeeieereeeseenieenne 42
6.3.7:4 MLME-ASSOCIATE.INdication ...........coeceeevineneinenenieeneneneceeneeen 43
6.3.74.2 Semantics of the service primitive..........ccccecevveererenececnnenne. 43
6.3.7.5 MLME-ASSOCIATE.TESPONSE ....c.eveenveerieiiesiieeiieeiiesiieeeeeieeseeeseeeseeeeneeas 44
6.3.7.5.2 Semantics of the service primitive.........cooceeeeevevierereereerenenns 44
63.8 REASSOCTALE. ...c..eeutitieiieie ittt ettt sttt b et sbe et et b eaeen 45
6.3.8.2 MLME-REASSOCIATE.TEQUEST ...ceouveeiieiieieeiieriiesee e 45
6.3.8.2.2 Semantics of the service primitive..........oceeeevevierereereenenens 45
6.3.8.3 MLME-REASSOCIATE.CONfIIM ..c.eoviiiieiieiieieieeeeee e 46
6.3.8.3.2 Semantics of the service primitive.........coeceeveevevieneeeerienennns 46
6.3.8.4 MLME-REASSOCIATE.INdiCation ......c..ccoeeeimenieeeiinieietienreneeceeniennen 48
6.3.8.4.2 Semantics of the service primitive.........c.oceeeeeeeeeieeseeereeneene 48
6.3.8.5 MLME-REASSOCIATE.IESPONSE .....coveveuieiiriinieieieeiinieieieeieneeneeceiesienee 49
6.3.8.5.2 Semantics of the service primitive..........ccccecevveereneneeecnnenes 49
9. Frame fOITALS .......oouiriiiiiiiticceer ettt ettt ettt sttt st e et bt een 50
9.2 MAC frame fOIMALS........eoveiiiriirieieeeteree ettt ettt ettt et st seebenaens 50
12

Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

9.2.4 Frame fIldS .....occvveeieiieeie ettt ettt s nns 50
9.2.4.1 Frame Control field.........ccoecverieriieieieiecececeieeeee e 50
9.24.14 To DS and From DS subfields.........cccccecvenineccnininccnecnenn. 50
913 Format of individnal frame types 51
9.3.1 CONLIOL fTAIMES ..vvevvieeieiieitieiieiere ettt ettt et e e saeeseensesbeeseessessesseensensensean 51
9.3.1.8 BlockAckReq frame format............ccceeeveeieniiniininienieneeeeiee e 51
9.3.1.8.1 OVEIVIBW ...ttt ettt eee s 51
9.3.1.8.7 GLK-GCR BlockAckReq variant...........cceceeeveveenereneecreniennenn 52
9.3.1.9 BlockAck frame format ............ccceevieeiiiiieiieie e e 52
9.3.1.9.1 OVEIVIEW ..eeuieveeeieiieiecteetestesteeetetesteeseesaessesseesaesesseessensesseesees 52
9.3.1.9.7 GLK-GCR BlockAck variant ...........ceceeeeeereeneeneeneeneennenee e 53
9.3.2 Data fTAMES ....vecvieiieiieiieste ettt et ee et eebeebe e beessaessaessseenseenseensee rage S ns 54
9.3.2.1 Format of Data frames .........cccoeveeveriiiieieniisieieieseeeeseseeeesese s fe b s 54
93.2.1.1 General......c.ocvivineciiininiccnneceeeeeeee e N B 54
9.3.2.1.2 Address and BSSID fields ........ccccveevenienieniieine e e 54
9.3.2.1.3 Other MAC Header fields.........ccoocevvevvevene e C8 Mo 57
9.32.1.4 The frame body .......ccceveveerinininienere @l 57
9.3.2.1.5 Duration field.........ccoooeevierienieeece i T 58
9.33 9.3.3 Management frames............cccevereeeerveneneeeeneenessiodosurenienieeee e 58
9.3.3.6 Association Request frame format.............ad e 58
9.3.3.7 Association Response frame format ...... £ 0 e 59
9.3.3.8 Reassociation Request frame format & v eveninierieniinieieieecceene e 59
9.3.3.9 Reassociation Response frame format .:............cceeeeeveeicieeiiienieniecieeee, 59
9.4  Management and Extension frame body cCOMpPONEntS™..........cecvevvervirierienieereerieneneeienie s 60
9.4.1 Fields that are N0t €lements ...........c..c. e it 60
9.4.14 Capability Information field..........ccoooieiieiieieee e 60
9.4.1.9 Status Code field...... .S et 60
9.4.1.11 ACtion fIeld ..ol o 61
94.2 EIOIMENLS. ...eeuvieeieeieiieieeees Saienetesteeseesseesesseessessesssessessesseessesseessessassasssessessesssessensensens 61
9.4.2.1 GENETAL.....e e O ittt ettt et e e st sre e 61
9423 Supported Rates and BSS Membership Selectors element........................ 61
9.4.2.27  Extended\Capabilities €lement..........ccocceverrerieriereeierienieeieenreseeeveneeseees 62
9.4.2.128 DMG-Capabilities element ............cccceeveririerierienenieieeseeee e 62
9.4.2:128.2 DMG STA Capability Information field ...........ccceeverivenernnenn. 62
9.4.2.232  (GLK-GCR Parameter Set element.............ccecverrireeeerieneeeeienieseeeenesiens 63
9.6  Action frame format detailS ..........cccoceviriiiiiiiniiniiiiiiecee e 64
9.6.31  GLK Action frame detailS...........cccevieriiriiiiieie et 64
9.6.31"1 GLK Action fleld .......coceoueieininiiiiiineeeeeeceeeeeee e 64
9.6.31.2  GLK Groupcast Mode Change Notification...........ccccceeeevecireneneeecnnenne. 64
MAC-sublayer functional deSCTIPLION ........ccuerueruirierierieeieiere ettt ettt seeeneebeseeeneas 65
10:2  MAC QICHILECTUIE ..o.vievreiieiieiieiesie st eieie e et et e ste et e e beseeessessessaesbesseeseessansaeseessensesseensensesses 65
10.2.8 MAC data SEIVICE ....ouevueruiieiiiiiriiieieitrientetettetes ettt ettt sttt saes e eaeenesrene 65
L8 T T OSSOSO 65
10.3.6  Group addressed MPDU transfer procedure...........cccovvevieriirievieneneeienieseeieie e 65
10.12 A-MSDU OPETALION. ...c..cueeuieuiiitinieiieienteteitee sttt sttt st e sttt st saesseseetesaesaenseseeuenaens 65
10.24 Block acknowledgment (DIOCK aCK) .......ooueeiiiiriiiiiiieeie ettt 66
10.24.1  TNEEOAUCHION. .. ceuteneeeietieieetieitet ettt ettt et sttt e e st eatesbesbeesaenbesseeneesenseensenseseeanes 66
10.24.2  Set up and modification of the block ack parameters..............ccccoveeveverincniecreencnnene 66

10243 Dataand nrl{nn\x/]pﬂgmpnf transfer ncing mmediate block ack pn]ir‘v and
delayed block aCK POLICY....cviruiriiiieieeiieieere ettt s 66
10.24.5 Teardown of the block ack mechaniSm ...........ccccceeveerierieiiienie e 66
10.24.6  Selection of BlockAck and BlockAckReq variants..............cceeeverieneecvenieneeeeniennennes 67

13

Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

10.24.10 GCR and GLK-GCR blOCK aCK ...c.veiiriiriiiieniiniieiinieieeieneeeeeeseeeeee e 67

10.24.10.1  INtrOQUCHION. ... eeeuieeiititiietietest ettt st 67

10.24.10.2a Scoreboard context control during GLK-GCR block ack ...........cccceunne. 67

1024 103 GCR hlock ack BlockAckReq and BlockAck frame exchanges 6K

10.61 Addressing of GLK data frame tranSmiSSion ............cceeceeeveriereerienieseereenieneeseneesseeeenseseeens 69

10.62 SYNRA filtering OPETatiON ......cccueruirueeiirtirtieienieeteeitesteettetestesteeetete st estesteseeestenbesbeeneeneesreens 69

T1o MLME ettt ettt ettt et b ettt be b enee 70

11.2  POWET MANAZEIMENL.......iiitieitieeiieeetieie et eeteestteettesteesteeenteenteeseeseesaeeenseenseenseesneesssesnseenseenseanns 70

11.2.3  Power management in a non-DMG infrastructure network...........ccccccecvenrevenc e 70

11.2.3.1 GENETAL. ...ttt sttt g e e 70

11.2.3.3 AP TIM transSmiSSIONS ........ceeerueeeererrererieereneneeeeeseneneeresesensbe biToenees 70

11.2.3.4  TIM EYPES..ooiiieiiiiniiieieeeienienteeettete sttt saeneeeeie e e seeeene s e B e 71

11.2.3.6 AP operation during the CP......c..cococevininiiiiiiicice e e 71

11.2.3.7 AP operation during the CFP...........cccocenininieveneecee e 8 Mo 72

11.2.9  Power management with general links ..........cccoccoveeevincnincccmmldeneneneeecene 73

11.3  STA authentication and aSSOCIAtION........ccceevueruereririerienieeienienieesfamee e ieenieeie et 73

11.3.5  Association, reassociation, and diSassoCIation ............... et viiiiieieieee e 73

11.3.5.3 AP or PCP association receipt procedures. ¢, . e inenenninencneiecnnne 73

11.3.54  Non-AP and non-PCP STA reassociation initiation procedures ............... 73

11.3.5.5 AP or PCP reassociation receipt proCSAres. .........ceververuereereenreneeneenvenneen 74

11.24 Wireless network management procedures ............Zm % Seeeeiiereieieeneeeeec e 74

11.24.16 Group addressed transSmiSSiON SEIVICE .....0umm e urererreriererieereeeeseseeseessesseeseesesseens 74

11.24.16.3 GCR PrOCEAUIES.......erverreeee e ureienieeiierieiesteetestesteentestesseentenaesreeneenseseees 74

11.24.16.3.1 OVeIrVIEW....ope. fdiiiiiiee e 74

11.24.16.3.2 GCR group-iembership procedures...........cceevevverereeceerennnnns 74

11.24.16.3.3 GCR SetUp Procedures ........c..cceeerermemeenineeeeniinenreeeeeennens 74

11.24.16.3.4 GCR:frame exchange procedures ..........ccoceeveevvevvereneesierrennnns 74

11.24.16.3.5 Congealment of GCR tranSmissions ............coeceeeverveeeencnnens 75

11.24.16.3.6 ,GCR unsolicited Tetry .........cccovevieirenieiiiinieieinirceeeeecene 75

11.24.16.3.7°0GCR DLOCK ACK ..ot 75

11.24.16.3'8 GCR-SP ..ottt e 75

11.24.16.4 GLKEGCR......c.ooiiiiiiieeeet ettt eees 75

11:24.16.4.1 OVEIVIEW....iitiienieiiiienieieieeie ettt sttt sttt e 75

11.24.16.4.2 GLK-GCR frame exchange procedures...........ccccoeveveeceerennnnne 75

11.24.16.4.3 GLK-GCR unsolicited retry..........cceeeveevereieerieeiieneeiesee e 76

11.24.16.4.4 GLK-GCR block ack .......ccceruivieiririniiiinieicinineneceecnns 76

L1.51 GLEK OPETALION «.c.utitinienieiieieteteie ettt ettt sttt s s enesaens 76

TLSTELY GeNEIAL....oiiiiiieeeee ettt ettt st ae e 76

FINS1.2  Reported general link MEtriCs ....c..evervieeieienieniieiieieie sttt 76

L1.52EPD OPEIALION ...ttt ettt ettt et sttt ere et s saesn et nes 78

14.~ N\ NILME MESh PIOCEAUIES ....c.veeveruienieiiieiieiirtieitesie st etteitesie st etestesteestesbe st entesbesstessesseeneensensesseensensesnes 78

14.1  MeSh STA dePENAENCIES .....cceeveiuieiieieriieiieierieeietteteste st eteteseesbesteeseessesseessessessesseensensenseas 78

14.2 MESh ISCOVETY ..ttt sttt st st 78

D BV (<] 1 1o (o) 1 (PSRRI 78

14.11 Interworking with the DS _or an attached bridge.........ccceeceevieriirienienieieieceee e 79

14.11.1 Overview of interworking between a mesh BSS and a DS or attached bridge ......... 79

Annex A (informative) BibIIOZIAPIY .....cc.cciiieiiiriiiieiiriieietese ettt sttt et sttt be e saeenaesee e 80
14

Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

Annex B (normative) Protocol Implementation Conformance Statement (PICS) proforma...........ccccouennenne 81
B.4  PICS proforma—IEEE Std 802.11-2016......cc.coecieiiiimiiiiiiniccienenceeceeseeneeeee e 81
Annex C (normative) ASN.1 encoding of the MAC and PHY MIB.......ccccccoviiiiniiniieieieeeeeeeeee e 82
C.3 MIB detail ..ottt sttt et en e 82
Annex M (informative) EPD and LPD headers and the ilntegration function ............cceceeeeecenenennencneenne 88
M. INEOAUCHION. ..ottt sttt sttt ettt saeseeeese e e seenaeneenesueoha 88
M.2 EthernetV2OAEEE-8023-FAN-Integration function header CONVEISions ............ e 88
M.3 ExampleA-MSDU SUDTTAMES .....ccceecviriiiieierieieiesieeceiesie e seeneesseeenesaesaess b b apTeenens 89
M.4 Integration service Versus bridZiNg........coceeveevuerieriinierierieneneeienieneeeesieseeeege B e 90
Annex N (informative) AP functional desSCription ...........ccceeeveviereeienienencieneneereieseeee s e W o 92
Nl ITOAUCHION. ...ttt gl gp e Tae sttt b e 92
Annex R (informative) Interworking with external networks ...........ccccoceeee sl 93
R.3 QoS mapping guidelines for interworking with exterfialnetworks...........cccceeevcerceenennnnne 93
Annex X (informative) Link rate considerations............coevecver s limmrmeneeiesenesieniesreeeesie e eeessesseseeseseeenns 95
15

Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

Tables

Table 9-3—To/From DS combinations in Data frames............ccccecevivieininciiiiiniiicecnceeecees 50
Table 9.22— BlockAckReqg frame variant encoding 5]
Table 9-24—BlockAck frame variant €nCOAING.........c.eceeierieriereeeerienteeieie sttt steereeee e sreeeensessessseseseeees 52
Table 9-26—Address fleld CONLENLS ......c..cuviriiriiieiiiietci ettt ebe e 55
Table 9-26a—SYNRA Type field enCOdING ......cc.ereriiriiniiiiiieeieeeeee e e 56
Table 9-29—Association Request frame DoAY ..........ccvevirieieriirieieececee e 58
Table 9-30—Association Response frame DoAY ..........coeeieieiiririenienieee et 59
Table 9-31—Reassociation Request frame Dody .........ccoviiiieriiiiiiieee e 59
Table 9-32—Reassociation Response frame Dody ..........occveveriiririenienieieieseciee e 59
Table 9-46——StatUS COUES .....eruieiiiiriieiieiesteeitet ettt ettt ettt ettt sbe e e sbesat et e sbeestesessesneensensessee (Toe s hes 60
Table 9-47—Cate@OTY VAIUES ......ccveeueeieiesiietieiestisieetestesteeseesesteeseessesseeseessesteessessessasssessessesseessessesbosbarioneses 61
Table 9-77—EIement IDS ......cccccoviiiiriiiieiiineecnetetete ettt sme N e 61
Table 9-78—BSS membership selector value encoding ...........coccoveiriririciniininiinieieece e e 61
Table 9-135—Extended Capabilities field .........cccoocivvveriirieierienieieeneeeeeseeeenee e N e 62
Table 9-262ag—GLK-GCR Retransmission Policy subfield..........ccccoocerveereniniennec @il 63
Table 9-421ag—GLK Action field ValUES.........cccceririiiiniinieiiienieicnenccienieeee e ogte et 64
Table 9-421ah—GLK Groupcast Mode Change Notification frame format.....,. {7 i, 64
TFable M1—IEEE 802 Hintegrationserviee-STF ... 88
Fable M-2—EthernetdEEE-8023-to TEEE- 802 Htranslation ... b 89
TFable M-3—EEE-802 1 toEthernetdEEE8023translation .......... a8, 89
Table M-1—EPD and LPD MSDU headers..........ccceverereeierenee NN ettt s 89
Table R-3a—Suggested default priority code point to UP mappifigy~.....c.ccceeveierierieieieneeeeiesie e 93
Table R-4—Suggested default UP to priority code point Mapping..........cceeerereerierreneerieneeeereeneseeeeneeenes 94

16
Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

Figures

Figure 4-13a—Example of GLK IBSS 08 PBSS ..ot 24
Eigure 4-13b— Example of infrastructure BSS with general links 26
Figure 4-13c—Example of an ESS and extended network with general links..........cccccovveecievieneniecenennnnne. 27
Figure 5-1—MAC data plane archit@CtUIE ............ceoueriirieiieieierieeceeerte ettt ettt ees 32
Figure 5-2—MAC data plane architecture (transparent FST) .......cccccoceviiiiniiiniinnieieeneeeeeneeeenesee 33
Figure 5-3—Role-specific behavior for a non-GLK non-AP STA .......ccccocivieierinieieeeeeiee e 34
Figure 5-4—Role-specific behavior for 2 non-GLK AP ......ccooiiiriiiiiiniiiieeseeeeeeere et 34
Figure 5-7—S1G relay data plane archit€CtUre ............c.oecviriieriieeieiie ettt 34
Figure 5-8—Role-specific behavior block for a GLK STA ......cccocoieviiiirieienecieieceeeieeeeeeeesee e 35
Figure 5-9—Role-specific behavior block for a mixed-mode GLK AP..........c.ccoevveininineiiiincnee e N 35
Figure 5-10—Role-specific behavior block for a GLK mesh STA.........cccceevevieienenieieneseeceesene b e 36
Figure 9-27—BAR Control field........ccooeiirieiiiiiiieieiesieeieee ettt mne g e 51
Figure 9-33—BA Control fleld..........ccooiiiiiiiiiiiicieeceee et e e 52
Figure 9-38a—BA Information field format (GLK-GCR BIoCKACK)......ccccevvrvererineresd EN e 53
Figure 9-53—Data frame.........ceceeieriiriieieriesieiieiesestete sttt ettt st seeense e ket ettt et enbe st ens 54
Figure 9-53a—Format of an RA field carrying a SYNRA ......cccoceriiiinininineed e T 56
Figure 9-53b—Basic SYNRA Control subfield ..........cccocevineniecienienieieen sl 56
Figure 9-68—Capability Information field (non-DMG STA)....ccceecvevvirireidh i 60
Figure 9-69—Capability Information field (DMG STA) ....cccoevrericeeee ot 60
Figure 9-504—DMG STA Capability Information field format......... 5w i 62
Figure 9-589ds—GLK-GCR Parameter Set element format........... 80 i 63
Figure 9-589dt—GLK-GCR Parameters field format................em i 63
Figure M-1—EPD BPDU SUDfIaME ......ccoeveeieiiniirieienieneeee S et 90
Figure M-2—EPD VLAN tagged IPv4 Subframe ........... .5 90
Figure M-3—EPD VLAN tagged IS-IS SUDframe ...... 55 et 90

17
Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

IEEE Std 802.11ak-2018
IEEE Standard for Information technology—Local and metropolitan area networks—Specific requirements—
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 4: Enhancements for Transit Links Within Bridged Networks

IEEE Standard for Information technology—

Telecommunications and information exchange between systems
Local and metropolitan area networks—

Specific requirements

Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications

Amendment 4: Enhancements for Transit Links
Within Bridged Networks

(This amendment is based on IEEE Std 802.11™-2016 as amended by IEEE Std 802.11ai™-2016,
IEEE Std 802.11ah™-2016, and IEEE Std 802¢11'aj™-2018.)

NOTE—The editing instructions contained inythis amendment define how to merge the material contained here into the
base document and its other amendments to_form the new comprehensive standard.

Editing instructions are shown bold itali¢<Four editing instructions are used: change, delete, insert, and replace. Change
is used to make corrections in existing*text or tables. The editing instruction specifies the location of the change and
describes what is being changedxby)using either strikethrough (to remove old material) or underscore (to add new
material). Delete removes existihg material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If.S0) renumbering instructions are given in the editing instruction. Replace is used to make
large changes in existing text, subclauses, tables, or figures by removing existing material and replacing it with new
material. Editorial notes will not be carried over into future editions because the changes will be incorporated into the
base standard. !

1. Overview

1.3 Supplementary information on purpose

Insert the following item at the end of the dashed list in 1.3:

—  Defines the mechanisms for communications over the wireless medium used as a link in an
IEEE 802.1Q™ bridged network.

! Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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2. Normative references

Insert the following normative reference into Clause 2 in alphanumeric order:

IEEE Std 802.1AC™-2016, IEEE Standard for Local and metropolitan area networks—Media Access
Control (MAC) Service Definition.

3. Definitions, acronyms, and abbreviations

3.1 Definitions
Change the following definition in 3.1 as shown:

distribution system access function (DSAF): A function within an access point (AR)\0r mesh gate that
uses the medium access control (MAC) service and distribution system service (DSS)to provide access
between the distribution system (DS) and the wireless medium (WM). Within a_general link (GLK) AP or
GLK mesh station (STA), the DSAF also switches GLK traffic to the GLK convergence function and from

there to the IEEE 802.1Q bridge port.

3.2 Definitions specific to IEEE Std 802.11
Insert the following definitions into 3.2 in alphabetic order:

attached bridge: An IEEE 802.1Q bridge that has on€ or more bridge port Enhanced Internal Sublayer
Service (EISS) interfaces supported by general links {GLKs) provided by a GLK access point (AP), GLK
non-AP station (STA), GLK mesh STA, or GLK indépendent basic service set (IBSS) STA.

general link (GLK): A point-to-point connection between two instances of the IEEE 802.1D Internal
Sublayer Service that uses an IEEE 802.11(wireless link between stations (STAs). A general link is suitable
for use in an IEEE 802.1Q bridged network.

general link (GLK) convergence function: The convergence function defined in IEEE Std 802.1AC
between an IEEE 802.11 medium’ access control (MAC) and an IEEE 802.1Q bridge.

general link groupcast'with retries (GLK-GCR): A variant of GCR that specifies the use of GCR for
general link.

general link (GLK) station (STA): A STA that implements GLK functionality.

Charige the following definition in 3.2 as shown:

medium access control (MAC) service tuple: The collection of a MAC service data unit (MSDU) along
with the associated source address, destination addresses, priority, and—service class, optional set of
service_access point identifiers, and optional indication of whether the supplied asseetated-with-the MSDU

is in EtherType Protocol Discrimination (EPD) or Logical link control (LLC) Protocol Discrimination

(LPD) format, which are all passed as parameters across the MAC service access point (SAP) and are all

except the service access point identifiers delivered across the distribution system between access points
(APs), mesh gates, and the portal of an extended service set (ESS).
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Insert the following definitions into 3.2 in alphabetic order:

method-specific service access point (SAP) (MS-SAP): The point at which an instance of the IEEE 802.11

method-specific medinm access control (IMAC) service is offered
synthetic receiver address (SYNRA): A constructed group address used by a general link (GLK) access

point (AP) as a receiver address to forward frames to a subset of GLK non-AP stations (STAs), as required
by IEEE 802.1Q bridges.

3.4 Abbreviations and acronyms

Insert the following abbreviations into 3.4 in alphabetic order:

GLK general link

GLK-GCR general link groupcast with retries
MS-SAP method specific service access point
SYNRA synthetic receiver address

4. General description

4.2 How wireless local area networks (WLANSs) are different
4.2.5 Interaction with other IEEE 802® layers
Change the first sentence of the first paragraph of 4,2.5 as follows:

IEEE Std 802.11 is required to appear to higher layers [logical link control (LLC)_sublayer] as a general-
purpose IEEE 802 LAN.

4.3 Components of the IEEE802.11 architecture
4.3.5 Distribution system (DS) concepts

4.3.5.1 Overview
Change the second paragraph of 4.3.5.1 as follows:

Instead of existing independently, an infrastructure BSS might also form a component of an extended form
of networkythat is built with multiple BSSs. The architectural component used to interconnect infrastructure
BSSs Gs~the DS for non-general link (non-GLK) operation. The DS and extended service set (ESS) are
meChanisms for expanding connectivity for non-GLK operation. For GLK operation, an IEEE 802.1Q

bridge might be used to form an extended network (see 4.3.27).

4.3.7 Integration with non-IEEE 802.11 LANs

Change the first paragraph of 4.3.7 as follows:

To imegrate the IEEE 802 TT mon-GLK architecture with @ non-1EEE 802- 1T AN, inctuding a traditionat
wired LAN, a final logical architectural component is introduced—a portal._The IEEE 802.11 GLK
architecture (see 4.3.27) does not include the concept of a portal.
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4.3.20 Mesh BSS

4.3.20.4 IEEE 802.11 components and mesh BSS

Change the second and third paragraphs of 4.3.20.4 as follows:

However, instead of existing independently, an MBSS might also interconnect with other BSSs through
aeeess-the distribution system (DS)_or a bridged LAN. The-MBSS-interconnects—with-other BSSs-threough
the-DS—Then, mesh STAs can communicate with nonmesh STAs. Fherefere;a-A logical architectural
component is introduced in order to integrate the non-GLK mesh STA MBSS-with the DS—the mesh gate,
Data move between a non-GLK an-MBSS and the DS via one or more mesh gates. Thus the mesh gate ds_the
logical point at which MSDUs from asr-a non-GLK MBSS enter the HFEEE-802-1-DS;viathe DPSAE. Tn a
GLK MBSS. mesh STAs can communicate with nonmesh STAs via a GLK mesh STA with an attached
bridge port and from there to the bridged LAN. Once an MBSS contains a mesh gate that confiects it to the
HEEE-802-1H-DS_or a GLK mesh STA that connects it to a bridge port, the MBSS can be integrated with
other infrastructure BSSs-tee, given that their APs connect to the same DS or bridged network. Several mesh
gates are shown in Figure 4-9 connecting different MBSSs to the DS.

When an MBSS accesses the -EEE-862-1-DS or a bridged network-threugh-itsémesh-gate, the MBSS can be
integrated with a non-IEEE-802.11 LAN. To integrate the HEEEE-802-4-a DS\tforwhich this MBSS connects,
the DS needs to contain a portal. See 4.3.7. Consequently, mesh gate and portal are different entities. The
portal integrates the IEEE 802.11 architecture with a non-IEEE-802/LT LAN (e.g., a traditional wired
LAN).;—whereas—the The mesh gate integrates the MBSS with the\JEEE80214-DS._ A GLK mesh STA
integrates the MBSS with a bridged network.

Insert the following subclauses (4.3.27 and 4.3.28, including Figure 4-13a, Figure 4-13b, and
Figure 4-13c) after 4.3.26:

4.3.27 General link (GLK)
4.3.27.1 General

GLK STAs establish general links with'other GLK STAs. These general links are suitable to be used as links
inside an IEEE 802.1Q network. Foizan infrastructure general link example, see Figure 4-13b (in 4.3.27.3.3).

A GLK STA coordinates with*a GLK convergence function to provide the Internal Sublayer Service, as
defined in IEEE Std 802(1AC, to an IEEE 802.1Q bridge for each peer GLK STA with which it is
communicating. GLK(STAs also provides link metrics for the use of external path selection protocols such
as spanning tree protocol.

A GLK STA-that starts a BSS uses membership selector values to set the BSS policy of requiring or not
requiring.general link or Ethertype protocol discrimination (EPD) support for any STA that joins the BSS.

A non-AP STA acts as either a GLK STA or a non-GLK STA. A GLK AP might permit associations from
nonGLK STAs and acts as a non-GLK AP for those associated non-GLK STAs. GLK DMG STAs can
establish a general link through a DMG relay. GLK S1G STAs cannot use or be a S1G relay.

The four-address MAC header can be used in GLK transmissions of Data frames. The use of the four-
address MAC header or basic A-MSDU format is necessary for such MPDUs if the frame’s SA, TA, RA,

and DA fields (source address, transmitter address, receiver address, and destination address, respectively)
are_all different from each other. The three-address frame format can be ncpd’ as defined by Table Q_Q,

provided the addresses are consistent with Table 9-26.
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A SYNRA is a group address RA used by a GLK AP to forward frames to a subset of GLK non-AP STAs,
as required by IEEE 802.1Q bridges. The use of a SYNRA can improve bandwidth usage in some cases.
SYNRAs are used in GLK AP transmissions.

As described in 4.3.27.2, when a GLK AP transmits a Data frame with a four-address MAC header whose
RA contains a group address, the contents of the RA is a synthetic receiver address (SYNRA), and therefore
its RA and DA values will not be equal. A GLK non-AP STA supports selective reception of group
addressed frames by supporting SYNRA reception.

4.3.27.2 Selective reception of group addressed frames

For the reasons given below, when transmitting a data MPDU that has a group address RA to-aset of
receiving STAs, the GLK transmitter needs to transmit those MSDUs so that they are accépted by a
specified subset of the associated GLK STAs indicated by the IEEE 802.1Q bridge.

The reason for such selective reception is to support requirements of IEEE 802.1Q bridges/and can include
the MAC service requirements that, when an MSDU is sent, it is not subsequently received and processed by
the transmitting station or to break loops in the network topology. When a GLK STA ‘associated with a GLK
AP sends an MSDU to that AP with a group address destination, the AP retransmits’ it and uses the selective
reception facility to stop the originating GLK STA from accepting it. Also,'since the AP Internal Sublayer
Service SAPs are mapped to IEEE 802.1Q bridge ports, loop prevention might need the traffic to be blocked
to one or more of the associated GLK STAs. Such blocking can be implemented by the selective reception
facility.

Implementation of this selective reception facility in a BSS gase includes use of a synthetic group address
RA (SYNRA addressing, see 9.3.2.1.2). As an alternativé_to the use of a SYNRA, selective reception
includes sending a copy of the Data frame to each intended receiver using individually addressed MPDUs.
In either case, an appropriate address format is needédbecause the DA is different from the RA (since the
RA is either the SYNRA or a serial individual RA). SYNRA addressed MPDUs are transmitted by APs
only.

All GLK non-AP STAs in an infrastructite BSS support receipt of SYNRAs (see 9.3.2.1.2 and 10.66). A
GLK AP that is requested to deliver anitMPDU to multiple GLK STAs can choose to construct and transmit
a SYNRA addressed MPDU, use a$equence of unicast MPDUs, or both.

Parameters exchanged during the association (or reassociation) of a GLK STA with a GLK AP determine
the mechanism used by, they)GLK AP to enable selective reception at the GLK STA of group addressed
frames transmitted by the GLK AP. One such mechanism is GLK-GCR, which is a subset of GCR
customized for general links (see 11.24.16). In GLK-GCR the group address is a SYNRA. Features of GCR
that do not apply‘te. GLK-GCR are as follows:

a) DMS Request and DMS Response frame exchange to set up GLK-GCR service
b) ADDBA Request/Response frame exchange to setup block ack agreement
¢).\_-GCR-SP delivery method

d)” Unsolicited DMS Response frame for “GCR Advertise”

e) Concealment address
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4.3.27.3 GLK Service Sets

4.3.27.3.1 Provision of the MAC service

MAC service data unit (MSDU) delivery services in an IEEE 802.1Q network can be supported by the
IEEE 802.1AC MAC service. GLK STAs coordinate with an IEEE 802.1 AC-compliant GLK convergence
function, to provide access to the WM via one or more Internal Sublayer Service SAPs. The routing of all
MSDUs that are provided by an IEEE 802.1Q relay entity via GLK STAs is controlled by the routing
protocols of the IEEE 802.1Q network to which the GLK STA is attached. This enables the routing
protocols to use all the general links available to the GLK STA.

4.3.27.3.2 GLK IBSS and PBSS

A GLK IBSS or GLK PBSS can provide access to the WM via general links that are suitable/for use in an
IEEE 802.1Q network. Figure 4-13a shows an example of a GLK IBSS (or equivalently a PBSS) involving
three GLK non-AP STAs. Each participating STA provides MAC services at the MS$<SAP, with the
inclusion of a station vector that is then mapped to one or more Internal Sublayes Service SAPs by the
IEEE 802.1AC GLK Convergence Function. Three general links are shown that connect three pairs of
Internal Sublayer Service SAPs in a point-to-point manner. Each of the Intermal Sublayer Service SAPs is
then mapped to either an Enhanced Internal Sublayer Service (EISS)NSAP or MAC-SAP, by the
IEEE 802.1Q Media Independent Function or the Internal Sublayen Service to MAC-SAP function,
respectively. The EISS SAP provides EISS services to the MAC relay.entity of a VLAN bridge component
(IEEE 802.1Q MAC Relay Entity). The MAC-SAP provides serviees\to the LLC Sublayer.

NOTE—IEEE Std 802.11 does not specify the details of the IEEE/802.1AC GLK Convergence Function, the
IEEE 802.1Q Media Independent Function, the Internal Sublayer’Service to MAC-SAP function, the IEEE 802.1Q
MAC Relay Entity, and the LLC Sublayer. These entities are-Specified in other documents such as IEEE Std
802.1AC™-2016 and IEEE Std 802.1Qbz™-2016 [B24a]. These entities are shown with dashed outlines in the figure.
Entities that IEEE Std 802.11 does specify are shown withysolid outlines and are within the box labeled “802.11 GLK
IBSS/PBSS.”

A difference from a non-GLK STA’s IEEE.802.11 IBSS/PBSS is that either or both MAC-SAPs could
directly connect to an IEEE 802.1Q bridgg(

For example, each of the STAs and’attached bridges (including the IEEE 802.1Q MAC Relay Entities)
shown could be at the top of a rackin a data center to provide inter-rack connectivity. The two MAC-SAPs
shown could even be safely connected to the same IEEE 802.1Q network, since such a network provides
protection from loops.

Also, shown in the figure is the possibility to provide a point-to-point link between two LLC Sublayer
entities that are_each attached to a GLK non-AP STA. For example, this link could allow a computer
attached to a GCKSTA to directly connect to a network attached storage device attached to a GLK STA.
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Figure 4-13a—Example of GLK IBSS or PBSS
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4.3.27.3.3 Infrastructure BSS with general links

A GLK infrastructure BSS can provide access to the WM via general links that are suitable for use in an

IEEE 802 1Q network Figure 4-13h shows an example of a GI K infrastructure BSS with three GI K non-
AP STAs and one GLK AP. Each participating STA provides MAC services at the MS-SAP, with the
inclusion of a station vector that is then mapped to one or more Internal Sublayer Service SAPs by the
IEEE 802.1AC GLK Convergence Function. Four general links are shown that connect four pairs of Internal
Sublayer Service SAPs in a point-to-point manner. Each of the Internal Sublayer Service SAPs is then
mapped, by the IEEE 802.1Q Media Independent Function or the Internal Sublayer Service to MAC-SAP
function, to either an EISS SAP or a MAC-SAP, respectively. The EISS SAP provides EISS services to the
MAC relay entity of a VLAN bridge component (IEEE 802.1Q MAC Relay Entity). The MACsSAP
provides services to the LLC Sublayer.

NOTE—IEEE Std 802.11 does not specify the details of the IEEE 802.1AC GLK Convergence Funetion, the
IEEE 802.1Q Media Independent Function, the Internal Sublayer Service to MAC-SAP function, the IEEE 802.1Q
MAC Relay Entity, and the LLC Sublayer. These entities are specified in other documents such as JIEEE'Std 802.1AC-
2016 and IEEE Std 802.1Qbz-2016 [B24a]. These entities are shown with dashed outlines in tlre\figure. Entities that
IEEE Std 802.11 does specify are shown with solid outlines and are with in the box labeled “802/41"BSS.”

Although transmissions by an AP are typically received by all STAs associated<with that AP, the service
provided by a GLK infrastructure BSS might be considered as separate pgint-to-point links between the
corresponding Internal Sublayer Service SAPs. Provisioning of such apparent point-to-point links is natural
for MPDUs with an individually addressed RA. In order to provide stich-apparent point-to-point links for
group addressed frames, the GLK AP can transmit them so that'they are accepted by a subset of the
associated GLK STAs. Such selective transmission can be proyided through the GLK SYNRA addressing
facility (see 4.3.27.2) or by serial transmissions to the desired receivers.

Three types of example general links are shown in Figure4-13b:

—  The first type is an infrastructure general link that connects a non-AP GLK STA attached bridge port
of an IEEE 802.1Q MAC Relay Entity with an GLK AP attached bridge (two of these general links
are shown in the figure). These links ceuld be used to enhance the reliability and routing options of
an IEEE 802.1Q-compliant LAN by’providing redundant wireless links between the bridges in
the LAN.

—  The second type is a non-AP GLK STA to non-AP GLK STA link that connects the STAs’ attached
bridges (IEEE 802.1Q MAC Relay Entities). This type of general link is similar to the IBSS or
PBSS STA to STA link(

—  The third type of géneral link is a “leaf-node” type of general link that connects entities in the LLC
layer attached tosasnmon-AP GLK STA via a general link and an IEEE 802.1Q bridge attached to the
GLK AP to anether entity available via the IEEE 802.1Q network attached to the GLK AP. Such a
general linkk could provide a connection between a network printer attached to the LAN and a
computer attached to the non-AP GLK STA.

A difference between a GLK AP’s IEEE 802.11 links and a non-GLK AP’s IEEE 802.11 links, which can
only Beconnected to an Internal Sublayer Service SAP via a DS and portal, is that an Internal Sublayer
Servige SAP could directly connect to an IEEE 802.1Q bridge.

25
Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

IEEE Std 802.11ak-2018
IEEE Standard for Information technology—Local and metropolitan area networks—Specific requirements—
Part 11: Wireless LAN MAC and PHY Specifications—

Amendment 4: Enhancements for Transit Links Within Bridged Networks

|m———————-= (I e e 1
! 802.1Q MAC : | :
| . | .
: Relay Entity : : 802.1Q MAC Relay Entity :
:.-_-_‘ (EISS) == |I’_‘-‘-‘ (EI.SS) '_-_-_-F:: (EI.SS) ===
| 8021dMedia | | 802.1CiMedia | | 8021QMedia |
: Indepéndent 1 ! indepdndent 1 : Indep§ndent 1
L Funéti ! Fundi ! Fundti !
In this figure “ISS” means P e ’on___l o un?’on___l o uni ’On___l
“Internal Sublayer Service” :"' (1ss) F==—===: (1s5) ===-=== (1ss) ==
| 02.1AC GLK :
: Convergende Fupction |
| |
/ ------------- MSISAP|) =========== = \
GIK
802.11 BSS AP

general link

general link

T~

general link
general link

-

DLS/TDLS
GLK GLK GLK
npn-AP STA on-APYTA non-AP STA
\7 MS-SAH MS-SA ( M$-SAP
Fm—————- y | 00—~ R Bt I R -
| | |
21 L
] 8(2.1ACG|K [ 802.1AC LK [ (Signveicecriwci
: Convergence Function : : Canvdrgence RHunction : : Fun *ﬁon
! ./1g S / o |
,'.-:_' (I§S) eyl (IS.S) —n SIS (IS.S) == (18) :::l ,'.-:: (1sS)
! : | 1 s021dMedia | _I\'8021GMedia | | 8021dMedia | | 8021QMedia
| H | | Indepéndent }\Cy Indepgndent | Indepdndent | | Indepdndent
1 H | : Fun%tion N Fun§tion [ Funition [ Funition
I 55 to MAC-SAP I === (EISS) el o= (EISS) :::l L— (EISS) coo__Lt=c (Es) ==
: fungtion : : : : :
[]
) [ I | 802.1QMAC | | 802.1QMAC | | .
: E : : Relay Entity : : Relay Entity : : 802.1Q MAC Relay Entity
.
b= (vacsap) =7 lsE—--—--- b e Y et J
: LLC Sublayer :

—— - ———

Figure 4-13b—Example of infrastructure BSS with general links

4.3.27.3.4 Infrastructure BSSs with general links in the presence of an ESS

/

BSSs that support general links can be components of an extended form of network by using the general
links within an IEEE 802.1Q bridged network. In such a bridged network, the concept of the DS in a non-
GLK ESS is replaced by the other components of the IEEE 802.1Q network. However, such a GLK
topology is more general than the non-GLK infrastructure mode. For example, Figure 4-13¢ shows a
network consisting of three types of BSSs: a GLK infrastructure BSS (with only GLK STAs), an

infrastructure BSS (with both GLK and non-GLK STAS), and an infrastructure BSS (containing only non-
GLK STAs). The example ESS shown in the figure consists of all the non-GLK non-AP STAs, the non-
GLK AP, and the portion of the GLK AP that has associated non-GLK non-AP STAs. In the ESS the portal
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that is connected to the DS does not show any additional connection because the portal could be connected
to any type of bridge, switch, or LAN. Hence no specific interconnection is shown. The general links shown
in Figure 4-13c are similar to those shown in Figure 4-13b and provide point-to-point links as described in
432733 Also shown in the ﬁgan is an example of the possible rnnﬁgnmﬁnn of more than one TEEE

802.1Q MAC relay entity being attached to a GLK AP or GLK non-AP STA and the possible configuration
of more than one GLK AP or GLK non-AP STA being attached to the same IEEE 802.1Q MAC relay entity.
These configurations show the flexibility available with general links.

NOTE—IEEE Std 802.11 explicitly does not specify the details of the IEEE 802.1AC GLK Convergence Function, the
IEEE 802.1Q Media Independent Function, the Internal Sublayer Service to MAC-SAP function, the IEEE 802.1Q
MAC Relay Entity, and the LLC Sublayer. These entities are specified in other documents such as IEEE Std 802.1A€s
2016 and IEEE Std 802.1Qbz-2016 [B24a]. These entities are shown with dashed outlines in the figure. Entities) that
IEEE Std 802.11 does specify are shown with solid outlines.
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Figure 4-13c—Example of an ESS and extended network with general links

4.3:28 Ethertype protocol discrimination (EPD)

TEEE Std 802-2014 describes the two LLC sublayer protocols: Ethertype protocol discrimination (EPD) and
LLC protocol discrimination (LPD). LPD is the default for IEEE 802.11 MSDUs with the exception of the
5.9 GHz bands where EPD is used for the transmission of all MSDUs (see E.2.3 and E.2.4). While not the
default, EPD might be used in other bands when it is known that the addressed STAs and the transmitting
STA support EPD.

An EPD STA is a STA that supports EPD format MSDUs. EPD STAs, other than those operating in the
5.9 GHz bands, indicate their support through a bit in the Capability Information field, DMG STA
Capability Information field, and Relay Capabilities element. An EPD STA, when transmitting an
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individually addressed RA, uses EPD if the recipient supports EPD; otherwise, such individually addressed
transmissions use LPD.

In an MPDIT transmitted with a gronpcast RA _the choice between of FPD or T PD format of MSDIIs in the
MPDU is controlled by the policy of the BSS (see 5.1.4).

4.5 Overview of the services

4.5.2 Distribution of MSDUs within a DS

4.5.2.1 Distribution

Change the first paragraph of 4.5.2.1 as follows:

This is the primary service used by IEEE 802.11 non-GLK STAs. It is conceptually inyoked by every data
message to or from an IEEE 802.11 non-GLK STA operating in an ESS (when the frame:is sent via the DS).
Distribution is via the DSS.

Change the subclause title of 4.5.3 as follows:

4.5.3 Connectivity-related sServices-that-suppert-the-distributioh-service-and-the- RGR-

serviee
4.5.3.3 Association

Change the first and second paragraphs of 4.5.3.3 as§ollows (including splitting the second paragraph
into two paragraphs):

To deliver an MSDU within an ESS via the DSy the distribution—serviee-DS needs to know to which AP
within the ESS to deliver the MSDU, aeeess—so that the MSDU might ultimately be delivered to the
addressed fer—the—givenr—IEEE 802.11 STA. This information is provided to the DS by the concept of
association. Association is necessary, biit not sufficient, to support BSS-transition mobility. Association is
sufficient to support no-transition mgbility. Association is one of the services in the DSS.

Before a STA is allowed to send-an MSDU via an AP, it first becomes associated with the AP.

Fhe-For a non-GLK STAthe act of becoming associated invokes the association service, which provides
the STA to AP mapping to the DS. How the information provided by the association service is stored and
managed within the\DS is not specified by this standard.

Insert the following paragraph after the now third paragraph of 4.5.3.3:

For aGLK STA, the act of becoming associated invokes the association service, which establishes a general
link“between two instances of the IEEE 802.1D Internal Sublayer Service. This link provides a point-to-
point link between the two Internal Sublayer Service SAPs. The GLK AP STA and the GLK non-AP STA
each coordinate with higher layer services and each other to create the point-to-point link. The higher layer
services create or enable the Internal Sublayer Service SAPs, inform the GLK convergence function of the
mapping of the Internal Sublayer Service SAPs, and inform the network routing protocol of the existence of
the general link. The GLK AP and the GLK non-AP STA each establish a service access_point_identifier
for each general link, for their respective MS-SAPs. This process allows for the establishment of a point-to-

point link suitable for use in an IEEE 802.1Q network.
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4.5.3.4 Reassociation

Change the second paragraph of 4.5.3.4 as follows:

The reassociation service is invoked to “move” a current association of a non-AP STA from one AP to
another. In an ESS with a DS, the reassociation service informs thiskeeps-the DS informed-of the current
mapping between AP and STA as the STA moves from BSS to BSS within an-the ESS. For a general link in
an IEEE 802.1Q network, the reassociation service informs higher layer services how the link is

reconfigured, commonly, with which BSS the GLK non-AP STA is associated. The higher layer services

will then destroy, disable, or maintain the existing Internal Sublayer Service SAPs, create or enable new
Internal Sublayer Service SAPs, inform the GLK convergence function of the reconfigured generahlink

mapping of the Internal Sublayer Service SAPs, and inform the network routing protocol of the updated
general link. The GLK AP and GLK non-AP STA ecach then establish or nfaintain a
service_access_point_identifier for the reconfigured general link, for their respectivesn, MS-SAPs.
Reassociation also enables changing association attributes of an established association while the STA
remains associated with the same AP. Reassociation is always initiated by the non-AP STA:

4.5.3.5 Disassociation

Change the second paragraph of 4.5.3.5 as follows:

For a non-GLK STA, the act of becoming disassociated invokes the disdssociation service, which voids any
existing STA to AP mapping known to the DS, for the disassociating STA. How the information provided

by the disassociation service is managed within the DS is not speeified by this standard. For a general link,
disassociation removes or disables the corresponding Internal Sublayer Service SAPs that were configured
for the general link. The IEEE 802.1Q bridge uses this infofmation to update bridging for the GLK non-AP

a on—ihrform on—Attarmn o—<and-ANMSD
d a n vV

Insert the following paragraph after the second-paragraph of 4.5.3.5:

For an IEEE 802.11 link that is the basis‘of a general link, the disassociation service informs higher layer
services of the IEEE 802.1Q network:that the general link has been destroyed. The GLK AP and the GLK
non-AP STA each coordinate with higher layer services and each other to destroy the point-to-point link.
The higher layer services desttoy or disable the Internal Sublayer Service SAPs, inform the GLK
convergence function of the deletion of the mapping of the Internal Sublayer Service SAPs, and inform the
network routing protocol.dfthe destruction of the general link, for their respective MS-SAPs. This process
destroys the previously existing point-to-point link that was suitable for use in an IEEE 802.1Q network.

4.6 Multiple'Togical address spaces
Change the fourth paragraph of 4.6 as follows:

The7JEEE 802.11 choice of address space implies that for many instantiations of the IEEE 802.11
architecture, the non-IEEE-802.11 LAN MAC address space and the IEEE 802.11 MAC address space
might be the same. In situations where a DS that uses MAC-level IEEE 802 addressing is appropriate, all
three of the logical address spaces used within a system could be identical. While this is a common case, it is
not the only combination allowed by the architecture. The IEEE 802.11 architecture allows for all three

logical address spaces to be distinct._In the GLK case, I[EEE 802.1Q bridges are included in the network
topology: therefore, the wired LAN MAC address space and IEEE 802.11 MAC address space are the same.

29
Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

IEEE Std 802.11ak-2018
IEEE Standard for Information technology—Local and metropolitan area networks—Specific requirements—
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 4: Enhancements for Transit Links Within Bridged Networks

5. MAC service definition

5.1 Overview of MAC services

5.1.1 Data service
5.1.1.1 General
Change the first two sentences of the first paragraph of 5.1.1.1 as follows:

This service provides peer LLC sublayer entities or IEEE 802.1Q bridge ports with the ability to exchange
MSDUs. To support this service, the local MAC uses the underlying PHY-level services to transport an
MSDU to a peer MAC entity, where it is delivered to the peer LLC sublayer or bridge port.

5.1.1.2 Determination of UP
Change 5.1.1.2 as follows:

The QoS facility supports eight priority values, referred to as UPs. The value§.a UP may take are the integer
values from 0 to 7 and are identical to the IEEE 802.1D priority tags. An MSDU with a particular UP is said
to belong to a traffic category (TC) with that UP. The UP is provided with'each MSDU at the medium access
control service access point (MAC SAP) either directly, in the UP-parameter, or indirectly, in a TSPEC or
SCS Descriptor element designated by the UP parameter._For the transmission of an MSDU that was
provided to the Internal Sublayer Service SAP associated withva-general link, the UP is determined by the
GLK convergence function based on the priority parameter of the M_UNITDATA .request. (See Annex R
for recommended mapping guidelines.

5.1.1.3 Interpretation of priority parameter:in‘'MAC service primitives
Change the last paragraph of 5.1.1.3 as follows:

QoS APs deliver the UP with the received MSDUs to the DS _or bridge port.
5.1.4 MSDU format

Change the first paragraph of 5.1.4 as follows:

Logical Link Control (CLC) sublayer entities use the MAC sublayer service to exchange PDUs with peer
LLC sublayer entities. These PDUs are termed MAC sublayer SDUs (MSDUs) when sent to the MAC
sublayer. There) are two LLC sublayer protocols used (see IEEE Std 802-2014): LLC Protocol
Discrimination (LPD) (see ISO/IEC 8802- 2 1998) and Ethertype Protocol Dlscrlmlnatlon (EPD) (see IEEE
Std 80213-2012). 5
5—9—@HZ—bﬂﬂdSﬂN—h6f€—E—PBﬂS—&S€d—€S€€—E—2%—&ﬂd—E—2—4—)—MSDUS are formatted in accordance w1th LPD or
with.EPD, as determined by the first condition below that is true. After a true condition has been found,
subsequent conditions are ignored.

a) Inthe 5.9 GHz bands (see E.2.3 and E.2.4), use EPD.
b) For OCB communications outside of the 5.9 GHz bands, use LPD.

¢)  Within Data frames with individually addressed RAs, if both the transmitter and receiver are EPD
STAs, use EPD.
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=

Within Data frames with individually addressed RAs, if either the transmitter or the receiver are not
EPD STAs, use LPD.

If the transmitting AP will accept association only from an EPD STA, use EPD.

11 the transmitting mesh S1A will peer only with an EPD mesh STA, use EFD.
For all other cases, use LPD.

B ge

5.1.5 MAC data service architecture
5.1.5.1 General
Change the third and fourth paragraphs of 5.1.5.1 as follows:

During transmission, an MSDU goes through some or all of the following processes: MSDU\rate limiting,
aggregate MSDU (A-MSDU) aggregation, frame delivery deferral during power save mode, sequence
number assignment, integrity protection, fragmentation, encryption, frame formattirig~(including optional
SYNRA construction), and aggregate MAC protocol data unit (A-MPDU) aggregation. When transparent
FST is used, an MSDU first goes through an additional transparent FST entity thatcontains a demultiplexing
process that forwards the MSDU down to the selected TX MSDU Rate Limiting process and from there to
MAC data plane processing as described in the previous sentence. IEEE Std 802.1X-2010 may block the
MSDU at the Controlled Port before the preceding processing occurs.,Otherwise, at some point, the Data
frames that contain all or part of the MSDU are queued per AC/TS.

During reception, a received Data frame goes through processes of possible A-MPDU deaggregation,
MPDU header and cyclic redundancy code (CRC) validation;,)Address 1 filtering, scoreboarding if the block
ack mechanism is used, duplicate removal, decryption,‘possible reordering if the block ack mechanism is
used, replay detection, defragmentation, integrity\checking, SYNRA receive filtering when the
corresponding link is a general link, possible A<MSDU deaggregation, and possible MSDU rate limiting.
Then one or more MSDUs are delivered to the MAC SAP or-te-the DS—viathe DSAFE, via the DSAF, to
either the DS or an IEEE 802.1Q bridge port. When transparent FST is used, MSDUs originating from
different PHY SAPs go through a final step.of a transparent FST entity that contains a multiplexing process
before delivering the MSDU. The IEEE 802.1X Controlled/Uncontrolled Ports discards any received
MSDU if the Controlled Port is not.€nabled and if the MSDU does not represent an IEEE 802.1X frame.

Change Figure 5-1 and Figure 5-2 as shown:
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Figure 5-1—MAC data plane architecture
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Change the subclause title and the first sentence of the first paragraph of 5.1.5.2 as follows:

5.1.5.2 Non-GLK nNon-AP STA role

The MAC data plane architecture of a non-GLK non-AP STA is completed by replacing the role-specific
behavior block with that shown in Figure 5-3.

Change the title of Figure 5-3 as follows:

Figure 5-3—Role-specific behavior for a non-GLK non-AP STA
Change the subclause title and the first sentence of the first paragraph of 5.1.5.3 as follows:
5.1.5.3 Non-GLK AP role

In a non-GLK AP, the MAC data plane architecture includes distribution system accessNnvits role-specific
behavior block, as shown in Figure 5-4.

Change the title of Figure 5-4 as follows:

Figure 5-4—Role-specific behavior for a noh-GLK AP
Change the subclause title of 5.1.5.4 as follows:
5.1.5.4 Non-GLK mMesh STA role
5.1.5.6 S1G Relay
Change Figure 5-7 to add Block Ack Scoreboarding as shown in Figure 5-1 and Figure 5-2.

Figure 5-7—S1G relay data plane architecture

Insert the following subclauses (5.1.5.7, 5.1.5.8, and 5.1.5.9, including Figure 5-8, Figure 5-9, and
Figure 5-10) after 5.1.5.6:
5.1.5.7 GLK STA role
In a GLK STA’s MAC data plane architecture, the role-specific behavior block is as shown in Figure 5-8.
The MAC service:nterface to this block includes a station vector, to provide the selective delivery service to
a GLK convergence function. This block performs destination address filtering, as described in 10.2.8, and
provides access to the GLK convergence function and ultimately to the bridge ports.

5.1:56:8-GLK AP role

A-GLK AP that supports only general links (dot] lGLKRequired is true) has the same general architectural
structure as described in 5.1.5.7 for a general GLK STA.

A GLK AP that supports both general links and non-GLK links provides access between the bridge ports
and general links, and between the DS and non-GLK links. The DSAF behavior of such an AP is extended

by ndﬂing a c\x/ifr‘hing function to direct received MSDIUs ta either the DS or toward a hriﬂgp port,as

appropriate, as shown in Figure 5-9.
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(SAP [])— MAC SAP with station vector
parameter included
(SAP[])

Figure 5-8—Role-specific behavior block for a GLK STA

To 8021Q bridge ports

- (ISS SAPs) - =—

GLK convergence
function

T

—— (SAP[]) —— ( SAP{),)= MAC SAP
with station vector

/// parameter included
Pre
b
(SAPII) DSAF
”
GLK Non-GLK -
\\ )
(DS SAP)

* DS service may
conceptually be provided
by the “recursive” use of

an OSI stack

Other APs/Mesh Gates/
Portal in the ESS

Switch on
link type
(GLK or =~

Non-GLK)

Distribution
System (DS)

Figure 5-9—Role-specific behavior block for a mixed-mode GLK AP
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5.1.5.9 GLK mesh STA role

The only type of mesh STA that has explicit support for GLK is the GLK mesh STA, which is the equivalent

of a mesh gate _except it is attached to a hridge rather than a DS Qther mesh STA types implicitly may

support general links with the role specific structure shown in 5.1.5.4.

The MAC data plane architecture of a GLK mesh STA, like that for a non-GLK mesh STA, is completed by
replacing the role-specific behavior block with that shown in Figure 5-10. In a GLK mesh STA, the function
of this block is described in 10.35, to provide access to bridge ports, through provision of the station vector
parameter, rather than access to only the local DA address like a non-GLK mesh STA.

This role is not applicable when transparent FST is used and does not apply to Figure 5-2.

To 802.1Q bridge ports

r= (ISSSAPs ) ==
I |
| GLK convergence |
| function :
|
| (sAR[1) ~MAC
L -——
(SAP 1) SAPWith station
P vector
P - parameter included
P ”~
— (SAP[]) "—y
Switching function
L~ between Bridging or
& - Mesh forwarding

Figure 5-10—Role-specific behavior block for a GLK mesh STA

5.2 MAC data service specification

5.2.1 General

Insertghe-following subclause (5.2.1a) after 5.2.1:

5.2,7a GLK MAC data service specification

A GLK STA coordinates with the GLK convergence function to create a virtual point-to-point LAN for each
general link to an associated or peered GLK STA. This point-to-point LAN is presented by the convergence

function as a unique Internal Sublayer Service SAP, which is ultimately mapped to an IEEE 802.1Q bridge
port. Each such SAP is identified by a locally unique service access point identifier (as defined in

a t1o0n

araanca 111
O ergence+HhRcHohR-

In a GLK STA the MAC data plane architecture’s MAC service uses the two parameters, a set of
service_access_point_identifiers and an MSDU format indicator.
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When GLK is in use, the MAC service primitives presented require the presence of the parameter station
vector on request and supply a non-null value for this parameter on indication. In an MA-
UNITDATA.request, this parameter is a set of service access_point_identifiers specifying the one or more
general links that are to be nsed for this request Tn an MA-TINTTDATA indication it is a vector of exactly

one service_access_point_identifier specifying the general link that carried this MSDU.

When GLK is in use, the MAC service primitives make use of the MSDU format parameter. In an MA-
UNITDATA. request, this parameter indicates whether the supplied MSDU is in EPD or LPD format. If the
format is inappropriate for the transmission that carries this MSDU as described in 5.1.4, the STA converts
the format before transmission. In an MA-UNITDATA.indication, this parameter indicates the format of the
received MSDU, which is determined as described in 5.1.4. The MAC service user uses this information\to
parse the MSDU correctly.

5.2.2 MA-UNITDATA.request
5.2.2.1 Function
Change 5.2.2.1 as follows:

This primitive requests a transfer of an MSDU from a local LLC sublayer-&utity or bridge port to a single
peer LLC sublayer entity_or bridge port, or multiple peer LLC sublayer eritities or bridge ports in the case of
group addresses.

5.2.2.2 Semantics of the service primitive
Change the primitive parameter list in 5.2.2.2 as follows:

The parameters of the primitive are as follows:
MA-UNITDATA. request(

source address,
destination address;
routing information,
data,
priority,
service-class,
station vector.
MSDU format

)

Insert the following note after the sixth paragraph (“The priority parameter ....”) of 5.2.2.2:

NOTE—Eor a*6LK STA, the bridge port provides the priority. That priority might have been derived from a priority tag
in the frame' arriving on another port of the bridge or from the configuration of that port if the frame arrived there
untagged.

Insert the following paragraphs at the end of 5.2.2.2:

The station vector parameter is a set of service_access_point_identifiers (see 5.2.1a) and is not null when
dot1 1GLKImplemented is true and is null or not present otherwise. It indicates the set of virtual point-to-
point LANSs for these data transfers, which are mapped to the set of general links over which the MSDU is
transferred.

The MSDU format parameter indicates whether the supplied MSDU is in EPD or LPD format.
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5.2.2.3 When generated

Change 5.2.2.3 as follows:

This primitive is generated by the LLC sublayer entity or bridge when an MSDU is to be transferred to a
peer LLC sublayer entity or entities_or to a peer bridge or bridges.

5.2.2.4 Effect of receipt

Change the first paragraph of 5.2.2.4 as follows:

On receipt of this primitive, the MAC sublayer entity determines whether it is able to fulfill the request
according to the requested parameters. A request that cannot be fulfilled according to the-fequested
parameters is discarded, and this action is indicated to the LLC sublayer entity using an MA-UNITDATA-
STATUS.indication primitive that describes why the MAC was unable to fulfill the request:If the request
can be fulfilled according to the requested parameters, the MAC sublayer entity properly formats a frame,
passes it to the lower layers for transfer to a peer MAC sublayer entity or entities (se¢)3:1.4), and indicates
this action to the LLC sublayer entity or bridge port using an MA-UNITDATFA-STATUS.indication
primitive with transmission status set to Successful.

5.2.3 MA-UNITDATA.indication
5.2.3.1 Function

Change 5.2.3.1 as follows:

This primitive defines the transfer of an MSDU from the/MAC sublayer entity to the LLC sublayer entity or
bridge port or entities or bridge ports in the case of group“addresses. In the absence of error, the contents of
the data parameter are logically complete and unchanged relative to the data parameter in the associated
MA-UNITDATA request primitive.

5.2.3.2 Semantics of the service primitive

Change the primitive parameter listin5.2.3.2 as follows:

The parameters of the primitivecare as follows:
MA-UNITDATA.indication(

source address,
destination address,
routing information,
data,
reception status,
priority,
service class,
station vector.
MSDU format

)

Insert the following paragraphs at the end of 5.2.3.2:

The station vector parameter is a set of service access point identifiers (see 5.2.1a) and is not null when
dot11GLKImplemented is true. It indicates only the single virtual point-to-point LAN for this data transfer

which is mapped from the general link over which the MSDU was received.

The MSDU format parameter indicates if the received MSDU is in EPD or LPD format.
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5.2.3.3 When generated

Change 5.2.3.3 as follows:

The MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer
entity or entities, or bridge port or ports, to indicate the arrival of a frame at the local MAC sublayer entity.
Frames are reported only if they are validly formatted at the MAC sublayer, received without error, received
with valid (or null) security and integrity information, and their destination address designates the local
MAC sublayer entity. The MA-UNITDATA.indication primitive might also be passed from the MAC
sublayer entity, in coordination with the MAC sublayer management entity, to the LCC sublayer entity o
indicate the arrival of a FILS higher layer protocol (HLP) Container element.

5.2.3.4 Effect of receipt
Change the first paragraph of 5.2.3.4 as follows:

The effect of receipt of this primitive by the LLC sublayer or bridge port is dependention the content of the
MSDU.

5.2.4 MA-UNITDATA-STATUS.indication
5.2.4.1 Function
Change 5.2.4.1 as follows:

This primitive has local significance and provides the LLC{sublayer or bridge port with status information
for the corresponding preceding MA-UNITDATA .request primitive.

5.2.4.2 Semantics of the service primitive
Change the first sentence of the fourth pardgraph of 5.2.4.2 as follows:

The transmission status parameter is~uised to pass status information back to the local requesting LLC
sublayer entity_or bridge port.

5.2.4.3 When generated

Change 5.2.4.3 as follows:

The MA-UNITDATA-STATUS.indication primitive is passed from the MAC sublayer entity to the LLC
sublayer entity.or bridge port to indicate the status of the service provided for the corresponding MA-
UNITDATA:request primitive.

5.2:44Effect of receipt

€hange 5.2.4.4 as follows:

The effect of receipt of this primitive by the LLC sublayer or bridge port is dependent upon the type of
operation employed by the LLC sublayer entity_or bridge port.
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6. Layer management

6.3 MLME SAP interface

6.3.3 Scan

6.3.3.2 MLME-SCAN.request

6.3.3.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.3.2.2 as follows:

The primitive parameters are as follows:
MLME-SCAN.request(

BSSType,
BSSID,
SSID,
ScanType,
ActiveScanType,
ProbeDelay,
ChannelList,
MinChannelTime,
MaxChannelTime,
RequestInformation,
SSID List,
ChannelUsage,
AccessNetworkType,
HESSID,
MeshID,
DiscoveryMode,
FILSRequestPatdmeters,
ReportingOption,
APConfigurationSequenceNumber,
SIGRelayDiscovery,
PV 1RrobeResponseOption,
S1GCapabilities,
ChangeSequence,
ELOperation,
MaxAwayDuration,

GeneralLinkType
VendorSpecificInfo

)

Insert the following row into the untitled parameter table in 6.3.3.2.2 before the “VendorSpecificlnfo”
row:

Name Type Valid range Description

GeneralLinkType Enumeration GLK_SUPPORTED, This parameter is present if
GLK_UNSPECIFIED dot11GLKImplemented is true. If

GER—SUPPORTED; = BSSTmwhicirthe
AP supports GLK is requested. If

GLK UNSPECIFIED, the GLK nature
of the BSS is ignored.
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6.3.7.2 MLME-ASSOCIATE.request

6.3.7.2.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.2.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.request(

PeerSTAAddress,
BSSMaxIdlePeriod,
ListenInterval,

Supported Channels,

RSN,

QoSCapability,

Content of FT Authentication elements,
SupportedOperatingClasses,
SM Power Save,
QoSTrafficCapability,
TIMBroadcastRequest,
EmergencyServices,

DMG Capabilities,
Multi-band local,
Multi-band peer,

MMS,

FILSHLPContainer,
FILSIPAddressAssignment,
AID Request,

S1G Capabilities,

TWT,

MaxAwayDuration,
S1GRelayAsgtivation,
ReachableAddress,
CDM@G,Capabilities,
CMMG Capabilities,
GLK-GCR Parameter Set,

VendorSpecificlnfo
)
Insert the following row into the untitled parameter table in 6.3.7.2.2 before the “VendorSpecificInfo”
row:
Name Type Valid range Description
GLK-GCR GLK-GCR As defined in 9.4.2.232 This parameter is present if
Parameter Set Parameter Set dot1 1 GLKGCRImplemented is true and
element not present otherwise. Specifies the
GLK-GCR capabilities supported by the
STA.
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6.3.7.3 MLME-ASSOCIATE.confirm

6.3.7.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.3.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.confirm(

ResultCode,
CapabilityInformation,
AssociationlD,
EDCAParameterSet,
RCPI of Request,
RSNI of Request,
RCPI of Response,
RSNI of Response,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
Extended Capabilities,
20/40 BSS Coexistence,
TimeoutInterval,
BSSMaxIdlePeriod,
TIMBroadcastResponse,
QosMapSet,
QMFPolicy,
DMG Capeabilities,
Multi-band local,
Multi-band peer,
MMS,
FILSHLPContainek;
FILSIPAddressAssignment,
KeyDelivery;
S1G Sector Operation,
S1G Capabilities,
AID Response,
ISF Timer Accuracy,
TWT,
Sectorized Group ID List,
MaxAwayDuration,
S1GRelayActivation,
S1GOperation,
SSTOperation,
S1GRelay,
HeaderCompression,
CDMG Capabilities,
CMMG Capabilities,
GLK-GCR Parameter Set,
VendorSpecificlnfo

)
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Insert the following row into the untitled parameter table in 6.3.7.3.2 before the “VendorSpecificlnfo”

row:

Name

I'ype

Valid range

Description

GLK-GCR
Parameter Set

Parameter Set
element

GLK-GCR As defined in 9.4.2.232

Specifies the values from the GLK-GCR
Parameter Set element if such an element
was present in the Association Response
frame, otherwise null.

6.3.7.4 MLME-ASSOCIATE.indication

6.3.7.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.4.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.indication(

PeerSTAAddress,
CapabilityInformation,
BSSMaxIdlePeriod,
ListenInterval,

SSID,

OperationalRateSet,
BSSMembershipSelectorSet,
RSN,

QoSCapability,

RCPI,

RSNI,
RMEnabledCapabilities,
Content of FT Authientication
SupportedOperatingClasses,
DSERegistéredLocation,
HT Capabilities,

Extended Capabilities,
20/40 BSS Coexistence,
QoSTrafficCapability,
TIMBroadcastRequest,
EmergencyServices,

DMG Capeabilities,
Multi-band local,
Multi-band peer,

MMS,

VHT Capabilities,
FILSHLPContainer,
FILSIPAddressAssignment,
AID Request,

S1G Capabilities,

TWT,

MaxAwayDuration

elements,

S1GRelayActivation,
ReachableAddress,
CDMG Capabilities,
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CMMG Capabilities,
GLK-GCR Parameter Set,

VendorSpecificlnfo
)

Insert the following row into the untitled parameter table in 6.3.7.4.2 before the “VendorSpecificInfo”

row:
Name Type Valid range Description
GLK-GCR GLK-GCR As defined in 9.4.2.232 Specifies the values from the GLK-GCR
Parameter Set Parameter Set Parameter Set element if such an element
element was present in the Association Request
frame, otherwise null.

6.3.7.5 MLME-ASSOCIATE.response

6.3.7.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.7.5.2 as follows:

The primitive parameters are as follows:
MLME-ASSOCIATE.response(

PeerSTAAddress,
ResultCode,
AssociationID,

RCPI,

RSNI,
RMEnabledCapabilities)
Content of FT Authentication elements,
SupportedOperatingClasses,
TimeoutInterval,
BSSMaxIdlePeriod,
TIMBroadcastResponse,
QoSMapSet,

Multi-band peer,
FILSHLPContainer,
FILSIPAddressAssignment,
KeyDelivery,

S1G Sector Operation,

S1G Capeabilities,

AID Response,

TSF Timer Accuracy,

TWT,

Secotorized Group ID List,
MaxAwayDuration,
S1GRelay,
S1GRelayActivation,
S1GOperation,
HeaderCompression

SSTOperation,
CDMG Capeabilities,
CMMG Capabilities,
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GLK-GCR Parameter Set,

VendorSpecificlnfo

)

Change the following row in the untitled parameter table in 6.3.7.5.2 as shown:

Name

Type

Valid range

Description

ResultColor

Enumeration

SUCCESS,

REFUSED REASON_UNSPECIFIED,
REFUSED CAPABILITIES MISMATCH,
REFUSED EXTERNAL REASON,

Indicates the result
response to the
association request from
the peer MAC entity.

REFUSED_AP_OUT OF _MEMORY,
REFUSED BASIC_RATES_MISMATCH,
REJECTED EMERGENCY_SERVICES
NOT_SUPPORTED,

REFUSED TEMPORARILY,
GLK_NOT_AUTHORIZED

Insert the following row into the untitled parameter table in 6.3.7.5.2 before'the “VendorSpecificInfo”
row:

Name Type Valid rangé Description

GLK-GCR
Parameter Set

GLK-GCR
Parameter Set
element

As defined in 9.4.2.232 This parameter is
present only if the AP
selects GLK-GCR for
groupcast (either
unsolicited retry or
block ack) over the
general link. Describes
the parameters that
define how GLK-GCR
operates.

6.3.8 Reassociate

6.3.8.2 MLME-REASSOCIATE.request

6.3.8.2.2 Semantics of the service primitive

Change the'primitive parameter list in 6.3.8.2.2 as follows:

The primitive parameters are as follows:
MUME-REASSOCIATE.request(

NewPCPorAPAddress,
BSSMaxIdlePeriod,
ListenInterval,
Supported Channels
RSN,
QoSCapability,

Content of FT Authentication elements,
SupportedOperatingClasses,
SM Power Save,
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QoSTrafficCapability,
TIMBroadcastRequest,
FMSRequest,

DMSRequest
EmergencyServices,
DMG Capabilities,
Multi-band local,
Multi-band peer,

MMS,
FILSHLPContainer,
FILSIPAddressAssignment,
AID Request,

S1G Capabilities,

TWT,

Sectorized Group ID List,
MaxAwayDuration
S1GRelayActivation,
ELOperation,

S1GRelay,
HeaderCompression,
ReachableAddress,
S1GOperation,
SSTOperation,

CDMG Capabilities,
CMMG Capabilities,
GLK-GCR Parameter Set,

VendorSpecificlnfo
)
Insert the following row into the untitled parameter table in 6.3.8.2.2 before the “VendorSpecificInfo”
row:
Name Type Valid range Description
GLK-GCR GLK-GCR As defined in 9.4.2.232 This parameter is present if
Parameter Set Parameter Set dot1 1 GLKGCRImplemented is true and
element not present otherwise. Specifies the
GLK-GCR capabilities supported by the
STA.

6.3.8.3 MLME-REASSOCIATE.confirm

6.3.8.3.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.3.2 as follows:

The primitive parameters are as follows:
MLME-REASSOCIATE.confirm(

ResultCode,
CapabilityInformation,

AssociationlD,
EDCAParameterSet,
RCPI of Request,
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RSNI of Request,

RCPI of Response,
RSNI of Response,
RMEnabledCapabilities

Content of FT Authentication elements,
SupportedOperatingClasses,
Extended Capabilities,
20/40 BSS Coexistence,
TimeoutInterval,
BSSMaxIdlePeriod,
TIMBroadcastResponse,
FMSResponse,
DMSResponse,
QoSMapSet,

QMFPolicy,

DMG Capabilities,
Multi-band local,
Multi-band peer,

MMS,
FILSHLPContainer,
FILSIPAddressAssignment,
KeyDelivery,

S1G Sector Operation,
S1G Capabilities,

AID Response.

TSF Timer Accuracy,
TWT,

MaxAwayDuration,
S1GRelayActivation,
ELOperation,

S1GRelay,
HeaderCompression,
S1GOperation,
SectorizedGroupIDList,
SSTOperation,

CDMG Capabilities,
CMMG Capabilities,
GLK-GCR Parameter Set,
VendorSpecificInfo

)

Insert the following row into the untitled parameter table in 6.3.8.3.2 before the “VendorSpecificlnfo”

row:

Name

Type Valid range Description

GLK-GCR
Parameter Set

GLK-GCR As defined in 9.4.2.232 Specifies the values from the GLK-GCR
Parameter Set Parameter Set element if such an element
element was present in the Reassociation
Response frame, otherwise null.
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6.3.8.4 MLME-REASSOCIATE.indication

6.3.8.4.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.4.2 as follows:

The primitive parameters are as follows:
MLME-REASSOCIATE.indication(

PeerSTAAddress,
CurrentAPAddress,
CapabilityInformation,
BSSMaxIdlePeriod,
ListenInterval,
SSID,
OperationalRateSet,
BSSMembershipSelectorSet,
RSN,
QoSCapability,
RCPI,
RSNI,
RMEnabledCapabilities,
Content of FT Authentication elements,
SupportedOperatingClasses,
DSERegisteredLocation,
HT Capabilities,
Extended Capabilities,
20/40 BSS Coexistence,
QoSTrafficCapability,
TIMBroadcastRequest,
FMSRequest,
DMSRequest,
EmergencyServices,
DMG Capabilities,
Multi-band Tocal,
Multizband peer,
MMS;
VHT Capabilities,
FILSHLPContainer,
FILSIPAddressAssignment,
AID Request,
S1G Capabilities,
TWT,
Sectorized Group ID List,
MaxAwayDuration,
S1GRelayActivation,
ELOperation,
S1GRelay,
HeaderComrpession,
ReachableAddress,

S1GOperation,
SST ﬂpprqfinn’

CDMG Capabilities,
CMMG Capeabilities,
GLK-GCR Parameter Set,
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VendorSpecificnfo

Name Type Valid range Description
GLK-GCR GLK-GCR As defined in 9.4.2.232 The GLK-GCR Parameter Set element
Parameter Set Parameter Set from the received Reassociation Request
element frame.

6.3.8.5 MLME-REASSOCIATE.response

6.3.8.5.2 Semantics of the service primitive

Change the primitive parameter list in 6.3.8.5.2 as follows:

The primitive parameters are as follows:
MLME-REASSOCIATE.response(

PeerSTAAddress,
ResultCode,
AssociationID,

RCPI,

RSNI,
RMEnabledCapabilities,
Content of FT Authentication‘€lements,
SupportedOperatingClasses,
TimeoutInterval,
BSSMaxIdlePeriod;
TIMBroadcastResponse,
FMSResponsg;
DMSResperse,
QoSMapSet,

Multiband peer,
EII'SHLPContainer,
FILSIPAddressAssignment,
KeyDelivery,

S1G Sector Operation,

S1G Capabilities,

AID Response,

TSF Timer Accuracy,

TWT,

Sectorized Group ID List,
MaxAwayDuration,
S1GRelay,
S1GRelayActivation,
S1GOperation,

HeaderCompression
QQTnppraﬁnh’

CDMG Capabilities,
CMMG Capabilities,
GLK-GCR Parameter Set,
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VendorSpecificnfo

Name Type Valid range Description
GLK-GCR GLK-GCR As defined in 9.4.2.232 This parameter is present only if the AP
Parameter Set Parameter Set selects GLK-GCR for groupcast (either
element unsolicited retry or block ack) over the

general link. Describes the parametets
that define how GLK-GCR operafes,

9.2.4 Frame fields

9. Frame formats

9.2 MAC frame formats

9.2.4.1 Frame Control field
9.2.4.1.4 To DS and From DS subfields

Change the following rows in Table 9-3 as shown:

Table 9-3—To/From DS.combinations in Data frames

To DS and
From DS values

Meaning

ToDS=0 A Data frame.gxiting the DS or being sent by the Port Access Entity in an AP, or a group
From DS =1 addressed mresh Data frame with the Mesh Control field present using the three-address MAC
header format.
This.is the only valid combination for Data frames transmitted by an-a non-GLK AP and
group addressed Data frames transmitted by a mesh STA.
ToDS=1 A Data frame using the four-address MAC header format. This standard defines procedures
From DS =1 for using this combination of field values in mesh BSSs, and-by S1G relays, as specified in

10.50, or by a GLK STA.

This is the only valid combination for individually addressed Data frames transmitted by a
mesh STA.
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9.3 Format of individual frame types

9.3.1 Control frames

9.3.1.8 BlockAckReq frame format
9.3.1.8.1 Overview

Change Figure 9-27 as shown:

BO B1 B2 B3 B4 B5B4 Bi1 B12 B15
BAR Ack : Compressed GCR
Policy Multi-TID Bitmap Mode Reserved TID_INFO
Bits: 1 1 1 24 8 4

Figure 9-27—BAR Control field

Change the seventh paragraph of 9.3.1.8.1 as follows:

The values of the Multi-TID, Compressed Bitmap, and GCR Mode subfields indicate determine-which of
the feurpossible BlockAckReq frame variants is used-represented, as‘indicated in Table 9-22.

Replace Table 9-22 with the following:

Table 9-22—BlockAckReg-frame variant encoding

sul\liltl“llg;gu]l)ue COTHPJ E:i(e]dvaBlil?enap s1(1}b(1’:'11:l(11wv(:31e1e BlockAckReq frame variant
(B3 B4)
0 0 00 Basic BlockAck
01 Reserved
10 Reserved
11 Reserved
0 1 00 Compressed BlockAck
01 GLK-GCR BlockAck
10 GCR BlockAck
11 Reserved
1 0 00 Extended Compressed BlockAck
01 Reserved
10 Reserved
11 Reserved
1 1 00 Multi-TID BlockAck
01 Reserved
10 Reserved
11 Reserved
51

Copyright © 2018 IEEE. All rights reserved.



https://standardsiso.com/api/?name=d5e35bceef80fc51e95828614a7b451c

ISO/IEC/IEEE 8802-11:2018/Amd.4:2020(E)

IEEE Std 802.11ak-2018
IEEE Standard for Information technology—Local and metropolitan area networks—Specific requirements—
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 4: Enhancements for Transit Links Within Bridged Networks

Insert the following subclause (9.3.1.8.7) after 9.3.1.8.6:

9.3.1.8.7 GLK-GCR BlockAckReq variant

For the BlockAcqReq variant, the TID _INFO subfield in the BAR Control field in the GLK-GCR
BlockAckReq frame is 0.

The BAR Information field in the GLK-GCR BlockAckReq frame contains the Block Ack Starting
Sequence Control subfield as shown in Figure 9-28. The Starting Sequence Number subfield in the Block
Ack Starting Sequence Control subfield contains the sequence number of the first MSDU or A-MSDU for

which this GLK-GCR BlockAckReq frame is sent. The Fragment Number subfield in the BlockrAck
Starting Sequence Control subfield is 0.

9.3.1.9 BlockAck frame format
9.3.1.9.1 Overview

Change Figure 9-33 as shown:

BO B1 B2 B3 B4 B5B4. B11 B12 B15
BA Ack " Compressed GCR
Policy Multi-TID Bitmap Mode Reserved TID_INFO
Bits: 1 1 1 2% 78 4

Figure 9-33—BAControl field

Change the seventh paragraph of 9.3.1.9.1 as follows:

The values of the Multi-TID, Compressed(Bitmap, and GCR Mode subfields of the BA Control field
determine which of the possible BlockAck.frame variants is represented, as indicated in the Table 9-24.

Replace Table 9-24 with the following:

Table 9-24—BlockAck frame variant encoding

sul\l;Itlil:‘l:ii-Tsz])ue Cm;ﬁ: t‘;z:fldvaBlil?enap sﬁ)gll:l(llv[v(:}fle BlockAck frame variant
(B3 B4)
0 0 00 Basic BlockAck
01 Reserved
10 Reserved
11 Reserved
0 1 00 Compressed BlockAck
01 GLK-GCR BlockAck
10 GCR BlockAck
11 Reserved
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Table 9-24—BlockAck frame variant encoding (continued)

Multi-TID Compressed Bitmap G?.R I,VI“‘?" .
subfield value subfield value °“‘2§“B:G‘““ Biockackframe-vartmt
1 0 00 Extended Compressed BlockAck
01 Reserved
10 Reserved
11 Reserved
1 1 00 Multi-TID BlockAck
01 Reserved
10 Reserved
11 Reserved

Change the eighth paragraph of 9.3.1.9.1 as follows:

The GCR Mode subfield indicates whether the BlockAck framie<was sent in response to a GCR
BlockAckReq or a GLK-GCR BlockAckReq frame. The GCR Mode subfield is set—te—10 when the
BlockAck frame is sent in response to a GCR BlockAckReq frame, 01 when the BlockAck frame is sent in
response to a GLK-GCR BlockAckReq, and sette-00 otherwise.

Insert the following subclause (9.3.1.9.7, including Figure 9-38a) after 9.3.1.9.6:
9.3.1.9.7 GLK-GCR BlockAck variant

The TID INFO subfield in the BA Controlifield in the GLK-GCR BlockAck frame contains the TID for
which this BlockAck frame is sent.

The BA Information field in the GLK-GCR BlockAck frame comprises the Block Ack Starting Sequence
Control and the Block Ack Bitmap subfields, as shown in Figure 9-38a. The Block Ack Starting Sequence
Control subfield is shown\in. Figure 9-38a. The Starting Sequence Number subfield in the Block Ack
Starting Sequence Control-subfield contains the sequence number of the first A-MSDU for which this
BlockAck frame is sent./The value of this subfield is defined in 9.24.10. The Fragment Number subfield in
the Block Ack Statting Sequence Control subfield is 0.

Block Ack Starting Sequence Control Block Ack Bitmap

Octets: 2 8

Figure 9-38a—BA Information field format (GLK-GCR BlockAck)

The Block Ack Bitmap subfield is 8 octets in length and is used to indicate the received status of up to
64 MSDUs and A-MSDUs. Each bit that is equal to 1 in the Block Ack Bitmap subfield acknowledges the
successful reception of a single MSDU or A-MSDU in the order of sequence number, with the first bit of the

Block Ack Bitmap subfield corresponding to the MSDU or A-MSDU with the sequence number that
matches the value of the Starting Sequence Number subfield in the Block Ack Starting Sequence Control
subfield.
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9.3.2 Data frames

9.3.2.1 Format of Data frames

Insert level 5 subclause headings, and change the text (originating from the former 9.3.2.1 and including
new Figure 9-53a, Figure 9-53b, and Table 9-26a) for the now 9.3.2.1.1 through 9.3.2.1.5 as shown:

9.3.2.1.1 General

The format of a Data frame is defined in Figure 9-53. The Frame Control, Duration, Address 1, Address:2,
Address 3, and Sequence Control fields are present in all data frame subtypes. The presence of the Address
4 field is determined by the setting of the To DS and From DS subfields of the Frame Control field (see
below). The QoS Control field is present when the QoS subfield of the Subtype subfield is set to 1)

Qoes: 2 6 6 6 2 Oor6 Oor2 Oord (wdrable 4
Frame ; Address | Address @ Address | Sequence | Address QoS HF Frame
Control Duration 1 2 3 Ccti)ntrol 4 Control |/Control Body FCS
g 2
MAC header

Figure 9-53—Data frame

NOTE—The maximum frame body size shown in Figure 9-53 is for GEMP encryption of a maximum-size A-MSDU
(note that TKIP encryption is not allowed in this case and any Mesh\€ontrol fields are part of the A-MSDU subframes).
The corresponding maximum for CCMP encryption is 7951 ocfets. The maximum frame body size if A-MSDUs are not
used is 2346 octets for GCMP encryption of a maximum-siz€ MSDU, 2338 octets for CCMP encryption of a maximum-
size MSDU, and 2342 octets for TKIP encryption of a maximim-size MSDU, including in both cases an 18-octet Mesh
Control field. The frame body size might in all cases be greater if a vendor-specific cipher suite is used.

Data frames with a value of 1 in the QoS subfield of the Subtype subfield are collectively referred to as QoS
Data frames. Each of these data subtypes contains QoS in their names, and this frame format is
distinguished by the presence of a QoStC€ontrol field in the MAC header.

A QoS STA always uses QoS Data frames for data transmissions to other QoS STAs. A QoS STA uses
frames with the QoS subfield of the Subtype subfield set to 0 for data transmissions to non-QoS STAs. A
non-QoS STA always uses: frames with the QoS subfield of the Subtype subfield set to 0 for data
transmissions to other STAs. All STAs use frames with the QoS subfield of the Subtype subfield set to 0 for
nonconcealed GCR broadcast Data frames unless a transmitting STA knows that all STAs in a BSS have
QoS capability, in'which case the transmitting STAs use QoS Data frames. All STAs use frames with the
QoS subfield.of the Subtype subfield set to 0 for nonconcealed GCR group addressed Data frames unless it
is known_to\the transmitter that all STAs in the BSS that are members of the multicast group have QoS
capability, in which case STAs use QoS Data frames. APs where dotl 1RobustAVStreaminglmplemented is
true.or-mesh STAs where dotl IMeshGCRImplemented is true use frames with the QoS subfield of the
Subtype subfield set to 1 for concealed GCR frames, as described in 11.24.16.3.5.

9.3.2.1.2 Address and BSSID fields

The content of the address fields of Data frames is dependent upon the values of the To DS and From DS
subfields in the Frame Control field and whether the Frame Body field contains either an MSDU (or
fragment thereof) or an entire A-MSDU, as determined by the A-MSDU Present subfield of the QoS

Control field (see 9.2.4.5.9). The content of the address fields transmitted by nonmesh STAs is defined in
Table 9-26. The content of the address fields transmitted by mesh STAs is defined in 9.3.5, and the content
of the fields transmitted by GLK STAs is defined in 10.65. Where the content of a field is shown as not
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applicable (N/A), the field is omitted. Note that Address 1 always holds the receiver address of the intended
receiver (or, in the case of group addressed frames, receivers) and that Address 2 always holds the address of
the STA that is transmitting the frame.

Table 9-26—Address field contents

Address 3 Address 4
To From MSDU and Basic Basic
A 1 A 2
ps | ps | Addres ddress Short A-mspy | MSDUand 1 yispy
A- MSDU and Dynamic A-MSDU and Dynamic
case A-MSDU case B €as¢ | A-MSDU case
0 0 RA=DA TA=SA BSSID BSSID N/A N/A
0 1 RA (see TA = SA BSSID N/A N/A
NOTE 1) BSSID
1 0 = TA (see DA BSSID N/A N/A
BSSID NOTE 2)

1 1 RA TA DA BSSID SA BSSID
NOTE 1—Address 1 field of a frame with To DS equal to 0 and From DS equdlto 1 is equal to the DA, except when
an individually addressed A-MSDU frame is used in DMS and S1G relay,\in which case, the destination address of
the frame is included in the DA field of the A-MSDU subframe (see 11.24.16 and 10.50).

NOTE 2—Address 2 field of a frame with To DS equal to 1 and Ftom DS equal to 0 is equal to the SA, except when
an individually addressed A-MSDU frame is used in S1G relay] inn which case, the source address of the frame is
included in the SA field of the A-MSDU subframe (see 10.50):

A STA uses the contents of the Address 2 fieldrto direct the acknowledgment if an acknowledgment is
necessary.

The DA field contains the destination.@f the MSDU (or fragment thereof) or A-MSDU in the Frame Body
field.

NOTE—A SYNRA is never the DAY When a GLK AP uses a SYNRA as the RA, the actual DA is carried in another
field. See 10.65.

The SA field contains(the' address of the MAC entity that initiated the MSDU (or fragment thereof) or A-
MSDU in the Frame Body field.

When a Data-frame carries an MSDU (or fragment thereof), the DA and SA values related to that MSDU are
carried in-the-Address 1, Address 2, Address 3, and Address 4 fields (according to the setting of the To DS
and From-DS subfields) as defined in Table 9-26.

When a Data frame carries a basic an-A-MSDU, the DA and SA values related to each MSDU carried by the
A-MSDU are carried within the A-MSDU subframe header. Zero, one, or both of these fields are present in
the Address 1 and Address 2 fields as indicated in Table 9-26.

The RA field is the individual address of the STA that is the immediate intended receiver of the frame or the
group address of the STAs that are the immediate intended receivers of the frame.
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When a GLK AP Data frame is sent with a four-address MAC header with a groupcast RA, the RA is a

SYNRA (see 10.65). A SYNRA is also used when the DA is not known by the corresponding IEEE 802.1Q
bridge. The format of the RA field when it carries a SYNRA is shown in Figure 9-53a.

BO B1 B2 B3 B4 B47
11 SYNRA SYNRA Control
Type
Bits: 2 2 44

Figure 9-53a—Format of an RA field carrying a SYNRA

NOTE—IEEE Std 802 and IEEE Std 802.1CQ define groupcast MAC addresses with a similar format to a. SYNRA,

which are DAs in the context of IEEE Std 802.11. Since SYNRAs only occur in the RA field, the similar formats are
disambiguated by virtue of being used within an RA or DA.

The SYNRA Type subfield is used to select between multiple possible SYNRA formatsy The SYNRA types
and the format of the SYNRA Control subfield for each type are listed in Table 9-26a:

The SYNRA Control subfield format is specified separately for each<SYNRA type., as defined in

Table 9-26a.
Table 9-26a—SYNRA Type field-encoding
Value Description SYNRA Control subfield format
0 Basic SYNRA See Figure 9-53b.
1-3 Reserved —

B0\ Bl B11 B12 B43
O;rsr AID Bitmap Offset AID Bitmap
Bits: 1 11 32

Figure 9-53b—Basic SYNRA Control subfield

The AID Bitmap Offset subfield in a Basic SYNRA Control subfield is used to indicate the starting AID
value, whieh 1s associated with bit 0 of the AID Bitmap subfield. Its value is multiplied by 4 to find the

startingZATID value, and it has a value from 0 to 494 for a non-S1G STA., or 0 to 2040 for a S1G STA. Other
valles ‘are reserved.

NOTE—These match the maximum AID values of 2007 (for non-S1G STAs) and 8191 (for SI1G STAs).

The AID Bitmap subfield in a Basic SYNRA Control subfield provides the accept/discard indication
for arange of 32 consecutive AIDs. Bits B12 to B43 represent AID values in the range AID Bitmap
Offset x 4 + 1 to AID Bitmap Offset x 4 + 32, respectively. For each bit in the AID Bitmap subfield, a value
of 1 indicates acceptance, and a value of 0 indicates discarding
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The Other AID subfield in a Basic SYNRA Control subfield provides the accept/discard indication for AIDs
outside the range of values covered by the AID Bitmap subfield. A value of 1 indicates acceptance, and a

value of 0 indicates discarding.

The TA field is the address of the STA that is transmitting the frame.

The BSSID of the Data frame is determined as follows:

a) Ifthe STA is contained within an AP or is associated with an AP, the BSSID is the address currently
in use by the STA contained in the AP.

b) Ifthe STA is a member of an IBSS, the BSSID is the BSSID of the IBSS.

c) Ifthe STA is transmitting a Data frame when dot1 IOCBActivated is true, the BSSID is the wildeard
BSSID.

d) Ifthe STA is a member of an MBSS, the BSSID is the address of the transmitter and iS\equal to the
Data frame’s TA.

e) Ifthe STA participates in a PBSS, the BSSID is the address of the STA containedyin the PCP of the
PBSS.

9.3.2.1.3 Other MAC Header fields

The Sequence Control field is defined in 9.2.4.4.

The QoS Control field is defined in 9.2.4.5. The presence of th¢' QoS Control field is determined by the
Subtype subfield of the Frame Control field, as specified in 9.2,4:1.3.

The HT Control field is defined in 9.2.4.6. The presence of the HT Control field is determined by the +HTC/
Order subfield of the Frame Control field, as specified/in9.2.4.1.10.

9.3.2.1.4 The frame body

The frame body consists of either of the following:

— The MSDU (or a fragment thergof), the Mesh Control field (present if the frame is transmitted by a
mesh STA and the Mesh Control Present subfield of the QoS Control field is 1, otherwise absent),
and a security header and trailer (present if the Protected Frame subfield in the Frame Control field
is 1, otherwise absent)

— The A-MSDU andga sécurity header and trailer (present if the Protected Frame subfield in the Frame
Control field ig™1, 0therwise absent)

The presence of an,A-MSDU in the frame body is indicated by setting the A-MSDU Present subfield of the
QoS Control field to 1, as shown in Table 9-6.

For Data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no
data)and for the corresponding QoS data frame subtypes, the Frame Body field is null (i.e., has a length of 0
oetets); these subtypes are used for MAC control purposes. For Data frames of subtypes Data, Data+CF-
Ack, Data+CF-Poll, and Data+CF-Ack+CF-Poll, the Frame Body field contains all of, or a fragment of, an
MSDU after any encapsulation for security. For Data frames of subtypes QoS Data, QoS Data+CF-Ack,
QoS Data+CF-Poll, and QoS Data+CF-Ack+CF-Poll, the Frame Body field contains an MSDU (or fragment
thereof) or A-MSDU after any encapsulation for security. For Data frames of subtype QoS Data that are
transmitted by a mesh STA, the Frame Body field also contains a Mesh Control field, as described in
9.24.7.3.

The maximum length of the Frame Body field can be determined from the maximum MSDU length, plus the
length of the Mesh Control field (if present), plus any overhead from encapsulation for encryption (i.e., it is
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always possible to send a maximum length MSDU, with any encapsulations provided by the MAC layer
within a single Data frame). When the frame body carries an A-MSDU, the size of the Frame Body field is
limited by the following:

la i) PLINZS . VarYahnt AN

PLINZ . dos e 4]
TIICTTT T S TITAATITUIIT T TT I ST vICTUAata Ui (T SO O TCITEUT

— If A-MPDU aggregation is used by a non-VHT and non-DMG STA, a maximum MPDU length of
4095 octets (see 9.7)

9.3.2.1.5 Duration field

Within all Data frames sent by STAs during the CFP under PCF, the Duration field is set to 32 768. Withu
all Data frames sent by the QoS STA, the Duration field contains a duration value as defined in 9.2.5. Within
all Data frames sent during the CP by non-QoS STAs, the Duration field is set according to the following
rules:

— Ifthe Address 1 field contains a group address, the duration value is set to 0.

—  If the More Fragments bit is 0 in the Frame Control field of a frame and the Address’1 field contains
an individual address, the duration value is set to the time, in microseconds, required to transmit one
Ack frame, plus one SIFS.

—  If the More Fragments bit is 1 in the Frame Control field of a frame and4he Address 1 field contains
an individual address, the duration value is set to the time, in microseconds, required to transmit the
next fragment of this Data frame, plus two Ack frames, plus three SIFSs.

The duration value calculation for the Data frame is based on the n@les in 10.7 that determine the data rate at
which the Control frames in the frame exchange sequence are trtansmitted. If the calculated duration includes
a fractional microsecond, that value is rounded up to the next higher integer. All STAs process Duration
field values less than or equal to 32 767 from valid Data frames (without regard for the RA, DA, and/or
BSSID address values that might be present in these(frames) to update their NAV settings as appropriate
under the coordination function rules.

NOTE 1—The QoS Data and QoS Null subtypes are the only Data subtypes transmitted by a DMG STA.
NOTE 2—The HT Control field is not present in frames transmitted by a DMG STA.

9.3.3 Management frames
9.3.3.6 Association Request.frame format

Insert the following row-into Table 9-29 in numeric order:

Table 9-29—Association Request frame body

Order Information Notes
41 GLK-GCR The GLK-GCR Parameter Set element is present if
Parameter Set dot11GLKImplemented is true to indicate the number of reorder

buffers the STA has to support GLK-GCR with GCR block ack and
respond to corresponding GLK-GCR BlockAckReq frames.
Otherwise this element is not present.
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9.3.3.7 Association Response frame format

Insert the following row into Table 9-30 in numeric order:

Table 9-30—Association Response frame body

Order Information Notes
53 GLK-GCR The GLK-GCR Parameter Set element is present if
Parameter Set dotl 1GLKimplemented is true and the AP has set up a GLK-GCR for

groupcast transmissions over the underlying general link. Otherwise
this element is not present.

9.3.3.8 Reassociation Request frame format

Insert the following row into Table 9-31 in numeric order:

Table 9-31—Reassociation Request frame body

Order Information Notes.
46 GLK-GCR The GLK-GCR Parameter Setelement is present if
Parameter Set dot11GLKImplemented is tru¢-to indicate the number of reorder

buffers the STA has to support GLK-GCR with GCR block ack and
respond to corresponding GLK-GCR BlockAckReq frames.
Otherwise this elenfent i§ not present.

9.3.3.9 Reassociation Response frame format

Insert the following row into Table 9-32.ift numeric order:

Table 9-32—Reassociation Response frame body

Order Information Notes
56 GLK=GCR The GLK-GCR Parameter Set element is present if
Parameter Set dot11GLKimplemented is true and the AP has set up a GLK-GCR for

groupcast transmissions over the underlying general link. Otherwise
this element is not present.
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9.4 Management and Extension frame body components

9.4.1 Fields that are not elements

9.4.1.4 Capability Information field

Change Figure 9-68 and Figure 9-69 as follows:

BO B1 B2 B3 B4 B5 B6 B7
ESS IBSS CF Pollable CF-Poll Privacy Short Reserved Reserved
Request Preamble
B8 B9 B10 B11 B12 B13 B14 B15
Spectrum QoS Short Slot APSD Radio EPD Delayed Immediate
Management Time Measurement | Reserved Block Ack Block Ack
Figure 9-68—Capability Information field (non-DMG STA)
BO B7 B8 B9 B10 B11 B12 B13 B14B43 B15
DMG Spectrum Urgigr?:é(jlc:ad Reserved Radio EPD Reserved
Parameters Management PS Measurement —
Bits: 1 1 2 1 1 23

Figure 9-69—Capability Information field (DMG STA)

Insert the following paragraph after the 27th paragraph (“A STA sets the Radio Measurement subfield
we?) 0f 9.4.1.4;

A STA sets the EPD subfieldsin.the Capability Information field to 1 when dotl IEPDImplemented is true
and sets it to 0 otherwise.

9.4.1.9 Status Code- field

Insert the following row into Table 9-46 in numeric order, and change the Reserved row accordingly:

Table 9-46—Status codes

Status Code Name Meaning

122 GLK_NOT_AUTHORIZED The STA is not authorized to use GLK per local

policy.
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9.4.1.11 Action field

Insert the following row into Table 9-47 in numeric order, and change the Reserved row accordingly:

Table 9-47—Category values

Group
Code Meaning See subclause Robust addressed
privacy
29 GLK 9.6.31 Yes Yes
9.4.2 Elements
9.4.2.1 General
Insert the following row into Table 9-77 in numeric order:
Table 9-77—Element IDs
Element Element ID Elemen? D Extensible
Extension
GLK-GCR Parameter Set (see 9.4.2.232) 255 34 Yes
9.4.2.3 Supported Rates and BSS Membership Selectors element
Insert the following rows at the end of Table’9-78 in numeric order:
Table 9-78—BSS membership selector value encoding
Value Feature Interpretation
125 GLK Indicates that support for the mandatory features of 11.51 is required in order to join the

BSS that was the source of the Supported Rates and BSS Membership Selectors element or
Extended Supported Rates and BSS Membership Selectors element containing this value.

124 EPD Indicates that support for EPD is required in order to join the BSS that was the source of the
Supported Rates and BSS Membership Selectors element or Extended Supported Rates and
BSS Membership Selectors element containing this value.
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9.4.2.27 Extended Capabilities element

Change the following rows in Table 9-135 as shown:

Table 9-135—Extended Capabilities field

Bit Information Notes
1 GLK Reserved The STA sets the GLK field to 1 when dotl11GLKImplemented is true
and sets it to 0 otherwise.
3 GLK-GCR The STA sets the GLK-GCR field to 1 when
Reserved dot11GLKGCRImplemented is true and sets it to 0 otherwise.

9.4.2.128 DMG Capabilities element
9.4.2.128.2 DMG STA Capability Information field

Change Figure 9-504 as follows:

BO

B1

B2 B3 B4 B5 B6 B7 B13
Reverse Higher Layer Timer SPSHand Number of RX Fast Link Total Number of
Direction Synchronization TPC Interference DMG Antennas Adaptation Sectors
Mitigation
Bit: 1 1 1 1 2 1 7
B14 B19 B20 B21 B26 B27 B28 B51 B52 B53
BA with
RXSS Length DMQ Antgnna A=MPDU How Supported DTP A-PPDU
Reciprocity Rarameters Control MCS Set Supported Supported
Bit: 6 1 6 1 24 1 1
B54 B55 B56 B57 B59 B60 B61 B62 B62 B63
SuDDorts Antenna Heartbeat Grant RXSSTx-
Heartbeat Othpp AlD Pattern Elapsed Ack Rate EPD Reserved
er Reciprocity Indication Supported Supported
Bit* 1 1 1 3 1 1 1 12

Figure 9-504—DMG STA Capability Information field format

Insert the following paragraph at the end of 9.4.2.128.2:

A DMG—STA sers—tie EPD—subfictld mthe DMG—STACapabitity Tnformmationr fictd to 1 wien
dot11EPDImplemented is true and sets it to 0 otherwise.
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Insert the following subclause (9.4.2.232, including Figure 9-589ds, Figure 9-589dt, and Table 9-262ag)
after 9.4.2.231:

942232 Gl K-GCR Parameter Set element

The GLK-GCR Parameter Set element is included in an Association Request or a Reassociation Request
transmitted by a non-AP STA to indicate its buffering capability to support GLK-GCR. The GLK-GCR
Parameter Set element is included in the corresponding Association Response or Reassociation Response
transmitted by an AP to define the parameters that are used when the GLK AP transmits groupcast frames
using GLK-GCR to the associated GLK non-AP STAs. Figure 9-589ds shows the fields that make up the
GLK-GCR Parameter Set element.

ElementID | Length | Sementl® GLK-GCR Parameters
Octets: 1 1 1 3

Figure 9-589ds—GLK-GCR Parameter Set element format

The GLK-GCR Parameters field is shown in Figure 9-589dt.

BO B1 B2 B11 Ba2 B23
GLK_GCB . Buffer Block Ack Starting
Retransmission| .
Policy Size Sequence Number
Bits: 2 10 12

Figure 9-589dt—GLK-GCR Parameters field format

The GLK-GCR Retransmission Policy subfield is described in Table 9-262ag. This subfield is reserved
when the corresponding GLK-GCR>;Parameters Set element is part of an Association Request or a
Reassociation Request.

Table'9-262ag—GLK-GCR Retransmission Policy subfield

B0 B1 Description of the corresponding GLK-GCR mode
0 0 Reserved
0 1 GLK-GCR not operational
1 0 Operating in GLK-GCR unsolicited retry mode
1 1 Operating in GLK-GCR block ack mode

The Buffer Size subfield indicates the maximum number of buffers in the GLK-GCR block ack block. Each

buffer is capable of holding a number of octets equal to the maximum size of an A-MSDU that is supported
hithe STA
by the STA-
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In an Association Request or a Reassociation Request, the Buffer Size subfield in a GLK-GCR Parameter
Set element is intended to provide guidance for the recipient to decide its reordering buffer size. If the
transmitter has no guidance for the receivers reordering buffer size it sets the Buffer Size subfield to 0.

In an Association Response or Reassociation Response, the Buffer Size subfield in a GLK-GCR Parameters
field in the GLK-GCR Parameter Set element is set to a value greater than equal to 1, if the GLK-GCR
retransmission policy indicates GLK-GCR block ack mode. Otherwise this subfield is reserved.

The Block Ack Starting Sequence Control subfield indicates the sequence number of the first MSDU or A-
MSDU for this GLK-GCR block ack agreement, and is defined in 9.3.1.8. This subfield is reserved when the

corresponding GLK-GCR Parameters Set element is part of an Association Request or Reassociation
Request.

9.6 Action frame format details

Insert the following subclause (9.6.31, including Table 9-421ag and Table 9-421ah)cafter 9.6.30.3:
9.6.31 GLK Action frame details

9.6.31.1 GLK Action field

A GLK Action field, in the octet immediately after the Category fieldydifferentiates the GLK Action frame

formats. The GLK Action field values associated with each frame format within the GLK category are
defined in Table 9-421ag.

Table 9-421ag—GLK Action field values

Value Meaning Time priority

0 GLK Groupcast Mode Change Notification No

1-255 Reserved —

9.6.31.2 GLK Groupcast Mode Change Notification

The GLK Groupcast Mode Change Notification frame is an Action frame used to indicate a change to the
GLK groupcast transmission policy. See Table 9-421ah.

Table 9-421ah—GLK Groupcast Mode Change Notification frame format

Order Information
1 Category
2 GLK Action
3 GLK-GCR Parameter Set

The Category field is defined in 9.4.1.11. The GLK Action field is defined in 9.6.31.1. The GLK-GCR
Parameter Set element is defined in 9.4.2.232.
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10. MAC sublayer functional description

10.2 MAC architecture

10.2.8 MAC data service

Insert the following paragraph after the fifth paragraph (“Unless the MPDU ....”) of 10.2.8:
A STA transmitting on a general link also uses the addressing rules described in 10.65.
Change the now seventh paragraph of 10.2.8 as follows:

The MAC performs address filtering on the Address 1 field efin each MPDU contained in a PRDU and, for
non-GLK non-AP STAs, on the DA of each MSDU within an A-MSDU. In the case of a nen-GLK STA
receiver, wWhen the Address 1 field or DA field contains a group address, address filtering is performed by
comparing the value in the Address 1 field or DA field to all values in the dotl 1GroupAddressesTable, and
the STA also validates the BSSID to verify either that the group addressed frame,originated from a STA in
the BSS of which the receiving STA is a member, or that it contains the wildcard BSSID value, indicating a
Data frame sent outside the context of a BSS (dotl IOCBActivated is tfuevin the transmitting STA).
Address 1 filtering is as specified in 10.66 when Address 1 is a SYNRA~A GLK AP does not perform any
DA filtering for MPDUs received over a non-general link; all MSDUs so-received are passed to the DS for
further processing. A GLK STA does not perform DA filtering for MPDUs received over a general link; all
MSDU s so received are passed to the GLK convergence function.and from there to the bridge for further

processing.

10.3 DCF
10.3.6 Group addressed MPDU transfer procedure
Change the last paragraph of 10.3.6 as follows:

A STA that is not an S1G relay STA>shall discard an MPDU with a group address in the Address 1 field
unless one of the following cases applies: (1) #the value in the Address 1 field matches dees-noetmateh-any
value in the dotl1GroupAddressesTable or matches and-deesnoet-mateh-the Broadcast address value, or
(2) the STA is a GLK STA ‘and the address in the Address 1 field is a SYNRA. A GLK STA shall process an
MPDU with a SYNRA in.the Address 1 field as described in 10.66. If an MPDU originates from an S1G
relay STA’s associated AP and if the MPDU has any group address in its Address 1 field, then the STA shall
forward that MPDU to the S1G relay AP.

10.12 A-MSDU operation
Change‘the fourth paragraph of 10.12 as follows:

In'non-GLK transmissions, the Fie Address 1 field ef in an MPDU carrying an A-MSDU shall be set to an
individual address or to the GCR concealment address. In GLK transmissions by an AP, the Address 1 field

may be set to a SYNRA. In GLK transmissions by a non-AP STA, the Address 1 field shall be set to an
individual address.
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10.24 Block acknowledgment (block ack)

10.24.1 Introduction

Change the second paragraph of 10.24.1 as follows:

The block ack mechanism is initialized by an exchange of ADDBA Request/Response frames except for
GLK-GCR block ack. After initialization, blocks of QoS Data frames may be transmitted from the originator
to the recipient. A block may be started within a polled TXOP, within an SP, or by winning EDCA
contention. The number of frames in the block is limited, and the amount of state that is to be kept by the
recipient is bounded. The MPDUs within the block of frames are acknowledged by a BlockAck frame,
which is requested by a BlockAckReq frame.

Insert the following paragraph after the second paragraph of 10.24.1:

For GLK-GCR block ack, the block ack mechanism is initialized when the GLK STACassOciates with the
GLK AP. The MPDUs within a block of SYNRA addressed Data frames are acknowl&dged by a BlockAck
frame, which is requested by a BlockAckReq frame.

10.24.2 Set up and modification of the block ack parameters
Insert the following note after the first note (now “NOTE_1—A blockack ....”) of 10.24.2:

NOTE 2—A GLK-GCR block ack is set up at the time the general linkKlis, eStablished and might be used by the general
link originator whenever the GCR block ack retransmission policycis ‘active. Therefore, an explicit block ack setup or
modification procedure is not defined for GLK-GCR block acky*The GLK-GCR block ack is deleted when the
corresponding general link gets reassociated or disassociated.

10.24.3 Data and acknowledgment transfer using immediate block ack policy and delayed
block ack policy

Change the first paragraph of 10.24.3 asfollows:

After setting up either an immediate(block ack agreement or a delayed block ack agreement following the
procedure in 10.24.2, and having ‘gained access to the medium and established protection, if necessary, the
originator may transmit a block'of QoS Data frames separated by SIFS, with the total number of frames not
exceeding the Buffer Size“subfield value in the associated ADDBA Response frame or the GLK-GCR
Parameter Set element.‘in-the (Re)Association Response frame and subject to any additional duration
limitations based on the-ehannel access mechanism. Each of the frames shall have the Ack Policy subfield in
the QoS Control field set to No Ack. The RA field in the frames that are not delivered using the GCR block
ack retransmigSion policy shall be the recipient’s individual address. The RA field ef in GCR frames
delivered using the GCR block ack retransmission policy shall be set to the GCR concealment address. The
RA field"in data frames delivered using the GLK-GCR block ack retransmission policy shall be set to a
SYNRA) The originator requests acknowledgment of outstanding QoS Data frames by sending a Basic
BloekAckReq frame. The recipient shall maintain a block ack record for the block.

10.24.5 Teardown of the block ack mechanism
Change the last paragraph of 10.24.5 as follows:

The DELBA frame transmitted to release the block ack setup of a GCR service shall include the GCR Group

Address element to indicate the group address of the GUK service._For general links using a GLK-GCK

block ack retransmission policy, there is no explicit teardown of the block ack mechanism. The GLK-GCR
block ack agreement terminates when the general link is reassociated/disassociated.
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10.24.6 Selection of BlockAck and BlockAckReq variants

Change the sixth paragraph of 10.24.6 as follows (including splitting it into two paragraphs, each with a
dashed list):

The GCR Mode subfield of the BAR Control field (see Table 9-22) shall be set to +
—  GCR BlockAck: in all BlockAckReq frames swhere-the-within a GCR block ack agreement or
—  GLK-GCR BlockAck: in all BlockAckReq frames within a GLK-GCR blo

ck ack agreement.

The GCR Mode subfield ef-in the corresponding BA Control field (see Table 9-24) shall be set to 45
— GCR BlockAck: in all BlockAck frames swhere-the-within a GCR block ack agreementyor
—  GLK-GCR BlockAck: in all Block Ack frames within a GLK-GCR block

ack agreement.

Change the subclause title of 10.24.10 as follows:
10.24.10 GCR and GLK-GCR block ack
10.24.10.1 Introduction

Change 10.24.10.1 as follows:

Subclause 10.24.10 extends the block ack mechanismte‘group addressed frames that are transmitted using
the GCR block ack and GLK-GCR retransmissiofi) policies—peliey. Other than the exceptions noted in
10.24.10.2 through 10.24.10.3, the operation of GER block ack is the same as is described in 10.24.7.

Insert the following subclause (10.24.10.2a)after 10.24.10.2:
10.24.10.2a Scoreboard context control during GLK-GCR block ack

GLK-GCR scoreboarding accounts for all GLK-GCR frames received under the GLK-GCR block ack
agreement. The received frame may be discarded after SYNRA filtering (see 10.66) but still accounted for in
the scoreboarding.

A GLK AP may set uip a GLK-GCR block ack agreement with each GLK STA that has indicated support for
GLK-GCR in the-Association/Reassociation Request frame when the GLK STA associated/reassociated
with the GLK'AP. Each of those GLK STAs with GLK-GCR block ack agreement shall maintain a block
acknowledgment record for full state operation as defined in 10.24.3. This record includes the following
informatien:

<" A bitmap, indexed by sequence number

- A 12-bit unsigned integer starting sequence number

—  WinStartp, representing the lowest sequence number position in the bitmap
— A variable WinEndpy

—  The maximum transmission window size, WinSizep

WinSizey 1ssetto-the smmatter of 64-amd-thevatue of the Buffer Stzesubfretd i the GEK=GER Parameter-Set
element in the most recently received Association Response or the Reassociation Response frame that
established the GLK-GCR block ack agreement, or the GLK Groupcast Mode Change Notification action
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frame. WinEndp is defined as the highest sequence number in the current transmission window. A STA
implementing a GLK-GCR block ack agreement shall maintain the block acknowledgment record for that
agreement according to the following rules:

A CR 1]

AY 1 1 4+ talaleal kaadl n . 1l...l VI G B, | 4 1 Fah o /.
ay AT OCUN UTOURK AU agT CUITUITT US T U TS THITC I T (U THICT U T S I AT TH I US TAUTTIS THITCITT OT ™ WITCUIT OIS

GCR groupcast mode changes):

Y

2)

WinStarty = the Starting Sequence Number subfield value (SSN) from the GLK-GCR
Parameter Set element included in the Association Response frame, Reassociation Response
frame or in the GLK-GCR Groupcast Mode Change Notification frame.

WinEndp = WinStartp + WinSizeg — 1.

b) For each Data frame that is received under the GLK-GCR block ack agreement, the block
acknowledgment record for that agreement is modified as follows, where SN is the value of the
Sequence Number subfield in the received Data frame:

Y
2)

3)

If WinStartp < SN < WinEndp, set to 1 the bit in position SN within the bitmap.
If WinEndg < SN < WinStartg + 2",

i) Set to 0 the bits corresponding to MPDUs with Sequence NumberCsubfield values from
WinEndp +1to SN — 1.

il) Set WinStartp = SN — WinSizep + 1.

iii) Set WinEndgp = SN.

iv) Set to 1 the bit at position SN in the bitmap.

If WinStartp 2T <N < WinStartg, make no changes.to‘the record.

c¢) For each BlockAckReq frame received under the GLK=GCR block ack agreement, the block
acknowledgment record for that agreement is modified as follows, where SSN is the value from the
Starting Sequence Number subfield in the received BlockAckReq frame:

1)

2)

3)

If WinStartp < SSN < WinEndp,
i)  Set WinStartp = SSN.

if)  Set to 0 the bits corresponding)to MPDUs with Sequence Number subfield values from
WinEndgp + 1 to WinStartpct, WinSizep — 1.

iii) Set WinEndgp = WinStartg+ WinSizep — 1.
If WinEndy < SSN < WinStartg + 2'1,

i)  Set WinStartp, =SSN.

it) Set WinEndp= WinStartp + WinSizep — 1.

iii) Set to.Q(bits the corresponding to MPDU with Sequence Number subfield values from
WinStartg to WinEndp.

If WinStartp + 2T<ssN < WinStartg, make no changes to the record.

10.24.10.3(GCR block ack BlockAckReq and BlockAck frame exchanges

Insert(the following paragraph after the seventh paragraph (“For GCR streams .... NOTE—This is ...
counter.”) of 10.24.10.3:

For GLK-GCR transmissions with retransmission policy equal to GLK-GCR block ack, an originator may
send a BlockAckReq frame with the Block Ack Starting Sequence Control subfield set to the Sequence
Number field in the MPDU containing the earliest MSDU that has not been acknowledged and has not
expired due to lifetime limits, in order to minimize buffering latency at the receivers of the GLK-GCR
transmission.
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Insert the following subclauses (10.61 and 10.62) after 10.60.5:

10.61 Addressing of GLK data frame transmission

If a corresponding IEEE 802.1Q Bridge provides a station vector parameter that indicates a single general
link, then the GLK STA shall transmit the MSDU using individually addressed MPDU(s) to the peer STA
with one of the following methods:

— A frame with a three-address MAC header if the RA and the DA are equal and the transmitter is
an AP.

— A frame with a four-address MAC header.
— A frame containing a Basic A-MSDU.

If a corresponding IEEE 802.1Q Bridge provides a station vector parameter that indicates multiple general
links, then GLK transmission of the MSDU shall use one of the following methods:

—  Transmit multiple individually addressed MPDUs to peer STAs.

—  Transmit group addressed MPDU(s) using a SYNRA in a frame with a four-address MAC header
with the following restrictions:

— Shall not be sent by a non-GLK STA or non-AP STA.
—  Shall not address a STA that is in PS mode.
— Shall not address a STA whose general link might pass thrtough a relay.

A GLK AP may use any combination of these methods, such thateach peer STA is addressed once. This
also applies for each retry triggered by GLK-GCR, which shall use the same method for all transmission
attempts.

The addressing of the frame with a four-address MAC header shall be as follows:

— Address 1 is the MAC address of the immediate destination STA (the receiver of the MPDU) or a
SYNRA.

— Address 2 is the MAC address ofithe-transmitter STA (the transmitter of the MPDU).

— Address 3 is the DA of the MSDU (the destination address of the MSDU), or BSSID for a Basic
A-MSDU.

— Address 4 is the SA ofythe MSDU (the source address of the MSDU), or BSSID for a Basic
A-MSDU.

The addressing of the(framme with the three-address MAC header format containing a basic A-MSDU shall
be as follows:

—  AddressnINis the MAC address of the immediate destination STA (the receiver of the MPDU).

—  Address 2 is the MAC address of the transmitter STA (the transmitter of the MPDU).

— ,~Address 3 is the BSSID.

~=NDA in A-MSDU subframe header is the DA of the MSDU (the destination address of the MSDU).
—  SA in A-MSDU subframe header is the SA of the MSDU (the source address of the MSDU)).

10.62 SYNRA filtering operation

A GLK infrastructure non-AP STA shall support reception of frames with a SYNRA as RA.

When a GLK non-AP STA receives a group address RA in an MPDU from its associated GLK AP, if the
SYNRA Type subfield does not represent a supported SYNRA type, or the From DS and To DS subfields in
the Frame Control field are not both 1, then the non-AP STA shall discard the frame, and not use the frame
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for updating any scoreboard used for GLK-GCR block ack. All other group addressed Data frames received
from the associated GLK AP shall be counted as received for the purposes of the scoreboard used for GLK-
GCR block ack, even if discarded based on the subsequent SYNRA filtering, as described below.

For Basic SYNRA Control subfield, the frame shall be discarded if any of the following filter rules are
satisfied:

— The AID of the STA falls within the range of AID values covered by the AID Bitmap subfield, and
the bit representing its AID value is 0.

— The AID of the STA falls outside the range of AID values covered by the AID Bitmap subfield, and
the Other AID subfield is 0.

11. MLME

11.2 Power management

11.2.3 Power management in a non-DMG infrastructure network
11.2.3.1 General

Change the third paragraph of 11.2.3.1 as follows:

If any non-GLK STA in its BSS is in PS mode, the AP shall btffer all non-GCR-SP group addressed BUs
that arrive via the DS and deliver them to all non-GLK STAs4dmimediately following the next Beacon frame
containing a DTIM transmission. If the AP is an S1G AP, the AP may additionally deliver these BUs using
group AID as defined in 10.51. If any GLK STA in its(BSS is in PS mode, the AP shall not include any such

STAs as a SYNRA destination and shall buffer all group addressed BUs that arrive from the attached bridge
and are destined to such STAs. delivering theniwith individually addressed MPDUs using power save

delivery methods.

Insert the following note after the third. paragraph of 11.2.3.1:

NOTE—The group addressed buffered \BUs containing one or more MSDUs for GLK type STAs and for non-GLK type
STAs are not repeated by the AP toythe other type of STA. Network entities external to the AP, such as the bridged
network, may repeat these MSDUSs o both types of STAs by other means, outside the scope of this standard.

11.2.3.3 AP TIM transmissions
Change the firstparagraph of 11.2.3.3 as follows (footnote 42 remains unchanged):

The TIM shall identify the STAs for which traffic is pending and buffered in the AP. This information is
coded in'a partial virtual bitmap, as described in 9.4.2.6. In addition, the TIM contains an indication whether
non-SYNRA group addressed traffic is pending. Every STA is assigned an AID by the AP as part of the
association process. AID 0 (zero) is reserved to indicate the presence of buffered non-GCR-SP group
addressed BUs that will be delivered using MPDUs with an RA other than a SYNRA but that are not
delivered using group AID. The AP shall identify those STAs for which it is prepared to deliver*? buffered
BUs by setting bits in the TIM’s partial virtual bitmap that correspond to the appropriate AIDs.
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11.2.3.4 TIM types

Change the first paragraph of 11.2.3.4 as follows:

Two different TIM types are distinguished: TIM and DTIM. After a DTIM, the AP shall transmit buffered
non-GCR-SP group addressed BUs_that will be delivered using MPDUs with an RA other than a SYNRA,
before transmitting any individually addressed frames. The AP may additionally delivery these BUs using
group AID as defined in 10.51.

11.2.3.6 AP operation during the CP
Change the following list items in the lettered list of 11.2.3.6 as shown:

d) IfaSTAhas.... The bit for AID 0 (zero) in the Bitmap Control field of the TIM element shall be set
to 1 when non-GCR-SP non-SYNRA group addressed traffic that is not delivered using group AID
is buffered, according to 9.4.2.6.

e) If any associated non-GLK STAs are in PS mode, the AP shall buffer all'non-GCR-SP group
addressed BUs_that arrive via the DS, except those that have the StrictlyOfdered service class. If any
GLK STA in its BSS is in PS mode, the AP shall not include aniy’such STAs as a SYNRA
destination and shall buffer all group addressed BUs destined to sush\STAs, except those that have
the StrictlyOrdered service class, delivering them with individually addressed MPDUs using power
save delivery methods.

f)  When dotl IFMSActivated is false, the AP shall transmit_all buffered non-GCR-SP_non-SYNRA

group addressed BUs immediately after every DTIM,
When dotl IFMSActivated is true and the AP hasyestablished an FMS delivery interval for a
multicast stream, the AP shall transmit all_fign-GCR-SP non-SYNRA group addressed BUs
belonging to particular FMS stream immediately after the DTIM that has the Current Count field
value of the FMS Counter field set to 0 for that particular FMS stream.

The More Data subfield of each group-addressed frame shall be set to indicate the presence of
further buffered non-GCR-SP group @ddressed BUs that will be delivered using MPDUs with an RA
other than a SYNRA. If the AP*is'unable, before the primary or secondary TBTT following the
DTIM, to transmit all of the buffered non-GCR-SP group addressed BUs that will be delivered using
MPDUs with an RA other'than a SYNRA, before-the-primary-or-secondaryTBTT-following-the
PFM-then the AP shalhset the bit for AID 0 (zero) in the TIM element to 1 for a single BSSID or
set the corresponding group address bit to 1 for multiple BSSIDs, as defined in 9.4.2.6, and when
dotl IFMSActivatéd 'is true, shall set the appropriate bits in the FMS Descriptor element as
described in 9/4.2)75 to indicate for which non-GCR-SP non-SYNRA group addresses there are still
buffered BUs, until all buffered non-GCR-SP group addressed BUs that will be delivered using
MPDUsSwith an RA other than a SYNRA have been transmitted.

Wheii the AP transmits an STBC DTIM or TIM Beacon frame, the AP shall retransmit all non-
GER-SP group addressed BUs that will be delivered using MPDUs with an RA other than a
SYNRA and that were transmitted following the non-STBC DTIM or TIM Beacon frame except
that they are transmitted using the basic STBC MCS. It may be the case that a complete set of
buffered non-GCR-SP non-SYNRA group addressed BUs is sent over a period of time during which
non-STBC and STBC transmissions are interleaved, but the transition from non-STBC group
addressed transmissions to STBC group addressed transmissions shall be preceded by the
transmission of an STBC Beacon frame and the transition from STBC group addressed
transmissions to non-STBC group addressed transmissions shall be preceded by the transmission of
anon-STBC Beacon frame.
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11.2.3.7 AP operation during the CFP

Change the following list items in the lettered list of 11.2.3.7 as shown:

c)

d)

Prior to every CFP, and at each beacon interval within the CFP, the AP shall assemble the partial
virtual bitmap containing the buffer status per destination for STAs in the PS mode, set to 1 the bits
in the partial virtual bitmap for STAs the PC is intending to poll during this CFP, and shall send this
out in the TIM field of the DTIM. The bit for AID 0 (zero) in the Bitmap Control field of the TIM
element shall be set to 1 when non-SYNRA group addressed traffic is buffered, according to 9.4.2.6.

All non-GCR-SP group addressed MSDUSs that will be delivered using non-SYNRA MPDUs excépt
those with a service class of StrictlyOrdered shall be buffered if any associated STAs are in thesPS
mode, regardless of whether those STAs are CF-Pollable.

When dotl IFMSActivated is false, the AP shall transmit all buffered non-GCR-SP non-SYNRA
group addressed BUs immediately after every DTIM (Beacon frame with DTIM Count ‘field of the
TIM element equal to 0).

When dotl 1IFMSActivated is true and the AP has set up an FMS delivery intetval for a multicast
stream, the AP shall send all non-GCR-SP group addressed BUs that will be delivered using
MPDUs with an RA other than a SYNRA and belonging to a particularEMS stream immediately
after the DTIM with the Current Count field value of the FMS Counter field set to 0 for that
particular FMS stream.

The More Data subfield shall be set to 1 in the headers of allbut the final frame containing one of
these buffered non-GCR-SP group addressed BUs that will-be delivered using MPDUs with an RA
other than a SYNRA to indicate the presence of further®uffered group addressed BUs. If the AP is
unable to transmit all of the buffered non-GCR-SP group addressed BUs before the non-STBC or
STBC TBTT following the DTIM, the AP shall set the bit for AID 0 (zero) in the TIM element to 1
for a single BSSID or set the corresponding group.addressed bit to 1 for multiple BSSIDs, as defined
in 9.4.2.6, and when dot1 IFMSActivated is€rue; shall set the appropriate bits in the FMS Descriptor
element as described in 9.4.2.75 to indicate, for which group addresses there are still buffered BUs,
until all buffered non-GCR-SP group ‘addressed BUs that will be delivered using MPDUs with an
RA other than a SYNRA have been. fransmitted.

When the AP transmits an STBCYDTIM or TIM Beacon frame, the AP shall retransmit all non-
GCR-SP group addressed, BUs that will be delivered using MPDUs with an RA other than a
SYNRA and that were transmitted following the non-STBC DTIM or TIM Beacon frame except
that they are transmitted)using the basic STBC MCS. It may be the case that a complete set of
buffered non-GCR-+SP.non-SYNRA group addressed BUs is sent over a period of time during which
non-STBC and~SFBC transmissions are interleaved, but the transition from non-STBC group
addressed transrmnissions to STBC group addressed transmissions shall be preceded by the
transmission of a STBC Beacon frame and the transition from STBC group addressed transmissions
to non-STBC group addressed transmissions shall be preceded by the transmission of a non-STBC
Beacon-frame.

Buffered BUs for STAs in the PS mode shall be forwarded to the CF-Pollable STAs under control of
the PC. Transmission of these buffered BUs as well as CF-Polls to STAs in the PS mode that were
indicated in the DTIM in accordance with paragraph c) of this subclause shall begin immediately
after transmission of buffered non-GCR-SP non-SYNRA group addressed frames (if any), and shall
occur in order by increasing AID of CF-Pollable STAs. A CF-Pollable STA for which the TIM
element of the most recent Beacon frame indicated buffered BUs shall be in the awake state at least
until the receipt of an individually addressed frame from the AP in which the Frame Control field
does not indicate the existence of more buffered BUs. After acknowledging the last of the buffered
BUs, the CF-Pollable STA operating in the PS mode may enter the doze state until the next DTIM is

expected.
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Insert the following subclause (11.2.9) after 11.2.8:

11.2.9 Power management with general links

GLK STAs that have established general links (associations) have additional power management behaviors
to support data frames with a SYNRA and GLK GCR. These behaviors are in addition to the GLK STA
behaviors listed in the previous subclauses.

NOTE—It is suggested that a STA using a general link that carries unknown traffic loads on behalf of other endpoints
not use PS mode, due to the increased delay and jitter it would cause. However, GLK STAs that find PS mode useful
may utilize PS mode while performing behaviors in this subclause.

Data frames with a SYNRA are queued for normal (nonbuffered) transmission to associated GLK STAs that
are not in PS mode. A SYNRA shall not be used to address GLK STAs in PS mode.

NOTE—The net effect of the above is that any GLK non-AP STA in PS mode will, for all traffic for which the PS STA
is a recipient, result in MPDUs that are buffered and, if there are multiple receivers, potentially” duplicated. The
IEEE 802.1Q bridge at the AP should use higher-layer facilities to filter traffic being sent to the STAso as to limit the
amount of buffered traffic.

A GLK STA that has enabled GLK-GCR on its general link shall not enter PS“niede. GLK STAs shall not
use the FMS, TFS nor WNM-Sleep procedures applied to group addressed frames.

11.3 STA authentication and association
11.3.5 Association, reassociation, and disassociation
11.3.5.3 AP or PCP association receipt procedures
Change the following list item in the lettered list 0f'11.3.5.3 as shown:
f)  The SME shall refuse an association request from a STA that does not support all of the rates in the

BSSBasicRateSet parameter and altof the membership selectors in the BSSMembershipSelectorSet
parameter in the MLME-START.réquest primitive.

Insert the following list item and\note after item h) in 11.3.5.3, and reletter the remaining list items
appropriately:

i)  An AP or PCRunay refuse GLK association based on local policy and, if so, shall return the
GLK NOT AWTHORIZED ResultCode.

NOTE—Fern example, there might be a list of authorized GLK peers or clients or a limit on the number of GLK
peers or clients and the peer or client is not on that list or its acceptance would exceed the limit.

11.3.5.4 Non-AP and non-PCP STA reassociation initiation procedures
Change the first numbered list of item c) in the lettered list of 11.3.5.4 as follows:

¢) IfaReassociation Response frame ... SUCCESS, the state variable ... to initial values:
1) All EDCAF state

11) GLK-GCR agreement
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11.3.5.5 AP or PCP reassociation receipt procedures

Change the following list item in the lettered list of 11.3.5.5 as shown:

f)  The SME shall refuse a reassociation request from a STA that does not support all of the rates in the
BSSBasicRateSet parameter and all of the membership selectors in the BSSMembershipSelectorSet
parameter in the MLME-START .request primitive.

11.24 Wireless network management procedures

11.24.16 Group addressed transmission service

11.24.16.3 GCR procedures

11.24.16.3.1 Overview

Insert the following paragraphs at the end of 11.24.16.3.1:

GLK-GCR is a variant of GCR where the setup is implicit and is accomplished using a (Re)Association
frame exchange between the peers and termination is implicit and is accompliShed when the corresponding
general link is torn down. Modification is explicit and is accomplished/using a GLK Groupcast Mode

Change Notification frame.

GLK-GCR defines two retransmission policies for group addréssed frames:
— GLK-GCR unsolicited retry
—  GLK-GCR block ack

When a GLK STA implements the GLK-GCR procedures defined in 11.24.16.4.2 or 11.24.16.4.3, it shall
set dot] IGLKGCRImplemented to true; otherwise dotl |GLKGCRImplemented shall be set to false. When
dot1 IGLKGCRImplemented is true the GLK*GCR bit field shall be set to 1 in the Extended Capabilities
element, to indicate support for GLK-GCR, otherwise the field shall be set to 0.

11.24.16.3.2 GCR group membership procedures

Insert the following paragraph”at the beginning of 11.24.16.3.2:

The GCR group membership procedures do not apply to GLK-GCR. GLK-GCR uses SYNRAs.
11.24.16.3.3 GCR'setup procedures

Insert the-following paragraph at the beginning of 11.24.16.3.3:

Thefollowing setup procedures apply only if the underlying link is a non-general link.

11.24.16.3.4 GCR frame exchange procedures

Insert the following paragraph at the beginning of 11.24.16.3.4:

The GCR frame exchange procedures do not apply to GLK-GCR. See 11.24.16.4.2 for GLK-GCR frame

ottt
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11.24.16.3.5 Concealment of GCR transmissions

Insert the following paragraph at the beginning of 11.24.16.3.5:

The concealment of GCR transmissions does not apply to GLK-GCR.
11.24.16.3.6 GCR unsolicited retry
Insert the following paragraph at the beginning of 11.24.16.3.6:

The GCR unsolicited retry procedures do not apply to GLK-GCR. See 11.24.16.4.3 for GLK-GCR
unsolicited retry.

11.24.16.3.7 GCR block ack

Insert the following paragraph at the beginning of 11.24.16.3.7:

The GCR block ack procedures do not apply to GLK-GCR. See 11.24.16.4.4 for GL. K*GCR block ack.
11.24.16.3.8 GCR-SP

Insert the following paragraph at the beginning of 11.24.16.3.8:

The GCR-SP delivery method does not apply to GLK-GCR.

Insert the following subclause (11.24.16.4) after 11.24:16.3.8:
11.24.16.4 GLK-GCR
11.24.16.4.1 Overview

GLK-GCR functions as GCR does exeept as described in the subclauses below. The RA field in the MAC
header corresponding to the Data™Mrames transmitted under the GLK-GCR agreement shall contain a
SYNRA.

11.24.16.4.2 GLK-GCR frame exchange procedures

A GLK AP that supports GLK-GCR and has set up GLK-GCR for groupcast transmissions shall transmit
group addressedSframes only via the GLK-GCR mechanism. The GLK AP shall not transmit groupcast
frames via the No-Ack/No-Retry (non-GCR; see 10.3.6) service as long as GLK-GCR is active. Data frames
using the-GEK-GCR mechanism use the non-GCR-SP delivery mode. A GLK AP providing GLK-GCR
service~may switch between GCR block ack, or GCR unsolicited retry retransmission policies only after
indiedting such a switch using the GLK Groupcast Mode Change Notification frame.

When the GLK AP updates the GLK-GCR retransmission policy, the GLK AP shall set the Last Sequence
Control field in the GLK-GCR Parameter Set element to the sequence number of the MPDU corresponding
to the GCR traffic flow that is being updated that was delivered prior to the change in retransmission policy.

To avoid undetected retries being passed up at a receiver’s MAC SAP, GLK non-AP STAs that support
GLK-GCR should detect an]ir‘quc of received Qroup addressed frames and discard them (see 103 2 12)
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A GLK AP may update the retransmission policy for any reason, such as a change in the size of the group or
the capabilities of the members of the group The GLK AP advertises the current settings using a GLK
Groupcast Mode Change Notification frame.

11.24.16.4.3 GLK-GCR unsolicited retry

A STA supports the GLK-GCR unsolicited retry retransmission policy if dotl lGLKGCRImplemented is
true; otherwise, the STA does not support the GLK-GCR unsolicited retry retransmission policy.

A GLK AP adopting the GLK-GCR unsolicited retry retransmission policy uses the backoff procedure
described in 10.22.2.10.2.

If a block ack agreement has successfully been established for a group addressed stream that is delivered
using the GLK-GCR unsolicited retry retransmission policy, the GLK STA shall follow the-duplicate
detection procedures defined in 10.3.2.12 and 10.24.4.

11.24.16.4.4 GLK-GCR block ack

A STA supports the GLK-GCR block ack retransmission policy if dotl 1 GEKGCRImplemented is true;
otherwise, the STA does not support the GLK-GCR block ack retransmissiofipolicy.

The Buffer Size subfield in the GLK-GCR Parameters field in the GLKAGCR Parameter Set element sent in
the (Re)Association Response frame by the GLK AP is the GCR buffer size (see 10.24.10).

Insert the following subclauses (11.51 and 11.52) after 11.50.7:

11.51 GLK operation

11.51.1 General

GLK STAs are capable of creating generallinks with other GLK STAs, that can be used as links within an
IEEE 802.1Q bridged network. Such links*(1) include facilities to send group addressed Data frames to a
subset of receiving GLK STAs including use of improved GCR mechanisms, (2) can be mapped to the
IEEE 802.1Q Internal Sublayer Setvice, and (3) provide link metrics appropriate for use by IEEE 802.1Q
bridges in making routing decisions.

When dotl IGLKImplemented is true, the STA is a GLK STA and dotl1QosOptionlmplemented shall be
true. A STA advertises its GLK capability using the GLK field of the Extended Capabilities element (see
9.4.2.27). dot1 1GLKImplemented is true if and only if a STA implements the GLK facility.

The Supported-Rates and BSS Membership Selectors or Extended Supported Rates and BSS Membership
Selectors-elements shall include the GLK selector if dotl lGLKRequired is true.

If dotN'GLKRequired is true, every association or mesh peering created by the STA shall establish a general
link:

In an IBSS, if dot] IGLKRequired is not true, general links shall not be established.

A GLK STA shall support SYNRA operations as described in 10.65 and 10.66.

11.51.2 Reported-general link-metrics

The bridge management protocols in IEEE Std 802.1Q require link metrics for each general link. GLK STAs
shall provide metrics for their general links as follows:
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