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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
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f (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability o
led patent rights in respect thereof. As of the date of publication of this document, ISO and IEC ha
ved notice of (a) patent(s) which may be required to implément this document. However, impleme
autioned that this may not represent the latest inforiiation, which may be obtained from the p
base available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be
bnsible for identifying any or all such patent rights:.
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nization (WTO) principles in the(Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.
IEC, see www.iec.ch/understanding-standards.

document was prepared’ by Joint Technical Committee ISO/IEC JTC 1, Information Technd
pmmittee SC 7, Software and systems engineering, in cooperation with the Systems and Soft
heering Standards Eommittee of the IEEE Computer Society, under the Partner Standards Develop

second edition” cancels and replaces the first edition (ISO/IEC/IEEE 41062:2019), which has
nically rewvised.

main e€hanges are as follows:

logy,
vare

ment

been

he'eight steps of software acquisition were replaced by four sub-processes of software acquisitiory;

— discussion of the various forms of requirements and their implications was expanded;

— additional attention was given to acquisitions of services;

— alternatives to traditional methods were described for identifying prospective suppliers, structuring
requests for proposals (RFPs), evaluating proposals, and negotiating contracts;

— numerous insights and tips are provided to aid in avoiding common acquisition difficulties;
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— the acquisition of operations, maintenance and support services in conjunction with acquiring software
products was added.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

This document describes the management and execution of software acquisition activities and is intended for:

This[document is designed to help organizations and individuals:

This[document is intended to satisfy the following objectives:

individuals or organizations that acquire software or software services from external suppliers for
operational use, including software implementation, support, and operations services;

individuals or organizations that acquire software from external suppliers for resale to other individuals
or organizations;

jmdividuats or orgamzaflons that infiuence Now Soitware and Soitware Services is acqulred from

guppliers or implemented, operated, and maintained by suppliers;

guppliers interested in providing high-quality software to acquirers.

Incorporate quality considerations during the definition, evaluation, selection, implementdtion,
dcceptance, operation, and support of supplier software for operational use;

$pecify how the external supply of software and software services should be specified, selected,
onitored, and accepted on behalf of end users.

¢nable acquirers to more effectively acquire software that econoimically meets their needs;
¢nable external suppliers to more effectively and economically deliver software that meets acquirers’ npeds;

¢nable acquirers and suppliers to establish fair, understandable, suitable, and sufficient agreements for
the acquisition of software;

promote consistency within and among organizations in acquiring software from external suppliers;

provide guidance and useful practices for enhancing the quality of acquired software and the softare
dcquisition process;

provide guidance and useful practices for evaluating and qualifying supplier capabilities to meet the
acquirer’s business and technical requirements;

provide guidance and useful-practices for evaluating, qualifying, and contracting for proposed suyplier
Joftware;

provide guidance and) useful practices for evaluating and determining acceptability of softare
mplemented by extérnal suppliers;

provide guidance and useful practices for specifying, evaluating, and controlling the acceptability of
pngoing software services provided by external suppliers.

This|document can be helpful if the software acquirer and supplier are both part of the same organizatjon.

While
relevs : sHrotintended

development, testing, or operation.

Each organization or individual using this document can identify the specific set of activities to include
within the organization’s acquisition process, given its legal and regulatory environment, procurement
guidelines, and life cycle processes.

© IEEE 2024 - All rights reserved
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Software engineering — Life cycle processes — Software
acquisition

1

This

and

cope

acqujisition of software or software services. These practices can be applied in competitive, and i
sourfe procurements, regardless of the type, size, complexity, and cost of the acquisition. The-docume

be af

software supply chain can include integration of off-the-shelf (OTS), custom, software’as a service (Saa

open

integration, verification (testing) and operation. Security and safety are ingladed as attributes

cons

(security), safety, and cloud services are not included.

2
The

Normative references

following documents are referred to in the text in such a way.that some or all of their content consti

requirements of this document. For dated references, only théedition cited applies. For undated refere
the latest edition of the referenced document (including any;amendments or corrigenda) applies.

ISO/IEC/IEEE 12207, Systems and software engineering & Software life cycle processes

document describes a set of useful activities, tasks, methods, and practices that acquirers of softare
related services from unrelated (external) suppliers can apply to help ensure an efficient and-effefctive

sole
can

plied to software that runs on any computer system regardless of its size, complexity, or criticality The

), or

-source software. Software services can include software development and sustdiiment (maintengnce),

o be

dered during the acquisition. However, specific requirements for acquisition of information assuiance

futes
hces,

ISO/IEC/IEEE 15289, Systems and software engineering — Content of life-cycle information [tems
(docymentation)

3 Terms, definitions and abbreviated terms

3.1 | Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO, |EC and IEEE maintainterminology databases for use in standardization at the following addresses:

— 1SO Online browsing platform: available at https://www.iso.org/obp

— EC Electropedia: available at https://www.electropedia.org/

— IEEE Standards Dictionary Online: available at: http://dictionary.ieee.org

NOTH Definitions for other systems and software engineering terms typically can be found in ISO/1IEC/IEEE 24765,
available-at-www-computerorg/seveocab:

3.1.1

acquirer

stakeholder that acquires or procures a product or service from a supplier (3.1.19)

Note 1 to entry: Other terms commonly used for an acquirer are buyer, customer, owner, purchaser or internal/
organizational sponsor.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.1]

© IEEE 2024 - All rights reserved
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3.1.2
acquisition
process of obtaining a system, product or service

[SOU

RCE: ISO/IEC/IEEE 12207:2017, 3.1.2]

3.1.3

agile development
software development approach based on iterative development, frequent inspection and adaptation, and
incremental deliveries in which requirements and solutions evolve through collaboration in cross-functional

team

s and ‘rhrmlgh continuous stakeholder feedback

[SOU
defin

3.14
busi
strat
its pi

Note
adva

Note
descy

Note
accor

[SOURCE: ISO/IEC TR 29110-5-1-4:2018, 3.5, modified — "help! has been added; notes to entry has been ad

RCE: ISO/IEC/IEEE 26515:2018, 3.1, modified — "software" has been added at the beginnihg J
ition.]

hess objective
egy designed by senior management to help ensure an organization's continued existence and enh
ofitability, market share, and other factors influencing the organization's success

1 to entry: Capability, performance level or process outcome (3.1.13) to be achieved to solve a problem
itage of an opportunity, or meet a challenge and thereby provide benefit or valde:

2 to entry: Identifying business objective(s) is an integral part of the business or mission analysis pr
ibed in ISO/IEC/IEEE 12207:2017, 6.4.1.

3 to entry: Business objectives are not the same as business requirements (3.1.5); business objective]
nplished by satisfying business requirements.

f the

ance

take

pCesS

S are

ded.]

hlue.

ents;

Fions.

3.1.5

busipess requirement

requjrement that describes in business terms what:needs to be delivered or accomplished

Note|l to entry: The business requirement is a means to achieve business objectives (3.1.4) and thereby provide v
Note|2 to entry: A product, system, or itemof software is not and does not determine the business requiren
rathdr, a product, system or item of softwatecan be used to satisfy the business requirements.

Note|3 to entry: The term “business’ here is used broadly and generically, without implying a commercial venture,
and dan pertain to both personal andwork, for-profit and not-for-profit, and production and administrative situa
[SOURCE: ISO 29481-1:2016, 3'4, modified — Notes to entry have been added.]

3.1.4

COT}

comxercial off-the-shelf

product availabléfor purchase and use without the need to conduct development activities
[SOURCE:JSO/IEC/IEEE 90003:2018, 3.4]

3.1.7

defect

fault or deviation from the intended level of performance of a system or software

[SOURCE: ISO/IEC 23643:2020, 3.4]

3.1.8

func
requ

tional requirement
irement that specifies a function that a system or system component performs

[SOURCE: IEEE Std 730-2014, 3.2]

© IEEE 2024 - All rights reserved
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3.1.9

hazard

source or situation with a potential for harm in terms of human injury or ill health (both short and long
term), damage to property, damage to the environment, or a combination of these

[SOURCE: IEEE 7000:2021]

3.1.10
IT asset management
ITAM

coordinated activity of an organization to realize value from IT assets

[SOURCE: ISO/IEC 19770-1:2017, 3.3, modified — "IT" has been added in the term and the definition; the
abbreviated term "ITAM" has been added.]

3.1.11

non-functional requirement
any frequirement for a software-intensive system or for a software product, including how it should be
developed and maintained, and how it should perform in operation, except any funetional user requirement
for the software

[SOURCE: ISO/IEC/IEEE 32430:—1), 3.1.25, modified — The abbreviated term,"NFR" has been removed|]

3.1.12

off-the-shelf

OTS

prodjuct or system already developed and available

3.1.13
prodess outcome
obsefvable result of the successful achievement of the process purpose (3.1.14)

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.34]

3.1.14
prodess purpose
high{level objective of performing the process and the likely outcomes of effective implementation of the prcess

Note|[l to entry: The purpose of implemeénting the process is to provide benefits to the stakeholders.
[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.35]

3.1.15
product requirement
requjrement that describes how a product, system, or item of software will satisfy a business requiregment
(3.1.5) and therebyprevide value

3.1.16
safety
expefctation:that a system does not, under defined conditions, lead to a state in which human life, hgalth,
property,or the environment is endangered

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48]

3.1.17

software acquisition

process that begins with the decision to obtain a software product or service with the outcome of acceptance
of the software

1) Under preparation. Stage at the time of publication: ISO/IEC/IEEE PRF 32430:2024.

© IEEE 2024 - All rights reserved
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3.1.18
software requirement
software capability needed by a user to solve a problem or to achieve an objective

Note 1 to entry: A software requirement is a form of product requirement (3.1.15).

3.1.19

supplier

organization or an individual that enters into an agreement with the acquirer (3.1.1) for the supply of a
product or service

Notel|l to entry: Other terms commonly used for supplier are contractor, producer, seller, or vendor.
Note 2 to entry: The acquirer and the supplier sometimes are part of the same organization.
[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.60]

3.1.20

techpical requirement

requjrement relating to the technology and environment for the development, maintenance, supporf and
execfition of the software

3.2 | Abbreviated terms

FOSS free and open-source software

LOU letter of understanding

MOU memo of understanding

NDA non-disclosure agreement

QA quality assurance

RFI request for information

RFQ request for quote

RFP request for proposal

RPP request for prototype proposals

SaaS$ software as a'service

SLA service level agreement

SOI systénrof interest

SOW| statement of work

T&M time and materials

V&V verification and validation

4 Software acquisition process

4.1 General

The acquirer shall perform software acquisition as specified in the process outcomes, activities, and tasks
of the acquisition process required in ISO/IEC/IEEE 12207, with additional requirements as specified in

© IEEE 2024 - All rights reserved
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Clauses 6 through 10 and Annexes B and C. Information items (output) shall conform to the required content
of ISO/IEC/IEEE 152809.

For convenience in this document, requirements quoted from these normative standards are shown in boxes.

Quoted requirements include the acquisition process purpose, outcomes, activities and tasks.

4.2

Purpose

The

purpose of the Acquisition process is to obtain a product or service in accordance with the acquirer’s

reqy
[1SO)

frements
IEC/IEEE 12207:2017, 6.1.1.1]

This{document applies primarily to the software acquisition process, for the acquisition of software products

and 5

4.3
The

ervices from external suppliers.

Outcomes

ollowing outcomes shall apply to the acquisition of software and software-related services:

a)
b)
‘)
d)
e)
[1SO

A request for supply is prepared.

One or more suitable suppliers are selected.

An agreement is established between the acquirer and supplier.
A product or service complying with the agreement is accepted:
Acquirer obligations defined in the agreement are satisfied.
IEC/IEEE 12207:2017, 6.1.1.2]

Opeq]
with

ation and maintenance of the supplied software @r consumption of the supplied services consigtent
the contract are examples of delivered softwdrte and services. Some or all of such activities cdn be

perfgrmed by the acquirer, by the supplier of the acquired software and services, or by a subsequently and

sepa
4.4

4.4.1

The
be p¢

a) |
b) 4

rately engaged third-party supplier.
Structure of the software acquisition process

Software acquisition sub-processes

boftware acquisition process consists of four major sub-processes within which relevant activitied may
brformed in a more flexible, less sequential manner:

planning and requesbfor proposals (RFP);

bvaluation, selection, and contracting;

NOTH
addit
such

from

acquiSition of operations, maintenance, and support.

mplementation and acceptance;

he acquisition of operations, maintenance, and suppo 1b-process pertain on 0 _essentially an
ional acquisition of such services in conjunction with acquisition of an executable software product to which
services pertain. Operations, maintenance, and support services that are obtained in their own right separately
acquiring the executable software product(s) to which the services pertain are treated like any acquisition of

software services and are not addressed in the associated operations, maintenance, and support sub-process.

Each

sub-process includes its purpose, outcomes, and activities and tasks in addition to activities for

security, risk management, process improvement, and verification and validation (V&V).

Figure 1 illustrates the four sub-processes of the software acquisition process, along with supporting life
cycle processes.

© IEEE 2024 - All rights reserved
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( Planning and RFP ]

sub-process
L (Clause 6) J

T AN
|’ Acquisition of } Verification Evaluation, selection
: Operations, maintenance | and and contracting
| and support sub-process | N sub-process
| validation
l\ (Clause 9) ] (Clause 7)
NS ————— r————— /
|2
Implementation and
acceptance
sub-process
(Clause 8)
[ Security
[ Risk management
[ Process improvement
Key
| activity

optional activity

QA activity

—
|
| D B

> relationship
Figure 1 — Software‘acquisition sub-processes

Tablg¢ 1 illustrates the alignment of the four'sub-processes described in this clause to ISO/IEC/IEEE 12707.

Table 1 — Alignment‘with the acquisition activities in ISO/IEC/IEEE 12207

ISO/IEC/IEEE 12207 acquisition activities Sub-processes in this document

a) Prepare for the acquisition Planning and RFP

b) Advertise the adquisition and select the supplier

- — Evaluation, selection and contracting
c) Establish andunaintain an agreement

d) Monitor theagreement

- Implementation and acceptance
e) Acceptthe product or service

a) Prepdre for the acquisition
b) tAdvertise the acquisition and select the supplier
c)\ Establish and maintain an agreement

A Monitortha aaroamant
e—roRttortRedgreement

Acquisition of operations, maintenance and
support

e) Acceptthe product or service

NOTE 2 The operations, maintenance and support sub-process pertains to the acquisition of such services for an
executable software product or SaaS.

4.4.2 Defining the acquisition process

A software acquisition’s effectiveness and efficiency generally are enhanced by following an explicit and
well-conceived acquisition process. Many organizations already have and thus can readily apply a defined
software acquisition process. Other organizations may define their software acquisition process, which may

© IEEE 2024 - All rights reserved
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include formalizing existing but undocumented or informal processes, before proceeding with a particular
acquisition. In either case, the acquirer should regularly review its software acquisition process and revise
it as appropriate.

A software acquisition process may include the following tasks.

a)
b)

f)
g)
h)

k)
D)

0)

4.4.3 Tailoringthe acquisition process

A software-acquisition involves two parties: acquirer and supplier. The acquirer’s software acquig
procgss, may be tailored or streamlined to fit the acquirer’s specific needs and circumstances, taking
into

. 1 - i | 1 ol . 1 L -
requITeImeIts aira cXpetict ICVET O1 ©I10T U alta TUITaImng.

Identify the need for software or services.
Define relevant top-level requirements to meet the need.

Identify alternative ways to obtain software or services meeting the requirements.

stimate the capability, effort, time, cost, and risk of each alternative.

f an acquisition is to be pursued, develop a request for proposals (RFP) or request for|protd
roposals (RPP) for the software or services with the chosen alternatives.

ublish and distribute the RFP or RPP to interested prospective suppliers.
espond to questions and comments, clarifying or amending the RFP or RPP astne€ded.

eceive and evaluate proposals from prospective suppliers, including requesting clarificationg
dditional information from them. Clarify or amend the RFP or RPP{as-needed, giving prospe
uppliers the opportunity to modify their proposals as needed.

dentify the supplier whose final proposal is responsive and mostadvantageous overall to the acq
gnd finalize execution of a formal contract for the proposed software.

If a formal contract cannot be executed within a reasonahle time with the identified supplier, pu
¢xecution of a formal contract with the next most advantageous responsive supplier for their prop

type

and
ctive

Llirer

rsue
osed

goftware and so forth as needed until either a satisfactory formal contract has been executed of the

gcquisition is terminated for lack of a suitable supplier or other business reasons.
Monitor and assist the supplier’s implementation of the contracted software or services.

Perform relevant evaluation of the delivered software or acceptability of services, providing the sup
Teasonable opportunity to address deficiencies.

Pay agreed-upon amounts to thesupplier, usually in response to full or partial accepted softwa
gervices delivery. Declare the contract completed upon final delivery and payment.

If the supplier also has beenfengaged to perform continuing operation, maintenance, or support ser
of the acquired software; assist the supplier to assume such roles and oversee the acceptability d
gupplier’s ongoing performance.

As appropriate, transition or end the supplier’s role, paying amounts due.

consideration. The process should be consistent with the acquirer’s technical maturity and valig

plier

‘e or

vices
f the

ition
risk
ated

NOTE The tailoring process is further explained in ISO/IEC/IEEE 12207:2017, Annex A.

The extent to which the acquisition process is tailored depends on the nature and risk of the underlying
acquisition. For example, procurement of a proven standard off-the-shelf product typically does not require
extensive requirements documentation; some acquisitions may require a support or training agreement
with additional suppliers; and a large development project with many requirements may require more
extensive documentation and specification.
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Reference to relevant internal policies and practices may be used for additional guidance on implementing a
process for acquiring high-quality software. A knowledge base of information currently available within the
organization should be maintained.

After completing the acquisition process, lessons learned should be collected and reviewed to identify
potential process improvements to meet the changing needs and objectives of the organization.

5 Software acquisition alternatives

5-1 GCllUl dl

Acquiring software from an external supplier is an alternative to developing the software internallly or
contjnuing without new or changed software. As shown in Figure 2, acquirers may acquire custonrsoftivare,
off-the-shelf (OTS) software, open-source software (0SS) which often is free (FOSS), software’as a sefvice
(Saa}), or related services, including analysis, design, development/implementation, testing, maintengpnce,
suppprt, and operations. Moreover, acquirers may acquire custom software by having seftware develpped
from| scratch, or by having off-the-shelf software, or their own software, modified\iir a material fashion.
Similarly, software as a service can be acquired and implemented without mipdification or subjeft to
mod|fication. Modifications can include other off-the-shelf and open-source“software. Acquirers can
thenjselves modify acquired software; however, modifications by the acquirer’are not considered pdrt of
the gcquisition. This document does not address acquisition of contract.staff, where the contracted |staff
members function as extensions of the acquirer’s internal staff.

Custom-developed Off-the-shelf Software as a Free and open .
. Services
software software service source software (5.6)
(5.2) (5.3) (5.4) (5.5) '

Figure 2 — Software acquisition alternatives

5.2 | Custom-developed software

5.2.1 General

An atquirer seeking a custom approaeh to meeting its needs can develop the software internally or acquire
the doftware by contracting withhan external supplier to develop it, either from scratch or by modifying
existling software. Custom dévelopment can combine a variety of custom software components| and
apprpaches, often in conjundtion with acquiring existing software products, in which case characteristjcs of
custpm-developed softwadre pertain to the parts of acquired existing software products affected by custom
deve]opment.

Custpm development is likely to be performed in accordance with one or more software development
methodologies orlife cycles, which may be specified in the contract. When methodology is not so specffied,
it is left to thé.discretion of the supplier, for whom having control over development practices can impadt the
suppllier’sgproductivity and overall performance. The contract also usually requires that the supplier d¢ploy
the iflentified methodologies in accordance with the acquirer's or supplier's policies or identified standprds.

A well-structured development agreement should provide that the developer is responsible for all work
required to complete the development other than enumerated tasks specifically retained by the acquirer.
Importantly, the acquirer should retain only those responsibilities that it is better positioned to perform
than is the supplier, such as defining its business requirements and performing user acceptance testing. An
acquirer may engage a supplier’s assistance defining the acquirer’s business requirements; and in general,
to avoid conflicts of interest, such a supplier of requirements definition services often is precluded from
proposing to deliver software to meet the acquirer’s business requirements.
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5.2.2 Advantages of custom-developed software
The advantages of custom-developed software are as follows.

— The acquirer can achieve capabilities which cannot be achieved as effectively by internal development
or by using existing software, such as off-the-shelf products. Such capabilities can include unique
functionality, ease of integration with currentbusiness and development processes, meeting performance
levels and other quality factors (often called “non-functional requirements” or “ilities”), and integration
with other systems and software.

— A particular supplier can have specific knowledge, skills, or technology not available internally to the
cquirer.

— The acquirer can have greater control over the software development, can monitor the‘courfe of
evelopment/test and, depending on the terms of the development agreement, more flexibly’change its
Tequirements or other aspects of development - though often at additional cost.

— The acquirer installs the software on its own infrastructure or controls the decision regarding the
infrastructure on which the software is deployed, giving the acquirer greater,control over operafions
gnd access to its data.

5.2.3 Disadvantages of custom-developed software
The glisadvantages of custom development include that it typically:

— increases the risk that the implementation is not successful, especially with regard to areas requfiring
gpecialized skills and knowledge, including newer technologies, security, and compliance with Jaws,
regulations, and standards;

— ¢osts more than the alternatives;
— takes more time than the alternatives;

— ¢an incur intellectual property rights issuesgincluding when open-source or other third-party softjvare
iIs incorporated within the customized seftware or where the supplier applies possibly propri¢tary
techniques or resources in the custom development.

5.3 | Off-the-shelf (OTS) software

5.3.1 General

An Jcquirer may satisfysome or all of its requirements, including security and other non-functjonal
requiirements, by acquiring and implementing existing (OTS) software on assets owned by it or [on a
third-party’s infrastructure. OTS software can be acquired directly from the software’s owner/authpr or
somgtimes from a third-party supplier, vendor, or system integrator which the software’s owner/authof has
authprized to supply to acquirers.

Existing software is typically licensed in ‘as is’ condition, although many OTS software products in¢lude
capapilities~for built-in ‘tailoring’ of the product to choose from limited sets of predefined capabilities

enables more extensive customization by the acquirer or suppliers. Such customization runs the risk of
conflicting with the product’s capabilities that its supplier supports and can result in more effort and time
than initially planned.

The preponderance of OTS software acquisition involves “shrink wrapped” software or “apps” where
the acquirer ordinarily has no direct relationship with the supplier. Thus, the acquirer takes the entire
burden of responsibility for determining whether the product satisfies their needs, often without adequate
information. The producer of the software makes no promises to the acquirer that the product meets the
acquirer’s specific needs. Therefore, the acquirer should clearly and accurately identify their needs. This
document’s treatment of OTS software pertains to products warranting a more explicit and conscious
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acquisition process than consumer products and usually involves the acquirer’s more direct interactions
with the supplier.

5.3.2 Advantages of OTS software

The

5.3.3 Disadvantages of OTS software

The

typical advantages of OTS software are as follows:
is less costly to acquire and implement than to develop and implement custom software;

can be implemented and elevated to production more rapidly than custom developed software (although
this can take maore time to implpmpnf and elevate than Q:mQ):

as less risk that the software will not satisfy requirements because the acquirer can obsetvd and
¢valuate the software prior to agreeing to acquire it;

ompared to SaaS$, gives the acquirer greater control over the decision regarding the infrastructufe on
which the software is deployed, control over operations and access to its data.

lisadvantages of OTS software are as follows.

Depending on the parties’ relative leverage, it can be difficult for the.acquirer to negotiate favoufable
icense terms, and the negotiated license terms can limit the acquirér’s’use of the software.

he software can partly satisfy the acquirer’s needs, so that additional solutions, or modifications tp the
cquired solution, are needed to fill these gaps. Moreover, thesaftware can provide features or capabilities
hat are not required or desired and that add cost and complexity to the solution. The acquirer can be
nable to modify the OTS software accordingly to address differences from the acquirer’s needs of can
ncur extra costs, delays, and risks attempting to do $o.

he acquirer often decides to make changes to its business processes and other systems to realize the
enefits of the OTS software. Such changes, orfailing to make such changes, can take time, be costly, and
ncrease risks to business effectiveness, espeeially where users resist such changes.

aintaining software written by someone else is inherently risky.

ypically, support for the software€¢omes from the supplier or a third-party familiar with the software for
nstallation, maintenance, and operational support. Realization of the benefits of the software depends
n part on the quality of such Services, which in turn rely on the supplier or other third party’s capability
nd capacity, and the ternis'megotiated by the acquirer, on the one hand, and the supplier or other third
arty, on the other hand.

pgrades, new releases, and new versions are controlled by the supplier and determined by marketplace
eeds. Such charges can be inconsistent with the acquirer’s needs. Moreover, supplier maintenancg can
e dependentonthe acquirer implementing such upgrades, new releases and new versions which cqn be
ncompatibte-with the acquirer’s then current environment.

ecause-the acquirer usually is dependent on the supplier of OTS software for the software’s support,
ainténance, and upgrades, the acquirer is continually at risk of no longer receiving suitable supjport,
aintenance, and upgrades necessary for the continued successful use of the software. In some [such
instances, the acquirer can [0S€ access to its data. such risks often are realized when the OTS supplier
changes business directions or ceases to operate. Contractual provisions, such as software escrow,
may in some cases mitigate such risks. However, an acquirer can find itself in the unexpected position
of having to support software which it had acquired in part because of the anticipated availability of
supplier support at reasonable rates.
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5.4 Software as a service (SaaS)

5.4.1 General

An acquirer can satisfy some or all of its requirements by acquiring software as a service (SaaS) which
provides the acquirer remote access to an operational version of the software on the supplier’s infrastructure
or on infrastructure of a third-party under contract with the supplier. Inputs to the remote software product
are transmitted to the supplier and outcomes/results/products from using the software product are
transmitted back to the acquirer typically using external networks or the internet. This acquisition option is
not limited to but frequently is part of the cloud computing approach (the ISO/IEC 22123 series) to software
(i.e. fenting access to products, services, infrastructure, etc.).

5.4.1 Advantages of software as a service (SaaS)
The advantages of SaaS are as follows.

— ps with OTS, there is less risk that the software will not satisfy requirements than custom software
because it can be observed in operation prior to acquisition.

— Typically, SaaS can be implemented more rapidly than OTS or custom software.

— Typically, there is no need for the acquirer to provide internal computing/assets to support developing,
pperating, maintaining, and supporting the equivalent products or\services, thus reducing costg and
fime in preparation for using the solution, as compared to both cusfem-developed and OTS.

— Typically, implementation of SaaS is less risky than is implementation of OTS or custom software| The
$aaS supplier assumes more of the risk compared to in-houseé operations.

5.4. Disadvantages of SaaS
The glisadvantages of SaaS$ are as follows.

— Unless the acquirer is a major customer, or the'lacquirer otherwise has unusual leverage over the supplier,
the terms of the license agreement are likely to be non-negotiable, which can constrain how the solfition

ay be used by the acquirer, possibly to-the acquirer’s detriment. Thus, it can be especially impoftant

for the agreement to protect the acquirer from future issues such as price increases over time, chgnges

jo service terms, untimely obsolescence, and undetected cyber vulnerabilities.

— The solution may not satisfytall of the acquirer’s needs; and it may also provide features/capabilities
that are not required, not'desired or even tolerable to the acquirer. The acquirer may need additjonal
$olutions, or modificatidns to the acquired solution but have little ability to do so.

— The location of whére the data is stored is not controlled by the acquirer, therefore the data (personal
flata, sensitive data, etc.) can be subject to the rules and regulations of the locality of the supplier.

— In the event the supplier ceases to operate (e.g. bankruptcy of supplier), the acquirer may have nd way
o continue‘its related necessary business operations and may lose its data, especially if the conltract
fails toseoritain adequate provisions for segregating the acquirer’s data from other customers’ datal The
potential exists for loss of product functionality and product support.

— Hheaequireroftenhastomakechangestoitsbusinessprocessesandothersystemstorealize the benefits
of the software. Such changes can take time, be costly, and increase risks to business effectiveness,
especially when users resist such changes.

— Use of external networks can amplify concerns for data protection and solution performance. These are
concerns for all software but can be exacerbated by using SaaS.

— Accesstothesolution can be problematic due to dependency on external assets. Operational performance,
and even availability, can be affected by technology outside the acquirer’s control, such as network access
and capabilities. Again, the acquirer may have greater control if it, or a third-party in contract with it, is
responsible for controlling access.
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— Upgrades, new releases, and new versions are initiated mostly by the supplier and determined by

5.5

marketplace needs. Such changes can be inconsistent with the acquirer’s ongoing needs. More

over,

supplier maintenance may be dependent on the acquirer implementing such upgrades, new releases
and new versions which can be incompatible with the acquirer’s then-current environment, needs, or

timeframe.

Free and open-source software (FOSS)

5.5.1 General

Free|and open-source software (FOSS) is a unique form of OTS software. While there can be free soft

that

is not open-source and there can be open-source software that is not free, the combination-(EOf

cominon and has special characteristics relevant to acquisition. Some software can be available forfreg
but without access to source code. Some licenses do not allow modification. Such software is10t consid

FOSS

used|to transmit malware.

An afquirer pays nothing for the FOSS and receives the source code so that the @cqtirer thereafter
mod|fy the code to meet the acquirer’s needs. Ordinarily modifications are made to the code base sg

futu

e acquirers receive the updated version of the source code, which include§ this acquirer’s updates

Acqyiring FOSS in some ways resembles acquisition of a consumer preduct, which also is taken “a

but

liffers in the following points. FOSS generally has no identifiable-producer or other party tg

resppnsibility for the software being acquired. Thus, the FOSS is acquired from “the community” r
than|from a specific supplier. Typically, the use of FOSS is governed by acceptance of some general
contracting conditions rather than through formal contractingmith a supplier.

An al:quirer considering the acquisition of FOSS should défine its requirements as if it were consid

acqu

ring custom, OTS or SaaS and carefully considef<the extent to which the FOSS meets its n

Howgver, when acquiring FOSS, the acquirer does not prepare a request for proposals (RFP), because {
is nq supplier to respond. Thus, the acquirer is responsible for determining whether the FOSS meet
acqujrer’s needs and has essentially no recourse inicase of problems with it.

Eval

hating the adequacy of FOSS can be difficult. While the acquirer can review the source code 1}

entirjety before selecting it, a large code base-'can make such detailed evaluation impractical. More worl
descriptions of the software can be limifed and of questionable accuracy, especially since often the ve

bein

aspegt that can influence the selection of a FOSS component is the license of use, which can guide the
acqujsition (even if the componentis free) to avoid further legal problems.

The

acquirer or supplier shotld participate in an open-source license compliance program to help build

between organizations exchanging software solutions with open-source software libraries.

NOTH ISO/IEC 5230-5pecifies requirements of an open-source license compliance program.

Morgover, thereiegan be no reliable or even available support for the acquired version. On the other hand,
sourfe code iS.included, the acquirer can make its own changes - at its peril. The total cost of FOSS inc
costg for eustomizing and installing code, converting/creating data, and training. Although FOSS c4

Zero

cost.to acquire, it can drive higher than anticipated maintenance and sustainment costs through

wvare
S) is
use,
ered

, is not discussed herein, and should be acquired with the greatest of care, especially/‘since it often is

may
that

S is,”
king
hther
FOSS

bring
peds.
here
5 the

n its
xable
rsion

b acquired can include changes made by other acquirers or interested parties in the community. Angther

final

frust

since
udes
n be
put a

syst¢nrs life cycle.

5.5.2 Advantages of FOSS

The

advantages of FOSS are as follows.

— Typically, the FOSSis free, although the cost after modification and implementation can be more than the

cost of other alternatives.

In many cases there are big communities supporting the development of new functionalities and updates

of FOSS software.
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— Avariety of public software licenses exists that fit for different types of users and organizations.

5.5.3 Disadvantages of FOSS

The disadvantages of FOSS are as follows.

— There is no warranty that FOSS software can be updated or maintained. This can also happen in
proprietary or SaaS software but typically not during the term of any contract providing for maintenance
and support.

— The FOSS is unlikely to meet all the needs of the acquirer and extra development and integration ¢
s likely required.

— There can be a lack of documentation explaining how to integrate and use the software:
— There is no certainty that the applicable open-source communities address problems‘when reporte
— The acquirer does not have the control of the FOSS and its different versions.

— Obligations to contribute custom modifications of the software to the community can be inconsi
vith the acquirer’s or supplier's interests or capabilities.

ffort

stent

— Intellectual property rights issues can arise, especially when a pieceof OSS is incorporated within ¢ther

acquired software.

— Adapting and integrating FOSS is sometimes difficult and tetdl cost can exceed that of other approaghes.

Rather than requiring a COTS or custom-developedsoftware product, software acquisition can resylt in

obta]ning ongoing services for almost every software life cycle process, such as project manager
softyare architecture, requirements engineering, programming, testing, quality assurance, and
development services such as installation, seftware operation, and maintenance (both corrective
adapftive). Software acquisition was formerly'considered as acquiring an executable software product|
services the supplier performed were typically treated as incidental to producing the executable soft
product. Such services include programming, testing, analysis, project management, and installg
In adldition, this document recognizes and separately addresses post-development services: oper3
mairtaining, or support acquired along with executable software products.

Many software acquisition$_primarily involve acquiring software services rather than as incident
related to acquiring identified executable software products. Such acquired services often are referred
“outgourcing”. Consequently, this document also addresses acquisition of such software services wherj
supplier has control.over and responsibility for performing services. For some acquired services, ther
be cansiderationgspécific to the services which need to be addressed explicitly in the acquisition.

EXANPLE ISO/IEC/IEEE 26512 provides guidance for the acquisition of documentation and document
servifes andsthe ISO/IEC 20000 series provides requirements and guidance for a service management system.

NOTH This document does not address staff augmentation, wherein the supplier supplies personnel to pet

hent,
post-

and

and
vare
tion.
ting,

hl or
to as
e the
b can

ation

form

Slmll reoftwaro corvicos hutundaortho diraction and contral ofthe qrqnivnr
H-SoHWH-e-SelHceSauHhRaerttie-aHecHohRaha-cohtor-oitiedcquiel-

When the services are for a particular project, it usually is somewhat easier to define the requirements
for the supplier than when the supplier is being engaged to perform services “in the capacity” of an entire
function for the acquirer. For example, a supplier often is engaged to act as the acquirer’s entire software
development or testing function, essentially standing in the place of an internal unit. In such a situation, the
supplier can be held accountable for performing expected activities in a suitable manner and with reasonable
skill; but without a more specific definition of required results, the supplier cannot be held responsible for
whether such activities in fact produce the acquirer’s desired results. Mechanisms should be included to

define the supplier’s promised results as well as the activities aimed at achieving such results, typical

ly on

an ongoing basis during the duration of the acquired services. Agreements should define the character and
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quantity of work the supplier is obliged to perform, as well as mechanisms to measure quality and address
changes, including the circumstances and procedures for changing the payment due the supplier. A metric

such as function points provides a standardized way for defining the expected quantity of work.

6 Planning and RFP sub-process

6.1 Purpose

The purpose of the planning and RFP sub-process is to determlne whether to acqulre software to meet a

and ¢ 1str1but1ng arequest for proposals (RFP) to supply software or services that meet the need.

Figure 3 summarizes the key activities and outputs of the planning and RFP sub-process,.Plannin
acqujsition starts by forming a team to manage and carry out the acquisition. The organizatioen’ may d
to erlgage assistance for the team at this point. Other teams may engage assistance at a;later point o1
entirely on internal resources. The team gathers relevant data regarding the acquirer’s business n
and analyses the make vs. buy feasibility of alternative approaches for meeting those/needs. If the ana
indidates that none of the approaches is feasible or that the acquirer is best served’by“developing (maki
software solution itself, the acquisition goes no further.

| 4
Form team I_ Approved acquisition strategy Apply str_ategy,
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Figure 3 — Planning and RFP sub-process

Alternatively, when the feasibility analysis indicates that the acquirer is best served by acquiring (buying)

a software solution from an external supplier, the team develops a strategy for guiding the acquisition.

The

main planning and RFP sub-process activity involves gathering, analysing, and organizing information
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regarding a set of topics which describe the acquisition and are included in a request for proposals (RFP)
that is published and distributed to prospective suppliers.

6.2 Outcomes
Outcomes of the planning and RFP sub-process shall include:
a) business needs and alternative ways to meet the needs are analysed, with recommendations selected:

1) develop (make or build) software internally;

2) acquire (buy) software or services from an external supplier; or

3) make no software change, continue business as usual (BAU) current practices, possiblysinclyding
improving relevant non-software processes;

b) 4n acquisition strategy is developed, including identification and development of:
) relevant data for applying the strategy;

2) arequest for proposals (RFP) to supply software or services to the acquirer'that meet the acquirer’s
requirements;

c) prospective suppliers have sufficient information to submit a proposalywhich the acquirer can evaluate
effectively and efficiently;

d) the acquirer’s proposed allocation of risk is made available t0 inform suppliers before pricing the
golution or services;

e) foundations for contractual agreement are establishedyincluding:

) desired procedures for administering a contnact with a selected supplier including remedids for
non-performance;

?) significant parts of a prospective contract for engaging a supplier, approved from both contenf and
legal standpoints.

6.3 | Planning the software acquisition strategy

6.3.1 Develop an acquisition Strategy

a) [Prepare for the acquisitioh
1) [Define a strategy for-how the acquisition will be conducted.
[ISOYIEC/IEEE 1220%:2017, 6.1.1.3]

An dcquisition .strategy establishes at a high level the process the acquirer wishes to follow fqr its
proclirementy subject to review and discussion with the supplier once a supplier has been select¢d. A
stratlegy guides the acquisition activities but is not those activities. The acquisition strategy should in¢glude
the fpbllowing:

a) listsofeapak T0Se6 eacquiringorganizationand-thoseof potenttatsupptiersithatarehelpful
in identifying who can provide the needed software and services including implementation services;

b) lists of anticipated supplier and acquirer responsibilities; including whether to seek external assistance
with the acquisition and the anticipated nature and extent of such assistance;

c) coordination with the organization’s other strategies;

d) lists of potential options for acquisition and the risk, cost, and benefits for each; options typically include
custom development, OTS with or without customization, SaaS, or services rather than executable
products;
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e) adescription and analysis of implementation, maintenance, operations, and support options;

f) i
g) i

dentification of intellectual property and data access and ownership issues;

dentification of any regulatory and tax issues.

6.3.2 Perform feasibility study

Among the first key project milestones, typically is the completion of a feasibility study that can be used by
management to determine whether to proceed with acquisition.

A feg
strer
noth
softy
oper
criti

sibility study considers the organization’s business needs, ways to satisfy those needs, and respe
gths, weaknesses, and estimated costs and benefits of the respective approaches including
ing (continuing with present practices). The study should also consider the key attributes o
vare/services to be acquired. These attributes can include high-level descriptions of furictionality
htions. Other issues to be addressed in the study should include business criticality, security, and sg
ality, the degree of novelty and risk exposure, the required time frame, estimated financial ber
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fost, internal development and operational capabilities, experience with and attitudes toward ext

d also be identified, described, and assessed.

Assess and manage risk

vare acquisition historically has had a high rate of full or partial failure, including acquiring soft
fails to provide the acquirer expected benefits, acquiring software that costs much more than exp4
sometimes more than the value of benefits the software-provides, and acquisition processes that
or take longer than expected and sometimes also create‘other undesirable effects.

continued prevalence of such difficulties is evidence that their real causes often are not idenf

mon characteristics of acquisition inadequagies are that acquirers repeat (their own or otH
[ices without meaningful analysis or imprevement of the acquisition process and that acquirers bj
iers for all issues but seldom recognize, Tet alone acknowledge, their own role in causing inaded
sitions. This document provides analysis of and suggested improvements for practices which too
ly have been repeated from acquisition to acquisition.

med observers find that inadequate and inappropriate requirements are the biggest sour

ctive
loing
[ the
r and
fety-
efits
brnal
limit
hints

vare
cted
cost

ified
ions.
ers’)
lame
uate
bften

re of

acqujisition difficulties. Consequently, this document gives special attention to the distinctions among
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ral qualitatively different(types of requirements in the RFP and their effects on what the supplie
annot propose in respohse. Defining the appropriate type of requirement is necessary but not suffi
is, regardless of type) the requirements need to be defined accurately and clearly. Other stand

ication and validation (V&V) techniques described below help identify requirements more accun
learly.

pctive evaluation, selection, and contracting together form the next highest acquisition risk. They g
nly the adequacy of the acquired software but also its cost and the cost of the acquisition prg

Whi

thein déficiencies originate when they are defined in the planning and RFP sub-process. This document

these activities are carried out in the following evaluation, selection, and contracting sub-pro

ess requirements definition, though mainly regarding product, system, or software requirements. $
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far greater visibility and analytical attention to performing these activities in ways that reduce common
risks, starting with their roles in an RFP.

6.3.4 Agile development considerations

6.3.4.1 Agile development considerations

Agile development is widely used and is frequently considered the favoured way to produce working
software, presumably faster, more responsive to evolving stakeholder needs and at lower cost than
traditional approaches which typically are considered to have longer development cycles. Agile includes
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a variety of methods, and with suitable planning, can be applied to projects of all sizes and to complex
software. Self-organizing teams of business and technical members actively collaborate to create small
pieces of working software, typically in one- to four-week sprint iterations. A team consists of a team lead
responsible for work using the agile methods, a product owner responsible for identifying and prioritizing
work items, and the rest of the team which typically includes developers and individuals with other relevant
skills, such as user experience specialists, business analysts, and testers.

A basic tenet of agile development is that requirements can change from sprint to sprint. Typically for
agile software development, the acquirer presents business requirements as scenarios (user stories, or
at a high level, epics) which the suppher can determine how to structure into product features. A product
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the ifems in the backlog of work items will be worked on during the sprint. Backlog items can be-sel¢cted
for development with input from the product owner. The development team in this case assumes $ome
resppnsibility for detailed requirements elaboration, design, implementation, and verification, but all are
drivgn or constrained by time and product owner concerns and needs. The acquirer and supplier role$ and
resppnsibilities should be negotiated and clearly delineated, so that mutual expectations are expljcitly
captyired. Although this is a best practice for any acquisition effort, it is especially important for jagile
deve]opment since the acquirer will likely participate differently, and more actively,/in the development
effort than other approaches.

6.3.4.2 Acquisition implications of agile development

6.3.4.2.1 Using agile methods to perform the acquisition

Because of the prevalence and benefits of agile methods, some acquirers may want to apply agile methods
to pdrform an acquisition of software products and services. Ferinstance, there may be some opportunities
to bifeak the acquisition work into smaller pieces with lesScadministrative overhead and more frequent
feedback regarding the acquisition process.

Agilg favours face-to-face oral communications over wiitten documents and collaboration over contracs. In
contfast, acquisition leads to formation of a contract;-and although certain contracts need not be in wijiting
to bg enforced, the nature and complexity of software acquisition almost always warrants formal wrjitten
contracts based upon written proposals to satisfy written requirements.

In addition, acquisition invites and respends readily to feedback with relevant adjustments; but it dogs so
in adcordance with defined plans. Thete would seem little occasion to regularly reprioritize acquigition
activfities in the way agile projects redetermine what to work on each sprint iteration.

6.3.4.2.2 Using agile methads'to perform the acquisition

A mgjor and perhaps mostycommon use of software acquisition is to acquire working software products.
Alt}’iugh several possible ways to acquire working software products developed using various methods

are described below{-agile development in general does not undertake development of working software
products, especially ones requiring multiple sprint iterations to complete a full defined product. Rather
than|fixing thesscope of work prior to project initiation, agile development fixes the duration (the sprint
iteration) and.recognizes that the scope of the working software delivered during that sprint iteration is not
fixed. Prierto the sprint iteration, items in the product backlog can be added and modified before uspually
the product owner selects for the sprint backlog the set of prioritized backlog items to be worked ¢n in
desclrending priority sequence during the coming sprint iteration.

Consequently, because the outputs of agile development usually cannot be predicted reliably for more than
the current sprint iteration. Additionally, difficulties can arise integrating agile working code developed in
different sprints and especially by different agile teams, which further makes it difficult to acquire fully
functioning working software products produced via agile development.

Some practitioners are of the view that this risk can be mitigated by various methods often characterized as
hybrid approaches in one such hybrid approach, the supplier agrees to deliver software products in a series
of iterations that together satisfy high-level business requirements agreed to prior to the commencement
of the development. Related approaches to acquiring defined products with agile development may involve
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some form of overarching framework agreement (prime contract) governing key aspects of the arrangement,
such as pricing and communication procedures, with a mechanism in the agreement to determine an agreed
understanding of the work to be performed by the supplier for the upcoming specified time period (often
called a “work order”) and related acquirer acceptance procedures and other obligations. Managing such
arrangements can become complicated but allows flexibility as priorities change.

6.3.4.2.3 Acquiring agile development as a service

An often more workable approach is to treat acquisitions involving agile development as acquisitions of
services, rather than of defined products. A supplier typically would be engaged to provide development

own

r responsible for defining the prioritized work items to be worked on during each sprint iterati

perannel Tor one or more agile project teams, each oI which also 1mncludes an acquirer employee prd

shoulld be noted that an acquisition of services model brings its own risks, such as if the acquired’ser

fail t

b product expected value.

In other situations, a supplier is engaged to provide services that assist the acquirer in impleme
agilel development methods or creating an environment supportive of agile developnient. The acq

may
acqu

request, and prospective suppliers may propose, such services in the same manner as other ser
fisitions. When engaging agile development as a service, acquirers can benefitfrom asking supplid

propjpse methods and practices, since that is part of the expertise the acquirer is\acquiring.

See §.6 for additional considerations for this approach.

6.3.3 Initiate a planning process

Hightquality, detailed, project planning can have a significant’ impact on project success, and a
strug¢tured acquisition planning process can have a significantimpact on the plan. Effective planning fu

relie
incl

a)
b)
Y
d)
e)

f)

5 on monitoring actual events and flexibly adjusting-the plan as needed. Key planning activitie
e the following:

etermining acquisition team jurisdiction and limits;

dentifying skills for and forming a core teany;

dentifying and determining applicability.of existing acquisition policies and procedures, including I
eveloping a scope for the planning.pfocess;

dentifying corporate timing and other mandates including any required go-live dates for sol
mplementation;
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n the absence of any corporate mandated go-live dates, determining target release or activation ¢lates

or acquisition and solution implementation;
dentifying keytasks and milestones to achieve required or target release or activation dates;
dentifyingrequired acquisition activities and approximate level of effort;

eterntining extent to which key acquisition tasks are to be performed by acquirer personnel or
arties;
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k) identifying key stakeholders who are the source of relevant requirements and influence, are affected by,
or are involved in using the acquired software products and services;

1) obtaining stakeholder support for the plan;

m) forming a planning group and reviewing the organization’s objectives;

n) identifying the objectives of, constraints on, and prior experiences with software acquisition;
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0) supporting potential reprioritization and replanning when new information arises.

6.3.6 Develop an acquisition plan

The acquisition plan is a detailed description of the steps required to implement the acquisition strategy.

The acquisition plan shall include the following:

a) theacquirer's business or mission objective;

b) key top-level business requirements to determine the scope of the system or service to be acquired,

'nr‘]nding how the software is pyppr‘fpd to bhe used;

c) the acquirer’s preferred solution type (e.g. custom development, OTS with or without custemizg
PSS, SaasS, or just particular services);

d) the expected respective responsibilities of acquirer and supplier;
e) 4dditional factors affecting the acquisition, including the following:

) resources expected to be provided to the supplier by the acquirer, sueh<as existing applic
software, tools, test environments, data, and acquirer’s staff;

2) facilities and access;
3) required or preferred methodologies;

4) atentative budget and timeline for the implementation, inéluding identifying key dates and ey
relevant to the implementation, especially where a series‘f periodic implementations is anticip
and any limitation or constraints regarding the acquisition’s timeframe;

%) adescription of how the software is expected tohe'used, supported and maintained;
6) arisk management plan including a list and assessment of key risks and potential mitigations

NOTH Detailed requirements for content of an acquisition plan are presented in ISO/IEC/IEEE 15289:2019,

6.3.7 Form an acquisition team

The qcquisition team consists of acquirer personnel or representatives responsible for planning, organi
and ¢arrying out the acquisition. The team’s charter and authority should be defined and may be adjust

tion,

htion

rents
ated
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bd as

the qcquisition progresses. Initially the team may include a single member, or more. The team’s capabilities

are ¢nhanced by members xrepresenting a variety of interests, and thus members may be added

remqved from the team over/time. Ordinarily, the team should have members representing the bus
area|with the need forsoftware or services, technical areas related to the types of software likely

acqufred, management,project management, legal, and those familiar with software acquisition.

A key team role is’deSignated acquirer contact - the individual to whom all supplier communications sk
be adldressed, Not only does having such a role simplify communications and reduce administrative e
but if also helps assure different team members have the same information and are shielded from atte
to separately influence individuals. The acquirer 's contact’s authority to make decisions should be def]
may [vary~based on the point in the acquisition process, and may be modified as needed as the acquig
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NOTE This document does not specify how the acquirer or supplier organizes their work. Teams are describ
their primary function and can relate to other acquisition teams in many ways.

6.3.8 Obtain assistance with acquisition

6.3.8.1 General

ed by

While the acquirer’s own employees can perform a software acquisition, in many instances the acquirer
may choose instead to engage an external supplier to assist with acquiring software or services. Thus, the
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situation consists of a pair of acquisitions. The first acquisition involves selecting the external supplier of
the acquisition-assistance services. The second acquisition involves acquiring the software or services,
but with the assistance of the third-party (different external supplier from those who will be considered
for supplying the software and services). To prevent conflicts of interest, the acquirer may preclude the
third-party assisting with the acquisition from bidding on the software and services. However, other
considerations such as the availability of resources and the desire to work with known entities, sometimes
make it very difficult to avoid such conflicts. Consultants and lawyers with a specialization in sourcing often
perform these services. Acquiring a third-party’s services involves much the same process as is described
more thoroughly in subsequent sections with regard to acquiring software products or services.

The

a) dletermine whether and how to pursue an acquisition;
b) describe the subject and nature of the desired assistance in a request for proposals (RFP);

c) ¢ontract assistance based on evaluating prospective providers’ written proposals\describing [their
proposed approach to performing the software acquisition, their qualifications, pricing, and ¢ther
relevant information.

Often the feasibility analysis is relatively brief and mainly focuses on whether to engage a third-party
to agsist with the acquisition; and a so-engaged third-party then performs-a larger feasibility anglysis
regafding whether to acquire software or services (“make vs. buy”) and developing an acquisition strategy.
Alternatively, the acquirer performs such a larger feasibility analysis-to determine whether to acE];uire
softyare and a strategy for doing so, including whether to engage subsequent third-party assistance.

The [selected assistance provider typically performs the bulk f the software acquisition activitied and
presents findings and recommendations to the acquirer, who has/sole authority to decide whether and which
software alternative to choose.

6.3.8.2 Coordinate with IT asset management (ITAM)

Whefe SaaS, COTS or OSS is being acquired by ap-organization which has an active ITAM program acfjivity
(see [SO/IEC 19770-1), the software acquisition\team should leverage aspects of that program, including the
follofving:

a) e¢xisting supplier relationships and agreements, especially relating to agreed service levels and support
ommitments;

b) ¢hange management processes;

c) license management processes;

d) gecurity managemént processes;

e) Trisk managemeént processes, especially with regards to the use of FOSS;

f) quditlogs-and traceability of the above processes.

6.3.8.3 < Coordinate with legal counsel

Legatcounsetshoutdbeinvotvedduringdrafting of thre RFPtogive confidence provisionsaredefimred suitably
and can be incorporated directly in the formal contract. Legal counsel also should review prospective
changes resulting from the selected supplier’s proposal. Legal counsel especially should be involved with
modifications affecting intellectual property or requiring additional legal documents, including separate
agreements with additional suppliers occasioned by the main supplier’s proposal, such as:

— SaaS: when renting access to a software product, typically a service level agreement is involved as part
of the contracting effort;
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OTS: when buying an OTS product, not only are contracts involved, but purchase agreements and license
agreements typically are also required; the acquirer should understand the consequences of these

various contractual devices;

custom-developed: in custom development systems, documents needing legal counsel review (i.e. SOW,

data rights, purchase agreements, license agreements, IP) often are required;

confirm compliance with applicable laws, regulations, and standards, which often are specific to the
acquirer’s business or organizational structure, such as involvement in particular regulated industries

and being a governmental body;

for acquired executable software other than Saa$, the acquirer may also acquire processing capabilities,

¢ither for internal operation by the acquirer or operated by an external supplier, which can be the $ame
or different from the supplier of the acquired software product.
6.4 | Defining the acquisition and content requirements
6.4.1 General
a) [Prepare for the acquisition
2) [Prepare a request for the supply of a product or service that includes thelrequirements
[ISOYIEC/IEEE 12207:2017, 6.1.1.3]
Acqisition requirements describe the procedures and formats Suppliers should use when preparing
and pubmitting their proposals. Such requirements are intended to produce proposals from one or pnore
prospective suppliers that are structured in the same fashion/and that address the same topics sof that
the dcquirer can readily evaluate, and if necessary, compare‘them. Acquisition requirements also in¢glude

timeframes and deadlines. For various reasons, including expediency and desire to work with ki
supplliers, acquirers often consider only a single (“sole”)>source to be the supplier. Acquisition requirentents

still

heed to be identified for sole source acquisitionsbut frequently are less extensive and less formal, W

can ipcur additional risks.

Content requirements describe the capabilities‘the acquirer expects the software or service is to prg

The

needls. Adequacy of requirements definition is generally recognized as the single biggest determinanf

bbjective is to enable a supplier to propose and deliver software or services that meet the acqu

software acquisition’s success.

The

hcquirer is responsible for defining its requirements and may engage assistance, especially if it

capapilities for requirements definition. Accordingly, the acquirer or third-party service providers wol
on bghalf of the acquirer prepare the requirements included in the RFP. In sole-source acquisitions
espefially common for the selected sole-source supplier also to define the requirements that the sup

will

satisfy and frequently to define the requirements briefly and informally. When the same sup

defines and satisfies.the acquirer’s requirements, risk increases that the requirements will not be de
adequately. Such«isK is exacerbated when the requirements are defined less thoroughly and less forn

fore, even\in'a sole-source acquisition, requirements need to be defined clearly and explicitly so
e more reliably reviewed for accuracy. Considerable attention is usually addressed to carefully def
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deflmtlons often emphasme functlonallty (what the software does) whlle paying less attention to key non-
functional areas which describe how well the functionality is performed. Such non-functional requirements
include usability, performance, and security.

Requirements typically are refined in response to questions and comments raised during proposal
preparation and evaluation. Supplier questions and comments can be prompted by such factors as the
supplier’s ability to satisfy certain requirements, the risks, or costs of providing functionality required to
satisfy the requirements, and supplier insights regarding possibly advantageous alternatives. Acquirer
questions in turn often are prompted by difficulties understanding what a supplier is proposing or how the
supplier addresses the acquirer’s requirements. Questions, clarifications, and amended requirements should
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be shared with all prospective proposers; and if necessary, additional time should be given to suppliers to
modify their proposals in response.

The key process outcomes are well-defined requirements that suppliers can use to define and propose
appropriate responsive solutions. The selected supplier then implements the proposed software products
or services.

Contracting considerations identify topic areas the contract should address, such as ownership rights and
negotiation ground rules, and required and desirable contract terms, including compliance with applicable
laws, regulations, and standards.

Content requirements can include software requirements, which describe the implementable features gf the
execfitable software product. The type of content requirements defined in the RFP determines the|type of
software solution a supplier can propose and be held accountable for.

6.4.1 Types ofrequirements in an RFP

The ficquirer sets the context of the acquisition by describing the types of software products or serviges it
expe[ts to acquire, such as:

a) e¢xecutable code that aids the acquirer in performing specific business functions;
b) ¢oding that implements a specified design;

c) festing specified executable code;

d) defining particular requirements;

e) I

f) qdvising on management and methodology;

esigning specific software products and systems;

g) serving in the capacity of the acquirer’s functionjsuch as for:
|) software development;

?) testing;

3) software maintenance;

4) software operations;

%) software support;

6) cybersecurity;

T) specialized-services which require skills and knowledge that a typical software developer can|lack,
such as safety engineering.

The pxpected.type of deliverables determines the type of requirements which the acquirer should dgfine
in the RFR.A supplier can propose to satisfy the acquirer’s requirements by providing types of deliverpables
that differ from those the acquirer expects, though this approach can lead to the proposal being rejectgd as
non-fesponsive.

6.4.3 Business requirements

The term “business requirements” frequently is used to mean only high-level requirements or desired goals,
objectives, purposes, or desired benefits. More generally, business requirements are deliverable business
capabilities that provide value by achieving goals, objectives, purposes, and desired benefits when satisfied
by some product, system, software (hereafter shortened to “product”) or related services.

NOTE The business or mission analysis and stakeholder requirements definition processes of ISO/IEC/IEEE 12207
can be consulted for further detail.
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Business requirements can be defined at varying levels of detail and differ qualitatively from product
requirements. Product requirements also can be defined at varying levels of detail and describe the
implementable software products or services which are expected to achieve the business requirements.
Unless the acquirer is absolutely sure it knows the product it requires, the acquirer should define business
requirements and let the supplier propose the product or services that the supplier believes best meets the
acquirer's business requirements, taking into account such factors as the acquirer’s budget, timeline, risk
tolerance and the like. This is expertise a supplier is expected to have.

When a supplier proposes to satisfy business requirements, the supplier is responsible for delivering a
product whose design and implementation satisfy the business requirements and thereby provide the
desired-bene tes—he-desteralreadyexd RO oftwatreand-stech-designecanhave beenereated by
somgone other than the supplier proposing the OTS software to satisfy the acquirer’s business require
Wheh a supplier proposes to develop custom software, the proposal should include a high-level deseription
of thie product design the supplier intends to develop and implement. The supplier can be respensible for
products or services that fail to provide intended benefits when such products or services are’proposgd in

Somg¢ business requirements are technical in nature, for example, the required téchnical environipent,
computer programming languages, and operational preferences to which the supplier’s solution confqrms.
Mos{ acquisitions have business requirements related to usability, security, safety, and other capabilities
lumped together as “non-functional requirements” (or “quality faetors” or “ilities”). In ceftain
dtions, such requirements can be pre-eminent and often can be defined\adéquately only by speciali$ts.

Busipess requirements can include dependencies and other relationships with other systems, projects, and
the Qusiness and physical environments.

6.4.4 Software/System requirements

Tradjtional software acquisition guidance often directs the'acquirer to define its “software requiremgnts,”
that|is, the features and operational characteristics of the software system or services. In general, the
termls product requirements, system requirements,*and software system requirements can be [used
interlchangeably. However, some organizations make distinctions among these terms. Depending om the
syst¢m of interest (SOI), system requirements;¢an include both hardware and software requirements; as
well ps environment and technology requiremetits, which also often are considered constraints on soluffions.

Whefe an acquirer defines requirements-in terms of the software or service, the supplier can be|held
accofintable for providing a conforming product or service but not for whether that product or sefvice
provjdes desired benefits. Moreover, an acquirer who defines content requirements as product requirenjents
fails [to take advantage of the supplier’s presumably greater product and design expertise.

Thud, while it often is advisable for an acquirer to define its requirements as business requirements, there
are situations where an acquirer is better served by defining its requirements as product requirementg. For
exanpple, it can be appropriate when the acquirer in fact has relevant product design skills and knowlgdge,
espefially technical.Khowledge of other systems with which the proposed system is required to be
interffaced, or whenthe acquired software or services are required to operate in a specific environment or
with|specific technologies.

Some¢times~alone, but often in conjunction with high-level product requirements, acquirers desfribe
requjrernents in terms of lower-level product detail. For example, the description can include system
flowgharts identifying modules and databases, module specifications, class diagrams, sample scre¢n or
report layouts, or use cases containing expected usage workflow scenarios.

Such detailed design information can be helpful for a supplier to propose and price software coding/
development or testing of said product. It also is appropriate to describe low-level detailed product design
of existing software with which the supplier’s software is required to be integrated. Such information is
necessary for the supplier to design its software. However, it can also preclude the supplier from refactoring
the software and developing a more efficient product. In other situations, it generally is advisable for an
acquirer not to define its requirements in terms of low-level technical design.
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While most non-functional requirements are business requirements and should be defined as such, some
are occasioned by design decisions embodied within product/system/software requirements.

6.4.5 Statement of work (SOW)

A SOW describes tasks to be performed. The SOW can be used in service contracts to define the work to
be performed but should not include detailed procedures unless required by law or regulation. Similarly,
in software projects, to take advantage of the supplier’s expertise and hold the supplier responsible
for outcomes, the supplier should define the tasks which they perform to supply the proposed software.
Consequently, except where some independent authority prescribes use of a standardized life cycle process
mod¢T, The SOW does not deline soltware requirements or detailed Work procedures.

Acqirers should identify constraints on how the supplier implements its software or servicées)'su¢h as
speclfying the software life cycle or programming environment and language the developer should us¢ and
requjiring the developer to abide by certain industry standards. Similarly, the acquirer should“identify the
acquifrer’s rights to observe or participate in the supplier’s testing.

6.4.9 Performing verification and validation of requirements

Revigw by parties with relevant subject area and process knowledge is the fundamental method to vlerify
and palidate all information and materials developed during software acqujsition. Such reviews cgdn be
strengthened by following more formal review procedures and guiding the'reviews with topic lists rel¢vant
to the artifacts and areas being reviewed.

NOTH IEEE Std 1012-2016, clause 7.2, acquisition support V&V process, discusses in greater detail verifidation
and vjalidation of requirements as well as other acquisition artifacts and’processes.

Revigwing requirements presents an added difficulty compated to reviewing all subsequent delivergbles.
That|is, a key method for reviewing other deliverables is to' compare the deliverable to prior deliverpbles
givirlg rise to it. For example, designs should be resppnsive to requirements and code should implement
requjrements and designs. However, requirements atre‘essentially the starting point and thus have no prior
delivierable to compare. A variety of techniques_ean help in providing bases for detecting requirenjents
format and content issues. Preparation, verification, and validation of requirements are painstdking
procgsses. They may use the combined efforts of subject matter experts, analysts, procurement expert$ and
somgtimes legal experts working as a team™to’identify the requirements and clearly articulate them in plain
langhiage to the extent possible. Third-party assistance can be valuable.

6.5 | Identifying potential suppliers

6.5.1 General

To rqduce the burden of-proposal evaluation and the risk of selecting an unqualified supplier, acquirerf can
folloyv the widely used practice of limiting proposal submissions to a relatively small set of pre-qualified
supplliers whose offers are likely to be acceptable. Such practices can take several forms and intend to gerve
one ¢r more purposes described below. Analysis suggests the value of paying attention to these variatipns.

Therfe is no'single right answer or best practice that is likely to apply to all acquisitions. Rather, each acqpirer
shoulld eonisider the advantages and disadvantages of each approach and determine which is best for |t for
the sppecific acquisition, considering its procurement procedures and policies.

6.5.2 Advertising the acquisition

b) Advertise the acquisition and select the supplier.
1) Communicate the request for the supply of a product or service to potential suppliers.
[ISO/IEC/IEEE 12207:2017, 6.1.1.3]

Even a sole-source acquisition can benefit from organizing relevant information in an RFP, but there will
be no need to publicize the RFP for a sole-source acquisition. Ordinarily, existence of the RFP should be
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publicized in a manner likely to gain the attention of prospective suppliers. Copies of the RFP should be
distributed or made accessible to all prospective suppliers, except in limited situations requiring a supplier
prequalification, such as for safety, security, or confidentiality. Procedures should be identified for a supplier
to obtain such prequalification.

An electronic format for both the RFP and proposals is suggested to facilitate suppliers’ incorporating the
RFP content in their proposals and the acquirer’s evaluation of proposals. Electronic distribution makes the
costs, time, and effort of distributing RFP copies negligible.

Suppliers should be directed to communicate all questions and comments to the designated acquirer contact

and refrain from sales activities contacts with acquirer personnel

Suppliers should be notified that the acquirer may modify the RFP, typically with addenda tefle
clarifications and amendments, or even terminate the acquisition process.

6.5.

Limiting the suppliers who are allowed to submit proposals can serve one or more of the following purp

Pre-

an eXisting list, to far greater time, effor't) and cost to hunt for prospective suppliers and information 4
then] and then analyse the information to determine whether the supplier qualifies. Whatever meth|
used} with pre-qualification a “shertlist” is identified of prequalified prospective suppliers who receiy

RFP

To r¢duce the effort gathering information about prospective suppliers, while at the same time incre
the information’s reliability, the acquirer may prepare and distribute a request for information (RFI) W
requpsts prospective’suppliers to provide the information about them that the acquirer uses to pre-qu
then]. This approach)still can take considerable time, effort, and expense. Typical tasks may includ
follo

a)

b)

Pre-qualification

educe the time, effort, and cost of evaluating proposals by limiting the numbef,of proposals to eva
nd more specifically limiting proposals to suppliers who are considered {ikely to be able to satisf]
cquirer’s requirements;

cting

DSeS:

uate
 the

void security or competitive concerns about revealing confidential’ acquirer information abOLKI the

pecifics and even existence of an acquisition to those whose trustworthiness has not been confir
cknowledge and reward prior successful experiences with suppliers, even to the extent of sole sour

ngage suppliers more expediently by dealing directly with those who have already been qualifiec
re on a “preferred supplier” list;

ed;
cing;

| and

ely on internal resources’ skill, knowledge, and familiarity with the acquirer’s business and systeins to

etermine a supplier’s ability to satisfy the acquirer’s requirements;
omply with the acquirer’s customary procurement procedures, practices, and policies.

qualification can involve a wide range of time, effort, and cost, from little effort if relying entire

hnd have an opportunity to\stibmit a proposal.

ving.
Use internal and possibly external resources to perform research to identify prospective supplie

publications, review websites, and review commercially available supplier rankings (e.g. Gartner]

y on
bout
pd is
e the

hsing
rhich
alify
e the

rs to

receive~the RFI. These resources can, among other things, talk to industry contacts, review ind{istry

and

£15 sall alal L NDNen)
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Prepare and distribute an RFI to such prospective suppliers. RFIs usually contain little or no confidential
information about the acquirer and the proposed acquisition and request general company and domain

specific information from the prospective supplier, including:

1) the size of the potential supplier, the number of its employees, the locations of its facilities, a

description of its financial status, and a description of its product roadmap;

2) the potential supplier’s qualifications including experience with similar acquisitions;

© IEEE 2024 - All rights reserved
25


https://standardsiso.com/api/?name=52aca68534b164fbf9fef838839b2bbe

e)
f)

6.5.4 Streamlined pre-qualification

Unddr this approach the acquirer performs some due diligence with respect to a large’group of supy

and
sub

of prospective supplier responses to RFIs, site visits, or reference checks. In performing pre-qualifice
acqujirers may perform the following:

a)

b)

)

Proponents of this approach suggest that it has all the'advantages of more rigorous pre-qualification wif
requjiring as much acquirer effort.

6.5.3 No pre-qualification

An

counfterproductive. More efficient and-effective alternatives to traditional proposal evaluation method|
desctibed in 7.3.4 and 7.3.5 and can enable reliable evaluation of even numerous proposals in relatively
time| The potential benefits of_receiving even one additional more responsive proposal can vastly outy

the

in faft they do not extend to every acquisition and can be satisfied in more efficient ways. Prior sup
successes and relationships can and should be acknowledged, and certain acquisitions can be accompli
more¢ expediently from trusted suppliers alone, even to the extent of sole sourcing, by consci
recognizing and balancing risks. The prevalence of acquisition inadequacies seriously draws into que
indifiduals’ comamon assessment that their own skill, knowledge, and capabilities enable them to
seledt appropriate suppliers. Efficient mechanisms should be present to enable identifying and quali
additionalprospective suppliers, especially ones with more current or innovative solutions who other
coultli be overlooked on a preferred supplier list.

ISO/IEC/IEEE 41062:2024(en)

3) the potential supplier’s references;
4) the potential supplier’s level of interest.
Evaluate RFI responses.

Schedule and perform visits to their facilities to verify the RFI responses match the supplier’s operat

ional

practices, observe product demonstrations, and review documents and quality systems. Meetings
with the supplier can clarify critical points in the RFI response, establish familiarity and relationships

between key personnel, and gain mutual understanding of further cooperation possibilities.

LhecKk rererences.

$eek non-disclosure agreements (NDAs) for proprietary information from the potential suppliers.

re-qualify a “short list” of prospective suppliers who are provided the RFP and/given an opportun
it a proposal. However, this approach does not involve preparation and distribdtion of an RFI, re

sing internal and possibly external consulting resources, produee.a list of prospective supplie
e provided the RFP; these resources may be identified by talkingto industry contacts and revie
ndustry publications, websites, and commercially available supplier rankings and ratings;

requesting that a potential supplier on the list notify the-acquirer of its level of interest and prov
non-disclosure agreement (NDA) if interested;

g¢ending the RFP to suppliers submitting the NDA.

dlternative view is that in masy~instances pre-qualification is not necessary and can eve

dosts of evaluating it. Confidentiality concerns can still exist, but closer examination can reveal

liers
ty to
view
tion,

s to
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Not only is pre-qualification costly and time-consuming, it means the acquirer performs a significant
portion of the software acquisition evaluation without regard to the supplier’s proposal, which should be
the primary basis for evaluation. Moreover, judgments made in the abstract about the prospective supplier’s
capabilities can be insufficient to confirm that the prospective supplier can meet the acquirer’s specific
requirements if selected, let alone that the supplier is most advantageous, especially if the judgments are
based on unreliable or misunderstood information, which can easily happen with pre-qualification.

Regardless of whether there is explicit pre-qualification, some acquirer personnel have been known to enter
an acquisition having already decided which supplier to select and often then treating the acquisition process
as an unnecessary formality to circumvent as much as possible. While such prejudgments sometimes turn
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out successfully, they often fail or preclude selection of a more advantageous solution, which can be hard to
recognize at the time. The acquisition process is there to increase chances of success, including not relying
on mistaken prejudged supplier selections.

Thus, the purpose of the no-pre-qualification approach is to identify potential suppliers of the required
software and inform them of the acquisition. In some cases, this can necessitate special procedures that
comply with confidentiality concerns. The acquirer may utilize existing lists of approved or known suppliers
and supplement as needed with various forms of research, such as, searching the Internet, asking colleagues,
identifying relevant speakers and authors, and issuing advertisements. A brief request for information (RFI)
may be used to solicit suppliers’ willingness to be included and obtain relevant contact information. In some

iteanbe farte ire e i tan-NDA-te-recetve-acopy-of-the RFP.

casesg; a ge-appropria €6t a-SHPP OPay-aaePo v vsviuy 3

MetHods for identifying prospective suppliers are not appropriate for evaluating the presumed suitability
of such suppliers, let alone selecting one. For many acquisitions where pre-qualification is not|necegsary,
timeland effort need not be spent trying to predetermine a shortlist of “finalist” suppliers to receive the|RFP;

Y L and
agreg to be subject to security and confidentiality constraints before receiving a copy 0f the RFP. The RFP
Jfa
suppllier chooses to invest their time and money submitting a proposal, the acquiret,can then evaluat¢ and
exer¢ise its judgement about the credibility of the proposal with regard to the suitability of the potgntial
suppliers.

6.6 | Preparing contract requirements

6.6.1 General

Acquirers and suppliers should work during the acquisitionf process to establish a cooperative| and
collaporative relationship. Such a relationship almost always makes it easier for them to address igsues
and (lifferences that can arise. However, such a relationship alone is no substitute for a well-documepted,
negoftiated contract that sets forth the supplier’s premised way to satisfy the acquirer’s requirement$ and
the acquirer’s commitments to the supplier.

Durihg acquisition planning and execution, it is ‘common and helpful to draft and issue several types of
requpsts that can be issued for different purpoeses: RFI, RFQ, and RFP.

6.6.1 Request for information (REH

An RFI solicits information to aid.the acquirer in planning the acquisition. Such information often is [used
in evaluating the feasibility ofthe acquisition and may include indications of typical software capabilities,
costy, and other considerations. Responses to an RFI are not intended to be a proposal which is lejgally
bind|ng on the responding Supplier and are not a suitable basis for evaluating or contracting with suppliers.

Wheh an RFIis used to-solicit interest of suppliers in being included among the group of prospective suppliers
being asked to propose software and or services, the RFI should include sufficient information about the
acqujrer and the.acquisition to enable a prospective supplier to determine their suitability for proposing; but
the dcquirer should not decide based on an RFI response whether or not a prospective supplier is qualjfied,
let alone thatthe prospective supplier should be selected to provide the software.

6.6. Request for quote (RFQ)

An RFQ solicits a legally binding offer from a supplier to supply a specified product for a specific price. Thus,
an RFQ is appropriate only for acquiring software which truly has attained commodity status, which most
software has not attained. Except for ordering additional copies of a software product that the acquirer
has acquired previously or seeking more advantageous pricing such as for a volume purchase, RFQs
should be avoided for software. An RFQ for a specific brand, model, and version places the entire burden of
responsibility on the acquirer for specifying a suitable product.

An acquirer may reduce its risk by issuing an RFQ for a commodity product which the supplier identifies
based on some basic characteristic variables. For example, the RFQ may request a quote for a particular type
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of software product that runs under a particular operating system; but the acquirer is still responsible for
selecting an appropriate product.

6.6.4 Request for proposals (RFP)

Perhaps the most-distinctive characteristic of software acquisition addressed in this document is that the
transaction is between unrelated parties and thus can be a legal agreement. A contract can be formed when
an offer is accepted in conjunction with consideration (usually an agreement to pay for receiving what has
been offered). In general, a contract need not be a single document or even in writing and need not include a
specific level of detail or any verbiage, such as designation as a contract or “legalese.”

As used in this document, an RFP solicits a proposal (offer) from a supplier to supply software produdts or
servjces that satisfy requirements stated in the RFP for a given price (consideration). When the\acqpirer

supplliers to propose software or services to satisfy the requirements. Unlikevan RFI, an RFP s
inforimation which can become legally binding on the supplier and thus js,'the basis for evaluating and
contracting with suppliers.

An RFP invites proposals where each prospective supplier is proposing to provide software produdts or
services which are to some degree unique. That is, the capabilities‘of the proposed software prod
serv]ces are what differentiates one proposal from another; and pricing can be compared meaningfullylonly
with|regard to the various proposals’ respective capabilities. The objective of an RFP is to provide suffifci
information to enable suppliers to propose responsive software products or services that suitably
the gcquirer’s needs. The acquirer’s challenge is definingyits requirements adequately, so that satisfying
the qtated requirements in fact meets the acquirer’s peéds and so that the supplier can understan
requjrements sufficiently to propose suitable software or services to satisfy the requirements.

Somg¢ acquisitions request suppliers to submit.azworking prototype of their software instead of a wifitten
propsal identifying what they propose to deliver and how it satisfies the acquirer’s requirements. While
a prqtotype can be a suitable part of a proposal, primarily for custom development, a prototype shoulfl not
substitute for a written proposal. It can-be exceedingly difficult and unreliable to comparatively evajuate
worKing software prototypes. Morepver, a prototype includes limited capabilities and may not accurptely
reflect the operation and control functions of the final software product. Furthermore, the informatior] that
typidally goes into a proposal has‘to be produced eventually for inclusion in a formal written contra¢t, so
skipping the proposal does not really save any time or effort.

Reqyirements commonly(are less accurate and less understandable than the situation calls for. Thergfore,
prospective suppliers-offen request the acquirer to clarify particular requirements and sometimes| also
suggest additional erZalternative requirements that the acquirer may consider. Suppliers also can qyalify
certgin aspects ofitheir proposal and can choose to respond less than fully to some requirements. When
revigwing a supplier’s proposal, the acquirer may similarly request the supplier to clarify aspecfts of
their| proposal;’and sometimes such a request reveals a need for the acquirer to clarify or modify $ome
requjrements. To promote fairness and the ability of all prospective suppliers to make more suifable
propjosals, questions and comments about the RFP along with related responses, clarifications, and amepded
requirements should be shared with all prospective proposers

In general, the RFP should specify a structure for the supplier’s proposal which facilitates the acquirer’s
review and evaluation of the proposal. A common technique is to include turnaround forms, questionnaires,
or responses to a set of requirements or SOW, that all proposals are required to include, completed to provide
specific requested information in the same format in all proposals. Because anticipating evaluation provides
context which can otherwise not be understandable for various requirements topics and formats, several
are addressed in 7.3 and 7.4.

Ultimately, a contract is formed when the acquirer accepts a supplier’s proposal, which can have been
modified in whole or in part by responses to questions or RFP amendments and can incorporate by reference
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product demonstrations and other additional information from the supplier. In addition to acquirer
responses that affect and therefore should be shared with all prospective suppliers, there often are final
negotiations affecting only the selected supplier and not changing the basis of the selection. To help avoid
misunderstandings and unintended consequences, the RFP should state that the parties agree a contract is
not formed until it is in writing and formally executed.

The RFP shall include or refer to descriptions of:

a)
b)

9
d)

e)

f)

g)
h)

k)

D

m)

n)

0)

the acquirer’s business;

the acquirer’s objectives, nature of what is being acquired, and overall acquisition strategy;

ny legacy systems that are expected to interoperate with the new software and services;
ny legacy systems or services that are expected to be replaced;

ufficient information about the acquirer’s requirements for what is being acquired to enpable
rospective suppliers to make sufficiently responsive proposals regarding the software and/or seryices
o be acquired, addressing relevant terms and conditions;

echanisms for monitoring and evaluating ongoing progress and quality,.iicluding relevant typles of
goftware metrics such as those described in ISO/IEC/IEEE 15939;

riteria for ascertaining acceptability of delivered software and servjces;

4 specified structure and delivery media for the supplier’s propesal which facilitates the acqujrer’s
review and evaluation of the proposal; this should include direction to submit pricing informftion
geparately from the proposal's technical content;

the acquirer’s commercial and legal requirements, including desired contract terms and conditions;

gchedule of procurement activities, e.g. submission®deadlines, product demonstrations, or bidders'
onference;

esignated acquirer's contact informationand procedures for supplier communications with the
cquirer regarding the acquisition, generally including limitations on supplier sales activitied and
ontacts with other acquirer personnel;

rocedures for suppliers to raise questions regarding the RFP, usually in writing with the understanding
hat such questions and the acquirer's responses will be shared with other prospective suppliers to
aintain fairness and increase all prospective suppliers’ ability to propose software or services that
re maximally advantageous to the acquirer; face-to-face discussions can be an economical way to
ommunicate but should not be relied upon by themselves without commitment to writing;

rocedures for reduesting suppliers to provide additional information, including demonstrations to
xplain and answer'the questions;

rocedures.for-issuing clarifications and amendments to the RFP, including methods for determjning
hen améndments warrant changing the deadline for supplier proposals;

eadlines for proposal submission and delivery of proposed software products and services; inferim
ilestones may also be defined.

NOTE Detailed requirements for content of an RFP are presented in ISO/IEC/IEEE 15289:2019, 10.48.
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6.6.5 Contractual requirements

6.6.5.1 General

The RFP should include the acquirer’s proposed contract terms and conditions and require that prospective
suppliers should include them in their proposal, so they become part of a formally executed contract. The
acquirer’s legal department or outside counsel typically participates in identifying contract requirements.

NOTE The common approach of making contract preparation a separate activity after a supplier’s proposal has
been selected can result in unnecessary additional acquisition effort, cost, and disagreements while at the same time
risking g ontract-docment-which-doesnot-accurate efe he-acquirer-s-basisforselectingthe-supplier

Amephdments to the RFP should be issued sufficiently prior to the proposal due date thatprospective suppli
can gddress all amendments in their proposals. However, occasionally the need.fot.some amendment i
identified until later. sometimes even after suppliers have submitted their progosals. In such a case, add
with|the amendments should be distributed to all suppliers who have subinitted proposals or would |have
submitted proposals given the RFP amendments, and those suppliers should be provided sufficient tithe to
subnpit responsive amendments to their proposals.

Contfact provisions should be developed and included according te’the acquirer’s needs and identifigd in
the RFP so they can be incorporated directly in the supplier’sproposal and formal contract. The forn and
substance of these contract provisions may differ depending o’ whether OTS, custom developed software
or SgaS is being acquired the following topics should bé.addressed in a formally executed contraft or
agrepment:

a) d description of the software or services to be supplied;

b) ¢ngoing operations, maintenance, and suppeft services for the supplied software product;
) description of the tasks the acquirer is.obligated to perform;
d) the term of the arrangement;

e) jpayment terms including linking payments to deliverables and holding back a portion of each payment
ntil acceptance of the software and/or service;

f) the software lifecycle~thé supplier uses and a commitment to employ it in accordance with indyistry
gtandards unless otherwise specifically agreed by the acquirer:

g) :Ior services, standards for supplier personnel (e.g. with respect to training and experience)] any
imitations on'the use of subcontractors and any limitations on the location from which the services are
o be performed;

h) lnethods to monitor ongoing progress, software performance, and quality;

cceptance criteria;

j)  the supplier’s obligation to comply with applicable law and to provide services and software that meet
any applicable legal and regulatory requirements;

k) the supplier’s confidentiality and data privacy obligations;
1) the consequences of applicable law changing during the term;

m) the parties’ respective rights to the software or services and intellectual property used to provide or
resulting from the use of the software or services (also see Annex C);
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remedies for intellectual property (IP) infringement including the supplier’s obligation to replace the
infringing IP if possible;
ownership of and rights to data processed by or resulting from the use of the software or service;

aprocess forinvoking and escalating urgent, critical events (e.g. delivery schedule slipped, critical quality
issues, payment delay, and response time) to the supplier or acquirer management for prioritization and
resolution;

the parties' respective termination rights;

ecnanisms 1or modifying supplier or acquirer o

rovision should include an informal process utilizing executives of each party not directlydnvelved
n the transaction, and a formal process such as alternatives to litigation including mediationf and
grbitration.

Typi¢ally, the most efficient way to address these issues is to incorporate them in the RFP and supplier’s

proppsal.

6.6.3.2 Specifying the required quality of the work

<)

[ISOYIEC/IEEE 12207:2017, 6.1.1.3]

Establish and maintain an agreement.

The
and

The

burpose is to make the supplier’s understanding of the quality level of the finished work it is to provide
the acquirer’s understanding of what it is getting the same.

supplier should identify in their proposal how they will‘carry out the work to implement the softjvare

or sqrvices they propose. The supplier is being engaged because they presumably have relevant skill§ and
knowledge to define and deliver suitable software or Services. Moreover, in order to hold the sugplier
accofintable for performing appropriate work, the supplier shall be the one defining said work and indichting

its c

nformance with the policies and procedures_of'the acquirer for the type of work. When evaluatjng a

proppsal, the acquirer judges whether the supplier’s proposed work plan seems reasonable to implement
proplosed software or services. Often the acquirer has questions which result in the supplier modifying
its proposal; often through providing demonstrations or additional information. Sometimes informftion

necepsitate revisions to supplier proposals and added time for making revisions.

MetHods for identifying required ‘guality of work may include the following.

a)

b)

d)

surfgces which necessitates the acquirer’s amending the RFP requirements, which then in turn|may

In general, the main method for evaluating a supplier’s work is the acceptability of the softwafe or
gervices the supplier delivers with regard to both functional and non-functional requirements. Howjever,
¢specially for acquisitions where implementation takes an extended period of time, the acquirer should
identify in the REP,the methods and criteria it intends to apply to evaluate the supplier’s ongoing work.
The supplier,¢an question these and propose alternatives which the acquirer in turn can quegtion.
dentify how,Such ongoing evaluations measure progress and are coupled with progress payments to the
upplier,A common way to do this is to define a series of deliveries, each of which represents a milegtone
or asséssing progress and providing partial or tentative acceptances. In some instances, deliveried may
e defined in terms of agile sprints. The less defined the software is, the closer the evaluation ppints
honld be. In some cases, the acquirer’s approval should be required for each sprint or increment bgfore
the development is allowed to continue to the next.

Evaluation of ongoing work should address the reasonableness of the work activities for the situation
and the proficiency with which activities are performed and produce required results.

Describe procedures for the supplier or acquirer to request information or changes, identify who for the
supplier and for the acquirer are authorized to provide requested information or approve changes, and
what types of changes warrant a change in price or a formal amendment to the contract.

Describe methods the supplier uses to assure the quality of its work, and how the acquirer is informed
of such actions and their results.
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Describe respective supplier and acquirer obligations, such as for reporting and providing ne

eded

access and resources, methods for evaluating their adequacy, and procedures for resolving disputes.
Describe procedures for delivering and installing supplied software, including the acquirer’s performing
acceptance testing at the time of installation, and methods to back out installed software as needed.

Delivery can consist of a series of deliveries, each with relevant acceptance testing.

6.6.5.3 Determine how payment is to be made

Different approaches to payment are used depending on whether OTS, custom software, SaaS, or ancillary
services such as implementation services are being acquired. Where OTS is being acquired software is

Y~ Services are being acq

ired,

custpm software is being acquired, tie supplier payments to deliverables, typically with some-reasomnable
time|after delivery to confirm suitability of the deliverable. Consequently, the agreement should incl
scheflule for series of deliveries with corresponding progress payments and a hold-back-amount paj
onlyupon final acceptance within a reasonable amount of time from the supplier's final delivery.

One
The

bf the most common acquisition questions concerns whether price should be a fixéd or variable am
price of an existing OTS software product or standard SaaS product/service oxdinarily is a fixed am

whidh often is publicly advertised, though can be adjusted for competitive advantage in the propos
contfast, suppliers generally prefer to charge for custom development based,on the supplier’s expendjture
of tithe and for materials (T&M).

T&M| reduces the supplier’s risk that the supplier’s costs exceed reyvénue but increases the acquirer’s

that

total charges exceed the maximum amount the acquirer intended to spend, in which case hind|

the dcquirer’s risk is to limit the total T&M charges to a “notyto’exceed” amount, which essentially
the rice fixed at that amount. In any type of fixed price centract, the acquirer should identify objec

asce
adju

Whi

often} suggests a preferable but now no-longer-available paymentimethod. A common technique for re(jﬂlcing

‘tainable conditions that warrant price adjustments:and procedures for calculating and making
tments.

le the acquirer may suggest in the RFP an expécted or preferred payment procedure. the supplie

offer|alternate payment methods in their propasal.

6.6.3.4 Acquirer's retained responsibilities

The

icquirer and supplier should agréejon the acquirer’s specific responsibilities. Failure to do so can le

probjems that threaten the acquisition and implementation. For example:

the supplier assumes thela¢quirer is performing a task that the acquirer does not intend to per
or lacks the capability te-perform; or in other words, there is no meeting of the minds regardin
qcquirer’s retained responsibilities;

the supplier blameés the acquirer for a supplier failure by stating that the underlying task wa
dcquirer's responsibility.
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Evaluation, selection, and contracting sub-process

Purpose

b)
2)

Advertise the acquisition and select the supplier.
Select one or more suppliers.

[1SO/IEC/IEEE 12207:2017, 6.1.1.3]

c) Establish and maintain an agreement.

2) fdentifymecessary changestothreagreement:
3) [Evaluate impact of changes on the agreement.
[ISOYIEC/IEEE 12207:2017, 6.1.1.3]

The purpose of the evaluation, selection, and contracting sub-process is to help ensure the’selection] of a

resppnsive proposal which can reasonably and most advantageously meet the acquikrer’s requirements,

and o contract with the selected supplier(s) to deliver the agreed software and services. The acquirer|shall
perform the key activities in this sub-process, including:

a) ¢valuate supplier proposals;

b) ¢liminate any proposals that are unlikely to meet acquirer’s needs;

¢) Trank supplier proposals;

d) identify and address any common critical commercial and legal issues;

e) gelect the most advantageous proposal overall;

f) nmegotiate final details and execute a formal contract with the supplier whose proposal is most
qdvantageous overall; or if a formal contract-‘cannot be executed, repeat with the next most
gdvantageous, or terminate the acquisition.

The ¢xtent and formality of each activity can vay’based upon the risks involved. The acquirer should obtain

additional information as needed from qualified suppliers to confirm understanding of their proposals,|such

as by formal requests for clarification of the proposal or for demonstrations of their software and services.

Figure 4 shows an overview of the major activities and outputs of the evaluation, selection, and contrafting

sub-process. The sub-process technically begins after an acquirer issues a request for proposals (RFP}; but

mos{ of the sub-process’ obseryvable activity occurs after the acquirer receives a proposal in response tp the

RFP from a prospective supplier!
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Figure 4 — Evaluation, seléction, and contracting sub-process

"e submitting a proposal, suppliers.gan’ ask the acquirer to clarify certain RFP contents and su
natives for the acquirer to consider! To maintain fairness and provide all prospective supplier
rtunity to make proposals thatunore fully meet the acquirer’s needs, the acquirer should sha
ng with all prospective suppliers all questions and answers along with any amendments to the RF

hcquirer evaluates each-supplier proposal, preferably applying structured evaluation procedure;

ional information regarding some aspect of the supplier’s proposal. Although the intent is to mal
amendments priorfo proposal submission, it also is common, often in response to supplier prop
h indicate misunderstanding of some aspect of the RFP, for an acquirer to amend its RFP and for o

suppliers.in{turn to submit additional information or modify their proposals accordingly. Gene
upplier iS'vesponsible for the suitability and feasibility of its proposal. However, the acquirer sh
tion aspects of a proposal which seem significantly out of line with other proposals, since
rences can reflect the supplier’s superior capability or can signal a misunderstanding of the acqu
irfements.
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After evaluating all proposals, the acquirer should rank those which are deemed acceptable and may gather
additional information to confirm the acquirer’s understanding of acceptable suppliers’ proposals. The
acquirer then begins negotiations of final details with the supplier whose proposal is highest ranked (or a
few suppliers in a competitive range) with the objective of reaching agreement in an efficient manner. When
the acquirer and supplier have reached agreement, the acquirer accepts the supplier’s proposal as modified
by negotiations as a formal written contract, whereupon the supplier begins carrying out its contractual
obligations.
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In the event the acquirer cannot reach a satisfactory agreement in a reasonable time with the supplier of the
currently highest-ranked proposal, negotiations shift to the supplier with the next highest-ranked proposal
and so forth until a formal contract is executed or the acquirer terminates the acquisition.

Although evaluation apparently begins when all proposals have been submitted, in fact, many activities
between issuing an RFP and receiving proposals are likely to provoke evaluations of suppliers. Thus, this
sub-process begins upon issuance of an RFP.

7.2 Outcomes

The ULCOIIICS dI'C d5 fuliuwa.
a) jproposals are evaluated;
b) 4 qualified and preferred supplier is selected;

c¢) 4 formal contract between acquirer and supplier is negotiated and executed; or the acquisitipn is
ferminated.

7.3 | Evaluating proposals

7.3.1 Planning for proposal evaluation

The jacquirer’s strategy should include identifying anticipated methods and procedures for evalupting
submitted proposals. General anticipated proposal evaluation procedures should be described in thel RFP
to b?tter enable prospective suppliers to submit responsive pfoposals. More specific information gbout
evalyiation methods may be private to the acquirer and not.described in the RFP. However, the RFP [shall
specify a required proposal format structured to facilitate such evaluation.

7.3.2 Evaluation criteria

The [primary evaluation criterion should be thetextent to which the supplier’s proposal satisfies the
acqujrer’s requirements and thus provides the desired value. Typically, the acquirer’s requirements in¢glude
a sef] of mandatory requirements which a supplier is required to propose to satisfy for the supplier fo be
consfdered further. The acquirer can also.identify a set of additional non-mandatory requirements and [their
respective weightings (degrees of impertdnce) which become the basis for comparative proposal evalugtion.
The pbjective is to establish clear and open supplier evaluation criteria that give confidence the sugplier
seledted to do the work can satisfy the acquirer’s requirements and, in a competitive situation, on balance
is bept suited to provide the software or services. Even when considering only a single source, a prospective
suppllier’s proposal should bie evaluated to confirm it reasonably will satisfy the acquirer’s requirenpents
suffifiently to provide needed value before engaging the supplier.

7.3.3 Establishingproposal evaluation procedures

7.3.3.1 Defining explicit structured evaluation techniques

Evalpiatiofizprocedures should be developed to use in applying evaluation criteria when reviewing sugplier
proposals, identifying non-responsive suppliers, and selecting a qualified supplier. Additional considerafions
relate_to nccnccing the ar‘qniror'c r]ngrnn of confidence in the cnpp]inr'c ahi]ify to deliver as prnmicor and
should include the supplier’s management qualifications, technical approach, financial position, technical
capability, experience, quality practices, and perceived ability to work harmoniously with the acquirer.
Visits to supplier facilities and interviews with supplier clients may be conducted.

Many evaluations are performed in a relatively unstructured manner, typically directing evaluators to
review and comment on supplier proposals without specific guidance. Such an unstructured approach relies
on the evaluators to know what to look for and how to evaluate it-and frequently produces review results
which are incomplete, inconsistent, and unreliable.

© IEEE 2024 - All rights reserved
35


https://standardsiso.com/api/?name=52aca68534b164fbf9fef838839b2bbe

ISO/IEC/IEEE 41062:2024(en)

Many acquisitions employ a more structured evaluation approach developing a scoresheet, which typically
breaks out specific evaluation topics and assigns relative weights to each based on their importance to the
acquisition. In addition, evaluators prepare checklists such as ones which ask yes-no questions or other guides
for evaluating various aspects of a proposal and ordinarily also identify a mechanism for scoring evaluation
results. Less formal guides rely on evaluators’ judgments to score each question yes-no, high-medium-low, 1
to 5, or other similar techniques. More formal guides list specific criteria warranting each score.

One or more evaluators follow guides to evaluate and score each proposal with respect to each of the
evaluation scoresheet questions. Evaluators also can record comments regarding their specific evaluations.
For each proposal, the score for each topic is sub-totalled and extended (multiplied times the topic’s
We]g T e oFeSaretotarntarorCactproposarana—tnieth G-G‘va‘ P16 ' G' able
quaritified performance-price comparisons of competing proposals.

htings and scoring should be explained in the RFP so the supplier understands priorities and can
produce a responsive proposal. Required, higher risk, and very important capabilities are weighted hlgher
than|low risk, optional, and less important capabilities. Often a supplier who canneét satisfy a key det of
requjired capabilities is removed from further consideration. Making such critical efiteria explicit enfibles

Sincg¢ the objective is for the acquirer to receive appropriate software and services, and to enable faif and
meaningful comparative evaluation of suppliers proposing different software solutions, suppliers shoufld be
ted to submit proposals which address all the acquirer’s key requirements. Thus, a supplier whose{own
prodjuct or service does not satisfy a key acquirer requirement is directed to identify a way the requirement

dxample, services or an additional piece of software, hardare, or custom development from a separate

dditional items as a vendor or subcontractor to the main supplier or as a co-contractor with whorp the

While this document primarily anticipates evaluation of competitive proposals for supplying product$ and
serv]ces to meet the acquirer’s needs, acquisitions for a variety of reasons often are “sole source” wherein
a sinfgle supplier is considered. Chances of*a:sole source acquisition succeeding are enhanced by following
procgdures similar to a competitive selection. That is, the acquirer defines its requirements, the sugplier
propposes to satisfy them, and the acquirer evaluates the adequacy of the supplier’s proposal and engages the
suppllier only when the supplier’s proposal is found adequate to meet the acquirer’s requirements.

7.3.3.3 Reference to external supplier/product evaluations

Perigdicals, books, and websites frequently publish reviews of various suppliers and their software products.
Such|reviews can be helpful for suggesting areas to evaluate more closely; but such reviews should npt be
the grimary basis forythe acquirer’s evaluation of a supplier’s proposal. The review has no accountability, nor
is the¢re any reliable-Way to assure its applicability to the acquirer’s situation or supplier’s actual proposal.

Acqdirers may/request prospective suppliers to provide references, who predictably tell only abouf the
suppFier's favourable side. A more informative technique is to request a list of all the supplier’s r¢cent

clienfs-for ‘products and services like those being proposed, who have agreed to be contacted, and|then
havelthe acquirer choose which clients from the list to contact for references Information from referénces
can be helpful in judging the extent to which the supplier’s depiction of some situation matches the
acquirer’s perception of it. Reference information can be especially relevant in making judgments about the
responsiveness, attention to quality, and ease of working with a supplier. However, the fact that a reference
found the supplier’s product satisfactory for the reference’s purposes is not sufficient for assuming the
supplier’s product is satisfactory for the acquirer’s purposes. Often information from a reference describes
more about the reference than the supplier. In addition, acquirers should not read meaning into a client’s
refusal to provide a reference, since many organizations have policies against giving references or other
business reasons for declining.
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Many acquirers spend considerable amounts of time and money visiting supplier facilities. Such visits
often fail to provide any information which is relevant for evaluating the supplier’s proposal, particularly
when the supplier’s developers work virtually; and judgments based upon visits concerning the supplier’s
suitability are often unreliable or inconclusive. On the other hand, visits to the supplier’s existing customers
can be more instructive. However, clients the supplier identifies for site visits can be unrepresentative of the
supplier’s full client base.

7.3.3.4 Uses of bidder’s conferences

After releasing an RFP to prospective suppliers, an acquirer may invite all the prospective suppliers to a
supp|lier (bidder’s) conterence where the acquirer explains the and answers prospective suppjiers’
queskions. While such multi-person conferences can facilitate communications and expedite identifichtion
of ngeded clarifications, bidder’s conferences also can have several drawbacks. Acquirers may-takd less
care|preparing an RFP on the assumption that verbal communications at the conference willymake ujp for
the RFP’s shortcomings. However, taking sufficient care preparing the RFP is more reliable, since verbal
comimunications are often unreliable and need to be captured in writing anyhow, so all prospective supgliers
recejve the same information even if they are not present at the bidder’s conference.

In-pgrson bidder’s conferences especially can incur significant expense which thé supplier passes alohg to
the dcquirer. Prospective suppliers can feel obligated to attend lest their absence be used against thgm in
evaluyations of their proposal. Suppliers have been known to veil sales presentations in the form of questfions;
and |acquirers often make subjective judgments about suppliers based“on their bidder’s confefence
behayviours. Such impacts can be reduced by encouraging submission-ef written questions prior t¢ the
confg¢rence and holding it electronically.

7.3.3.5 Trial use of proposed software products

Often prospective suppliers offer the acquirer the opportunity to install the supplier’s product for a|trial
perigd. Once the acquirer has expended the effort installing and learning the proposed software, and|as it
becomes familiar, it can seem like the preferred way.such software should act. Consequently, it can be fhard
to evaluate other competing proposed software objectively unless the acquirer is able to engage in|trial
use ¢r demonstrations of each competing supplier in the competitive range. Even then, the first prqduct
trial|often gains an advantage, so it can be instructive to conduct a second trial of the first product pfter
completing trials of competing products.

7.3.3.6 Avoiding overemphasis on-certain aspects

An agceptable supplier’s proposal'should meet the acquirer’s business and technical requirements, inclyding
the gupplier's credibility, before*the proposed price is considered. To help avoid the common tendency
k first at price, a suggested practice is to direct suppliers to submit the pricing of their proposal
sepafately from the proposal content and keep evaluators unaware of such price information. The acqluirer
should first evaluate all‘proposals without regard to price, and then compare the price-performance rjatios
of al] proposals. Morgover, when comparing prices, the evaluators should normalize the various suppliers’
propposals. For example, if a proposal lacks one or more items of functionality of value to the acquire, for
purploses of the\evaluation the acquirer may add the estimated cost of obtaining such items of functionality
an alternative source to the supplier’s price. An alternative is to require suppliers to identify way$ and
pricgs to filligaps in their own product or service.

Many ‘proposal evaluators base their evaluations on supplier reputation or their judgments about the
supplier’s proposed methods and plan of work. Evaluators can need training to make such judgments
reliably. Such judgments can be biased when based upon information from other sources which are not part
of the supplier’s proposal and which the supplier was not even aware of.

When proposing services, suppliers commonly identify the backgrounds of personnel who are likely, and
sometimes promised, to perform specific roles. Proposal evaluators make judgments about how well they
expect the proposed personnel to perform; and concerns thereof can be communicated to the prospective
supplier. Except where the participation of particular supplier personnel is a key element in the supplier’s
selection, or where there are valid reasons for excluding particular supplier personnel from participating,
the supplier alone should determine its staffing and direction of its staff. Giving feedback about suitability of
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particular proposed supplier staffis not a license to dictate the supplier’s staffing and methods. The supplier
has control over how it staffs and manages its work, consistent with applicable laws and regulations.

7.3.3.7 Maintaining supplier’s burden of responsibility

Acquirers can evaluate supplier proposals in a way that unwittingly undercuts the supplier’s responsibility
for the suitability of their proposed software. This occurs in the typical acquisition sequence of events: the
acquirer states its requirements, the supplier describes its software product and service solution, and the
acquirer determines whether the proposed solution can satisfy the acquirer’s requirements and provide
desired business benefits/value. This makes the acquirer, not the supplier, responsible if the supplier
suppflies the proposed solution DUT It 1ails to satisly the acquirer s requirements. 1o avoid such an undepired
outcpme, the acquirer shall define its business requirements; and the supplier shall state explicitly, thpt its
propjosed solution does satisfy the acquirer’s specific business requirements.

7.3.4 Alternative evaluation techniques

The [traditional scoresheet evaluation approach can be time-consuming and expensive, especially if
evalyiators misunderstand and thus mis-score aspects of the supplier’s proposal. Kess easily recognized is
that fthe traditional scoresheet evaluation can remove a supplier’s responsibility*for its software - exfactly
oppdsite the effect acquisitions and such evaluations are presumed to provide.df a Supplier says they provide
a given result but fails to do so, the supplier generally can be held responsible/On the other hand, if somleone
else Infers the supplier will provide a given result; but the supplier is not able to, the supplier’s responsibility
can e contested.

In the typical traditional scoresheet evaluation, the acquirer desévibes its requirements in the RFR, the
suppllier describes the product or services it proposes to proevide, and the acquirer’s evaluators gnake
judgments as to whether or not they think what the suppli€p proposes is likely to produce the acquirer’s
desitted results. In such a situation, the supplier can be held responsible only for providing the pronpised
prodjucts or services, but not whether they in turn provide'the benefits and value the acquirer expects.

An alternative approach which helps keep the supplier responsible has the supplier’s proposal describg the
propjpsed overall approach to satisfying the acquirér’s requirements and then indicates for each requirement
her the supplier satisfies the requirement and the relative degree of risk thereto by stating whethér:

a) a proposed existing software product satisfies the requirement;

b) 4 proposed existing software preduct is customized at no additional cost to satisfy the requiremenit;

c) an enhancement at additiondl.charge satisfies the requirement; separately describing the product or
fervice enhancement in thie)proposal and listing its additional price in the separate pricing part df the
proposal;

d) 4n alternative is preposed; separately describing it and explaining why it should be acceptable in the
proposal and listing any additional price for it in the separate pricing part of the proposal;

e) the requirement is not satisfied.

By stating each individual requirement as a deliverable capability that the supplier commits to delivering,
ther¢ are o longer issues due to misunderstanding what the supplier is proposing, and the supplief can
ld-responsible for their promised provision of needed capabilities. The same approach appligs to

ctiona eqtirements™for—littes™;—strch—as—perfornmance——security—usabitity—relabilityy and
maintainability; and typically, RFPs additionally may request information about the supplier’s procedures
for satisfying such capabilities.

Suppliers whose own products or services cannot satisfy a particular acquirer requirement are encouraged
to find and propose work from other suppliers who can satisfy the requirement. Such arrangements can
take the form of subcontracting or other agreements with additional suppliers.

This technique provides three advantages. First, the burden of responsibility stays with the supplier since
the supplier is promising to satisfy the acquirer’s respective requirements, which can make it easier for the
acquirer to establish supplier responsibility for failures of the software or service to meet the acquirer’s
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need. Second, relative risk is reflected in each response, wherein an existing product that satisfies a
requirement is the lowest risk because it is currently observable. No-charge customizing reflects a slightly
higher risk, whereas enhancement for an additional charge incurs greater risk. Suggested alternatives can
represent a range of risks which the acquirer assesses based on the alternative’s specifics. A requirement
that a supplier does not propose to satisfy is not a risk but rather a certainty that the acquirer does not
receive desired capabilities. By making specific risks more apparent, there can also be opportunities to
negotiate actions that reduce the risks or language in the contract that additionally allocates such risk to
the supplier. Third, by not having to figure out what the supplier is proposing or judging it, the acquirer can
more reliably evaluate the proposal’s responsiveness in very little time.

7.3. Information to aid proposal evaluation

WitH the scoresheet approach, evaluators sometimes include additional scoresheet items which_they use
to mpke judgments about a supplier’s response to some related question in the RFP. Often these’quesfions
can be reworded and included in the RFP for the supplier to respond to explicitly. This can(@reatly re¢duce
evalyiation effort and evaluation errors due to the evaluator’s misunderstandings.

Whefe the supplier performs customization development or other services, the supplier should provjide a
detalled work plan briefly describing tasks, expected start and end dates, relevant‘dependencies, deljvery
scheflule, and other pertinent information (such as things to be provided by-the acquirer) that toggther
ce software or services that satisfy the acquirer’s requirements. The-supplier can also desfribe
particular methods, such as their approach and experience in agile methods'or familiarity with the acquirer’s

Where the supplier is proposing ongoing operations, maintenance, ©r support services in conjunction|with
arate from the supplier’s proposing to provide related software products, the acquirer should request
a degcription of measurable results and service levels and to-prepose methods for the acquirer to mofitor,
evalyiate, and address the adequacy of such services.

The acquirer should not prescribe specific tasks but can;look for expected tasks in the supplier’s description
of their work plans. For instance, much can be learned from the supplier’s own intentions regarding prjoject
manggement activities, quality assurance, testing, planning, design, execution, reporting, correftive
actifities, and retesting.

Regdrdless of whether the supplier proposes-subsequent maintenance of its software product, the sugplier
should identify types of warranty issuestobe corrected without additional charge to the acquirer. Similarly,
supplliers of OTS and SaaS products shouild describe and commit to regularly released product updateq that
typidally go to all users of a proposedsoftware product.

The gvaluator evaluates the reasonableness of the supplier’s proposed approach for meeting the acqujrer’s
requjirements, not whether it is the way the evaluator would do it.

The pupplier usually is Fequested to identify and provide biographical information about key personrjel to
be agsigned to work on'the project. Generally, the supplier has full control over determining who staff will
be and what they-work on. The acquirer’s main concern should be that the supplier has sufficient suifable
resofirces to cargy-out the supplier’s proposed work plan. In limited circumstances, an acquirer may indjicate
that p particular individual, or type of individual (such as to avoid conflicts of interest or security concgerns)
shoulld not ke involved, but usually cannot specify who should be involved. An exception occurs when a
partjcularindividual has recognized unique skills and expertise; and that individual’s involvement is & key
basig for selecting a specific supplier. The RFP should specify if identified key personnel are required to
be committed to the project or are included in the proposal as typical, and whether the key personnel are
currently employed by the supplier or will be engaged upon contract award.

Financial information can be requested from the supplier, such as their latest audited financial statement.
The acquirer should have evaluators who can interpret financial reports and predict the viability of the
supplier over the initial term of the contract. Recognizing the questionable accuracy of such predictions,
another approach is to include in the RFP questions requiring the proposer to identify financial, legal, market,
or other situations that constitute a risk affecting the supplier’s ability to deliver the proposed software or
services. Suppliers’ inability or unwillingness to disclose such risks can be an added basis for evaluation.
Where questions arise, the acquirer’s evaluators may seek further information and clarification from
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a prospective supplier. Where such questions and related answers are also relevant to other prospective
proposers, an amendment to the RFP pertaining to the identified topics may be issued, with an extension to
give suppliers additional time to respond with modifications to their proposals.

The acquirer’s evaluators prepare preliminary evaluation scores for each proposal based entirely on the
written proposal as adjusted to address supplier answers to questions and clarifications. Suppliers whose
proposals do not appear capable of satisfying the acquirer’s requirements may be excluded from further
consideration, and so notified at this point. However, the acquirer should keep potentially suitable proposals
in consideration until a formal contract has been executed with a selected supplier.

7.4 [Selecting the supplier

7.4. General

The fcquirer should carefully and critically review each proposal for the following:

he magnitude of the effort required to fill any gaps between such proposed softwdre or serviceg and
he acquirer’s requirements as stated in the RFP;

b) the risks associated with the proposal (strategic, technical, commercial and environmental, social, and
overnance-ESG, among others) including with respect to the effort to fill any such gap;

c¢) the extent to which implementation will require business process change other than any that is part of a
esired transformation;

d) the risk allocation reflected in the prospective supplier’s goncerns about and suggested changps to
he acquirer’s proposed contract terms and conditions{including representations, warranties and
ndemnities;

e) fthe price and the risk that the price will increase~over time, including cautions when a supplier’s
roposed prices are much higher or lower thancthe average of all proposed prices, noting that|both
igher- and lower-than-typical prices may reflectsuperior solutions.

Mempers of the acquirer’s procurement team responsible for the selection of the supplier, of for

recommending a supplier or suppliers to a séhior executive, should work to achieve a consensus view df the
suppllier or suppliers that are most advantageous to the acquirer. Once such a view is achieved this group
shoulld prepare a summary of its analysis-for presentation to executives and to create a record regardinig the
decigion.

7.4.1 Evaluation of information not in the proposal

Tradjtionally, much of an evaluation is based upon factors other than the supplier’s proposal. Stafting
with| pre-qualificationtoreceive an RFP, considerable attention often is paid to the supplier’s reputhtion
and presumed capabilities ascertained from sources other than the supplier’s written proposal. Anilex A
presents numerous topics often used for consideration in evaluating suppliers and software.

For gxample, prospective suppliers can be invited to demonstrate the software they are proposing and allow
site yisits to supplier or client facilities. In addition to the acquirer’s own expenses for these activitie§, the
winrling<stpplier's costs end up being passed along to the acquirer. The alternatives described below can
reduréthese impacts.

Visits to supplier or supplier client facilities add time and cost to an evaluation. Too often such visits provide
little additional reliable information that aids the evaluation; and frequently information that visits provide
can be obtained in other less costly yet often more reliable ways. The increasing prevalence of supplier
personnel’s remote working makes it easier to recognize why and when acquirer site visits can be unlikely
to provide added value offsetting their added cost.

Many evaluations rely extensively on supplier demonstrations of proposed products to understand what
the supplier is proposing. Not only are demonstrations expensive and time-consuming, they often create
an unreliable understanding of the proposed software. A demonstration provides a very limited view of the
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software yet can include too much information for an observer to comprehend. Moreover, demonstrations
almost always avoid revealing areas of concern. Consider limiting demonstrations to suppliers whose
proposals already have been evaluated as suitable for acceptance; and use demonstrations to confirm
understandings rather than create them.

7.4.3 Additional requested information

To reduce both the acquirer’s and suppliers’ time and effort, the following activities should be restricted to
a small number of “finalists” advantageous proposals which evaluation indicates are capable of sufficiently
satisfying the acquirer’s requirements. The purpose of these activities is to confirm the evaluators’
unddrstanding of the respective proposals and determine a level of confidence in the supplier's claimyg that
thein] proposal satisfies the acquirer’s requirements. In the light of such additional information, evaliption
scor¢s based on written proposals can be discounted, even to the point of determining that ajpropogal in
fact {s unlikely to satisfy the acquirer’s requirements. That proposal may be excluded, or its avtlor may be
requpsted to revise their proposal accordingly and submit it to re-evaluation.

The RFP usually requests each proposer to provide references. Specific comments can bé instructive gbout
aspefts or features of the software that the reference found especially easy or hard-to use, error-pfone,
ineffpctive, poor performing, or useful. Some of the most valuable reference comments describe experi¢nces
worlfing with the supplier and supplier personnel, such as speed, perseverance;and adequacy of resporise to
problems and questions.

Supplier demonstrations of proposed software can be limited to propesals which have been evaluat¢d as
likely advantageous to the acquirer. The demonstration is to confirm\the proposed software works af the
acqujfrer’s evaluators expected it to work, both with respect to subjective judgments of factors such af the
software’s usability and in accordance with the capabilities claimhed in the proposal. Third-party reyiews
of pfoducts by authors not involved with the current acquisition and references’ comments abouf the
suppllier’s products often indicate aspects of the software te_be sure to have demonstrated. Expected fisers
of the software should observe the demonstration alongwith proposal evaluators; and where possible the
expefcted users should try out the proposed software¢to evaluate its usability and general suitabilitly for
theirf work.

Ordiparily proposers demonstrate their proposedsoftware at the acquirer’s site. Alternatively, the acqu]rer’s
evalyators, including some expected users of the acquired software, can visit the supplier’s or a suppllier’s
clien‘t's facilities to observe the proposed software in actual operation. Since such visits incur significantjtime
and ¢xpense, they should be undertaken only when they provide sufficient additional needed informption
that pannot be obtained more economi¢ally in other ways.

For ¢xisting products, access te-a complete or representative set of user and operations documentption
(information for use) should dccompany the supplier’s proposal. This is the simplest and most informptive
way [to confirm such documentation exists and evaluate its suitability. These materials should accurptely
reflect the way the demonstrated software works. For software the supplier is developing, it can be hdlpful
to request samples of doeumentation the supplier has produced for other custom development.

For Jarge, complex;”and unique custom software acquisitions, and for maintenance services, iff can
be appropriate\te request proposers to provide samples of their work to demonstrate their tec}:lgical
capabilities.-Work samples should be protected with NDA and restrictions on reuse. However, samples of
workK the supplier has done for other clients can be less relevant to the current acquisition. Then it can be
instrjuctive to request a proposer to develop a small piece of software to perform some challenging funftion
of the seftware being acquired

After discounting for supplier claims in the written proposal which are not supported by additional evidence
and adjusting (and re-evaluating) for supplier proposal additions and corrections, proposal technical scores
can be combined with proposed and adjusted prices to produce a performance/price ratio for each “finalist”
proposal. The proposal with the most favourable performance/price ratio should be tentatively selected,
and final contract negotiations should be initiated with its proposer. If a formal contract cannot be executed
with the selected supplier within a reasonable time, the supplier with the next highest performance/price
ratio can be engaged and so forth, so that a formal contract can be executed with a supplier whose proposal
satisfies the acquirer’s requirements. If a satisfactory formal contract cannot be executed with any suitable
supplier, the acquisition can be terminated.
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7.5 Negotiating the contract

7.5.1 General

c) Establish and maintain an agreement.

4) Negotiate the agreement with the supplier.

5) Update the agreement with the supplier, as necessary.
[ISO/IEC/IEEE 12207:2017, 6.1.1.3]

Negdtiations occur between acquirer and supplier representatives who have final negotiating authgrity,
often) with assistance of legal counsel, procurement specialists, subject matter and technical‘exferts,
or ofher advisors. Negotiations should be based upon the existence of adequate written specifieations; a
defirfition of the obligations and responsibilities of the supplier and acquirer; the time frames)in which the
worl{ is to be accomplished, and a balance of the responsibilities, risks, and benefits to both-parties.

The hegotiating process is intended to identify any problems and misunderstandingsyexamine potgntial
uncefrtainties, allocate the risks, and protect both parties. Review comments from/bisiness, finance, legal,
procirement, and technical stakeholders should be consolidated for negotiation/téference. The following
asperts shall be agreed and documented when negotiating the contract:

a) 4 means of resolving disputes;

b) llnvesting a minimum amount of funds before the quality of\the supplier’'s work or product is
emonstrated;

¢) 4 maximum total price, payment amounts, or total value'of the contract, adjusting the conjtract
onsideration in accordance with the custom-developed, @TS, or Saa$ acquisition model;

d) the right to use intellectual property of acquired 'software and the remedy process if intelleftual
property infringement occurs on the acquired software to protect the acquirer's product delivery;

e) d¢onsistency with the acquirer’s acquisition pelicy or strategy and related or previous contracts;

f) eans of transitioning to supplementary contracts for operations, maintenance, or support seryices
hat a supplier is to provide for acquired-software;

g) dlefining the process of invoking and escalating urgent or critical events such as delivery sch¢dule
lipped, critical quality issue, payment delay, or excessive response time, to the supplier management
or prioritization and resolution.

If negotiations with the selectéd supplier fail to produce a contract that assures delivery of a quality prgduct
on time and properly supported, the acquirer should open negotiations with an alternate supplier.

If the acquirer cannowithin a reasonable amount of time execute an acceptable formal contract wlith a
suppllier, the acquirer can terminate the acquisition. Furthermore, the parties should approacH the
negoftiation as_a>process pursuant to which they can work together to find mutually acceptable solufions
to cgmmon Problems. By being empathetic and attempting to understand the other party's needq and
posifions,seach should think about the extent to which they can meet the other’s needs without materially
W or
pther

NOTE Detailed requirements for content of a contract are presented in ISO/IEC/IEEE 15289:2019, 10.12.

7.5.2 Additional negotiation considerations

The purpose of negotiation is to identify issues and risks that can arise during the term of the contract
and resolve them or agree to the processes to be used to resolve them. The traditional approach typically
treats contract negotiation and execution as an additional activity creating a contract document separate
from the supplier’s proposal. Although the supplier was ostensibly selected based on their proposal, such
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negotiation can result in an executed contract between supplier and acquirer that does not reflect what
the supplier proposed or the basis for the supplier’s selection. While the supplier’s proposal ordinarily is
incorporated by reference in the final contract, it often is more for historical contextual purposes than for
defining the supplier’s resulting contractual commitments. An alternative approach described below offers
the opportunity to reduce negotiation time and effort while also keeping the formally executed contract
faithful to the supplier’s proposal.

Since a contract is formed when the acquirer accepts the supplier’s proposal (offer), contract negotiations
can be viewed as a process mainly of modifying the supplier’s proposal until it is accepted. Thus, most
negotiations should take place prior to supplier selection, and be reflected in proposal modifications such as

) e o o . L i io thattheaeauirer
can

Clal‘i oSG oH v ; OF-PTov v ora6t OhH wes v

is liely rage before rather than after selecting a supplier. Since some suppliers

The fime, effort, and impact of such negotiations can be reduced often considerably by ‘anticipating and
addrgssing such issues in the RFP. By incorporating requirements in the RFP concerning topics that uspally
are the subject of negotiation so that the supplier addresses them in their proposal/much of the final conjtract
can be achieved without extra negotiation effort. Since some questions and need for changes invariably still
arisg, the RFP should state explicitly that the agreement between the acquirer and the selected supplier
is not formed until a formal written contract has been executed. However,\tlie bulk of the formal conitract
shoulld be the selected supplier’s proposal, as modified by clarifications and'additional information proyided
priof to tentative selection. Negotiations following tentative proppsal’selection should deal with minor
detalls, rather than content that goes to the heart of and can evencconflict with the basis of the suppflier’s
seledtion.

The pcquirer may also negotiate and execute contracts with additional suppliers arranged by the main
supplier to provide capabilities the main supplier indicated\it cannot provide.

If th¢ supplier proposes to provide both a software preduct and ongoing services relating to the product, it
can he advisable to split the contract into:

a) 4 section dealing only with the software ptoduct which is satisfied by the acquirer’s acceptance df the
delivered software product;

b) 4 section dealing with subsequent:related services which continue in force for a length of time anfl are
gubject to definition of servicesjrequired performance levels, and remedies specified in that conjtract
gection.

7.5.3 Informal letter of understanding (LOU)

Somg¢ acquirers and suppliers prefer to rely on a brief and somewhat general letter of understanding (L.OU)
memo of understanding (MOU), agreement in principle, or similar document, rather than typically rIore-
descriptive formally éxecuted contracts. An LOU usually can be drafted and agreed upon in less time than a
morg¢ detailed and formally executed contract; and the parties agree that an LOU increases their flexiljility.
Oftef an LOUSs)meant to indicate that a more thorough formal agreement is forthcoming, but frequently the
partles inteénd the LOU to be their agreement. When everything in the acquisition proceeds as expected, an
LOU [canturn out to be adequate. However, many if not most acquisitions encounter difficulties, frequently
regafding areas the LOU fails to address or address adequately, in which case relying on an LOU can
contribute to difficulties.

A related type of issue can occur when time is of the essence and the parties rely on an LOU for the supplier
to begin work before the acquirer has engaged the supplier to do the work. Such an LOU usually states that
the acquirer anticipates the supplier will be engaged to do the work. If the supplier later in fact is so engaged,
the technique has served its purpose to speed delivery. However, if the supplier is not engaged later or is
engaged differently from the way the LOU anticipated, disputes and extra costs often can arise.
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Assessing and managing risk

Most evaluation and contracting risks originate in the RFP or relate to basing evaluations on unreliable
information. Such risks can be reduced by confirming relevant topics for evaluation are identified in the RFP
and included in supplier proposals in formats that avoid misunderstandings while facilitating evaluation.

7.7

Performing verification and validation (V&YV)

Comparing the findings of multiple evaluators is an often-effective method for detecting and resolving
evaluation anomalies. Demonstrations of proposed products and information from those familiar with
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of the contract and evaluating whether the supplier has met the agreed acceptance criteria.
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the supplier is responsible for managing its implementation work, the acquirer also monitor;
hges the process to help ensure the supplier completes milestones that contribute to the acqu
ving software products and services that satisfy the acquirer’s requirements.

e 5 shows the major activities and outputs of the implementation and acceptance sub-process
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Figure 5 — Implementation and acceptance sub-process
Som¢what different procesSes are followed depending on whether the supplier is engaged to pr¢vide
softyare products or services that can be considered complete upon delivery or ongoing continuous seryices
that pre not fully completed until expiration of a covered period of time. Delivery can be accomplished by a
serigs of partial deljveries until the full delivery is completed.
The fcquirer shall eévaluate the acceptability of the supplier’s delivery and report to the supplier issugs for
the qupplier toyaddress, which remain subject to acquirer acceptance. Upon the acquirer’s full or partial
acceptance<ofithe supplier’s delivery, the supplier is entitled to payment, possibly adjusted to reflect isues
and pthér‘forms of partial delivery or incentives for superior performance. The contract can allowy the
acqujrep to hold back some portion of total payment until final completion of the supplier’s contraftual
obligations.

For services which are intended to be delivered over some period of time, methods and procedures can be
defined for ascertaining acceptability of such services on an ongoing basis as they are delivered, thereby
entitling the supplier to pertinent payment; but the supplier’s full contractual obligations are not satisfied

until the end of the specified period of time for which the supplier is engaged to provide the software
services.
For operations, maintenance, or support services relating to acquired executable software, the

implementation and acceptance of the executable software do not also include acceptance of services
the supplier is engaged to provide after acceptance of the executable software. Typically, such services
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are considered the subject of a separate contract which takes effect upon acceptance of the applicable
implemented executable software products.

8.2 Outcomes

8.2.1 Outcomes of evaluating supplier performance
The outcomes of evaluating supplier performance are as follows.

a) Required software or services are provided in an acceptable state and time frame.

b) Objective performance measures are collected, available for review, and used to evaluate adequalcy of
the supplier’s performance and of the delivered software or services.

c) Issues affecting implementation success are identified and addressed appropriately.
d) Apcquirer objectives are achieved.

e) The adequacy of the acquisition process is evaluated to identify improvements/to be made during the
urrent implementation or in future acquisitions.

8.2.1 Outcomes of software acceptance
The putcomes of software acceptance are as follows:
a) A detailed acceptance process is defined;

b) Detailed definitions of tests or evaluations are available“to demonstrate satisfaction of accepfance
riteria;

c) Afcceptance tests or evaluations are performed:

d) Defects and deficiencies to be resolved prior te‘acceptance are identified;

e) ldentified defects and deficiencies are resolved or a plan to resolve them is agreed upon;
f)  $upplied software or services are accépted;

g) Upon final acceptance, any remaining amounts due to the supplier are paid and the contract is closgd.

8.3 | Implementing software or services

d) Monitor the agreemeént.

1) |Assess the executipn of the agreement.

2) [Provide data-needed by the supplier and resolve issues in a timely manner.
[ISOYIEC/IEEE ¥2207:2017, 6.1.1.3]

propose€d.software and services. Thus, the supplier is primarily responsible for identifying, performing, and
managing the supplier’s activities.

The Eain activity of this sub-process involves the supplier doing what the contract requires to implemeht its

In addition to performing its own retained responsibilities, such as providing required resources to the
supplier, the acquirer shall determine that the supplier’s overall performance under the contract fulfils
the acquirer's requirements. In general, the acquirer does not have authority to manage or supervise the
supplier’s work practices but is well-advised to monitor the supplier’s work output and take relevant actions
to assure that the supplier is delivering acceptable work products in accordance with the schedule and
contractual agreement. Agreed-upon measures and metrics can aid in such monitoring. For instance, if the
supplier is obligated to use a standard method or life cycle model, mechanisms should be included to track
the supplier’s performance against such obligations and identify cases of non-performance (or superior
performance where incentives are involved).
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If non-performance is identified, the acquirer shall discuss with the supplier the reasons for and potential
consequences of it, as well as corrective and preventive actions the parties can take so that it does not occur
again. This approach is designed to increase acquisition success and limit the prospect that the acquirer has
to apply the remedies available to it under the contract.

The RFP, the supplier’s proposal and the resulting formal contract should provide for several techniques to
assist in mitigating non-performance issues, including:

a)

f)
g)

h)

The

termjs for them,.The supplier’s proposal should address each of these topics, along with others the sup

can

Negdtiations-should address and resolve differences so that the final version of the supplier’s proposal g
contraccemmits the supplier to addressing these topics in a manner agreed upon by both parties.

8.4

identifying a single, senior supplier executive who is responsible for the relationship with the acquirer;
this project executive should have authority within the supplier to address acquirer concerns including

supplier performance issues and he readily available to the acquirer;

reparing a detailed project plan listing the key tasks the supplier is required to perform
rerequisites for each such task and the dates by which such tasks are to be performed;

eviewing periodic, detailed supplier reports showing objective measures of progressito date §
ith identification of impediments to progress and steps taken to address such impediments and
utcomes;

dentifying a single acquirer point of contact to deal with the supplier on allMmatters related t
greement; the acquirer contact should have decision authority or ready\access to critical deg
akers that represent the acquirer;

eeting regularly to review such reports and any problems, issues, ‘anid concerns not reflected in
eports;

ecording and tracking the resolution of problems, issues and.concerns;

esolved to both parties’ satisfaction at such meetings so that all problems, concerns and issue
dentified, analysed, managed and controlled to resolution;

upplier monitoring of the acquirer’s performance-of any acquirer retained responsibilities and pror
otifying the acquirer of any acquirer non-performance; some contracts even permit the suppli
r even require that the supplier, step in and perform any necessary acquirer responsibilities th3
cquirer fails to perform on a timely basis and charge the acquirer for such performance;

he event a supplier fails to achieve certain key milestones identified in the contract by the datg
orth in the contract. Such payment adjustments are intended to maximize supplier managem
ocus on avoiding or remedying performance failures and are not intended to be punitive. Accord
guch adjustments are typically capped at a relatively low percentage of the service charge (e.g., 10
|5 %). On the other hand, more extensive adjustments can be prescribed for more serious perform
Ibreaches, up to andincluding termination of the contract and liquidated damages.

RFP should ideéntify activities to counter non-performance to be addressed and may suggest appli

find relevant. The supplier can choose to accept the acquirer’s suggested terms or suggest alternaf

apidly escalating to more senior executives of both _parties any problems, concerns, or issue
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Evaluating and accepting software and services

8.4.1 Developing plans to evaluate and accept software and services

e)
1y

Accept the product or service.
Confirm that the delivered product or service complies with the agreement.

[1SO/IEC/IEEE 12207:2017, 6.1.1.3]
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The acquirer shall identify conditions for determining acceptability of the delivered solution software
or services prior to accepting, paying for, or using them. Effective acquisitions encourage the supplier
to perform suitable quality assurance and testing prior to delivery and frequently also provide for the
acquirer’s participation or auditing the supplier’s testing prior to installation. The acceptance criteria and
anticipated methods of evaluating the delivered solution prior to acceptance should be described in the RFP
to help the supplier deliver a solution that in fact is acceptable.

Requirements should be identified in the RFP and the contract for handing over, installing, and assuming
operational, maintenance, or support responsibilities for delivered solutions. Responsibilities for operation,
support, and maintenance of acquired software should be identified explicitly. Supplier obligations for
ongog-mattenahee-aha-Suppo hottabetdentifed-anrd-typieatyinchade-whatiscovered-bywarraijties,
help resources, and periodic maintenance releases. In turn, such supplier obligations generally do not'e§tend
to software modifications made by or on behalf of the acquirer by other suppliers.

Whefe the selected supplier is to provide ongoing operational, maintenance, or support senvices fof the
deliviered software, the nature and procedures for such services should be described additionally ip the
seledted supplier’s proposal and become a separate part of the contract when agreed updn. Such services are
addrgssed more fully in the operations, maintenance, and support sub-process (Clause’9).

8.4.1 Defining acceptance criteria and procedures

8.4.2.1 General

Based on the type of requirements, the acquirer should identify the\criteria and methods by which the
acqujirer intends to determine the acceptability of the products andservices the supplier delivers. TyJpical
methods for demonstrating the achievement of acceptance criteria include user acceptance testing and
quality evaluations of delivered products and services.

Procedures for accepting a software product that is delivered in a single delivery or series of indivjdual
delivleries can differ from acceptance of software services that are delivered continually over some spedified
periqd of time. For the former, satisfying acceptance criteria completes the supplier’s obligations |with
respect to pertinent deliverables. However, for thelatter the supplier’s satisfaction of contractual obligafions
is on]y partial until the full term of commitment-has been completed.

8.4.1.2 Distinguishing between supplier testing and acquirer testing

Thrdughout the supplier’s software ‘or service implementation, the supplier should be performing tepting
whidh, depending on the contractiand product, can include unit testing, component testing, system tegting,
performance testing and the likexThe supplier should make the evidence and results of such tests available
to the acquirer for regular review. So long as it does not interfere unreasonably with the supplier’s activfities,
the dcquirer should be permitted to observe the supplier tests.

NOT The ISO/IECGZIEEE 29119 series provides details of testing processes and procedures.

Deliyerables including software or software services (including SaaS) are subject to acceptance tepting
by of under the(direction of the acquirer. Acceptance tests demonstrate the software or services sdtisfy
acceptance.criteria, which in turn reflect the acquirer’s requirements including for performance, capacity,
safetly, security, usability, and other quality factors as well as functionality. The supplier should support
acceptance testing and provide the acquirer with reasonable assistance.

8.4.2.3 Conducting acceptance review and test of the software

The objective is to demonstrate and confirm that the software and/ or services meet contract specifications.
Describing the full range of testing is beyond the scope of this document.

NOTE ISO/IEC/IEEE 29119-1, ISO/IEC/IEEE 29119-2, ISO/IEC/IEEE 29119-3, and ISO/IEC/IEEE 29119-4, and
IEEE Std 1012 provide more complete information and guidance on software testing, verification, and validation.
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Consideration should be given to the following when acceptance reviewing and testing the software or
service.

a)

Acceptance criteria should be meaningful, current, and readily translated into executable test cases
demonstrating the acceptance criteria have been met.

b) Evaluations and tests should be conducted to detect the differences between existing and required
conditions and to evaluate the features of the software or service (e.g. conformance to specifications,
standards, accepted performance benchmarks, portability, or functionality).

c¢) Acceptance tests generally should be executed in a production-like environment by representative real

sers to give confidence that the software or services will work adequately in production.

d) Apcceptance tests generally exercise the entire system end-to-end and can also demonstrate‘inter
ith other systems.

8.4.2.4 Managing the testing process

The pcquirer should monitor that test skill, knowledge, and effort are applied to<aceéptance tests,
provjde adequate confidence in the suitability of supplied software and services. WHien evaluating a soft
prodjuct or service, topic lists in Annex A can be helpful in suggesting factorstp be considered along
thos¢ specific to the acquirer and acquisition.

The gcquirer should capture the acceptance tests and test results in an ghservable and reviewable form|

acqujrer should compare actual to expected results, note exceptions (defects), and determine approp
corrgctive actions with the supplier. The supplier should fix detected defects; and the acquirer sh
confirm that the defects have been addressed adequately and-without creating additional issues. In
situgtions, it can be appropriate for the acquirer to accept software with noted defects and agreed-
dispgsitions.

8.4.3 Accepting the software and services
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e) JAccept the product or service.

2) [Provide payment or other agreed consideration.

3) |Accept the product or service from thie supplier, or other party, as directed by the agreement.
4) [lose the agreement.

[ISOYIEC/IEEE 12207:2017, 6.1.1.3]

The gontract shall provide for‘acceptance of the software or services. The purpose of acceptance is:

a) fo provide the acquiter one last opportunity to assess the quality of the software or service ang
mplementation théereof against standards set forth in the contract or agreed by the parties
xecution of the~Contract;

b) if the acquitrer determines that the software or services meet the standards therefore set forth i
ontract,elevate the software or services to production.

Acceptance typically cuts off the acquirer’s remedies for defects and deficiencies discovered after accept

any
hfter

n the

ance

exceptto the extent such defects and deficiencies are covered by a warranty set forth or referenced i

h the

contract.

Acceptability can be evaluated by analytical means or executable acceptance tests. Such evaluations and
tests are facilitated by identifying in the RFP acceptance criteria that such evaluations or tests demonstrate.
The supplier can question and suggest alternatives which can lead the acquirer to amend its description
of acceptance criteria in the RFP. Similarly, the supplier’s proposal can be modified to reflect negotiations

concerning the carrying out of acceptance testing or evaluation.

Ordinarily, a supplier is given a reasonable amount of time to address and correct acceptability issues. In
some instances, the acquirer may agree to accept the software or services conditionally despite identified
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acceptability issues. Typically, the supplier is given additional time to address and resolve issues while the
software or services are being used in production by the acquirer. Impacts on the acquirer may be reflected
in adjusting timing or amounts of payments due the supplier.

When the software or services sufficiently satisfy acceptance review and testing, the acquirer should accept
the software or services. The acquirer’s acceptance of all supplied software usually constitutes completion
of the supplier’s contractual responsibilities and entitles the supplier to receive any remaining amounts due
for the software. However, a contract may require the supplier to correct latent defects in its software which
are detected post-acceptance. Such responsibility may be in the form of engaging the supplier to maintain
its software for a specified additional price, or it may pertain only to defects which are considered breaches

ie W a 16 v W e PP oy 6 2 rottaet 613 ra ge.

8.4.4 Evaluating the process and identifying improvement opportunities

The purpose of the evaluation is to identify issues or concerns with the acquisition’so that the acquiref can
imprjove its acquisition process in the future. The evaluation should include:

a) 4n evaluation of the contract documents’ adequacy;

b) &n assessment of how well the delivered software or services mleet the acquirer’s stated requirements,
¢specially issues that led to warranty fixes by the supplier or ‘maintenance changes that the acqpirer
requests of whomever is responsible for subsequent mainténance;

c¢) 4 determination regarding whether there is a gap between the acquirer’s stated requirementy and
s needs, especially as indicated by experience using-the acquired software or services, emphasfizing
guality in use and user satisfaction;

d) the actual amount of software maintenance work that is needed after the software or services arf put
nto use and analysis of their main causes;

e) ldentification of supplier performance leading to deficiencies in the outcome of the acquisition;

f) an evaluation of the efficiencysand effectiveness of the acquirer’s acquisition practices, inclyding
andidly assessing from the supplier’s perspective the effects of the acquirer’s performance of the
gupplier’s performance.

The putcomes of collecting and analysing such data include identifying ways to improve:
gcquisition and contracting processes;

— Tequirements.identification and analysis;

— the specific'acquired software or services;

— supplier'communication and management;

o A ) vy A3
8-4’-\. APPIyinrg moirpciior iiiaittiTinatuits

The acquirer and supplier should have a shared objective to deliver software products and services which
satisfy the acquirer’s requirements on-time and in-budget. In furtherance thereto, effective acquisitions;
include incentives for superior supplier performance as well as remedies for inadequate supplier
performance.

In general, non-performance is indicated by failure of the supplier’s deliverables to satisfy acceptance
criteria. Ordinarily, the supplier is given some time to correct deficiencies. Where full delivery cannot be
made acceptable, the acquirer may choose to accept and pay for parts of the promised software or services
which are acceptable. If the acquirer has to obtain corrective software or services, some or all of their costs
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can be assessed against the supplier, sometimes in addition to or instead of penalties or liquidated damages.
The conditions giving rise to such remedies and how to determine relevant amounts should be identified
in the RFP and are subject to questions and negotiation with an agreed-upon definition included in the
supplier’s final proposal and formal contract if the supplier’s proposal is accepted.

For operations, maintenance, and support services, the typical measures of supplier performance are service
levels and the typical remedy for failure to achieve service levels is service credits; that is, reductions in the
amount the acquirer is required to pay for the product or service. Other remedies include rights to terminate
the arrangement and, in some cases, seek a refund of amounts paid to date.

whei supplier performance exceeds contractually required performance and the performance in-excq
that required under the contract actually generates meaningful value for the acquirer. In other words, the
acqufrer agrees to pay the contract price for performance as required under the contract and-to male an
incentive payment for even better performance if that better performance was of value to,the-acquirer.

As provided in the terms of the contract, the acquirer and the supplier should have/the right to termjnate
for mpaterial breach and a right to terminate for convenience with due notice. Some/cduses for terminfition
inclﬁtie failure to satisfy payment obligations, failure to provide necessary information or access, maferial
misrepresentation of facts. breach of the obligation not to use intellectual property except as permfitted
in the agreement, and breach of the confidentiality obligations. The negotiated agreement should [have
contractual restrictions, such as liquidated damages and due notice, regarding termination. The acqpirer
shoulld be prepared with alternate sources of supply when the contract performance is unsatisfadtory.
Mitigation techniques can be appropriate, such as cross-training acquirer staff and termination trangition
procgdures to enable a replacement to assume the work.

Where the acquirer does not receive access to acquired software source code and related documentgtion,
the dontract should include a provision that requires the supplier to deposit with an escrow agent squrce
codef documentation and other material deemed appropriate by the acquirer. Such escrowed matgrials
becofme the acquirer’s property in the event of the supplier’s failure to deliver promised software. Howjever,
it catﬁnbe difficult to structure, and obtain supplier agreement, to a useful escrow for SaaS.

Contjngency plans should be developed to use in'the event the supplier fails to satisfy contract requirernnlLents
and the contract is then terminated. The camplexity of the project and the risk in achieving the conjtract
requirement should be considered.

Whefe the supplier has an ongoing relationship with the acquirer, such as for maintaining or operating the
acqujired software, the supplier should propose and include in the contract when acceptable a trangdition
procgdure to protect the acquirer'in the event at some point in the future the acquirer’s relationship [with
the sjupplier changes.

9 Acquisition of operations, maintenance and support sub-process

9.1 | Purpose

The purposeof the acquisition of operations, maintenance, and support sub-process is to obtain service$ and
delivlery<of work products, relating to operations, maintenance, and other support services in conjunftion
with|dequiring software products to which such services pertain. Often, in connection with an acquidition
of executable software products, the acquirer also optionally engages the selected supplier to provide
operations, maintenance, or support services for the acquired software. This sub-process identifies common
considerations related to acquiring such services. While many of these considerations also pertain to
acquiring operations, maintenance, or support services for software which is not part of a recent software
acquisition, that is considered an acquisition of services as covered in 5.6.

NOTE The ISO/IEC 20000 series provides requirements and guidance for a service management system.
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Figure 6 summarizes the key activities and outputs of the acquisition of operations, maintenance, and
support sub-process. Although the specific services provided vary depending on whether they are for
operations, maintenance, or support, the processes for acquiring them are essentially the same.

1 Not  ———————— ~
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Executed formal ( Monitor covered |{ Change work, |
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Figure 6 — Acquisition ofthe operations, maintenance, and support sub-process

ke the other major sub-processes, the execution of services covered in this sub-process does not
until after the softwaré products to which they pertain have been implemented and accepted.
bquent operations,mdintenance, and support services normally continue for a specified term, W

psed in conjunction with the supplier’s proposal to provide the software products, pertain tg

"act between the acquirer and supplier. Service level agreements (SLAs) are typically a major p4
ce contracts. SLAs should reflect the needs of the acquirer.

hifi-aspects are common to the acquisition of the operations, maintenance, and support services

take
Such
hich
 are

and

v upon acceptance of the software products, and are subject to a related but separately executed formal

rt of

and

shou

dbedentified i the formrat contact, inctuding:

a) covered services and service levels;

b) procedures for requesting additional or different services;

c) services for which an additional agreement, and typically also additional payment, are required, and
procedures related thereto;

d) roles and responsibilities of the acquirer in enabling the supplier to provide the services;
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nteractions with other parties providing related services;

nteractions with recipients of the services;

g) compliance with applicable laws, regulations, and standards;

h) providing and limiting secured access needed for the services;

i) reporting problems and issues with the services;

j)  evaluating adequacy of the services;

k)

D)

m)
n)

0) ¢
p) |
The

applicable services the supplier is to provide. The contract also identifies criteria for identifying

resp
The
mod

The

dete
with
the s

The
workK
man

9.2

The
in 8.]

9.3

Serv
to a

the ¢
form
Addi

isputes regarding a provided service and methods for resolving them;
whnership rights in products developed by the service;

whnership or licensing rights for products acquired pursuant to the service;
whnership rights to data involved in the service;

ervice renewal procedures;

procedures for transitioning from the supplier upon termination of its services.

executed formal contract specifies a relevant mechanism for idefitifying on an ongoing basi

bnding to requests for services that are outside the scope *of"services covered by the conf
supplier should perform and be paid for such additional services only upon a contract additiq
fication addressing them.

executed formal contract and additions or modifications also identify criteria for the acquir
'mine acceptability of delivered services and procedures and methods for dealing with detected i
said delivered services or with the terms of the.contract itself. During the term of the service cont
upplier is entitled to payment which can be based upon time periods or services delivered.

hcquirer continually evaluates the supplier’s’ongoing performance, reports issues to the supplieq
s with the supplier to resolve the issues. If issues cannot be resolved or circumstances chan
hers addressed by the contract, the contract can be terminated.

Outcomes

putcomes of the acquisitiomof operations, maintenance, and support sub-process are the same as
p with the following additjon: the need for and execution of suitable contract revisions are identifig

Service transitions

ce transitions.deal with shifting operations from their current provider, environment, and met
Hifferent provider and its environment and methods. This can be from the acquirer’s environme
ontracted/supplier or from an existing supplier to a new supplier. Data can be converted to diff
ats., Gemputer programs can be modified to operate in a different hardware/software environry
Liohal'equipment or software can support the transition or revised operation. Specialized staff cg

b the

and
ract.
n or

Pr to
sues
ract,

and
be in

hose

d.

hods
nt to
brent
nent.
In be

hire

rces.

aor trained._The cnpplipr'c prnpncnl should idpn‘rify a service transition p]:m and rpqnirpd resol

Transitions can incur related tax, legal, regulatory, finance, and other changes that the supplier’s proposal

shou

1d identify and address.

Service transitions can have varying levels of complexity with each having different potential issues that

shou

ld be addressed in a supplier proposal. Typical issues to be addressed include the following:

a) employees of the acquirer or a previous supplier to be engaged to continue to perform the operational
services that the supplier is taking over;
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b) gaininginformation and knowledge from those currently performing the operations, to become familiar

with existing operations, needs, and procedures to be retained, adapted, replaced or discontinued;
c) for anew operations environment, integration with and impact upon other existing operations;
d) ascertaining priorities for access to shared resources;

e) acquisition and ownership of related equipment or software;

f) third parties with whom new or modified contracts and procedures can be needed, such as for related

services;

g) Jlefinition of responsibility for acquiring additional. equipment or related services, licenses, mainten
and ownership.

9.4 | Operations

9.4.1 General

Operfations services involve physical operation of software and can include creating and maintainin
computer and communication facilities, equipment, supplies, scheduling and funning computer progt
system software, backup, and security, along with sufficient suitably skilled staffing to conduct such ser
capaply. Identity and access management and equipment provisioning are typically part of opera
servjces, although in some organizations can be considered part of support services.

9.4.31 Service validation and testing

Validation involves confirming the transition’s success befofe the acquirer or supplier assumes ong
operptions responsibilities. Special areas of considerationyinclude trial cutovers, final cutovers, and
convprsions. In addition, procedures should be included,to continually monitor and assess the accuracy
adequacy of ongoing operations. Clear roles and respofisibilities should be defined to cover each of thes
shoulld be addressed in the supplier proposal and subsequent contract.

9.4. Change evaluation and management

Bug [fixes and change requests produced during the maintenance and support activities can creat
need| to deploy new and modified software. Procedures should be established for introducing changeq
production operations, including,determining that such changes are authorized appropriately and in
rollbpck mechanisms when needed:.

Different supplier proposals.give rise to different transition issues, and the time, cost and risk assoc

nnce,

b the
ams,
vices
fions

roing
data
 and
p and

b the
into
lude

ated

with|such issues should be factored into the acquirer’s proposal evaluation. Moreover, in developing strategy,

it calp be important, but difficult, to candidly assess the organization’s capability to utilize a new prody
serv]ce and determine-what changes are required for success. The need to undertake significant operat|
chanjges can reddée'the number of potential solutions for evaluation, impact weightings in selection|
alter|contracting options. The Implementation and acceptance sub-process shall anticipate and addres
criti¢al succéss’'factors for each area of service transitions.

Specjalattention should be given to situations where existing infrastructure can be “destroyed” or other

ctor
jonal
and
S the

wise

chanjged'in ways that affect other systems

9.4.4 Service asset and configuration management

Asset and configuration management involves changes to the hosting infrastructure, licensing

and

configuration of the operating environment or to the software itself during the operation of the acquired
product. In the case of SaaS most of this is the responsibility of the supplier. But in other forms of software

this may be the responsibility of the supplier or the acquirer, depending upon the situation. In some c
making these adjustments can result in a change to the licensing requirements.
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In any case these types of changes should be planned for and the supplier proposal and resulting contract
should address the ability to adjust the product or operating environment as necessary to meet the business
needs the software is designed to address.

9.4.5 Continuous evaluation and improvement

This evaluation pertains to the effectiveness and efficiency of operations performed by the supplier and
should integrate with existing processes for addressing incidents and leveraging opportunities. Relevant
metrics can need to be added to or modified in existing processes and included in operations reviews.

' obe-amrongoing—continus T8 ot gf the
acqujred product These elements should be deflned as part of the Plannlng and RFP sub process vetified
to be¢ addressed in the evaluation, selection and contracting sub-process and the implementation| and
acceptance sub-process and then measured and applied in the operations, maintenance and-support|sub-
procgss.

9.4. Capacity management

Mechanisms shall be provided to anticipate and enable the operational envirénment to meet changing
capafity demands. Capacity requirements should be related to relevant business measures and should
address dealing with new, changed, or discontinued business activities. ReSpective responsibilitie§ and
procgdures should be defined for acquiring, installing, and paying for equipment upgrades and addifions.
Similarly, respective responsibilities and procedures should be definedfor removing or retiring exipting
equipment. Objective mechanisms should be provided to identify. the appropriateness and amoupt of
changes to supplier payments attributable to operations volumes,nétunder the supplier’s control.

Similarly, software typically includes inherent limits in the~avchitecture, design or configuration which
can jmpact the ability to meet future needs. For example;can the software itself support the number of
user$ anticipated for the future, or does it support running in various hosting environments, which can be
requjired for future use.

9.4.] Monitoring and security management

Durihg operation of the software the systenrand services shall provide mechanisms to allow for sufficient
logging, monitoring, alerting and auditingto’support continued operation without negatively impacting the
busiless. Monitoring should cover opérational health, security events, and policy compliance. Prefeiably,
secufity management requirements‘should allow for preventive action. Security requirements shall gllow
for fgrensic investigation to determine the cause of issues so they can be prevented in the future.

If the acquirer has existing~menitoring and security policies and tools, these should be identified|as a
necepsary part of what the supplier is required to comply with. Examples are compliance with sp¢cific
secufity standards (e.g¢OWASP, NIST) or compatibility with operations or security.

9.5 | Maintenance

9.5.1 General

Maintenance serv1ces involve mod1fy1ng acqulred software to keep it performlng adequately and oft bn to
[lude
addressmg changlng business requirements and i 1mprov1ng the software’s performance and malntalnablhty
Key objectives are to correct and avoid processing mistakes, especially to avoid business disruption.

These maintenance services can include installing patches and maintenance release product modifications
made by a product’s supplier for all product users or be for issues specific to the acquirer. The supplier
proposal and contract should address what is covered or requires additional funding or contracts. The
process for how defects and feature requests flow back to the supplier and how updates are to be provided
to the acquirer should also be addressed.
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The supplier proposal and resulting contract should address details for how all of this works and who is
responsible for which pieces are maintained.

9.5.2 Covered maintenance

A major challenge in acquiring maintenance services for an acquired software product is adequately
anticipating and characterizing the nature and quantity of covered maintenance requests. Procedures
should be defined for identifying or requesting maintenance services, ascertaining whether they are covered
by the maintenance service contract, and if not, how they should be addressed. Ordinarily, defects which
are subject to the software product’s warranty or attributable to changes distributed to all the software
prodfict’s USers are not covered by the acquirer s speciiic product maintenance contract. In some cases, the
product warranty does not apply to certain customer types or product usage, unless they are specifically
included in the contract.

Typigally, the maintenance service includes fixing identified and prioritized defects in the software profduct.
Defefts usually are defined as failure to function as specified, required, or reasonably expected-which
can lead to disputes when specifications, requirements, and expectations are not defined adequately.|Such
mairltenance involves analysing the failure to determine its cause, designing and implémenting a corredtion,
testihg that the correction works properly and has not created other problems, and’'moving the corr¢cted
software into production in a controlled manner. Such a correction may include\fixing or recovering ldst or
incofrect data, including adjusting erroneous calculations, breaches of confidentiality, and other impacs.

Other maintenance is necessitated by normal business changes. While the supplier is likely to accept mqgst as
keepjing current processing going and thus within the contract coverage, questions about coverage tepd to
arisd when the change provides some new or different processing, especially when the change is estimated
to reguire a lot of supplier effort or risk.

9.5.3 Maintenance quality

The poorer the quality of the acquired software product, the more defect-fixing maintenance the sugplier
is enfgaged to perform; and the more difficult and time-consuming it can be to make other maintenjance
cha:llées. To avoid inadvertently rewarding poor product quality, the contract should apply quality meagures
cons|stent with maintaining high-quality software such that the supplier bears the costs of maintajning
theijpoorer quality products.

Maintenance quality has at least three dilensions to consider in the supplier’s proposal and contract:

— Tesponsiveness, how long in elapsed time it takes to implement corrected software, which typiciﬁly is

onditioned upon the urgeney'and magnitude of addressing the request; that is, urgent issues shoufld be
yorked on right away, whereas less urgent issues can be deferred; similarly, multi-cause problemsjwith
large and complex correetions can take longer to correct than smaller and simpler ones;

— ¢orrectness of thesmaintenance correction, primarily whether it in fact fixed the basis for the request
gnd did so withetcausing additional problems;

— ¢ustomer interaction related to the ease of working with the supplier’s maintenance staff and [their
ability to‘understand and address issues presented to them.

9.6 | Support

9.6.1 General

Support services most often pertain to “help desk” activities, primarily receiving and responding to software
users’ questions and problems. Often the response is a defect report or enhancement request which goes to
the software maintenance function or possibly to the operations function. Other support services include
training, documentation (information development), identity and access management, and equipment
provisioning.

NOTE ISO/IEC/IEEE 26512 provides guidance for the acquisition of documentation and documentation services.
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9.6.2 Customer support

Customer support can cover all aspects of all recipient’s customer care, such as employees of the acquirer
of the software, or customers of the acquirer, whomever needs to be familiar with the use and operation

of the software being acquired and report incidents and problems. For example, the supplier can take

over

the acquirer’s internal help desk or provide support services in addition to it. When selecting software, an

acquirer should identify its support requirements.

Preparation for operation of a new or updated software product can require training users, operations or

support personnel on their function.

Duripg operation of the software, user requests, defect reports, and enhancement requests us
are fielded by support personnel; and operations and support personnel can discover issues as|pd
the ¢peration and support of the software. Most defects and enhancement requests are refénred t

ually
rt of
the

mairtenance function; but some can be submitted to the original supplier to be addressed with patches

and

addr
serv
esca
and

shou
softy

10 ¢

10.1 Objectives of quality assurance in software acquisition

product enhancements. The supplier proposal and resulting contract should define @ support npodel
essing details of included support activities, how they are carried out, who is responsible foy any
ces the supplier is not providing, determination of covered workload and procedures for modifyihg it,
ation, and dispute resolution procedures, and measuring, evaluating, reporting/and addressing qyality
evels of services. Since needed support tends to increase as product quality“decreases, mecharlisms
[ld be identified which adequately support the acquirer without rewarding the supplier of poor-qyality
vare with additional business.

Duality assurance for software acquisition

The @cquisition of software or services should achieve the.acquirer’s goals and objectives. Quality assuijance

(QA)|facilitates this by:

a) Treducing risk in the software acquisition processés and activities;

b) increasing the likelihood that the acquired-software solution conforms to requirements and is accepfable
o the acquirer and end user;

c¢) ¢nabling acquirer selection teams$uto identify suppliers whose methodologies and processg¢s in
rchitecting and delivering software solutions are compliant with known standards and are most likely
o produce the desired results,

10.2 Implementing quality assurance in software acquisition

QA artivities should be performed in every sub-process and activity of the software acquisition process The
quality assurance approach depends on the software acquisition option that is chosen or implemented| The

sup
activ
or de
and 1

Tablg

ier should provide a detailed quality assurance plan reflective of the software acquisition option. These
ities help ensure the acquisition processes and methods are monitored and evaluated to avoid mistakes
fects. Such activities can simply involve checking activities, processes, or results against requirenpents
elevant.standards.

b 27includes recommended quality assurance activities for the software acquisition process.
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Table 2 — Recommended quality assurance activities

Sub-process

Software acquisition ac-
tivities

Recommended quality assur-
ance activities

Related standards/

guidelines

Planning and RFP

Planning the software ac-
quisition strategy (6.3)

Check completeness and com-
pliance of the defined strategy/
approach

ISO/IEC/IEEE 12207
ISO/IEC/IEEE 16326

ISO/IEC 25041
Compile quality assurance plan.
Defining the acquisition and |Check that requirements speci- |ISO/IEC/IEEE 29148
content requirements. (6.4) |fications are unambiguous and
Tomply withrstamdards:
Identifying potential suppli- | Check compliance of potential The ISO/IEC 29110 spries

ers (6.5)

supplier’s processes against
known standards to determine
level of likelihood to succeed.

Evaluate capability of potential
supplier in terms of software
development service delivery
record.

IEEE Std 1012

Preparing contract require-
ments (6.6)

Check completeness of contract
specification and seek legal
advice.

ISO/IEC/IEEE 12207

Evaluation, selection

and contracting

Evaluating proposals (7.3)
and Selecting the supplier
(2.4)

Check solutions agaifist fequire-
ments.

ISO/IEC/IEEE 26512

Implementation and
acceptance

Operations, mainte-
nance and support

Evaluating and accepting
software and services (8.4)

Evaluate software/solution de-
sign and ttace to requirements.

ISO/IEC/IEEE 12207
IEEE Std 1012

Evaluatedatabase design and ISO/IEC 25010
trace'to’requirements. 1SO/IEC 25030
EStabliSh a relationship Wlth the ISO/IEC 25040
supplier’s QA personnel and work
collaboratively where possible to
achieve program quality goals.
Accepting the softwake and |Assemble user acceptance test ISO/IEC 25051
services (8.4.3) cases to support verification of  |The ISO/IEC/IEEE 29119
requirements. series
Evaluate results of acceptance IEEE Std 1012
tests conducted using the accept- | |EgE std 730

ance test cases.

Check completeness of user
manuals.

Evaluating the process and
identifying improvement
opportunities (8.4.4)

Monitor performance against
requirements.

Monitor and observe quality in
use

ISO/IEC/IEEE 12207
ISO/IEC 25010
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Annex A
(informative)

Software acquisition considerations

A.1 rGemerat

Thisfannex includes lists of questions and topics that are important in software acquisition. Thes€etopids are
interjded to help organizations identify issues and risks relevant to specific sub-processes and-aetivities in
software acquisition. Not all topics are applicable to every acquisition and the lists should Ge'tailored to a
spec|fic software acquisition.

Tablg¢ A.1 presents the applicability of topics to the sub-processes in software acquisition.

Table A.1 — Activities supporting by the acquisition sub-processes

Planning/ |Evaluation, Implementation Operations,
RFP selection, con- _|and acceptance maintenance,
tracting support

5
S,
=

>
N

flaintenance and support strategy

Lo

oftware definition

upplier evaluation

Lo Lo

upplier and acquirer obligations

o

Duality and maintenance plans

SREERE
dis(4i<i|

Jser survey

>
(oo}
T ]

upplier performance standards

> | >

= | \O

=
ET I o PR= R I =R ISR -l I
R R R

ontract payments

Monitor supplier progress

—
—

Software evaluation

P PR D D R | <

;1>
=
N

Software test

PP XX XXX

_:>
[N
W

Software acceptance

Maintenance and support strategy

e B
N

Vho is the preferred party to provide software support?

=

s maintenance documentation necessary?

el

$houldwuser training be provided by the supplier?

Q.
—

Will,acquirer’s personnel need training?

&

When software conversion or modification is planned:
1) Will supplier manuals sufficiently describe the supplier’s software?

2) Will specifications be necessary to describe the conversion or modification requirements and the
implementation details of the conversion or modification?

3) Who will provide these specifications?
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Who should approve these specifications?

Should source code be provided by the supplier so that modifications can be made?

Who will own the IP (Intellectual property) for the software product?

Are supplier publications suitable for end users?

1)
2)

Will unique publications be necessary?

Will unique publications require formal acceptance?

$)

)
1)
3)

z[.)
5)
¢)

)
)
3)
z[.)

\

Are there copyright or royalty issues?

Will the software be evaluated and certified?

Is a survey of the supplier’s existing customers sufficient?
Are reviews and audits desirable?

Is a testing period preferable to demonstrate that the software and its asseciated document
are usable in the intended environment?

Where will the testing be performed?
Who will perform the testing?

When will the software be ready for acceptance?

Will supplier support be necessary during initial installations of the software by end users?

Will subsequent releases of the software be made?

If so, how many?
Will there be compatibility with each other?
Will the acquired software require rework whenever operating system changes occur?

If so, how will the rework be acdomplished?

Software definition

When is the software required?

What is the budgetfor the software?

What are the Key functions the software is required to perform?

What aresthe key organizational capabilities needed to produce the software?

What'are the key responsibilities of the acquirer?

htion

hat are the kKey responsibilities of the supplier?

What are some options for the software solution, and what are the risks and benefits of each potential
solution?

Rate the importance of the following aspects of the software being acquired.

iy

Functional specification.

2) Capability specification including performance, physical characteristics, and environmental

conditions under which the software is to perform.
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Interfaces external to the system and software.
Qualification requirements.

Safety specifications including those related to methods of operation and maintenance,
environmental influences, and personnel injury.

Security specifications including those related to compromise of sensitive information.

Human-factors engineering (ergonomics) specifications including those related to manual
operations, human-equipment interactions, constraints on personnel, and areas needing

I

)
1)

)
n
)
())

|0) Product at the operation and maintenance site(s).
1) User documentation requirements.

| 2) User operation and execution requirements.

| 3) User maintenance requirements.

|4) Any known constraints or parameters

|0) Software release documentation.

1) Software test documentation.

concentrated human attention that are Sensitive to human errors and training.
Data definitions and database requirements.

Installation and acceptance requirements of the delivered software.

Rate the importance of the deliverables to be included with the software being defined and who is
fesponsible for the format of each deliverable.

Software architecture.

Software design documentation (including database design, if relevant).
Software description.

Source code listings.

User documentation (informationifor users).

NOTE Refer to IEC/IEEE 82079-1 for information for users.

Support documentation:

Sales and promotional material.

List of current\sers (existing software product).

Off-the-shelf’product documentation.

1y
2)
3)
4)
5)

Raté the impnrfnnr‘n of the software cnppnri— tohe prnvir‘]nr] with the software hning defined

User training.

Internal training.
Installation support.
Post-installation support.

Correction of errors.
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6) Modifications, when requested.
7) Software warranty.

8) Documentation warranty.

9) New releases of the software.

10) Open source products used.

A.4.1 Financial soundness

a) (an a current financial statement be obtained for examination?

b) Isanindependent financial rating available?

) as the company or any of its principals ever been involved in bankruptey‘or computer-re

itigation?
d) How long has the company been in business?

e) hat is the company’s history?

A.4.2 Experience and capabilities

a) List by job function the number of people in the companyz

b) Listthe names of sales and technical representatives.ahd contact persons for support.

¢) (anthey be interviewed?

d) Listthe supplier’s software products that are’sold and the number of installations of each.

e) Isalistof users available?

A.4.3 Development and control processes

a) Apre software development practices and standards used?

b) Are software developmentpractices and standards adequate?
c¢) Aprethe currently used-practices written down?

d) Are documentation guidelines available?

e) ow is testing accomplished?

f) re théssecurity procedures adequate?

g) Does the supplier have any software related certification or maturity/capability level ratings?

h) List the certifications and reference models and ratings achieved.

A.4.4 Technical assistance
a) What assistance is provided at the installation time?
b) Can staff training be conducted on site?

¢) To what extent can the software and documentation be modified to meet user requirements?
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d) Who will make changes to the software and documentation?
e) Will modification invalidate the warranty?
f) Are any enhancements (software and documentation) planned or in process?

g) Will future enhancements be made available?

A.4.5 Quality practices

a) Are the development and control processes followed?

b) Arerequirements, design, and code reviews used?

c) Ifrequirements, design, and code reviews are used, are they effective?

d) Is atotal quality program in place?

e) Ifatotal quality program is in place, is it documented?

f) Does the quality program assure the product meets specifications?

g) Isacorrective action process established to handle error corrections and.technical questions?

h) 1Is a configuration management process established?

A.4.¢ Maintenance service

a) Isthere a guarantee in writing about the level and quality-of maintenance services provided?
b) Will ongoing updates and error conditions with appropriate documentation be supplied?

c¢) Who will implement the updates and error corrections?

d) How and where will the updates and error cortections be implemented?

e) What turnaround time can be expected fer error corrections?

A.4.Y Productusage

a) (an a demonstration of the software be made at a user site?

b) Are there restrictions on.the purposes for which the product may be used?
c) Whatis the delay betivéen order placement and delivery of the product?

d) (Can documentatien'be obtained for the examination now?

e) How many yvetsSions or releases of the software are there?

A.4.8 Product warranty

a) Is@here a warranty period?

b) What are the warranty conditions?
c¢) Does successful execution of an agreed-upon acceptance test initiate the warranty period?

d) Doesawarranty period provide for a specified level of software product performance for a given period
at the premises?

e) How long is the warranty period?
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A.4.9 Costs

a) What pricing arrangements are available?

b) What are the license terms and renewal provisions?

¢) Whatisincluded in the acquisition price or license fee?

d) What costs, if any, are associated with a warranty period?

e) Whatis the cost of maintenance after the warranty period?

f)
g |
h) 4
A4.
a) |
b)

c)
d) 4
e) )
A4.
a) \
b) 1
A5

a) |

4

What is the cost of modifications?
What is the cost of enhancements?

\re updates and error corrections provided at no additional cost?

1 0 Contracts

s a standard contract used?

[an a contract be obtained now for examination?
Are contract terms negotiable?

Are there royalty issues?

What objections, if any, are there to attaching a copy of these checklist questions with responseg
ontract?

I 1 Other legal and regulatory issues
Who owns the intellectual property of the software designs?

s the software under any form of export cantrol?

Supplier and acquirer obligations
Definition of software development framework.
) Are development steps to be accomplished by the supplier identified?

) Is a product (deliverable) included at the end of each step that demonstrates that the step has
satisfactorily completed, e.g. surveys, feasibility studies, development plans, architecture and g
designs, test data and test plans, the actual programs, user documentation, support publicat
and integpation and acceptance test results?

3) Are.miléstones that are required to be satisfied before the development is allowed to contin

the'next step identified?

to a

been
etail
ions,

e to

| )>HAre the acquirer obligations included in the same milestone chart as the supplier obligations?

b) Definition of the relationships between the supplier and acquirer.

1) Are the relationships between the supplier and acquirer identified?

2) Areresponsibilities for each task identified?

c) Identification of responsibilities for the following?

1) Publication and expense of user documentation.
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2) Publicity releases.

3) Software distribution to end users.

4) Notices and reports, if specified.

5) New software that replaces old software.

6) Appointment of supplier and acquirer representatives for interactions with other suppliers.

Oualityzr and maattanan o sl o
A% 9

| Identify the contents of a quality plan

What are the quality objectives?

) Documentation is usable.

?) Warranty is adequate.

3) Software possesses functional capabilities that are required.

4) Software is verified to properly perform its functional capabilities,
What are the evaluations and tests planned to satisfy the quality objectives?
) Demonstration.

2) User survey.

3) Inspection.

4) Test.

%) Documentation review.

Who is responsible for conducting the évaluations and tests?

) Supplier.

?) Acquirer.

3) Third party.

For which of the follewing items is test documentation required?

) Testplans,

2) Test procedure.

3) Testdata.

4)C-Test results.

2 Identify what a maintenance plan should contain
What are the maintenance objectives?

1) Support documentation is usable.
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2) Technical support is available.

What is included in the technical support?
1) Error corrections.

2) Modifications.

3) New releases of software.

4) Updating of user documentation.

I) Installation assistance.
) Training.

The responsibility of providing technical support on a timely basis.

) Who provides technical support during the warranty period?

2) Who provides technical support after the warranty period?

3) Who pays for the cost of the technical support?

What acquirer responsibilities are obtained or satisfied by other organizations?
) Internal organization(s).

2) Third party.

User survey

Il Operation

Is the system easy to use?

What is the level of technical knowledge'required to use and maintain the system?
Have there been any serious operater complaints?

WWas adequate operator and support training given?

How long did it take theacquirer’s operator to become familiar with the system?

.2 Reliability

How long has thé System been in use?
During this'time, how many updates, error corrections, and enhancements have there been?

Was the:xdocumentation supplied?

How many errors have been encountered during this time?

What parts of the system are particularly error-prone?

What other parts of the system have become unusable and for how long?
What errors can be made that will bring the system down?

In the event of an error, are there any recovery procedures?

How long does it take for recovery?
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a)
b)

c¢) Whatis the average turnaround time between an error report call and the supplier’s response?

d)
e)

A.7.

a)
b)
9
d)

e)
f)
g)
h)

A.7.

a)
b)
<)
d)
e)
f)
g)
h)
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[s a diagnostic package available on site to verify that the system functions properly?

Are supplier backup facilities available?

3 Maintenance service
How reliable and accessible is the supplier?

Are supplier personnel competent in solving problems?

re backup procedures adequate?

ow long does backup take?

Performance
hat are the daily transaction volumes?
ow long does daily processing take?

hat size are the acquirer’s files?

ow many users can be on the system before response time becomes sluggish, and how serious i

egradation?

ow have multiple-user degradation problems been solved?
s the acquirer’s print capacity adequate?

re there any terminal lockouts when the printer is,;running?

hat is the envisioned response time?

Flexibility

hat software product modificationsthave been done?

ho did the modifications?

re changes done on site?
f the changes are not done on site, where are they done?
ow long did chang€s in each area take?

hat fully develéped software has been added?

ho added, the software?

ow long did it take?

s the

Were there any interface prnh]pm<7

How has the system been expanded or upgraded?
How successful was the conversion?

How much time was involved?

How much cost was involved?

How many personnel were involved?
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