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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

o o PR | 1 PR | H 1. o il 1LCO 1 10O 1 ol Ao h
Ul gaumauuub, SUVCI ITITITIIUAdl dITU llUll'SUVCl ITIITIILAI, I T1d1S5UI1 WILIT 1OU dlIU 1L, dISU LdRT Pal C 1]l t e
work.

The procedures used to develop this document and those intended for its further mainténance¢ are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed
for the different types of ISO/IEC documents should be noted. This document.was draftdd in
accordance with the rules given in the ISO/IEC Directives, Part 2 (see www.soworg/directivés or
www.iec.ch/members_experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and thé Standards Coordinpting
Committees of the IEEE Standards Association (IEEE-SA) Standards Beard. The IEEE develogs its
standards through a consensus development process, approved by the American National Standards
Institute, which brings together volunteers representing varied viewpoints and interests to achievie the
final product. Volunteers are not necessarily members of the Institute and serve without compensgtion.
While the IEEE administers the process and establishes rules toé promote fairness in the consgnsus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of apy of
the information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the supject
of patent rights. ISO and IEC shall not be held résponsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document-is'information given for the convenience of users and doef not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherenge to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)| see
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 29149:2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informption
technology, Subcommittee SC 7, Software and systems engineering, in cooperation with the Systems$ and
Software Engineering Standards Committee of the IEEE Computer Society, under the Partner Standards
Development Organization cooperation agreement between ISO and IEEE.

This seeond edition cancels and replaces the first edition (ISO/IEC/IEEE 29119-2:2013), which haspeen
technicdlly revised.

The main changes compared to the previous edition are as follows:

— The definition of the test design and implementation process (8.2) has been updated. In the first
edition, this process was based on the use of test conditions. Feedback on use of the standard
highlighted a problem with users’ understanding of ‘test conditions’ and their use for deriving
test cases. This second edition has replaced the use of ‘test conditions’ with ‘test models’. Annex E
provides more detail on this change.

Alist of all parts in the ISO/IEC/IEEE 29119 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The purpose of this document is to define a generic process model for software testing that can be

used

by any organization when performing any form of software testing. It comprises test process

descriptions that define the software testing processes at the organizational level, test management

level

and dynamic test levels. Supporting informative diagrams describing the processes are also

pur
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ose, outcomes, activities, tasks and information items of each test process.

ng is a key approach to risk treatment in software development. This document follows a risk-
[ approach to testing. Risk-based testing is a best-practice approach to strategizing annd managing
hg, as it allows testing to be prioritized and focused on the most important features and quality
butes.

document uses the traditional concept of organizations and projects, but'some organizations,
rially those using an agile approach, do not organize their development interms of projects; instead,
run product development based on more long-lasting product teams.Usérs of this document can
Fitute the term ‘product’ for ‘project’ where appropriate.

concepts that support ISO/IEC/IEEE 29119 (all parts) are defined in ISO/IEC/IEEE 29119-1.

Temjpplates and examples of test documentation that are producedduring the testing process are defined
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D/IEC/IEEE 29119-3. Software test design techniques that ¢an be used during testing are defined
D/IEC/IEEE 29119-4.

EC/IEEE 29119 (all parts) aims to provide thosé\responsible for software testing with the
mation required to manage and perform softwagetésting in any organization.

5 of ISO/IEC/IEEE 12207 perform several actiyities and tasks which are related to software testing.
x B provides a mapping for such users between the clauses and subclauses of ISO/IEC/IEEE 12207
he clauses and subclauses of this document.

5 of ISO/IEC 17025 perform severalyactivities and tasks which are related to software testing.
X C provides a mapping for such users between the clauses and subclauses of ISO/IEC 17025 and
lauses and subclauses of thisidocument.

5 of BS 7925-2 perform-'several activities and tasks which are related to software component
hg. Annex D provides-a mapping for such users between the clauses and subclauses of BS 7925-2
he clauses and subelauses of this document.

Vi
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Software and systems engineering — Software testing —

Part 2:

Test processes

1 Scope

This document specifies test processes that can be used to govern, manage and implement soft
testing for any organization, project or testing activity. It comprises generic test pracess descrip
that define the software testing processes. Supporting informative diagrams describing the proc
are also provided.

This document is applicable to testing in all software development lifecycle‘models.

This document is intended for, but not limited to, testers, test managers, developers and pr
managers, particularly those responsible for governing, managingand implementing software tes
2 Normative references

The following documents are referred to in the text/invsuch a way that some or all of their co
constitutes requirements of this document. For dated references, only the edition cited applies

ware
tions
bSses

oject
ting.

htent
. For

undated references, the latest edition of the referénced document (including any amendments) applies.

ISO/IEC/IEEE 12207, Systems and software engitnieering — Software life cycle processes

3 Terms and definitions
For the purposes of this document;'the following terms and definitions apply.
ISO, IEC and IEEE maintain terminology databases for use in standardization at the following addre

— ISO Online browsingplatform: available at https://www.iso.org/obp

— IEC Electropedia‘-available at https://www.electropedia.org/

— IEEE Standards Dictionary Online: available at https://ieeexplore.ieee.org/xpls/dictionary.jsp

SSes:

NOTE Forsadditional terms and definitions in the field of systems and software engineering, see ISO
IEEE 24765, which is published periodically as a “snapshot” of the SEVOCAB (Systems and software Engine|
Vocabulary) database and is publicly accessible at https://www.computer.org/sevocab.

31
actual results

IEC/
ering

Set of benaviours or conditions of a test item (3-42), or Set of conditions of associated data or th
environment (3.34), observed as a result of test execution (3.38)

test

EXAMPLE Outputs to screen, outputs to hardware, changes to data, reports and communication messages

sent.

3.2
completion criteria
conditions under which the testing (3.61) activities are considered complete

© ISO/IEC 2021 - All rights reserved
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3.3

dynamic testing
testing (3.61) in which a test item (3.42) is evaluated by executing it

3.4

expected results
observable predicted behaviour of the test item (3.42) under specified conditions based on its
specification or another source

3.5

expl
type
exec
(incl

pratory testing

of unscripted experience-based testing (3.61) in which the tester spontaneously designs and
ites tests based on the tester's existing relevant knowledge, prior exploration of the test item (3.42)
1ding the results of previous tests), and heuristic "rules of thumb" regarding common.software

behaviours and types of failure

3.6
incic

lent

anomalous or unexpected event, set of events, condition, or situation at any timedufring the life cycle of

aprg

3.7
incic

ject, product, service, or system

lent report

docujmentation of the occurrence, nature, and status of an incident (3:6)

Note
issue

3.8

doc
perfy

Note

Note
marki

Note
test g

3.9
org
test

3.10
orgj::lizational test specification
doc

projg

1 to entry: Incident reports are also known as anomaly reports;bug reports, defect reports, error reports,
5, problem reports and trouble reports, amongst other terms:

orgm{rll‘lizational test practices

entation that expresses the recommended approaches or methods for the testing (3.61) to be
rmed within an organization, providing detail’'on how the testing is to be performed

1 to entry: The organizational test practices-is aligned with the organizational test policy (3.52).

2 to entry: An organization can have'more than one organizational test practices document to cover
edly different contexts, such one for-mobile apps and one for safety critical systems.

B to entry: The organizational test practices can incorporate the context of the test policy where no separate
olicy is available.

nizational test process
rocess (3.55) fordeveloping and managing organizational test specifications (3.10)

ent thatprovides information about testing (3.61) for an organization, i.e. information that is not
ct-specific

3.11

performance testing

type

of testing (3.61) conducted to evaluate the degree to which a test item (3.42) accomplishes its

designated functions within given constraints of time and other resources

3.12

product risk
risk that a product can be defective in some specific aspect of its function, quality, or structure

© ISO/IEC 2021 - All rights reserved
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3.13
project risk
risk related to the management of a project

EXAMPLE Lack of staffing, strict deadlines, changing requirements.

3.14
regression testing
f'pcfing (? 61) pprfnrmpd f'n]lnwing modifications to a test item ('2 47) or to its npprnfinnnl environ

1(E)

ent,

to identify whether failures in unmodified parts of the test item occur

Note 1 to entry: Regression testing differs from retesting (3.15) in that it does not test that the modifig
works correctly, but that other parts of the system have not been accidentally affected by the change.

Note 2 to entry: The adequacy of a set of regression test cases (3.23) depends on the item undentest (3.21) a
the modifications to that item or its operational environment.

3.15
retesting
confirmation testing

ation

hd on

testing (3.61) performed to check that modifications made to correcta fault have successfully removed

the fault

Note 1 to entry: When retesting is performed it is often complemented™by regression testing (3.14), to ensur
other unmodified parts of the test item (3.42) have not been accidentally adversely affected by the modifica

3.16

risk-based testing

testing (3.61) in which the management, selection; prioritisation, and use of testing activities
resources are consciously based on corresponding\types and levels of analysed risk

3.17
risk treatment
process to eliminate risk or reduce it to.a'tolerable level

Note 1 to entry: Risk treatment measures can include avoiding, optimizing, mitigating, transferring, or reta
risk.

[SOURCE: ISO/IEC/IEEE 15026-1:2019, 3.3.11, modified — Note 1 to entry has been added.]

3.18
scripted testing
testing (3.61) performed based on a documented test script (3.54)

Note 1 to entry:) This term normally applies to manually executed testing, rather than the execution
automated script.

3.19

security testing

test type (3.60) conducted to evaluate the degree to which a test item (3.42), and associated dat4
imformation, are protected so that unauthorized persons or systems cannot use, read, or modify t

b that
rions.

and

ining

of an

and
hem,

and authorized persons or systems are not denied access to them

3.20
static testing

testing (3.61) in which a test item (3.42) is examined against a set of quality or other criteria without the

test item being executed

EXAMPLE Reviews, static analysis.

© ISO/IEC 2021 - All rights reserved
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3.21

test

activity in which a system or component is executed under specified conditions, the results are observed
or recorded, and an evaluation is made of some aspect of the system or component

3.22
test basis
information used as the basis for designing and implementing test cases (3.23)

Note|l to entry: The test basis can take the form of documentation, such as a requirements specification, design
specification, or module specification, but can also be an undocumented understanding of the required behavipur.

3.23
test fase

set of preconditions, inputs and expected results (3.4), developed to drive the execution of.a‘test item
(3.44) to meet test objectives (3.49)

Note [l to entry: A test case is the lowest level of test implementation documentation (i.e. teSt cdases are not made
up offtest cases) for the test level (3.43) or test type (3.60) for which it is intended.

Note |2 to entry: Test case preconditions include the required state of the test environment (3.34), data (e.g.
databases) used by the test item (3.42), and the test item itself.

Note B to entry: Inputs are the data information and actions, where applicable,used to drive test execution (3.38).

3.24
test fase specification
documentation of a set of one or more test cases (3.23)

3.25
test fompletion process

test management process (3.45) for ensuring that useful test assets are made available for later use, test
envirlonments (3.34) are left in a satisfactory condition, and the results of testing (3.61) are recorded
and ¢ommunicated to relevant stakeholders

3.26
test fompletion report

test gummary report

repoft that provides a summary of the testing (3.61) that was performed

3.27
test fondition

testgble aspect of a comporient or system, such as a function, transaction, feature, quality attribute, or
strugtural element identified as a basis for testing (3.61)

Note|l to entry: ISOAEC/IEEE 29119 (all parts) does not use the concept of test conditions, but instead uses the
concgpt of a test.amodel (3.46) for test design. See Annex E for an explanation.

3.28
test roverage
degree-expressed as a percentage, to which specified test coverage items (3.29) have been exercised by

a test case (3.23) or test cases

3.29

test coverage item

coverage item

measurable attribute of a test item (3.42) that is the focus of testing (3.61)

EXAMPLE Equivalence partitions, transitions between states, executable statements.

4 © ISO/IEC 2021 - All rights reserved
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3.30
test data
data created or selected to satisfy the input requirements for executing one or more test cases (3.23)

Note 1 to entry: Test data can be stored within the test item (3.42) (e.g. in arrays or flat files), or can come from
external sources, such as other systems, hardware devices, or human operators.

3.31

test data readiness report

document describing the status of each test data (3.30) requirement

3.32
test design and implementation process
test process (3.55) for deriving and specifying test cases (3.23) and test procedures (3.58)

3.33

test design technique
test technique
procedure used to create or select a test model (3.46), identify test coverdge items (3.29) and dprive
corresponding test cases (3.23)

EXAMPLE Equivalence partitioning, boundary value analysis, decision table testing (3.61), branch test|ng.
Note 1 to entry: The test design technique is typically used to achieve.a-required level of test coverage (3.28]).

Note 2 to entry: Some test practices, such as exploratory testing (3.5) or model-based testing, are somefimes
referred to as “test techniques”. Following the definition in ISO/IEC/IEEE 29119 (all parts), they are nof test
design techniques as they are not themselves providing a‘way to create test cases, but instead use test design
techniques to achieve that.

3.34

test environment
environment containing facilities, hardware, software, firmware, procedures, needed to conduct & test
(3.21)

Note 1 to entry: A test environment can contain multiple environments to accommodate specific test levels (|3
or types (e.g. a unit test environment,a performance test environment).

o~
oo
L—

Note 2 to entry: A test environment can comprise several interconnected systems or virtual environments.

3.35
test environment réadiness report
document that describes the status of the test environment (3.34)

Note 1 to entrye-Bhis can list the status of each of the test environment requirements (3.36).

3.36
test environment requirements
description of the necessary properties of the test environment (3.34)

Note 1 to entry: All or parts of the test environment requirements can reference where the information chn be
found e a intho gragagnizatinonal ftoct pnyracticoc fQ Q\ documenttestplan f'2 l:n\ and toct enorification (Q ':'7\

TGS 5t - O A G e Ot T T P e et eeS o e cEo TPt T CES TP EETTEHTTOT

3.37

test environment and data management process

test process (3.55) for establishing and maintaining arequired test environment (3.34) and corresponding
test data (3.30)

3.38
test execution
process of running a test (3.21) on the test item (3.42), producing actual results (3.1)

© ISO/IEC 2021 - All rights reserved 5
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3.39
test execution log
record of the execution of one or more test procedures (3.53)

3.40

test execution process

dynamic test process (3.55) for executing test procedures (3.53) created in the test design and
implementation process (3.32) in the prepared test environment (3.34) and recording the results

3.41
test incident reporting process

dyndgmic test process (3.55) for reporting incidents (3.6) requiring further action that were identified
duripg the test execution process (3.40) to the relevant stakeholders

3.42
test jtem

test pbject

worl product to be tested

EXAMPLE Software component, system, requirements document, design specification, user guide.

3.43
test Jevel

one ¢f a sequence of test stages, each of which is typically associated with the achievement of particular
obje¢tives and used to treat particular risks

EXAMPLE The following are common test levels, listed sequentially: unit/component testing, integration
testing, system testing, system integration testing, acceptance testing.

Note [l to entry: It is not always necessary for a test item (3.42)*to be tested at all test levels, but the sequence of
test lgvels generally stays the same.

Note |2 to entry: Typical objectives can include consideration of basic functionality for unit/component testing,
interjction between integrated components for integration testing, acceptability to end users for acceptance
testing.

3.44
test management
planhing, scheduling, estimating,.monitoring, reporting, control and completion of test activities

3.45
test management process
procgss used to coordinate/monitor and control testing (3.61)

EXAMPLE Test strategy and planning process (3.51), test monitoring and control process (3.48), test completion
procgss (3.25).

3.46
test model
repre¢sentation of the testitem (3.42), which allows the testing to be focused on particular characteristics
or qydlities

EXAMPLE Requirements statements, equivalence partitions, state transition diagram, use case description,
decision table, input syntax description, source code, control flow graph, parameters and values, classification
tree, natural language.

Note 1 to entry: The test model and the required test coverage (3.28) are used to identify test coverage items
(3.29).

Note 2 to entry: A separate test model can be required for each different type of required test coverage included
in the test completion criteria (3.2).

Note 3 to entry: A test model can include one or more test conditions (3.27).

6 © ISO/IEC 2021 - All rights reserved
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Note 4 to entry: Test models are commonly used to support test design (e.g. they are used to support test d
in ISO/IEC/IEEE 29119-4, and they are used in model-based testing). Other types of models exist to support

1(E)

esign
other

aspects of testing, such as test environment (3.34) models, test maturity models and test architecture models.

3.47
test model specification
document specifying the test model (3.46)

3.48

test monitoring and control process
test management process (3.45) for ensuring that testing (3.61) is performed in line with a!test]
(3.50) and with organizational test specifications (3.10)

3.49
test objective
reason for performing testing (3.61)

EXAMPLE Checking for correct implementation, identification of defects, measuring quality.

3.50

test plan

detailed description of test objectives (3.49) to be achieved and theé means and schedule for achig
them, organized to coordinate testing (3.61) activities for some testitem (3.42) or set of test items

Note 1 to entry: A project can have more than one test plan, for example there can be a project test plan
known as a master test plan) that encompasses all testing actiyities on the project; further detail of parti

test (3.21) activities can be defined in separate test plans (e.g, 4 System test plan or a performance test plan].

Note 2 to entry: A test plan is typically a written documeént, although other formats can be possible as d¢
locally within an organization or project.

Note 3 to entry: Test plans can also be written for‘ien-project activities, for example a maintenance test plgn.

3.51

test strategy and planning process

test management process (3.45) used to design the test strategy (3.59), complete test planning
create and maintain test plans (350)

3.52

test policy

organizational test palicy

executive-level document that describes the purpose, goals, principles and scope of testing (3.61) W]
an organization

Note 1 to entry:Phe test policy defines what testing is performed and what it is expected to achieve but dog
detail how testing is to be performed.

Note 2¢to entry: The test policy can provide a framework for establishing, reviewing and continually impr
the organization’s testing.

3.53

plan

ving

(also
cular

fined

and

ithin

S not

bving

foctniracadiime
eSSt pProceaurc

sequence of test cases (3.23) in execution order, with any associated actions required to set up

preconditions and perform wrap-up activities post execution

3.54

test procedure specification

test script

document specifying one or more test procedures (3.53)
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3.55
test process
set of testing (3.61) activities performed to achieve a test objective (3.49)

Note 1 to entry: The test process for a particular project can consist of multiple test levels (3.43) and test types
(3.60).

3.56
test result

indidation of whether a specific test case (3.23) has passed or failed, i.e. if the actual results (3.1)
corrg¢sponds to the expected results (3.4) or if deviations were observed

3.57

test ppecification

complete documentation of the test design, test cases (3.23) and test procedures (3.53) for alspecific test
item|(3.42)

Note [l to entry: A test specification can be detailed in one document, in a set of documents; oer+in other ways, for
examlple in a mixture of documents and database entries.

3.58
test status report

repoft that provides information about the status of the testing (3.61) that is being performed in a
specified reporting period

3.59
test strategy

part|of the test plan (3.50) that describes the approach to testing (3.61) for a specific project, test level
(3.43) or test type (3.60)

Note|l to entry: The test strategy usually describes som& or all of the following: the test levels and test types
to be[implemented; the retesting (3.15) and regression.testing (3.14) to be employed; the test design techniques
(3.33]) and corresponding test completion criteria (342) to be used; test data (3.30); test environment (3.34) and
testifg tool requirements; and expectations for test'deliverables.

3.60
test type
testifg (3.61) that is focused on specifi¢ quality characteristics

EXAMPLE Security testing (3.19); functional testing, usability testing, and performance testing (3.11).

Note|l to entry: A test type can be performed at a single test level (3.43) or across several test levels (e.g.
performance testing performed at a unit test level and at a system test level).

3.61
testing

set of activities\eonducted to facilitate discovery and/or evaluation of properties of one or more test
itemg§ (3.42)

Note [l to‘entry: Testing activities include planning, preparation, execution, reporting, and management activities,
insofpr-as they are directed towards testing.

4 Conformance

4.1 Intended usage

4.1.1 General

The requirements in this document are contained in Clauses 4, 6, 7 and 8. This document provides
requirements for a number of test processes suitable for use during the life cycle of a software system

8 © ISO/IEC 2021 - All rights reserved
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or product. It is recognized that particular projects or organizations may not need to use all of the
processes provided by this document. Therefore, implementation of this document typically involves
selecting and declaring a set of processes suitable to the organization or project. There are two ways
that an implementation can be claimed to conform to the provisions of this document - full conformance
and tailored conformance.

The organization shall assert whether it is claiming full or tailored conformance to this document:

here e a " a ming onliormanceA hievin

although the chosen criterion (or criteria) shall be stated in

are achieved. Alternatively, claiming “full conformance to outcomes” asserts that all of the required
outcomes of the declared set of processes are achieved. Full conformance to outcomes permits greater
freedom in the implementation of conforming processes and can be useful for implementing procg¢sses
to be used in the context of an innovative life cycle model.

NOTE1 Options for conformance are provided for needed flexibility in the application of this document{Each
process has a set of objectives (phrased as “outcomes”) and a set of activities and tdsksthat represent one way to
achieve the objectives.

NOTE 2  Users who implement the activities and tasks of the declared,set of processes can assert full
conformance to tasks of the selected processes. Some users, however~¢an have innovative process variants
that achieve the objectives (i.e., the outcomes) of the declared set of processes without implementing all ¢f the
activities and tasks. These users can assert full conformance to the‘eutcomes of the declared set of procgsses.
The two criteria — conformance to task and conformance to outcome — are necessarily not equivalent [since
specific performance of activities and tasks can require, in sofae cases, a higher level of capability than just the
achievement of outcomes.

NOTE 3  When this document is used to help develop amragreement between an acquirer and a supplier, clauses
of this document can be selected for incorporation in the agreement with or without modification. In this|case,
it is more appropriate for the acquirer and supplier.to claim compliance with the agreement than conformance
with this document.

NOTE4  Anorganization (for example, national, industrial association, company) imposing this document, as a
condition of trade, can specify and makepublic the minimum set of required processes, outcomes, activitie$, and
tasks, which constitute suppliers’ compliance with the conditions of trade.

NOTES5  Requirements of thisT™decument are marked by the use of the verb “shall”. Recommendations are
marked by the use of the verb “should". Permissions are marked by the use of the verb “may”. However, d¢spite
the verb that is used, the reqilirements for conformance are selected as described previously.

Organizations and projects that perform both scripted and exploratory testing can find that meeting all
the requirements 6f'some processes (e.g. Test Design and Implementation) is difficult when performing
exploratory testing. In such cases, if the scripted testing meets all the requirements of the process, the
organization.of)project can claim full conformance for the scripted testing (i.e. testers are allowgd to
execute additional informal tests that do not meet the full set of requirements defined in this documjent).
Otherwise,if the organization’s testing does not meet the requirements of specific clauses, then|they
can claim tailored conformance as per 4.1.3.

4.1.2 Full conformance

4.1.2.1 Full conformance to outcomes

A claim of full conformance declares the set of processes for which conformance is claimed. Full
conformance to outcomes is achieved by demonstrating that all of the outcomes of the declared set of
processes have been achieved. In this situation, the provisions for activities and tasks of the declared
set of processes are guidance rather than requirements, regardless of the verb form that is used in
the provision. One intended use of this document is to facilitate process assessment and improvement.
For this purpose, the objectives of each process are written in the form of ‘outcomes’ compatible with
the provisions of ISO/IEC 33002. ISO/IEC 33002 provides for the assessment of the processes of this
document, providing a basis for improvement. Users intending process assessment and improvement

© ISO/IEC 2021 - All rights reserved 9
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may

use the process outcomes written in this document as the “process reference model” required by

ISO/IEC 33002.

4.1.2.2 Full conformance to tasks

A claim of full conformance declares the set of processes for which conformance is claimed. Full
conformance to tasks is achieved by demonstrating that all of the requirements of the activities and
tasks of the declared set of processes have been achieved. In this situation, the provisions for the

outc
verb

NOTI
areg

4.1.3
Whe

mes of the declared set of processes are guidance rather than requirements, regardless of the
form that is used in the provision.

A claim of full conformance to tasks can be appropriate in contractual situations where an acquiref or
1lator requires detailed understanding of the suppliers’ processes.

Tailored conformance

h this document is used as a basis for establishing a set of processes that donét qualify for full

conf]:rmance, the subset of processes, for which tailored conformance is claimedyis, Yecorded. Tailored

conf
reco

Whe
proc

rmance is achieved by demonstrating that all of the requirements (i.e. "shall" statements) for the
'ded subset of processes have been satisfied.

re tailoring occurs, justification shall be provided (either directly‘or by reference), whenever a
ess defined in Clauses 6 to 8 is not followed. All tailoring decisions shall be recorded with their

rationale, including the consideration of any applicable risks. Tailoring decisions shall be agreed by the

reley

ant stakeholders.

EXANPLE Where organizations follow information item indnagement processes in standards such as

ISO 1
in pl3

5489-1 or ISO 9001 or use similar internal organizational precesses, they can decide to use those processes
ce of the information item management tasks defined in this document.

5 Multi-layer test process model

This|document groups the testing activitiesthat may be performed during the life cycle of a software
syst¢m into three process groups, as shown in Figure 1. Each of the processes within those groups
is described in terms of its purpose and-desired outcomes and activities and tasks which need to be
performed are listed.
A
O‘C Organizational test
D process
\. J
e N
Test management
L process )
Dynamic test processes
\. J
Figure 1 — The multi-layer testing processes
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The goal of each layer is as follows:
a) Organizational test process (Clause 6)

1) Defining a process for the creation and maintenance of organizational test specifications, such
as organizational test policies, practices, processes, procedures and other assets.

b) Test management processes (Clause 7)

1) Defining processes that cover the management of testing for a whole project or any test|level
(e.g. system testing) or test type (e.g. performance testing) within a project (e.g. préject test
management, system test management, performance test management).

2) The test management processes are:

i) teststrategy and planning process (7.2);

ii) test monitoring and control process (7.3);
iii) test completion process (7.4).
c) Dynamic test processes (Clause 8)

1) Defining generic processes for performing dynamic testing/Dynamic testing may be performed
at a particular test level (e.g. unit, integration, system, and acceptance) or for a particular test
type (e.g. performance testing, security testing, andfunctional testing) within a project.

2) The dynamic test processes are:
i) testdesign and implementation process\{(8.2);

ii) testenvironment and data manageient process (8.3);

iii) test execution process (8.4); and
iv) testincident reporting precess (8.5).
NOTE In [EEE 1012, the dynamittest process is referred to as "the Test Process”.

The layers of the test process model comprise varying numbers of test process, as shown in Figurd 2.

© ISO/IEC 2021 - All rights reserved 11
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Organizational
test process

( Test management proceses ‘

Test Test
. Test
strategy and monitoring .
. completion
planning and control
process
process process

\
4 Dynamic test processes O )
y p \\Q/
Test -
Test design and environment Test so . T?St
. . . incident
implementation and data execution reportin
process management process P g
process
process

& X J

Figure 2 — The multi-layer model showing all test processes

6 OQrganizational test process

6.1 | General

The jorganizational test proeess is used to develop and manage organizational test specifications.
These specifications typically’apply to testing across the whole organization (i.e. they are not project-
basefl). The organizational test policy and organizational test practices document are examples of
orgahizational test specifications. The organizational test process is generic and can be used to develop
and manage other fion-project specific test documents, such as a programme test strategy that applies
toa Izlmber of related projects.

The prganizational test policy is an executive-level document that describes the purpose, goals, and
overall scape of testing within the organization. It also establishes organizational testing practices and
provjdes ‘a framework for establishing, reviewing and continually improving the organization’s test

oo b n lact tact o agnn nn

l' hy ¥oct o ntiange o o nin o +
po lc)” CLCOU lJl dlliti o dIitu alJlJl UdulCIlr ity lJl UJ\/\«L CLCOU lllallus\,lll\,ll\,.

The organizational test practices document is a detailed, technical document that defines how testing
is carried out within the organization. It is a generic document that provides guidelines for a number of
projects in the organization and is not project specific.

In Figure 3 the organizational test process is shown in a typical situation where it has been applied
to create and maintain both an organization’s test policy and test strategy. As Figure 3 illustrates, the
two instances of the organization-level processes communicate with each other. The organizational
test practices document needs to align with the organizational test policy and feedback from this
activity is provided back to the test policy for possible process improvement. Similarly, the test
management processes being used on each of the projects within the organization need to align with
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the organizational test practices document (and test policy) and feedback from the management of
these projects is used to improve the organizational test process which formulates and maintains the

organizational test specifications.

Organizational test process

(applied to test policy)

Organizational I Feedback on 1

test policy : organizational I

i 1

I test policy )

I

q . ° ° 1
Organizational Organizational test process: | | orecdback on

est policy . ) :

(applied to test practices) I test policy

|

|

|

Organizational I _Feedback on 1

test practices I organizational |

I test practices :

Test manageqﬂeY{t processes
(applied to projéct test management)

a0

A \‘

AR

Figure 3 — Examiple organizational test process implementation

6.2 Organizational test process

6.2.1 Overview,

The organizational test process comprises activities for the creation, review and maintenan
organizatiofidl test specifications. It also covers the monitoring of organizational compliance with

(see Figure4).
TypicaMnputs to this process include:

=, 'views of primary stakeholders;

re of
them

— knowledge of the current test practices within the organization;
— organization’s mission statement;

— IT policy;

— IT project management policy;

— quality policy;

— organizational test policy;

© ISO/IEC 2021 - All rights reserved
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— organizational test practices;

— feedback on test policy;

— feedback on test practices;

— typical test plans from the organization; and

— i

ndustry and/or government standards.

{
? o
Controlled P\Q'

Develop Organizational | Monitor and organizational Update
organizational s e control use of est organizational
pecification | qroanizational specification g
test test test
specification specification specification
(0T1) (0T2) (OT3)

Updated Q‘j
organizatio Q&t

specif&@n

g\\"'

6.2.2
The

orga
prac

6.2.3
Asa

f) |

Figure 4 — Organizational test.process

Purpose

purpose of the organizational test process.is to develop, monitor conformance and maintain
hizational test specifications, such as the“organizational test policy and organizational test
ices document.

Outcomes

result of the successful implementation of the organizational test process:

The requirements for organizational test specifications are identified.
The organizational téstspecifications are developed.
The organizational test specifications are agreed to by stakeholders.

The organizational test specifications are made accessible.

[onformatice to the organizational test specifications is monitored.

Jpdates to organizational test specifications are agreed to by stakeholders.

g) Updates to the organizational test specifications are made.

6.2.4 Activities and tasks

6.2.4.1 General

The person responsible for organizational test specifications will implement the activities and tasks
specified in 6.2.4.2 to 6.2.4.4 in accordance with applicable organization policies and procedures with
respect to the organizational test process.

14
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6.2.4.2 Develop organizational test specification (0T1)

This activity consists of the following tasks:

a)

Requirements for the organizational test specifications shall be identified from the current testing
practices within the organization, from stakeholders and/or shall be developed by other means.

NOTE This can be achieved by analysing relevant source documents, through workshops, interviews or
other suitable means.

b)

c)

d)

6.2.4.3 Monitor and control use of organizational test specification (0T2)

This activity consists of the following tasks:

a)

b)

6.2.4.4 Update organizational test specification (OT3)

This activity consists of the following tasks:

a)
b)

d)

6:2,5 Information items

The organizational test specification requirements shall be used to create the organizational test
specification.

Approval on the content of the organizational test specification shall be obtainéd from the
stakeholders.

The availability of the organization test specification shall be communicated to the stakeholdgrs in
the organization.

Usage of the organizational test specification shall be monitered to determine whether it is eing
used effectively within the organization.

Appropriate actions shall be taken to encourage aligniment of stakeholders to the organizatjonal
test specification.

Feedback on use of the organizational test specification should be reviewed.

The effectiveness of the use ‘dand management of the organizational test specification should be
considered and any feedback-and changes to improve its effectiveness should be determined and
approved.

NOTE This can beachieved by reviewing feedback, through workshops, interviews and other sujtable
means.

Where changes/to the organizational test specification have been identified and approved, these
changes shallbe implemented.

All chianges to the organizational test specification shall be communicated throughout the
organization including to all stakeholders.

Ac qaracult nFrarvwlnn‘ outthic nrr\nacc the followinaginformation itam chqll hn nraoduced: araanizat Ona]
oo eSSt O eat T 5 O u e S pProceSS e e oW 5O THA O e S eproaacea—or SOttt

test spec1f1cat10n.

EXAMPLE Organizational test policy, organizational test practices document.
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7 Test management processes

7.1 General

There are three test management processes:

a) teststrategy and planning;

b) {estmonitoring and controt; and

c) Yest completion.

These generic test management processes may be applied at the projectlevel (project test management),

for t¢st management at different test levels (e.g. system test management, acceptance test management)

and

Whe
man
indiy
man
plan

Figu|
inter
if in
proc

or managing various test types (e.g. performance test management, usability test management).

h applied at the project test management level, these test management processes are used to
hge the testing for the whole project, based on a project test plan. For many,projects, each of the
idual test levels and types will also require the test management processes.to be applied to its
hgement separately; these will typically be based on separate test plansf such as the system test
reliability test plan and acceptance test plan.

e 5 illustrates the relationships between the three test managément processes, and how they
act with the organizational test process, other applications of thie test management processes (e.g.
a large project a high-level test management process is applied on lower level test management
psses specific for test levels or test types) and the dynamietest processes.

Organizational
test process

Feedback on
test policy and
organizational test practices

Test policy and
organizational test practices.

4 )

WA
Tesa:\(ﬁanagement processes
)
¢ Tesh&h updates =
Test completion
Test str:tegy rest plan .tTefst ; results Test report
C anc monttoring an completion _»©
lannin control
& _P_?g_\ J
T / Test plan, A
G an; test status reports, Test plan, Test
REoi® test completion report, _control TGS
direcies test measures directives
N \ 4
Test management ] [ Dynamic test ]
processes processes
Test plan,
Test
control
directives ETECSLES

N\

Dynamic test
processes
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Figure 5 — Example test management process relationships
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Test management processes need to align with the outputs of the organizational test process, such
as the organizational test policy and organizational test practices document. Based on the practical
implementation of these outputs, the test management processes may produce feedback on the
organizational test process.

7.2 Test strategy and planning process

721 Ovorvians
LT -Tr o

TVECT VICYY

The test strategy and planning process is used to specify the purpose, scope, risks, typical testactiviities,
and required resources for testing. Depending on where in the project this process is implemented, the
results of designing the test strategy and test planning may be recorded in a project test plan or 3 test
plan for a specific level, such as a system test plan, or a test plan for a specific type ofitesting, such as a
performance test plan.

Typical inputs to this process include:

— organizational test policy;

— organizational test practices;

— regulatory standards;

— project test plan (if planning testing for a specific phase ertype within a project);
— incident reports;

— project management plan;

— applicable product documentation (e.g. systéim requirements, test item specification);
— software development plan;

— project and product risks; and

— test plan updates.

To create a test plan, the activities shown in Figure 6 shall be performed. As content for the test
plan becomes available through performing the defined activities, a draft test plan will gradually be
elaborated until the compléte test plan is recorded. Due to the iterative nature of the process, a number
of the activities shown in Figure 6 may need to be revisited before the complete test plan can be inade
available. Most typically the activities TP3, TP4, TP5 and TP6 will need to be performed iterative¢ly in
order to achieve‘an acceptable test plan.

ISO/IEC/IEEE)29119 (all parts) recommends embedding the test strategy within the test plan, althpugh
conformarniceé with this document does not require this. By designing the test strategy and |then
considening test planning elements, such as available resources, it allows the optimal test strategy fto be
balaniced against the available budget, schedule and resources for testing. The test strategy is bas¢d on
thetperceived risks, which are explicitly managed through the activities TP4 and TP5.

8% Patanh m]

NOTE-+—1SOAECAHEEE 16085 provides a more detaited set of Tisk ramagementactivitiesamdtasks—THis risk
management process is aligned with ISO 31000.

NOTE 2  The previous edition of this document used the term risk mitigation for addressing risks. In this
edition, the term risk treatment has been used to include risk mitigation and other means of addressing risks,
and to align with the terminology in ISO/IEC/IEEE 16085 and ISO 31000.
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Understand Scope
H context
(TP1) v T [
Organize est plan
test plan development schedule
development
TP2 .
(P2) Identify and | Analysed risks
analyse risks ﬁ_

(TP3) Identify risk Zreig:ce::s
treatment £l
approaches ‘

(TP4) Design test
strategy
Determine (TP3)
staffing and
scheduling <_Tt|
Record (178 str::egy
test plan
Gain (TP7) Schedule,
consensus on staffing profile
test plan <_ID m
Communicate (TP8) ra
Tastplan | 4oct plan and test plan
@4— make available <—I
(TP9) Approved
test plan
NOTH The process is shown as purely sequential, but in practice it can be carried out iteratively, with some

activities being revisited.

Figure 6 — Test strategy.and planning process

Duripg the course of testing, the test plan may need to be modified in response to the results of
implementing the plan and new information‘Becoming available. Depending on the scale and nature of
the changes, a variety of activities in Figure 6 will need to be revisited to maintain the test plan.

For gxample, if, after the test plan is initially made available, it is realised that new risks threaten either
the project or the deliverable product, or that the threat from existing risks has changed, then the
procgss should be re-entered atthe identify and analyse risks activity (TP3).

Alternatively, if it is believed to be necessary to change the test strategy for reasons other than risk
(e.g. p different test environment is to be used) then the process should be re-entered at the design test
strategy activity (TP5);

Or,

iffit is believed{to be necessary to change either the staffing or scheduling of the testing for reasons

othef than riskY(e.g. the availability of test items from development has changed) then the process
should be re-entered at the determine staffing and scheduling activity (TP6).

7.2.2 ““Purpose

The purpose of the test strategy and planning process is to develop, agree, record and communicate to
relevant stakeholders the scope and approach that will be taken to testing, enabling early identification
of resources, environments and other requirements of testing.

7.2.3 Outcomes

As
a)

18

aresult of the successful implementation of the test planning process:

The scope of the testing is analysed and understood.
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b) The stakeholders who will participate in designing the test strategy and the test planning are
identified and informed.

c) Risks that can be treated by testing are identified, analysed and classified with an agreed level of
risk exposure.

d) Test strategy, test environment, test tool and test data needs are identified.
EXAMPLE 1 Tools, special equipment, test environment, office space.

e) Staffing and training needs are identified.

f) Each activity is scheduled.

g) Estimates are calculated and evidence to justify the estimates is recorded.
EXAMPLE 2 Cost, staff, and timeline estimates.

h) The test plan is agreed to and distributed to all stakeholders.

7.2.4 Activities and tasks

7.2.4.1 General

The persons responsible for designing the test strategy and test planning will implement the actiyities
and tasks specified in 7.2.4.2 to 7.2.4.10 in accordancé with applicable organization policies and

procedures with respect to the test strategy and planping process.

7.2.4.2 Understand context (TP1)

This activity consists of the following tasks:

a)

Understanding of the context and the(scope of the software testing shall be obtained to suppoit the
preparation of the test plan.

NOTE1 The scope of the software testing includes the identification of test items.
NOTE 2  The following documentation can be used:

— organizational test specifications, such as the organizational test policy and the organizational
test practices;

— project management plan, for information that will affect the testing, such as the allocated tgsting
budget and.reseurces;

— higher level test plans (e.g. project test plan if managing a lower level of testing, such as system
testing) for requirements and constraints on this level of testing, such as testing estimates, staffing and
expected deliverables and their timing;

~ applicable regulatory standards for information on regulations that may impact the testing

applcableproductdocumentation-such-assvystem reguirement specifications—gualitvrobiedtives
2P FoadctaoctHe Rt e -SHEeRa S SyStein+ H —GHaHHE-eb1e

....................................
described by system quality characteristics, and test item specifications, for information that relates to
possible testing requirements for this level or type of testing;

— quality characteristics are defined in ISO/IEC 25010;

— software development plan, for information that may impact on testing timelines or cycles such
as expected development deliverables and their timing;

— project risk register for information on identified project and product risks;

— verification and validation plan.
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b) An understanding of the context and the software testing requirements should be obtained by
identifying and interacting with the relevant stakeholders.

c) The test basis shall be identified and recorded.
d) Communication planning should be initiated, and lines of communication recorded.

NOTE 3  The activity, understand context, will be on-going throughout the lifetime of the project. The tasks in
this activity can, in principle, be carried out in any order.

ased on the testing requirements identified in the understand context activity (TP1), those
ctivities that need to be performed to complete test design and test planning, shall-be identified
nd scheduled.

he stakeholders required to participate in these activities should be identified,

pproval of the activities, schedule and participants shall be obtained from the relevant

XAMPLE1  The project manager and/or project test manager.
OTE This can require repeating tasks a) and b).
d) $takeholder involvement should be organized.

EXANPLE 2  Request project manager to schedule a meeting for review of the test strategy.

7.2.4.4 Ildentify and analyse risks (TP3)
Thisfactivity consists of the following tasks:

ny risks that have been previously identified shall be reviewed to identify those that relate to
nd/or can be treated by software testing.

XAMPLE1  Risks held in the projéct risk register.

b) Additional risks that relateyto and/or can be treated by software testing shall be identified. Any

identified risks that are not related to software testing should be communicated to the relevant
takeholders.

OTE This cab-be achieved by reviewing product specifications and other appropriate documentation,
hrough workshops, interviews or by other suitable means.

he risks~shall be classified using an appropriate classification scheme that, at a minimum,
iscriminates between project and product risks.

achvrisk shall be assigned a level of exposure (such as by considering its impact and likelihood).

e) Approval shall be obtained for the results of this risk assessment from the stakeholders.
f) The results of this risk assessment shall be recorded.

EXAMPLE 2 Inthe test plan, in the project risk register.
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7.2.4.5 Identify risk treatment approaches (TP4)

This activity consists of the following tasks:

a) Appropriate means of treating the risks shall be identified, based on the risk type, classification
and level of risk exposure.
NOTE Appropriate means can include test levels, test types, test design techniques, test completion
criteria, etc. Practitioners can consider the concept of software criticality covered in ISO/IEC/IEEE 15026-1
or I[EEE 1012. Where constraints (such as time and cost) on testing are known, the treatments for riskqd with
low risk exposure levels that are not expected to be treatable within these constraints will be identified as
being out of scope for that reason.

b) The identified means of treating risks shall be recorded.

EXAMPLE In the test plan, in the project risk register.

7.2.4.6 Design test strategy (TP5)

This activity consists of the following tasks:

a) Ateststrategy shall be designed that considers the test basis, risksy/and organizational, projecf and
product constraints.
NOTE1 Thistakesinto consideration the results of the risk assessment to prioritise the test activitigs and
determine the resources needed to perform actions (e.g. time, costs, skills, tool support and environment
needs) while meeting organizational, project and produet¢enstraints, such as:
— regulatory standards;
— the requirements of the organizational test policy and organizational test practices;
— higher level test plans and strategies on\the project;
— contractual requirements;
— availability of appropriately-skilled testers;
— availability of tools and environments.
Where it is not possible to design a test strategy that implements all the requirements of the
organizational test _practices and the recommendations for treating all identified risks while
still meeting the-project and product constraints, then a judgement is made to arrive at g4 test
strategy that'best meets these conflicting requirements. How this compromise is achieved will
vary dependent on the project and on the organization. It can require the constraints to be relaxed
and theridentify risk treatment approaches activity (TP4) and this task to be repeated until an
acceptable test strategy is achieved. Where it is decided to deviate from the organizational test
practices, this should be recorded in the test strategy.
NOTE2  The format of a test strategy is defined in ISO/IEC/IEEE 29119-3. It includes decisions on test
levels, test types, aspects to be tested, test design techniques, test completion criteria, and suspensioh and
resumption criteria.
NOTE 3  Ateststrategy would typically address static testing (e.g. reviews, inspections, static analysis) as
well as dynamic testing.

b) Activities required to implement the test strategy shall be identified.

c) Metrics to be used for test monitoring and control (see activities TMC1 to TMC4) shall be identified.

d) Test data requirements shall be identified.
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f)

g)

h)

EXAMPLE Factors to consider when identifying test data requirements include regulations on data
confidentiality (it can require data masking or encryption), volume of data required and data clean-up upon
completion.

Test environment requirements and test tool requirements shall be identified.

Test deliverables shall be identified, and their degree of formality and frequency of communication
should be recorded.

n 1nitial estimate of the required resources to perform the complete set of activities required to
implement the test strategy shall be produced.

INOTE4  The initial test estimate that is produced in this step is finalised in the record test plan activity
TP7).

The test strategy shall be recorded.

NOTE S5  The test strategy will normally be a section of the test plan, but in some cases it can be recorded as a
sepaffate document.

i)

Approval on the test strategy shall be obtained from the stakeholders.

NOTE 6  This canrequire repeating earlier tasks in this activity.

7.2.4.7 Determine staffing and scheduling (TP6)

This[activity consists of the following tasks:

c)

The roles and skills of staff required to carry out the testing described in the test strategy should
e identified.

OTE1 This canrequire identification of staff rectuitment and/or training needs.

ach required test activity in the test strategy shall be scheduled based on the estimates,
ependencies and staff availability.

pproval on staffing and scheduling shall be obtained from the relevant stakeholders.

NOTE 2  This can require repeating taskss a) and b), and if the test strategy needs revision, then the design test
strategy activity (TP5) will need to be revisited.

7.2.4.8 Record test plan (TP7)

Thisfactivity consists of thie following tasks:

a)

b)

inal estimates for the testing shall be calculated based on the test strategy designed in the design
est strategy~activity (TP5) and the staffing and scheduling agreed in the determine staffing and
cheduling\activity (TP6).

OTE Where these disagree with previous initial estimates it can be necessary to revisit the determine
taffing and scheduling (TP6) and/or the design test strategy (TP5) activities.

The test strategy identified in the design test strategy activity (TP5), the staffing profile and
schedule agreed in the determine staffing and scheduling activity (TP6), and the final estimates
calculated in the previous task shall be incorporated in the test plan.

7.2.4.9 Gain consensus on test plan (TP8)

This activity consists of the following tasks:

a)

22

The views of the stakeholders on the test plan shall be gathered.

NOTE 1 This can be achieved through workshops, interviews or by other suitable means.
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b) Conflicts between the test plan and stakeholders’ views shall be resolved.
c) The test plan shall be updated to take into account feedback from stakeholders.
NOTE 2  This can require repeating earlier activities in the test strategy and planning process.

d) Obtain approval of the test plan from the relevant stakeholders.

EXAMPLE Relevant stakeholders can include the project manager, project owner or some other designated

auThoTITy.

NOTE 3  This can require repeating tasks a) to c).

7.2.4.10 Communicate test plan and make available (TP9)
This activity consists of the following tasks:
a) The test plan shall be made available.

b) The availability of the test plan shall be communicated to the stakeholdets.

7.2.5 Information items

As aresult of carrying out this process, the following information/item shall be produced: test plan.

7.3 Test monitoring and control process

7.3.1 Overview

The test monitoring and control process as showd in Figure 7 scrutinizes whether testing progress
accordance with the test plan and the organizational test specifications, such as the organizationa
policy and the organizational test practices:+If there are significant departures from planned prog

esin
| test
ress,

planned activities, or other aspects of the'test plan, activities will be initiated to correct or compensate

for the resultant variances.

Typical inputs to this process include:

— organizational test policy;

— organizational test practices;

— regulatory standards;

— project testplan (if planning testing for a specific phase or type within a project);
— incideéntreports;

— Jproject management plan;

—, "applicable product documentation (e.g. system requirements, test item specification);

— software development plan;
— project and product risks; and
— test plan updates.

This process can be applied to the management of a whole project (normally made up of a number o
levels and test types) or to the management of the testing of a single test level (e.g. system testin
test type (e.g. performance testing). In the latter case it is applied as part of the monitoring and co

ftest

g) or
ntrol

of dynamic testing described by the dynamic test processes. When applied as part of the monitoring
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and control of the testing for a complete project then it will interact directly with the test management
processes being used to manage the individual test levels and test types of the project.

3P Test status report

Test control
info

Test progress
info 1 Report
>

—(TMCA)— =
Test Test
l
‘ a an' Set-up measure; Monitor Control
(TMC1 ) (TMCZ) Test progress (TMC3)
info
Test Control
measures directives
Dynamic test
[ —— LT r .
processes <<instantiated> >> =l ol
)
<<instantiated>>
1
Test
management
processes
NOTH The process is shown as purely sequential, but in practice it can be carried out iteratively, with some

activ]ties being revisited.

Figure 7 — Test monitoring and control process

7.3.1 Purpose

The

burpose of the test monitoring and control process is to determine whether testing progresses in

accordance with the test plan and*with organizational test specifications (e.g. the organizational test
polidy and the organizational-test practices). It also initiates control actions as necessary and identifies
necepsary updates to the testplan (e.g. revise completion criteria or identify new actions to compensate
for deviations from the test’plan).

The
plan

brocess is alsoused to determine whether testing progresses in accordance with higher level test
5, such as thélproject test plan, and to manage the testing performed at specific test levels (e.g.

syst¢m testing)\or for specific test types (e.g. performance testing).

7.3.3 Outcomes

Asa

a)
b)
‘)
d)
e)
f)
24

acult oft+ha o
CoSTurc oIt

ot

The means of collecting suitable measures to monitor test progress and changing risk are set up.
Progress against the test plan is monitored.

New and changed test-related risks are identified, analysed and necessary action(s) invoked.
Necessary control actions are identified.

Necessary control actions are communicated to the relevant stakeholders.

The decision to stop testing is approved.
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g) Test progress and changes to the risks are reported to stakeholders.
7.3.4 Activities and tasks

7.3.4.1 General

1(E)

The persons responsible for test monitoring and control will implement the activities and tasks

specified in 7.3.4.2 to 7.3.4.5 in accordance with applicable organization policies and procedures

with

respect to the test monitoring and control process.

7.3.4.2 Set-up (TMC1)

This activity consists of the following tasks:

a) Suitable measures for monitoring progress against the test plan shouldbe’identified if these
measures are not already defined in the test plan or the organizational testpractices document.

b) Suitable means of identifying new and changing risks should be identified if these are not alrfeady
defined in the test plan or the organizational test practices documefit:

c) Monitoring activities, such as test status reporting and test metrics collection, shall be put in place
to collect the measures identified in tasks a) and b), and in the-test plan and the organizational test
practices document.

7.3.4.3 Monitor (TMC2)

This activity consists of the following tasks:

a) The test measures shall be collected and recorded.

b) Progress against the test plan shall beamonitored using the collected test measures.

EXAMPLE1 By examining test status reports, analysing test measures and meeting with stakeholdgrs.

c) Divergence from planned testing activities shall be identified and any factors blocking progress
recorded.

d) New risks shall be identified and analysed to identify those that require treatment by testing and
those that need to be;communicated to other stakeholders.

e) Changes to knewn'risks shall be monitored to identify those that require treatment by testing and
those that needto be communicated to other stakeholders.

EXAMPLE 2 ~Gommunicate risks that require testing as treatment to the project manager.

NOTE Tasks a) to e) are repeated on a regular basis, until it is determined that the testing specified in the

test plan)can be terminated or is complete, which would typically be done by checking whether the completion

criteria have been achieved.

7.3.4.4 Control (TMC3)

This activity consists of the following tasks:
a) Those actions necessary to implement the test plan shall be performed.

EXAMPLE1  Assigning responsibility for testing activities to testers.

b) Those actions necessary to implement control directives received from higher level management

processes shall be performed.

EXAMPLE 2  Actions from the project test manager if a specific level of testing is being managed.
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f)

g)

Those actions necessary to manage the divergence of actual testing from planned testing shall be
identified.

NOTE1 These control actions can require changes to the testing, the test plan, test data, test environment,
staffing and/or changes in other areas, such as development.

Means of treating newly identified and changed risks shall be identified.

NOTE 2  This can include assigning more staff to specific tasks and changing test completion criteria.

S appropriate:

) control directives shall be issued to make changes to the way testing is performed;
) changes to the test plan shall be in the form of test plan updates; and

) recommended changes shall be communicated to the relevant stakeholders.
XAMPLE 3  IT Support for test environments.

eadiness for commencing any assigned test activity shall be established before commencing that
ctivity, if not already done.

OTE3  This can typically be performed by checking against entry criteria' described in the test plan.
OTE4  Assigned testactivity can be test execution.

OTE5 Readiness can have been established in the test design‘and implementation process and/or the
est environment and data management process.

pproval shall be granted at the completion of assighed test activities.
XAMPLE 4  Completion of a lower level of testing:
OTE 6  This will typically be performed by checking against exit criteria described in the test plan.

hen the testing has met its completion oriteria, approval for the test completion decision shall be
btained.

7.3.4.5 Report (TMC4)

Thisfactivity consists of the following tasks:

b)

Testing progress againstthe test plan shall be communicated to stakeholders in a test status report
for the specified reporting period.

New risks and‘changes to existing risks shall be updated in the risk register and communicated to
the relevant.stakeholders.

7.3.3 Information items

As afésult of carrying out this process, the following information items shall be produced:

a) teststatusreports;

b) test plan updates;

c) control directives (e.g. changes to the testing, the test plan, test data, test environment and
staffing);

d) projectand product risk information.

NOTE Risk information can be held in the project risk register or locally in the test plan.
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7.4 Test completion process

7.4.1 Overview

The test completion process as shown in Figure 8 is performed when agreement has been obtained that
the testing activities are complete. It will be performed to complete the testing carried out at a specific
test level (e.g. system testing) or test type (e.g. performance testing) and to complete the testing for a

complete project.

Typical inputs to this process include:
— project test plan;
phase test plans;
incident reports;
project test status reports;

phase/type test completion reports; and

organizational test practices (if relevant).

N
Archived test O‘\
Archive | assets {(
H test assets Q
(TC1) Q
Avail test
Clean up ‘\1‘ ;
test en‘%( nment
environment
a2
: Lessons
> Identify
A\W lessons learned
learned
\O (TC3) Test )
\t_ completion
\\CJ Report test el
C) completion —}@
@0 . (TC4)
O

NOTE
activities beingrevisited.

Figure 8 — Test completion process

742 Purpose

The process is shown as purely sequential, but in practice it can be carried out iteratively, with

some

The purpose of the test completion process is to make available useful test assets for later use, leave the
test environment in a satisfactory condition, and record and communicate the results of the testing to
relevant stakeholders. Test assets include test plans, test case specifications, test scripts, test tools, test

data and test environment infrastructure.

7.4.3 Outcomes

As aresult of the successful implementation of the test completion process:

a) Testassets are either archived or passed directly to the relevant stakeholders.
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7.4.

The test environment is in its agreed state (e.g. so that it is available for any following testing).
The test completion report is recorded.
The test completion report is approved.

The test completion report is communicated to relevant stakeholders.

Activities and tasks

7.4.4.1 General

The

bersons responsible for test completion will implement the activities and tasks specified, in 74.4.2

to 7.4.4.5 in accordance with applicable organization policies and procedures with respectto-the test

com

letion process.

7.4.4.2 Archive test assets (TC1)

Thislactivity consists of the following tasks:

a) Those test assets that may be useful in future or are expected to be reused at a later date should be
identified, made available using appropriate means and archived.

XAMPLE1  Testplans, manual and/or automated test procedures,test environment infrastructure.
XAMPLE 2 The testassets to be reused are appropriately labelled within the configuration management
ystem.

b) The availability of reusable test assets shall be fecorded in the test completion report and
ommunicated to the relevant stakeholders.

EXAMPLE 3  Those responsible for maintenance testihg (to achieve successful transition) and the project test

mandger.

7.4.4.3 Clean up test environment (TC2)

Thisfactivity consists of the followingtask: the test environment shall be restored to a pre-defined state

onc

ompletion of all testing activities.

EXANPLE Restore settings dnd hardware to original state.

7.4.4.4 ldentify lessons learned (TC3)

Thislactivity consists of the following tasks:

a)

b)

EXA

28

Lessons learned during the project shall be recorded.
INOTE 15 This can be achieved by recording:

1+ what went well during testing and associated activities;

— what did not go well during testing and associated activities;
— recommended improvements to the testing and other processes, such as the development process.

NOTE 2 In agile, lessons learned can be identified during retrospectives. In traditional projects, they are
sometimes identified at post-project review meetings or lessons learned meetings.

The outcomes shall be recorded for inclusion in the test completion report and communicated to
the relevant stakeholders.

MPLE Outcomes include feedback to the organizational level, such as test process improvements.
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7.4.4.5 Report test completion (TC4)

This activity consists of the following tasks:

a) Relevantinformation shall be collected from the following documents, but not limited to:
1) testplans (e.g. project test plan, system test plan, or performance test plan);

2) testresults;

1(E)

3) teststatus reports;
4) test completion reports from test level or test type; and

EXAMPLE From unit testing, performance testing, acceptance testing, etc., if this is reporti
the completion of testing for the whole project.

5) incidentreports.
b) The collected information shall be evaluated and summarized in the tést ¢ompletion report.
c) Approval for the test completion report shall be obtained from the responsible stakeholders.

d) The approved test completion report shall be distributed to therelevant stakeholders.

7.4.5 Information items

As a result of carrying out this process, the following information item shall be produced:
completion report.

8 Dynamic test processes

8.1 General

The dynamic test processes are used'to carry out dynamic testing within a particular level of te
(e.g. unit, integration, system arnd-acceptance) or type of testing (e.g. performance testing, sec
testing, usability testing). The processes for the management of this dynamic testing are describ
Clause 7.

There are four dynamic.test processes (as shown in Figure 9):
a) testdesign and implementation;

b) testenvirenment and data management;

c) testeXecution; and

d) <estincident reporting.

Figure 9 illustrates how the dynamic test processes interact and the relationship with the

management processes These. r‘]ynnmir‘ test processes would nnrmn]]y be invoked as p:n‘f Fa)
o

hg on

test

sting
urity
ed in

test

the

implementation of the test strategy documented within the test plan for the test level (e.g. system

testing) or test type (e.g. performance testing) being performed.
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NOTH The process is shown as purely sequential, but in practi€e it can be carried out iteratively, with some
activ]ties being revisited.

Figure 9 — Dynamic test processes

For gny particular test, the dynamic test processes will execute in the order shown in Figure 9, but
thes¢ processes will typically be invoked anumber of times to complete the testing for a given test
level|(e.g. system testing) or test type (e:g: performance testing). This is because as tests are designed
and fun, the overseeing test management process (test monitoring and control) monitors test progress
(thrqugh test measures) and may require further tests (through control directives) to be designed and
run yintil the test completion criterion for this test activity is achieved.

Test measures, which are an‘output of the dynamic test processes and an input into the test monitoring
and ¢ontrol process (see Figure 7), can be produced during any activity of the dynamic test processes.
Test [measures are used-to report the status and progress of testing to test management staff. For
exanpple, test measures can be used to indicate to test management how many test cases have been
designed by the t€sting team. Test measures can also be used by the test management staff to evaluate
the quality of the-test item, and to measure the efficiency and effectiveness of the testing and defect
fixing activities.

Similarlys.control directives are an output of the test management process and an input to the dynamic
test process (see Figure 7) and can be acted upon during any activity of the dynamic test processes.

Control directives correspond to instructions from test management staff that dictate how dynamic
testing should be conducted by the test team. For example, a control directive can be given to a test
team that instructs them to design additional test cases for new program features that have been
allocated to their team by their test manager.

Since test measures can be produced during any activity of the dynamic test processes, and since
control directives can be acted upon during any activity of these processes, the production of measures
and handling of directives are not shown as tasks in any specific activity of these processes.
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8.2 Testdesign and implementation process

8.2.1 Overview

The test design and implementation process, shown in Figure 10, is used to derive test cases and test

procedures.

Typical inputs to this process include:

— testbasis;
— required test coverage; and
— risk information.

The test design and implementation process may be exited and re-entered for a niimber of reason;
instance, it will typically be re-entered if, after executing a test procedure, it is redlized that addit
test cases are needed to meet the required test completion criteria. Thus, it S poSsible, indeed prob
that only a subset of all the test cases that are needed to meet the test compl€tion criteria will be de
during any one implementation of this process.

This process requires testers to apply a test design technique to dekive test cases and test proced
with the ultimate aim of achieving the test completion criteriaytypically described in terms of
coverage measures. These test completion criteria and test design techniques are specified in thg
plan. The test design and implementation process will typically be run for each of the test compl
criteria in the test plan. Test design techniques and testmieasures are defined in ISO/IEC/IEEE 29
4. In some situations, the derivation of test cases (and{test procedures) can be achieved using a fot
test automation in the form of model-based testing.

A number of situations can cause iteration between activities in this process. Such situations in
stakeholders failing to agree with the results'ef an activity, such as the initial validity of the test m
Similarly, situations can occur where the results of an activity make it clear that test strategy decis
such as the choice of test completion criteria, are incompatible with constraints on project time
requiring test management processesto be revisited.
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The process is shown as purely sequential, but in practice it can,becarried out iteratively, with some
ties being revisited.

Figure 10 — Test design and implementation process

Purpose

purpose of the test design and implementation process is to derive test procedures that will be
ited during the test execution process. As-part of this process the test basis is analysed and a test
], test coverage items, test cases and testprocedures are derived.

Outcomes

Fesult of the successful implementation of the test design and implementation process:

The test basis for each téstitem is analysed.

\ test model is created:

Test coverage ifents are identified.
Test cases-are derived.

Test procedures are created.

8.2.

8.2.4.1 General

The persons responsible for test design and implementation will implement the activities and tasks
specified in 8.2.4.2 to 8.2.4.5 in accordance with applicable organization policies and procedures with
respect to the test design and implementation process.
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8.2.4.2 C(Create test model (TD1)

This activity consists of the following tasks:

a) The test basis shall be analysed to understand the requirements for the test item.
NOTE 1 If defects in the test basis are uncovered during this analysis these are reported using an
appropriate incident management system.

b) The test strategy shall be used to identify those parts and/or characteristics of the test iten] that
are to be tested.
EXAMPLE For state transition testing (STT), identify those parts of the test item for, which ST is
applicable.

c) The notation for the test model shall be decided based on the required test coyerage.
NOTE2  Therequired test coverage will normally be specified as part of the tegt completion criteria |n the
test plan.
EXAMPLE Notations can include requirements statements (including those in natural langyage),
equivalence partitions, state transition diagram, use case descriptiony/decision table, input syntax, spurce
code, control flow graph, parameters and values, classification tree, among others.

d) The test model shall be created for the test item.
NOTE 3 In some situations the test model can already be-available as an artefact of the develogment
process, such as a design specification or source code.

e) Additional prioritization information may be added to the test model using relevant risk expgsure
levels.

f) The test model should be agreed with théstakeholders.
NOTE4  Where necessary, tasks a) to.d)are revisited in order to achieve stakeholder agreement.

g) The test model shall be recordedin the test model specification.

h) The traceability between the:test basis and the test model shall be recorded.

8.2.4.3 Identify test coverage items (TD2)

This activity consists.of the following tasks:

a)

The test coverage items to be exercised by the testing shall be derived by applying test design
techniquésto the test model to achieve the test completion coverage criteria specified in th¢ test
plan.

NOTE1  Where atest completion criterion for the testitem is specified as less than 100 % of a test covprage
medsure, a subset of the test coverage items required to achieve 100 % coverage needs to be selected|to be
exercised by the testing.

NQTE 2 There can be criteria prnvidnr‘] to aid in this selection in the test plnn Qr nrgnni7:\finn:ul test

b)

d)

practices (e.g. discard test coverage items associated with lower risk exposures). This selection will
sometimes need to be revisited based on the results of later activities.

The test coverage items shall be prioritized using the risk exposure levels documented in the
identify and analyse risks activity (TP3).

The test coverage items shall be recorded in the test case specification.

The traceability between the test basis, test model and test coverage items shall be recorded.
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8.2.4.4 Derive test cases (TD3)

This activity consists of the following tasks:

a)

One or more test cases shall be derived by determining pre-conditions, selecting input values and,
where necessary, actions to exercise the selected test coverage items, and by determining the
corresponding expected results.

hus there is the opportunity to combine coverage of multiple test coverage items in a single test case. This
an reduce test execution times but can also increase debugging times.

OTE2  More test cases can be derived for those test coverage items with higher risk exposure leyels to
increase the rigour of testing for those test coverage items.

The test cases shall be prioritized using the risk exposure levels documented in theyidentify and
dnalyse risks activity (TP3).

The test cases shall be recorded in the test case specification.

The traceability between the test basis, test model, test coverage items and test cases shall be
fecorded.

The test case specification shall be approved by the stakeholders.

NOTHE 3  This can require repeating tasks a) and b), and in some cases, first repeating the create test model
activlty (TD1) and/or the identify test coverage items activity (TD2) in‘drder to achieve stakeholder agreement.

8.2.4.5 C(Create test procedures (TD4)

Thisfactivity consists of the following tasks:

b)

<)

d)
e)

f)

Test procedures shall be derived by orderingitest cases according to dependencies described by
re-conditions and post-conditions and otheftesting requirements.

XAMPLE Risk priorities can be used*to-order test cases.

OTE1 Any other required actignsican be included in the test procedure, such as those necessary to set
p the pre-conditions for a test case:

OTE2  Where test procedutes are to be executed using tools, it can be necessary to further elaborate
hem by adding extra detail te-create automated test scripts.

ny test data and test/’environment requirements not already included in the test plan shall be
identified.

OTE3  Althoigh it's possible that this activity is not finalized until the derivation of test procedures is
omplete, this'task can often start far earlier in the process, sometimes even as early as when the test model
iis agreed.

hetest procedures shall be prioritized using the risk exposure levels documented in the identify
ndianalyse risks activity (TP3).

The test procedures shall be recorded in the test procedure specification.

The traceability between the test basis, test model, test coverage items, test cases, and test
procedures (and/or automated test scripts) shall be recorded.

The test procedure specification shall be approved by the stakeholders.

NOTE 4  This canrequire repeating tasks a) to e) in order to achieve stakeholder agreement.
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8.2.5 Information items

As aresult of carrying out this process, the following information items shall be produced:

a) test specifications (test model specification, test case specifications and test procedure

specifications) and related traceability information;

b) testdatarequirements;

c) testenvironmentrequirements.
8.3 Test environment and data management process

8.3.1 Overview

The test environment and data management process, shown in Figure 11, is‘Used to establish
maintain the environment in which tests are executed and manage the,tgrresponding test
Maintenance of the test environment and test data may involve changes based.on the results of prejy

and
data.
rious

tests. Where change and configuration management processes exist, changes to the test environnents

may be managed using these processes.
Typical inputs to this process include:
— test plans;

— test environment requirements;

— testdata requirements;

— intended/operational environment;
— testbasis;

— test procedures; and

— testresults (where available):

The requirements for the test.environment and test data will initially be described in the test play
the detailed composition ef the test environment and test data will normally only become clear
the test design and implementation process has started.

|, but
once
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Establish test report Maintain test en:g;:;z_fn
environment _> environment
(ED1) (ED3)
Test data
p e readiness . . Test data
repare tes report Maintain test updates
data ﬁ data
(ED2) (ED4)

Note
activ

8.3.2

The
requ

8.3.3

Asa

f)

The process is shown as purely sequential, but in practice it can be*Carried out iteratively, with some
ties being revisited.

Figure 11 — Test environment and dataimanagement process

Purpose

pburpose of the test environment and data management process is to establish and maintain the
ired test environment and test data and te.communicate their status to all relevant stakeholders.

Outcomes

Fesult of the successful implementation of the test environment and data management process:

The test environment is set=uip in a state ready for testing.

The status of the test.environment is communicated to all relevant stakeholders.
The test environment is maintained.

The test datalis’prepared and is in a state ready for testing.

The statas of the test data is communicated to all relevant stakeholders.

Thetest data is maintained.

8.3.4 Activities and tasks

8.3.4.1 General

The

persons responsible for test environment and test data management (such as IT support

technicians) will implement the activities and tasks specified in 8.3.4.2 to 8.3.4.5 in accordance

with applicable organization policies and procedures with respect to the test environment and data
management process.
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8.3.4.2 Establish test environment (ED1)

This activity consists of the following tasks:

a) Based on the test plan, the detailed requirements generated as a result of the test design and
implementation process, the requirement for test tools, and the scale/ formality of the testing, the

following shall be performed:

1) plan the set-up of the test environment;

EXAMPLE Requirements, interfaces, schedules and costs.
2) design the test environment;
3) determine the degree of configuration management to be applied (where appropriate);
4) build the test environment;

NOTE 1 This can include hardware and software items, as appropriate.

NOTE 2 Design and implementation of the test environment can include the use of various

software/system life cycle processes (refer to ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288 for
information).

5) setup testtools to support the testing (where appropriate);
6) install and configure the test item on the test environment;
7) verify that the test environment meets the test environment requirements; and

8) where required, provide assurance that the’test environment meets the defined requirem

more

ents.

b) The status of the test environment shall be recorded and communicated through the| test
environment readiness report to the relevant stakeholders.
NOTE 3  Relevant stakeholders can iniclude testers and the test manager.

c) Thetestenvironmentreadinessreportshallinclude a description of the known differences betyveen
the test environment and,the operational environment.

8.3.4.3 Prepare test data (ED2)

This activity consists-of the following tasks:

a) Based on theitest plan, the detailed requirements generated as a result of the test design and
implementation process, and the scale/ formality of the testing, the following shall be perfornjed:
1) plan the preparation of the test data;
2" prepare the test data;
3) setup test data to support the testing;
4) verify that the test data meets the test data requirements; and
5) where required, provide assurance that the test data meets the defined requirements.

b) The status of the test data shall be recorded and communicated through the test data readiness
report to the relevant stakeholders.

NOTE Relevant stakeholders can include testers and the test manager.
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8.3.4.4 Maintain test environment (ED3)

This activity consists of the following tasks:

a)

b)

The test environment shall be maintained as defined by the test environment requirements.
NOTE This can require making changes based on the results of previous tests.

Changes to the status of the test environment shall be communicated to the relevant stakeholders.

EXAI\I’IPLE The testers and the test manager.

8.3.4.5 Maintain test data (ED4)

Thisfactivity consists of the following tasks:

a)

b)

The test data shall be maintained as defined by the test data requirements.
INOTE This can require making changes based on the results of previous tests.

[hanges to the status of the test data shall be communicated to the relevafit;stakeholders.

EXANPLE The testers and the test manager.

8.3.3 Information items

Asa
a)
b)
c)
d)
e)
f)

8.4

Fesult of carrying out this process, the following information‘items shall be produced:
fest environment;

fest environment readiness report;

fest environment updates (where applicable);

test data;

fest data readiness report;

test data updates (where applicable).

Test execution process

8.4.1 Overview

The

Lest execution-pracess, shown in Figure 12, is used to run the test procedures generated as a

result of the testdesign and implementation process on the test environment established by the test
environment and~data management process. The test execution process may need to be performed
a number of\times as it may not be possible to execute all the available test procedures in a single
iterafion. {fan issue is fixed it should be retested by re-entering the test execution process.

Typi¢alinputs to this process include:

38

test plans;

test procedures;

test item;

test basis;

test environment readiness report (where available); and

test environment updates (where available).

© ISO/IEC 2021 - All rights reserved
© IEEE 2021 - All rights reserved


https://standardsiso.com/api/?name=946026d2c26672438ba44b5f16c1bc8d

ISO/IEC/IEEE 29119-2:2021(E)

Test
Test Test execution
Execute test | outcome Compare test results Record test log
.—} procedure(s) [y results —pp execution —)@
(TE1) (TE2) (TE3)
NOTE The process is shown as purely sequential, but in practice it can be carried out iteratively,with

activities being revisited.
Figure 12 — Test execution process

Comparison of test results and recording of test execution details will normally b€ interleaved wit
execution of test procedures.

8.4.2 Purpose

The purpose of the test execution process is to execute the test procedures created in the test d
and implementation process in the prepared test environmentand record the results.

8.4.3 Outcomes

As aresult of the successful implementation of the test‘execution process:
a) The test procedures are executed.

b) The actual results are recorded.

c¢) The actual and expected results are\compared.

d) The testresults are determined.
8.4.4 Activities and tasks

8.4.4.1 General

The persons respdnsible for test execution will implement the activities and tasks specified in 8.
to 8.4.4.4 in aceordance with applicable organization policies and procedures with respect to the
execution process.

NOTE 1 ., The test execution process can be interrupted by circumstances such as when a defect is disco
in a test'case, a problem is discovered in the test environment or changes are made to the test plan (e.g. d
projeetCost or time modifications) or circumstances that have been specified under suspension criteria. In
cirgumstances the process is resumed at the appropriate task or cancelled altogether.

some
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bsign

4.4.2
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NOTE 2 The test executionpnrocesswill be re-entered iF’ after nvnr‘nfing one-ormore-testcases; His red

that additional test cases need to be executed in order to meet the required test completion criteria. Thus, only a

subset of all test cases for a test item can be executed during any one iteration of this process.

8.4.4.2 Execute test procedures (TE1)
This activity consists of the following tasks:

a) One or more test procedures shall be executed in the prepared test environment.
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NOTE1 The test procedures can have been scripted for automated execution, or can have been recorded
in a test specification for manual test execution, or can be executed immediately as they are designed as in
the case of exploratory testing.

b) The actual results for each test case in the test procedure shall be observed.

c) The actual results shall be recorded.

NOTE 2  This can be in a test tool or manually, as indicated in the test case specification.

NOTE 3  Where exploratory testing is performed, actual results can be observed, and not recorded when the
actudl results match the expected results.

8.4.4.3 Compare test results (TE2)

Thisfactivity consists of the following tasks:

a) The actual and expected results for each test case in the test procedure shall be.cempared.

INOTE1 Expected results can have been recorded in the test specification or caiivbe an undocumented
g¢xpectation in the case of exploratory testing. In the case of automated testing the expected results are
mormally embedded in the automated test script (or in an associated file) and the test tool performs the

omparison automatically.

b) The test result of executing the test cases in the test procedure.shall be determined. If a retest is
Ppassed, this will require an update to an incident report by the test incident reporting process.

NOTHE 2  Failures and unexpected changes to the test environment/will result in issues (potential incidents)
being passed to the test incident reporting process.

8.4.4.4 Record test execution (TE3)

This|activity consists of the following task: detail§'of test execution shall be recorded, as specified in
the tpst plan.

NOTH This would normally be recorded in the execution log.

8.4.3 Information items

As a fresult of carrying out this precess, the following information items shall be produced:

a) 4ctual results;

INOTE The actualTesults are compared with the expected results to determine the test result.

b) festresults;

EXAMPLE Test passes, failures or the result of the test is inconclusive.

c) {esteXecution log.

8.5 ~Testincidentreporting process

8.5.1 Overview

The test incident reporting process, shown in Figure 13, is used for the reporting of test incidents.
This process will be entered as a result of the identification of test failures, instances where something
unusual or unexpected occurred during test execution, or when a retest passes.

Typical inputs to this process include:
— testresults;
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— test procedures;
— test cases;

— testitems;

— test basis; and

— test execution logs (where available).

1(E)

N
Incident Qq’

report Incident q/
Analyse test updates Create/Update report __,
.—P results —| incident report —'S'b
(IR1) (IR2) N
Vv
&

’ 2

Note The process is shown as purely sequential, but in practice it can be-carried out iteratively, with
activities being revisited.

Figure 13 — Test incident reporting process

8.5.2 Purpose

The purpose of the test incident reporting process is to report to the relevant stakeholders t
incidents requiring further action identified as a result of test execution. In the case of a new tes
will require an incident report to be created.d¥the case of a retest, this will require the status
previously raised incident report to be updated but may also require a new incident report to be r
where further incidents are identified.

8.5.3 Outcomes

As aresult of the successful implementation of the test incident reporting process:
a) Testresults are analysed:

b) New incidents are ¢confirmed.

c¢) New incidentreport details are created.

d) The status-and details of previously raised incidents are determined.

e) Previeusly raised incident report details are updated as appropriate.

f) . New and/or updated incident reports are communicated to the relevant stakeholders.

some

hose
 this
of a
hised

8.5.4  Activities and tasks

8.5.4.1 General

The persons responsible for test incident reporting will implement the activities and tasks specifi

ed in

8.5.4.2 and 8.5.4.3 in accordance with applicable organization policies and procedures with respect to

the test incident reporting process.
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8.5.4.2 Analyse test results (IR1)
This activity consists of the following tasks:

a) Where a test result relates to a previously raised incident, the test result shall be analysed and the
incident details shall be updated.

b) Where a test result indicates that a new issue has been identified, the test result shall be analysed

NOTE1 Incidentreports can be raised against test items and other items such as test procedures, the test
pasis and the test environment.

NOTE 2  Following a successful retest, the incident report candbe updated and closed.

b) The status of new and/or updated incidents shall be communicated to the relevant stakeholders.

8.5.3 Information items

As a|result of carrying out this process, the folowing information item shall be produced: incident
repoft.
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Annex A
(informative)

Example application of the test design and implementation
process

A.1 General

This annex provides an example application of activities TD1 to TD4 of the. test design| and

implementation process.

A.2 Fragment of test basis

“The insurance quote system shall generate an accept message, d.aefect message or an accept|with

excess Warning message.

It will accept insurance applicants from the age of 18 and wp to the age of 80 years on the duy of

application based on their input age in whole years; all other'inputs shall be rejected.

Accepted applicants of 70 and over shall be accepted-but with a warning that in the event of a
they shall pay an excess.”

A.3 Test completion criterion

rlaim

“The test completion criterion is thatd00 % equivalence partition coverage is achieved, and al| test

cases must result in a "pass” status on execution.”

A.4 Test model (TD1)

Based on the test completign criterion, the test model in Figure A.1 showing the equivalence partifions

(with the black outlineg){er the described system behaviour can be created.

( Insurance quote EPs
7
( Input processifig ) ( Internal processing N Output processing
# Applicant age ) ( Specified functions ) Output generated
Valid inputs D
p Insurance result Insurance result
Integers = Accept, Reject or
Inrange 18 < Age <80 >Accept Excess Warning
V Age <18) OR (Age >80))>Reject L
Too low Too high
70 < Age <80 >Excess Warning

\ J
Real Alpha | | Special
S P 40 < Age <55 Discount message
Invalid inputs Unspecified function
O ) \& Y/
\_ J
Figure A.1 — Equivalence partitions for the ‘insurance quote system’
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The test model in Figure A.1 is an Euler diagram showing the equivalence partitions.

Alternatively, the test model can be presented purely as text:

In range valid input: 18 < Age <80 (PART-1)
Too low invalid input: Age <18 (PART-2)
Too high-invalidinput: Age>=-80 (PART-33
Real[number invalid input: Age =real (PART-4)
Alphpbetic invalid input: Age = alphabetic (PART-5)
Specjal character invalid input: Age = special char (PART:6)
Deriyation of ‘Accept’ message: 18 < Age <80 (PART-7)
Deriyation of ‘Reject’ message: (Age < 18) OR (Age > 80) (PART-8)
Deriyation of ‘Excess Warning’ message: 70 < Age <80 (PART-9)
Deriyation of ‘Discount’ message: 40 <Age<55 (PART-10)
Valid output generated: Any input (PART-11)

The unspecified function can be any function other than those specified in the test basis. It can be
challenging to identify unspecified functions; however, they shall be considered because if one can be
causgd to run, then defects in the test item, its test basis, orboth, have been identified. For this example,
just dne unspecified function was identified (the unwanted requirement to provide a discount message
for applicants between the ages of 40 and 55). Note:that other testers may well derive quite different
invalid functions.

A.5 | Test coverage items (TD2)

Using equivalence partitioning then thefollowing eight test coverage items are derived that will cover
all of the identified equivalence partitions:

TCI-1. 18 < Age <80 (covers PART-1 / PART-7 / PART-11)

TCI-3. Age <18 (covers PART-2 / PART-8 / PART-11)

TCI-3. Age > 80 (covers PART-3 / PART-8 / PART-11)

TCI-4. Age =rteal (covers PART-4 / PART-11)

TCI-. Age = alphabetic (covers PART-5 / PART-11)

TCI-‘IS. Age = special char (covers PART-6 / PART-11)

TCI-7. 70 < Age <80 (covers PART-9 / PART-1 / PART-7 / PART-11)
TCI-8. 40 < Age <55 (covers PART-10 / PART-1 / PART-7 / PART-11)

A.6 Test cases (TD3)

Aslong as test cases that exercise each of the eight test coverage items are generated, 100 % equivalence
partition coverage is achieved.
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When generating test cases, it can be seen that a single test case can sometimes exercise more than one
test coverage item. There is an obvious benefit in minimizing the number of test cases as this reduces
the test execution time, but this benefit can sometimes be counteracted by the extra time required
to determine the minimal set and the potentially more complex debugging required when test cases
target multiple test coverage items.

In this example two of the test cases exercise more than one test coverage item as shown below:

CASEHT. Input: Age =53 EXpected result: AcCept. (eExercises TCIF-T & TCIFB)
CASE#2. Input: ‘Age = 15’ Expected result: ‘Reject’. (exercises TCI-2)
CASE#3. Input: ‘Age = 89’ Expected result: ‘Reject’. (exercises TCI-3)
CASE#4. Input: ‘Age = 36.7’ Expected result: ‘Reject’. (exercises TCI-4)
CASE#5. Input: ‘Age =w’ Expected result: ‘Reject’. (exercises TCI-5)
CASE#6. Input: ‘Age =&’ Expected result: ‘Reject’. (exercises TCI-6)
CASE#7. Input: ‘Age =77’ Expected result: ‘Excess Warning’,, (exercises TCI-7 & TCI-1)

These seven test cases will demonstrate that all the test coverage‘items were exercised, so achi¢ving
the coverage part of the test completion criterion.

A.7 Test procedure (TD4)

For the test procedure, it is simply necessary to-put the test cases in a logical order. There age no
dependencies, so the test cases can be run in anyorder.

Imagine that it is also decided that TCI-1 isthigher risk as it will be run most often. Also, that TC|-6 is
higher risk as experience with the develapers shows that their handling of special characters i not

always perfect. Thus, it is desirable to_ run more test cases covering TCI-1 and TCI-6.

A simple 14-step test procedure-ean be generated that covers all equivalence partitions, while| also
addressing the concerns withthe risks, as follows:

STEP-1: Setup test envirenment
STEP-2: Run CASE#1a-("Age =53")
STEP-3: Run CASE#1b (‘Age =27’)
STEP-4: Run-€ASE#1c (‘Age =66")
STEP-5: " Run CASE#1d (‘Age =38)
STER=6: Run CASE#2

STEP-7:  Run CASE#3

STEP-8: Run CASE#4

STEP-9: Run CASE#5

STEP-10: Run CASE#6a (‘Age =&’)
STEP-11: Run CASE#6b (‘Age =#")
STEP-12: Run CASE#6c (‘Age =!")
STEP-13: Run CASE#7
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