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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Comm|SS|on) form the speC|aI|zed system for worIdW|de standard|zat|on Natlonal bodles that are members of

ISO/IHC/IEEE 26531 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information Technology,
Subcommittee SC 7, Systems and Software Engineering in cooperation with the Systems and Software
Engingering Standards Committee of the IEEE Computer Society, under the Partner Standards Development
Organjzation cooperation agreement between 1ISO and IEEE.
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Introduction

This International Standard was developed to assist users of ISO/IEC/IEEE 15288:2008, Systems and
software engmeer/ng - System life cyc/e processes, ISO/IEC/IEEE 12207: 2008 Systems and software

techno/ogy Service management — Part 1 Service management system requirements, in the manac
of the content used in product life-cycle, user, and service management documentation. The aqg
description of the requirements for content management helps documentation meet the needs of its usq
be efficiently produced.

This International Standard is independent of the software tools that may be used to manage docume
content and applies to both printed documentation and on-screen documentation.

Content management allows an organization to control the storage and retrieval of content objects|
content revisions, maintain a content audit trail, and enable a collaborative-environment. Component g
management supports the reuse of content objects among deliverables\and supports multiple deliy
formats.

A consequence of content management is increased collaboration on content development acro
enterprise. Technical authors, instructional designers, support staff, and others may develop a body of g
together that is written once and supports many needs.

Documentation is often regarded as something done after the software has been implemented. Howe
high-quality software documentation, its development should be regarded as an integral part of the sg
life cycle. In fact, quality documentation or information management services are important enough to

specific planning.

This International Standard is consistent -with ISO/IEC/IEEE 15288, System and Software Engines

pormation
ement
curate
rs and

htation

track
ontent
erable

5s the
ontent

er, for
ftware
equire

ring —

System life cycle processes, and ISOAEC/IEEE 12207, Systems and software engineering — Software life

cycle processes, as an implementation of the Information Management Process. This standard is
management system standard.

This International Standard_is.intended for use in all types of organizations, whether they have a deq

not a

icated

documentation departmenter hot. It may be used as a basis for local standards and procedures. Readegrs are

assumed to have expérience or knowledge of general processes for information management,
management, and document development.

This International-Standard is intended for managing technical content which is included in:

e User information such as topic collections, manuals, guides, multimedia, user assistance displays
software, style guides, and other content that supports the effective use of a system or software pro

¢ A Rroduct life cycle information such as design documents, use cases, personas, project manag

broject

d with
Huct.

ement

plans, feature requests, and testing plans.

e Service management items such as service level agreements, records, policies, procedures, and other

documents.

The order of clauses in this International Standard does not imply that the content management activities
should be performed in this order, nor that documentation should be developed in this order or presented to

the organization in this order.

In each clause, the requirements are independent of media and document creation and management

specifications.

© ISO/IEC 2015 — All rights reserved
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Systems and software engineering — Content management for

product life-cycle, user and service management
documentation

1 Scope

This standard states requirements for efficient development and management of content produced
o throughout the life-cycle of a system and software product;

o for the provision of user documentation for systems and software;

e for the management of IT services.

This standard is independent of the tools, protocols, and systems used-for.content management. It dg
address configuration management of software assets.

The content to be managed with this standard includes

e user information such as topic collections, manuals, gdides, embedded user assistance, style ¢

es not

uides,

videos and other media, and other content that supports’/thie effective use of a system or software product;

e product life cycle information such as design documents, use cases, personas, project managemen
feature requests, models, scripts, testing plans,.test scripts, defect reports;

e service management items such as service-level agreements, records, policies, procedures, ang
documents.

The purpose of this standard is to define a process for content management and the requirement
component content management system through which content is gathered, managed, and pub
including the requirements of a system that is supported by an electronic database. Such a database
support documents or topics and-content units that may be assembled to produce complete docume
print, electronic output, or content collections published through electronic media. This database is defi
a Component Content Management System (CCMS), which differs from a document management s
The objective of compoenent content management is to create content objects once and use them t
linking mechanisms in~multiple output formats, including but not limited to documents.

The intended users”of this International Standard are managers and developers of information (te
documentation)and acquirers and suppliers of content management systems. Any organization that de
content, regardless of size, can benefit from maintaining an effective content management solutig
following best practices for the development and management of technical content.

Systems conforming to this standard can fulfill business needs for content development and manag
especially the need for a single source of authoritative information. Content objects that are unique a

[ plans,

other

s of a
ished,
should
nts for
hed as
ystem.
rough

chnical
velops
n and

ement,
nd are

faintained as independent database objects are efficient to review, approve, and update; may be con

nbined

10 proauce mulipie aeliveravles, dand dare cost-eliective 10 translate.

This standard is not a management system standard.

The content management process presented in clauses 6 through 11 of this International Standard is a
specialization (lower-level process) of the Information Management process required in ISO/IEC/IEEE

15288:2008 and ISO/IEC/IEEE 12207:2008.

© ISO/IEC 2015 — All rights reserved
© IEEE 2015 — All rights reserved


https://standardsiso.com/api/?name=20e6caa3237623739356f0d933906378

ISO/IEC/IEEE 26531:2015(E)

2 Conformance

This International Standard may be used as a conformance or a guidance document for projects and
organizations claiming conformance to ISO/IEC/IEEE 15288:2008, Systems and software engineering —
System life cycle processes, or ISO/IEC/IEEE 12207:2008 Systems and software engineering — Software life
cycle processes.

Throughout this International Standard, "shall" is used to express a provision that is binding, "should" to
express a recommendation among other possibilities, and "may" to indicate a course of action permissible

within the limits of this International Standard.

Use of the nomenclature of this International Standard for the parts of documentation, such as topics, content
units, modules, is not required to claim conformance.

This International Standard may be included or referenced in contracts or similar agreements whenthe parties
(calleq the acquirer and the supplier) agree that the supplier will deliver services and systems in accordance
with the standard. This International Standard may also be adopted as an in-house standard’by a project or

organigation that decides to acquire documentation from another part of the organizatién ih accordance with
the stgndard.

3 Normative references

There [are no Normative References applicable to this standard.

4 Terms and definitions

For the purposes of this standard, the terms and definitions given in ISO/IEC/IEEE 24765, available at
www.qomputer.org/sevocab and the following apply.

4.1
appligation programming interface
softwdre component that allows software applications to communicate with one another

4.2
branching

metho[d of development in which(ayset of components is duplicated so the components may be modified in
parallgl and optionally synchronized at a later time

4.3
component

an object with a diserete information type that is stored in the CCMS, such as a topic, prerequisite, section,
image| or video

4.4
compopnenticontent management system
conterjt‘management system that supports the entire document- or information-development life cycle from

author ng through review and publishing, InCluding the reuse or modular content

NOTE In case the modular content is XML-based, the individual XML elements available for management are
defined by the XML schema or DTD. This standard is protocol-independent and it is not necessary to specify numerous
markup languages.

4.5
component dependencies
all the components that are linked to, directly or indirectly, from a single parent component

EXAMPLE: The relationship of a source hazard statement to its insertion in a topic at time of publication.

© ISO/IEC 2015 — All rights reserved
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4.6
content object
content that is encompassed by an XML element

4.7
content type
reusable definition of settings for storage, metadata, workflow, and behaviour that is assigned to a component

4.8

content unit
identifiable and manageable part of larger information objects

NOTE The individual content units available for management are typically defined by an XML schema of DTD.

4.9
content management system
system that supports authoring, storing, translating, and publishing content

cf. document management system

410

customization
modification of a document type definition to add new structures or‘change the document type definitipn in a
way that is not compatible with a previous structure

4.1
dependency export
operation in which a component and all of its dependencies are exported from the CCMS as a single prgcess

412

document management system
system that supports the storage, retrieval; . ¥érsioning, and manipulation of whole documents, images, and
other media

cf. content management system

413
document type definition
template for the structure,(content, and semantics of XML documents

414

documentation
any written or“pictorial information describing, defining, specifying, reporting, or certifying acfivities,
requirements; ‘procedures, or results

[IEEE Std)829™-2008]

415
effectiveness

accuracy and completeness with which users achieve specified goals
[ISO/IEC 25062:2006]

4.16

EXtensible Markup Language

license-free and platform-independent markup language that carries rules for generating text formats that
contain structured data

[ISO/IEC 19770-2:2009]

© ISO/IEC 2015 — All rights reserved
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417
EXtensible Style Language Transformations
language for transforming XML documents into other document types such as PDF or HTML

4.18
faceted search
progressive search that allows users to narrow the results by selecting values for one or more attributes

419

[CCMS$] framework
essenfial data structures, operations, and rules that form the foundation from which all other features of the
CCMS are built

4.20
Hypentext Markup Language
langugge for creating web pages

4.21
Hypertext Transfer Protocol
application-level protocol for distributed, collaborative, hypermedia information systems

4.22
information item
separately identifiable body of information that is produced, stored, and delivered for human use

[ISO/IEC/IEEE 15289:2015]
NOTE An information item can be produced in several versions during a project life cycle.

4.23
information type
class ¢f topics that addresses a particular user question

EXAMPLE An information type that answers the guestion “how do | ...” is called a task information type.

4.24
Levenshtein distance

measyre of the difference between\two character sequences based on the minimum number of single
charagter edits (insertion, deletion; Qr substitution) needed to convert one word to the other

4.25
link
part offa computer program, often a single instruction or address, that passes control and parameters between
separgte modules of-the program

4.26
object
encapgulation of content units in a CCMS

4.27
publishing pipeline

series of defined processing steps that are connected to transform content from its source format into a final
deliverable format

4.28
regular expression (Regex)
string of characters that allows patterns to be used to match search results

NOTE Patterns may dictate that matches must start or end with specific sequences of characters or allow the use of
wildcards to match any characters in a sequence.

© ISO/IEC 2015 — All rights reserved
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EXAMPLE

Aadmin® - Find all matches that start with 'admin’ and contain any sequence of characters afterwards
\d{5}$ - Find all matches that end with the number 5

A[0-9()-]+$ - Find matches that contain a 10-digit phone number

4.29

—semantictabet
tag that describes the content rather than its format

EXAMPLE A semantic label such as prerequisite describes the content as a pre-requisite to the following task

information. In contrast, a format label simply describes the content as a paragraph or a list.

4.30

specialization

specification of targeted document type definitions that share the common output transformations and
rules developed for more general types and domains

4.31
structured authoring
development of content elements including metadata in specified templates

NOTE In structured authoring, content elements are labeled agcording to the nature of the content they ¢

design

ontain.

Structured authoring also permits quasi-semantic labeling, such as~Heading1 or NestedList, to indicate the hierarchical

position and function of a content element.
4.32

taxonomy
scheme that partitions a body of knowledge and defines the relationships among the parts

4.33

topic

standalone item of information that answers a single user question

4.34

XML Schema definition

XML-based language that specifies a set of rules and structure for the creation of XML documents

[ISO/IEC 19770-2:2009]

5 Abbreyviated terms
API Application Programming Interface

BMP/~ Bitmap image file

EEMS—Component-ContentManagementSystem
DITA Darwin Information Typing Architecture
DMS Document Management System

DTD  Document Type Definition

ECMS Enterprise Content Management System

GIF Graphics Interchange Format

© ISO/IEC 2015 — All rights reserved
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HTML
HTTP
JPEG
LCMS

QTFF

Hypertext Markup Language

Hypertext Transfer Protocol

Joint Photographic Expert Group
Learning Content Management System

QuickTime File Format (abbreviated as.mov)

MP3/N
MPEG
PDF
PNG
SCMS
SME
WAV
WMV
XLIFF
XML

XSLT

6 C

This ¢
appro

Conte

e Pr

e Pr

P4  See MPEG

Moving Picture Experts Group

Portable Document Format

Portable Networks Graphics

Source Control Content Management System
Subject Matter Expert

Waveform Audio File Format

Windows Media Video

XML Localisation Interchange File Format
Extensible Markup Language

EXtensible Style Language Transformations

ontent management process

ause describes the activities of a~process through which content is managed from initiation through
al and publishing.

nt management activities deéscribed in this standard are as follows:
Dject Initiation

Developing a-business case for managing content
Defining requirements for a CCMS

pject Plan

Information model

Authorig guidetines

Reuse strategy

Metadata schema

Workflow specification

Schedule of activities, deliverables, and responsibilities
Training plan

Stylesheet development
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- Pilot project specification
- Organization rollout

e Information Development
- Content conversion
- Content authoring

¢ Management and control
- Quality management

- Review and approval

- Search and retrieval

- Localization and translation
- Content deletion

- Content archiving

e Publication
- Release management

- Publication of content

These can be represented as shown in Figure 1.

The details of each activity in the content management process areidiscussed in separate clauses.

NOTE ISO 21500, Guidance on project management, can be consulted for managing a content management project.
Management and control
* Quality management » Searchiand retrieval * Content deletion
* Review and approval * Localization and translation * Content archiving
T T T T
I I I I
I I I I
I I I I
I | I I
I | I I
I I I I
Project initiation .| Project plan Information Publication
« Developing a «_|hformation model development * Release
business casetfort * Authoring guidelines « Content conversion management
managing conten . icati
129ing * Reuse strategy « Content authoring Publication of
* Defining content

* Metadata schema

requirements for a
CCMS * Workflow

specification
Schedule of
activities,
deliverables, and
responsibilities

Training plan

Stylesheet
development

Pilot project
specification

Organization rollout

Figure 1 — Content Management process and activities
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7 C

ontent management project initiation

7.1 Developing a business case

The organization shall develop a business case to support the development and implementation of a content
management solution.

In developing a business case for content management, an organization shall evaluate the needs of the

organi

zation—ac followe-

e An

The d
manag
carefu
solutio
shoulg

Conte
conter
manag
format
A con
enterp)
togeth

By im
benefi

e St
o St

o AV

OO T OO Ot

alyze the current state.

entify potential customer benefits.

entify cost reduction opportunities.

Iculate acquisition and implementation costs, including both technology and personnel costs.

Iculate the Return on Investment.

hte the risks of the project.

evelopment of a business case may be necessary to obtain support and funding for a content
ement solution. Establishing the business benefits of content management in an organization includes
ly evaluating both immediate and long-terms gains and-~eyaluating enterprise and departmental
ns. Understanding the present situation assists in developing a vision of why and how that situation
be changed.

nt management allows an organization to controlthe storage and retrieval of content objects, track
t revisions, maintain a content audit trail, and enable a collaborative environment. Component content
ement supports the reuse of content objects¢among deliverables and supports multiple deliverable
S,

sequence of content management, islincreased collaboration on content development across the
rise. Technical authors, instructional designers, support staff, and others may develop a body of content

er that is written once and supports'multiple needs.

plementing a CCMS and activities to support that system, organizations can experience the following
S:

hndardized methods for creating content
bndardized levels of content quality

oidance of.duplicated or near-duplicated content

. RTduced maintenance of content objects

e Greatly improved access and successful search to content objects with appropriate permissions

e Improved ability to find content objects

¢ Reduced storage and maintenance requirements through consolidation of content in a unified system

e Traceability of review and approval cycles and change management

¢ Reduced development costs in source and target languages
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o Ability to mitigate legal and compliance risk through a single source of authoritative content
o Ability to deliver content in multiple formats according to current and future standards

For more detailed information about developing a business case, see Annex A.

Content management, if well controlled and managed, increases staff productivity and reduces development
and publishing costs. Productivity increases are achieved by implementing processes that support structured
authoring and content reuse. Structured authoring implies that content is authored according to specified

WWKWWWWWW, : bjects
are stored and maintained uniquely, decreasing the cost of updating and translating the same contentmultiple

times.

Content reuse also implies that a content object is a single source of authoritative content,ensuring that the

same information and the exact message appears in every instance of output, decfreasing the

associated with incorrect information. Development costs are reduced because existingcontent is avail
authors through search and retrieval, implying that specific information is created/and updated only
Publishing costs are reduced because content objects may be published in more,than”one format throu
use of automated publishing routines.

If content is developed using XML Document Type Definitions (DTDs) or schemas, the cost of formatti
content in multiple languages is eliminated once appropriate style sheets-are in place. For those organiz
that are required by regulatory bodies or by customer requirements to-publish content in multiple lang
CCMSs and processes enable significantly decreased time and «cost. CCMSs that enable rigorous
between content objects also support links between source and target language content objects. Once
of content has been translated, CCMSs establish links betweén source and target language content ¢
so that only new or revised content need be translated. Preyiously translated content need not be sen
for translation, reducing not only translation costs but also ‘administrative costs in handling already trar
content.

7.2 Defining requirements for a CCMS

The business case identifies concerns to be addressed in the explicit definition of requirements for a CC

7.2.1 Requirements definition

The development of a detailed._requirements definition enables an organization not only to spe
requirements internally but «also carefully evaluate competing products. A well-structured require
definition focuses on four key:areas:
e Output

e Storage andretrieval

o Assembly and linking

o Authoring and workflow

iability
able to
once.
gh the

ng that
rations
Liages,
linking
h body
bjects
again
slated

MS.

Lify its
ments

Clause 12 presents the CCMS requirements.

7.2.2 Output requirements

Output requirements shall specify the content delivery mechanisms that make information available
user community, both internally and externally.

Translation requirements, including the languages and character sets (fonts) required, shall be specified

to the

An organization may need to target different versions of information to different groups, based on internal
needs, market segments, specific customers, and others. Information may need to encompass multiple
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versions of a collection of products, where much of the information is shared and some of the information is
varied depending on product type or model. Information may be output in multiple media, including print, PDF,
embedded user assistance, tablet, electronic applications (apps), e-learning, and others. Information may vary
depending on the location or language of the users.

Output requirements should include the potential use of topic- and publication-specific metadata to enable
faceted search mechanisms.

Requirements for automatically creating translation packages for transmittal to localization service providers

should be specified, including the use of the XLIFF standard (see OASIS standards names) for the
transnission of unified data files for translation.

NOTE: The OASIS XML Localization Interchange File Format (XLIFF) provides such a specification at
https://Www.oasis-open.org/committees/tc_home.php?wg abbrev=xliff

7.2.3 | Storage and retrieval requirements

In preparing storage and retrieval requirements, organizations shall identify how each gfeup using the CCMS
will acgess its content. Storage requirements shall include the ability to maintain links-between content objects.

Requifements shall be stated for the storage and retrieval of translated content,~especially the requirement to
maintgin synchronicity between source and target languages to reduce translation costs.

Retrieyal requirements shall specify how the CCMS enables internal users 10 search for and find information.

Various CCMSs support either folder-like structures for navigation\to content or search mechanisms that
enablg users to identify specific content using metadata-enabled.search.

Organjzations may need to store multiple content types,cincluding images, video, and voice, and entire
document constructs as well as storage of individual compoenents that will be assembled into larger constructs
on output.

Searclhh mechanisms may be focused on full-text” search, metadata-based faceted search, XML-element
enablgd search, or a combination of these mechanisms.

7.2.4 | Assembly and linking requirements

In preparing assembly and linkingrequirements, organizations shall specify how they expect to collect
compgnents of content for assempling into final deliverables, including producing full and partial draft content
for revjews.

In an XML environment/linking requirements are especially important because final deliverables are produced
through elaborate linking mechanisms. Topics may be assembled into chapters and sections of large
documents. Reusable-content, such as warranty statements, hazard statements, and others may be stored
once and included(in multiple instances in final document assemblies. Individual words and phrases may be
stored| separately’so that they may be updated as needed before final assemblies. Each of these situations
requirgs a rébust linking mechanism.

7.2.5 “Authoringand-workflow requirements

Organizations shall specify how an audit trail of changes and comments shall be maintained throughout the
information lifecycle.

Organizations shall specify the elements of their information lifecycle management process, including
importing legacy content, enabling authoring by both full-time professional authors and casual contributors,
supporting simultaneous review by groups of reviewers and electronic signature of approvers, assembling
content into larger deliverables, releasing approved content for publication, and archiving deliverables at end-
of-life.

© ISO/IEC 2015 — All rights reserved
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In preparing authoring and workflow requirements, organizations should identify how authors, reviewers, and
approvers expect to work with the CCMS. The organizations may capture expectations as use cases or user
stories.

8 Content management project plan

8.1 Implementation plan

The elements of the content management project shall be planned by the organization. The organization shall
establish an implementation plan including the following activities:

e Define the information model

Develop authoring guidelines

e Schedule activities, deliverables, and responsibilities
e Conduct training

o Develop stylesheets

e Conduct a pilot project

e Organizational rollout

A CCMS is not necessary for a successful planning phase of an implementation. A CCMS provides significant

functionality, especially to support large volumes of ¢ontent and translation management, but is not necessary
for success.

8.2 Information model

An organization shall create an information model to specify the document types, information typep, and
content units that will be managed:An information model defines the structure of the content to be dreated
and managed in the content management environment.

The information model shallNinclude the definitions of the information items, information types, and dontent
units to be created. In an’ XML authoring environment, the information model shall define the use of each XML
element in the authoring.environment.

Creating and approving an information model allows an organization to define the structure of the docyments
stored in the CCMS.

An information model specifies the structure of the content to be developed by the information-develdpment
organization. It may include references to specific published standards, such as OASIS DocBook, DASIS
DITA;or S1000D, but may also be specifically designed for an organization's publications as a progrietary
model.

The purpose of the information model is to promote consistency in the development of well-structured content
objects that best meet the needs of the information users. By following a well-constructed information model,
content developers throughout the organization are able to create uniform content that is capable of use in a
wide variety of output types and among a wide variety of information products.

For organizations using a public standard, the information model describes the specific implementation of the
public standard within the organization. In most cases, an organization may use a subset of the public
standard or may add specializations or customizations of that standard to meet specific internal requirements.

© ISO/IEC 2015 — All rights reserved
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8.3 Information model specification

An information model that supports structured authoring shall specify the following details about the
organization's required content structures:

e definitions of each generic information item such as description, plan, policy, procedure, report, request,
and specification and descriptions of the typical content and sequence of content;

NOTE: It may be useful to provide outlines and templates to assist in the development of each document type.

ISO/IEC/IEEE 15289 includes recommended content for information items.

e ddfinitions of the structures for collections of content such as chapters, parts, sections, books, embedded
user assistance;

definitions of each information type, such as overview, task, reference, and concept, €xplaining the
purpose of each information type with reference to the appropriate audience;

e stjucture of each information type with required and optional content units and.fequired and optional
sequence of content units in the information type;

e ddfinitions of each of the content units, such as sections, lists, paragraphs,tables, illustrations, examples,
hdzard statements, specifying how each is to be used to build each information type;

e ddfinitions of elements, such as keyword, index term, citation, user ifput, and variable used within larger
content units to specify words or phrases;

e ddfinitions of terms to be used as metadata to describe each.content unit, such as author, date created,
subject matter, and version;

e me¢chanisms to be employed when reusing variables, 'such as words, phrases, or full content units across
information or document types;

o filg-naming conventions for both text and graphics to support consistency and retrieval.

These|structures are illustrated in Tables 1.and 2.

Table 1 — Content data types in a CCMS information model

Data type Purpose Examples

Genegric information item ‘Rrovide outlines or lists of | Description, plan, policy, procedure, report,

(archetype) typical/required content request, specification

Collgction of content Organize content for use in an output | Chapter, part, section, book, help topic
document or document set

Information type Convey information for a specific | Overview, task, reference, concept
purpose

Confent unit Build an information type with smaller | Paragraph of text, table, list, illustration,
components example, hazard statement

Element Specify words or phrases Keyword, index term, citation, user input,

variable

Table 2 —Templates for CCMS metadata

Template Specifies Examples
Information type Required and optional sequence of | Task, concept, reference, troubleshooting,
required and optional content units process, procedure, fact
Content unit Metadata to retrieve the content unit Author, date created/revised, subject

© ISO/IEC 2015 — All rights reserved
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Template Specifies Examples
matter, version
Variable insertion Method for storing, retrieving, and using | Changing words, phrases, or content units
variables in an information item or content unit
File name Convention for storage and retrieval of

files containing text and graphics

ln_ an XMl mlfhnring enviranment_the information model Qppr‘ifipc the XML mnrknp to_be used far each

content object from information items, content collections, content maps, content units with those tepigs and
collections, and content units identifying specific words and phrases. The information model helpstoapply the
XML markup consistently to the organization's content so that content output can be genherated| using
automated style sheets and that content objects can be searched and manipulated by authors using a dontent
management database.

XML markup is supported through the use of an XML schema or XML Document Zypé Definition (D[TD). A
schema or DTD validates the structure of the document or topic. The DTD or schéma’can be used to identify
invalid content. In some cases, the invalid content may still be allowed to be entefed into the CMS but should
be marked as invalid.

8.4 Authoring guidelines

Organizations shall develop authoring guidelines to provide instructional material to support the develgpment
of content that conforms to the information model. Guidance/shall be provided on the correct seledtion of
information types, the correct implementation of inline elemeénts, the correct application of XML elgments
within each information type, and other requirements thathelp to specify the organization's XML standards
implementation.

Authoring guidelines assist authors in planning and-developing each document item, information type, and
content unit required in the information-development lifecycle. Authoring guidelines instantiate the information
model in a form that provides assistance and training for authors. The goal of authoring guidelines is to ensure
that authors understand and conform to thelstructures defined in the information model. Authoring guidelines
may also provide guidance for authors who are developing unstructured content. They may include gujdance
on proper use of terminology, writing style, grammar, and spelling, typical content of style guides.

Many organizations adopt authoring guidelines based on prominent published guidelines that emphasize
producing quality technical information. In addition, such organizations supplement published guidelings with
specific information dealing\with the content the organization produces. However, traditional style guides are
not sufficient to provide @uthoring guidelines for developing structured content.

8.4.1 Training authors
Authoring guidelines shall be used to train new authors in the rules established by the organization.

Authoring)guidelines should include process guidelines for content management processes, such as cfteating
variants*and revisions, managing translation processes, and incorporating reuse mechanisms. Authoring
guidelines should also include examples of developed content objects, including documents, topics, gontent
Gnijts, and inline elements.

8.4.2 Code reviews

If organizations have implemented standards for XML-based authoring, they shall conduct code reviews of
XML elements to support conformance with the information model. XML validation engines test conformance
with the XML schema or Document Type Definition (DTD), but do not test the coding practices specified by
the organization in its information model.

Code reviews should be conducted by individuals with expertise in the structured information model and the
authoring guidelines instantiated in the organization. Code reviews may also be conducted using the
Schematron standard, in which coding requirements are explicitly defined in the Schematron system.

© ISO/IEC 2015 — All rights reserved
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Schematron is part of ISO/IEC 19757-3:2006, Document Schema Definition Language - Part 3. Rule-based
validation - Schematron. Using Schematron, an organization can develop an additional rule set that tests the
presence or absence of elements or sets of elements in the XML source. Schematron testing supplements,
but does not replace, expert code reviews.

8.5 Reuse strategy

So that content is authored only once, organizations shall require that authors maintain records of content
objects created for specific purposes or query the CCMS for content that matches a proposed new content

object|before that new object is created. Content objects that are intended for reuse may be stored in special
"reuse|' folders if these are available in the CCMS and should be labeled with reuse metadata.

The objective of content management is to create content once and use it, as needed, in multiple deliverables.
Content can be reused either as complete modules or topics or as fragmentary content objects’such as
hazard statements, lists, paragraphs, words, and phrases.

Content reuse enables authors to update content in only one source, thereby maintaining the\consistency and
accurgcy of the source content. Content reuse enables the organization to translate centent only once from
the solrce into the target languages, ensuring that the same content is translated consistently and accurately
in each target language.

8.5.1 | Content inclusion

Organjzations shall identify and designate content objects that are frequently used in multiple deliverables and
describe these content objects with metadata so that they are easily located for reuse.

Content inclusion mechanisms, which are often specific to théauthoring platform or to the XML standard
being used to author, permit content to be inserted in a targetfite from a separately maintained source file at
time qf publication. Consequently, the included content.'may be maintained in one source rather than
repeatedly maintained as multiple targets. Maintenance* of content objects in a single source reduces
maintgnance and translation costs and improves consistency, accuracy, and quality.

8.5.2 | Content variables

Organjzations shall develop policies to_direct how authors use variables to allow substitution of words,
phrasgs, or other content fragments into ‘content objects.

Variable substitution mechanisms-allow lists of terms or phrases to be maintained in separate source files and
insertgd into content objects at publication. Variable substitution permits the same content to be used in
multiple deliverables that need small changes to content, such as product or system names or user interface
terminplogy that may be ehanged frequently during the information-development life cycle. Variable
substifution also may enabte the same source content to be used for multiple deliverables that require only
certair) variables be inserted to correspond to a specific set of products, systems, or versions.

Policigs should aceount for the possibility of mistranslation of sentences containing variables.

8.5.3 | Content conditional processing

Orgarl Lat;Ul 1o oha:: cotab:;oh pU:;U;UO UTT thU UotT Uf val;ablco ;II LQUUTUC UUIT ItUI It UbjUth that |||ay bU f;:tUICd Clt
publication. Conditional processing uses metadata to identify alternative words, phrases, paragraphs, lists,
graphics, or other components that are included in source content objects. At publication, the metadata is
used to filter the content so that only one version of the source content is published, corresponding to the
selected filter.

The presence of multiple variables in the source content objects enables authors to create one content object
this is used for multiple outputs, functioning as a single source. The content objects containing multiple
conditional variables may be updated once, reducing maintenance and translation costs and improving
consistency, accuracy, and quality.
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CCMSs may facilitate a variety of reuse mechanisms to assist authors in maintaining single sources of content
and assist organizations in establishing reuse policies and practices. Organizations should maintain a balance
between the usefulness and cost effectiveness of reuse mechanisms and risk of developing overly complex

mechanisms that are difficult to maintain.

8.6 Metadata schema

Metadata are added to content so that the content can be searched and retrieved quickly and effectively.

Metadata describe the content of the objects in terms that are meaningful to the users

An organization shall establish a model that defines the metadata it will use to describe objects in.the
as well as the metadata to describe content delivered to customers.

A metadata schema shall be developed to label content components so that they may be _effectively se
and retrieved and used to support automated processes for selecting or filtering content objects i
publications.

describe that content for one or more user communities. User communities may,include:

e authors who need to search the CCMS for content related to their writing assignments;

e internal users who need to search the CCMS for content related. to their work;

with their information needs.

When associating metadata with content, rather than storing it in the objects themselves, organizations

consider whether the metadata should be translated~Metadata that describe a category of content or

task may be translated to facilitate searches by ‘readers of that language. However, if a CCMS do
enable translation of user-specific metadata stored in the CCMS without the creation of additional, lan
specific metadata fields, a process should bé 'designed to export those fields for translation.

Metadata need not be applied uniformly.to content within a CCMS. Rather, different metadata elements
values may be associated with different object types within the CCMS, such as library, publication, map
graphic, template, or content unit. At the publication level, metadata may include information such as co

within nested objects.

the object type. In a hierarchical structure different metadata may be applied to different levels of the
Certainxmetadata may apply to the base content, but other metadata may be associated only with a s
version, language, or workflow stage of the object.

e consumers of content outside the organization who may<ise metadata to retrieve content best assq

dates, publisher informationgvolume, and part numbers. Topic metadata may include product nam
version, brand, category,-and keywords. Metadata associated with higher-level object types, such
publication, should apply te-the content within that object type. It is important that an organization undg
how metadata values-are transferred among nested objects in the publishing system they have ad
Organizations should-kKnow if metadata values specified at a higher level add to or overwrite values sp

CCMS

arched
n final

To create a metadata schema, an organization shall examine its content and\dentify the terms that best

ciated

should
ype of
es not
juage-

and/or

topic,
byright
e and

as a
rstand
opted.
ecified

A metadata‘schema may be flat or hierarchical. In a flat structure, metadata is simply associated direcfly with

pbject.
pecific

metadata about that feature is also removed. If metadata is retained in version 1 of the topic, the version control
stores metadata associated with a specific version of a topic.

Fsion 2,
system

A metadata schema should define the approved values for each attribute. A list of possible values for each
attribute reduces the risk of authors specifying similar, but different, values for the attribute making it difficult to
employ a metadata-specific search. Each item in a list should be distinct and clearly defined so that authors
know which values apply. If metadata values cannot be predefined, the information model should include
examples of the form the values should take to be valid. A quality management system may be used to

validate metadata values.
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NOTE See ISO/IEC 11179-1:2004 Information technology — Metadata registries (MDR) — Part 1: Framework:

Metadata is designated as required or optional. A minimal set of required metadata should include
administrative metadata and a basic set of descriptive metadata as determined by the information model.

8.6.1 Administrative metadata

Organizations shall specify the metadata that is collected and maintained by the CCMS.

Adminjstrative metadata shall include the following:

e ngme of each individual who has contributed content or interacted with content in the CCMS, in¢luding
adthors, editors, reviewers, and approvers;

e dgtes and times associated with every action taken on the content in the CCMS, including the date and
time of every change committed to the CCMS for a component;

e a ffield for optional comments from individuals contributing or interacting with cobtent to explain the
regsons for the changes made to a component.

Organj|zations should understand that some metadata is automatically collected’and maintained by the CCMS.

Adminjstrative metadata are typically maintained through the life of the .€emponents in the CCMS. This
metadpta should be available if the content is moved to a new CCMS withdut loss of information.

8.6.2 | Descriptive metadata

Authors and others responsible for identifying the attributes and\values associated with the content shall be
required to apply metadata to content objects. Such application of metadata may be supported by automated
metadpta systems. Metadata pairs of attributes and values:may include values to label the subject areas of
the coptent. Examples of metadata values added by authors to the content are as follows:

e Prpduct attribute with values consisting of product names

e Aldience attribute with values consisting-ef-different audience types

e Component attribute with values consisting of hardware components

e Platform attribute with values (consisting of the platforms supported by the products

e Ofther attribute and value_pairs that are needed to describe the content in both documents and topics

In developing a metadata model, organizations should aim to optimize subsequent searching in published
content by including)metadata that facilitate searches. Metadata associated with documents and topics may
be exported with_that content for delivery to users. The effectiveness of search systems that use metadata to
focus fend-user search and retrieval is dependent on the quality and consistency of the metadata and its
regulaf addition to content objects.

Descriptive metadata is likely to change as products are updated, user communities realign, and standard

terminology changes. The organization should review its metadata schema periodically and update.

NOTE Standards are available that provide guidance on controlled vocabularies and thesauri for specific subject
areas. ISO 25964-1:201 Information and documentation — Thesauri and interoperability with other vocabularies — Part 1:
Thesauri for information retrieval provides guidance for the development of thesauri controlled vocabularies.

8.6.3 Processing metadata
Authors and others responsible for identifying the attributes and values associated with publishing output may

be required to apply metadata to objects, which may include attributes with values for:
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o layout specifications or styles;
e rules for variables in content;

e |ocation and inclusion of external data.

8.7 Workflow specification
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using a workflow, including the automation of that workflow in a CCMS.
The workflow specification defines each action that occurs during the life cycle from the initiation-of a project
through the release of content to the consumer, sustaining the content in a reuse environment; and arg¢hiving
the content for permanent storage. Once specified, the workflow may be partially automated usipng the
workflow functionality of the CCMS.

The goal of the information-development life cycle is to ensure that the quality,0f the content develgped is
maintained and that work occurs in a timely manner, often expressed as conformance to required deadlines.

8.7.1 Workflow approvals

The workflow system shall allow for repeating the writing/editing cyele. The organization shall establish a
policy that content is not released to the users until required approvals are completed.

Typical workflows establish routing for the following activities:

o Project initiation

Content editing and proofreading

e Content technical review

¢ Content testing

e Content approval

e Content translation

e Content publication

¢ Content sustainment and reuse

o Contentarchiving after initial and subsequent releases
If thexworkflow specification is automated, the workflow system or multiple workflow systems enable each

action™to be initiated, with assigned deadlines if applicable, and automatically notifying those responsible for
€ach stage of the process that input is required.

The workflow system enables project managers and others participating in the workflow to track the status of
each action, monitoring its progress and completion, including sending reminders when the actions have not
been completed in a timely manner.

Projects may be initiated in the CCMS by assigning the development of content, including topics or complete
documents, to the appropriate authors. Once assigned, the workflow system notifies the authors of their
assignments and provides access to the CCMS in which those assignments will be completed. The
assignments may specify the deadlines for one or more drafts of the assigned content.
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When authors have completed their assignments, they use the workflow system to automatically forward the
content to those responsible for editing or proofreading. The workflow system notifies the assigned editors or
proofreaders of their assignments and tracks their completion. After editorial tasks are complete, the content
may be returned to the authors for resolution of changes.

The same process occurs for subsequent steps in the information-development life cycle, including reviews by
technical experts, work by test professionals to verify and validate the accuracy of content, and approvals by
those responsible.

If the prganizafion requires that a pool of editors, proofreaders, technical reviewers, tesiers, or approvers be
available, the workflow system may be designed to accommodate the specification of a pool so that one
membgr of the pool may accept the assignment, thereby removing the action from the project work of.the
additignal members of the pool.

8.7.2 | Translation workflow

If tranglation of the content is required by the process, the project manager or other responsible party shall
initiatd the development of a translation package by the CCMS. A ftranslation package may be created
following the OASIS XLIFF specification. The CCMS creates a translation package'that shall be made
available to the organization responsible for translation and accepts the returned package when the
translgtion is complete.

8.7.3 | Workflow completion

Finally, the workflow system supports the final steps in the workflowspecification, including publication of the
conterjt in one or multiple formats and archiving the published contént*for future reference.

Although workflow systems as part of a CCMS support the atitomation of the workflow specification, project
managers should take care to avoid overly complex workflow processes. Beginning with a simple workflow
procegs and automating it initially will produce better results than developing a complex workflow that is
difficult to automate.

8.8 Bchedule of activities, deliverables, and responsibilities

The ofganization shall develop a schedule . of’activities to be conducted, the deliverables to be produced, and

through an organizational-rollout of the content management environment. Training shall include the
informpation model as wélkas the systems used for authoring, publishing, and managing content objects.

8.10 Stylesheet development

The organization shall develop stylesheets to support the formatting and publication of approved content. In a
structured authoring environment, each deliverable produced has a style standard that specifies the page
layout, font selection, and other aspects of well-defined final deliverables. In an XML structured authoring
environment, the final design and layout of deliverables are established using coded stylesheets, often using
the XSL-FO standard for PDF (Portable Document Format) publications and the CSS (Cascading Style Sheet)
for HTML publications. Individual authors are unable to affect the final styles of the documents; those styles
are determined by the organization’s standard stylesheets.
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8.11 Pilot project specification

Organizations shall specify one or more pilot projects to validate and verify the development activities

before

they are introduced to the larger organization. The selection of the pilot project should be based upon these

criteria:
e exercises the information model;

e is important to the organization, but not critical;

e can be completed in three to four months;
e demonstrates the capabilities of the CCMS to improve productivity, decrease costs, and improve qu

e provides an opportunity to train staff members who will lead subsequent projects inyan organizatio
rollout.

In addition, criteria shall be established to evaluate the pilot project. Criteriadlmay include the ab
implement the information model successfully and the ability to apply the selected tools successfully.

8.12 Organizational rollout

After the pilot project is complete, the organization may extend the-implementation plan to include the n
of projects for a rollout through the organization. Staff memberstrained in the pilot project may be seled
project leads for the additional projects to be included in the‘next stages of project implementation, whi
continue to be trained and new tools introduced.

9 Information development

9.1 Content conversion

Information development addresses the conversion of legacy content and the development through au
of content structured according to the-rules established in the information model.

Organizations shall providespolicies and procedures for converting unstructured content to stry
components.

Most organizations that.inaugurate a content management project have unstructured content, conte
does not conform to-a-standard XML schema or Document Type Definition (DTD). In addition, much cor
poorly organized,-in that it is written inconsistently and does not conform to standards, even those thg
been defined by)the organization.

Organizations that prepare to implement a structured content development process shall perform a g
inventeryto identify the following:
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¢~ unstructured content to be converted in conformance with a structured information model;

e content to be maintained without conversion, such as content nearing end-of-life;

e content to be rewritten to conform to a structured information model.

Well-organized existing content may be automatically converted to structured components that conform to an
XML-based information model. So that the conversion process is successful, an organization may decide to
better organize existing content in the unstructured authoring environment before conversion or may decide to
repair structural problems following conversion. Automated conversion works best when existing content is

well organized and follows authoring guidelines.
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Poorly organized existing content should be rewritten to conform to the information model before conversion.
After content is converted to a structured authoring environment, authors find it more difficult to restructure the
new components than if they revised content in their familiar authoring environment. However, unstructured
authoring environments provide no mechanisms to enforce and validate structure. Therefore, rewriting content
that should be strictly structured in an unstructured authoring environment may be less successful than
desired.

Some existing content in its legacy unstructured form, especially content that is near its end-of-life, should not
be converted to a structured form at all. Content that is unlikely to be updated or have only minor changes

may bgstremain in its existing form.

9.2 (Content authoring

Mechgnisms for authoring content in a component content management environment may inelude both
mechgnisms to support word processing and desktop publishing, as well as XML-based structuredauthoring.

Policigs for content authoring in a content management environment may permit structuted”or unstructured
conterjt to be included. Structured authoring prescribes the sequence and content™equired for specific
document and topic information types. Structured authoring can be enforced by validated XML schema or
DocurEent Type Definitions (DTDs). Unstructured authoring does not prescribe structure but allows

unstrurtured content to be included in the CCMS. Many component content,\management environments
includ¢ both structured and unstructured content.

9.2.1 | Structured authoring

If strug¢tured authoring is used, organizations shall require that components conform to structures defined in
the organization's information model. The organization shall define the purpose of each information type and
content unit and its required and optional subject areas.

An organization implementing structured authoring shall*require that authors label content elements using
semaritic labeling and following the specification provided in an XML schema or a DTD and manifested in the
organigation's information model.

In structured content, components are labeled.so that they can be programmatically manipulated to create a
variety of outputs. The output is not restricted-to the sequence in which the content was created by the author.
Semantically labeled content elements may be addressed and restructured to correspond to the needs of the
organigation or the users.

Structyired authoring is supported-by XML editing tools. Authors conform to the requirements of the XML
schemja or DTD through the-validation routines of the XML editor. Templates designed to guide authors to
produg¢e well-formed and valid XML that also conforms to the requirements of the organization’s information
model[may also be used:t0-Support XML-based authoring.

9.2.2 | Unstructured authoring

If unstfuctured;authoring is used, organizations shall define the content types of unstructured content that may
be authoréd(and managed by the CCMS. The organization may also define informal structures for certain
contenttypes.

By definition, unstructured authoring is uncontrolled by an underlying well-defined formal architecture. Rather,
the content is organized according to the decisions of individual authors. Authors of unstructured content may
indeed follow guidelines, but the resulting topics are considered unstructured because the individual content
elements cannot be individually addressed because they are not labeled.

Word processing and desktop publishing systems produce unstructured content that has low semantic value,
low consistency, and low automation potential. Content structured in such systems is imitated through
formatting controls, enabling authors to produce consistent informal structures if they follow the rules for
formatting. Content defined by heading levels, lists, and paragraphs can be programmatically addressed and
manipulated in limited fashion to produce a variety of outputs.
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9.2.3 Content granularity

The organization should define the optimal length of topics, depending upon the needs of its audience and the
requirements of its content reuse strategy. Optimal lengths may be associated with specific content types.

Authors often ask what constitutes an appropriate length for an individual topic. The general rule is that a topic
answers a single question. A concept defines what something is. A task explains how to complete a procedure
and reach a goal. A reference topic provides facts that the user needs to successfully complete a task or
make a decision. Additional information types, such as troubleshooting, may be used to answer a specific user

4 s H o 1
QUTOUUIT U AdSSISt a USTT T TTalliityg a yudl.

A user can need a complete set of information to answer a single question, which may be found(n a grimary
topic and its subsections. On the other hand, a user can need a topic to be brief, able to be comprehended in
a few minutes. A more complex piece of information may be contained in multiple topics. The.length of g topic
requires a balance between these two constraints: quick reference and thoroughness.

The length of a topic may also be influenced by the experience and sophistication ‘of the user. A more
experienced and sophisticated user may be more interested in and tolerant of the details of a more camplex
topic than a less experienced beginning user.

Providing users with links among topics is a mechanism to increase the cov€rage of a topic while at thg same
time keeping individual topics at a minimal length. However, linking meehanisms, such as cross refergnces,
should be minimized to avoid sending the user in multiple directions”to-answer a single question or dolve a
single problem.

Topic size is also a factor of the reuse environment implemented by the organization. A brief topic is more
amenable to reuse than a lengthy and complex topic. Smalhtepics may be joined together to provide a|longer
discussion of a subject for a particular user community.:Small topics may remain separate to accommodate
those needing only a subset of the information.
Topic size may be governed by the need to assign unique metadata classes for precise retrieval of fopics.

However, topic size is governed by the concepfithat a topic answers one reader question, such as “what is
...?", “how do | ...?”, and so on.

10 Management and control

10.1 Managing quality

Quality shall be monitored through the information development life cycle as defined by the warkflow
specification.

NOTE ISO/IEC/HEEE 26513:2009, Systems and software engineering — Requirements for testers and assegsors of
user documentation, has a detailed specification of review and assessment activities.

The organization shall establish guidelines and minimal requirements for quality review during the following
process.steps:

o~ “Project initiation

e Content development

e Content editing and proofreading
e Content code review

e Technical review

¢ Content validation and verification
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e Translation review

e Publication review

In each step of the process, the organization should define standards of quality, such as the following:
e process requirements:

- __Quality requirements are defined for each step in the content management workflow.

Steps in the process are done according to the content management workflow.

Steps in the process are completed according to the quality requirements defined for that process:

¢ information model, authoring guidelines, style guide, and terminology consistency:

-| Components conform to the structural and XML coding requirements of the information podel.

-| Components conform to the authoring guidelines for the correct applicatiofn/ 6f organizational
standards.

-| Components conform to the appropriate style guides required by the organization.

-| Components conform to the requirements for the consistent use of terminology as established by the
organization.

¢ teg¢hnical review, validation, and verification:
-] Components were reviewed by designated subject-matter-experts (SME) to confirm the accuracy of
the content and its conformance to system or product specifications.

-| Components have been validated and verified ast<technically accurate by a process in which
procedural information is tested with the system or.product that is delivered to the consumer.

-| Components that contain sample code or other\verifiable content have been validated and verified as
technically accurate.

e trgnslation review, validation, and verification
-] Components that have been translated into target languages from the original source language have
been reviewed and verified by qualified in-country SME.

-1 Terminology used in the seurce language has been translated into the target languages based on the
content of a verified organizational terminology database.

-1 A terminology database consisting of pairs of source and target language terminology has been
verified by in-country-SME.

e publication review

All components are validated for adherence to the organizational requirements for final publication
review before being released to the consumers.

10.2 Review and approval of content

A CCMS may be used To automate aspects of the qualily management process.

Adherence to the consistency requirements of an information model, authoring guidelines, a style guide, and
terminology standards may be automated using quality management systems linked to the authoring
environment, including XML editing. Such systems should be configured to conform to the organization's
standards and guidelines in order to assist authors in maintaining content quality. However, the use of quality
management systems is often incomplete, and documents or topics may need a human review.

Other automation in the CCMS may be limited to the notification of parties associated with actions in the
workflow specification. However, review activities may be supported by review systems that facilitate reviews
by SME within the CCMS. Such reviews may facilitate simultaneous reviews by several experts, thereby
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reducing the review time and complexity. Simultaneous reviews permit experts to view each other's comments
as they are made.

Review automation should facilitate storing review comments and their resolution within the CCMS and
automatically create reports of the review actions and resolutions that may be required by regulatory bodies.

A CCMS may facilitate formal approvals of documents or topics through the use of electronic signatures.

The workflow specmcatlon may include the notification of an organlzatlons off|C|aI approver or a pool of

the approval assignment, thereby bIocklng others in the pool from duphcatmg the approval process., [f multiple
approvals are required, each individual in the pool of approvers shall be notified that the document, or fopic is
ready for approval. In this case, the approval process is not complete until required approvers have conjpleted
their reviews and designated their approval.

A CCMS may store electronic signatures of each designated approver within the workflow specification. The
electronic signatures are permanently associated with the final approved version of the document or topic
within the CCMS.

10.3 Search and retrieval

Organizations shall define how content authors search for components in the CCMS, including full-text gearch,
metadata search, XML element search, and combinations of these_methods. Organizations shall grovide
guidance for authors and others searching for content on the search mechanisms available and how [to use
them.

Organizations shall also develop policies and practices to’assist authors to search the CCMS for gxisting
topics that they may use in new publications as they plansnew information-development projects. Mainfaining
an inventory of topics that address particular subject matter areas as part of the planning process may feduce
the practice of searching for topics at random. Authars are more likely to plan effectively from well-stryctured
topic inventories rather than through random searches.

10.4 Localization and translation

Organizations shall indicate which components are to be reused so that the components are updated once
and translated once.

CCMSs support the efficient synchronization and management of source and target languagg XML
components. Changes in seurce XML language components result in status changes that reflect the ng¢ed for
translation updates of target language components. The synchronization of source and target comppnents
occurs through the Jink=management function of the CCMS. In component content management,| every
component is also linked to maintain synchronization between source and target languages.

Managing localization practices in a CCMS enables organizations to:
o write.and translate content once using content reuse mechanisms;

e _ ‘use graphic formats that allow text to be stored independently of graphic content. In the case of|vector
graphics, an example format is Scalable Vector Graphics (SVG).

NOTE The SVG specification is an open standard developed by the World Wide Web Consortium (W3C).

e using CCMS functions, isolate components that have changed from those with no changes and include
only the changed components in translation jobs.

XML-based reuse mechanisms allow organizations to establish policies that require authors to isolate and
maintain collections of reusable components that are referenced by XML topics in both source and target
languages.
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10.4.1 Content management for translation

Organizations that deliver translated content shall establish workflow policies and practices to prepare content
for translation:

e Allow localization specialists or those responsible for the translation process to be assigned to the
content-development workflow so that they are notified when content is ready for translation.

e Allow localization specialists to prepare translation packages using the functions of the CCMS.

e Sgnd the translation packages to the appropriate localization system providers.

e Receive the translation packages back from the localization system providers and import the translated
components to the CCMS.

¢ In¢lude review and validation of translated content in the content-development workflow, if fequired.

10.4.2| Publication of translated content

Organjzations that deliver translated content shall establish policies and practices o publish content in target
langugges. An organization may:

¢ inyoke the publishing pipeline in the CCMS to produce appropriate outputin selected target languages.

e export the translated content from the CCMS to be published locally at the desktop or through a separate
publishing system.

10.4.3| Translation of vector graphics

If vectpr graphics are stored in the CCMS, they may be cenverted to Scalable Vector Graphics (SVG), an XML
format, from which text may be automatically extractedsfor translation. Translated text is then added back into
the graphic files, producing final graphics that may be incorporated into translated documents. Text is
extracjed only if the source graphic is in a format that supports layers and the text is in a separate layer.

10.5 Content deletion

The ofganization shall establish policies and practices for deleting components from the CCMS. Component
deletign shall be reserved for sauthorized administrative individuals to avoid deleting components
inapprppriately.

CCMSs incorporate a functionthat automatically checks where a component is used in the CCMS. Given the
naturel of XML-based component authoring for reuse, in which components are used in more than one
publication or delivery,environment, an administrator shall review the "Where used?" results so that deleting a

complete understandmg of how components are stored and how links are maintained among components
Some CCMSs will not allow a component to be deleted if it is referenced by other components in the CCMS or
if it is used in more than one publication. Such systems may be configured so that authors are not able to
delete components but may flag components for deletion after careful research by the CCMS administrator.

Because CCMSs maintain version control, they store multiple historical versions of every component. Deleting
the most recent component deletes the version record and the previous versions of that component. It is likely
that earlier versions of the component are used in earlier versions of published output from the CCMS.
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Therefore, it is always unwise to delete topics and the previous versions until the components have been
archived.

CCMSs link source and target versions of a component. If the source component is deleted, the CCMS also
deletes the translations of that component.

Despite the concerns discussed with component deletion, a CCMS may become overwhelmed with
components that are no longer used. An option is to place these components in an archive area of the CCMS
or to formally archive them to another system.

10.6 Content and component archiving
The organization shall define policies and practices for archiving digital content.

CCMSs manage archiving of electronic components depending on the requirementsof the organigation.
Some organizations require that components be archived outside the CCMS, typically in another CCMS
designed specifically for archiving purposes. Some organizations require that an,archived copy of a released
document or set of components be managed within the CCMS so that a copy of\t€cord is maintained.

Due to the low cost of storage, component archiving does not ordinarily.‘eCcur simply to save space|in the
CCMS.

If component archiving is necessary, organizations shall maintain policies that explain why and| when
components should be archived. In a CCMS, the components, associated with a release, including graphics,
multiple media, and referenced components in the source~and the target languages shall be maintained
through archiving, so that the release can be recreated in the fature.

If components are to be archived to a CMS developed: solely for archiving, organizations should cons|der its
accessibility, format, regulatory policies, and other.issues in determining their policies. See Digital Ar¢hiving
policy in ISO 14721:2003. Archive policies may include:

e requirements that specify when components are to be archived, such as component age, component size,
components about products or systems no longer supported, components about product or gystem
versions no longer supported, .components about products or systems no longer owned by the
organization;

¢ format in which the compenents are to be stored;

o how the archived components are to be accessed;

e regulatory or legal requirements affecting the time that components shall be maintained in an grchive
CMS.

Componentsimay also be archived internally in the CCMS so that a copy of record of a publication relgase is
preserved,

11 Publication

11.1 Release management

The organization shall define the process for publishing source content using the publishing capabilities of the
CCMS.

Organizations that support multiple and simultaneous product versions shall establish policies and practices to
manage multiple versions of components in the CCMS.
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Many organizations support multiple product release versions simultaneously. Authors simultaneously update
and edit content that is used across multiple versions of the product or system documentation and may merge
those versions at a future time.

Branching and merging is widely used outside the software industry as well. Branching and merging can also
be used to manage variants as well.

To support multiple versions of a product in the documentation, components are branched to account for
ongoing changes and then merged back into a main topic when the next product release occurs. When this

proces
tediou
some

chang

s Is handled manually, often by maintaining multiple versions otf a component, merging IS error-prone,
5, and time-consuming, as the authors examine multiple copies of the component and discover that
variants are incorporated and others are not. This manual process may be automated to the extentthat
s among branched components do not conflict. If changes conflict, manual intervention is necessary.

11.2 Version management
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zations shall maintain policies and practices to avoid conflicts among authors of coficufrent versions of
nents. These policies and practices shall include:

der what circumstances to create and manage branches (multiple versions of the same base
Imponents);

o is responsible for creating branches of components;
w to create and label the component branches in the CCMS.

rganization shall establish a policy and process for .merging branches in accordance with the
nality of the CCMS. Once the branches are created, organizations shall establish practices for authors
w in updating and editing branched components. Each’ branch is a unique instance of the components
ay be independently edited. Authors working on the'set of branched components work collaboratively,
ng that decisions on potentially shared components are made consistently.

ne point, the organization may decide to,merge branches into a new single version of the component.
fganization may also establish a policy_that some or every branch of components be maintained or
tinued.

Branched components may be merged automatically, which means that the CCMS functions to compare the
branched components and institute automatically the non-conflicting changes. A non-conflicting change is

typical

When

y unique, without multiplechanges to the specific text.

conflicts in branched-components or other areas are discovered, the organization should have

procedqures and a designated authority, such as the content owner, a change control board, or by informal

collab
collab

11.3

pration to decide)“which changes should be implemented and which should be resolved through
bration.

Publication of content

The organization shall define the output formats (that is PDF, HTML, user assistance) required by their users
and establish a sef of publishing pipelines 1o enable authors o select and implement a suite of publication
types through:

e functionality of the CCMS;

e word processing and desktop publishing applications;

e external processing systems;

e mixture of these methods.
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For documents, the publishing of output is handled within the application that was used to create the source
documents. Word processing and desktop publishing files may be printed directly or transposed to PDF using
the application functions themselves. For XML files, the publishing of output may also be handled within the

application or may be handled through an external processing system or through the CCMS.

Documents that originate in standalone applications for word processing or desktop publishing are processed
for publication at the desktop. Some organizations choose to publish XML content at the desktop as well,
which may introduce inefficiencies and the inability to scale to large volumes of content. Desktop publishing
may also introduce performance problems because of file size. File management may also become complex
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To avoid duplication of effort and technology, the organization may establish a centralized\pub
responsibility. The centralized publishing authority may elect to publish through an external processing §
or through the publishing functionality of the CCMS.

Organizations that develop XML topic-based content may publish individually on the desktop using th
editor applications, may publish through external dedicated processing systems,/or ‘may publish t
functionality integrated into the CCMS. External dedicated processing systéms’ provide perfor
advantages because they are typically housed in independent server envirohments that exceed d
publishing capacities. CCMSs provide the same capacity without removing .the source material frg
CCMS. They also manage maintenance of the output files in the CCMS as-@n;archive of the published |
The source files that remain in the CCMS allow the published version to'\be”generated on demand. Bg
the publishing software, templates, and stylesheets are stored in the GCMS, the organization can maint
publishing standards for every publication.

CCMSs support the publication of content for distribution cutside of the working content, typicall
corporate website, to print, to embedded user assistance, orto)multiple mobile devices. Dynamic links n
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established between the CCMS and the websites or othér delivery mechanisms so that content nmpay be

automatically updated or may allow the users to select content for a custom deliverable that is then gen
automatically from the most recent approved versions stored in the CCMS.

12 Component Content Management System requirements

12.1 General

To manage content efficiently, provide distributed and controlled access, and maintain a single sol
authoritative content, componehts developed by an organization shall be stored in a CCMS. XML stry
content shall be managed.in-a database that stores and is capable of addressing individual compone]
identification and retrievak_The input, storage, removal, and output of the components in a CCMS s
controlled through automated functions.

Using a CCMS allews each item of stored content to be independently maintained so that it may be acq
and used by individuals with the proper permissions. Each component may be added to the CCM
authoring ortay originate in the CCMS.

Database support for a CCMS may be of several types:

o A\ Relational database
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o XML database
o Mixed database types that include both relational and XML structures
e Object-oriented databases

The type of database selected depends on the needs of the organization.

Given the requirement that components be available for reuse and linking, a CCMS should manage
components created using an XML structure, supported by a Document Type Definition (DTD) or a schema.
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These systems are generally referred to as CCMSs because they are able to address and manage the
individual components that are used to build larger content objects. A content object may consist of
paragraphs, lists, and tables as well as more detailed semantically named structures such as <steps> or
<notes>, in conformance with the associated DTD or schema. A CCMS that can deconstruct large content
objects into their components allows these components to be addressed and managed individually.

12.2 Component Content Management System framework

Companents, content types, metadata structures, and versioning information in a CCMS that uses an

underlying database have specific structural requirements stated in this clause.

12.2.1| General storage requirements

Regarflless of the underlying database used, the CCMS shall store content as components in‘the CCMS.
Compgpnents shall

e hgve an associated name (human-readable label) by which a component may be referenced;

¢ hgve a unique ID that shall be used to reference the component irrespective of-its.hame or location in the
CCMS;

e hgve an assigned Content Type;
e support setting and retrieving associated metadata.

When [storing components, the CCMS shall provide the ability to, rétrieve components such that their content
or linking relationships are not unexpectedly modified. These unexpected modifications include adding vendor
specific information that may affect the ability of other systems to validate, transform, or integrate the content.
For XL systems, adding processing instructions is not cofnsidered an unexpected modification.

12.2.2| Content types

The JCMS shall provide for the concept of a~Content Type. A Content Type is a re-usable definition of
settings for storage, metadata, workflow, and,behavior. Content Types enable settings to be administered to
compgnents in a centralized and re-usable manner. A component shall only be associated with a single
Content Type.

Content Types may support inheriting settings from other Content Types. The CCMS shall associate
compdnents with their given_Content Type. Common reliable associations are provisioned from a basic
compdnent property (file extension, mime-type, or DTD definition).

12.2.3| Metadata structures

The CICMS shall support storing and retrieving metadata associated with components as "metadata fields."
The CCMS shall_support arbitrary textual content for metadata values. However, these values may be further
controlled by.applying constraints or typing to fields. A metadata structure, typing, or control mechanism that is
not defined by the CCMS shall be administered through its associated Content Type.

Metadata fields should be associated via a key value pair.
The CCMS shall accept at least two basic forms of metadata: descriptive and administrative.
12.2.3.1 Administrative metadata

Administrative metadata is meta information which is provided to aid in managing components. The CCMS
should provide the following administrative metadata values:

e Created date and time
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e Last modified date and time

e Content type

CCMSs may provide additional administrative metadata, including:
e Owner user and group

e Permissions

e Component lifecycle state
¢ Validation status
¢ Rights management metadata

This metadata should be available if the content is moved to a new CCMS without less of information.

12.2.3.2 Descriptive metadata

Descriptive metadata is meta information to aid in search, discovery, classification, and identification.
Common descriptive metadata includes the following:

o Keywords

e Tags or labels

¢ Classification

e  Other taxonomic values
The CCMS should support typed metadata values. Typing metadata values allows each metadata field to be
assigned a specific information type. “Using information typing of metadata values means that input is

validated or provided from a controlled Classification mechanism.

Taxonomic metadata definitions should support storing and retrieving hierarchical values.

12.2.3.3 Additional metadata requirements
The CCMS shall allow-the metadata schema to be updated programmatically.
If some valuescannot be directly modified by the user, the CCMS should treat them as "read only."

The CCMS’may also support the ability to assign metadata to components based on the associated Jontent
Type definition.

42.2.4 Organizational structures

The CCMS shall provide at least one primary mechanism to organize content into logical structures. The
logical structure may be accomplished through folders, metadata, publication structure, or other means.

12.3 Component Content Management System management
CCMS management includes the following activities:
e Component creation and modification

e Import/export
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e Archiving

12.3.1 Component creation and modification

The CCMS shall provide basic functions for managing content in the CCMS: Create, Read, Update, Delete,
Rename, Move, and Copy.

Create aIIows a new component to be created in the CCMS based on a defined Content -Type. The

admin|strative metadata. The CCMS shall also check that the component is valid with respect to the Content-
Type flefinition. This may be accomplished via querying the user for needed information or automatjeally
populdting content and metadata based on predefined templates.

Read gllows the content and metadata for a component to be retrieved for viewing by the user.

Update allows an existing components content or metadata to be updated. The CCMS sghall validate the
updated content and notify the user if problems are present. If validation fails, the CCMS,may’choose to deny
the upgdate. In this situation, the CCMS shall roll back changes that may have occurfed’ during the update
procegs.

Deletg allows a component to be removed from the CCMS. Links to that component should result in a
compgnent-not-found exception. However, the CCMS shall retain that ©bject's metadata and version
informption so that it may be restored to its previous state at a future time.

Rename allows a component's name to be changed. When a rename.\occurs, the CCMS shall update links to
that cqmponent from other components as part of the process.

Move jallows a component's apparent location in the primary erganizational structure to be changed. When a
move pccurs, the CCMS shall update links to that component from other components as well as links from
that cqmponent to other components, to reflect its new location in the CCMS.

When |applying these functions, the CCMS shall update links to that component from other components as
well ag links from that component to other companents during the process.

12.3.2| Import/export

The CCMS shall provide the ability te.import components from and export components to a local file system.
Durind the import process, components that do not exist in the CCMS shall be handled by the Create function.
Compepnents that already existrshall be handled by the Update function. In the event that an issue occurs
during|the import process, it jssrecommended that changes made during the process be rolled back.

The CCMS should also preserve the organizational structure of imported components.

12.3.2}11 Bulk export

When [the.usér selects a folder or a set of files to export, the CCMS shall package and deliver those files to the

user ir} aformat that may be unpacked and used on a local file system. The CCMS shall support bulk export.

To su:lz‘port butkséxport, the CCMS shall provide a mechanism to download a set of files as a single package.

12.3.2.2 Dependency export
The CCMS shall allow dependency export.

The CCMS shall provide a mechanism for a user to download a packaged set of files and its dependencies
based on internal linking structures.

The CCMS shall not export non-local dependencies or dependencies that are marked as ‘external’ in the
linking structures. Links to websites, reference materials, or other content that does not exist locally shall not
be exported.
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12.3.2.3 Archiving

The CCMS shall create an archive or snapshot of a set of content and its subsequent dependencies at a
specific time. An archive shall include source content, translated content, and published versions. Content or
metadata in an archive shall not be modified. If users need to modify content, they shall do so by exporting or

branching content from the archive.

Components in an archive, including content and metadata, shall be retrievable in the exact state in
they existed at the point of archival.

12.4 Content object management

Content object management encompasses requirements associated with check out/chieck ir
management, search, and versioning.

12.4.1 Check-out/check-in

The CCMS shall check components in and out of the CCMS. When a component is checked out, it s
locked. For locked components, the CCMS shall indicate that the componentlis currently checked oy
specific user. The CCMS shall prevent other users from checking out a camiponent that has been check

which

., link

hall be
t by a
ed out

by another user. If another user attempts to check out a locked ceamponent, the CCMS shall denqy this

operation and indicate the user who currently holds the lock.

When components are checked back in, the CCMS shall remoye locks put on these components.
The CCMS shall allow single component check-out/check-in; as well as bulk check-out/check-in.
The CCMS shall allow administrators to unlock components regardless of which user originally locked th
In the event of a CCMS restart, the CCMS shall retain locking information for components.

On check-in, the CCMS shall trigger an~incremental version of the components either automatic
manually.

The CCMS shall connect authoring.tools directly to the CCMS, without the user needing to checko|
download components manually,"and shall have the ability to set components' check-out/check-in state.

The CCMS shall prevent dsers from moving, renaming, or performing other operations that may affeq
contained in components that are currently checked out by other users.

EXAMPLE: If déeument A links to document B and document A is checked out, document B may not be reng
moved until document A is checked back in.

12.4.2 Bulk'check-out/check-in

The CCMS shall select and check out or check in an arbitrary set of components from the CCMS. The
shall{also support dependency-based check-out/check-in. When dependency-based check-out/cheg

ally or

ut and

t links

med or

CCMS
k-in is

invoked, the CCMS shall check-out/check-in the selected components, as well as components that arg

direct

or Indirect dependencies or those components.

The CCMS shall not allow a user to perform a dependency-based check-out/check-in if a component
set of dependencies is checked out by a different user.

12.4.3 Link management
The CCMS shall manage links between components.
The link management system shall provide the following reporting capabilities:

© ISO/IEC 2015 — All rights reserved
© IEEE 2015 — All rights reserved

in the

31


https://standardsiso.com/api/?name=20e6caa3237623739356f0d933906378

ISO/IEC/IEEE 26531:2015(E)

e For each link, the system shall report to the user the type of link: relative, absolute, or external. For

rel

ative and absolute links, the system shall report if the link is broken. A link is considered broken if the

CCMS cannot resolve the component being linked to.

e For each component, the system shall list links contained in that component and the destination

co

mponent of each link.

e For each component the system shall list every link that references that component. This function is often

ca

lled ‘where-used.’
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r each component, the system shall list the components that are dependencies of that component.

k management system shall automatically correct links referencing components when a component or
Components is renamed.

Search

CMS shall allow components to be found by querying the CCMS. When the \€CGMS is queried, the
shall take the access control settings of the CCMS into consideration, filtering‘components from the
ist to which the querying user may not have access.

tion, the CCMS shall allow queries of the entire CCMS, as well as coffining the query to a specific set
ponents. The CCMS shall allow the following methods of confining a<search query to a:

t of selected components and confined only to those components;
gle component and only to that component;

gle component as well as that component's ;dependencies and only the component and its
pendencies.

searching, matched results shall be scored based on their relevance to the search query. Higher scored
shall appear higher in the list of returned<search matches.

CMS may also combine two or mope gquerying methods to further refine the matching results.

1 Full text search
| text search query, the CCMS shall return matches based on text content in components.

CMS shall allow for-entering more than one search term. The CCMS may consider phrases to be
ble, as a single-unit, if the user designates that the whole phrase should be used as an exact match.

CMS may alse support advanced matching capabilities. Advanced full text matching may include:

ar search

Matches are scored higher the closer together the terms appear in the component

e Wildcard search

The user may specify a wildcard value in a search term that will match a set of characters that results
in a match for that term.

” o« ” o« ” o«

EXAMPLE “digg*”, would match “digged”, “digging”, “diggings”, “digger”, and “diggers”.

¢ 'Regex' Regular expression (Regex) search

32

The search query is a regular expression.
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e Phrase search

- Treats the group of full text search terms as an ordered set that is to be matched to content in the
source components in the same order as supplied in the query.

e Boolean search

- For each term, the user may specify whether terms are a connected set with Boolean logic. This logic
states if terms shall appear, may appear, or may not appear.

EXAMPLE This query states: Return documents that match terms “dog” and “cat’” or match “horse” but|do not
contain “donkey”.

“(dog AND cat) OR (horse AND NOT donkey”).

The CCMS should report on which terms matched a given component and show a highlighted excerpf of the
content where the match was found.

Full-text search shall include auto completion of search queries and spelling corrections or suggestions.

12.4.4.2 Full text search in XML repositories
For CCMSs supporting XML content, the CCMS shall:

e not consider XML tag names, namespace declarations, comments, processing instructions, or aftribute
names as part of the full text content being searched;

o tokenize component content on whitespace based on XML whitespace processing rules;

e tokenize component content based on the XML'structure. Thus, the CCMS shall recognize that the tags
between texts imply a break in the text token.

EXAMPLE In the following markup, the CCMS recognizes that “ltem one” and “Item two” are independent dlauses,
even though they are not separated by whitespace or punctuation.

<ul><li>ltem one</li><li>ltem twos/li></ul>

12.4.4.3 Full text search configuration

The CCMS should support-search configuration for full text search on structured content. In a CCMS with XML
content, the structure-should be used to improve searching capabilities, such as.

o Boosting matches

The CCMS should boost the score of matches found in particular parts of a component.

EXAMPLE; The CCMS is configured so that matches in the ‘title’ of the component are scored higher (given g higher
ranking.n search results) than those found in other parts of the document.

¢_) Ignoring matches

The CCMS should ignore matches found in designated parts of a component.
EXAMPLE: The CCMS may be configured to ignore matches found in alt text for images or information in files used
for processing.

¢ Rules for mixed content

Mixed content occurs in structured documents when markup splits words or phrases that would otherwise
be considered contiguous. The CCMS should configure which elements split content that should be
considered contiguous.
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EXAMPLE: In the following structured content, the word “unclear” is split but should be considered a single entity.
<p>This is <b>un</b>clear</p>
12.4.4.4 Metadata search

In support of metadata search, the CCMS shall match queries against component metadata. For XML-based
CCMSs, this matching may include metadata inside components.

Faceted search, often called faceted search navigation or faceted browsing, allows the user to search
compdnents through classification collections. Each collection represents a predefined facet on which the user
may search.

When [searching, the CCMS shall present the user with a list of facets. Each facet shall be presented with an
indicafor informing the user how many search hits belong to that particular facet with respect-fojthe original
search query. The user may select one or more facets, and the CCMS shall return results based on the
intersgction of the results from each facet.

12.4.4|5 Structured search

Structlired search allows query targets to specific parts of the XML component ‘structure using the XPath
specif%ation. Structured search is often combined with other forms of search-{o return highly specific results
over large content sets. The CCMS shall provide a user interface to allow the submission of a structured-
search query.

Howeyer, the CCMS should prevent the submission of malformed gueries for malicious purposes.

EXAMPLE: A user searching wants to search only components that contain a source code example inside
procedpres:

/lcode[ancestor::task]

Or, a uper wants to find each frequently asked question that also contains an image and an example:
/[faq[irfage and example]

12.4.46 Saved searches

The CCMS should save searches, so that the user may invoke the same query without having to enter it again
manually.

12.4.5| Advanced search-capabilities

The GCMS should{support advanced search capabilities such as stemming, taxonomy support, and fuzzy
match|ng.

12.4.5|1 Stemming

Stem hina o tha nranncco Af radiinina conarah tarmc ta thatr otam foarm Ear tnotanan onto ooy, ha eadiisnd 0
LLIRAS) o e ote T o T Ot

ot PToCC oS~ O rooaomg—ocaror TO—tr o oo ootoTa y o T OOt T oo

“cat”. An aggressive stemming system may reduce “argued, argues, and arguing” to “argu”.

12.4.5.2 Taxonomy support

Taxonomy support in search allows a taxonomic set of terms to influence how search is performed. The most
common improvements to search are query expansion, search refinement, related search suggestions, and
highlighting of related terms.

With query expansion, the CCMS shall analyze the search query and augment it based on the taxonomy to
search on broader, narrower, or equivalent terms based on the situation.
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EXAMPLE: Given the following taxonomy:

"Medical professionals"
"Nurse"

"Nurse practitioner"
"Doctor"

"Oncologist"
"Pediatrician”
"Cardiologist"

The user may search for “doctor” and the CCMS would expand the search query to also include “Oncologist”’,

“Pediatrician”, and “Cardiologist”.

With search refinement, the CCMS shall analyze the taxonomy and indicate to the user that’ the
narrower terms that produce a more refined search.

EXAMPLE: A search for “doctor” returns a large number of results, the CCMS suggests to_the-user to sear
narrower term such as “Oncologist”, “Pediatrician”, or “Cardiologist” from the taxonomy.

Similar to search refinement, the CCMS shall analyze the query and suggest othér related searches ba
the taxonomy.

12.4.5.3 Fuzzy matching
With fuzzy matching, the CCMS shall recognize terms that are not ‘exact matches but similar enough

considered relevant. Fuzzy matching is especially important when users spell terms incorrectly
shortened versions of words. The degree of similarity of terms-is often measured by the Levenshtein dis

12.4.6 Versioning

The CCMS shall track version information for compgrents in the CCMS. The CCMS shall maintain a
history for each component that tracks changes made to the content or metadata of that component.

The CCMS shall also maintain a local version number for components that may be used to return infor
about the committed change. The CCMS¢shall retain the following information for each committed versiqg

e User who committed the change.té the component

e Time at which the change.was committed

The CCMS shall:

e return the content of a component at a version in the component's history;

o return the'content for a set of components at a specific time in version history;

e shqw the differences as insertions and deletions between the content of a component at two points
component's version history;

*7) restore a component's content and metadata to a specific point in the version history.
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12.4.7 Branch and merge

The CCMS shall allow the branching of a set of components. When branched, the CCMS shall create a clone
of the original (sometimes referred to as its ancestor) components that shall exist separately from the original
components. A clone reproduces the content, structure, and metadata of a component. Changes made to
branched components do not affect ancestor components. The CCMS shall maintain relationships between
the ancestor and original components so that an original component may be retrieved from a given ancestor
component. The CCMS shall offer the same functions on branches that are available on the original content.
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The CCMS shall allow a branch or a subset of a branch to be merged with its ancestor or a derivative of its
ancestor. The CCMS shall also allow changes to be merged from an ancestor into a branch or a derivative of
a branch. When merging, the changes in one component set shall be transferred to the other in both content
and structure. Merging can result in conflicts that require manual intervention. The CCMS shall provide a user
interface to resolve conflicts in merging.

Ideally, the CCMS shall provide a visual indication of conflicts/changes between files, both at the component
and publication level and allow them to be accepted or rejected to complete the merge process.

The CICMS shall report on the Tast time a branch or subset of a branch was merged and what content was
affectqd.

12.4.8| Release management

The GCMS shall allow concurrent working, future (or parallel), and past releases. Releases shall have the
followihg associated metadata:

e th¢ history of the given release, which shall contain a log of past or parallel releases{which are ancestors
ofthe current release;

e aname and target version number for the release.

A working release encompasses the unbranched content that is targeted for the next release of the publication.
A working release may have a past release but it may not be a brapnch-of a release. A past release is an
archive of the publication and its components at the point in time whenthat publication was released.

As an frchive, a past release is frozen, and as such the CCMS shall prevent changes to components in a past
releasg. The CCMS shall instead allow a past release to be branched and modified and then merged or again
releasgd. A future or parallel release is a branch of a past,orworking release. The CCMS shall allow work on
parallgl releases concurrently with the working release or ‘ether releases.

12.5 Graphics and multimedia management

The ofganization shall specify how graphics-and other media types shall be managed in the CCMS, in
accordance with the capabilities of the CCMS. Graphics and other media types shall be maintained with the
versioh control functions of the CCMS.

The CICMS shall store digital images, including graphics and other media types. Appropriate graphic formats
that are widely used and are reCoghized industry standards, such as JPG, GIF, BMP, PNG, SVG, and others,
shoulq be supported.

The CCMS shall allow_metadata to be applied to graphics and other media types to aid in search and retrieval.
See Clause 12.1.3 formore details on metadata. The CCMS may use metadata embedded in digital assets to
populgte metadata-fields.

After the text™has been translated into target languages, the CCMS shall allow parallel, linked storage of the
translgted<versions of the graphics files so that changes to the source language versions will initiate the re-
translgtien of the target language version of the graphics.

The CCMS should store video and sound files in commonly used formats, such as WMV, SWF, MPEG, QTFF
(.mov), WAV, MP3 and MP4.

Image formats with extractable text may be managed as part of translation packages provided by the CCMS.

EXAMPLE Text within SVG graphics files may be extracted and packaged for translation. SVG is an open standard
created and developed by the World Wide Web Consortium.
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12.6 Component Content Management System administration
CCMS administration includes the following activities:

e CCMS user administration

e Security and auditing

o Security provisions

12.6.1 Component Content Management System user administration

The CCMS shall allow for the creation, change, and deletion of a user and the users associated properties. A

CCMS user is a person who participates in the creation, editing, and distribution of content.
The CCMS should:

e have a programming model and interface that is flexible enough that features can be turned on and
displayed and hidden) to provide a user experience tailored to the access\level of the user;

e have a CCMS structure that is flexible enough to allow or deny access to components individually
type;

e allow for the definition of access levels such that access to CCMS functions and components ¢
granted or denied to each access level;

e allow users to be assigned to or removed from access'levels.

12.6.2 Security and auditing

Because some vulnerabilities allow unauthorized persons to run malicious code and thus take over the s
or obtain access to private or proprietary-information, the CCMS owner shall take precautions to prots

off (or

or by

an be

ystem
pct the

content and the users and to help preventthe system from becoming a host of malicious code or other attacks.

The CCMS shall provide levels of user authentication using methods such as password or biometric, ar
use two or even more methods. [fpassword or other information is stored for use in authentication, it s
encrypted or cryptographically:hashed or otherwise obfuscated.

The CCMS should log thejdates and users involved in the following activities:

e User Login and-Logout

o User Create, Change, and Delete events

¢ FileCreate, Change, and Delete events

Additionally, the CCMS should sort or filter on date, user, and event type and report the filtered and

d may
nall be

sorted

fesults.

As with IT systems, CCMS security encompasses human access as well as machine-to-machine interfaces,
including allowing remote control and monitoring. CCMs hardware and software are subject to security

vulnerabilities. Additional security issues can be created through the way the live environment is configu

12.6.3 Security provisions

The CCMS shall apply the following security provisions:
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e provide a method to authorize users and securely manage associated sessions. If the system stores

se
se

nsitive user information, such as passwords, they should be encrypted. Encryption should be used to
cure transmitted user data;

e prevent users from elevating their privileges without re-authenticating;

e not transmit sensitive data in order to assist a user retrieving a lost or forgotten password or other
personal information that may be used to compromise the security of the users account;
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pvideencryptiomforsensitive data that may beexchanged-betweernremote ctients;

pvide sufficient and safe logging for unusual conditions, monitoring and alerting facilities to allow audit;
force the roles, permissions and responsibilities of users as they apply to the CCMS;

bvent third party applications, such as Web browsers and authoring tools used to intefface with the
CMS, which may have their own security vulnerabilities, from granting access or privileges that may

mpromise the security of the CCMS.

Controls as defined in ISO/IEC 27001:2013 should be used as guidance or normative requirements. The
C 27000 series standards detail techniques for information security management.

ty designations or characteristics should be included when content is-diSplayed or printed. The exact
g will vary in different organizations, and may have legal implications (which will vary by country).
| security banners include the following:

Z Corp. Confidential

ernal Use Only

blic Information

without appropriate security designations may-be implicitly public information (even though protected

yright) or lacking in essential legal protectiens, depending on the legal jurisdictions from which they may
essible. The security designation will_not-assure automated enforcement of the security designation.

Declaration of security designation should (hot be considered sufficient to provide security control. CCMS

design
contro

A qua

should include evaluation of passwards, encryption, and other techniques to provide additional security
S.

ified person associated with.the CCMS owner should assess the adequacy of the security indicators

and security protection for the 'system. Reviews should be at regularly scheduled intervals, as a result of a

review
the C(
Revie
modifi

12.7

CCMS

-triggering event (e.g.;.system modification, change in ownership). A qualified person associated with
MS owner should-assess the adequacy of the security indicators and security protection for the system.
vs should be at~regularly scheduled intervals, as a result of a review-triggering event (e.g., system
cation, changélin‘ownership).

Content.authoring

¢an include authoring functionality as follows:

38

General authoring
Native authoring
Authoring Integration

Acquisition
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12.7.1 General authoring

The CCMS shall provide a way to move content into the CCMS. Authoring is the process of creating new
content. Acquisition is the process of moving existing content into the CCMS. CCMSs may provide native
authoring functionality or integration with an external authoring interface. CCMSs may provide acquisition
functionality.

12.7.2 Native authoring

If the CCMS provides an authoring interface, that interface shall:
o allow for the definition of content types;
e provide an interface for authoring components of the types that have been defined;

e guide or constrain the author, based on the definition of the information within @and ‘metadata around the
content type being authored.

The CCMS shall describe the structure of the content type being authored and allow:

e creation of metadata elements to be applied to content types;

e addition of metadata elements individually to content types;

o display metadata elements during the authoring process;

e storage and retrieval of content objects between the ‘authoring interface and the CCMS;
e deletion of components in the CCMS from the:authoring interface;

e creation of a content hierarchy into which components can be added and support compongent-to-
component links;

e creation of multi-paragraph text eléments.
The CCMS should validate and-enforce the structure to:

e allow the creation of independent metadata elements with controlled vocabularies that can be apglied to
one or more content.types;

e apply metadatathrough drop down lists and other methods to consistently apply controlled vocabulgries;

e support.a variety of component organizational structures to be applied to components from the authoring
interface;

o allow the creation of rich text elements that include block and inline semantic tagging (preferred) or [format
tagging (less preferred).

12.7.3 Authoring integration

Integration with an external authoring environment may be direct, where the CCMS projects its user interface
into the external environment, or indirect, where the CCMS consumes the independently created output of an
external environment. Indirect integration is considered acquisition as discussed in the following section. If a
direct authoring integration CCMS is provided, the integration shall allow the author to:

o specify the target content type into which an externally authored component is to be stored;

e add additional metadata to the component created that is not supported by the external interface;
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e guide or constrain the author based on the definition of the information within the content type being
created;

o store, retrieve, and delete components between the external environment and the CCMS.

12.7.4 Acquisition

Acquisition is defined as adding existing content from an external source into the CCMS. The CCMS may
include_acquisition flmr"rinnalify If acquisition is included the CCMS shall:

e parse input into a single component, mapping the parts of the input to elements of the content type;

e log input parts that cannot be segmented or parsed and distinguish between mandatory and. optional
eléments in the target content type;

¢ vadlidate the components that are created;

e trgck the file name or query that constitutes the input content, the date and time_of\the acquisition event,
and the identifiers of the components that were created and rejected during the event;

o fillladditional metadata (not present in the input) with default values.
If acquisition is included, the CCMS should allow:

e input content to be targeted to content types in the CCMS (er)put in the CCMS as non-categorized
components);

e a gingle input to be segmented into multiple components;
e th¢ specification, detection, and logging of useful exceptions during the acquisition event;
e monitoring, review, and configuration of acquisition events;

e an administrator to specify rules for how(to fill additional metadata based on values that are present in the
input.

12.8 Workflow
The GCMS workflow functjonality includes workflow creation (or definition), workflow specification, and

workflpw reporting. A workflow is a named sequence of states that components of a particular kind are
expecled to go through from their original creation to their eventual retirement (by archiving or deletion)

12.8.1| Workflow functionality

The CCMS shall allow:

e creation of a single workflow;

e creation of a status (or state) metadata field with a controlled list of values that can be applied to each
content object;

e administrators to apply the status field to content objects so that it is part of the metadata of each content
object;

e authors to see and change the value of the status field in a native authoring CCMS if implemented or in a
separate interface if native authoring is not supported;

e tracking the date and time for each status change;
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