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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotech

nical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through tech
committees established by the respective organization to deal with particular fields of tech

nical
nical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
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work.

The procedures used to develop this document and those intended for its further maintenanc
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
for the different types of ISO/IEC documents should be noted. This document\,was drafte

1 the

b are
eded
d in
bs or

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directiv
www.iec.ch/members_experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and thé Standards Coordin
Committees of the IEEE Standards Association (IEEE-SA) Standards Beard. The IEEE develof
standards through a consensus development process, approved by the American National Stand
Institute, which brings together volunteers representing varied viewpoints and interests to achiey
final product. Volunteers are not necessarily members of the Institute and serve without compens3
While the IEEE administers the process and establishes rules to promote fairness in the conse
development process, the IEEE does not independently evaluate, test, or verify the accuracy of a
the information contained in its standards.

pting
s its
ards
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Attention is drawn to the possibility that some of the elements of this document may be the supject

of patent rights. ISO and IEC shall not be held résponsible for identifying any or all such p
rights. Details of any patent rights identified during the development of the document will be i
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or th|
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document-is information given for the convenience of users and doe
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific termsg
expressions related to conformity assessment, as well as information about ISO's adherend
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 24748:9 was prepared by Joint Technical Committee ISO/IEC JTC 1, Inform
technology, Subcommittee SC 7, Software and systems engineering, in cooperation with the System
Software Engineering Standards Committee of the IEEE Computer Society, under the Partner Stand
Development Organization cooperation agreement between ISO and IEEE.

Alist of-all parts in the ISO/IEC/IEEE 24748 series can be found on the ISO and IEC website.

Any~feedback or questions on this document should be directed to the user’s national stand

Atent
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and
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see

ntion
t and
ards

ards
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body. A complete listing of these bodies can be found at www.iso.org/members.html

v iec ch/national-committees
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Introduction

Many areas have adopted information-based prevention and control measures during an epidemic

and

have developed numerous epidemic prevention and control systems and software. Most of

the processes in the entire life cycle of the epidemic prevention and control systems are likely to be
completed in the event of an epidemic. Compared with the normal state, there can be special situations

such

as poor communication, caused by the need for personnel to maintain a safe distance, and limited

tran
deliv
toler
In th
proc
proc

How
prev
to th
depe

This

portatiomand-togistics—services—Theresuttcamrbe-insuffictent-infrastructureprotection;—short
ery cycles, frequent iterative upgrades, and special requirements such as accuracy, disaster
hnce, degradation capability, safety, user capacity and stress testing, and rapid demand capture:
e development process of epidemic prevention and control systems, the application of the life:cycle
psses specified in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 can effectively help guide the
bss management and application of epidemic prevention and control systems.

bver, for effective and efficient application of system and software life cycle processes on epidemic
bntion and control systems, additional application requirements are needed. Reqiirements specific
e use of the epidemic prevention and control systems that facilitate effeetivé implementation
nd on the nature and severity of the epidemic and are not detailed in this document.

document is consistent with life cycle processes of ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207

for application on epidemic prevention and control systems, to help ensuve the correct application of

stakd
requ

tholders’ requirements for epidemic prevention and control systems. This document includes the
ired outputs and associated attributes.

Vi
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Systems and software engineering — Life cycle
management —

Part 9:

Application of system and software life cycle processes in
epidemic prevention and control systems

1 Scope

This document provides requirements and guidance on the application, of ,system and softare
engineering processes to systems for epidemic prevention and control.

This document provides guidance that can be employed for adopting and applying system and softjware
life cycle processes within an organization or a project in an epidemic\€mergency. It includes syst¢m of
systems considerations in the context of epidemic emergency.

This document applies to acquisition, supply, development;, operation, maintenance, and disposal
(whether performed internally or externally to an organization) of system or system of systems jn an
epidemic emergency.

Many of the requirements and recommendations in.this document are also applicable to other systems
developed rapidly to respond to emergency conditions affecting the public.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this.document. For dated references, only the edition cited applieq. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC/IEEE 12207:2017, Systems and software engineering — Software life cycle processes
ISO/IEC/IEEE 15288:2028, Systems and software engineering — System life cycle processes

ISO/IEC/IEEE 15289; Systems and software engineering — Content of life-cycle information {tems
(documentation)

3 Ternis, definitions, and abbreviated terms

3.1>>Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO, IEC, and IEEE maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

— IEEE Standards Dictionary Online: available at: https://dictionary.ieee.org

NOTE For additional terms and definitions in the field of systems and software engineering, see
ISO/IEC/IEEE 24765, which is published periodically as a “snapshot” of the SEVOCAB (Systems and software
Engineering Vocabulary) database, and which is publicly accessible at www.computer.org/sevocab.

© ISO/IEC 2023 - All rights reserved 1
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3.1.1

constituent system

CS

independent system (3.1.3) that forms part of a system of systems (SoS) (3.1.5)

Note 1 to entry: Constituent systems can be part of one or more SoS. Each constituent system is a useful system
by itself, having its own development, management, utilization, goals, and resources, but interacts within the SoS
to provide the unique capability of the SoS.

[SOURCE: ISO/IEC/IEEE 21839:2019, 3.1.1, modified — The abbreviated term "CS" has been added.]

3.1.
emefgency
seriqus, unexpected, and often dangerous situation requiring immediate action

3.1.
system

arrapgement of parts or elements that together exhibit a stated behaviour or/iméaning that the
indiyidual constituents do not

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.47]

3.1.
system-of-interest
Sol

system (3.1.3) whose life cycle is under consideration

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.49]

systems (3.1.3) and system elements that igtéract to provide a unique capability that none of the
constituent systems (3.1.1) can accomplish on its.own

Note|l to entry: System elements can be ne¢essary to facilitate interaction of the constituent systems in the
systejm of systems.

[SOURCE: ISO/IEC/IEEE 21839:2019, 3.1.4]

3.2 | Abbreviated terms

API application program interface

CWHS contract work breakdown structure

DT&E developmental test and evaluation

ESOH environment, safety, and occupational health
EVM earned vatue management

FMECA failure mode, effects, and criticality analysis
IMP integrated main plan

IMS integrated main schedule

IVS intelligent vision systems

OpsCon operational concept

2 © ISO/IEC 2023 - All rights reserved
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PSA product support analysis

QA quality assurance

QPS queries per second

RT response time

SEMP systemsengineering matagermentptan
SEP systems engineering plan

SIP system integration plan

TPS transactions per second

4 Conformance

4.1 Intended usage
ISO/IEC/IEEE 15288:2023, 4.1 or ISO/IEC/IEEE 12207:2017, 4.1 siall'apply.

4.2 Full conformance

4.2.1 Full conformance to outcomes

ISO/IEC/IEEE 15288:2023, 4.2.1 or ISO/IEC/IEEE 12207:2017, 4.2.1 shall apply with addit
outcomes specified in Clause 6.

4.2.2 Full conformance to tasks

ISO/IEC/IEEE 15288:2023, 4.2.2 or.ISO/IEC/IEEE 12207:2017, 4.2.2 shall apply with additional {
specified in Clause 6.

4.3 Tailored conformance

ISO/IEC/IEEE 15288:2028; 4.3 or ISO/IEC/IEEE 12207:2017, 4.3 shall apply.

ional

asks

In the case of an €pidemic, due to the rapid and serious development of the epidemic, the epidemic

prevention and-¢ontrol system project should adopt a tailoring process.

5 Key.concepts and application

5.1.>General

ISO/IEC/IEEE 15288:2023, 5.1 or ISO/IEC/IEEE 12207:2017, 5.1 shall apply with the following add

tion:

For epidemic prevention and control systems, more attention should be paid to the system and process

characteristics in the context of an epidemic.

If the epidemic prevention and control system has many constituent systems (CS) and is complex
enough to be regarded as a system of systems (SoS) or more than one SoS, then SoS considerations

described in ISO/IEC/IEEE 21840 should be taken into account for system life cycle processes.

© ISO/IEC 2023 - All rights reserved
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5.2 System concepts

5.2.1 System

This document refers specifically to systems that are developed, adapted, or deployed during epidemic
emergencies, such as pandemics. The systems considered in this document are epidemic prevention and
control physical systems, created and utilized to provide products or services in epidemic environments
for the prevention and control of epidemics. Annex A includes examples of typical epidemic prevention
and gontrol systems. These systems can include the following system elements: hardware, software;
datal humans, processes (e.g. processes for providing service to users), procedures (e.g. operator
instrfuctions), facilities, services, materials and naturally occurring entities. As viewed by the diser,
they|are thought of as products or services. The systems can be considered as SoS. Clause 6 ekxplains
the gpecific tasks in processes, covering their development, augmentation, implementation, and other
stages.

5.2.2 Characteristics of systems for epidemic emergency

5.2.2.1 Joint missions

To bfing additional resources to system development, to meet the needs\of multiple stakeholders,
and [to improve interoperability and information sharing, multiple ;,oerganizations often engage in
joint|missions during an epidemic emergency. Joint missions can perform system conceptualization,
development, implementation, and operation. The goal of joint niissions is to share knowledge on
epid¢mic response and preparedness measures implemented jifidnfected regions or countries and to
genefate recommendations for adjusting epidemic containment and response measures. The system
archjtecture and requirements for components such as database, data sharing, information exchange,
systgm docking using API for external calls, and programniing languages should be considered in this
context.

EXAMPLE The systems can allow multiple hospitals to share their patient condition status and remaining
accefjtable capabilities for patients' infectious disedse data, used to determine hospital vehicles and patients
requiring appropriate care.

5.2.4.2 Infrastructure protection

Infrdstructure and facilities are the essential basis for system operation, especially in the context of
an epidemic emergency. However,'due to the need for epidemic containment, people can suffer social
activlity limitations and constraints. Thus, transportation and logistics of the supply chain do not work
nornpally, which results ininsufficient facilities supply and inadequate infrastructure protection. In this
casefthe availability and‘reliable performance related to the epidemic prevention and control system
can he greatly affected:»An emergency mechanism and solution should be clarified and established.

5.2.2.3 Strengthéned data analysis and visualization functions

Systems and-mtethods for visualization of data analysis are valuable to support rapid decision-making
basefl on evidence. In data analysis, generation of descriptive statistics, exploratory data analysis, and
confirmatory data analysis methods are utilized. A method comprises accessing a database, analysing

the databasetodentify clusters of data, amd genmerating amr imteractive visuatizatiorn, wiich s used for
better risk assessment and decision-making.

In the context of an epidemic emergency, the data analysis of the epidemic prevention and control
system and visualization methods should be strengthened, to better present the comprehensive and
different dimensions of the epidemic, support epidemic prevention, and control decision-making.

NOTE The D7-R4 method can be applied in case of IVS related processes. D7-R4 stands for a software
development life cycle model with seven stages (i.e. discover, dig, describe, design, develop, demonstrate, and
deploy) and reviews from four different perspectives (i.e. quality, user/agent experience, ethics, and security).

4 © ISO/IEC 2023 - All rights reserved
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5.2.2.4 Adequate performance efficiency consideration

For an epidemic prevention and control system, performance efficiency requirements should be
considered. Some scenarios can require real-time response. For example, consistent with data privacy
regulations, health QR code applications can be used to start an application; biometric recognition
such as facial recognition can be used for user authentication for the doctors; infrared temperature
measurement can be used for the clients. For load-balancing in an epidemic emergency, a capacity
planning process is developed, in which the full-scale stress test is key to ensuring smooth operations.

Theprocessstage includes pre-systent macttine capacity estimation, futt-scate stresstesting, anmd traffic
control. During the tests, consideration of the parameters should be taken, for instance, TPS;QPp, RT
and the number of concurrent users.

NOTE Performance efficiency can be identified as a quality characteristic, including time efficiency and
resource efficiency, which are prescribed in ISO/IEC 25010.

5.2.2.5 System resilience capabilities

The system should be capable of working in an unstable environment during an epidemic emergenty. In
this case, a system resilience plan should be considered in the concept stage: The system should achieve
the following capabilities for system resilience.

— In case that internet is not available, the communication_should work through other available
systems or even through manual ways.

— Key information should be displayed as a priority duringpoor internet connection.

— Data should be transmitted by other protocols, e.g/Bluetooth.

5.2.2.6 Disaster recovery capacity

Along with a disaster recovery system, preventive measures should be implemented to avoid ¢risis
situations that have the potential to cause’irreparable damage and close down operations indefinfitely.
Disaster recovery is normally achieved-through procedures that backup and restore data, systems, and
applications from different locations.

During an epidemic emergency;the systems should be able to function in a decentralized mapner,
without one central owner. Instead, they use multiple central owners, each of which usually stofes a
copy of the resources whjch users can access. For instance, a local health QR code is capable of accefsing
service by decentralized'systems.

5.2.2.7 Balancingtrade-offs between privacy protection or security and information
transparency,

Epidemicshliave created opportunities for greater transparency through the proactive releage of
informatjen which can help the containment of disease. However, release of information is contradi¢tory
to and\mposes risk to the public's data privacy and security.

Forf{protecting data privacy, back deduction by algorithm to personal identification and encryption
Keys is not allowed. In practice, the real-time infected data should not be provided to the general ptiblic.

Data security refers to the process of protecting data from unauthorized access and data corruption
throughout the system life cycle. Data security includes data encryption, hashing, tokenization, and
key management practices that protect data across all applications and platforms. During an epidemic
emergency, sensitive information, for instance personal information, motion trajectory, or close contact,
should be handled properly with a firewall security module and multi-level permissions for developers.

5.2.2.8 Data correctness

In an emergency there can be a trade-off between timeliness of data collection and correctness
(accuracy) of data. For example, infected persons may be requested to give data about private activities

© ISO/IEC 2023 - All rights reserved 5
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during the past several days, including health status parameters, living place, and visited locations.
Correct personal detailed data is useful to find the possible route of infection spread. In some cases,
it possibly accelerates emergent prevention actions during an infection, increasing the probability of
identifying infected people including pseudo infection. However, over time more correct information
should be obtained or verified, enabling users to distinguish between actual infections, non-
symptomatic carriers, and increases in severity of cases.

Eventually, the verification of individual infection is based on medical evidence. When the infection
datar . . ) .

be given to the accuracy and interpretation of predicted data from machine learning systems.

Compared with the value of real-time information transmission, the accuracy of information is_mere
impqrtant.

NOTH Data correctness is related to data quality characteristics which are prescribed in ISO/JEC25012.

5.2.2.9 Reduced misalignment of incentives

igned incentives refer to situations where the conflicting incentives of the'stakeholder, developer
or pfactitioner involved in life cycle processes hamper achievement of a common intended goal of a
syst¢m. Putting specific interests ahead of common system interests can tutuvplanned cooperation into
oppdsition and produce poor outcomes, including the failure of epidemic prevention and control. Two of

the most common types of misaligned incentives are those in which either a system element’s interests
are traded off against the system’s interests, or long-term interests\are traded off against short-term
interests.

5.2. System structure

ISO/]EC/IEEE 15288:2023, 5.2.2 or ISO/IEC/IEEE 12207:2017, 5.2.2 shall apply with the following
addition:

The ¢pidemic prevention and control physical sy$tem is a complex Sol or SoS, a system element of which

can itself be considered as a system, which can comprise the natural system, the governance system,
the Health system, the logistic system, and the human ecosystem, respectively. Figure 1 illustrates the
strugture of an epidemic decision systenr information model, which can be either an Sol or an SoS.
L\
Epidemic decision system information model <
)\
Model & reommendations «‘g
£
Measurements’)  Health support Health policy §
instructions Governance instructions 2
— QO
system =
Feedback
Health supplies
Logistic g
s § | Recovery data Health system
system Products & 3| S
services T g S
LY
Infection data
H
Natural Workforce Human ecosystem <
resources i
Coronavirus Mortality
Coronavirus data

Natural environment

Figure 1 — Structure of epidemic decision system information model
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5.2.4 Interfacing, enabling, and interoperating systems

ISO/IEC/IEEE 15288:2023, 5.2.3 shall apply.

5.2.5 Concepts related to the system solution context

ISO/IEC/IEEE 15288:2023, 5.2.4 shall apply.

5.2.6 Productline engineering (PLE)
ISO/IEC/IEEE 15288:2023, 5.2.5 shall apply.

5.3 Organization and project concepts

5.3.1 Organizations

ISO/IEC/IEEE 15288:2023, 5.3.1 or ISO/IEC/IEEE 12207:2017, 5.3.1 shall apply:

5.3.2 Organization and project-level adoption

ISO/IEC/IEEE 15288:2023, 5.3.2 or ISO/IEC/IEEE 12207:2017, 5,32 5hall apply.

5.3.3 Organization and collaborative activities

ISO/IEC/IEEE 15288:2023, 5.3.3 shall apply.
5.4 Life cycle concepts

5.4.1 System life cycle model
ISO/IEC/IEEE 15288:2023, 5.5.1 or ISOAEC/IEEE 12207:2017, 5.4.2 shall apply.

5.4.2 System life cycle stages

ISO/IEC/IEEE 15288:2023, 5.5:2 or ISO/IEC/IEEE 12207:2017, 5.4.1 shall apply. Figure 2 illustrate
interrelationship of the life cycle processes described in this document.
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5.5 Process concepts

5.5.1 Criteria for processes

ISO/IEC/IEEE 15288:2023, 5.6.1 or ISO/IEC/IEEE 12207:2017, 5.5.1 shall apply.

5.5.2 Description of processes

ISO/IEC/IEEE 15288:2023, 5.6.2 or ISO/IEC/IEEE 12207:2017, 5.5.2 shall apply with the foHo
addition:

For the application of the epidemic prevention and control systems, each process includes soft
engineering outputs with attributes. The output shall meet the requirements of ISO/IEG/IEEE 152

5.5.3 General characteristics of processes

ISO/IEC/IEEE 15288:2023, 5.6.3 or ISO/IEC/IEEE 12207:2017, 5.5.3 shall apply.
5.5.4 Characteristics of life cycle processes for epidemic emergency systems

5.5.4.1 Active knowledge management

System developmentis a knowledge-intensive activity and itssiiccess depends heavily on the develo
knowledge and experience. Especially during an epidemi¢’emergency, inter-disciplinary knowled
valuable, including system and software, health and medical care, and emergency management.

5.5.4.2 Rapid requirements capture and develepment cycles

Epidemic changes are usually unpredictable and relatively rapid, which leads to corresponding ch4
and adjustments in the requirements andidefinitions of epidemic prevention and control syst
Therefore, rapidly changing requirementsare repeatedly captured and modified; and short develop
cycles are utilized. System development teams attempt to deliver new and modified capabilities
short timeframe. The short development cycle should follow the guidelines in this document to 3
or minimize system defects and.gaps. This kind of situation is challenging for a supplier or sy
development teams who want.to keep up with a fast-paced, ever-changing epidemic emergency.

5.5.4.3 Accelerated system/software development speed

This document aintsyto deliver guidance for fast system/software construction in quick response
epidemic emergéncy. System development should be accelerated to achieve fast and responsive re;
Optimization @fithe processes can use advanced methodologies such as agile development. It supj
fast, iterative system/software development that allows developers to fine-tune features in respon
feedbacks;

Thewnew features require careful design, tested development, and thorough testing. The import
of meeting the deadline compromises each process and can result in an extremely fragile applic3
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Thus, the centralized leadership team has to find strategies to maintain the balance between spee(|1 and

quality. I'hose strategies can include m-process control and 1n-use improvement.

5.5.4.4 Rapid iteration

Iterative development is a way of breaking down the system development of a large application into
smaller chunks. In iterative development, feature code is designed, developed, and tested in repeated
cycles. For each iteration, additional features can be designed, developed, and tested until there is a
fully functional system application ready to be in deployment phase. In the context of an epidemic
emergency, the rapid change of the epidemic situation and the consequent demand can require frequent

iteration of the emergency prevention and control system. The purpose of working iteratively
allow more flexibility for changes in response to an epidemic emergency.
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5.6 Processes in this document

5.6.1 General
ISO/IEC/IEEE 15288:2023, 5.7.1 or ISO/IEC/IEEE 12207:2017, 5.6.1 shall apply.

5.6.2 Agreement processes

150/[EC/IEEE 15288:2023, 5.7.2 or ISO/IEC/IEEE 12207:2017, 5.6.2 shall apply.

5.6.3 Organizational project-enabling processes

ISO/]EC/IEEE 15288:2023, 5.7.3 or ISO/IEC/IEEE 12207:2017, 5.6.3 shall apply.

5.6.4 Technical management processes

1SO/|EC/IEEE 15288:2023, 5.7.4 or ISO/IEC/IEEE 12207:2017, 5.6.4 shall apply.

5.6.§ Technical processes

ISO/]EC/IEEE 15288:2023, 5.7.5 or ISO/IEC/IEEE 12207:2017, 5.6.5 shall apply.
5.7 | System-of-interest concepts

5.7.1 General

The perception and definition of a particular system, its'architecture, and its elements depend on a
stak¢holder’s interests and responsibilities. One stakeholder’s system-of-interest can be viewed as a
syst¢m element in another stakeholder’s system-of-interest. Furthermore, a system-of-interest can be
viewgd as being part of the environment for another stakeholder’s system-of-interest.

The following are key points regarding the chiaracteristics of systems-of-interest.
— Defined boundaries encapsulate meaningful needs and practical solutions.

— There is a hierarchical or other'relationship between system elements.

— An entity at any level in thie $ystem-of-interest can be viewed as a system.

— A system comprises anjintegrated, defined set of subordinate system elements.

— Humans can be viewed as both users external to a system and as system elements (i.e. operators)
Yithin a system.,

— A systemredn be viewed in isolation as an entity, i.e. as a product or as a collection of functions
apable-of'interacting with its surrounding environment, i.e. a set of services.

The Pol concept in this document mainly refers to systems in the context of an epidemic emergency

TOTTCOOTo;

with enabling systems and other systems in the operational environment. Alternatively, hardware
or services hosting the system and handling communications with other systems can be viewed as
enabling systems or external systems in the operating environment.

5.7.2 Relationships between software and system

This document applies to epidemic prevention and control systems for which software is of primary
importance to the stakeholders, since information-based measures can effectively and efficiently help
contain infectious diseases. It is based upon the general principles of systems engineering and software
engineering. However, it is a fundamental premise of this document that software always exists in the
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context of a system. Since software does not operate without hardware, the processor upon which the
software is executed can be considered as part of the system, or as an enabler of the software system.

Although software plays an essential role in the epidemic prevention and control aspect, epidemic
prevention and control is a quite complex issue since it not only involves relevant hardware, humans,
and facilities, but also directly relates to the social effect, economic effect, and other existing systems.
From this point of view, the socio-technical system is the Sol, rather than only the software.

5.8 System of systems concepts

5.8.1 General

When the epidemic prevention and control system is complex enough and contains,a'set of CS, none
of which can accomplish the goal of epidemic containment, for example, cross-region“or cross-country
systems, the Sol can be an SoS or multiple SoS.

An SoS is a set of systems and system elements that interact to providé,a“unique capability|that
none of the CS can accomplish on its own, something of great importance/in an epidemic emergpncy.
Each component system has its own management, objectives, and resources; and these systemg are
coordinated in the SoS to achieve the SoS objectives. The SoS is .¢@mposed of the original Sol, the
enabling system and the integrated system of interaction system.

An essential characteristic is that CS within the SoS are operationally independent. That is, the C$ can
(and do) operate independently to fulfil purposes on their pwin, separate from the SoS. While CS operate
independently from each other for their own purposes,sthey also operate interdependently with|each
other and other elements to produce the SoS outputs. €S are never totally independent, yet they arg also
never totally subservient to the SoS.

Managerial independence suggests that the CS@re likely to be managed by various health and ¢ther
organizations that retain some degree of independence, even though they are interdependent yhile
participating in an emergency response. The*implication is that these organizations can have goal$ and
objectives for the CS that differ from those of the SoS. If so, there is likely some degree of independence
and interdependence of governance, @s well as some degree of independence and interdependenice of
management.

5.8.2 Differences between'systems and SoS

ISO/IEC/IEEE 15288:2023;'5.4.1 shall apply.

5.8.3 Managerialiand operational independence

ISO/IEC/IEEE5288:2023, 5.4.2 shall apply.

5.8.4 _ Taxonomy of SoS
ISQ/IEC/IEEE 15288:2023, 5.4.3 shall apply.

585 SoS considerations in life t‘yt‘ln stages of a cycfnm
c aerat C g &

ISO/IEC/IEEE 15288:2023, 5.4.4 shall apply.

5.8.6 Epidemic prevention and control system as an SoS

Throughout this document, the relevant pieces of the Sol can be called subsystems, elements, or
components. However, in the context of an epidemic prevention and control system in public health
emergency, these elements can be existing systems, forming an SoS where the relevant pieces of the
system-of-interest are, by definition, systems themselves.
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When the epidemic prevention and control system includes software systems, hardware systems,
personnel, facilities, communication systems, service systems, and management systems, and each
system is managerially and operationally independent, and has interaction with others, then it can be
considered as an SoS. In order to meet the goal of epidemic prevention and control, the SoS should offer
quick response time, accelerated project development speed, and high efficiency. In this case, a directed
SoS can be a good option.

NOTE A directed SoS is centrally controlled. Forming a directed SoS during an epidemic emergency can
involpe—a—ehange—of—control-for-—the—eonstittentsystems—More—information—fer—directed—SoS—eanbe—found—in
ISO/IEC/IEEE 21841.

5.9 | Process application

5.9.1 Overview
ISO/]EC/IEEE 15288:2023, 5.7 or ISO/IEC/IEEE 12207:2017, 5.7 shall apply with the following addition:

The functions of processes are defined in terms of specific purposes, outcomes and the set of activities
and fasks that constitute the process.

The Jterative use of those processes is important for the progressive refinnement of process outputs,
for ekample, the interaction between successive verification actions and\integration actions during an
epid¢mic emergency can incrementally build confidence. The recursive-use of processes, for example,
the repeated application of the same process or set of processes applied to successive levels of system
elemgnts in a system structure, can add value to successive systéms.

The ¢hanging nature of the influences on the system, in this ¢ase under epidemic emergency, requires
continual review of the selection and timing of process use. Process use in the life cycle can be dynamic,
resppnding to the many external influences on the system, such as an epidemic emergency. The life
cyclg approach also allows for incorporating the chahges in the next stage. The life cycle stages assist
the planning, execution, and management of life‘cycle processes. In the face of this complexity, the
life dycle model provides comprehensible and r&€ognizable high-level purpose and structure. The set
of prjocesses within a life cycle process group is applied with the common goal of satisfying the exit
critefia for a stage or the entry criteria of the formal progress reviews within that stage.

The [technical management processes, organizational project enabling processes and technical
procgsses interoperate with each other. The purpose, outcomes and set of activities and tasks should be
spec|fic to the epidemic emergency. The organizational project enabling processes enable the input of
concept and system definitions.of technical processes. Performance of the processes focused on concept
and gystem definition requires input from processes that focus on system realization, deployment, and
use. |All this should be accomplished across the life cycle. Figure 2 illustrates the interrelationships
amoxg these processes:

EXANPLE1 During/an epidemic emergency, the inter-operative engineering processes facilitate the ability of
systejms, personifiel,’and equipment to provide and receive bio-medical related functionality, data, information
and gervices. to)and from other systems, personnel, and equipment of both public and private agencies,
depaftments;and other organizations, in a manner enabling them to operate effectively and securely together.

EXA
Opini Va a a oS- V C pSs—¢ 0 at va et
based on a transparent, ethical framework, incorporating clinical and equitable norms. The distribution approach
combines ethical principles for stewardship of scarce resources with equitable access with prioritization for those
most in need. The effective communication approach builds on the successful communication and engagement
programme delivered throughout the epidemic. Communication efforts have a particular focus on maximizing
the public’s understanding of the vaccines, including oversight in real world use. The aim is to connect with
underserved, hard to reach, vulnerable, and vaccine-hesitant populations, as well as to pursue focused outreach
approaches to communities at highest risk. The process of system development is agile and iterative in order to
adapt to new knowledge regarding the ability of vaccines to reduce illness and infection, and circumstances as
they arise.

PLE2  Foravaccination system, a thorough assessment of clinical data is carried out to reach a scientific

wWire a cana—c d DT TIO
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Detailed descriptions of life cycle stages in the context of the specific epidemic scenario may also be
created in order to minimize stakeholder’ risks by establishing the link between the stage and the
specific process. Descriptions of stages during epidemic emergencies may include epidemic awareness,
risk characterization, epidemiological investigation, surveillance and epidemiological monitoring,

laboratory analysis, and management of medical countermeasures, supplies, equipment,
information management systems.

and

The stage of epidemic awareness may enable the relevant life cycle process to be capable of identifying

+1 ; 1 h P B | + il — 1 EE— — 1 + 1l :
LIdl d HICAIUT LT EdU WILIT IIdU01IdD O HILCT IIAdLIUIIdT PDOULCTILIAT T1d S dT'TSCILL

The stage of risk characterization may enable the relevant life cycle process to be capable of identi
the pathogen and its epidemiological characteristics, such as reservoir and potential sources; mod

ying
es of

transmission, risk groups, level and duration of infectiousness, virulence, generation time,and available

control strategies.

The stage of epidemiological investigation may enable the relevant life cycle process to be capal
developing case definitions, conducting outbreak investigations and case control studies to validat
analyse case reports, identifying pathogens and sources of exposure, and aidixig in risk characterizz

The stage of surveillance and epidemiological monitoring may enabl€ the relevant life cycle pr
to be capable of identifying outbreaks, characterizing affected population groups, monitoring dig
trends, and evaluating the impact of control strategies.

The stage of laboratory analysis may enable the relevant life‘cycle process to be capable of identi

le of
b and
tion.

cess
ease

'ying

pathogens, monitoring antimicrobial resistance, and handling large numbers of samples submlitted

for diagnostic purposes. The stage management of medical countermeasures, supplies, equip
may enable the relevant life cycle process to be capable of procuring, distributing, and manj
countermeasures, supplies and equipment, includingpersonal protective equipment.

The stage of information management system. ®ay enable the relevant life cycle process to dev
maintain, and govern information flows that support management, operations, planning, logi
finance, and administration.

5.9.2 Process iteration, recursion, and concurrency

ISO/IEC/IEEE 15288:2023, 5.8.2:§Hall apply.

5.9.3 Process views

ISO/IEC/IEEE 1528842023, 5.8.3 shall apply.

5.10 Conceptand system definition

ISO/IEC/IEEE 15288:2023, 5.9 shall apply.

5.11-ASsurance and quality characteristics

{SO/IEC/IEEE 15288:2023, 5.10 shall apply.

ment
1ging

elop,
stics,

5.12 Process reference model

ISO/IEC/IEEE 15288:2023, 5.11 or ISO/IEC/IEEE 12207:2017, 5.8 shall apply.
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6 System life cycle processes
6.1 Agreement processes
6.1.1 Acquisition process

6.1.1.1 Purpose

ISO/]EC/IEEE 15288:2023, 6.1.1.1 or ISO/IEC/IEEE 12207:2017, 6.1.1.1 shall apply.

6.1.1.2 Outcomes

ISO/]EC/IEEE 15288:2023, 6.1.1.2 or ISO/IEC/IEEE 12207:2017, 6.1.1.2 shall apply in accordance with
the acquirer-supplier agreement.

6.1.1.3 Activities and tasks

ISO/]EC/IEEE 15288:2023, 6.1.1.3 or ISO/IEC/IEEE 12207:2017, 6.1.1.3 shall apply.

6.1.1.4 Acquisition process outputs

One jor more of the following acquisition process outputs shall beXprovided in accordance with the
acqujrer-supplier agreement:

a) (¢ontract, including any special contract requirements; “the contract shall contain relevant
rovisions on how to deal with contract changes and partial realization of the contract caused by
iorce majeure in the epidemic; the agreement (contract) shall contain relevant provisions on how to

eal with the failure to deliver supply caused by for€e majeure in an epidemic emergency;

b) 4approved change proposals.

Due o the changing methods and timelineg~of epidemic prevention and control, the modification of
related contracts may be more frequent.

6.1.1 Supply process

6.1.2.1 Purpose
ISO/|EC/IEEE 15288:2023,6:1.2.1 or ISO/IEC/IEEE 12207:2017, 6.1.2.1 shall apply.

6.1.2.2 Outcomes

ISO/]EC/IEEE 15288:2023, 6.1.2.2 or ISO/IEC/IEEE 12207:2017, 6.1.2.2 shall apply in accordance with
the acquirer=supplier agreement.

6.1.2.3-. “Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.1.2.3 or ISO/IEC/IEEE 12207:2017, 6.1.2.3 shall apply.

6.1.2.4 Supply process outputs

One or more of the following supply process outputs shall be provided in accordance with the acquirer-
supplier agreement:

a) approved change proposals;

b) other deliverables in the list of contract requirements.

14 © ISO/IEC 2023 - All rights reserved
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6.2 Organizational project-enabling processes

6.2.1 Life cycle model management process

6.2.1.1 Purpose

ISO/IEC/IEEE 15288:2023, 6.2.1.1 or ISO/IEC/IEEE 12207:2017, 6.2.1.1 shall apply.

6.2.1.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.2.1.2 or ISO/IEC/IEEE 12207:2017, 6.2.1.2 shall apply in accordance [with

the acquirer-supplier agreement.

6.2.1.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.2.1.3 or ISO/IEC/IEEE 12207:2017, 6.2.1.3 shall apply.

6.2.1.4 Life cycle model management process outputs

The following life cycle model management process outputs shall-be-provided in accordance with the

acquirer-supplier agreement:

a) policies and procedures for life cycle models and processes;

b) life cycle models and process evaluation results;

c) life cycle model and process optimization plan and optimization situation.

NOTE The life cycle model management processds often expected to generate outputs that can enable:

6.2.2 Infrastructure management process

6.2.2.1 Purpese
ISO/IEC/IEEE 15288:2023, 6.2.2.1 or ISO/IEC/IEEE 12207:2017, 6.2.2.1 shall apply.

6,2:2:2 Outcomes

suppliers to perform periodical and iterative development and maintenance with trial operatiors for
evolutionary improvements or to resolvedssues in epidemic prevention and control;

developers to develop and release‘iteratively and periodically; to obtain and respond to quick feedbafck on
effectiveness of the system operation for epidemic prevention and control from system operators, mgdical
users, and general public users;

suppliers of existing systems or software to be interfaced or connected with the system to enter mainteance
and to provide requested functions for epidemic prevention and control.

ISO/IEC/IEEE 15288:2023, 6.2.2.2 or ISO/IEC/IEEE 12207:2017, 6.2.2.2 shall apply in accordancelwith

the acquirer-supplier agreement.

6.2.2.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.2.2.3 or ISO/IEC/IEEE 12207:2017, 6.2.2.3 shall apply with the following
addition:

— Add to activity a) "establish the infrastructure”, task 2):

In the case of an epidemic, due to restrictions on personnel, transportation, and logistics, an emergency
mechanism shall be established for the acquisition and provision of infrastructure resources required

© ISO/IEC 2023 - All rights reserved 15
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for the system life cycle, such as deployment in advance, purchase of additional spare parts, and opening
special logistics channels,

— Add the following tasks to activity b) "maintain the infrastructure":

1) When infrastructure maintenance personnel are unable to perform their duties normally due
to activity restrictions or health factors, supplement personnel. Give priority to supplementing
personnel who meet the requirements of infrastructure maintenance experience and skills. Train

2) [Establish contingency logistics plans, such as purchasing in advance or opening special logistics
hannels.

6.2.2.4 Infrastructure management process outputs

The following infrastructure outputs shall be provided:

a) Infrastructure elements are clearly identified;

b) Accessible infrastructure elements are developed or supplied.

NOTH Access to infrastructure is more difficult under epidemic preventionand control conditions, especially
when some infrastructure is damaged or expires.

6.2.3 Portfolio management process

6.2.3.1 Purpose
ISO/]EC/IEEE 15288:2023, 6.2.3.1 or ISO/IEC/IEEE 12207:2017, 6.2.3.1 shall apply.

6.2.3.2 Outcomes

ISO/]EC/IEEE 15288:2023, 6.2.3.2 or ISO/IEC/IEEE 12207:2017, 6.2.3.2 shall apply.

6.2.3.3 Activities and tasks

ISO/|EC/IEEE 15288:2023, 6.2.3:3or ISO/IEC/IEEE 12207:2017, 6.2.3.3 shall apply.

6.2.3.4 Portfolio management process outputs

The following portfoliovmranagement process outputs shall be provided in accordance with the acquirer-
suppllier agreement;:

a) Jproject definition and authorization certificate;
b) jprojeetevaluation.

NOT The portfolio management process is often expected to generate outputs that provide the following:

— portfolio evaluations that include the system and its life cycle process characteristics for epidemic prevention
and control, as identified in 5.2.2 and 5.5.4;

— information and reasons to determine whether the current projects, for epidemic prevention and control
are planned to be continued, prioritized, supplemented with the activation of additional support projects, or
terminated.
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6.2.4 Human resource management process

6.2.4.1 Purpose
ISO/IEC/IEEE 15288:2023, 6.2.4.1 or ISO/IEC/IEEE 12207:2017, 6.2.4.1 shall apply.

6.2.4.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.2.4.2 or ISO/IEC/IEEE 12207:2017, 6.2.4.2 shall apply in accordange
the acquirer-supplier agreement.

6.2.4.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.2.4.3 or ISO/IEC/IEEE 12207:2017, 6.2.4.3 shall apply’'with the follo
addition:

— Add the following note to activity a) "identify skills", tasks 1) and 2):

NOTE In the case of an epidemic, the system life cycle process involvesscross-professionals from mu
industries and professional fields, such as health care, disease control, and eémergency management.

— Add to activity c) "acquire and provide skills":

For the prevention and control requirements in the case of an‘epidemic, time-bound requirement

with

wing

ltiple

b and

mechanisms shall be used to acquire and deploy skilled p€rsonnel, such as health care, disease control,

and emergency management professionals.

6.2.4.4 Human resource management process-outputs

The following human resource management process outputs shall be provided in accordance wit
acquirer-supplier agreement:

a) list of required sKills;
b) list of skilled personnel;

c) skills management planj_including skills development, training, strengthening, and dyn
acquisition;

d) staff management plan, including dynamic staffing levels, and staff allocation.
6.2.5 Quality management process

6.2.5.1 ~Purpose
ISO/IEC/IEEE 15288:2023, 6.2.5.1 or ISO/IEC/IEEE 12207:2017, 6.2.5.1 shall apply.

6.2.5.2 Outcomes

h the

amic

ISO/IEC/IEEE 15288:2023, 6.2.5.2 or ISO/IEC/IEEE 12207:2017, 6.2.5.2 shall apply in accordance
the acquirer-supplier agreement.

6.2.5.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.2.5.3 or ISO/IEC/IEEE 12207:2017, 6.2.5.3 shall apply.

© ISO/IEC 2023 - All rights reserved
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6.2.5.4 Quality management process outputs

The following quality management process outputs shall be provided in accordance with the acquirer-

supp

lier agreement:

a) organizational quality management policies, plans and schedules;

b) organizational quality evaluation reports supporting participating projects in the epidemic
prevention and control system:

‘)
d)

NOTH

rganizational quality management records and reports;
rganizational incident records and resolution reports.

The quality management process generates outputs that support multiple participating projects.

Multiple acquirers and suppliers can collaboratively organize quality management with stakeholders during

syste
6.2.6

6.2.6
1S0/

6.2.6
1S0/

Im development, maintenance, and service for epidemic prevention and control.
Knowledge management process

.1 Purpose

EC/IEEE 15288:2023, 6.2.6.1 or ISO/IEC/IEEE 12207:2017, 6.2.6.1¢hall apply.

.2 Outcomes

EC/IEEE 15288:2023, 6.2.6.2 or ISO/IEC/IEEE 12207:2017,6.2.6.2 shall apply in accordance with

the acquirer-supplier agreement.

6.2.6

1SO/
addit

Add

NOTH
care,

6.2.6

The
acqu

.3 Activities and tasks

EC/IEEE 15288:2023, 6.2.6.3 or ISO/IEC/IEEE 12207:2017, 6.2.6.3 shall apply with the following
ion:

the following note to activity a) "planfknowledge management", task 2):

A wide range of professional knowledge, skills and knowledge assets can be identified, such as health
disease control, emergency response and management.

4 Knowledge management process outputs

following knowledge-management process outputs shall be provided in accordance with the
jrer-supplier agréement:

a)
b)

<)

ist of knowléedge assets;
nowledge’'management norms (rules and regulations);

atawsed in knowledge management;

d) epidemic prevention knowledge document.

6.3

Technical management processes

6.3.1 Project planning process

6.3.1.1 Purpose

ISO/IEC/IEEE 15288:2023, 6.3.1.1 or ISO/IEC/IEEE 12207:2017, 6.3.1.1 shall apply.

18
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6.3.1.2 Outcomes

[SO/IEC/IEEE 15288:2023, 6.3.1.2 or ISO/IEC/IEEE 12207:2017, 6.3.1.2 shall apply in accordance
the acquirer-supplier agreement.

6.3.1.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.3.1.3 or ISO/IEC/IEEE 12207:2017, 6.3.1.3 shall apply.

with

6.3.1.4 Project planning process outputs

The following project planning process outputs shall be provided in accordance withcthe acqy
supplier agreement:

a) SEMP, aligned with the acquirer’s SEP;

b) CWBS;

c) The IMP including the IMS, EVM planning, and other specific planning.

NOTE The project planning process is often expected to generate oufputs that support the timely re
of a system for recovering critically emergent status of epidemic prevention and control. For example, pJ

planning process outputs can be realized as sprint planning to develop,féatures from the backlog, when H
rapid and iterative development is prioritized.

6.3.2 Project assessment and control process

6.3.2.1 Purpose
ISO/IEC/IEEE 15288:2023, 6.3.2.1 or ISO/IECAEEE 12207:2017, 6.3.2.1 shall apply.

6.3.2.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.3.2.2 or¥SO/IEC/IEEE 12207:2017, 6.3.2.2 shall apply in accordance
the acquirer-supplier agreement.

6.3.2.3 Activities and tasks
ISO/IEC/IEEE 15288;2023, 6.3.2.3 or ISO/IEC/IEEE 12207:2017, 6.3.2.3 shall apply.

6.3.2.4 Projectassessment and control process outputs

The following)project assessment and control process outputs shall be provided in accordance wit
acquirer-Supplier agreement:

a) decumented process for assessing system effectiveness, life cycle cost, schedule, and risk;

b)\ *variance reports and corrective actions.

irer-

lease
oject
ighly

with

h the

NOTE The project assessment and control process is often expected to frequently monitor the progress in

improving epidemic prevention and control.
6.3.3 Decision management process

6.3.3.1 Purpose
ISO/IEC/IEEE 15288:2023, 6.3.3.1 or ISO/IEC/IEEE 12207:2017, 6.3.3.1 shall apply.

© ISO/IEC 2023 - All rights reserved
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6.3.3.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.3.3.2 or ISO/IEC/IEEE 12207:2017, 6.3.3.2 shall apply in accordance with
the acquirer-supplier agreement.

6.3.3.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.3.3.3 or ISO/IEC/IEEE 12207:2017, 6.3.3.3 shall apply.

6.3.3.4 Decision management process outputs

The following decision management process outputs shall be provided in accordance with the acquirer-
supplier agreement:

a) decision management strategy;

b) 4recommended course of action;

c¢) dlocumented and implemented decisions.

NOTH The decision management process is often expected to generate outputS{hat can provide reasonable

decisfon approaches or decision-making methods for improving the effectiveness of epidemic prevention and
contrjol.

6.3.4 Risk management process

6.3.4.1 Purpose
ISO/|EC/IEEE 15288:2023, 6.3.4.1 or ISO/IEC/IEEE 12207:2017, 6.3.4.1 shall apply.

6.3.4.2 Outcomes

ISO/|EC/IEEE 15288:2023, 6.3.4.2 or ISO/IEC/TEEE 12207:2017, 6.3.4.2 shall apply in accordance with
the acquirer-supplier agreement.

6.3.4.3 Activities and tasks

ISO/]EC/IEEE 15288:2023, 6.3.4:3 or ISO/IEC/IEEE 12207:2017, 6.3.4.3 shall apply with the following
addition:

Add the following notesto.activity c) "analyse risks", task 1):

NOTE 1 In the case-0fepidemics, the risks of shortages of spare parts and supplies, insufficient workforce for
operdtions and maintenance, and out-of-date or unavailable information can be expected.

NOTE 2  Themanagement requirements and constraints of ISO/IEC 27001 and local laws and regulations form
the cpntext for‘evaluating information and data security risks.

NOTE 3, “Implementing new epidemic control systems can impact existing systems. For example, purchasing

servikes—ean haaffactad by tha mand +n Avarenan o choytagn Afbandical e line o hoacarale tpdiidiial patinnte
ce5€at ectteaBytteHee Feomea-Saetrtage-ormeatcarSt

TotorT Tt Y tooOvEe ) T T PPICSTOT oS preats; Oy rooor pacroes >

or general public users. Frequent requests for epidemic-related data can affect local hospitals' information
systems. Increased requests for connection to medical equipment can strain logistics systems. In these situations,
the risk management process can be performed to identify risks and mitigation.

6.3.4.4 Risk management process outputs

The following risk management process output shall be provided in accordance with the acquirer-
supplier agreement: the risk management plan with the following attributes:

a) specifies a process for risk and opportunity identification, such as the risk identification of
purchased parts;
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b) identified risks that can impact the program or technical solution;

c) projectrisk assessment.
6.3.5 Configuration management process

6.3.5.1 Purpose

[SO/IEC/IEEE 15288:2023, 6.3.5.1 or ISO/IEC/IEEE 12207:2017, 6.3.5.1 shall apply.

6.3.5.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.3.5.2 or ISO/IEC/IEEE 12207:2017, 6.3.5.2 shall apply in @ccordance|with
the acquirer-supplier agreement.

6.3.5.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.3.5.3 or ISO/IEC/IEEE 12207:2017, 6.3.5.3 shalVapply.

6.3.5.4 Configuration management process outputs

The following configuration management process outputs shall’be provided in accordance with the
acquirer-supplier agreement:

a) configuration management plan;
b) evaluation of change control implementation, inicluding the following:
1) baseline decision making and change control measures;

2) configuration control, including® system recommendations, justification, evalugtion,
coordination, approval, or disappfoval of proposed changes to the baseline;

3) analysis of proposed changés:to the baseline;
c) configuration change management records;
d) configuration item status accounting records.

NOTE Records define-the life cycle baselines of the epidemic prevention and control system.
6.3.6 Information management process

6.3.6.1 ~Purpose
[SO/IEC/IEEE 15288:2023, 6.3.6.1 or ISO/IEC/IEEE 12207:2017, 6.3.6.1 shall apply.

6.3.6.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.3.6.2 or ISO/IEC/IEEE 12207:2017, 6.3.6.2 shall apply in accordance with
the acquirer-supplier agreement.

6.3.6.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.3.6.3 or ISO/IEC/IEEE 12207:2017, 6.3.6.3 shall apply.
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6.3.6.4 Information management process outputs

The following information management process outputs shall be provided in accordance with the
acquirer- supplier agreement:

a) information management products;

b) information items related to epidemic prevention and control.

repedtedly and periodically during development and operation of epidemic prevention and control systems. Such
outpuits can include use cases, planned release schedules, and material to encourage appropriate behavigur.to
prevent the infection from spreading. Stakeholders for information management can include epidemic spegialists,
doctdrs, clinical nurses, medical care personnel or staff in municipal offices, epidemic patients, vaecine trial
volurjteers, and the general public.

NOT; The information management process can be applied to produce outputs that can be provided

6.3.7 Measurement process

6.3.7.1 Purpose
ISO/|EC/IEEE 15288:2023, 6.3.7.1 or ISO/IEC/IEEE 12207:2017, 6.3.7.1 shallapply.

6.3.17.2 Outcomes

ISO/]EC/IEEE 15288:2023, 6.3.7.2 or ISO/IEC/IEEE 12207:2017,.6.3:7.2 shall apply in accordance with
the acquirer-supplier agreement.

6.3.17.3 Activities and tasks

ISO/]EC/IEEE 15288:2023, 6.3.7.3 or ISO/IEC/IEEE 12207:2017, 6.3.7.3 shall apply.

6.3.7.4 Measurement process outputs

The following measurement process outputs.shall be provided in accordance with the acquirer-supplier
agrepment:

a) easurement reports including measures, analysis results, and initial recommendations;
b) easures and select technical parameters for tracking;

) easurement data.

The measurement process may generate outputs providing the following:

— (quality analysis'results, including functional suitability, performance efficiency, operability, and
vailability of the system in association with improving epidemic prevention and control;

— yisualized data and analysis results, including recommended actions and trends in the epidemic
revention and control status appropriate to specific users, e.g. operators, medical care experts or

taffs, patients, press, and the general public
6.3.8 Quality assurance process

6.3.8.1 Purpose
ISO/IEC/IEEE 15288:2023, 6.3.8.1 or ISO/IEC/IEEE 12207:2017, 6.3.8.1 shall apply.
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6.3.8.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.3.8.2 or ISO/IEC/IEEE 12207:2017, 6.3.8.2 shall apply in accordance
the acquirer-supplier agreement.

6.3.8.3 Activities and tasks

3(E)

with

ISO/IEC/IEEE 15288:2023, 6.3.8.3 or ISO/IEC/IEEE 12207:2017, 6.3.8.3 shall apply with the following

addition:
— Add the following task to activity a) "prepare for quality assurance":
1) Confirm that supplier quality assurance requirements are defined and adequate.

If there are multiple suppliers, QA requirements shall apply to each of them. If multiple supplier
involved in layered supply chains, the QA requirements shall apply to first-level*suppliers for

5 are
their

own tasks and also to the tasks performed by their contracted suppliers thtough application of the

acquisition and supply processes.
— Add the following task to activity b) "perform product or service evaluations":
1) Confirm verification of the supplier quality assurance program.

NOTE In the case of an epidemic, the correctness of the epidemic prevention and control system re
information transmission is a higher priority than the real-time infermation transmission.

6.3.8.4 Quality assurance process outputs

The following quality assurance process outputs:shall be provided in accordance with the acqu
supplier agreement:

a) quality assurance plans and schedules;

b) quality evaluation reports;

c) quality assurance records andireports;

d) incidentrecords and reports.

NOTE The quality assfirance process is often expected to generate outputs which are updated itera
and provided periodically _to stakeholders, when the system or software is required to be rapidly deve

and maintained, and_te/improve the quality of the system, including functional correctness, usability
performance efficiency for epidemic control and prevention.

6.4 Technical processes
6.4.1.<_Business or mission analysis process

6.4.1.1 Purpose

lated

irer-

Fively
oped
and

1SO/IEC/IEEE 15288:2023, 6.4.1.1 or ISO/IEC/IEEE 12207:2017, 6.4.1.1 shall apply.

6.4.1.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.4.1.2 or ISO/IEC/IEEE 12207:2017, 6.4.1.2 shall apply in accordance
the acquirer-supplier agreement.

6.4.1.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.4.1.3 or ISO/IEC/IEEE 12207:2017, 6.4.1.3 shall apply.
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6.4.1.4 Business or mission analysis process outputs

The following business or mission analysis process outputs shall be provided in accordance with the
acquirer-supplier agreement:

a) identification of quantifiable need statements;

b) definition of technology maturation and other risk mitigation steps for potential future action to
evelop the promising system concepts:

c) gustainment strategies for the selected alternative solutions.
6.4.1 Stakeholder needs and requirements definition process

6.4.2.1 Purpose
ISO/]EC/IEEE 15288:2023, 6.4.2.1 or ISO/IEC/IEEE 12207:2017, 6.4.2.1 shall apply as‘stated.

6.4.2.2 Outcomes

ISO/]EC/IEEE 15288:2023, 6.4.2.2 or ISO/IEC/IEEE 12207:2017, 6.4.2.2 shall*apply in accordance with
the acquirer-supplier agreement.

6.4.2.3 Activities and tasks

ISO/]EC/IEEE 15288:2023, 6.4.2.3 or ISO/IEC/IEEE 12207:2017/6.4.2.3 shall apply with the following
addition:

NOTHE 1 System instances are expected to be identified, coordinated, and resolved by various stakeholders.
Systegms and software life cycle processes can be appliedviii'an incremental and iterative manner to address and
resolye those issues.

NOTHE 2  Changes in the epidemic situation can lead to relatively large and rapid changes in stakeholder needs
and requirements.

— Add the following subtasks to _agtivity a) "prepare for stakeholder needs and requirements
]lefinition", task 1):
i

dentify the interests and ingentives of stakeholders.

NOTE 3  Stakeholders can.inelude developers, maintainers, operators, medical experts, patients, and general
publif users. Annex A proyides typical examples of issues and concerns of stakeholders and the application of life
cycle[processes in epidemicprevention and control systems.

ii. (oordinate among relevant stakeholders when systems and subsystem elements change.

NOTE 4  The interests and incentives of individual stakeholders among many subsystems for epidemic
prevegntion and-control can conflict, resulting in misalignment of incentives.

6.4.1.40 Stakeholder needs and requirements definition process outputs

The following stakeholder needs and requirements definition process outputs shall be provided in
accordance with the acquirer-supplier agreement:

a) defined set of user and other stakeholder requirements, appropriate to system maturity;
b) changes in the operational scenarios and OpsCon to fill the capability gaps.
Requirements and operational scenarios or OpsCon should include capabilities for the following:

— share information and warnings of epidemic status in a timely way for joint missions and rapid
development;
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— feedback stakeholder issues with epidemic prevention and control.
6.4.3 System requirements definition process

6.4.3.1 Purpose
ISO/IEC/IEEE 15288:2023, 6.4.3.1 or ISO/IEC/IEEE 12207:2017, 6.4.3.1 shall apply.

3(E)

6.4.3.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.4.3.2 or ISO/IEC/IEEE 12207:2017, 6.4.3.2 shall apply in accordance
the acquirer-supplier agreement.

6.4.3.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.4.3.3 or ISO/IEC/IEEE 12207:2017, 6.4.3.3 shall@pply with the follo
additions:

with

wing

— Add the following to activity b) "define system requirements", task 3) (ISO/IEC/IEEE 15288:2023,

6.4.3.3) or activity b) "define system/software requirements",task 4) (ISO/IEC/IEEE 12207:
6.4.3.3):

NOTE1 The system requirements definition process is an iterative activity whereby system requiremen
defined, refined, analysed, traded, and managed to remove deficiencies and minimize impacts of potentia
drivers to establish an agreed-to set of requirements coordinatéd with the appropriate stakeholders.

017,

'S are
I cost

The epidemic prevention and control system may invelve the definition of the interface for relevant/data

to interact within the organization and external ‘©rganizations (the number of external organiza
can be very large). Especially when interacting’with external organizations, the interface defin
sufficient reserved interface resources, and the correct integrated implementation should be spec

fions
tion,
fied.

NOTE 2  In consideration of the suddenness’of the epidemic and its impact on normal production the system

requirements can include disaster tolerance and recovery capacity (resilience) of the system.

— Add the following to activityb)-"define system requirements”, task 4) (ISO/IEC/IEEE 15288:2023,

6.4.3.3) or activity b) "define system/software requirements”, task 5) (ISO/IEC/IEEE 12207:
6.4.3.3):

017,

To prepare for contingencies when the system fails to respond or collapses, emergency plans should be

prepared, including hanual intervention for epidemic prevention and control data collection and
restart of the systém.

NOTE 3  Thelsystem requirements specify performance and efficiency, such as response time, concurren
capacity for-key functions, and resilience under stress.

— Add,the following note to activity d) "manage system requirements":
NOTE'4  This activity supports the configuration identification activities in the configuration manage

process (6.3.5) including definition of the functional baseline and continuing throughout the develop
process to also support the definition of the allocated baseline

rfapid

user

ment
ment

— Addthefollowingnotetoactivityd)"'managesystemrequirements",task3) (ISO/IEC/IEEE15288:2023,
6.4.3.3) or activity d) "manage system/software requirements", task 2) (ISO/IEC/IEEE 12207:2017,

6.4.3.3):

NOTES5 Adopting a requirements management system supported by tools can assist in accomplishing the

activities and tasks and facilitate the sharing of requirements data.
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6.4.3.4 System requirements definition process outputs

The

following system requirements definition process outputs shall be provided in accordance with the

acquirer-supplier agreement:

a) asetofsystem requirements;
b) requirement traceability mapping.
NOTH Outputs of the system requirements definition process can support the following:

gystem requirements that specify the system behaviour when resources are limited, to protect data integtity;

dystem requirements that include data correctness, data analysis, and visualization functions for epidemic
prevention and control;

ffraceable mapping that addresses the priority of each system and implements the high-priority«functions for
¢pidemic prevention and control during early development iterations.

6.4.4 Architecture definition process

6.4.4.1 Purpose

ISO/]EC/IEEE 15288:2023, 6.4.4.1 or ISO/IEC/IEEE 12207:2017, 6.4.4x1"shall apply with the following
mod|fication:

Iteraftion of the architecture definition process with the business or mission analysis process, the
syst¢m requirements definition process, and the stakeholder needs and requirements definition is
ofter] employed to converge on a balanced solution. A balanhced solution is determined by considering
cost,[schedule, performance, and risk within affordability‘constraints.

NOTH The architecture definition process often requires analyses and trades to converge on a balanced
solutjon. The system analysis and decision managemeijit processes facilitate these analyses and trades.

6.4.4.2 Outcomes

ISO/|EC/IEEE 15288:2023, 6.4.4.2 or ISO/IEC/IEEE 12207:2017, 6.4.4.2 shall apply in accordance with
the acquirer-supplier agreement with-the following addition:

a)
b)

Functional (logical) architecture is defined.

Physical architecture/is defined.

6.4.4.3 Activities and tasks

ISO/]EC/IEEE 15288:2023, 6.4.4.3 or ISO/IEC/IEEE 12207:2017, 6.4.4.3 shall apply.

6.4.4.4 Architecture definition process outputs

The

following architecture definition process outputs shall be provided in accordance with the

acquirer-supplier agreement:

a) functional (logical) architecture view/model;

b) physical hierarchy or architecture view/model;

c) architecture traceability mapping.

NOTE Outputs of the architecture definition process can support the following.
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The functional (logical) architecture model describes interactions among the system stakeholders and
external entities, such as use cases, biomedical data flows among stakeholders, and other connecting systems
with multiple permission levels for access and use.

The physical architecture model describes biomedical data distribution by location, equipment, or device,
such as multiple data repository sites and servers, local medical facilities, hospitals or healthcare stations,

medical staff or personnel, patients or relatives, and individual user’s mobile phones or internet.

645 npcign definition process

6.4.5.1 Purpose

ISO/IEC/IEEE 15288:2023, 6.4.5.1 or ISO/IEC/IEEE 12207:2017, 6.4.5.1 shall apply with-the follo
addition:

NOTE The essence of this activity is to achieve a balanced and feasible design with  acceptable ris]
within the program design constraints, including cost, schedule, and performance.

6.4.5.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.4.5.2 or ISO/IEC/IEEE 12207:2017, 6.4;5:2" shall apply in accordance
the acquirer-supplier agreement.

6.4.5.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.4.5.3 or ISO/IEC/IEEE 12207:2017, 6.4.5.3 shall apply with the follo
addition:

Add the following notes to activity b) "create the system design", task 6) (ISO/IEC/IEEE 15288:]
6.4.5.3) or activity b) "establish designs.telated to each software system element", tas
(ISO/IEC/IEEE 12207:2017, 6.4.5.3):

NOTE1 Design solutions at the system-level reflect limited infrastructure resources and situations
information content cannot be effectiveljzand adequately supported in a short period of time.

NOTE 2  Specific requirements<design and solutions at the system level reflect the constraints of a
network environment (such as temote and underdeveloped areas), The design includes not only mainst]
communication modes, but also special network solutions.

NOTE 3  Professional-statistical analysis functions and visual data presentation are of great significan
risk assessment and response decision making in epidemic prevention and control.

6.4.5.4 Designdefinition process outputs

The following design definition process outputs shall be provided in accordance with the acqy
supplier @greement:

a) \;system design description;

wing

k and

with

wing

023,
k 4)

Vhere

weak
ream

re for

irer-

b) interface definition with the following attributes:

1) includes physical interactions;

2) identifies system boundaries;

3) includes functional interactions;

4) identifies interactions with systems or environments outside the system boundaries;
c) allocated baseline;

d) product baseline, with consideration for the use of open source software.
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NOTE The design definition process is often employed to generate outputs that can provide design definition
to enable:

— system design descriptions, interface definitions, interactions, and shareable baselined design,

— minimized direct contact and physical interactions between humans and the system to reduce epidemic
risks from the system operation itself;

— functional interactions between humans and the system to be available through remote access, in order to

< A | H - | £ . e ads. 1E
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— d4ystem boundaries to be extendable to treat additional stakeholders and usages during system operation-
6.4.4 System analysis process

6.4..1 Purpose

ISO/]EC/IEEE 15288:2023, 6.4.6.1 or ISO/IEC/IEEE 12207:2017, 6.4.6.1 shall apply with the following
addition:

NOTH System analysis includes the broad range of assessments, trades, and“analyses performed over

the eptire life cycle of a system. System analyses are conducted as necessary to\determine balanced technical
solutjons pertaining to system concepts, technologies, requirements, and designs of a system and its components.

6.4..2 Outcomes

ISO/|EC/IEEE 15288:2023, 6.4.6.2 or ISO/IEC/IEEE 12207:201%,,6.4.6.2 shall apply in accordance with
the acquirer-supplier agreement.

6.4.4.3 Activities and tasks

1SO/|EC/IEEE 15288:2023, 6.4.6.3 or ISO/IEC/IEEE12207:2017, 6.4.6.3 shall apply.

6.4.4.4 System analysis process outputs

The following system analysis processtoutputs shall be provided in accordance with the acquirer-
suppllier agreement:

a) [ESOH analysis and impact assessment;
b) FMECA;

c) ¢ffectiveness analysis;

d) fequirementahalysis;

e) PSA.

NOT The system analysis process is often expected to produce results of the effectiveness of epidemic
preventionh and control, updated with monitoring and feedback data from the system users.

6.4.7 Implementation process

6.4.7.1 Purpose

ISO/IEC/IEEE 15288:2023, 6.4.7.1 or ISO/IEC/IEEE 12207:2017, 6.4.7.1 shall apply.

6.4.7.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.4.7.2 or ISO/IEC/IEEE 12207:2017, 6.4.7.2 shall apply in accordance with
the acquirer-supplier agreement.
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6.4.7.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.4.7.3 or ISO/IEC/IEEE 12207:2017, 6.4.7.3 shall apply with the following
addition:

— Add the following note to activity b) "perform implementation":

NOTE1 Implementation includes work to build, reuse, code, or acquire the products that make up the system
to include the implementation (fabrication and code) and sustainment assets as specified in the statement of

work.
— Add the following note to activity b) "perform implementation”, task 1):
NOTE 2  Considering the trade-off between the system and software development speed and’quality,|agile

methodologies can be used to accelerate system and software development velocity. The aini\is-to achieve frapid
and responsive results in an epidemic emergency.

6.4.7.4 Implementation process outputs

The following implementation process outputs shall be provided in,aceordance with the acqyirer-
supplier agreement: realization of the physical system elements as identified in the product basg¢line,
including fabrication and production methods.

NOTE1 The Implementation process is often expected to generate.outputs that can enable:

— software necessary for the system or its elements to be applicable wherever users intend to use the system,
e.g. with a reduced information communication networkorinternet facilities.

— system elements to be fabricated, supplied, repairedjand reproduced, where users are in problematic{jwork
environments, e.g. less energy supplies, less prodagtion facilities.

NOTE 2 Implementation outputs do not include‘tools (e.g. test tools) that the supplier uses prior to relegse of
the asset (hardware or software) to configuration management.

6.4.8 Integration process

6.4.8.1 Purpose
ISO/IEC/IEEE 15288:2023;,.6.4.8.1 or ISO/IEC/IEEE 12207:2017, 6.4.8.1 shall apply.

6.4.8.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.4.8.2 or ISO/IEC/IEEE 12207:2017, 6.4.8.2 shall apply in accordance |with
the acquirer-supplier agreement.

6.4.8.3 Activities and tasks

ISQ/IEC/IEEE 15288:2023, 6.4.8.3 or ISO/IEC/IEEE 12207:2017, 6.4.8.3 shall apply with the following
addition:

— Add to activity a) "prepare for integration:

Preparation for integration may include descriptions of processes or system required in epidemic
emergencies, such as laboratories or other facilities, personnel, test stands, testing harnesses, testing
software, and integration schedules.

Since the interface definition can be standardized and the number of external interfacing organizations
can be very large, adequate interface resources should be reserved and allocated for the implementation.

— Add to activity b) "perform integration":
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Identify methods of preparing anonymized data which can be shared.

— Add the following note to activity b) "perform integration", task 3) (ISO/IEC/IEEE 15288:2023,
6.4.8.3) or activity b) "perform integration", task 2) (ISO/IEC/IEEE 12207:2017, 6.4.8.3):

NOTE Integration activities are performed with approved assembly/integration and verification procedures
at each level of the build-up.

6.4.84—Inteprationproeessoutpytss————

The following integration process outputs shall be provided in accordance with the acquirer-supplier
agrepment:

a) the SIP;

b) 4assembly/integration procedures that are aligned with verification procedures;

c) dliscrepancy reports, causal analyses, and corrective action procedures.
The Integration process can generate the following outputs:

— goftware for the system to be integrated, wherever users intend to use the system, e.g. in locations
ith weaker information communication networks or internet facilities, or fewer experts;

— 4ystem to be integrated, even when users are in emergent situations, or in recovery actions
rom disaster, e.g. having limited energy supplies, limited spaces, outdoor fields, and less trained
ersonnel.

6.4.9 Verification process

6.4.9.1 Purpose

ISO/]EC/IEEE 15288:2023, 6.4.9.1 or ISO/IEC/IEEE 12207:2017, 6.4.9.1 shall apply with the following
addition:

NOTE 1 The individual system elements provided by the implementation process are verified through DT&E,
accepjtance testing, or qualification testing:

NOTE 2 It is difficult to achieve 100 % coverage of verification. Therefore, in the case of sudden infectious
publif health events, verification(cajr be based on the correctness and accuracy of data.

6.4.9.2 Outcomes

ISO/|EC/IEEE 15288:2023, 6.4.9.2 or ISO/IEC/IEEE 12207:2017, 6.4.9.2 shall apply in accordance with
the acquirer-supplier agreement.

NOT Thé.verification process can generate outcomes that enable the following:

— frustworthy information, data, or medical cares and cures provided by the system, software and services for
pidemic control and prevention;

— informationand data fromthe systemtobe correctly exchanged with usersand other systems to communicate
and obtain feedback from stakeholders for improving epidemic control and prevention.

6.4.9.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.4.9.3 or ISO/IEC/IEEE 12207:2017, 6.4.9.3 shall apply with the following
additions:

— Add the following note to activity a) "prepare for verification":
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NOTE1 The reuse of data and economical use of test resources in an integrated testing activity can help
expedite verification.

— Add to activity a) "prepare for verification”, task 1):

Define and specify relevant verification policies that include performance efficiency indicators, such as
response time capability and concurrent user capacity for key functions of the system.

— Add the following note to activity a) "prepare for verification”, task 4) (ISO/IEC/IEEE 15288:2023,

6.4.9.3) or activity a) "prepare for verification", task 1) (ISO/IEC/IEEE 12207:2017, 6.4.9.3):
NOTE 2  The verification strategy accounts for the diversity of related data within the organization, intergction
with external organizations involved in epidemic prevention and control, and needs of various stakéholders in
different environments at different stages of the system life cycle.

— Add the following note to activity b) "perform verification™

NOTE 3  Verification applies to the utility and integrity of the integration environment (e.g. its functional
capabilities, safety, security, and calibration).

6.4.9.4 Verification process outputs

The following verification process outputs shall be provided in accordance with the acquirer-sugplier
agreement:

a) verification results;
b) design qualification data;
c) faultanalysis conducted in support of system‘end-to-end testing;

d) end-to-end test plans; test procedures;:test exceptions, discrepancies and associated fault] risk
assessments; and test results.

6.4.10 Transition process

6.4.10.1 Purpose
ISO/IEC/IEEE 15288:20234.6.4.10.1 or ISO/IEC/IEEE 12207:2017, 6.4.10.1 shall apply.

6.4.10.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.4.10.2 or ISO/IEC/IEEE 12207:2017, 6.4.10.2 shall apply in accordance|with
the acquirer-supplier agreement.

6.4.10,3\’Activities and tasks

ISQ/IEC/IEEE 15288:2023, 6.4.10.3 or ISO/IEC/IEEE 12207:2017, 6.4.10.3 shall apply with the following
addition:

Add to activity a) "prepare for the transition”, task 1) (ISO/IEC/IEEE 15288:2023, 6.4.10.3) or activity a)
"prepare for the software system transition", task 1) (ISO/IEC/IEEE 12207:2017, 6.4.10.3):

NOTE1 Transition includes the conduct of deployment analyses and assessments to support the development
of people, product, and process solutions necessary to deploy system end-items by the supplier to the extent
required in the acquirer-supplier agreement.

NOTE 2  Personal medical record data or biometric data are carefully identified, secured, and classified for
privacy protection. Patient data are anonymized, or fictitious data are used to prepare user documentation
and to train the operators, users, and other stakeholders necessary for system utilization and support, as in
ISO/IEC/IEEE 15288:2023, 6.4.10.3 b)5) or ISO/IEC/IEEE 12207:2017, 6.4.10.3 b)4).
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6.4.10.4 Transition process outputs

The following transition process output shall be provided in accordance with the acquirer-supplier
agreement: deployment analyses and assessments.

NOTE The transition process is often employed to generate outputs that can enable users to understand
what constraints are imposed on distribution and installation to the user environments, e.g. individual user’s
mobile smart phone, medical equipment, outdoors, and higher or lower temperature places.

6.4.11 Validation process

6.4.11.1 Purpose
ISO/|EC/IEEE 15288:2023, 6.4.11.1 or ISO/IEC/IEEE 12207:2017, 6.4.11.1 shall apply.

6.4.11.2 Outcomes

ISO/|EC/IEEE 15288:2023, 6.4.11.2 or ISO/IEC/IEEE 12207:2017, 6.4.11.2 shall{apply in accordance
with|the acquirer-supplier agreement.

6.4.11.3 Activities and tasks
ISO/|EC/IEEE 15288:2023, 6.4.11.3 or ISO/IEC/IEEE 12207:2017, 6.44.1:3 shall apply.

6.4.11.4 Validation process outputs

The following validation process outputs shall be provided in accordance with the acquirer-supplier
agregment: system validation data.

6.4.12 Operation process

6.4.12.1 Purpose

ISO/|EC/IEEE 15288:2023, 6.4.12.1 or ISO/IEC/IEEE 12207:2017, 6.4.12.1 shall apply as stated with the
following addition:

In the context of an epidemic emergency, the rapid change of the epidemic situation and the consequent
demgnd can involve frequent iteration of the epidemic prevention and control system/software.
Adeduate human resources and continuous service capacity should be provided to achieve the specified
quality of the rapid iterative upgrades.

6.4.12.2 Outcomes

ISO/|EC/IEEE~15288:2023, 6.4.12.2 or ISO/IEC/IEEE 12207:2017, 6.4.12.2 shall apply in accordance
with|the acquirer-supplier agreement with the following additions.

a) The system is interoperable with external systems or as part of an SoS for epidemic control and

on a hospital network.

b) Users choose adequate actions for epidemic control and prevention based on information, data, or
medical cares and cures provided by the system, software, and services.

c) Operational analysis is related to trade-offs and linked to iterations of the systems and software
engineering processes and related decisions.
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6.4.12.3 Activities and tasks

ISO/IEC/IEEE 15288:2023, 6.4.12.3 or ISO/IEC/IEEE 12207:2017, 6.4.12.3 shall apply with the following
addition:

Add to activity a) "prepare for operation™

NOTE1 Operation includes performing operational analyses and assessments to support the delivery of
services, people, product, and processes by the supplier to the extent required in the acquirer-supplier agreement.

NOTE 2  Information including personal medical record data or biometric data is carefully identified,
securely treated, and classified for privacy protection when identifying or defining training and qualifidation
requirements for personnel performing system operation [ISO/IEC/IEEE 15288:2023, 64,1273 a)}) or
ISO/IEC/IEEE 12207:2017, 6.4.12.3 a)5)].

6.4.12.4 Operation process outputs

The following operation process outputs shall be provided in accordance with the acquirer-sugplier
agreement: reports describing operational and hazard constraints that influence system requirements,
architecture, or design.

NOTE Information and experience collected as output from the operatioiis process can be used to deteymine
priorities for improving epidemic control and prevention.

6.4.13 Maintenance process

6.4.13.1 Purpose
ISO/IEC/IEEE 15288:2023, 6.3.13.1 or ISO/IEC/IEEE'12207:2017, 6.3.13.1 shall apply.

6.4.13.2 Outcomes

ISO/IEC/IEEE 15288:2023, 6.4.13.2 or~ISO/IEC/IEEE 12207:2017, 6.4.13.2 shall apply in accordance
with the acquirer-supplier agreement.

6.4.13.3 Activities and tasks

ISO/IEC/IEEE 15288:2023,16.4.13.3 or ISO/IEC/IEEE 12207:2017, 6.4.13.3 shall apply with the following
addition:

Add to activity c) jperform logistics support”, task 2):

NOTE1 Duringanepidemicemergency thereisariskthatpersonnelare unavailable to implement mainteance
or support the entire process of remote maintenance. An automated maintenance strategy can help prepate for
times whendthe system/software version undergoes rapid iteration according to the epidemic situation.

NOTEZY Information including personal medical record data or biometric data is carefully identified and
miftimally used for privacy protection when performing the task to plan for the necessary enabling systems or
Sexvices to support maintenance, as in ISO/IEC/IEEE 15288:2023, 6.4.13.1 a)5) or ISO/IEC/IEEE 12207{2017
6.4.13.3 a)5).

6.4.13.4 Maintenance process outputs

Outputs of the maintenance process can enable the system to be adapted to different environments and
to be improved iteratively for more effective epidemic control and prevention.

© ISO/IEC 2023 - All rights reserved 33
© IEEE 2023 - All rights reserved


https://standardsiso.com/api/?name=832ba021f622e0c9afdff5d128f5af8f

ISO/IEC/IEEE 24748-9:2023(E)

The following maintenance process output shall be provided in accordance with the acquirer-supplier
agreement: sustainment strategy with trade-offs and other analyses to accommodate iterations of the
systems engineering processes and associated decisions.

EXAMPLE Correcting fluctuations in individual patient test results or in the accuracy of analysis of clinical
samples.

6.4.14 Disposal process

6.4.14.1 Purpose
ISO/|EC/IEEE 15288:2023, 6.4.14.1 or ISO/IEC/IEEE 12207:2017, 6.4.14.1 shall apply.

6.4.14.2 Outcomes

ISO/|EC/IEEE 15288:2023, 6.4.14.2 or ISO/IEC/IEEE 12207:2017, 6.4.14.2 shall apply with'the following
addition: disposal strategy.

6.4.14.3 Activities and tasks

ISO/|EC/IEEE 15288:2023, 6.4.14.3 or ISO/IEC/IEEE 12207:2017, 6.4.14.3(shall apply with the following
addition:

NOTH Information including personal medical record data or biometri¢ data is carefully identified, securely
treatgd, and surely classified for privacy protection during preparing-ahd performing disposition of the system.
ISO/IEC/IEEE 15288:2023, 6.4.14.3 or ISO/IEC/IEEE 12207:2017, 64:14.3.

6.4.14.4 Disposal process outputs

The [following disposal process output shall be provided in accordance with the acquirer-supplier
agregment: disposal-related trade-offs and other analyses to support iterations of the systems
engiheering processes and related decisions.

NOTH The disposal process is often expected to generate outputs that can enable:

— ¢ontinuing storage of information afid‘data for improving epidemic control and prevention after the system
ils deactivated;

— (linical samples to be retainédyunder strict control after the system is deactivated, for potential analysis in
dimilar future epidemic events.
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Annex A
(informative)

Issues and concerns of stakeholders in the application of lifecycle

processes to epidemic prevention and control systems

A.1 General

This annex presents four examples of how the life cycle processes can be applied to typical sys
developed for epidemic prevention and control.

For each type of system, Tables A.1 to A.4 present typical examples of stakeholders and their uj
needs during epidemic prevention and control.

A.2 Life cycle processes, stakeholder concerns, and issues for a medical clinic
facility capacity information system

sharing capacities for accommodating infected patients among multiplergspitals/clinics;
monitoring for symptoms of infected patients who are instructed to stay home for isolation;
surveillance and epidemiological monitoring of facilities where people gather;

warning individuals of suspected infection and raising epidémic awareness.

tems

'gent

hl

Life cycle processes can be applied iteratively to a facility capacity information system as in the

following example.

a)

b)

Apply the stakeholder needs_and requirements definition (see Table A.1), system/soft
requirements definition, and’architecture definition processes iteratively and rapidly. Ini
focus on sharing simply‘\the number of admitted or on-site serious symptom patients (o
number of available beds or spaces) among medical staffs in neighbouring hospitals/clinics
successively involve other hospitals/clinics.

Apply system and software life cycle processes iteratively and rapidly, in conjunction with sy
operation. Ifierementally enrich the symptom information. Involve more stakeholders, sud
hospitals/clinics and their medical staffs, home care patients, and public healthcare centr
wider locations.

vare
fially
" the
and

stem
h as
eS in

Apply life cycle processes iteratively to evolve operational systems and enable multiple hospitals/

elinrics to share timely data and information. Enhance capabilities to accommodate data on infé
patients, such as their individual symptoms and severity levels, along with the capabili

cted
ty of

hospitals/clinics to provide adequate treatments for that severity level.

system

Table A.1 — Stakeholder concerns and issues: medical/clinical facility capacity information

Stakeholder Typical issues or concerns

doctor, nurse, care
worker) symptoms.

Medical staff (e.g. — When large number of patients with mild symptoms are admitted to the hospital/
clinic for treatment, the medical staff are not able to treat patients with severe

— Medical personnel and team resources become less to treat adequately severe
symptomatic patients for saving their lives, when recovering patients stay longer.

© ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved

35


https://standardsiso.com/api/?name=832ba021f622e0c9afdff5d128f5af8f

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms, definitions, and abbreviated terms 
	3.1 Terms and definitions 
	3.2 Abbreviated terms 

	4 Conformance 
	4.1 Intended usage 
	4.2 Full conformance 
	4.2.1 Full conformance to outcomes 
	4.2.2 Full conformance to tasks 

	4.3 Tailored conformance 

	5 Key concepts and application 
	5.1 General 
	5.2 System concepts 
	5.2.1 System 
	5.2.2 Characteristics of systems for epidemic emergency 
	5.2.3 System structure 
	5.2.4 Interfacing, enabling, and interoperating systems 
	5.2.5 Concepts related to the system solution context 
	5.2.6 Product line engineering (PLE) 

	5.3 Organization and project concepts 
	5.3.1 Organizations 
	5.3.2 Organization and project-level adoption 
	5.3.3 Organization and collaborative activities 

	5.4 Life cycle concepts 
	5.4.1 System life cycle model 
	5.4.2 System life cycle stages 

	5.5 Process concepts 
	5.5.1 Criteria for processes 
	5.5.2 Description of processes 
	5.5.3 General characteristics of processes 
	5.5.4 Characteristics of life cycle processes for epidemic emergency systems 

	5.6 Processes in this document 
	5.6.1 General 
	5.6.2 Agreement processes 
	5.6.3 Organizational project-enabling processes 
	5.6.4 Technical management processes 
	5.6.5 Technical processes 

	5.7 System-of-interest concepts 
	5.7.1 General 
	5.7.2 Relationships between software and system 

	5.8 System of systems concepts 
	5.8.1 General 
	5.8.2 Differences between systems and SoS 
	5.8.3 Managerial and operational independence 
	5.8.4 Taxonomy of SoS 
	5.8.5 SoS considerations in life cycle stages of a system 
	5.8.6 Epidemic prevention and control system as an SoS 

	5.9 Process application 
	5.9.1 Overview 
	5.9.2 Process iteration, recursion, and concurrency 
	5.9.3 Process views 

	5.10 Concept and system definition 
	5.11 Assurance and quality characteristics 
	5.12 Process reference model 

	6 System life cycle processes 
	6.1 Agreement processes 
	6.1.1 Acquisition process 
	6.1.2 Supply process 

	6.2 Organizational project-enabling processes 
	6.2.1 Life cycle model management process 
	6.2.2 Infrastructure management process 
	6.2.3 Portfolio management process 
	6.2.4 Human resource management process 
	6.2.5 Quality management process 
	6.2.6 Knowledge management process 

	6.3 Technical management processes 
	6.3.1 Project planning process 
	6.3.2 Project assessment and control process 
	6.3.3 Decision management process 
	6.3.4 Risk management process 
	6.3.5 Configuration management process 
	6.3.6 Information management process 
	6.3.7 Measurement process 
	6.3.8 Quality assurance process 

	6.4 Technical processes 
	6.4.1 Business or mission analysis process 
	6.4.2 Stakeholder needs and requirements definition process 
	6.4.3 System requirements definition process 
	6.4.4 Architecture definition process 
	6.4.5 Design definition process 
	6.4.6 System analysis process 
	6.4.7 Implementation process 
	6.4.8 Integration process 
	6.4.9 Verification process 
	6.4.10 Transition process 
	6.4.11 Validation process 
	6.4.12 Operation process 
	6.4.13 Maintenance process 
	6.4.14 Disposal process 


	Annex A (informative)  Issues and concerns of stakeholders in the application of lifecycle processes to epidemic prevention and control systems 
	Bibliography 
	IEEE notices and abstract 

