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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotech

nical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through tech
committees established by the respective organization to deal with particular fields of tech

nical
nical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
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work.

The procedures used to develop this document and those intended for its further maintenanc
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
for the different types of ISO/IEC documents should be noted. This document\,was drafte

1 the

b are
eded
d in
bs or

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directiv
www.iec.ch/members_experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and thé Standards Coordin
Committees of the IEEE Standards Association (IEEE-SA) Standards Beard. The IEEE develoy
standards through a consensus development process, approved by the American National Stand
Institute, which brings together volunteers representing varied viewpoints and interests to achiey
final product. Volunteers are not necessarily members of the Institute and serve without compens3
While the IEEE administers the process and establishes rules to promote fairness in the conse
development process, the [EEE does not independently evaluate, test, or verify the accuracy of a
the information contained in its standards.
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Attention is drawn to the possibility that some of the elements of this document may be the supject

of patent rights. ISO and IEC shall not be held responsible for identifying any or all such p
rights. Details of any patent rights identified during the development of the document will be i
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or th
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document-is information given for the convenience of users and doe
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific termg
expressions related to conformity assessment, as well as information about ISO's adherend
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 24748:6 was prepared by Joint Technical Committee ISO/IEC JTC 1, Inform
technology, Subcommittee SC 7, Software and systems engineering, in cooperation with the System
Software Engineering Standards Committee of the IEEE Computer Society, under the Partner Stand
Development Organization cooperation agreement between ISO and IEEE.

This first'edition cancels and replaces ISO/IEC TS 24748-6:2016, which has been technically revise

Thesmain changes are as follows:

Atent
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S not
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e to
see

ntion
5 and
ards

=~ changed from a Technical Specification to an International Standard;

— wupdated to reflect the process requirements of ISO/IEC/IEEE 12207:2017
ISO/IEC/IEEE 15288:2023;

and

— added material specific to software integration and systems-of-systems integration, as well as

system aggregation.

Alist of all parts in the ISO/IEC/IEEE 24748 series can be found on the ISO and IEC website.
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Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

Both ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 include an integration process that focuses
on aggregating the elements comprising a system. The integration process depends on a clear
understanding of interfaces of all kinds and the use, possibly repeated, of the verification process and

the validation process.

and

chfnmc that this document are concerned with are as described in lQﬂI/]P(‘/TF‘F‘F‘ 12207
ISO/IEC/IEEE 15288, i.e. systems that are human-made, comprised of any mixture of products
services and can be configured with one or more of the following: hardware, software, data;\hun
processes (e.g. a review process or processes for providing service to users), procedures_(€.g: ope

instructions), facilities, materials and naturally occurring entities (e.g. water, organisms, minerals).

The purpose of this document is to elaborate and facilitate the usage of the integration process giv
ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 by providing requirements and guidance for the plar
and performing of that process, including requirements for the informationdtems to be provide
systems and software integration, considering:

— theunderlying concepts of aggregation, integration, interface, synthesis, verification, and valida
— the possible composition of that human-made system;

— the life cycle stages of a system at which one or more parts‘efthe integration process can occy
— the context of the domain in which the system functiens.

For life cycle process information items (documentation) described in ISO/IEC/IEEE 15288
ISO/IEC/IEEE 12207, ISO/IEC/IEEE 15289 summarises requirements for their content and pro}
guidance on their development. Although this-.document identifies additional required inform
items with related content for the integratipfi~process, it does not require a specific name, fo
recording media or explicit details for population of the information item's required content.

NOTE This document is intended to be-consistent with the other parts of the ISO/IEC/IEEE 24748 serig

and
nans,
rator

en in
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tion;
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Systems and software engineering — Life cycle
management —

Part 6:

System and software integration

1 Scope

This document:

— provides supplemental requirements and guidance for the planning and performing of

integration processes given in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE2207;
— provides guidance on therelationship between the integration process and otherlife cycle proce

— specifies requirements for information items to be produced as a result of using the integr
process, including the content of the information items.

This document is applicable to:

— those who use or plan to use ISO/IEC/IEEE 12207 “or ISO/IEC/IEEE 15288, or both, on prdg
dealing with human-made systems, software-iritensive systems, and products and services re
to those systems, regardless of the project scope, methodology, size, or complexity;

— anyone planning or performing integration activities to aid in ensuring that the applicati
the integration process and its relationships to other system life cycle processes confor
ISO/IEC/IEEE 15288 or ISO/IEC/IEEE12207.

2 Normative references

The following documents_are referred to in the text in such a way that some or all of their co
constitutes requirements-of this document. For dated references, only the edition cited applies

the

SSes.

htion

jects
ated

n of
m to

htent
. For

undated references, thelatest edition of the referenced document (including any amendments) applies.

ISO/IEC/IEEE 12207:2017, Systems and software engineering — Software life cycle processes
ISO/IEC/IEEE“15288:2023, Systems and software engineering — System life cycle processes

3 Terms, definitions and abbreviated terms

3:1' Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC/IEEE 15288,

ISO/IEC/IEEE 12207 and the following apply.

[SO, IEC and IEEE maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

— IEEE Standards Dictionary Online: available at: http://dictionary.ieee.org

© ISO/IEC 2023 - All rights reserved
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NOTE For additional terms and definitions in the field of systems and software engineering, see
ISO/IEC/IEEE 24765, which is published periodically as a “snapshot” of the Systems and Software Engineering
Vocabulary (SEVOCAB) database and is publicly accessible at www.computer.org/sevocab.

3.1.1
aggregate, noun
result of combining one or more physical, logical, or both, system elements

3.1.2

driver

laun¢her

external dynamic component or simulator that activates the performing of functions of an aggrégate
(3.1.1) of system elements

3.1.3
interface

point at which two or more logical, physical, or both, system elements or software/system elements
meef and act on or communicate with each other

3.14
integration

process of planning for and aggregating a progressively more complete set'of physical, logical, or both,
system elements and activating their interfaces (3.1.3) to synthesize a sgst€m or part of a system whose
propkrties can be verified and possibly validated

Note|l to entry: An outcome of integration is a system whose properties_can be verified and possibly validated.

3.1.5
logiqal interface
inpuf-output flow between two or more system elements, or software system elements and the function
that fletermines it

Note|l to entry: A logical interface can be functional.(@s in process steps), informational (as in a communications
link),|or other.

3.1.6
phydical interface
physjcal link between two or more system elements

Note [l to entry: A physical interface\can be solid, liquid, gas, vacuum, thermal, electromagnetic field, or other.

3.1.7
stub
computer programs and data files built to support software development and testing, but not intended
to bgincluded in the final product

3.1.

synthesis

result of Gembining the constituent elements of separate physical or logical, or both, entities into a
singleor, unified entity

2 © ISO/IEC 2023 - All rights reserved
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3.2 Abbreviated terms

API application program interface

ISC integration services components

MBSE model-based systems engineering

Nt NoT-dEevelopTeTTtat itemT

QA quality assurance

SDP software development plan

SEMP systems engineering management plan
Sol system-of-interest

4 Conformance

4.1 Conformance to processes

Conformance requirements for the integration process are specified in ISO/IEC/IEEE 12207:2017
ISO/IEC/IEEE 15288 and further elaborated in 6.3. Oné€/supplemental integration process out

and
fome

is added in 6.3.3. If using ISO/IEC/IEEE 15288:2023 ofitcomes, it would become outcome h). If Qising

ISO/IEC/IEEE 12207:2017 outcomes, it would become ‘@utcome i).

4.2 Conformance to information item content

Clause 7 provides requirements for a number of information items to be produced during the life
of a system.

A claim of conformance to the information item provisions of this document means that
— the required information itents stated in this document are produced, and

— the information items\produced demonstrate conformity to the content requirements defin
this document.

Clause 7 contains the requirements for the content of the information items in this document.

In this document;’each information item is described as if it were published as a separate docuf
However, information items are considered to be conforming if the information items are unpubli
but availdble'in a repository for reference, divided into separate documents or volumes, or comk
with othérinformation items into one document. It is not required to treat every topic in this docu
in thessame order, using the same wording as its title, or with the same level of detail. That depen
theirature of the system, implementation methods, life cycle model, and scope of the project.

cycle

bd in

nent.
shed
ined
ment
s on

4.3 Full conformance

A claim of full conformance to this document is equivalent to claiming conformance to the integration

process requirements identified in 4.1 and the requirements for the information items cited in 4.2.

© ISO/IEC 2023 - All rights reserved
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4.4 Tailored conformance

4.4.1 Processes

This document makes the following provision for a claim of tailored conformance to the integration
process: ISO/IEC/IEEE 12207:2017, Annex A and ISO/IEC/IEEE 15288:2023, Annex A provide
requirements regarding the tailoring of system and software life cycle processes. Those provisions
should be used to tailor the integration process requirements identified in 4.1 as the basis for a claim of

tailored conformance to the integration process as elaborated in this document.

4.4.2 Information items

Wheh this document is used as a basis for establishing a set of information items that do not gualify for
full dJonformance, the requirements in Clause 7 are selected or modified in accordance with\this clause.
The tailored text, for which tailored conformance is claimed, shall be declared. Tailoredconformance is
achigved by demonstrating that requirements for the information items, as tailored, are satisfied.

5 Integration concepts

5.1 | General

This|clause presents the concepts that apply to system integration, including software systems. These
concepts embody the definitions in ISO/IEC/IEEE 12207 and ISOZIEC/IEEE 15288 and set the basis for
explaining the application of those concepts. The central concepts that this clause presents are those of
interfface, aggregation, synthesis, and integration.

Ther are conceptual relationships between the integration process and system and software life cycle
procgsses of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, which this clause presents. This clause also
presents the concepts associated with system integration as a process over the life cycle of a system,
including software systems.

Finally, this clause presents concepts on iteration and recursion in integration, and regression testing.

5.2 [ Interface concept

An interface has a set of logical or\physical characteristics required to exist at a common boundary or
connection between system elements, systems, or the environment external to the Sol.

NOTE1  Throughout this  document, statements referring to "system elements” inferentially can include
elem¢nts of other systems;or the external environment.

A physical interface js a physical link that binds two or more system elements within the Sol, or one
syst¢m element.of the Sol with one or more elements external to the Sol. A physical interface can be
consjdered asystem element.

Alogdicalinterface consists of an output flow, or an input flow, or a bi-directional, i.e. transactional, flow
between two or more elements of the system so that the elements can exchange some mix of energy or

. /. N
informationttents:

NOTE 2  Table 1 provides examples of system element integration involving physical interfaces (e.g. material
and thermal example of Table 1) and logical interfaces (e.g. the software-to-software example of Table 1).

The progressive definition of interfaces is an intrinsic part of applying the technical processes of
ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 and is critical to the success of integration. Inadequately
defined interfaces are common failure points in complex systems. Such inadequately defined interfaces
commonly include the points where independent systems or system elements not necessarily made
of the same technology meet and communicate with each other. Consideration for indirectly coupled
elements (e.g. via control mechanisms or shared memory in software systems) often involves complex

4 © ISO/IEC 2023 - All rights reserved
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analysis. Technical processes' activities and decisions should fully define interfaces so that integration,

and subsequent verification of system elements' properties, can be planned and performed success

fully.

ISO/IEC/IEEE 12207:2017, E.5 and ISO/IEC/IEEE 24748-1:2018, D.5 provide a process view for the
management of interfaces and identify the purpose and outcomes with selected life cycle process
activities and tasks to facilitate the identification, definition, design, and management of interfaces of

the Sol.

5.3 Aggregation and synthesis concepts

The integration of a system is based on the notions of aggregation and synthesis. For example, w
body, engines, hardware and software controls, air traffic procedures, and informatioh."items
aggregated along with other elements not listed here to synthesize an aircraft operating.in its inte

environment. A synthesis performs functions not possible from the individualselements that

aggregated. An aggregate has a functional consistency that allows the performance of subsec
verification actions and possibly validation actions. Each aggregate is characterized by a configur
that specifies the implemented system or software elements that are aggregated/and their configur
status. Aggregation can be done iteratively or recursively.

5.4 Integration concept

ings,
, are
nded

are
uent
htion
htion

Integration encompasses planning for and aggregating a progressively more complete set of elenpents

and activating their interfaces to synthesize a part of a system that can be verified and pos
validated in keeping with strategy decisions for validation’process implementation. Integration en
interoperation among some set of elements to satisfy their requirements and provide a basi
integrating a yet more complete part of the system. The end result is a system or software system
is integrated within itself and at its interfaces for the\system's intended purpose and use.

Integration of the system can involve a mix of\the hardware, software, data, humans, processes
processes for providing service to users), procedures (e.g. operator instructions), facilities, mate
and naturally occurring entities of which*the system is composed. Hence, system integration
involve interfacing and interoperatingsuch things as mechanical items (e.g. assembly), functions
software-based functions), people and equipment, thermal flows, sets of processes, human const
to naturally occurring entities.

NOTE1 ISO/IEC/IEEE 15288:2023, 5.2.3 further explains concepts for interfacing systems and interoper
systems.

sibly
hbles
s for
that

(e.g.
rials
can
(e.g.
ructs

ating

A nuclear power facility is an example of a system that includes a mix of every type of elements

considered in ISO/FEC/IEEE 12207 and ISO/IEC/IEEE 15288 and involves both products and sery
Table 1 gives illustrative examples of the types of elements that are to be integrated for the systg
function properly in its operational environment over its life cycle. Table 1 illustrates the point
verificationdstypically done following integration, depending on the verification strategy and prior
whereas.validation can depend on factors other than successful confirmation that the interfacg
been established and checked, and its properties verified.

Table 1 — Integration examples

rices.
m to
that
ities,
e has

System elements Types of interfaces Verification Validation follows?
being integrated involved follows?

make reactor control the assembled reactor.
rods

Fuel and cladding to|Material, thermal Yes Yes, but most likely done as part of validating

dural can occur at a higher level in the system

Operator control panels|Mechanical, electrical, Yes Most likely yes. Each type of control can be
functional, human-ma- verified individually, then some combination
chine interface, proce- of controls can be validated, that is, validation

© ISO/IEC 2023 - All rights reserved
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Table 1 (continued)

System elements
being integrated

Types of interfaces
involved

Verification
follows?

Validation follows?

Reactor control and
monitoring operating

Software, human-machine
interface, procedural

Yes

Most likely yes. Each type of control can be
verified individually, then some combination

system

of controls can be validated, thatis, validation
can occur at a higher level in the system.

Rea
softy
tym

TOT TOd COMUTOol
vare to flux densi-
bnitoring software

Softwarc to software No, but vattdated at a fiigher fevet, sucihr a3

software to display

1es

Facility server farm

Hardware, software, data, Yes
thermal, facilities, pro-

cesses

Probably, at several points

Read

river

diung, such as a lake or

tor to cooling me- | Naturally occurring entity, Yes

facility, thermal

Probably

Rea
pow!

tor generator to|Hardware, functional Yes Yes

br grid

NOTH
grid
notio

NOTH
valid

Enah
inter
cons
treat

Integd
and

succ
inter

Plan
proc
and

valid

A sys
integd

2 Some of the integration results in products, some in services. In this.example, electrical power to the
s a product of the reactor, while electrical power from the grid at the point of use is a service. Table 1 is
nal, for illustrative purposes only, and is not intended to be exhaustive,

3 IEEE 1012 provides requirements and guidance for systems.software, and hardware verification and
htion processes while the ISO/IEC/IEEE 29119 series provides.detailed support for software testing.

ling systems are integrated, just as systems-of-interest, and an Sol and its enabling systems are
faced. If an Sol and its enabling system are interfaced the Sol and its enabling system can be
dered as a system-of-systems, or two systems, oras a new Sol, as a matter of perspective, per the
ment in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 24748-1.

ration can be considered successfully completed when all of the required interfaces are checked
bass the required interface specificatiohs for the integration step. Additional confirmation of the
pssful completion of integration is when subsequent verification and possibly validation of the
face properties is successful.

hing and performing of integration is done in conjunction with other system or software life cycle
psses. Integration planning-is'mostly done in conjunction with requirements, architecture, design,
est processes, while performing integration is mostly done in conjunction with verification and
ation processes.

tem can be integrated during a single stage, or involve multiple stages, of its life cycle and can be
rated more than once within a single life cycle stage, such as when a system is repeatedly modified

duripg a lengthy<{stage of operation and maintenance, or when capabilities are added in discrete

incre

5.5

ments.

Reélationship of integration to life cycle processes

1S0/

EC/IEEE 15288 and ISO/IEC/IEEE 12207 recognize that any process can be invoked by any other

process and, conceptually, that applies to the integration process. In practice, the extent to which
integration is addressed when planning or performing other processes, as well as the extent to which
other processes are addressed when planning or performing the integration process, varies extensively.
Table 2 shows the relationship of some the other processes to the Integration process at a conceptual

level

. Clause 6 addresses more specifics to consider as part of the integration planning or performing

guidelines.

© ISO/IEC 2023 - All rights reserved
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Table 2 — Conceptual relationship of integration to life cycle processes

ISO/IEC/IEEE 12207 and
ISO/IEC/IEEE 15288 process
groups

Relationship to integration pro-
cess when planning integration

Relationship to integration process
when performing integration

Agreement processes

Agreements for system or software
elements obtained from a supplier,
or elements provided to a supplier,

include roeauiramantc ta ho caticfiod
1

System or software elements obtained
from a supplier are checked as spec-
ified in the agreement before accept-

ance forintaaration with thao Sal
o

for integration that supports suc-
cessful verification, validation and
deployment. Agreement of interfaces
between supplier and customer.

Organizational project-enabling
processes

Provisions of the life cycle model
management process, infrastruc-
ture management process, quality
management process, and knowl-
edge management process include
capabilities for any interaction

with the Integration process during
preparation, performing, or outcome
handling.

Integration draws onithe infrastrug
ture and provisions'of the quality an-
agement processS) The lessons learred
from a specific integration effort a1
captured athd,ihade use of through
knowledgé management process.

the

Technical management pro-
cesses

Management of the intended integra-
tion effort is reflected in the specific
framework of each of these process-
es: integration uses or providés input
to each of these processes,

Management of the actual integration
effort uses or provides input to each of
these processes.

Technical processes

Integration concepts, requirements,
and solutions emergé\from the busi-
ness or mission andlysis, systems
requirements, architecture defini-
tion, and design definition process-
es, drawing'on the system analysis
process

Implementation, verification, tran-
sition, validation, operation, maint¢
nance, and disposal processes all draw
on or are supported by the integratfion
process over the life cycle of the sy$
tem.

NOTE

The relationships in Table 2 also apply to enabling systems.

5.6 Progressive interface definition

Interfaces are progressively defined, with the first descriptions at a high level commonly occu

rring

with application of<the business or mission analysis process, then throughout the application gf the

requirements, architecture and design processes. The integration process coordinates with t
processes to check that the interface definitions, as implemented and integrated, are adequate and
the processés)consider the integration needs.

5.7 Jdntegration over the life cycle

Life cycle concepts and models, as discussed in ISO/IEC/IEEE 24748-1 and ISO/IEC/IEEE 24748-3, 1

hose
that

elate

directly to the integration process in two ways.

a) Integration planning should be done with a consideration of the system's or software system’s
entire life cycle, or remaining life cycle, in mind. There can be a need to integrate some part of the
system's elements at any stage of the life cycle.

NOTE1 For example, integration in the concept stage can be done on conceptual models.
b) Integration can also be done at any stage of a system's life cycle.
NOTE 2 In particular, system modifications to extend or improve utilization and support often drive a

requirement to integrate the changed parts of the software or system.
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A system’s complexity can impact integration planning and stage planning. A system can have any
mix of products and services and be composed of one or more of the following: hardware, software,
data, humans, processes (e.g. processes for providing service to users), procedures (e.g. operator
instructions), facilities, materials and naturally occurring entities. Since those various products and
services can have different life cycle models, the timing and outputs associated with each model should
support integration of the overall system at all affected stages of the system's life cycle.

5.8 _Iteration and recursion in integration

5.8.1 General

Two |[forms of process application - iterative and recursive - are useful for applying the Integration
procgss. Iteration and recursion concepts are provided in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288
and ¢xplained in detail in ISO/IEC/IEEE 24748-1.

This|discussion on iterative and recursive use of system or software life cycle processes is not meant to
imply any specific hierarchical, vertical, or horizontal structure for the Sol or enablidgsystem.

5.8.1 Iterative application of processes

Wheh the application of the same process or set of processes is repeatéd on the same system, the
application is referred to as iterative.

The |ntegration process is used iteratively starting from a first/aggregate of system elements, which
can Include software unit or software item configurations forysoftware system elements, until the
completion of the Sol. The last successful iteration of the ihtegration process results in the entirely
integrated Sol.

The |verification process is used with the integratieni’process to perform the planned verification
procedures related to the integration iteration.

The palidation process can be used iteratively"when performing the planned validation procedures
related to a set of integration and verificatiomactions.

5.8.3 Recursive application of processes

Wheh the same set of processes or. the same set of process activities are applied to successive levels of
syst¢m elements within the system structure, the application method is referred to as recursive.

The [integration process is\uSed by any system-of-interest at any level of the decomposition of the
systeam, hence can be usedrecursively.

The YVerification and'walidation processes can be applied following, as part of, or in conjunction with,
the integration process in each recursion.

5.9 | Regression testing in integration

It is ¢ften necessary to re-run tests previously completed on a lesser set of a system's elements. Element

interfaces or simulated equivalents remain available for regression testing to be feasible. These
considerations can be carried over to ensuing life cycle stages.

5.10 Integration enabling systems

The purpose of an integration enabling system is to provide an environment that serves to prepare for
and perform the integration of any Sol for one or more life cycle stages. It can be viewed as a facility
including the necessary services, and the resources and tools for integration. Each integration enabling
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system is a system in its own right, in which its life cycle activities interact with those for the Sol to
enable successful integration of the Sol.

NOTE1 The enabling system is defined in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 and can apply in the
case of integration. An integration enabling system has its own life cycle composed of generic stages and uses the
system or software processes of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288, but is instantiated for each Sol to
be integrated.

NOTE 2 For a given Sol, the composition of the enabling system can be different at different life cycle stages,

considering the particular composition of system elements that are being integrated at that stage.

NOTE 3  Other independent enabling systems can exist for verification, validation and delivery purposes,|or be
combined with the integration enabling system.

ISO/IEC/IEEE 15288:2023, Annex D discusses system life cycle process implementdtion usirlg an
approach applicable for both MBSE and model-based systems and software engineering. When fising
this approach, early model and method selection and potential compatibility issues for integratioh are
important planning considerations. The timing and content of the outputs of'models (e.g. UML/SysML
diagrams, 3D models) and simulations (e.g. electrical loads, material flow) that’enable the realization of
a system should be integrated among themselves and any activities to integrate the system itself.

NOTE4 ISO/IEC/IEEE 24641 specifies a reference framework for systems and software engineering with a
model-based approach

6 Integration process planning and applicatien-purposes

6.1 General

This clause presents guidelines for planning and applying the integration process stated in
ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 1220%{Guidelines for planning integration that are given in this
clause include material on strategy, integration resources, and integration plan development.

In this clause, application guidelines-are first given in the context of the integration proceps of
ISO/IEC/IEEE 12207 and ISO/IEC/HEEE 15288. Additional discussion focuses on the relationship of
other processes from ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 to application of the integration
process. Finally, this clause presents scenarios and approaches for system and software integratiop.

6.2 Integration planning and application guidelines

6.2.1 General

This clause presents guidelines on integration planning, including integration strategy, efficlency
of the strategy, integration context, and roles and competencies of the integration team. This clause
also presents guidelines for selection of methods used to apply the integration and guidelines fofr the
develapment of the integration plan.

6:2:2 Integration strategy

The integration strategy defines which activities are performed, where, when, and how the activities
are performed, and who or what performs them. Some factors influencing the choice of integration
strategy include scalability and the choice of custom or ready-for-use integration solutions and
tools. Until obtaining the complete integrated system that conforms to its architecture and design
characteristics, system element integration activities include:

— obtaining each implemented system element that is to be integrated, including enabling system
elements;

— activation of logical and physical interfaces appropriate to the elements being integrated;
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— checking each interface to confirm that a basis for verification has been established;

— checking each applicable interface to confirm that a basis for any corresponding validation has been
established.

The integration strategy is typically described in an integration plan that identifies configurations of
expected aggregated elements that synthesize a part of the Sol, ordering of aggregate integration, and

on techniques are thus developed in coordination with

the vierification and validation strategies.

The integration strategy is based on the architecture of the system and relies on the way the architécture
of the system has been defined. Project objectives, such as delivery time, project cost, systeniSecurity
and gafety, also influence the integration strategy, considering criteria such as deadlineg;\integration
cost,|risk, availability of resources, and skills. The integration strategy should be as flexible as possible.
For gxample, in the case of large systems, the strategy can need revision when an, initial operational
capapility is required by stakeholders to reduce delays from need definition to,a<¢artial realization
of bgnefits before the final operational capability is available. Similarly, integratien strategy revision
can e warranted if system rollback is necessitated when encountering unexpected anomalies during
integration of new elements into an operational software system.

6.2.3 Efficiency considerations in the integration strategy

Efficlency of the integration strategy commonly involves optimizing the mix of workload, time and risk
to ohtain a complete integrated system operating in its contéxt of use. It often involves defining the
apprppriate order for:

— dleveloping integration supporting infrastructure and'resources;

o

jggregating the implemented system elementsusing defined procedures;

— performing verification actions against.system requirements to check physical and logical
interfaces before, during, and after the.aggregation of implemented system elements, as well as the
unctionality of the resulting aggregate;

— performing any validation action’s against stakeholder requirements to check system functionalities
nd requirements within thegesulting aggregate.

Efficjency of the integration ef.the system is determined by considering the strategies for integration,
veriffcation and validation-together. That is, an efficient integration strategy can also support efficient
veriffcation and efficientvalidation.

Efficlency consideratiens can be less clear when developing software integration strategy. Software
integration can bé/driven by other priorities, e.g. need for a function, creating difficult elements first, or

enabling system is capable of providing automated integration services and testing environment, especially for
performing continuous integration and DevOps of the software systems.

NOTE 2  For efficient and effective interface checking, an approach can be adopted that integrates software
system elements up to a specific extent in the Sol. Then interfaces within the integrated aggregate are checked
via top-down execution using drivers and stubs for the elements that are still to be supplied.
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6.2.4 Integration context

Integration also includes the integration of the Sol in its context of existence and use, which can include
physical, organizational, social, legal, and environmental conditions. When the Sol has been formed and
subsequently verified, it has to be integrated with the context and transitioned into use.

The context of use is the environment in which the Sol is intended to operate alongside the contextual
constraints and enablers that are present, including other systems that may already be in place.

. L ) . . ) ots of
t the

connecting the implemented elements of the Sol to the elements of the context, and checking-th
Sol can operate under specified conditions.

these are derived to the obtain the corresponding applicable system requirements\ These contektual
conditions are then considered as factors during architecture and design definition to endow the Sol
with the required system characteristics. These system characteristics can have a significant effefct on
the effectiveness of the Sol’s mission. For example, the physical context caw idelude thermal conditions,
lighting, noise, or spatial layout. The organizational and social aspects of thecontext can include fagtors
such as work practices, organizational structure and attitudes. Safety aspects can include faftors
such as hazards to life and property while security aspects can inchide factors such as data integrity
assurance and vulnerability to threats.

NOTE Elements for the context of use description are provided in ISO/IEC 25063 which focuses mainly on
the usability of an interactive system, including human operatots or human users.

The following are examples of systems or products and’their environmental conditions of use.

— Equipment for use in a cold store is designed to-consider the need for the workers to wear insujated
protective gloves or additional protective wear for overhaul and reassembly.

— Aticket machine, which is to be installed‘for use in an outdoor car park, is designed to accomma@date
the range of varying environmentalé¢onditions in which it is used or maintained, for example
darkness to bright sunlight, precipitation, dry and dusty, or temperature extremes.

— Working in cosmic space, in agacuum, with debris floating, or in an environment with high radigtion,
limits ands restricts the time and actions that people can take for integration tasks. For example,
in space stations and nuclear facilities, humans and manipulators or robots often work together to
perform integration €asks.

— An airline seat resérvation system is designed to provide users with on-line service 24 hours a day
across all timé zones, while accommodating integration of system or software maintenance updlates
within degsighated timing requirements of a service level agreement.

— Application software on smart-phones that are deployed as a client terminal of a system (e.g. spnart
self-register shopping, on-line payment, on-line ticketing, route map guidance) are expected fo be
integrated for update with incremental functions or services through remote broadcast o the
communication network environment during system operation or maintenance.

Information items regarding taking physical context, i.e. environmental, factors into account cgn be

found in numerous standards, such as ISO 8995-T, I[SO 15265 for workplaces, and in ISO 24500 for
elderly and disabled persons.

These last considerations are more part of operational concept and system requirements and so subject
to validation activity. The considerations can be seen as constraints to define and perform some
integration activities, that is, aggregation and/or verification.

6.2.5 Roles and competencies of integration team

The following roles and associated competencies should be included as project team members
involved in integration. In applying this document, one person can assume multiple roles and one role
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can be held by multiple individuals or subgroups within the organization, considering workload and
competence. There are no requirements for independence of roles in this document. For these roles and
competencies, it is not necessary to have one unique team member for each role. It is possible that one
person can be competent in more than one of the following areas, so that the project team size can vary,
depending on system complexity, organizational processes, roles, and staff. Larger projects can require
more than one person in each role.

— Requirements engineers, who provide the link to concepts, needs, expected operations, problem

dly dllU c(u d 2 C CoOUIU U VV COPC U U [JIC % Jd

¢nabling systems, check the interfaces, confirm that the resulting aggregate of elements is ready for
verification, and write the integration reports and problem repofits.

Validation technologists, who apply tests to.determine that the verified interface functionality
meets stakeholder requirements.

— Quality assurance technologists, who ¢onfirm that the results of the integration at each step have
produced the required outcomes.

NOTHE 2  There are, of course, a number-of functions, with their own roles and competencies, that can support
integfation, but which are not liste@.above on the integration team. For example: configuration management,
knowledge management, risk mammagement, for all the ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 processes.

6.2.4§ Methods used to/perform integration

6.2.4.1 Interface’definition and analysis

To integrate two~or more system elements, the interfaces between the elements are defined. The
defirlition starts with an analysis of what the interfaces are, identification of interface linkages,
identificatien of what passes across each interface or any other required properties. These are
determined and identified through the architecture definition and design definition processes.

A further part of interface definition and analysis is to determine possible relationships among a set
of interfaces. One method of analysis is the coupling matrix, or N square representation, which is
described in detail in Annex A.

The requirements for each interface are commonly captured in an interface requirements document,
or the equivalent. Once the interface has been put under configuration control using the configuration
management process, the properties to be controlled are captured in an interface control document, or
equivalent. The information item can also be incorporated into the integration plan.
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6.2.6.2 Integration scenarios

Sometimes, the term integration is interpreted based on a restrictive definition consisting of integrating
existing elements. That can be the case, for example, when dealing with industrial practices that consist
of using existing products, or NDI, that are to be incorporated into a given system at a particular life
cycle stage.

Three example cases are given below that demonstrate the importance of the system architecture

T IO O Ty OO CoOoTO T T O troTTo OT PITy Orcur IIicC ST o eroTts

— Planned integration. This is the classic approach used in the development stage of a system. in which
the system elements to be integrated are defined up front. Those system elements ar¢ defingd, or
identified as NDI, during architecture definition, to perform functions that are allocated to th¢m to
satisfy system requirements. These system elements can be developed specificallytfor the sydtem-
of-interest, can be existing and re-used as-is, or can be modified. The system'elements can| also
be NDI evolved by external parties. The selection of the system elements iS)an architectural and
development decision. Planned integration can be achieved at design and,Build time and can alfo be
achieved through self-configuration during operation.

— Evolutionary integration (evolution/extension or contraction/adaptation). This is the approach|used
when an existing in-service system (e.g. in its utilization stage) needs to interoperate with angther
one, existing or not. The integration cannot occur without pérforming upstream definition tpsks,
because that case can be considered as a request that includ€s specific requirements. In partigular,
some architecture and evaluation studies are performed;.including interoperability analyseq (e.g.
compatibility of protocols, interfacing capability), integrability analyses (e.g. feasibility of functjonal
exchanges or physical connection), and verificatiof and validation feasibility. These analysef are
necessary inputs to the architecture definition_of modification in order to either modify of not
modify the interfacing system elements, or add*hew system elements. To do these analyses| it is
assumed that the engineering artefacts of the concerned systems or system elements are available.
Otherwise, a reverse engineering step hasto be performed to characterize the interfacing sysftems
or system elements.

— Capability extension, integrating existing system elements or NDI. This case often corresponds
to a decision to develop a new'capability of an in-service system (e.g. in its utilization stage),
incorporating an existing system element, or an NDI. This case is generally highly constrained by a
fast, narrowly bounded seope effort and low-cost implementation, giving a limited set of availlable
options. Also, these system elements can be significantly complex. This case can be considered
as an extension request that includes specific requirements. Architecture and evaluation styidies
should be performédpstream, based on the requirements. The studies should include in partitular
interfacing feasibility, interoperability analysis, integrability analysis (i.e. feasibility of functjonal
exchanges and of physical or other connection), and verification and validation feasibility. An "qpen”
architecture,~which includes interfaces that conform to accepted standards and modules |with
strongly-coehesive and loosely-coupled properties, or a service-oriented architecture can be jused
in addressing this situation. With such architectural characteristics, the integration is facilitpted,
evendf the characteristics are not immediately apparent.

NOTE.1  Adoption of NDI is driven by time-to-market constraints and the higher level of technology readiness
of.the NDI products. The use of NDI constrains the architecture of a system. Architecture decisions abouft NDI
have a significant impact on integration. Deciding early on in the system development to use NDI vs a “bujlt in-

house” solution aids identification of the appropriate interface and performance of adequate verification and
validation actions.

NOTE 2 A Solisnotnecessarily static in its environment. The environment, or context of use, can change over
time, so the Sol has to adapt to new operating conditions, possibly by adding or modifying capabilities. Any type of
system is considered in this document, including evolving systems having dynamic self-configuration capability,
as discussed in ISO 15704. ISO/IEC/IEEE 15288, ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 24748-1 explain that a
system can evolve over time and that every life cycle process can be applied at any time during the system life
cycle. That is the case, in particular, with the integration process and related processes.
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NOTE3 An extension can involve a mix of products, services, or both, that are not possible in the existing
system. Further, the extension can involve hardware, software, humans, data, processes (e.g. review process),
procedures (e.g. operator instructions), facilities and naturally occurring entities (e.g. water, organisms, and

minerals).

6.2.6.3 Alternative integration methods

Alternative integration methods are summarised in Table 3.

Table 3 — Integration methods

method

Integration Brief description

the system elements are verified concurrently.

purposes.

Globalintegration | Principle: Also known as big-bang integration. All the implemented system elements.are aggre-
gated in only one step. After each implemented system element has been integratedindividually,

Advantage: No need for drivers or stubs to simulate absent system elements for verification

Disadvantage: Interface anomalies are detected late. It can be difficult to detect, diagnose, and
locate remaining anomalies in the global system. Expensive and‘inefficient to fix any issues.

Application: This method should be reserved for simple systems with few interactions and few
system elements, where the technological risk is low.
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Table 3 (continued)

Integration Brief description
method
Bottom-up inte-|Principle: Starts with system elements performing very detailed functions or dealing with
gration acquisition from sensors and distribution or physical commands onto actuators. Continues

with system elements performing detailed or core functions or transformations of the system.
Ends with system elements related to overarching framework of the Sol, i.e. close to mission or
infprf:\r‘ing nppr:\fnrc' orusers' commands

Advantage: No or few stubs to create. Early detection of implementation anomalies. Testdases
to check interfaces and functions are easy to define.

Disadvantage: Lower-level system elements are solicited a lot by higher-level testcases. Aisent
system elements from the upper levels are replaced by drivers. For example, when a large pum-
ber of system elements exist at the same level and the program as an entity does not exist until
the last module is added, the bottom up approach becomes very complex:since test engineers
cannot observe the system level functions from the partly integrated system.

Application: Bottom-up physical integration is the most commpofiiyay to integrate hardware.
Also applies to software intensive systems.

Key

® system element

T—> transition

O stub or driver
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Table 3 (continued)

Integration
method

Brief description

Top-down inte-
gration

Principle: Starts with system elements related to the overarching framework of the system-of-in-
terest that are generally close to the mission or users' vision and operations/commands, when
there are users and operators in the system-of-interest. Continues with system elements per-
forming core or detailed functions or transformations of the system. Ends with system elements
pprfnrming maoare detailed functions or close ta nr‘r}nicifinn from sensors and distribution or

physical commands onto actuators.

Advantage: Early availability of a skeleton of the system that allows detecting and easily
locating remaining anomalies. Test cases for verification actions are close to reality. Dpes not
need many drivers.

Disadvantage: A lot of stubs to create. Difficult to check efficiently and exhaustively at the
lowest level system elements and interfaces with test cases from the operators. or users' level.

Application: Mainly used in software intensive systems, or in systems withhuman operators
or users that pilot or interface with command-control subsystems.

A particular implementation of top-down integration method is the “onion ring approach": the
integration starts from a kernel of the system or a backbone layer;\then the kernel is used as
a live stub or driver to integrate other system elements. The kernel’can include one or several
functionalities shared by a number of system elements.

Integration
with the
streagm"

Principle: The system elements are integrated as the elements become available, after each
implemented system element has been verified individually before aggregation.

Advantage: Allows for quick start of integration.

Disadvantage: Can necessitate use of drivers, stubs, or simulation for absent system elements.

Inefficiencies can resultif modification of the Integration plan Is necessary every time a system
element is integrated.

Application: Should be reserved for well-known and controlled systems without technological
risk.

Key

C—> transition

® system element

O stub or driver
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Table 3 (continued)

Integration Brief description
method

Advantage: Allows for early detection of interface anomalies and facilitates locating remal
anomalies in the new increment.

Disadvantage: Necessitates a‘larger number of drivers or stubs to simulate absent sy
elements.

Application: Applies to any type of system architecture.

N
Q
Incremental inte- | Principle: In a predefined order, one or a véry*few implemented system elements are addgd to
gration an already integrated increment of systém elements.

ning

ftem

Key

® system element

> transition
O stub or driver
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Table 3 (continued)

Integration Brief description

method
Subset-by-subset|Principle: Implemented system elements are synthesized by subset, and then subsets are
integration synthesized together.

Advantage: Parallel integration of aggregates is possible. Delivery of partial products or ser-
vices is possible.

Constraint: Necessitates a system architecture defined with subsystems, i.e. collections of
aggregates. Better suited to systems with less complex interfaces.

Application: Applies to system architectures composed of subsystems. Applies well to preducts
with functional or transactional chains.

Critgrion-driven|Principle: The most critical implemented systemelements with respect to the selected criterion
integration are integrated first. Criteria come from systemrequirements and are typically related to technical
risk or other priorities. Criteria commaonlyaddress dependability, security, complexity, perfor-
mances or effectiveness, usability, technological innovation, availability, etc. The aggregates are
defined around system elements thatcorrelate with technical risks or other prioritised criteria.

Advantage: Allows early and intensive testing of critical system elements. Early check of design
choices.

Disadvantage: Drivers.and stubs can often be difficult to define and realize.

Application: Applies terany system architecture that includes critical system elements.

Key

® system element

—X transition
O tub or driver

NOTE 1  Drivefisand stubs are of particular use in the verification and validation processes and can already be
defingd to support testing. By using integration process drivers and stubs for verification and validation, the cost
burden foreach process can be decreased and the overall utility can be increased.

The $€lection of integration methods depends on several factors, such as the type of system elements,

their criticality, the delivery time, the order ol delivery, technical TiSKs, CONStraints, the veritication
strategy, the validation strategy, the type of project and organization. Each integration method has
strengths and weaknesses that should be considered when defining the integration strategy.

Often, a mix of integration methods is selected as a trade-off between the methods listed above, in
order to optimise work and to adapt the process to the system under development. A "middle-out”
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solution is commonly selected, where the most suitable aspects of top-down and bottom-up met
are combined and applied to address a project's specific integration needs.

NOTE 2

3(E)

hods

Integration process activity is not a phase of the project fixed in time; integration activity can also be

performed dynamically during operation through self-configuration arrangements of the Sol architecture. The
top-down integration method can be used in this case; the presence of stubs enables progressively building a

system driven by, for example, availability, scalability and adaptability requirements.

Sometimes critical factors elevate the need for method selections where integration becomes a key

driver and focus for life cycle stage, process and environmental decisions. Continuous integratiol
major aspect and characteristic of agile and DevOps approaches for software systems and is highlig
in this document. In both approaches merged process strategies, instantiations and enablihg’sys
occur early-on in the software system’s life cycle.

ISO/IEC/IEEE 12207:2017, Annex H discusses application of agile methods and ISO/1EC/IEEE 247
contains more detailed discussion of agile methods and life cycle model aspects.

DevOps provides a customer-focused, risk-managed approach driven by/néed for time-to-ma
secure and dependable software systems. DevOps practices are employed in highly auton
environments that support and are especially integrated with the techpical and technical manage
processes described in ISO/IEC/IEEE 12207. IEEE 2675 provides andn-depth presentation of De
concepts, including principles, organizational culture, and roles;,and DevOps practices as ap
through ISO/IEC/IEEE 12207 software life cycle processes. Besides”continuous integration’, IEEE
presents a concept of ‘Left-shift and Continuous Everything’ te highlight the need for early perform
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of practices commonly held until later in the life cycle, e.g: continuous delivery, testing, and QA diiring

design, using the same practices in development as in operations and sustainment stages. I[EEE
indicates that the DevOps-based elaboration of ISO/IEC/IEEE 12207’s process, activity, and
requirements can be used across a software system's\ife cycle.

6.2.6.4 Integration by layers of systems

Definition of a system, as shown on thesleft side of Figure 1, is performed on successive laye
abstraction; each layer corresponds tei'an architecture of systems and non-decomposable sy
elements. The integration, shown onthe right side of Figure 1, consists of following the opposite w
composition layer by layer.
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Figure 1 — Integration by layer of systems

On a given layer, integration of implemented system elements can be done on the basis of the physical
architecture as established during the system definition. However, the functional or logical architecture
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can also be used as the basis for selection of the system elements that are integrated to perform a
function of the system.

NOTE1 The use of physical, functional, logical, or other architecture at a given layer is driven by the nature
of the system elements. For example, a system of services, with process and human elements, can be integrated
within itself, then can be integrated with physical elements.

The goal is to progressively form the Sol per spec1f1ed system layer by formlng aggregates, such that a

and yerified and validated, with the optimum balance of time, cost, and risk obtainable. In that case;
the driterion driven method of integration can be the best approach. Mixing several methods, such-as
using different integration methods for different layers, or parts, of the system, can make the global
integration and validation of a Sol more efficient.

NOTE 2  Many integrated systems are systems-of-systems, and the integration starts with ceinbination of
existing validated, possibly NDI, systems. In that case the system-of-systems is the Sol; and each-existing system
is a qystem element within the Sol. That holds true for the enabling systems as well. Regression testing can
becoine increasingly necessary as systems-of-interest are combined to make an increasingly,cemplex system-of-
systems, due to the phenomenon of emergent behaviour. That is, system responses that aremot foreseen based on
the behaviour of the individual systems-of-interest before their combination into the system-of-systems.

6.3 | Integration process application requirements and guidelines

6.3.1 General

Any pdditional requirements and guidelines for the integratién)process in ISO/IEC/IEEE 12207:2017
and [SO/IEC/IEEE 15288:2023 are described in 6.3.2, 6.3.3¢{ and 6.3.4, which address the purpose,
outcpmes, and activities and tasks, respectively, of the integration process. The treatment in each
subclause starts with a presentation of the integration process purpose, outcomes, or activities and
tasks, as described in ISO/IEC/IEEE 15288:2023, 6.4,.8'and ISO/IEC/IEEE 12207:2017, 6.4.8.

Provjisions from ISO/IEC/IEEE 15288:2023 and,ISO/IEC/IEEE 12207:2017 are highlighted in one
or more boxes. The process purpose statements in ISO/IEC/IEEE 12207:2017 are harmonized with
those¢ in ISO/IEC/IEEE 15288:2015, so thefe is very little difference between those two standards
in tHat respect. The outcome statements-in ISO/IEC/IEEE 12207:2017 are also based on those in
ISO/|EC/IEEE 15288:2015. Many of the process purpose, outcome activity and task statements in
ISO/]EC/IEEE 15288:2023 have beew updated, so at this point the ISO/IEC/IEEE 12207:2017 text
can peem more aligned with systems than software. The minor differences between the text in
ISO/]EC/IEEE 12207:2017 and JSO/IEC/IEEE 15288:2015 are also identified. These differences are
shown within the ISO/IEC/IEEE 12207:2017 text sections enclosed in braces, [system/software
requjrements].

In the cases of purpose)and outcomes, the ISO/IEC/IEEE 12207:2017 text is boxed and displayed first in
6.3.24and 6.3.3. The'boxed text for ISO/IEC/IEEE 15288:2023 follows to show the refinements that have
been/made to these purpose and outcome statements. A supplemental outcome has been added in 6.3.3
for elaboration of the integration process. For activities and tasks in 6.3.4, there are more differences,
so for better clarity, the texts of ISO/IEC/IEEE 15288:2023 and ISO/IEC/IEEE 12207:2017 are shown
side-bySide, again with the differences highlighted as stated above.

Following the side-by-side presentation of activities and tasks in 6.3.4, aligned groups of tasks are
discussed.

Notes that occur in ISO/IEC/IEEE 12207:2017 or ISO/IEC/IEEE 15288:2023 are not included in the
boxed material in this document. Most of the guidance given in those notes has been integrated into the
guidance given in this document.

6.3.2 Purpose
The differences between the purpose statements of ISO/IEC/IEEE 12207:2017 and
ISO/IEC/IEEE 15288:2023 are shown in the two text boxes below.
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The purpose of the Integration process is to synthesize a set of system elements into a realized system
(product or service) that satisfies [system/software] requirements, architecture, and design.

This process assembles the implemented system elements. Interfaces are identified and activated to
enable interoperation of the system elements as intended. This process integrates the enabling systems
with the system-of-interest to facilitate interoperation.

ISO/IEC/IEEE 12207:2017, 6.4.8.1

NOTE For any type of system element other than a physical element, the term assemble can be considlered
as meaning to combine the elements, which can have no physical attributes, e.g. elements that are ldgical,
procedural, thermal.

ISO/IEC/IEEE 15288:2023 is updated as indicated.

The purpose of the integration process is to synthesize a set of system elements into‘a realised sygtem
that satisfies the system requirements.

This process encompasses planning for, preparing for, and aggregating a progressively more complete
set of system elements. Interfaces are identified and activated to enable intéroperation and subsequent
verification and possibly validation of the requirements (including characteristics) of the system elements
as intended. This process also connects and checks out interfaces ofithe Sol with enabling systems for
which there is direct interaction.

ISO/IEC/IEEE 15288:2023, 6.4.8.1

The goal of the integration process is to progressively daggregate the implemented system elements,
perhaps iteratively or recursively, in order to synthesize the system that is made of products, or proyides
services, or both, that conforms to its architecture and design characteristics, its system requirements,
or system/software requirements, and its stakehélder requirements, and achieves the intended system
purpose in its intended context of use.

The central thrust of the integration process is to check that the implemented system elementsg that
are intended to interface do so and, thr@ugh subsequent verification, do so correctly. In other wprds,
to check that the interfaces between the implemented system elements correspond to their defirjition
obtained during the performing of the architecture and design definition processes. In performing the
check, the interfaces on the implemented system elements are first identified, then activated to confirm
that there is a basis for successful performance of verification actions. These checks demonstratd that
the system elements intergperate as intended in the system definition.

Regarding enabling systems, to facilitate the progressive aggregation of system elements and the
subsequent performing of verification actions, different kinds of enabling resources (e.g. products,
systems, services), are permanently or temporarily integrated with the concerned aggregate. [That
principle is extended to the integration of the complete Sol in its operational environment in which
other necessary enabling systems are interfaced with the Sol, for example, a maintenance systen] or a
logistics support system, so that the Sol can achieve its expected mission.

Softwarve system integration iteratively combines implemented software system elements to form
complete or partial system configurations in order to build a product or service. In software, the

lihKing involves merging source code of implemented elements that are then compiled into an informal
" : o build. Sof : o icall ” | dail . ] if'ring

development and maintenance stages, possibly even with operation, often using automated tools.
Continuous integration involves frequent inclusion, or replacement and archiving of items, in software
libraries under the configuration management process control.

Enabling systems for software continuous integration can provide automatic analysis, testing and
merging of program code, selecting components and generating suitable configurations for delivery to
individual user environments.
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6.3.3 Outcomes

The

differences in wording for outcomes between I[ISO/IEC/IEEE 12207:2017 and

ISO/IEC/IEEE 15288:2023 are shown in the two text boxes below.

a)

As aresult of the successful implementation of the Integration process:

Integration constraints that influence system requirements, architecture, or design, including
interfaces, are identified.

D)

)

ISOAIEC/IEEE 12207:2017, 6.4.8.2

Approach and checkpoints for the correct operation of the assembled interfaces and system
functions are defined.

Any enabling systems or services needed for integration are available.
A system composed of implemented system elements is integrated.

The interfaces between the implemented system elements that compose the system are
checked.

The interfaces between the system and the external environment are(checked.
Integration results and anomalies are identified.

Traceability of the integrated system elements is established.

ISO/|EC/IEEE 15288:2023 outcomes contain minor differences*and the prior outcomes €) and f) were
combined as indicated in the box below.

)

b)

C)
)

)

)
)

As aresult of the successful performance of the integration process:

ISOAIE

integration constraints that influence system requirements, architecture, or design, including
interfaces, are identified;

approaches and checkpoints for the.correct activation of the identified interfaces and system
functions are defined;

enabling systems or servicesneeded for integration are available;
a system composed of-implemented system elements is integrated;

the system external interfaces (system to external environment) and system internal
interfaces (between implemented system elements) are checked;

integratiomresults and anomalies are identified;

traceability of the integrated system elements is established.
| 15288:2023, 6.4.8.2

For the purposes of elaboration of the integration process, a supplemental outcome is added to the

aboveséets _The fnl]m/ving outcome would become outcome i) ifllcing the IQOI/IFF/IPF‘P 12207:2017 set
or outcome h) if using the ISO/IEC/IEEE 15288:2023 set:

The strategy or strategies, as defined for the integration process, are established.

The definition of the system is impacted by technologies that support the system elements, how
to combine or connect the implemented elements and what verification actions to perform. Those
impacts should be identified and translated into system requirements, corresponding architectures
or characteristics and design properties, using the applicable corresponding technical processes. This
progressively drives and constrains where the interfaces are and what is supposed to go across them.

22
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For the correct operation of interfaces and system functions, the potential causes of any anomalies in
aggregating system elements that can alter their integrity, or their interface properties, and introduce
potential system malfunctions, should be identified. Anomalies can happen because of wrong system

elements, wrong configurations, wrong interfaces, or having several possible right or wrong way
connect the interfaces of system elements. Anomalies can affect security, safety of operators, operabi
interoperability, etc. To avoid such constraining issues, an approach and checkpoints should be defi
early during the system definition stage.

Elld‘l}iillg byb.l,clllb Ul 5C1 ViLCb dl'C lllddc dVdild‘U}C P1 iUl ‘LU PCl fUl lllillg ill‘LUgl d‘l,iUll. CUllel,luClli,}_),
enabling systems or services are defined, developed, verified and validated prior to using them

s to
lity,
ned

the

Regarding the traceability of the integrated system elements, the integration process establjshes
the configuration status of each implemented system element that is integrated, i.e. whi¢h version is
integrated, the history, rationale and impacts of modifications or changes, using the’ configuration

management process. The results of performing integration are recorded as well.
6.3.4 Activities and tasks

6.3.4.1 Integration process activity and task comparisons

ISO/IEC/IEEE 15288:2023 and ISO/IEC/IEEE 12207:2017 introduce\integration process activities
tasks with the statements shown in the boxed text below.

and

ISO/IEC/IEEE 15288:2023, 6.4.8.3 ISO/IECHEEE 12207:2017, 6.4.8.3

policies and procedures with respect to the integras{tion policies and procedures with respect tg
tion process. Integration process.

The following activities and tasks shall be imple-|The'project shall implement the following activijities
mented in accordance with applicable organization jand tasks in accordance with applicable organiza-

the

The activities and tasks for each standard.are discussed in the following clauses of this document
task statements under 6.3.4.2 and 6.3.44<are better aligned and presented in side-by-side boxed
followed by the guidance information-.The ISO/IEC/IEEE 15288:2023 task statements have change

The
text
din

6.3.4.3.1n 6.3.4.3, the tasks statements are presented in a single side-by-side box. The task groupings in

the guidance that follows are intehded to highlight the task alignments.

6.3.4.2 Prepare for integration

There are five tasksunder the "prepare for integration” activity, each of which is discussed in
subclause.

a) Tasks 1 and\2<-Identify checkpoints and define strategy

this

The order ofthe tasks to define criteria and checkpoints versus defining the integration strategy is
reversedin ISO/IEC/IEEE 12207:2017 or ISO/IEC/IEEE 15288:2023, as shown in the boxed text below.

[SOAEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3
1) Identify and define checkpoints for the correct|1) Define the integration strategy.

activation and mtegrity oI the interraces and

the selected system functions as the system|2) Identify and define criteria for integration

elements are synthesized. and points at which the correct operation and
integrity of the interfaces and the selected
2) Define the integration strategy software system functions will be verified.

In actuality, the tasks are highly iterative, so either can be taken as first, knowing that the results

change as soon as the second task unfolds: both are done and the tasks strongly interact.

2.2,

Generally, the Sol cannot be aggregated in a single round of combining elements. As mentioned in 6
a strategy has to be defined describing the way the integration is to be prepared for and performed.
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The complete strategy is defined applying the following considerations and dispositions, which
implicitly require identifying and defining criteria for integration and points at which the correct
operation and integrity of the interfaces and the selected system and software system functions are
verified, on an ongoing basis:

— analyse the system architecture description, in particular physical and logical models, in order to:

— identify the system elements and their physical, logical or other interfaces;

1+ identify the system elements that perform the core functioning of the system;

1+ identify the system elements that perform functionalities related to the core functioning ofithe
system;

1+ identify the system elements that interface with the external elements to the system;

— analyse system requirements and architecture descriptions to identify priorities for combining
jystem elements;

— §tudy alternative integration techniques or methods, shown in 6.2.6.3, thatiean be relevant to the
gystem to be integrated;

— gtudy enabling system alternatives, that can be relevant to the system to be integrated;
— ¢$tudy alternative aggregates and sets of aggregates that can predefine the order of combination;

dnalyse the verification and validation strategies to defing which system elements and which
dggregates of system elements are necessary to perform/phe selected subsequent verification, and
ossibly validation, actions; the strategies contain the list of subsequent verification and validation
ctions that should be performed; the list is the result-of trade-offs between what is desired to be
erified and validated and what can be verified and4ralidated considering multiple constraints such
s cost, deadlines, feasibility, security, safety, risk;

— erform hazard analysis, security analysis, safety analysis, and risk analysis, to prevent unintended
r undesired consequences that can appear during, or be generated by, integration performance;
he consequences concern the integrity of the system itself, the safety of operators inside or outside
he system, the integrators, and the ‘environmental conditions;

— Evaluate need for anti-counterfeit, anti-tamper, system and software assurance and interoperability
lements when identifying and defining checkpoints.

NOTE1  The ISO/IEC/IEEE 15026 series and the ISO/IEC 27000 family of standards give information on
assuifance, integrity, and security.

— Jssess and selectone integration technique or method, or define a mix of these, considering the
receding studies;

— dlefine theyorder for combining the system elements through the set of aggregates previously
efined;

— (¢ansider project parametersand constraints to minimise integration time, costand risk; synchronise

R i 4 1 R R | 4 1 | £4.1 : 4
HITTE T AUIUIT UdSKS WILIT UIT TS5 LET SUIICUUIT UT LT DT UJTLL.

The integration strategy commonly allows for sequencing the aggregation order for implemented
system elements based on the priorities of the system requirements and architecture definition
focusing on the interfaces, and for minimizing integration time, cost, and risks. The strategy often
provides for subsequent verification against a sequence of progressively more complete system element
configurations. Itis dependent on system element availability and is consistent with a fault isolation and
diagnosis strategy. The integration strategy often is consistent with a regression strategy, particularly
for software, which is applied for re-verifying software elements when related software units and
potentially associated requirements, design artefacts, and information for users, are changed.
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Defining the integration strategy commonly accompanies defining the strategy for other processes that

occur, such as implementation, transition, operation and maintenance, and disposal.

For software systems, ISO/IEC/IEEE 12207:2017 reflects that software elements can occur both in
software systems, that is, systems where software is the predominant concern and the primary product

is data or information, and also in most other systems, where the primary output is a result other

than

information and the software is not the primary concern. Often software system integration process
strategy definition involves different approaches for system or software element integration and that

involve automated and ‘continuous’ software construction, integration, verification and sto
which tends to blur the lines for instantiation of the implementation, integration, verifi¢ation
configuration management, or other, processes. The defined criteria for software integration’can 3
for different treatment of unit composition, interface and other aspects of developing seftware tha
outside the system or software element points identified for verification of the correct operatior
integrity of the interfaces and the selected software system functions.

Integration strategy for software systems is typically determined by the ‘abchitecture and d
decisions. Conversely, architecture and design decisions are made with softwédre system integrati
mind. Software system integration often involves reuse of existing open-sQurce or proprietary librz
as well as integration of NDI or COTS software packages, since it is gften more cost-effective, qu
and more reliable to integrate proven software elements than to redevélop them. For example, soft
systems managing data are usually distinct from, and integrated with, transactional applicat
Software integration works within the design perspective“of containerization or encapsul3
meaning that executable software units or elements have distinct boundaries with well-de
interfaces, often APIs.

Containerization improves portability of softwaresto‘be integrated on different operating syst
Containerization can also reduce the threat of unwanted integration when malware threatens mu
software elements. This approach simplifies troubleshooting analysis, maintenance, and verific3
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as well as integration. During development of.maintenance of software code, software integratipn is

performed continuously with software implementation and unit test. Configuration managemen
version control tools allow developers tobranch code for refactoring, development, and unit test
then merge (integrate) the new code back into the mainline or baseline version. The same proce
can be used for continuous delivery of new versions for testing or production use.

NOTE 2  IEEE 2675 provides @n-elaboration of the ISO/IEC/IEEE 12207:2017 integration process fo
on continuous integration, which is a key concept for DevOps. IEEE 2675, ISO/IEC/IEEE 12207:2017
ISO/IEC/IEEE 24748-3 each\provide additional information and guidance that support integration pr
strategy development for{software as well as strategies for the other closely related processes.

NOTE 3  Typical software integration techniques include APIs or webhooks, as well as use of ISC and
orchestration to handle integration with cloud or virtual services. See ISO/IEC 18384-1 and ISO/TS 2302
additional information.

The stratégy can include early dispositions and tasks related to other development activities in
to facilitdte the integration. In particular, consider using simulators, mock-ups, prototypes, or vi
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environments during architecture and design activities to anticipate potential integration diffic
hazards or threats and reduce integration time, cost and risk. The simulators, mock-ups, etc., ca
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integrated configuration includes its human operators.

be'used in integration of system elements not yet implemented (e.g. receiving data from interfg

Ities,
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The integration strategy should be refined to facilitate the maintainability of the Sol during integration

and subsequent activities, such as verification, validation, transition, operation, maintenance,

and

disposal, and to help efficiently analyse causes of problems encountered during integration. To support
the foregoing, consider adding functions in the Sol, or in any enabling system, such as log data gathering
and recording, help to diagnosis. Throughout, version control is maintained through the configuration

management process.
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For projects involving multiple sources of system elements, such as suppliers, or development teams, the
availability of system elements for integration is typically part of the project schedule with milestones
under the project assessment and control process. At major integration points (e.g. completion of a
stage, element, or version) checkpoints for reviews and validation with stakeholders are typically held.
The frequency of these reviews is related to the selected life cycle model, development method, and
number of system elements.

The 1ntegrat10n strategy is documented in the 1ntegrat10n plan described in 7.2. The integration plan

can L cd delludlUllC uULulllCllL Ul d pPUI LlUll Ul d Pl UJCLL b DU[’ Ul DDlVll’

The Integration plan also indicates where, when, how, and who performs the integration activities. For
exanpple, this can be site locations, schedules, aggregation approach detail, and skills.

b) Tasks 3, 4, and 5 -Identify and plan for enabling systems or services, acquire access to.them and
identify constraints and objectives from integration

The jorder of tasks 3, 4 and 5 is changed in ISO/IEC/IEEE 15288:2023 from that,in"the previous
editipn and ISO/IEC/IEEE 12207:2017. The order and minor differences in thé/text of the tasks
are ghown in the boxed text below. Guidance discussion in this subclause follows the task order in
ISO/IEC/IEEE 12207:2017.

ISOAIEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 122072017, 6.4.8.3

3) [ldentify constraints and objectives from|3) Identify and plah for the necessary enabling
integration to be incorporated in the system systems ory‘services needed to support
requirements, architecture or design. integratien.

4) [Identify and plan for the necessary enabling|4) Obtaih or acquire access to the enabling
systems or services needed to support systems or services to be used to support
integration. integration.

5) [Obtain or acquire access to the enabling)5) Identify constraints for integration to
systems or services, and materials to be used: be incorporated in the system/software
requirements, architecture or design.

1) Task - Identify and plan for necessary:enabling systems or services

Integration planning, including integration strategy, efficiency of the strategy, and the roles and
competencies of the integration\team, are documented in an integration plan to be used by all
participants in the integrationsactivities. The structure of the integration plan and its requirements are
definled in 7.2.

ISO/]EC/IEEE 15288:2023;°5.2.3 and ISO/IEC/IEEE 12207:2017, 5.2.3 explain the concept of enabling
systgms instantiated-to the specific integration requirements and resources. Those subclauses
provjde informatidon on setting up integration enabling systems and their relationships with the Sol
to b¢ integrated.6.2.3 discusses efficiency considerations for integration enabling systems and 6.2.4
addresses considerations for the Sol in its context of existence and use. ISO/IEC/IEEE 15288:2023, 5.2.3
also pxplainisseoncepts for interfacing and interoperating systems.

Just asfor the Sol itself, requirements and interfaces are identified for the enabling systems.

Enabling systems for integration commonly include integration facilities, specialised equipment,
training systems, discrepancy reporting systems, simulators, measurement devices, and facility and
environmental security.

The usage of local or distributed test environments and tools are identified in support of the three
tasks described in b). For software, regression test suites and configuration management systems
for the integrated testing of software systems, incident and problem reporting systems, simulators
representing external systems or undeveloped elements, and software library management systems
for development operations, can be involved.
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Changes or specializations needed for the enabling systems to support the integration tasks need to
be identified and defined. The needs for these changes are provided to the stakeholders that govern
the enabling systems, including identification of requirements and interfaces for the enabling systems.
Enabling systems for integration commonly include integration facilities, specialised equipment,
training systems, discrepancy reporting systems, simulators, measurement devices, and physical,

information, or other, security. Especially for software, regression test suites and CM system

s for

the integrated testing of software systems, incident and problem reporting systems, simulators
representing external systems or undeveloped elements, and software library management systems

for development operations can be 1nvolved.

Changes or specializations needed for the enabling systems to support the integration tasKs

need

to be identified and defined. Typically, the enabling systems or services used for integration dyiring

development stages can also help support system element integration as the software system
enabling environments evolve to operational status. The “DevOps” approach supports iterative soft
system implementation, integration, verification, transition, validation, operation‘and mainten
processes.

2) Task--Obtain or acquire access to the enabling systems or services

ISO/IEC/IEEE 15288:2023, 5.2.3 and ISO/IEC/IEEE 12207:2017, 5.2.3'give information on settiy
integration of enabling systems and their relationships with the Sol tebe integrated, in particular 3
the acquisition and validation of integration resources.

3) Task --Identify system constraints from integration

The text of this task is stated differently in ISO/IEC/IEEE-15288:2023 and ISO/IEC/IEEE 12207:
The guidance is specific in saying that the task is to identify system constraints from integration
example, the integration sequence directly affects verification (test) planning. This is a constraint
integration on another process. As stated above, iftegration strategies are analysed to define w|
when, how, and who performs the integrationac¢tivities. The analyses also include requirements,
as accessibility, safety for integrators and operators, required interconnections for sets of impleme
system elements and for enablers, and dnterface constraints. Those analyses generate constrz:
some of which should be reflected backinto changed system requirements baselines, the archite
description and the design description) as feedback.

The constraints to be incorporated in baselines influence the utilization or operation of the sys
such as checkpoints to be incorporated in the system, the architecture and design characteristics
place or arrangement of implemented system elements), input-output flows of information iten
commands exchanged with operators or users, interfaces with harnesses or simulators-drivers
stubs.

6.3.4.3 Perform integration

The wording.for the "perform integration" activity is different between ISO/IEC/IEEE 12207:2017
[SO/IEC/IEEE 15288:2023, as shown in the boxed text below.
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b) Perform integration. This activity consists of|b) Perform integration. Successively integ

activity consists of the following tasks:
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until the complete system is synthesized. This

There are three tasks in ISO/IEC/IEEE 12207:2017 wunder ‘"perform integration".
ISO/IEC/IEEE 15288:2023 has refined these into five tasks that more clearly explain the restated
outcomes in ISO/IEC/IEEE 15288:2023. The ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2023

tasks are aligned for guidance purposes in the discussions that follow.
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ISO/IEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3

1) Check interface availability and conformance|1) Obtain implemented [software] system
of the interfaces in accordance with interface elements in accordance with agreed
definitions and integration schedules. schedules.

2) Perform actions to address any conformance|2) Integrate the implemented elements.

or availability issues. _ _
3) Checkthat the integrated software interfaces

3) [Combine the implemented system elements in or functions run from initiation to~an
accordance with planned sequences. expected termination within an expected

) ) ] range of data values.
4) |Integrate system element configurations until

the complete system is synthesized.

5) [Check for expected results of the interfaces,
selected functions, and critical quality
characteristics.

This|guidance discussion addresses and aligns tasks 1 and 3 of ISO/IEC/IEEE12207:2017 with tasks 1,
2 andl 5 of ISO/IEC/IEEE 15288:2023.

a) Task--Obtain implemented system elements in accordance with:agreements and strategy

Som¢ of the implemented system elements, particularly software and physical elements, can be
provided from within the project or received from external suppliers, the acquirer, or other resources
and are typically placed under CM control. System elemerits are handled in accordance with relevant
health, safety, security and privacy considerations. As partof the acceptance of the implemented system
elements, each element is verified and validated against’acceptance criteria specified in an agreement.
task [l of ISO/IEC/IEEE 15288:2023 emphasizes inglusion of checks for interface availability according
to plan and conformance to interface definition;or other requirements. The delivered configuration,
confprmance, compatibility of interfaces, the presence of mandatory information items, are checked.
Implemented system elements that do not pass checks are identified as such and handled in accordance
with|defined procedures.

b) Task --Check the interfaces

The goal for these tasks is to cheek the combination of interfaced system elements and the interfaces
or irfteraction mechanisms between system elements and between the external components of the
systgm. The checking is dene in order to establish the conformance of the realized system of products,
servjces or both, to the Syystem architecture description and design descriptions.

Chedks of the interfaces can be done before, during, and after the combining of system elements to
form|an aggregate.-The checks are performed to help ensure the operation of the external and internal
interffaces, funetions, and quality characteristics.

aggregate is prepared to check the functions it has to perform, and other architectural characteristics

In eaEh integration step, when the implemented system elements are combined to form an aggregate, the
and

pcign prnppri’ipc’ or qn:\]ify characteristics Drnparnfinn can consist of:

— adding and connecting to the system elements, through checkpoints, equipment such as probes,
sensors, spies, trackers, specific analysers, in order to observe the behaviour of the aggregate;

— adding and connecting drivers and stubs to simulate missing or absent implemented system
elements or external components to the Sol.

Once the aggregate has been checked, it is ready for the planned verification process and possibly the
validation process, depending on the characteristics to be checked. Measures and data are collected
during or at the end of the operation of the aggregate. In practice, the line between checking the
interface and verification can be more theoretical than practical. The point is to check to some extent
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and then, when the interfaces between the aggregate appear to be satisfactorily established, to confirm
in detail that the interfaces meet all requirements, i.e. perform the verification process.

As part of the acceptance of implemented software system elements, selected elements are checked
to help ensure the elements meet acceptance criteria as specified in the integration strategy and
applicable agreements. Checking can include conformance to the agreed configuration, compatibility
of interfaces, and the presence of mandatory information items. The project assessment and control
process can be used in accordance with the integration strategy to plan and conduct technical reviews

of themtegratedsoftware systemretements, for exampte a test Teadimess Teview totretpemsure the
integrated element or system with its affiliated data and information items is ready for qualifichtion
testing.

c) Task--Aggregate system elements

This guidance discussion addresses and aligns task 2 of ISO/IEC/IEEE 12207:2017 with tasks 3 andl 4 of
ISO/IEC/IEEE 15288:2023.

The combination of the implemented system elements follows the integration strategy as previpusly
defined and documented in the integration plan, in particular the ordér of combination and any
regression testing. The task is performed to achieve a complete or partial system element configuration
connecting the implemented system elements as prescribed in thelintegration strategy, using the
defined procedures, interface control descriptions, and the related integration enabling systems.

The integration performance is generally divided into several steps, combining at each step $ome
implemented system elements to form aggregates and integration configurations composed of the
aggregates and the necessary related enabling systems,tools or services. An integration step can start
and end with two optional milestones that can be €dlled "Integration Step Readiness Review'| and
"Integration Step Results Review," which identify the start and completion of the aggregating actjions,
confirming that the system is ready for the verification actions and possibly validation actions thdt are
to follow the integration step.

For each integration step, an integration procedure is defined from the concerned system integration
aggregate approach detailed and documeénted, as stated in 7.2. The integration procedure proyides
the necessary information items and(ata to perform the concerned step. These information itemfs are
defined and deduced from the integration strategy. The information items can be optional deperding
on criteria, such as safety, security and complexity of the integration step.

In each step, the integration procedure is used to perform the combining of the concerned elements.
The integration procedute‘explains in particular how the system elements are handled and connefcted,
i.e. physical, logical, or-ether, interfaces, using the enabling resources tools, systems, i.e. harngsses,
simulators, etc., threugh actions to be directed or done by human operators. The integration opergtors
should be skilled’personnel trained to carry out assembly activities on simulators or mock-ups, prior
to performingthese activities on the target implemented system elements. The disposition is optjonal
depending.0n/criteria, such as safety, security and complexity of integration operations.

In terms{of software, integrating the implemented elements can involve linking together pieces of
objeeticode or simply bringing together the implemented elements that are part of the software
configuration in a methodical piece by piece approach. Software elements are typically compiled into
a, “build” so that branched units are properly linked or merged in the assembled element. Firmware

etenrentsare fabricated; oftermras prototypes, amdtinstabtedimiardware etemmrents—H software furctions
are not yet available for integration, emulated functionality, for example stubs or drivers, can be used
to temporarily support integration of software elements or represent input from external interfaces.
Successful aggregations result in an integrated software element, that is available for further
processing, i.e., additional software system element integration, verification, or validation.

Anti-counterfeit, anti-tamper, system and software assurance and interoperability concerns can arise
when performing integration and identifying and defining checkpoints. Integration and verification
processes often use fictitious data for security or privacy considerations. The ISO/IEC/IEEE 15026
series and the ISO/IEC 27000 family of standards include information on assurance, integrity, and
security considerations affecting integration.
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6.3.4.4 Manage results of integration

There are three tasks under the "manage results of integration" activity, each of which is discussed in
this subclause.

a) Task 1--Record results and anomalies

ISO/IEC/IEEE 15288:2023 varies from ISO/IEC/IEEE 12207:2017 by one word, which is highlighted in
the boxed text below:

ISOAIEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3
1) [Record integration results and [any] 1) Record integration results and anomalies
anomalies encountered. encountered.

Include anomalies that would preclude or impede moving to subsequent verificationtand possibly
validation actions, such as ones due to the integration strategy, the integration enabling systems,
performing the integration, or incorrect system or element definition. Where inconsistencies exist at
the ipterface between the system, its specified operational environment and systems that enable the
utilization stage, the deviations lead to corrective actions.

NOTH For modern software development where integration occurs continwously, two strategies are
comrhonly employed - rollback or fix forward.

Anorpaly resolution typically involves the technical processes, often repetitive application of the
implgmentation process. The quality assurance and project assessment and control process are used
to arjalyse the data to identify the root cause, enable correctivé gr improvement actions, and to record
lessdns learned.

b) Task 2--Maintain traceability

ISO/|EC/IEEE 12207:2017 varies from ISO/IEC/IEEE\15288:2023 by one word, which is highlighted in
the hoxed text below:

ISOAIEC/IEEE 15288:2023, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3
2) [Maintain traceability of the integrated-system|2) Maintain traceability of the integrated
elements. [software] system elements.

Bidirectional traceability is mainhtdined between the integrated system elements and the system
archjtecture, design, and systemyor element requirements, such as use cases for software, and including
interfface requirements and definitions that are necessary for integration. Integrated software elements
and their components are(identified by version. Versions of integrated software elements are commonly
tracdable to implemente@units, test procedures, and test cases.

c) Task 3--Provideinformation items

ISO/]EC/IEEE12207:2017 varies from ISO/IEC/IEEE 15288:2023 by the words highlighted in the boxed
text below:

ISO/AIEC/IEEE 15288: —, 6.4.8.3 ISO/IEC/IEEE 12207:2017, 6.4.8.3
3) Provide key artefacts that have been selected|3) Provide key artifacts [and information items]
for baselines. that have been selected for baselines.

The integration plan is managed under the information management process, because the integration
plan can require changes to address events that can happen before and during integration performance.
For example, the order of combination of the implemented system elements can change due to delays
in delivery time of system elements or due to non-conformances that arise during verification or
validation following an integration step.

The configuration management process is used to establish and maintain configuration items
and baselines. The integration process identifies candidates for the baseline, and the information
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management process controls the information items. For the information management process, the test
cases, regression tests, and automated test scripts are typical artefacts that are baselined.

6.4 Other processes used in relationship to integration process application

6.4.1 General
__Asbhoth ISO/IEC/IEEE 12207 and ISQ/IEC/IEEE 15288 state _any process can invoke any ather prqcess.

As expected, the integration process can call on some processes more often than others. The material
following gives summaries of the nature of the interactions between the integration processand ¢ther
processes. IEEE 2675, where continuous integration is a key concept, presents a DevOps elaboratipn of
the ISO/IEC/IEEE 12207 processes, outcomes, activities and tasks.

6.4.2 Agreement processes

The agreement between the acquirer and the supplier should include clauses thiat define and detajl the
responsibilities of the parties concerning delivery, integration and warranty of the system elements
composing the Sol. The justification is that the system element participates in the achievement df the
purpose, objectives and mission of the Sol during operation.

Actual integration of a supplied system element within the larger(Sol can occur long after delivery and
acceptance of the supplied system element. Supplier participation can be crucial during and after Sol
integration. This often includes analysis and correction of poténtial anomalies and can involve elenmpents
from multiple suppliers.

6.4.3 Organizational project-enabling processes

The same processes that were applied during integration planning can come into play during application
of the integration process. The life cycle model management process, infrastructure management
process, quality management process, and-khowledge management process should include capabilities
for interaction with the integration procéss while it is being performed, or for integration process
outcome handling. These provisions-should apply across the stream of projects the organization
engages in. Integration draws uporn-the infrastructure and provisions of the quality management
process. The lessons learned from a specific integration effort should be captured and made use of
through the knowledge management process.

6.4.4 Technical management processes

Integration managemeént uses the same processes as for project management, i.e. project plarjning
process, project@ssessment and control process, but instantiated to accord with integration activjities.
The project assessment and control process can be used in accordance with the integration strqtegy
to plan and ¢onduct technical reviews of the integrated software system elements, for exaimple,
a test readiness review to help ensure the integrated element or system with its affiliated datg and
inforpdation items is ready for verification and validation.

The’project manager often delegates the management of integration to an integration manager, bedause
of the integration specificities at the right level of detail. The integration manager is responsible fgr the
Ttegration teamny, discussed i 6:2:5-

Configuration management supports necessary configuration identification, control, and change
management.

The quality assurance process supports work product audits and inspections, and problem, non-
conformance, or incident reporting and handling.

The information management process supports required integration-related information items.
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The integration plan, specified in 7.2, is regularly updated, because of events such as system element
delivery delays, anomalies that oblige the project to stop combining and subsequently verifying element
aggregates, or that necessitate a modification of the concerned aggregate, or part of it.

The integration plan considers the availability of skilled personnel and tools in order to launch the
activities and tasks at the right time. The integration is performed within a sequence of steps; each of
which concerns one or several aggregates.

Antlrwpahnn and F]nvﬂmhhr of the lnfngrahnn nrnanvr:hnn and Infngrahnn plan are ](nv factors for the

succgssful achievement of integration within schedule and cost. Architecture and de51gn definition, id
particular the interfaces, is also critical to controlling integration schedule and cost.

Thrgugh the project planning process, the integration team identifies implemented system eléments,
basel|ines and information items that are to be controlled as configuration items. Configuration items
are given unique identifiers. Configuration items are managed and maintained throughott the entire
life ¢ycle in accordance with the organizational configuration management processy Changes to
configuration items are maintained.

6.4. Technical processes

6.4.3.1 General

The Integration process has multiple interactions with the technical processes of ISO/IEC/IEEE 15288
and [[SO/IEC/IEEE 12207 over the life cycle of a system. These (nteractions are examined in this
subclause.

6.4.3.2 Business or mission analysis process

Preliminary studies of integration alternative strategies interact with development of a system's
operptional concept and operational scenarios. The ‘studies should consider such areas as feasibility,
effedtiveness, cost, and risk analyses concerning the integration of the Sol.

In particular, the process should:

dnalyse the concept of operations of the concerned organization and primary options of any potential
jystem-of-interest to identify tle necessary corresponding integration concepts, principles and
apabilities to be set up;

— ierform feasibility, effectiveness, cost and risk analyses concerning the integration approach of the
otential Sol.

6.4.3.3 Stakeholderneéeeds and requirements definition process

The process should-address identification of stakeholders involved in integration of the Sol, including
stak¢holders who are impacted by or need to be informed of integration of the Sol, their expectations
and ¢onstraints, and the definition of high-level objectives in terms of effectiveness, delivery time and
cost.| It should also include definition of requirements applicable to the integration resources (e.g.,
toold, simulators, integration procedures, verification procedures), services and their utilization, the
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delivery timing and cost limits.

The scope should cover the initiation of acquisition/development of these various resources through
the definition of their respective requirements.

In particular, the process should:

— analysetheoperational concepts, operational scenarios ofthe Soland associated integration concepts
and principles in order to identify and define integration stakeholder needs and constraints;
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— incorporate, in the stakeholder requirements baseline, integration needs and constraints applicable
to the concerned system;

— from the integration strategy definition, provide feedback and recommendations about the ability
to integrate, through feasibility analysis of the implementation of the stakeholder requirements of
integration type applying to the concerned system;

— when anomalies in stakeholder requirements are identified during performance of the Integration

process—apply the stakehglder needs and reguirements definition process—to-—correct-those
P L 3 T T

requirements.

6.4.5.4 System requirements definition process

The system requirements definition process should include the system requirements'for integrdtion,
including system requirements for enabling systems used for integration.

In particular, the process should:

— incorporate into the system requirements baseline integration type requirements, i.e. constraints,
applicable to the concerned system;

— from the integration strategy definition, provide feedback andwrecommendations about the ability
to integrate, through feasibility analysis of the implemertation of the system requirements of
integration type applying to the concerned system;

— when anomalies in system requirements are identified during performance of the integration
process, the system requirements definition process+s applied to correct those requirements.

6.4.5.5 Architecture definition process

The integration of a system pre-supposes that architecture and design activities are performed
defining these system elements and theirinterfaces. The interfaces can pre-exist, be re-used, or can be
specifically developed.

NOTE In ISO/IEC/IEEE 15288:2023, the name of the architecture definition process is updated to the system
architecture definition process.

Based on stakeholder and system requirements, the definition of the architecture of the system ¢leals
with the structure andomposition of the system elements and of their interfaces. The design of
system elements deals\with the detailed description of characteristics and enablers of the necegsary
technologies for theirimplementation and interfacing.

Scalability, intexoperability, availability, portability, etc. are stakeholder concerns that are addr¢ssed
during architecture definition to equip the architecture with related architectural characteristics|such
as modularity, standardized interfaces, encapsulation.

So, the jntegration activities consist of: defining the order of combining the system elements tp the
extent that the order is relevant; defining the subsequent verification actions based on archite¢ture
and design characteristics; then performing the aggregation of the implemented system elements and
performing the verification and/or validation actions. However, note that, particularly in softwarsg, it is

common to develop, expand, or refactor software units without defining their order of integration into
the software product. The order of integrating the system elements can be flexible. Even for hardware
items, different subassemblies, i.e. aggregates, can be integrated in various sequences, though there
can be a critical path for supply and production of system elements. The critical path consideration
for supply and production often identifies integration constraints that influence requirements,
architecture, or design, including interfaces; these identified constraints are incorporated in the system
requirements, architecture or design.

Nevertheless, architecture and design definition activities and decisions should consider how the
integration is to be performed.
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In any case the integration of implemented system elements is based on the architecture and design
definition, whatever the life cycle scenario. In particular, the process should:

— from the integration strategy definition, provide feedback and recommendations through analysis
of logical and physical models of the concerned system to possibly ease the future integration, in
particular with interface concerns;

— use architectural characteristics, such as modularity, to facilitate the integration;

— $tudy and identify expected or unexpected potential emergent behaviours or properties that can

appen when integrating system-of-systems elements, which is carried out to avoid late detectien,

in particular, of threats or hazards that can be generated by the system due to interactions of syStem
lements;

— dlefine interfaces in the context of their integration; the physical aspects of interfaces are €oncerned
ith physical aggregation of system elements; the logical aspects of interfaces, i€.input-output
lows and interactions, are concerned with functional performance of integration,aggregates, that

iis, sets of system elements;

— dlefine interfaces in the context of use, that is, the existing environment,\which influences the
interface definition;

— 4pply the architecture definition process to correct the concerned architecture items when
nomalies concerning architecture, particularly anomalies with interfaces, are identified during
erformance of the integration process.

The grchitecture definition process for integration enabling systéms includes in particular:

— fparticipation in the refinement of the integration strategy, concerning mainly the relevance of
ggregates definition, verification actions, and applicable techniques or methods;

— dlevelopment of a logical view of the integration enabling system, e.g. how aggregation and
jubsequent verification tasks should be performed and synchronised; scheduling of delivery and
dssembly of the system elements of the Sok\planning of the verification actions;

.g. tools, simulators, integration pro€edures, verification procedures, and resources, such as skills,

— projection or allocation of the logical.view onto a physical view including adequate capabilities,
{ersonnel.

6.4.53.6 Design definition ptrocess

The [detailed definition df interfaces is an important input for the integration strategy. The use of
certdin technologies carmDaffect the interfaces between system elements and their design to be able
to ejchange materjals,) energy and/or information items. This can influence the order of interfacing
systgm elements,orthe selection of integration methods, or both.

For Integration 'purposes, checkpoints should be added in system elements or at their interfaces;
thes¢ should be incorporated in the design definition. Internal and external interface and integration
points ahd applicable procedures should be specified, consistent with the design solution and system
requjrements.

Virtual environments or tools, such as MBSE, are increasingly used during design definition of systems
and system elements in mechanics, electricity, electronics, software, operator procedures, etc. The
MBSE and other virtual environments or tools also can be useful to prepare the future integration,
simulating the interfaces of the designed system elements, trading-off alternative definition of
aggregates, and simulating combination procedures. The results of using such tools during design
definition can influence the design of the system and its requirements.

When anomalies concerning design, in particular with interfaces, are identified during performance of
the integration process, the design definition process is applied to correct the concerned design items.
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6.4.5.7 System analysis process

The system analysis process refines approaches and methods for integration. In particular, the process

should:

— analyse pre-defined system elements, including NDI, of the architecture of the Sol to determine
the capability to integrate a selected system element. The analyses can include interoperability

evaluation;

— evaluate the integration strategy alternatives to improve effectiveness, reduce time andreg
integration;

— evaluate the verification strategy alternatives, from an integration viewpoint, to reduege risk,
and cost, of the integration;

— evaluate the validation strategy alternatives, from an integration viewpoint, \to'reduce risk,
and cost, of the integration.

6.4.5.8 Implementation process

Since the purpose of the implementation process is to realize.a/specified system element
integration process is used to confirm that intended interfaces are|established and that their ouf
conform to requirements, setting the basis for elements to beCepmbined and then checked togsg
that is, integrated. Any changes in the requirements for an element are checked for possible impa
interface characteristics, the subsequent integration, and follewing verification and possibly valida

st of

time,

time,

the
puts
ther,
ct on
tion.

System element design and system architecture {definition can involve virtual environments,

modelling activities (e.g. MBSE), mock-ups, or any other convenient tools to model or simulate ele
aggregations. Those activities provide an early check on the feasibility of integration, the definiti
necessary checkpoints, and an opportunity to simulate the interface properties.

ment
pn of

The technique of using early checks allowstidentifying and correcting integration mistakes earlier in

development and more easily mitigating risks. The result of the checking activity can lead to modi
the architecture and/or modifying theydesign of system elements and/or their interfaces.

Implementation and integration are commonly performed as one process during software developf
along with verification.

6.4.5.9 Verification process

Integration checks-are’followed by performance of verification actions applied onto the aggregat
check the confonmance of the assembly to the system requirements, architecture and design.

For example;the verification process can include:
— ingpection of dimensions of the physical faces of each system element to be connected;

—.0btaining objective evidence that the integrated software fulfils its specified requirements

ying

nent,

es to

and

identifies anomalies in integration-related information items, e.g. system/software require

ents,

architecture, design, test, or other descriptions, and processes, software elements, items, and ynits;

— establishing that an expected service product is created and is ready for planned verification;
— checking the voltage that is required between the delivered and used power;

— checking the position and/or polarity of pins;

— checking the compatibility of interface protocols in the software domain.

Integration activity is not limited to physically, logically, or both, combining implemented sy

stem

elements. When an implemented system element is combined with another, the interfaces are checked.
Verification actions are performed at selected points in combining the implemented system elements.
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6.4.5.10 Transition process

Transition moves a system, or one or more parts of a system, into a new environment. The moves
in themselves can impact at least those interfaces that bear on the operational environment and
new interfaces can be activated that were not in use before. Consequently, integration planning for
transition, should consider the need for additional interface checking and other potential verification.
Moving into the operational environment implies that the system, or the parts being transitioned, can
require validation as well. Overall, transition can require careful attention to maintaining integration

of thpetemmentsthatareaffected:

For doftware systems, the purpose of the transition process is to establish a capability for a systeni to
provjde services in a different environment.

The fransition process is often used for recurring deployments of software to different envirenments,
for example from a development environment to an integration or test environment, or between various
test ¢nvironments. Transition for software systems can involve the physical relocation offardware, the
instdllation and activation or deactivation of physical or virtual infrastructure or enabling systems in
diffefent locations, or no change to the physical infrastructure. Transition can involvétransfer between
orgahizations. Integration of humans and procedures into the system is typically'performed during the
trangition process.

6.4.3.11 Validation process

Validation of the implementation of certain stakeholder and system requirements are not always
poss]ble using the complete system, due, for example, to security, safety, physical, or economic
consfraints. Such validation is addressed by forming temporary/aggregates to exercise the concerned
requjrements.

The yalidation process is regularly used by the system integration activities. The purpose of validation
is to|obtain the maximum confidence in the use of the'system, before its final delivery, i.e. transfer of
proprty from supplier to acquirer. Because of the:number of requirements to validate, time and cost
can ¢xceed expectations, so a validation strategyhas to be established.

Avalidation strategy is based on the balancebetween what is desired to be checked, that is, stakeholder
requjrements, using relevant validation techniques (e.g. demonstration, test), and what can be checked
consjdering all constraints or limits (e.g. technical feasibility, cost, time, availability of validation
capapilities and qualified personnel, contractual constraints). The difference between what should be
checked and what can be checked for the complete end-to-end Sol reflects potential risks. The selection
of validation actions should belmiade according to acceptable risks if validation actions are dropped out.

NOTH Concerning the integration of the Sol in its environmental context, or context of use, attributes to
be vallidated include in pdrticular the end-to-end performance, the usability, the interoperability with the other
systems, existing or notyand the physical environment resistance thresholds (e.g. mechanical, climatic, chemical,
bactgriological, elecfro*magnetic). Operational scenarios, as defined during the concept definition activities early
in th¢ development(stage, are used in particular to validate the operational concept on which the Sol lies. The
validftion progess confirms that a work product fulfils requirements for a specific intended use of an integrated
software funetion.

The yalidation process is linked to the integration process. In particular, validation should:

— provide potential inputs from the validation strategy to elaborate the integration strategy, in
particular those inputs that address concerns that can best be examined in the intended operational
environment, such as safety and security;

— perform validation actions to check the implementation of stakeholder requirements that are
relevant with concerned submitted aggregate of system elements;

— when anomalies are identified, apply the validation process to correct the concerned processes.
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