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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotech

nical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through tech
committees established by the respective organization to deal with particular fields of tech
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other internat

nical
nical
ional

ot gauibatiuub, gover mrentatand non-gover nmrentab-imrHatsomrwith 1S6anmdHECatsotake partt
work. In the field of information technology, ISO and IEC have established a joint technical contm
ISO/IEC]TC 1.

The procedures used to develop this document and those intended for its further maintenanc
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neede
the different types of document should be noted. This document was drafted in accordance wit
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and thé Standards Coordin
Committees of the IEEE Standards Association (IEEE-SA) Standards Beard. The IEEE develof
standards through a consensus development process, approved by the American National Stand
Institute, which brings together volunteers representing varied viewpoints and interests to achiey
final product. Volunteers are not necessarily members of the Institute and serve without compens3
While the IEEE administers the process and establishes rules to promote fairness in the conse
development process, the [EEE does not independently evaluate, test, or verify the accuracy of a
the information contained in its standards.
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Attention is drawn to the possibility that some of the elements of this document may be the supject

of patent rights. ISO and IEC shall not be held responsible for identifying any or all such p
rights. Details of any patent rights identified during the development of the document will be i
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document issinformation given for the convenience of users and doe
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to confor
assessment, as well as informatién about ISO's adherence to the World Trade Organization (V
principles in the Technical Bakriers to Trade (TBT) see www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC 1, Information technology, SC 7, Systems and soft
engineering, in cooperation with the Systems and Software Engineering Standards Committee g
[EEE Computer Sogiety, under the Partner Standards Development Organization cooperation agree
between [SO and’IEEE.

This documént<ancels and replaces ISO/IEC TR 24748-3:2011, which has been technically revised
The main’changes compared to ISO/IEC TR 24748-3:2011 are as follows:
—revised presentation of concepts, consistent with ISO/IEC/IEEE 12207:2017;

Atent
h the

S not

mity
VTO)

ware
f the
ment

= completely updated presentation of guidance for each life cycle process, including aspec

ts of

purpose; outcomes and outputs; activities, tasks, and approaches;

— identified closely related processes;

— identified related international standards for each process, which offer more detailed requirements

and guidance.
Alist of all parts in the ISO/IEC/IEEE 24748 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards bo
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The
proc

purpose of this document is to provide guidance on the application of the software life cycle
esses standard, ISO/IEC/IEEE 12207:2017. Taken together, the parts of the ISO/IEC/IEEE 24748

series are intended to facilitate the joint usage of the process content of the two high-level life
cycle process standards (ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2015), which in turn

may
ISO/
of sy

be used together with various more specialized lower-level process standards. In this way,

PRI 24740 (

LG/TLLL 477770 \_d}} pdl tb) prov idCb uuiﬁcd dlld LUllDU}iddtUd guidauuc Ull ‘l:}lC hfc LyL}C llldlldgcllltllt
stems and software engineering. Its purpose is to help ensure consistency in system concepts and

life dycle concepts, models, stages, processes, process application, key points of view, adaptation-and
use in various domains as the two standards (and others) are used in combination. It should help/an

orga

1S0/
both

hization to design, develop, and sustain software systems using a life cycle model.

EC/IEEE 24748-1 provides guidance for the concepts of life cycle management @applicable to
systems and software engineering. It covers fundamental concepts such as systém-of-interest,

staggs, processes, projects, and organizations. This document focuses on and expards the coverage

of th|
150/

In co
life ©
Proje
syste
for 4
IS0/
and |
can (
each

This
cons
whic
cycle
sizeg

Vi

pse aspects and processes most relevant to software systems. A companion’gwidance document,
EC/IEEE 24748-2, provides similar guidance for the application of ISO/IEC/IEEE 15288:2015.

hjunction with ISO/IEC/IEEE 24748-1, this document aids in identifying.and planning the use of the
ycle processes described in ISO/IEC/IEEE 12207:2017. Since in many respects the Organizational
ct Enabling processes and the Technical Management processes-are quite similar for software
ms to those used for any type of system, this document eoncentrates on specific guidance
he Technical processes and how they can be effectively<used during the software life cycle.
EC/IEEE 24748-5 focuses on the Technical Managemenf\processes, especially Project Planning
Project Assessment and Control, as applied to software.projects. The proper use of these processes
ontribute to a project being completed successfully,,meeting its objectives and requirements for
stage and for the overall project.

document elaborates on factors, 'best-practice! or typical approaches and methods that should be
dered when applying ISO/IEC/IEEE 12207:2017. It does this in the context of the various ways in
h ISO/IEC/IEEE 12207:2017 can be applied. It is intended to be useful in a variety of software life
situations, including the use of agile methods, which are the most widely used on all types and
of projects.

© ISO/IEC 2020 - All rights reserved
© IEEE 2020 - All rights reserved


https://standardsiso.com/api/?name=05558d7224e9f4281f6223c54c091fc4

INTERNATIONAL STANDARD ISO/IEC/IEEE 24748-3:2020(E)

Systems and software engineering — Life cycle
management —

Part 3:

Guidelines for the application of ISO/IEC/IEEE 12207
(software life cycle processes)

1 Scope

This document is a guideline for the application of ISO/IEC/IEEE 12207:2017. This document establ
guidance to implement a common framework for software life cycle pfoeésses, with well-de
terminology, that can be referenced by the software industry. This decuthent provides guidang
defining, controlling, and improving software life cycle processes within an organization or a pr
This document recommends methods and approaches suitable for\a.variety of life cycle models
guidance emphasizes the importance of establishing a strategy,/planning, and the involveme
stakeholders, with the ultimate goal of achieving customer satisfaction.

This document applies to the acquisition, supply, design and development, transition, oper3
maintenance, and disposal (whether performed internally or externally to an organization) of soft
systems, products, and services (including software as a service (SaaS)), and the software porti
any system. Software includes the software portionof firmware. The guidance on processes, actiy
and tasks in this document can also be applied duging the acquisition of a system that contains softy
The guidance in this document can also be used as a basis for selecting, establishing, and imprq
organizational environments, e.g., methodsjprocedures, techniques, tools, and trained personnel.

In the context of this document, there is-a continuum of human-made systems from those that use

shes
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little

or no software to those in which software is the primary interest. It is rare to encounter a complex

system without software, and all'software systems require physical system components (hardv
to operate, either as part of the software system-of-interest (Sol) or as an enabling syste
infrastructure. Thus, the choice of whether to apply this document for guidance to the softwar
cycle processes, or ISO/IEC/IEEE 24748-2, depends on the Sol. At a high level, both documents hay
same life cycle process\framework, but differ in guidance for activities and tasks to perform soft
engineering or systems engineering, respectively.

The processes.and process groups in this document are identical in their purpose and outcomes
those in ISQAEC/IEEE 12207:2017 and in ISO/IEC/IEEE 15288:2015, with one exception: the Sys
Software (Requirements Definition process of ISO/IEC/IEEE 12207:2017 and this document }
differentitame from the System Requirements Definition process of ISO/IEC/IEEE 15288:2015.

Use.of the guidance in this document is appropriate regardless of software system size or complexi
organizational size. The process outcomes from the ISO/IEC/IEEE 12207:2017 life cycle processe

yare)
n or
e life
e the
vare

with
tem/
as a

ty or
S are

meant to be generic and applicable to the engineering of any software system in any size organizat

ion.

This document does not prescribe nor detail a specific software life cycle model, development
methodology, method, modelling approach, or technique and method. The variety of ways for
implementing software (e.g., development of new code, integration of existing open source components
and commercial products, or modifications to existing software, including transition to new platforms)

make it impossible to detail specific procedures.

This document does not establish a management system or provide guidance on the use of any
management system standard. However, it is intended to be compatible with the quality management

system specified by ISO 9001, the service management system specified by ISO/IEC 20000-1

© ISO/IEC 2020 - All rights reserved
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IT asset management system specified by ISO/IEC 19770 (all parts), and the information security
management system specified by ISO/IEC 27000.

Clause 6 provides guidance on aspects of purposes, outcomes, activities, and tasks in
ISO/IEC/IEEE 12207:2017. However, this document does not repeat the detailed requirements and
recommendations for purposes, outcomes, activities, and tasks for each life cycle process found in
ISO/IEC/IEEE 12207:2017. Clause 6 also provides references to specialized standards that provide more
detailed requirements and guidance for the various processes and information products (information
teme—Fi o . : . :
t, explicit content and recording media.

ISO/IEC/IEEE 15289 addresses the content for life cycle process information items (documentation).

ormative references

There are no normative references in this document.

3 Terms, definitions, and abbreviated terms

3.1 | Terms and definitions
No terms and definitions are listed in this document.

ISO, [[EC, and IEEE maintain terminological databases for use‘in standardization at the following
addresses:

— 1SO Online browsing platform: available at https://wXyw.iso.org/

— IEC Electropedia: available at http://www.electropedia.org/

— IEEE Standards Dictionary Online: available@t: http://dictionary.ieee.org

NOTH For additional terms and definitions in the field of systems and software engineering, see
ISO/IEC/IEEE 24765, which is published periedically as a “snapshot” of the SEVOCAB (Systems and software
Engineering Vocabulary) database and is-publicly accessible at www.computer.org/sevocab.

3.2 | Abbreviated terms

API application program interface
CM configuration - hanagement
COT] commeépcial-off-the-shelf

FCA functional configuration audit
IDEH Integration DEFinition

MOE measure of effectiveness

MOP measure of performance

NDI non-developmental item

PCA physical configuration audit
PII personally identifiable information
PRM process reference model

© ISO/IEC 2020 - All rights reserved
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QA quality assurance

QM quality management

SaaS software as a service

SME subject matter expert

Sot systenrof-interest

SoS system of systems

TPM technical performance measure
V&V validation and verification

VSE very small entity

WBS work breakdown structure

4 Concepts for software and software systems

4.1 General

This clause is included to help explain essential concepts as applicable to software and soft
systems. While understanding concepts does not give’the ability to immediately apply them wif
further thought and work, it is the foundation for their practical use in different project, organizat
and life cycle environments.

4.2 Software system concepts

vare
hout
jonal

The application of ISO/IEC/IEEE 122072017 presupposes an understanding of system concepits. A

system is a combination of interacting elements organized to achieve one or more stated purp
Software is the subsystems orcelements of a system consisting of computer programs, re
procedures, associated documentation, and data pertaining to the operation of the subsyste
element. Software occurs in most systems, even if it is not the predominant element of interest as if
a software system.

0Sses.
ated
m or
isin

For the purposes of this document, software systems are considered as created by humans and utilized

to provide servicés)in defined environments for the benefit of users and other stakeholders. T
systems may be configured with one or more of the following: hardware, software, services, hun
processes (e:g./review process), procedures (e.g. operator instructions), facilities, and natu
occurring/entities (e.g. water, organisms, minerals). A system may be considered as a product

the seryiees it provides. A system element is a member of a set of elements that constitutes a syste
systemnelement is a discrete part of a system that can be implemented to fulfil specified requiremé

NOTE1 Additional discussion regarding systems, systems of systems, and system structure, is provid

hese
hans,
rally
DI as
m. A
bNts.

ed in

ISO/IEC/IEEE 24748-1. ISO/IEC/IEEE 24748-2 provides more information on concepts related to system life

cycle

management.

System concepts are directly applicable to software systems. An underlying principle of
ISO/IEC/IEEE 12207:2017 is that software engineering applies similar processes to systems engineering,
but that software is the leading method for system requirements realization. Consequently, processes

are aligned and adapted for methods and approaches relevant for software.

NOTE 2  As applicable to all systems and projects, guidance to concepts is found in ISO/IEC/IEEE 24748-1.
ISO/IEC/IEEE 24748-2 includes guidance more specifically applicable to systems where hardware or other non-

software elements are the primary concern.

© ISO/IEC 2020 - All rights reserved
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Typically, the system engineering approach to develop a system design is described as a hierarchical,
top-down process of systematic decomposition of the system into its subsystems and elements
(components). This top-down approach has been traditionally applied to the architecture of software
systems as well, from the top-level system-of-interest down through the lowest system element level of
the software system structure, such as a line of code. However, the malleable, easily refactored nature
of software leads to a different way of considering the software structure. The common practice of
producing a minimum of new code and integrating a software system from available components
(open source modules, application program interfaces (APIs), software services, support software such

as a pdatabase management system and a web browser) leads to a more holistic view of its structure,
Softyvare systems include a number of components for processing information that can be directly or
indirectly related to the software functions and requirements. In compartmentalized software, often
nong of the sub-systems or components can be considered "top-level” in a hierarchy. Traceability.of a
highilevel stakeholder requirement to each specific subsystem can be difficult.

Charpcteristic properties at the boundary of a Sol arise from the interactions betweenysubordinate
syst¢gms. Whatever the boundaries chosen to define the software system, the concepts and models in
this locument are generic and permit a practitioner to correlate or adapt individualinstances of life
cyclds to its software concepts and principles.

Enalling systems are required for each life cycle process and are typieally integrated as an
infrastructure for concurrent performance of multiple development, test,\anid operational processes.
Enallling systems are deployed throughout the software life cycle to previde the Sol with support as
needed. Each life cycle stage can require one or more enabling systemssAn enabling system has its own
life cycle; when ISO/IEC/IEEE 12207:2017 (or ISO/IEC/IEEE 15288:2015, if applicable) is applied to it, it
then|becomes a Sol.

Seleqtion of methods and tools considers software size.and complexity, project duration and the
numbper of contributing organizations. Selection of tools should be based on connectivity to other tools
that provide inputs or use its output. Ease of use, need>for training before successfully using the tool,
and gvailability of administrative support and enabling systems are also factors in tool selection and
use. Use of a method or tool does not replace the standard process to be followed but should support the
set of activities of a selected process.

4.3 | Organizational concepts

An ofganization is a person or a group)or people and facilities with an arrangement of responsibilities,
authprities, and relationships. Anddentified part of an organization (even as small as a single individual)
or an identified group of organizations can be regarded as an organization, if it has responsibilities,
authprities, and relationships.;When an organization, as a whole or a part, enters into a contract, it is a
party. Organizations are separate bodies, but the parties may be from the same organization or from
sepafrate organizations:

ISO/]EC/IEEE 1220@7;2017 is intended to be applicable to organizations of all sizes and governance
strugtures, from'Wery small entities (VSE) of fewer than 25 people working on a single project, to
largg-scale organizations engaged in system of systems (SoS) sustainment for years or decades.
The [requireménts of ISO/IEC/IEEE 12207:2017 are usually stated in terms of "the organization”
or "the project,” rather than by individual titles or roles. The extent to which tasks and roles can be
differéntiated depends on the resources available to the organization. Responsibilities that involve

checking, validating, or verifying should be assigned to separate persons where the size of the
organization permits. In some cases, only one person may be assigned to cover all tasks and take most
of the roles and responsibilities.

Modern organizations strive to develop a robust set of life cycle processes that are applied repeatedly
to the projects of the organization. To accommodate that need, ISO/IEC/IEEE 12207:2017 is intended to
be useful at either the organization level or at the project level. An organization can adopt the standard
and supplement it with appropriate policies, procedures, and tools.

A project of the organization typically conforms to the organization's processes rather than conforming
directly to the standard. In some cases, projects may be executed by an organization that does not have

© ISO/IEC 2020 - All rights reserved
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an appropriate set of processes applied consistently at an organizational level. Such a project may apply

the provisions of the standard directly to a project.

An organization may perform one or more processes as part of its services. A process may be performed
by one organization or more than one organization, with one of the organizations being identified
as the responsible party. A single project may involve multiple organizations working together as
partners. Such a project should use ISO/IEC/IEEE 12207:2017 to establish common terminology, as well

as information flows and interfaces among the organizations to enhance communication.

In this document, as in ISO/IEC/IEEE 12207:2017, an organization (or a party) derives its name ffom

the

process it is currently performing, for example, it is called an acquirer when it performs the Acquidition

process. In ISO/IEC/IEEE 12207:2017, the agreeing parties are called the acquirer and the supplier

The application of ISO/IEC/IEEE 12207:2017 does not require a specific organizatienal structure
projects. There are numerous organizational models which can be successfully used to perform

for
the

processes of ISO/IEC/IEEE 12207:2017—as long as it is clear who is accountable for’providing sufficient
resources and for producing each outcome. Organizations can use hierarchicalimanagement strucfures
or team-focused, agile work groups. The teams may include representativesépecializing in each stage

of the life cycle or each life cycle process.

Adaptation and application of ISO/IEC/IEEE 12207:2017 on a project, in which many persons may be
legitimately involved, depends on responsibility and accountability: The teams or groups need to be

given the appropriate responsibility and authority for doing.the work required to meet the prjo

ject

requirements, for example the activities and tasks of a process. A party is identified with overall
responsibility and accountability for that entire process, even though the execution of individual fasks

may be by different people or groups.

Whether the existing basis for processes is an oldet version of ISO/IEC 12207 or some other refefence
point, the fundamental starting point is to identify all the changes needed to go from that bagis to

ISO/IEC/IEEE 12207:2017. If the existing proces$’basis is an older standard, the amount of changef
be noticeably less than if a different processbasis is in use.

can

NOTE ISO/IEC/IEEE 12207:2017, Annex I provides a mapping from the processes of ISO/IEC 12207{2008
to the processes in ISO/IEC/IEEE 12207:2017. See also ISO/IEC/IEEE 12207-2 for more detailed mappirgs of

outcomes, activities, and tasks.

Whatever the reason for an(organization's application of ISO/IEC/IEEE 12207:2017 is, a suggested

implementation and transition strategy consists of the following:

a) Identify the desired life cycle model and goals for the organization and the project. Implementing

a single process,\without considering how it relates to other explicit or de facto processes, i
likely to be beneficial. The Life Cycle Management and Business and Mission Analysis processef

less
can

be useful fox this effort. If no obvious link is established between this project and the organization’s

business~fecus, then lasting commitment to achieve the project goals will be difficult if
impossible to maintain.

not

b) Plan the implementation. The Transition and Project Planning process can be useful. Identify foles
and responsibilities of the project team/organization, assigning a single point of responsibilify for

each process. In many cases, one individual or organization may be responsible for more tha1|1
process, particularly in small projects or organizations.

c) Tailor ISO/IEC/IEEE 12207:2017, if applicable.
d) Conduct pilot project(s).

e) Formalize the approach. A project management plan or change management plan can be useful.

one

Institutionalize the approach, so that the process is supported by top management commitment,
organizational policies and procedures, and is used consistently and automatically throughout
the project or organization. This also involves measuring performance and implementing process
improvement again as necessary.

© ISO/IEC 2020 - All rights reserved
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This strategy is typical of a Change Management approach to introduce changes into an organization
or project. The strategy described above may be repeated several times within a project or across an
organization as additional processes are implemented or improved.

As with any program which results in changes to work practices, it is essential that the top management
within the affected organization is visibly committed to implementing and supporting the changes. In
a two-party situation, this can be initiated by a contract and then, as for general organizational use,
policies are established with support of top management of both parties.

Bringing all the stakeholders together in this effort is critical: even one area left out that should have
been|in the planning can materially disrupt applying the new basis. One way of proceeding is for a snyall
group to develop a checklist of transition activities, such as the following:

a) documentation changes, including flow and nomenclature of policies and procedures;
b) g§tafftraining needs;

c) fesponsibility changes, including need for new agreements;

d) impacts on tools and databases; and

e) ¢hanges in the inputs required by and outputs from each process.

The jnitial checklist should then be used by an immediately following,Ydarger, group of all stakeholders
to work through what other items need to be added and what the spécific changes are for each item on
the dhecklist. Repeated reviews of checklist drafts should be held’to find the final few surprises.

Oncd there is a detailed listing of the changes derived in thisj0r equivalent, manner, the time and cost
impdct of each needs to be assessed. Then further analysis ofithe sequence of implementing the changes
is ndcessary. The group should explore phasing in changes in a way that minimizes cost, project
disryption and the potential for adverse human reactions. Readiness criteria should be developed
for sfarting each step of the transition, as well as, checks for successful completion after each step.
Quantitative metrics should be developed and used:

Thrgughout, a core group should be maintained to oversee the change from one basis to another, with
perigdic meetings of the entire group of stakeholders.

Wheh a project or organization is{already in a steady state, i.e. where the processes have been
established and institutionalized;then the implementation strategy can be shortened, considering the
riskq and opportunities of the project.

4.4 | Project concepts

A prpject is an endeavour with defined scope and start and finish dates, undertaken to work on a
prodfct or servicejin/accordance with specified resources and requirements. Typically, a project exists
to safisfy an agreement by providing the desired deliverables to the quality expected. For this purpose,
ISO/|EC/IEEE.12207:2017 provides a set of Organizational Project-Enabling processes.

Any |project is assumed to be conducted within the context of an organization. This is important
becaji$eja software project is dependent upon various outcomes produced by the business processes of

the organization, e.g., employees to stait the project and facilities to house the project.

To perform needed operations and transformations upon software systems during their life cycles, the
organization creates and monitors projects. The organization both constrains and supports a project.
Examples of such organizational constraints and supports are the following:

— sets standards, policies, and procedures by which projects are carried out within the organization;
— initiates, redirects or terminates projects according to business opportunities and strategies;

— provides requested resources including physical and human within availability and financial
constraints;
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— provides infrastructure support;

0(E)

— manages the overall quality of software systems produced by a project for internal or external

customers.

Projects have defined scope, resources (including time) and focus. The organization can establish
projects that are contiguous with stages in the software life cycle (for example, a project to develop
software concepts and requirements, followed by another project to integrate, validate, and verify

the software sustem) Proiects can alsag alion with the various oroganizations resnansible for diff
Y 7 T =] =) b

erent

software components. The scope can involve managing all of the stages of the life cycle, a subsét'g
stages, one or more defined processes, or one or more process activities. Although any softwaresy
should be sustained over its full life cycle, it is common for projects to span only portions of that life ¢

The time scale of projects can vary, for example, one day or several years. The focus of the proje
related to the software and its elements in some form of system structure or stage partitioning

f the
Sstem
ycle.

bct is
The

project places certain demands on the organization and the organization places demands on the

project. The project requires physical infrastructure, financial and human résource support to ¢
out project work.

Relationships can exist between a project and other projects, and subprojects. A subproject is a §
resources and tasks organized to undertake a portion of a project.A(subproject may be conside
project by those assigned the work.

Many software "projects” involve continuing delivery of cdpabilities to sustain a software syj3
Ongoing sustainment efforts, responsive to changes in the environment of the Sol or to new funct
and non-functional requirements, handle a continuous stream of work packages, with the time
limited only by established budgetary or financial reporting restrictions.

Figure 1 illustrates the concept of a software systém and its relationship to an organization ar
projects.
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Figure 1 — Organizations, projects, and software systems

e enabling systems are under direct conttol of the project. The software and those enabling systems
e up the project span of control.

Process and life cycle cencepts

Process concepts

pcess is an integratéd set of activities that transform inputs (for example, a set of data such as
jrements) into-desired outputs (for example, a set of data describing a desired solution). The
vare engineening processes in ISO/IEC/IEEE 12207:2017 are defined so that each process has a
hct purpose-and outcomes (results). The purpose statement provides the overall rationale for the
f the process. The outcomes are the expected observable results from carrying out the activities
process: The outcomes provided for each process in ISO/IEC/IEEE 12207:2017 provide a benefit
motivates selection and execution of that process. Attainment of the results fulfills the purpose for

perfi

rming the process. However, outcomes are not identical with process outputs, which are tangible

artifacts and services that can be evaluated. Processes are managed through controls and performed
using enabling mechanisms (Figure 2).

© ISO/IEC 2020 - All rights reserved
© IEEE 2020 - All rights reserved



https://standardsiso.com/api/?name=05558d7224e9f4281f6223c54c091fc4

ISO/IEC/IEEE 24748-3:2020(E)

Controls
Directives
Policies
Constraints

Objectives - Activities - Results

Tasks
Inputs |:> Outputs
Plans Work Products

Data Services
Material Models
Information

Enabling Mechanisms
Infrastructure

Tools

Technologies

Human Resources

Figure 2 — Process elements

NOTE1  Additional detail regarding this form of process.description can be found in ISO/IEC/IEEE 24774.

Inputs can come from outside an organization er\project, or from other processes that precejze or

accompany the process being examined. Outputs,can go to other processes or back to the same pr
(recursive processing) inside the organization, project (or both), or they can go outside the projg
organization, or both. Examples of inputs to;and outputs from, a process include the following:

a) information, such as requirements;interface or architecture definitions;
b) data, such as measurements and test reports;
c) material that either ends‘up in the output or is consumed in producing the output;

d) services that are paft-of a chain of services, such as setting up a computer prior to, or coinc
with establishing-dan-account.

The source of process controls and constraints include organizational or organization manage
directives and-constraints; governmental regulations and laws; project agreements; interfaces
processes used-on other systems for which the project is responsible; and internal standard policie
procedurés-ef the organization. Government regulations and laws do not require any specific soft
design-elyimplementation. They can be viewed as constraining the software system requirements

cess
ct or

dent

ment
with
5 and
ware
. For

consistent application, controls are typically automated through the enabling systems, or applied §ising

methods, procedures, and techniques by the workforce.

ISQ/IEC/IEEE 12207:2017 describes the set of pracesses that are applied to the life cycle of any soft

are

system. Therefore, ISO/IEC/IEEE 12207:2017 is designed so that its processes can be applied
software project of any type, size and complexity, whether focused on tangible products, services

for a

,0r a

mix of both. The processes are designed to be used whether the software is considered as a stand-alone

element, or a part of the total software system.

While the processes identified in ISO/IEC/IEEE 12207:2017 are intended to model all the work of

software engineering, they do not form a closed loop model. The outputs of one process are not dir

ectly

identified as inputs for the other processes; the inputs of one process are not always outputs of the
other processes. Controls, directives, governance, policy, and organizational strategy and vision drive

each process.
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Another reason why it is not feasible to create a cohesive, closed-loop model of the software engineering
processes is that they are not necessarily sequential. Cohesiveness of a process does not imply that the
process can only be performed by one part of an organization at one stage of the software life cycle.
Performing a process is not locked to any one time, part of the life cycle, or party. Each process can be
applied at any time during the system life cycle and repeated using available inputs at different stages
in the life cycle.

The life cycle processes of ISO/IEC/IEEE 12207:2017 can be spec1allzed into process views to reflect

specffic—activities,tasks,—amdTethods—appropriate—to—particutar comncer s, suth—as formation
assurance (security), interfaces, ethics, safety, or various business domains.

NOTHE 2  ISO/IEC/IEEE 12207:2017, Annex E presents several examples of process views.

Procpss performance is accomplished through activities and tasks. An activity is a set of Cohesive
tasks$. A task is a requirement, recommendation, or permissible action, intended to contribuite to the
achigvement of one or more outcomes of a process. A task is expressed in the form ofaa requirement,
self-dleclaration, recommendation, or permissible action.

The processes, activities, and tasks in ISO/IEC/IEEE 12207:2017 are arranged.a general sequence
for epse of presentation. This positional sequence does not dictate the life cycle model sequence. It is
interjded that the software project select, order, adapt, and iterate the processes, activities, and tasks as
applicable or appropriate, using the Life Cycle Model Management process (see 6.2.1).

The processes in ISO/IEC/IEEE 12207:2017 typically follow a similarpattern in the presentation of
theiractivities. It is helpful to be aware of this pattern if an organization wants to combine or subdivide
procgsses or to create new specialty processes. It is more effectiveswhen combining tasks from different
procgsses if the tasks relate to the same generic activity. Wher' developing sub-processes, it is better
to include at least one activity of each generic type, or toxefer to another process where the generic
activjity is handled for that sub-process.

Tabl¢ 1 presents the model with examples from a cqtiple of processes.

Table 1 — Model of generic activities within a process

Generic activity Example activities/task in Example activities in the
theImplementation process Design definition process
Stragegize and plan (Plan) 6.4:7.3, a) Prepare for implementation | 6.4.5.3, a) Prepare for software
system design definition
Perfprm (Do) 6.4.7.3, b) Perform implementation |6.4.5.3, b) Establish designs related
to each software system element.
Evaluate and decide 6.4.7.3, b) 4) Evaluate software unit |6.4.5.3, c) Assess alternatives for
(Check/Act) and affiliated data or other informa- |obtaining software system elements

tion according to the implementation
strategy and criteria.

Manjage outcomes and outputs: |6.4.7.3, c) Manage results of imple-  |6.4.5.3, d) Manage the design.
Presprve andpresent artifacts and |mentation
infogmatign-items

5.2 —Tifecycteconcepts

5.2.1 Life cycle stages

A software Sol has a life cycle that consists of multiple stages through which the system passes during its
lifetime. Within a life cycle stage, processes are performed as required to achieve stated objectives. The
progression of a system through its life is the result of actions managed and performed by people in one
or more organizations using the processes selected for a life cycle stage. Stages may be interdependent
and overlapping, may be of differing durations, and may iterate or be applied recursively.
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The size and complexity of a software system affect the work of an organization or project. For
example, the tasks performed to accomplish an activity of a system life cycle process or the type and
form of work products from application of the processes can be affected. The users of this document
are responsible for selecting a life cycle model for the project and mapping the processes, activities,
and tasks in ISO/IEC/IEEE 12207:2017 into that model. The organization is responsible for selecting
and applying appropriate methodologies, methods, models, and techniques suitable for the project. An
organization (for example, an automobile company or medical equipment supplier) or a domain group
of an organization (for example, a government defense agency or industry group) often has a unique

view of the software system life cycle to control the passage from one life cycle stage to the next} The
organization view includes management-focused activities that are used to form both milestoneg and
decision gates. The organization uses these milestones and gates as decision points where-investment
decisions can be made as to whether a software system should be continued to the next life cycle stage;
be modified, cancelled or retired; or be deferred while the plans for the next stage are-fevised. These
milestones and decision gates can be used by organizations to contain the inherent uncertaintieg and
risks associated with costs, schedule, and functionality when a system is created priutilized. To megt the
exit criteria of a decision gate, a software system has to be appropriately engineered and the appropriate
work products (artifacts and information items) need to be produced td provide decision-mgking
information and required deliverables. Thus, planned engineering activities’need to take place dyiring
each system life cycle stage to obtain the outcomes and meet the purpose of the stage or a set of stages.

Per ISO/IEC/IEEE 24748-1, the typical system life cycle stages"include Concept, Development,
Production, Utilization, Support, and Retirement. Use of these térim's to define stages is not normative.
For software, production of multiple copies is usually not so sighificant a step as for hardware systems,
and other life cycle stages are more common. A common set‘of stages for a software system is Concept
Exploration, Development, Sustainment, and Retirement, with transitions between stages for the
system as a whole and for its elements (Figure 3). Angtheér typical set of stages is Conceptualizatipn of
a Need, Realization, Utilization, Evolution, and Disposal. A third example of typical stages is Conlcept,
Development, Operation and Maintenance. Anotheér example of software system life cycle stages
includes Needs determination, Concept expleration and definition, Demonstration and evaludtion,
Engineering and development, Production, and manufacturing, Deployment and sales, Operatjions,
Maintenance and support, and Retirement:

Design/ Sustainment
Development
/ trans& /
S . transiti .
Concept Utilization |———".| Retirement

Iteration and recursion possible on all paths

Figure 3 — Typical software system life cycle stages

5.2.2 Interrelationships of software processes and stages

For many reasons, there is not one process per stage. Some processes can be started in early stages
for risk mitigation and optimisation of the project. Some complementary processes are performed
concurrently to achieve a life cycle stage. With incremental and iterative life cycle models, stages occur
several times in the life cycle associated with the same processes.

A manager of a system life cycle stage typically selects the appropriate set of life cycle processes to
meet the exit criteria and other stage objectives. For example, the Business or Mission Analysis
process, Stakeholder Needs and Requirements Definition process, and System/Software Requirements
Definition process are used concurrently and iteratively to develop the concept for a software system.
The Architecture and Design Definition processes are used to design the solution for each element
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in the system. Application of these processes can be highly iterative in order to arrive at the desired
design solution. At the Realization stage, the Implementation, Integration, Transition, Verification, and
Validation processes are used in a highly iterative way to produce the software deliverable. During
any of the later life cycle stages, a manager can use the Operation process, Maintenance process, and
Disposal process to manage the software system while it performs its required functions or is serviced
to meet requirements. During earlier life cycle stages, the same processes can be used to help manage
the implementation of the system as well as affect the disposal of work products that are no longer
needed. The Operation process and Maintenance process should be used to allow the stakeholders to
achigve the service or product benefits sought from the system, at the level desired and over the extent
of tithe intended, when they initially defined their stakeholder requirements.

5.2.3 Life cycle process models for software systems

5.2.3.1 General

The

life cycle process model of ISO/IEC/IEEE 12207:2017 is intentionally idefitical to that of

ISO/]EC/IEEE 15288:2015 in process names, purposes, and outcomes. To some extént, their activities
and fasks are also similarly worded. This approach has advantages in enabling Censistent engineering
projé¢ct planning for all kinds of systems. However, this identical model can.over-emphasize or under-
emphasize some technical aspects of software engineering. The rigorous\presentation of numerous
procgsses can be misinterpreted, implying that each process on everyJproject has to be invoked,
docujmented in a written plan, performed, accepted in one or more gated'reviews, and results retained
in d¢tailed written artifacts. This heavyweight view of the process model has led some software
development organizations to avoid the use of the standards, considering them too costly and time-
conspiming to apply. However, ISO/IEC/IEEE 12207:2017 is inténded to be usable in developing process
models suitable for all types and sizes of software engineering efforts.

NOTE1 ISO/IEC/IEEE 24748-7 provides a more rigorous set of activities and tasks for the system life cycle.

Typi¢ally, organizations choose sequential, incremental, or evolutionary life cycle models, as described
furtherin 5.2.3.2 to 5.2.3.4.

The

processes, activities, and tasks in ISO/IEC/IEEE 12207:2017 are presented in sequence for

referfence. In some cases, the sequence represents a possible order of performing processes in stages

and

hctivities and tasks within processes. However, this positional sequence does not dictate the life

cyclg model sequence. The organization or software project should select, order, adapt, and iterate the
procegsses, activities, and tasks astapplicable or appropriate.

12

‘easons for applymg [SQ/IEC/IEEE 12207:2017 processes within an organization can include such

alidating the adeguacy of an existing method, e.g., a method that was developed in-house or
dopted and extensively modified;

dapting ancexisting method to cater for the risks associated with moves into new market sectors
here move rigor is required because of perceived risks;

eveloping a new method, e.g. to meet the needs of a new organization; this includes organizations

already exist;

managing the introduction of new technology; examples include the automation of existing manual
processes, or a change in the methods and tools used to implement a software product;

evaluating an internal capability of a party to meet agreed criteria, e.g. as part of an acquisition
review process;

establishing a benchmark upon which improvement programs can be developed through an audit.
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Implementation of the processes in ISO/IEC/IEEE 12207:2017 can have various scopes:
— use on a single project, either internal to an organization or as part of a two-party contract;

— concentration on some key processes or even a single process where there is expected to be some
gain or reduction in risk for an organization;

— adoption across a range of projects in a phased introduction; or

— adoption across all projects and within all parts of the organization; this approach is more fegsible
for a very small organization.

In practice, some of the life cycle processes, system analysis, measurement, and decision-managernent,
are never performed independently but are always an adjunct to another software engineering prgcess.
Two processes are often inseparable: it is considered essential to perform software, verification (pften
by testing) at each stage of software development (implementation). In anothetxexample, softjvare
design, integration, implementation, and validation are usually performed simultaneously and oft¢n by
the same team members, and the distinction of separately performed processeés can be overlooked: all
these processes are often considered as parts of a larger stage of software‘development.

NOTE 2 InISO/IEC 12207:2008, Validation and Verification activities which-are now rigorously separated into
distinctive processes were sometimes inserted as part of the same Integration process. That approach reflpcted
that the tasks were closely associated.

The use of DevOps has confirmed the tendency to merge various processes that in the past were more
likely to be assigned to distinct teams with separate centrols. (DevOps is expanding the work of a
software development team and cooperation with the@perations team to include management df the
software release (Transition) process and the sustainmient of software in the operational environnjent).

Moreover, support for these closely coupled life cycle processes is increasingly automated, and $ome
processes require a significantly reduced levelofhuman intervention compared to practices detaiPd in

previous versions of ISO/IEC 12207 and ISOAIEC TR 24748-3:2011. For example, a human may set up the
configuration management (CM) system @ontrols, but how a new day's work is integrated with ¢ther
branches of the software code being preduced that day does not involve human interaction to perfform
the formal Implementation, Integration, or CM processes of ISO/IEC/IEEE 12207:2017.

The life cycle models for software systems development are not necessarily linked to the softjware
delivery or release schedule. The effort required for transition, the need to utilize software revisions
immediately, and the ability of the software system and the customers to handle frequent incrempntal
changes influence whether incrementally produced or evolutionary changes are released frequently or
on aregular (e.g., qudrterly or annual) schedule.

5.2.3.2 Sequential life cycle model

For new orreplacement systems that have extended development cycles (several years) before dellvery
of the operational system, a sequential approach can be appropriate. The sequential approach has
defined, decision gates so that an organization can manage an orderly progression of the system from
congeption through retirement. Many systems, such as those produced for the aircraft or automptive
industries, use a 51mllar approach w1th development and thorough test before a new automoblle nodel

control, fundmg changes, technology changes workforce retentlon and final customer or acqu1rer
requirements satisfaction. These challenges are created because of the long period from establishing
the initial requirements for the embedded software system to the deploying of the system in the
marketplace.

This sequential approach can also be applicable to modernization of legacy systems. The software
engineering is done on the system being enhanced and its related elements. The impact on the Sol does
need to be analysed and where conflicts are revealed, the changes to higher-level systems and the Sol
need to be made or the requirements for the applicable system need to be revised.
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Because of the long duration of implementation using the sequential approach, several risks should be
considered and resolved:

a) expectations and requirements related to the system can change over the years of implementation;
b) knowledgeable workers on teams can turn over;

c) decision making personnel in the organization can change;

ustomer personnel in the acquirer’s organization can change;

e) suppliers of system elements and related services can go out of business or change technologies;

f) technical risks can be unresolvable for extended periods;

g) {technical obsolescence can arise during a long implementation.

Oppgrtunities can be associated with the sequential approach:

a) the deliberate, stepwise refinement approach whereby the progress of syStem implementation
is carefully evaluated at each milestone allows system quality and risks\to be evaluated and
investment decisions confirmed before progressing to the next stage of imaplementation, production

t, or delivery to market;

b) all system capabilities can be delivered at the same time;

c) in-service modification decisions allow determination of Wwhether to do maintenance, a major

odification, or to retire the system from service;

d) ¢ld systems can be simultaneously retired from service'or withdrawn from the market.

In symmary, the sequential approach can be effective-and efficient for engineering systems where the
requjrements are well known and stable, deliveries or releases are infrequent, and the system has an
extended life span.

5.2.3.3 Incremental life cycle model

The |ncremental approach applies tororganizations that develop (and usually, release) new versions of
a praduct at more frequent planned intervals. The system realized as a result of the concept stage can
be a first version. However, it is passible to apply incremental approaches to the software development
stage while still using a sequential approach to infrequent software releases.

In thiis document and in ISO/IEC/IEEE 12207:2017, agile is considered as a method, not as a life cycle
procgss model. Agile cafvbe described as the use of highly iterative methods for the development of
requjrements and wotking system increments.

NOTH ISO/IECAHEEE 12207:2017, Annex H has additional discussion on the application of agile to software
engireering. ISO/IEC/IEEE 26515 describes the work of the information developer on an agile team.

Typi¢ally, the overall capabilities of the eventual software product are envisaged at the start of system
implementation. However, a limited set of capabilities is allocated to the first version. With each

SUCCESSIVe Version, more capabitities are added umntit-the tast Tetease fully incorporatesthe overatt
capabilities.

Iterative life cycle models involve the operation and support of each version in parallel with the
implementation, utilization and support of successive versions. Early versions of the system and support
for those versions can be phased out as newer versions are released and used by the customer base or a
block modification to earlier versions can be made to incorporate the new capabilities of a later version.

This approach applies mainly to systems that rely on new, enhanced capability versions of the system
to be introduced in short intervals so as to remain competitive in the marketplace. Examples include
information technology systems such as business systems, medical systems, and routing and firewall
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systems. Iterative approaches often begin with an 'Iteration Zero" for such non-deliverable tasks as
infrastructure establishment, collecting and prioritizing features to be developed, and developer
training.

The incremental approach has associated risks that should be considered and resolved before adopting
this approach:

a) Initial versions of the system can have such a limited set of capabilities that customers can be

dissatisfied and not bhe interestedin buvinog the next version
o o)

b) Versions marketed with too short an interval can cause customer dissatisfaction with the cgst to
upgrade or the retraining costs.

c) Costs for developing and frequently updating training and information for users (time and mgney)
can increase.

d) Expectations may not be met if customers desire the full capabilities in the first version.
e) Poor results may be realized if requirements are not as well understoed as originally thought.

f) Unplanned technology changes or competitor system capabilities\can require re-direction gf the
implementation and have a significant impact upon costs and schedule for subsequent versions.

g) The customer may change the requirements as the impleménbation progresses.
Opportunities can be associated with the incremental approach:

a) Acquirer requirements for early capabilities can b@ satisfied.

b) The prototypes developed for each early milestone can have a place in the market.

c) Early introduction of the system, even swith limited capabilities, can enable exploitation of the
marketplace.

d) Consumers and other customers have come to expect frequent improvements in software products,
e.g., torespond to security issues;dnd be wary of products that have not been updated for extepnded
periods.

5.2.3.4 Evolutionary life cycle model

The evolutionary apprioach also applies to organizations that market new versions of a product at
regular or planned_intervals. The major difference of this approach with the incremental appioach
is that the full capabilities of the future versions of the system are not known when an evolutignary
implementationis‘undertaken.

Initially the requirements for the system are partially defined and then refined with each succepsive
version fthe system as lessons learned from the use of an early version are translated into new depired
capabilities. Often, a new version with enhanced capabilities can replace an earlier version, or a block
mogdification can be made to the earlier version to incorporate the new capabilities of a later versign. In
this case, implementation of new versions can be done serially or in parallel with partial overlapping.
As with versions developed using the incremental approach, different versions can bhe operated and

supported in parallel. Particular care should be taken, however, to maintain configuration information
for each version so that users can find operation, training and support procedures appropriate to the
version being used.

This approach applies to complex systems for which requirements are not well understood even though
the need for the system is understood and approved. These are typically one-of-a-kind or low-quantity
production systems. Example systems can include custom information technology systems, military
information technology systems, and specific information technology security systems. This approach
is also useful for systems that have to achieve quality in use.
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During the production stage, either one or a few systems can be produced and delivered, or a large
quantity production can be initiated that can continue into the utilization and support stages.
The utilization and support stages are typically the longest period of this life cycle and can last for
many years. Major systems realized using this approach often have an operation life of decades with
modifications using technology refreshments and technology insertions made to sustain the system
and lengthen its useful life.

The evolutionary approach has associated risks that should be considered and resolved before adopting

this

a)
b)
‘)
d)
e)
f)

rpprUacis

Full capabilities can be preferred at the same time.

Training costs can be unacceptable for moving to the next version.

There can be uncertainties related to determining future requirements.

There can be uncertainties with respect to planning the schedule release of the next version.
[Lonfiguration control can be a problem.

Inappropriate early use of a product prototype in production can cause issués.

Oppgrtunities can be associated with the evolutionary approach:

5.3
The

Acquirer requirements for an early capability can be satisfied.

Lustomer feedback can be used to enhance the capabilities.efa future version of the system.
The prototypes developed to satisfy an early milestone:can have a use in the market.

Early introduction of a limited capability system can eénable countering a competitor threat.

Emerging technologies can be exploited.

Process groups

software life cycle processes are. presented in four process groups: Agreement, Organizational

Proj¢ct-Enabling, Technical Management, and Technical processes. These groups characterize the
relatjonship of the process to the software system and to the software engineering project (Figure 4).
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Figure 4 — Relationship of software engineering process groups with the software system
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Each of the process groups is involved during the course of a typical project. The project performs
the Project Planning process that can consist of updating the plans used to form the response to the
acquisition request or the applicable plans from the previous life cycle stage. Appropriate teams are
assigned the work required to meet planned requirements. These teams do the work associated with
application of the Technical processes to obtain the work products required. The Project Assessment
and Control process, Decision Making process, Risk Management process, CM process and Information
Management process should be used to monitor, control, and assess the Technical process outcomes to be
able to keep work within acceptable cost, schedule, and risk in order to meet performance requirements

for the system. The Organizational Project-Enabling processes and Technical Management proce¢sses
are implemented to provide support to the project, and to review the project, as appropriate.

The Organizational Project-Enabling processes are not assumed to be adequate to operate & business,
nor are the Technical Management processes assumed to be sufficient to manage a project. Techinical
management focuses on managing the technical aspects of the software engineering work, rather
than performing general project management. The Organizational Project-Enabling and Techpnical
Management processes, considered as a collection, are intended to state the minimum set of outcpmes
that the software engineering project requires from the organization. They<focus on the taskq and
activities related to software engineering, not on the overall governanc€/business, financial, hyman
resource, or information management policies and procedures of the opganization.

Organizations generally use ISO/IEC/IEEE 12207 as part of\an effort to improve softvare
products and services through improving their software engineering processes. This may be in
conjunction with other process assessment and capability détermination methods. As explaingd in
ISO/IEC/IEEE 12207:2017, Annex C, it can be used as a process reference model (PRM) for process
assessment. However, neither ISO/IEC/IEEE 12207 nor-this document provide a maturity mode|l. All
the activities and tasks in ISO/IEC/IEEE 12207 are presumed to be achieved at a level 2 of a typical
5-level maturity model. In practice, many of the activities can be performed more consistently and
effectively at a higher maturity level.

NOTE The ISO/IEC 33000 family of standards, particularly ISO/IEC 33004 and ISO/IEC 33020, prpvide
comprehensive guidance on process capability levels, process reference models, and process assessment m¢dels.

6 Software life cycle processes
6.1 Agreement processes
6.1.1 Acquisition process

6.1.1.1 Aspects'of purpose

The Acquisitiof/process is used to obtain a desired software product or service.

6.1.1.2- \(Aspects of outcomes and outputs

The,acquisition process results in acquisition of all or part of a software system or software seryices
(SaaS), which can be newly developed software, off-the-shelf appllcatlons Or open source components.

of the responsibilities of the acqulrer and the supplier, the 1nformat10n and software dellverables
which may include software licenses and rights to intellectual property; any warranties, the period of
contractual responsibility, and the obligations of the supplier following acquirer acceptance.

6.1.1.3 Related processes

The Acquisition and Supply processes are mutually interdependent; one cannot be executed without the
other. However, it is possible for either the acquirer or supplier to execute a formal process conforming
to ISO/IEC/IEEE 12207, while the other party uses a less formal or tailored approach.
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The Decision Management process and System Analysis process are often used to support trade-offs
for the acquisition strategy. Examples include: determining a make or buy decision, as well as the

suita

bility of specific COTS or modified OTS solutions and supplier evaluation.

The Project Assessment and Control process provides input from previous projects to estimate projected

cost,

schedule, performance, and the impact and risk of undesirable outcomes on the organization.

Acceptance testing can be performed using the Validation process.

The |

Chan
the

6.1.1

Proj¢
orga
proc
agre
may
or ar
be s
and
using
can K

The
impl

broject is opened and closed by the Portfolio Management process.

ges to system elements or information are controlled through the Change Management activity-of
M or Transition process.

4 Activities, tasks, and approaches

ct relationships are managed through formal or informal agreements incaccordance with
hizational policies and procedures. Formal agreements can be executed using” the Agreement
bsses of ISO/IEC/IEEE 12207:2017. Depending on the type of project rglationship involved,
bments may exist within a single organization, or may span organizational(boundaries. Agreements
be between a project and a specific organizational element or elementsf.among multiple projects,
hong a project and its subprojects. Agreements provide a mutual understanding of the problem to
lved, work to be done, established constraints, deliverables, andclearly defined responsibilities
hiccountability. Agreement on approach is particularly importarit when the software developer is
r methods, such as agile (iterative) methods, that are new t@ the acquirer or the supplier, as there
e different expectations on stakeholder involvement in thé project.

roles of acquirer and supplier depend on the situation. For example, in a given software
bmentation project, an acquirer may request a supplier to perform software implementation, with

the

cquirer and the supplier executing one application-of the Agreement processes. The supplier may

thenjrequestits sub-contractor to perform all or part of the software implementation. The supplier (now
in anj acquisition mode) and its sub-contractor (irr;Supplier mode) can execute a separate application of
the Agreement processes. The acquirer should\specify the level of acquirer participation throughout
the sjupplier’s project execution to provide the'required software product or service.

Typigally, in any acquisition situation.there are several approaches or ways of doing something.
An dpproach or way that best achieves the overall acquisition goals and constraints is desired.
Consdliderations to include are:

fter-market opportunities-and competition;
usiness unit policies;

rganization environment;

pplicable legal and regulatory constraints;
inancialresource availability;

uman factors;

— i
— i

— 1

mprovement strategy;
ntegration and interoperability;

ogistics (supportability);

— obsolescence;

— operational environment;

— producibility;
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ethical considerations
safety and survivability;
security;

stakeholder goals;

time-to-market constraints;

0(E)

Each agreement, whether formal or informal, should include the following informatien tg
appropriate level of detail:

a)
b)

f)
g)

h)

potential risks for acquisition and supply.

responsibilities for the work expected to be done, for example in the form of wdrk'statements;

known functional and performance requirements, attributes, and chatacteristics that cl
assign what the software system and its related services are expectedo do, be like, or cor

the

parly
tain,

including interfaces with other systems, humans, and environments;these can be in the form of a

set of formal requirement statements, scenarios or user stories, usé cases, or other forms;
deliverables, for example products, services, information for use\(documentation), and data;
entry or exit decision criteria for the life cycle stages.

required management and technical reviews to track‘the fulfilment of the agreement and a
the maturity of the software system;

verification and validation responsibilities;

acceptance conditions and transition instructions, exception handling procedures, condi
requiring re-negotiation of the agreemeént, conditions required to terminate the agreer
conditions required to impose penalties or invoke bonuses and payment schedules;

other appropriate information, such as:

1) costand schedule constraints;

2) trade-offs between cost, schedule, performance, safety, and product quality level;
3) implementatjon delivery milestones;

4) payment schédules;

5) right§-and restrictions associated with technical data (for example for copyright, intelle
preperty and patents);

6) planning documents such as applicable work breakdown structure (WBS), re
configuration data, and acquirer supplied engineering plans;

7) acquirer review of preliminary plans and other specifically identified procedures, prac

bSeSS

fions
nent,

rtual

ated

Fices,

pa| 1 pa| 4 1L 1d | 3 ] 43 pa| s 4 iots
dallu VWUI'IN lJl UUULLS SIIUUIvU ULLuUl Uul 1115 SUUTILUT STICTCLIVUIT dIIU LUIILI dlt lleULlClLlUllO,

8) when more than one standard is specified as a basis, a clear order of precedence should be

established in order to prevent conflicting interpretations.

The Acquisition process can be initiated with the receipt of an acquisition request such as a formal
request for proposal or an informal internal directive for certain work to be done. This can be before a
project is formed for a new engineering effort or within a project if it is for project-related work.

One or more methods may be used to monitor supplier’s activities. These methods include software
measurements, integrated product teams, on-site or remote access to digital data, and joint reviews.
The level of formality of the monitoring should be clearly established at a level appropriate to the scope
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and context of the agreement, including mutual responsibilities, frequency and mode of monitoring and
ways of gauging acceptable execution of the agreement.

Establish who is authorized to accept each distinguished product or service and on what basis, including
applicable V&V processes.

6.1.1.5 Related standards

Thissub ctate
and ISO/IEC/IEEE 24748-7.

6.1.21 Supply process

6.1.1.1 Aspects of purpose

The $upply process allows a supplier to respond to a request from an acquirer for softwadre systems or
services. It includes the provision of agreed deliverables.

6.1.1.2 Aspects of outcomes and outputs

The |supply strategy can include custom delivery of acquirer specifiéd)software and information
products, independent development of software for general commercial’or open source distribution, or
provision of project-related or ongoing software services in support efany of the Technical Management
or Tdchnical processes.

6.1.1.3 Related processes

The Acquisition and Supply processes are mutually interdependent; one cannot be executed without the
othel. However, it is possible for either the acquirer ef.supplier to execute a formal process conforming
to ISP/IEC/IEEE 12207, while the other party usesswaless formal or tailored approach.

The [Project Assessment and Control process™is used to evaluate the supplied services or products,
including the projected cost, schedule, performance, and the impact of undesirable outcomes on the
orgahization.

The ¢hange management activity of the CM process is used to control changes to the system elements.

The Business or Mission Analysis process is often used to identify an acquirer who needs a software
product or service.

6.1.1.4 Activities, tasks, and approaches

A solicitation is typieally from an internal or external business unit (it can be internal to the project).
The $olicitationtdoes not need to be formal.

Appropriate-teams or individuals, depending on the project size and complexity, are assigned to
consjderland prepare a response to the acquisition request. For smaller projects a single individual may
be agsigned the responsibility to prepare the response, to do the work, and to create the required work

products to be delivered.

The assigned team or individual should perform the activities of the Supply process appropriate
to establishing an agreement. First the team or individual should scope a strategy for the response
preparation effort and understand the capabilities required to do the requested work. The plan should
include a schedule of milestones and decision criteria for submitting a response and consider the goals
of the organization or project as well as applicable investment decision criteria.

To determine whether to respond to the request for proposal or to determine the specifics of the
response, the Technical processes can be planned and performed to the level of the system structure
appropriate to the nature and size of the software system and the software life cycle stage. In
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addition, the scope of work, cost of the system, and the feasibility of meeting requirements within
given constraints should be determined for various alternatives to meet the requirements. The
application of the Technical processes should be in accordance with the plan and should be assessed
and controlled using the appropriate Project processes. The Organizational Project-Enabling processes
are implemented to the extent necessary to support the technical processes and monitor the outcomes
and approve the response, as appropriate.

Considerations to include are:

a) applicable legislation and regulations that apply to the supplier;
b) business unit goals;

c) competition;

d) organization environment and policies and procedures;

e) resource availability;

f) related management, technical and resource risks.

6.1.2.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017,\-6.1.2, ISO/IEC/IEEE 41062, | and
ISO/IEC 27036 (all parts).

6.2 Organizational project-enabling processes
6.2.1 Life cycle model management process

6.2.1.1 Aspects of purpose

The establishment of a life cycle. model provides a framework in which the processds of
ISO/IEC/IEEE 12207:2017 are perforined.

6.2.1.2 Aspects of outcomesjyand outputs

The organization should-define and manage potential life cycle policies, processes, models, and
procedures to projects‘via the Life Cycle Model Management process.

6.2.1.3 Related-processes
The life cycle nfodel management process frequently involves use of the Tailoring process (see Anngx A).

The life-cycle model influences Project Planning.

6:21.4 Activities, tasks, and approaches

The-threematnractivitiesof Lifeeyele-modelmanagement processare-the felowing
a) the establishment of process models and standard processes and procedures for the organization;
b) audits to assess the level of process execution and the adequacy of the models;

€) processimprovement.

The selection, implementation and use of a life cycle model by an organization depend on several factors:
a) the acquisition policy of the organization;
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b) the nature and complexity of the software system;

c) the stability of system requirements;

d) technological opportunities;

e) the need for different system capabilities at different times;

f) the availability of resources.

The poftware life cycle model should be constructed considering the desired outcomes of the supply,
implementation, operation, maintenance, and applicable supporting and organizational processes, even
if a project will primarily focus on one process or stage. Standardization of life cycle processes withih a
busillfess unit can vary. However, organizations typically encourage all projects and functionalhusiness
unit4 to use common practices and standards. selection of standards, methods, tools, and eomputer
langyiages may include selection of the implementer’s own standard practices,

New|project processes can be formed or an activity under one of the system life cycleprocesses can be
elevdted to the process level. For example, selected activities can be included as part'of the definition of
other processes, an activity under one of the system life cycle processes can be-eleVated to the process
level} or an entire process could be subordinated to an activity level under another process.

6.2.1.5 Related standards

This|subclause relates to ISO/IEC/IEEE 12207:2017, 6.2.1; guidance ©n the development of the life cycle
model is given in [SO/IEC/IEEE 24748-1.

6.2.1 Infrastructure Management process

6.2.1.1 Aspects of purpose

Infrastructure management provides and maintains the facilities, tools, hardware, software, services,
stan@lards, and tools used to support organizations and projects engaged in the software life cycle.
Wheh implemented as a system, the infrastructure elements form enabling systems, such as software
development and test environments fortarget platforms. Enabling systems can also interact with the
Sol i the operational environment.

NOTH ISO/IEC/IEEE 12207:2017:uses infrastructure in a general sense for the entire hardware and software
environment. Enabling system is@sed for a specific supporting system.

6.2.2.2 Aspects of outéomes and outputs

The putcome of infrastructure management is an efficient environment to support the Sol. Frequently,
integrated enabling\systems and tools which reduce the labor of manual data entry and data checking
are ¢onsidered‘more efficient. To reduce the risk of transition, infrastructure systems for software
developmentiand testing that duplicate or offer a scaled-down version of the operational environment
are greferred.

6.2.2.3= Related

TaYalaYdJaYN

n
Pro

In ISO/IEC/IEEE 12207:2017, almost every Technical process has a task to obtain the appropriate
infrastructure and enabling systems, and to validate their fitness for use. These tasks are inserted into
the other processes, rather than presented only once in the Infrastructure Management process, so that
the need for enabling systems is not overlooked by the responsible parties.

The Operations and Maintenance processes are applied to manage the infrastructure. All of the
technical management and technical processes can be applied to infrastructure systems, just as they
are applied to deliverable software products.
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6.2.2.4 Activities, tasks, and approaches

An infrastructure of integrated enabling systems should apply to all parts of the life cycle

and

potentially support each process. For each architectural design solution in the system structure the
enabling system requirements related to the system should be identified. Timely availability of enabling
systems is critical to productive use of human resources, software quality, and keeping the work on
schedule. Some or possibly all enabling systems can be outside the direct responsibility (boundary)
of the prOJect Some or all of the enabhng systems can already exist Wlthm the prOJect S organlzatlon

or several enablmg systems may not exist, and have to be created and made avallable in tlme topr
required services. For example, test software may need to be developed or adapted along wit]
development of the application system-.

The infrastructure is typically specified through appropriate policies and standdgds and inc
identification and dissemination of resources (staff, schedule, budget), requirements (contrac
standards), and expected outcomes (cost, benefit). Typically, infrastructure is‘established base
organizational strategic plan, capabilities, resources, risk levels, value to the-¢Cdstomer, and techn
policies. For a business, payoff goals, market segment, market position, dnv€stment and compef
advantage are also factors.

The organization should establish, use, and continually refine \metrics that show how wel
infrastructure is supporting the needs of the organization in executing its mission.

logy
itive

the

Project planning and organizational policy should define what software environments will be fnade

available to each project or for use throughout the organization. At a minimum, developers s}

ould

not create software modifications in the live productign environment. Separate environments for the

enabling systems are common for a variety of purposes:
a) 'sandbox'installation and testing of new versions of enabling systems;

b) software development, including different'environments for long-term upgrades and release;
immediate fixes;

c) software test (multiple environments possible for concurrent unit tests, regression tests
qualification or acceptance test);

d) software training;
e) production operations.

An important factor (iny establishing software environments is selection of the application data

available there during transitions and data migration testing. Often the size of the database o
application data-is limited in non-production environments for cost considerations. To some e
performance-modelling and simulation can compensate for smaller data loads in performance tes

and

and

[0 be
r the
Ktent
ting.

However, estimating durations for major data migrations can entail performing dry runs of the prchess

for a fullidatabase backup and data load. Also, when the software system uses personally identi
information (PII), the organization needs to determine if copies of that live data will also be us
development, testing, documentation, and training. Where possible, it is preferable to use fictitio
anonymized data to avoid unintended disclosure of PII.

iable
bd in
1S or

6.2.2.5 Related standard
This subclause relates to ISO/IEC/IEEE 12207:2017, 6.2.2.
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6.2.3 Portfolio Management process

6.2.3.1 Aspects of purpose

A project portfolio is a collection of projects that addresses the strategic objectives of the organization.
The portfolio management process leads to an investment decision and the authorization, initiation,
and closure of projects, as well as development and termination of services, products, and product lines.

6.2.3
The

line
6.2.3

The
anal)

The
risk)

The
catal

Mark

6.2.3

Appr
for (
orga

Port
decis

Tech
the g

6.2.3
This

6.2.4

6.2.4
The

.2 Aspects of outcomes and outputs

butcomes include a portfolio of projects started or closed, and the creation and ending of product
product family) or software system offerings.

.3 Related processes

Decision Management, Measurement, and System Analysis processes support/the comparative
sis of alternatives.

Risk Management process is used to identify and evaluate opportunities (sometimes called positive
as well as adverse (negative) risks in the portfolio.

Project Planning process is used to carry out decisions regarding the“product portfolio or service
0g.

et surveys performed during Business or Mission Analysis-are applied to Portfolio Management.
4 Activities, tasks, and approaches

opriate management aids are typically establishéd to enable availability of valid information
lirecting and enabling projects, including project status, standardized automated tools, and
hizational policies, procedures, and products;available for reuse.

olio management considers the interrelationships and dependencies among projects in making
ions.

nology assessment should be condiicted continually for innovations that could improve products in
ortfolio or result in obsolescence or impacts on the competitiveness of the existing portfolio.

.5 Related standards

subclause relates to ISO/IEC/IEEE 12207:2017, 6.2.3, and the ISO/IEC 2655x family of standards.
Human Reésgurce Management process

.1 Aspects of purpose

Hurman Resource Management process is used to identify, train, and make available people with

appr

bpriate skills, education, and experience for roles on software engineering projects. This process

inclu

des both employees and contractors.

6.2.4.2 Aspects of outcomes and outputs

The outcome of Human Resource Management is an organization and projects staffed with capable,
competent, and productive individuals. The establishment of human resource services enables
organizations to achieve their goals and objectives within legal, financial and other constraints and
agreement requirements.
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6.2.4.3 Related processes

Knowledge Management involves the capture of knowledge held by experts so that it can be applied
by others.

6.2.4.4 Activities, tasks, and approaches

Team or group members assigned responsibility for a software system need to be available and

COmpetent. 1ypical activities of HUman ResSource Management INciude resource acquisition, ] skill
development through training or coaching, skill deployment to projects and organizational needs, and
skill measurement and assessment. In the context of complex software systems, skill depleyment can
involve multidisciplinary teams or groups.

As arule of thumb, project teams consist of seven plus or minus two members to develop the teamvork
necessary for maximizing efficiency and effectiveness. The scope of the project, organizational model,
and life cycle model determine the number and types of teams needed at any stage. Typically, the team
needs to rely on the individual specialist or functional groups of the organization to do such tasks as
assessments on security, safety, survivability, reliability, and effectiveness’as“well as trade-off stydies,
risk analyses and design work. In this context, the team then becomesthe'integrated decision-mdking
structure for process activities performed in a software life cycle stdge”It is, however, importan{ that
individual teams share knowledge and communicate with other teams working on enabling systems
for the same system and other adjoining systems. Such communications should be established sq that
the resultant software is properly integrated from the lowestlevel up. It is also important so thatfeach
system and system element in the system structure is approfriately supported over its life.

6.2.4.5 Related standard

This subclause relates to ISO/IEC/IEEE 12207:201%-6.2.4.
6.2.5 Quality Management process

6.2.5.1 Aspects of purpose

Quality Management (QM) provides a sufficient level of confidence that system and service qyality
characteristics for each projectvare adequately defined and activities are effectively and efficipntly
managed so that customer requirements are met and other parties interested in organizational sugcess
are satisfied.

6.2.5.2 Aspectsof outcomes and outputs

QM should be responsible for establishing organizational policies and resources for ongoing evaluafions
of software acquisition, supply, implementation, maintenance, operation, and supporting process
activities and the resulting software products, as applicable, to

a) assure that each process, activity, and task required by the contract or described in plans is being
performed in accordance with the contract and with those plans, and

b) assure that each software product required by a relevant process or contract provisions exist$ and

has undergone software product evaluations, testing, and problem resolution, as required.

6.2.5.3 Related processes

Quality Assurance (QA) performs, witnesses, or monitors the detailed evaluations of products and
services that are established and supported by QM. Often QM is at the organizational level and QA
operates at the project level.
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6.2.5.4 Activities, tasks, and approaches

While every member of the organization and project team should be responsible for monitoring and
upholding the quality of products and services, it is desirable to maintain organizational independence
for QM and QA. Quality work should not be under the direct operational control of the project or
product line manager and should report independently to a higher level of management. This approach
builds confidence that the reports and recommendations from QM and QA are not suppressed due to
expediency on the project. QM and QA should have the organizational freedom, resources, and authority

to plamforobjectiveevatuatiorrs:

6.2.3.5 Related standards

This|subclause relates to ISO/IEC/IEEE 12207:2017, 6.2.5, IEEE 730, ISO/IEC 25010, ISO/IE€/25030,
[SO 9000, ISO 9001, ISO 10007, and ISO/IEC/IEEE 90003.

NOTH ISO/IEC/IEEE 12207:2017 does not establish a quality management system, but its activities are
consistent with ISO 9001.

6.2.4 Knowledge Management process

6.2.4.1 Aspects of purpose

Knowledge management retains and shares subject matter expertisérelating to business and technical
domains, software products, and procedures.

6.2.4.2 Aspects of outcomes and outputs

Knowledge management is particularly applicable to_the expertise of individuals who developed,
operpted, or maintained legacy product lines, software systems, and customized processes, where
writfen documentation is inadequate or non-existent. Without knowledge management, familiarity
with|system configurations, emergency procedures, software internals, and maintenance processes can
be lojst when the subject matter expert (SME) is no longer available. A desirable outcome of knowledge
manggement is a documented knowledge base that can be utilized to train and guide new developers,
mairftainers, and operators of the software-system or for use in transition to a replacement system.

6.2.4.3 Related processes

Knowledge management is allied with CM of systems and components and Information Management of
documented procedures and-design artifacts.

Humpn Resources can<assist with locating SMEs.

6.2.4.4 Activities,tasks, and approaches

Rech'ds fromiknowledge capture activities may be in various forms, including interviews, recorded
dem¢nstrations, and written procedures. Knowledge can be documented in many forms, such as
written presentations, videos, podcasts, and application help.

Knowledge management can also involve transfer of information about obsolete technology to
maintained content management systems.

NOTE1 Reuse of software assets is related to knowledge management. It would be exceedingly rare to
develop new software without reuse of any existing software elements. Reuse is often accomplished by use of
open source libraries. When re-using software from open source, it is important to consider the reliability and
potential security risks of software elements from unknown contributors.

NOTE 2  Reuse of software with variations throughout a product line is another approach for reducing risk
and improving productivity in software architecture, design, development, and testing. Product line engineering
can be considered a form of domain engineering, in which a family of systems is developed within the domain,
including their commonalities and variabilities.
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6.2.6.5 Related standard

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.2.6. The product line standards in the
ISO/IEC 2656x family numbered from 26550 through 26599 detail that approach for numerous
software engineering technical and technical management processes.

6.3 Technical Management processes

6.3.1 Project Planning process

6.3.1.1 Aspects of purpose

A project plan is often used as a basis of an agreement between projects and various-organizatjonal
elements. Planning enables a process, service, or project to be efficiently and effectively accomplished.

6.3.1.2 Aspects of outcomes and outputs

ISO/IEC/IEEE 12207:2017 often refers to planning (an activity) rather than réquiring plans (documgnted
output of planning). Common outputs of planning are WBS and plans ‘of various degrees of formality
and detail, schedules, and budgets. Software plans for a system, service€, or project are often capturjed in
a Software Development Plan (SDP), Software Engineering Management Plan, or Software Engineering
Plan. Plans include the scope, tasks, methods, tools, measures, risks, and resources to perform
applicable technical processes with the support of applicable Technical Management processes| The
plan is consistent with organizational goals and stakeholdér requirements.

Event-based scheduling is used to establish events (for~example, milestones), significant activities, and
tasks related to an event, and the criteria by whichcompletion of activities or tasks are determinef.

6.3.1.3 Related processes

The context and authorization for project' planning are provided through the Portfolio Management
process.

Project Assessment and Control provides input for replanning based on project status.

6.3.1.4 Activities, tasks, and approaches

The formality and levelof detail of Planning should be adapted to suit project or work complegxity,
uncertainty, risk, and-resources including funding. Informal small projects may proceed withgut a
formally documented plan, relying on the organization's overall policies and procedures for performing
the work. In larger and more complex projects, it is recommended to have a project plan, WBS (or agreed
output for near-term increments) and list of deliverables. Once agreed, project plans and budgets should
be under_eltange control. Planning may reference, rather than include, specified standards, methods,
tools, prdctices, and computer programming languages.

Plamming typically is based on discrete estimates to deliver work packages in a WBS which models the
system structure and applicable technical management activities. In agile projects, planning is Hased

nnnnnnnnnnnnnnnnnnnnnnn

ertserstories-erfeatures-which-are-assigned-toiterations{oftencalled-sprints}Required-milestones,
such as technical reviews or product deliverables, influence start dates and resource requirements.
Planning includes technical activities and tasks; support tasks to acquire and deploy resources; and
management tasks to direct, monitor, and approve the technical and support work. In developing and
documenting project management plans, the organization should consider support to be provided
by suppliers, such as the implementer, operator, maintainer, as applicable. In preparation for project
assessment, project planning should consider the need for independent V&V, joint reviews, audits, and
communication methods between the supplier and the acquirer.

Replanning typically occurs before a new iteration, project phase or stage, or as required to adjust
for variations and anomalies in process outcomes. Contingency options are used in a plan when there
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are known risks or opportunities (for example, significant changes in budget, schedule, requirements,
technology, or resource availability) that can cause the project to be redirected.

6.3.1.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.3.1. Planning for the project is often captured
in a Project Management Plan. ISO/IEC/IEEE 16326 provides more detail on project planning.
ISO/IEC 24748-4 describes systems engineering planning. ISO/IEC 24748-5 describes software

deve|opment planning and provides an annotated outline for an SDP.
6.3.1 Project assessment and control process

6.3.4.1 Aspects of purpose

Proj¢ct assessment determines the continuing consistency and relevance of project plars, as well as
technical progress using defined technical metrics based on estimated achievemeént and milestone
completion. Project assessment also determines technical variances from project eStimates, including
varignces to cost, availability, and performance specifications. Project control‘aids the capture and
management of outcomes from project management and technical work including the redirection of
that fvork to overcome obstacles, to respond to changing circumstances or te correct variances.

Techphical management reviews have the following purposes:

a) keep management informed about project status, directions being taken, technical agreements
eached, and overall status of evolving software products;

b) tesolve issues that could not be resolved during technical reviews;

c) arrive at agreed-upon mitigation strategies for near-term and long-term risks that could not be
esolved at technical reviews;

d) identify and resolve management-level issues‘and risks not raised at technical reviews;

e) ¢btain commitments and acquirer approvals needed for timely accomplishment of the project.

Techhical reviews may have the followihg objectives:

a) Treview evolving software products that have met their completion criteria; review and demonstrate
roposed technical solutions; provide insight and obtain feedback on the technical effort; and
urface and resolve technical issues;

b) teview project status-and identify near-term and long-term risks regarding technical, cost, and
chedule issues;

c) arrive at agreed-upon mitigation strategies for identified risks, within the authority of those
resent;

d) identifycrisks and issues to be raised at management reviews;

e) ¢nsure on-going communication between technical personnel of the acquirer and supplier, or of the

project and related support processes (QA, CM, V&V) and user representatives.

NOTE Technical reviews validate that deliverables have the expected quality and that the project will meet

its technical objectives.

6.3.2.2 Aspects of outcomes and outputs

Project assessment determines whether to proceed to a new stage or continue work to satisfy the
entry/exit criteria of a specific life cycle model. To control and correct technical variations between
expected results and assessment results, results are analyzed to detect trends and identify root causes
of problems.
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Measures are defined and used to collect data to assessment of customer satisfaction.

Project control results in recommendations for corrective action, based on trade-off and causal
analyses and analyses of resulting impacts on cost, schedule, performance, and risk. When variations
are significant or cannot be corrected by re-performing the process tasks that generated the outcome
data, the project planning process is re-initiated in order to plan and implement appropriate corrective
actions. One result of replanning can be a decision to reduce project scope, to avoid increases in cost or
schedule or to defer achievement of performance requirements.

Project control can also take advantage of results that are better than planned, by accelerating of tgking
on extra work, reducing resource requirements, and cutting costs.

6.3.2.3 Related processes
Project Planning establishes the framework for Project Assessment and Control.
General process assessment is performed through the Quality Management process.

The Measurement process is essential for project assessment.

6.3.2.4 Activities, tasks, and approaches

Assessment can be applied to the technical, schedule, or cost pefformance outputs of all the techpnical
and technical management processes, as well as to the techiiical infrastructure and services. Prpject
assessment considers progress and achievement agaidst plans (work productivity) and agpinst
technical requirements (product quality). It evaluates adherence to practices and procedures.

In iterative life cycle models, teams hold a “Retrospective” review of what went well during the itergtion,
what did not go well and what the team can do_te improve its processes, including improvemerjts to
individual and team practices, processes or tgols:

Earned value methods can be used to determine if the expenditure of time and funding is consistent
with plans and with work achieved. For.gxample, the budgeted cost of the work performed is compared
to the budgeted cost of the work scheduled and the actual costs of work performed. These meagures
are then used to determine estiniates at completion, estimates to complete, and cost and sch¢dule
variances.

Measures are defined and. used to collect data on customer satisfaction. This can be done basgd on
follow-up to customer support calls, customer satisfaction surveys, or acquirer evaluations of service.

Reviews are an important mechanism for project control. reviews should be attended by peisons
with authority to.imake technical, cost, and schedule decisions at an appropriate level. Typical review
objectives includé determination of:

a) system-iaturity and how well the solution satisfies requirements;
b) traceability of requirements, the validity of assumptions and decision rationale;

)\ ‘identification of un-resolved issues and issues not determined during project work;

d) related risKs, needed resources, and adequacy of preparation for conducting the next system life
cycle stage.

Technical reviews should be conducted for each project as appropriate to the engineering view used,
such as the following:

a) a review held prior to performing the Requirements Analysis process to help ensure that the
stakeholder requirements are complete, consistent with the acquirer’s intent, understood by the
supplier and have been validated; this review can prevent proceeding with a less than acceptable
set of requirements;
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b) a review conducted to consider all concepts looked at and to determine whether the preferred
concept has the potential of satisfying defined stakeholder requirements and is based on a set of
viable, traceable technical requirements that are balanced with respect to cost, schedule, and risk;

c) anevaluation of the established requirements baseline to balance the set of technical requirements
with respect to cost, schedule and risk;

d) an evaluatlon of the establlshed functlonal baseline to ensure that the system definition is based on

rellmmary de51gn of eachsystem of the system structure; o

e) areview conducted for the preliminary design of each system of the system structure to confirmthat:
1) the specifications and other configuration descriptions are defined appropriately;

2) the design solution is consistent with its acquirer’s requirements;

3) enabling system requirements are sufficiently defined to initiate, ‘€nabling system
implementations, as required, or to acquire the applicable enabling systems;

4) approaches planned for developing designs for pre-production prototypes are appropriately
planned;

%) risks are identified and resolution plans are feasible and judged®o be effective;

f) 4 review conducted for the detailed design of each systém of the system structure to
dlemonstrate that:

1) software descriptions, such as scenarios, user\stories, use cases, models, prototypes,
specifications, and diagrams, are sufficiently defined to realize the design solution through
implementation or integration, as appropriate;

2) the design solution is consistent with its acquirer requirements;

3) enabling system requirements to provide life cycle support have been adequately defined to
initiate enabling system implementation or acquisition, as appropriate.

g) Tteviews conducted prior to each-scheduled series of tests on an implemented or integrated test
gystem to ensure test readiness by confirming that all test related enabling systems are in place
4nd the test environment is{prepared to accomplish test objectives;

h) feviews conducted priot to releasing each design solution for first system or batch production to
¢nsure production readiness by confirming that production enabling systems and materials are in
lace and the production environment is prepared to accomplish production objectives.

Aftef completion of the detailed design of each system in the system structure that is based on the
allocpted baseling; and with proof that the production system is ready and other enabling systems are
ready or are‘expected to be available when needed, the system can be released for production. The
syst¢m produced can be a one of a kind, the first of a limited version or the first of many that will be
produced.

Risk items shoutd be inciuded in reviews.

In addition to contractually required reviews, the supplier, including the implementer, maintainer, or
operator, as applicable, may propose additional joint management reviews. The supplier and other
applicable parties should plan and take part in such additional reviews at locations and dates proposed
by the supplier and approved by the acquirer. These reviews should be attended by persons with
authority to make cost and schedule decisions and may have the following objectives:

a) keep management informed about project status, directions being taken, technical agreements
reached, and overall status of evolving software products;

b) resolve issues that could not be resolved at joint technical reviews;
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c) arrive at agreed-upon mitigation strategies for near-term and long-term risks that could not be

resolved at joint technical reviews;

d) identify and resolve management-level issues and risks not raised at joint technical reviews;

Obtain commitments and acquirer approvals needed for timely accomplishment of the project.

The

supplier, including the implementer and/or the maintainer and/or the operator, as applicable, should
plan and take part 1n ]omt technlcal reviews at locations and dates proposed by the suppller and

the software products to be rev1ewed Support process dlsc1p11r1es (e g. QA CM V&V) should pr
input to or be present at joint reviews. The reviews should focus on in-process and final seft
products, rather than materials generated especially for the review. The reviews may have thefollo
objectives:

a) review evolving software products that have met their completion criteria; reviéwand demons
proposed technical solutions; provide insight and obtain feedback on the)technical effort
surface and resolve technical issues;

b) review project status and surface near-term and long-term risks regarding technical, cost
schedule issues;

c) arrive at agreed-upon mitigation strategies for identified risks, within the authority of
present;

d) identify risks and issues to be raised at joint managemeribreviews;
€) ensure on-going communication between acquirerand supplier technical personnel.

The level of formality of the monitoring should be clearly established at a level appropriate to the s
and context of the agreement, including mutual responsibilities, frequency and mode of monitoring
ways of gauging acceptable execution of the agreement.

6.3.2.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.3.2, ISO/IEC/IEEE 16326, ISO/IEC/IEE 247
ISO/IEC/IEE 24748-4, ISO/IEC/IEEE 24748-8, and ISO/IEC/IEEE 15289.

6.3.3 Decision Management process

6.3.3.1 Aspects of purpose

The Decision Management process is used to select among alternatives based on organizational p
evidence, and(experience.

6.3.3.2_Aspects of outcomes and outputs

The autcomes of the Decision Management process are methods and tools for obtaining and evalu
evidence. The primary outputs are recorded decisions.
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6.3.3.3 Related processes

Decision management supports all processes on various levels.

6.3.3.4 Activities, tasks, and approaches

Rationale for key decisions should be documented. The rationale should include analysis methods,
criteria used to make those decisions, and trade-offs considered. What constitutes “key decisions”
in the selected life cycle and the approach for providing the rationale should be described in the
organizational policies. Key decisions typically include whether or not to proceed with a project,
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whether to advance from one stage to the next, whether to expend substantial resources beyond those
planned, and whether the software is safe and ready for use.

During the software life cycle stages, management can use established decision gates to determine
whether the objectives (financial as well as technical) were satisfactorily completed and whether the
system is ready to progress to the next stage.

The concept stage of a software system life cycle model typlcally has two major dec151on gates. The

gatep pproprlate research and 1mp1ementat10n is carrled out technology challenges and opportunltles
are gxplored, and potential system concepts are analysed. Those concepts that have promise for future
business opportunities are presented to management for approval to continue the implementatiofr of
the ore promising concepts. The concepts can be needed to develop a new market, to respond to a
specific threat or to respond to a request for proposal.

A se¢ond decision gate typically occurs after studying the feasibility of the alternative)concepts. The
orgahization should determine whether to proceed with a selected course of action:

a) hether a concept is feasible and is considered able to counter an identified{threat or exploit an
pportunity;

b) hether a concept is sufficiently mature to warrant continued implementation of a new product or
ine of products;

) hether to respond to a request for proposal (supplier decision] or to approve a proposal (acquirer
ecision)

Decigion gates provide the opportunity for management to.review the plans for execution before giving
the go-ahead. Typically, there are decision gates associatedwith initiation of stages in the software life
cyclg, such as beginning to define the architecture and design or software development. Another major
decidion gate is before initiating transition to operation (production).

In order to meet the exit criteria of a decisiofi/gate, the software system should be appropriately
engineered. The appropriate work products* need to be produced to provide decision-making
inforjmation and required deliverables. Thus;planned engineering activities need to take place during
each|system life cycle stage to obtain the-otitcomes and meet the purpose of the stage or a set of stages.

Durihg later life cycle stages while the’system is being used (utilization and support), the decision gate
is typically used to make three kinds of decisions:

a) hether system technadlogy should be refreshed (change to the baseline configuration with or
yithout changing furnictions and performance);

b) yhether new sysfem technology should be inserted (change to system performance);

c) hether the system should be retired.

6.3.3.5 Related standards

This|sGbclause relates to ISO/IEC/IEEE 12207:2017, 6.3.3 and IEEE 7000 (in preparation).

6.3.4 Risk Management process

6.3.4.1 Aspects of purpose

Risk Management reduces or eliminates the possibility and impact of potential adverse events affecting
a project. Considered in a positive sense, Risk Management allows an organization to take advantage of
opportunities it discovers.
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6.3.4.2 Aspects of outcomes and outputs

Risks are considered resolved when the possible consequences are acceptable. Acceptable means that

the project and affected stakeholders can live with the worst-case outcome.

6.3.4.3 Related processes

Risk Managementis inherentin Project Assessment and Control. Risk Management should be considered

wihen applyling any process.

6.3.4.4 Activities, tasks, and approaches
Traditionally, risk management includes the following:
a) risk planning for the risk management cycle;

b) risk identification;

c) risk assessment to characterize and categorize the risk, including identifying sources of risk
likelihood of the risk, and potential effects and their impact;

d) risk control to resolve prioritized risks by developing risk resolution actions, establishing trig
for implementation of risk resolution actions, monitoring risk Status, implementing risk resol
actions and correcting deviations.

Risk assessment is based on experience or awareness~of others' experience to identify likely 1
estimate their probability and worst-case impact, identify mitigations, and evaluate the impact g
mitigated risk. More detailed risk analysis can involve quantifying the uncertainties and assump
affecting the risk analysis.

For software projects, risks can be categorized by their impact as project risk, process risk
product risk:

a) project risk - organizational, operational, or contractual concerns including resource constr3

, the
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isks,
f the
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external interfaces, supplier relationships, contractual restrictions, lack of organizational support,

and vendor unresponsiveness;

b) process risk - degree of eXperience with the process and previous successful use of the pro
process risk is more«eXxtreme with a new team or changes in established procedures, such as {
a large team begins using agile methods without training or pilot projects.

c) product risk & for software, degree of familiarity with the business domain, the develop
tools and software languages, requirements stability, complexity of the business processes
interfaces, and feasibility of testing the software performance are sources of product risk.

NOTE Risks can also be categorized by their source (the type of threat), e.g., external or internal ris
security, safety, and ethical risks.

Riskresolution includes risk acceptance, risk avoidance (not taking actions that could incur the
risk sharing or risk transfer (insurance, contingency funding, resilient or redundant systems)

cess;
when

ment
and

KS: or

risk),
and

proactive Tisk mitigation actions that reduce the probabitity or the severity if the Tisk becomes
situation. Risk resolution actions are prioritized according to risk impact and available resources.

6.3.4.5 Related standards
This subclause relates to ISO/IEC/IEEE 12207:2017, 6.3.4, and ISO/IEC/IEEE 16085.
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6.3.5 Configuration Management process

6.3.5.1 Aspects of purpose

The Configuration Management (CM) process is used to establish and maintain needed control of
the software system as it changes throughout its life cycle, including versions of its components and
working code.

6.3.3.2 Aspects of outcomes and outputs

The putcome of CM is a software system whose components are known and located at specific pointsin
time| Variances and discrepancies are known and managed. The principal focus of software CM iSthose
item§, products, or entities directly associated with the software for the project, i.e., the planning and
engineering information in computer files, electronic media, and documents describing the“software,
and the computer files and electronic media containing the software itself. CM is alse-applied to the
hardware and other elements of the Sol.

It is pot the intention of ISO/IEC 12207:2017 to require all items, products, or efitities to be managed
with|the same degree of rigor.

6.3.3.3 Related processes

CM dan be applied to the work products and artifacts of any of the Technical processes. CM is closely
alliedd with Information Management, which typically manages the-content, structure, and format of
infojmation products.

CM, ¢hange management, and release management are ofténneeded during a Transition process.

6.3.3.4 Activities, tasks, and approaches

Confjguration strategy and configuration identification involves defining what to control and to what
degrge, considering risk, customer expectations,’and legal and other constraints.

Duripg the software life cycle, configuration control passes from the originator (author or developer) to
the groject or organization, and then (as.agreed) to the acquirer. CM change control procedures identify
the fersons or groups with the authority to authorize and make changes at each level; and the steps to
be fdllowed to request authorization for changes, process change requests, track changes, distribute
chanfges, and preserve past versions. CM is needed throughout the life cycle due to continuing updates
andrfpgrades to the hardwafe and software environment and ongoing maintenance of the software Sol.

Rigorous change controlprocedures with multiple levels of review and approval slow the delivery cycle.
Charnge control should-pe responsive when teams make many smaller changes that might not require
the dame level of sérutiny as a major release. To enable smaller, more frequent releases to production,
an ofganization.can establish a catalogue of the types of routine changes, whose risk has been pre-
assegsed. Stakeholders should be notified of configuration changes.

Softyware \€M differs for software under development from more formal processes for baselined
softwate."During development, the aim is to coordinate and control the work of multiple developers.

Autonrated—toots—are—used-tonrergecodefromradevelopersbrarcirinto—tire—workingcopy,and-to
prevent multiple developers from changing the same code at the same time. When developed code is
tested and approved, a baseline is established for the software element.

The configuration identification scheme should include designators for entities to be placed under
configuration control and should allow assigning a unique identifier to each software item. The
designators should cover the software products to be developed or used and should cover the elements
of the software engineering environment.

The configuration identification scheme should extend to the desired level of control needed for the
technical process. Identification may include computer files, electronic media, documents, software
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units, hardware items, and software items. The identification scheme should include the version,
revision and release status of each configuration item. Configuration identification of the final software
product may specify various elements of the baseline, including the source files and executable
software (with batch files, command files, or other files needed to regenerate the executable software);
a description of packaging requirements; compilation/build procedures for creating executable
software; procedures for modifying the software; measured hardware resource utilization of the “as
built” software; information for users, and a description of the software version.

Recordsshoutdbepreparedamdmmaintaimedforentities that ave beemr ptacedumder adesigmatetlevel
of configuration control (e.g., project-level or higher configuration control). These records should be
maintained for the duration of the agreement or according to organizational policy.

Two types of configuration audits can be performed - functional audit (FCA) and physical’audit (PCA).
These two audits have different purposes and methods.

A functional audit is used to demonstrate that system verification results compare favourably [with
the specifications against which verification was performed and that plannedverification procedures
were followed. This audit is also used to confirm that verification results cofmpare favourably aghinst
configuration documentation such as drawings, authorized changes,\and “as-built” or “as-cqded”
records.

A pre-production prototype or the first system produced is typically used for verification. This pudit
should be typically completed before release of the system for ifritial production.

A physical audit is performed to examine the “as-built” op “as-coded” system against its configuration
documentation such as drawings, bill of materials, spegifications, code lists, manuals, verification
procedures, and acceptance data. The “as-built” or “asz¢oded” system examined should be one or more
of the first set of systems produced during the initialiproduction. Selection of the systems to be usged in
the audit should be done at random by the auditors."The purposes of the physical audit are as follos:

a) to confirm that the system has been, Tealized correctly in accordance with its drawings or
specifications;

b) to confirm that the information database represents the essential set of work products or artefacts
from the engineering effort;

c) to confirm that required chanhges to previously completed specifications have been included;

d) to confirm that enabling systems for future system life cycle stages will be available, can be
executed and meet{stakeholder requirements;

e) to provide the(basis for approval of further production of the system, if applicable.

6.3.5.5 Related standards

This subglause relates to ISO/IEC/IEEE 12207:2017, 6.3.5, ISO/IEC 19770 (all parts), IEEE 828] and
ISO/IEC/IEEE 24748-8.

6.3.6 Information Management process

6.3.6.1 Aspects of purpose

Information management is used to acquire, transform, produce, maintain, and dispose of information
needed by a project, organization, and stakeholders.

6.3.6.2 Aspects of outcomes and outputs

Information management determines the quality of technical information gathered or generated,
the value of the developed information, and its timeliness, completeness, validity, confidentiality (if
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required), and benefit to recipients. The information products (outputs) are generally associated with
the processes that produce or modify them.

6.3.6.3 Related processes

All processes produce information to be managed. CM principles apply to information management, e.g.,
identifying items to be developed or controlled, identifying baselines, and obtaining the infrastructure
and tools to manage information content.

The Disposal process applies to information as well as to software and information artifacts.

6.3.4.4 Activities, tasks, and approaches

The ¢xtent of information developed and retained should be based on project size, exit criteria for the
life dycle stage, agreement deliverables, and applicability to other projects and produggs: Using the
agregment and project plans and schedules, information managers are responsible-for/planning the
folloving:

a) Wwhatinformation should be delivered to the acquirer and other stakeholders,

b) yhat information should be accessible to the acquirer and other stakeholders,

c) hatinformation requires approval from the acquirer when first cteated or subsequently modified,
d) formatand content requirements for the information, and

e) Yhen information should be produced, delivered in prelitinary and final form, and updated or
fevised.

NOTH Delivery of information can be considered as a rélated activity, communication management. It can
inclufle communications with all stakeholders, including*the public, and escalation of communications to higher
levelg of the organization depending on the criticality ofthe message and the need for action.

Infojmation items required or recommended by ISO/IEC/IEEE 12207:2017 are described in
ISO/]EC/IEEE 15289:2019. Information showld be tailored to the requirements of the organization,
acqujrer, and project to avoid developing;acquiring, and storing apparently useless data. The choice
of whether to incorporate information directly or by reference to another document depends on
sevefal factors e.g., the ease of accessing the referenced document (especially during an emergency)
and the provision of a single source content management system such that an update in one place is
automatically applied to all the other documents where the same content is reused.

Deliyerable data should have' content, location, format, media, and packaging that is appropriate for the
orgahization or projectWhere it is developed, recorded, and used.

The Fetention period for records should be established, either directly or indirectly by reference to
polidies or legakséquirements.

6.3.4.5  Related standards

This|subclause relates to ISO/IEC/IEEE 12207:2017, 6.3.6, ISO/IEC/IEEE 26511, ISO/IEC/IEEE 26512,

ISO/IEC/IEEE26513,1SO/IEC/IEEE26514,1SO/IEC/IEEE26515,I1SO/IEC/IEEE23026,I1SO/IEC/IEEE26531,
ISO/IEC/IEEE 15289, and IEC/IEEE 82079-1.

6.3.7 Measurement process

6.3.7.1 Aspects of purpose

The software measurement framework should define a flexible measurement process that directly
supports the software life cycle process and related tasks and activities as implemented for the project.
The software measurement process should be used to effectively plan and track software activities and
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tasks across the life cycle; aid in managing cost, schedule, quality, and technical risks; and integrate
software measurement with existing program management and software programming disciplines
established for the project.

6.3.7.2 Aspects of outcomes and outputs

Software product measures assess progress and achievement against system and other work product
technical requirements. Software measurements are used for project estimation and performance

improvement.

Results of validation are used to assess stakeholder satisfaction and to deliver improved yalue tp the
acquirers of project products and services.

Software measurement data should be made available, preferably by automated data,access methods,
to the acquirer and supplier.

This measurement framework should directly support the project software’ life cycle procesq and
related tasks and activities. It should provide an overall structure for idéntifying and prioritizing
software issues, selecting appropriate measures to address the identifiéd issues, integrating the
measurement requirements into the engineering and management processes, analyzing and repofting
the measurement results, and taking appropriate action. The méastrement framework should be
implemented to support supplier and acquirer information throughout the project life cycle and should
address the analysis of the feasibility of the project plans and-the tracking of project performance
against the plans. Measurement is an important consideration during the Operations proceds, to
monitor performance trends and to evaluate the effect{ef changes in the operational schedulg and
procedures on performance versus cost.

A technical performance measure (TPM) is used to assess design progress, compliance to performance
requirements, and technical risks for critical performance parameters. Selection of TPMs should be
limited to critical technical thresholds or pasammeters that, if not met, put the project at cost, schedule,
or performance risk. A TPM provides an early warning of the adequacy of a design in terms of satisfying
selected critical technical parameter requdrements. The TPM includes the projected performance,|such
as a growth curve with thresholds of acceptable variance.

6.3.7.3 Related processes

Measurement is part of the‘evaluation of every process, and particularly QA and Project Assessment
and Control.

The Infrastructure Management process is applied to measurement systems and services.

6.3.7.4 Activities, tasks, and approaches

The measurement process includes the selection and analysis of appropriate software measurps to
address.the specific project software issues, constraints, and objectives as determined by the acqpirer
and.supplier. Measures should be limited to those few that will actually be used as the basis for
decisions. The general recommendation is to use limited trials of a selected few measurements,|then

slowly expand once the reality of obtaining the information and actually using it for decisions is prjoven
Aoscuroac baounldbao »n Aol +od f havua £, daf d o
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6.3.7.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.3.8, ISO/IEC/IEEE 15939, and Function point
standards such as ISO/IEC 14143.

© ISO/IEC 2020 - All rights reserved
© IEEE 2020 - All rights reserved 37


https://standardsiso.com/api/?name=05558d7224e9f4281f6223c54c091fc4

ISO/IEC/IEEE 24748-3:2020(E)

6.3.8 Quality Assurance process

6.3.8.1 Aspects of purpose

Quality Assurance (QA) evaluates products and processes to help ensure compliance with predefined
provisions and plans. QA assures that the agreed products specified in the contract exist, have
undergone evaluations in accordance with the policies for conducting QA activities and tasks, and
satisfy the acceptance criteria in the contract. QA tracks, treats, and resolves incidents and problems.

6.3.4.2 Aspects of outcomes and outputs

The putcome of QA is an independent assessment or evaluation using objective criteria that work was
performed consistently with the organization's standards and procedures, or that the softwafresystem
has heen properly verified and validated to meet agreed levels of quality characteristics. Typical quality
charficteristics for software include functionality, reliability, usability, efficiency, maintaihability, and
portability.

6.3.8.3 Related processes
Qualjty Management sets the strategy and policies for the application of QAactivities.
Commnon processes used to perform QA include Verification, Validationf-and Measurement.

While QA controls incident and problem management, the actual work of solving problems occurs in
many technical processes, especially Implementation, Operationsiand Maintenance.

6.3.8.4 Activities, tasks, and approaches

For rhore reliable results, QA reviews and audits are eustomarily performed by someone other than the
perspn who did the work. QA functions, if not provided by independent suppliers, should not be under
the direct operational control of the project or.product line manager and should report independently
to a higher level of management or to QM.

QA should help coordinate related V&V pracesses so that unnecessary duplicate evaluations are avoided
and that scheduled evaluations are mutually beneficial and realistic. While the quality of COTS or open
sourfe components may receive less\rtensive verification, the acquirer may still need assurance that
thes¢ elements meet requirements.

NOT Typical software reviews are peer reviews, walkthroughs, inspections, and joint reviews with
stakgholders.

QA hps the responsibjlity-to coordinate and validate incident and problem resolution. Those responsible
for the process or product are responsible for resolving problems found in those processes or products.

Incident managément includes identification of the incident and determining if one or more incidents are
related to a problem. Incidents and problems are categorized, investigated and analyzed if necessary,
and prioritized for resolution. The status, planned and actual resolution of the incident or problem are
commuhicated to stakeholders.

Incident management has different goals from problem management. The goal of incident management
is to assist rapid recovery of services for the user, while retaining information needed for further
investigation. The goal of problem management is to prevent the recurrence of related incidents by
finding and eliminating the root cause(s) of the problem. When a problem analysis is extended, the
problem can be tracked as a "known error" with available workarounds for the situation. Problem
resolution and closure should include correction of associated procedures and information for users as
well as corrections to the system.
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6.3.8.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.3.8, ISO/IEC/IEEE 24748-8, IEEE 730, and
ISO/IEC 90003. The ISO/IEC 25000 family of standards on Software product Quality Requirements and
Evaluation (SQuaRE) provides detailed requirements and guidance.

6.4 Technical processes

6.4.1 Business or Mission Analysis process

6.4.1.1 Aspects of purpose

Business or Mission Analysis explores the area of opportunity and the feasibilityzfor a projeft or
product.

6.4.1.2 Aspects of outcomes and outputs

Business or Mission Analysis process can produce a context map and-portfolio of opportunity dreas
with possible actions as an output. An operational concept and market.analysis are usually outputg.

6.4.1.3 Related processes
The Infrastructure Management process is applied to enablifig'systems and services.

The Validation process is used to objectively confirm thatthe enabling system achieves its intendegd use
for its enabling functions.

The CM process is used to establish and maintain configuration items and baselines.

6.4.1.4 Activities, tasks, and approaches

Iterative assessment includes decision.criteria focused on the estimation of industrial feasibility ofleach
alternative:

— elaborate possible systenrahd operations concepts and system architectures and compare these
against the identified needs, to determine levels of uncertainty and risks;

— assess the technical and programmatic feasibility of the possible concepts by identifying constrpints
relating to implémentation, costs, schedules, organization, operations, maintenance, produdtion,
and disposal;

— identify cFitical subjects, technologies and propose pre-development activities;
— quantify and characterize critical elements for technical and economic feasibility;

— propose the system and operations concept(s) and technical solutions, including model philospphy
and verification approach, to be further elaborated during next phase.

All dicr‘ip]inpc affected hy the system, software prndnr‘f’ or software service ta be ;\r‘qnirpd should be
involved in concept definition. The operational concept should be modified/updated periodically to
reflect current needs. The operational concept should address the full life cycle (acquisition, supply,
implementation, operation, maintenance) of the system, software product, or software service. The
description of the operational concept may be used for the following:

— obtain consensus among the acquirer, supplier, implementer, maintenance, and user agencies on the
operational and maintenance concept for the proposed system;

— help users understand and adapt to operational and maintenance changes needed as a result
of modifications to a currently operating system undergoing reengineering, addition of new
capabilities, or other modifications; and
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— form the basis of a risk assessment.

6.4.1.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.4.1 and ISO/IEC/IEEE 29148.

6.4.2 Stakeholder Needs and Requirements Definition process

6.4.1.1 Aspects of purpose

Stakeholder needs (including reports of deficiencies in existing systems) are obtained as inputs| for
functional requirements for new or modified software systems.

6.4.1.2 Aspects of outcomes and outputs

The primary outcome is a set of stakeholder requirements. A requirement is typicallfzmade up of what
has o be done (a function) and how well it has to be done. A function is typically/a statement with
an aftor (noun), an action (verb), and an object (noun) of the action. A non-functional requirement
specifies how well the requirement is done, such as by software performanee-requirements, software
external interface requirements, software usability, software design constraints, and software quality
charfcteristics, which can be modeled to reflect data quality, product gquality, and quality in use. Cost
may pe arequirement, either stated as a fixed cost (independent variable}or maximum cost (constraint).
Inforymally, stakeholder requirements can be expressed in user stories.

EXAMPLE A stakeholder's functional requirement is for keyless door unlocking. A functional system
requirement is "The software control module (actor) sends a signakto the electronic door lock (action), opening
the door (object)". Non-functional requirements are for the systém's software and hardware to use Wi-Fi and
openfthe door within 250 ms.

6.4.1.3 Related processes

The Infrastructure Management process is applied to enabling systems and services for requirements
management.

Fundtional and non-functional requiremeénts may be identified in general terms by stakeholders and
refined during Systems/software Requirements Definition.

The Validation process is used ta-objectively confirm that the enabling system achieves its intended use
for itfs enabling functions.

6.4.1.4 Activities, tasKs, and approaches

The |acquirer andyother interested parties together form the stakeholders related to the system
being engineered:The acquirer stakeholder can be internal to the organization (for example another
project, marketing organization, parent product team, the product team itself, user, operator, executive
manager, supervisor), or external to the organization (for example a procurement agency, prime
contracter; another organization, customer, user, operator, owner, purchaser). For a formal acquisition
and pgreement (contract), the acquirer provides the initial set of functional requirements for the

software system.

It may not be possible to meet all stakeholder (acquirer and other interested party) requirements for
a particular system, since various stakeholders have conflicting needs, requirements, and priorities.
These conflicts should be identified and resolved during the performance of this process, or during the
System/Software Requirements Definition process. Effectiveness assessments, trade-off analyses, and
risk analyses should be used to resolve conflicts.

Information should be obtained from stakeholders about the context of use: information about the
typical intended software users (including users of varying abilities) and the physical, technical, ethical,
social, and cultural elements and working environment for a software system, which affect how the
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software is used. It provides guidance to the software architects and designers on design alternatives.
Itis referenced in the design of validation activities (usability tests).

Sometimes other stakeholders can provide non-functional requirements for downstream system life
cycle concerns, such as requirements for production, test, operations, logistics, deployment, training
and information for users, maintenance, and disposal. Non-functional requirements are also derived
through the System/Software Requirements Definition process. Non-functional requirements can
include the following:

a) interfaces with associated enabling systems or interfaces with other systems in the intended
operational environment;

b) critical factor needs, such as safety, security, reliability, availability, usability, and maintainalfility;
as well as environmental and ethical considerations, local, national, and international regulaftions
and laws.

c) operator and user needs, skills, competencies and working environments,

Measures of effectiveness (MOEs) should be explicitly identified for each s¢ftware system and fundtion.
An MOE is an “operational” measure of success that is closely related"to the achievement of the
operational objective being evaluated, in the intended operational environment under a specified et of
conditions; for example, how well the solution achieves the intended ‘purpose. MOEs, which are stated
from the user/customer viewpoint, are the customer’s key indieators of achieving the objectives for
performance, suitability, and affordability across the life cycle.

An initial set of stakeholder needs and requirements-@ften contains contradictory, infeasible, or
overlapping statements. Stakeholders should assist in prieritizing requirements and performance goals.

6.4.2.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.4.2; ISO/IEC/IEEE 29148, ISO/IEC 25010,
ISO/IEC 25030, ISO/IEC 25063, and ISO 9241-11.

6.4.3 System/Software requirements definition process

6.4.3.1 Aspects of purpose

Since stakeholder requirements are not always stated in technical terms and readily usablg for
architectural design, the System/Software Requirements Definition process should be used to analyze
the stakeholder requirements and transform them into a set of usable technical requirements.|This
includes the identification and analysis of external interface requirements, functional requirements,
performance réequirements, and constraints, as well as the quantitative and qualitative meagures
related to these’requirements.

NOTE In this document, system requirements, software requirements, and system/software requirerhents
cover~the same scope, requirements for a software system. In other contexts, software requirements are
regarded as the requirements met purely by software, without considering the hardware, communicatiops, or
infrastructure requirements.

System requiTements stioutd provide appropriate fiexibility for designing, modifying, or expanding
the delivered system. For example, in appropriate situations, system requirements may include an
“open systems” approach. Alternatively, system requirements may call for use of, or consistency
with, a domain specific architecture or the architecture of other software systems in the operating
environment.

6.4.3.2 Aspects of outcomes and outputs

During System/Software Requirements Definition, the functional boundaries of the software system
are established. Within those boundaries, the set of system/software requirements represents the
accepted basis for the engineering of a software system. These requirements include the functions that
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are required to be performed, how well they should be performed, the environment in which they are
to be performed, and required characteristics of the system and services related to enabling systems.

Non-functional requirements specify how well the requirement is done, such as by software
performance requirements, software external interface requirements, software usability, software
design constraints, and software quality attributes, which can be modeled to reflect data quality,
product quality, or quality in use.

6.4.3.3 Related processes

Reqyirements management is done in parallel with cost, schedule, quality, configuration, interface,1isk
and ¢hange management activities that track compliance with agreements and technical requirements.

The |nfrastructure Management process is applied to enabling systems and services for requirements
management.

Reqyirements are controlled using the CM process.

The [Validation process is used to objectively confirm that the requirementsafe acceptable to the
acqujrer or user representative.

The Verification process is used to determine if requirements are well formed.

The |System Analysis process can be used to assess feasibility, caffordability, balance, and other
requjrements characteristics. The System Analysis process is also,used to determine appropriate values
for rpquirement parameters, considering the estimated cost, seiedule, and technical performance of
the spftware system.

6.4.3.4 Activities, tasks, and approaches

The level of detail in the system/software requirements is based on the level of knowledge about the
operptional concept and the interfacing systems and infrastructure. Requirements definition should be
performed iteratively with the Architecture Definition and Design Definition processes. As the software
syst¢m and its functions, sub-systems, and.components, and required states or modes of operation are
articulated, derived requirements become.more evident. The software system requirements emerge
and ¢volve as knowledge is gained by.all:)parties involved.

Over{time, changes in technologycan lead to revised requirements to avoid product obsolescence or to
the reed to radically redevelop-the system architecture.

Safefy and security requiremeénts should be considered for every software system, particularly those
with|a risk of hazard tg.persons, property, or the environment, and those storing PII. Requirements
should be stated positively rather than attempting to prohibit all the things the software should not
do. Safety and security requirements should detail protective or preventive features that prevent or
redufe the risk of€rror and harm.

Each| requirement should be stated in such a way that it can be objectively verified or validated.
Reqyirements should be clear (unambiguous), correct, feasible to implement, and unique (not duplicated
in theset). Each requirement statement should express only one requirement; otherwise it should be

hotld-beanalyzedtorsaps—varianee;

and conflicts.

Traditionally, software requirements are stated in discrete sentences. Other methods of expressing
functional requirements are prevalent, including user stories, scenarios, and use case diagrams that
represent the user experience.

Software functional requirements are rarely detailed for every subsystem or component, but usually
focus on a Sol, without detailing and retesting every requirement of the software operating system,
database management system, web browser, and other open source and commercially available (COTS)
software products and modules. Even the functional components are frequently met by open source or
proprietary components whose features and requirements are known or considered acceptable. Also,
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existing software and hardware usually has additional capabilities which are not explicitly needed for
the Sol and are not stated as its requirements.

System/software requirements should include system performance, quantified in terms of resource
utilization, number of concurrent users, response time, and availability. Constraints on performance
requirements are due to the context of use, and can include maximum allowable use of processor
capacity, memory capacity, input/output device capacity, primary and auxiliary storage device capacity,
and communications/network speed.

Each measure of effectiveness (MOE) (see 6.4.2) has a corresponding set of measures of perfotivlance
(MOPs). An MOP is a measure that characterizes physical or functional attributes relating’t¢ the
software system operation. These technical performance indicators can be measured undey spedified
testing or operational environment conditions. These attributes are considered as important to erfsure
that the system has the capability to achieve operational objectives. MOPs are used to‘assess whether
the system meets design or performance requirements that are necessary to satisfy the MOEs ffrom
which they were derived. MOPs are derived from the solution provider’s viewpoint and look at{how
well the delivered system performs against system level requirements, for,éXample an aspect df the
system performance or capability. MOPs often map to key performance £egqlirements in the system
specification. They are expressed in terms of distinctly quantifiable performance features, su¢h as
speed, range of acceptable input or output, or frequency. This requires careful definition of MOPs
during the Software/System Requirements Definition process and\during logical architecture d¢sign
and also effective requirements tracing to ensure that the MOPs-are’in fact identified and designed into
the system.

NOTE As detailed in the ISO/IEC 25000 family of standards, MOE for quality in use characteristics cpn be
derived from stakeholder requirements and defined from-iser viewpoints. Additional measures for soffware
system and product quality characteristics can be definedto help transform critical stakeholder requiremhents
into system/software quality requirements.

Many methods are available for use in defipiig and managing system requirements (e.g., comcept
exploration and prototyping). Requirements~management systems should allow for traceabilify of
requirements from their source and to their realization in the architecture, design, and integrated
software system.

6.4.3.5 Related standards

This subclause relates to .ISO/IEC/IEEE 12207:2017, 6.4.3 and ISO/IEC/IEEE 29148. Model$ for
requirements for software quality are provided in the ISO/IEC 25000 family of standards on Software
product Quality Requirements and Evaluation (SQuaRE), including ISO/IEC 25012 and ISO/IEC 25030.

6.4.4 Architecture Definition process

6.4.4.1 Aspects of purpose

The Systém Architectural Design process is used to transform the defined set of technical requirenjents
intoah'acceptable architectural solution that fulfils the technical requirements for the software sygtem.

6.4.4.2 Aspects of outcomes and outputs

Architectural definition is concerned with developing satisfactory and feasible solutions for the set
of derived system/software requirements, maintaining the integrity of the operational concept and
reflecting the organizational objectives for the system. The architectural definition should be used
throughout the system life cycle to predict and track fitness for use and for assessing changes to the
system. The software system architecture represents the structure of the information system, the
behavior of the various system elements and how they interoperate and interface with other systems.
A consistent, coherent architecture helps avoid the inefficiency of multiple overlapping or incompatible
solutions for different instances of the same functions. Good software architectures reflect quality
characteristics through scalable, portable, resilient, secure, and maintainable solutions. Software
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architectural definition should produce common mechanisms for managing persistent objects,
providing a user interface, and managing storage.

The architectural definition should be documented in a technical data package or models or views that
may include a set of architectural solution specifications and other configuration descriptions for the
logical and physical architecture. Logical architecture artifacts can take one or more forms, such as the
following:

a)

lunctions;

b) 4 data flow diagram that decomposes functions while explicitly showing the data needed for‘€ach
lunction;

) data structure with corresponding functions and processing flows related to the“data and
dssociated with assigned technical requirements;

d) interface definitions with logical, physical, and functional attributes of system glénient and system
jo external system boundaries delineated;

e) 4 behavioural diagram that describes input stimuli and outputs by function-and includes operating
¢rder, as appropriate to input or output criteria;

f) 4 control diagram that indicates the controlling factors of a function-and the resulting behaviour;

g) the concept of execution: a description of the states and modés of the system;

h) g timeline that allocates a time requirement to a set of real-time functions;

i) 4 functional failure modes and effects table that indicates the possible effects of a function failure
mode, such as not doing what it is designed to de‘or doing a function which it is not expected to
perform, with possible resolutions for each failure mode;

j) dobjects that encapsulate a partition and“mapping of technical requirements and that are
haracterized by services (behaviours; functions, and operations) provided by encapsulated
dttributes (values, characteristics, and data);

k) 4 setofalgorithms derived from Contextual diagrams.

NOTH IDEFO (Integration DEEinition 0) function modelling is designed to represent the decisions, actions,

and activities of an existing or prospective organization or system. See [EEE Std. 1320.1 for more information.

Ina

recursive approach, aimjoutcome from the software architecture definition is the requirements for

the more detailed software system design.

The

ogical architectuiral design solution selected may be defined to provide the physical architecture

outppts:

a)

b)

4 configuration description including the enabling systems needed to provide life cycle support to
the degigned system;

election of anpronriate nlatforms information models nrooramming lancuages
s PrPor g 7 TP o5 S =it =7

Configuration descriptions can be in the form of specifications, baselines, diagrams and other design
descriptions. The specific configuration descriptions will depend on the life cycle stage in which the
Architecture Definition process is being used, and the information needed to satisfy the exit criteria of
the life cycle stage and the entry criteria for the next stage.

6.4.4.3 Related processes

Architecture definition is closely related to Design definition, as design constraints can affect the
architecture alternatives.

44
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Analysis of key drivers typically builds from the Business or Mission Analysis, Stakeholder Requirements

Definition, and System/Software Requirements Definition processes. Definition of the software sy

stem

context and boundaries is mainly based on the outcomes of the Business or Mission Analysis process

and is performed concurrently with the Stakeholder Needs and Requirements Definition process.

The Infrastructure Management process supports use and reuse of enabling systems.

The Validation process is used to confirm that the architecture models and views reflect stakeholder

s of

raqnirnmﬂnfc’ that stakehgolder caoncerns are qr]r‘]rnccnrl’ and to ha]p ensure that future iteratia

software system architecture better address stakeholder concerns.
The CM process is used to establish and maintain architecture baselines.

The Information Management process controls the information items, such as architectut’e descrip
(architecture models, architecture views, evaluations, and traceability).

The Transition process is used to articulate interim and concurrent solutions while moving fr
legacy architecture to a new one.

6.4.4.4 Activities, tasks, and approaches

ISO/IEC/IEEE 12207:2017 should not be interpreted as mandating a single architectural view
and view. It does not require the use of any particular architectGral framework, model, or method
functional decomposition or object-oriented design.

Acquirers and software development organizations can-have different expectations for how and
much design detail should be documented and reviewed in the architecture definition, or top-
structure for a software system and each software element. To avoid misconceptions by various pr
stakeholders, the organizational policies and procedures or agreement with the acquirer should d
the standards, methods, and tools used for architecture and design definition, including the follow

a) terminology and graphic notations to describe different design elements;
b) level of detail associated with architectural and detailed design;
c) approach for software V&V;

d) approach to reviewing design information with project participants.

tions

boint
e.g.,

how
level
oject
efine
ing:

Development of software architecture alternative solutions and selection of the preferred solution is

based on analyses of the-following characteristics:

a) feasibility ofthe physical interfaces (human, form, fit, function, data flow and interoperability
enabling systéms and external systems);

b) degree’to which attributes of security, safety, producibility, testability, ease of deployment, ir
ability, operability, supportability, maintainability, trainability, and disposability are capah
beirig designed in;

with

stall
le of

¢\ 'the variability and the sensitivity to variability for each identified critical performance param|eter;

technology necessary to realize the solution effectively, the risks associated with introduction of
new or advanced technologies, and alternative lower-risk technologies that could be substituted;

e) availability of off-the-shelf end products (such as reusable software) and the cost and risks in
modifying an off-the-shelf system element to satisfy design and interface requirements;

f) effort to maintain a competitive system compared with potential or existing competitor products;

g) further design efforts that could be needed to build in secure features, accommodate redundancy,

or support graceful degradation;
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h) needs, requirements, and constraints for enabling systems;

i) capacity to evolve, or be re-engineered, incorporate new technologies, enhance performance,
increase functionality or other cost-effective or competitive improvements, when the system is in
production or in the marketplace;

j) limitations that can preclude the capability of the Sol or system element and related services to
evolve (technology refresh or technology insert).

A software system architecture solution that involves humans and human constraints such as eye
movément, information processing rates, and ergonomics should consider human usability factors.

Exisfing system elements, or the introduction of new technology, should be considered in establishing
the lpgical architectural design models. The use of existing systems helps reduce developmeiital time
and ¢ost, but may increase complexity. The use of new technologies can provide a competitive'edge, but
can dlso increase risk. In such considerations, new interfaces may be introduced and shouldbe included
in thp set of technical requirements through iteration of the System/Software Requirements Definition
process.

Durihg the architectural and design related processes, software architects should be aware that many
requfrements that call for development of a software product can probably be met by an existing open
sourfe or reusable software product. The reusable software product may-be used as is or modified and
may pe used to satisfy part or the entire requirement. For example, a régltirement may be met by using
an eyisting plan, specification, or design.

The get of technical requirements can be allocated to logical architectural design models to form a set of
deriyed technical requirements taking into consideration the operational environment. These derived
technical requirements can be used as the basis for physicaharchitectural design.

Hightlevel software system architecture reflects system performance requirements (how well each
function should be performed) without saying how<that performance is to be achieved. If the result
of the architectural analysis goes into more detail;*including specific ways in which the performance
shourd be achieved, this is termed a detailed desigh.

The |development of the software architecture is aided by communications among the architects,
software designers, and other key stakeholders to clarify requirements, their priorities, and the impact
on tHe candidate solutions.

Modelling, simulation, and protetyping tools are typically used to evaluate the feasibility of fulfilling
the rlequirements through thée architecture and design. Tools and models also assist with selecting a
software architecture that is.more easily operated and maintained, e.g., as a model for a product line,
expandable through a djstributed configuration, or using encapsulation or containers for key functions.

Physijical architecture”design draws on the outputs of logical architecture definition and the two
procgsses interaget, “iteratively. In performing physical architecture design, the logical architectural
design models, the derived technical requirements, and those technical requirements not allocated to
logicpl architectural design models can be used to form alternative physical design solutions. After each
alterpative,physical design is evaluated, the preferred architectural design solution should be selected
using an‘appropriate analysis of cost effectiveness, operational effectiveness and risk.

During architecture definition, it can be necessary to re-engage the Stakeholder Needs and
Requirements Definition and the System/Software Requirements Definition processes, if it is
determined that requirements cannot be met because of unresolved issues or adverse cost, schedule,
performance, or risk impacts.

6.4.4.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.4.4, ISO/IEC/IEEE 42010, ISO/IEC/IEEE 42020,
and ISO/IEC/IEEE 42030.
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6.4.5 Design Definition process

6.4.5.1 Aspects of purpose

Software design takes the structural, behavioral, and quality/performance elements of the requirements
and software system architecture and shapes how they are implemented in more detailed models and
software elements (features).

6.4.5.2 Aspects of outcomes and outputs

Detailed design results in the articulation of features, algorithms, patterns, and informationmedelg that
will be represented in the working software. Detailed design considers the environment inwhich the Sol
or system element should perform its functions, the interface and inter-changeability/characteriftics,
and the methods for verifying or validating compliance with requirements. ISO/IEG/MEEE 12207:2017
does not require any specific notations or methods for software design.

It is not considered necessary to have a detailed design description of €acH software unit before
beginning software implementation through coding or construction. Wheén €OTS software is acqiiired
as part of the architecture, the detailed internal design of the COTS software may not be visible tp the
acquirer.

6.4.5.3 Related processes
Design definition is considered the extension of Architecture-Definition.

For software, detailed design is often realized duringoftware construction (Implementation). Diiring
detailed design, the System Analysis process should be applied to select the preferred methods,
patterns, or algorithms for system realization.

The Verification process is performed at the samme time so that a test method is available for each fegture
or component of the software design (test-driven development).

The Infrastructure Management process provides enabling systems and services.

The CM process is used to establishand maintain configuration items and baselines for artifacts|such
as design models.

The Information Management process controls the information items, such as design description$ and
specifications.

6.4.5.4 Activities,/tasks, and approaches

The choice of-iow much detailed design to generate and document depends on the relative facility ¢f the
developer$in’carrying out a consistent architecture during the software construction or modificgtion,
customization, and integration. Detailed design also contributes to ease of subsequent refactoring or
modifieation of the software. Detailed design specifications may be used to state design requirenients

spec1f1cat10ns to a551st developers who are otherw1se unfamlllar w1th the capablhtles and 1nterna1
functioning of a software system.

Rather than producing detailed software designs, agile methods often result in a 'just-enough' design,
with the emphasis on rapid development of working software for selected functions. This practice is
common when time to market is important or in maintenance fixes. However, minimizing design effort
can lead to 'technical debt' affecting the rate of progress (velocity) in later iterations. Producing new
features can reveal the need for significant rework of the existing code or database structure. Also, a
design that is adequate for initial demonstration can be less resilient for high-volume operation or can
be vulnerable to security risks.
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Planning for detailed design should address the following:

a)
b)
‘)
d)

e)
f)

standards, methods, and tools used;
terminology and graphic notations to describe different design elements;
level of detail associated with detailed design;

relationship of detailed design to separately compiled software entities and to separately

¢xecutable software entities;
dpproach to reviewing design information with project participants; and

dpproach to unit testing.

Thrgugh successive iterations of the Architecture Definition and Design Definition processes, a
software architecture and detailed design emerge. Further process application refin€s'requirement
allocption among software items until requirements are affiliated with realizable software units.

NOTE1 ISO/IEC TR 19759 describes key issues in software design, including concurrency, control and
hand|ing of events, data persistence, distribution of components, error and excépfion handling and fault
tolerance, interaction and presentation, and security. It also describes principles ofuSer interface design.

The

ully articulated design includes the selected means of implementatien for each software element,

suchfas new software, reused or refactored elements, open source or off-the shelf. The selection includes
consjderation of technical, cost, and schedule risks and trade-offs.

NOTE 2  Design-to-cost methods can be used to establish a maximum cost requirement equivalent to other
system performance requirements.

Critgria that may be used in selecting software resources to realize a design include the following:

a)
b)
‘)
d)
e)
f)

g)

48

bility to provide required capabilities and meet required constraints;
gbility to provide required safety, security,'anid privacy protection;
feliability and maturity, as evidenced by-established track record;

festability;

interoperability with other system and system-external elements;
]naintainability, including the following:

1) likelihood the software product will need to be changed;

2) feasibilityofiaccomplishing that change;

3) availability and quality of documentation and source files;

4) likelihood that the current version will continue to be maintained by the producer;

$)Jimpact on the system if the current version is not maintained;

6) warranties available.

short-term and long-term cost impacts of using the software product, including the following:
1) the acquirer’s usage and ownership rights to the software product;

2) restrictions on copying and distributing the software or documentation; and

3) license or other fees applicable to each copy.
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6.4.5.5 Related standards
This subclause relates to ISO/IEC/IEEE 12207:2017, 6.4.5.

6.4.6 System Analysis process

6.4.6.1 Aspects of purpose

System analysis is used to increase understanding of some aspect of the software. Analysis is typi
used to help make a decision or solve a problem by resolving it into smaller parts. Software’ ana
is used both in software design and in information design, either to diagnose problems iy’ exi
software and information, or to design new or refactored software elements.

6.4.6.2 Aspects of outcomes and outputs

The intended outcome is a result that solves the problem, or clarifies the assumptions, criteria
components of the situation. Often the output of software analysis is a prototype, use case, algorith

cally
lysis
sting

and
m, or

pattern. Software analysis can involve factoring existing code into smaller, ore easily understandlable

objects. Usually the expected outcome of software analysis is not just software or a system

that

performs a function, but which also achieves desired performance characteristics, such as reduced run

time or resistance to hacking.

6.4.6.3 Related processes

Trade-off analyses are conducted throughout the Technical Management and Technical processes.
Systems analysis is typically used in conjunction with the Decision Management process.

The Infrastructure Management process enablesthe provision of systems analysis services.

The CM process is used to establish and maintain configuration items and baselines.

The Information Management process controls the information items. For this process, the ang
results or reports are typical information items that are managed.

6.4.6.4 Activities, tasks, and’approaches

Trade-off analyses are-conducted to resolve conflicts (such as conflicting requirements) and s
a recommended solution from a set of defined alternatives (such as optional actions to take fo
resolution, resolutiens for requirement conflicts, alternative logical architectural design solu
and alternative physical architectural design solutions). Outcomes from a trade-off analysis in
the recommefided option, implementation considerations, impacts related to each option, bag
recommendation and assumptions made.

The types of trade-off analyses typically performed during performance of life cycle processes inc

a) YFormal: formally conducted, with results reviewed at technical reviews. Specific formal trad
analyses are normally identified in an agreement.

lysis

elect

risk
tions
rlude
is of

ude:

e-off

b) Informal: follows the same methodology of a formal trade-off analysis but involves
documentation and review.

less

c) Judgmental: selection of a recommended option, based on judgement of the analyst or designer
after a less rigorous analysis than that required by a formal trade-off analysis and for which the

consequences are not as important. Used when one option is clearly superior to others or time i

S not

available for a more formal approach. Most trade-off analyses performed are of the judgmental type.
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Examples of candidate criteria that may be used in evaluating reusable software products include the
following:

— ability to provide required capabilities and meet required constraints;

— ability to provide required safety, security, and privacy protections;

— testability;

— lnteroperablllty with other system and system-external elements;

istribution issues, including the following:
— restrictions on copying/distributing the software or documentation;
— license or other fees applicable to each copy.

— the acquirer’s usage and ownership rights to the software product;

— 1naintainability, including the following:

— 1

IS0/
syste

6.4.6
This

6.4.7

6.4.7
The

— reliability/maturity, as evidenced by established track record;

— warranties available;

— likelihood the software product will need to be changed;

— feasibility of accomplishing that change;

— availability and quality of documentation and source files;

— likelihood that the current version will continug,to be maintained by the producer;

— impact on the system if the current versioniis not maintained;

ghort-term and long-term cost impacts of using the software product;

echnical, cost, and schedule risks and-trade-offs in using the software product.

EC/IEEE 12207 does not venture into the many methods, patterns, and algorithms used for
ms analysis used during software implementation (construction).

.5 Related standards

subclause relates to-1SO/IEC/IEEE 12207:2017, 6.4.6.
Implementation process

.1 Aspects of purpose

Implementation process transforms software system requirements and design artifacts and

patt

rnsinto-elements of productsorservices.

6.4.7.2 Aspects of outcomes and outputs

An implemented system element can be either a single product or a composite product, depending on
its position in the system structure and its source as modelled, built, acquired or reused.

NOTE The limits of the terms for software element, software component, feature, and software unit can
vary in different organizations.
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6.4.7.3 Related processes

Software implementation is usually performed concurrently with software integration. The strategy
for software implementation involves System Analysis to select the approach.

The Verification process provides objective evidence that the software implementation fulfills its
specified requirements and identifies anomalies (errors, defects, faults) in implemented artefacts.

The Validation process confirms that the implementation fulfils requirements for a specific intended

use of a software work product.

CM supports any necessary configuration identification, control and change management diiring
software unit construction and software element implementation.

Information Management controls required implementation-related information or,documentation.

QA supports process and work product audits and inspections, and addresses problem, |non-
conformance, or incident reporting and handling.

The Project Planning and Project Assessment and Control processes to suppott planning and monitgring
of reviews, audits, inspections, etc., to monitor critical processes andnew technologies, and to analyse
reported anomalies and their data, enable corrective actions and repert lessons learned.

Software implementation commonly involves use of the ‘Agreement processes to obtain |non-
developmental items (NDI).

6.4.7.4 Activities, tasks, and approaches

Specific activities and methods of software implehieéntation depend on whether the product is| new
development (obtained by software constructign), adaptation of off-the shelf or reused software, or
adaptation of software services.

Software construction can be used to transform software element definitions into products or seryices.
The implemented software element carrbe either a single product or a composite product, depending on
its position in the system structure and its ability to be appropriately modelled, built, bought, or reyised.
The organization should set standards for the use of the CM system during software development and
for consistent coding methods, such as naming of variables, error handling, and commenting. Qften
such standards can be enforced through the development tool suite.

The implementation @trategy for construction identifies ‘implement-to’ criteria e.g. software
architecture, requiréments, design, test, documentation, CM, traceability, or other conditions o be
satisfied. These criteria clarify appropriate unit aggregation levels, specifications, constraints, or ¢ther
requirements and.any special software life cycle development models, processes, approaches, methods,
environments;etc. to be used for construction.

Database,iimplementation almost always uses an existing database management applicgtion.
Implefnentation may include configuring the database to suit the information model for the softyvare,
preparing data for use in development and testing, and populating the database or other data files|with
data values.

IT the strategy IS reuse, then the project will need to determine the level, source, and suitability of
the reused system elements. The implementation strategy can include implementation processes and
procedures, fabrication or construction processes, tools, methods and equipment, implementation
tolerances or special handling, and verification uncertainties. In the case of repeated system element
implementation (e.g. mass production, replacement system elements) the implementation procedures
and fabrication processes are defined to achieve consistent and repeatable producibility.

Each software unit and affiliated data or other information (e.g. database or structures, test data,
interface data, documentation, test procedures) is implemented according to the implementation
strategy and criteria. Criteria for evaluation commonly include satisfaction of unit requirements and
test criteria, usability for human interface functions, unit test coverage, traceability requirements,
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consistency with software item requirements or design, internal unit requirement consistency,
and feasibility for further process activity, e.g. integration, verification, validation, operations, and
maintenance.

For systems that rely heavily on off-the-shelf system elements, implementation is often directed to
start in the execution phase without doing concept studies. In this case, the project needs to be aware
of the risks of starting implementation without doing the risk reduction engineering of earlier studies.
Use of off-the-shelf system elements does not alleviate domg the engmeermg requ1red to ensure system

feaSI lllL_y, LUllldelUlllLy Ul lllLCl ldLCb dllu lllLCl OpCIl dUlllLy Ul bybLClll ClClllUllLb VV lldl, Llllb Ull LllU bllCll
apprpach does is to reduce the need to go through earlier decision gates, not eliminate the analysis
necepsary to reduce risks.

6.4.1.5 Related standard
This|subclause relates to ISO/IEC/IEEE 12207:2017, 6.4.7.

6.4.8 Integration process

6.4.8.1 Aspects of purpose

Softyvare integration combines software and possibly additional hardware elements to produce a
software system. Integration is most commonly used when the software system is a combination
of CQTS or reused elements and interfaces and new software. Integration also applies to embedded
software (firmware) in hardware, such as an integrated processap niodule.

6.4.8.2 Aspects of outcomes and outputs

The putcome of integration is a software system ready fer transition to operational use and interaction
with|other systems.

6.4.8.3 Related processes

Implementation and Integration are commonly executed as one process during software development,
along with Verification. The Verification process provides objective evidence that the integrated
software fulfils its specified requirements and to identify anomalies (errors, defects, faults) in
integration-related information items, (e.g., system/software requirements, architecture, design, test,

or other descriptions), processes;software elements, items, and units.

The Yalidation process confirms that a work product fulfils requirements for a specific intended use of
an integrated software function.

Integration of humatis’and procedures into the system is typically performed during the Transition
procgss. Integration‘occurs when software is migrated to a different hardware platform, but this is
cominonly treated as part of the Transition process.

The |Quality~Assurance process supports work product audits and inspections, and problem, non-
confprmarce, or incident reporting and handling.

CM supports necessary configuration identification, control and change management.
Information Management supports required integration-related information or documentation.

The Project Assessment and Control process can be used in accordance with the integration strategy
to plan and conduct technical reviews of the integrated software system elements, e.g., a test readiness
review to help ensure the integrated element or system with its affiliated data and information items is
ready for qualification testing.

The Infrastructure Management process is applied to enabling systems and services.
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6.4.8.4 Activities, tasks, and approaches

Automated or continuous Implementation and Integration of software units and elements is supported

by combined software development and test environments.

6.4.8.5 Related standards
This subclause relates to ISO/IEC/IEEE 12207:2017, 6.4.8 and ISO/IEC 24748-6.

6.4.9 Verification process

6.4.9.1 Aspects of purpose

Verification should be used to establish correspondence between the performance‘and character
of the software system and its technical requirements and other agreement'requirements.
process helps ensure that each system element, system and the Sol of the syStem structure has
implemented or integrated correctly from the perspective of fulfilling its teclinical requirements.

6.4.9.2 Aspects of outcomes and outputs

The outcome of verification is a software system or element which has'been shown to fulfil requirem

6.4.9.3 Related processes

stics
This
been

ents.

Verification can be applied at different points in the/life cycle and is particularly applicable to

requirements, architecture and design, integrated seftware, migration or transition, and maintenz
CM supports configuration identification, control, and change management.
Information Management supports verification-related information or documentation.

The QA process supports work productandits and inspections, and handles problem, non-conform
or incident reporting and management

The Project Planning and Projecf. Assessment and Control processes support planning and monit
of verification activities (e.g. reviews, inspections, analyses, demonstrations, testing), sched
available resources, and analysis of reported anomalies and their data, to enable corrective action
report lessons learned.

6.4.9.4 Activities)tasks, and approaches

Verification sheuld be planned. Verification can be dependent on the form of the system, on the deci
made regarding life cycle stage entry and exit criteria, as well as the specific life cycle stage. Play
for verifiedtion should include responsibilities for preparing, reviewing, approving, and updating
procedures, and reports. Verification needs an incident and problem management system to hg
repotted defects and errors. Verification planning should consider the likelihood that defects w
identified, requiring repeated software implementation, integration, and verification tasks (retest

Ance.

pnce,

bring
ules,
b and

sions
ning
lans,
indle
11 be

5).

EXampie methods of verification inctude the foltowing:

a) Inspection (for example, inspection of drawings).

b)

Analysis (for example using mathematical modelling, simulation, a virtual reality prototype or
similarity to a previously verified element). Simulation and modelling can be useful for studying
system performance in the future operational environment and for saving costs when live load
testing is impractical. An example of similarity is using already performed verifications of similar
systems with similar configuration descriptions or systems that have already been certified to a
standard.
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c¢) Demonstration (for example using mock-ups, physical models or operation. An example of operation
is the verification of configuration descriptions that apply to life cycle costs or system attributes
such as MTBF).

d) Test (for example using physical products, prototypes).

For non-critical requirements, use of inspection, analysis (including simulations), and demonstration
during any life cycle stage for verification can be useful to save cost. During early stages of a system
life cycleinspectionanalysis-demonstration-orsimilari o-previous erified-items should be used
for verification. For later stages, qualification testing before production or operational testing of the
implemented or integrated system may be used for performing verification.

Preppration for testing should include the development of test plans, test acceptance criteria) ‘test
procgdures (scripts) and test cases, as well as the test environment.

It is good practice to test the range of acceptable system inputs as well as testing error handling for out-
of-range inputs.

For hhuman-operated systems, usability testing including the information for users (documentation)
should be performed to determine if the users can perform their tasks efficiently, effectively, and with
satisfaction.

Softyare qualification is a summarization of the V&V activities, covering not only the software
Sol ifself, but also its interfaces with its environment. This activity helps ensure that each software
element and the software system have been implemented or integrated correctly from the perspective
of fulfilling its technical requirements. If qualification testing is.d requirement for system acceptance,
the spupplier usually conducts a preliminary run of the qualifigation test cases and procedures to ensure
the dualification test documentation is correct and the system performs as expected. The qualification
may pe concluded by an acceptance review or an operatiohdl readiness review.

Gengrally, verifications are conducted under controlled conditions to ensure that each configuration
descrliption requirement is satisfied by the system. Use of actual operational environments and use
of opjerators for verification is uncommon. If thé operational environment is a factor for a specific
requjrement, then it should be included in any, modelling, simulation or other form of verification.

Verifiication should include each requirement. Since it is impractical to test software of any complexity
end-fo-end by executing every ling of code, verification strategy depends on knowledge of the
software system and its interrelated components. At certain gateways it may be decided to perform
comprehensive regression testingof all functions, the most commonly used functions, or especially
problematic functions. Duripg.maintenance, judgment is needed to determine whether verification is
needed only for the modified-ecomponent, or whether regression tests should be conducted.

Failure of software qualification testing can result from poor conduct of the verification or improper
implementation or ntegration of the system. Anomalies that are discovered during verification of the
syst¢m (or systemielément or Sol) need to be appropriately resolved prior to the transition of the system
to thle acquirer'and before performing software acceptance. Re-verification tests should be repeated
when test outeome variations and anomalies are traced to poor verification conduct or to inadequate
verificatiop-environment.

Repdrts’of verification activities should document the results, including the completion status of each
scenario or test case; root cause of anomalies if known; and an overall assessment of the software,
identifying remaining deficiencies, limitations, constraints and associated impacts as well as
recommendations for correction.

6.4.9.5 Related standards

This subclause relates to ISO/IEC/IEEE 12207:2017, 6.4.9; IEEE 1012, ISO/IEC/IEEE 29119 (all parts),
ISO/IEC/IEEE 26513, and ISO/IEC 25062.
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