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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

[ing
drds
through a consensus development process, approved by the American National Standards Institute, W(:ISCh

i i i ct.
Voliinteers are not necessarily members of the Institute and serve without conipensation. While the IEEE
adnministers the process and establishes rules to promote fairness in the consensus development prodess,
the|l[EEE does not independently evaluate, test, or verify the accuracy of any,ofthe information contained in
its gtandards.

[SO|and IEC draw attention to the possibility that the implementation of this document may involve|the
use|of (a) patent(s). ISO and IEC take no position concerning the eyidence, validity or applicability of fany
claimed patent rights in respect thereof. As of the date of publi¢ation of this document, ISO and IEC had|not
rec¢ived notice of (a) patent(s) which may be required to implement this document. However, implementers
are|cautioned that this may not represent the latest information, which may be obtained from the patent
datpbase available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights:

Anyf trade name used in this document is inforination given for the convenience of users and does|not
conftitute an endorsement.

For|an explanation of the voluntary nature'ef standards, the meaning of ISO specific terms and expressions
reldted to conformity assessment, as-well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the-Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.hfml.
In the IEC, see www.iec.ch/understanding-standards.

Thip document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, SC 7,
Software and systems engiheering, in cooperation with the Systems and Software Engineering Standdrds
Committee of the IEEE )Computer Society, under the Partner Standards Development Organization
cooperation agreementbetween ISO and IEEE.

Thip second editien cancels and replaces the first edition (ISO/IEC/IEEE 24748-1:2018), which has been
technically revised.

Thd main ehahges are as follows:

— |added system of systems topics based on ISO/IEC/IEEE 21839, ISO/IEC/IEEE 21840 pnd

I(‘f\ /IE‘f‘ /TE‘E‘E‘ 21Q41.
A =

TOT T

— added references for interfacing and interoperating systems and general updates from
ISO/IEC/IEEE 15288:2023;

— added more recent life cycle models such as DEVOPS.

Alist of all parts in the ISO/IEC/IEEE 24748 series can be found on the ISO and IEC websites.

© ISO/IEC 2024 - All rights reserved
© IEEE 2024 - All rights reserved

\%


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch/
https://www.iso.org/foreword-supplementary-information.html
https://www.iec.ch/understanding-standards
https://standardsiso.com/api/?name=8a907d40e12a734375f088d9b14f428b

ISO/IEC/IEEE 24748-1:2024(en)

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The purpose of this document is to facilitate the use of the process content of ISO/IEC/IEEE 15288 and
ISO/IEC/IEEE 12207, by providing unified and consolidated guidance on life cycle management of systems
and software. This is to help ensure consistency in system concepts and life cycle concepts, models, stages,
processes, process application, key points of view, adaptation and use in various domains as the two
International Standards are used in combination. That in turn helps a project team design a life cycle model
for the system-of-interest to facilitate managing the progress of their project. Hence, ISO/IEC/IEEE 15288
and ISO/IEC/IEEE 12207 are the documents that apply the concepts found in this document to specific

pro

NO
pro

Thi
ISO

Cesses.

E ISO/IEC/IEEE 16326 and ISO/IEC/IEEE 24641 also apply the concepts found in this document,”in
fess context for project management and model-based approaches respectively.

5 document also aids in identifying and planning use of life cycle processes“described|
IEC/IEEE 15288 and ISO/IEC/IEEE 12207 that enable the project to be completed successfully, mee

its

There is also increasing recognition of the importance of helping to ensure that.all life cycle stages ang
aspects within each stage are supported with thorough guidance to enable alignment with any pro
documents that can be created later that focus on areas besides systems and\software, including hardw|
humans, data, processes (e.g. review process), procedures (e.g. operator instructions), facilities and natur
occprring entities (e.g. water, organisms, minerals).

By dddressing these needs specifically in this document, the users of the process-focused ISO/IEC/IEEE 12

an

management of life cycles of systems that provide products oréservices, but also from a framework that l]Eks
cycle management aspects to more than just the system’s or software aspects of products or services.

life
Add
ISO

In t
hun
intd
use
des
sho

standard can be appropriate.

ISO
(IS
Sta

bjectives/requirements for each stage and for the overall project.

ISO/IEC/IEEE 15288 benefit not only from having one complementary document that addresses

itional discussion for system of systems can be found.in ISO/IEC/IEEE 21839, ISO/IEC/IEEE 21840
IEC/IEEE 21841.

he context of this document, ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, there is a continuun
nan-made systems from those that use little'to no software to those in which software is the prim
rest. When software is the predominant-system or element of interest, ISO/IEC/IEEE 12207 should

Criptive notes. The determination of'the applicability of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12
uld be decided by the nature of-thie”system and its enabling systems. Often, a mixed tailoring of €

IEC/IEEE 15288 and—~\SO/IEC/IEEE 12207 also have published guidance documsg
/1EC/IEEE 24748-2 and [SO/IEC/IEEE 24748-3), respectively, to support use of the two Internatig
ndards individually.

the

in
[ing

| all
fess
are,
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207
the
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h of
ary
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1. Both documents have the same process model, share most activities and tasks and differ primarily in

207
ach
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International Standard ISO/IEC/IEEE 24748-1:2024(en)

Systems and software engineering — Life cycle
management —

Part 1:

Guidelines for life cycle management

1 |Scope

Thip document provides guidance for the life cycle management of systems and software, complemen
the|processes described in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. This document:

— |addresses systems concepts and life cycle concepts, models, stages, processes,process application,
points of view, adaptation and use in various domains and by various disgiplines;

— |establishes a common framework for describing life cycles, includihg their individual stages, for
management of projects that provide or acquire either products orservices;

— | defines the concept of a life cycle;

— |supports the use of the life cycle processes within an organization or a project; organizations and proj
can use these life cycle concepts when acquiring and supplying either products or services;

— |provides guidance on adapting a life cycle model and'the content associated with a life cycle or a paf
a life cycle;

— |describestherelationshipbetweenlifecyclesandtheiruseinapplyingtheprocessesinISO/IEC/IEEE 15
(systems aspects) and ISO/IEC/IEEE 12207 (software systems aspects);

— |shows the relationships of life cycle concepts to the hardware, human, services, process, proced
facility and naturally occurring entity aspects of projects;

— |describeshowits conceptsrelateto detailed process standards, for example, in the areas of measurem
project management, risk management and model-based systems and software engineering.

2 |Normative references

Thdre are no normative references in this document.

3 |Terms@nd definitions

For|theurposes of this document, the following terms and definitions apply.

[ing

key

the

pCts

t of

288

lire,

ent,

ISO IEC o d IDDE o ot o3 - osnann e o o ooy
y TG AU TL L L ITIAIIItannr ter llllllUlUs)’

— IEC Electropedia: available at https://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEEE Standards Dictionary Online: available at https://dictionary.ieee.org/

NOTE Definitions for other system and software engineering terms can be found in ISO/IEC/IEEE 24765, avail
at www.computer.org/sevocab.

© ISO/IEC 2024 - All rights reserved
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acquirer
stakeholder (3.49) thatacquires or procures a system (3.51), product (3.33) or service (3.45) from a supplier (3.50)

Note 1 to entry: Other terms commonly used for an acquirer are buyer, customer (3.13), owner, purchaser, or internal/
organizational sponsor.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.1]

3.2
ac

uisition

pro
[SO

3.3
act
set

[SO

3.4
agi
dev]
deli
and

[SO
dev|

3.5
agrn
mulf

EXA
[SO

3.6
arc
fun
the

ress (3.30) of obtaining a system (3.51), product (3.33) or service (3.45)
[URCE: ISO/IEC/IEEE 15288:2023, 3.2]

vity

pf cohesive tasks (3.56) of a process (3.30)

URCE: ISO/IEC/IEEE 15288:2023, 3.3]

e

elopment approach based on iterative development, frequent inspection'and adaptation, and increme
veries in which requirements (3.39) and solutions evolve through cellaboration in cross-functional te
through continual stakeholder (3.49) feedback

realization and evolution efithis system and its related life cycle (3.24) processes (3.30)

ntal
hms

URCE: ISO/IEC/IEEE 26515:2018, 3.1, modified — The défined term has been changed from "agile
elopment” to "agile”; note 1 to entry has been removed.]

eement

ual acknowledgement of terms and conditions under which a working relationship is conducted

MPLE Contract, memorandum of agreement:

URCE: ISO/IEC/IEEE 15288:2023, 3.4]

hitecture

Hamental concepts or properties of a system (3.51) in its environment (3.18) and governing principles

[SOURCE: ISO/IEC/IEEE 42020:2019, 3.3, modified — "entity" has been replaced with "system"; note
entfy have been remoyed.]

3.7

artefact

wortk product(3:33) that is produced and used during a project to capture and convey information
[SOURCE:ISO 19014-4:2020, 3.9, modified — The definition has been made singular.]

3.8

audit

independent examination of a work product (3.33) or set of work products to assess compliance with
specifications, standards, contractual agreements (3.5), or other criteria

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.7]

© ISO/IEC 2024 - All rights reserved
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baseline

formally approved version of a configuration item (3.12), regardless of media, formally designated and fi
at a specific time during the configuration item's life cycle (3.24)

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.8]

3.10
concept of operations
verbal and graphic statement, in broad outline, of an organization’s (3.28) assumptions or intent in regar

an ¢gperation or series of operations of Tiew, modllled, oI exISting organlzatlonal Systems ( 351 ]

Noteg 1 to entry: The concept of operations frequently is embodied in long-range strategic plans and annual operati
plazs. In the latter case, the concept of operations in the plan covers a series of connected operations to be carried
simpiltaneously or in succession to achieve an organizational performance objective. See also operational concept (3.

Notg¢ 2 to entry: The concept of operations provides the basis for bounding the operating space,/SyStem capabili
intelfaces (3.22) and operating environment (3.18).

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.9]

3.11
co

omer
orgqinization (3.28) or personthat receives a product (3.33) or service (3.45)

EXAMPLE Consumer, client, user (3.60), acquirer (3.1), buyer, or purchaser.
Note 1 to entry: A customer can be internal or external to the organization.
[SOURCE: ISO /IEC/IEEE 15288:2023, 3.12]

3.14
design, noun

sperification of system elements (3.52) and their relationships, that is sufficiently complete to suppo
conTpliant implementation of the architecture (3.6)

xed

dto

bnal
out
26).

ties,

ling
lical,

has

and

rt a

Note 1 to entry: Design provides the detailed implementation-level physical structure, behaviour, temporal

relationships and other attributes of system elements.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.13]
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3.15

des

ign characteristics

design attributes or distinguishing features that pertain to a measurable description of a product (3.33) or
service (3.45)

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.14]

3.16
DevOps
development and operations

set
stal
pro

Not
dev

[SO

3.1]
end
syst
nec

EXA
Not

[SO
renj

31
eny

<Sy
[SO

3.19

mnc

anomalous or unexpected event, set.of events, condition, or situation at any time during the life cycle (3|

of a
Not
ana
resd

[SO
3.2

inf¢ormation item

sep

Of principies and practices which enable Detter communication and collaboration DETWeen retey
reholders (3.49) for the purpose of specifying, developing, and operating software and systems(3|
Hucts (3.33) and services (3.45), and continuous improvements in all aspects of the life cycle (3.24)

blopment and operations.
[URCE: ISO/IEC/IEEE 32675:2022, 3.1, modified —Note 1 to entry has been added.]

y
bling system

em (3.51) that supports a system-of-interest (3.53) during its life cycle (3(24) stages (3.48) but does
bssarily contribute directly to its function during operation

MPLE Production-enabling system, which is required when a systemi-of-interest enters the production st}
b 1 to entry: Each enabling system has a life cycle of its own.

URCE: ISO/IEC/IEEE 15288:2023, 3.15, modified — The second sentence of note 1 to entry has b
oved.]

B
ironment
5tem> context determining the setting and cirgumstances of all influences upon a system (3.51)

URCE: ISO/IEC/IEEE 15288:2023, 3.16]

dent

project (3.34), product (3.33),.service (3.45), or system (3.51)
b 1 to entry: An incident js elevated and treated as a problem (3.29) when the cause of the incident needs t

ysed and corrected toprevent reoccurrence to avoid or minimise loss of life, or damage of property or nat
urces.

URCE: ISO/IECAHEEE 15288:2023, 3.17]
D

hrately identifiable body of information that is produced, stored, and delivered for human use

ant
51),

e 1 to entry: Extensions include DevSecOps which addresses concerns (3.11) related to security (3.44) throughout

not

age.

een

24)

b be
ural

een

[SO

URGE: ISO/IEC/IEEE 15289:2019, 3.1.12, modified — The preferred term “information product” has b

removed; notes to entry have been removed.|

3.21

iteration
<process> repeating the application of the same process (3.30) or set of processes on the same level of the
system (3.51) structure

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.28]
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3.22

interface

point at which two or more logical, physical, or both, system elements (3.52) or software system elements
meet and act on or communicate with each other

[SOURCE: ISO/IEC/IEEE 24748-6:2023, 3.1.3]

3.23

interoperating system
system (3.51) that exchanges information with the system-of-interest (3.53) and uses the information that
has[been exchanged

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.20]

3.24
life[cycle
evolution of a system (3.51), product (3.33), service (3.45), project (3.34) or other human-made entity ffom
congeption through retirement (3.41)

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.21]

3.2p
life|cycle model
framework of processes (3.30) and activities (3.3) concerned with the lifecycle (3.24) which can be organized
intq stages (3.48), acting as a common reference for communication andyinderstanding

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.22]

3.2p
opdrational concept
verbal and graphic statement of an organization’s (3.28):assumptions or intent in regard to an operation or
series of operations of a specific system (3.51) or a reldted set of new, existing or modified systems

Notg¢ 1 to entry: The operational concept is designedsto give an overall picture of the operations using one or more
spegific systems or set of related systems, in the organization’s operational environment (3.18) from the users’ (3.60)
and|operators’ (3.27) perspective. See also conceptof operations (3.10).

Notg 2 to entry: The operational concept-is about systems, while a concept of operations typically referf to
orggnizations.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.23]

3.2y
opdrator
indjvidual or organization’(3.28) that performs the operations of a system (3.51)

Notg¢ 1 to entry: Theroele of operator and the role of user (3.60) may be vested, simultaneously or sequentially, inf the
samje individual ef’organization.

Notg 2 to entry: An individual operator combined with knowledge, skills and procedures can be considered af an
element of the system.

Notg¢ B-to entry: An operator may perform operations on a system that is operated, or of a system that is operdted,
depending o Whetiher or Mot Operating MStructions are ptaced Wit the Systent boundary-.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.24]

3.28

organization

person or group of people that has its own functions with responsibilities, authorities and relationships to
achieve its objectives

EXAMPLE Company, corporation, firm, enterprise, manufacturer, institution, charity, sole trader, association, or
parts or combination thereof.

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO 9000:2015, 3.2.1, modified — Notes to entry have been removed; EXAMPLE has been added.]

3.29

problem
difficulty, uncertainty, or otherwise realized and undesirable event, set of events, condition, or situation that
requires investigation and corrective action

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.26]

3.30

proeess

set pfinterrelated or interacting activities (3.3) that transforms inputs into outputs

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.27]

3.3
pr

obs
[SO

3.3

cess outcome
prvable result of the successful achievement of the process purpose (3.32)

URCE: ISO/IEC/IEEE 15288:2023, 3.30]

D

prdcess purpose

hig]
the

Not
[SO
3.3

1-level objective of performing the process (3.30) and the likely outcemes of effective implementatio
process

b 1 to entry: The purpose of implementing the process is to provide benefits to the stakeholders (3.49).
[JRCE: ISO/IEC/IEEE 15288:2023, 3.29, modified — The term "high-level" has been hyphenated.]
B

prdduct

out
org

Not
[SO
3.3

acc

Not
acti
ISO

Not
tern

[SO
1SO

but of an organization (3.28) that can be produced without any transaction taking place between
hnization and the customer (3.13)

b 1 to entry: The dominant element of a productis that it is generally tangible.
URCE: ISO/IEC/IEEE 15288:2023, 3.32]
i3

prjiect
endeavour with defined start.and finish criteria undertaken to create a product (3.33) or service (3.45

rdance with specified resources (3.40) and requirements (3.39)

b 1 to entry: A project is’sometimes viewed as a unique process (3.30) comprising co-coordinated and contrdg
ities (3.3) and conipesed of activities from the technical management (3.58) and technical processes define
IEC/IEEE 12207-and ISO/IEC/IEEE 15288.

b 2 to entrys~Continuous development approaches such as agile (3.4) and DevOps (3.16) can use diffe
hinology.fonthe creation of product and services.

URCEYISO/IEC/IEEE 15288:2023, 3.33, modified — Note 1 to entry has been updated to referg

n of

the

) in

lled
d in

rent

nce

IEC/IEEE 12207 and ISO/IEC/IEEE 15288.]

3.35
qualification
process (3.30) of demonstrating whether an entity is capable of fulfilling specified requirements (3.39)

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.39]
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3.36

quality characteristic
inherent characteristic of a product (3.33), service (3.45), process (3.30), or system (3.51) related to a
requirement (3.39)

[SOURCE: IS0 9000:2015, 3.10.2, modified — "an object" has been replaced with "a product, service, process,

ors

ystem"; notes to entry have been removed.]

3.37
quality management

COO
[SO

3.3
rec
<pr

[SO
3.3

requirement

stat
[SO

3.4
res
ass

Not
util

Not
[SO

3.4
ret

<sy|
tots

IMated activities to direct and control an organization (3.28) with regard to quality
URCE: ISO/IEC/IEEE 12207:2017, 3.1.42]

B
ursion
pcess> repeating the application of the same process (3.30)

URCE: ISO/IEC/IEEE 15288:2023, 3.31]
D

ement that translates or expresses a need and its associated constraintsiand conditions
URCE: ISO/IEC/IEEE 29148:2018, 3.1.19, modified — Notes to entrg-have been removed.]

D
purce
et that is utilised or consumed during the execution of a process (3.30)

b 1 to entry: Resource includes diverse entities, such as funding, personnel, facilities, capital equipment, tools
ties, such as power, water, fuel and communication infrastructures.

b 2 to entry: Resources include those that are reusablé, renewable or consumable.
URCE: ISO/IEC/IEEE 15288:2023, 3.37]

|
rement

and

stem> withdrawal of active support by the operation and maintenance organization (3.28), partial or

disposal

[SOPRCE: ISO/IEC/IEEE 15288:2023, 3.38]

3.4
ris
effe

Not
opp

Not

| replacement by a new system (3.51), installation of an upgraded system, or final decommissioning

ct of uncertdinty on objectives

b 1 to entryy An effect is a deviation from the expected -- positive or negative. A positive effect is also known a
Drtundtys

and

IS an

ntal

b 2o entry: Objectives can have different aspects [such as financial, health and safety (3.43), and environme

goa

S]and can apply at dilferent [evels (Such as strategic, organization-wide, project, product and process).

Note 3 to entry: Risk is often characterized by reference to potential events and consequences, or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including changes
in circumstances) and the associated likelihood of occurrence.

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or
knowledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, 1.1, modified — The last sentence in note 1 to entry has been added.]
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3.43

safety

expectation that a system (3.51) does not, under defined conditions, lead to a state in which human life,
health, property, or the environment (3.18) is endangered

Note 1 to entry: The term is alternately defined as freedom from risks (3.42) that are not tolerable.
[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48, modified — Note 1 to entry has been added.]

3.44
seC'Erity

profection against intentional subversion or forced failure, containing a composite of four attributes:
confidentiality, integrity, availability, and accountability, plus aspects of a fifth, usability, all of which Have
thefrelated issue of their assurance

Notg¢ 1 to entry: Security includes authenticity, accountability, confidentiality, integrity, availability, ion-repudiation,
and|reliability, all of which have the related issue of their assurance.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.49, modified — Note 1 to entry has been added]

3.45
seryice
output of an organization (3.28) with at least one activity (3.3) necessarily performed between |the
orgpnization and the customer (3.13)

Notg 1 to entry: The dominant elements of a service are generally intangible:
Notg 2 to entry: A service is coherent, discrete and can be composed sfother services.
[SOURCE: ISO/IEC/IEEE 15288:2023, 3.42]

3.46
software item
soufce code, object code, control code, control data, or a collection of these items

Notg 1 to entry: A software item can be viewed as a system element (3.52) of ISO/IEC/IEEE 12207 angl of
ISOJIEC/IEEE 15288. Software items are typicatly configuration items (3.12).

[SOURCE: ISO/IEC/IEEE 12207:2017,-3:1:53, modified — Note 1 to entry has been updated to refergnce
ISOJIEC/IEEE 12207 and ISO/IEC/IEEE 15288.]

3.4y
soffware product
set pf computer programs, procedures, and possibly associated documentation and data

Note 1 to entry: A softwate product is a software system (3.51) viewed as the output [product (3.33)] resulting frqm a
prodgess (3.30).

[SOURCE: ISOAEC/IEEE 12207:2017, 3.1.54]

3.48
stage
perjadswithin the life cycle (3.24) of an entity that relates to the state of its description or realization

Note 1 to entry: As used in this document, stages relate to major progress and achievement milestones of the entity
through its life cycle.

Note 2 to entry: Stages often overlap.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.43]
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3.49

stakeholder
individual or organization (3.28) having a right, share, claim, or interest in a system (3.51) or in its possession
of characteristics that meet their needs and expectations

EXAMPLE

End users (3.60), end user organizations, supporters, developers, customers (3.13), producers, trainers,

maintainers, disposers, acquirers (3.1), suppliers (3.50), regulatory bodies, and people influenced positively or
negatively by a system.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.44]

3.50

supplier

org@inization (3.28) or an individual that enters into an agreement (3.5) with the acquirer (3.19for the supply
of a|product (3.33) or service (3.45)

Notg 1 to entry: Other terms commonly used for supplier are contractor, producer, seller or yendor.

Notg 2 to entry: The acquirer and the supplier sometimes are part of the same organizatioen-

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.45]

3.51

system

arrangement of parts or elements that together exhibit a stated behaviour or meaning that the individual
congtituents do not

Notg¢ 1 to entry: A system is sometimes considered as a product (3.33) or as the services (3.45) it provides.

Notg¢ 2 to entry: In practice, the interpretation of its meaningiis’frequently clarified by the use of an associative npun,
e.g. |aircraft system. Alternatively, the word “system” is.§ubstituted simply by a context-dependent synonym,|e.g.
aircfaft, though this potentially obscures a system principles perspective.

Notg¢ 3 to entry: A complete system includes all of thé associated equipment, facilities, material, computer progrgqms,
firmpware, technical documentation, services and personnel required for operations and support to the degree
nec¢ssary for self-sufficient use in its intended.environment (3.18).

[SOURCE: ISO/IEC/IEEE 15288:2023,'3:46]

3.52

system element

disg¢rete part of a system (3(51)that can be implemented to fulfil specified requirements (3.39)

EXAMPLE Hardwarg,seftware, data, humans, processes (3.30) [e.g. processes for providing service (3.45) to users
(3.60)], procedures [e:gnoperator (3.27) instructions], facilities, materials and naturally occurring entities, or[any
combination.

[SOURCE: ISO/TEC/IEEE 15288:2023, 3.47]

3.58

system-of-interest

Sol

system (3.51) whose life cycle (3.24) is under consideration

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.48]
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3.54
system of systems

SoS

set of systems (3.51) or system elements (3.52) that interact to provide a unique capability that none of the
constituent systems can accomplish on its own

Note 1 to entry: System elements can be necessary to facilitate the interaction of the constituent systems in the system
of systems.

[SOURCE: ISO/IEC/IEEE 21839:2019, 3.1.4]

3.5

systems engineering

trapsdisciplinary and integrative approach to enable the successful realization, use, and retirement (3|
of ¢ngineered systems (3.51) using systems principles and concepts and scientific, technological
management methods

[SO

3.5
tas
req
out

[SO

3.5
tec
defq

[SO

3.5
tec

appllication of technical and administrative xesources (3.40) to plan, organize and control engineer

fun
[SO

3.5
tra
disg
(3.5

[SO
renj

3.6
use
ind

Not

URCE: ISO/IEC/IEEE 15288:2023, 3.50]

-

D
K
hired, recommended, or permissible action, intended to contribute to the achievement of one or n
Comes of a process (3.30)

URCE: ISO/IEC/IEEE 15288:2023, 3.51]

4
hnical debt
erred cost of work not performed at an earlier point in théproduct life cycle (3.24)

[URCE: Software Extension to the PMBOK® Guide Fifth.£dition]

B
hnical management

Ctions

URCE: ISO/IEC/IEEE 12207:2017, 3.1.:67]
D
ceability

ernible association amongytwo or more logical entities, such as requirements (3.39), system elem
2), verifications (3.62), or tasks (3.56)

URCE: ISO/IEC TR29110-1:2016, 3.71, modified — "discernible" has been added; EXAMPLE has b
oved.]

D

r

viduaker group that interacts with a system (3.51) or benefits from a system during its utilization

e Itorentry: The role of user and the role of operator (3.27) are sometimes vested, simultaneously or sequenti

141)
and

ore

ing

Pnts

cen

ally,

in thesame individual or nrgnni7nf'inn ('2 7R)

[SOURCE: ISO/IEC 25010:2011, 4.3.16, modified — The original note 1 to entry has been replaced by new one.]
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3.61
validation
confirmation, through the provision of objective evidence, that the requirements (3.39) for a specific intended

use

or application have been fulfilled

Note 1 to entry: In a life cycle (3.24) context, validation involves the set of activities (3.3) for gaining confidence that a
system (3.51) is able to accomplish its intended use, goals and objectives in an environment (3.18) like the operational
environment. The right system was built.

[SOURCE: ISO 9000:2015, 3.8.13, modified — Notes 1 to 3 to entry have been removed; a new note 1 to entry

pa i |

L dd
haspeen atraetr]

3.6

fulf

Not

veriffication

conffirmation, through the provision of objective evidence, that specified requirements (3.39)have b
illed
b 1 to entry: Verification is a set of activities (3.3) that compares a system (3.51) or systenreléement (3.52) aga

the

required characteristics. This includes, but is not limited to, specified requirements, désigh description and

systlem itself. The system was built right.

een

inst
the

the

ject
red

[SOURCE: ISO 9000:2015, 3.8.12, modified — Notes 1 to 3 to entry have been removed; a new note 1 to entry
has|been added.]

3.68

view

representation of a system (3.51) from the perspective of a related Set of concerns (3.11)

Notg 1 to entry: A view can be an operational, functional or architectural representation of a system.

[SOURCE: ISO/IEC/IEEE 24774:2021, 3.21, modified — Removed the word "whole" before "system" from
definition; the original note 1 to entry has been replaced*by a new one.]

3.64

viewpoint

spergification of the conventions for constructing and using a view (3.63)

[SOURCE: ISO/IEC/IEEE 24774:2021, 3.22, modified — Notes 1 to 3 to entry have been removed.]

4 |Life cycle-related concepts

4.1 General

Thip clause addresses system and life cycle concepts. For completeness, process, organizational and pro|
congepts are coverédyin Annexes A, B and C, respectively to provide guidance when they are considd
further.

4.2| Systemyconcepts

4.2)1C- General

This subclause is included to highlight and explain essential concepts on which this document is based. These
concepts are directly applicable to software systems, as addressed in ISO/IEC/IEEE 12207, and systems, as
addressed in ISO/IEC/IEEE 15288. See Annex A for additional information on process concepts. Additional
discussion for essential concepts related to system of systems (SoS) can be found in ISO/IEC/IEEE 21839,
ISO/IEC/IEEE 21840 and ISO/IEC/IEEE 21841.
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4.2.2 Systems

A system is an arrangement of parts or elements that together exhibit behaviour or meaning that the
individual constituents do not. The systems considered in this document are made by humans and utilised to
provide products or services in defined environments for the benefit of users and other stakeholders. These
systems can be configured with one or more of the following: hardware, software, services, humans, data,
processes (e.g. processes for providing services to users), procedures (e.g. operator instructions), facilities
and naturally occurring entities (e.g. water, organisms, minerals).

The perception and definition of a particular system, its architecture and its system elements depend on

an

perpon's Sol. Conversely, it can be viewed as being part of the environment of operation for yet anot
perpon's Sol.

The following are key points regarding the characteristics of the Sol:

a)
b)
9
d)
e)

f)

Whptever the boundaries chosen to define the system, the.concepts and models in this document are gen
and permit a practitioner to correlate or adapt individual instances of life cycles to its system concepts

pri

In this document, humans are considered both-as users and as elements of a system. In the first case,
human user is a beneficiary of the operation-of the system. In the second case, the human is an oper
carfying out specified system functions, such as those involved in providing a service. An individual

be,

airdraft in the civil aviation system performs as an operator of the aircraft while also benefitting from

tra

Hurpans contribute to the perforimance and characteristics of many systems for numerous reasons, e.g. t
sperial skills, the need for flexibility and for legal reasons. Whether they are users or operators, humans
highly complex, with behayiour that is frequently difficult to predict, and they need protection from hg
Thip requires that thé-system life cycle processes address human element factors in the areas of huj

fac
cul

desfribed in more detail in ISO 9241-210 and ISO 9241-220.

4.2

Thd system life cycle processes are described in relation to a system that is composed of a set of interac

¢bserver's interests and responsibilities. Une person's Sol can be viewed as a system element In ano

defined boundaries encapsulate meaningful needs and practical solutions;
there is a hierarchical or other relationship between system elements;

an entity at any level in the Sol can be viewed as a system;

a system comprises an integrated, defined set of subordinate system eléements;

humans can be viewed as both users external to a system and as system elements (e.g. operators) wif
a system;

a system can be viewed in isolation as an entity, (e.g. a prodiuct), or as a collection of functions capabl
interacting with its surrounding environment, (e.g. a set-0f services).

nciples.

simultaneously or sequentially, a user and an element of a system, for example, the pilot of a priy

sportation service provided by the aircraft.

ors engineeringsystem safety, health hazard assessment, workforce, personnel, training, ethical
fural values. These issues are addressed by particular activities and iterations in the life cycle and

3 ,System structure

her
her

hin

e of

eric
and

the
htor
can
rate
the

heir
are
rm.
nan
and
are

[ing

physical, logical and other system elements, depicted in Figure 1, each of which can be implemented to fulfil
its respective specified requirements. Responsibility for the implementation of any system element can
therefore be delegated to another party through an agreement.
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System
element

The
or

conpidered as a system (that in turn can be comprised of system elements)’before a complete set of sys
elements can be defined with confidence, as indicated by Figure 2. In-this’ manner, the system life c
progesses are applied recursively to a Sol to resolve its structure tosthe’point where understandable

ma
imp
mol

e aspects, are not hierarchical, such as networks and othef distributed systems. So, recursion is
necpssarily linearly downward in all cases.
System-of-
Level 0 y
interest
L System
Level 1 Y
System System element
Syst Syst : Syst Syst :
stem stem stem stem
Level 2 4 4 4 v
element element System element element System
[ | [ | |
Level 3 System System System
System element element System element System
System System System System System System System
Levela y Y y y y y y
element element element element element element element

lies a hierarchical relationship, in reality there are an increasihg number of systems that, from on

System System
1 i 1 ry
' CICITICIIU ' l CICITICITIU '
-~ -

Figure 1 — System and system element relationship

relationship between the system elements can be expressed in many fotms, including hierarc
etworks. For more complex systems-of-interest, a prospective system element can itself need td

ageable system elements can be implemented or reused or acquired from another party. While Figu

hies
be
tem
ycle
and
re 2
P Or
not

Figure 2 — System-of-interest structure

4.2.4 Enabling systems

Throughout the life cycle of a Sol, essential services are required from systems that are not directly a part
of the operational environment of the Sol, e.g. new product development, mass-production system, training
system, maintenance system. Each of these systems enables a part, for example, a stage, or stages, of the life
cycle of the Sol to be conducted. Termed “enabling systems”, they facilitate progression of the Sol through its
life cycle. The relationship between the services delivered to the operational environment by the Sol and the
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services delivered by the enabling systems to the Sol are shown in Figure 3. Enabling systems can be seen
to contribute indirectly to the services provided by the Sol. Enabling systems can have their own customers,
deployment approaches and use cases that can overlap other enabling systems. The interrelationships
between the Sol and the enabling systems can be bi-directional or a one-way relationship at each stage in
which the Sol and specific enabling systems interrelate. In addition to interacting with enabling systems, the
Sol can also interact with other systems in the operating environment, shown as Other Interacting Systems
A, B and C, and Enabling Systems 1, 2, 3, 4 and 5. Requirements for interfaces with enabling systems and
other systems in the operational environment should be included in the requirements for the Sol.

Operating environment 2

Dur
Sin
not
and
sub
ag
disq
nec
For
the
fixt]

Solution 2
(Customer 2,
Deployment\2)
Use Case.2)

Dperating environment 1
Solution 1
(Customer 1,
Deployment 1,
Use Case 1)

Enabling
System 2

Other
Interacting
System B

Enabling
System 1

System of
Interest

Other
Interacting
System A

Enabling
System 4

Enabling
System 3

Operating environment 3
Solution 3
(Customer 3,
Deployment 3,
Use Case 3)

Figure 3 — Services delivered by enabling systems to the system-of-interest

ing each stage in the systemdife cycle, the relevant enabling systems and the Sol are considered toget]
e they are interdependent,jthey can also be viewed as a system. When a suitable enabling system d
already exist, the projeet that is responsible for the Sol can also be directly responsible for crea
using the enabling ‘system. Creating the enabling systems can be viewed as a separate project
sequently anothernSol. A given enabling system can be used more than once (i.e. several times dul
ven stage, or¢in-multiple stages, or both) during a system’s life cycle, and that such use can h
ontinuities.<Fhé enabling system can also be used concurrently in multiple life cycle stages. Thus,
pssary to-~consider the full life cycle, maturity and concurrency requirements for the enabling systd
example,d specific fixture can be used for retirement, for which there can be a significant time delay,
fixture-can be needed for development, operations and maintenance, and have activities requiring
ure,concurrently. As another example, a training aid can be developed as part of the concept stage, t

her.
oes
[ing
and
ring
ave
it is
ms.
.Or
the
hen

refi

= | 3 | 1 4 43 2| HS 4
ICU difu 1TCTustTu 111 uCVClUlJlllCllL’ UPCI dliUIl dallUu I1I1d11ItCIIaiic’cT DLGSCD-

See ISO/IEC/IEEE 24748-2:2024, Annex B for additional information about interfacing, enabling and
interoperating systems.
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4.3 Life cycle concepts

4.3.1 System life cycle model

Every system, whatever the kind or size, inherently evolves from its initial conceptualization through its
eventual retirement. It is generally useful to build a life cycle model of this progression, showing each stage

in the evolution, to help manage the evolution of the system. Models built for this purpose are termed

life

cycle models. Movement from one stage to another represents a decision point with specific criteria intended

to be satisfied guiding stage entry and completion. These criteria usually are directly based either on

the
ific

the|model, however done, is the system's life cycle. While the system has a life cycle, it is only by applying

modlel(s) that subdivide the life cycle that the concept of stages becomes relevant. Models have stages,
any| Sol can be regarded from the perspective of one or more models. Some models penmit concurrenc
sta
life[cycle stages at the same time.

A system life cycle model is segmented by stages because it facilitates planning, provisioning, opera
and supporting the Sol. This segmentation by stages provides an orderly progression of a system thro
established decision-making gates to reduce risk and to enable satisfactory\progress. This segmentation
allows the establishment of different development environments identifying processes, procedures, meth

ges while some do not. Which stage(s) a system is in depends on the models. A system can be in multjiple

[ing
ugh
hlso
hds,

teclhniques and tools appropriate to each stage. However, it does not-riegate using the same developnjent

enviironment for multiple stages. It can be useful to develop one or more specific process views from
vieyvpoint of stage transition decision making, following the information given in ISO/IEC/IEEE 24774:2
Clafise 6.

A s¢condary aspect of using a life cycle model is that it.cah help an organization think of its work ang
processes within a larger framework, which can have*useful business overtones. See, for example,
dis¢ussion of a services life cycle model in 6.3.4.1.

Sevpral factors make system life cycle planningyprovisioning and operation difficult to manage. Econor
and market forces, as well as novelty, complexity and operational stability affect the length of a system’s|
cycle. Some systems have life cycles that are' decades long (e.g. aircraft, satellites, ships) and some are ¥
short (e.g. instruments and consumer elegetronics).

A typical system, however, progresses through stages where it is conceptualized, developed, produced
product or service (or a mix of beth), utilised, supported and retired. The life cycle model is the framew
that helps ensure that the system can meet its required functionality throughout its life. Thus, to de
system requirements and deyelop system solutions during the concept and development stages, compe

the
021

its
the

hics
life
ery

hs a
ork
fine
fent

people in the activities(of ‘other stages (e.g. production, utilization, support, retirement) are needed to

perform trade-off analyses and to help make design decisions and arrive at a balanced solution. This h
enspire that a systermrhas the necessary attributes designed in as early as possible. Also, it is essential to i
the|necessary enabling systems available to perform required stage functions.

A r¢presentative system life cycle model includes the stages: concept, development, production, utilizat
support anidretirement as shown in Figure 4. Although the figure shows stages as adjacent boxes, this shq
not|be.€onstrued to mean a sequence or a linear progression between stages. An alternate system life c
modlélis shown in Figure 5.

blps
ave

ion,
uld
ycle

Concept Development Production Utilization Support Retirement

Figure 4 — Representative system life cycle model
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Figure 5 — Development and operations (DevOps) example life cycle stages

pes, although drawn as discrete, are in practice interdependent, overlapping or coficrrent. Furt
res sometimes implicitly convey a uniformity and single linearity of time pregréssion that is
erently part of a life cycle model: stages do not necessarily occur one after angther in time seque
cycle models can navigate non-sequentially between the various stages as shewn in Figure 6. O
vn in Figure 7, stages often occur in parallel and multiple times. So, one actudlity of the “progression
stem through its life cycle can be represented in many ways. Further, although each stage is someti

res can be and usually are quite different. For example, for a giver system, the concept stage can

pmplished in days.

Development a

LN

Concept Production Utilization Retirement

Support

[teration and recursioppossible on all paths.

Figure 6 — Life cycle model with some of the possible progressions

Fesented as if it have approximately the same time duration as the otherstages, the durations of differ

her,
not
nce.
r as
" of
mes
ent
last

 weeks, the development can take months, the utilization can coutinue for years and retirement can be

Conce;&QV ml |Upgrade conceptl

Dﬁiﬂ{l\{gment |Development| Upgrade development

Production | Production | | Upgrade production

Utilization Utilization

Support | Support |

Retirement | Retirement |
NOTE1  Utilization and support stages begin with first unit. For software, support can occur during development

and

before operational utilization.
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NOTE 2  Retirement begins when first unit retires or is lost to damage. System elements can be retired prior to
system retirement.

NOTE 3  Concept, development and production stages can be restarted for mid-life upgrade or service life extension.

NOTE 4  Support parallels utilization until last unit is removed from service. Support can end while units are still
being utilised.

NOTES5 Retirement stage continues until last unit is retired. It is not always possible to know if units are still being
utilised.

Figure 7 — Example of parallel life cycle stages

A system progresses through its life cycle as the result of actions, performed and managed by’ peoplg in
orghnizations, using processes. The detail in the life cycle model is expressed in terms of these processes,
thelr outcomes, relationships and occurrence. Since stages can have complex relationships, definitioh of
entfy and exit criteria for a specific stage are needed. Figure 8 shows some examples'of stage entry pnd
exif criteria and potential alignment of the decisions. Entry or exit criteria can bé met (diamonds in|the
figyre) before the decision, concurrent with the decision, after the decision, or not‘atall (triangles). Decigion
criteria can include an assessment of technical debt and its implications for other'stages. Technical debt|can
acchmulate in any life cycle stage.

—

¥ Entry criteria met Exit criteria met €
W Decision to begin stage Decision to end stage W

Ex: Ready for utilization, but § P o: Ex: Continue risk reduction
delay until market prior to ending stage

announcement

@ Entry criteria met Exit criteria met €

W Decision to begin stage Decision to end stage W
Ex: Begin stage when all entry Ex: End stage when all entry
criteria are satisfied criteria are satisfied

@ Entry criteria met Exit criteria never met 4

W Decision to begin stage Decision to end stage W
Ex: Begin utilization early due to § Ex: Project terminated befor¢
market-assessment even though criteria met

alleriteria not met

NOTE Decision criteria can include stage entry/exit criteria, entry/exit criteria from other stages, risk assessnjent,
extgrnal events.

Figure 8 — Stages begin and end based on criteria or external events

Foulr common principles associated with a life cycle model are the following:

— asystem progresses through specific stages during its life;
— enabling systems should be available for each stage in order to achieve the outcomes of the stage;

— at specific life cycle stages, quality characteristics such as producibility, usability, supportability and
disposability should be specified and designed or implemented into a system;

— stages begin and end based on criteria or external events.
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4.3.2 System life cycle stages

Life cycles vary according to the nature, purpose, use and prevailing circumstances of the system.
Nevertheless, despite an apparently limitless variety in system life cycles, there is an underlying, essential set
of stages that exists in the complete life cycle of any system. Each stage has a distinct purpose and contribution
to the whole life cycle and should be considered when planning and executing the system life cycle.

Stages can represent divisions of the life cycle associated with a system and they relate to the state of
the system description or realization of the system's set of products or services. The stages describe the
major progress and achievement milestones of the system throughout its life cycle. Because the life cycle
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Table 1 shows a commonly encountered example of life cycle stages. Also shown are theprincipal purpq
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conpplexity of thé System, the stability of requirements, the technology opportunities, the need for differ
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transition between stages. These criteria, decisions or gates can facilitate consistent approaches

h a framework within which management has high-level visibility and control of project and‘'techn
cesses. Stages can include sub-stages to further divide the life cycle.

hch of these stages and the possible decision options used to manage the achievementand risk associa
h progression through the life cycle.

Table 1 — Example of stages, their purposes and major décision gates

Life cycle stages Purpose Decision options

Identify stakeholders' needs
Concept Explore concepts
Propose viable solutions

Refine system requirements

. o — Begin subsequent stage or stages
Create solution description & 4 & g

Development .
P Build system — Continue this stage
Verify and validate systenk
— Go to orrestart another stage
. Produce systems

Production . L
Inspect and test — Hold project activity

Utilization Operate system,to'satisfy users — Terminate project
needs
Providesastained system capa-

Support bility

Retirement Store,archive or dispose of system

anizations employ stages differently to satisfy contrasting business and risk mitigation strategies. U

erent characteristics,Sequential, incremental, concurrent or evolutionary life cycle forms are freque
d. Alternatively,@-suitable hybrid of these can be developed. The selection and development of such
e forms by art.organization depend on several factors, including the business context, the nature

em capabilities at different times and the availability of budget and resources. In addition, major decis
s, often~called milestones and reviews to focus on making the decisions can be incorporated by
hniZation on an incremental basis within a stage, as well as at the end of a stage, to further manage ri

lel makes a distinction between various stages, some criteria, decisions or gates can be used to glllide

and

comes as the system transitions between stages of the model. The stages thus provide organizations
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should be considered during any other stage of the life cycle. As a consequence, the contributing parties
need to coordinate and cooperate with each other throughout the life cycle. This synergism of the life cycle
stages and the functional contributors is necessary for successful project actions. Close communication with
project team members from the different functions and organizations responsible for other life cycle stages
leads to consistency in the life cycle.
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3 Stagesin a Sol and its enabling systems

Aswith any system, each enabling system also has its own life cycle. Each life cycle is linked and synchronized
to that of the Sol. For example, if an enabling system does not already exist, its requirement is defined during
the concept stage of the Sol (or later if lead times permit), before the enabling system is utilised as shown in
Figure 9 to provide its particular service to the Sol.

An enabling system can pre-exist the Sol. Enabling systems can, for example, be an existing part of the
infrastructure of the organization responsible for the Sol or be in a service supplier's organization. Pre-
existing enabling systems can introduce additional constraints on the Sol.
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h enabling system can itself be considered as a Sol, having in turn its own enabling systems. Theref]
concepts in this document can also be applied to enabling systems.

nbinations of multiple life cycle models can be applied, such that iteration (e.g. typical agile developm
serial (e.g. waterfall) life cycle models are applied to different system components of Seli-while Dev
be introduced during the initial development or after an initial system is operational, to closely inv
clopment and operations in a continuous integration/continuous delivery model. Systém elements wif
Sol can use life cycle models that differ from that used to model the Sol.

bwise, constituent systems (CS) participating in an SoS can use differentifé cycle models and b
ous stages within them. The SoS can be requested to interact with CS thavare in different stages. 'l
ecause CS are managed and operated independently from SoS. For ¢xample, some CS can be in t
zation stage while others can still be in their concept or developiment stages, while the SoS is in
elopment stage.
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Need for services from a
system-of-interest

Concept system
Concept Developmentl Production IUtilizationI Support IRetirement

> Development system
’ Concept | Development| Production |Utilization| ~Support | Retirement
/
/
/
’
) . Production system
1 /’ Concept Developmentl Production IUtilizationI Support I Retirement
! ’
! /
1 /
|, K - Support system
1 1 P Concept Developmentl Production IUtilizationI Supporb I Retirement
1 1 g
\ 1 4
\ I ) -
\ 1 P R o e Retirement system
\\ \ | ’," Concept Developmentl Produetion IUtilizationI Support IRetirement
\ \ | s
N \ \ .
\ \ \
N \ 1
N \ \ \
~ N \
~ < N )
ol N O . Z N2 Z Z
S - : S = ConceptIDevelopmentI Productiomn Mlizationl Support IRetirement
== System-of-interest
System-of-interest services to its
operational environment
Key
----»> the system-of-interest requirements for enabling services
i ) the enabling systems setvices delivered to the system-of-interest
Figure 9 ~— System interaction with typical enabling systems
5 |Life cycle stages
5.1 General
Lifd cyclestages are the specific framework within which system life cycle processes are applied through
the|system life cycle. The value of stages is that entry into and exit from each stage represents a transi
in thesprimary activities applied to the Sol and a decision paint Progression from aone stage ta anothey

a SOI or some increment of the system can be explicitly gated with decision points, exit criteria and entry
criteria. At a decision gate, progress is evaluated against criteria for each stage. These criteria determine

when a stage can be exited and when other appropriate stages can be commenced.

NOTE

decision gates.

Each life cycle process of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 can be invoked at any point
throughout the life cycle (see 4.2.1). The order in which processes are invoked, and when they are invoked,
is driven by the project requirements and context: there is no unique definitive order or time sequence for
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their use within a stage or across several stages. For a given process, the outcome or outcomes for one stage
can differ from those in other stages. Outcome or outcomes for each process invoked during a given stage to
support the exit criteria for that stage and the entrance criteria for any ensuing stages.

System, software, service (or other) life cycle processes can be invoked concurrently, iteratively, recursively
or time dependently in any applicable stages of an individual system, software, service or other life cycle
model. applicable to a given project. The scale and rigour of process application in the listed stages and the
duration of these stages are guided by the varying business and technical needs of the projects defining and
using the life cycle model.
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5.2

5.2.

Processes INVoRed are generally performed by SyStems other than the Sol, €.8. Dy enabling systems.
5 document describes the following six stages as examples:

concept stage;

development stage;

production stage;

utilization stage;

support stage;

retirement stage.

oach to product delivery. DevOps (development and operation’s) is the set of principles and pract

ch enable better communication and collaboration between relevant stakeholders for the purpg
pecifying, developing and operating software, and systems products and services, and continu
rovements in all aspects of the life cycle. Having similar objectives, agile and DevOps approaches
juently combined.

OtEFr life cycle models and development approaches exist. For example, agile is an iterative and increme

each example stage, an overview description is‘given, followed by a detailed description with purp
outcomes.

comes common to all stages include thefollowing.

Plans and exit criteria for the stagé are provided for common use by stakeholders, including record
their preliminary and revised versions.

Risks and mitigating actions'are identified for common use by stakeholders, including records of t
preliminary and revised versions.

Technical debt and.its)liimplications for other stages are assessed.
Enabling systemhis)are implemented and available.
Stage exitcritéeria are achieved.

Authorizdtion to proceed to the appropriate stage or stages, based on the specific life cycle model in
by théproject, is achieved.

htal
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Information items are. gonnr:\fnd or npdnfnﬂ

Concept stage

1 Overview

The concept stage begins with initial recognition of a need or a requirement for a new Sol or for the
modification to an existing Sol. This is an initial exploration, fact finding and planning period when economic
technical, strategic and market bases are assessed through acquirer/market survey, business or mission
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analysis, solution space identification and feasibility analysis and trade-off studies. Acquirer/user feedback
to the concept is obtained.

One or more alternative concepts to meet the identified needs or requirements are developed through
analysis, feasibility evaluations, estimations (such as cost, schedule, market intelligence and logistics), trade-

off

studies, risk assessment and experimental or prototype development and demonstration. Concepts can

be generated from existing systems. The need for one or more enabling systems for adaptation, development,
production, utilization, support and retirement of the Sol is identified and candidate solutions are included
in the evaluation of alternatives in order to arrive at a balanced life cycle solution. Typical outputs of this
stage are stakeholder requirements, concepts of operation, assessment of feasibility, preliminary system

and concept plans for enabling systems, including whole life cycle cost and human resource requiféments
estimates and preliminary project schedules. Decisions are made whether to continuecwith |the

reccli.!irements, outline architecture and design solutions in the form of drawings, models, prototypes, ¢tc.,

implementation of a solution in the development stage or to cancel further work.

It i presumed that the organization has available enabling systems for the concept stage that consist of|the
methods, techniques, tools and competent human resources to undertake market/economic analysis pnd
forgcasting or mission analysis, feasibility analysis, trade-off analysis, technical analysis, whole life ¢ost

estimation, modelling, simulation and prototyping.

5.2

2 Purpose

Theg concept stage is executed to assess new business opportunities opmission assignments for feasibility
and to discern stakeholder needs and requirements. The concept stage can be extended into evaluatioh of

congeptual architecture and design solution.

5.2

In addition to the outcomes common to all stages, outcomes'of the concept stage are listed below.

a)

b)

f)

g)

h)

3 Outcomes

New concepts are identified with stakeholders/~¢@nsensus that offer such things as new capabilities,
enhanced overall performance or reduced stakeholders' total ownership costs over the system life cycle.

An assessment is performed on feasible Sol concepts, with initial architectural and other solutipns,
including enabling systems throughout) the life cycle, for closure against technical and busines$ or
mission stakeholder objectives.

Preliminary stakeholder, systefnjand usability requirements (preliminary technical specifications for
the selected Sol and usability specifications for the envisaged human-machine interaction) are prepared
and baselined. See ISO 9241=210 for additional guidance on human-machine interactions.

Refined outcomes and cost estimates for stages of the system life cycle model are provided for common
use by stakeholders:

Risk identification, assessment and mitigation plans are prepared for common use by stakeholderq for
this and subSequent stages. The system life cycle model can also be the subject of risk management.

Identifigéation and initial specification of the services that are needed from enabling systems throughout
the life.of the Sol are defined.

Concepts for execution of all succeeding stages are provided for common use by stakeholders, including
preliminary plans and preliminary entry and exit criteria.

Definition of the enabling system services required in subsequent life cycle stages is provided for
relevant stakeholders.

Project budget and schedule baselines and life cycle ownership cost estimates are provided for common
use by stakeholders.

Review is performed for any existing systems or system elements that can be leveraged to accelerate
meeting the customer’s need.
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k) Review is performed for system of systems (SoS) considerations if the system will operate in an existing

or developing ecosystem of other systems.
5.3 Development stage

5.3.1 Overview

The development stage includes sufficiently detailed technical refinement of the system requirements,
system archltecture and the des1gn solutlon and transforms these into one or more feas1ble products that

and capabilities. Feedback is obtained from stakeholders, including those who produce, operate,

Ints
of gther stages (production, utilization, support and retirement) and their enabling systems’ Tequireme¢nts

lse,

support and retire the Sol through such means as a series of technical or other reviews./@utputs are a Sql or

a prototype of the final Sol, refined requirements for enabling systems or the enabling systems themse
and all documentation and cost estimates of other stages.

Planning for this stage includes preparing to establish an infrastructure of development enabling syst

ves

£ms

con
to
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dev]

5.3

The
pro

5.3

In dddition to the outcomes common to allstages, outcomes of the development stage are listed below.

isting of facilities, processes, procedures, methods, techniques, tools\aiild competent human resoufrces
ndertake analysis, modelling and simulation, prototyping, design, integration, test, transition pnd
umentation. These items are modified, developed or acquired to\be available when needed to support
elopment.

2 Purpose

development stage is executed to develop a Sol*that meets stakeholder requirements and carl be
duced, tested, evaluated, operated, supported and retired.

3 Outcomes

a) |Architecture models and system.désigns are created for the Sol.

b) |A structure for the Sol, is comprised of engineered system elements, for example, hardware elements,
software elements, human:elements, process elements, facility elements and the interfaces (internal
and external) of all such elements.

¢) |Verification and validation results are available for assurances of Sol capabilities with their recorded
evidence.

d) |Transition planning is conducted to help stakeholders who perform system transition to their
own envitenments of use, including establishment of hardware, software and facility elements,
implementation of operating procedures and training in support of the utilization stage.

e) |Evidénce supporting a decision is available for assurances of Sol capabilities, with all risks and bengfits
considered, that the Sol meets all specified requirements and is producible, operable, supportable pnd
capable of retirement and is cost-effective for stakeholders.

f) Refined and baselined requirements for the enabling systems are provided for common use by
stakeholders, along with methods and tools for establishing and maintaining traceability between
requirements and the developed system.

g) A prototype or operable Sol is available.

h) Refined outcomes and cost estimates for the production, utilization, support and retirement stages are

provided for common use by stakeholders.
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5.4 Production stage

5.4.1 Overview

The production stage begins with the approval to produce the Sol. The Sol can be individually produced,
assembled, integrated and tested, as appropriate, or can be mass-produced. Initial planning for this stage can
begin in another stage. During production, the system can undergo enhancements or redesigns, the enabling
systems can be reconfigured, and production staff can be retrained in order to continue evolving a cost-
effective product or service from the stakeholder view. That is, the production stage and the development

Stage-can overlan or evecute concurrenthz
g r J

NOTE For software systems, production can involve enabling systems, physical media and packaging.

It ig presumed that the organization has budget and enabling systems that consist of production.equipmgent,
facilities, tools, processes, procedures and competent human resources. These items aré-developed or
acqpired in order to be available when needed to enable production. See ISO/IEC 26550" for additignal
guiflance and considerations related to product line engineering and management.

5.4{2 Purpose

Thg production stage is executed to produce or manufacture the Sol, test it and produce related enabling
systems as needed.

5.4{3 Outcomes
In dddition to the outcomes common to all stages, outcomes of the production stage are listed below.
a) |Qualification of the production capability is determined\enough for assurances of Sol capabilities.

b) |Resources, material, services and system elements’are acquired to support the target production
quantity goals.

¢) |An operable system is produced according tefapproved and qualified production information.
d) [The packaged product is transferred to-distribution channels or acquirer.
e) |Updated concepts are provided forexecution of all other stages.

f) |Averified and quality-assured Sel is accepted by the acquirer.
5.5/ Utilization stage

5.5]1 Overview

Thq utilization stage begins with installation and transition to use of the system. The utilization stage is
exefuted to opérate the product at the intended operational sites to deliver the required services, matdrial
and data with, continuing operational and cost-effectiveness. This stage ends when the Sol is taken oyt of
seryice.

Plannping for this stage begins in other stages. This stage includes those processes related to use of|the
Systeri-to-provide-services—as-wellastnonitoring performance-andidentitying—classifyringand reperting
of anomalies, deficiencies and failures. The response to identified problems includes taking no action,
maintenance and minor (low cost/temporary) modification, major (permanent) modification and Sol life
extensions, and end-of-life retirement. Some decisions can require a change to other life cycle stages, such as
development (implying a major modification of the Sol).

During this stage, the product or services can evolve, giving rise to different configurations. Enabling
systems can likewise evolve. The operator operates the different configurations and the responsible product
supplier manages the status and descriptions of the various versions and configurations of the product or
services in use.

© ISO/IEC 2024 - All rights reserved
© IEEE 2024 - All rights reserved

24


https://standardsiso.com/api/?name=8a907d40e12a734375f088d9b14f428b

ISO/IEC/IEEE 24748-1:2024(en)

It is presumed that the organization has available at the utilization stage the enabling system which can
include elements such as facilities, hardware and software, processes, procedures, trained personnel,
documentation and data. These items are developed or acquired in order to be available when needed to
support utilization.

5.5.2 Purpose

The utilization stage is executed to operate the system, to deliver services within intended environments
and to help achieve continuing operational effectiveness.

5.5{3 Outcomes

In dddition to the outcomes common to all stages, outcomes of the utilization stage are listed below:

a) |Trained personnel are assigned who have the competence to operate the Sol and proyide operati
services.

b) |An installed Sol is deployed such that it is capable of being operated and of providing sustain
operational services.

¢) |Confirmed conformance to required service objectives.

d) |New opportunities for Sol enhancement are identified through stakeholder feedback.

NOTE It is not always possible to know when the last unit has been removed from operation.

5.6 Support stage

5.6{1 Overview

The support stage begins with the provision of mdintenance, logistics and other support for the §
operation and use. Planning for this stage begins.in-other stages. The support stage is completed with
retirement of the Sol and termination of supporf services. However, support can be revoked/ended and
support stage completed, even if units are still\in use.

Thip stage includes those processes related to providing services that support utilization of the Sol.
stage also includes processes to use.ahd monitor the support system itself and its services, including
idemtification, classification and reporting of anomalies, deficiencies and failures of the support system
seryices. Actions to be taken as aresult of identified problems with the support system include maintengd
minor modification of the support system and services, major modification of the support system or
seryices, as well as end-of-life retirement of the support system and services.

and

Duiing this stage, thecsupport system and services can evolve under different versions or configurati
The support organization operates the different versions or configurations and the responsible prod
hnization manages the status and descriptions of the various versions and configurations of the support
system and servicCes in use.

org

It i§ presumed that the supporting organization has available the enabling systems, which consis
facillities);equipment, tools, processes, procedures, trained support personnel and maintenance many
Thq items making up the support enabling system are developed and acquired in order to be ready w
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5.6.2 Purpose

The support stage is executed to provide logistics, maintenance and support services that enable continuing
Sol operation and a sustainable service.
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5.6.3 Outcomes

In addition to the outcomes common to all stages, outcomes of the support stage are listed below.

a) Trained and competent personnel are assigned to maintain the Sol and provide the support services.

b) Organizational and enabling system interfaces are provided for problem resolution and corrective

actions.

¢) Product and services and the provision of all related support services, including logistics and secu
are dpp]nypd tothe nppr:\finnql sites

rity

d) [Problems or deficiencies are identified; appropriate parties (user, development, production orsupp
are informed of the need for corrective action, including sharing of historical resolution records:

e) |Product and service are maintained and design deficiencies are corrected.

f) |All required logistics support is operationally provided, including a spare parts inventory sufficien
satisfy operational availability goals.

NOTE Transition from the support stage can be to the retirement stage or the concept'stage for an enhanced
5.7 Retirement stage

5.7]1 Overview

The retirement stage provides for the removal of a Sol and/related operational and support servi
including appropriate disposal of specified system elements. Blanning for the retirement stage begin
othger stages. This stage begins when a Sol is taken out of sefvice.

This stage includes those processes related to operating.the system that enables retirement of the Sol
retifement enabling system), including appropriate disposal of specified enabling system elements, and
inclpdes monitoring performance of that enabling system and the identification, classification and reportin

prt)

t to

bol.

ces,
5 in

(the
hlso
g of

anomalies, deficiencies, and failures of the retiremént enabling system. Actions to be taken as aresult of identified

proplems include maintenance and minor modification of the retirement enabling system, major modificatig
the [retirement enabling system and end-of-lifé retirement of the retirement enabling system itself.

It i$ presumed that the organization.has access to enabling systems, which consists of facilities, ta

n of

ols,

professes, procedures, equipment, ‘trained personnel and, as appropriate, access to recycling, disposall or

confainment facilities. The items making up the retirement enabling system are developed and acquire
ordpr to be ready when needed to perform retirement functions.

Thip stage is applicable whenever a Sol reaches its end-of-service life. Such end-of-service life can be
restlt of replacement by.anew system, irreparable wear, catastrophic failure, no further use to the user
thrpugh change in mission or business direction), or when it is no longer cost-effective to continue opera
and supporting the Sol.

5.7{2 Purpose

d in

the

e.g.
[ing

Thq retirement stage is executed to provide for the removal of a Sol and related operational and support

seryices and to operate and support the retirement system itself.

5.7.3 Outcomes

In addition to the outcomes common to all stages, outcomes of the retirement stage are listed below.

a) Disposal constraints are provided as inputs to requirements, architecture, design and implementation.

b) Any enabling systems or services needed for disposal are available.
c¢) Related operational and support services are terminated.
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d) The system elements or waste products are destroyed, stored, reclaimed or recycled in accordance with
safety and security requirements.

e) The environment is returned to its original or an agreed state.

f) Records of disposal actions and analysis are available.

6 Life cycle model adaptation

6.1] General

No fwo projects are the same. Each organization is driven by the nature of its mission or business,‘its’sqcial
responsibilities and its forward strategy. These provide constraints on available opportunities’that|the
orgpnization and its projects can exploit. To help exploit opportunities, the organization establishes poligies
and procedures to guide the performance of projects. Variations in organizational policies ‘and procedulres,
acqpisition methods and strategies, project size and complexity, system requirements<and developnjent
methods, among other things, influence how a system is acquired, developed, operated/or maintained.|See
Anitjex C for additional information on project concepts.

6.2| Adaptation sequence

6.2|/1 General

arficular need. First, the adaptations reflecting the project efwironment are addressed, and then inputs
ossible changes are solicited from potentially affected parties. After that, the specific life cycle modgl is
seldcted.

Figiire 10 gives an illustrative sequence of steps that can be follewed to adapt the life cycle model to a
p
on

A 4

Identify project

environment and Solicit inputs (6.2.3) S:g:snggg?ggi[)e
characteristics (6.2.2) -
J J J
N N N
Select development Select life cycle model Select process model
approach (6.2.5) (6.2.6) (6.2.7)
J J J
A | Tailor processes (e.g., D decisi
apt life cycle stages 1SO/IEC/IEEE ocument decisions

(6.3) 15288:2023 Annex A) and rationale (6.2.8)

.

End

Figure 10 — Adaptation sequence

6.2.2 Identification of the project environment and characteristics

The project's organizational and enterprise characteristics can be determined by considering such issues
as enterprise strategy, organizational policies and procedures. Identify the relevant policies, procedures
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and regulatory constraints of the organizations involved, particularly of the acquirer and supplier, with
which the project should comply. Examples include policies and procedures related to ethics, security,
safety, privacy, risk management, use of an independent verification and validation agent, use of a specific
computer programming language and hardware resourcing. Pertinent laws and regulations that can impact
the project, including those related to environment, public safety and privacy, should be identified and
subsequently monitored for compliance.

6.2.
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ddapting the life cycle model to support using the processes from an Internatlonal Standard Affed
ies should be involved in the adaptation decisions. These parties can help ensure that the resulfi

3 Solicitation of inputs

pted life cycle model is feasible and useful. Where possible, include feedback from previous| projs
example, the life cycle model for a project using ISO/IEC/IEEE 12207 can be adapted according to

tasks beyond those provided in ISO/IEC/IEEE 12207, which can, for example; affect the exit criteria
cific life cycle stage or stages.

4 Selection of appropriate standards

IEC/IEEE 15288 and ISO/IEC/IEEE 12207 provide an interoperable suite of processes suitable for

tive emphasis upon system and software aspects. This variation should inform the choice of standa

In the context of this document, ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, there is a continy
of human-made systems from those that use little to no software to those in which software is

differ primarily in descriptive notes. The determination of the applicability of ISO/IEC/IEEE 15288
ISO/IEC/IEEE 12207 should be decided.by the nature of the system and its enabling systems. Ofte
mixed tailoring of each standard can beappropriate.

For projects for which the Sql'is an SoS or a constituent of a broader SoS, ISO/IEC/IEEE 21
ISO/IEC/IEEE 21839and ISO/IEC/IEEE 21840 canbeused toaugmentthe processesinISO/IEC/IEEE 12
and ISO/IEC/IEEE 15288.

5 Selection of development approach

ermine which development approach is most relevant and applicable for the system, such as sequen

formed in-parallel. In these development strategies, the life cycle processes in the relevant Internati
ndards.should be mapped to the selected development strategy and, in turn, mapped to the specifics of
cycle\model used for the project. For evolutionary, incremental and pre-planned product improven
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of a

the

cycles of systems, with primary interest of either software ©r hardware. Projects can vary in their
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primary interest. When software is the predomihant system or element of interest, ISO/IEC/IEEE 12P07
should be used. Both documents have the same process model, share most activities and tasks pnd
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B41,
207

tial,

utionary, incrémental agile or pre-planned product improvement. Each such development stratlegy
scribes certdin-processes and activities that can be performed sequentially, repeated and combined,

or
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| oaches the outputs of one pI‘O]eCt act1v1ty can feed into the next or be performed in parallel In tr

planning.

the

Determination of the development approach should be performed for the system and for each system
element that is itself developmental and similarly for all enabling systems.
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6.2.6 Selection of life cycle model

Identify the relevant life cycle model stages needed for the project, as well as their entry and exit criteria
and their relationship (serial, parallel, wholly or partly combined). Define the outcomes that determine
successful completion of each of the stages and the milestones or decision gates that distinguish them.
See 6.3 for life cycle model adaptation guidance. Also, select and prioritize the appropriate processes in
[SO/IEC/IEEE15288 or ISO/IEC/IEEE12207 that can be implemented to achieve the outcomes of the stages.

6.2.7 Selection of process model

To help establish these policies and procedures and to determine the resources needed by the organizatjion,
Intgrnational Standards, such as ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288, can be used to-proyide
sperific standardized processes for use within one or more life cycle models. However, in the finteredt of
cost reduction and quality improvement, the processes from the International Standards can\be taildred
and the life cycle models can be adapted for an individual project to reflect the variations appropriate to|the
orghnization, project and system. The framework for tailoring processes is given ISO/IEC/IEEE 15288:2(23,
Clafise 4 and Annex A and ISO/IEC/IEEE 12207:2017, Clause 4, 5.5.4 and Annex A. See ISO/1EC/IEEE 24748-2
and ISO/IEC/IEEE 24748-3 for practical advice for implementing the life cycle modelmanagement process.

NOTE In implementing a suite of processes intended to be applied uniformly threiighout an organization, [t is
usuglly preferable to start with those processes that will achieve the most significant seturns, rather than attempfting
to itnplement all of the International Standard at once.

Intgrnational Standards, such as ISO/IEC/IEEE 15288 or ISO/IEC/IEEEA2207 do not define the sequencing of
activities of processes and they do not prescribe any particular life.cycle model. Mapping the organizatipn's
current processes, practices and methods to the relevant processes, activities and tasks is useful at fhis
stage. The mapping can be used to verify the completeness-af the approach; that is, to identify where
gapp exist between the current situation and the target sitaation where processes from the Internatignal
Standard are used.

6.2]8 Documentation of decisions and rationale

When applying International Standards, such as*ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288, a mapping
of the defined processes and activities onto the selected life cycle model should be documented, together
with the determined relationships and the feasons for adopting this approach. The verification of this work
is tp demonstrate that the outcomes of.each stage to be achieved by the processes selected to implenjent
the|stage. This information should be:xncorporated into the project management planning as it provides a
refdgrence framework for evaluating‘the success or otherwise of the approach taken.

Spefificguidanceand examplesofadaptation canbe foundinISO/IEC/IEEE 24748-2 and ISO/IEC/IEEE 24748-3,
which provide the application-guidance for ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, respectively.

6.3| Life cycle modebadaptation guidance

6.3/1 General

ISOJIEC/IEEE/24748-3:2020, Clause 5 and ISO/IEC/IEEE 24748-2:2024, Clause 6 provide general guidgnce
on pdapting applications of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288, respectively. This subclquse

proyides guidance on life cycle model scope and stage adaptation, as well as adaptations for specific domains,
dis iplinpc and Qppr‘in]ifipc

Whatever life cycle model is used in dealing with problems arising during the execution of life cycle
processes, it is useful to maintain a unified problem reporting capability. By its nature, a unified capability
can deal with large numbers of problems. It is therefore useful to categorize the problems in various ways.
Annex G describes two classifications: by category and by priority. Others can be applicable in particular
situations.

Additional adaptation considerations can be found in the conformance requirements of ISO/IEC/IEEE 12207
and ISO/IEC/IEEE 15288.
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6.3.2 Scope adaptation

As an example, if an organization does development only and is not involved in the utilization, support
or retirement life cycle stages, that organization can adapt the scope of ISO/IEC/IEEE 12207 and
ISO/IEC/IEEE 15288 accordingly by selecting only the appropriate processes. The policies and procedures
called for in the non-applicable parts of the International Standard can be omitted from in the organization's
policies and procedures. Additionally, inputs that can help shape the policies and procedures of an
organization are the following:

a) life cycle model and related entry or exit criteria used by the organization for decision making, as well
as for establishing milestone reviews of a project, select one or more appropriate life cycle moaelslfor

the project, since hardware, software, humans and other aspects of the system can have their own|life
cycles; determine whether the life cycle model is a sub-part of the life cycle model of the Sol, er*enabling
system or is the complete life cycle model;

b) |resource availability and the resources the organization is willing to commit;
c) |expertise and skills available to the organization to provide the organization's products and services;

d) |technology available for the organization's products and services.

6.3{3 Stage adaptation

Degending on the specific Sol and the environment in which a project isestablished to realize the Sol, stgges
can|be combined, eliminated or added to the generic model. For example, an organization can buy a concept,
establish a project to design and produce a system, then turn the-result over to another organization| for
marketing to consumers or operation and maintenance. In anéther case, there can be repeated iterations
betveen concept and development stages or lengthy evolufion after fielding of a system. Each stage in
thege cases can have different criteria for entry and exit, as well as possibly drawing on different procesfses.
Accprdingly, each stage in the life cycle, as well as the juxtaposition of each stage with those before and affter
it, requires specific consideration for the project and system to be realized.

6.3}4 Life cycle model adaptation for domains, disciplines and specialties

6.3}4.1 Adaptations for domains

Thq life cycle model that is appropriate’ at the system level can need adaptation if the Sol falls largely or
entirely within one domain, such as’software. Further, the life cycle model that best reflects eventf in
one| domain (such as software) are not equally suitable for others (such as hardware, humans, processes,
proredures, facilities and naturally occurring entities), as is illustrated by the examples shown in Table 2.

Thq life cycle stages shown are illustrative only; this is not an exhaustive list of possible life cycle models.
For|example, using lifé-¢ycle models is just as relevant to services as it is to products. A life cycle model
for service management can include stages of: service strategy, service design, service transition, seryice
opejration and cotitinual service improvement, as shown in Table 2. The advantage to a service organization
of using a life eycle model approach is that it gives them a unifying framework for examining what procegses
the} need telhiave to do their work. If a service management organization viewed itself as doing nothing|but
seryice qperations, not thinking in terms of a life cycle model, it can, for example, fail to consider continual
seryice{improvement or not occasionally re-examine its service strategy. That can make the organization
lesq desirable to a customer compared to a service management organization that uses a life cycle model
framework to keep its competitive view as wide as possible.

For all models, the length of any one stage or of the entire model does not represent any uniform time scale
or coincident start or stop timing.

The basic point is that each domain’s perspective on the system element’s life cycle should be considered. As
aresult, when a system has elements that span multiple domains;

a) every domain's life cycle model should be thought through; and
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b) the life cycle models and their stages should be considered as a whole, and care is taken that they work

in concert.
Table 2 — Example of life cycle models for different system types
System type Stages
System Concept, development, production, utilization, support, retirement
Software Concept, development, operations and maintenance, retirement
Hardware Concept, design, fabrication, operations and maintenance, retirement
Services Service strategy, service design, service transition, service operation, contin-
ual service improvement
Human Skill-needs definition, acquisition, training, skills use and maturatiot, retire-
ment
Facility Rendering, structure and site design, permitting, construction, operations
and maintenance, retirement
Process Output definition, process mapping, writeup, pilot use, usé and improvement,
retirement
Natural entity Acquisition, development, exploitation, retirement

6.3/4.2 Adaptations for disciplines

In general, life cycle models do not need to be developed or adaptéd for a specific discipline (such as
mec¢hanical engineering, electrical engineering, civil engineering, quality, system administration). Instead,
the|processes associated with the life cycle model(s) in which thatdiscipline is used are adapted to reflect
theloverall considerations discussed in 6.1, possibly with additional adaptations for the discipline itself.|For
example, the agreement processes associated with a facility €an be adapted to the specific facility project. In
addfition, some details can be adapted to reflect civil engineering concepts, practices or terminology.

6.314.3 Adaptations for specialties

6.3/4.3.1 General

The focus of International Standards for.gystems and software is on the engineering, operation, maintengnce
and disposal of complex man-made-products. A cluster of interests exists, generally called speciplty
engiineering, which includes but is_not limited to such areas as availability, maintainability, reliability,
safgty, human factors and usability. Within ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288, these “ilitjies”
requirements are referred te~as “critical quality characteristics.” Each product can have critical qudlity
chafacteristics that should beconsidered, with possible adaptations of specific processes, so that the product
can|be successful. Thesecritical qualities, although requiring special knowledge and expertise in one afea,
generally cannot be eyaluated in isolation from each other. For example, assessments of safety, human facfors
and environmentalCegmpatibility can need to be done as one integrated effort and that assessment |can
linK to yet others,\Eor specialty areas that are critical to the success of the product, each stage should have
addfitional exitcriteria tailored specifically for the level of planning, analysis, or verification that should be
achjeved in that specialty area by the end of each stage. Particularly for highly cost- or schedule-constrained
effqrts, if not closely monitored, these specialty areas are at risk of becoming sources of hidden technical
debtt. Seme, though obviously not all, of the critical qualities are discussed below to illustrate adaptatjons
for gpercialities. See D.4 and D.6 for additional information on process views for specialty engineering pnd
security.

6.3.4.3.2 Human

Human interaction with products and services associated with a system should be looked at from the
perspective of impacts on operators, users, maintainers, support personnel and the general public, including
ethics and cultural values. Impacts should be analysed to determine adverse impacts that should be avoided
or mitigated through product related design requirements that can mitigate the adverse impacts identified.
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It is important to get feedback from related stakeholders and end-users frequently to confirm that the
system meets their needs and to improve the system.

NOTE ISO/IEC/IEEE 42010 provides additional information on how user/human views affect requirements and
design. ISO/IEC/IEEE 24748-7000 addresses processes to realize human values in system requirements and design.

6.3.4.3.3 Health

Planned usage rates and environments, operational concepts and other requirements can present health
risks with respect to potential damage to human life including operators and others (people and animals)
that come in contact with the product or exist within its operational environment. Use cases, operating
enviironments, electromagnetic radiation, heat and noise emissions, waste materials and potential failure
modles should be analysed to determine such risks. Outcomes from such analyses should include-spe¢ific
health concerns and recommendations related to design requirements that can prevent the health hazgrds
idemtified.

NOTE Health issues can persist after the product is retired.

6.314.3.4 Safety

Opdrational concepts and other product requirements can present safety pisks with respect to potential
daﬁage to human life, property and the environment. Use cases, human<machine interfaces, operating

enviironments, electromagnetic radiation, heat and noise emissions and-potential failure modes should be
anallysed to determine such risks. Outcomes from such analyses should-iriclude specific safety concerns pnd
recpmmendations related to design requirements that can prevent the safety hazards identified.

6.314.3.5 Security and privacy

Opgrational concepts, usage environments and other product requirements can present security risks with
respect to the product and its users. Risks include:

a) |access and damage to personnel, properties andinformation;
b) |corruption, theft or compromise of sensitive‘information;

c) |denial of approved access to property aid information;

d) |unauthorized system access;

e) |loss of life or property.

Applicable areas of security,should be analysed to include physical security, communications security,
conpputer security and electronic emissions security. Outcomes from such analyses should include spe¢ific
seclirity concerns andrecommendations related to design requirements that can mitigate the security rjsks
idemtified.

6.314.3.6 Interoperability

Datp flows-are common in many types of systems that have controls as well as in most software systgmes.
Thd potential failure causes of data (or information) to not flow properly should be analysed to include|use
of dppropriate communication connectivity protocols, standardized interfaces and frequent regression
testing upon software and hardware integration. Outcomes from such analyses should include specific
interoperability concerns and recommendations related to design requirements that can improve
interoperability.

6.3.4.3.7 Usability

Systems should be designed to accommodate users with the widest range of capabilities while delivering
effective, efficient, trustworthy, and satisfying results. Systems that include human elements depend
on operators of the product performing tasks within specified times and required accuracies and with
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efficient and effective resource utilization. Use cases, human-machine interfaces, operating environments
and training and operating procedures should be defined based on targets for usability such as
understandability, learnability, operability and attractiveness, and evaluated against quality of use criteria,
such as effectiveness, productivity, safety and satisfaction as proposed by ISO 9241-210. Outcomes from such

ana

lyses should include specific usability concerns and recommendations related to design requirements

that can improve usability.
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4.3.8 Dependability

ate when needed,witha ai e 0 nschednled
n time. Measures of dependability include mean-time-between-failures (MTBF) and mean-tirhe-to-
ir (MTTR). Such factors should be analysed to determine their impact over the product life. Quteomes
n such analyses should include specific dependability concerns and recommendations related|to degign
hlirements that can help make the product more dependable.

E When dependability of the Sol is addressed in association with open systems dependahility, applicatign of
following four process views from IEC 62853 can be considered: change accommodation,-a¢eountability, faifure
onse and consensus building.

4.3.9 Environmental impacts

impacts on the environment from short and long-term use of a proddet and disposing of hazardous
erials related to its use or retirement, can present risks to all life forms. Risks to the general plﬂ?lic

of
or disposal of waste products (e.g. by-products, materials) from' product use or from disposal of|the
duct or one of its elements that have reached end-of-life, should be analysed. Environmental assessmgnts
ild be made as early as possible. Outcomes from such afialyses can be included in an environmeptal
pssment and should include specific environmental impact concerns and recommendations relategl to
gn requirements that can reduce risks related to product use and eventual disposal.

Evaluation-related activities

sons who are involved in any activity of thédife cycle of a project or a process can conduct evaluatjons
er on their own or on other's products and activities. This document groups these evaluations into five
boories, which are listed below. The first'four evaluation categories are at the project level; the last|one
L the organizational level. These evaluations should be selected and adapted proportional to the scope,
bnitude, complexity and criticalifyof the project or of the organization. The problem, non-conformgnce
improvement reports from these evaluations feed back into one or more of the life cycle processes.

Process-internal evaluations are conducted by personnel performing the assigned tasks within|the
process during their day-to-day activities.

Verification and walidation are conducted by some combination of the acquirer, the supplier, o an
independent party, to verify and validate the products in varying depth depending on the project. These
evaluations/downot replace other evaluations but supplement them.

Joint reviews and audits are conducted in a joint forum by the reviewing and reviewed partie$ to
evaluate status and compliance of products and activities on a pre-agreed-to schedule. Additignal
guidance on joint reviews is given in Annex F.

d)

e)

Quality assurance can be conducted by personnel independent of project management. 1 e goat is to
assure conformance of the products and processes with the contract requirements and adherence to
the established plans. This process can use the results from a), b) and c) as inputs. This process can
coordinate its activities with those of a), b) and c).

Improvement of processes and of activities like monitoring and reviews can be a follow-on to evaluations.
Process improvement should be conducted to achieve the acceptable or desired level of quality in
processes and products for an organization or its projects and contracts This is conducted regardless of
project or contract requirements.
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7 Relationship with detailed process standards

This document facilitates the use of the process content of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 by
providing unified and consolidated guidance on life cycle management of systems and software. Adaptations
include incorporating lessons learned during the life cycle management process through a feedback
mechanism into one or more other processes within or across other system and/or specialty disciplines
to improve system design and use. Further guidance on the application of the processes of each applicable
International Standard comes from other International Standards and documents.

ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 define a generic, top-level framework based upon a set of

professes that can be combined into various suitable life cycle models. These documents do not, and are|not
intgnded to, define in detail the systems engineering, software engineering or the engineering of systdms.
However, the documents are expected to strengthen the relationships among systems engineering)software
engfineering and other affected engineering disciplines. They are intended to do this throughprovisioh of
a cqnsistent life cycle process model, process purposes and outcomes, and terminology améng the various
domains. They are also intended to establish interactions and improve communication between the varjous
englineering disciplines needed to create systems.

Othler International Standards can address either domains (e.g. aircraft, cloud setvices) in detail, or treat
sperific disciplines or specialties (e.g. ISO 9241-220). They can be used as the basis for building applicable

sets

docluments are likely to be invoked during the whole life cycle of the system,

of life cycle processes that provide activities to achieve a stated goal. The processes defined by uch

Intgrnational Standards are, in turn, supported by application guidance,such as ISO/IEC/IEEE 24748-7 for
systems and ISO/IEC/IEEE 24748-3 for software. This document thus provides spanning guidance in twolkey
arefs of interest across domains and disciplines, complemented bythe specific conformance and guidgnce
docjuments for each area. A more detailed view of the emphasisgiven each area (e.g. process definitions) by

ISOJIEC/IEEE 15288 and ISO/IEC/IEEE 12207 and their related’documents is shown in Table 3.

Table 3 — Overview of coverage and emphasis anmiong International Standards and Guidance

concepts

Dogcuinents
Area ISO/IEC/IEEE ISO/IEC/IEEE |ISO/IEC/IEEE 24748-| 1SO/IEC/IEEE ISO/IEC/IEEE
15288 12207 1 24748-2 24748-3
Prdcess definitions Systems Software General overview: n/a n/a
engineering engineering what a process is
and common and pointer to stand-
ards
Lifg cycle concepts Summary Detail n/a n/a
Lif¢ cycle stages Summary Detail n/a n/a
Lif¢ cycle tailoring Process requirements General guidance | Specific detail for | Specific detjil
systems for softwafre
engineering engineering
Lif¢ cycle General guidance | Domain-specific Domain-
apglication/usage guidance specific
guidance
Lifg cycle model General guidance | Domain-specific Domain-
exampléesy examples specific
illuptrations exampleg
Terminology Systems Software Life cycle and point- As needed As needed
engineering engineering er to standards
System process key Summary n/a n/a Detail in systems n/a
concepts context
Software process key n/a Summary n/a n/a Detail in soft-

ware
context

© ISO/IEC 2024 - All rights reserved

© IEEE 2024 - All rights reserved

34


https://standardsiso.com/api/?name=8a907d40e12a734375f088d9b14f428b

ISO/IEC/IEEE 24748-1:2024(en)

Table 3 (continued)

Area ISO/IEC/IEEE ISO/IEC/IEEE |ISO/IEC/IEEE 24748-| I1SO/IEC/IEEE ISO/IEC/IEEE
15288 12207 1 24748-2 24748-3
Organization/ Summary Summary in life Detail in systems | Detail in soft-
project cycle context context ware
application context
Process application Summary Summary in life Detail in systems | Detail in soft-
cycle context context ware
context
Prdcess tailoring Normative requirements Summary in life Example for Exampléfor
cycle context systems software
Prdcess reference Detail General n/a n/a
moflel description and
pointer to
standards
Spdcialty Summary Summary in life Detail in sy$tems Detail in
apglications cycle context context software
context
Corjformance Included n/a n/a n/a
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A.1 General

A.1.1 Overview

Application of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 presupposes an understanding of pro
congepts.

NOTE1 Process concepts are introduced in ISO/IEC/IEEE 12207:2017, 5.5, and ISO/IEC/LEEE“15288:2023, 5.6.

NOTE 2  ISO/IEC/IEEE 24774 provides guidance on process descriptions, which have/b€en applied to the pro

des

The focus of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 is on the processes that are applied with

life

play
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Annex A
(informative)

Process concepts

riptions used ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207.

cycle. The processes can be used by organizations (e.g. functional/organizations and projects)

‘ocess is an integrated set of activities that transform.inputs (e.g. a set of data such as requirements)

Controls
Dikectives
Constraints

d

Inputs 5 Outputs
Data Process Processed data
Material Products and services

)

Enablers
Resources (infrastructure and workforce)
Tools
Technologies

(€SS

Cess

na
hat

' the role of acquirer, supplier (e.g. main contractor, subcontractor-or service provider) or managenjent
to fulfil responsibilities pertaining to the Sol. Additionally, the processes in ISO/IEC/IEEE 15288
ISOfIEC/IEEE 12207 can be used as a reference model for asséssments under the ISO/IEC 33000 famil
stapdards.

and
[y of

nto

red outputs (e.g. a set of data describing a desired>solution). Controls and enablers are associated with
progesses. These relationships are illustrated in Figiire A.1 and described in A.1.2 through A.1.5.

Figure A.1 — Example process inputs and outputs

An activity is a set of cohesive tasks. A task is a requirement, recommendation or permissible action,
intended to contribute to the achievement of one or more process outcomes.

A task is expressed in the form of a requirement, self-declaration, recommendation or permissible action.
See ISO/IEC/IEEE 12207:2017, 4.1, NOTE 5 and ISO/IEC/IEEE 15288:2023, 4.1, NOTE 4 for the verbal forms

use

d to differentiate between for forms of tasks.

© ISO/IEC 2024 - All rights reserved
© IEEE 2024 - All rights reserved

36


https://standardsiso.com/api/?name=8a907d40e12a734375f088d9b14f428b

ISO/IEC/IEEE 24748-1:2024(en)

Within a life cycle stage, processes are performed as required to achieve stated objectives. The progression
of a system through its life is the result of actions managed and performed by people in one or more
organizations using the processes selected for a life cycle stage.

A.1.2 Inputs

Inputs can come from outside an organization or project, or from other processes that precede or accompany
the process being examined. Examples of inputs to a process include:

a) information, such as requirements, interface or architecture definitions;

b) |data, such as measurements and test reports;
¢) |material that either ends up in the output or is consumed in producing the output;

d) |services that are part of a chain of services, such as setting up a computer prior to, oncoincident with
establishing an account.

A.1L3 Outputs

Outputs can go to other processes or back to the same process (recursive process$ing) inside the organizatjion,
project (or both), or they can go outside the project or organization, or both{ Examples of outputs parallels
thelexamples given for inputs in A.1.2. However, the outputs are often (buttnot necessarily) transformef in
sonje way by the process being examined.

A.1.4 Controls

Profcesses can be controlled by organizational or organizatioh management directives and constraints pnd
by governmental regulations and laws. Examples of such controls on a process include:

a) |[the project agreement;
b) |the interfaces with processes used on other systems for which the project is responsible (see 5.6.3);
c) |the applicable system life cycle stage or stages;

d) |internal standard practices of the organization, or the part of the organization, that has project
responsibility.

A.15 Enablers

Each process can have a setof process-enabling mechanisms including:

a) |the workforce thatperforms the tasks related to the process;

b) |other resourcesrequired by the process such as facilities, equipment and funds;
c) |tools (e.g. software and hardware, automated, manual) required for performing the process activitig¢s;

d) [technelogies required by persons performing the activities including methods, procedures pnd
techniques.

A.2 Process application

The processes defined in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 can be used by any organization
when acquiring and using, as well as when creating and supplying, software or a system. They can be applied
at any level in a software’s or a system's structure and at any stage in the life cycle.

The life cycle processes are based on principles of ownership (a process is associated with a responsibility,
discussed further in B.2) and modularity. That is, the processes are the following:

— strongly cohesive, meaning that all the parts of a process are strongly related;
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loosely coupled, meaning that the number of interfaces among the processes is kept to a minimum.

The processes described in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 are not intended to preclude or
discourage the use of additional processes that organizations find useful.

Organizations, when considering a new project, should select a life cycle model and the necessary life cycle
processes to satisfy applicable life cycle stage entry or exit criteria. Decisions as to which processes to select
should be based on cost-benefit or risk reduction. Within a life cycle stage, processes are performed as required
to achieve stated objectives. The progression of a system through its life is the result of actions managed and
performed by people in one or more organizations using the processes selected for a life cycle stage.
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[EC/IEEE 15288 and ISO/IEC/IEEE 12207 provide a specific example of four groups of system lifeje
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System life cycle processes

Agreement processes

Technical management
processes

Technical processes

Acquisition process
(6.1.1)

Project planning process
(6.3.1)

Business or mission
analysis process
(6.4.1)

Suppl_y process

(6.1.2)

Organizational project-
enabling processes

Life cycle model
management process
(6.2.1)

Infrastructure
management process
(6.2.2)

Portfolio

management process
(6.2.3)

Human resource
management process
(6.2.4)

Quality
management process
(6.2.5)

Knowledge
management process

(6.2.6)
o

XS
¥
RS

?\

g

Project assessment
and control process

Stakeholder needs and
requirements definition

Quality assurance process
(6.3.8)

(6.3.2) process (6.4.2)
Decision Syste.rn_ r.equirements
management process definition process
(63.3) (64.3)
Risk System architecture
definitiow process
management process (6.4.4)
(6.3.4) —
Configuration Design def16n;t150n process
management process (64.5)
(6:35) System analysis process
Information (6.4.6)
management process .
mplementation process
(6.3.6) Implementation p
AN (6.4.7)
Measurement process Integration process
(6.3.7) (6.4.8)
PN Y

Verification process
(6.4.9)

Transition process
(6.4.10)

Validation process
(6.4.11)

Operation process
(6.4.12)

Maintenance process
(6.4.13)

Disposal process
(6.4.14)

NOTE1 In Figure A.2, the subclause numbers refer to the subclauses in ISO/IEC/IEEE 15288:2023, and
ISO/IEC/IEEE 12207:2017 where the processes are described, not to the subclauses in this document.

NOTE 2  The title of ISO/IEC/IEEE 12207:2017, Figure 4 is "Software life cycle processes” and the process in
ISO/IEC/IEEE 12207:2017, 6.4.3 is titled "System/Software requirements definition process".

Figure A.2 — System life cycle processes in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207

© ISO/IEC 2024 - All rights reserved
© IEEE 2024 - All rights reserved

39


https://standardsiso.com/api/?name=8a907d40e12a734375f088d9b14f428b

ISO/IEC/IEEE 24748-1:2024(en)

Concurrent use of processes can exist within a project, (e.g. when design actions and preparatory actions for
building a system are performed at the same time), as well as between projects, (e.g. when different system
elements are designed at the same time under different project responsibility).

The changing nature and complexity of the influences on the system (e.g. operational environment
changes, new opportunities for system element implementation, modified structure and responsibilities in
organizations) requires continual review of the selection and timing of process use. Process use in the life
cycle is thus dynamic, responding to the many external influences on the system.

The life cycle stages assist the planning, execution and management of life cycle processes in the face of this

application of life cycle processes to build an appropriate and effective life cycle model for any system.

A.3 Process groups of ISO/IEC/IEEE 15288:2023 and ISO/IEC/IEEE 12207:2017

The four process groups of ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2023, ds well as the prinjary
relgtionships between the groups, are portrayed in Figure A.3. The role of the<grganizational project-
enapling and technical management groups of processes is to achieve the project/géals within applicable|life
cycle stages to satisfy an agreement. Organizational project-enabling processes pfovide enabling resources
and infrastructure that are used to create, support and monitor projects and te’assess project effectivenless.
Theg technical management processes help ensure adequate planning, assessment and control activities|are
performed to manage processes and life cycle stages.

Appropriate processes are selected from the technical processes and used to populate projects in order| for
the|project to perform life cycle related work.

.| Agreement |
> l
processes

Used to establish

Deliverable that .
requirements

satisfies agreement

\ 4

N
)%rganizational; project-
Enabling processes

Used to assess

quality and progress Used to create, support
and monitor projects

\ 4

System-of- Used to manage Technical management
interest life cycle stages processes
Life cycle stages ? Used to manage
(S1,S24°8n) Outcomes used to technical processes
v
assess progress
Used to create products and prog .
. . _ | Technical
Services of life cycle stage <
: processes
That meet requirements
Eigure A-3—Reole-ofthe ISOAECAEEE15288:2023 and ISOAECAEEE12207: 2017 processes

Projects can need to establish relationships with other projects within the organization, as well as those
in other organizations. Such relationships are established through the agreement processes of acquisition
and supply as shown in Figure A.4. The degree of formality of the agreement is adapted to the internal or
external business relationships between projects.

NOTE An example and discussion of the wuse of the agreement processes is provided in
ISO/IEC/IEEE 24748-2:2024, 6.7.2.
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System-of- Enabling
interest system

Project span
of control

l f |
Acquiring ‘ Supplying
R OTganizZations organizations
Used to acquire ___ Agreement — Used to supply a
a product or service processes product or service
Figure A.4 — Use of agreement processes

A.4 Agreement processes
Thg agreement processes are applicable for establishing the relationship and requirements between an
acqpirer and supplier. The agreement processes provide the basis_for initiation of other project procesgses
to gnable arriving at an agreement to conceive, develop, produce, utilise, support or retire a system anfl to
acqire or supply related services.
Thg agreement processes can be used for several purposes, such as:
a) [to form and specify completion of an agreemént between an acquirer and a supplier for work dn a

system at any level of the system structure;
b) |to establish and carry out agreements to-acquire a system or related enabling system services;
c) |[to obtain work efforts by consultants, subcontractors, organizations, projects or individuals or teams

within a project;
d) [to provide the basis for closing an agreement after the system has been delivered or work has been

completed and payment made.
A.§ Organizationalproject-enabling processes
Organizational project-enabling processes are for that part of the general management that is responsjible
for pstablishing‘and implementing projects related to the products and services of an organization. Thusthe
orgpnizationthrough these distinct processes provides the services that constrain and enable the projgcts,
dir¢ctly ordindirectly, to meet their requirements.
Thq ~organizational project-enabling processes included in International Standards, such| as
ISO ]P(‘I/TFPF 12207 and IQ(\I/TF‘(‘I/IF‘FF‘ 15288 aro not hnrnccnri]y the nn]y processes used ]‘\y an

organization for governance of its business. For example, organizations also have processes for managing
accounts receivable, accounts payable, payroll processing and marketing. These business-related processes
are not directly within the scope of the mentioned standards and thus are not discussed further in this
document. The organizational project-enabling processes of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207
are constrained in their scope to the aspects of those processes that are required to bound and guide the
project, even though there are implicit relationships that the organization should address elsewhere, for
example, in the human resource management process.
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For multiple projects involved in or interfacing with an organization or for a teaming arrangement among
external organizations, other organizational project-enabling processes can be appropriately tailored.

To perform these processes, it is not intended that a new organizational unit or discipline within an
organization be created. Identified and defined roles, responsibilities and authorities can be assigned to
individuals or established organizational units. When necessary, a new organizational unit can be formed.

The organizational project-enabling processes have specific objectives to fulfil:

a) provide the proper environment so that projects within the organization can accomplish their purpose

d ok fiuac
dlITU UUjJLTLIvVC O,

b) |establish an orderly approach to starting, stopping and redirecting projects;

c) |define organizational policies and procedures that set forth the relevant life-cycle processes of|the
International Standards that are applicable to projects within the organization and its con'stituent parts;

d) |select and provide appropriate models, methods and tools to projects so that they caixcomplete prog¢ess
activities efficiently and effectively;

e) |provide adequate resources for the project to meet budget, schedule and performance requirements
within acceptable risks and train human resources for completing their responsibilities;

f) |deliver project work products of a suitable quality to customers;

g) |retain knowledge acquired during the execution of a project in a fotm that is accessible for future negds.

A.§ Technical management processes

Theg technical management processes are used to mahage technical process activities and to asgure
satisfaction of an agreement. Technical management processes are performed to establish and update plans,
to gdssess progress against plans and system requiretients, to measure and control work efforts, to make
reqpired decisions, to manage risks and configurations and to capture, store and disseminate informatjion.
Outicomes from performing the technical management processes help in the accomplishment of the technfical
progesses.

Theg technical management processes apply to technology exploration projects that are most often pait of
larger projects. When that is the casé;.the appropriate technical management processes are performefl at
each level of the system structuresThese processes also apply when performing organizational project-
enapling processes or carrying out the activities related to a life cycle stage, including utilization, support
and retirement.

When several projects ce=exist within one organization, technical management processes should be defined
to allow for the managénrent of the resources and performance of the multiple projects.
A.7 Technicalprocesses

Thetechnicalprocesses are applicable across all life cycle stages. For example, the following technical procegses
from ISOYIEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2023 should be performed to engineer a system.

a) |Business or mission analysis process

b) Stakeholder needs and requirements definition process
c¢) System requirements definition process

d) System architecture definition process

e) Design definition process

f) System analysis process
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Implementation process
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echnology insertions, as well as to correct variations from expectéd ‘performance during product
zation, support or retirement. These processes apply to a Sol and.itS enabling systems.

last three technical processes listed (operations process, maintenance process and disposal proc
be used during any system life cycle to accomplish the abjectives of a life cycle stage and support

be performed, as applicable, to support a particular-version of a system. The disposal process car

re can be additional technical processes used for a specific technical domain within a system, suc}
ware, hardware, humans or facilities.

Processes under key views

IEC/IEEE 12207 and ISO/IEC/IEEE 15288 contain processes that are applicable throughout a life cy

vs and objectives. This subelause presents processes and their relationships under key views.

s of the usage-of-either document. The basic views shown are contract, management, techn
agement, engineering, operating, support and project. Further discussion of views, their creation
is given in Annex D.

E [SO/IEC/IEEE 24641:2023, Figure A.3 provides a high-level process view from the viewpoint of the md
bd system and software engineering reference framework to show the interrelationships among the life @
el defined in this document and the process groups described in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 1220
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— Decision mangement — Measurement
— Quality‘aSsurance

Organizational project-enabling processes

— Life cycle model management — Knowledge management
~Portfolio management — Infrastructure management

= Quality management

— Human resources management

Figure A.5 — Life cycle processes roles and relationships

Under the contract view, acquirer and supplier parties negotiate and enter into a contract or other
agreement and employ the acquisition process and supply process respectively. Under the management
view, the organization establishes, uses and maintains a process framework that services multiple projects
and complements their technical effort. Under the technical management view, the organization initiates,
supports and controls projects. Under the engineering view, the developer or maintainer conducts its
respective engineering tasks to produce or modify products or services. Under the operating view, the
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operator provides operation service for the users. Under the support view, the maintainers and suppliers
apply parts and services to sustain and improve the operation of the system. Under the project view, parties
(such as configuration management or information management) provide supporting services to others in
fulfilling specific, unique tasks. Also shown (see the bottom box) are some of the organizational project-
enabling processes provided by the organization to support multiple projects; these are employed by an
organization at a higher, e.g. corporate, level to establish and implement an underlying structure made up of
associated life cycle processes and personnel and their continuous improvement.

The processes and parties (or stakeholders) are only related functionally. They do not dictate a structure for
an organization.

An jorganization gets its name from the process it performs, for example, it is called an acquirer whén it
performs the acquisition process.

An prganization can perform one process or more than one process, a process can be performed by jone
orghnization or more than one organization. For example, under one contract or application 6f:this documient,
a given organization can perform the acquisition process and the supply process.

In the documents themselves, the relationships between the processes are only static. The more important
dyrjamic, real-life relationships between the processes, between the parties and between the processes pnd
the|parties are established when the appropriate document is applied on projéects in a manner specifigc to
that project. Each process (and the organization performing it) contributesto-the project in its own unique
way. The acquisition process (and the acquirer) contributes by defining thevproduct or service (or both) to
be pbtained. The supply process (and the supplier) contributes by praviding the product or service. [Che
intdgration process (and the integrator) contributes by “looking” to“the system for correct derivation pnd
definition of software, hardware and other products, as well as seryvices, by supporting proper integration
of pgroducts and services back into an overall system. The operation process (and the operator) contribiites
by ¢perating the products or providing the services in the system's environment for the benefit of the ugers,
thelbusiness and the mission. The maintenance process (and the maintainer) contributes by maintaining pnd
sustaining the products and services for operational fitness and by providing support and advice to the yser
compmunity. Each process contributes by providing unique, specialized functions to other processes as nee‘ied.

Where processes are applied to system elements of'a specific nature, the relevant processes from the standard
thaf applies to that kind of element are invoked; as well as appropriate system processes. This holds frue
for elements of all types. Thus, there is a complementary duality of process interplay as the particulars fof a
system are instantiated. As a specific example, the validation process for software is invoked as part of|the
overall process of validating the system; to help ensure that the software is validated as part of the systeimn.

Al

—

bf these statements apply to enabling systems, as well as the Sol.
NOTE Process concepts are’introduced in ISO/IEC/IEEE 15288:2023, 5.6.

The focus of ISO/IEC/IEEE,15288:2023 is on the processes that are applied within a life cycle. The processes
can| be used by orgadizations (e.g. functional organizations and projects) that play the role of acquirer,
supplier (e.g. main Ceritractor, subcontractor or service provider) or management to fulfil responsibilities
perfaining to the'Sol. Additionally, the processes in ISO/IEC/IEEE 15288:2023 can be used as a refergnce
modlel for assessments under the ISO/IEC 33000 family of standards.

A.9 Iterative, recursive, and concurrent application of processes

A.9.T General

Three forms of process application - iterative, recursive and concurrent - are essential and useful for
executing the requirements of ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288. The iterative use of processes,
i.e. the repeated application of a process or set of processes at the same hierarchical level of structural detail,
is important for the progressive refinement of process outputs, e.g. the interaction between successive
verification actions and integration actions can incrementally build confidence in the conformance of the
product. The recursive use of processes, i.e. the repeated application of the same process or set of processes
applied to successive levels of detail in a system's hierarchical structure is a key aspect of the application
of ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207. Concurrent application of processes is when processes are
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applied in parallel or at the same time. From a high-level perspective, the three application approaches are
shown in Figure A.6. The outputs of processes at any level, whether information, artefacts or services are
inputs to the same processes used at the level above or level below. This results in a response, information,
artefact or service, which can then modify the original output. In this way, the outputs across all levels of
the system can be resolved and consistency achieved, e.g. system element descriptions that conform to an
architecture.

NOTE The names of the process groups in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 as shown in Figure A.6
do not match the names of stages in most life cycle models.

ﬁ Technical management processes ] \
[ System of interest ] ‘: —~Concurrency
—Iteration

[ Level n ]/

( )
Enterprise/ system of systems J

Concept Technical processes

definition

System
definition

c 5 — Recursion

J [Technical management processes ] [ Technical managgr‘nent processes ]

System of interest
Elements

=) (=)
[ Leveln + 1 Technical processes ‘
oo (o@
A -
[—71 fﬁ ( ) ) . [ )
[ Level n + 2 ] = -

Figure’A.6 — Iteration, recursion, and concurrent process application

A.9.2 Iterative application of processes

When thesapplication of the same process or set of processes is repeated on the same system, at the same
levgl, the(application is referred to as iterative. The iterative application of processes is illustrated in

Fig*]re A.7.
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Iterfation is not only appropriate but also expected. New information is created by the application of a pro

Figure A.7 — Iterative application of process(es)

[€SS

or det of processes. Typically, this information takes the form of questions with respect to requirements,

anallysed risks or opportunities. Such questions should be resolved before completing the activities

Of a

profess or set of processes. When re-application of activities or processes can.xesolve the questions, then

it id useful to do so. Processes should be repeated until an acceptable quality of results is obtained pri
applying the next process or set of activities to a Sol. In this case iteration.adds value to the system to w

the|processes are being used.

A.9.3 Recursive application of processes

dich

When the same set of processes or the same set of process activities are applied to successive levels of system

elethents within the system structure until some conditionds satisfied, the application form is referre

1 to

as fecursive. Figure A.8 illustrates the recursive application of processes to systems. The most cominon

appllications of recursion are in computer programs, mathematics and language.

The following describes how X is applied.recursively to a system element, where:
* Sis the system-of-interest, which is also considered as a system element of itself, and
* Eand E' vary in system elements

Apply X to S considered as‘asystem element of itself.
where
Apply X to E {5 defined by {

... Apply soime activities of X to E; ...

if (E is netysmall enough [or low level enough] {
fok each sub-element E’ of E
Apply Xto E';

}

}

Pseudocode example for a factorial function:

...Apply the rest of activities of X to E; ...

function factorial is:

input: integer n such that n >= 0
output: [n x (n-1) x (n-2) x .. x 1]
1. if n is 0, return 1

2 otherwise return [ n x factorigl(n-1) 1

end factorial

Figure A.8 — Recursive application of processes

In systems development, the system life cycle technical processes are applied recursively at successive levels
of the system structural hierarchy.
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A.9.4 Concurrent application of processes

When the same set of processes are conducted in parallel or at the same time, the application form is
considered concurrent. It is not necessary for processes to be performed serially, especially when one
process is not dependent on another for information or results. For example, the risk management process
and measurement process usually are performed in a continual and concurrent manner.

A.10 Methods and tools

In
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NO

The
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a)

b)

ributing organizations require process execution to be supported by methods and tools.
E See ISO/IEC/IEEE 24641 for additional information on model-based approaches to life cycle managemsed

selection of methods and tools depend on many factors including stage in the life cygcle, level in
em’s hierarchy and application domain. As a result, neither ISO/IEC/IEEE 12207, ISO/IEC/IEEE 152
this document includes discussions of specific methods and tools. Nevertheless, there are some iss
the user of ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288 should bear in mind when selecting and u
hods and tools to accomplish life cycle process activities or related tasks. Five such issues are listed be

A method or tool should not dictate the process to be followed but should support the set of activitig
a selected process. Methods should be selected to fit the system life cyclestage.

Selection of tools should be based on multiple factors, including” cost, capabilities, as well as
connectivity to other tools that provide inputs or use outputs af the tool being considered for use.
engineering data produced should be in an appropriate form te enable the data to be captured, sta
and available as long as it is needed. Those members of arganizations, projects and other stakehold
who have the need should be given access authority to the data.

The training requirements for application of the methed or tool should be considered. The initial, as y
as subsequent training time after a user has notused the tool for a period of time, should be include
the consideration.

Enabling systems as well as tool administration should be considered.

Methods and tools have their own lifé.cycles. Alignment between the life cycle stages of the meth
tools and the Sol should be considered.
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Annex B
(informative)

Organizational concepts

B.

An |organization is a body of entities organized for some specific purpose and can be as diverse 3
corporation, agency, society, union or club. An organization can be part of a parent organization (e.g. a soc

bei
Par
org
soc
pro

For
wit

updn various outcomes produced by the business processes of the organization, e.g. employees to staff]

pro
pro
are
toH
the

ISO
any
the
sery

The
not
tail

On
onc

Sys
orl
dev]
ISO

NOT
NOT

NO7

General

g parent to clubs that are a part of it). When an organization enters into an agreement; it is a pa
ties can have the same parent organization, although it is equally possible that they have'different paj
hnizations (e.g. two clubs from the same society making an agreement or two clubs\from two diffe
eties making an agreement). The following explanation on the relationship betweeh organizations
ects should be understood together with the structure of projects detailed in Aniex C.

the purpose of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288, any project,is assumed to be condug
hin the context of one or more organizations. This is important becaus€,a system project is depend

ect and facilities to house the project. For this purpose, ISO/IEC/EEE 15288 and ISO/IEC/IEEE 12
vide a set of organizational project-enabling processes. The orgahizational project-enabling procej

e adequate to operate a project. Instead, the processes, cafisidered as a collection, are intended to s
minimum set of dependencies that the project places upon the organization.

human-made system. Therefore, ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 are designed so
/ can be tailored for a project of any type, size and complexity, whether focused on tangible prody
Fices or a mix of both.

sequence of the processes, activities and tasks in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 d
dictate the sequence of their application in a life cycle model. It is intended that the project select, or
br and iterate the processes, activities and tasks as applicable or appropriate.

any given project, ISO/IEC/LEEE 12207 and ISO/IEC/IEEE 15288 can be separately applied more t

e. For example, in a given s§stem implementation project, an acquirer can request a supplier to perfi
em implementation, with'the acquirer and the supplier executing one application of ISO/IEC/IEEE 12

50/1EC/IEEE 15288. The-supplier can then request its sub-contractor to perform all or part of the sys

elopment, e.g. develop’the software. In both situations, it is necessary to adapt ISO/IEC/IEEE 1220
IEC/IEEE 15288 toTeflect the arrangements.

E1 4.2.3 prevides more detail on structure in systems and projects.
E2 424 provides more detail on enabling systems.

E 34 _VISO/IEC/IEEE 16326 provides more information on projects and project management.
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IEC/IEEE 12207 and ISO/IEC/IEEE 15288 describethe set of processes that comprise the life cycle of
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B4 In the context oI S0), see ISU/IEL/IEER Z2184U:ZULY, Llause 5, Tor Key concepts and application to

including differences between systems and SoS, and managerial and operational independence.

B.2 Process responsibility

oS,

Typically, organizations distinguish different areas of managerial responsibility and action through
agreements, as indicated in Figure B.1. Different organizations (or parts thereof) as parties, and different
areas of responsibility within an organization, mutually establish their working relationships and
acknowledge their respective responsibilities through such agreements. These agreements unify and
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coordinate the contributions made by different parties in order that they can meet a common business

purpose.

Together, these agreements contribute to the organization's overall capability to trade. This document
employs a process model based on three primary organizational areas (or levels) of responsibility:
organization, project and technical. Within each organization, a coordinated set of organizational project-
enabling, technical management and technical processes contribute to the effective creation and use of
systems, and therefore to achieving the organization's goals.

An organization can perform one or more processes. A process can be performed by one organization or more

thajrone organization. 1 e execution of individual proCesses, activities, and tasks can be by different parties
with responsibilities and accountability, as stated in agreements. The responsibility aspect of the life'Cycle
architecture facilitates adaptation and application of International Standards, such as ISO/IEC/IEEE 15288
or ISO/IEC/IEEE 12207 on a project, in which many parties can be legitimately involved.
|
0
a
Organization A ﬂ Organization C
Organizational Organizatiobal
oooc—y project-enabling < project-enabling (—ooo
processes processes
- Agreement -
Technical Technical
processes
management management
processes processes
Technical Technical
processes processes
Agreement
processes
Organizational
project-enabling
processes
Technical
management
processes
Technical
processes
Organization B ﬂ
O
O
o
Figure B.1 — Agreements on responsibilities for organizational project-enabling, technical

management and technical processes among cooperating organizations
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Annex C
(informative)

Project concepts

C.1
The

d)

In

types of projects associated with the system engineering effort. Accordingly, each system in the struct
illustrated in Figure 2 (or Figure 3) can be the responsibility of a sepa¥ate project. This can be true whet
the|system is hierarchical, as used for the illustration, or other systém structure, such as a network, or a
of structures. The point is that there can be (and typically is) astrong correlation between levels of d¢
in the system structure and levels of responsibility in a set af projects. Each project characteristically
responsibility for acquiring and using system elements suberdinate to it and creating and supplying to

leve

Any

it dpes not have responsibility for them. However, even though it does not necessarily have responsibility
each system element considered by itself, it does have responsibility for all system elements that constif

its §

Structure in systems and projects
scope of responsibility that an organization assigns to its projects is related to a number of fagters:
complexity of the system or software engineering effort;
typical span of control and staffing levels compared to the norm for the organization;
expected duration of the effort;

participation and direct support from organizational process-enabling groups’

| superior to it, as can be the case for hierarchical, nonshierarchical, or mixed, system structures.

ol and consequently for the output of projects at all levels subordinate to it, as shown in Figure C.1.
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In practice, the risks associated with implementing systéms that fulfil specified requirements typic
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Figlire C.2 is a Set-of resources and tasks organized to undertake a portion of a project. A subproject

be

pro
B h
Org

Hierarchical view Span of concern for Proiect hierarch
of system structure system-of-interest ) Y
A
System System-of-interest |« Project
7}
Is composed of //\ I:many Is responsible for: | Supply
/]
| /]
! + System
System v
. 1:many
System
. 1:many Is responsible for: | Acquisition
a v
. System P (Subordinate)
v element b project

Figure C.1 — System and projéecthierarchies

inish with descending level of detail in the Sol's stricture and eventually are no longer of direct atten
oncern to the particular project. At this level (notnecessarily the same level down different paths of
pbmposition), a system element can be acquired'with acceptable risk and the detail of its composition
ain hidden below some level. For example,ifthe Sol for the project were a radar, in normal practice,
ulation and cure of the slurry mix forche resistive part of a composition resistor on a printed cir
d in a subassembly in a system element of the Sol are not addressed directly. Rather, the requiremsé
he Sol and possibly the system element level can drive choices that can force a particular selection of
erial in order to meet all the requirements for the higher-level elements. From the Sol view, the sys
hents can appear to be where specialist disciplines or particular implementation technology pract
present.

Project relationships

blationship cammexist between a project and other projects, and subprojects. A subproject as use

ronsidered 'a project by those assigned the work. Figure C.2 illustrates typical relationships betw
ects, whieh can be within a single organizational entity, or across entities. In this example, Organiza
ns internal agreements to partition 2 projects into subprojects. Additionally, it has agreements V
anizations A and C for subprojects to support Organization B's projects.
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Level
Entity Entity I Entity II
Internal Organization Organization Organization
organization A B C
[ Agreement 1 17 Agreement —
Project Project Project
Agreement Agreement
v v (
Subproject Subproject Subproject  Subproject Subproj&b'

Figure C.2 — Relationships between projects

Project relationships are established, maintained and changed through fefmal or informal agreement
accprdance with organizational policies and procedures, as appropriate.)Depending on the type of pro
relgtionship involved, agreements can exist within a single organization, or can span organizatiq
boundaries. Relationships, and therefore the establishing agreenients, can be between a project ar
spegific organizational element or elements, among multiple prajects or among a project and its subprojg
Agreements provide a mutual understanding of the problem to be solved, work to be done, establis
conktraints, deliverables and clearly defined responsibilities@nd accountability.

Anqther kind of relationship, and agreement, not shown in Figure C.2, can be applicable when tw
more organizations cooperate on a single project. Imthis case, it is important to define each organizati
authorities, responsibilities and rights, including.the sharing of proprietary information applicable to
project in the agreement.

Regdardless of the kind of relationship, withdits corresponding agreement, there is some basic informa
needed to do the work required in ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288. Each agreement, whet
al or informal, should carefullyconsider, and address as appropriate, the activities and tasks of
agreement processes. The following-additional aspects should be considered.

a) |Responsibilities for the work expected to be done can be in the form of work statements or inter

charters, but in any event; Should be defined for all entities involved.

b) |Products, services:and data, created within the project can be formalized as deliverables eithe
another part of’thé organization or to external entities. In such cases, the means of delivering
accepting these)deliverables should be made explicit.

c) |technicalor management reviews can be required within the project, or other parts of the organizat
to suppert the reviews formalized in the agreement. Such reviews need to be driven by specific crit
fortheir initiation, completion and documentation.
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NOTE A madel is praovided in ISO/IEC/IEEE 24748-2:2024 672 for the application of ISO/IEC/IEEE 15288:

023

processes to reach an agreement.

C.3 Enabling system relationships

Another relationship among projects is one that involves enabling systems. The project is responsible
ensuring that required enabling systems are available when needed to fulfil the functions of the So

for
I or

enable the Sol to be realized. Some or possibly all enabling systems can be outside the direct responsibility

(boundary) of the project. Some or all of the enabling systems can be needed for subsequent projects
stages and possibly throughout the system life cycle. Thus, the project should take appropriate action
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ensure their availability for use. Other enabling systems can be easily made available, for example by rental
or purchase. If any enabling systems do not exist, they should be created and be made available in time to

provide required services.

Itis within the project’s span of interest that not only the Sol should appropriately be made available but also
all enabling systems that are needed for the project. Potentially, some or all of these enabling systems can be
needed for subsequent projects and stages and possibly throughout the system life cycle. The project should
identify any enabling systems that are needed and take appropriate actions to ensure their availability for

use at the appropriate times.

Agreements snould be estabiished between the project and the Internal or externat organizatio
orghnizations, as applicable, to ensure that specified enabling system services are provided when neede

project span of interest is illustrated in Figure C.3.

Project span of interest

Project span of control

System-of-interest Enabling systems
Performs the Allow system-of- Othffl‘
operational functions interest to be created, enabling
as expressed by retired or function over systems
customer requirements its life cycle

Internal to project

Internal to organization

Other
enabling
systems

External to organization

Figure C,3 — Project span of interest

C.4 Hierarchy of projects

The system that the project-is responsible for is considered a Sol. Each subordinate or sub-projed
confidered as a project its€lf; A resultant structure of projects can then be formed. The basic relation;
of Higure C.3, which illustrates the project span of interest, can be combined with the hierarchical view

sysfem structure as is‘portrayed in more detail in Figure C.4.
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Project

Span of interest
|

System-of- Enabling
interest systems
I I I
Project Project Project
Span-ofinterest Span-ofinterest Span-ofinterest
| 1 1
| | | | | |
bystem Enabling System Enabling System Enabling
M systems systems element systems
L]
I I |
Project Project Project
Span of interest Span of interest Span of interest
| 1 1
I I I I I I
System Enabling System Enabling System Enabling
- systems M systems element systems

Figure C.4 — Hierarchy of projécts

Figlire C.4 shows only the lower level of projects of one system({Each system, however, should be decompd
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lower-level projects until each consists of only a systém element and its enabling systems. Two 9
ects in Figure C.4 end with a system element. Each preject should be carried out using applicable sys

xit criteria. The hierarchical organizational model for projects aligned with systems is less applic
rojects with a specialty engineering function\(e:g. security, safety, testing, infrastructure services]
bss multiple subsystems; for software; or forzgontinuing integration, operations and maintenance wo

pxplained in Figure C.3, the enabling systems of Figure C.4 can be under project control or, if exte}
he project, under the control of othed-organizations. However, the project should work with these of
hnizations through agreements tosensure that the required enabling systems are available when nee|
upport the Sol during its life cycle:
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Annex D
(informative)

Process views

D.1 General

Thdre are instances where those representing a particular engineering interest can benefit froma'sele¢ted
set |of process activities that directly and succinctly address their concern. For such interests,*a prog¢ess
viey can be developed to organize processes, activities and tasks selected from ISO/IEC/IEEE 12207 and
ISOYIEC/IEEE 15288 to provide a focus to their particular concern in a manner that cuts/across all or parts
of the life cycle. This Annex provides a process viewpoint that can be used to define process views in these
insfances and gives examples from the viewpoints of the following:

a) |specialty engineering;
b) |interface management;

c) |security.

D.2 The process view concept

Thdre can be cases where a unified focus is needed for activities and tasks that are selected from disparate
progesses to provide visibility to a significant concept,orthread that cuts across the processes emplgyed
acrgss the life cycle. It is useful to advise users of the startidards on how to identify and define these activities
for their use, even though they cannot locate a single(process that addresses their specific concern.

Forlthis purpose, the conceptofaprocess view hasbeen formulated. Like a process, the description ofa prog¢ess
viey includes a statement of purpose and outeomes. Unlike a process, the description of a process view does
not|include activities and tasks. Instead,the description includes guidance explaining how the outcomes
can|be achieved by employing the activities and tasks of the various processes in ISO/IEC/IEEE 12207 pnd
ISOfIEC/IEEE 15288. Process views.¢anbe constructed using the process viewpoint template found in D.3.

D.3 Process viewpoint

A process view conformgto.a process viewpoint. The process viewpoint provided here can be used to cr¢ate
progess views.

The process viewpoint is defined by:
— |its stakeholders: users of the standard;

— |the cencerns it frames: the processes needed to reflect a particular engineering interest.

Thd ¢ontents of resulting process views should include the following:

— process view name;
— process view purpose;
— process view outcomes;

— identification and description of the processes, activities and tasks that implement the process view, and
references to the sources for these processes, activities and tasks in other standards.

NOTE The requirements for documenting viewpoints can be found in ISO/IEC/IEEE 24774:2021, 6.2 and 6.3.
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D.4 Process view for specialty engineering

D.4.1 Specialty engineering process view overview and purpose

This subclause provides an example of applying the process viewpoint to yield a process view for specialty
engineering to illustrate how a project can assemble processes, activities and tasks of ISO/IEC/IEEE 12207
and ISO/IEC/IEEE 15288 to provide focused attention to the achievement of product characteristics that
have been selected as being of special interest.

This example treats the cluster of interests, generally called specialty engineering, which includes but is not
limjted to such areas as availability, maintainability, reliability, safety, human factors and usability. Within
ISOfIEC/IEEE 12207 and ISO/IEC/IEEE 15288, these “ilities” requirements are referred to as “critical gudlity
chafacteristics”. These characteristics determine how well the product meets its specified requirements in
a splecific area selected for focus.

NOTE This is a generalized instance of a process view that covers a broad set of functionalland non-functipnal
characteristics related to specialty engineering. It provides a broad view across the processesdf a specific critical
quality characteristic has a high priority relative to other characteristics, a specific process view can be created for
thaff characteristic, including more detailed information and requirements.
Narhe: Specialty engineering process view

Purjpose: The purpose of the specialty engineering process view is to pravide objective evidence that|the
system achieves satisfactory levels of certain critical quality characteristics selected for special attentiop.

D.4.2 Specialty engineering process view outcomes

Thd outcomes for the specialty engineering process view are:

a) |Product critical quality characteristics are selected forspecial attention.

b) |Requirements for the achievement of the critical-qurality characteristics are defined.
¢) |Measures for the requirements are selected and related to the desired critical quality characteristick.
d) |Approaches for achieving the desired critical quality characteristics are defined and implemented.
e) |The extent of achievement of the requirements is continually monitored.

f) |The extent of achievement of the-critical quality characteristics are specified and developed.

NOTE The outcomes permitsthe possibility that the desired critical quality characteristics cannot be dirdctly

megsured but instead can be~argued and inferred based on other product or process characteristics that cap be
megsured.

D.4.3 Specialty engineering process view processes, activities and tasks

Thip process ¥iew can be implemented using the following processes, activities and tasks ffom
ISOfIEC/IEEE\X2207:2017 and ISO/IEC/IEEE 15288:2023.

NOTE 1, UISO/IEC 25030 can be useful in specifying software product quality requirements.

NOTE2’ _INCOSE Systems Engineering Handbook contains descriptions and elaboration about many of the specialty
engineering areas and the associated critical quality characteristics.

NOTE3  Cross-references in this list are to clauses/subclauses in ISO/IEC/IEEE 15288:2023 and
ISO/IEC/IEEE 12207:2017, not in this document.

a) Theagreement processes (6.1) provide for the establishment of expectations and responsibilities related
to each specialty engineering area, including legal agreements and licensing requirements. Generally,
this is done in the context of establishing and maintaining agreement processes for all aspects of the
system. In this case, or even when separate agreement process application is required for a specialty
engineering area, all parts of the acquisition process (6.1.1) and supply process (6.1.2) can be applicable.
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The organizational project-enabling processes (6.2) help ensure the organization’s capability to acquire
and supply products or services through the initiation, support and control of projects. These processes
provide resources and infrastructure necessary to support projects and help ensure the satisfaction
of organizational objectives and established agreements. Generally, this is done in the context of
applicability of the processes from all viewpoints to one or more systems across multiple projects.
However, specialty engineering stakeholders should review all parts of the six organizational project-
enabling processes to assure that their interests are adequately addressed.

The project assessment and control process (6.3.2) provides for monitoring the extent of achievement
of the requirements and critical quality characteristics and communicating the results to stakeholders

and managers. Relevant activities and tasks include (b) (6), (b) (7), (b) (9) and (b) (10).

The decision management process (6.3.3) provides assessment of alternative requirements, architecture
characteristics and design characteristics against the decision criteria, including the criticdl qudlity
characteristics. Results of these comparisons are ranked via a suitable selection model.and are then
used to decide on an optimal solution. Relevant activities and tasks include (b) all tasksyand (c) (1).

The risk management process (6.3.4), in its entirety, provides for identifying, eyvaluating and hand|ing
risks of the system, including those related to meeting the critical quality characteristics.

The configuration management process (6.3.5) manages and controls system elements pnd
configurations over the life cycle. Relevant activities and tasks include’(a) (1) and (d) (1) for gach
discipline to be addressed under specialty engineering.

The information management process (6.3.6), in its entirety, prowides for the specification, development
and maintenance of information items for documenting and cotamunicating the extent of achievemkent.
Information items used for the purpose of critical quality eharacteristics are sometimes specializef in
nature. Sources for the description of these information.items include industry associations, regulators
and specific standards.

The measurement process (6.3.7), in its entirety, provides for defining an approach that relates measyres
to the required critical quality characteristics.

The quality assurance process (6.3.8) addresses identified anomalies (incident and problems) that refate
to the achievement of critical quality characteristics.

The business or mission analysis process (6.4.1) provides for the definition of the problem space pnd
characterization of the solution space, including the relevant trade-space factors and preliminary|life
cycle concepts. This includes déveloping an understanding of the context and any key parameters, such
as the critical quality charaeteristics (e.g. safety hazards, human interfaces, operational characterigtics
and system assurance context). Relevant activities and tasks include (b) (1) and (b) (2); (c) (1); (d){(1);
and (e) (2).

The stakeholder needs and requirements definition process (6.4.2) provides for the selection pnd
definition of characteristics, including critical quality characteristics, and associated information itgms.
The activities _and the documentation are useful in identifying, prioritizing, defining and recording
requirementsfor the critical quality characteristics. Relevant activities and tasks include (a) (1); (b)|(2),
(b) (4) and‘(b) (6); (c) all tasks; (d) all tasks; (e) (2); and (f) (3).

The ‘system requirements definition process (6.4.3) provides for the specification of parameters| for
the eritical quality characterlstlcs and the selectlon of measures for trackmg the achlevement of t} ese

Ao I A b o Yarid

(@) (1); (b) all tasks; (c) (2) and (d) (3)

NOTE4  The title of process 6.4.3 is software requirements definition process in ISO/IEC/IEEE 12207:2017 and
system requirements definition process in ISO/IEC/IEEE 15288:2023,

The system architecture definition process (6.4.4) provides for the identification of stakeholder concerns
from an architecture perspective. These concerns often translate into expectations or constraints
across the life cycle stages that relate to the critical quality characteristics, such as utilization (e.g.
availability, security, effectiveness, usability), support (e.g. reparability, obsolescence management),
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evolution of the system and of the environment (e.g. adaptability, scalability, survivability), production
(e.g. manufacturability, testability), retirement (e.g. environmental impact, transportability), etc. This
process further addresses those critical quality characteristic requirements that drive the architecture
decisions, including the assessment of the architecture with respect to the concerns and associated
characteristics. Relevant activities and tasks include (b) (1); (c) (1); (c) (2), (c) (3), (c) (4) and (c) (5); (d)
(2); and (e) (2).

The design definition process (6.4.5) provides for the determination of necessary design characteristics,
which includes the critical quality characteristics, such as security of design criteria for the specialty
characteristics and the evaluation of alternative designs with respect to those criteria. Relevant

activities and tasks include (a) (3); (b) (1), (b) (3), (b) (4), (b) (5) and (b) (7); (c) (2); and (d) (4).

The system analysis process (6.4.6) provides for the level of analysis needed to understand the trfade
space with respect to the critical quality characteristics through the conduct of mathematicalanalysis,
modelling, simulation, experimentation and other techniques. The analysis results arednput to trgdes
made through the decision management process in support of other technical processes. Releyant
activities and tasks include (a) all tasks; and (b) all tasks.

The implementation process (6.4.7) provides for recording the evidence{that critical qudlity
requirements have been met. Relevant activities and tasks include (b) (3).

The integration process (6.4.8) provides for planning the integration,.ihcluding the considerations
for critical quality characteristics, and the assurance that the achiévement of the characteristids is
determined and recorded. Relevant activities and tasks include (a)-(1); (b) (5); and (c) (1).

The verification process (6.4.9), provides for the planning and execution of a strategy to perfprm
verification, including the critical quality characteristies: The selected verification strategy [can
introduce design constraints that can affect the achievement of the characteristics. Relevant activities
and tasks include (a) (1) and (3); (b) (1), (b) (2); and (). (1) and (c) (2).

The transition process (6.4.10) provides for installing the system in its operational environment.
Because some specialty properties involve a trade-off between design constraints and operatignal
constraints, attention to installation is often important. Relevant activities and tasks include (a) (4); pnd

(b) (4), (b) (6) and (b) (7).

The validation process (6.4.11) provides evidence that the services provided by the system meet|the
stakeholders' needs, including the ctitical quality characteristics. Relevant activities and tasks include

(@) (1) and (a) (3); (b) (1) and (b)-(2)'(c) (1) and (c) 2).

The operation process (6.4.12) provides for usage of the system. Assuring that critical qudlity
characteristics are apprepriately achieved involves monitoring the operation of the system. Releyant
activities and task include(b) (3), (b) (4) and b (5); (c) (1) and (c) (2); and (d) (1) and (d) (2).

The maintenance process (6.4.13) sustains the capabilities of the system, helping to ensure its ongging
availability to provide its functions, including its critical quality characteristics. This includes failure
analysis, maifitenance tasks and logistics tasks needed to assure continued operation of the systlem.
Relevant activities and tasks include (b) all tasks; (c) all tasks; and (d) (1) and (d) (2).

The dispesal process (6.4.14) ends the existence of a system. The inherent need to anticipate dispgsal
can place constraints on development. In fact, these constraints can themselves be critical qudlity
characteristics. Relevant activities and tasks include (a) (2); (b) (1) and (b) (2); and (c) (3).

D.5 Process view for interface management

D.5.1 Interface management process view overview and purpose

This subclause provides an example of applying the process viewpoint to yield a process view for
interface management, intended to illustrate how a project can assemble processes, activities and tasks of
ISO/IEC/IEEE 15288:2023, to provide focused attention to the achievement of product characteristics that
have been selected as being of special interest.
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This example treats a specific instance of a process view, called interface management, which includes but
is not limited to interface definition, design and change management. Within ISO/IEC/IEEE 15288:2023, the
tasks that comprise interface management are fully contained within the existing processes.

Name: Interface management process view

Purpose: The purpose of the interface management process view is to facilitate of the identification,
definition, design and management of interfaces of the system.

D.5.2 Interface management process view outcomes

The
a)
b)
9
d)

e)
f)
g)
D.5

Thi
ISO

NO7
maf

NO
ISO

b)

outcomes for the interface management process view are:
Business or mission needs related to interfaces are identified.
Stakeholder needs related to interfaces are identified.
Requirements for the interfaces are defined.

Interfaces between system elements, as well as interfaces between the system/and external systems
identified and defined.

Approaches for achieving the desired interface characteristics are defiged-and implemented.
The extent of realization of the interface requirements is continually monitored.

The extent of achievement of the interface requirements are spécified and developed.

.3 Interface management process view processes;dctivities and tasks:

5 process view can be implemented using the,  following processes, activities and tasks ff

IEC/IEEE 15288:2023:

E1 INCOSE Systems Engineering Handbook ‘contains descriptions and elaboration about inter
agement.

E2 Cross-references in this list _ase to clauses/subclauses in ISO/IEC/IEEE 15288:2023
IEC/IEEE 12207:2017, not in this document:

The agreement processes (6.1) provide for the establishment of expectations and responsibilities relz
to interface management, including legal agreements and licensing requirements. Generally, this is d
in the context of establishing'and maintaining agreement processes for all aspects of the system. In
case, or even when separate agreement process application is required, such as for a specific interf
all parts of the acquisitien process (6.1.1) and supply process (6.1.2) can be applicable.

The organizational-project-enabling processes (6.2) help ensure the organization’s capability to acq
and supply preducts or services through the initiation, support and control of projects. These proce:
provide resgurces and infrastructure necessary to support projects and help ensure the satisfac
of organizational objectives and established agreements. Generally, this is done in the contex
applicability of the processes from all viewpoints to one or more systems across multiple proje
However, interface management stakeholders should review all parts of the six organizational proj
enabling processes to assure that their interests are adequately addressed.
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¢) The project assessment and control process (6.3.2) provides for monitoring the extent of achievement
of the requirements, including interfaces, and communicating the results to stakeholders and decision

makers. Relevant activities and tasks include (b) (6), (b) (7), (b) (9) and (b) (10).

d) The decision management process (6.3.3) provides assessing alternative requirements, architecture
characteristics and design characteristics against the decision criteria, including the interfaces. Results
of these comparisons are ranked, via a suitable selection model and are then used to decide on an

optimal solution. Relevant activities and tasks include (b) all tasks; and (c) (1).
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The risk management process (6.3.4), in its entirety, provides for identifying, evaluating and handling
risks of the system, including those related to interfaces.

The configuration management process (6.3.5) manages and controls system elements and
configurations over the life cycle. All activities and tasks in this process are particularly relevant to
interface management.

The information management process (6.3.6), in its entirety, provides for the specification, development
and maintenance of information items for documenting and communicating the extent of achievement.

Thao oo ciieara o e el 2 70 3o tbo oot

rakyz oz doc Py fipin o o o o o atralat Al
I IIC IIICAdouUur CIricCIiv t_ll \vAwrwre re ) LU.-J.I J’ IIIICO CIILIT \.,L)’, t.ll UVIUCO 1IUIL U\,llllllls A1l (Ay}ll Uduilil tlIrdi I uvidli o 11ICdaoy res

to the required interface information needs, and then generating and using those measures to address
the identified interface information needs.

The quality assurance process (6.3.8) addresses identified anomalies (incident and problems) that
relate to the achievement of interface requirements. The business or mission analysis_process (6.4.1)
provides for the definition of the problem space and characterization of the solutidn space, including
the description of the environment and context, as well as preliminary operational concepts. It often
identifies external systems that must interface with the Sol. Relevant activities and tasks include (b] (1)
and (b) (2); and (c) (1).

The business or mission analysis process (6.4.1) provides for the definition of the problem space pnd
characterization of the solution space, including the relevant trade-space factors and preliminary|life
cycle concepts. This includes developing an understanding of thé tontext and any key parameters,
such as the critical interfaces within the Sol, as well as those to.eXternal systems, and similarly for all
enabling systems. Relevant activities and tasks include (b) (1) and (b) (2); (c) (1); and (d) (1).

The stakeholder needs and requirements definition process (6.4.2) provides for the definition of
operational concepts and the interactions of the system” with users and the intended environment
(including other systems). It often identifies external §ystems that must interface with the Sol. Releyant
activities and tasks include (b) all tasks; (d) (1) and (d) (3).

The system requirements definition process“(6.4.3) provides for the definition of the interface
requirements. Relevant activities and tasksdnclude (a) (1); (b) all tasks; (c) all tasks; and (d) all taskg.

The system architecture definition process (6.4.4) provides for the identification of interfaces from an
architecture perspective as the architecture models evolve. This process further describes and defines
the interfaces to the extent neededfor the architecture description. Relevant activities and tasks include
(@) (2) and (a) (4); (b) (1) (d) all'tasks; (e) (2) and (e) (5) and (e) (6).

The design definition procéss’(6.4.5) provides for the refinement and full definition of the interfaces pnd
the creation of the necessary information items. Relevant activities and tasks include (b) 6) and (b) [(7);
and (d) (2) through (d) (4).

The system analysis process (6.4.6) provides for the level of analysis needed to understand the trfade
space with respect to the interface requirements and definition through the conduct of mathematfical
analysis, médelling, simulation, experimentation and other techniques. The analysis results are inpyt to
trades madethrough the decision management process in support of other technical processes. Releyant
activitiesand tasks include (a) all activities; and (b) all tasks.

The.implementation process (6.4.7) provides for development of the interfaces and recording |the

evidence that interface requirements for an implemented system element have heen met. Relevant
activities and tasks include (b) (3).

The integration process (6.4.8) provides for planning the integration, including the considerations for
interfaces between system elements. It also includes the integration of systems or system elements and
interfaces. Relevant activities and tasks include (a) (1); (b) all tasks; and (c) (1).

The verification process (6.4.9), provides evidence that the services provided by the system meet the
system requirements, including interface requirements. The process provides for the planning and
execution of a strategy to perform verification, including the interface requirements. The selected
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verification strategy can introduce interface constraints that can affect their achievement. Relevant

activities and tasks include (a) (1) and (a) (3); (b) (1), (2); and (c) (1).

s) The transition process (6.4.10) provides for installing the system in its operational environment. This

includes identifying constraints and checking the installation and operational state of the interfa
Relevant activities and tasks include (a) (4); and (b) (3), (b) (4), (b) (6) and (b) (7).

ces.

t) The validation process (6.4.11) provides evidence that the services provided by the system meet the

stakeholders' needs, including the interface requirements and the internal and external interfa
The selected validation strategy can introduce interface constraints that can affect their achievem
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disposition-ofany of the types of elements that can comprise a system, including enabling systems, delivey

any

Retevant activities and tasks inciude (@) (1), @ (2)and @ (3 (b)) (Oand (b) (2); (O (Jand (©) (2.

The operation process (6.4.12) provides for usage of the system. There also can be constraints‘to
interfaces for operations. Assuring that the interface requirements are appropriately achieved’invo
monitoring the operation of the system. Relevant activities and task include (a) (2), (b) £3) and (b)
and (c) (1) and (c) (2).

The maintenance process (6.4.13) sustains the capabilities of the system, helping €0 ensure its ong
availability to provide its functions, including its interfaces. This includes failure‘analysis, mainteng
tasks and logistics tasks needed to assure continued operation of the systéem. There also can
constraints to the interfaces for maintenance. Relevant activities and tasks'include (a) (3); (b) all ta
and (d) (1) and (d) (2).

The disposal process (6.4.14) ends the existence of a system. It €an require activities to diseng
interfaces, including the termination of cooperative agreements with external systems involved ¥
external interfaces to the Sol. The inherent need to anticipaté.disposal can place constraints on
interfaces. Relevant activities and tasks include (a) (2) and {b) (1) and (b) (2).

Process view for security

.1 Security process view overview and purpose

5 subclause provides an example of applying’the process viewpoint to yield a process view for secu
nded to illustrate how a project can assemble processes, activities and tasks of ISO/IEC/IEEE 15288:2
rovide focused attention to the achievement of system characteristics that have been selected as b
pecial interest.

5 example is focused on protection/against intentional subversion or forced failure due to the architect
gn, implementation, operation, support, or disposition of any of the types of elements (hardw|
ware, data, facilities, etc.) that can comprise a system, including enabling systems, delivering any mi
rices and products.

he: Security processyiew

pose: The purposSe of the security process view is to provide objective evidence that the syster
hble of achieving satisfactory levels of certainty, that sufficient protection is achieved against intenti
version ©orforced failure due to the architecture, design, implementation, operation, support

mix of services and products.
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.4 Jdecurity process view outcomes

The outcomes for the security process view are:

a)
b)
)
d)

Product and service security characteristics are selected for special attention.
Requirements for the achievement of the security characteristics are defined.
Measures for the requirements are selected and related to the desired security characteristics.

Approaches for achieving the desired security characteristics are defined and implemented.
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e) The extent of realization of the security requirements is continuously monitored.
f) The extent of achievement of the security characteristics is specified and developed.
NOTE The outcomes permit the possibility that the desired security characteristics cannot be directly measured,

but instead can be inferred based on other product or process characteristics that can be measured.

D.6.3 Security process view processes, activities and tasks

This process view can be implemented using the following processes, activities and tasks from

ISO

ALc /I DR 140700, 9099D

NOT
ISO

a)

b)

d)

f)

g)

h)

lLA\_A/ TLLL 1400.4VU40.,

E Cross-references in this list are to clauses/subclauses in ISO/IEC/IEEE 15288:2023
IEC/IEEE 12207:2017, not in this document.

and

The agreement processes (6.1) provide for the establishment of expectations and respongibilities relgted
to each aspect of security, including legal agreements and licensing requirements. Generally, this is done

in the context of establishing and maintaining agreement processes for all aspects-of’the system. In

this

case, or even when separate agreement process application is required for a specific security area, all

parts of the acquisition process (6.1.1) and supply process (6.1.2) can be appli¢able.

The organizational project-enabling processes (6.2) help ensure the organization’s capability to acq

lire

and supply products or services through the initiation, support and conttol of projects. These processes

provide resources and infrastructure necessary to support projects\and help ensure the satisfac
of organizational objectives and established agreements. Generally, this is done in the contex

fion
L of

applicability of the processes from all viewpoints to one or more systems across multiple proj¢cts.

However, security stakeholders should review all parts_of‘the six organizational project-enab
processes to assure that their interests are adequately addressed.

ling

The project assessment and control process (6.3.2) ptevides for monitoring the extent of achievenent
of the requirements and critical quality characteristié¢s and communicating the results to stakeholders

and managers. Relevant activities and tasks include (b) (6), (b) (7), (b) (9) and (b) (10).

The decision management process (6.3.3); in its entirety, assesses alternative requirements,

architecture characteristics and design \characteristics against the decision criteria, including
security characteristics. Results of these,comparisons are ranked, via a suitable selection model, and
then used to decide on an optimal solution. Stakeholders can make decisions based on the justifica
provided.

The risk management process (6.3.4), in its entirety, provides for the evaluation of the potential for

being able to achieve the neeessary security for each system element type as well as the overall sys:liem,

resulting in a risk to one.or more stakeholders, or resulting in the system not being used as inten
Security is a risk category in each risk analysis.

The configuration” management process (6.3.5) manages and controls system elements
configurations-over the life cycles. Relevant activities and tasks include (a) (1), (d) (1), (e) in its entir

The inforination management process (6.3.6), in its entirety, provides the information about
achievement of security to the relevant stakeholders, including regulatory or approval authorif
The information about security is collected to support a set of arguments that justify a claim about
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security of a system. Due to the sensitivity of the data, additional care is given to identify the appropr
ien for th ri rity m res. Information management incl he pr i
sensitive information items regarding security.

of

The measurement process (6.3.7), in its entirety, provides a common platform for collecting information

about the security of each element of the system and each aspect of security.

The quality assurance process (6.3.8) evaluates project and supplier processes for conformance to secu
requirements and procedures. It addresses identified anomalies (incident and problems) that relate to
achievement of security characteristics. Relevant activities and tasks include (c) and (e) (all tasks).
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The business or mission analysis process (6.4.1) provides for understanding the security environment
for the Sol, considering relevant laws, policies, risks and constraints related to security. Relevant
activities and tasks include (b) (1), (c) (1) and (d) (1).

The stakeholder needs and requirements definition process (6.4.2) provides for the selection and
definition of risks and threats to missions or information and incorporates this knowledge in defining
security related requirements, including confidentiality, availability and integrity in the context of how
the system is intended to function, including consideration of misuse and abuse scenarios. Stakeholders
need to agree upon what aspects of security are sufficient. Relevant activities and tasks include (a) (2),
(b) all tasks, (c) (2) and (c) (4).

The system requirements definition process (6.4.3) provides for the selection and definition of seculrity
related requirements, including confidentiality, availability and integrity in the context of\how [the
software is intended to function, including requirements for system security in the event of misuse pnd
abuse. Relevant activities and tasks include (b) (3) and (b) (4) and (c) (3).

The system architecture definition process (6.4.4) provides for the identification of stakeholder concgrns
from an architecture viewpoint through threat modelling and assessing the vulnerability of the product
architecture and design to potential attacks to gain an understanding of the thteat landscape and|the
relevant architecture elements. Relevant activities and tasks include (a) (2J.and (a) (4); (b) (1); (¢){(all
tasks); (d) (5) and (f) (1), (f) (2) and (f) (5).

The design definition process (6.4.5) provides sufficient detailed data‘and information about the system
and its elements to enable the security implementation consistentwith architectural entities as defined
in models and views of the system architecture. Relevant activities’and tasks include (a) (3) and (a)|(4);

(b) (3), (b) (4) and (b) (7); (c) (2) and (d) (2).

The system analysis process (6.4.6) provides for the level of analysis needed to understand the trfade
space with respect to the critical quality characteristics¢through the conduct of mathematical analysis,
modelling, simulation, experimentation and other techniques. The analysis results are input to trddes
made through the decision management process, in support of other technical processes. Releyant
activities and tasks include (a) all tasks; and (b).all tasks.

The implementation process (6.4.7) provides for the use of security practices to avoid common errors
that lead to exploitable system vulnerabilities, and the use of a variety of testing techniques including
inspection for competent authenticity;’penetration testing, fuzz testing, static analysis testing pnd
dynamic testing to identify and address system weaknesses and vulnerabilities. Relevant activities pnd
tasks include (a) (1); and (b) (1),(b) (2), (b) (3) and (b) (4).

The integration process (6.4:8) provides for planning the integration, including the considerationg for
security characteristics,(@and the assurance that the achievement of the characteristics is determined
and recorded. Impleméntation of interface standards wherever practical promotes system and elenent
sustainability and element reusability. Relevant activities and tasks include (a) (2) and (a) (3); (b) [(5);
and (c) (1) and (c)\(2).

The verification process (6.4.9) provides for the planning and execution of a strategy to verify that
system requirements, including the security characteristics, have been achieved. The seleqted
verification strategy can introduce testing for security weaknesses in the development process or
duringsustainment. Threat analysis provides input into the creation of test plans and cases. The resplts
include the information required to effect the remedial actions that correct nonconformances in|the
system and account for uncertainty in verification activities, such as test tool reliability and level of|the

uncertainty in results (i.e. rates of false positives and false negatives). Additional considerations include
the resiliency of the system to function. Relevant activities and tasks include (a) (1), (a) (4), (@) (5) and
(@) (6): (b) (all tasks); (c) (1) and (c) (2).

The transition process (6.4.10) establishes a capability for a system to provide services specified by
stakeholder requirements in the operational environment. Relevant activities and tasks include (a) (2);

(b) (1), (b) (4), (b) (5), (b) (6); and (c) (1) and (c) (2).
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