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Foreword

ISO

(the International Organization for Standardization) and |IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO

or IEC participate in the development of International Standards through technical committees

estahlished by the respective organization to deal with particular fields of technical activity. ISO and |EC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and

hon-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE| Standards documents are developed within the IEEE Societies and the Standards “Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achiéve the final product.

Volu
adm

mteers are not necessarily members of the Institute and serve without compénsation. While the IEEE
inisters the process and establishes rules to promote fairness in the consensts development process, the

IEEE| does not independently evaluate, test, or verify the accuracy of any of/the information contained in its
standards.

Inter|

The

mational Standards are drafted in accordance with the rules given,inthe ISO/IEC Directives, Part 2.

main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted

by the joint technical committee are circulated to national bodies for voting. Publication as an International

Stan

jard requires approval by at least 75 % of the national bedies casting a vote.

Attenttion is called to the possibility that implementation 6f this standard may require the use of subject matter
covefed by patent rights. By publication of this standard, no position is taken with respect to the existence or

valid
pate

ity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential
nts or patent claims for which a license may, be required, for conducting inquiries into the legal validity or

scopg of patents or patent claims or determining whether any licensing terms or conditions provided in
conngction with submission of a Letter of ASsurance or a Patent Statement and Licensing Declaration Form, if

any,

or in any licensing agreements(are reasonable or non-discriminatory. Users of this standard are

expressly advised that determination ‘of the validity of any patent rights, and the risk of infringement of such
rightg, is entirely their own respensibility. Further information may be obtained from ISO or the IEEE

Stan

ISO/

jards Association.

IEC/IEEE 21451-7 was._prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,

Subcgommittee SC 31, Autematic identification and data capture techniques, in cooperation with the Technical
Commmittee on Sensor, Fechnology (TC9) of the IEEE Instrumentation and Measurement Society, under the
Partrler Standards{Development Organization cooperation agreement between ISO and IEEE.

ISO/

[EC/IEEE.21451 consists of the following parts, under the general title Information technology — Smart

transpducersifterface for sensors and actuators:

Vi

Pat 1: Network Capable Application Processor (NCAP) informatfion model

Part 2: Transducer to microprocessor communication protocols and Transducer Electronic Data Sheet
(TEDS) formats

Part 4: Mixed-mode communication protocols and Transducer Electronic Data Sheet (TEDS) formats

Part 7: Transducer to radio frequency identification (RFID) systems communication protocols and
Transducer Electronic Data Sheet (TEDS) formats

© ISO/IEC 2011 — All rights reserved
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Introduction

1(E)

This part of ISO/IEC/IEEE 21451 describes communication methods, data formats and provides a Transducer
Electronic Data Sheet (TEDS) for sensors working in cooperation with radio frequency identification (RFID)

systems. This part of ISO/IEC/IEEE 21451 does not outline, recommend, or prescribe any specific air-

interface protocol. This part of ISO/IEC/IEEE 21451 is intended to be air-interface agnostic.

In the ISO/IEC/IEEE 21451 series of standards, transducers (sensors or actuators) are connected
transducer interface module (TIM), which is connected to a network capable application processor (NCA
allow network access of transducer data. ISO/IEC/IEEE 21450 defines a set of common function
commands, and TEDS for the ISO/IEC/IEEE 21451 series of smart transducer standards:

to a
P) to
ality,

ISO/IEC/IEEE 21450 provides a common basis for members of the ISO/IEC/IEEE 21451 series of stanglards

to be interoperable. It defines the functions that are to be performed by a TIM . and'the common character

istics

for all devices that implement the TIM. It specifies the formats for TEDS (1t,defines a set of commands to
facilitate the setup and control of the TIM as well as reading and writihg the data used by the system.

Application programming interfaces (APIs) are defined to facilitate gommunications with the TIM and
applications. ISO/IEC/IEEE 21451-1 defines a smart transducer objéect-model and communication methd
facilitate the access of smart transducers in a network. ISO/IEG/IEEE 21451-2 defines serial interface

with
ds to
s for

connecting transducer modules to a network processor. ISONEC/IEEE 21451-4 defines a mixed-mode
transducer interface that allows the transfer of digital transducer electronic data sheet and analogue s¢nsor

signals on the same wires.

© ISO/IEC 2011 — All rights reserved
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INTERNATIONAL STANDARD ISO/IEC/IEEE 21451-7:2011(E)
Information technology — Smart transducer interface for
sensors and actuators —

Part 7.

Transducer to radio frequency identification (RFID) systems
communication protocols and Transducer Electronic Data
Sheet (TEDS) formats

1 Scope

This part of ISO/IEC/IEEE 21451 defines communication methods and data formats for transducers (sepsors
and actuators) communicating with RFID tags. This part of ISO/IEC/IEEE 21451 also defines Transducer
Electronic Data Sheet (TEDS) formats based on the ISO/IEC/IEEE 21451 series of standards and protpcols
for accessing TEDS and transducer data. It adopts necessary interfaces and protocols to facilitate the yse of
technically differentiated, existing technology solutions. lt~does not specify transducer design or signal
conditioning.

There is currently no openly defined independent interface standard between transducers and RFID |tags.
Each vendor builds its own interface. Without suchi@ standard, transducer interfacing and integration to RFID
tags and systems are time-consuming and all vendors’ duplicated efforts are economically unproductivel The
purpose of this part of ISO/IEC/IEEE 21451 jst0 provide interfaces and methods for interfacing transducegrs to
RFID tags and reporting transducer data within the RFID infrastructure. It also provides the means for device
and equipment interoperability.

2 Conformance

Conformance to this part'of ISO/IEC/IEEE 21451 requires that all non-optional sections be implemented |n the
vendor device.

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the refergnced
doecument (including any amendments) applies.

ISO/IEC 19762 (all parts), Information technology — Automatic identification and data capture (AIDC)
techniques — Harmonized vocabulary

IEEE Std 100-2000, The Authoritative Dictionary of IEEE Standards Terms, Seventh Edition

© ISO/IEC 2011 — All rights reserved

© IEEE 2011 — All rights reserved 1


https://standardsiso.com/api/?name=9c219c659ff765a0dfc442effecfa006

ISO/IEC/IEEE 21451-7:2011(E)

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts), IEEE Std 100
and the following apply.

4.1

transducer electronic data sheet
data sheet stored in some form of electrically readable memory, which describes a Transducer Channel

4.2

event sensor

senspr that detects a change of state in the physical world

NOTH The fact that a change of state has occurred and/or instant in time of the change of state, and fet the state
value| is the “measurement”.

4.3

message

information that is to be passed between devices as a single logical entity

NOTE A message may occupy one or more packets.

44

sensor

devige that responds to biological, chemical, or physical stimuli (such as heat, light, sound, pressure,

magr

etism, motion, and gas detection) and transmits the resulting sighal or data for providing a measurement,

operating a control, or both

4.5

1451
devig
magf

4.6
smal
trans
sens
envir

4.7

time
numl

5 |

For t
and

7 sensor
e that responds to biological, chemical, or physieal stimulus (such as heat, light, sound, pressure,
etism, motion, and gas detection) and provides-a‘measured response of the observed stimulus

't transducer

ducer that provides functions beyend’ those necessary for generating a correct representation of a
bd or controlled quantity, simplifying the integration of the transducer into applications in a networked
bnment

tick

er of sample intervals.that have occurred

Abbreviated terms

he purposes of this document, the abbreviated terms given in IEEE Std 100, ISO/IEC 19762 (all parts)
he following apply.

Al
EUI
LSB
MSB
Oul
RFU

Alr Interface

Extended Unique Identifier

Least Significant Bit

Most Significant Bit

Organizational Unique Identifier (allocated by IEEE)

Reserved for Future Use

© ISO/IEC 2011 — All rights reserved
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RN Random Number

RTLS Real-Time Locating System

Si International System of Units (SI)
TEDS  Transducer Electronic Data Sheet

TIM Transducer Interface Module

UTC Coordinated Universal Time

6 Transducer and RFID system interface specification

This part of ISO/IEC/IEEE 21451 specifies a set of features, which allow a smart transducer to commur

1(E)

icate

with the outside world using the techniques employed by RFID systems. The list below| shows the four design

elements that must be embodied in all smart transducers, which conform to this part<f ISO/IEC/IEEE 214

o Essential elements of a conformant smart transducer:
— Communications Protocol
— Command Structure
— TEDS

— Transducer Data

The Communications Protocol provides the direct link between the outside world and the smart transduc
the time of publication of this part of ISO/IEC/IEEE 21451, Clause 7 identifies a number of the ISO/IE
Interface specifications that are candidates for supporting this part of ISO/IEC/IEEE 21451; other air inter
may also support this part of ISO/IEC/IEEE 21451 Each air interface protocol that supports this Interna
Standard shall refer to it as a normative reference and implement the requirements specified in this p
ISO/IEC/IEEE 21451. The Command Structure is the language, specified in Clause 9, with which the ac
of the smart transducer are controlled. The TEDS contains the capability and configuration informatio
specified in Clause 8, for each particular'smart transducer. The Transducer Data, also described in ClaJ
constitutes the results of sensor measurements.

Figure 1 provides an example of the minimum components required in a system interfaced with a com
transducer. The elementsccommon to all systems that are compliant to this International Standard a
those in Figure 1, except the “Network Interface” in the “RFID Tag Interrogator”.

51.

br. At
C Air
faces
tional
art of
tions
n, as
se 8,

pliant
re all

RFID Jag-Interrogator 21451-7 Transducer
Network Interface _
Unit Interpreter
( RF Unit \ , — S
\ J Air Interface TEDS Transducers
Memory (sensors or
actuators)
( Command Generator ) ~— N

Figure 1 — RFID system interface with smart transducer

© ISO/IEC 2011 — All rights reserved
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For

clarity, this figure does not show the other numerous hardware elements common to generic RFID tag

interrogators and transducers that are compliant with this International Standard.

Input from the RFID Tag Interrogator or its network interface is processed by the Command Generator, and
then transmitted by its RF Unit. Within the Transducer of International Standard, the Command Interpreter
processes radio signals sent to it from the RF Unit, into low-level control signals. These are required for the
various functions of which the particular smart transducer is capable. As a minimum requirement, every
Transducer that is compliant with this International Standard shall be able to retrieve data from the TEDS

mempry—and-al-datarecords-

71

Air interface applicability (RFID and RTLS)

General

This | International Standard's command structure supports the air interface communications protocols
described in these ISO/IEC standards: Additional air interface protocols may be <added by declaring
compliance with this part of ISO/IEC/IEEE 21451.

— ISO/IEC 18000-2 [3]

- ISO/IEC 18000-3 [4]
- ISO/IEC 18000-4 [5]
-+ ISO/IEC 18000-6 [6]
- ISO/IEC 18000-7 [7]
- ISO/IEC 24730-2 [10]
- ISO/IEC 24730-5 [8]

NOTE  Bibliographic references included in brackets.

Sensprs that are compliant with this International Standard are designed on a hierarchical structure with two

levels:

— The sensor type (e.g., temperature or relative humidity) determined by its physical design.

—+ The data type defined by:the measured or derived data extracted from the sensor (e.g., present

sampled value, or a count.of occurrences of out-of-limit samples, or a detailed data log).

Effectively, the hierarchy separates the functions of which a sensor that is compliant with this International
Standglard is capable fromithe type of data that is extracted.

7.2

Overview

This part of<ISO/IEC/IEEE 21451 specifies sensor types and scaling for RFID sensor data acquisition, files
that ¢ontrol(data acquisition and hold desired sensor data, and commands for accessing data files. The data
avaiIanIe for extraction from each sensor shall consist of:

The Sensor Identifier (See 8.4)

The Sensor Characteristics Record (See 8.5)
The Sample and Configuration Record (See 8.6)
The Event Administration Record (See 8.7)

The Event Record (See 8.8)

© ISO/IEC 2011 — All rights reserved
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7.3 Sensor security system basic operations

This part of ISO/IEC/IEEE 21451 specifies optional security in two forms, which are Air Interface Security and
Direct Sensor Security. Either or both of these may be used, and there are options within the two forms.

Air Interface Security provides methods for the sensor to take advantage of the security built into a particular
RFID air interface. It operates by the tag passing a security status code to the sensor informing the sensor of
the securlty state of the tag. The sensor then appropriately I|m|ts its command execution according to a

DUUUIILy IUIIULIUII UUdU HIUHIGIIIIIIUd Uy th UoTl. :f LhU SCTTOVUTN 1O dUU'JIy Ulllbcddcd VVILhIII th Lay U:U\JLI\. nICS
then this method of sensor security is as secure as the air interface security. However, air interface sepurity
has limitations in that it is not available for all air interfaces, is commonly not fully secure in a cryptographic
sense, is sometimes “one way” with only the reader authenticating to the tag, and for modular sensors if may
be physically defeated.

To overcome these problems direct sensor security is also specified. This version this |nternational Stapdard
provides for sensor security ranging from a simple password system for readerConly authenticatign, to
encrypted two-way authentication of reader and sensor, to authentication of reader and sensor on |each
command/response exchange, to encryption of data flow in the link. There jis¢a high degree of flexibility
provided, such as a choice of encryption algorithms and the opportunity to $pecify different algorithmsg and
different keys for authentication and data encryption (different keys must be supported if different algorjthms
are allowed for authentication and data encryption since the key length\can differ). Other flexibility includes
reader commanded RN/security token lengths that may be different foryeach link, and that may change|from
initial authentication to continuing authentication of an established séssion. Authentication and encryptior] may
also be independently commanded as applying to either or bothlinks. Under this system optional encryption
capability is required to authenticate the tag to the reader. The reader may, if desired, authenticate itself {o the
tag without encryption using only a password.

The type of security supported by the sensor is reportediin the TEDS. Since this part of ISO/IEC/IEEE 21451
allows both Air Interface Security and Direct Sensor."Security to be implemented simultaneously, separate
fields for security capability description are preVided for each. If the two security function codes are
programmed to different levels, the sensor will 'default to the security level of the more secure (it wil| limit
command set execution for both to that speeified by the most limiting). The two passwords/keys may be
different, and if different both will be required to access the sensor.

7.3.1 Air interface security system-support

The air interface security may-be supported through a security status reporting system (using the|“Tag
Security Status Code”) whefe the tag reports to the sensor the security state it is in, and the sensor resgonds
appropriately. Typicallycthe Tag Security Status Code reports to the sensor whether the tag| has
“authenticated” that thie jreader is authorized for some degree of sensor access via a password mgthod
(improved air interface security using encryption based authorization is under development). A 3-bi{ Tag
Security Status Cede is provided for this function, as defined in Table 12. The code from this table ig pre-
appended to the-payload of the air interface “transport command” that moves sensor commands as payldad to
the sensor centroller. The sensor controller interprets how to respond to the Tag Security Status Code ¢f the
tag as defined in the Air Interface Security Function Code of Table 14. The Air Interface Security Furction
Code is"\basically a user-programmed choice of the air interface security capabilities as defined in the Air
Interface Security Capabilities Code field of TEDS Table 2. It operates by specifying the classes of command
that'the sensor may execute, for example allowing read operations, but not write operations, without having
passed air interface security. See 7.5.10 for specific information on the command classes.

7.3.2 Direct sensor security support

The sensor manufacturer and the user through programming options may extend or replace the air interface
security with direct or embedded sensor security. Such security may share a password or key(s) with the air
interface, or be different. The “password” used for one-way authentication is replaced by a “key” or keys when
encrypted two-way authentication is used. If both security methods are supported then the sensor will assume
the higher security level of the two Security Function Codes (field 6 and field 7) programmed in the Sample
and Configuration Record of Table 11.

© ISO/IEC 2011 — All rights reserved
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The Sensor Security Function Code (field 7) of Table 11 is a user-selected choice from the options available
under the detailed descriptions of Table 6 Sensor Security Capability Codes.

The direct sensor security can be as simple as the reader authenticating itself to the sensor via a simple
password. This version of this International Standard provides a structure and a command set that can allow
for “Two-Way Authentication”, meaning that both Reader and Sensor can privately authenticate that the other
has a secret key. Passwords may currently be 16, 32, 64, or 128 bits long. Keys may also be any of these
lengths, and also may be any number if a specific key length is specified as always associated with a

respect to length, and then the particular length specified in the Transducer Electronic Data Sheet (TEDS) of
Table 2.

The fwo-way authentication is implemented with a private key encryption system. This requires not only
seledtion of particular encryption or hashing algorithms, but also random number generation on both reader
and sensor. For each authentication random numbers are generated by each side (reader or tag):to be used
in combination with the secret key to generate constantly changing “security tokens” (an encryption function
output that is a function of both the key and the new random number) that prove the authenticity of the side
receiving the random number and generating the security token. Since the secret and un-transmitted key is
esseftial to generating the security tokens, the random numbers are transmitted in plaintext (unless the full
comrpunication is encrypted). For example, for the sensor to authenticate the readerjthe sensor provides the
read¢r with a random number. The reader encrypts or hashes that random nuhiber with the key (both are
inputs to the encryption function), and sends the encrypted result (reader secUrity token) back to the sensor.
The s$ensor has also run the same random number and key through the encryption algorithm and gotten an
internal result that it can compare to the result provided by the reader. If they match, this proves to the sensor
that the reader has the key. This result was achieved without ever haying-to transmit the key where it could be
inter¢epted by an eavesdropper. This process may be extended to-encryption of regular message traffic, and
not jyst authentication.

The flow of events to perform two-way authentication is shown+-in Figure 2. If encryption is not available or not
seleqgted for use, then reader skips the tag authentication-part of the process. In that case the first step is for
the rpader to request a random number (Request RNNcommand) from the sensor to use in “XOR cover
coding” a transmission of the reader authenticating-password to the sensor (via the Reader-Authenticate
command). Since the random number used for cover coding was transmitted in the clear where it could be
interg¢epted, and in this case there is no encryption (the openly transmitted RN itself serves as a kind of key to
“uncgver” the password), this is a very modest degree of security. The only reason it provides modest security
is thgt the tag transmission of the RN is usUally a low power transmission such that an eavesdropper must be
within a fairly limited range to perform(the intercept. It is suitable to prevent casual access to the sensor by
unauthorized readers, but not suitable to prevent determined access. This same situation applies to air
interface security where the readefprovides a cover-coded password to the tag.

If a $ensor supports two-way-authentication, it may drop back to using this limited one-way reader only
authentication where the key/serves as a password. If this operation is desired it is commanded by the reader
via the Encryption Usage-flag in the Reader-Authenticate command. If “Continuing Authentication” whereby
each|command/response exchange is independently authenticated is supported, then that authentication may
be two-way or oné-way in either direction as chosen by the reader. If encryption of data flow is supported,
then jt may also . bé selected as two-way or one-way in either direction. More specific information is provided in
the dpata structures and commands, and in particular in the description of the Reader-Authenticate command.

© ISO/IEC 2011 — All rights reserved
6 © IEEE 2011 — All rights reserved


https://standardsiso.com/api/?name=9c219c659ff765a0dfc442effecfa006

Time

ISO/IEC/IEEE 21451-7:2011(E)

Reader Reader provides Sensor
RN for tag
authentication in
Compare received security “Challenge” command » _> Key
token to local security token +
Tag replies with Sensor Sec Function Code, and if Received RN
encryption applies then Encryption Code,
encrypted RN as security token,
plus new tag RN. If no encryption,
then just dummy bits (no SAM or no bit
(SAM awareness) for tag authentication.
Key “—
+ security token
Received RN If encryption, Reader replies with its encrypted security
token (also serves as “confirm tag authenticated”) in
“Reader-Authenticate” command, and also sets up
Continuing Auth. If no encryption,
then reader starts here by getting RN from tag
to cover code a simple password.
Reader computed _> » _> Compare received'security
security token token to logal'security token

Tag replies with “Reader Auth OK” If matched then confirm AND

sensor enters “Sensor Secured State”

—————

Reader proceeds to sensor access

——

Figure 2 — Two-way secure authentication with exit points

7.4 Sensor identifier

Each sensor shall have a 64-bit (an 8-octet array) sensor identifier (ID), compliant with the global ide
format defined in the IEEE 64-bit extended unique identifier (EUI-64) as shown in Table 1. The
significant 3 or 4 octets of a EUI-64 are the 24-bit or 36-bit Company_ID (OUI), which is obtained fror

htifier
most
n the

IEEE registration authority. The IEEE administers theyassignment of OUI-24 or OUI-36 Company_ID| The
least-significant 28- or 40-bit extension identifier,is assigned by the manufacturer. The Sensor |D is
permanently encoded by the sensor manufacturer, This is in addition to any unique identifier(s) that the RFID
tag might contain.
Table 1 — Sensor ID
Company_ID Extension Identifier
OUI-24 - 24 bits 40 bits
OUI-36 $:36°bits 28 bits
Guidelines for the.” 64-bit global identifier (EUI-64) registration authority can be found
at http://standards’ieee.org/regauth/oui/tutorials/EU164.html
For example; assume that a manufacturer’'s IEEE-assigned OUI-24 Company_ID value is ACDE48,¢ and the
manufacturer-selected extension identifier for a given component is 234567ABCDs. The EUI-64 yalue
generated from these two numbers is ACDE48234567ABCD+, whose byte and bit representationg are
illustrated in Figure 3.
r\f\MV\f\D\|l In E\I‘I\v\f\:l\l‘\ :Ahv\*:::f\lﬁ 'F:I\IIJ
UUIIIPCIIIy_IIJ LAWCTIOIVIT TUGTIUTTCIT [TV
addr+0 | addr+1 | Addr+2 Jaddr+3 | addr+4 | addrtd | addr+6 | addrt7 | order
AC DE 48 23 45 6/ AB CD | hex
10101100 | 11011110 | 01001000 | 00100011 | 01000101 | 01100111 | 10101011 | 11001101 | bits
MSB LSB
Figure 3 — OUI-24 Example
© ISO/IEC 2011 — All rights reserved
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Assume that a manufacturer's IEEE-assigned OUI-36 Company ID value is 8765432AB:s, and the
manufacturer-selected extension identifier for a given component is 567ABCD,s. The EUI-64 value generated
from these two numbers is 8765432AB567ABCD,¢, whose byte and bit representations are illustrated in

Figure 4.
Company ID Extension identifier Field
addrt0  [addrt! | Addr+2 |addr+3 | addr+4 | addr+4 | addrtd | addrt6 | addr+7 | order
87 [ 43 2A 5 o/ AB CD [ hex
10000111 | 01100101 | 01000011 | 00101010 { 1011 §0101 101100111 | 10101011 | 11001101 | bits
MSB LSB
Figure 4 — OUI-36 Example
7.5 | Sensor characteristics TEDS (Type 1)

The

Transducer Electronic Data Sheet (TEDS) is the primary means of identifying the sensor’s functional

capapility. The structure of the primary sensor characteristics is defined in-.Table 2, with further detailed
specifications in the following sub-clauses.

Table 2 — Primary sensor characteristics TEDS (Type 1)

field Name Size |Reference Example / Note
1 TEDS type 3 bits 8.5.1 001,
2 Sensor Type 7 bits 8.5.2 00011102 = Relative Humidity
3 Units extension 5 bits 8.5.3 Sub-type, e.g., for chemical sensors
4 Sensor map 16 bits 8.5.4
5 Data resolution 5 bits 8.5.5 Sensor capability
6 Scale Factor Significand 14\bits 8.5.6 Sensor capability
7 Scale Factor Exponent 6 bits 8.5.6 Sensor capability
8 Scale Offset Significand 11 bits 8.5.6 Sensor capability
9 Scale Offset Exponent 6 bits 8.5.6 Sensor capability
10 Data uncertainty 3 bits 8.5.7 Sensor capability
11 Sensor Reconfiguration-Capability 1 bit 8.5.8 0=NO1=YES
12 Memory Rollever-Capability 1 bit 8.5.9 0=NO1=YES
13 | Air Interface Seeurity Capability Code | 3 bits 8.5.10 See Table 5 for details.
(See‘Footnote a)
14 SensaorSecurity Capability Code 3 bits 8.5.11 0002=No Direct Sensor Security. If greater than
(See Footnote a) zero then at least one-way password security is
supported. If greater than zero and at least one
authentication encryption algorithm is supported,
then two-way initial encrypted authentication is
also supporied. See Confinuing Authentication
Capability field of this table for directions
supported when continuing to authenticate each
command. See Table 6 for Sensor Security
Capability Code assignments.
15 Sensor Authentication Encryption 7 bits 8.5.12 Choices of encryption algorithms for
Capability Map authentication that the sensor supports. If all
zeroes then encrypted authentication is not
supported.
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field Name Size |Reference Example / Note

16 Sensor Data Encryption Capability 7 bits 8.5.13 Choices of encryption algorithms for data that
Map the sensor supports. If all bits are zero then data
encryption is not supported. If data encryption is
supported, the directions supported are detailed
in the Data Encryption Capability field of this

table.
17 Sensor Authentication Password/Key 3 bits 8.5.16 0002=16 bits, 001,=32 bits, 010,=64 bits,
Size O t+t7=128 bits; t00~t+=RFU
(See Footnote b)
18 Sensor Data Encryption Key Size 3 bits 8.5.17 0002=16 bits, 001,=32 bits, 0105564 bits

(See Footnote c) 011,=128 bits, 100~11145 RFU

19 Random Number Sizes Supported 3 bits 8.5.14 000, = 16 bits, 001, = 16 & 32-bits, 010, = 14, 32

(See Footnote d) & 64 bits, (;101022411612322§U& 128 bits,
20 Continuing Authentication Capability 2 bits 8.5.15 See Table’9 for details.
field
(See Footnote e)
21 Data Encryption Capability field 2 bits 8.5.16 Table 10 for details.
22 Clock Uncertainty 3 bits 00: >10%
(See Footnote f) 001: 10%
010: 5%
011: 2%
100: 1%
101: 300 ppm
110: 100 ppm
111: <100 ppm
23 RFU 17 bits
TOTAL 128 bits

a If the air interface and sensor security systems are both supported and if Security Function Codes based on the
capability codes are programmed to_different levels, then the more secure mode apply to how the sensor procegses
commands.

b  For sensor authentication the term “password/key” is used instead of simply “key” because this field functions fas a
key if the sensor has authentication encryption but as a password if it does not. Though sensor authentication
password/key sizes are 16 bjts and greater, if Sensor Security Capability Code is 000, then there is no password off key
and this overrides the password/key length field. It is possible via the Sensor Authentication Encryption Capability [Map
to select a standardized-encryption algorithm with a key length that overrides the key length field. The key length figld is
to allow algorithms_that support multiple key lengths to specify the particular length the tag uses. For example, AE] can
have key lengths.0f 128, 192, and 256 bits (though only 128 is specified for this part of ISO/IEC/IEEE 21451).

¢ Though'sensor data encryption key sizes are 16 bits and greater, if Sensor Security Capability Code is 000, then
there is nokey and this overrides the key length field. It is possible via the Sensor Data Encryption Capability Map to
selectastandardized encryption algorithm with a key length that overrides the key length field.

d <Asrandom number generator is needed to support authentication, which it does by providing a continugqusly
changing number to encrypt into a security token that proves the key is possessed. The supported random number
sizes in this version are all or a subset of 16, 32, 64, and 128. Though the random number size is 16 bits and greater, if
Sensor Encryption Capability Code is 000, then there is no random number generator and this overrides the Random

Number Size field. The actual random number sizes to be used by each side of the link are provided by the Challenge
command for the initial authentication, and by the Reader-Authenticate command for Continuing Authentication. See
next comment.

e Continuing Authentication is an optional ability to authenticate all commands and responses individually, as
opposed to a single authentication where it is assumed that following authentication commands are not subject to
hostile action.

f  Clock accuracy applies to logged data, and if supported then also to the Secure Session Timer of Table 16. The
range of values shown are suitable for the two main classes of reference sources, which are free running relaxation
(RC) oscillators (trimmed and untrimmed) and low cost low power crystal timers (such as standard 32.768 kHz watch
crystal based Real Time Clocks).
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The manufacturer shall permanently lock the Primary Sensor Characteristics TEDS.

7.51

This
code

TEDS type

field identifies the TEDS format. For the purpose of this part of ISO/IEC/IEEE 21451 the only relevant
is 001, for the Primary Sensor Characteristics TEDS.

NOTE The total number of TEDS formats that may be specified in this International Standard is nominally limited to 8

(but tiratTmay beextended using thetype 2 or 3 TEDS):

7.5.2

The
sens
proce

NOTH

7.5.3

The
subs
millig

NOTH

7.5.4

The
Meaq
posit
read

Cods

Sensor type

bensor Type field defines the Sl unit, or derived Sl unit that the sensor is capable of monitoring~xThe 7-bit
br type code value is all that is required for sensor data processing to identify the associatedvunit and to
ss the data.

Annex A lists the code values that are assigned and supported by this part of ISO/IEC/|IEEE21451.

Units extension

bnly units’ extension that has been defined in this version of this International Standard is for chemical
ances. These qualify the sensor type with a unit of measure of amountcfsubstance (Moles), or parts per
n.

The code values are defined in Annex B.

Sensor map of supported measurement codes

ensor map field indicates the capability of the sensoito provide data of the types defined in Table 3 —
urement Codes. Each sensor shall support at least one type of data. The code value represents the
on in the field of a bit set to 1 to indicate that the-sensor supports the particular type of measurement. As
from left to right, the first position is designated-by code value 0.

values 0-9 denote measurement types for which only one measured value is returned in response to a

request for data. Code values 10-13 defiote measurement types for which multiple data values can be

retur

The

ned by the sensor.

humber of bits in each measured value size of data is determined by the code value for field 5 of the

Primary Sensor Characteristic FEDS (See Table 2).

The
preseé

bit sequence (for Table 3 — Measurement Codes) is mapped from left to right and it indicates the
nce (with a 1) or absence (with a 0) of a measurement capability. Examples follow Table 3.

10
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Table 3 — Supported measurement type codes

Code Measurement type Single / Multiple field size in event record
value
0 Present (point-of-time) value Single Data = 1 to 32 bits (See 8.5.5)
1 Maximum (or peak) value Single Data = 1 to 32 bits (See 8.5.5)
2 Minimum (or lowest) value Single Data = 1 to 32 bits (See 8.5.5)
3 Average value Single Data = 1 to 32 bits (See 8.5.5)
4 Variance Single Data = 1 to 32 bits (See 8.5.5)
5 Standard deviation Single Data = 1 to 32 bits (See-8.5.5)
6 Observed value at a predetermined Single Data = 1 to 32 bits (See”8.5.5). Algo
sample time requires specific sample count valye
(See 87)7)
7 Sample count and data value upon Single Data = 1 to 32,bits (See 8.5.5) ang
sample time after alarm has tripped specific sample count value (See 8.7.8)
8 Count of readings over maximum Single Data = 1 byté with the value incremented
threshold value by 1 for each event
9 Count of readings below minimum Single Data'= 1 byte with the value incremernjted
threshold value by 1 for each event
10 Data log of observed value recorded at Multiple, record for Data = 1 to 32 bits (See 8.5.5)
each sample interval each event
11 Data log of observed value with time tick Multiple, recordfor Time tick = 1 byte Data = 1 to 32 bifs
(8-bit code) reporting outside either each event (See.4.5)
threshold
12 Data log of observed value with time tick Multiple, record for Time tick = 2 bytes Data = 1 to 32 bjts
(16-bit code) reporting outside either each event (See 8.5.5)
threshold
13 Data log of all observed values after an Single record for Sample data = 1 to 32 bits (See 8.5/5)
initial alarm value has triggered time stamp and Also requires specific sample court
multiple record for value (See 8.7.10)
each event
14 Temperature Time Integration TBD TBD
15 RFU
EXAMPLE:
Bit map 1110000000010000 indicates that the sensor supports the following measurement types:
e Present (point-of-time) value
e MaximUm+(or peak) value
e Minimum (or lowest) value
o Observed value with time tick (8-bit code) reporting outside either threshold

7.5.5 Data resolution

The Memory Resolution field identifies the numeric data format that is used to convey sensor data for
Measurement Codes 0 to 13. The data format shall be the number of bits, from 1 to 32, of output data defined
by the manufacturer. In most cases this will be equivalent to the bit output of the ADC, but may also be
truncated.

The 5-bit code in field 5 of the Primary Sensor Characteristics TEDS shall have the value 00000, for a 1-bit
output and the value 11111, for a 32-bit output.
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7.5.6 Scale factors for transmitted data

The value of any particular sensor datum is a real number R, which is encoded for transmission as a binary
integer N, that is equivalent to the decimal integer Nj.

The real number R is calculated from N, using the equation:

R = Ny x SF + SO where the scale factor SF is given by SF = SFSy x 1057 and the scale offset SO is given

SOEd
by SE-=-S6S1o

OO Og AT

The gcale factor parameters SOS, SOE, SFS, and SFE are defined below.

The binary Scale Factor Significand (SFS,) is a signed 11-bit binary number that represents the decimal\Scale
Factgr Significand (SFSg), which is defined to have 2048 possible values between -1.024 ahd“+1.023,
inclugive. The binary Scale Factor Significand is calculated by multiplying the decimal Scale Factor<Significand
by 1D000,9, rounding to the nearest integer, and then converting to the signed 11-bit binary format in
which -10244,= 10000000000, and +10234,=01111111111,. It is encoded in field 6 of the<FEDS.

NOTH The 11-bit binary format representation is a two’s-complement numeral system.

The binary Scale Factor Exponent (SFE,) is a signed 6-bit binary number that.répresents the decimal Scale
Factor Exponent (SFE,) in the format in which -32,o= 100000, and +3140= 011111,. It is encoded in field 7 of
the TEDS.

The binary Scale Offset Significand (SOS,) is a signed 11-bit binary number that represents the decimal Scale
Offsgt Significand (SOS,), which is defined to have 2048 possible values between -1.024 and +1.023,
inclugive. The binary Scale Offset Significand is calculated by multiplying the decimal Scale Offset Significand
by 100040, rounding to the nearest integer, and then converting to the signed 11-bit binary format in
which -10244,= 10000000000,, and +10234= 011111111115t is encoded in field 8 of the TEDS.

The binary Scale Offset Exponent (SOE,) is a signed 6-bit binary number that represents the decimal Scale
Offsgt Exponent (SOE,) in the format in which -32,4=-100000, and +3149= 011111,. It is encoded in field 9 of
the TEDS.

NOTE This declaration holds the range of the_error to 0.05% to 0.5%, with the average value of 0.13%.

EXAMPLE 1
Mains voltage monitor,\range 216 V to 253 V, with 8-bit ADC

The real number 216 is represented.by decimal 0 and therefore by binary 0, and the real number 253 is represented by
decimal 255 (based on the capability of the 8-bit ADC) and therefore by binary 11111111. The consequent constraints on
the sqale factor SF and scale.affset SO are:

216 50 x SF+ SO

253 5255 x SF+ SO

Therdfore, SO =.216= 0.216 x 10°, and SF = (253-216)/255 = 0.145 = 0.145 x 10°, and
SOSy=0.21610, and SOS, = 000110110002

SOE, = 310, and SOE, = 0000112

ad004

SFS7="0-t45mand-SFSr=06640010601>
SFE4 = 040, and SFE, = 0000002
EXAMPLE 2

Temperature sensor, range -10°C to 75°C, with 12-bit ADC

The real number —10 will be represented by decimal 0 and therefore by binary 0, and the real number 75 will be
represented by decimal 4095 (based on the capability of the 12-bit ADC) and therefore by binary 111111111111. The
consequent constraints on the scale factor SF and scale offset SO are:

-10=0x SF+ SO
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75 =4095 x SF + SO
Therefore SO =-10 = -1 x 10", and SF = (75+10)/4095 = 0.0208 = 0.208 x 10", and
SOSy =-1.0001¢, and SOS;, = 10000011000,
SOE, = 110, and SOE, = 0000012
SFSy = 0.2081¢, and SFS, = 00011010000,
SFEq = -110, and SFE, = 111111,

7.5.7 Data uncertainty

This field contains a code corresponding to a value that represents the uncertainty of the transmitted |data.
The value is expressed as a percentage X of each transmitted value, and means that the -actual value is
estimated, at the 95% level of statistical confidence, to differ from the transmitted valugiby an amount not
exceeding X% of the transmitted value. Table 4 shows the codes and values.

Table 4 — Data Uncertainty Codes

Code Value (%)
000 <1
001 1
010 2
011 3
100 5
101 10
110 20
111 > 20

Analysis conducted by the sensor manufacturer reveals that the expanded combined relative stamdard
uncertainty due to the ADC performance characteristics (sensor manufacturing tolerances, and variatigns in
environmental conditions within specified limits) is 7.89%. It is recommended that the manufacturer rgports
this value on its website, and assigns the code 101.

7.5.8 Sensor reconfiguration
The sensor reconfiguration capability bit, (field 11, Table 2) indicates whether or not the sensor supporis the
capability for the usgerjto reconfigure the sensor. If this bit is set to 1, reconfiguration is possible. If this bit s set
to 0, then depending on the type of sensor and its use in an application, the sensor:

e May be-used to monitor only a single item.

e May be used to monitor a different item until the end of service life of the sensor. This can be achieved by
changing the unique item identifier on the RFID tag.

| 7.5.9 Memory rollover capability

Memory rollover applies only to Table 3 — Measurement Codes fields 10 to 13, which provide multiple data
values. As successive sample data are recorded, the available memory may be filled. Without memory
rollover, at the point where the memory becomes full the recording of data ceases, and a memory-full alarm is
set. With memory rollover enabled, at the point where the memory becomes full the earliest record is
overwritten on a FIFO basis.

The Memory Rollover Capability field of the Primary Sensor Characteristics TEDS (Table 2 field 12) is a single
bit that indicates whether or not the sensor supports the capability to apply memory rollover on the sensor. If
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this bit is set to 1, memory rollover is supported. The Sample and Configuration Record Table 11 field 5) has a
bit that declares whether the application administrator for the current mission has enabled memory rollover.

7.5.9.1 Memory rollover capability for measurement code 10

Each sample in memory is referred to by an index that is one less than the sample number of the particular
sample. For example, S, taken at relative time zero (the UTC timestamp taken upon successfully starting a
mission time plus the monitor delay value that gives the time monitoring actually begins) is the first sample

and $takemone sample ntervattater s the Second sampte - Sampte Capacity SCap s futt thermrthe-Stap'
sample has index SCap — 1. If memory rollover has occurred one time such that the very first sample (index
zero) has been rewritten, then that once rewritten sample may be referred to as having “Total Index” = SCap,
and ‘lLocal Index” = 0 (it is the 0 index element within this “pass”). At this point, the number of samples taken
equals SCap + 1. If memory rollover is supported and enabled, the correct time stamp of each sample-can be
easily calculated as follows:

Tablg 17, field 1 gives the total number of segments (see 8.7) that can be stored, referred to as,C70SC (Code
10 Sample Capacity). The total number of samples that can be stored (SCap) is given by 32*C10SC.

Letting SC be the current total sample count (tracked via field 5 of Table 17), the number of times memory
rollover has occurred is:

Rollpver Count =RC :Int{ SC—I}

SCap
wherg Int[x] is defined as the largest integer less or equal to x.
Next{ define the variable Local Index (L) as the index from 0%e.SCap -1 that describes a sample position.

Let us now define the Last Sample Taken (LST) in thexmost recent memory rollover period as having Local
Index Max (Llmax)-

Llaxfis given by:
LI =(SC~1)~(SCap* RC)

maj

The [Total Index” Tl (the index relative to the 0™ index first sample taken) for samples in the most recent
mempry rollover period (those withyLocal Index <= Ll.x) is given by:

Tl (SCap* RC)+ LI (for hocal Index <= Llipay)

The T for samples taken in the previous (next to last) roll over period (those with indexes from Ll + 1 to
SCap — 1) is given by:

Tl = SCap*(RC~1)]+LI (for Local Index > Ll and RC>0)

The {imé stamp in seconds of the LI" indexed sample (t(L/ indexed sample)s) in memory, so long as Tl is

properly calculated as per the above based on the position of L/ relative to L/, is always given by:
t(LI indexed sample), = UTC + MD, +(T1I - Saln,)

where UTC is given in field 1 of Table 11, MD; is the monitor delay in field 3 of Table 11 expressed in seconds,
and Salng is the Sample Interval in field 2 of Table 11 expressed in seconds. Then, t (L/ indexed sample)s can
be converted to any desired time stamp format.

The above equations may also be used to find the data of interest (find the proper local indexes) that
corresponds to a certain time period. The pertinent manipulations of the above equations are:

© ISO/IEC 2011 — All rights reserved
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First,

t(desired), |- UTC — MD,
Saln,

TI = Round [

where Round/[x] returns the nearest even integer to x.

And then,
LI=TI-RC* SCap (if TI >= SCap*RC)
or,

LI=TI-(RC-1)* SCap (if TI < SCap*RC)

7.5.9.2 Memory rollover capability for measurement code 11

If memory rollover is supported and enabled, the correct time stamp of each sample is given by the tim
associated with it. Notice that when the sample count is beyond the encoding capacity, the sensor shal
writing records to the memory assigned for this measurement code~Table 17, field 2 (Code 11, Sz

e tick
stop
mple

Capacity) gives the total number of segments that can be stored. The“total number of samples that can be

stored (SCap) is given by 32*C11SC.

The number of times memory rollover has occurred is:

Rollover Count = In{%}

SCap
where SCOEOET (Sample Count of Events Odtside Either Threshold) is given in field 9 of Table 17.

The time of the particular L/ sample can be calculated as follows:
t(LI indexed sample), = UTC +MD, +[Sample Tick(LI indexed sample)-Saln, ]
t(L! indexed sample)s, MD, and Saln; are as defined in 8.5.9.1)

7.5.9.3 Memory rollover capability for measurement code 12

If memory rollover-is-supported and enabled, the correct time stamp of each sample is given by the tim
associated with-it."Notice that when the sample count is beyond the encoding capacity, the sensor shal
writing more¢records in the memory assigned for this measurement code. Table 17, field 3 (Code 12 s3

e tick
stop
mple

capacity) gives the total number of segments that can be stored. The total number of samples that can be

stored (SCap) is given by 32*C712SC. The number of times memory rollover has occurred is:

Rollover Count = Intlrw—‘

SCap

where SCOEOET (Sample Count of Events Outside Either Threshold) is given in field 9 of Table 17.

The time of the particular L/ sample can be calculated as follows:
t(LI indexed sample), = UTC + MD, +(Sample Tick(LI indexed sample)- Saln,)

t(Ll indexed sample)s, MDs, and Saln; are as defined in 8.5.9.1.

© ISO/IEC 2011 — All rights reserved
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.4  Memory rollover capability for measurement code 13
e calculations are only valid if the alarms are triggered. Field 6 of Table 17 reveals the alarm status.

mory rollover is supported and enabled, the correct time stamp of each sample can be easily calculated

as follows:

The number of times memory rollover has occurred is:

Roll

wher
giver
Tablg

leax

LI

maj

The
rolloy

Tl

The T
1to 9

Tl =
The

pver Count :RC:]M{MJ

SCap

b SC (Sample Count) is given in field 5 of Table 17, SC1TE (Sample Count at 1% threshold_eyent) is
in field 10 of Table 17, and C13SC is the Code 13 Sample Capacity in segments given in.field 4 of
17. The total number of samples that can be stored (SCap) is given by 32*C713SC.

is defined as:
— (SC—SCITE)~(SCap* RC)

Total Index” (TI; the index relative to the 0" index first sample taken) for.samples in the most recent
er period (those with Local Index <= Lln,y) is given by:

£ (SCap* RC)+ LI (for Local Index <= L)

| for samples taken in the previous (next to last) memory rollgver period (those with indexes from Ll +
bCap — 1) is given by:

[SCap *(RC- 1)] +L]/ (for Local Index > Ll iax and RC>0)
ime stamp in seconds of the LI" indexed sample<(t(L/ indexed sample)s) in memory, so long as Tl is

properly calculated as per the above based on the position of LI relative to Llax, is always given by:

t(Ll|indexed sample), =UTC + MD_  +((SCHE +TI —1)-Saln,),
wherg UTC is given in field 1 of Table 11,:MD;, and Salns are as defined in 8.5.9.1.
The pbove equations may also be used to find the data of interest (find the proper local indexes) that
corresponds to a certain time periods The pertinent manipulations of the above equations are:
First,
T1 =|Round| L9572 —UTC =MD, | _ qoyrp
Saln,
wherg Round[xJreturns the nearest even integer to x. MD,, and Salng are as defined in 8.5.9.1
And {hen,
LI =TI-RC* SCap.(if T| >= SCap*RC)
or,
LI=TI-(RC—1)* SCap (if Tl < SCap*RC)
© ISO/IEC 2011 — Al rights reserved
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7.5.10 Air interface security capability

This field reports whether the sensor supports air interface security and the allowed level of security options
(command set blocking). The Air Interface Security Function Code as programmed in Table 11 Sample and
Configuration Record and as detailed in Table 14 is the user selection of allowed option levels.

For this version of this part of ISO/IEC/IEEE 21451 air interface security is assumed to be limited to whether
an air interface security check based on a simple password has been passed or not. This is referred to as Air

Ilntarface-Securibvl aval 1 Mora - advancad-asir-intaface-ceacuribvice-ovnactaed-inthe futura
e o Cutrty-=over—T—1viore—aty ot et CHTtY 1S StHe—tTortaTres

T-oT Tty T ToT TTCC-oTT y oXpTotT

Table 5 — Air interface security capability codes

Air Interface Definition
Security
Capability Code
000 This sensor does not support Air Interface security. An attempt to program,an Air Interface
Security Function Code > 000 will result in an error code.
001 This sensor supports Air Interface Security Capability 1, defined as the ability to accept

programming of Air Interface Security Function Codes 000 to 011<based on Air Interface Leve
security (see Table 14) An attempt to program a Security Fungtion*Code > 001 will result in an
error code.

X=010to 111 This sensor supports air interface security levels up to andincluding this value. These Air
Interface Security Capability Codes are currently RFU.

—_

7.5.11 Sensor security capability

This field reports whether the sensor supports its own internal security and the allowed level of sefurity
options. The Sensor Security Function Code as programmed in Table 11 Sample and Configuration Re¢cord
and as detailed in Table 15 is the user selection of gllowed option levels.

Table 6 — Sensor security capability codes

Sensor Security Definition
Capability Code

000 This sensor.dges not support direct security. An attempt to program a Sensor Security Function
Code > 000.will result in an error code. There is no authentication password/key and the key
read-logk and write-lock fields of the Event Administration Record of Table 17 are not present.

001 This sensor supports Sensor Security Capability 1, defined as the ability to accept programmjng
of Sensor Security Function Codes 000 to 011 (see Table 15). An attempt to program a Secufrity
Function Code > 001 will result in an error code.

X=010to 141 This sensor supports security levels up to and including X. These Sensor Security Capability
Codes are Currently RFU.

7.5.12>Sensor authentication encryption capability map

Table 7 provides the 7-bit map of supported sensor authentication encryption algorithms

© ISO/IEC 2011 — All rights reserved
© IEEE 2011 — All rights reserved 17


https://standardsiso.com/api/?name=9c219c659ff765a0dfc442effecfa006

ISO/IEC/IEEE 21451-7:2011(E)

Table 7 — Sensor authentication encryption capability map

Bit Position | Encryption Algorithm Comment

0 Advanced Encryption | The most widespread algorithm, suitable for VLSI or SW implementation,
Standard (AES) standard key lengths of 128, 192, and 256 bits (though only 128 supported
under this version).

1 SHA 1 Hash SHA1 with 160 bit output and 528 bit input. The key and random
number make up part of the 528 bit input, and the remainder are fixed. More

Security 1S provided by choosing Tonger lengins Tor the key and random

number.
2 RFU
3 RFU
4 RFU
5 RFU
6 RFU

7.5.1B Sensor data encryption capability map

Table 8 provides the 7-bit map of supported sensor data encryption algorithms.

Table 8 — Sensor data encryption capability map

Bit Position Encryption Comment
Algorithm

0 Advanced The most widespreadcalgorithm, suitable for VLSI or SW implementation,
Encryption Standard | standard key lengths of 128, 192, and 256 bits (though only 128 supported
(AES) under this version).

1 RFU
RFU
RFU
RFU
RFU
RFU

ol |]wW N

7.5.14 Random number size

This [3-bit field~is” used to report the sizes of the random number supported by this sensor. This part of
ISO/IEC/IEEE:21451 currently supports RN sizes of 16 bits, 32 bits, 64 bits, and 128 bits, with four RN sizes
resenved fapfuture use. If Sensor Security Capability Code is 000, then there is no random number generator
and this_overrides the Random Number Size field. The actual RN lengths in use are as selected by the

Chal nge and Reader-Authenticate commands Qllppnrﬁng a gi\/nn size rnqnirnc ellppnrﬁng all the sizes less

than that size. For example, if the sensor supports RN size of 128 bits, this means that it also supports RN
sizes 16, 32, and 64 bits.

7.5.15 Continuing authentication capability field

Continuing Authentication is an optional feature whereby the reader and/or the sensor may continue to
authenticate themselves to each other on every command and response. Continuing Authentication prevents
unauthorized readers and/or tags from masquerading as authentic by inserting themselves into the

© ISO/IEC 2011 — All rights reserved
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communication after the initial authentication-to-enter-into-a-secured-state is completed. The available options
that the sensor supports are as given in Table 9 below.

Table 9 — Continuing authentication capability field

Value Capability
00 The sensor does not support Continuing Authentication in either link.
01 The sensor supports only Continuing Authentication of the sensor (requires new reader RNs on each
reader command).
10 The sensor supports only Continuing Authentication of the reader (new sensor RNs on each sensor reply).
11 The sensor supports Continuing Authentication of both sensor and reader (new RNs and'tokens supplied

by both sides on every transmission).

If two-way Continuing Authentication is supported, then the reader may select it for ferward communication or
reverse communication or both. The Continuing Authentication modes are commanded as options within the
Reader-Authenticate command (see 8.17).

7.5.16 Sensor authentication password/key size

This 3-bit field is used to report the size of the sensor authentication password/key. The term “password/key”
is used instead of just “key” because it functions as a password if the sensor does not feature encryption
based authentication, but as a key if the sensor does featurte encryption. This part of ISO/IEC/IEEE 21451
currently supports sensor authentication password/key sizes*of 16 bits, 32 bits, 64 bits, and 128 bits, with four
sizes reserved for future use. A particular encryption algorithm may be specified to override these key sizes to
have a custom length. If Sensor Security Capability;Code is 000, then there is no sensor authentigation
password/key and this overrides the Sensor Authentication Password/Key Size field.

7.5.17 Sensor data encryption key size

This 3-bit field is used to report the sizé of the sensor data encryption key. This part of ISO/IEC/IEEE 21451
currently supports sensor data encryption key sizes of 16 bits, 32 bits, 64 bits, and 128 bits, with four key
sizes reserved for future use. A particular encryption algorithm may be specified to override these key sizes to
have a custom length. If SensorSecurity Capability Code is 000, then there is no data encryption key and this
overrides the Sensor Data Encryption Key Size field.

7.5.18 Data encryption)capability field
Data encryption«is”an optional feature that is available if at least one data encryption algorithm is avajlable

under the Sensor Data Encryption Capability Map of Table 8. This two-bit field specifies if encryptipn is
available for each of the forward link and reverse link, as follows.

Table 10 — Data encryption capability field

Value Capability
00 The sensorsupports o dataencryption
01 The sensor supports only encryption from sensor to reader.
10 The sensor supports only encryption from reader to sensor.
11 The sensor supports encryption in both links.

When encryption is in use, it is applied to the total command and/or response. Thus, security tokens under
data encryption are encrypted twice, once for the original authentication encryption of random number into
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token, and then again for encryption of the entire message. This double encryption of the security token allows
for simpler design by not having to track token position in the encrypted stream.

7.6 Sample and configuration record

The Sample and Configuration Record consists of a number of fields as defined in Table 11, with further
detailed specifications in the sub-clauses that follow Table 11.

Table 11 — Sample and configuration record

fie|d Name Size Reference Example / Note

1 UTC timestamp at configuration, or 32 bits See 7.6.1 2008-08-08 08:08:08
upon successfully beginning a mission.
See Footnote a

2 Sample interval 16 bits See 7.6.2 Either in seconds orin minutes
Monitor delay 16 bits See 7.6.3 Either in secondsr in minutes
4 Alarm values set 2 bits See 7.6.4 00=none, 01=lower only, 10=upper only,
14=both
5 Memory rollover enabled 1 bit See 7.6.5 0 = switehed off 1 = switched on
6 Air Interface Security Function Code 3 bits See 7.6.6 See(Table 14 for detailed definition.
7 Sensor Security Function Code 3 bits See 7.6.9 SeeTable 15 for detailed definition.
g Sensor Authentication Encryption 3 bits See 7.6.10 The selection among the available
Function Code methods.
9 Sensor Data Encryption Function Code | 3 bits See 7.641 The selection among the available
methods.
1 Security Timer Duration 3 bits Seel7-6.12 See Table 16 for detailed definition. To
accuracy specified in TEDS Table 2.
1 Begin-End-Mission Authority 1 bit See 7.6.13 0 = Requires user to have write level

authority per Security Function Code in
order to end mission or start new mission
after a mission has ended due to full
memory or sampling limitation. 1 = Allows
user with only read level authority to end
mission or start new mission after another
mission has ended.

12 Upper alarm threshold 1to 32 See 7.6.14 Encoded in the same format as sensor
bits data

13 Lower alarm_threshold 1to0 32 See 7.6.15 Encoded in the same format as sensor
bits data Characteristic TEDS

a8 [The UTC timestampis\written at configuration, and then again upon beginning a mission or a re-mission. A mission

is bggun with the BeginsEnd-Mission command. Monitoring begins upon expiration of the monitor delay, and the monitor
delaly timer begins«unning when the mission begins.

7.6.1 UTC timestamp at configuration and beginning of mission

The time stamp shall be based on the UTC (Universal Coordinated Time) fime epoch beginning at 7T970-07-01
00:00:00. At configuration, the time stamp shall be set to the current 32-bit UTC, precise to 1 second. This
time stamp is captured when the Write-Sample-and-Configuration-Record command is executed, and it is
updated at the time a valid Begin-End-Mission command is successfully executed to begin a mission.

NOTE This time stamp can be achieved by taking the most significant 32 bits from the IEEE 1588 standard
synchronized time stamp. Interpretation to the UTC format of year-month-day/hour-minute-second is beyond the scope of
this International Standard.

© ISO/IEC 2011 — All rights reserved
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7.6.2 Sample interval

The sample interval is the amount of time between successive samples of sensor data.

The sample interval is expressed as a 16-bit code. When the MSB of this code is set to 0, the sample interval

is expressed in seconds. When this bit is set to 1, the unit of time is minutes. The following 15 bits of this

code

constitute a 15-bit unsigned binary integer that indicates the number of seconds or minutes in the sample

interval.

The code 0000000000000000 shall be used to signal continuous monitoring.

Examples:

The code 0111111111111111 indicates that the sample interval in seconds is equ
111111111111111, = 32,76710. This is the maximum value possible when setting~the time inter
seconds, and is equivalent to 9 hours, 46 minutes, 7 seconds.

The code 1000010110100000 indicates that the sample interval/in"“ minutes is equ
0000101101000002 = 14401¢. This code indicates that the sample intervalis ‘exactly 24 hours.

The code 1111111111111111 indicates that the sample intefval in minutes is equ
111111111111111, = 32,76710. This is the maximum value possible' when setting the time inter
minutes, and is equivalent to 22 days, 18 hours, 7 minutes.

7.6.3 Monitor delay

The monitor delay field indicates the time between the beginning of the mission and the beginni
monitoring. The mission begins upon successful execution of the Begin-End-Mission command. Monit
begins immediately if the monitor delay is zero, or after the expiration of monitor delay if the monitor de
greater than zero.

No sample records are written to memory, nor.are’ any threshold alarms triggered, until the monitor
period has passed. For Measurement Code 10, the first recorded value is the first sample at the instan
the monitor delay ends.

The monitor delay has the same format @s that of the sample interval.

7.6.4 Alarm values set

A sensor can be configured'not to set alarms, to set alarms according to lower or upper thresholds, or {

al to
val in

Al to

Al to
val in

ng of
oring
ay is

Helay
t that

o set

alarms according to a window defined by lower and upper thresholds. The Alarm Values Set field (figld 4,

Table 11), is a 2-bit cade that defines which and how many fields 6 and 7 are present in this section ¢
TEDS, as follows:

e 00=none
e 01 =Yower only

e 10 = upper only

f the

o 11 =both

7.6.5 Memory rollover enabled

A sensor that supports memory rollover might, or might not, be configured to enable memory rollover to occur.
If a sensor supports more than one multiple value measurement type, the Memory Rollover capability setting

shall apply to all the multiple value types supported.

© ISO/IEC 2011 — All rights reserved
© IEEE 2011 — All rights reserved

21


https://standardsiso.com/api/?name=9c219c659ff765a0dfc442effecfa006

ISO/IEC/IEEE 21451-7:2011(E)

The Memory Rollover Enabled field (field 5, Table 11) is a 1-bit code that indicates whether or not rollover has
been switched on or off. Code = 1 indicates that memory rollover has been switched on; Code = 0 indicates
that memory rollover has been switched off.

With Memory Rollover Enabled set to off, samples are recorded until the associated memory becomes full, at
which point a Memory Full alarm is triggered and no further data is recorded. In contrast, with memory rollover
switched on, when the first instance of the memory becoming "full" is reached, the sensor will overwrite the
earliest recorded sample. This process continues on a FIFO basis.

When Memory Rollover Enabled is set to on, a memory-full alarm is only triggered when the sample time
mechanism reaches its capacity. For example, with Measurement Type 11, when the 255th sample intervahis
reached, it is no longer possible to add to this sample data.

NOTH The Memory Rollover Enabled field can only be used if the processes that support this features/exist on the
sensqr.

7.6.6| Air interface tag security status code

User|programming of the Air Interface Security Function Code may support various seecufity functions such as
no security, sensor requires security check passed for write operations, and sensors! requires security check
passed for both read and write operations. The use of 3-bit fields for these ¢codés allows room for future
growth.

To implement the security function, it is the responsibility of the tag to-prefix each command with the Tag
Secufity Status Code. For example, tags that use a transport command’to move the sensor command as a
paylgad would automatically prefix the payload with the Tag Security ‘Status Code that the tag has determined
to bg in effect via real time air interface operations. The command shall be ignored by the sensor and the
sensor shall reply with an Air Interface Security Failure Code ifthe Air Interface Security Function Code in use
requires security not satisfied by the Tag Security Status Code prefixed to the command by the RFID tag. Tag
Security Status Code values are as shown below in Table~12.

Table 12 — Tag security status codés (applies only to air interface security)

Tag Security Interpretation Comment
Stptus Code

000 No security check hasbeen | Some or all commands may still be executed depending on how the

passed sensor Air Interface Security Function Code is programmed.
001 Level 1 Air intefface’ Security This level typically refers to a simple password with unencrypted
has been passed. one-way reader authentication, which is all that exists in common air
interfaces as of the publication of this part of ISO/IEC/IEEE 21451.
See NOTE 1.
010-111 RFU RFU

7.6.7| Sensorcommand classes

The g$ensor commands are broken into classes to allow the Air Interface Security Function Code and Sensor

Secl ify Eunction Code values to dictate which classes of commands will be executed as a function of
security state. These are as outlined below.
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Table 13 — Sensor command classes

Command Class

Commands

Read

Read-Sensor-ldentifier
Read-Primary-Characteristics-TEDS
Read-Sample-And-Configuration
Read-Alarm-Status

Rgaad Qingla l\llnmnr.\,l Racord

Read-Event-Administration-Record
Read-Event-Record-Segments
Read-Partial-Event-Record-Segment
Read-Any-field

Write

Write-Sample-And-Configuration
Write-Event-Administration-field-7
Erase-Event-Administration
Erase-Event-Records

Erase Sample-And-Configuration-Record

Key Write

ReadWriteLock-Keys

Security Set Up

Challenge
Reader-Authenticate
Request-RN

Security Control

Encryption-On-Off
Close-Secure-Session

Special Cases

Begin-End-Mission: read or write at different times, see command and Table 52

7.6.8 Air interface security function code

supported under the Air Interface.Security Capability Code, and the Tag Security Status Code passed

The Air Interface Security Function Cede is the user selected security behaviour with respect to wFt is
sensor by the tag. For this part©f,ISO/IEC/IEEE 21451 only Air Interface Security Level 1 or lack of it ¢

reported by the Tag Security Status Code.

the
n be

The only commands that.can be accessed with only air interface security are Read and Write. The Key \Vrite,
Security-Set Up, and Security Control classes of sensor commands are reserved for sensors that support

direct sensor security.

Once programimed below Al Security Function Code 000, air interface security must be passed to allow any
write, including to the Al Security Function Code itself.
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Table 14 — Air interface security function codes

Al security Commands executed with tag security Commands executed with tag security status
function code status code = 000 (no security check code = 001 (Level 1 air interface security
passed) passed)
000 Read & Write Read & Write
See Footnotes
a,b,&c
001 Read & Write Read only
010 Read & Write None (no access allowed)
011 Read only—the sensor is “mission-locked” and None
“write-locked”)
100-111 RFU RFU

a

nun|
the

b
SecC|
[

sec|
con
Sed

authorized by having Sensor Security Capability Code > 000 and Sensor Security Function Code of 000, 001, or 010.

The security strength of Al Security Function Codes 000, 001, 010, and 011 are equal-te_those of the same
eric value Sensor Security Function Codes. If one is programmed higher than the other, thé.Higher code becomes
security function code for both modes.

Since Begin-End-Mission is either read or write at different times, it can be executed with only air interface
irity.

Only read and write commands are indicated because security commands are not pertinent to air interface
Lrity. Sensors that do not support direct sensor security will not support_Security Set-Up and Security Control
mands. Sensors that support both air interface and direct sensor sécurity will have their Security Set-Up and
urity Control commands authorized via Sensor Security Capabilitys€ode > 000, and their Key Write commands

7.6.9

This
desc
the s
Read

Sensor security function code

field determines how the sensor reacts to a\'successful reader authentication, and the options are as
ibed in the table below. As the code progresses higher the security becomes “stronger” in the sense that
ensor blocks execution of more command'types. Command types currently defined are Key Write, Write,
, Security Set-Up, and Security Controls

If both air interface and sensor security are supported, and if they are programmed via the function code to

differ]
Secu

ent security levels, then the-more secure mode programmed will be in effect for both security systems.
rity strength is increasingas-the code increases.
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Table 15 — Sensor security function codes

Code Commands executed with authentication password/key Commands executed without
authentication password/key
000 All Write, Read, Security Set Up,
See Footnotes Security Cow:ici‘le, but not Key
a,b,c,d&e ’
Q041 All I:?nm"lc7 Qnr‘llrify Set Ilr_\’ Qﬂr‘llrity
Control.
010 All None (no access allowed without
reader authentication)
011 Read, Security Set Up, Security Control (but not Write or Key None
Write—the sensor is “mission-locked” and “write-locked”)
100-111 RFU RFU

a8 Sensor Security Function Code 000 means that the sensor does not block Out any commands ex¢ept
password/key(s) writes without current authentication password/key. Some of the commands serve no purpose in that
case, but can still be executed. For example, Reader-Authenticate can be executed and the sensor will provide|the
correct response, but whether the tag receives the correct security token or.not it will still execute all subseqiient
commands. There is thus no point in activating two-way continuing authentieation with this Sensor Security Fundtion
code. However, there is value in the Sensor Continuing Authentication with’ this code because the reader is then
aware of the validity of the sensor.

b |nitial password set-up may be done with Sensor Security Function ‘Code = 000, 001, and 010. Once the Sensor
Security Function Code is set to 011 then no writes or execution of\Key Write class commands are allowed.

¢ When password/key(s) are not write-locked and the Senser*Security Function Code authorizes password/kely(s)
rewriting (code 000, 001, and 010), then the confirmation of\the 'reader having the correct authentication password/key
provides authority to allow rewriting of authentication® password (no authentication encryption supported),
authentication key (authentication encryption supported),, and data encryption key (data encryption supported).

d  Once programmed above 000 the Sensor Seclitity Function Code may not be programmed back to 000 without
the authentication password/key and write access:

€ Password/key(s) reads and writes are never allowed after the password/key(s) are read-locked and write-locked.

7.6.10 Sensor authentication encryption function code
This 3-bit code can be all zeroes to indicate that authentication encryption shall not be used (thus only r¢ader

authentication via password will be supported by the sensor while so programmed), or a value from 0D1 to
111 to point to a particular authentication encryption as described in Table 7.

7.6.11 Sensor-data encryption function code
This 3-bit ¢ode can be all zeroes to indicate that data encryption shall not be used, or a value from 001 t¢ 111

to point.te~a particular data encryption as described in Table 8. This data encryption then applies tp the
encryption links chosen by the Encryption-On-Off command of Table 62.

7.6.12 Security timer duration

This field sets the duration of the Security Timer. The timer begins running upon successful reader
authentication, and shall reset for every valid command received by the sensor while in a secure state.

7.6.13 Secure session timer

The Secure Session Timer is supported if the sensor supports encryption and two-way authentication. The
time selected by the user is programmed in the Sample and Configuration Record. The timer begins running
upon successful reader authentication, and shall reset for every valid command received by the sensor while
in a secure state.
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If the timer expires then the sensor departs its secure state and requires a new authentication to perform
secure operations. This timer provides a means for resetting the sensor to require re-authentication if the
RFID tag departs the read range of the reader while in a secure state before its secure session is closed.
Timer values are as shown in the table below, and shall be to clock accuracy specified in the Table 2.

Table 16 — Secure timer code values

Security timer codes Times
000 50 ms or less
001 100 ms
010 200 ms
011 400 ms
100 800 ms
101 16s
110 3.2s
111 >3.2s

7.6.14 Upper alarm threshold value

Table 11, field 12 defines the upper alarm threshold value. This valu¢ is encoded in the Memory Resolution
declgred in fields 5-9 of Table 2, the Primary Sensor Characteristics/TEDS. The upper alarm threshold value
shall|be equal to or less than the largest possible value for sensor data, and greater than the lower alarm
threshold value if this is set, or greater than the smallest possible value for sensor data if a lower limit is not
set.

EXAMPLE

fFor a Temperature sensor with range -10°C to 75°€ and 12-bit ADC (as per Example 2 of 8.4.6) the upper alarm
threshold value is to set to 28°C

From the earlier example, values of temperature T are calculated from transmitted integers N using the equation
T= N10 x 0.0208 -10

Algebra reveals that N1 = 1826.9twhen T=28. The 12-bit binary equivalent of 182719 is 011100100011,. This is the
Upper alarm threshold value.

7.6.15 Lower alarm threshold value

Table 11, field 7 definésthe lower alarm threshold value. It has the same format as the upper alarm threshold
valug. The lower alarm threshold value shall be equal to or greater than the smallest possible value for sensor
data,[and less than. the upper alarm threshold value, if this is set, or less than the largest possible value for
senspr data if @anyupper limit is not set.

7.7 | Event administration record

The event administration record contains information that allows the RFID interrogator or processes above the
interrogator to calculate exactly how many sensor words are stored for Measurement Codes 10, 11, 12, and
13 (See Table 3). Additionally, it contains the alarm-triggered field and the sample counts needed for
Measurement Codes 6 and 7. It also contains the current password/keys(s) read-lock and write-lock status
bits (see ReadWriteLock-Keys in 8.19) and a field to indicate if a mission is in progress. In the following sub
clauses each field is defined.

This part of ISO/IEC/IEEE 21451 defines a segment as a group of 32 sensor words. The length of each word
for Measurement Codes 10 and 13 is specified by field 5 of Table 2 and the length of each word for
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Measurement Codes 11 and 12 is specified by the sum of the time tick length and the Memory Resolution
given in field 5 of Table 2. In this way, memory size is given in multiples of one segment.

Table 17 — Event Administration Record

Field Name Size Reference Note
1 Code 10 Sample 11 bits 7.71 This field applies only for Measurement Type 10 (only present if
capacity Measurement Code 10 is present in field 4 Table 2)
2 Code 11 Sample 3 bits 7.7.2 This field applies only for Measurement Type 11 (only presgnt if
capacity Measurement Code 11 is present in field 4 Table\2)
3 Code 12 Sample 11 bits 7.7.3 This field applies only for Measurement Type 12/only presant if
capacity Measurement Code 12 is present in field. 4 Table 2)
4 Code 13 Sample 11 bits 7.7.4 This field applies only for Measurement Type~13(only present if
capacity Measurement Code 13 is presentjin‘field 4 Table 2)
5 Sample count 16 bits 7.7.5 This field is always present
6 Alarm triggered 4 bits 7.7.6 This field is always present
7 Sample count at 16 bits 7.7.7 This field applies only forMeasurement Type 6 (only presept if
predetermined time Measurement Codé.B is present in field 4 Table 2)
8 Sample count at 16 bits 7.7.8 This field applies only-for Measurement Type 7 (only presept if
critical event Measurement’Code 7 is present in field 4 Table 2)
9 Sample count of 16 bits 7.7.9 This field applies only for Measurement Types 11 and 12 (gnly
events Outside presentifMeasurement Code 11 or 12 are present in field 4
either threshold Table 2)
10 | Sample count at the | 16 bits 7.7.10 This\field applies only for Measurement Type 13 (only presgnt if
first threshold event Measurement Code 13 is present in field 4 Table 2)
11 Password/key(s) 4 bits 8.19 First bit indicates if optional authentication password/key |s
Read-Lock and read-locked, second indicates if it is write-locked. Third it
Write-Lock status indicates if data encryption key is read-locked, fourth bit
flags indicates if it is write-locked. In all cases 0 indicates unlocked

and 1 indicates locked. Not present if associated functionality is
not supported. For example, if data encryption is not suppofted,
this field reduces to two bits to cover authentication Read-Ljock
and Write-Lock status only. These bits are written by the¢
ReadWriteLock-Keys command with lock function selectefd.

12 Mission in Progress 1 bit 7.7.11 0: No mission in progress.

1: Mission is now in progress. This means that either datd is
being monitored, or the monitor delay timer is running in

preparation for monitoring data.

7.71 ,Code 10 sample capacity (C10SC)

This™field indicates the maximum memory size assigned for Measurement Code 10. The value is indicated in
segments, therefore, with 11 bits possible sizes go from 1 segment (00000000000,) to 2048 segments

144444444444 \ _Thic finld nraocant if Maaciiranman +t Coda 10 ic nracan i tha cancnr maan ald 4 Of
\ Z/. T III\J II\JIU IO \JI Ily Pl\J\J\J'lL LLEAALYAZ I IAYI RR AV B L WA W Aw v | vy TV 19 PI\J\J\JIIL mriuurne ouIrtToul III(AP \II\JI\¢
Table 2).

7.7.2 Code 11 sample capacity (C11SC)

This field indicates the maximum memory size assigned for Measurement Code 11. The value is indicated in
segments, therefore, with 3 bits, possible sizes go from 1 segment (000,) to 8 segments (111,). This field is
only present if Measurement Code 11 is present in the sensor map (field 4 of Table 2).
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7.7.3 Code 12 sample capacity (C12SC)

This field indicates the maximum memory size assigned for Measurement Code 12. The value is indicated in
segments, therefore, with 11 bits, possible sizes go from 1 segment (00000000000,) to 2048 segments
(11111111111,). This field is only present if Measurement Code 12 is present in the sensor map (field 4 of
Table 2).

7.7.4 Code 13 sample capacity (C13SC)

This field indicates the maximum memory size assigned for Measurement Code 13. The value is indicated in
segments, therefore, with 11 bits, possible sizes go from 1 segment (00000000000,) to 2048 segments
(11111111111,). This field is only present if Measurement Code 13 is present in the sensor map (field 4 of
Tablg 2).

7.7.5( Sample count

Tablg 17, field 5 represents the sample count since the beginning of monitoring. The sénsor is expected to
makg the first measurement (but not necessarily to log that measurement) right after<the”mission starts and
the time stored in the monitor delay field (See Table 11, field 3) is exhausted, and the value of that field

becomes 1,9. The maximum number that can be encoded by the sample count field is 65536; after this
sample count number has been reached, the sensor shall stop taking samples.

7.7.6| Alarms triggered

Table 17, field 6 is a 4-bit field that is updated as alarm conditions~are observed, with code 0 = the specific
alarm is not set and code 1 = the specific alarm is set. The inputsdorthe 4 bits are as follows:

e The first bit identifies whether an upper alarm has been triggered.

¢ The second bit identifies whether a lower alarm has been triggered.

.
—

he third bit identifies whether, for any of the.data log type of records, a memory full condition has been
reached and that memory rollover has not.been asserted or is not possible to assert for the memory.

e The fourth bit indicates a low battery.status, to rules defined by the sensor manufacturer.

NOTH If a battery supports more than one sensor, then any or all of the sensors can trigger this particular alarm.

7.7.6|11 Low battery issues

As the range of low battery)conditions and the effects of them are so varied, the exact specification of sensor
response due to low battery condition is beyond the scope of this part of ISO/IEC/IEEE 21451. However, as
described above the\standard does specify a means by which the sensor can report low battery events and
allow the application and user an opportunity to tailor their response to the particular conditions. In general, a
low battery indication follows some of the Response Codes as a warning to the user that that the battery
should be replaced (if possible), and that it is possible that the data has been corrupted by the low battery. It is
then up 40 the user and the application to determine the degree of trust to be placed in a sensor or tag with a
low Qattery, as these conditions are highly variable. For example, a low battery indication on a write or erase

operafion 1S not a rellable indicator that logged data read back Is mvalid, since It takes higher energy to
perform a write or erase than to perform a read operation.

7.7.7 Sample count at a predetermined time

This field contains the sample count at a predetermined time in units of sample intervals (See field 2 of
Table 11).
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7.7.8 Sample count and data following alarm event
This field is associated with Table 3, field 7 and stores the sample count at the first instance of an alarm being

triggered (at the next sample time following exceeding threshold, at which time the sensor value may be well
past the alarm threshold), along with a measurement of the data value at the sample time.

7.7.9 Sample count of events outside either threshold

This field contains the count of the number of events that have occurred outside either threshold. Note that the
alarms have to be set in order to count the events. The alarm values are as follows:

e If the alarm values set (See field 4 of Table 11) contain the value 00, the sample count ofevents odtside
either threshold field will never be incremented.

e |f the alarm values set contain 01, the Sample Count of Events outside Either Threshold field will only be
increased when the data measured is below the lower threshold.

e |f the alarm values set contain 10, the Sample Count of Events outside Either'Threshold field will only be
increased when the data measured is above the higher threshold.

e |If the alarm values set contain 11, the Sample Count of Events-outside Either Threshold field will be
increased when the data measured is outside either threshold.

7.7.10 Sample count at the first threshold event

This field contains the sample count when the data measured is outside either threshold (assuming the alarm
values set has values 01,, 10, or 11,) for the first time.

7.7.11 Mission in progress

This field is included to aid the application’to determine if the sensor is stopped or the sensor is gither
observing values or the monitor delay timernhas begun in preparation to observe values (i.e. there is a mission
in progress). Its value is in knowing if acprevious reader has successfully begun a mission. This field is sdt to 1
to indicate mission in progress. ThexMission in Progress field is set to 0 if a mission has not been started, or
after successfully executing a Begin-End-Mission command with parameter Begin/End set to 1 (end miss|on).

7.8 Eventrecords
An event record shall be maintained for each measurement code that is declared by a binary 1 being $et in
the Sensor map (field 4 of Table 2). How data are handled once memory capacity is filled depends on the
Measurement Code’ used.

The following examples refer to Table 3 — Measurement Codes

Single’Record measurement codes allow overwriting the current record when the data recording mgmory
becomes full. (See 7.8.1 and 7.8.2)

Multiple Record measurement codes have two options when the data recording memory becomes full;

Memory Rollover capability on or Memory Rollover capability off.

a) With Memory Rollover capability on: When the memory becomes full, data continues to be recorded
into memory on a FIFO basis (latest time-stamped record overwrites the earliest time-stamped record).

b) With Memory Rollover capability off: When the memory becomes full, no more data will be recorded
into memory

The basic length and constructs of each event record are given in Table 3. The following sub clauses specify
features of the memory and basic process rules.
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7.81

Single event record

This structure applies to Table 3 — Measurement Codes 0 to 5, for:

e Present (point-of-time) value

e Maximum (or peak) value
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o |\
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b is only one instance of each of these event records, and by the nature of continualmenitoring the value
recorded value can be over-written.

ength of the record is determined by the data format specified for the particular sensor, and can therefore
m 1 bit to 32 bits long.

Single event with timestamp

structure applies to Table 3 — Measurement Codes 6 and 7, for:

: Observed value at a predetermined sample time

: Continual monitoring to record a single threshold defined event

b is only one instance of each of these event records, and the value in the record cannot be over-written.

Event counts
structure applies to Table 3 — Measurement Codes:
: Count of readings over maximum threshold value
: Count of readings below.minimum threshold value

total number of counts reaches 255 then the sensor shall cease to generate additional records for these

5

D.

ength of each-of these records is fixed at a single byte.

Data-log of all sampled events

This

structure nppline toTahle 3 — Measurement Code 10 for a data Ing of ohserved values recorded at each

sample interval.

The size of this multiple record is determined by the number of logical records, factored by the size of the data

trans

mission (of between 1 to 32 bits). The record size is clearly defined in Table 3.

Clause 7.6.5 defines the process when the memory capacity is "full" with and without memory rollover being

switc

30

hed on.
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7.8.5 Data log plus time tick

This structure applies to Table 3 — Measurement Codes:

e 11: Data log of observed value with time tick (8-bit code) reporting outside either threshold
e 12: Data log of observed value with time tick (16-bit code) reporting outside either threshold

. these
event records only retain out-of-limit sample readings the number of records can be relatively small, even non-
existent, compared to the number of samples.

The size of this multiple record is determined by; the number of records, factored by the, size of the|data
transmission (of between 1 to 32 bits) and the requirement to encode an 8 bit time tick (cede 11) or a {6-bit
time tick (Measurement Code 12). The record size is clearly defined in Table 3.

Clause 7.6.5 defines the process when the memory capacity is “full” with and witheut memory rollover peing
switched on.

In addition to the Memory Full condition, which indicates a greater numberof.out-of-limit sample readingq than
anticipated in the design, another “overflow” condition can occur. If the totaMhumber of samples is greaterf than
the encoding capacity of the time tick component of the record, for example if sample number 280 is out-of-
limit but for Measurement Code 11 record with only an 8-bit time tick,/then the sensor process shall cegse to
generate additional records.

7.8.6 Data log of all observations after initial alarm

This structure applies to Table 3 — Measurement Code '3 for a data log of observed values recorded at|each
sample interval after an initial upper or lower threshold has been crossed for the first time. When this ogcurs,
the sample count at the time of the first alarm is\stored in field 10 of the Event Administration Record|(See
7.7.10). The associated observed value, and all, subsequent observed values, is written to this record. It |s not
necessary to record subsequent time valués because the time of each sample can be calculated from the
timestamp by adding increments equivalent to the sample interval. Therefore each additional record consists
only of an observed value.

Clause 7.6.5 defines the process when the memory capacity is “full” with and without memory rollover peing
switched on.

8 Command overview

8.1 General

The commands described below, together with their associated responses, provide user-based instructigns to
the sensors. The structure of each command and response does not include any additional overhead hits in
terms-of preamble and trailer necessary to implement the commands across the air interface. Effectively, the
commands and responses described below are the “payload” for specific air interface commandg and
responses. In the event of multiple sensors, the air interface command structure must be able to retrieve data

Most of the commands and responses have optional random number fields and security tokens attached.
They may be of any length as allowed in the TEDS (currently 16, 32, 64, and 128) and as selected in the
Challenge and Reader-Authenticate commands. These are used in the case of “Continuing Authentication”
where each command and reply is independently authenticated. This may be applied one-way (reader only) or
two-way (reader and sensor). The Reader Continuing Authentication is supported by the sensor supplying a
random number appended to its replies, which the reader then encrypts into a onetime use security token to
be attached to the next reader command. The length of the RN supplied by the tag to be encrypted into a
token by the reader is given in the Reader-Authenticate command.
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The Sensor Continuing Authentication is supported by the reader appending a random number to each
command, which is then encrypted with the secret key by the sensor to use as a security token in the reply to
the command. The length of the RN supplied by the reader to be encrypted into a token by the tag is given in

the C

hallenge command. The allowed lengths of RNs are as described in the TEDS.

The commands support one of four means of addressing a sensor:

e Tag level addressing such as port numbers, of which the sensor does not need to be aware

e Using a sub-address number declared by the sensor

¢ Using the 64-bit unique sensor identifier as a sub-address

e Using the first three fields of the sensor characteristics TEDS, uniquely identifying the type of sehsor, as a
sub-address

The three “sub-addressing” methods described may be used either at the top level of a_sensor addressing

system, or as a sub-address below a tag level address such as a physical port on the tag- The system in use

would normally either be unique (the reader is pre-aware of sensor addressing), or be.described to the reader

via a

sensor directory on the tag. Typical operation would be for the reader to read-a‘\sensor directory off the

tag that describes basic sensor functions and the sensor addresses, so that transport commands carrying
senspr commands may be efficiently pointed to the desired sensors.

A sensor shall support at least one of the addressing mechanisms and may support others as defined in this
part ¢of ISO/IEC/IEEE 21451. The choice can be affected by the choice ©f RFID air interface protocol and tag

archi
many

ecture with which the sensor integrates. The addressing mechanisms shall be declared on the sensor
facturer's data sheet.

The $ensor shall support each of the commands and responses if the inherent functionality is supported. For

exan

ple, if no detailed event logs are capable of being recorded by the sensor, then the Read-Event-Record-

Segments command does not have to be supported. Depending on the design of the sensor, this might also

apply

The
comr
large
the ¢
comr
in ge
to eq

to other commands.

use of security that varies over the above described parameters requires the sensor to reply to
nands that fail the security requirements with a Response Code. Improved design results from using a
enough Response Code field to describe a variety of possible reasons for failure of the sensor to obey
ommand. There are variations in the'nature of the Response Codes, particularly in the four classes of
nands that perform data reads, data writes, data erasures, and security operations. These four cases are
heral as given by Tables 18, 49,520 and 21 below, but are given in exact detail in the specified responses
ch command. Tables 18 through 21 are informational only, and do not specify actual command codes

within this International Standard.

Table 18 & General form of read commands response codes (informative only)

Code Explanation
000 Sensor not properly addressed, reply truncated following last bit of response code.
001 Command not recognized, reply truncated following last bit of response code. This includes
failure to decrypt if forward link encryption is in effect.
010 Unspecifiedfaiture; Tepty truncated-fottowing tast bit of battery code:
011 Air Interface Security Failure, reply truncated following last bit of response code.
100 Sensor Security Failure (bad token), reply truncated following last bit of response code.
101 Failure due to length mismatch of either security token or RN.
110 RFU or Failure due to command details not being supported by the particular sensor, reply

truncated following last bit of battery code.

111 Success
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Table 19 — General form of write commands response codes (informative only)

Code Explanation
000 Sensor not properly addressed, reply truncated following last bit of response code.
001 Command not recognized, reply truncated following last bit of response code. This includes
failure to decrypt if forward link encryption is in effect.
010 Unspecified failure, reply truncated following last bit of battery code.
011 Air Interface Security Failure, reply truncated following last bit of response code.
100 Sensor Security Failure (bad token), reply truncated following last bit of response code.
101 Various, such as security cannot be so programmed or length mismatch of either/§ectrity token
or RN.
110 Failure due to command details not being supported by the particular senser;’reply truncated
following last bit of battery code.
111 Success

Table 20 — General form of erase commands response codes (informative only)

Code Explanation
000 Sensor not properly addressed, reply truncated following last bit of response code.
001 Command not recognized, reply ffuncated following last bit of response code.
010 Unspecified failure, reply)truncated following last bit of battery code.
011 Air Interface Security Failure, reply truncated following last bit of response code.
100 Sensor Security Failure, reply truncated following last bit of response code.
101 Erase failed to.complete, reply truncated following last bit of battery code.
110 Failure due to RN or security token length mismatch.
111 Success

Table 21 — General'‘form of security commands response codes (informative only)

Code Explanation
000 Sensor not properly addressed, reply truncated following last bit of response code.
001 Command not recognized, reply truncated following last bit of response code.
010 Unspecified failure, reply truncated following last bit of battery code.
0ot Air Interface Security Failure, reply truncated following last bit of response code.
100 Sensor Security Failure, reply truncated following last bit of response code.
101 RFU for specific command, such as RN or Security Token length mismatch.
110 RFU for spelcific cqmrpand, such aleaiIure duel ’Eo“conjmalnd cligtailrs: not being.supportec by
U1e pdrtiicuidar serisul, Tepry trurncdieu 1T0NnUwITyg 1dst DIt U dtieTy COUE.
111 Success
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The command response codes 000 to 100 are the same for all commands. This covers the common cases of
sensor not correctly addressed, command not recognized (it is essential for this response to be identical for all
commands since some commands may not be supported), unspecified failure (often a result of a low battery),
air interface security failure, and sensor security failure. Since one of the three remaining codes (101, 110,

111)

is for command success indication (usually 111), that leaves two codes for other command specific

responses. A common case for at least one of those two codes is for command details to not be supported.

If multiple errors occur in parallel, the highest priority error shall be Sensor Security Failure, the next highest

shall

hae Air Intarface. Qnrtnrih]: Eaqilure and the next highnci- shall ha | Inopnbifind (\Alhif‘h rnpnr}e I’\Q""‘DI"\JI c+ah:x)
Be-~AHHteHa HH—+4 —aHeteRext-HHgResSt-SAaH A He e WHHEHRH HSDBaHST =aHe)-

8.2

This

Read sensor identifier

command provides the linkage between the RFID means of addressing the sensor and a sensor~related

methpd of identifying the sensor. The command is intended for use in RFID tag architecturesvwhere the
senspr component is interchangeable. The command is not required if the RFID tag has its_ own method of
provifling a mapping between a port number, sensor identifier, and the Primary TEDS fields 1,2,3.

For security purposes, this command is considered a “Read” command.

Table 22 — Read sensor identifier command

Command Parameter
# bits 5 1
Description 00001 0 = respond with the'sub-address number and identifier
1 = respond with the\sub-address and Primary TEDS fields 1,2,3

This
provi

command differs from the Read-Primary-Characteristics-TEDS (See 8.3) in that its sole purpose is to
He a means of addressing a particular sensor in subsequent rounds of enquiries.

Table 23 — Read-sensor identifier response

Response

Response

Code

Battery
Status Code

7 Bit Sub-
Address

Sensor ID

(Conditional)

Sensor Type
(Conditional)

bits

3

1

7

64

15

Des

cription

00001

000 =(Sensor not properly
addressed, reply truncated
after response code.

001 = Command not
recognized, reply truncated
after response code.

010 = Unspecified failure, reply
truncated after battery code.

011 = Air Interface Security
Failure, reply truncated after

0: Battery
OK

1: Battery
Low

See 8.3

Primary TEDS
fields 1,2,3

roacnona a
TCSPOTTSC—COGCT

100 = Sensor Security Failure,
reply truncated after response
code.

101 = RFU.
110 = RFU.

111 = Success.
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The purpose of this command is to provide information about the sensor's basic function. It has two options for
the response; 1) to return only the primary characteristics TEDS, or 2) to return the primary characteristics
TEDS as well as the unique sensor identifier.

The length of the Sensor Communications ID (the third element in the command) is determined by the value
of the Sensor Address Type. If the Sensor Address Type OO then the type code forms part of the command,

b 1l aalit | S £, il o 1D Tl o ol ™
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is included on the RFID tag and incorporated within the RFID commands.

If a command contains a Sensor Address Type that is not supported by the sensor, then an, error shall be

returned. For security purposes, this command is considered a “Read” command.

NOTE These options for addressing apply to all the subsequent commands specified in this clause.
Table 24 — Read primary characteristics TEDS command
Cmd Sensor Address |Sensor Comms ID| Parameter Reader New Readefr RN
Type Security Token | See Footnotes
See Footnotes b&c
a&c
# bits 5 2 Oor7or15or64 1 0 or Sensor RN | 0 or Readef RN
length length
Description | 00010 If = 00 then no sub- | No data encoded |0 = respond only| O0: If Reader 0: If Sensor
addressing for this parameter ¢ with Primary | Continuing Auth | Continuing Auth
If = 01 use 7 bit sub- Sub-address TEDS is not in effect. | is not in effect.
addressing 7 bits 1=Primary |Else Sensor RN |Else Readef RN
If = 10 use sensor type| Primary TEDS | TEDS + Unique length. length.
sub-addressing fields 12,3 Identifier Sensor RN Reader RN
15-bits length: As given | length: As diven
If = 11 use sensor ID Sensor ID in Reader- in Readefr-
sub-addressing 64 bits Authenticate Authenticate
command if command if
Reader Sensorj
Continuing Auth | Continuing Auth
isin is in effegt.
effect .Currently |Currently 14, 32,
16, 32, 64, or 64, or 12B.
128.

a

b

The Reader Security Token is a reader-encrypted version of the last tag provided RN. It is only included if Rgader
Continuing Authentication)is in effect, which is an option under the Reader-Authenticate command. The length is
provided in the Reader-Authenticate command as the length of the Tag Continuing RN, which instructs the tag to
providing RNs of thesdesired length on every tag reply.

The new,.reader supplied random number is only supplied if Sensor Continuing Authentication is in effe
commanded, in/the Reader-Authenticate command. In that case the Reader-Authenticate command also inform
sensor of-thie Continuing Reader RN Length of the new Reader RN that the reader will supply with each command.

¢ Ifidata encryption is in effect that provides a form of Continuing Authentication but one in which a possibly weaker
encryption may apply. Therefore the option of both Continuing Authentication and data encryption to apply
simultaneously is preserved.

keep

t as
5 the
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Table 25 — Read primary characteristics TEDS response

Response Response Battery Sensor ID |Characteristics Sensor New Sensor
Code Status |(Conditional) TEDS Security RN
Code Token See Footnote
See Footnote b
a
# bits 5 3 1 64 128 0 or Reader | 0 or Sensor
RN length RN length
Desgctri 00010 000 = Sensornot Q: anfnr\ll See 74 All Drimnr\}/ Q- lf Sensor Q- lf Reader
ptign properly addressed, OK TEDS fields Continuing Continuing
reply truncated after | 1: Battery Auth is not in | Auth is not in
response code. Low effect. effect(
001 = Command not Else Sensor
recognized, reply Else Reader RN.length.
truncated after RN length. Sensor RN
response code. This length: As
includes failure to Reader RN given in
decrypt if forward length; As Reader-
encryption is in effect. givendn Authenticate
010 = Unspecified Reader- command if
failure, reply Authenticate Reader
truncated after battery command if Continuing
code. Sensor Auth is in
011 = Air Interface Continuing effect.
Security Failure, reply Auth is in Currently 16,
truncated after effect. 32,64, or
response code. Currently 16, 128.
100 = Sensor 32, 64, or 128.
Security Failure (bad
token), reply
truncated after
response code.
101 = Failure due to
length mismatch of
either security token
or RN.
110 = RFU.
111 = Success.
@  The Sensor Security Token is a sensor-provided encryption of the random number last provided by the reader. It is
only|included if Sensor Continuing Authentication is in effect, which is an option under the Reader-Authenticate
command.
b The new sensor supplied raidom number is only included if Reader Continuing Authentication is in effect as
comanded in the Reader-Authenticate command.

8.4 | Write sample and configuration

This pommand-delivers the complete Sample and Configuration Record as a bit string from the application to
the gensor.<tuis the responsibility of the application to ensure that various fields are logically structured in
accordance’with the capabilities of the sensor, as defined by the Primary Sensor Characteristics TEDS. The
Eras¢ Event-Administration Record (See 8.7) shall be the first command that is invoked before any attempt is

made-tereconfigure-the-sensor

If either a lower alarm threshold or an upper alarm threshold is supported by the sensor but does not require
to be set by the application, a string of bits value 0, is used to indicate that no threshold is set. This string is
the same length as the data transmission value (field 5 of the Primary Sensor Characteristics TEDS (See 8.5)

NOTE This is possible because this all-zero value defines the absolute lowest reading capability of the sensor,
therefore making it impossible to record a lower value.

For security purposes, this command is considered a “Write” command.

© ISO/IEC 2011 — All rights reserved
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Table 27 — Write sample and configuration response

Response Response Code Battery Sensor New Sensor
Status Code Security RN
Token
# bits 5 3 1 0 or Reader | 0 or Sensor
RN length RN length
Description 00011 000 = Sensor not properly addressed, reply |0: Battery OK| 0: If Sensor | O: If Reader
truncated fnllnwing last bit of response code (‘nnfinlling ("nnfinning
001 = Command not recognized, reply 1. Battery Low Auth is notin | Auth is not in
truncated following last bit of response code. | effect. effect.
010 = Unspecified failure, reply truncated Else Reader | Else Sensor
following last bit of battery code. For this RN length. RN length.
command this includes the case of security Reader RN Sensor RN
token or Sensor RN length mismatch. length: As lefigth: As
011 = Air Interface Security Failure, reply given in given in
. . Reader# Reader-
truncated following last bit of response code. ; ;
Authentieate | Authenticate
100 = Sensor Security Failure, reply truncated comfrand if | command if
following last bit of response code. Sensor Reader
101 = Security cannot be programmed as Gentinuing Continuing
given in the air interface or sensor security Auth is in Auth is in
function code. effect. effect.
e . Currently 16, | Currently 16,
11(_) = Failure due to commapd details not 32, 64, or 128.|32, 64, or 128.
being supported by the particular sensor,
reply truncated following last bit of battery
code.
111 = Success
This

command must be prevented from unauthorized *reductions in the security levels of the Air Interface

Function Code and Sensor Security Function Code. Thus, once these fields are programmed above 000, this
command will return an Air Interface Security\Failure 011 or Sensor Security Failure 100 without
repradgramming the Sample and Configuration if-the user cannot authenticate having write access.

The lesponse code 110 indicates:

o
I

os

command request to.set an alarm that is not supported.

n error in the structure of the command (e.g., an alarm being set for fields 12 or 13 being inconsistent

ith the value in field 4, or a-length in field 12 or 13 being inconsistent with field 5 of the Primary Sensor
haracteristics TEDS Record).

38
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This command reads the values previously set in the Sample and Configuration record, including the
threshold value of the alarm levels. For security purposes, this command is considered a “Read” command.

Table 28 — Read sample and configuration command

Command |Sensor Address Type| Sensor Comms ID Reader Security New Reader RN
Token
# bits 5 2 Oor7or15o0r64 0 or Sensor RN 0 or Reader RN
length length
Description 00100 If = 00 then no sub- | No data encoded for 0: If Reader 0: 'If Sensor
addressing this parameter Continuing Auth is Continuing Auth is
If =01 use 7 bitsub- |  Sub-address not in effect. not in effect.
addressing 7 bits Else Sensor RN Else Reader RN
- . length. length.
If =10 use sensor type| Primary TEDS fields Sensor RNdength: As| Reader RN length:
sub-addressing 1,2,3 A . . .
. given-in\Reader- As given in Reafler-
15 bits Authenticate Authenticatel
If = 11 use sensor ID Sensor ID command if Reader | command if Sersor
sub-addressing ) Continuing Auth is in | Continuing Authlis in
64 bits effect. Currently 16, | effect. Currently 16,
32, 64, or 128. 32, 64, or 128.
© ISO/IEC 2011 — All rights reserved
39

© IEEE 2011 — All rights reserved


https://standardsiso.com/api/?name=9c219c659ff765a0dfc442effecfa006

2011(E)

ISO/IEC/IEEE 21451-7

]S 10U JI 8NjeA O B YJIM JO ‘)9S JI pauinjal aie senjeA pjoysaiy)

w.eje Jamo| pue Jaddn ay |

aJnjosge ay) sauyap an|
wiele yoiym ysinbupsip

‘anjeA Jamo| e pJodal o} a|qissodwi 3 Bupew aiojalay) ‘Josuss 8
PA SIU} 9sneoaq ‘9|dissod SI SIY] "18S JoU SI [9A8] WJee 8y} Jey) 81edipul 0} pasn si g0 40 Buuls e yym anjea wieje ue ‘18s
0] ‘uoneoldde ayy Joy painbiuod aq Jybiw auo Ajuo jng ‘spjoysalyl wieje Jamo| pue Jaddn yjoq poddns o3 Ayjigeded)

1 Jo AJIjigeded Buipeal }samo|
©q 0} papuajul ale spjoysaly}
BU} 9ABY SIOSUSS BWOS

9J0U)00 985

‘puewlod sIy}
10 8su0dsal

8]0U)00 885

$S900NG = |||
ndd =0L1

‘NY
10 U0} AJIND3S Jay)
10 yojewsiw yibusg|
o} enp ainjied = Lo}

[ej0} 8y} ‘pUBWIWOD . d
1o ued ale 1eyy)-siy} Jo asuodsal P02 8SU0AS3l 19}
'8¢l o ‘v9 ; pajeouny) Aldes ‘ainpig
‘2€ ‘91 Apuaung SPIBY ploysaluy €30} 84 Aunoag Josuas = 0dL
100115 Ul S| wueje Jomo| | Jjo'ued aie jeyl ‘ -
5:0 mu.m__:c.;c.oo pue Jaddn sp|aly’pjoysaiyy "9p0d asuodsal
10SUBC ay} ul sjq weje Jamo| J8)je pajeounyy
_ cmEMoo Jo Joaquinu ayy | pue saddnéey Aldau “aunjieq Ayunosg
w.#%o;coéz,q BuUIWIBdP || |ul sHg jo Jequuny {deUslU] Y = | L0
-._mvmmw_ ul 9|qe ‘pioday (dy} mc_c.tmzmv L "apo9d Aieneq Jaye
"8Z1 10 ‘¥9 ‘z¢ ‘91 Anueun) uenib sy :uyibus) co_“eswccoo L oo pejeouny) Aides ‘aunjigy
"10948 Ul S| yiny Buinupuo) lepeay NY Jopeay ch el rw_mw mw_wmmﬂhw:ow payoadsun = 010
}1 PUBWWIOD B1BORUBYINY-Jopeay 0 PISL - PUe SITIES JO ¥ -9p02 asuodsal
6 b Jos senep | play Jes saniep
Ul UBAID Sy [Yjbud| Ny Josusg Jaye pajeounly
‘Yyibug) uuely, sy} pue | wiely, ayj pue
c e ‘e Aldal ‘paziubooal
Ny Jopeay esjg | (¢elgeL’'s’ s | (zalqel ‘gL JoU PUBLILIOS = |0
‘bus| Ny Josuas Jo Ny Mau as|3 ul uoinjosay ul uoinjosay MO -
ejeq) sg3al ejeq) sl Kianeg 1 "9p0o asuodsal
"Jo8yoe Ul jou S| | soisualoeIey) | sonsuaeleyd | CLL-L spiey Jaye pajyeouny) A|da)
"10848 Ul yiny Buinuiuo) |losuag Alewld| Josuag Alewld | uoneinbiyuon ‘passaippe Apadoud
jou si yiny Buinupuoy pepeay 4| :0 Josuss j| ‘0 8y} JO G pIdY U1 Jo G pIdY ® 9|dwes | MO Alepeg—i@]), 1ou Josuss = 000 00100 uonduose(
yibus)
yibus| Ny Josuas 4o 0 NY Jopeay 10 0 e~1 e~1 €8 l € S SHq #
(R1oyepuep) (R103epuenp)
uayoy ploysaiyl PIOYSaIYL | g a10wesey | apoo snjels °PoD
NY losuag MPN Aunoag Josuag | wuely Joamo] | wuely Jaddn Kioyepuepy fiayeg asuodsay asuodsay

asuodsal uoneinbiyuos pue ajdwes peay — 6Z 9|gel

© ISO/IEC 2011 — All rights reserved

© IEEE 2011 — All rights reserved

40


https://standardsiso.com/api/?name=9c219c659ff765a0dfc442effecfa006

ISO/IEC/IEEE 21451-7:2011(E)

8.6 Read alarm status

This command provides the application with information as to whether any alarm has been set for the sensor.

If an alarm has been triggered, then the application may use the Read-Data-Logged-Record (See 8.7),
command to access more detailed data.

For security purposes, this command is considered a “Read” command.

Table 30 — Read alarm status command

Command | Sensor Address |Sensor Comms ID| Reader Security | New Reader RN

Type Token
# bits 5 2 Oor7or15or64 0 or Sensor RN 0 of-Reader RN
length length
Description 00101 If = 00 then no sub- | No data encoded 0: If Reader 0: If Sensor
addressing for this parameter | Continuing Auth'is/ Continuing Auth is
If = 01 use 7 bit sub- Sub-address ot in efiget notin effect.
addressing 7 bits

) Else Sensor RN Else Reader RN
If =10 use sensor Primary TEDS

; ! length. length.
type sub-addressing fields 1,2, 3
15 bits
Sensor RN length: | Reader RN length:
If = 11 use sensor ID Sensor ID

As given in Reader-|As given in Reader-
624 Vits Authenticate Authenticate
command if Reader|command if Sensor
Continuing Auth is | Continuing Auth is
in effect. Currently | in effect. Currently
16, 32, 64, or 128. | 16, 32, 64, or 128.

sub-addressing
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This command is used to provide the application with values from single value measurement types. The
command addresses a single memory record.

For security purposes, this command is considered a “Read” command.

Table 32 — Read single memory record command

Command| Sensor Address | Sensor Comms ID | Measurement Reader New_Reader RN
Type Type Security Token
# bits 5 2 Oor7or15or64 4 0 or Sensor RN | “0 or Readgr RN
length length
Description | 00110 | If = 00 then no sub- [No data encoded for| Permitted values: | 0: If Reader 0: If Sensor
addressing this parameter 0000 to 1001 (?ontir;gingﬁAu:h Contirt\gingﬁzu:h is
If = 01 use 7 bit sub- Sub-address RFU: 1110 and 15 N ehect. notin efipct.
addressing 7 bits 1111 Else(Sensor RN | Else Read¢r RN
oth | length. length{
If = 10 use sensor |Primary TEDS fields er values are ]
type sub-addressing 12,3 for data logged Sen'sor R.N Reader RN fength:
. records length: As given As given in
15 bits in Reader- Readef-
If = 11 use sensor Sensor ID Authenticate Authentigate
ID sub-addressing 64 bits command if command if
Reader Sensor Continuing
Continuing Auth | Auth is in gffect.
is in effect. Currently 1B, 32,
Currently 16, 32, 64, or 128.
64, or 128.

The response for Types 6 and 7 require the appropriate specific sample count value to be obtained from the
Event Administration Record.
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8.8 Read event administration record
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This command is used to provide the application with all the essential parameters to be able to selectively
process event records and other critical records.

For security purposes, this command is considered a “Read” command.

Table 34 — Read-event-administration-record-command

command if Reader
Continuing Auth is
in effect. Currently
16, 32, 64, or 128.

Command | Sensor Address |Sensor Comms ID| Reader Security | New Reader.RN
Type Token
# bits 5 2 Oor7or15or64 0 or Sensor RN 0 or Reader RN
length length
Description 00111 If = 00 then no sub- | No data encoded 0: If Reader 0: If Sensor
addressing for this parameter | Continuing Auth is | Gontinuing Auth is
If = 01 use 7 bit sub- Sub-address not in effec. notin effect.
addressing 7 bits
- Else Sensor RN Else Reader RN
If =10 use sensor Primary TEDS 1éngth. length.
type sub-addressing fields 1,2, 3
15 bits
Sensor RN length: | Reader RN length:
If = 11 use sensor ID Sensor ID As given in Reader-|As given in Reader-
sub-addressing 64 bits Authenticate Authenticate

command if Sensor
Continuing Auth is
in effect. Currently
16, 32, 64, or 128.

Fields 1 to 4 of the Event Administration Record determine the size respectively of measurement types 1

12 and 13 if they are present. If a measurement type is not present, then the field is left empty in the resp

because the presence of the measurement type is declared as part of the primary TEDS.

The presence of fields 7 to 10 js also associated with the presence of the measurement type as declar
part of the primary TEDS. If the field is present, it is 16 bits wide, but has a zero value until an appro
event takes place. Some of these (fields) can only exist if the threshold has been crossed.

D, 11,
onse

bd as
briate
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8.9 Read event record segments

This command is designed to read a specified number of segments of a particular event record, as defined by
the measurement type. Although the command is highly flexible and allows a very large number of segments
to be transferred across the air interface, practical experience of the radio environment will determine a
realistic number of segments that can be transferred reliably.

For security purposes, this command is considered a “Read” command.
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The value of the total number of segments may have one of two logical values:

e If the number covers the span from first to last segment in the command, then the sensor shall respond
with the entire packet of all the required segments.

e If the number calls for fewer segments, the intention is for the sensor to respond with that number of
segments encapsulated in an RFID response. Then to respond immediately with another similar sized
packet and to continue until all the segments that were requested have been transmitted. This command

<l lo 1 laall l I Hal <l 4lo £o11 H alids
alid |CO|JU| 19T aayl 1C1HTUrivuo byblc 0 1dlIl Ul Ily |9Av] pUDOIUIC Uriucth Ui 1onouwwi IU CUTNUIIVUTTS.

The sensor shall have the facility to support this type of response. If it does not, then it shall ignore_the nu

of segments and deliver all the requested segments as a data packet.

The value of the Number of Segments parameter in the command shall be an integer fraction of the
number of segments requested in the command. If this is not the case, then the senser shall ignor

number of segments and deliver all the requested segments as a data packet.

Table 37 — Read event record segments response

mber

total
b the

101 = Failure due to
length mismatch of
either security token or
RN.

140 = REL]
T T

Respon Response Battery | Segment| CRC-16 Sensor New Sensor
se Code Status |Data Bits Security RN
Code Token
# bits 5 1 1 32n 16 0 or Reader RN |0 or Sensor RN
length length
Descriptio| 01000 000 = Sensor not  |0: Battery| The«alue | See below | 0: If Sensor 0: If Reader
n properly addressed, OK nis Continuing Continuing
reply truncated after defined Auth is notin | Authis notin
response code. by the effect. effect.
001 = Command not 1: E:xery SIZZ ;;the
recognized, reply resolution Else Reader | Else Sensor
truncated after , pre- RNlength. | RN length.
response code. pended
010 = Unspecified by the
failure, reply truncated sample Reader RN Sensor RN
after battery code. count length: As length: As
011 = Air Interface These two fields are given in given in
Secilrity Failure, reply repeated the numper | Reader- Reader-
truncated after of times that equals Authentlcat.e Authentlcat_e
response code. the number of command if command if
, segments requested Sensor Reader
100 = Sensor Security in the command Contmumg Contmumg
Failure, reply Authis in Auth is in
truncated after effect. effect.
response code. Currently 16, Currently 16,
32,64, or 128. | 32, 64, or 128

T

111 = Success

The number of the segment data bits per segment is 32n, where n is determined as follows:

The value of n for measurement types 10 and 13 is equal to the size of the data resolution. The value of n for
measurement type 11 is 8 bits for the sample count plus the size of the data resolution. The value of n for
measurement type 12 is 16 bits for the sample count plus the size of the data resolution.
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A CRC-16 (CRC-CCITT and ISO/IEC 13239) using the polynomial x'® + x'? + x* + 1 shall be generated by the
sensor for each segment transmitted, with the following exception: If the command only requests one segment,
then the CRC-16 shall not be generated.

NOTE This is because the RFID process will generate a CRC-16 for the entire message that is being transmitted
across the air interface.

If multiple segments are included in the response, then they shall be presented in packets from the lowest
segment rpququpd thmugh to the highpqt segment rpqupqtpd

8.10| Read partial event record segment

If there is a requirement to read less than a full segment, either because of the RF conditions or simply‘to get
fewer records, the following command can be used.

For security purposes, this command is considered a “Read” command.

Table 38 — Read partial event record segment command

Command | Sensor Sensor | Measure-- |Segment| First | Number Reader New Reader
Address | Comms | ment Type | Number | Sample of Security RN
Type ID Number| Samples Token
# bits 5 2 Oor7or 4 3ori1 5 5 0 or Sensor | 0 or Reader
15 or 64 RN length RN length
Descript| 01001 If =00 then | Nodata | Permitted | 3 bits for | 00000 =|00000 = 1|0: If Reader| 0: If Sensor
ior] no sub- encoded values:  |type 1011 1 11111 = Continuing | Continuing
addressing | for this . _ ~ | Authis not | Auth is not in
parameter 1010 to 1101 |11 bits«for| 11111 = 32 in effect. effect.
RFU: 1110 | PES 32
If=01use7| Sub- d.1111 1010,
bit sub- address | 2" 1100, Else Sensor Else Reader
addressing 7 bits Other Va.lues 1101 RN length. RN length.
are for single
If =10 use | Primary | records not See
sensor type | TEDS covered by See See footnote | Sensor RN Reader RN
sub- fields this footnote | footnote length: As | the A
addressing | 1,2,3 command given in engih: As
Reader- given in
15 bits Authenticate| _Reader-
dif Authenticate
If = 11 use-|\Sensor ID commandity - nand if
Reader
sensor |D . aHr Sensor
sub- 64 bits Continuing L
: Authisin | Continuing
addressing offect Auth is in
: effect.
Currently Currently 16,
16, 32, 64, 32, 64, or 128
or 128. » 0%, 0N 128,
@  The value of the segment number shall not be greater than the number of segments supported by the sensor. The
sum [of (First Sample Number) + (Number of Samples) shall not be greater than the number of sample values (32) in a
segnjebt:

This command allows any number of sample values within the segment to be targeted. The sensor requires
processing capability to identify the start position of the first sample value requested by the command. There
is a high probability that this is not aligned with the boundary of any physical memory unit.
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Table 39 — Read partial event record segment response

001 = Command not recognized,

reply truncated after response pended by the

Response Response Battery | Sub-Segment Sensor New Sensor
Cod Status Data Bits Security RN
ode Code Token
# bits 5 3 1 s times n 0 or Reader |0 or Sensor RN
RN length length
Description 01001 000 = Sensor not properly 0: The value nis | 0: If Sensor | 0: If Reader
addressed, reply truncated aiter | Batiery | defined by the | _Continuing Continujng
response code. OK |size of the data| Authis notin | Auth.isnptin
resolution, pre- effect. effect]

code 1: sample count
: Battery | (if appropriate) | Else Reader™| Else Sensor
010 = Unspecified failure, reply Low RN length: RN length.
truncated after battery code.
. . The value of s
01.1 = Air Interface Security is defined by Rehder RN Sensor RN
Failure, reply truncated after the number of . .
response code. u length: As length: |As
sample values given in given |n
100 = Sensor Security Failure, requested Reader- Read€dr-
reply truncated after response Authenticate | Authenti¢ate
code. command if commaryd if
. Sensor Readgr
. 101t—hFaf|Iu.|;te1 due to Ig:tngithk Continuing Continujng
mismatchn or el slr\lsecurl Yy toKken Auth is in Auth islin
Or RIN. effect. effect,.
110 = RFU Currently 16, | Currently 16,
32,64, or 128. | 32, 64, or[128.
111 = Success
No CRC-16 generation is necessary for this:response because of its relatively small size. The CRC-16
generated by the RFID tag is the only requirement.
8.11 Write event administration field 7
This command is mandatory only if the sensor supports measure code value 6 of Table 3, sample count at
which a sample should be recorded. Field 7 of the Event Administration Record contains a 16-bit valug¢ that
equates to this sample,count at a pre-determined time. This therefore pre-determined sample count is
calculated by the application and written to the sensor using this command. As the sample counter increments
its values from the point of initialization, the sample count will eventually equal the 16-bit value in field|7. At
this point, the reading’from the sensor is written to the appropriate record.
For security purposes, this command is considered a “Write” command.
© ISO/IEC 2011 — All rights reserved
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Table 40 — Write event administration field 7 command

Command | Sensor Address Sensor field 7 Sample| Reader Security New Reader RN
Type Comms ID Count Token
# bits 5 2 Oor7or15o0r 16 0 or Sensor RN 0 or Reader RN
64 length length
Description 01010 If = 00 then no No data Event 0: If Reader 0: If Sensor
sub-addressing | encoded for | Administration | Continuing Authis | Continuing Auth is
this field 7 not i effect. not i effect.
parameter Else Sensor RN Else Reader RN
If =01 use 7 bit | Sub-address length. length.
sub-addressing 7 bits Sensor RN length: | Reader RN [ength:
) As given in Reader- | As given’in‘Reader-
If = 10 use sensor \Primary TEDS Authenticate Authenticate
type sub- fields 1,2,3 command if Reader | command if Sensor
addressing 15 bits Continuing Auth is in | @ontifiuing Auth is in
effect. Currently 16/} effect. Currently 16,
If = 11 use sensor| Sensor ID 32, 64, or 128. 32, 64, or 128.
ID sub-addressing 64 bits
Table 41 — Write event administration field 7 response
Response Response Code Battery Status| Sensor Security | New Sensor
Code Token RN
# bits 5 3 1 0 or Reader RN | 0 or Sensor
length RN length
Degcription 01010 000 = Sensor not properly addressed, | 0: Battery OK| 0: If Sensor 0: If Reader
reply truncated following last bit of Continuing Auth | Continuing
response code, 1 Battery L is not in effect. | Auth is notin
001 = Command not recognized, reply | atiery Low Else Reader RN effect.
truncated following last bit of response length. Else Sensor
code: Reader RN RN length.
010 = Unspécified failure, reply length: As given | Sensor RN
truncated following last bit of battery in Reader- length: As
code. Authenticate given in
011%=-Air Interface Security Failure, command if Reader-
reply truncated following last bit of Sensor Authenticate
res Continuing Auth | command if
ponse code. .
. i is in effect. Reader
100 = Sensor Security Failure, reply Currently 16, 32, | Continuing
truncated following last bit of response 64, or 128. Auth is in
code. effect.
101 = Failure due to length mismatch Currently 16,
of either security token or RN. 32, 64, or 128.
110 = Failure due to command details
not being supported by the particular
sensor, reply truncated following last
hit of battery cade
111 = Success

The response code 110 indicates that an error in the structure of the command e.g., the field or the
measurement code is not supported by the sensor.
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This command enables the application to read data from any single field on any record of the sensor. The field
is addressed by using a code to identify the record and then the field number within the record.

Data logs cannot be read using this command. For security purposes, this command is considered a “Read

command.
Table 42 — Read any field command
Command | Sensor Sensor Record ID field Reader Security | New/Reader|RN
Address | Comms ID Number Token
Type
# bits 5 2 Oor7or15 2 5 0 or Sensor RN 0 or Reader RN
or 64 length length
Description | 01011 If = 00 then No data 00 = Primary 0: If Reader 0: If Sensqr
no sub- encoded for Sensor Continuing Auth is | Continuing Auth is
addressing this Characteristics not.ineffect. not in effect.
parameter TEDS
If = 01 use 7| Sub-address | 01 = Sample &
bit sub- bie | Configuration Else Sﬁgfhor RN | Else |Z§§t(:1€r RN
addressing 10 = Event
If =10 use Primary record
sensor type | TEDS fields 11 = Event Sensor RN length: | Reader RN length:
sub- 1,2,3 . \ As given in Reader-| As given in Reader-
. Administration . .
addressing 15 bit Authenticate Authenticafe
s command if Reader| command if Sgnsor
If=11use | SensorID Continuing Auth is |Continuing Auth is in
sensor ID ) in effect. Currently |effect. Current]y 16,
sub- 64 bits 16, 32, 64, or 128. | 32, 64, or 148.
addressing

The following combinations of Record. ID and field Number are not permitted, because they identify complex event lo

10 01010

10 01011

10 01100

10 01104

s:
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Table 43 — Read any field response

Response Response Battery Status| Selected field Sensor New Sensor
Code Code Data Security RN
Token
# bits 5 3 1 n 0 or Reader |0 or Sensor RN
RN length length
Description 01011 000 = Sensor not properly | 0: Battery OK 0: If Sensor | 0: If Reader
addressed reply truncated Continuing Continuing
= I DalleTy CLOW X = ) =
after response code. Auth is notin | Auth is notin
001 = Command not effect. effect.
recognized, reply truncated Else Reader Else Sensor
after response code. RN length. RN length.
010 = Unspecified failure, Reader RN Sensor RN
reply truncated after battery length: As length: As
code. given in given in
011 = Air Interface Security Readgr- Read(_ar-
Failure, reply truncated after Authentlcat'tfe Authentlcat'?
response code. command i command i
] Sensor Reader
100 = Sensor Security Centinuing Continuing
Failure, reply truncated after Auth is in Auth is in
response code. effect. effect.
101 = Failure due to length Currently 16, | Currently 16,
mismatch of either security 32, 64, or 128. | 32, 64, or 128.
token or RN.
110 = RFU
111 = Success
8.13| Erase event administration record

This

command sets to 0, fields 5, 6, 7, 8, 9,~and 10 of the Event Administration Record. The sensor

manyfacturer shall lock fields 1, 2, 3, and 4. The Erase Event Administration Record command shall be the
first gommand that is invoked before any attempt is made to reconfigure the sensor.

For security purposes, this command is‘considered a “Write” command.

Table-44 '— Erase event administration record command

Command |Sensor Address Type| Sensor Comms ID Reader Security New Reader RN
Token
# bits 5 2 Oor7or15or64 0 or Sensor RN 0 or Reader RN
length length
Description 01100 If = 00 then no sub- | No data encoded for 0: If Reader 0: If Sensor
addressing this parameter Continuing Auth is not|Continuing Auth is not
in effect. in effect.
If = 01 use 7 bit sub- Sub-address n etiee n etiee
addressing S Else Sensor RN Else Reader RN
ORS Tength. Tength.
If = 10 use sensor type | Primary TEDS fields | gengor RN length: As |Reader RN length: As
sub-addressing 123 given in Reader- given in Reader-
15 bits Authenticate Authenticate
command if Reader | command if Sensor
If =11 use sensor ID Sensor ID Continuing Auth is in | Continuing Auth is in
sub-addressing 64 bits effect. Currently 16, | effect. Currently 16,

32, 64, or 128.

32, 64, or 128.
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Table 45 — Erase event administration record response

Response Response Code Battery Sensor Security | New Sensor RN
Status Code Token
# bits 5 3 1 0 or Reader RN 0 or Sensor RN
length length
Description 01100 |000 = Sensor not properly addressed,|0: Battery OK 0: If Sensor 0: If Reader
reply truncated after response code. Continuing Auth is | Continuing Auth is
001 = Command not recognized, 1- Batt notin efiect notin efiect.
reply truncated after response code. - pattery Else Reader RN Else Sensor RN
Low length. length.
010 = Unspecified failure, reply
truncated after battery code. Reader RN length:| Sensor RN lergth:
oA . . As given in As‘given in Reader-
011 = Air Interface Security Failure, Reader- Authenticath
reply truncated after response code. Authenticate command if Relader
100 = Sensor Security Failure, reply command, if Continuing Auth is in
truncated after response code. Sensor Continuing | effect. Currently 16,
) Auth i in‘éffect. 32, 64, or 128.
101 = Erase failed to complete, Curréntly 16, 32,
battery code provided 64. or 128.
110 = Failure due to length mismatch
of either security token or RN.
111 = Success

8.14 Erase event records

This command erases the complete set of event records. It shall be invoked before any attempt is made to

reconfigure the sensor. For security purposes, this command is considered a “Write” command.

Table 46 =— Erase event records command

Command Sensor Address | Sensor Comms ID | Reader Security Token| New Reader RN
Type
# bits 5 2 Oor7or150r64 | 0or Sensor RN length 0 or Reader RN
length
Description 01101 If = 00 then no sub- |No data encoded for | O: If Reader Continuing 0: If Sensof
addressing this parameter Auth is not in effect.  |Continuing Auth |is not
in effect.
If =01 use 7 bit sub- Sub-address Else Sensor RN length. In etiec
addressing 7 bits Sensor RN length: As Else Reader RN
: : length.
_ ; - given in Reader-
If =10 use sensor | Primary TEDS fields | aythenticate command if|Reader RN lengfh: As
type sub-addressing 123 Reader Continuing Auth |  given in Readr-
15 bits is in effect. Currently 16, Authenticat¢
32, 64, or 128. command if Sehsor
If =11 use sensor ID Sensor ID Continuing Authis in
sub-addressing AA hite effect. Currently 16,
32, 64, or 128.

If the sensor supports any form of data logged record(s), then the process to erase the event records might
take some time.
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Table 47 — Erase event records response

Response Response Code Battery Sensor Security New Sensor RN
Status Code Token
# bits 5 3 1 0 or Reader RN | 0 or Sensor RN length
length
Description 01101 000 = Sensor not properly 0: Battery 0: If Sensor 0: If Reader
addressed, reply truncated after OK Continuing Auth is | Continuing Auth is not
TESPONSE COUE. not i effect. TN effect.
001 = Command not recognized, 1: Battery Else Reader RN |Else Sensor RN length:
reply truncatsgdaeﬂer response Low length. Sensor RN length: |As
' Reader RN length: given in Reader-
010 = Unspecified failure, reply As given in Authenticate.command
truncated after battery code. Reader- if Reader,Continuing
A . . Authenticate Auth'is in effect.
011 _IAItr Interftac(:je ?tecurlty Failure, command if Currently 16, 32, 64, or
reply truncate da er response Sensor Continuing 128.
code. Auth is in effect,
100 = Sensor Security Failure, Currently 16, 32,
reply truncated after response 64, or 128.
code.
101 = Erase failed to complete,
battery code provided
110 = Failure due to length
mismatch of either security token
or RN.
111 = Success
8.15| Erase sample and configuration record
This command erases the complete Sample and Configuration Record. It may be used as a housekeeping
step pefore the sensor is reconfigured.

For security purposes, this command is\considered a “Write” command.

NOTH

The Write-Sample-And-€onfiguration command may be used instead to simply overwrite a pre-existing

sample and configuration set of conditions that no longer apply.
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Table 48 — Erase sample and configuration record command

01@ sMAir Interface Security Failure,
reply truncated after response code.

100 = Sensor Security Failure, reply
truncated after response code.

Authenticate
command if Senso
Continuing Auth is

16, 32, 64, or 128.

in effect. Currently

101 = Erase failed to complete, battery
code provided

110 = Failure due to length mismatch
of either security token or RN.

111 = Success

Command |Sensor Address Type| Sensor Comms ID Reader Security New Reader RN
Token
# bits 5 2 Oor7or15or64 0 or Sensor RN 0 or Reader RN
length length
Description 01110 If = 00 then no sub- | No data encoded for 0: If Reader 0: If Sensor
addressing this parameter Continuing Auth is not|Continuing Auth is not
ffect. ffect.
If = 01 use 7 bit sub- Port Number n efect N enes
addressing . Else Sensor RN Else Reader RN
7 bits length. length.
If =10 use sensor type | Primary TEDS fields | gengor RN length: As |Reader RN length: As
sub-addressing 123 given in Reader- given in Readpr-
15 bits Authenticate Authenticat¢
command if Reader 4 command if Sepsor
If =11 use sensor ID Sensor ID Continuing Auth js il | Continuing Authlis in
sub-addressing 64 its effect. Currently16, | effect. Currently 16,
32, 64,%0r 128. 32, 64, or 12B.
Table 49 — Erase Sample and configuration record response
Response Response Code Battery | Sensor Security | New Senson RN
Status Token
Code
# bits 5 3 1 0 or Reader RN 0 or Sensor RN
length length
Description 01110 000 = Sensor not properly/addressed, 0: 0: If Sensor 0: If Readger
reply truncated after response code. | Battery | Continuing Auth is | Continuing Adth is
. OK not in effect. not in effegt.
001 = Command netrecognized, reply
truncated afterresponse code. Else Reader RN Else Sensor(RN
010 = Unspecified failure, reply 1: length. length.
truncated after battery code. Battery | Reader RN length: | Sensor RN lepgth:
Low |As given in Reader- |As given in Reader-

Authenticafe

r ,command if Rgader
Continuing Adth is
in effect. Curfently
16, 32, 64, or|128.

8.16 Begin end mission

This command allows the sensor to be configured at one time and begin its mission at another time. This
saves both memory and battery life via effectively implementing an On-Off control. The definition of “begin
mission” is to begin the monitor delay timer in preparation of taking data in the monitoring process, or go
straight to monitoring if the monitor delay is zero.

To use this command to end a mission in progress or to begin a new mission after the end of a mission the
user must have appropriate authority as determined by the Begin-End-Mission Authority bit in the Sample and
Configuration Record and the Sensor Security Function Code in use. For example, if the user is required to
have write authority to end a mission or to begin a new mission if a mission is in progress or has ended by
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virtue of full memory or end of sampling, then if a user with only read privileges attempts to use this command
to perform these actions a security failure response will be the result.

The security level of this command cannot be specified as simply as Read or Write, as it is a function of the
Begin-End-Mission Authority bit in the Sampling and Configuration Record (Table 17), what is being
commanded (begin or end), and if beginning whether it is a first mission or a re-mission. See Table 52 for

details.
Table 50 — Begin end mission command
Command Sensor Sensor Begin/End Reader New Reader
Address Comms ID Footnot Security RN
Type ootnote Token
# bits 5 2 Oor7or15o0r 1 0 or Sensor 0.6rReader
64 RN length RN length
Dgscription 01111 If = 00 then no No data 0 = Begin 0: If Reader, 0: If Sensor
sub- encoded for Mission Continuing Continuing
addressing this parameter 1=End Auth js*rot in Auth is not in
- En effect. effect.
Mission
Elsé Sensor Else Reader
RN length. RN length.
Sensor RN Reader RN
length: As length: As
given in given in
Reader- Reader-
Authenticate Authenticate
command if command if
Reader Sensor
Continuing Continuing
Auth is in Auth is in
effect. effect.
Currently 16, Currently 16,
32,64, 0r128. | 32, 64, or 128.
If =01 useJ Sub-address
bit sub- .
addresSsing 7 bits
Ifi= 10 use Primary TEDS
sensor type fields 1,2, 3
sub- .
addressing 15 bits
If =11 use Sensor ID
sensor ID sub- .
addressing 64 bits
a8  Begin Mission’mieans start monitor delay timer. If monitor delay is zero, then the sensor goes straight to monitoring.
End|Mission «means stop monitor delay timer and reset it to the TEDS specified value if the monitor delay timer is
runrfing. If mehitoring is in progress then End Mission means end monitoring.
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Table 51 — Begin end mission response

Response Response Code Battery Sensor New Sensor RN
Status | Security Token
Code
# bits 5 3 1 0 or Reader RN | 0 or Sensor RN
length length
Description 01111 000 = Sensor not properly addressed, reply | 0: Battery| 0: If Sensor 0: If Reader
fruncated aiter response code. OK Continuing Auth [Continuing Alith is
001 = Command not recognized, reply 1: Battery is not in effect. not in jgffeqt.
truncated after response code. Low Else Reader RN | Else"Sensor|RN
010 = Unspecified failure, still send battery length. length.
code. Reader RN Sensor RN
011 = Air interface security failure, reply length: As givent length: As glven
truncated after response code. in Reader- in Reader-
100=S ity fail | Authenticate Authenticate
¢ _t t(ajnsfc:r security tai urg, regy command if command |if
I;’un;;aia after response code. See Sehsor Reader
ootnote a Continuing Auth |Continuing Ajth is
101 = Sensor unable to start or end is in effect. in effect.
mission, still send battery code. See Currently 16, 32,| Currently 16] 32,
Footnote b 64, or 128. 64, or 12§.

110 = Failure due to length mismatch of
either security token or RN.

111 = Successful

@  The special nature of this command requires a unique set of response codes.

b Code 101 will be provided if the user attempts to end, a‘mission or begin a new mission after a mission has efded
when the user only has read privileges and the Begin-Epd-Mission Authority bit in the Sample and Configuration Rgcord
is set to require write privileges for ending a mission or'beginning a new mission.

Table 52 — Required sensor security function code authorization begin end-mission commangd

Begin/End Begin-End-Mission Re-mission | Security Needed Comment
parameter in Authority bit in or First in Sensor
command Sample and Mission Security Function
Configuration Record status Code to execute
command
0 = Begin 0 = Need write 0 = Re-
_ authority to end or to mission
1= End re-mission .
1= First
1 = Read authority is Mission
allowed to end or re-
mission
0 0 0 Write Need Write authority to begin

because it is a remission.

0 0 1 Read Only need Read authority to begjin

because it is a first mission

n/a 1 n/a Read Only need Read authority because
Begin-End-Mission Authority bit in
Sample and Configuration Record so
authorize.

1 0 n/a Write Must have Write authority to end any
mission if Begin-End-Mission
Authority bit in Sample and
Configuration Record requires Write.
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8.17 Challenge

This command is only supported by sensors that support direct sensor security, and only then for those that
support authentication encryption for two-way authentication using secure token exchange. This command
begins the two-way authorization procedure by “challenging” the sensor to authenticate itself to the RFID
reader. It thus provides a 16, 32, 64, or 128 bit random number to the tag to use with the key for encrypting
the security token for the tag reply. It also informs the sensor of the length of the RN the tag should return for
the reader to subsequently use for generating a token for reader authentication. If encryption is not supported
(th DN - ; ' _ihe i Enervpdi
Responses” flag in the command provides a means of limiting the response of the command to that
appropriate for one-way (reader only) authentication in the absence of encryption. That limited response is_for
the sensor to only reply with the Sensor Security Function Code in use in the sensor.

For gecurity purposes, this command is classified as “Security Set Up”. It is seeking to establish, a secure
sessipn by authenticating the tag, following which the reader will authenticate (provide a security token using
the key and a tag provided random number), so neither the sensor security nor air interface security should
ever [reject it (refuse to process it), unless the sensor does not support the command. A foteworthy point is
that the sensor shall respond to this command even when Continuing Authentication jshify-force (it overrides
Continuing Authentication). This provides a recovery method should the sensor and\reader fail to maintain
Continuing Authentication due to bit errors in the RF communications.
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Table 53 — Challenge command

Command Sensor Provide Sensor Temp Temp Reader
Address Encryption Comms Sensor Reader Provided
Type Responses ID Random Random Random
Number Number Number
Length Length
Code Code
# bits 5 2 1 Oor7or Oor3 Oor3 0, 16, 32,
(See Footnote @) | 120Or04 (See (See b4, or 1128
Footnote b) | Footnote c)
Description 10000 If =00 then | 0: No (reply only No data Not used if Not used if , ' Q:Only gero
no sub- with Sensor encoded “Provide “Provide if “Proyide
addressing | Security Function for this Encryption Encryption Encryption
Code) parameter | Responses” | Responses” | Responsses”
1: Yes (Also reply = 0/No ='0/No = 0/No
with Encryption If “Provide If “Provide If “Provide
code, encrypted Encryption Encryption Encryption
security token, Responses”,| Responses” | Responises”
and tag = 1/¥Yes; =1/Yes, =1/Ygs,
generated RN for then! then: ther
subsequent 000:46 bits | 000: 16 bits | according
authr:rj‘t?gﬁon 001: 32 bits | 001: 32 bits tfefdn:f
010: 64 bits | 010: 64 bits randdm
011: 128 011: 128 numbler
bits bits length ¢ode
100-111: 100-111:
RFU RFU
If =01 use Sub-
7 bit sub- address
addressing 7 bits
If =10 use Primary
sensor type TEDS
sub- fields 1,2,
addressing 3
15 bits
If = 14-Use Sensor ID
sensor ID 64 bits
sub-
addressing

@8  The reader usually knows from a sensor directory on the tag whether the sensor supports encryption and
methods, so it knows in advance how to set the “Provide Encryption Responses”.

b The temporary sensor random number length code instructs the sensor what random number length to reply with to

TandoTT TTaTTToeT |engu| or-smatter mustbemdicatedas =
continuing tag authentication is authorized in the Reader-Authentication command then the reader random number
length may be changed by the Reader-Authentication command. This would normally be to a smaller RN length to
maintain authentication of an already authenticated session.
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Table 54 — Challenge response

following last bit
of battery code.

011 = RFU.

100 =
Requested Tag
Continuing.
Authentication
not supported,
reply truncated
following last bit
of battery code.

101 =
Requested
encryption\not
supported,
truncate’reply
after
Authentication
Encryption
Function Code.

110 = At least
one requested
RN length not
supported,
truncate reply

Response Response Battery Sensor Authenticatio| Encrypted |Sensor Random
Code Status Security n Encryption Sensor Number
Code Function Function Security
Code Code Token
# bits 5 3 1 3 3 16, 32, 64, 128 | 0, 16, 32, 64, or
128
Desdription TOU0U U0U = Sensor_|U: Battery | As allowed by | As allowed by |Same lengih as Per Temp
not properly OK TEDS and as | TEDS and as | Temp Reader | Sensor Random
addressed, reply programmed in|programmed in Random Number Length
truncated Sample and | Sampling and |Number Length| in Challenge
following last bit | 1: Battery| Configuration | Configuration | as provided in command.
of response Low Record. Record. Challenge
code. . command.
Only provided . .
001 = Command if encryption is |Only provided if Phly proyldgd if
not recognized, supported. encryption,is authentlpatlgn
reply truncated supported. encryption is
following last bit supported.
of response Used in
code. remaining part of
010 = authentication
Unspecified (initial _rea_der
failure, reply authentication).
truncated

after Sensor
Security
Function Code.

111 = Success,

full reply.

a

The special nature of this response code command requires a unique set of response codes.
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8.18 Reader authenticate

This command is only supported if direct sensor security is supported. It is used to provide the security token
(two-way two-way authentication) or covered password (reader only authentication) from reader to tag so that

tag can authenticate the reader. If encryption is supported, then this command follows the Chall

enge

command in the mutual authentication procedure. If encryption is not supported (or is not desired in a given

situation) then the authentication reduces to one-way reader authentication only, where the reader use
Request-RN command to get a random number to cover code the password/key in this command.

s the

This command also serves the purpose of setting up Continuing Authentication if it is to be used to comp
communications session with a particular sensor. Continuing Authentication commands can be(issug
either or both of the forward and return links. It also provides an opportunity to change the random nu
lengths used to perform initial authentication, typically to allow shorter RN lengths for a communications t
entering a secure session. This saves noticeable air time, as the RN length shows wp*twice for
transmission, once for the token of the transmit side and once to provide a new RN for thexreceive side t
when it transmits.

For security purposes, this command is classified as a “Security Set Up” command. The reader is attem
to authenticate itself, so neither air interface or sensor security should reject the’eommand (decline to pr¢
it). However, in processing the command the tag will decline to authenticate)the reader if the security
fails or the password does not match its internal password, and will thus.déegcline to process any comman
which the Sensor Security Function Code in use require a security tokénjor password check.

ete a
d for
mber
hat is
each
D use

pting
cess
oken
is for
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Table 56 — Reader authenticate response

Response Response Code Battery Status| Sensor Cont RN
Code
# bits 5 3 1 0, 16, 32, 64, 128

Description 10001 000 = Sensor not properly addressed, reply truncated | 0: Battery OK
following last bit of response code.

001 =Command-not rnr‘ngni7nd‘ rnlr_\ly truncated

following last bit of response code. 1: Battery Low

010 = Unspecified failure, battery code still provided.
See Footnote b

011 = Requested encryption not supported (cannot
decrypt token), battery code still provided.

100 = At least one requested Continuing Auth not
supported, battery code still provided. See Footnote b

101 = At least one requested RN length not supported,
battery code still provided. See Footnote b

110 = Password or token fails, reader not
authenticated, battery code still provided.

111 = Success, reader authenticated, battery.eode
provided, tag enters secure state.

@  The special nature of this command requires a unique set of response codes.

b If a Reader-Authenticate command requests both a Continding’Authentication Mode and a Random Number L
not supported by the sensor, this shall be reported as 010 unspecified failures.

ength

8.19 ReadWriteLock keys

This command is only supported if direct-sensor security is supported. For sensors that support securi
sensor keys, this command is usedio write, read, write-lock, and read-lock the keys (one eac]
authentication and data encryption, though they could be the same).

Before the password/key(s) are‘written they shall be all zeroes. The first time the password/key(s) are w
they are written in the cleaf\(Encryption Use Flag of this command = 0) and with Sensor Security Fur
Codes = 000, 001, or 010, (the ReadWriteLock-Keys command is not allowed in 011). It may then be
back in the clear for gonfirmation, as reading the key before read-lock is applied does not require the
Following confirmation-password/key(s) should be read-locked so that they may never be read out di
again (it is pointless)to allow reading the key under key protection).

Rewriting thé.key shall always require the current key (even if all zeroes), and may only be done while th
is not write-locked. If the keys are rewritten then any read-lock of the old keys are cleared to
confirnjation of the new keys via read back in the clear, but the new keys should then be read-lock
prevent ‘unauthorized access. After sensor password/key(s) set-up, the password/keys may if desirg
write-locked so that they may not be changed.

y via
h for

itten,
ction
read
key.
rectly

e key
allow
ed to
d be

Forsecurity purposes; this command-is classifiedasa ‘Key White" command (it istheonty suchtomm

nd in

this version), and it always requires the authorization password/key (even if all zeroes) to change the
password/key(s) or lock the password/key(s). Even if the password/key(s) are not write-locked the Security
Function Codes must be set to allow writing with the current key if that key is to be rewritten (Sensor Security

Function Codes of 000, 001, and 010). See Table 15 for more information.

Details of the ability to read and write keys and to conduct the Read-Lock and Write-Lock operations are as
shown in Table 57. In this table it is also required that the Sensor Security Function Code be 000, 001, or 010

to perform the Key Read, Write, and Lock operations.
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