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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.

Other

international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.

The procedures used to develop this document and those intended for its further maintenan
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteriaineeded
different types of ISO documents should be noted. This document was drafted in aceordance wi
rules given in the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and the’ Standards Coordi
Committees of the IEEE Standards Association (IEEE-SA) Standards Bodrd? The IEEE develd
standards through a consensus development process, approved by theAmerican National Stan
Institute, which brings together volunteers representing varied viewpginits and interests to achie
final product. Volunteers are not necessarily members of the Institute.and serve without compeng
While the IEEE administers the process and establishes rules topromote fairness in the cong
development process, the IEEE does not independently evaluate)test, or verify the accuracy of
the information contained in its standards.

Attention is drawn to the possibility that some of theselements of this document may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during'the development of the document will be
Introduction and/or on the ISO list of patent decldrations received (see www.iso.org/patents) or t
list of patent declarations received (see https://patents.iec.c).

Any trade name used in this document is\ififormation given for the convenience of users and do
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific term
expressions related to conformity assessment, as well as information about ISO's adherence
World Trade Organization (W-TO) principles in the Technical Barriers to Trade (TBT), see www.is
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techr
Subcommittee SC 7 Systems and software engineering, in cooperation with the Systems and Sof
Engineering Standards Committee of the IEEE Computer Society, under the Partner Stan
Development@rganization cooperation agreement between ISO and IEEE.

This edition'cancels and replaces ISO/IEC 16085:2006, which has been technically revised.
The main changes compared to ISO/IEC 16085:2006 are as follows:

&, *Use common terminology, common process names, and common process structure
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— Improve consistency with ISO 31000:2018, which provides generic principles, framework, and

process for managing all forms of risk.

— Provide specialized guidance for performing risk management within the context of systems and

software engineering projects.

This document is intended to be wused in conjunction with ISO/IEC/IEEE 15288
ISO/IEC/IEEE 12207:2017,1SO 31000 and IEC 31010, and is not a replacement.
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document is an elaboration standard for the risk management process describ
ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. This document provides requirements for the

ed in
tasks

and activities of the risk management process in Clause 6, consistent with these life cycle process

International Standards. This document provides a definition of the content of the risk manag
plan (8.1) and risk treatment plan (8.2). This document also provides guidance for how risk manag
outcomes, activities, and tasks pertain to other processes.

ement
ement

This document prescribes a continuous process for risk management. Clause 1 provides an oyd
and the purpose, scope, and field of application. Clause 2 lists the normative references. Cl3
provides terms and definitions. Clause 4 prescribes conformance criteria. Clause 3-describe
concepts and application with other International Standards. Clause 6 elaborates thetisk manag

rview
use 3
s key
ement

process as required by ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207. Clause 6 also defines required

purpose, outcomes, tasks, and activities of the risk management process for application to sy
and software engineering projects in an integrated manner as described in €latrSe 7 and produd
information products described in Clause 8. Clause 7 suggests some typicdl risk areas, some 4
opportunity areas, and some typical treatments for each life cycle process. Clause 8 prescrib
content for the risk management information items. The Bibliography‘lists informative reference
are either referenced by this document or of interest to users of this'document.
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Systems and software engineering — Life cycle processes
— Risk management

1 Scope

1.1 Overview
This document:

— provides risk management elaborations for the processes described in ISO/IEC/IEEE 15288 and
ISO/IEC/IEEE 12207,

— provides the users of ISO/IEC/IEEE 15288, ISO/IEC/IEEE 12207 and.their associated elabojration
standards with common terminology and specialized guidance for{ performing risk management
within the context of systems and software engineering projects;

— specifies the required information items that are to be produced through the implementation of
risk management process for claiming conformance, and

— specifies the required contents of the information itenis.

This document provides a universally applicable standard for practitioners responsible for managing
risks associated with systems and software over.their life cycle. This document is suitable fpr the
management of all risks encountered in any organization or project appropriate to the systegms or
software projects regardless of context, type.of industry, technologies utilized, or organizdtional
structures involved.

This document does not provide detailed-information about risk management practices, techniqties, or
tools which are widely available in other publications. Instead this document focuses on provifling a
comprehensive reference for integrating the large and wide variety of processes, practices, techrfiques,
and tools encountered in systems and software engineering projects and other lifecycle actjvities
into a unified approach for risk management, with the purpose of providing effective and efficient
risk management while meeting the expectations and requirements of organization and groject
stakeholders.

1.2 Purpose

This document provides information on how to design, develop, implement, and continually injprove
risk manageitient in a systems and software engineering project throughout its life cycle.

1.3 _Field of application

This document is compatible with risk management as described in ISO/IEC/IEEE 15288 and

ISO/IEC/IEEE 12207 and can also be applied in conjunction with ISO 31000. Depending on the scope
and context of the systems or software engineering project of interest, there are a number of additional
International Standards that can be applicable to the risk management effort including ISO 9001. This
document is intended to provide additional information useful in implementing a system for integrated
risk management for systems and software engineering projects. 5.2 discusses in more detail how this
document can be applied with other standards.

This document is applicable to:

— project teams which use ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 on projects dealing with
man-made systems, software-intensive systems, software and hardware products, and services

© ISO/IEC 2021 - All rights reserved
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related to those systems and products, regardless of organization or project scope, product(s),
methodology, size, or complexity;

— projectteams performing risk management activities to aid in ensuring that their application of risk
management conforms to ISO/IEC/IEEE 15288 and/or ISO/IEC/IEEE 12207;

— project teams using ISO/IEC/IEEE 15289 on projects dealing with human-made systems,
software-intensive systems, software and hardware products, and services related to those
systems and products, regardless of organization or project scope, product(s), methodology, size,

or complexity; and

— project teams generating information items developed during the application of risk management
processes to conform to ISO/IEC/IEEE 15289.

This document can be applied in conjunction with ISO 31000 and IEC 31010 to augment risk management
perfofmed within the context of ISO/IEC/IEEE 15288 and/or ISO/IEC/IEEE 12207.

2 rmative references

The fgllowing documents are referred to in the text in such a way that soude’ or all of their content
constitutes requirements of this document. For dated references, only the‘edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC/IEEE 12207:2017, Systems and software engineering — Software life cycle processes
ISO/IEC/IEEE 15288:2015, Systems and software engineering —<)System life cycle processes

3 Terms and definitions
For thie purposes of this document, the following terims and definitions apply.

ISO, IEC, and IEEE maintain terminological databases for use in standardization at the following
addrefses:

— 190 Online browsing platform: available at https://www.iso.org/

— IHC Electropedia: available at http://www.electropedia.org/

— IHEE Standards Dictionagy Online: available at: http://dictionary.ieee.org

NOTE Definitions for,~other system and software engineering terms typically can be found in
ISO/IEC/IEEE 24765, available at www.computer.org/sevocab.

31
consequence
outcome of aneyent affecting one or more stakeholders (3.11)

Note 1|to €ntry: An event can lead to a range of consequences.

Note ZTO entryr A CONSEqUENCE can DE Certain or UNCertain and can nave positiVve or negative effects on
objectives (3.3).

Note 3 to entry: Consequences can be expressed qualitatively or quantitatively.
Note 4 to entry: Initial consequences can escalate through follow-on effects.

[SOURCE: ISO Guide 73:2009, 3.6.1.3, modified — In the definition, "objectives" has been replaced by
"one or more stakeholders"; the notes to entry have been reordered.]

© ISO/IEC 2021 - All rights reserved
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3.2
likelihood
chance of something happening

Note 1 to entry: In risk (3.5) management terminology, the word “likelihood” is used to refer to the chance of
something happening, whether defined, measured, or determined objectively or subjectively, qualitatively or
quantitatively, and described using general terms or mathematically (such as a probability or a frequency over a
given time period).

r‘:ULC 2 LU CIILL Y. TIIU Ellglibll LCTIIT “h}\clillUUL‘l" L‘lUCb 110U lldVU d L‘lll [Sio CLluinlCllL ill SUIIIT ldugudgcb, illbLC :ld, the
equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly interpreted
as a mathematical term. Therefore, in risk management terminology, “likelihood” is used with the {htent/that it
should have the same broad interpretation as the term “probability” has in many languages other.than English.

[SOURCE: ISO Guide 73:2009, 3.6.1.1]

3.3
objective
result to be achieved

Note 1 to entry: An objective can be strategic, tactical, or operational.

Note 2 to entry: An objective can relate to different disciplines (such_as financial, health and safefy, and
environmental goals) and can apply at different levels (such as strategic,-erganization-wide, project, produlct, and
process).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpgse, an
operational criterion, an objective related to risk (3.5) management, or by the use of other words with §imilar
meaning (e.g. aim, goal, or target).

Note 4 to entry: Objectives related to risk managemefnbare set by the organization (3.4), consistent with the risk
policy, to achieve specific results.

[SOURCE: ISO/IEC 19770-1:2017, 3.37, modified — In Note 3 to entry, "asset management objectivie" has
been replaced by "objective related to risk management"; the original Note 4 to entry has been replaced
by a new one.]

3.4

organization
person or group of people that has its own functions with responsibilities, authorities, and relatiopships
to achieve its objectives.(3.8)

Note 1 to entry: The(cdricept of organization includes, but is not limited to sole-trader, company, corpojration,
firm, enterprise, authority, partnership, association, charity or institution, or part or combination thereof,
whether incorpgrated or not, public or private.

[SOURCE:IS09000:2015, 3.2.1, modified — Note 2 to entry has been removed.]

3.5
risk
effect of uncertainty on objectives (3.3)

Note 1 to entry: An effect is a deviation from the expected — positive or negative. A positive effect is also known
as an opportunity.

Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and environmental
goals) and can apply at different levels (such as strategic, organization-wide, project, product, and process).

Note 3 to entry: Risk is often characterized by reference to potential events and consequences (3.1), or a
combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood (3.2) of occurrence.

© ISO/IEC 2021 - All rights reserved
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Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or
knowledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, 1.1, modified — In Note 1 to entry, the last sentence has been added.]

3.6
risk criteria
terms of reference against which the significance of a risk (3.5) is evaluated

i £ Racl it H L d 3 43 1 La 1 (2.2 | £ 1 At 1 'y £
Note 1 LU CIILT y » INJOIW LT ILUT IA AdI'C UAdoCU U UIT UL sﬂlllba\.l\lllal UU]CLL( veOo LJ-JJ, AITU CALUT IIAT AdITU TTIILUT IIAdI CUITIILUAL,.
Note 2[to entry: Risk criteria can be derived from standards, laws, policies, and other requirements.
[SOURCE: ISO Guide 73:2009, 3.3.1.3]

3.7
risk exposure
potential loss presented to an individual, project, or organization (3.4) by a risk (3.5)

Note 1 to entry: Risk exposure is commonly defined as the product of a probability-and the magnitude of a
consequence (3.1), that is, an expected value or expected exposure.”

3.8
risk profile
description of any set of risks (3.5)

Note 1 to entry: The set of risks can contain those that relate to<{he' whole organization (3.4), part of the
organifzation, or as otherwise defined.

Note 2[to entry: The phrase "as otherwise defined" includes one‘or more projects.
[SOURCE: ISO Guide 73:2009, 3.8.2.5, modified — Note.2 to entry has been added.]

3.9
risk threshold

measyre of the level of uncertainty or the level of impact at which a stakeholder (3.11) may have a
specifiic interest

Note 1 to entry: Different risk thresholdscan be defined for each risk, risk category or combination of risks,
based jon differing risk criteria (3.6)..Below that risk threshold, the organization (3.4) will accept the risk (3.5).
Above|that risk threshold, the organization will not tolerate the risk;

3.10
risk tplerance
degref, amount, or volumie of risk (3.5) that an organization (3.4) or individual will withstand

[SOUHCE: ISO/IECHEEE 24765:2017, 3.3543]

3.11
stakeholder
individual 'or organization (3.4) having a right, share, claim, or interest in a system or in its possession

f h ‘s okl oot £l o3 | | ot
Ol characteristrestatmeet neirreeasana CAPTLLAtIULLS

EXAMPLE End users, end user organizations, supporters, developers, producers, trainers, maintainers,
disposers, acquirers, supplier organizations and regulatory bodies.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.59]

© ISO/IEC 2021 - All rights reserved
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4 Conformance

4.1 Intended usage

This document provides a definition of the content of the risk management plan (8.1) and risk treatment
plan (8.2). It also provides requirements for the tasks and activities of the risk management process in
Clause 6, consistent with the requirements of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. Users of
this document can claim conformance to the process provisions or to the information item provisions,

OT DOTIT.

NOTE Requirements of this document are marked by the use of the verb “shall”. Recommefdations are
marked by the use of the verb “should"”. Permissions are marked by the use of the verb “may”.

4.2 Conformance to information items

A claim of conformance to information items to this document is equivalent to.Claiming conformance to
the information item content requirements cited in Clause 8.

4.3 Conformance to process

A claim of conformance to the process provisions of this documentimplies claiming conformance|to the
risk management process from ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 as elaborated in Clduse 6.

4.4 Full conformance

A claim of full conformance to this document is equivalent to claiming conformance to the information
item content requirements cited in Clause 8 and the risk management process of ISO/IEC/IEEE 15288
and ISO/IEC/IEEE 12207 elaborated in Clause 6¢

5 Key concepts and application
5.1 Key concepts

5.1.1 Risk and opportunity

In Clause 3, risk is defined as the “effect of uncertainty on objectives.” Risks can be either positive or
negative because an-effect is a deviation from the expected and therefore can be positive or negative.
When the effect is positive, it is often considered an opportunity. Opportunity is used if there is a
positive effect front uncertainty.

However, i common usage, risk generally means a negative effect. This document uses this| more
common.literpretation of risk where there is a negative effect. Therefore, treatments will commonly
be mitigations. The management and treatment of both risks and opportunities may or may not use the
sameprocess or stakeholders. Risks, threats, and opportunities should be understood and managed so
as.te maximize benefits and minimize negatives.

5.1.2 Project and organizational specific terminology

The precise language used by a specific systems or software engineering project can vary depending
on organizational factors and context and may not be fully consistent with the definitions used by this
document. In this situation, the project risk management plan should identify, analyze, and address the
inconsistencies between the organization’s terminology and the terminology in this document.

© ISO/IEC 2021 - All rights reserved
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5.1.3 Systems and software

Itis a fundamental premise of this document that software always exists in the context of a system. Since
software does not operate without hardware, the processor upon which the software is executed can
be considered as part of the system. Alternatively, hardware or services hosting the software system
and handling communications with other systems can also be viewed as enabling systems or external
systems in the operating environment.

[1SO/IEC/IEEE 12207:2017 5.2.1]

5.1.4| Uncertainty and its relationship to risk

Risk gnd uncertainty are related. Higher levels of uncertainty inherent in large complex systems and
software engineering projects require commensurate levels of risk management.

The systems and software engineering life cycle processes provide a structure that directly addresses
uncerfainty by defining, clarifying, communicating, and gaining consensus regarding not only the
system-of-interest being realized, but also the processes, activities, resources, and‘individual roles and
respopsibilities utilized for its realization.

By integrating risk management with systems and software engineering life\cycle processes, risks and
uncerfainties can be more efficiently and effectively identified, analyzed;and treated.

5.1.5| Complexity and its relationship to risk

Systeins which are more complex typically have greater uncertdinty. Catastrophic events often result not
from 4 single cause but from interconnected risk factors and cascading failures. Each risk factor taken
in isolption might not cause a disaster, but risk factors working in synergy can. Complex, interconnected
systems generate many, sometimes unexpected or cetterintuitive vulnerabilities. Where a small,
localized, single event can trigger cascading failures,then a small, localized, single intervention can
also provide a mitigation. In these situations, to.adequately perform risk management requires a deep
understanding of how the behaviour of a complex'system or system of systems emerges from its many
constituent parts. Therefore, it is prudent to:ifitegrate risk management with the systems and software
engineering life cycle processes to more €fficiently and effectively manage system complexities and
their gssociated risks.

5.1.6 | Risk management above.the project level

This document emphasizes risk management at the project level using the ISO/IEC/IEEE 12207 or
ISO/IEC/IEEE 15288 processes. ISO 31000 provides material for organizations which are implementing
risk nJanagement at both the organizational and project level. Because external organizational risks can
affect|the project, both@project and organizational perspective should be considered when performing
risk njanagement.

5.1.7 | Purpose and principles for risk management

Integijating risk management with all organizational processes improves the performance of risk

managpmpnf while g:n'ning efficiencies

ISO 31000 applies to all industries and sectors. Its purpose and basic principle are the
creation and protection of value. It is applicable at all levels in any type of organization. In the
field of systems and software engineering, the framework for the creation of value is set by
ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, the core standards in their field. Within the framework
defined by ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, this document's purpose and basic principle
are the protection of systems and software engineering value. When the possibility of harm or hazard
exists, risk management prioritizes focus on the reduction of the negative outcomes.

These principles derived from ISO 31000 provide guidance on the characteristics of efficient and
effective risk management, communicating risk management's value, and explaining risk management's
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intention and purpose. These principles are the foundation for managing risk and should be considered
when establishing an organization’s or project's risk management framework and processes. The
principles described below better enable a project, at all levels, to manage the effects of uncertainty on
its objectives:

— Integrated: Risk management is an integral part of all organizational activities.

— Structured and comprehensive: A structured and comprehensive approach to risk management
that addresses all areas of the organization and project contributes to consistent and comparable

results.

— Customized: The risk management framework and processes are customized and proportiorfate to
the organization’s external and internal context, as well as being related to its objectives.

— Inclusive: Appropriate and timely involvement of stakeholders enables their knowledge, vieys and
perceptions to be considered. This results in improved awareness and informed Tisk managejment.

— Dynamic: Risks can emerge, change, or disappear as an organization’s extefnal and internal cpntext
changes. Risk management anticipates, detects, acknowledges, and respends to those changgs and
events in an appropriate and timely manner.

— Best available information: The inputs to risk management are‘based on historical and cirrent
information, as well as on future expectations. Risk managentent explicitly takes into accoupt any
limitations and uncertainties associated with such information and expectations. Inforration
should be timely, clear, and available to relevant stakeholders.

— Human and cultural factors: Human behaviour andéulture significantly influence all aspects pfrisk
management at each level and stage.

— Continual improvement: Risk management i§continually improved through learning, expefience,
and review/analysis of appropriate measuréments.

5.2 Application

5.2.1 General

This document describes an integrated approach for implementing, performing, and contihually
improving risk management as applied to systems or software engineering projects. The corcepts,
methods, and application instructions described in this document are intended to be appljed in
conjunction with otherrisk management practices and systems, and with other standards, prodesses,
and practices applicable to systems and software engineering projects and programs.

Risk management is most effective when performed as an integral part of all organizational prodesses.
The risk management process covers all aspects of organizational and project work, the project oufcome
(“the realized system”), and the environment in which the realized system will operate. Howevgr, the
risk management process is also applicable in cases where the user is only concerned about ¢ne or
more-Selected aspects of the work, the outcome, or the environment. For example, the risk managgment
process is applicable in a case where the user's concern is limited to the data security aspect [of the

realized system ch'rpmc and software engineering projects can utilize a number of 1SQ, TE(, ISO/
IEC, and ISO/IEC/IEEE International Standards. This document is an elaboration for the following
International Standards which define risk management processes:

— ISO/IEC/IEEE 15288
— ISO/IEC/IEEE 12207

This document is can be used in conjunction with the following International Standards which discuss
risk management:

— IS0 31000
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— IS0 9001

Additional International Standards can apply based on the unique scope and context of a particular
systems or software engineering project. Additionally, depending on conformance requirements and
flexibility for tailoring and/or applying various International Standards independently, a variety of
application scenarios may be available to the systems or software engineering project. The application
of this document in conjunction with or independent of other International Standards is determined as
appropriate for the systems or software engineering project of interest.

5.2.2| Application with ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207

ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 establish a common framework of required pfocess
purpdses and outcomes. Each also includes required activities and tasks to fulfil those process€s. They
defing a set of processes and associated terminology from an engineering viewpoint.

The process framework defined in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 includes risk
management as one of the life cycle processes within the framework. This document’is designed to
patible with risk management as defined in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. This
document serves to:

— f{cilitate the implementation of a systems engineering project risk management process conforming
tq ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207;

— f4cilitate the implementation of a project risk management process for organizations and projects
conforming to ISO/IEC/IEEE 15288, and ISO/IEC/IEEE 12207 and ISO 31000 (and/or other
Injternational Standards);

— integrate or establish more effective interfaces between'the systems engineering risk management

process and other risk management processes, including project risk management, enterprise risk
anagement, product-specific risk management, health and safety safety-related risk management,
and information security-related risk managenient.

5.2.3| Application with ISO 31000

ISO 31000 provides principles, framewdgrk and a process for managing risk. It can be used by any
organjzation regardless of its size, dctivity, or sector. ISO 31000 is intended to help organizations
incredse the likelihood of achieving objectives, improve the identification of opportunities and threats
and effectively allocate and use-tesources for risk treatment. However, ISO 31000 cannot be used for
certification purposes, nor dges-it provide guidance for internal or external audit programs. It does,
howeyer, provide guidance-for establishing both a risk management framework and risk management
procefs which may be subject to audit under management system programs, such as ISO 9001 or
ISO/IEC 27001.

With respect to thissdocument, ISO 31000 provides overarching understanding and guidance for the
design, implementation, and continual improvement of a risk management framework for systems and
software engin€ering projects. The concepts, methods, and application instructions contained in this
document are intended to facilitate the tailored application of ISO 31000 specifically for the systems or
softwhre-engineering project under consideration.

5.2.4 Application with ISO 9001

[SO 9001 provides the requirements for implementing quality management systems. It makes it explicit
that risk-based thinking should be applied throughout the quality management system. Risk-based
thinking helps to ensure that risk management is applied and integrated holistically with other life
cycle processes in a disciplined approach that allows efficient and effective implementation to address
both positive and negative events. This document describes such a disciplined approach.
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5.2.5 Application with other ISO, IEC, ISO/IEC, and ISO/IEC/IEEE standards

Depending on the scope and context of the systems or software engineering project of interest, there
are a number of additional International Standards that may be applicable to the risk management
effort. For example, the types of International Standards could include:

— Additional International Standards related to project, program and other organizational system
management such as [SO 21500.

ternational standards applicable to the spe NAUSTry, teCcNNOoI0ZIES, O activities that a
of the scope of the systems or software engineering project. In particular those that relate

industries and for specific types of products or equipment. For example, ISO 14971,4S0"1348
ISO 17666.

— International Standards that support risk management, including those ‘regarding praftices,
analysis, tools, and techniques for risk, safety, security, and dependability (e.g. risk assesgment,
hazard analysis, fault tree analysis, reliability prediction, measurendent” process, etc.) sych as
IEC 31010 and ISO/IEC TR 33015. IEC 31010 discusses the challenges, of assessing risk in various
situations and several ways a value for level of risk can be obtained-"The techniques descriped in
[EC 31010 may be used when there is a need to identify risk or whena more in depth understgnding
of the risks and opportunities are needed.

Applicable additional International Standards can be identified as part of the systems or software
project stakeholder needs and expectations, and system requirements definition processes.

6 Risk management process

6.1 Purpose

The purpose of the risk management progess is to identify, analyze, treat and monitor risks continjually.

The risk management process is a continual process for systematically addressing risk throughofit the
life cycle of a system, product, or service. It can be applied to risks related to the acquisition, deyelop-
ment, maintenance, or operation'of a system.

[ISO/IEC/IEEE 15288:2015:6.3.4.1 and ISO/IEC/IEEE 12207:2017 6.3.4.1 with editorial modificagions]

6.2 Process

The Life Cycle Medel Management process of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 contdins an
activity to estahlish a risk management process for the organization performing the project of inferest.

In the courSe of a project, risk handling may impact everyone in the organization and therefore risk
managément is everyone’s business. Whatever project action is taken, big or small, or whatever froject
situation is encountered, people should ask the question, and the organization should answer, whether
the action has consequences that could adversely affect the project work, the project outcome, jor the
ebvironment in which the system or software will be implemented.

The risk management process described in this clause is applicable when the potential of an adverse
impact or positive opportunity is strong enough that it would put at risk any explicit project,
organizational, system, or software objectives.

The risk management process is illustrated in Figure 1. Note that the performance of risk treatment
is assumed to be part of general technical and managerial processes. The numbers in the discussion
below refer to the corresponding boxes in Figure 1.
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Figure 1 — Risk management process model

Managerial and technical processes involving the stakeholders define the information requirements
(i.e., the information the stakeholders require:to make informed decisions involving risks) that support
the rifk management process @. These difformation requirements are passed to both the “plan risk
management” and the “manage the prpject risk profile” activities. In the “plan risk management”
activify @), the policies regarding: the general guidelines under which risk management will be
conducted, the procedures to be used, the specific techniques to be applied, and other matters relevant
to risk planning are defined. Information created during this activity shall be documented in a risk
management plan as describedin 8.1.

In the “manage the risk-profile” activity @), the current and historical risk management context and
risk state information\are captured. The risk profile includes the total of all the individual risk profiles
(i.e., the current and-Historical risk information concerning an individual risk), which, in turn, includes
all thg risk statesy

The r1fisk profile information is continually updated and maintained through the “analyze risks”
activity @), which identifies the risks, determines their probability and consequences, determines their
risk expoesures, and recommends treatment for risks determined to be above their risk threshold(s).

Treatment recommendations, along with the status of other risks and their treatment status, are sent
to management for review @. Management decides what risk treatment is implemented for any risk
found to be unacceptable. Risk treatment plans are created for risks that require treatment. These
plans are coordinated with other management plans and other ongoing activities. Information created
during this activity shall be documented in a risk treatment plan as described in 8.2.

All risks are continually monitored until they no longer need to be tracked, e.g. they are retired, during
the “monitor risks” activity @. In addition, new risks and risk sources are sought out.

The risk management process is evaluated to improve its effectiveness. During the “evaluate the
risk management process” activity @, information, including user and other feedback, is captured
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for improving the process or for improving the organization’s or project’s ability to manage risk.
Improvements defined as a result of evaluation are implemented in the “plan and implement risk
management” activity @.

The risk management process is applied continuously throughout the product life cycle and it is
integrated with the other life cycle processes. Activities and tasks of the risk management process
interact with the individual risks in an iterative manner once the risk management process begins.
For example, in the perform risk analysis activity @), a risk may be re-estimated several times during
the performance of risk evaluation due to an increase in knowledge about the risk gained during the

evaluation task itself. The risk management process is not a process that goes from one phase [to the
next but is rather an iterative and incremental process that is implemented when necessary;

6.3 Outcomes

As a result of the successful implementation of the risk management process, thée.following outfomes
shall be demonstrable:

a) Risks are identified.

b) Risks are analyzed.

c¢) Risktreatment options are identified, prioritized, and selected.

d) Appropriate treatment is implemented.

e) Risks are evaluated to assess changes in status and progress in treatment.
[ISO/IEC/IEEE 15288:2015 6.3.4.2 and ISO/IEC/IEEE ¥2207:2017 6.3.4.2]

6.4 Activities and tasks

6.4.1 General

The project shall implement the actiyities and tasks specified in 6.4.2 to 6.4.7 in accordanc¢ with
applicable organization policies and procedures with respect to the Risk Management process.

6.4.2 Plan risk management

6.4.2.1 General

The plan risk managément activity consists of the tasks specified in 6.4.2.2 and 6.4.2.3.

6.4.2.2 Define’the risk management strategy

Organizatjens prepare for risk management by establishing and maintaining a strategy for ident|fying,
analyzing, monitoring, treating, and communicating risks. The organization or project defings the
purpose and scope of its risk management activities in the risk management strategy. The risk stfategy
includes a risk tolerance statement that articulates the project's attitude towards risk takirlg and
influences all activities and tasks of the risk management process. The statement includes answers

to questions such as: to what degree is the project willing to accept higher risk in exchange for more
ambitious project objectives; and to what degree does the project rely on its already allocated resources
to reduce the risk in achieving its objectives, as opposed to requesting more project resources for risk
reduction?

The risk management strategy at a minimum addresses the following:
— scope of risk management,
— sources of risk,

— risk criteria,

© ISO/IEC 2021 - All rights reserved
© IEEE 2021 - All rights reserved 11


https://standardsiso.com/api/?name=1d5d22d30ec1e490255b748432e3eabc

ISO/IEC/IEEE 16085:2021(E)

— how risks are to be organized, categorized, compared, and consolidated,
— risk measures,

— parameters used for taking action including likelihood of occurrence, severity of consequence, and
thresholds,

— definition of the rating scale for likelihood of occurrence and severity of consequence,

CITTCTrC e T e e oot

— h¢w the organization will evaluate and improve its risk management process.

The rlsk management strategy shall be documented in a risk management plan. Organizatiéons may
develgp their risk management strategy before starting a project, or early in the project, so~that risks
are prjoactively identified and managed.

NOTE This includes the risk management process of all supply chain suppliers and describes’how risks from
all suppliers will be raised to the next level(s) for incorporation in the project risk process:

6.4.2.3 Define and record the context of the risk management process

Defing the context of the risk management process. The risk management-Context may include, but is
not lirpited to:

— Allist of stakeholders.
— Aldescription from stakeholders’ perspectives.

— R]sk categories to be used. The risk categories may“include technical, security, safety, quality,
sg¢hedule, budget, resource, requirement, process,testing, competition, and supply chain disruption
risks. Categories of risk that are perceived to be of special importance may be addressed separately.
The risk categories include the relevant technioal areas of the system. The risk categories facilitate
identification of risks across the life cycle of'the system.

— Aldescription (perhaps by reference) of-the technical and managerial objectives, assumptions, and
cgnstraints. For example, the projectmay be constrained from openly communicating some risk-
rglated information to specific stakeholders.

— Ahpy other relevant information that may influence the analysis or treatment of risk.

Docurpent and baseline riskinanagement context. The risk management context may be documented as
a stand-alone document,dn the risk management plan, in the risk profile, or other project documents.

6.4.3 | Manage the'risk profile

6.4.3.. General

Manage the risk profile consists of the tasks specified in 6.4.3.2 to 6.4.3.4.

6.4.3.2 Define and record the risk thresholds and conditions

Risk thresholds define the level of exposure above which risks are addressed and below which risks
may be accepted. Risk thresholds are defined for individual risks or combinations of risks. A risk
threshold may be defined for the project as a whole or may be defined for groups of risks or individually
depending on the characteristics of the project.

The risk threshold quantifies the risk tolerance with a more precise way so that organizations know
when to accept, monitor, or treat risks. Risk thresholds are the levels of measured risk criteria that
are acceptable without explicit review by the stakeholders. Risk thresholds are defined and when a
measured risk criterion is below a value, above a value, or in a range of values, appropriate action is
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taken. When the risk criterion is below a certain value, it is accepted. When it is in a range of values, it
is closely monitored to make sure that the value doesn’t change. If it is above a value, the risk is treated.

6.4.3.3 Establish and maintain a risk profile

The risk profile creates a consistent current and historical view of the risks present on a project along
with their treatment.

A risk profile includes:

— description of the risk,

— therisk's likely causes and events,

— possible consequences of the risk,

— the risk's severity of consequences,

— the risk's likelihood of occurrence,

— therisk's likelihood of detection should the risk become an issue,
— therisk's thresholds and conditions,

— therisk's current state,

— therisk's current treatment, or contingency strategy.or plan, and
— therisk's history.

The risk profile is updated and baselined periodi¢ally. Updates may be made when there are changes in:
— the risk management context,
— anewrisk is identified, or

— any change in an existing risk s\information.

6.4.3.4 Periodically provide the relevant risk profile to stakeholders

Periodically communicate the risk profile or relevant risk profile (for example, a single rjsk or
combination of risks) te-stakeholders based upon their needs. Different stakeholders will need dijferent
subsets of the risks.in the risk profile. The risk profile may be reviewed at project milestone dr gate
reviews. Periodically provide the relevant risk profile to stakeholders based upon their needs.

6.4.4 Analyze risks

6.4.4.1" General

Amnalyze risks consists of the tasks specified in 6.4.4.2 to 6.4.4.5.

6.4.4.2 Identify risks in the categories described in the risk management context

The risk identification task involves finding, recognizing, and describing risks that might affect the
organization or project and prevent it from achieving its objectives.

Risks are identified from the categories identified in the risk management context. Use risk categories
consistently for effective communication to stakeholders. Where possible, events, hazards, threats,
or situations that can create risks are identified. Changes in the risk management context may cause
additional risks. For example, changes in the assumptions may add or reduce risk. System or software
anomalies, reports on measures, and other indicators are continuously reviewed as sources for risks.
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For each risk, analyze it using combinations of risk-related measures. For example, when the risk
may be anticipated to become a problem, consider analyzing the severity of consequences, likelihood
of occurrence, and likelihood of detection should the risk become an issue. As a result of the analysis
determine a priority. Consider sorting the risks by priority order.

ISO/IEC TR 33015 provides guidance on the identification of process related risks. This is done through
process assessments.

All relevant risks should be identified. Stakeholders may consciously evaluate each identified risk and

decid¢ not to take action, which is deemed acceptance of the risk at the current state.

Relatdd risks may be combined, and complex risks may be decomposed for ease of analysis, monitering,
and trleatment.

Varioys approaches to identifying risks may be used including:
— risk questionnaires,

— tdxonomies,

— brainstorming,

— sdenario analysis,

— nmjeasurement analysis,

— identifying consequences and analyzing back to the risk (e,g. safety hazards),

— lessons learned from other projects, and

— other knowledge acquisition approaches.

Risks fidentified should be included in the risk profile: Thus, the risk profile is used to baseline risks.

Opporftunities have the potential to provide benefits for the organization, system, or project. Each
opporftunity pursued can also have potential'negative outcomes that detract from the expected benefit.
Analyfis of opportunities should include the risks associated with not pursuing an opportunity, as well
as risks that arise if the opportunity is taken. In both cases, potential positive and negative outcomes
should be considered.

NOTE IEEE 1044 provides_useful information regarding software anomaly classification. IEEE 982.1
provides useful information regarding software measures related to dependability.

6.4.4.8 Estimate the likelihood of occurrence and consequences of each identified risk

The likelihoods of gecurrence and severity consequences of each riskidentified are estimated. Estimates
may ble made eithér quantitatively or qualitatively.

A qualitativerisk analysis prioritizes the identified project risks using a pre-defined rating scale. Risks
will be scored based on their probability or likelihood of occurring and the impact on project objectives
should théy occur. Probability and likelihood are commonly ranked on a numeric scale, which is defined

by the organization. An example would be a one- to five-point scale, with five being the highest impact
on project objectives - such as budget, schedule, or quality.

A quantitative risk analysis is a further analysis of the highest priority risks during which a numerical
or quantitative rating is assigned in order to develop a probabilistic analysis of the project. A
quantitative analysis quantifies the possible outcomes for the project and assesses the probability of
achieving specific project objectives, provides a quantitative approach to making decisions when there
is uncertainty, and defines realistic and achievable targets.

The stakeholders define which risks will be evaluated using qualitative methods and which will be
evaluated using a quantitative scale.
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Scale(s) for estimating risk likelihood of occurrence and severity of consequences should be used
consistently. The descriptive and measurement uncertainty inherent in the scale used is described
in the risk management plan. The units used are stated and consistent. When possible, capture the
level of confidence in estimates of likelihood of occurrence or severity of consequences. If likelihood
is expressed as a percentage, the denominator is the same in each case and is stated (for example,
percentage of projects, percentage of contractors etc.). The population and time scale to which a

likelihood applies should be consistent and stated.

Uncertainties in estimates used to make decisions should be analyzed so the level of confide

nce in

estimates can be stated.

A single value for a severity of consequence or likelihood of occurrence may need to beambigliously

defined. (For example, an event may have a distribution of consequences or severities.)/Ahe like
of occurrence and severity of consequence will not produce a clearly defined level ofxisk. In tha
comparing thresholds is not possible. Instead, options include taking the mean, thé most likely
of the distribution or a percentile value. The rationale for picking any one particular likelihog
severity pair should be stated and compatible with the definitions of the thresholds.

NOTE1 Distributions relevant to risk can be highly skewed.

NOTE 2 IEC 31010 provides additional information on analyzing risk in.these circumstances.

6.4.4.4 Evaluate each risk against its risk thresholds

Evaluate each risk against its risk thresholds and condifions and note if the risk does not m
threshold.

Risks may be evaluated independently, in combination, or with their interactions with highe
system or organizational risks. Evaluate combinations of risks against the project risk threshold s
the combination, while below their individualstisk thresholds, does not unacceptably place the ¢
as a whole at risk.

Different techniques may be used to_evaluate the risks, such as decision trees, scenario pla
game theory, probabilistic analysis, fault-tree analysis, failure mode and effects analysis, and
programming.
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Highlight important risks based on considerations such as when the risk may become a prxblem,

severity of consequence, legal concerns, and contractual concerns. These risks may need more
treatment, more careful(monitoring or to be communicated to higher levels of management

Update each risk in"the risk profile to record the result of the evaluation. Periodically, reevalu
risks in the risk.profile. As part of the reevaluation, evaluate the effectiveness of existing contt
mitigations.

NOTE IEEE 982.1 provides useful information regarding software measures related to depend
ISO/IEC/TEEE 15939 provides a measurement process that can be used to help evaluate risks.

64.4.5 Define and record recommended treatment strategies and measures

rgent

hte all
ols or

hbility.

For each risk that does not meet 1ts threshold, define one or more risk treatment strategies. Some risk

treatment strategies are:

— undertake further analysis to better understand the risk,

— reconsider the project objectives,

— do nothing further,

— maintain existing controls,

— involve the appropriate stakeholder(s) (in other words, escalate the risk),
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— treat the risk to reduce severity of consequences,

— treat the risk to reduce likelihood of occurrence,

— treat the risk to increase the likelihood of detection should the risk become an issue, and
— other risk treatment options. (See 6.4.5.2)

Define and recommend measures of the effectiveness of the treatment strategies and options.

Docurpent and baseline the recommended risk treatment strategies and measures. Also, document the
risk tijeatment strategies considered and why or why not they were recommended.

6.4.5| Treatrisks

6.4.5. General

Treat fisks consists of the tasks specified in 6.4.5.2 to 6.4.5.5.

6.4.5.2 Identify recommended alternatives for risk treatment

Risk tireatments usually focuses on minimizing negative consequences:and their likelihood but may
include increasing potential positive effects and their likelihood as well.

Risk freatment options are not necessarily mutually exclusive or-appropriate in all circumstances. Op-
tions|for treating risk can involve one or more of the following;

—

bmoving the risk source,

— planning contingency actions for cases in which a risk is accepted,

—t

hking or increasing the risk in order to pursuesan opportunity,

haring the risk (e.g. through contracts, buying insurance), and

wn

ptaining the risk by informed decision.
[ISO 31000:2018, 6.5.2]

|
~

Risk treatment can also introduce new risks that need to be managed. Any newly identified risks should
be evdluated, mitigated, recorded and kept under ongoing review.

Decision makers and other stakeholders should be aware of the nature and extent of the residual risk
after risk treatment/FThe residual risk should be documented and subjected to monitoring, review, and,
wherg appropriate futrther treatment.

6.4.5.3 Implément risk treatment alternatives

Selectiing. the most appropriate risk treatment option(s) involves balancing the potential benefits

derinA inralation +0 tho achinuamiant of thn Ahinctivunc agadnct tha ~ncte Affart Ay dicadyantagne AF
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TCrotro——to TC Oy Tt O triC—OojTeTrves TITot CIrc— OOty 1o+, O troatrv ot S T

implementation. Also, selected treatments are based on the priority of risks, considering the severity
of the consequences, likelihood of occurrence, or any other factors and the extent to which they will
reduce risk and improve regulatory and contractual compliance. Whenever a risk treatment alternative
is recommended, stakeholders will determine if the risk is acceptable. If the stakeholders determine
that actions should be taken to make a risk acceptable, then a risk treatment alternative will be
implemented, supported by the necessary resources, and monitored and coordinated with other project
activities.

Justification for risk treatment is broader than solely economic considerations and should take into
account all of the organization’s obligations, voluntary commitments, and stakeholder views. The
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selection of risk treatment options should be made in accordance with the project’s objectives, risk
criteria, and available resources.

When selecting risk treatment options, the organization should consider the values, perceptions, and
potential involvement of stakeholders and the most appropriate ways to communicate and consult with
them. Though equally effective, some risk treatments can be more acceptable to some stakeholders
than to others.

Also, it is important that controls be put in place that are proportional to the risks. Risk analysis

assists such a process by identifying those risks requiring attention by the management. Risk cpntrol
actions should be prioritized by their potential benefits to selected stakeholders, such as thefusers, the
customer, the organization, or the public.

6.4.5.4 Monitor high priority risks

The stakeholders may accept a risk even though it exceeds its risk threshold, e/g. if the treatment cost
is too high, the timing is not suitable, or a lack of treatment resources exists<In‘this situation, the risk
is considered a high priority and monitored continuously to determine if@ny future risk tredtment
actions are necessary.

Risk treatments, even if carefully designed and implemented, mightnot produce the expected outdomes
and could produce unintended consequences. Monitoring and review need to be an integral part pf the
risk treatment implementation to give assurance that the different forms of treatment becomg and
remain effective.

[ISO 31000:2018, 6.5.2]

The stakeholders may also ask for more informationbe provided to make a risk treatment decisjon, or
they may suggest some other treatment approachz

6.4.5.5 Once arisk treatment is selected; coordinate management action

When treatments have been implemented, risk profiles should be modified to reflect any new or
updated controls. It can be useful torecord also why these controls are believed to be sufficient tp save
effort when risks are reviewed.

Effectiveness of internal control is determined by how much the risk will be either eliminated or reduced
by the control measures pfeposed. The latter need to be measured in terms of potential economideffect
if no action is taken, versus the cost of the action(s) proposed. Every response action has a relategl cost,
and it is important.that the treatment offers value for money in relation to the risk controlled by it.
Therefore, it is important to put controls in place to monitor risk treatments and to get the approjpriate
approval prior to,implementing the risk treatment.

Controls fotAréeating risk can involve one or more of the following:

— Preventative controls limit undesirable outcomes. The more an undesirable outcome should be
avoided, the more appropriate preventative controls should be considered.

=) Corrective controls correct undesirable outcomes that have occurred and provide a way to athieve

some recovery against loss or damage. Contingency planning is an important element of corrective
control.

— Directive controls ensure that a particular outcome is achieved and are particularly important
when avoiding an undesirable event - typically related to health and safety or to security.

— Detective controls identify occasions of occurrence of undesirable outcomes. Their effect is, by
definition, “after the event” so they are only appropriate when the resulting loss or damage can be
accepted.
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6.4.6 Monitor risks

6.4.6.1 General

Monitor risks consists of the tasks specified in 6.4.6.2 to 6.4.6.4.

6.4.6.2 Continually monitor the risk management context

Monit I thC 1;0}\0 ill thc 1101\ lJl Ufi}C thl uushuut thC lifc Lyblc fUl L,hausco ;ll thcil atatc, UO}JCL;G}})’,
when [the risk becomes an issue. Monitor for changes in the risk's severity, likelihood of occurrenecg;
likeliood of detection, thresholds, conditions, and priority. Monitor high priority risks more frequently.
Reevdluate changed risks (6.4.4.4).

Monitpr any critical assumptions made during analysis because if these change, the risk may exceed its
threshold.

Monitpr the risk management context for changes. Document those changes as apprtopriate. Based on
the chfanges, reevaluate the appropriate risks.

6.4.6.83 Implement and monitor measures to evaluate the effectiveness of risk treatments

Implement the treatment measures developed as part of the treatment stfategies. Monitor and evaluate
those measures. Identify and remedy the cause(s) of ineffective treatments promptly. If needed, identify
a mort effective risk treatment (See 6.4.5.2).

6.4.6.4 Continually monitor for the emergence of new risks and sources throughout the life cycle

Monitpr the project continually for new risks and sources throughout its life cycle. Add new risks
and spurces identified to the risk profile. Analyze (6:4.4) and treat (6.4.5) the new risks promptly.
Comnjunicate new risks and sources to the stakeholders after risk analysis as part of the periodic
communication of the risk profile. Communicationcéf risks with a high priority may be expedited to the
appropriate stakeholder.

6.4.7 | Evaluate the risk management-process

6.4.7.L General

Evalugite the risk management process activity consists of the tasks specified in 6.4.7.2 to 6.4.7.4.

In ISQ/IEC/IEEE 12207 and”ISO/IEC/IEEE 15288, process evaluation is part of the Quality Assurance
and Life Cycle Managentent processes. Process improvement is part of the Life Cycle Management
process.

6.4.7. Analyze recurring issues, problems, and risks over time

Inforrhation about the risks identified, their sources, their causes, their treatment, and the success of
the trpatiments selected is collected throughout the project’s life cycle for purposes of improving the

risk management process and generating lessons learned. Apply measures to the risk profiles data (for
example, number of risks per some measure of project size or complexity, number of risks per category,
treatment success versus expected, etc.). The information captured may be useful to improving
organizational risk management strategy, procedures, processes, or policies.

6.4.7.3 Identify lessons learned

Periodically review the risk management process for its effectiveness and efficiency. Opportunities
for improving the project or organizational risk management and processes are identified, including
consideration of how the risks posed by the risk management process itself can be reduced or
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eliminated. Individual project lessons learned may be collected to aid in the identification of systemic

risks. The stakeholders determine the review period.

6.4.7.4 Improve the risk management process

Information on the risks identified, their treatment, and the success of the treatments are reviewed
periodically by the stakeholders and other parties for purposes of identifying systemic project and
organizational risks. Where applicable, the process is improved, the organizational risk management

and neliciac and nracacc yundatad Gfthaca avict) ndthanroiact riclk mmangamant nlan ndatad
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7 Risk management in life cycle processes

7.1 Overview

A primary goal of this document is to elaborate the risk management\process descrih
ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. In this respect the focus” of the applicat
ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 to this document involves the integration d
management and “risk-based thinking” into all systems or software engineering life cycle prod
This is accomplished by identifying and analyzing the systems and\software engineering life
processes used by the organization or project, and instituting policy,practices, procedures, techn

ed in
on of
f risk
esses.
cycle
iques,

and/or tools that help ensure appropriate risk management within'those life cycle processes. Likfwise,

the aspects of systems and software engineering life cycle*processes that support reduct

on in

uncertainty and enhance risk management are integrated-fe’form a holistic risk management appfoach.

Each life cycle process can be invoked, as required, at-any time throughout the life cycle. The ordé¢r that

the processes are presented in this clause does notimply any prescriptive order in their use.

In 7.2 to 7.6, all the life cycle processes are gresented in the order from ISO/IEC/IEEE 1220

7 and

ISO/IEC/IEEE 15288. For each life cycle process there are three subclauses: typical risk areas, flypical

opportunity areas, and typical treatment, The content of these subclauses are examples, 1
exhaustive list, and not a checklist.

7.2 Risk management in agréement processes

7.2.1 General

The two Agreement(processes discussed in 7.2.2 and 7.2.3 specify the requirements fc

ot an

r the

establishment of agreements with organizational entities external and internal to the organizatign.

7.2.2 Acquisition process

7.2.2.1 ~ Typical risk areas

Typieal risks of the Acquisition process can include:

=) lack of clarity of agreements;

— lack of feasibility in the parameters of agreement (e.g. infeasible cost, schedule, or outcomes);
— poor acquisition strategy;

— poor understanding of acceptance processes between the parties;

— acquirers that do not actively participate in their projects;

— acquirers not taking responsibilities for the definition of system requirements;

— acquirers not taking responsibilities for the definition of software requirements;
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7.2.2.

Typicd

7.2.2.

TypiC(

acquirers that make no effort to take accountability for requirements;

features or functions are requested that are not in the established agreement;

proceeding without stakeholder agreement on defined requirements;

misunderstood requirements;

failure to review and negotiate agreement details.

a
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P Typical opportunity areas
1] opportunities of the Acquisition process can include:

strategy that reflects the nature of the product, the scope of activities, and the charaéteristics of
e supplier(s);

be of standard agreements;

referred supplier lists that are updated on a regular basis;

suppliers to avoid lists that are updated on a regular basis.

B Typical treatments

|1 treatments of the Acquisition process can include:
ptailed planning;

wderstanding of the supplier marketplace and capabilities;

irly engagement with potential suppliers to,understand the responsibilities, obligations, and
ncerns of each other;

odifying acquisition plans and agreements based on feedback;

e project management and purchasing departments of the acquirer comprehend what system and
ftware development entails;

e purchasing department.and the information system department of the acquirer collaborate

when defining requirements;

e acquirer activelyparticipates in the project while clarifying its role with the supplier;
e supplier understands the requirements and confirm its understanding with the acquirer;

e acquirertexpresses all requirements in the most appropriate form such as documentation and
ock-ups;

e a€quirer makes known to its entire organization that the organization decides and is responsible

r‘the requirements;

the supplier agreement or contract is multi-stage when the requirements are not fully defined.

7.2.3

Supply Process

7.2.3.1 Typical risk areas

Typical risks of the Supply process can include:

— the response to the acquirer’s request is infeasible;
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mismatch between acquirer’s knowledge of needs versus supplier’s knowledge of feasibility and

cost drivers for solution;
proceeding to the next step without agreement among stakeholders;
agreements do not allow for change;

incomplete requirements;

Wramantacxazrittan:
e rrerreoro—v T

Val
Cer TITeTT VI TeTeTT;

interpretation of terminology is different;

supplier assumptions do not match acquirers.

7.2.3.2 Typical opportunity areas

Typical opportunities of the Supply process can include:

identifying outcomes with additional benefits to the acquirer for littfe jricremental cost;

providing outcomes that result in high operability and maintainability.

7.2.3.3 Typical treatments

Typical treatments of the Supply process can include:

performing detailed planning before agreements:are established;
engaging closely with acquirer to understand;the scope;

applying evolutionary approaches to delivery;

engaging with potential suppliers and modify acquisition plans and agreements based on feeglback;

setting up agreements to allow for’change;
delivering a straightforwatd;'clear proposal;

examining the characteristics of the system or software of interest and apply a suitable develo
method, environmeft,and tools;

performing a sét of reviews from ISO/IEC/IEEE 24748-8.

7.3 Risk management in organizational project-enabling processes

7.3.1 <{General

The\(Six organizational project-enabling processes discussed in 7.3.2 to 7.3.7 help ensur
organization’s capability to acquire and supply products or services through the initiation, st

bment

e the
pport

and CONTror of Projects. I NESE PrOCESSES Provide TeSOUrces and Mirastructure Necessary to support
projects and help ensure the satisfaction of organizational objectives and established agreements.
These six processes are not intended to be a comprehensive set of business processes that enable
strategic management of the organization's business.
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7.3.2 Life cycle model management process

7.3.2.1 Typical risk areas
Typical risks of the Life Cycle Model Management process can include:

— the organization's life cycle processes, good by themselves, do not work together well enough,
puttmg the Value of the organlzatlon S systems and software englneerlng pI‘O]eCt results at rlsk

aterlahzmg in spite of each 1nd1v1dual process belng de-risked; no sense that risk management
integration has improved predictability);

ilding silos, overlaps, and sub-optimization;

— processes are intertwined to a degree that observers and practitioners find the procésses hard to
unwind; risk management therefore also addresses an organization's life cycle processes as a whole;

— mlismatch of lifecycle model to problem space.

7.3.2.2 Typical opportunity areas
Typic4al opportunities of the Life Cycle Model Management process can include:

— ability to adapt the model(s) as the lifecycle and knowledge of problem space and potential solutions
irlcreases over time;

— pétential to create lifecycle models that explicitly try to.improve knowledge of problem space and
potential solutions over time.

7.3.2.3 Typical treatments
Typical treatments of the Life Cycle Model Management process can include:

— egrly processes in life cycle explicitly desighed to treat risk (e.g. evolutionary approaches).
7.3.3 | Infrastructure management(process

7.3.3.1 Typical risk areas
Typical risks of the Infrastructure Management process can include:

— tHeinfrastructure-will not meet project needs, since the project either ignored the infrastructure or
poorly specifiedthe infrastructure requirements;

— timing of infrastructure availability is inappropriate.

7.3.3.2 Typical opportunity areas

T ic labpnortunitinc aofthao Infractry ety Managnmant rnracnce can dnelhiadn.
yp —opportaiite S ottt Hnastractare nahage et proeesseaneraae:

— manage infrastructure elements as systems in their own right.

7.3.3.3 Typical treatments
Typical treatments of the Infrastructure Management process can include:

— identify requirements for infrastructure elements and interfaces, dependencies, and assumptions
with development and other lifecycle processes, and system products.
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7.3.4 Portfolio management process

7.3.4.1 Typical risk areas
Typical risks of the Portfolio Management process can include:
— projects are mismatched, misaligned in time, or overlap in scope;

— realizing that a project may not be viable.

7.3.4.2 Typical opportunity areas
Typical opportunities of the Portfolio Management process can include:
— harmonizing and streamlining projects;

— managing interdependencies between related projects.

7.3.4.3 Typical treatments
Typical treatments of the Portfolio Management process can include:
— identifying dependencies;

— maintaining resources to track and address changes as_they occur.
7.3.5 Human resource management process

7.3.5.1 Typical risk areas

Typical risks of the Human Resource Management process can include:
— inadequate sKkills;

— insufficient resources;

— inadequate training;

— insufficient or outdated knowledge and skills inventory.

7.3.5.2 Typical opportunity areas

Typical opportimities of the Human Resource Management process can include:
— training existing staff;

— _using external resources;

=, ‘using technology readily available in the marketplace.

7.3.5.3 Typical treatments
Typical treatments of the Human Resource Management process can include:
— understanding base skills and needed skills for current and future projects;

— developing training plans to address knowledge and skill gaps.
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Quality management process

7.3.6.1 Typical risk areas

Typical risks of the Quality Management process can include:

— the "access or evaluate quality management" activity is often not done well; specifically, often there

is

little or no history of quality assurance evaluation results;
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7.3.6.

Typicd

— m

tablishing quality management procedures that are so burdensome for the project so that the
fects schedule, resources, and costs are not commensurate with the value of the project;

bt listening to the management of the project teams or not implementing their suggestions;
rerly complex assurance processes may defeat their intent;
tlping assure the quality process and procedures are sufficient for the project;

e existing quality management process has not changed based on lessons‘identified on other
rojects;

ck of independence for quality management personnel.

ulti-location development organization, creating and maintaining\a quality management system
does not consider:

e differences in national or organization culture;
e differences in the resources available in each locationespecially people, management, or tools;

e size and complexity of the project being supported.

P Typical opportunity areas
11 opportunities of the Quality Manageient process can include:

atching effort of assurance resoutces to consequence of failure;

— sffreamlining activities and developing work aids to make process more effective and efficient;

— m
(0)

7.3.6.

Typicd

— 17

atching effort, knowledge-and skills of assurance resources to the project specifics, likelihood of
fcurrence, and severity, consequences of failure of the risks.

B Typical treatments
11 treatmentsof the Quality Management process can include:

ainingseveryone in organization to understand their responsibility in quality management;

— elllsuring the quality process and procedures are complete and appropriate for the project.

7.3.7

Knowledge management process

7.3.7.1 Typical risk areas

Typical risks of the Knowledge Management process can include:

— incomplete or inaccurate inventory of organizational knowledge and skills;

— la

ck of knowledge needs for the present and future;

— understanding how to capture tacit knowledge such as intuitive skills.
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7.3.7.2 Typical opportunity areas
Typical opportunities of the Knowledge Management process can include:
— leveraging knowledge from external resources;

— leveraging knowledge of individuals and share across the organization.

7.3.7.3 Typical treatments

Typical treatments of the Knowledge Management process can include:

— implementing processes and activities that will store, grow, and share knowledge.
7.4 Risk management in technical management processes

7.4.1 General

The eight technical management processes discussed in 7.4.2 to 7.4.9 are used to establish and
plans, to execute the plans, to assess actual achievement and progressagainst the plans and to ¢

bvolve
pntrol

execution through to fulfilment. Individual technical management processes may be invoked at anfy time

in the life cycle and at any level in a hierarchy of projects, as reguired by plans or unforeseen ¢
The technical management processes are applied with a level ofrrigor and formality that depends
complexity, historical information, and uncertainty of the ptoject.

7.4.2 Project planning process

7.4.2.1 Typical risk areas

Typical risks of the Project Planning processian include:

— insufficient or incorrect identification of project scope, objectives, and constraints;
— inconsistent or changing scope'of the project;

— inadequate definition and-maintenance of project structure including life cycle models,
breakdown structure, &nd processes;

— insufficient subject,matter experts in the requirements, design, development, verificati
validation activities;

— insufficientorincorrect development method, environment and tools;

— unintefided consequences and additional uncertainties related to repeated changes in
objectives and constraints, and excessive unanticipated re-planning and rework;

—, wsSing a rough estimate written in the early phase through the whole lifecycle without reviews;

vents.
bn the

work

bn, or

scope,

=) inappropriate level of detail;

— invalid assumptions;

— estimations that lack rationale;

— estimations that lack proper scope;

— insufficient focus on the development of the operational system;

— lack of consideration of sustainment of system.
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7.4.2.2 Typical opportunity areas

Typical opportunities of the Project Planning process can include:

opportunities to increase the likelihood of reaching or exceeding project objectives and targets
related to customer expectations;

early development of a project plan that includes insights, information, and priorities for success
obtained through the risk management process may produce more desirable outcomes that align

Wit stakenolder needs and requiremerts;

eqrly utilization of data and analyses to more quickly and efficiently develop and maintain the
project plan.

7.4.2.8 Typical treatments

Typical treatments of the Project Planning process can include:

using a continuous estimation process that will be updated with changing project information;
rgvising project monitoring to add more frequent progress reviews;
trlacking schedule performance in sufficient detail to support recovery;

adlding a quality assurance review to assure requirements, plarns) and overall business objectives
are reviewed as defined in the project plan;

egtablishing rules for updating the cost estimates especially when requirements are evolving;
using historical data where possible to make estimates;

planning for and including the activities required to transition the system from the supplier to the
ag¢quirer;

clearly identifying and documenting sthe scope of work and functional and non-functional
rgquirements in all appropriate plans,agreements, and contracts;

egtimating and planning for the operation and maintenance phase of the system;

egtimating and planning for-the system life cycle costs.

7.4.3 | Project assessmentyand control process

7.4.3.1 Typical riskareas

Typical risks of the'Project Assessment and Control process can include:

26

incomplete or inaccurate business needs and requirements;

incomplete or inaccurate assessment results;

vague plans;
inappropriate reviews;
unclear review goals;

periodic reviews not held or period between reviews is insufficient to control processes (for
example, one per year is probably not enough for most programs);

significant deviations and variations are not detected;
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— projects that consume excessive resources and are over budget, late, or lacking acceptable quality
deliverables.

7.4.3.2 Typical opportunity areas
Typical opportunities of the Project Assessment and Control process can include:

— pre-determining periodically and at major events when an assessment is most beneficial.

7.4.3.3 Typical treatments
Typical treatments of the Project Assessment and Control process can include:
— reevaluating assessment and planning activities to include lessons learned;

— deviations and variations from processes and plans are reviewed and addressed.
7.4.4 Decision management process

7.4.4.1 Typical risk areas

Typical risks of the Decision Management process can include:

— decision making approach has not been agreed upon and approved by all stakeholders;
— timely decisions are not made;

— decisions are not based on accurate information;

— all relevant stakeholders are not included if.the decision making.

7.4.4.2 Typical opportunity areas
Typical opportunities of the Decision Management process can include:

— tailoring decision-making and'supporting analysis based on consequences and risk.

7.4.4.3 Typical treatménts
Typical treatments of the Decision Management process can include:

— effort and background research/analysis to inform decision needs to be commensurate with the
potentialreonsequence of the wrong decision;

— verifyjang that all decisions that involve cost and schedule risk of a certain impact exercife the
appropriate decision-making processes;

—_¢larifying all stakeholders understand the agreement process and the rules for approval, and act in
accordance with them.

7.4.5 Risk management process

7.4.5.1 General

NOTE The Risk Management process is described in detail in Clause 6.
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7.4.5.2 Typical risk areas

Typical risks of the Risk Management process can include:

— inappropriate or insufficient risk categories;

— inappropriate or insufficient risk thresholds;

— the focus is only on projects and not the organization, products, and services;

— a]|l critical risks are not identified;

— i

7.4.5.

sk likelihood of occurrence or consequence are estimated incorrectly.

B Typical opportunity areas

Typical opportunities of the Risk Management process can include:

— i

— i

7.4.5.

sk management and risk-based thinking pervades all activities at all levels in‘the organization;

ks are captured and managed from all activities at all levels in the orgahization.

1 Typical treatments

Typicql treatments of the Risk Management process can include:

— stlandardizing risk management process across the organization;

— cqllecting and analyzing risk metrics such as likelihoad of occurrence and consequence;

— verifying that all stakeholders have participated andagree with the stakeholder agreement.

7.4.6

7.4.6.

Configuration management process

[l Typical risk areas

Typical risks of the Configuration Mariagement (CM) process can include:

— planned baselines are not cleatly defined when the project starts;

— b

— C

hselines are not established, reproducible, or maintained;

ntrolled items are'riot identified;

— current status.gf development or individual product instances is unknown;

— b

iselines aretnot reviewed for integrity;

— tdams Workto differentbaselines withoutknowing which oneis correct or withoutclear management

d

rection to do so;

— Dbaselines are unclear;

— variation and change are not explicitly managed;

— allrequired items are not included in the CM process;

— complete inventory of system and software components is not available when needed;

— users circumvent the process and fail to update items when changed;

— suppliers are not made aware of changes;
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CM controls do not protect the integrity of items maintained in the CM libraries;

changes to baselines are made without understanding the impact of the change on other aspects of

the program (e.g. cost, schedule, affected products, interfaces);

consistency issues when using multiple CM systems.

7.4.6.2 Typical opportunity areas

Typical opportunities of the Configuration Management process can include:

tailoring CM practices to the type of product and associated risks (e.g. the level of CM for wepkst
in an office environment versus flight systems of aircraft is very different);

documenting repeatable CM process;

integrating CM with related processes, such as Supply and Maintenance.

7.4.6.3 Typical treatments

Typical treatments of the Configuration Management process can include:

automating configuration management practices;

documenting and disseminating the plan(s) for configuration management to the stakehold¢
concurrence;

developing plans which include the definition of the planned controlled items, when they arg
controlled, process for making changes, and baselines to be established;

automating integration of the different CM<tools used across a program;
implementing periodic configuration;rfeviews and audits;

discussing and communicating changes to the baseline with all relevant stakeholders.

7.4.7 Information management process

7.4.7.1 Typical risk areas

Typical risks of the Information Management process can include:

not appropriately communicating and disseminating the purpose of the project and p
documents, to all relevant stakeholders;

informyation is inconsistent, incorrect, or misleading;

the form of the information is inappropriate.

ations

brs for

to be

roject

7472 Tvpical onportunitv areas
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Typical opportunities of the Information Management process can include:

improving the efficiency of information storage and retrieval;
simplifying information capture;

increasing the timeliness of reports and dashboards.
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7.4.7.3 Typical treatments

Typical treatments of the Information Management process can include:

streamlining information management policies and procedures;

developing the information management system with a clear understanding of its policy and
purpose;

tobliching oo cict it 1o £ abr o Lo ot and-delixvzars
U Uil

e: Luulldllllls CUTITOIOLUTIU TITNIVUT TITALUIVIT TUT lllubs all CIIver )’ mcdia;
ayitomating content management;

tgsting or evaluating the usability of information products.

7.4.8| Measurement process

7.4.8.1 Typical risk areas

Typicql risks of the Measurement process can include:

measuring everything;

npt making key measurements;

laick of what is measured;

inconsistent measurement within and between projects;

measurement is used inappropriately (e.g. used to measure personnel’s performance).

7.4.8.2 Typical opportunity areas

Typicql opportunities of the Measurement proeess can include:

tdiloring measures to provide insightqinto specific risks.

7.4.8.8 Typical treatments

Typic4l treatments of the Measurement process can include:

using methodology based on project and organization specific issues and risks;

supplementing theISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 Measurement process with other
measurementproecesses and standards such as ISO/IEC/IEEE 15939;

measuring only items that are actionable with the resources available;

sharingteports based on the measures with all appropriate stakeholders.

7.4.9 Quality assurance process

7.4.9.1 Typical risk areas

Typical risks of the Quality Assurance process can include:
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if there are multiple test teams, the risk of not checking each team's testing and reporting;
performing quality assurance on all activities in the process;

failure to identify processes and procedures that should have been applied to the project;
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— failure to identify project non-compliance with procedures.

7.4.9.2 Typical opportunity areas
Typical opportunities of the Quality Assurance process can include:
— eliminating the low value quality assurance activities;

— maximizing quality assurance efforts between and among similar projects in the organization.

7.4.9.3 Typical treatments
Typical treatments of the Quality Assurance process can include:
— early engagement with the project to understand what project activities contaifrthe biggest risk;

— helping ensure that all projects adhere to the applicable required policies,plans, procedurds, and
instructions;

— defining and documenting the agreed quality assurance process to-beused on the project;
— analysis of non-compliances to determine trends that are usédjto reduce variation and infprove
quality.

7.5 Risk management in technical processes

7.5.1 General

The fourteen technical processes discussed in5.2 to 7.5.15 are used to transform the negds of
stakeholders into a product or service. They.describe technical actions throughout the life|cycle.
Individual technical processes may be invoked at any time in the life cycle and at any level in a hiefarchy
of projects.

7.5.2 Business or mission analysis process

7.5.2.1 Typical risk areas

Typical risks of the Busifiess or Mission Analysis process can include:
— lack of organizatipnal and project business strategy;

— unclear préblem definition or boundaries;

— lack of understanding of the total cost of the system.

7.5.2:2" Typical opportunity areas

Typical opportunities of the Business or Mission Analysis process can include:

— identifying new product lines and products;

— analyzing impacts of new technologies and reaching underserved stakeholders.

7.5.2.3 Typical treatments
Typical treatments of the Business or Mission Analysis process can include:
— establishing systematic strategic planning;

— comparing the organization's situation to similar or competing organizations;
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— tracking the predictive accuracy of previous long-range plans including assessments for impacts on
environments and peoples' health, as well as business or mission performance;

— understanding the root cause of deviation from the business or mission problem or opportunity.

7.5.3

Stakeholder needs and requirements definition process

7.5.3.1 Typical risk areas

Typicd

7.5.3.

Typicd

7.5.3.
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1] risks of the Stakeholder Needs and Requirements Definition process can include:
sufficient or incorrect identification of stakeholders;

akeholder requirements that do not satisfy the business requirements;

gtablished stakeholder requirements that are ignored during later lifecycle stages;

nidentified and unresolved conflicts and inconsistencies in stakeholder needs’and requirements;

vel of abstraction/detail too high or low (i.e., mismatched to problem\space and purpose of
quirements in acquisition or supply process);

adequate identification and definition of stakeholder needs and requirements;
adequate communication and understanding of stakeholder,needs and requirements;

nidentified and unresolved conflicts and inconsistenciesdn stakeholder needs and requirements;

suppliers and other stakeholders are not included when.defining requirements;

ck of operational requirements;

\realistic requirements.

P Typical opportunity areas
11 opportunities of the Stakeholder;Needs and Requirements Definition process can include:
hderstanding the genuine buSinéss/mission benefits;

bvelopment of a stakeholdér needs and requirements definition strategy inclusive of insights
hined through the risk management process;

identification of previously undefined stakeholder needs and requirements, particularly those

pcessary to tréaticritical risks identified by the risk management process;

ilization-ef(the full set of risk management data and analyses to better, and more quickly and
ficiently,strategize, define, and resolve conflicts and inconsistencies.

B~ Typical treatments

Typical treatments of the Stakeholder Needs and Requirements Definition process can include:
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establishing communication and consultation;

integrating risk management resources into stakeholder needs and requirements;

communicatingand consulting with the various stakeholders and stakeholder groups with the goal of
understanding their respective needs and requirements from a risk (and opportunity management)
perspective and ensuring that assessment and treatment of risks is performed adequately;
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— the supplier and acquirer agree that the requirements documents will be the basis whenever a

question arises as to what is needed.

7.5.4 System/Software requirements definition process

7.5.4.1 General

NOTE

The process name used here is from ISO/IEC/IEEE 12207. In ISO/IEC/IEEE 15288, this is the "System

. PP I
TCYQUITTIICIILS UCTIHITUIOIN PIOCess .

7.5.4.2 Typical risk areas

Typical risks of the System/Software Requirements Definition process can include:

stakeholders needs and requirements are insufficiently or inaccurately captured;
postponing requirement definitions that are critical to project success;
requirements are too vague and can be interpreted in different ways;

established software/system requirements are ignored;

everyone measures the non-quantified requirements differently;

system/software requirements do not satisfy thé- stakeholder requirements or bu
requirements;

requirements go beyond the stakeholder needs and business requirements;

system/software requirements contain the/phrase "just the same as the present”; the term "

Kiness

Same”

is interpreted correctly only if it is about existing, discrete, tangible objects such as software

programs;
sudden growth in requirements;

interfaces with other systems(and with humans are not understood or defined;
different priorities and weights of requirements are not shared with all stakeholders;
requirements are ndt able to be verified and validated;

there is a significant amount of requirements rework as project progresses ("scope creep").

7.5.4.3 Typical opportunity areas

Typical opportunities of the System/Software Requirements Definition process can include:

capturing needs and requirements from stakeholders;

stakeholders review requirements;

prioritizing requirements;

enhancing the requirements process to effectively and efficiently address changing requirements;

analyzing the present system to derive requirements;
validating the requirements form the viewpoint of the business;

involving stakeholders in requirements change process.
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7.5.4.4 Typical treatments

Typical treatments of the System/Software Requirements Definition process can include:

using an iterative requirements process if requirements are incomplete;
allowing sufficient time for requirements to be elicited and defined;

informing suppliers if the requirements are incomplete;

sglecting a development approach that will allow requirements to evolve throughout the project;
stlakeholders will take measure to reduce risks caused by missing requirements;
clearly stating the upgrades needed to the existing system to avoid confusion;

the acquirer makes good use of the supplier's skill and experience at the requirements definition
phase;

en questions arise among the stakeholders, using the latest requirements\baseline to provide
answers;

gquantifying requirements as much as possible with the assistance of the stakeholders as needed;

prioritizing requirements.

7.5.5| Architecture definition process

7.5.5.1 Typical risk areas

Typic4l risks of the Architecture Definition process catinclude:

s¢lution is incomplete and does not meet all the requirements;

incomplete properties and relationships;

multiple system configurations that.cause architectural complexity;

architecture inadvertently constrains future direction or growth of the system;
interfaces with other systems and with humans are not incorporated into architecture;

interfaces are not defihied correctly.

7.5.5.2 Typical opportunity areas

Typicql opportunities of the Architecture Definition process can include:

optimizing the system attributes;

modifying the architecture to simplify the design.

7.5.5.3 Typical treatments

Typical treatments of the Architecture Definition process can include:
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using architecture design language;
using a defined architecture framework;
documenting intended use of architecture;

evaluating the architecture and applying the findings.

© ISO/IEC 2021 - All rights reserved
© IEEE 2021 - All rights reserved


https://standardsiso.com/api/?name=1d5d22d30ec1e490255b748432e3eabc

ISO/IEC/IEEE 16085:2021(E)

NOTE For architecture evaluation, ISO/IEC/IEEE 42030 can be applied.

7.5.6 Design definition process

7.5.6.1 Typical risk areas

Typical risks of the Design Definition process can include:

incomnblete desiaon:
Hicompiete-aesidh

unclear or incomplete specification of requirements;

rushing through the design process;

not addressing non-functional requirements;

compromising on the design to meet resource constraints;

complex design that exceeds the needs of the requirements and architecttre;
not addressing all functional requirements;

lack of design documentation to support maintenance;

design not maintained current with requirements;

reducing functionality to compensate for cost and sehedule overruns.

7.5.6.2 Typical opportunity areas

Typical opportunities of the Design Definition process can include:

reuse of design elements;
refactoring the architecture and design to address changes in requirements;
simplifying the design by ideqtifying unnecessary operations or insufficient procedures;

designing good human interface.

7.5.6.3 Typical tredtments

Typical treatmentsof the Design Definition process can include:

consisteft use of design patterns, models, and tools;
cheeking design elements for traceability to requirements;
stakeholders review of design definition;

tracking of requirements traceability to and from (bi-directional) the requirements.

7.5.7 System analysis process

7.5.7.1 General

NOTE
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© IEEE 2021 - All rights reserved

The System Analysis process can be employed for a system, a software system, or any element.
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7.5.7.2 Typical risk areas

Typical risks of the System Analysis process can include:

— only examining a subset of systems critical to the project;

— improperly quantified assumptions based on inadequate input;

— use of biased algorithms;

— dlifferences between simulated time scale(s) and actual real time.

7.5.7.8 Typical opportunity areas
Typicql opportunities of the System Analysis process can include:

— rquse;

— ijentifying the most critical systems and performing a detailed evaluation anddnalysis;
— identifying overly complex design or system elements which can be simplified;

— irfcorporating the use of non-developed items such as commercial off the shelf (COTS) or open source
software.

7.5.7.4 Typical treatments
Typicgl treatments of the System Analysis process can include:

— rgviewing analysis process for system informationcand data to confirm it is being implemented
cgnsistently.

7.5.8 | Implementation process

7 .5.8;[1 General

For software systems, the purpose of’the Implementation process is to realize a software system
elemept.

7.5.8.2 Typical risk areas
Typical risks of the Implémentation process can include:

— implementation“begins before development, verification, and integration activities are sufficiently
complete.

7.5.8.3 Typical opportunity areas

Typicql'epportunities of the Implementation process can include:

— aniterative or incremental approach is used to minimize the risk.

7.5.8.4 Typical treatments
Typical treatments of the Implementation process can include:

— conducting data analysis, visualizing the current processes, and prioritizing the problems and
solutions;

— quantifying the implementation of the process;
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36 © IEEE 2021 - All rights reserved


https://standardsiso.com/api/?name=1d5d22d30ec1e490255b748432e3eabc

ISO/IEC/IEEE 16085:2021(E)

defining a communication approach for implementation;

— completing reviews of the appropriate outputs of upstream processes before using as an input to

the Implementation process for the corresponding component.

7.5.9 Integration process

7.5.9.1 Typical risk areas

Typical risks of the Integration process can include:

not finding problems earlier when they are easier to fix;
missing requirements and interfaces;

incomplete or inadequate integration activities;

lack of supporting infrastructure for integration;

lack of structured integration process;

system components including software are not tested as planned before being moved to integ]

7.5.9.2 Typical opportunity areas

Typical opportunities of the Integration process can inclide:

leveraging activities with verification and validation process;

early integration confirms key system end-etrd threads.

7.5.9.3 Typical treatments

Typical treatments of the Integrationsprocess can include:

planning the sequence of intégration;
progressively testing partial system configurations;

planning for rework an expected level of integration issues, based on the characteristics
processes;

ation.

of the

designing faeilities and infrastructure to support the expected integration processes and schedule

expectations;
instramenting the system to allow efficient integration;

where possible, starting integration activities early in the lifecycle.

7.5.10 Verification process

7.5.10.1 Typical risk areas

Typical risks of the Verification process can include:

lack of updated requirements;

verification activities are not using the current requirements;

verification activities are not being performed with a consistent and relevant set of work products

(requirements, architecture, design, prototype, and test cases);
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— poor management of identified issues;

— verification only occurs during testing;

— reviews are not performed during early stages of the lifecycle.

7.5.10.2 Typical opportunity areas

Typical opportunities of the Verification process can include:

— in
— P
— in

— U

hproved analysis and review of techniques and strategies;
brforming review based on measures of complexity;
hproved testing techniques and strategies such as risk-based testing;

e of automation.

7.5.10.3 Typical treatments

TypiC(

11 treatments of the Verification process can include:

— quantifying the verification process and performing analyses;

—  T€
7.5.11

7.5.11

Typicd
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7.5.11

gularly reviewing verification activities.
Transition process

.1 Typical risk areas
1] risks of the Transition process can include:

mplex interactions between integration,~verification and validation, transition, and acceptance
rocesses are poorly defined or planned;

ansition takes too long resulting itrdelay of organizational operations;
ss or corruption of data during transition;

complete configuration,is.transitioned, missing some components;

b possibility to roll backin the event of transition failure;

bers are unable orunwilling to work with the new system;

terfaces with.external systems are inactivated.

.2 Typical opportunity areas

Typicd

||“opportunities of the Transition process can include:

— integration, verification and validation, transition, and acceptance processes are integrated and
well planned;

— inefficient and costly processes are eliminated or automated;

— seldom-used data is archived;
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7.5.11.3 Typical treatments
Typical treatments of the Transition process can include:

— clear arrangements and responsibilities for transition are established in acquisition and supply
agreements;

— preparing detailed transition and recovery plans;
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— performing pilot site or incremental transitions where feasible;
— using change management and user training to familiarize users with transitioned. Systems;

— increasing user support and problem management support immediately followingtransition
7.5.12 Validation process

7.5.12.1 Typical risk areas

Typical risks of the Validation process can include:

— validation environment is not available;

— validation is only performed in the later lifecycle stages.of a project;

— validation is not performed before and after transition;

— sufficient time is not scheduled for validationactivities prior to system installation;

— factory acceptance test or qualification tésts are not conducted due to schedule constraints;

— accelerated aging testing time for validation is shortened from actual lifetime of the system.

7.5.12.2 Typical opportunity areas

Typical opportunities of the Validation process can include:

— leveraging validatioractivities and environments used on other projects;
— performing validation activities early and often;

— using a validation test environment as similar as possible to the expected operating environtent.

7.5.12.3 Typical treatments
Typicalitfeatments of the Validation process can include:

= “improved traceability between stakeholder needs and requirements and risks;

— performing validation in an environment similar to the intended operating conditions.
7.5.13 Operation process

7.5.13.1 Typical risk areas
Typical risks of the Operation process can include:
— poor system usability;

— failure to achieve business/mission outcomes;
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— system used outside its planned design envelope;

— not simulating operations early enough in the project;

— operational service is interrupted or compromised due to disaster, loss of power, security attacks,
or insufficient capacity;

— time lag (also known as latency) between remote operation and actual system activation resulting

fr

om effect of various operating conditions.

7.5.13

Typic:

.2 Typical opportunity areas

i1 opportunities of the Operation process can include:

— hyiman intervention and manual monitoring processes are automated;
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hrdware- and software-independent processes are virtualized;
chnology advances are implemented into the operational environment;

bvelopment-operations cooperation improves timeliness and value of syStem improvements.

.3 Typical treatments

11 treatments of the Operation process can include:
irly operator involvement;

ell-documented operating envelope;

rtualizing systems;

\plementing integrated CM, problem management, incident management, and security
anagement tools;

bveloping and rehearsing disaster reeevery plans.
| Maintenance process

.1 Typical risk areas

11 risks of the Maintehance process can include:

[stem is not designed for efficient maintenance;

aintenance does not maintain alignment with architectural intent;

aintenance needs and requirements are not considered early in the project;

— P

parly’documented system impedes problem analysis;

— extended system lifespan reduces skilled maintenance sources.

7.5.14.2 Typical opportunity areas

Typical opportunities of the Maintenance process can include:

— use of techniques such as reliability-centered maintenance;

— use of agile and incremental techniques (perfective maintenance) for continuing system
improvements and adaptation to new technologies.
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