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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Comnittees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops Its standards
through a consensus development process, approved by the American National Standards Institute, which
brings| together volunteers representing varied viewpoints and interests to achieve the final preduct.
Volunteers are not necessarily members of the Institute and serve without compensation. While the .\EEE
admin|sters the process and establishes rules to promote fairness in the consensus development precess, the
IEEE ¢oes not independently evaluate, test, or verify the accuracy of any of the information captained in its
standgrds.

International Standards are drafted in accordance with the rules given in the ISO/IEC Dirgetives, Part 2.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft Interpatienal Standards adopted
by the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national bodies casting a vete.

Attentipon is called to the possibility that implementation of this standard may require the use of subject matter
covergd by patent rights. By publication of this standard, no position _iS/taken with respect to the existence or
validity of any patent rights in connection therewith. ISO/IEEE js not responsible for identifying essential
patents or patent claims for which a license may be required, for.conducting inquiries into the legal validity or
scope| of patents or patent claims or determining whether ¢any licensing terms or conditions provided in
connegtion with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration Form, if
any, gr in any licensing agreements are reasonable ,or non-discriminatory. Users of this standard are
expregsly advised that determination of the validity of a@ny patent rights, and the risk of infringement of such
rights,| is entirely their own responsibility. FurtherGnformation may be obtained from ISO or the IEEE
Standards Association.

ISO/IHC/IEEE 15288 was prepared by Joint\Fechnical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 7, Software and systems engineering, in cooperation with the IEEE Computer Society
Systemns and Software Engineering .Standards Committee, under the Partner Standards Development
Organjzation cooperation agreement'between 1SO and IEEE.

This first edition of ISO/IEC/IEEE 15288 cancels and replaces the ISO/IEC 15288:2008 (second edition),
which has been technically révised.

Changes in this revision-of ISO/IEC/IEEE 15288 were developed in conjunction with a corresponding revision
of ISQ/IEC/IEEE 12207, Systems and software engineering — Software life cycle processes. The purpose of
these [revisions is10 accomplish the harmonization of the structures and contents of the two International
Standards, while supporting the requirements of the assessment community.

This International Standard was developed with the following goals:

plievide—a—c0 e
ISO/IEC/IEEE 12207,
— where applicable, provide common process names and process structure between the revision of the

ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207,

— enable the user community to evolve towards fully harmonized standards, while maximizing backward
compatibility.

This revision is intended to achieve a fully harmonized view of the system and software life cycle processes.

Vi © ISO/IEC 2015 — All rights reserved
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Introduction

The complexity of man-made systems has increased to an unprecedented level. This has led to new
opportunities, but also to increased challenges for the organizations that create and utilize systems. These
challenges exist throughout the life cycle of a system and at all levels of architectural detail. This International
Standard provides a common process framework for describing the life cycle of systems created by humans,
adopting a Systems Engineering approach. Systems Engineering is an interdisciplinary approach and means
to enable the realization of successful systems. It focuses on defining stakeholder needs and required
functionality early in the development cycle, documenting requirements, then proceeding with design
synthesis and system validation while considering the complete problem. It integrates all the disciplines and

Qpnr‘inlfy groups into_a team effort fnrming a structured dn\/plnpmnnf process that Inrnr‘nnde from con

ept to

production to operation. It considers both the business and the technical needs of all stakeholders w
goal of providing a quality product that meets the needs of users and other applicable stakeholders: T
cycle spans the conception of ideas through to the retirement of a system. It provides the ‘process
acquiring and supplying systems. It helps to improve communication and cooperation amongithe parti
create, utilize and manage modern systems in order that they can work in an integrated, coherent fash

addition, this framework provides for the assessment and improvement of the life cycle processes.

The processes in this International Standard form a comprehensive set from,which an organizatig
construct system life cycle models appropriate to its products and services. An:Qrganization, depending

purpose, can select and apply an appropriate subset to fulfill that purpose.

This International Standard can be used in one or more of the following modes:

— By an organization — to help establish an environment of deSired processes. These processes
supported by an infrastructure of methods, procedures, techniques, tools and trained personnel,

organization may then employ this environment to perfotmand manage its projects and progress sy
through their life cycle stages. In this mode this International Standard is used to assess conforma
a declared, established environment to its provisions.

By a project — to help select, structure and-'employ the elements of an established environm

ith the
his life
es for
bs that
on. In

n can
on its

can be

The
stems
nce of

ent to

provide products and services. In this mode-this International Standard is used in the assessnjent of

conformance of the project to the declared:and established environment.

By an acquirer and a supplier — to hielp develop an agreement concerning processes and activitie
the agreement, the processes «and” activities in this International Standard are selected, negg
agreed to and performed. In this’mode this International Standard is used for guidance in develop
agreement.

By process assessors—=='to serve as a process reference model for use in the performance of p
assessments that may-be used to support organizational process improvement.

s. Via
tiated,
ng the

focess
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IEEE Introduction

This introduction is not part of IEEE Std 15288™-2015, Systems and Software Engineering — Systems Life Cycle
Processes.

This standard replaces ISO/IEC/IEEE Std 15288™-2008, Systems and software engineering—System life

cycle processes. That standard replaced IEEE Std 15288™-2004, Adoption of ISO/IEC 15288:2002, Systems
and software engineering—System life cycle processes. The original ISO/IEC 15288 was published in

November 2002 and was the first international standard to provide a comprehensive set of life cycle
processes for systems

This n
1/SC 1
carefu
corres

This ré

and sq
strateg

Notid

Errat

Errata
stands

ew revision of ISO/IEC/IEEE 15288 is the product of a coordinated effort by IEEE and ISO/IECATC
(. The base document for the revision is the ISO/IEC/IEEE standard. Development of this revision was
ly coordinated with the parallel revision of ISO/IEC/IEEE 12207:2015 to align structure, terms, and
ponding organizational and project processes.

vised standard is a step in the SC7 harmonization strategy to achieve a fully integrated suite of system
ftware life cycle processes and guidance for their application. It is also an important/stép in the shared
y of ISO/IEC JTC 1/SC 7 and the IEEE to harmonize their respective collections ofstandards.

e to users
A

if any, for this and all other standards can be. accessed at the following URL: http:/
rds.ieee.org/reading/ieee/updates/errata/index.html. Usersrare encouraged to check this URL for errata

period

Inter

Currer
index.

cally.

pretations

t interpretations can be accessed at the(following URL: http://standards.ieee.org/reading/ieee/interp/
ptml.
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Systems and software engineering — System life cycle

processes

1 Overview

1.1 Scope

This International Standard establishes a common framework of process descriptions for describing_the life
cycle of systems created by humans. It defines a set of processes and associated terminology. frpm an
engineering viewpoint. These processes can be applied at any level in the hierarchy of a system's stryicture.
Selected sets of these processes can be applied throughout the life cycle for managing and)performing the
stages of a system's life cycle. This is accomplished through the involvement of all stakeholders, with the
ultimate goal of achieving customer satisfaction.

This International Standard also provides processes that support the definition, control and improvenment of
the system life cycle processes used within an organization or a project. Organizations and projects can use
these processes when acquiring and supplying systems.

This International Standard concerns those systems that are man-made\and may be configured with pne or
more of the following system elements: hardware, software, data, humans, processes (e.g., processes for
providing service to users), procedures (e.g., operator instructions), facilities, materials and naturally ocgurring
entities.

When a system element is software, the software life cycle,processes in ISO/IEC/IEEE 12207:2015 may be
used to implement that system element. The two standards are harmonized for concurrent use on a|single
project or in a single organization.

1.2 Purpose

The purpose of this International Standard i$.10 provide a defined set of processes to facilitate communijication
among acquirers, suppliers and other stakeholders in the life cycle of a system.

This International Standard applies to,organizations in their roles as both acquirers and suppliers. It ¢an be
used by a single organization in(a,self-imposed mode or in a multi-party situation. Parties can be from the
same organization or from different organizations and the situation can range from an informal agreemgnt to a
formal contract.

The processes in this_International Standard can be used as a basis for establishing business environments,
e.g., methods, procedures, technigues, tools and trained personnel. Annex A provides normative difection
regarding the tailoring of these system life cycle processes.

1.3 Field of’application

This International Standard applies to the full life cycle of systems, including conception, development,
production, utilization, support and retirement of systems, and to the acquisition and supply of systems,
whether performed internally or externally to an organization. The life cycle processes of this Interngtional
Standard can be applied concurrently, iteratively and recursively to a system and incrementally to jts el@ments.

There is a wide variety of systems in terms of their purpose, domain of application, complexity, size, novelty,
adaptability, quantities, locations, life spans and evolution. This International Standard describes the
processes that comprise the life cycle of man-made systems. It therefore applies to one-of-a-kind systems,
mass-produced systems and customized, adaptable systems. It also applies to a complete stand-alone
system and to systems that are embedded and integrated into larger more complex and complete systems.

This International Standard provides a process reference model characterized in terms of the process purpose
and the process outcomes that result from the successful execution of the activity tasks. Annex B lists
examples of artifacts and information items that may be associated with various processes. This International
Standard can therefore be used as a reference model to support process assessment as specified in ISO/IEC
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15504-2:2003. Annex C provides information regarding the use of the system life cycle processes as a
process reference model. Annex D describes the process constructs for use in the process reference model.

1.4 Limitations

This International Standard does not prescribe a specific system life cycle model, development methodology,
method, model or technique. The users of this International Standard are responsible for selecting a life cycle
model for the project and mapping the processes, activities, and tasks in this International Standard into that
model. The parties are also responsible for selecting and applying appropriate methodologies, methods,
models and techniques suitable for the project.

Althou ISh a management system, It 1S intended to be compatl
with the quality management system provided by ISO 9001, the service management system provided Ny
ISO/IHC 20000-1:2011 (IEEE Std 20000-1-2013), and the information security management system previded
by ISQ/IEC 27000.

This Ipternational Standard does not detail information items in terms of name, format, explicit-content and
recording media. ISO/IEC/IEEE 15289 addresses the content for life cycle process information items
(documentation).

2 Conformance
2.1 Infended usage

The rdquirements in this International Standard are contained in Clause 6 and Annex A. This International
Standard provides requirements for a number of processes suitable for,usage during the life cycle of a system
or progluct. It is recognized that particular projects or organizations may not need to use all of the processes
providged by this International Standard. Therefore, implementationvof this International Standard typically
involvgs selecting and declaring a set of processes suitable to the.organization or project. There are two ways
that ap implementation can be claimed to conform to the provisions of this International Standard — full
conformance and tailored conformance.

There|are two criteria for claiming full conformance.\’Achieving either criterion suffices for conformance,
although the chosen criterion (or criteria) is to be \stated in the claim. Claiming “full conformance to tasks”
asserts that all of the requirements of the activities and tasks of the declared set of processes are achieved.
Alternatively, claiming “full conformance to outcomes” asserts that all of the required outcomes of the declared
set of processes are achieved. Full conformance to outcomes permits greater freedom in the implementation
of conforming processes and may be @seful for implementing processes to be used in the context of an
innovdtive life cycle model.

clauses of this International Standard can be selected for incorporation in the agreement with or without modification. In
this case, it is more appropriate for the acquirer and supplier to claim compliance with the agreement than conformance
with this International Standard.

NOTE 4  An organization (for example, national, industrial association, company) imposing this International Standard
as a condition of trade can specify and make public the minimum set of required processes, outcomes, activities, and
tasks, which constitute suppliers’ compliance with the conditions of trade.

NOTE5  Requirements of this International Standard are marked by the use of the verb "shall". Recommendations are
marked by the use of the verb "should". Permissions are marked by the use of the verb "may". However, despite the verb
that is used, the requirements for conformance are selected as described previously.
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2.2 Full conformance
2.2.1 Full conformance to outcomes

A claim of full conformance declares the set of processes for which conformance is claimed. Full confor

mance

to outcomes is achieved by demonstrating that all of the outcomes of the declared set of processes have been

achieved. In this situation, the provisions for activities and tasks of the declared set of processes are gu

idance

rather than requirements, regardless of the verb form that Is used In the provision.

NOTE One intended use of this International Standard is to facilitate process assessment and improvement.

purpose, the objectives of each process are written in the form of 'outcomes' compatible with the provisions of |
15504-2 and ISO/IEC 33002. Those standards provide for the assessment of the processes of this Int€rpational St
providing a basis for improvement. Users intending process assessment and improvement may use the process ou
written in this International Standard as the "process reference model" required by ISO/IEC 15504~2-and ISO/IEC 3

2.2.2 Full conformance to tasks
A claim of full conformance declares the set of processes for which conformance is claimed. Full confor

to tasks is achieved by demonstrating that all of the requirements of the activities and tasks of the decla
of processes have been achieved. In this situation, the provisions for the outcomes of the declared

-or this
SO/IEC
hndard,
tcomes
B002.

mance
ed set
set of

processes are guidance rather than requirements, regardless of the verb form that is used in the provision.

NOTE A claim of full conformance to tasks may be appropriate in“contractual situations where an acquir
regulator requires detailed understanding of the suppliers‘ processes:

2.3 Tailored conformance
When this International Standard is used as a basisfor establishing a set of processes that do not qua
full conformance, the clauses of this InternationahStandard are selected or modified in accordance w
tailoring process prescribed in Annex A. The'tailored text, for which tailored conformance is clain

declared. Tailored conformance is achieved by demonstrating that the outcomes, activities, and tas
tailored, have been achieved.

3 Normative references
None.
4 Terms, definitions, and abbreviated terms

4.1 Terms and-déefinitions

For the purposes of this document, the following terms and definitions apply.

er or a

lify for
ith the
ned, is
ks, as

NOTE_“\ Definitons for other terms typically can be found in ISO/IEC/IEEE 24765, availaple at

<www:=computer.org/sevocab>.

441

acquirer
stakeholder that acquires or procures a product or service from a supplier

Note 1 to entry: Other terms commonly used for an acquirer are buyer, customer, owner, purchaser or

internal/organizational sponsor.

412
acquisition
process of obtaining a system, product or service
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4.1.3

activity
set of cohesive tasks of a process

414
agreement
mutual acknowledgement of terms and conditions under which a working relationship is conducted

EXAMPLE Contract, memorandum of agreement.

4.1.5

architgcture
<systgm> fundamental concepts or properties of a system in its environment embodied in its elements,
relatiopships, and in the principles of its design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011]

4.1.6
architecture framework

conventions, principles and practices for the description of architectures established within.a specific domain
of application and/or community of stakeholders

EXAMPLE 1 Generalized Enterprise Reference Architecture and Methodologies (GERAM) [ISO 15704] is an
architegture framework.

EXAMPLE 2 Reference Model of Open Distributed Processing (RM-ODP)<[ISO/IEC 10746] is an architecture
framework.

[SOURCE: ISO/IEC/IEEE 42010:2011]

4.1.7
architpcture view
work groduct expressing the architecture of a system from\the perspective of specific system concerns

[SOURCE: ISO/IEC/IEEE 42010:2011]

4.1.8
architpcture viewpoint

work groduct establishing the conventions ffor the construction, interpretation and use of architecture views to
frame gpecific system concerns

[SOURCE: ISO/IEC/IEEE 42010:2011]

4.1.9
audit
indepgndent examination of a work product or set of work products to assess compliance with specifications,
standdrds, contracttial-agreements, or other criteria

[SOURCE: 1SO-24765:2010]

4.1.10
baselire

formally approved version of a configuration item, regardless of media, formally designated and fixed at a
specific time during the configuration item's life cycle

[SOURCE: IEEE Std 828-2012]

4111

concept of operations

verbal and/or graphic statement, in broad outline, of an organization’s assumptions or intent in regard to an
operation or series of operations

© ISO/IEC 2015 — All rights reserved
4 © IEEE 2015 — All rights reserved


https://standardsiso.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

ISO/IEC/IEEE 15288:2015(E)

Note 1 to entry: The concept of operations frequently is embodied in long-range strategic plans and annual operational
plans. In the latter case, the concept of operations in the plan covers a series of connected operations to be carried out
simultaneously or in succession. The concept is designed to give an overall picture of the organization operations. See
also operational concept.

Note 2 to entry: It provides the basis for bounding the operating space, system capabilities, interfaces and operating
environment.

[SOURCE: ANSI/AIAA G-043A-2012¢]

4.1.12
concern

<system> interest in a system relevant to one or more of its stakeholders

Note 1 to entry: A concern pertains to any influence on a system in its environment, including ‘developmental,
technological, business, operational, organizational, political, economic, legal, regulatory, ecological and(Sacial influpnces.

[SOURCE: ISO/IEC/IEEE 42010:2011]

4.1.13

configuration item
item or aggregation of hardware, software, or both, that is designated forscanfiguration management and
treated as a single entity in the configuration management process

[SOURCE: ISO/IEC/IEEE 24765:2010, modified to include “item”]

4.1.14
customer
organization or person that receives a product or service

EXAMPLE Consumer, client, user, acquirer, buyer, or purchaser.

Note 1 to entry: A customer can be internal or external‘to the organization.
[SOURCE: ISO 9000:2005, modified — addedservice’]

4.1.15

design, verb

<process> to define the architecture, system elements, interfaces, and other characteristics of a system or
system element

[SOURCE: ISO/IEC/IEEE(24765:2010, modified — changed ‘components' to 'system elements]
4.1.16

design, noun

result of the precess in 4.1.15

Note 1 to efitry: Information, including specification of system elements and their relationships, that is sufficiently
completé\to support a compliant implementation of the architecture.

Note 2 to entry: Design provides the detailed implementation-level physical structure, behavior, temporal relatignships,
and other attributes of system elements.

[SOURCE: ISO/IEC/IEEE 24765:2010]

4.1.17

design characteristic

design attributes or distinguishing features that pertain to a measurable description of a product or service

[SOURCE: ISO/IEC/IEEE 24765:2010]
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4,1.18
enabli

ng system

system that supports a system-of-interest during its life cycle stages but does not necessarily contribute
directly to its function during operation

EXAMPLE When a system-of-interest enters the production stage, a production-enabling system is required.

Note 1
enablin

4.1.19

to entry: Each enabling system has a life cycle of its own. This International Standard is applicable to each
g system when, in its own right, it is treated as a system-of-interest.

noaont

envir
<systg

[1ISO/IE

4.1.20
facility
physic|

41.21
incide
anomg
projec

4,1.22
inforn
separg

[SOUH
4.1.23

life cy|
evolut

TTITITTCTTC

m> context determining the setting and circumstances of all influences upon a system

FC/IEEE 42010:2011]

al means or equipment for facilitating the performance of an action, e.g., buildings, insttuments, tools

nt
llous or unexpected event, set of events, condition, or situation at any timg.during the life cycle of a
, product, service, or system

ation item
tely identifiable body of information that is produced, stored, and, delivered for human use
CE: ISO/IEC/IEEE 15289:2011]

Cle
on of a system, product, service, project, of;“other human-made entity from conception through

retirempent

4.1.24
life cy|
framey
also a

4.1.25
operal
verbal

cle model
vork of processes and activities concerned with the life cycle that may be organized into stages, which
Cts as a common reference for communication and understanding

ional concept
and graphic statemént-of an organization’s assumptions or intent in regard to an operation or series of

operatjons of a system gr-a related set of systems

Note 1
specifig
perspe

[SOUF

to entry: The operational concept is designed to give an overall picture of the operations using one or more
systems,ot'\Set of related systems, in the organization’s operational environment from the users’ and operators’
Ctive. Seé\also concept of operations.

RCENANSI/AIAA G-043A-2012€]

4.1.26

operator

individ

Note 1

ual or organization that performs the operations of a system

to entry: The role of operator and the role of user can be vested, simultaneously or sequentially, in the same

individual or organization.

Note 2

to entry: An individual operator combined with knowledge, skills and procedures can be considered as an

element of the system.
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Note 3 to entry: An operator may perform operations on a system that is operated, or of a system that is operated,
depending on whether or not operating instructions are placed within the system boundary.

4.1.27
organization
group of people and facilities with an arrangement of responsibilities, authorities and relationships

EXAMPLE Company, corporation, firm, enterprise, institution, charity, sole trader, association, or parts or
combination thereof.

Note 1 to entry: An identified part of an organization (even as small as a single individual) or an identified group of
organizations can be regarded as an organization if it has responsibilities, authorities and relationships. A body of persons

organized for some specific purpose, such as a club, union, corporation, or society, is an organization.
[SOURCE: ISO 9000:2005, modified — Note 1 to entry has been added]

4.1.28

party
organization entering into an agreement

Note 1 to entry: In this International Standard, the agreeing parties are called the acquirer'and the supplier.

4.1.29

problem
difficulty, uncertainty, or otherwise realized and undesirable event, set-of events, condition, or situatipn that
requires investigation and corrective action

4.1.30
process
set of interrelated or interacting activities that transforms.inputs into outputs

[SOURCE: 1SO 9000:2005]

4131

process purpose
high level objective of performing the process and the likely outcomes of effective implementation |of the
process

Note 1 to entry: The purpose of implementing the process is to provide benefits to the stakeholders.

4.1.32
product
result of a process

Note 1 to entry: There are four agreed generic product categories: hardware (e.g., engine mechanical part); spftware
(e.g., computer program); services (e.g., transport); and processed materials (e.g., lubricant). Hardware and prgcessed
materials are generally tangible products, while software or services are generally intangible.

[SOUREE:'ISO 9000:2005]

4433
project

endeavour with defined start and finish criteria undertaken {0 create a product or service In accordance with
specified resources and requirements

Note 1 to entry: A project is sometimes viewed as a unique process comprising co-coordinated and controlled
activities and composed of activities from the Project Processes and Technical Processes defined in this International
Standard.

4.1.34
guality assurance
part of quality management focused on providing confidence that quality requirements will be fulfilled

[SOURCE: 1SO 9000:2005]

© ISO/IEC 2015 — Al rights reserved 7
© |IEEE 2015 — All rights reserved


https://standardsiso.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

ISO/IEC/IEEE 15288:2015(E)

4.1.35

guality characteristic

inhere

Note 1

nt characteristic of a product, process, or system related to a requirement

to entry: Critical quality characteristics commonly include those related to health, safety, security, assurance,

reliability, availability and supportability.

[SOURCE: ISO 9000:2005, modified — Note 1 to entry added]

4.1.36

guality management

coordi
[SOUHR
4.1.37
requir,
staten

[SOUH

4.1.38
resou

+aeal U H + P H + | + l + 41 skla ot L
IAlCU ACUVIUTS U ULl Alrmfu CUTTIUT AT uTydimZativtt Wit TTyara tu yudiity

RCE: 1ISO 9000:2005]
ement
ent that translates or expresses a need and its associated constraints and conditions

RCE: ISO/IEC/IEEE 29148:2011]

ce

asset that is utilized or consumed during the execution of a process

Note 1
such a

Note 2

4.,1.39
retirer
withdr
new sy

4.1.40
risk
effect

Note 1
an opp

Note 2
and ca

Note 3
these.

Note 4
in circu

Note 5

to entry: Includes diverse entities such as funding, personnel, facilities; capital equipment, tools, and utilities
power, water, fuel and communication infrastructures.

to entry: Resources include those that are reusable, renewableé.or consumable.
hent
hwal of active support by the operation and maintenance organization, partial or total replacement by a

stem, or installation of an upgraded system

Df uncertainty on objectives

to entry: An effect is a deviation from the expected — positive or negative. A positive effect is also known as
Drtunity.

to entry: Objectives can“have different aspects (such as financial, health and safety, and environmental goals)
N apply at different levels\(such as strategic, organization-wide, project, product and process).

to entry: Risk-is.aften characterized by reference to potential events and consequences, or a combination of
to entry: Risk is often expressed in terms of a combination of the consequences of an event (including changes
Imstances) and the associated likelihood of occurrence.

to-entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or

knowle

dage Of all eVerlL, its corisequetice, Or fiketiooa:

[SOURCE: ISO Guide 73:2009, definition 1.1]

4.1.41
securi

ty

protection against intentional subversion or forced failure. A composite of four attributes — confidentiality,
integrity, availability, and accountability — plus aspects of a fifth, usability, all of which have the related issue of
their assurance.

[SOURCE: NATO AEP-67]
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4.1.42
service
performance of activities, work, or duties

Note 1 to entry: A service is self contained, coherent, discrete, and can be composed of other services.
Note 2 to entry: A service is generally an intangible product.

4.1.43

stage

period within the life cycle of an entity that relates to the state of its description or realization

Note 1 to entry: As used in this International Standard, stages relate to major progress and achievement mileStpnes of
the entity through its life cycle.

Note 2 to entry: Stages often overlap.

4.1.44

stakeholder
individual or organization having a right, share, claim, or interest in a systefw,or in its possesgion of
characteristics that meet their needs and expectations

EXAMPLE End users, end user organizations, supporters, developers, prodlicers, trainers, maintainers, disposers,
acquirers, supplier organizations and regulatory bodies.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.

4.1.45

supplier
organization or an individual that enters into an agreement with the acquirer for the supply of a product or
service

Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller or vendor.
Note 2 to entry: The acquirer and the supplief~sometimes are part of the same organization.
4.1.46

system

combination of interacting elementsorganized to achieve one or more stated purposes
Note 1 to entry: A system is.sometimes considered as a product or as the services it provides.

Note 2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of an associativg noun,
e.g., aircraft system. Alternatively, the word “system” is substituted simply by a context-dependent synonym, e.g., pircraft,
though this potentially-obscures a system principles perspective.

Note 3 to entry: A complete system includes all of the associated equipment, facilities, material, computer prggrams,
firmware, techinical documentation, services and personnel required for operations and support to the degree ne¢essary
for self-sufficient use in its intended environment.

4.1.47
system element

mambar of a-cat of alamante-that conctitiita 2 cvctam
e

T T T oo o T T O ST T e T o tHott CoOTTotItote ooy oto Tt

EXAMPLE Hardware, software, data, humans, processes (e.g., processes for providing service to users),
procedures (e.g., operator instructions), facilities, materials, and naturally occurring entities or any combination.

Note 1 to entry: A system element is a discrete part of a system that can be implemented to fulfill specified
requirements.

4.1.48
system-of-interest
system whose life cycle is under consideration in the context of this International Standard
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4.1.49

systems engineering
interdisciplinary approach governing the total technical and managerial effort required to transform a set of
stakeholder needs, expectations, and constraints into a solution and to support that solution throughout its life

4.1.50
task

required, recommended, or permissible action, intended to contribute to the achievement of one or more
outcomes of a process

4151

trade-
decisiq
benefi
4,1.52
user

individ

Note 1

D11
n-making actions that select from various requirements and alternative solutions on the basis of pét
to the stakeholders

Lial or group that interacts with a system or benefits from a system during its utilization

to entry: The role of user and the role of operator are sometimes vested, simultaneously, 6¢’sequentially, in the

same individual or organization.

[SOURCE: ISO/IEC 25010:2011]

4.1.53

validafion

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or

application have been fulfilled

Note 1
require

[SOUH
4.1.54
verifig

confirn

Note 1
charac
system

[SOUR
4.2 Al
CM
CCB

COTS

to entry: A system is able to accomplish its intended usey goals and objectives (i.e., meet stakeholder
Mments) in the intended operational environment. The right system was built.

RCE: 1SO 9000:2005, modified — Note 1 to entry has-been added]

ation

hation, through the provision of objective_evidence, that specified requirements have been fulfilled

to entry: Verification is a set of activities that compares a system or system element against the required
eristics. This includes, but is not limited to, specified requirements, design description and the system itself. The

was built right.

RCE: 1SO 9000:2005, modified — Note 1 to entry has been added]
pbreviated terms

Configuration Management

Configuration Control Board

Commercial-Off-The-Shelf

FCA
NDI
PCA
QA

SDP

10

Functional Configuration Audit
Non-developmental Items
Physical Configuration Audit
Quality Assurance

Software Development Plan
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SEMP Systems Engineering Management Plan
SOl System of Interest
SoS System of Systems

5 Key concepts and application of this International Standard

5.1 Introduction

This clause is included to highlight and to help explain essential concepts on which this International Standard

is based. Further elaboration of these concepts can be found in the ISO/IEC TR 24748-1 (IEEE $td\24
2011) and 24748-2 (IEEE Std 24748-2-2012) guides on the application of life cycle management.

5.2 System concepts
5.2.1 Systems
The systems considered in this International Standard are man-made, created and utilized to provide pr

or services in defined environments for the benefit of users and other stakeholders. These systems n
configured with one or more of the following system elements: hardware,s¢ftware, data, humans, pro

748-1-

pducts
nay be
cesses

(e.g., processes for providing service to users), procedures (e.g., operator\instructions), facilities, materials and

naturally occurring entities . As viewed by the user, they are thought of as)products or services.

The perception and definition of a particular system, its architecture and its system elements depend on a

stakeholder's interests and responsibilities. One stakeholder's\system-of-interest can be viewed as a
element in another stakeholder's system-of-interest. Furthetmore, a system-of-interest can be viewed ag
part of the environment for another stakeholder's system-of-interest.

The following are key points regarding the characteristics of the systems-of-interest:
a) defined boundaries encapsulate meaningfukneeds and practical solutions;
b) there is a hierarchical or other relationship between system elements;

c) an entity at any level in the system-of-interest can be viewed as a system;

d) a system comprises an integrated, defined set of subordinate system elements;

e) humans can be viewed-as both users external to a system and as system elements (i.e., operators
a system;

f) a system can-be viewed in isolation as an entity, i.e., a product; or as a collection of functions cap
interacting with its surrounding environment, i.e., a set of services.

Whatevenrithe boundaries chosen to define the system, the concepts in this International Standard are ¢
and permit a practitioner to correlate or adapt individual instances of life cycles to its system principles.

B5.2.2 System structure

bystem
being

within

able of

eneric

The system life cycle processes in this International Standard are described in relation to a system (see
Figure 1) that is composed of a set of interacting system elements, each of which can be implemented to fulfill
its respective specified requirements. Responsibility for the implementation of any system element may

therefore be delegated to another party through an agreement.
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A system is
composed of a set

|
of interacting System < \l

system elements I
| | | To achieve one or more
stated purposes (a
System System System boundary)
Element Element Element

Figure 1 — System and system element relationship

The rglationship between the system and its complete set of system elements can typically be represented in
a hiergrchy for the simplest of systems-of-interest. For more complex systems-of-interest, a prospective
systen element may itself need to be considered as a system (that in turn is comprised of system elements)
beforela complete set of system elements can be defined with confidence (see Figure 2). In this manner, the
appropriate system life cycle processes are applied recursively to a system-of-interest to resolve jts_structure
to the [point where understandable and manageable system elements can be implemented (made;‘bought, or
reused). While Figures 1 and 2 imply a hierarchical relationship, in reality there are an increasing number of
systems that, from one or more aspects, are not hierarchical, such as networks and other distributed systems.

Annex| G discusses the concept of a system of systems (SoS).
System - of -
Interest
T
4I_‘ |
System
System | | System Element
T
| ] I IO S ]
Sydtem System 1 System Syslem
Elemient Element System Elament Elgment System
|
|
I System System - System -
System Element Element System Element System
I |
[ | [ ]
System System System System Syslem Syslam System
Element Element Element Element Element Element Element
Figure 2 — System-of-interest structure
5.2.3 | Enabling systems

Throughout the life cycle of;a system-of-interest, essential services are required from systems that are not
a part of the operational environment of the system-of interest, e.g., mass-production system, training
, maintenance{system. Each of these systems enables a part, e.g., a stage of the life cycle of the

Ther
the s
syste : 6—€6 6 y—to : y 6 :
interrelationships between the system-of-interest and the enabling systems can be bi-directional or a one-way
relationship. In addition to interacting with enabling systems, the system-of-interest may also interact with
other systems in the operating environment, shown as Systems A, B, and C. Requirements for interfaces with
enabling systems and other systems in the operational environment will need to be included in the
requirements for the system-of-interest.

lationship between the services delivered to the operational environment by the system-of-interest and
rvices delivered by the enabling systems to the system-of-interest are shown in Figure 3. Enabling
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System B in
Operational
Environment

System C in
Operational
Environment

System A in
Operational
Environment

A
v

Interaction with

systems comprising the
operational environment v

of Interest

Interaction
with enabling systems

Enabling System
z

Figure 3 — System-of-interest, its operational envirgnment and enabling systems

During a stage in the system life cycle, the relevant enabling systems and the system-of-interd
considered together. Since they are interdependent, they<can also be viewed as a system. When a s
enabling system does not already exist, the project thatis responsible for the system-of-interest can 3
directly responsible for creating and using the enabling.system. Creating the enabling systems can be
as a separate project and subsequently another system-of-interest.

Further elaboration of these concepts can be fouhd in the ISO/IEC/IEEE TR 24748 guides, on the appl
of life cycle processes.

5.3 Organization and project concepts

5.3.1 Organizations

When an organization, as-a,whole or a part, enters into an agreement, it is sometimes called a “party’
agreement. Parties may be“from the same organization or from separate organizations. An organizatid
be as small as a single\individual, if the individual is assigned responsibilities and authorities.

In informal terms,-the organization that is responsible for executing a process is sometimes referred to
name of thatprocess. For example, the organization executing the Acquisition process is sometimes

the “acquirer’."Other examples include supplier, implementer, maintainer, and operator.

A fewsother terms are applied to organizations in this standard: "user" can be the organization that b
from\the utilization of the product or service; "customer" refers to the user and acquirer collectivel

st are
Litable
Iso be
iewed

ication

to the
n may

by the
called

enefits
y; and

{stakeholder" refers to an individual or organization with an interest in the system.

The processes and organizations are only related functionally. The standard does not dictate or imply a

structure for an organization, nor does it specify that particular processes are to be executed by pal

rticular

parts of the organization. It is the responsibility of the organization that implements the standard to define a

suitable structure for the organization and assign appropriate roles for the execution of processes.

The processes in this standard form a comprehensive set to serve various organizations. An organi

zation,

small or large, depending on its business purpose or its acquisition strategy, can select an appropriate set of
the processes (and associated activities and tasks) to fulfill that purpose. An organization may perform one

process or more than one process.
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This standard is intended to be applied by an organization internally or externally by two or more organizations.
When applied internally, the two agreeing parties typically act under the terms of an agreement that may vary
in formality under different circumstances. When applied externally, the two agreeing parties typically act
under the terms of a contract. This standard uses the term “agreement” to apply to either situation.

For the purpose of this standard, any project is assumed to be conducted within the context of an organization.
This is important because a project is dependent upon various outcomes produced by the business processes
of the organization, e.g., employees to staff the project and facilities to house the project. For this purpose,
this standard provides a set of “Organizational Project-Enabling” processes. These processes are not
assumed to be adequate to operate a business; instead the processes, considered as a collection, are
intended to state the minimum set of dependencies that the project places upon the organization.

5.3.2 | Organization and project-level adoption

Modem businesses strive to develop a robust set of life cycle processes that are applied repeatedly to the
projects of the business. Therefore, this standard is intended to be useful for adoption at @ither the
organigation level or at the project level. An organization would adopt the standard and supplement it with
appro;friate procedures, practices, tools and policies. A project of the organization would typically conform to
the organization's processes rather than conform directly to this standard.

In some cases, projects may be executed by an organization that does not have\an appropriate set of
procegses adopted at the organizational level. Such a project may apply the prowvisions of this standard
directly to the project.

5.4 Life cycle concepts
5.4.1 | System life cycle model

Every pystem has a life cycle. A life cycle can be described using ah abstract functional model that represents
the copceptualization of a need for the system, its realization, utilization, evolution and disposal.

A syslem progresses through its life cycle as the resultof actions, performed and managed by people in
organigations, using processes for execution of these actions. The detail in the life cycle model is expressed in
terms ppf these processes, their outcomes, relationships and sequence. This International Standard does not
prescrlbe any particular life cycle model. Instead it‘defines a set of processes, termed life cycle processes,
that cgn be used in the definition of the system's life cycle. Also, this International Standard does not prescribe
any pprticular sequence of processes within the life cycle model. The sequence of the processes is
determined by project objectives and by selection of the system life cycle model.

5.4.2 | System life cycle stages
Life cycles vary according to thé nature, purpose, use and prevailing circumstances of the system. Each stage

has a fistinct purpose and contribution to the whole life cycle and is considered when planning and executing
the system life cycle.

The stages represent the major life cycle periods associated with a system and they relate to the state of the
systenp description-or the system itself. The stages describe the major progress and achievement milestones of
the sygtem through its life cycle. They give rise to the primary decision gates of the life cycle. These decision
gates gare used by organizations to understand and manage the inherent uncertainties and risks associated with
costs, pchedule and functionality when creating or utilizing a system. The stages thus provide organizations with a
framework) within which organization management has high-level visibility and control of project and technical

processes.

Per ISO/IEC TR 24748-1 (IEEE Std 24748-1-2011), the typical system life cycle stages include concept,
development, production, utilization, support, and retirement.

Organizations employ stages differently to satisfy contrasting business and risk mitigation strategies. Using
stages concurrently and in different orders can lead to life cycle forms with distinctly different characteristics.

Further elaboration of these concepts can be found in the ISO/IEC/IEEE TR 24748 guides, on the application

of life cycle management.
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5.5 Process concepts
5.5.1 Criteriafor processes

The determination of the life cycle processes in this International Standard is based upon three
principles:

— Each life cycle process has strong relationships among its outcomes, activities and tasks.

— The dependencies among the processes are reduced to the greatest feasible extent.

basic

— A process is capable of execution by a single organization in the life cycle.

5.5.2 Description of processes

Each process of this standard is described in terms of the following attributes:

— The title conveys the scope of the process as a whole;

— The purpose describes the goals of performing the process;

— The outcomes express the observable results expected from the successful performance of the pro
— The activities are sets of cohesive tasks of a process;

— The tasks are requirements, recommendations, or permissible actions intended to suppd
achievement of the outcomes.

Additional detail regarding this form of process description.can be found in ISO/IEC TR 24774.
5.5.3 General characteristics of processes

In addition to the basic attributes described in“the previous subclause, processes may be characteri
other attributes common to all processes,"ISO/IEC 15504-2 identifies common process attributd
characterize six levels of achievement within a measurement framework for process capability. Anne
this International Standard includes the.list of process attributes that contribute to the achievement of
levels of process capability as defined’in ISO/IEC 15504-2

5.5.4 Tailoring

Annex A, which is normative, defines the basic activities needed to perform tailoring of this Intern
Standard. Note that tailoring may diminish the perceived value of a claim of conformance to this stg
This is because itCis difficult for other organizations to understand the extent to which tailoring may
deleted desirable-provisions. An organization asserting a single-party claim of conformance to this st
may find it advantageous to claim full conformance to a smaller list of processes rather than t
conformance(to a larger list of processes.

5.6 Processes in this standard

56.1 Introduction

CESS;

rt the
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This International Standard groups the activities that can be performed during the life cycle of a system into
four process groups. Each of the life cycle processes within those groups is described in terms of its purpose
and desired outcomes and lists activities and tasks to be performed to achieve those outcomes. The four
process groups and the processes included in each group are depicted in Figure 4. The processes described
in this International Standard are not intended to preclude or discourage the use of additional processes that

organizations find useful. A description of each process group is provided in the four subclauses that foll
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Figure 4 — System life cycle processes
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5.6.2 Agreement processes

Organizations are producers and users of systems. One organization (acting as an acquirer) can task another
(acting as a supplier) for products or services. This is achieved using agreements.

Generally, organizations act simultaneously or successively as both acquirers and suppliers of systems. The
Agreement Processes can be used with less formality when the acquirer and the supplier are in the same
organization. Similarly, they can be used within the organization to agree on the respective responsibilities of
organization, project and technical functions. Figure 4 lists the processes contained in this process group.

5.6.3 Organizational project-enabling processes

The Organizational Project-Enabling Processes are concerned with providing the resources needed.to’enable
the project to meet the needs and expectations of the organization’s interested parties. The Ofrganizational
Project-Enabling Processes are typically concerned at a strategic level with the management and
improvement of the organization’s business or undertaking, with the provision and deployment of respurces
and assets, and with its management of risks in competitive or uncertain situations.

The Organizational Project-Enabling Processes establish the environment in whigh<{projects are conducted.
The organization establishes the processes and life cycle models to be used\by projects; establishes,
redirects, or cancels projects; provides resources required, including human®and financial; and sefs and
monitors the quality measures for systems and other deliverables that are-developed by projects for internal
and external customers.

The Organizational Project-Enabling Processes create a strong business image for many organizatiops and
imply commercial and profit-making motives. Nevertheless, the Organizational Project-Enabling Pro¢esses
are equally relevant to non-profit organizations, since they,are also accountable to stakeholdels, are
responsible for resources and encounter risk in their undertakings. This International Standard can be applied to
non-profit organizations as well as to profit-making organizations. Figure 4 lists the processes contajned in
this process group.

5.6.4 Technical management processes

The Technical Management Processes are-concerned with managing the resources and assets allocdted by
organization management and with applying them to fulfill the agreements into which the organization or
organizations enter. The Technical Management Processes relate to the technical effort of projects, in
particular to planning in terms of cost,\timescales and achievements, to the checking of actions to help ensure
that they comply with plans and-performance criteria, and to the identification and selection of corfective
actions that recover shortfalls in progress and achievement. They are used to establish and perform te¢hnical
plans for the project, manage.information across the technical team, assess technical progress against the
plans for the system products or services, control technical tasks through to completion, and to aid|in the
decision-making process.

NOTE 1 Technicdl-management is ‘the application of technical and administrative resources to plan, organize and
control engineering-functions’ (ISO/IEC/IEEE 24765:2010).

Typically several projects will co-exist in any one organization. The Technical Management Processes tan be
employedhat a corporate level to meet internal needs. Figure 4 lists the processes contained in this pfocess

groups

NOTE 2  Technical Management Processes are applied during the performance of each Technical Process.

5.6.5 Technical processes

The Technical Processes are concerned with technical actions throughout the life cycle. Technical Processes
transform the needs of stakeholders into a product and service. By applying that product or operating that
service, technical processes provide sustainable performance, when and where needed, in order to meet the
stakeholder requirements and achieve customer satisfaction. The Technical Processes are applied in order to
create and use a system, whether it is in the form of a model or is a finished product. The Technical
Processes apply at any level in a hierarchy of system structure and at any stage in the life cycle. Figure 4
lists the processes contained in this process group.
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5.7 Process application

The life cycle processes defined in this International Standard can be used by any organization when
acquiring, using, creating, or supplying a system. They can be applied at any level in a system’s hierarchy and

at any stage in the life cycle.

The functions these processes perform are defined in terms of specific purposes, outcomes and the set of
activities and tasks that constitute the process.

Each life cycle process in Figure 4 can be invoked, as required, at any time throughout the life cycle. The
order that the processes are presented in this standard does not imply any prescriptive order in their use.

social,|trading, organizational and technical considerations, each of which can vary during the life of a system.
An individual system life cycle is thus a complex system of processes that will normally possess concurfent,
iteratiie, recursive and time dependent characteristics.

Concurrent use of processes can exist within a project (e.g., when design actions and preparatory actions for
building a system are performed at the same time), and between projects (e.g., when systém elements are
designed at the same time under different project responsibilities).

When|[the application of the same process or set of processes is repeated on-the same system, the
applicgtion is referred to as iterative. The iterative use of processes is important fornthe progressive refinement
of progess outputs, e.g., the interaction between successive verification actions’ and integration actions can
incrementally build confidence in the conformance of the product. Iteration.is' not only appropriate but also
expecled. New information is created by the application of a process or set of processes. Typically this
informption takes the form of questions with respect to requirements; analyzed risks or opportunities. Such
questipns should be resolved before completing the activities of a process or set of processes.

The recursive use of processes, i.e., the repeated application of'the same process or set of processes applied
to successive levels of system elements in a system’s structure, is a key aspect of the application of this
Interngtional Standard. The outputs of processes at anylevel, whether information, artifacts or services, are
inputs|to the processes used at the level below (e.g..during top down design) or level above (e.g., during
system realization). The outcomes from one application are used as inputs to the next lower (or higher)
systen in the system structure to arrive at a more detailed or mature set of outcomes. Such an approach adds
value {o successive systems in the system structure.

The dhanging nature of the influences\;on the system (e.g., operational environment changes, new
opporImities for system element implementation, modified structure and responsibilities in organizations)
requirgs continual review of the seléction and timing of process use. Process use in the life cycle can be
dynaniic, responding to the many external influences on the system. The life cycle approach also allows for
incorpprating the changes in the next stage. The life cycle stages assist the planning, execution and
management of life cycle processes in the face of this complexity in life cycles by providing comprehensible
and relcognizable high-levélpurpose and structure. The set of processes within a life cycle stage are applied
with tHe common goal 6fsatisfying the exit criteria for that stage or the entry criteria of the formal progress
reviewss within that stage.

The discussiondnythis section on iterative and recursive use of the system life cycle processes is not meant to
imply pny specific hierarchical, vertical, or horizontal structure for the system-of-interest, enabling system,
organigatiany or project.

WhereTustified by product quatity Tisks, detaifed descrptions Of process MS@Ences 1 the context of the Specific
product may also be created. Instantiation of processes involves identifying specific success criteria for a
process instance, derived from the product requirements, and identifying the specific activities and tasks
needed to achieve the success criteria, derived from the activities and tasks identified in this standard.
Creating detailed descriptions of process instances enables better management of product quality risks by
establishing the link between the process and the specific product requirements.

Further elaboration of these concepts can be found in the ISO/IEC/IEEE TR 24748 guides, on the application
of life cycle processes.
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5.8 Process reference model

Annex C defines a Process Reference Model (PRM) at a level of abstraction higher than that of the detailed

requirements contained in Clause 6 of this International Standard. The PRM is applicable to an organ

ization

that is assessing its processes in order to determine the capability of these processes. The purpose and
outcomes are a statement of the goals of the performance of each process. This statement of goals permits

assessment of the effectiveness of the processes in ways other than simple conformity assessment.

NOTE In this International Standard, the term “Process Reference Model” is used with the same meaning as ISO/IEC

15504-2.

G System life CyCle processes

6.1 Agreement processes

This subclause specifies the requirements for the establishment of agreements with organizational entities

external and internal to the organization.

The Agreement Processes consist of the following:

a) Acquisition process — used by organizations for acquiring products or seryices;

b) Supply process — used by organizations for supplying products or services.

These processes define the activities necessary to establish an agreement between two organizations
Acquisition process is invoked, it provides the means for conducting business with a supplier. Thi
include products that are supplied for use as an operational system, services in support of oper|
activities, or elements of a system being provided by a supplier. If the Supply process is invoked, it pr

the means for an agreement in which the result is a product or service that is provided to the acquirer.

NOTE Security is an increasing concern in systemds engineering. See ISO/IEC 27036, Security techniq
Information security for supplier relationships, for requirements and guidance for suppliers and acquirers on how to
information in supplier relationships. Specific aspects-of information security supplier relationships are addressed |
3 and Part 4.

6.1.1 Acquisition process
6.1.1.1  Purpose

The purpose of the Acquisition process is to obtain a product or service in accordance with the acg
requirements.

NOTE As part of this process, the agreement is modified when a change request is agreed to by both the g
and supplier.

6.1.1.2 Qutcomes
As a result 'of the successful implementation of the Acquisition process:

a)< A request for supply is prepared.

L If the
S may
ational
ovides

ues —
secure
n Parts

uirer's

cquirer

B)_ One or more Suppliers are selected.

c) An agreement is established between the acquirer and supplier.
d) A product or service complying with the agreement is accepted.
e) Acquirer obligations defined in the agreement are satisfied.
6.1.1.3  Activities and tasks

The acquirer shall implement the following activities and tasks in accordance with applicable organ
policies and procedures with respect to the Acquisition process.
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NOTE  The activities and resulting agreement from this process often apply to suppliers in the supply chain, including
subcontracted suppliers.

a)

b)

c)

Prepare for the acquisition. This activity consists of the following tasks:
1) Define a strategy for how the acquisition will be conducted.

NOTE This strategy describes or references the life cycle model, risks and issues mitigation, a schedule of
milestones, and selection criteria if the supplier is external to the acquiring organization. It also includes key drivers
and characteristics of the acquisition, such as responsibilities and liabilities; specific models, methods, or processes;
level of criticality; formality; and priority of relevant trade factors.

2 Prepare a request for the supply of a product or service that includes the requirements.

NQTE 1 If a supplier is external to the organization, then the request includes the business practices with which a
supplier is expected to comply and the criteria for selecting a supplier.

NQTE 2 A definition of requirements is provided to one or more suppliers. The requirements are the\stakeholder or
the system requirements, depending on the type of acquisition approach, through the associated requirements
definition process.

NQTE 3 The acquirer develops the requirements by itself or retains a supplier to develop” them. If the acquirer
retains a supplier to develop requirements, the acquirer retains approval authority for the\requirements developed by
the supplier.

Advertise the acquisition and select the supplier. This activity consists_of the following tasks:
1 Communicate the request for the supply of a product or service to potential suppliers.
2 Select one or more suppliers.

NQTE To obtain competitive solicitations, proposals to supply are evaluated and compared against the selection
criferia and ranked. The justification for rating each proposalis-declared and suppliers are informed why they were or
were not selected.

Eqtablish and maintain an agreement. This activity consists of the following tasks:

NOTE | Project cost, schedule, and performance_are monitored through the Project Assessment and Control process.
Any identified issues that require agreement modifications are referred to this activity. Any proposals for changes to
system| elements or information are controlled through the Change Management activity of the Configuration Management

process.

20

1 Develop an agreement with the supplier that includes acceptance criteria.

NOTE 1 This agreement ranges in formality from a written contract to a verbal agreement. Appropriate to the level
off formality, the agreement establishes requirements, development and delivery milestones, verification, validation
arjd acceptance conditions, exception-handling procedures, agreement change management procedures and
pdyment schedules; so that both parties of the agreement understand the basis for executing the agreement. Rights
ar|d restrictions.associated with technical data and intellectual property are noted in the agreement. Details are
discussed and\changed during negotiation, after which the acquirer and supplier accept the terms of an agreement
ar|d the agreement commences. For a written contract, this occurs when the contract is signed.

NOTE 2 The agreement identifies any process requirements that need to be imposed on participating

subcontractors—such-as configuration-management requirements —reporting-of risks _and reporting-of measures and
T ~J ~J 1 7 Lt ~ 7 T ~

measurement analysis.
2) Identify necessary changes to the agreement.

NOTE In requesting a change to the agreement, the acquirer or the supplier details its specifications, rationale,
and background.

3) Evaluate impact of changes on the agreement.
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NOTE  Any change is investigated for impacts to project plans, schedule, cost, technical capability, and quality. A
change can be handled within the existing agreement, can require a modification to the agreement, or can require a
new agreement.
4) Negotiate the agreement with the supplier.
NOTE  Agreement terms are negotiated between the acquirer and supplier. Negotiation occurs for the initial
agreement, and as required for any changes. Changed agreements are based on the required change and identified

impacts.

5) Update the agreement with the supplier, as necessary.

d)

e)

6.1.2 Supply process

6.1.2.1  Purpose

NOTE  The result of the agreement modification is incorporated into the project plans and communicated to all
affected parties.

Monitor the agreement. This activity consists of the following tasks:
1) Assess the execution of the agreement.

NOTE  This includes confirmation that all parties are meeting their responsibilities’according to the agrgement.
The Project Assessment and Control process is used to evaluate projected cost, Schedule, performance, and the
impact of undesirable outcomes on the organization. This information is combined with other assessmentg of the
execution of the terms of the agreement.

2) Provide data needed by the supplier and resolve issues in-a.timely manner.
Accept the product or service. This activity consists of the following tasks:
1) Confirm that the delivered product or service complies with the agreement.

NOTE  Exceptions that arise during the conduct of¢the*agreement or with the delivered product or service are
resolved according to the procedures established in the agreement.

2) Provide payment or other agreed cansideration.
3) Accept the product or service fram the supplier, or other party, as directed by the agreement.
4) Close the agreement.

NOTE  The project is closed by’the Portfolio Management process.

The purpose ofthe Supply process is to provide an acquirer with a product or service that meets agreed

requirements,

NOTE < As part of this process, the agreement is modified when a change request is agreed to by both the acquirer and

supplier:

64.2.2 Outcomes

As a result of the successful implementation of the Supply process:

a)
b)
<)
d)

e)

An acquirer for a product or service is identified.

A response to the acquirer's request is produced.

An agreement is established between the acquirer and supplier.
A product or service is provided.

Supplier obligations defined in the agreement are satisfied.
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f) Responsibility for the acquired product or service, as directed by the agreement, is transferred.

6.1.2.3  Activities and tasks

The supplier shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Supply process.

a) Prepare for the supply. This activity consists of the following tasks:

1)

Determine the existence and identity of an acquirer who has a need for a product or service.

NQ

IE Inis 1s orten generated through the bBusiness or Mission Analysis process. For a product or service

dejeloped for consumers, an agent, e.g., a marketing function within the supplier organization, often represents the
acfjuirer.

2

NQ

Define a supply strategy.

TE This strategy describes or references the life cycle model, risks and issues mitigation, and a schedule of

milestones. It also includes key drivers and characteristics of the acquisition such as responsihilities and liabilities;
specific models; methods or processes; level of criticality; formality; and priority of relevant trade‘factors.

b) R¢

c) Es

NQ
tha
ag
for

spond to atender. This activity consists of the following tasks:

Evaluate a request for the supply of a product or service to determine feasibility and how to
respond.

Prepare a response that satisfies the solicitation.
tablish and maintain an agreement. This activity consistsiof the following tasks:
Negotiate an agreement with the acquirer that incltides acceptance criteria.

TE This agreement ranges in formality from a written’ contract to a verbal agreement. The Supplier confirms
t the requirements, delivery milestones and acceptance conditions are achievable, that exception handling and
eement change management procedures and payment schedules are acceptable, and that they establish a basis
executing the agreement without unnecessary-risks. Any issues are discussed and resolved during negotiation,

after which the acquirer and supplier accept, the’terms of an agreement and the agreement commences. For a
coptract, this occurs when the contract is signed:

2 Identify necessary changes tothe agreement.

NQTE In requesting a change 10 the agreement, the acquirer or the supplier details its specifications, rationale,
anfl background.

3 Evaluate impaet)of changes on the agreement.

NOTE  Any change is investigated for impacts to project plans, schedule, cost, technical capability, or quality. A

ch
ng

4

ange can be-handled within the existing agreement, can require a modification to the agreement, or can require a
w agreement!

Negotiate the agreement with the acquirer.

DT

N
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due to changing market context. Negotiation occurs for the initial agreement, and as required for any changes.
Changed agreements are based on the required change and identified impacts.

5)

Update the agreement with the acquirer, as necessary.

NOTE  The result of the agreement modification is incorporated into the project plans and communicated to all
affected parties.

d) Execute the agreement. This activity consists of the following tasks:
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1) Execute the agreement according to the established project plans.
NOTE A supplier sometimes adopts, or agrees to use, acquirer processes.
2) Assess the execution of the agreement.

NOTE This includes confirmation that all parties are meeting their responsibilities according to the agreement.
The Project Assessment and Control process is used to evaluate projected cost, schedule, performance, and the
impact of undesirable outcomes on the organization. The change management activity of the Configuration
Management process is used to control changes to the system elements. This information is combined with other
assessments of the execution of the terms of the agreement.

6.2 Organizational project-enabling processes

Deliver and support the product or service. This activity consists of the following tasks:

1) Deliver the product or service in accordance with the agreement criteria.

2) Provide assistance to the acquirer in support of the delivered product  on service, per the
agreement.

3) Accept and acknowledge payment or other agreed consideration.

4) Transfer the product or service to the acquirer, or other party, as directed by the agreement

5) Close the agreement.

NOTE The project is closed by the Portfolio Management process!

The Organizational Project-Enabling Processes help énsure the organization’s capability to acquifte and
supply products or services through the initiation, support and control of projects. These processes grovide
resources and infrastructure necessary to support projects and help ensure the satisfaction of organizational
objectives and established agreements. They .aré not intended to be a comprehensive set of business

processes that enable strategic management gfthe organization's business.

The Organizational Project-Enabling Processes consist of the following:

a)
b)
c)
d)
e)

f)

6.2.17~Life cycle model management process

Life Cycle Model Management.process;
Infrastructure Management process;
Portfolio Management process;

Human Resource-Management process;
Quality Management process;

Knowledge Management process.

o 5
62T PUTPOSE

The purpose of the Life Cycle Model Management process is to define, maintain, and assure availability of
policies, life cycle processes, life cycle models, and procedures for use by the organization with respect to the
scope of this International Standard.

This process provides life cycle policies, processes, models, and procedures that are consistent with the
organization's objectives, that are defined, adapted, improved and maintained to support individual project
needs within the context of the organization, and that are capable of being applied using effective, proven
methods and tools.
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6.2.1.2 Outcomes

As a result of the successful implementation of the Life Cycle Model Management process:

a)

b)

c)

d)

Organizational policies and procedures for the management and deployment of life cycle models and
processes are established.

Responsibility, accountability, and authority within life cycle policies, processes, models, and procedures
are defined.

Life cycle models and processes for use by the organization are assessed.

Prjoritized process, model, and procedure improvements are implemented.

6.2.1.3 Activities and tasks

The ollganization shall implement the following activities and tasks in accordance with applicabl€-organization
policies and procedures with respect to the Life Cycle Model Management process.

a) Egtablish the process. This activity consists of the following tasks:

NOTE | The detail of the life cycle implementation within a project is dependent upon thé. 'cemplexity of the work, the
methods used, and the skills and training of personnel involved in performing the worky” A project tailors policies,
processges, models, and procedures according to its requirements and needs, while maintaining alignment with regulations
and organizational policies. Annex A contains information on tailoring.

b)

1 Establish policies and procedures for process management ‘and deployment that are consistent
with organizational strategies.

2 Establish the processes that implement the requiremients of this international standard and that
are consistent with organizational strategies.

3 Define the roles, responsibilities, accountabilities, and authorities to facilitate implementation of
processes and the strategic management of dife cycles.

4 Define business criteria that controkgrogression through the life cycle.

NQTE The decision-making criteria regarding entering and exiting each life cycle stage and key milestones are
esjablished. These are sometimes expressed in terms of business achievement.

5 Establish standard life~-Cy¢ele models for the organization that are comprised of stages, and define
the purpose and outcomes'for each stage.

NQTE The life cycle qnodel comprises one or more stage models, as needed. It is assembled as a sequence of
stdges that overlap or iterate, as appropriate for the system-of-interest's scope, magnitude, complexity, changing
negpds and opportunities. Stages are illustrated in the ISO/IEC TR 24748-1 (IEEE Std 24748-1-2011) guide using a
cofnmonly encountered example of life cycle stages. Specific examples for systems are provided in ISO/IEC TR
24)748-2 (IEEE'Std 24748-2-2012). The life cycle processes and activities are selected, tailored as appropriate and
enjployed in‘a stage to fulfill the purpose and outcomes of that stage.

Agsess the process. This activity consists of the following tasks:

NOTE  ISO/IEC 15504 provides a more detailed set of process assessment activities and tasks that are aligned with the
tasks shown below.

24

1) Monitor process execution across the organization.

NOTE This includes the analysis of process measures and review of trends with respect to business criteria,
feedback from the projects regarding the effectiveness and efficiency of the processes, and monitoring execution
according to regulations and organizational policies.

2) Conduct periodic reviews of the life cycle models used by the projects.
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NOTE This includes confirming the continuing suitability, adequacy and effectiveness of the life cycle mode

Is used

by the projects and making improvements as appropriate. This includes the stages, processes and achievement

criteria that control progression through the life cycle.

3) Identify improvement opportunities from assessment results.
c) Improve the process. This activity consists of the following tasks:

1) Prioritize and plan improvement opportunities.

2) Implement improvement opportunities and inform relevant stakeholders.

NOTE Process Improvement includes improvements to any of the processes in the organization. LessonRS
are captured and available.

6.2.2 Infrastructure management process
6.2.2.1  Purpose

The purpose of the Infrastructure Management process is to provide the infrastructufe ‘and services to p
to support organization and project objectives throughout the life cycle.

This process defines, provides and maintains the facilities, tools, andXcommunications and infor
technology assets needed for the organization’'s business with respéct'\to the scope of this Intern
Standard.

6.2.2.2 Outcomes

As a result of the successful implementation of the Infrastridgture Management process:

a) The requirements for infrastructure are defined.

b) The infrastructure elements are identified and specified.

c) Infrastructure elements are developed ek acquired.

d) The infrastructure is available.

6.2.2.3 Activities and tasks

The organization shall imptement the following activities and tasks in accordance with applicable organ
policies and procedures(wijth respect to the Infrastructure Management process.

a) Establish the infrastructure. This activity consists of the following tasks:
1) Define project infrastructure requirements.
NOTE)1 Infrastructure element examples are facilities, tools, hardware, software, services, and standards.

NOTE 2 The infrastructure resource needs for the project are considered in context with other projec
resources within the organization, as well as within the policies and strategic plans of the organization. B

earned

rojects

mation
ational

ization

ts and
siness

constraints—and-timelines-that influsnce-and contral brovision-of infrastructure resources—and-sendces-for-the.

project

B
are also evaluated. Project plans and future business needs contribute to the understanding of the resource
infrastructure that is required. Physical factors (e.g., facilities), logistics needs, and human factors (including health

and safety aspects) are also considered.

NOTE 3 ISO/IEC 27036, Information security for supplier relationships, provides guidance for addressing security of

outsourced infrastructure.

2) Identify, obtain and provide infrastructure resources and services that are needed to implement

and support projects.

NOTE  Aninventory asset registry is often established to track infrastructure elements and support reuse.
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b) Maintain the infrastructure. This activity consists of the following tasks:
1) Evaluate the degree to which delivered infrastructure resources satisfy project needs.

2) Identify and provide improvements or changes to the infrastructure resources as the project
requirements change.

6.2.3 Portfolio management process
6.2.3.1 Purpose

The p{irpose of the Portfolio Management process IS 1o Initiate and sustain necessary, suticient and suraple
projects in order to meet the strategic objectives of the organization.

This pgrocess commits the investment of adequate organization funding and resources, and sanctions the
authorties needed to establish selected projects. It performs continued assessment of projects, o) confirm
they justify, or can be redirected to justify, continued investment.

6.2.3.9 Outcomes

As a result of the successful implementation of the Portfolio Management process:

a) Business venture opportunities, investments or necessities are qualified and.priofitized.

b) Prpjects are identified.

c) Resources and budgets for each project are allocated.

d) Prpject management responsibilities, accountability, and authorities are defined.

e) Prpjects meeting agreement and stakeholder requirements are sustained.

f)  Prpjects not meeting agreement or satisfying stakeholder requirements are redirected or terminated.

g) Prpjects that have completed agreements and satisfied stakeholder requirements are closed.

6.2.3.3 Activities and tasks

The olganization shall implement the fellowing activities and tasks in accordance with applicable organization
policies and procedures with respect.to the Portfolio Management process.

a) Define and authorize projects. This activity consists of the following tasks:
1 Identify potential' new or modified capabilities or missions.

NQTE The organization business strategy, concept of operations, or gap or opportunity analysis is reviewed for
cufrent gaps, prfoblems, or opportunities. A new capability or enterprise need is usually determined in the Business or
Migsion Analysis process, further defined in the Stakeholder Needs and Requirements Definition process, and
managed_tArough this process.

2 Prioritize, select and establish new business opportunities, ventures or undertakings.

NOTE These are usually consistent with the business strategy and action plans of the organization. The potential
projects are prioritized, and thresholds established, to determine which projects will be executed. The characteristics
of identified projects are often determined, including stakeholder value, risks and barriers to success, dependencies
and inter-relationships, constraints, resource needs and mutual contention for resources. Each potential project is
then assessed with respect to likelihood of success and cost-benefit. The Decision Management and System Analysis
processes provide details on performing an analysis of alternatives.

3) Define projects, accountabilities and authorities.

4) Identify the expected goals, objectives, and outcomes of each project.
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5) Identify and allocate resources for the achievement of project goals and objectives.
6) Identify any multi-project interfaces and dependencies to be managed or supported by each
project.

NOTE 1 This includes the use or reuse of enabling systems used by more than one project and the use or reuse of
common system elements by more than one project.

NOTE 2 Understanding each project in the context of the enterprise architecture helps to ensure interfaces and
constraints are identified.

WA Snacihs tha nrolact ranorina-reauiramants and raviaw milactonac that aavarn tha avac: |0n Of
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each project.

8) Authorize each project to commence execution of project plans.

NOTE Refer to Project Planning process for additional information on developing project plans: Project plans are
most useful when developed and approved early in the project life cycle.

b) Evaluate the portfolio of projects. This activity consists of the following tasks:
1) Evaluate projects to confirm ongoing viability.
NOTE Viability includes:
i) The project is making progress towards achieving established goals and objectives.
ii)  The project is complying with project directives.
iii) The project is being conducted according to projegt life cycle policies, processes, and procedures.

iv) The project remains viable, as indicated.by, for example, continuing need for the service, pragticable
product implementation, and acceptable investment benefits.

2) Act to continue or redirect projects that are satisfactorily progressing or can be expegted to
progress satisfactorily by appropriate redirection.

c) Terminate projects. This activity’consists of the following tasks:

1) Where agreements permit, act to cancel or suspend projects whose disadvantages or riskg to the
organization outweigh the benefits of continued investments.

2) After completion of the agreement for products and services, act to close the projects.

NOTE Clesure is accomplished in accordance with organizational policies and procedures, and the agreement.
6.2.4 HumanTresource management process
6.2.41>V Purpose

The purpose of the Human Resource Management process is to provide the organization with necpssary

hiiman-racourcas and to-maintain thair compatancias—consistantwwiath hucinace naadc
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This process provides a supply of skilled and experienced personnel qualified to perform life cycle processes
to achieve organization, project, and stakeholder objectives.

6.2.4.2 Outcomes
As a result of the successful implementation of the Human Resource Management process:
a) Skills required by projects are identified.

b) Necessary human resources are provided to projects.
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c) Skills of personnel are developed, maintained or enhanced.
d) Conflicts in multi-project resource demands are resolved.
6.2.4.3  Activities and tasks

The organization shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Human Resource Management process:

a) Identify skills. This activity consists of the following tasks:

1 [dentify SKIll needs based on current and expected projects.
2 Identify and record skills of personnel.

b) Develop skills. This activity consists of the following tasks:
1 Establish skills development strategy.

NQTE This plan includes types and levels of training, categories of personnel, schedules,“personnel resource
requirements, and training needs.

2 Obtain or develop training, education or mentoring resources.

NOTE These resources include training materials that are developed by ‘the’ organization or external parties,
trajning courses that are available from external suppliers, or computer based.ifstruction.

3 Provide planned skill development.
4 Maintain records of skill development.
¢) Agquire and provide skills. This activity consists of the-following tasks:

NOQTE This includes: the recruitment and retention>0f personnel with experience levels and skills necessary to
properly staff projects; staff assessment and review, e.g., their proficiency, motivation, ability to work in a team
enyironment, as well as the need to be retrained, réassigned or reallocated.

1 Obtain qualified personnel when skill deficits are identified.

NQTE This includes using outsourced resources.

2 Maintain and manage the pool of skilled personnel necessary to staff ongoing projects.
3 Make project assignments based on project and staff-development needs.

4 Motivate personnel, e.g., through career development and reward mechanisms.

5 Control multi-project management interfaces to resolve personnel conflicts.

NOTE This includes conflicts of capacity in organizational infrastructure and supporting services and personnel
regources among ongoing projects; or from project personnel being over-committed.

6.2.5 Quality management process
6.2.5.1 Purpose
The purpose of the Quality Management process is to assure that products, services and implementations of

the quality management process meet organizational and project quality objectives and achieve customer
satisfaction.
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6.2.5.2 Outcomes

As a result of the successful implementation of the Quality Management process:

a) Organizational quality management policies, objectives, and procedures are defined and implemented.
b) Quality evaluation criteria and methods are established.

c) Resources and information are provided to projects to support the operation and monitoring of project
quality assurance activities.

d) Quality assurance evaluation results are gathered and analyzed.
e) Quality management policies and procedures are improved based upon project and organizational results.

NOTE These outcomes have been written to align with subclause 4.1, General Requirements-0f1SO 900{L:2008.
Refer to subclause 4.1 1SO 9001:2008 for information to establish a complete Quality Management(System.

6.2.5.3  Activities and tasks

The organization shall implement the following activities and tasks in accordance 'with applicable organjization
policies and procedures with respect to the Quality Management process.

a) Plan quality management. This activity consists of the following tasks:
1) Establish quality management policies, objectives, and-procedures.

NOTE 1 ISO 9001:2008 is a process model for quality management systems. ISO 9004:2009 contains gujdelines
for performance improvements.

NOTE 2 The policies, objectives, and procedures are based on the business strategy for customer satisfactioh.
2) Define responsibilities and authority forimplementation of quality management.

NOTE Resources for quality management are often assigned from distinct organizations for independeng¢e from
project management.

3) Define quality evaluatign-criteria and methods.
4) Provide resources and information for quality management.

b) Assess quality mammagement. This activity consists of the following tasks:
1) Gather’and analyze quality assurance evaluation results, in accordance with the defined criteria.
2) ASsess customer satisfaction.
NOTE\{ 1SO 10004:2012 contains guidelines for monitoring and measuring customer satisfaction.

3) Conduct periodic reviews of project Quality Assurance activities for compliance with the Quality
Management policies, objectives, and procedures.

4) Monitor the status of quality improvements on processes, products, and services.

c) Perform quality management corrective and preventive action. This activity consists of the following

tasks:
1) Plan corrective actions when quality management objectives are not achieved.
2) Plan preventive actions when there is a sufficient risk that quality management objectives will not
be achieved.
3) Monitor corrective and preventive actions to completion and inform relevant stakeholders.
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NOTE

Implementation of corrective and preventive action is performed in other relevant processes, such as Life

Cycle Model Management or Project Assessment and Control.

6.2.6

Knowledge management process

6.2.6.1 Purpose

The purpose of the Knowledge Management process is to create the capability and assets that enable the
organization to exploit opportunities to re-apply existing knowledge.

This encompasses knowledge, skills, and knowledge assets, including system elements.

6.2.6.9
As a r¢
a) A
b) Th
c) TH
d) K

6.2.6.3

Outcomes

bsult of the successful implementation of the Knowledge Management process:
axonomy for the application of knowledge assets is identified.

e organizational knowledge, skills, and knowledge assets are developed or acquired.
e organizational knowledge, skills, and knowledge assets are available.

owledge management usage data is gathered and analyzed.

Activities and tasks

The ollganization shall implement the following activities and tasks in_decordance with applicable organization

policies and procedures with respect to the Knowledge Management'process:
a) Plan knowledge management. This activity consists of thefollowing tasks:
1 Define the knowledge management strategy.
NQTE 1 The knowledge management strategy generally includes:
i Identifying domains and their potential for-the reapplication of knowledge.
ii. Plans for obtaining and maintaining-knowledge, skills, and knowledge assets for their useful life.
ii. Characterization of the types,of knowledge, skills, and knowledge assets to be collected and maintained.
V. Criteria for accepting,(qualifying, and retiring knowledge, skills, and knowledge assets.
V. Procedures for controlling changes to the knowledge, skills, and knowledge assets.
i Plans, mechanisms, and procedures for protection, control, and access to classified or sensitive data and
information:
\fii. Mechanisms for storage and retrieval.
NQTE 2. ' Knowledge management includes knowledge shared internally within the organization and knowledge that
is ghared outside the organization with stakeholders, acquirers, and business partners, subject to intellectual property
and non-disclosure agreements.
2) Identify the knowledge, skills, and knowledge assets to be managed.
3) Identify projects that can benefit from the application of the knowledge, skills, and knowledge

assets.

b) Share knowledge and skills throughout the organization. This activity consists of the following tasks:
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1) Establish and maintain a classification for capturing and sharing knowledge and skills across the

organization.

NOTE This classification includes expert, common, and domain knowledge and skills, as well as lessons learned.

2) Capture or acquire knowledge and skills.

3) Share knowledge and skills across the organization.

c) Share knowledge assets throughout the organization. This activity consists of the following tasks:

I) ESTablisSh a taxonomy 10 organiZze KNOwWIEdge assets.
NOTE 1 The taxonomy includes the following:
i. Definition of the boundaries of domains and their relationships to others.
ii. Domain models capturing essential common and different features, capabilities, concepts, functions,
iii. An architecture for a family of systems within the domain, including their comnion and different featu

NOTE 2 See ISO/IEC 26550 for more information on product line models.( Refer to ISO/IEC/IEEE 42
requirements on architecture frameworks, viewpoints, model kinds, views, and.models.

2) Develop or acquire knowledge assets.

NOTE Knowledge assets include system elements or their representations (e.g., reusable code libraries, re
architectures) architecture or design elements (e.g., architectuté. or design patterns), processes, criteria, @
technical information (e.g., training materials) related to domain‘knowledge, and lessons learned.

3) Share knowledge assets across the organization.
d) Manage knowledge, skills, and knowledge*assets. This activity consists of the following tasks:

1) Maintain knowledge, skills, and knowlédge assets.

2) Monitor and record the use of knewledge, skills, and knowledge assets.

3) Periodically reassess the{currency of technology and market needs of the knowledge assets.
6.3 Technical management processes
The Technical Management Processes are used to establish and evolve plans, to execute the pla
assess actual achievement and progress against the plans and to control execution through to fulfi
Individual Technical"Management Processes may be invoked at any time in the life cycle and at any le
hierarchy of projects, as required by plans or unforeseen events. The Technical Management Processg

applied withia-level of rigor and formality that depends on the risk and complexity of the project.

The scope of a technical management process is the technical management of a project or its prody
include'the system.
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NAOTE This set of technical management pracesses are performed so that svystem-specific technical processes
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can be

conducted effectively. They do not comprise a management system or a comprehensive set of processes for
management, as that is not the scope of this standard.

The Technical Management Processes consist of the following:
a) Project Planning process;

b) Project Assessment and Control process;

c) Decision Management process;

d) Risk Management process;
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e) Configuration Management process;

f)

Information Management process;

g) Measurement process;

h) Quality Assurance process.

Project Planning and Project Assessment and Control are key to all management practices. These processes
establish the general approach for managing a project or a process. The other processes in this group provide
a specific focused set of tasks for performing to a specialized management objective. They are all evident in
the mgnagement ol any undertaking, ranging 1rom a complete organization down 10 a single Tiie cycle process
and ity tasks. In this International Standard, the project has been chosen as the context for describing
procegses. The same processes can also be applied in the performance of services.

6.3.1

Project planning process

6.3.1.1 Purpose

The puirpose of the Project Planning process is to produce and coordinate effective and werkable plans.

This

rocess determines the scope of the project management and technical activities, identifies process

outputp, tasks and deliverables, establishes schedules for task conduct, including achievement criteria, and
required resources to accomplish tasks. This is an on-going process that continues throughout a project, with
regulaf revisions to plans.

NOTE The strategies defined in each of the other processes provide inputs and are integrated in the Project Planning
process. The Project Assessment and Control process is used to assess.Whether the plans are integrated, aligned, and

feasiblg.

6.3.1.7 Outcomes

As a result of the successful implementation of the Project'Planning process:

a) Objectives and plans are defined.

b) Rales, responsibilities, accountabilities, atithorities are defined.

c) Re¢sources and services necessary to-achieve the objectives are formally requested and committed.

d) Plans for the execution of theproject are activated.

6.3.1.3 Activities and tasks

The pfoject shall implement the following activities and tasks in accordance with applicable organization
policies and procedutes’with respect to the Project Planning process.

a) Define the{roject. This activity consists of the following tasks:

32

1 Identify the project objectives and constraints.

OTE T Objeclives and constraints nclude performance and other quallly aspects, cost, ume and customer
satisfaction. Each objective is identified with a level of detail that permits selection, tailoring and implementation of
the appropriate processes and activities.

NOTE 2 ISO/IEC 15026, Systems and software assurance, and ISO/IEC 27036, Information security for supplier
relationships, provide additional guidance on objectives and constraints related to assurance and security.

2) Define the project scope as established in the agreement.

NOTE This includes all the relevant activities required to satisfy business decision criteria and complete the
project successfully. A project can have responsibility for one or more stages in the complete system life cycle.
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Planning includes defining appropriate actions for maintaining project plans, performing assessments and controlling
the project.

3) Define and maintain a life cycle model that is comprised of stages using the defined life cycle
models of the organization.

NOTE ISO/IEC TR 24748-1 (IEEE Std 24748-1-2011) provides detailed information regarding life cycle stages
and the definition of an appropriate life cycle model. It defines a general set of exemplar life cycle stages, including
Concept, Development, Production, Utilization, Support and Retirement.

4) Establish a work breakdown structure based on the evolving system architecture.

NOTE Each element of the system architecture, and appropriate processes and activities are described with a
level of detail that is consistent with identified risks. Related tasks in the work breakdown structure are-greupged into
project tasks. Project tasks identify work items being developed or produced. The PMI Practice Standard fgr Work
Breakdown Structures contains additional details on WBSs.

5) Define and maintain the processes that will be applied on the project.

NOTE These processes are based on the defined processes of the organization” (see Life Cycle| Model
Management process). Annex A contains information on tailoring that can be used tg,address project specific|needs.
The definition of the processes include the Entry Criteria; Inputs;. \Process sequence confstraints
(predecessor/successor relationships); Process Concurrency Requirements (what processes and tasks are worked
concurrently with other process area tasks or activities); Measures of Effectiveness/Measures of Perfofmance
attributes; and Scope and Cost parameters (for critically important cost estimation).

b) Plan project and technical management. This activity consists of the following tasks:

1) Define and maintain a project schedule based o nanagement and technical objectives anfd work
estimates.

NOTE This includes definition of the duration, relationship, dependencies and sequence of activities, achiepement
milestones, resources employed and the reviews and’/schedule reserves for risk management necessary to §chieve
timely completion of the project.

2) Define achievement criteria for\the life cycle stage decision gates, delivery dates and| major
dependencies on external inputs-or outputs.

NOTE The time intervals betweenyinternal reviews are defined in accordance with organizational policy on issues
such as business and system cfriticality, schedule and technical risks.

3) Define the costs:and plan a budget.

NOTE Costs are based on the schedule, labor estimates, infrastructure costs, procurement items, atquired
service and enabling system estimates, and budget reserves for risk management.

4) Defirie roles, responsibilities, accountabilities, and authorities.

NOTE »This includes defining the project organization, staff acquisitions, and the development of staff skills.
Authorities include, as appropriate, the legally responsible roles and individuals, e.g., design authorization| safety
authorization, and award of certification or accreditation.

5) Define the infrastructure and services required.

NOTE This includes defining the capacity needed, its availability and its allocation to project tasks. Infrastructure
includes facilities, tools, communications, and information technology assets. The requirements for enabling
systems for each life cycle stage are also specified.

6) Plan the acquisition of materials and enabling system services supplied from outside the project.

NOTE 1 This includes, as necessary, plans for solicitation, supplier selection, acceptance, contract administration
and contract closure. The agreement processes are used for the planned acquisitions.

NOTE 2 ISO/IEC 27036, Information security for supplier relationships, provides guidance for acquisition of
infrastructure and services.
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c)

7 Generate and communicate a plan for project and technical management and execution, including
reviews.

NOTE 1 Technical planning for the system is often captured in a Systems Engineering Management Plan (SEMP).
ISO/IEC/IEEE 24748-4 provides more detail on the systems engineering technical planning and provides an
annotated outline for a SEMP. Software plans for a system are often captured in a Software Development Plan
(SDP). Planning for the project is often captured in a Project Management Plan. ISO/IEC/IEEE 16326 provides
more detail on project management.

NOTE 2 The strategy activities and tasks from each of the other processes provide inputs and are integrated in the
Project Planning process. The Project Assessment and Control process is used to help ensure that the plans are
integrated, aligned, and feasible.

Agtivate the project. This activity consists of the following tasks

1 Obtain authorization for the project.

NOTE The Portfolio Management process provides the authorization.

2 Submit requests and obtain commitments for necessary resources to perform the\project.

3 Implement project plans.

6.3.2 [ Project assessment and control process

6.3.2.1 Purpose

The pudirpose of the Project Assessment and Control process is to assess if the plans are aligned and feasible;
determine the status of the project, technical and process performance; and direct execution to help ensure
that the performance is according to plans and schedules, within projected budgets, to satisfy technical
objectives.

This process evaluates, periodically and at major ‘events, the progress and achievements against
requirgments, plans and overall business objectives. -aformation is provided for management action when
signifi¢ant variances are detected. This process alsg”includes redirecting the project activities and tasks, as
appropriate, to correct identified deviations and. variations from other technical management or technical
procegses. Redirection may include re-planning\as appropriate.

6.3.2.7 Outcomes

As a rgsult of the successful implementation of the Project Assessment and Control process:

a)
b)
c)
d)
e)
f)

9)
h)
)

)

34

Pgrformance measures or assessment results are available.

Adequacy of roles, respensibilities, accountabilities, and authorities is assessed.
Adequacy of resaurces is assessed.

Tgchnical progress reviews are performed.

Devjations in project performance from plans are investigated and analyzed.

Affected stakeholders are informed of project status.

Corrective action is defined and directed, when project achievement is not meeting targets.
Project replanning is initiated, as necessary.

Project action to progress (or not) from one scheduled milestone or event to the next is authorized.

Project objectives are achieved.
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6.3.2.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Project Assessment and Control process.

a) Plan for project assessment and control. This activity consists of the following task:
1) Define the project assessment and control strategy.

NOTE The strategy identifies the expected Project Assessment and Control activities, including planned
assessment methods and timeframes, necessary management and technical reviews.

b) Assess the project. This activity consists of the following tasks:

1) Assess alignment of project objectives and plans with the project context.
2) Assess management and technical plans against objectives to determine adequacy and fegsibility.
3) Assess project and technical status against appropriate plans to determine actual and projected

cost, schedule, and performance variances.
4) Assess the adequacy of roles, responsibilities, accountabilities, and’ authorities.

NOTE This includes assessment of the adequacy of personnel competencies to perform project rolps and
accomplish project tasks. Objective measures are used wherever possible, e.g., efficiency of resource use,|project
achievement.

5) Assess the adequacy and availability of resources:

NOTE Resources include infrastructure, personnel, Munding, time, or other pertinent items. This includes
confirming that intra-organizational commitments are satisfied.

6) Assess progress using measured achievement and milestone completion.

NOTE This includes collecting and evaluating data for labor, material, service costs, and technical performance,
as well as other technical data about objectives, such as affordability. These are compared against measures of
achievement. This includes conducting effectiveness assessments to determine the adequacy of the gvolving
system against requirements. It also includes the readiness of enabling systems to deliver their serviceg when
needed.

7 Conduct required\management and technical reviews, audits and inspections.

NOTE These are formal or informal, and are conducted to determine readiness to proceed to the next stagg of the
life cycle or projéct milestone, to help ensure that project and technical objectives are being met, or to| obtain
feedback from Stakeholders.

8) Mepnitor critical processes and new technologies.
NQTE" This includes identifying and evaluating technology maturity and insertion.

9) Analyze measurement results and make recommendations.

— NOTE ——Measurement Tesuits—are_anatyzed to [demtify geviations, varations or_undesirapte trermds—fronm planned

values that include potential concerns, and to make appropriate recommendations for corrections or preventive
actions. This includes, where appropriate, statistical analysis of measures that indicates trends, e.g., fault density to
indicate quality of outputs, distribution of measured parameters that indicate process repeatability.

10) Record and provide status and findings from assessment tasks.
NOTE These are generally designated in the agreement, policies and procedures.

11) Monitor process execution within the project.
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NOTE This includes the analysis of process measures and review of trends with respect to project objectives. Any
improvement actions identified would be handled through the Quality Assurance process or the Life Cycle Model
Management process.

c) Control the project. This activity consists of the following tasks:

6.3.3

1) Initiate necessary actions needed to address identified issues.

NOTE 1 This occurs when project or technical achievement is hot meeting planned targets. This includes corrective,
preventive, and problem resolution actions. Actions generally require replanning or reassignment of personnel, tools
and infrastructure assets when inadequacy or unavailability has been detected, or when project or technical
achievement exceeds targets or plan. They often impact the cost, schedule, or technical scope or definition. Actions

spmetimes require changes to the implementation and execution of the life cycle processes.

NOTE 2 Actions are recorded and reviewed to confirm their adequacy and timeliness.

2 Initiate necessary project replanning.

<

OTE 1 Project replanning is initiated when project objectives or constraints have changed,,or when planning
Esumptions are shown to be invalid.

QD

<

OTE 2 Any change that requires a change to the agreement between acquirer and supplierinvokes the Acquisition
nd Supply Processes.

Q

3 Initiate change actions when there is a contractual change to cost, time or quality due to the

impact of an acquirer or supplier request.

OTE This includes consideration of modified terms and conditions faf,supply or initiating new supplier selection,
hich invokes the Acquisition and Supply Processes.

s =2

4 Authorize the project to proceed toward the next milestone or event, if justified.

NOTE The Project Assessment and Control process is use@'to reach agreement on milestone completion

Decision management process

6.3.3.1 Purpose

The purpose of the Decision Management’ process is to provide a structured, analytical framework for
objectively identifying, characterizing and.evaluating a set of alternatives for a decision at any point in the life
cycle and select the most beneficial course of action.

NOTE L  This process is used toresolve technical or project issues and respond to requests for decisions encountered
during the system life cycle, in erder to identify the alternative(s) that provides the preferred outcomes for the situation.
The me¢thods most frequently-used for Decision Management are the trade study and engineering analysis. Each of the
alternajives is assessed against the decision criteria (e.g., cost impact, schedule impact, programmatic constraints,
regulatpry implications, technical performance characteristics, critical quality characteristics, and risk). Results of these
compalfisons are rankéd,wia a suitable selection model, and are then used to decide on an optimal solution. Key study
data, (¢.9., assumptienis and decision rationale) are typically maintained to inform decision-makers, and support future
decisiop-making.

NOTE R AWhen it is necessary to perform a detailed assessment of a parameter for one of the criteria, the System
Analysis(process is employed to perform the assessment.

6.3.3.2 Outcomes

As a result of the successful implementation of the Decision Management process:

a) Decisions requiring alternative analysis are identified.

b) Alternative courses of action are identified and evaluated.

c) A preferred course of action is selected.

36
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The resolution, decision rationale and assumptions are identified.

6.3.3.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Decision Management process.

a)

Prepare for decisions. This activity consists of the following tasks:

1) Define a decision management strategy.

NOTE A deciSion management strategy Includes the identiication of roles, responsibiliies, accountabigs, and
authorities. It includes the identification of decision categories and a prioritization scheme. Decisions often arise as a
result of an effectiveness assessment, a technical trade-off, a problem needing to be solved, an action_heed¢d as a
response to risk exceeding the acceptable threshold, or a new opportunity or approval for project progression to the
next life cycle stage. Organization or project guidelines determine the degree of rigor and formality to apply to the
decision analysis.
2) Identify the circumstances and need for a decision.
NOTE Problems or opportunities and the alternative courses of action that will resalye their outcome are regorded,
categorized and reported.
3) Involve relevant stakeholders in the decision-making in—~order to draw on experienge and
knowledge.

NOTE It is good practice to identify the subject matter expertise needed for the analysis and the decision.

b) Analyze the decision information. This activity consists.of the following tasks:
1) Select and declare the decision management strategy for each decision.
NOTE The degree of rigor required to resolve ‘these problems or opportunities is determined, as well as the data
and system analysis needed for evaluating the alternatives.
2) Determine desired outcomes and measurable selection criteria.
NOTE The desired value for all guantifiable criteria and the threshold value(s) beyond which the attribute| will be
unsatisfactory are determined, as-well as weighting factors for all criteria.
3) Identify the trade space and alternatives.
NOTE If a large (number of alternatives exist, they are qualitatively screened to reduce alternatives to a
manageable numbéryfor further detailed systems analysis. This screening is often based on qualitative assessments
of such factors as-risk, cost, schedule, and regulatory impacts.
4) Evaluate each alternative, against the criteria.
NOTE The System Analysis process is used, as necessary, to quantify specific criteria for each trade altgrnative
tocbe ‘évaluated. This includes new design parameters, different architecture characteristics, and range of values for
critical quality characteristics. The System Analysis process assesses the range of parameter variations in grder to
obtain a sensitivity analysis for each of the trade alternatives evaluated. These results are used to establish the
feasibility of the various trade alternatives

c) Make and manage decisions. This activity consists of the following tasks:

1) Determine preferred alternative for each decision.

NOTE Alternatives are evaluated quantitatively, using the selection criteria. The selected alternative generally

provides an optimization of, or improvement in, an identified decision.
2) Record the resolution, decision rationale, and assumptions.

3) Record, track, evaluate and report decisions.

© ISO/IEC 2015 — Al rights reserved
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NOTE 1 This includes records of problems and opportunities and their disposition, as stipulated in agreements or
organizational procedures and in a manner that permits auditing and learning from experience.

NOTE 2 This allows the organization to confirm that problems have been effectively resolved, that adverse trends
have been reversed, and that advantage has been taken of opportunities.

6.3.4 Risk management process

6.3.4.1 Purpose

The purpose of the Risk Management process is to identify, analyze, treat and monitor the risks continually.

The Rjisk Management process is a continual process for systematically addressing risk throughout the life
cycle pf a system product or service. It can be applied to risks related to the acquisition, development,
maintgnance or operation of a system.

NOTE Risk is defined in ISO Guide 73:2009 as "The effect of uncertainty on objectives”. This has an attached NOTE
1, "An gffect is a deviation from the expected — positive and/or negative." A positive risk is sometimes commonly known
as an dpportunity, and addressed within the risk management process.

6.3.4.7 Outcomes

As a result of the successful implementation of the Risk Management process:

a)
b)
c)
d)

e)

Rikks are identified.

Rigks are analyzed.

Rigk treatment options are identified, prioritized, and selected.
Appropriate treatment is implemented.

Rigks are evaluated to assess changes in status and progress in treatment.

6.3.4.3 Activities and tasks

The project shall implement the following agctivities and tasks in accordance with applicable organization
policies and procedures with respect to the:Risk Management process.

NOTE ISO/IEC/IEEE 16085 provides .@ more detailed set of risk management activities and tasks. This risk
managgment process is aligned with IS©"31000:2009 Risk management — Principles and Guidelines, and 1ISO Guide
73:200p, Risk management — Vocabulary. ISO 9001:2008 standard provides risk-based preventive action requirements in
subclagise 8.5.3.

a)

38

Plan risk management/ This activity consists of the following tasks:
1 Define the'risk management strategy.

NQTE This/includes the risk management process of all supply chain suppliers and describes how risks from all
suppliers-will be raised to the next level(s) for incorporation in the project risk process.

2 Define and record the context of the Risk Management process.

NOTE 1 This includes a description of stakeholders’ perspectives, risk categories, and a description (perhaps by
reference) of the technical and managerial objectives, assumptions and constraints. The risk categories include the
relevant technical areas of the system and facilitate identification of risks across the life cycle of the system. As noted
in ISO 31000 the aim of this step is to generate a comprehensive list of risks based on those events that might create,
enhance, prevent, degrade, accelerate or delay the achievement of objectives.

NOTE 2 Opportunities, which are one type of risk, provide potential benefits for the system or project. Each of the
opportunities pursued have associated risks that detract from the expected benefit. This includes the risks associated
with not pursuing an opportunity, as well as the risk of not achieving the effects of the opportunity.
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b) Manage the risk profile. This activity consists of the following tasks:
1) Define and record the risk thresholds and conditions under which a level of risk may be accepted.
2) Establish and maintain a risk profile.
NOTE The risk profile records: the risk management context; a record of each risk’s state including its likelihood of
occurrence, consequences, and risk thresholds; the priority of each risk based on risk criteria supplied by the
stakeholders; and the risk action requests along with the status of their treatment. The risk profile is updated when
there are changes in an individual risk’s state. The priority in the risk profile is used to determine the application of
resources for treatment.
3) Periodically provide the relevant risk profile to stakeholders based upon their needs.
c) Analyze risks. This activity consists of the following tasks:
1) Identify risks in the categories described in the risk management context.
NOTE Risks are commonly identified through various analyses, such as safety, «eliability, producibility, and
performance analyses; technology, architecture, and readiness assessments; and tradesstadies. These risks may be
identified early in the life cycle and continue into the utilization, support, and retiremént of the system. Addifionally,
risks are often identified through the analysis of the measures of the system.
2) Estimate the likelihood of occurrence and consequences of each identified risk.
3) Evaluate each risk against its risk thresholds.
4) For each risk that does not meet its risk thresheld, define and record recommended treatment
strategies and measures.
NOTE Risk treatment strategies include, but are not)limited to, eliminating the risk, reducing its likelihood of
occurrence or severity of consequence, or accepting»the risk. Treatments also include taking or increasing| risk in
order to pursue an opportunity. Measures provide igformation about the effectiveness of the treatment alternatiyes.
d) Treat risks. This activity consists of the fallowing tasks:
1) Identify recommended alternatives for risk treatment.
2) Implement risk treatment alternatives for which the stakeholders determine that actions shquld be
taken to make a risk acceptable.
3) When the stakeholders accept a risk that does not meet its threshold, consider it a high priority
and monitor it continually to determine if any future risk treatment actions are necessary.
4) Once-aTisk treatment is selected, coordinate management action.
NOTE Refer to Project Assessment and Control process.
e) Monitor risks. This activity consists of the following tasks:
1) Continually monitor all risks and the risk management context for changes and evaluate the risks

when their state has changed.

2) Implement and monitor measures to evaluate the effectiveness of risk treatments.

3) Continually monitor for the emergence of new risks and sources throughout the life cycle.

6.3.5 Configuration management process

6.3.5.1 Purpose

The purpose of Configuration Management (CM) is to manage and control system elements and
configurations over the life cycle. CM also manages consistency between a product and its associated
configuration definition.
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6.3.5.2 Outcomes

As a result of the successful implementation of the Configuration Management process:

a)
b)
c)
d)

e)

Items requiring configuration management are identified and managed.

Configuration baselines are established.
Changes to items under configuration management are controlled.

Configuration status information is available.

Required configuration audits are completed.

f) System releases and deliveries are controlled and approved.

6.3.5.3 Activities and tasks

The pfoject shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Configuration Management process.

a)

b)

40

Plan configuration management. This activity consists of the following tasks:

1 Define a configuration management strategy.

NOPTE 1 This includes details covering:

i) Roles, responsibilities, accountabilities, and authorities.

ii)  Disposition of, access to, release of and control of changes to configuration items.
iii) The necessary baselines to be established.

iv) The locations and conditions of storage, th€ storage media and their environment, in accordance with
designated levels of integrity, security and Safety.

v) The criteria or events for commencing configuration control and maintaining baselines of evolving
configurations.

vi) The audit strategy and the\responsibilities for assessing continual integrity and security of the configuration
definition information.

vii) Change management, including any planned configuration control boards, regular and emergency change
requests; and\procedures for change management.

NOQTE 2 The configuration management strategy needs to identify how configuration management will be
cdordinated actoss the set of acquirer, supplier, and supply chain organizations. The strategy covers the life of the
syistem, or the extent of the contract, as appropriate.

NOTER ¥ Additional guidance regarding configuration management activities can be found in ISO 10007, IEEE Std
48(and ANSI EIA-649-B. Also, domain specific practices, such as SAE ARP4754A, Guidelines for Development of

[ee]
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2) Define the archive and retrieval approach for configuration items, configuration management
artifacts and data.

NOTE This includes data retention procedures.
Perform configuration identification. This activity consists of the following tasks:

1) Identify the system elements and information items that are configuration items.
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NOTE  Configuration items receive special attention. They are usually assigned unique identifiers and are often the
subject of reviews and configuration audits. Items subject to configuration control usually include requirements,
product and system elements, information items, and baselines.

2) Identify the hierarchy and structure of system information.
NOTE  This includes product or system element hierarchy, system decomposition, etc.
3) Establish system, system element, and information item identifiers.

NOTE Items are distinguished by unique, durable identifiers or markings, where appropriate. The identifiers are in
accardance with relevant standards and pmdllr‘t sector conventions siuch that the items under r‘nnfigllr:—ltinn control

c)

are unambiguously traceable to their specifications or equivalent, recorded descriptions.
4) Define baselines through the life cycle.

NOTE  Baselines capture the evolving configuration states of system elements at designated times of under
defined circumstances. The content for the baselines is developed through the technical proceSses, but is foralized
at a point in time through the CM process. Baselines form the basis for the next change. Selected baselines typically
become formalized between acquirer and supplier, depending on the practices of the industry and the confractual
involvement of the acquirer in the configuration management process. There are’generally three major types of
baselines at the system level; functional baseline, allocated baseline, and product.baseline. These vary by dofmain or
local strategy.

5) Obtain acquirer and supplier agreement to establish a baseling.
NOTE  The Project Assessment & Control process is used to reach‘agreement.

Perform configuration change management. This activity*consists of the following tasks:

NOTE  Configuration change management establishes procedures and methods for managing change to a baseline

once it is established. This is sometimes referred to as configuration control.

1) Identify and record Requests for Change and Requests for Variance.
NOTE A request for variance is sometimes feferred to as a deviation, waiver, or concession.
2) Coordinate, evaluate, and disposition Requests for Change and Requests for Variance.

NOTE  This includes an impact assessment of proposed changes, including impact on project plans| costs,
benefits, risks, quality, and schedule. A decision is made on whether to implement or close the change requedt.

3) Submit requests for review and approval.

NOTE Requestsfor Change and Requests for Variance are often under the formal control of a Configuration
Control Board.(CEB). Evaluation includes analysis of need versus impact.

4) Track and manage approved changes to the baseline, Requests for Change, and Requests for
Variance.

NOTE 1 This task involves prioritization, tracking, scheduling, and closing changes. Changes are therp made
through the Technical Processes. These changes are verified or validated through the Verification and Validation
Processes, to help ensure that the approved changes have been made.

d)

NOTE 2 Any changes and rationales are generally recorded.
Perform configuration status accounting. This activity consists of the following tasks:

1) Develop and maintain the configuration management status information, for system elements,
baselines, and releases.

NOTE 1 Configuration status accounting provides the data on the status of controlled products needed to make
decisions regarding system elements throughout the product life cycle. This includes taking into account the nature
of the items under configuration control. Configuration descriptions conform, where possible, to product or technology
standards. Configuration information permits forward and backward traceability to other configuration states. The
rationale for the baselines and releases and associated authorizations in configuration data are generally recorded.

© ISO/IEC 2015 — Al rights reserved 41
© |IEEE 2015 — All rights reserved


https://standardsiso.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

ISO/IEC/IEEE 15288:2015(E)

Configuration records are maintained through the system life cycle and then archived according to agreements,
relevant legislation or best industry practice.

NOTE 2 The recording, retrieval and consolidation of the current configuration status and the status of all preceding
configurations to confirm information correctness, timeliness, integrity and security is managed. Audits are performed
to verify conformance of a baseline to drawings, interface control documents and other agreement requirements.

2) Capture, store and report configuration management data.

e) Perform configuration evaluation. This activity consists of the following tasks:

1 Irlnntify the need for CM audits and schedule the events

2 Verify the product configuration meets the configuration requirements.

NOTE  This is performed by comparing requirements, constraints, and waivers (variances) with resultsof formal
vdrification activities.

3 Monitor the incorporation of approved configuration changes.

4 Assess whether the system meets baseline functional and performance capabilities.

NOTE  This is sometimes called a functional configuration audit (FCA).

5 Assess whether the system conforms to the operational and configuration information items.
NOTE  This is sometimes called a physical configuration audit (PCA).

6 Record the CM audit results and disposition action itends.

f) Parform release control. This activity consists of the following tasks:

1 Approve system releases and deliveries.

NOTE 1 The purpose of a release is to authorize\the use of a system for a specific purpose, with or without
reptrictions. Examples are releases for tests or fop-operational use.

NDTE 2 Releases generally include a set of,changes. These changes are made through the Technical Processes,
arld then verified or validated through the.Verification and Validation Processes. Approval of a release generally
in¢ludes acceptance of the verified and validated changes.

2 Track and manage system releases and deliveries.

NOTE  Where appropriate,)master copies of all system elements are generally maintained for the life of the system.
The system elements, ‘are handled, stored, packaged, and delivered in accordance with the policies of the
orpanizations involved.

6.3.6 | InformationmManagement process

6.3.6.1 Purpose

rpese of the Information Management process is to generate, obtain, confirm, transform, retain, retrieve,

Information management plans, executes, and controls the provision of information to designated
stakeholders that is unambiguous, complete, verifiable, consistent, modifiable, traceable, and presentable.
Information includes technical, project, organizational, agreement, and user information. Information is often
derived from data records of the organization, system, process, or project.

6.3.6.2 Outcomes

As a result of the successful implementation of the Information Management process:
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Information to be managed is identified.
Information representations are defined.
Information is obtained, developed, transformed, stored, validated, presented, and disposed of.
The status of information is identified.

Information is available to designated stakeholders.

6.3.6.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organjzation
policies and procedures with respect to the Information Management process.
NOTE ISO/IEC/IEEE 15289 summarizes requirements for the content of life cycle process{informatior] items
(documentation) and provides guidance on their development.
a) Prepare for information management. This activity consists of the following tasks:
1) Define the strategy for information management.
NOTE Information about the same topic can be developed in different ways, at different points in the life cygle and
for different audiences.
2) Define the items of information that will be managed.
NOTE This includes the information that will be managed during the system life cycle and possibly maintajned for
a defined period beyond. This is done according to organizatignal policy, agreements, or legislation.
3) Designate authorities and responsibilities forinformation management.
NOTE  Due regard is paid to information and, data legislation, security and privacy, e.g., ownership, agreement
restrictions, rights of access, intellectual propertyand patents. Where restrictions or constraints apply, informgtion is
identified accordingly. Staff having knowledge” of such items of information are informed of their obligations and
responsibilities.
4) Define the content, formats and structure of information items.
NOTE  The information originates and terminates in many forms (e.g., audiovisual, textual, graphical, nurerical)
and mediums (e.g., electronhic, printed, magnetic, optical). Organization constraints, e.g., infrastructureg, inter-
organizational communications, and distributed project workings, are taken into account. Relevant informatipn item
standards and conventions are used according to policy, agreements and legislation constraints.
5) Defing'information maintenance actions.
NOTE _nformation maintenance includes status reviews of stored information for integrity, validity and avajlability.
It alsodncludes any needs for replication or transformation to an alternative medium, as necessary, either tp retain
infrastructure as technology changes so that archived media can be read or to migrate archived media tgd newer
teehnology.
b)., ‘Perform information management. This activity consists of the following tasks:
1) Obtain, develop, or transform the identified items of information.
NOTE  This includes collecting the data, information, or information items from appropriate sources (e.g., resulting
from any life cycle process), and writing, illustrating, or transforming it into useable information for stakeholders. It
includes reviewing, validating, and editing information per information standards.
2) Maintain information items and their storage records, and record the status of information.
NOTE 1 Information items are maintained according to their integrity, security and privacy requirements. The status
of information items is maintained, (e.g., version description, date of issue or validity date, record of distribution,
security classification). Legible information is stored and retained in such a way that it is readily retrievable.
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NOTE 2 The source data and tools used to transform information, along with the resulting documentation is placed
under configuration control in accordance with the Configuration Management process. ISO/IEC/IEEE 26531
provides requirements for content management systems useful for life cycle information and documentation.

3) Publish, distribute or provide access to information and information items to designated
stakeholders.

NOTE Information is provided to designated stakeholders in an appropriate form, as required by agreed schedules
or defined circumstances. Information items include official documentation used for certification, accreditation,
license or assessment ratings, as required.

4 Archive designated information

NOTE  Archiving is done in accordance with the audit, knowledge retention, and project closure purposes~JThe
media, location and protection of the information are selected in accordance with the specified storage and réetrieval
p4griods, and with organization policy, agreements and legislation. Arrangements are put in place to retain necessary
information items after project closure.

5 Dispose of unwanted, invalid or unvalidated information.

NOTE  This is done according to organization policy, and security and privacy requirements,

6.3.7 | Measurement process

6.3.7.] Purpose

The plirpose of the Measurement process is to collect, analyze, and repost objective data and information to
suppoft effective management and demonstrate the quality of the products, services, and processes.

6.3.7.2 Outcomes

As a rgsult of the successful implementation of the Measurement process:

a)
b)
c)
d)

e)

Information needs are identified.

An appropriate set of measures, based on the information needs are identified or developed.
Required data is collected, verified, and stored.

THe data is analyzed and the results interpreted.

Information items provide objéctive information that support decisions.

6.3.7.3 Activities and tasks

The project shall imptement the following activities and tasks in accordance with applicable organization
policies and procedudres with respect to the measurement process.

NOTE [L ISO/IEC, 15939 (IEEE Std 15939-2007) provides a more detailed set of measurement activities and tasks that
are aligned with\the activities and tasks shown below.

NOTE R “Clause 8 of ISO 9001:2008 specifies Quality Management System requirements for measurement and
monitoring of processes and products.

a)

44

Prepare for measurement. This activity consists of the following tasks:

1) Define the measurement strategy.
2) Describe the characteristics of the organization that are relevant to measurement.
3) Identify and prioritize the information needs.
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© IEEE 2015 — All rights reserved


https://standardsiso.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

ISO/IEC/IEEE 15288:2015(E)

NOTE The information needs are based on the organization's business objectives, the project objectives,

identified risks, and other items related to project decisions.

4) Select and specify measures that satisfy the information needs.
5) Define data collection, analysis, access, and reporting procedures.
6) Define criteria for evaluating the information items and the Measurement process.
7 Identify and plan for the necessary enabling systems or services to be used.
b , i . . the-fottomi .
1) Integrate procedures for data generation, collection, analysis and reporting into-the rq
processes.

NOTE  Some of these required changes are integrated into other life cycle processes.

2) Collect, store, and verify data.
3) Analyze data and develop information items.
4) Record results and inform the measurement users.
NOTE The measurement analyses results are reported to relevant stakeholders in a timely, usable fashion to

decision making and assist in corrective actions, risk management, and improvements. Results are reported to d

owners.

6.3.8 Quality assurance process

6.3.8.1  Purpose

The purpose of the Quality Assurance process:is to help ensure the effective application of the organiz
Quality Management process to the project.

analysis of the project life cycle processes and outputs is performed to assure that the product being prdg
will be of the desired quality and that organization and project policies and procedures are followed.
6.3.8.2 Outcomes

As a result of the suceessful implementation of the Quality Assurance process:

a) Project quality,assurance procedures are defined and implemented.

b) Criteria‘and methods for quality assurance evaluations are defined.

c) Ewvalbations of the project’'s products, services, and processes are performed, consistent with
management policies, procedures, and requirements.

levant

support
ecision

process participants, technical and management review participants, and product and process improvement process

ation’s

Quality Assurance focuses on providing confidence that quality requirements will be fulfiled. Proactive

duced

quality

PR
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e) Incidents are resolved.
f)  Prioritized problems are treated.

NOTE Outcomes a through d align with the outcomes of the Quality Management process and subclau
General Requirements, of ISO 9001:2008.
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6.3.8.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures.

a)

b)

c)

d)

46

Prepare for quality assurance. This activity consists of the following tasks:
1) Define a Quality Assurance strategy

NOTE 1 The strategy is consistent with the Quality Management policies, objectives, and procedures, and includes:

1. Project quality assurance procedures
ii. Defined roles, responsibilities, accountabilities, and authorities.

ii. Activities appropriate to each life cycle process.

<

. Activities appropriate to each supplier (including subcontractors).

<

. Required verification, validation, monitoring, measurement, inspection, and test activities spécific to the product
or service.

i. Criteria for product or service acceptance and evaluation criteria and methods_forprocess, product, and service
evaluations.

NOTE 2 The strategy is consistent with the organizational Quality Management process to help ensure that
orpanizational quality management policies and procedures are satisfied.

2 Establish independence of quality assurance from other life cycle processes.

NOTE Resources for quality assurance are often assigned ‘from distinct organizations for independence from
prpject management.

Pdrform product or service evaluations.

1 Evaluate products and services for.conformance to established criteria, contracts, standards, and
regulations.

NOTE This includes system quality requirements that are derived from the Stakeholder Needs and Requirements
Definition Process and System Requirements Definition Process. See ISO/IEC 25010 for more information.

2 Perform verification- and validation of the outputs of the life cycle processes to determine
conformance to speeified requirements.

Pgrform process evaluations. This activity consists of the following tasks:

1 Evaluate project life cycle processes for conformance.
2 Evaludate tools and environments that support or automate the process for conformance.
3 Evaluate supplier processes for conformance to process requirements.

NOTE Consider items such as a collaborative development environment, process measures that suppliers are
required to provide, or a risk process that suppliers are required to use.

Manage quality assurance records and reports. This activity consists of the following tasks:
1) Create records and reports related to quality assurance activities.

NOTE Create records and reports in accordance with organizational, regulatory, and project requirements, using
the information management process.

© ISO/IEC 2015 — All rights reserved
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2) Maintain, store, and distribute records and reports.

3) Identify incidents and problems associated with product, service, and process evaluations.

NOTE This includes the capture of lessons learned and the conduct of surveillance reviews of process

implementation through the supply chain.

e) Treat incidents and problems. This activity consists of the following tasks:

NOTE 1 In the terminology of quality management, problems are often described as “non-conformities” which, if left

untreated, could cause the project to fail to meet its requirements.

NOTE 2  For additional information and examples of problem categories and priority classifications, see |S©J
24748-1 (IEEE Std 24748-1-2011), Annex C.

1) Incidents are recorded, analyzed and classified.
2) Incidents are resolved or elevated to problems.
3) Problems are recorded, analyzed and classified.

NOTE  Analysis results include potential treatment options.

4) Treatments for problems are prioritized and implementationyis,tracked.

NOTE Implementation is done in the Technical Processes after initiation by the Project Assessment and
Process.

5) Trends in incidents and problems are noted and)analyzed.

6) Stakeholders are informed of the status of‘inc¢idents and problems.

7) Incidents and problems are tracked to‘closure.

6.4 Technical processes

The Technical Processes are used to.define the requirements for a system, to transform the requiremer
an effective product, to permit consistent reproduction of the product where necessary, to use the pro
provide the required services, tofsustain the provision of those services and to dispose of the product \
is retired from service.

The Technical Processes'define the activities that enable organization and project functions to optim
benefits and reduce the risks that arise from technical decisions and actions. These activities enable pr
and services to pogsess the timeliness and availability, the cost effectiveness, and the functionality, rel
maintainability, producibility, usability and other qualities required by acquiring and supplying organiz
They also enable“products and services to conform to the expectations or legislated requirements of s
including health, safety, security and environmental factors.

The Technical Processes consist of the following:

@) “Business or Mission Analysis process;

EC TR
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b) Stakeholder Needs and Requirements Definition process;
c) System Requirements Definition process;

d) Architecture Definition process;

e) Design Definition process;

f) System Analysis process;

g) Implementation process;
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h) Integration process;

i) Verification process;

j) Transition process;

k) Validation process;

[) Operation process;

m) Maintenance process;

n) Dipposal process.

NOTE[L  For software and hardware system elements, these processes are applied at recursively lower devels for
system| definition and recursively higher levels for system realization for stakeholder needs and requirements-definition,
system| requirements definition, architecture definition, design definition, system analysis, integration, verification and
validatipn.

NOTE R  These processes are often performed concurrently, iterating between one another to establish a solution that
is balapced with respect to requirements, critical performance measures, and critical quality charactetistics. At any level of
abstragtion, system requirements and models are made consistent via iterations of applicabletechnical processes. When
requirements and models are not directly capable of being implemented, the same processes/are repeated recursively at a
more dptailed level, e.g., the next lower level of the system hierarchy.

NOTE B  The concept of life cycle stages and the application of these processes inany stage are described in detail in
ISO/IEC TR 24748-1 (IEEE Std 24748-1-2011). It has a complete set of example stages and stage outcomes for the
enactmient of technical processes within a system life cycle.

NOTE # Interface Management is a set of activities that cut across the systems engineering processes. These are
cross-dutting activities of the Technical and Technical Management, proeesses that apply and track as a specific view of
the prgcesses and system. See Annex E of this standard for an example Interface Management Process View and the
INCOSE Systems Engineering Handbook, Version 4, section 9.6, fef-more information.

6.4.1 | Business or mission analysis process
6.4.1.1 Purpose

The pprpose of the Business or Mission-Analysis process is to define the business or mission problem or
nity, characterize the solution space, and determine potential solution class(es) that could address a

activitigs of the system life cycle. This process interacts with the organization's strategy, which is generally outside the
scope pf 15288. The results-of-the organization's strategic analysis include the organizational Concept of Operations,
strateg|c goals and plans, aéw-market or mission elements, and identified problems and opportunities. The organization's
strategy establishes the context within which the business or mission analysis is performed. The organizational Concept
of Opdrations relates” tovthe leadership's intended way of operating the organization. It describes the organization’s
assumptions and howit intends to use the system to be developed, existing systems, and possible future systems in
supporf of an overall'operation or series of operations of the business. In the case that the organization is the system-of-
interesy, the organization’s strategy is part of the system definition.

NOTE This process has application through the life of the system solution and is revisited if there are changes in the

envirOqucut, ||ccuia, or-othrer-drivers:

NOTE 3 In some domains, this relates to the concept of identifying and analyzing capabilities that are needed or
desired by the organization. This process focuses on the necessary capabilities and interacts with the Portfolio
Management process for identifying the trade space that can address the capability. The identified problems or
opportunities are often translated into target capabilities. As applicable within a given domain, the problem or opportunity
space includes the target capabilities.

6.4.1.2 Outcomes

As a result of the successful implementation of the Business or Mission Analysis process:
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The problem or opportunity space is defined.

The solution space is characterized.

Preliminary operational concepts and other concepts in the life cycle stages are defined.
Candidate alternative solution classes are identified and analyzed.

The preferred candidate alternative solution class(es) are selected.

Any enabling systems or services needed for business or mission analysis are available.

9)

6.4.1.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organ
policies and procedures with respect to the Business or Mission Analysis process.

a)

b)

Traceability of business or mission problems and opportunities and the preferred alternative -s
classes is established.

Prepare for business or mission analysis. This activity consists of the fellowing tasks:

1) Review identified problems and opportunities in the organization strategy with respect to d
organization goals or objectives.

NOTE  This includes problems or opportunities with respect tg~the organization business or mission,
Concept of Operations, and other organization strategic goals and-objectives. This includes identified deficie
gaps in existing capabilities, systems, products, or services.

2) Define the business or mission analysis strategy.

NOTE  This includes the approach to be used telidentify and define the problem space, characterize the
space and select a solution class.

3) Identify and plan for the necessary enabling systems or services needed to support busin
mission analysis.

NOTE  This includes identification’ of requirements and interfaces for enabling systems. Enabling systg
business or mission analysis include the business systems and repositories of the organization.

4) Obtain or acquire-access to the enabling systems or services to be used.

NOTE  The Validation process is used to objectively confirm that the enabling system achieves its intended
its enabling functions:

Define theproblem or opportunity space. This activity consists of the following tasks:
1) Analyze the problems and opportunities in the context of relevant trade-space factors.

NOTE 1 This analysis is focused on understanding the scope, basis, or drivers of the problems or opportuni
opposed to the synthesis that is the focus of system analysis and decision management needed for trade

plution

ization

esired
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solution
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The focus here includes changes in mission requirements, business opportunities, capabilities, perfo

improvement, or lack of existing systems, security and safety improvement, factors such as cost and effectiveness,
regulation changes, user dissatisfaction, and PESTEL factors (Political, Economic, Social, Technological,
Environmental, and Legal). This may be accomplished through external, internal, or SWOT (Strengths, Weaknesses,

Opportunities and Threats) analysis.
NOTE 2 The outputs of the analysis are considered as part of the portfolio management decisions.

2) Define the mission, business, or operational problem or opportunity.

NOTE  This definition includes the context and any key parameters, without regard to a specific solution, since the

solution could be an operational change, a change to an existing product or service, or a new system.
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c)

d)

50

Characterize the solution space. This activity consists of the following tasks:
1) Define preliminary operational concepts and other concepts in life cycle stages.

NOTE 1 This involves the identification of major stakeholder groups such as customers, users, administrations,
regulators, and system owners. that are defined in the Stakeholder Needs and Requirements Definition process.

NOTE 2 Preliminary life cycle concepts include preliminary acquisition concepts, preliminary deployment concepts,
preliminary operational concepts, preliminary support concepts, and preliminary retirement concepts. Operational
concepts include high level operational modes or states, operational scenarios, potential use cases, or usage within a
proposed business strategy. These concepts enable feasibility analysis and evaluation of alternatives. These
concepts are further refined within the Stakeholder Needs and Requirements Definition process.

NQTE 3 The operating environment may be known to have vulnerabilities associated with specific security threats
anf safety hazards. These vulnerabilities need to be understood in association with the product under development.
The system and human interfaces are an element of the system assurance context and related vulnerahilitiesS are
expmined in the context of mission critical threads.

2) Identify candidate alternative solution classes that span the potential solution space.

NQTE These may range from simple operational changes to various system developments, or’ modifications. The
solution space can include the identification of existing systems, products, and services that\can address the need for
opkrational or functional modifications. This includes deducing what potential expected,services will be needed. The
solution space characterization often invokes the Architecture Definition process fora user architecture viewpoint
regulting in architecture views (e.g., capability views, program views and operational'views) as proposed by ISO/IEC
42p10.

E\aluate alternative solution classes. This activity consists of the following tasks:
1) Assess each alternative solution class.

NQTE 1 Each alternative solution class is assessed against<defined criteria that are established based on the
organization's strategy. Feasibility of the solution class is one Key decision criteria. The Portfolio Management process
provides some criteria to be considered.

NQTE 2 The System Analysis process is used to assess the value of each criterion for each alternative solution
clgss. Structured affordability trade-offs are recommended. Including cost as a criterion will aid affordability decisions.
The assessment of alternatives can include medeling, simulation, analytical techniques, or expert judgment to
understand the risks, feasibility and value of the-alternative candidate solution classes.

2) Select the preferred alternative solution class(es).

NQTE  The Decision Management process is used to evaluate alternatives and to guide selection. Selected
alternatives are validated in the context of the organization's strategy. Feedback on risks, feasibility, market factors,
anp alternatives is provided-fer.use in updating the organization's strategy.

Manage the business-or mission analysis. This activity consists of the following tasks:
1 Maintain(traceability of business or mission analysis.

NOTE Fhrough the life cycle, bi-directional traceability is maintained between the business and mission problems
arjd opportunities and the preferred alternative solution classes with the organizational strategy, stakeholder needs
ardrequirements, and system analysis results supporting decisions.

2) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and
baselines. This process (Business or Mission Analysis) identifies candidates for the baseline, and then provides the
information items to CM.
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6.4.2 Stakeholder needs and requirements definition process

6.4.2.1 Purpose

The purpose of the Stakeholder Needs and Requirements Definition process is to define the stakeholder
requirements for a system that can provide the capabilities needed by users and other stakeholders in a
defined environment.

It identifies stakeholders, or stakeholder classes, involved with the system throughout its life cycle, and their
needs. It analyzes and transforms these needs into a common set of stakeholder requirements that express
the intended interaction the system will have with its operational environment and that are the reference

agalnst wnicn eacn resulting operatornal Capabllity IS Valldated. Thne Stakenolaer requirements are efined

considering the context of the system-of-interest with the interoperating systems and enabling systems.

6.4.2.2 Outcomes

As a result of the successful implementation of the Stakeholder Needs and Requirements/Definition progess:

a)

b)

c)

d)

f)

9)

h)

i)

6.4.2.3 Activities and tasks

Stakeholders of the system are identified.

Required characteristics and context of use of capabilities and concepts jin\the life cycle stages, in¢luding
operational concepts, are defined.

Constraints on a system are identified.

Stakeholder needs are defined.

Stakeholder needs are prioritized and transformed into elearly defined stakeholder requirements.
Critical performance measures are defined.

Stakeholder agreement that their needs and e€xpectations are reflected adequately in the requirempnts is
achieved.

Any enabling systems or services needed for stakeholder needs and requirements are available.

Traceability of stakeholder requirements to stakeholders and their needs is established.

The project shall implement the following activities and tasks in accordance with applicable organjzation

policies and procedures\with respect to the Stakeholder Needs and Requirements Definition process.

a)

Prepare for_stakeholder needs and requirements definition. This activity consists of the following
tasks:

1) ldentify the stakeholders who have an interest in the system throughout its life cycle.

NOTE This includes individuals and classes of stakeholders who are users, operators, supporters, developers,
producers, trainers, maintainers, disposers, acquirer and supplier organizations, parties responsible for gxternal
interfacing entities, regulatory bodies and others who have a legitimate interest in the system. Wherg direct

communication IS not practicable (€.g., for cCONSUMEer products and Services), representatives or designated proxy
stakeholders are selected.

2) Define the stakeholder needs and requirements definition strategy.

NOTE Some stakeholders have interests that oppose the system or oppose each other. When the stakeholder
interests oppose each other, but do not oppose the system, this process is intended to gain consensus among the
stakeholder classes to establish a common set of acceptable requirements. The intent or desires of those that oppose
the system, or detractors of the system, are addressed through the Risk Management process, threat analyses of the
System Analysis process, or the system requirements for security, adaptability, or resilience. In this case, the
stakeholder needs are not satisfied, but rather addressed in a manner to help ensure system assurance and integrity
if actions from the detractors are encountered.
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b)

52

3) Identify and plan for the necessary enabling systems or services needed to support stakeholder
needs and requirements definition.

NOTE This includes identification of requirements and interfaces for the enabling systems. Enabling systems for
stakeholder needs and requirements definition include tools for facilitation and requirements management.

4) Obtain or acquire access to the enabling systems or services to be used.

NOTE The Validation process is used to objectively confirm that the enabling system achieves its intended use for
its enabling functions.

Defimestakehotdermeeds—Fhisactivity consistsof thefottowing-tasks:
1 Define context of use within the concept of operations and the preliminary life cycle concepts,

NQTE Context of use is often captured using a Context of Use Description [ISO/IEC 25063.3]. Preliminary life
cytle concepts are developed by the Business or Mission Analysis process.

2 Identify stakeholder needs.

NQTE 1 Identification of stakeholder needs includes elicitation of needs directly from the stakeholder, identification
of mplicit stakeholder needs based on domain knowledge and context understanding, and documented gaps from
previous activities. Needs often include measures of effectiveness. Functional analySis is often used to aid the
eligitation of needs. Also quality characteristics of the quality model in ISO/IEC 25010.and quality model application to
requirements analysis in ISO/IEC 25030 are useful to elicit and identify quality-requirements of non-functional
requirements, which are often implicit stakeholder needs.

NQTE 2 Stakeholder needs describe the needs, wants, desires, expectations and perceived constraints of identified
stdkeholders. Understanding stakeholder needs for the minimum secusity,and privacy requirements necessary for the
opgrational environment minimizes the potential for disruption in.plans, schedules, and performance. If significant
issues are likely to arise relating to users and other stakeholders and'their involvement in or interaction with a system,
regommendations for identifying and treating human-system issues’can be found in ISO TS 18152.

3 Prioritize and down-select needs.

NQTE The Decision Management process is typically*used to support prioritization. The System Analysis process is
used to analyze needs for feasibility or other factors,

4 Define the stakeholder needs aind rationale.

NQTE Needs concentrate on system purpose and behavior, and are described in the context of the operational
enyironment and conditions. It is uSeful to trace needs to their sources and rationale.

Dgvelop the operational.cencept and other life cycle concepts. This activity consists of the following
tasks:

NQTE Other life™cyCle concepts can include acquisition concepts, deployment concepts, support concepts,
segurity concepts,land retirement concepts. In this activity, the preliminary life cycle concepts defined within the
Bulsiness or Mission Analysis process are further developed in the context of specific stakeholder needs, as
asgociated seenarios and interactions are defined. See ISO/IEC/IEEE 29148 clauses 5 and 6 for more information on
opgrationakconcepts, and ISO/IEC/IEEE 29148 Annex A for an annotated outline for a System Operational Concept.

1 Define a representative set of scenarios to identify all required capabilities that correspond to

anucipated operational and other lite cycle concepts.

NOTE 1 Scenarios are used to analyze the operation of the system in its intended environment in order to identify
additional needs or requirements that possibly have not been explicitly identified by any of the stakeholders, e.g., legal,
regulatory and social obligations. The context of use of the system is identified and analyzed, including the activities
that users perform to achieve system objectives, the relevant characteristics of the end users of the system (e.g.,
expected training, degree of fatigue), the physical environment (e.g., available light, temperature) and any equipment
to be used (e.g., protective or communication equipment). The social and organizational influences on users that
could affect system use or constrain its design are analyzed when applicable. Scenarios centered on attackers, their
environments, tools, techniques, and capabilities are key considerations for operational concept development.
Scenarios are prioritized in order to reflect the weighted importance of the various operational needs.
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NOTE 2 These scenarios often motivate updates to the operational or other life cycle concepts. Abuse and failure
scenarios highlight the need for additional functional requirements (or more specific derived requirements) to mitigate

risks that are identified in the abuse or failure scenarios.

2) Identify the interaction between users and the system.

NOTE 1 Usability requirements take into account human capabilities and skills limitations. Where possible,

applicable standards, e.g., ISO 9241, and accepted professional practices are used in order to define:

i) Physical, mental, and learned capabilities.

ii) \Work plﬁl‘ﬂ, environment-and f::r\iliﬁoc’ inr\lllHing other r=Tal! |ipmonf n-the context of use

d)

iii)  Normal, unusual, and emergency conditions.
iv) Operator and user recruitment, training and culture.

NOTE 2 If usability is important, usability requirements are planned, specified, and implemented through
cycle processes. Refer to ISO TS 18152 for information on human-system issues and ISO/IEC 25060:2
information on usability.

Transform stakeholder needs into stakeholder requirements. This activity consists of the fo
tasks:

1) Identify the constraints on a system solution.

NOTE These result from 1) instances or areas of stakeholder-defined solution; 2) implementation decision
at higher levels of system hierarchical structure; 3) required use of defined enabling, legacy, or interfacing sys
system elements, resources and staff; or 4) stakeholder defined affordability objectives. Include those t
unavoidable consequences of existing agreements, management/decisions and technical decisions.

2) Identify the stakeholder requirements and:functions that relate to critical quality characte
such as assurance, safety, security, environment, or health.

NOTE 1 See ISO/IEC/IEEE 15026 for additionakinformation on system and software assurance.

NOTE 2 Identifying safety risks facilitates the identification of safety requirements and functions. Safety risks
those associated with methods of operations and support, health and safety, threats to property and enviror
influences. Use applicable standards;'e-g., IEC 61508, and accepted professional practices.

NOTE 3 Identifying security risks facilitates the identification of additional security requirements and func
warranted, include applicable areas of system security, including physical, procedural, communications, coni
programs, data and emissions. This includes access and damage to protected personnel, properties and infor
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D10 for

lowing

5 made
ems or
hat are

ristics,

include

mental

ions. If
puters,
mation,

compromise of sensitive information, and denial of approved access to property and information. This also ipcludes

the required securjty, functions, such as mitigation and containment, referencing applicable standards and a
professional pragtices where mandatory or relevant.

NOTE 4 See-ISO/IEC 25030 for further information regarding quality characteristics from a quality
perspective.

3) Define stakeholder requirements, consistent with life cycle concepts, scenarios, intera
constraints, and critical quality characteristics.

cepted

in use

ctions,

NOTE 1 See ISO/IEC/IEEE 29148 clauses 5 and 6 for more information on stakeholder requirements, and

tlauses

e)

8 and 9 for a description of and an annotated outline for a Stakeholder Requirements Specification.

NOTE 2 The stakeholder requirements are reviewed at key decision times in the life cycle to help ensure that

account is taken of any changes of need.

NOTE 3 The stakeholder requirements are recorded in a form suitable for requirements management through the
life cycle. These records establish the stakeholder requirements baseline, and retain changes of need and their origin
throughout the system life cycle. These records are the basis for traceability to decisions made by the Business or
Mission Analysis process as well as stakeholder needs, system requirements, and subsequent system elements.

NOTE 4 The stakeholder requirements are the basis of the validation criteria for the system and system elem

Analyze stakeholder requirements. This activity consists of the following tasks:
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1) Analyze the complete set of stakeholder requirements.
NOTE 1 Stakeholder requirements are analyzed for characteristics of individual requirements, as well as
characteristics of the set of requirements. Potential analysis characteristics include that the requirements are
necessary, implementation free, unambiguous, consistent, complete, singular, feasible, traceable, verifiable,

affordable, and bounded. ISO/IEC/IEEE 29148 provides additional information on characteristics of requirements.

NOTE 2 The System Analysis process is used to assess feasibility and affordability. The Verification and Validation
processes are used in the review of stakeholder requirements.

2) Define critical performance measures that enable the assessment of technical achievement.

NQTE This includes defining technical and quality measures and critical performance parameters associated with
eafh effectiveness measure identified in the stakeholder requirements. The critical performance measures (€.9.,
maasures of effectiveness and measures of suitability) are defined, analyzed and reviewed to help ensure stakeholder
requirements are met and to help ensure identification of project cost, schedule or performance risk associated with
any non-compliance. ISO/IEC 15939 (IEEE Std 15939-2007) provides a process to identify, defing~and use
appropriate measures. INCOSE TP-2003-020-01, Technical Measurement, provides information on/the selection,
definition and implementation of critical performance measures. The ISO/IEC 25000 series of standards provides
relpvant quality measures.

3 Feed back the analyzed requirements to applicable stakeholders to validate‘that their needs and
expectations have been adequately captured and expressed.

4 Resolve stakeholder requirements issues.

NQTE This includes requirements that violate the characteristics for individual requirements or the set of
requirements as defined in ISO/IEC/IEEE 29148.

f) Manage the stakeholder needs and requirements definition? This activity consists of the following
tasks:

1 Obtain explicit agreement on the stakeholder reguirements.

NOTE  This includes confirming that stakeholder-requirements are expressed correctly, comprehensible to
orjginators, and that the resolution of conflict in the\requirements has not corrupted or compromised stakeholder
infentions.

2 Maintain traceability of stakeholder needs and requirements.

NOTE Through the life cycle, bidirectional traceability is maintained between the stakeholder needs and
refluirements and the stakeholders.and sources, organizational strategy, and business and mission problems and
ofportunities. Additional traceability to systems making up the system solution facilitates the transition to the System
Requirements Definition process! This is often facilitated by an appropriate data repository.

3 Provide key information items that have been selected for baselines.

NOTE The Caonfiguration Management process is used to establish and maintain configuration items and
bapelines. Thisspracess (Stakeholder Needs and Requirements Definition) identifies candidates for the baseline, and
thgn provides the information items to CM. For this process, the stakeholder needs, stakeholder requirements, and
opgrational-concept are typical information items that are baselined.

6.4.3 | System requirements definition process

6.4.3.1 Purpose

The purpose of the System Requirements Definition process is to transform the stakeholder, user-oriented
view of desired capabilities into a technical view of a solution that meets the operational needs of the user.

This process creates a set of measurable system requirements that specify, from the supplier's perspective,
what characteristics, attributes, and functional and performance requirements the system is to possess, in
order to satisfy stakeholder requirements. As far as constraints permit, the requirements should not imply any
specific implementation.
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6.4.3.2 Outcomes

As a result of the successful implementation of the System Requirements Definition process:

a) The system description, including system interfaces, functions and boundaries, for a system solution is
defined.

b) System requirements (functional, performance, process, non-functional, and interface) and design
constraints are defined.

c) Critical performance measures are defined.

d) The system requirements are analyzed.

e) Any enabling systems or services needed for system requirements definition are available;

f) Traceability of system requirements to stakeholder requirements is developed.

6.4.3.3  Activities and tasks

The project shall implement the following activities and tasks in accordanee ‘with applicable organjzation

policies and procedures with respect to the System Requirements Definition’precess.

a) Prepare for system requirements definition. This activity consists.of the following tasks:
1) Define the functional boundary of the system in terms of the behavior and properties| to be

provided.
NOTE  The functional boundary definition is partly based on the context of use and operational scenarios fefined
in the frame of the Stakeholder Needs and Requirements,Definition process. This includes the system’s stimuli and
its responses to user and environment behavior, and an analysis and description of the required interactions between
the system and its environment in terms of interface"properties and constraints, such as mechanical, electrical, mass,
thermal, data, and procedural flows. This establishes the expected system behavior, expressed in quantitativg terms,
at its boundary.
2) Define the system requirements definition strategy.
NOTE  This includes the apprgach to be used to identify and define the system requirements, and mangge the
requirements through the life cycle.
3) Identify and plan:for the necessary enabling systems or services needed to support $ystem
requirements definition.

NOTE  This ipcludes identification of requirements and interfaces for the enabling systems. Enabling systéms for
system requirements definition include tools for facilitation and requirements management.
4) Obtain or acquire access to the enabling systems or services to be used.
NOTE'  The Validation process is used to objectively confirm that the enabling system achieves its intended|use for
its\enabling functions.

b)) Define system requirements. This activity consists of the following tasks:
1) Define each function that the system is required to perform.
NOTE 1 This includes how well the system, including its operators, is required to perform that function, the
conditions under which the system is to be capable of performing the function, the conditions under which the system
is to commence performing that function and the conditions under which the system is to cease performing that
function. In some cases, functions are derived from analysis of critical quality characteristics (e.g., system diagnosing
function or highly frequent data backup function for reliability).
NOTE 2 Conditions for the performance of functions can incorporate reference to required states and modes of
operation of the system. System requirements depend heavily on abstract representations of proposed system
characteristics and sometimes employ multiple modeling techniques and perspectives to give a sufficiently complete
description of the desired system requirements.
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c)
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NOTE 3 Enabling functions that are required to support the system-of-interest in achieving its functionality are also
identified and defined concurrently with the function of the system-of-interest. This is necessary to help ensure that
the enabling functions are identified and accounted for.

2) Define necessary implementation constraints.

NOTE This includes the implementation decisions that are allocated from architecture definition at higher levels in
the structure of the system and are introduced by stakeholder requirements or are solution limitations.

3) Identify system requirements that relate to risks, criticality of the system, or critical quality
characteristics.

NOTE Critical quality characteristics commonly include those related to health, safety, security assurancé;
rellability, availability and supportability. This includes analysis and definition of safety considerations, including those
relpting to methods of operation and maintenance, environmental influences and personnel injury. It also in¢ludes
he|ping to ensure each safety related function and its associated safety integrity, is expressed in terms, -of the
negessary risk reduction, and is specified and allocated to designated safety-related systems. Applicablestandards
ar¢ used concerning functional safety, e.g., IEC 61508, and environmental protection, e.g., ISO 14001. Analyze
segurity considerations including those related to compromise and protection of sensitive information, data and
material. The security-related risks are defined, including, but not limited to, administrative,, personnel, physical,
conputer, communication, network, emission and environment factors using, as appropriate; applicable security
stgndards. Refer to ISO/IEC/IEEE 15026-4 for system and software assurance guidance N\SQ/IEC 27036 provides
guldance for information security requirements for the outsourcing of products and sefviges. ISO 25030 provides
guldance for external system quality factors and characteristics. For systems intended fer,human interaction, human-
fagtors engineering (ergonomics) specifications are considered. For systems that ‘have usability requirements,
re¢gommendations for obtaining a desired level of usability can be found in ISO FR48529, Ergonomics—Ergonomics
of human-system interaction—Human-centred life cycle process descriptions.

4 Define system requirements and rationale.

NQTE 1 This includes defining system requirements consistent with stakeholder requirements, functional
bopndaries, functions, constraints, cost targets, identified interfaces, and critical quality characteristics. Consistent
practice has shown this process requires iterative and recursive steps in parallel with other life cycle processes
thrpugh the system hierarchy. See ISO/IEC/IEEE 29148*cClauses 5 and 6 for more information on system
requirements, and clauses 8 and 9 for a description of ‘and an annotated outline for a System Requirements
Specification.

NQTE 2 The system requirements are recordedyin a form suitable for requirements management through the life
cytle. These records establish the system requirements baseline, and include the associated rationale, decisions and
assumptions. They are the basis for traceability to information items and subsequent system elements. Change
requests of system requirements also (provide rationale to help in the determination of the acceptability of the
preposed change, including consistency with stakeholder requirements.

NQTE 3 The System Analysis Brocess is used to determine appropriate values for requirement parameters,
copsidering the estimated cost, schedule, and technical performance of the system. The Validation Process is used
to determine if the requirements address the stakeholders’ needs. The Verification Process determines the quality of
thg requirements with réspect to the attributes and characteristics of good requirements (refer to ISO/IEC/IEEE
29[148).

Analyze system requirements. This activity consists of the following tasks:
1 Analyze the complete set of system requirements.

NOTE I System requirements are analyzed for characteristics of individual requirements, as well as characteristics

of tha _cat _of rocuiramantc Raotantial _analcic ocharaotaricticc nelida that tha roonivramaontc  ara  nacaccang
tH Set et e e S Ote ittty Sto—CHatratctet HoTatr tHote—tH regurererts—are—nt 0

implementation free, unambiguous, consistent, complete, singular, feasible, traceable, verifiable, affordable, and
bounded. ISO/IEC/IEEE 29148 provides additional information on characteristics of requirements. Deficiencies,
conflicts and weaknesses are identified and resolved within the complete set of system requirements.

NOTE 2 The System Analysis process is used to assess feasibility, affordability, and balance.
2) Define critical performance measures that enable the assessment of technical achievement.

NOTE This includes defining technical and quality measures and critical performance parameters associated with
each effectiveness measure identified in the system requirements. The critical performance measures (e.g., measures
of performance and technical performance measures) are analyzed and reviewed to help ensure system requirements
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are met and to help ensure identification of project cost, schedule or performance risk associated with any non-
compliance. ISO/IEC 15939 (IEEE Std 15939-2007) provides a process to identify, define and use appropriate
measures. INCOSE TP-2003-020-01, Technical Measurement, provides information on the selection, definition and
implementation of critical performance measures. The ISO/IEC 25000 series of standards provides relevant quality
measures.

3) Feed back the analyzed requirements to applicable stakeholders for review.

NOTE  Feedback helps ensure that the specified system requirements have been adequately captured and
expressed. Confirmation is made that they are a necessary and sufficient response to stakeholder requirements and
a necessary and sufficient input to other processes, in particular architecture and design. This is one application of
the Validation Process applied for the specific requirements.

4) Resolve system requirements issues.

NOTE This includes requirements that violate the characteristics for individual requirements .or the|set of
requirements as defined in ISO/IEC/IEEE 29148.

d) Manage system requirements. This activity consists of the following tasks:
NOTE  Maintaining system requirements includes defining, recording, and controllihg‘the baseline, generally under
formal configuration management, along with managing any changes resulting from‘\the application of other life cycle
processes such as architecture or design.

1) Obtain explicit agreement on the system requirements.

NOTE  This includes confirming that system requirements are expressed correctly, comprehensible to origjnators,
and that the resolution of conflict in the requirements has not corrupted or compromised stakeholder intentions

2) Maintain traceability of the system requirements:

NOTE Through the life cycle, bi-directional traceability is maintained between the system requirements @nd the
stakeholder requirements, architecture elements, ,nterface definitions, analysis results, verification methods or
techniques, and allocated, decomposed, and derived requirements. This helps ensure that all achievable stakgholder
requirements are met by one or more systenitftequirements, and all system requirements meet or contripute to
meeting at least one stakeholder requirement. <This is often facilitated by an appropriate data repository.

3) Provide key information items-that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and
baselines. This process (System~Requirements Definition) identifies candidates for the baseline, and then provides
the information items to CM. For this process, the system requirements are typical information items that are
baselined.

6.4.4 Architectureddefinition process
6.4.4.1 Purposge

The purpose.of the Architecture Definition process is to generate system architecture alternatives, to|select
one or Mare alternative(s) that frame stakeholder concerns and meet system requirements, and to express

this insa“set of consistent views.

lteration of the Architecture Definition process with the Business or Mission Analysis process, $ystem

Requirements Delnition process, Design Delnition process, and Stakenolder Needs and Reguirements
Definition process is often employed so that there is a negotiated understanding of the problem to be solved
and a satisfactory solution is identified. The results of the Architecture Definition process are widely used
across the life cycle processes. Architecture definition may be applied at many levels of abstraction,
highlighting the relevant detail that is necessary for the decisions at that level.

NOTE 1  System architecture deals with fundamental principles, concepts, properties, and characteristics and their
incorporation into the system-of-interest. Architecture definition has more uses than as merely a driver (or part of) design.
Refer to ISO/IEC/IEEE 42010:2011 for more information about architecture description and the uses and nature of
architecture.

NOTE 2  The Architecture Definition process supports identification of stakeholders and their concerns. As the process
unfolds, insights are gained into the relation between the requirements specified for the system and the emergent
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properties and behaviors of the system that arise from the interactions and relations between the system elements. The
Design Definition process (see subclause 6.4.5), on the other hand, is driven by requirements that have been vetted
through the architecture and more detailed analyses of feasibility. Architecture focuses on suitability, viability, and
desirability, whereas design focuses on compatibility with technologies and other design elements and feasibility of
construction and integration. An effective architecture is as design-agnostic as possible to allow for maximum flexibility in
the design trade space. An effective architecture also highlights and supports trade-offs for the Design Definition process
and possibly other processes such as Portfolio Management, Project Planning, System Requirements Definition, and
Verification.

NOTE 3 In product line architectures, the architecture is necessarily spanning across several designs. The architecture
serves to make the product line cohesive and helps ensure compatibility and interoperability across the product line. Even
for a single product system, the design of the product will likely change over time while the architecture remains constant.

6.4.4.3 Outcomes

As a rgsult of the successful implementation of the Architecture Definition process:
a) ldentified stakeholder concerns are addressed by the architecture.

b) Architecture viewpoints are developed.

c) Cgntext, boundaries, and external interfaces of the system are defined.

d) Arghitecture views and models of the system are developed.

e) Cqncepts, properties, characteristics, behaviors, functions, or constraints that are significant to
architecture decisions of the system are allocated to architectural entities.

f) System elements and their interfaces are identified.

g) Architecture candidates are assessed.

h) An architectural basis for processes throughout the life‘cycle is achieved.

i) Alignment of the architecture with requirements and design characteristics is achieved.

i) Any enabling systems or services needed for-architecture definition are available.

k) Trhaceability of architecture elementsto stakeholder and system requirements is developed.
6.4.4.3 Activities and tasks

The project shall implement_the’ following activities and tasks in accordance with applicable organization
policies and procedures withirespect to the Architecture Definition process.

a) Prepare for archjtectture definition. This activity consists of the following tasks:
1 Review-pertinent information and identify key drivers of the architecture.

NOTE «.Key drivers are identified by reviewing: (a) market studies, industry projections, competitor product plans,
ar|d scientific findings; (b) organizational strategies, organizational-level concept of operations, organizational policies
arjd-directives, regulatory and legal constraints, and stakeholder requirements; (c) mission or business concept of

operations, system operational Concept, operational environment, technology roadmaps, and System requirements,
and (d) any other factors that impact the suitability of the system through its life cycle.

2) Identify stakeholder concerns.

NOTE  Stakeholders are initially identified in the Stakeholder Needs and Requirements process. Additional
stakeholders are usually identified during the Architecture Definition process. Stakeholder concerns related to
architecture are expectations or constraints associated with the system life cycle stages such as utilization (e.g.,
availability, security, effectiveness, usability), support (e.g., reparability, obsolescence management), evolutionary
development of the system and of the environment (e.g., adaptability, scalability, survivability), production (e.g.,
producibility, testability), retirement (e.g., environmental impact, transportability), etc. This also includes concerns
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that the system will be compromised intentionally or unintentionally via a threat agent or accidentally via a safety
hazard.

3) Define the architecture definition roadmap, approach, and strategy.

NOTE  This includes the identification of stakeholder engagement opportunities, the definition of architecture
review activities, evaluation approach and criteria, measurement approach, and measurement methods (refer to the
Measurement process). The roadmap shows how the architecture will evolve to an envisioned end state and often
has a longer timeframe than for the current system-of-interest. The approach is the manner in which the work will be
accomplished, such as how to engage with stakeholders, how to vet the results, or where to do the work. The
strategy deals with the systematic plan of action for implementing the approach consistent with the roadmap.

b)

c)

4) Define evaluation criteria based on stakeholder concerns and key requirements.

5) Identify and plan for the necessary enabling systems or services needed te)support the
Architecture Definition process.

NOTE  This includes identification of requirements and interfaces for the enabling systemcEnabling syst¢ms for
architecture definition include tools for collaboration and architecture development, and architecture| reuse
repositories (for architecture patterns, architecture artifacts, reference architectures, etc,),

6) Obtain or acquire access to the enabling systems or services to be uséd.

NOTE  The Validation process is used to objectively confirm that the enabling’system achieves its intended|use for
its enabling functions.

Develop architecture viewpoints. This activity consists of thefollowing tasks:
1) Select, adapt, or develop viewpoints and model kinds based on stakeholder concerns.

2) Establish or identify potential architecture. framework(s) to be used in developing models and
views.

NOTE  Some architecture frameworks identify Stakeholders and their concerns, and relevant viewpoints that
address those concerns, while other architectute frameworks are more general in their guidance. Viewpoints [specify
the kinds of models to be used and how the“resulting models can be used to generate architecture views. Refer to
ISO/IEC/IEEE 42010 for more information“on architecture framework and architecture description practices.

3) Capture rationale for selection of framework(s), viewpoints and model types.

4) Select or develop.supporting modeling techniques and tools.

2

Develop models and views of candidate architectures. This activity consists of the following tasKs:

1) Definecthe’ system context and boundaries in terms of interfaces and interactions with ekternal
entities;

NOTE_ “(This task is mainly based on the outcomes of the Business or Mission Analysis process, and is pefformed
congurrently with the Stakeholder Needs and Requirements Definition process. It consists of identifying the [entities
external to the system (i.e., existing and projected systems, products, and services that constitute the system gontext)
and defining the boundaries of the system (i.e., interactions with these external entities through the interfades that
cross the boundaries). The external entities could include the necessary enabling systems. The Archjtecture
Definition process defines interfaces to the extent needed to support essential architectural decisiops and

understanding. These interface definitions are then refined by the Design Definition process.

2) Identify architectural entities and relationships between entities that address key stakeholder
concerns and critical system requirements.

NOTE  Architecture is not necessarily concerned with all requirements, but rather only with those that drive the
architecture. On the other hand, the Design Definition process takes into account all the requirements. Sometimes,
through the Architecture Definition process there will be requirements that are deemed to be inappropriate,
unaffordable, or unsuitable. These are requirements issues that are resolved through iteration of the System
Requirements Definition process. It is also important that the architecture addresses key stakeholder concerns since
not all of these will be captured in requirements.
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d)

e)

60

3) Allocate concepts, properties, characteristics, behaviors, functions, or constraints that are
significant to architecture decisions of the system to architectural entities.

NOTE  The items being allocated to could be physical, logical, or conceptual.
4) Select, adapt, or develop models of the candidate architectures of the system.

NOTE It is common to use models in architecture definition. The models used are those that best address key
stakeholder concerns. Refer to ISO/IEC/IEEE 42010 for how this can be done. Historically, it has been common to
use logical and physical models in architecture definition. Information on logical, physical, and other models is
provided in Annex F.

5 Compose views from the models in accordance with identified viewpoints to express how the
architecture addresses stakeholder concerns and meets stakeholder and system requirements.

6 Harmonize the architecture models and views with each other.

NQTE Correspondence rules from frameworks are one way to establish harmony between. views. See
ISO/IEC/IEEE 42010.

Re¢late the architecture to design. This activity consists of the following tasks:
1 Identify system elements that relate to architectural entities and the nature of these relationships.

NQTE Sometimes the system elements are initially notional until Design Definitionhas occurred since this depends
on|the actual design(s) to be done. Sometimes a “reference architecture” is créated using these notional system
elgments as a means to convey architectural intent and to check for design feasibility.

2 Define the interfaces and interactions between the system/elements and with external entities.

NQTE This is defined at level of detail necessary to convey thesarchitectural intent and can be further refined in the
Dgsign Definition process.

3 Partition, align and allocate requirements to.architectural entities and system elements.
4 Map system elements and architectural~entities to design characteristics.
5 Define principles for the system design and evolution.

Agsess architecture candidates. This activity consists of the following tasks:

1 Assess each candidate jarchitecture against constraints and requirements.

2 Assess each candidate architecture against stakeholder concerns using evaluation criteria.
NOQTE The System-Abhalysis process and the Risk Management process can be used to support this task.

3 Selectthe preferred architecture(s) and capture key decisions and rationale.

NQTE The Decision Management process can be used to support this task.

4 Establish the architecture baseline of the selected architecture.

NOTE The architecture baseline is composed of models, views and other relevant architecture descriptions.
Manage the selected architecture. This activity consists of the following tasks:

1) Formalize the architecture governance approach and specify governance related roles and
responsibilities, accountabilities, and authorities (related to design, quality, security, safety, etc.).

2) Obtain explicit acceptance of the architecture by stakeholders.
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NOTE 1 The Verification and Validation processes are used to confirm that the architecture models and views

reflect stakeholder and system requirements.

NOTE 2 In some applications it is necessary to certify the architecture. Certification confirms that the archi
intent is met, the architectural vision and key concepts are correctly implemented, and stakeholder conce

tectural
rns are

properly addressed. It also gives essential feedback to the Architecture Definition process to help in the learning

process and to help ensure that future iterations of architecture better address stakeholder concerns.

3) Maintain concordance and completeness of the architectural entities and their architectural

characteristics.

NOTE The entities to be checked are not only technical. These are also, for example, legal, eco

omical,

organizational and operational entities that are normally part of stakeholder requirements and concerns.
4) Organize, assess and control evolution of the architecture models and views.

5) Maintain the architecture definition and evaluation strategy.

NOTE  This includes updating the architecture based upon technological, implementation, operational expetfiences,

as well as the management of external and internal interfaces that are defined at this level‘of system decompos

6) Maintain traceability of the architecture.

ition.

NOTE Through the life cycle, bi-directional traceability is maintained between the architecture entities (odels,

views, and viewpoints) to the requirements (including allocated, decomposed, and derived), interface def
analysis results, and verification methods or techniques. If possibley traceability is also maintained betwg
architecture entities and the stakeholder concerns.

7) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration iten
baselines. This process (Architecture Definition) identifies candidates for the baseline, and then provig
information items to CM.

6.4.5 Design definition process
6.4.5.1 Purpose
The purpose of the Design Definitionprocess is to provide sufficient detailed data and information ab

system and its elements to enable the implementation consistent with architectural entities as defi
models and views of the system architecture.

nitions,
en the

hs and
es the

but the
ned in

NOTE 1  The Architecture Definition process, supports identification of stakeholders and their concerns. Throligh the

use of the process, insights are gained into the relation between the requirements specified for the system &
emergent propertiesand’ behaviors of the system that arise from the interactions and relations between the
elements. The Design-Definition process, on the other hand, is driven by requirements that have been vetted thro
architecture and-ajore detailed analyses of feasibility. Architecture focuses on suitability, viability, and desirability, W
design focuses on compatibility with technologies and other design elements and feasibility of construction and inte
An effectiverarchitecture is as design-agnostic as possible to allow for maximum flexibility in the design trade space

NOTE®R= Design definition considers any applicable technologies and their contribution to the system solution.
pravides the ‘implement-to’ level of the definition, such as drawings and detailed design descriptions.

ind the
system
igh the
hereas
jration.

Design

NOTE-3—Thisprocess provides feedback tothesystenmarchitecture-toconsotidateorconfirm theattocatiom;, par
and alignment of architectural entities to system elements that compose the system.

6.4.5.2 Outcomes

As a result of the successful implementation of the Design Definition process:
a) Design characteristics of each system element are defined.

b) System requirements are allocated to system elements.

c) Design enablers necessary for design definition are selected or defined.
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d)
e)
f)

9)
h)

Interfaces between system elements composing the system are defined or refined.
Design alternatives for system elements are assessed.

Design artifacts are developed.

Any enabling systems or services needed for design definition are available.

Traceability of the design characteristics to the architectural entities of the system architecture is
established.

6.4.5.3 Activities and tasks

The pfoject shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Design Definition process.

a) Prepare for design definition. This activity consists of the following tasks:

b)

62

1 Determine technologies required for each system element composing the systenx.

NQTE Several technologies are sometimes used for a given system element (e.g., mechanics, electronics, software,
opgrator roles, etc.).

2 Determine the necessary design characteristics types.

NQTE For each technology the necessary design characteristics types (e.g., detailed patterns, structures, size,
volume, gauge, template, etc.) are defined. Design characteristics in€lude security considerations such as the
principle of least privilege, layered defenses, restricted access to system services, and other considerations to
mihimize and defend the system attack surface.

3 Define principles for evolution of the design.

NQTE This includes defining periodic assessment of the“design characteristics in case of evolution of the system
and of its architecture as well as forecasting potentialiobsolescence of system elements and technologies, their
replacement by others over time in the system life cyel€;and the consequences for the design definition.

4 Define the design definition strategy:
5 Identify and plan for the necessary enabling systems or services needed to support design
definition.

NOTE This includes identification of requirements and interfaces for the enabling systems. Enabling systems for
dgsign definition include tools\for collaboration and design development, and design reuse repositories (for design
pdtterns, design artifacts, design standards, etc.).

6 Obtain or,acquire access to the enabling systems or services to be used.

NOTE ThefYalidation process is used to objectively confirm that the enabling system achieves its intended use
f

of its enabling)functions.

Edtablish design characteristics and design enablers related to each system element. This activity
cqnsists of the following tasks:

1) Allocate system requirements to system elements.

NOTE Some of the system requirements may have already been allocated to system elements during architecture
definition. The purpose of this task is to complete the allocation to the extent necessary to address all system
requirements.

2) Transform architectural characteristics into design characteristics.

NOTE This task transforms each architectural characteristic related to architectural entities assigned to the system
element into design characteristics (dimensions, shapes, materials, critical quality characteristics, data processing
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structures, etc.) using adequate representation such as drawings, diagrams, models, architectures, tables of metrics
and their values, etc.; every data is associated with detailed acceptable margins for implementation (if relevant at this
step).

3) Define the necessary design enablers.

NOTE This task defines and/or selects the necessary design enablers such as models, equations, algorithms,
calculations, formal expressions and values of parameters, patterns, heuristics, etc. that are associated to design
characteristics. Compatibility, affordability, security, and other critical properties in the context of their planned
operational environment are considerations during the definition of necessary design enablers. SO 9241-210
provides human centered design/ergonomic design guidelines.

4) Examine design alternatives.

NOTE Assess the feasibility of design characteristics and perform trades in the architecture or requirements when
design characteristics cannot be implemented.

5) Refine or define the interfaces between the system elements and with externaheftities.

NOTE Interfaces are identified and defined in the Architecture Definition process to_the level or extent needed for
the architecture intent and understanding. They are refined in Design Definition” precess based on the|[design
characteristics, interfaces and interactions of the system element with other systemeléements composing the [system
and with external entities. Additional interfaces might need to be identified and defined that were not addressefl in the
architecture definition.

6) Establish the design artifacts.

NOTE This task formalizes the design characteristics of the system’element through dedicated artifacts degending
on the implementation technology. Examples of artifacts include data sheets (electronics), databases (software),
documents (operator role), and exportable data files (mechanics):

c) Assess alternatives for obtaining system eleménts. This activity consists of the following tasks:

1) Identify any candidate Non-Developmental-ltems (NDI) that may be considered for use.

NOTE This includes COTS (Commercial-OffThe-Shelf), reuse of a previous design, or acquirer provided itgms.

2) Assess each candidate NDI'and new design alternative against criteria developed from expected
design characteristics or:-system element requirements to determine suitability for the intended
application.

3) Determine theSpreferred alternative among any candidate NDI solutions and new fesign
alternatives for,a‘system element.

NOTE The System’ Analysis process is used for analyses or assessments, as well as the Decision Management

process to perform’the selection.

d) Manage'the design. This activity consists of the following tasks:

1) Map design characteristics up to the system elements.

NOTE 1 This task consists of establishing traceability between the detailed design characteristics and the

architectural entities of the system architecture.

NOTE 2 This facilitates providing feedback to the Architecture Definition process to possibly modify the physical

arrangement of system elements in order to obtain architectural characteristics (e.g., modularity, usability, inter-

operability, safeguard, etc.) as expected for the parent system architecture to meet stakeholder concerns.

2) Capture design and rationale

NOTE 1 Rationale includes information about major implementation options and enablers.

NOTE 2 The Verification and Validation processes are invoked to verify and validate each detailed design

characteristic and implementation option.
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3) Maintain traceability of design.

NOTE Through the life cycle, bi-directional traceability is maintained between the design characteristics and the
architectural entities, identified interfaces, analysis results, verification methods or techniques, and system element
requirements.

4) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and baselines.
This process (Design Definition) identifies candidates for the baseline, and then provides the information items to CM.

6.4.6 chtnm ::mnl\]/cic process

6.4.6.1 Purpose

The purpose of the System Analysis process is to provide a rigorous basis of data and information for
technig¢al understanding to aid decision-making across the life cycle.

The System Analysis process applies to the development of inputs needed for any technical assessment. It
can pirovide confidence in the utility and integrity of system requirements, architecture,, and”design. System
analydis covers a wide range of differing analytic functions, levels of complexity, and levels of rigor. It includes
mathematical analysis, modeling, simulation, experimentation, and other technigues to analyze technical
perforinance, system behavior, feasibility, affordability, critical quality characteristiCs,/technical risks, life cycle
costs, [and to perform sensitivity analysis of the potential range of values for parameters across all life cycle
stageq. It is used for a wide range of analytical needs concerning operational concepts, determination of
requirgment values, resolution of requirements conflicts, assessment of ‘@lternative architectures or system
elemepts, and evaluation of engineering strategies (integration, verification, validation, and maintenance).
Formality and rigor of the analysis will depend on the criticality ef\the information need or work product
suppofted, the amount of information/data available, the size of the(project, and the schedule for the results.

NOTE This process is often used in conjunction with the Decision*Management process.

6.4.6.7 Outcomes

As a result of the successful implementation of the System Analysis process:

a)
b)
c)
d)

e)

System analyses needed are identified.

System analysis assumptions and results are validated.

System analysis results are provided for decisions.

Any enabling systems or.setvices needed for system analysis are available.

Traceability of the systém analysis results is established.

6.4.6.3 Activities/and tasks

The pfoject shall’ implement the following activities and tasks in accordance with applicable organization
policies and\procedures with respect to the System Analysis process.

a)

64
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Preparetorsystermaralysis— s aetvity-consistsef-thetollowngtasks:

1) Identify the problem or question that requires system analysis.

NOTE This includes technical, functional, and non-functional objectives of the analysis. Non-functional objectives
include critical quality characteristics, various properties, technology maturity, manufacturing maturity, technical risks,

etc. The problem statement or question to be answered by the analysis is essential to establish the objectives of the
analysis and the expectations and utility of the results.

2) Identify the stakeholders of the system analysis.
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3) Define the scope, objectives, and level of fidelity of the system analysis.

NOTE The necessary level of fidelity (accuracy or precision) is a factor in determining the appropriate level of rigor.

4) Select the system analysis methods.

NOTE The methods are chosen based on time, cost, fidelity, technical drivers, and criticality of analysis. Analysis
methods have a wide range of levels of rigor and include expert judgment, “back of the envelope” calculation,
spreadsheet computations, historical data and trend analysis, engineering models, simulation, visualization, and

prototyping. Due to cost and schedule constraints, most systems only perform system analysis for
characteristics.

b)

c)

5) Define the system analysis strategy.
6) Identify and plan for the necessary enabling systems or services needed to support 3
analysis.

NOTE This includes identification of requirements and interfaces for the enabling systems._The system g

critical

ystem

nalysis

enabling systems include the tools, relevant models, and potential data repositories needed to support the apalysis.

The methods chosen will be a major factor in determining what tools are appropriate/to ‘support the analysi
also includes determining the availability of relevant models and data.

7) Obtain or acquire access to the enabling systems or services ta’be-used.

NOTE The Validation process is used to objectively confirm that the enabling system achieves its intended
its enabling functions.

8) Collect the data and inputs needed for the analysis:

Perform system analysis. This activity consists of the following tasks:

1) Identify and validate assumptions.
2) Apply the selected analysis methods\to perform the required system analysis.
3) Review the analysis results for quality and validity.

NOTE The results are coordinated-with associated analyses that have been previously completed.

4) Establish conclusions-and recommendations.

NOTE The appropriate Subject matter experts and stakeholders are identified and engaged in this task.
5) Record the)results of the system analysis,

Manage system analysis. This activity consists of the following tasks:

1) Maintain traceability of system analysis results.

NOTE Through the life cycle, bi-directional traceability is maintained between the system analysis results 3
system definition item for which the analysis is supporting a decision or providing rationale (e.g., system requ
values, architecture alternatives). This is often facilitated by an appropriate data repository.

5. This

use for

nd any
rement

2) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and baselines.

This process (System Analysis) identifies candidates for the baseline, and then provides the information items
For this process, the analysis results or reports are typical information items that are baselined.

6.4.7 Implementation process

6.4.7.1 Purpose

The purpose of the Implementation process is to realize a specified system element.
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This process transforms requirements, architecture, and design, including interfaces, into actions that create a
system element according to the practices of the selected implementation technology, using appropriate
technical specialties or disciplines. This process results in a system element that satisfies specified system
requirements (including allocated and derived requirements), architecture, and design.

NOTE This applies to both a single element (concept and development stage) and production run (as in production
stage). It also can apply in the resolution of changes needed in the Support stage.

6.4.7.2 Outcomes

As a result of the successful implementation of the Implementation process:

a) Implementation constraints that influence the requirements, architecture, or design are identified.
b) A pystem element is realized.

c) A pystem element is packaged or stored.

d) Arny enabling systems or services needed for implementation are available.

e) Trpceability is established.

6.4.7.3  Activities and tasks

The pfoject shall implement the following activities and tasks in accordafce with applicable organization
policies and procedures with respect to the Implementation process.

a) Prepare for implementation. This activity consists of the following tasks:
1 Define an implementation strategy.

NOTE 1 Implementation strategies include build new, acquife new, or re-use existing elements (with or without
mpdification), If the strategy is reuse, then the project will need to determine the level, source, and suitability of the
repsed system elements. The implementation strategy,includes implementation procedures, fabrication processes,
topls and equipment, implementation tolerances .and verification uncertainties. In the case of repeated system
element implementation (e.g., mass production, replacement system elements) the implementation procedures and
faprication processes are defined to achieve consistent and repeatable producibility.

NOTE 2 The implementation strategy (often invokes the Agreement processes, or requires enabling systems and
sqrvices that include specialized life cycle development and support environments.

2 Identify constraints .ftom the implementation strategy and implementation technology on the
system requirementsy—/architecture characteristics, design characteristics, or implementation
techniques.

NQTE This includes/current or anticipated limitations of the chosen implementation technology, acquirer furnished
materials or system elements for adaptation and limitations resulting from the use of required implementation enabling
systems.

3 Identify and plan for the necessary enabling systems or services needed to support
implementation.

NOTE This includes identification of requirements and interfaces for the enabling systems.
4) Obtain or acquire access to the enabling systems or services, and materials to be used.

NOTE The Validation process is used to objectively confirm that the integration enabling system achieves its
intended use for its enabling functions.

b) Perform implementation. This activity consists of the following tasks:

NOTE Throughout the Implementation process the Verification process is used to objectively confirm the system
element's conformance to requirements and the product's quality characteristics. The Validation process is used to
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objectively confirm the element is ready to be used in its intended operational environment according to stakeholder
requirements.

1) Realize or adapt system elements, according to the strategy, constraints, and defined
implementation procedures.

NOTE This is done using the implementation enabling systems and specified resources. Realizing system
elements may include developing or purchasing them. Adaptation includes configuration of system elements that are
reused or modified. Realization or adaptation is conducted with regard to standards that govern applicable safety,
security, privacy and environmental guidelines or legislation and the practices of the relevant implementation
technology.

PS

i)  Hardware

Hardware elements are either acquired or fabricated. Hardware elements are fabricated using applicable
techniques relevant to the physical implementation technology and materials selected. ‘/~As apprppriate,
hardware elements are verified for conformance to specified system requirementshand critical | quality
characteristics.

ii)  Software

System elements realized in software are either acquired or developed. @As\appropriate, these elements are
verified for conformance to the system requirements and design criteria. 1SO/IEC/IEEE 12207 applies to [system
elements realized in software.

iii) Services

Service elements include a set of services to be provided.\. As appropriate, service elements are verified for
conformance to the system requirements and service cfiteria. ISO/IEC 20000-1:2011 (IEEE Std 20000-1:2013),
applies to system elements realized in services.

iv)  Utilization and Support Resources

Other system elements include utilization-and support resources such as operational procedures, maintenance
procedures, user training, etc. As appfopriate, utilization and support resource elements are verified for
conformance to the system requirements and operational concept.

2) Package and store the:system element.

NOTE  Contain the system element in order to achieve continuance of its characteristics. Conveyange and
storage, and their durations; influence the specified containment. Final configuration and product informdtion is
captured by the Configuration Mgt and Information Mgt processes when the system element is stored.

3) Record.abjective evidence that the system element meets system requirements.

NOTE Evidence is provided in accordance with supply agreements, legislation and organization policy. Eyidence
includes ~element modifications made due to processing changes or any non-conformances found dur|ng the
Verification and Validation Processes. The objective evidence is part of the system element's as-implefmented
configtiration baseline established through the Configuration Management process and includes the results| of unit
testing, analysis, inspections, walk-through events, demonstrations, product or technical reviews, or other verification
exercises.
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1) Record implementation results and any anomalies encountered.

NOTE This includes anomalies due to the implementation strategy, the implementation enabling systems, or
incorrect system definition. The Project Assessment and Control process is used to analyze the data to identify the
root cause, enable corrective or improvement actions, and to record lessons learned.

2) Maintain traceability of the implemented system elements.
NOTE Bi-directional traceability is maintained between the implemented system elements and the system

architecture, design, and system requirements including interface requirements and definitions that are necessary for
implementation.
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3)

Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and
baselines. This process (Implementation) identifies candidates for the baseline, and then provides the information
items to CM. For this process, the system elements are typical information items that are baselined.

6.4.8

Integration process

6.4.8.1 Purpose

The purpose of the Integration process is to synthesize a set of system elements into a realized system

(prod

NOTE
form cq
levels

NOTE
coordir]
into ac

6.4.8.2

As a rg

Il  For a given level of the system hierarchy, this process iteratively combines implemented system elements to
mplete or partial system configurations in order to build a product or service. It is used recursively for successive
f the system hierarchy.

P The interfaces are defined by the Architecture Definition and Design Definition” processes. This process
ates with these other processes and checks to make sure the interface definitions arfe’adequate and that they take
ount the integration needs.

Outcomes

sult of the successful implementation of the Integration process:

a) Infegration constraints that influence system requirements, architecture, or design, including interfaces,

ar

b) Ag
dd

c) A
d A
e) TH

f) Th

b identified.

proach and checkpoints for the correct operation of the assembled interfaces and system functions are
fined.

y enabling systems or services needed for-integration are available.
5ystem composed of implemented system elements is integrated.
e interfaces between the implemented system elements that compose the system are checked.

e interfaces between the system and the external environment are checked.

g) Infegration results and,.anomalies are identified.

h) Tr
6.4.8.3

The p
policie

hceability of therintegrated system elements is established.
Activities and tasks

fojectishall implement the following activities and tasks in accordance with applicable organization
5 and procedures with respect to the Integration process.

a) Pr

1

epare for integration. This activity consists of the following tasks:

Identify and define check points for the correct operation and integrity of the assembled interfaces
and the selected system functions.

NOTE 1 Detailed verification of the interfaces is performed using the Verification process.

NOTE 2 Refer to ISO/IEC/IEEE 15026 and the ISO/IEC 27000 series for information on assurance, integrity, and
security. Consider anti-counterfeit, anti-tamper, system and software assurance and interoperability elements when
identifying and defining checkpoints.
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2) Define the integration strategy

NOTE 1 The integration is performed according to a predefined integration strategy that sequences the order for
assembling the implemented system elements based on the priorities of the system requirements and architecture
definition focusing on the interfaces, while minimizing integration time, cost, and risks.

NOTE 2 This strategy often provides for verification against a sequence of progressively more complete system
element configurations. It is dependent on system element availability and is consistent with a fault isolation and
diagnosis strategy. Wherever possible, an integrated configuration includes its human operators. Successive
applications of the Integration process and the Verification process, and when appropriate the Validation process, are
repeated for systems at successive levels until the system-of-interest has been realized.

3) Identify and plan for the necessary enabling systems or services needed to support integration.

NOTE This includes identification of requirements and interfaces for the enabling systems. Enabling-syst¢ms for
integration include the integration facilities, assembly equipment, training systems, discrepancy reporting systems,
simulators, measurement devices, and facility security. Changes needed for the enabling systems to support the
integration tasks need to be identified and defined. The need for these changes are provided {o.the stakeholdgrs that
govern the enabling systems.

4) Obtain or acquire access to the enabling systems or services, and matetials to be used.

NOTE The Validation process is used to objectively confirm that the integration enabling system achigves its
intended use for its enabling functions.

5) Identify system constraints from integration to be incerporated in the system requirements,
architecture or design.

NOTE This includes requirements such as accessibility, safety for integrators, required interconnections for| sets of
implemented system elements and for enablers, and interface_ constraints.

b) Perform integration - Successively integrate system element configurations until the complete
system is synthesized. This activity consists_ofdhe following tasks:
1) Obtain implemented system elements in accordance with agreed schedules.
NOTE The implemented system elements are received from suppliers, the acquirer, or withdrawn from dtorage.
System elements are handled in accordance with relevant health, safety, security and privacy considerations. |As part
of the acceptance of the implemented 'system elements, each element is checked to help ensure it has been perified
and validated against acceptancecriteria specified in an agreement. The delivered configuration, conformance,
compatibility of interfaces, the.presence of mandatory information items are checked. Implemented system elements
that do not pass verification are identified as such and handled in accordance with defined procedures.
2) Assemble thejimplemented system elements.
NOTE The .asSembly is performed to achieve system element configuration (complete or partial) connecfing the
implemented (system elements as prescribed in the integration strategy, using the defined assembly procgdures,
interface control descriptions, and the related integration enabling systems.
3) Perform check of the interfaces, selected functions, and critical quality characteristics.
NOTE This is performed to help ensure the operation of the interfaces (external and internal), functiops, and
guality characteristics. The interfaces are checked using the Verification process against the interface requirenents.
c) Manage results of integration. This activity consists of the following tasks:
1) Record integration results and any anomalies encountered.
NOTE This includes anomalies due to the integration strategy, the integration enabling systems, execution of the
integration or incorrect system or element definition. Where inconsistencies exist at the interface between the system,
its specified operational environment and any systems that enable the utilization stage, the deviations lead to
corrective actions or requirement changes. The Project Assessment and Control process is used to analyze the data
to identify the root cause, enable corrective or improvement actions, and to record lessons learned.
2) Maintain traceability of the integrated system elements.
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NOTE Bi-directional traceability is maintained between the integrated system elements and the integration
strategy, system architecture, design, and system requirements including interface requirements and definitions that
are necessary for integration

3) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and
baselines. This process (Integration) identifies candidates for the baseline, and then provides the information items to
CM. For this process, the integration strategy is a typical information item that is baselined.

6.4.9 Verification process

6.4.9.1 Purpose

The pprpose of the Verification process is to provide objective evidence that a system or system element
fulfils ifs specified requirements and characteristics.

The \ferification process identifies the anomalies (errors, defects, or faults) in any information item (e.g.,

syste’} requirements or architecture description), implemented system elements, or life cycle processes using

appropriate methods, techniques, standards or rules. This process provides the necessary information to
determine resolution of identified anomalies.

NOTE The Verification process determines that the "product is built right”. The Validation process determines that
the "right product is built".

6.4.9.7 Outcomes

As a r¢sult of the successful implementation of the Verification process:

a)
b)
c)
d)
e)
f)

)

Canstraints of verification that influence the requirements, architecture, or design are identified.

Any enabling systems or services needed for verificationare available.

THe system or system element is verified.

Data providing information for corrective actions is reported.

Olbjective evidence that the realized system fulfils the requirements, architecture and design is provided.
Varification results and anomalies are identified.

Trpceability of the verified system elements is established.

6.4.9.3 Activities and tasks

The pfoject shall imglement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Verification process.

a)

Priepare far verification. This activity consists of the following tasks:

NOTE This strategy generally focuses on minimizing cost and schedule, and/or risk, providing a balanced approach
for contitming that the system or system element has been “built right”

70

1) Identify the verification scope and corresponding verification actions.

NOTE  Scope includes requirements, architecture and design characteristics or other properties to be verified. For
each verification action, the strategy describes the system element or artifact to be verified (the actual system, or a
model, a mock-up, a prototype, a procedure, a plan or other document), and the expected result, such as from its
performance or conformance. Design characteristics include security implications of the design in the context of the
planned operational environment and the achievement of critical quality characteristics.

2) Identify the constraints that potentially limit the feasibility of verification actions.
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NOTE Constraints include technical feasibility, cost, time, availability of verification enablers or qualified personnel,
contractual constraints, and characteristics such as criticality of the mission.

3) Select appropriate verification methods or techniques and associated criteria for every verification
action.

NOTE Verification methods or techniques include: inspection (including peer review), analysis (including modeling,
simulation, and analogy/similarity), demonstration, or testing. The selection of verification methods or techniques are
made according to the type of system, the objectives of the project, and the acceptable risks. Selected methods are
coordinated with relevant stakeholders to help ensure the verification approach is acceptable.

4) Define the verification strategy

NOTE 1 The definition includes trading off what will be verified (scope) against the constraints pr limits, and
deduces what verification actions to use. Verification actions that are candidates for deletion are evaluated|for the
risks their withdrawal imposes. The prioritized verification strategy encompasses the most appropriate verffication
method or technique for every verification action and the necessary verification enabling systems) (simulatofs, test-
benches, qualified personnel, location, facilities, etc.) according to selected verification methods-or'techniques,

NOTE 2 The verification strategy and schedule are updated according to the progress<of the project; in particular
planned verification actions are redefined or rescheduled when unexpected events or/system evolutions occur

5) Identify system constraints from the verification strategy to b€ incorporated in the system
requirements, architecture, or design.

NOTE  This includes practical limitations of accuracy, uncertainty, rep€atability that are imposed by the verification
enablers, the associated measurement methods, the need for systefm integration, and the availability, accefssibility
and interconnection with enablers.
6) Identify and plan for the necessary enabling systems or services needed to support verification.
NOTE Verification enabling systems include verification equipment, simulators, test automation tools, facilitief, etc.
7 Obtain or acquire access to the enabling systems or services to be used to support verificatjon.
NOTE  The acquisition of the enabling systems can be done through various ways such as rental, procufement,
development, reuse, subcontracting; usually the acquisition of the complete set of enablers is a mix of these ways.

The Validation process is used to objectively confirm that the verification enabling system achieves its intended use
for its enabling functions.

b) Perform verification. This activity consists of the following tasks:
1) Define the vefification procedures, each supporting one or a set of verification actions.
NOTE The procedures identify the purpose of the verification with success criteria (expected results), the
verification teehnique to be applied, the necessary enabling systems (facilities, equipment, etc.), ahd the
environmentat'eonditions to perform each verification procedure (resources, qualified personnel, etc.).
2) RPerform the verification procedures.
NOTE Verification, in accordance with the verification strategy, occurs at the appropriate time in the schedule.
Verification activities are performed at the appropriate point the system life cycle in the defined environmept, with
defined enabling systems and resources. The performance of a verification action consists of capturing a resglt from
thC CACbUt;UII Uf thC VCI;ﬂ\.’at;UII HIUdeUIC, \.rUIIIlJGI;IIy thc Ubtﬂlllcd ICDU:: V\I;th thC CI\PC\.’th ICOU:t, (]IICIl dchClng a
degree of correctness of the submitted element.
¢) Manage results of verification. This activity consists of the following tasks:
1) Record verification results and any anomalies encountered.
NOTE 1 This includes anomalies due to the verification strategy, the verification enabling systems, execution of the
verification, or incorrect system definition. The Project Assessment and Control process is used to analyze the data to
identify the root cause, enable corrective or improvement actions, and to record lessons learned.
NOTE 2 The evaluation of verification results in the Project Assessment and Control Process and follow-up
corrective action can vary greatly depending on the purpose of the verification. For elements of a system, this could
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imply a simple problem resolution action to address a failed system element verification followed by re-verification, or
more significant actions such as major project re-direction based on a failure to attain a key milestone, e.g., failed
system testing.

2) Record operational incidents and problems and track their resolution.

NOTE  Performing problem resolution is handled through the Quality Assurance and Project Assessment and
Control processes. Any actual changes to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3) Obtain stakeholder agreement that the system or system element meets the specified
requirements

4 Maintain traceability of the verified system elements.

NOTE  Bi-directional traceability is maintained between the verified system elements and the verificationstrategy,
syistem architecture, design, and system requirements.

5 Provide key information items that have been selected for baselines.

NDTE  The Configuration Management process is used to establish and maintain .Goenhfiguration items and
bgselines. This process (Verification) identifies candidates for the baseline, and then provjdes'the information items to
CM. For this process, the verification strategy is a typical information item that is baselined:

6.4.10| Transition process

6.4.10{1 Purpose

The puirpose of the Transition process is to establish a capability for'a,system to provide services specified by
stakeHolder requirements in the operational environment.

This grocess moves the system in an orderly, planned manner into the operational status, such that the
systen is functional, operable and compatible with other‘operational systems. It installs a verified system,
together with relevant enabling systems, e.g., planning system, support system, operator training system, user
training system, as defined in agreements. This process is used at each level in the system structure and in
each gtage to complete the criteria established for-exiting the stage. It includes preparing applicable storage,
handling, and shipping enabling systems.

NOTE In the case of system upgrades,the-transition activities need to be accomplished with minimal disruption to
ongoingy operations.

6.4.1012 Outcomes

As a rgsult of the successfulimplementation of the Transition process:

a)
b)
c)
d)
e)
f)

9)
h)

72

Transition constraintsithat influence system requirements, architecture, or design are identified.
Any enabling systems or services needed for transition are available.

THe site.iS.prepared.

THe'system installed in its operational location is capable of delivering its specified functions.

Operators, users and other stakeholders necessary to the system utilization and support are trained.
Transition results and anomalies are identified.
The installed system is activated and ready for operation.

Traceability of the transitioned elements is established.
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6.4.10.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Transition process.

a)

Prepare for the transition. This activity consists of the following tasks:

1) Define a transition strategy.

NOTE  The transition strategy includes all activities from site delivery and installation through deployment and
commissioning of the system in accordance with agreements using appropriate mechanisms to help ensure system

—tHrestrategy-invotresatthestakehotdersretrdmghrmraroperators—Hrestrategy-moludes

roles and responsibilities, facilities considerations, shipping and receiving, contingency back out plans/tfaining,

installation acceptance demonstration tasks, operational readiness reviews, operations commencement, transition

success criteria, and integration with other plans. Commissioning of the system is considered ‘along with the

decommissioning of the old system, when one exists. In this case, the Transition and Disposal pfecesses afe used

concurrently.

2) Identify and define any facility or site changes needed.

NOTE This includes changes needed for installation or use.

3) Identify and arrange training of operators, users, and other stakeholders necessary for $ystem
utilization and support.

4) Identify system constraints from transition to be incorporated in the system requirements,
architecture or design.

5) Identify and plan for the necessary enabling systems or services needed to support transition.

NOTE This includes identification of requirements and interfaces for the enabling systems.

6) Obtain or acquire access to the enabling'systems or services to be used.

NOTE The Validation process is used tolobjectively confirm that the transition enabling system achigves its

intended use for its enabling functions.

7) Identify and arrange shipping and receiving of system elements and enabling systems.

b) Perform the transition. This-activity consists of the following tasks:

1) Prepare the site)of operation in accordance with installation requirements.

NOTE Site preparation is conducted in accordance with applicable health, safety, security and environmental

regulations.

2) BPeliver the system for installation at the correct location and time.

NOTE It is sometimes necessary to account for intermediate storage prior to delivery.

3) Install the system in its operational location and interface to its environment.

NOTE TTHe system mstallation INcludes contiguring 1t with required operatonal data, taking Into account changes

to the operating environment or business process changes. Data migration may need to be considered.

4) Demonstrate proper installation of the system.

NOTE Acceptance tests defined in the agreement to deliver generally demonstrate satisfactory installation. Where

the exact location or environment of operation is not available, a representative example is selected. Specific

attention is given to the physical interfaces.

5) Provide training of the operators, users, and other stakeholders necessary for system util
and support.

6) Perform activation and check-out of the system.
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NOTE 1 This task takes all steps needed to activate the system to an operational state, including power-up,
instrument checks, assessment of environmental conditions, and other readiness evaluations, in accordance with
operational procedures, organizational policies, and regulations. This task also interacts with the Validation process to
objectively confirm that the system fulfills the stakeholder requirements in the operational environment.

NOTE 2 This task includes integrity checks and conformance with technical standards. Anti-counterfeit, system and
software assurance, and interoperability elements are usually considered when identifying and defining checkpoints.

7) Demonstrate the installed system is capable of delivering its required functions.

NOTE 1 Acceptance tests, as specified in agreements, can define the criteria that demonstrate that the system or
system element possesses the capability to deliver the required functions and services when installed in its

oferational location and staffed by operators. Specific attention is given to the key functions and logical interfaces.

NOTE 2 This is an operational readiness task that examines readiness of functional capability for an operational
state. The Validation process evaluates whether the system meets the stakeholder needs.

8 Demonstrate the functions provided by the system are sustainable by the enabling systems.
NOTE This is a operational readiness task that examines readiness of enabling systems for an-Operational state.
9 Review the system for operational readiness.

NOTE This includes the results functional demonstration, validation activities, and ststainment demonstration.
10) Commission the system for operations.

NOTE This includes providing support to the users and operatofs during the operations commencement
(cpmmissioning) of the system.

¢) Manage results of transition. This activity consists of the fellowing tasks:
1 Record transition results and any anomalies eneountered.

NQTE This includes anomalies due to the transition“strategy, the transition enabling systems, execution of the
trapsition or incorrect system definition. Where inconsistencies exist at the interface between the system, its specified
opprational environment and any systems that nable the utilization stage, the deviations are resolved through
cofrective actions or changes to the requirements. The Project Assessment and Control process is used to analyze
thg data to identify the root cause, enable cofrective or improvement actions, and to record lessons learned.

2 Record operational incidents and problems and track their resolution.

NOTE  Performing problem-resolution is handled through the Quality Assurance and Project Assessment and
Control processes. Any actual\changes to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3 Maintain traceability of the transitioned system elements.

NOTE Bi-difeetional traceability is maintained between the transitioned system elements and the transition
strptegy, system'architecture, design, and system requirements.

—+

4 Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and
baselines. This process (Transition) identifies candidates for the baseline, and then provides the information items to
CM. For this process, the transition strategy is a typical information item that is baselined.

6.4.11 Validation process

6.4.11.1 Purpose

The purpose of the Validation process is to provide objective evidence that the system, when in use, fulfills its
business or mission objectives and stakeholder requirements, achieving its intended use in its intended

operational environment.
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The objective of validating a system or system element is to acquire confidence in its ability to achieve its
intended mission, or use, under specific operational conditions. Validation is ratified by stakeholders. This
process provides the necessary information so that identified anomalies can be resolved by the appropriate
technical process where the anomaly was created.

NOTE 1  The validation process determines that the "right product is built". The verification process determines that the
"product is built right".

NOTE 2  Validation is also applicable to the engineering artifacts (viewed as system elements) produced in the
definition and realization of the system.

64112 Qutcomes

As a result of the successful implementation of the Validation process:

a)
b)
c)
d)
e)
f)
9)
h)

6.4.11.3 Activities and tasks

Validation criteria for stakeholder requirements are defined.

The availability of services required by stakeholders is confirmed.

Constraints of validation that influence the requirements, architecture, or desigh<are identified.
The system or system element is validated.

Any enabling systems or services needed for validation are availablé.

Validation results and anomalies are identified.

Objective evidence that the realized system or system elément satisfies stakeholder needs is provided.

Traceability of the validated system elements is established.

The project shall implement the following .activities and tasks in accordance with applicable organjzation

policies and procedures with respect to the-\/alidation process.

a)

Prepare for validation. This activity consists of the following tasks:
1) Identify the validationsscope and corresponding validation actions.

NOTE 1 Scope includes,'stakeholder requirements to be evaluated. For each validation action, the gtrategy
describes the stakehalder'needs and requirements for validation, the system or system element on which validation is
performed, and the-expected result from its performance. The scope depends on what is appropriate for the gystems
life cycle stageyit.ean be the system-of-interest or any system element or engineering artifact, such as a ¢oncept
description or_doCument, an operational scenario, a model, a mock-up, or prototype. The scope also ifpcludes
evaluating.hat‘the product or service is predictable in its intended environment and does not enable any unirjtended
uses that tan negatively impact the intended use of the system.

NOTE'2 The supplier, the acquirer, or an agent of the acquirer participates in or performs validatign. The
responsibility is generally designated in the agreement.

2) Identify the constraints that potentially limit the feasibility of validation actions.

NOTE  Constraints include technical feasibility, cost, time, availability of validation enablers or qualified personnel,
contractual constraints, and characteristics such as criticality of the mission.

3) Select appropriate validation methods or techniques and associated criteria for each validation
action.

NOTE 1 Validation methods or techniques include: inspection, analysis, analogy/similarity, demonstration,
simulation, peer-review, testing or certification. The selection of validation methods or techniques is made according
to the type and purpose of the system, the objectives of the project, regulatory or legal requirements, and the
acceptable risks of a validation action.
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b)
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NOTE 2 Where appropriate, validation steps or states are defined (e.g., in-house validation, on-site validation,
operational validation) that progressively build confidence in conformance of the delivered system, then the installed
system, then the in-service system, and assist diagnosis of any encountered discrepancies. Appropriate validation
techniques needed to perform the validation actions are selected, as are defined in the purpose, conditions and
conformance criteria for each validation step.

4) Define the validation strategy.

NOTE 1 The definition includes the trade-off analysis of what will be validated (scope) against the constraints or
limits, and deduce what validation actions to keep. Validation actions that are candidates for deletion are evaluated
for the risks their withdrawal imposes. The prioritized validation strategy is obtained defining concurrently: the most
appropriate validation technique for every validation action; the necessary validation enablers (simulators, test-

bgnches, qualified personnel, location, facilities, etc.) according to selected validation techniques.

NOTE 2 The validation strategy and schedule are updated according to the progress of the project; in particular
planned validation actions are redefined or rescheduled when unexpected events or system evolutions occur,

NOTE 3 This strategy generally focuses on minimizing cost and schedule, and/or risk.

5 Identify system constraints from the validation strategy to be incorporated ,if/the stakeholder
requirements.

NOTE  This includes practical limitations of accuracy, uncertainty, repeatability that are_imposed by the validation
erjablers, the associated measurement methods, and the availability, accessibility andunterconnection with enablers.

6 Identify and plan for the necessary enabling systems or services heeded to support validation.

NOTE  This includes identification of requirements and interfaces for “enabling systems. Validation enabling
syistems include validation equipment, simulators, test automation tools; faeilities, etc.

7 Obtain or acquire access to the enabling systems or:services to be used to support validation.

NOTE  There are various ways to obtain access to enablifg systems such as rental, procurement, development,
repise, subcontracting. Usually access to the complete set 6frenablers is a mix of these ways. The Validation process
is|also used to objectively confirm that the validation-enabling system achieves its intended use for its enabling
fupctions.

Pgrform validation. This activity consists of\the following tasks:
1 Define the validation procedures, each supporting one or a set of validation actions.

NOTE  This includes the identification of the expected results, the validation technique to be applied, the
cqrresponding validation enablers " (facilities, equipment, etc.), and the environment conditions to perform the
vdlidation procedure (resources, qualified personnel, etc.).

2 Perform the validation procedures in the defined environment.

NOTE  Validatigh.activities are performed at the appropriate point the system life cycle, in the defined environment
(ap close as pessible of the operational environment, or representative of it), with defined enablers and resources.
The performance of a validation action consists of capturing a result from the execution of the validation procedure;
cdmparing-the obtained result with the expected result; deducing a degree of compliance of the element; and
dgciding\about the acceptability of compliance if possible uncertainty remains.

3 Review validation—results—to—confirm—that-the—sensices—of-the cyctnm that—are rnqllirnrl h\]l

stakeholders are available.
Manage results of validation. This activity consists of the following tasks:
1) Record validation results and any anomalies encountered.

NOTE This includes anomalies due to the validation strategy, the validation enabling systems, execution of the
validation, or incorrect system definition. The Project Assessment and Control process is used to analyze the data to
identify the root cause, enable corrective or improvement actions, and to record lessons learned.
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2) Record operational incidents and problems and track their resolution.

NOTE  Performing problem resolution is handled through the Quality Assurance and Project Assessment and
Control processes. Any actual changes to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3) Obtain stakeholder agreement that the system or system element meets the stakeholder needs.
4) Maintain traceability of the validated system elements.

NOTE Bi-directional traceability is maintained between the validated system elements and the validation strategy,

mission/business—analvsislife _cvele concents—stakeholder reauirements—svstem-architecture —desion—and ystem
Y T 24 T < =) T g

6.4.12 Operation process
6.4.12.1 Purpose

The purpose of the Operation process is to use the system to deliver its-services.

requirements.
5) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and
baselines. This process (Validation) identifies candidates for the baseline, and then provides_the information ifems to
CM. For this process, the validation strategy is a typical information item that is baselined,

This process establishes requirements for and assigns personné€b to operate the system, and monitgrs the
services and operator-system performance. In order to sustain{services it identifies and analyzes opergtional

anomalies in relation to agreements, stakeholder requirements/and organizational constraints.

NOTE ISO/IEC 20000-1:2011 (IEEE Std 20000-1:2023), provides requirements for establishing a |[service

management system, which supports the Operation process, to achieve its purpose.
6.4.12.2 Outcomes

As a result of the successful implementation-of the Operation process:

a)
b)
<)
d)
e)

f)

6.4.12.3 Activities and tasks

Operation constraints that influence system requirements, architecture, or design are identified.
Any enabling systems, services, and material needed for operation are available.

Trained, qualified opetators are available.

System services'that meet stakeholder requirements are delivered.

System performance during operation is monitored.

Supportto the customer is provided.

The project shall implement the following activities and tasks in accordance with applicable organization

policies and procedures with respect to the Operation process.

a) Prepare for operation. This activity consists of the following tasks:
1) Define an operation strategy.
NOTE  This defines approaches, schedules, resources, and specific considerations required to perform system
operation. It often includes:

i) The availability of services as they are introduced, routinely operated and withdrawn from service. It can
include co-ordination with pre-existing, concurrent or continuing services delivered by other systems that
provide identical or similar services.
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ii)  The staffing strategy and schedules for operators.

iii) The release and re-acceptance criteria and schedules of the system to permit modifications that sustain
existing or enhanced services.

iv) The approach to implement the operational modes in the Operational Concept, including normal operations
and envisioned types of contingency operations.

v) Measures for operation that will provide insight into performance levels.

vi) The operational and occupational safety strategy for operators and others using or in contact with the

system during operafion, accounting for any safefy regulations.
vii) The environmental protection and sustainability strategy for operating the system.
viii) Monitoring procedures for changes in threats and the results of operational monitoring activities,

Identify system constraints from operation to be incorporated in the system' ‘requirements,
architecture, or design.

Identify and plan for the necessary enabling systems or services needed to\Support operation.

NOTE This includes identification of requirements and interfaces for the enabling systems.

4

NQ

Obtain or acquire access to the enabling systems or services to he-used.

TE The Validation process is used to objectively confirm that the operation enabling system achieves its

intended use for its enabling functions.

5
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Identify or define training and qualification reguirements for personnel needed for system
operation.

Assign trained, qualified personnel to be operators.

TE The training and qualification includes awareness of the system in its operational environment and a
ined programmed of familiarization, with @ppropriate failure detection and isolation instruction. Operator
bwledge, skill and experience requirements guide the personnel selection criteria, and where relevant, their
horization to operate is confirmed. The scope of qualification depends on the system-of-interest and its
vironment. For example, in some environments regulatory requirements include certification of operators, whereas
bthers there is no certification requirement. A training mode of the operational system sometimes impacts service
hilability.

rform operation. This activity consists of the following tasks:
Use the system-in its intended operational environment.

TE The Operation Strategy guides the system usage. Where agreed, continuous service capacity and quality
maintained When the system replaces an existing system that is being retired. During a specified period of
hngeover.@r concurrent operation, the transfer of services is managed so that continuing conformance to persistent
keholdéer needs is achieved.

Apply materials and other resources, as required, to operate the system and sustain its services.

NOTE This includes energy sources for hardware and provisions for operators.

3)

Monitor system operation.

NOTE 1 This includes:

i)  Managing adherence to the operation strategy.

ii)  Assuring that the system is operated in a safe manner and compliant with legislated guidelines concerning
occupational safety and environmental protection.
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iii) Using the measures defined in the strategy and analyzing them to confirm that service performance is
within acceptable parameters.

NOTE 2 Monitoring the system includes reviewing that the performance is within established thresholds, periodic
instrument readings are acceptable, and service and response times are acceptable. Operator feedback and
suggestions are useful input for improving system operational performance.

NOTE 3 Cost of operation is also monitored against objectives and constraints, and to identify potential
improvements.

4) Identify and record when system service performance is not within acceptable parameters.
NOTE The system sometimes exhibits unacceptable performance when system elements implemented in
hardware have exceeded their useful life or the system’s operational environment affects the operating and
maintenance personnel (including staff turnover, operator stress and fatigue).
5) Perform system contingency operations, if necessary.
NOTE This includes operating the system in a degraded mode, performing back-out and restore opgration,
system shutdown, implementation of work-around procedures to restore operations Or/other modes for |special
conditions. If needed, the operator performs steps necessary to enter into contingeney-operations and possibly power
down the system. Contingency operations are performed in accordance with pre-established procedures for guch an
event. Often these procedures are accompanied by a continuity plan.

c) Manage results of operation. This activity consists of the following.tasks:
1) Record results of operation and any anomalies encountered.
NOTE This includes anomalies due to the operation stratégy, the operation enabling systems, executior} of the
operation, or incorrect system definition. The Project Assessnient and Control process is used to analyze the|data to
identify the root cause, enable corrective or improvement agtions, and to record lessons learned.
2) Record operational incidents and problems and track their resolution.
NOTE 1 Performing problem resolution is handled through the Quality Assurance and Project Assessmgnt and
Control processes. Any actual changes to the.requirements, architecture, design, or system elements are don¢ within
other Technical Processes.
NOTE 2 If an incident is experienced during operation, the operator records the incident and performs [actions
prescribed in validated operating precedures to restore normal operations.
3) Maintain traceahility of the Operations elements.
NOTE  Bi-directionaltraceability is maintained between the Operations elements and the business or mission
needs, operational concept, concept of operations, and stakeholder requirements.
4) Provide key information items that have been selected for baselines.
NOTE{»~The Configuration Management process is used to establish and maintain configuration itemms and
baselines. This process (Operation) identifies candidates for the baseline, and then provides the information ifems to
CIVE

d)» Support the customer. This activity consists of the following task:
1) Provide assistance and consultation to the customers as requested.
NOTE  Assistance and consultation includes the providing of or providing recommended sources for training,
documentation, vulnerability resolution, anti-counterfeit reporting, and other support services supporting effective use
of the product.
2) Record and monitor requests and subsequent actions for support.
3) Determine the degree to which delivered system services satisfy the needs of the customers.
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NOTE  The results are analyzed and required action to restore or amend system services in order to provide
continued customer satisfaction is identified. Wherever possible the benefit of such action is agreed with stakeholders
or their representatives. The customer satisfaction data also serves as an input to the Quality Management process.

6.4.13 Maintenance process

6.4.13.1 Purpose

The purpose of the Maintenance process is to sustain the capability of the system to provide a service.

This process monitors the system’s capability to deliver services, records incidents for analysis, takes

HW) Aot naxf UH") Banravanting froan el wfirnac i torad ekl
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6.4.13|2 Outcomes

As a result of the successful implementation of the Maintenance process:

a)
b)
c)
d)

e)

Maintenance constraints that influence system requirements, architecture, or design are identified.
Any enabling systems or services needed for maintenance are available.

Ré¢placement, repaired, or revised system elements are made available.

THe need for changes to address corrective, perfective, or adaptive maintenance is reported.

Fdilure and lifetime data, including associated costs, is determined.

6.4.13|3 Activities and tasks

The pfoject shall implement the following activities and tasks,in accordance with applicable organization
policies and procedures with respect to the Maintenance process.

a)

80

Priepare for maintenance. This activity consists of.the following tasks:
1 Define a maintenance strategy.

NOTE 1 The maintenance strategy, also knewn as the maintenance concept, defines the approaches, schedules,
repources, and specific considerations reguired to perform corrective and preventive maintenance in conformance
with operational availability requirements._It generally includes:

i)  The corrective and preventive maintenance strategy to sustain service in the operational environment in
order to achieve custoimer satisfaction.

ii)  The scheduled-preventive maintenance actions that reduce the likelihood of system failure without undue
loss of services or impact on normal operations, (e.g., suspension or restriction of the services).

iii) The logistics strategy throughout the life cycle, including acquisition logistics (helps ensure supportability
implications are considered early during the Development stage) and operations logistics (helps ensure that
the hecessary material and resources, in the right quantity and quality, are available at the right place and
time throughout the Utilization and Support Stages).

iV) TiIU IIUIIIIUCI clIIU. Lyptc UI’ IU[JiclL,EIIIUIIL SYSLEITI UiUIIICIIlb w IUU DI.UIL:'UI, L;Il;'il SWIdyc iUl.,cll.iUIIb clllul L.UIIU.iI.iUIIb,
their anticipated replacement rate, and their storage life and renewal frequency.

v) Approach to assure that counterfeit system elements are not introduced into the system.

vi) The skill and personnel levels required to effect repairs, replacements, and restoration accounting for
maintenance staff requirements and any relevant legislation regarding health and safety, security and the
environment.

vii) Measures for maintenance that will provide insight into performance levels, effectiveness, and efficiency.
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NOTE 2 Reliability Centered Maintenance (RCM) is a cost-effective maintenance strategy to address dominant
causes of equipment failures (supported by Failure Modes, Effects, and Criticality Analysis {FMECA} and Fault Tree
Analysis). It provides a systematic approach to defining a routine maintenance program composed of cost-effective
tasks that preserve important functions. SAE JA1011:2009, Evaluation Criteria for Reliability-Centered Maintenance
(RCM) Processes, provides detailed information. Condition Based Maintenance (CBM/CBM+) is a strategy to improve
system reliability by reducing the amount of time the system is unavailable while conducting routine or corrective
maintenance.

NOTE 3 In most cases, the extension of capability, mid-life upgrade, or evolution of legacy systems becomes a new
system development project that will apply the set of processes within an appropriate life cycle as applicable.

2) Identify system constraints from maintenance to be incorporated in the system requirements,

architecture, or design.

NOTE These often result from the need to 1) re-use existing maintenance enabling systems; 2)fe-use existing
holdings of replaceable system element and accommodate re-supply limitations; 3) conduct maintenance in gpecific
locations or environments.

3) Identify trades such that the system and associated maintenance and logisties actions resujts in a
solution that is affordable, operable, supportable, and sustainable.

NOTE The System Analysis and Decision Management processes are used ‘to,'perform the assessmemts and
trade decisions.

4) Identify and plan for the necessary enabling systems or services needed to support maintenance.
NOTE This includes identification of requirements and interfaces fér the enabling systems.
5) Obtain or acquire access to the enabling systems orservices to be used.

NOTE The Validation process is used to objectively cenfirm that the maintenance enabling system achigves its
intended use for its enabling functions.

b) Perform maintenance. This activity consists of the following tasks:

1) Review incident and problem\reports to identify future corrective, adaptive, perfective and
preventive maintenance needs,

2) Record maintenance incidents and problems and track their resolution.

NOTE 1 If an incident is experienced during maintenance, the maintenance staff records the incident and pgrforms

actions prescribed in validated maintenance procedures.

NOTE 2 Performing ‘maintenance problem identification and resolution is handled through the Quality Asgurance

and Project Assessment and Control processes.

3) Implement the procedures for correction of random faults or scheduled replacement of gystem
elements.

NOTE For random system failures, the fault is isolated down to the planned level of system element replagement,

repair, revision, or reconfiguration. Then the corrective actions for the system element are performed and |correct

system performance is verified. Actions are recorded in order to estimate the useful life of degradable |system

elements.

4) Upon encountering random faults that cause a system failure, deploy actions to restore the
system to operational status.

NOTE Restoration to full operational status may not be possible until the cause of the fault is corrected. In that

case, the system is restored to a degraded mode consistent with the contingency planning.

5) Perform preventive maintenance by replacing or servicing system elements prior to failure,
according to planned schedules and maintenance procedures.

6) Perform failure identification actions when a non-compliance has occurred in the system.
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7) Identify when adaptive or perfective maintenance is required.

NOTE Adaptive and perfective maintenance actions usually involve change to the system requirements,
architecture or design. It may be necessary to establish a new project to modify the existing system. If so, the
Portfolio Management process may be the starting point to initiate the work from the Development stage.

Perform logistics support. This activity consists of the following tasks:
1) Perform acquisition logistics.

NOTE Acqwsmon Loglstrcs conS|derat|ons are mcluded in the agreement resultrng from the Agreement processes

de ermine whether |t is more cost eﬁectlve to |nf|uence the |n|t|al desrgn of the system or to plan for spare parts and
repairs during utilization. These decisions are often constrained by availability requirements and impact the supply
chpin management. Acquisition logistics considers the supportability needs of the system concurrently with-the
definition of the system requirements.

2 Perform operational logistics.

NQTE Operational logistics is the concurrent tuning of both the SOI and enabling systems throughout the
opgrational life to help ensure effective and efficient delivery of system functions. It also inCludes taking the steps
nefpessary to help ensure that the necessary material and resources, in the right quantity and\quality, are available at
the right place and time.

3 Implement any packaging, handling, storage and transportation needed during the life cycle.
NQTE This includes packaging, handling, storage and transportation for-the system, system elements, and the
required replacement system elements. This is often required to support’the objectives of the Integration and

Transition processes.

4 Confirm that logistics actions satisfy the required teplenishment levels so that stored system
elements meet repair rates and planned schedules.

NQTE Monitor the quality and availability of spares, ‘their transportation and their continued integrity during

stqrage. Acquire, train and accredit, as necessary, persennel to maintain operator numbers and skills.
5 Confirm that logistics actions include-supportability requirements that are planned, resourced, and
implemented.

NQTE The logistics actions enable the ‘system to achieve operational readiness. The actions include staffing,
supply support, support equipment, ‘technical data needs (manuals, instructions, lists, etc.), training support,
equipment/computing resource support, and facilities.

Manage results of maintenance and logistics. This activity consists of the following tasks:
1 Record maintepance and logistics results and any anomalies encountered.

NQTE This inCludés anomalies due to the maintenance strategy, the maintenance enabling systems, execution of
thg maintenancerand logistics, or incorrect system definition. The Project Assessment and Control process is used to
anfplyze the. data'to identify the root cause, enable corrective or improvement actions, and to record lessons learned.

2 Record operational incidents and problems and track their resolution.

NOTE Performing problem resolution Is handled through the Quality Assurance and Project Assessment and
Control processes. Any actual changes to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3) Identify and record trends of incidents, problems, and maintenance and logistics actions.

NOTE 1 This is used to inform operations and maintenance personnel, and other projects that are creating or
utilizing similar system entities.

NOTE 2 Incident and problem reporting, including resulting action taken, is tracked through Incident and process
Management activity of the Quality Assurance process.
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4) Maintain traceability of the Maintenance elements.

NOTE  Bi-directional traceability is maintained between the maintenance actions and the system elements
cycle artifacts.

5) Provide key information items that have been selected for baselines.

and life

NOTE The Configuration Management process is used to establish and maintain configuration items and

baselines. This process (Maintenance) identifies candidates for the baseline, and then provides the informatio
to CM. Examples include maintenance plans and life cycle support plans.

n items

B) Monitor customer satisfaction with svstem and maintenance support
7 7 Lol

NOTE  The customer satisfaction data is used in the Quality Management process. ISO 10004:2012 ¢
guidelines for monitoring and measuring customer satisfaction.

6.4.14 Disposal process
6.4.14.1 Purpose

The purpose of the Disposal process is to end the existence of a system element or system for a sp
intended use, appropriately handle replaced or retired elements, and to prgperly attend to identified
disposal needs (e.g., per an agreement, per organizational policy, or for eAvironmental, legal, safety, s
aspects).

This process deactivates, disassembles and removes the system or any of its system elements frg
specific use. It addresses any waste products, consigning,them to a final condition and returni
environment to its original or an acceptable condition. The waste products can be in-process resulting
any life cycle stage, e.g., waste materials during fabrication.) This process destroys, stores or reclaims 3
elements and waste products in an environmentallys sound manner, in accordance with legis
agreements, organizational constraints and stakeholder-requirements. Disposal includes preventing e
non-reusable, or inadequate elements from getting.back into the supply chain. Where required, it ma|
records in order that the health of operators and users, and the safety of the environment, can be morj
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When part of the system will continue to be in-tse in a modified form, the Disposal process helps ensure the

proper handling of the portion being retired.

NOTE The Disposal process is intended-to be applicable throughout the life cycle of the system, including di
prototypes during the Concept and.Development stages, dealing with waste during the Production stag
decommissioning elements from modifications during the Utilization and Support stages.

6.4.14.2 Outcomes

As a result of the successful implementation of the Disposal process:

a) Disposal constraints are provided as inputs to requirements, architecture, design, and implementatid
b) Any enabling systems or services needed for disposal are available.

c) The\system elements or waste products are destroyed, stored, reclaimed or recycled in accordan
safety and security requirements.

bposing
e, and

n.

e with

d)) The environment is returned to its original or an agreed state.

e) Records of disposal actions and analysis are available.
6.4.14.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organ
policies and procedures with respect to the Disposal process.

a) Prepare for disposal. This activity consists of the following tasks:

1) Define a disposal strategy for the system, to include each system element and any re
waste products.
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NOTE This defines schedules, actions and resources that:

i)  permanently terminate the system's functions and delivery of services.

ii) transform the system into, or retain it in, a socially and physically acceptable state, thereby avoiding
subsequent adverse effects on stakeholders, society and the environment.

iii) take account of the health, safety, security and privacy applicable to disposal actions and to the long term
condition of resulting physical material and information.

iv) considers transition of the system for future use in modified or adapted form, including legacy migration.

N(
of

NQ

N(
int

b) P¢
1
NQ

dis
be

Identify system constraints from disposal on the system requirements, architecture and designh
characteristics, or implementation techniques.

TE This includes issues of disassembly, including their associated enabling systems, access to and availability
storage locations and available skill levels.

Identify and plan for the necessary enabling systems or services needed to support disposal.
TE This includes identification of requirements and interfaces for the enabling systems:
Obtain or acquire access to the enabling systems or services to be used.

TE The Validation process is used to objectively confirm that the disposal enabling system achieves its
ended use for its enabling functions.

Specify containment facilities, storage locations, inspection criteria and storage periods, if the
system is to be stored.

Define preventive methods to preclude disposedelements and materials that should not be
repurposed, reclaimed or reused from re-entering th€ supply chain.

rform disposal. This activity consists of the following tasks:
Deactivate the system or system element to prepare it for removal.

TE Interfaces to other systems aré.'considered, e.g., power or fuel are disconnected in accordance with
assembly instructions, and relevant health, safety, security and privacy legislation. When the System-of-Interest is
ng modified for technology or capability upgrades, only the impacted system elements are deactivated and

reoved. This can apply to a prototype of the System-of-Interest during the Concept or Development stage,

2

N(
su
dir
fol
re

ex|
Thi

Remove the system,/system element, or waste material from use or production for appropriate
disposition and actien.

TE The dispesition includes reuse, recycling, reconditioning, overhaul, or destruction. The disposition and
bsequent actions_are conducted in accordance with relevant safety, security, privacy and environmental standards,
pctives and laws. Elements of the system that have useful life remaining, either in their current condition or
owing overhaul or modification, are transferred to other systems-of-interest or organizations. Where appropriate,
onditiofiisystem elements to extend their useful life. Reallocate, redeploy or retire operators. When the element is
bired, non-reusable, or inadequate, it is necessary to prevent the elements from getting back into the supply chain.
s(fask includes the removal of waste material from production or other stages.

3)

Withdraw impacted operating staff from the system or system element and record relevant
operating knowledge.

NOTE This is conducted in accordance with relevant safety, security, privacy and environmental standards,
directives and laws. Act to safeguard and secure knowledge and skills possessed by operators. Refer to knowledge
management process.

4)

84

Disassemble the system or system element into manageable elements to facilitate its removal for
reuse, recycling, reconditioning, overhaul, archiving or destruction.
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5) Handle system elements and their parts that are not intended for reuse in a manner that will
assure they do not get back into the supply chain.

6) Conduct destruction of the system elements, as necessary, to reduce the amount of waste
treatment or to make the waste easier to handle.

NOTE This activity includes obtaining the destruction services required in order to melt, crush, incinerate,
demolish, or eradicate the system or its elements as necessary.

¢) Finalize the disposal. This activity consists of the following tasks:

1) Confirmthatmo—detrimentat—heatth,—safety,—securityand—envirommentat—factors—exist—fojlowing
disposal.

2) Return the environment to its original state or to a state that specified by agreement:

3) Archive information gathered through the lifetime of the system to permit audits land reviews in the

event of long-term hazards to health, safety, security and the environment;xand to permit| future
system creators and users to build a knowledge base from past experiences.
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As a result of the successful implementation of-the Tailoring process:

a) M
m

A2.3
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1

Annex A
(normative)

Tailoring Process

ntroduction

P Additional guidance for tailoring can be found in the ISO/IEC/IEEE TR 24748 guides, on the application of life
ocesses.

[ailoring process
Purpose

urpose of the Tailoring process is to adapt the processes of this«lnifernational Standard to satisfy
lar circumstances or factors that:

rround an organization that is employing this International Standard in an agreement;

luence a project that is required to meet an agreement in which this International Standard is
erenced;

flect the needs of an organization in order to supplyproducts or services.

Outcomes

pdified or new life cycle processes-are defined to achieve the purposes and outcomes of a life cycle
pdel.

Activities and tasks

nternational Standard’is tailored, then the organization or project shall implement the following tasks in
ance with applicable policies and procedures with respect to the Tailoring process, as required.

pntify and record the circumstances that influence tailoring. These influences include, but are not limited

stability of, and variety in, operational environments;

2)
3)
4)
5)

6)

86

risks, commercial or performance, to the concern of interested parties;
novelty, size and complexity;

starting date and duration of utilization;

integrity issues such as safety, security, privacy, usability, availability;

emerging technology opportunities;
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