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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

o o PR | 1 PR | H 1. o il 1LCO 1 10O 1 ol Ao h
Ul gaumauuub, SUVCI ITITITIIUAdl dITU llUll'sUVCl ITIITIILAI, I T1d1S5UI1 WILIT 1OU dlIU 1L, dISU LdRT }Jdl C 1]l t e
work.

The procedures used to develop this document and those intended for its further mainténance¢ are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria n€eded for the
different types of ISO documents should be noted. This document was drafted in accordance with the
rules given in the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and the{Standards Coordinpting
Committees of the IEEE Standards Association (IEEE-SA) Standards Boaxd: The IEEE develops its
standards through a consensus development process, approved by the ‘Ameérican National Standards
Institute, which brings together volunteers representing varied viewpoints and interests to achievie the
final product. Volunteers are not necessarily members of the Institute’and serve without compensdtion.
While the IEEE administers the process and establishes rules to_promote fairness in the consgnsus
development process, the IEEE does not independently evaluatg, test, or verify the accuracy of apy of
the information contained in its standards.

Attention is drawn to the possibility that some of the€lements of this document may be the supject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during‘the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is;information given for the convenience of users and doep not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformiity assessment, as well as information about ISO's adherence tp the
World Trade Organization (WTQ) principles in the Technical Barriers to Trade (TBT), see www.isolorg/
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technalogy,
Subcommittee SC 7\Software and systems engineering, in cooperation with the Systems and Software
Engineering Stahdards Committee of the IEEE Computer Society, under the Partner Standards
Development Oxganization cooperation agreement between 1SO and IEEE.

This first edition cancels and replaces ISO/IEC 15026-4:2012, which has been technically revised.
The main changes compared to the previous edition are as follows:

£ ‘References to the life cycle processes standards (ISO/IEC 15288:2008 and ISO/IEC 12207:2008,
respectively) are changed to refer to their updated versions (ISO/IEC/IEEE 15288:2015[ and

ISO/IEC/IEEE 12207:2017, respectively).
— Outcomes of the process views are changed to make the link to their purpose clearer.
Alist of all parts in the ISO/IEC 15026 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Many specialized standards and guidelines address specific application areas and topics related
to assurance and use different concepts and terminology when addressing common themes.
ISO/IEC/IEEE 15026-1 provides terminology and concepts used in ISO/IEC 15026 (all parts).

ISO/IEC 15026-2 provides minimum requirements for the structure and contents of assurance cases

that treat claims rngarding properties ofa system or software prndnr‘f selected for Qpnr‘i:\] treatment

The results of performing the life cycle activities and tasks referenced in this document can be recorded
in the form of the assurance case described in ISO/IEC 15026-2.

ISO/IEC 15026-3 specifies the concept of integrity levels with corresponding integrityxlevel
requjrements that are required to be met in order to show the achievement of the integrity leyv€l.

ISO/|EC 15026-2, ISO/IEC 15026-3 and this document all use the concepts and vocabulary defined in
ISO/|EC/IEEE 15026-1; however, any part may be applied independently of the othets and the use of
one does not require the use of any others.

© ISO/IEC 2021 - All rights reserved
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Systems and software engineering — Systems and software

dassurance —

Part 4-

Assurance in the life cycle

1 Scope

This document provides guidance and recommendations for assurance of a,selected claim 3
the system-of-interest by achieving the claim and showing the achievement: The guidance
recommendations are given in a system assurance process view on top of {SO/IEC/IEEE 15288 3
software assurance process view on top of ISO/IEC/IEEE 12207.

2 Normative references

The following documents are referred to in the text in such a:way that some or all of their co

bout
and
nd a

htent

constitutes requirements of this document. For dated refetences, only the edition cited applies

undated references, the latest edition of the referenced document (including any amendments) aleies.

ISO/IEC/IEEE 15026-1, Systems and software engineering — Systems and software assurance — P
Concepts and vocabulary

ISO/IEC/IEEE 15288, Systems and software engineering — System life cycle processes
ISO/IEC/IEEE 12207, Systems and software-engineering — Software life cycle processes

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC/IEEE 150
ISO/IEC/IEEE 15288, and ISO/IEC/IEEE 12207 and the following apply.

ISO, IEC and IEEE maintain terminological databases for use in standardization at the follo
addresses:

— ISO Onling. brewsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

— IEEE'Standards Dictionary Online: available at http://dictionary.ieee.org/

31
assurance

. For

rt 1:

26-1,

wing

grounds for justiiied contidence that a claim has been or will be achieved

Note 1 to entry: By definition, assurance is about a claim.

Note 2 to entry: The claim can be a conjunction of more than one claim.

[SOURCE: ISO/IEC/IEEE 15026-1:2019, 3.1.1, modified — Notes 1 and 2 to entry have been added.]

3.2
assurance argument

artefact that links tangible evidence and assumptions to provide a convincing and valid argument of a

claim under a given context

© ISO/IEC 2021 - All rights reserved
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3.3
assurance claim
claim for which assurance (3.1) is considered

3.4

assurance information

information including a claim about a system, evidence supporting the claim, an argument showing
how the evidence supports the achievement of the claim, and the context for these items

Note|l to entry: The sub-claims included in the argument of assurance information can be about the life cycle of
the system of interest when, for example, the top-level claim implies continuous achievement of some property.

Note P to entry: ISO/IEC 15026-2 specifies assurance cases that documents assurance information.

3.5
assufrance objective
purpse of achievement of the assurance claim (3.3)

Note|1 to entry: Assurance objectives determine the required degree of integrity{level and permissible
unceftainty in the assurance information (3.4).

3.6
critical property
property that is agreed by primary stakeholders as having serious consequence

4 Conformance

The gssurance guidance and recommendations referenced in‘this document are to be understood in the
cont¢xt of the processes, activities and tasks of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207.

Confprmance may be claimed to this document with respect to the system assurance process view and/
or the software assurance process view. Thus, copformance to this document shall be achieved in either
or bqth of the following ways.

a) gchieving the required outcomes of the system assurance process view, in addition to conforming
o ISO/IEC/IEEE 15288;

b) achieving the required outcomes of the software assurance process view, in addition to conforming
o ISO/IEC/IEEE 12207.

5 Key concepts

5.1 | Process view

Itis presumedthat the user of this document is using a defined life cycle model. This document provides
two process-viéws: the system assurance process view on top of ISO/IEC/IEEE 15288 and the software
assufanee\process view on top of ISO/IEC/IEEE 12207.

NOTEH CSa ISO/TEC/IEEE 18299 A+ ICA/IEC/IEEE 12207 faor
L, e U/ T/ T EE e oS00 O R Yo e e e 5L o/16+

According to the description in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, a process view includes
— name,

— purpose,

— outcomes, and

— identification and description of the processes, activities and tasks that implement the process view,
and references to the sources for these processes, activities and tasks in other standards.

© ISO/IEC 2021 - All rights reserved
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5.2 Assurance claim and assurance information

A claim for which system or software assurance is considered, is called an assurance claim. The system
assurance process view in Clause 6 and the software assurance process view in Clause 7 can be used
to achieve the assurance claim, and to provide assurance information that shows the achievement.
Commonly, such an assurance claim is in area where substantial risks or consequences are involved
such as reliability and maintainability, safety, security, or human factors.

ALl thao occiio 1o -l daeix

White—the—assurance—elaim—ecanbederivedtrom—anumber-of seurcesitis normalymetivated by
potential real-world adverse consequences associated with the capability of the system, the intepded
use of the system, and the outcomes produced by the system.

The body of information showing that the system-of-interest achieves the assurance claim is cplled
assurance information, which includes:

a) the assurance claim,
b) the required degree of confidence in achievement of the assurance claim
c) justification of selection of the assurance claim,

d) evidence of achievement of the assurance claim, adequate for the' required degree of confidence,
and

e) anargument about how the evidence in d) supports achieyement of the assurance claim a).

The item b) includes the required integrity level of thé system with respect to the assurance claim.
Items c), d), e) should be adequate for the required degree of confidence in b). The item €) should rgflect
satisfaction of the assurance claim (item a)) commensurate with the required degree of confidencg.

NOTE Assurance case as specified by ISO/IEE45026-2 can be used as a structured approach to compile
these items of assurance information.

The argument often includes several different kinds of sub-arguments, e.g. arguments based on dg¢sign
rationale, use of defensive design techniques, verification and validation results, performance of sifnilar
systems or products, conformance to'standards, or field data. An argument consisting of different kinds
of sub-arguments gains more codfidence in achievement of the assurance claim.

The assurance information is maintained and updated throughout the system life cycle, in accordance
with the change of the system during maintenance and redevelopment. The assurance informatioh is a
configuration element ofthe system-of-interest and associated with all the system life cycle processes.
In particular, the assurance information needs to be controlled within the configuration management
process which agtivates the verification process and the validation process, which in turn provides the
contents.

5.3 Using this document

5.3:1% General

This document can be used for establishing an agreement between an acquirer and a suppliel, for

regulatory purposes, or for assessment of internal development processes. This document clarifies
what it means both to achieve the assurance claim and to demonstrate that the assurance claim is
achieved. Its use is, however, not limited to these three purposes.

5.3.2 Use for an agreement

This document can be used for establishing an agreement between an acquirer and a supplier concerning
achieving the assurance claim and showing the achievement. The acquirer and supplier relationship
can be at different levels of the supply chain (prime-supplier, internal to one organization, etc.).

NOTE An agreement can range in formality from a written contract to a verbal understanding.

© ISO/IEC 2021 - All rights reserved
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5.3.3 Use for regulation

An authoritative body can use this document for regulation about, for certification about or just for
clarification of assurance required in the condition of trade.

5.3.4 Use for development

This

document can be used for an internal assessment by a developer in improving its processes for

achi
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6.3
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pystem assurance process view

General

clause provides the system assurance process view. 6.2 provides its purpose; 6.3 provides its
mes; 6.4 identifies the processes, activities and tasks that implement the/precess view; and
rovides guidance about and recommendations for the identified processess Since all processes
O/IEC/IEEE 15288 are applied iteratively and recursively in the life cycle, the guidance and
mmendations should also be applied iteratively and recursively.

1 See ISO/IEC/IEEE 24748-1 for more information about life cyele~models and the iteration and
sion of processes.

2 Performance of the system assurance process view is affected crucially by the quality of assurance

, which in turn reflects the quality of requirements. See ISO/IEC/IEEE 29148 for guidance on requirement
eering.

Purpose

purpose of the system assurance process view is to achieve the assurance claim and to provide
fance information to demonstrate that theassurance claim is achieved.

This process view depends not only ‘enthe system-of-interest but also on the assurance claim.

Outcomes
result of the successful implementation of the system assurance process view:
he assurance claim for the system is identified;

he required degree-of confidence in achievement of the assurance claim is identified;

c) justification of'selection of the assurance claim is produced;

d) the assurance claim identified by outcome a) has been or will be achieved.

e) ¢videfiee of achievement of the assurance claim is produced;

f) 4dn-drgument about how the evidence in e) supports achievement of the assurance claim a) is
produced.

The degree of confidence in outcome b) includes the required integrity level of the system with respect

to th

e assurance claim. Outcomes c), d), e) and f) should be obtained to the extent that the degree of

confidence identified by outcome b) is attained.

6.4

Processes, activities and tasks that implement the system assurance process view

Table 1 shows the life cycle processes that should be applied in order to achieve outcomes of the system
assurance process view.

© ISO/IEC 2021 - All rights reserved
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Table 1 — Processes that implement the process views in this document

Used by Used by
ISO/IEC/IEEE 15288:2015 ISO/IEC/IEEE 15288:2015 system software
and ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 1_2207:2017 assurance | assurance
subclause number subclause title process view pl;/(i)::\/ss
6.1 Agreement processes
6.1.1 Acquisition process X X
6.1.2 Supply process X X
6.2 Organizational project-enabling processes q,\)
6.2.1 Life cycle model management process X X
6.2.2 Infrastructure management process
6.2.3 Portfolio management process
6.2.4 Human resource management process
6.2.5 Quality management process X X
6.2.6 Knowledge management process
6.3 Technical management processes \{</
6.3.1 Project planning process X X
6.3.2 Project assessment and control. process X X
6.3.3 Decision management progess X X
6.3.4 Risk management proceSss X X
6.3.5 Configuration management process X X
6.3.6 Information management process X X
6.3.7 Measurementprocess
6.3.8 Quality assurance process X X
6.4 Techn@gf)rocesses
6.4.1 Business or mission analysis process X X
6.4.2 Stakeholder needs and requirements definition < <
process
System requirements definition process
6.4.3 System/software requirements definition X X
process
6.4.4 Architecture definition process X X
64:5 Design definition process X X
6.4.6 System analysis process X X
6.4.7 Implementation process X X
6.4.8 Integration process X X
6.4.9 Verification process X X
6.4.10 Transition process X X
6.4.11 Validation process X X
6.4.12 Operation process X X
6.4.13 Maintenance process X X
6.4.14 Disposal process X X

© ISO/IEC 2021 - All rights reserved
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The processes, activities, and tasks of ISO/IEC/IEEE 15288 that should be used to achieve the outcomes
provided in 6.3 are provided in the list below with their respective ISO/IEC/IEEE 15288:2015 subclause
numbers. Guidance and recommendations with respect to some of these tasks are given in 6.5.

— Acquisition process (6.1.1)

Define a strategy for how the acquisition will be conducted. (6.1.1.3.a.1)

Prepare_a request for the supply of a product or service that includes the requirements.

(6.1.1.3.a.2)

Communicate therequest for the supply ofa product orservice to potential suppliers. (6.1.1.3:b:1)
Develop an agreement with the supplier that includes acceptance criteria. (6.1.1.3.c.1)
Evaluate impact of changes on the agreement. (6.1.1.3.c.3)

Negotiate the agreement with the supplier. (6.1.1.3.c.4)

Assess the execution of the agreement. (6.1.1.3.d.1)

— S$upply process (6.1.2)

Negotiate an agreement with the acquirer that includes acceptanee criteria. (6.1.2.3.c.1)
Negotiate the agreement with the acquirer. (6.1.2.3.c.4)

Deliver the product or service in accordance with the agveement criteria. (6.1.2.3.e.1)

— Quality management process (6.2.5)

Establish quality management policies, objectives, and procedures. (6.2.5.3.a.1)

Define responsibilities and authority for ithplementation of quality management. (6.2.5.3.a.2)
Define quality evaluation criteria and methods. (6.2.5.3.a.3)

Provide resources and information for quality management. (6.2.5.3.a.4)

Gather and analyze quality assurance evaluation results, in accordance with the defined criteria.
(6.2.5.3.b.1)

— Project planning process (6-3.1)

Identify the projeet objectives and constraints. (6.3.1.3.a.1)
Define theqroject scope as established in the agreement. (6.3.1.3.a.2)

Define and maintain a life cycle model that is comprised of stages using the defined life cycle
models of the organization. (6.3.1.3.a.3)

Establish a work breakdown structure based on the evolving system architecture. (6.3.1.3.a.4)

Detine and maintain the processes that will be applied on the project. (6.3.1.5.a.5)

Define and maintain a project schedule based on management and technical objectives and
work estimates. (6.3.1.3.b.1)

Define roles, responsibilities, accountabilities, and authorities. (6.3.1.3.b.4)

— Decision management process (6.3.3)

Define a decision management strategy. (6.3.3.3.a.1)

Identify the circumstances and need for a decision. (6.3.3.3.a.2)

© ISO/IEC 2021 - All rights reserved
© IEEE 2021 - All rights reserved



https://standardsiso.com/api/?name=3a64d246a7afd7b739ad533d23842495

ISO/IEC/IEEE 15026-4:202

1(E)

Involve relevant stakeholders in the decision-making in order to draw on experience and

knowledge. (6.3.3.3.a.3)
Select and declare the decision management strategy for each decision. (6.3.3.3.b.1)
Determine desired outcomes and measurable selection criteria. (6.3.3.3.b.2)

Identify the trade space and alternatives. (6.3.3.3.b.3)

— Risk management process (6.3.4)

—. 'Configuration management process (6.3.5)

Evaluate each alternative, against the criteria. (6.3.3.3.b.4)

Record, track, evaluate and report decisions. (6.3.3.3.c.3)

Define the risk management strategy. (6.3.4.3.a.1)
Define and record the context of the risk management process. (6.3.4.3.a.2)

Define and record the risk thresholds and conditions under which alével of risk may be acce
(6.3.4.3.b.1)

Establish and maintain a risk profile. (6.3.4.3.b.2)
Periodically provide the relevantrisk profile to stakehplders based upon their needs. (6.3.4.3

Identify risks in the categories described in the riSk management context. (6.3.4.3.c.1)

Estimate the likelihood of occurrence and consequences of each identified risk. (6.3.4.3.c.2

Evaluate each risk against its risk thresholds. (6.3.4.3.c.3)
Identify recommended alternatives forrisk treatment. (6.3.4.3.d.1)

Implement risk treatment alterndtives for which the stakeholders determine that actions sh
be taken to make a risk acceptable. (6.3.4.3.d.2)

pted.

b.3)

L

ould

When the stakeholders aegept a risk that does not meet its threshold, consider it a high priprity

and monitor it continually to determine if any future risk treatment actions are neces
(6.3.4.3.d.3)

Once a risk treatment is selected, coordinate management action. (6.3.4.3.d.4)

Continuallyymonitor all risks and the risk management context for changes and evaluat
risks when their state has changed. (6.3.4.3.e.1)

Impleément and monitor measures to evaluate the effectiveness of risk treatments. (6.3.4.3

€ontinually monitor for the emergence of new risks and sources throughout the life ¢
(6.3.4.3.e.3)

sary.

b the

.e.2)

ycle.

Define a configuration management strategy. (6.3.5.3.a.1)

Identify the system elements and information items that are configuration items. (6.3.5.3.b.1)

Identify and record requests for change and requests for variance. (6.3.5.3.c.1)

Coordinate, evaluate, and disposition requests for change and requests for variance. (6.3.5.3.c.2)

Submit requests for review and approval. (6.3.5.3.c.3)

Track and manage approved changes to the baseline, requests for change, and requests for

variance. (6.3.5.3.c.4)
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Develop and maintain the configuration management status information, for system elements,
baselines, and releases. (6.3.5.3.d.1)

Capture, store and report configuration management data. (6.3.5.3.d.2)

— Information management process (6.3.6)

Define the items of information that will be managed. (6.3.6.3.a.2)

Designate authorities and responsibilities for information management. (6.3.6.3.a.3)
Define information maintenance actions. (6.3.6.3.a.5)

Maintain information items and their storage records, and record the status of information.
(6.3.6.3.b.2)

Dispose of unwanted, invalid or unvalidated information. (6.3.6.3.b.5)

— (Quality assurance process (6.3.8)

Create records and reports related to quality assurance activities. (6.3:8:3.d.1)
Maintain, store, and distribute records and reports. (6.3.8.3.d.2)

Identify incidents and problems associated with product, service, and process evaluations.
(6.3.8.3.d.3)

— Business or mission analysis process (6.4.1)

o

Define the business or mission analysis strategy, (6:4.1.3.a.2)
Define the mission, business, or operational preblem or opportunity. (6.4.1.3.b.2)

Maintain traceability of business or mission analysis. (6.4.1.3.e.1)

— $takeholder needs and requirements definition process (6.4.2)

Prepare for stakeholder needs andrequirements definition. (6.4.2.3.a)
Define stakeholder needs. (6:4.2.3.b)

Define context of use within the concept of operations and the preliminary life cycle concepts.
(6.4.2.3.b.1)

Identify stakehglder needs. (6.4.2.3.b.2)
Develop theoperational concept and other life cycle concepts. (6.4.2.3.c)

Identifyithe stakeholderrequirements and functions thatrelate to critical quality characteristics,
such.as assurance, safety, security, environment, or health. (6.4.2.3.d.2)

Define stakeholder requirements, consistent with life cycle concepts, scenarios, interactions,
constraints, and critical quality characteristics. (6.4.2.3.d.3)

Analyze the complete set of stakeholder requirements. (6.4.2.3.e.1)

Define critical performance measures that enable the assessment of technical achievement.
(6.4.2.3.e.2)

Obtain explicit agreement on the stakeholder requirements. (6.4.2.3.f.1)
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Maintain traceability of stakeholder needs and requirements. (6.4.2.3.£.2)

— System requirements definition process (6.4.3)

Prepare for system requirements definition. (6.4.3.3.a)
Define system requirements. (6.4.3.3.b)

Define each function that the system is required to perform. (6.4.3.3.b.1)

1(E)

Define necessary implementation constraints. (6.4.3.3.b.2)

Identify system requirements that relate to risks, criticality of the system, or critieal qu
characteristics. (6.4.3.3.b.3)

Define system requirements and rationale. (6.4.3.3.b.4)
Analyze the complete set of system requirements. (6.4.3.3.c.1)
Obtain explicit agreement on the system requirements. (6.4.3.3.d.4)

Maintain traceability of the system requirements. (6.4.3.3.d.2)

— Architecture definition process (6.4.4)

Define the system context and boundaries in terms ofinterfaces and interactions with ext
entities. (6.4.4.3.c.1)

Identify architectural entities and relationships between entities that address key stakeh
concerns and critical system requirements:(6.4.4.3.c.2)

Select, adapt, or develop models of the.¢andidate architectures of the system. (6.4.4.3.c.4)
Maintain the architecture definitioh*and evaluation strategy. (6.4.4.3.£.5)

Maintain traceability of the architecture. (6.4.4.3.£.6)

— Design definition process (6.4.5)

Assess alternatives forobtaining system elements. (6.4.5.3.c)

Identify any eandidate non-developmental-items (NDI) that may be considered for
(6.4.5.3.c.1)

Map design’characteristics up to the system elements. (6.4.5.3.d.1)
Capture design and rationale. (6.4.5.3.d.2)
Maintain traceability of design. (6.4.5.3.d.3)

— .System analysis process (6.4.6)

ality

brnal

blder

use.

Define the scope, objectives, and level of fidelity of the system analysis. (6.4.6.3.a.3)

Maintain traceability of system analysis results. (6.4.6.3.c.1)

— Implementation process (6.4.7)

Record objective evidence that the system element meets system requirements. (6.4.7.3.b.

Record implementation results and any anomalies encountered. (6.4.7.3.c.1)
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Maintain traceability of the implemented system elements. (6.4.7.3.c.2)

Integration process (6.4.8)

Perform check of the interfaces, selected functions, and critical quality characteristics.
(6.4.8.3.b.3)

Record integration results and any anomalies encountered. (6.4.8.3.c.1)

-

Maintain traceability of the integrated system elements. (6.4.8.3.c.2)

Yerification process (6.4.9)

-

Define the verification strategy. (6.4.9.3.a.4)

Identify system constraints from the verification strategy to be incorporated ji the system
requirements, architecture, or design. (6.4.9.3.a.5)

Record verification results and any anomalies encountered. (6.4.9.3.c.1)
Record operational incidents and problems and track their resolution((6:4.9.3.c.2)

Maintain traceability of the verified system elements. (6.4.9.3.c.4)

Transition process (6.4.10)

Demonstrate proper installation of the system. (6.4.10.3d.4)
Demonstrate the installed system is capable of delivéring its required functions. (6.4.10.3.b.7)

Demonstrate the functions provided by the system are sustainable by the enabling systems.
(6.4.10.3.b.8)

Record transition results and any anomalies encountered. (6.4.10.3.c.1)
Record operational incidents and preblems and track their resolution. (6.4.10.3.c.2)

Maintain traceability of the transitioned system elements. (6.4.10.3.c.3)

Validation process (6.4.11)

Identify and plan for the'necessary enabling systems or services needed to support validation.
(6.4.11.3.a.6)

Record validationresults and any anomalies encountered. (6.4.11.3.c.1)
Record operational incidents and problems and track their resolution. (6.4.11.3.c.2)

Maintaintraceability of the validated system elements. (6.4.11.3.c.4)

Dperatien process (6.4.12)

Define an operation strategy. (6.4.12.3.a.1)

Identify system constraints from operation to be incorporated in the system requirements,
architecture, or design. (6.4.12.3.a.2)

Identify or define training and qualification requirements for personnel needed for system
operation. (6.4.12.3.a.5)

Monitor system operation. (6.4.12.3.b.3)
Record results of operation and any anomalies encountered. (6.4.12.3.c.1)

Record operational incidents and problems and track their resolution. (6.4.12.3.c.2)
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— Maintain traceability of the operations elements. (6.4.12.3.c.3)
— Maintenance process (6.4.13)
— Define a maintenance strategy. (6.4.13.3.a.1)

— Identify and plan for the necessary enabling systems or services needed to support maintenance.
(6.4.13.3.a.4)

— Perform maintenance. (6.4.13.3.b)

— Review incident and problem reports to identify future corrective, adaptive, perfectivg and
preventive maintenance needs. (6.4.13.3.b.1)

— Perform preventive maintenance by replacing or servicing system elements ‘prior to fajlure,
according to planned schedules and maintenance procedures. (6.4.13.3.b.5)

— Perform failure identification actions when a non-compliance has<ccurred in the sygtem.
(6.4.13.3.b.6)

— Identify when adaptive or perfective maintenance is required. (6;4.13.3.b.7)
— Record maintenance and logistics results and any anomalies encountered. (6.4.13.3.d.1)
— Record operational incidents and problems and track théir resolution. (6.4.13.3.d.2)

— Identify and record trends of incidents, probléms, and maintenance and logistics actions.
(6.4.13.3.d.3)

— Maintain traceability of the maintenanceelements. (6.4.13.3.d.4)

— Provide key information items that havé-been selected for baselines. (6.4.13.3.d.5)

— Monitor customer satisfaction with'system and maintenance support. (6.4.13.3.d.6)
— Disposal process (6.4.14)

— Define a disposal strategy for the system, to include each system element and any resylting
waste products. (6.4.14;3.a.1)

— Return the environment to its original state or to a state that specified by agreerment.
(6.4.14.3.c.2)

— Archive ifformation gathered through the lifetime of the system to permit audits and revjiiews
in the evéent of long-term hazards to health, safety, security and the environment, and to pgrmit
future’system creators and users to build a knowledge base from past experiences. (6.4.14.3.c.3)

6.5 Guidance and recommendations

651 General

Thissubctause provides guidance anmd Tecommendations withr Tespect to some of the activities and
tasks of the processes in ISO/IEC/IEEE 15288 identified in 6.4. Necessary extensions to the activities
and tasks are provided. Any special interpretation, if necessary;, is also given.

In the following, each subclause is dedicated to a system life cycle process that has some activity
or task that implements the system assurance process view. At the end of the paragraphs, except
for the first paragraph in each subclause which is general, the numbering of the activity or task in
ISO/IEC/IEEE 15288 enclosed by angle brackets is given, followed by the numbering of the outcome of
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this process view enclosed by square brackets. This means the paragraph is guidance about the activity
or task to achieve the outcome.

EXAMPLE At the end of the second paragraph of 6.5.2, there is a mark “<a)1), a)2), b)1)>; outcome [d)]”. This
means the paragraph is guidance about the tasks a)1), a)2) and b)1) of the acquisition process, and the guidance
is for achieving the outcome d) of this process view.

6.5.2 Acquisition process

The [purpose of the acquisition process is to obtain a product or service in accordance with the
acqujrer's requirements (ISO/IEC/IEEE 15288:2015, 6.1.1.1). This process should help ensure that
all requirements for achieving the assurance claim and for showing the achievement is passed, tothe
suppllier through the agreement.

The |project should submit a request for proposal (RFP) with the consideration (Of"avoiding
misunderstandings in interpretation so as to obtain a feasible assurance claim. <a)1);a)2), b)1)>;
outcpme [d)]

The primary stakeholders should endeavour to ensure that the agreement includes/achievement of the
assufance claim. <c)1)>; outcome [d)]

The yariables relevant to the elements being acquired and influencing achievement of the assurance
clainp should be referred to in the agreement, as well as the values of thesevariables. The project should
deriye the requirements for the elements being acquired from thetassurance claim and incorporate
then] into the request for the supply of the element. <c)1)>; outcome\|d)]

In addition, the project should incorporate the following conSiderations into the negotiations and the
agreement with the supplier:

a) (¢onfidence that the product development enviromment has appropriate resources in place to
protect the integrity of the product and the assurance claim during development;

b) ¢onfidence that the system development lifé/cycle model chosen by the supplier is appropriate to
the nature of the assurance claim;

c) ¢onfidence that the development Jlifecycle is conducted using well documented, repeatable
rocesses that are monitored in-aceordance with a quality management plan appropriate to the
ature of the assurance claim. <c)1)>; outcome [c), d)]

The agreement should enable fulfilment of the requirements that are necessary for achievement of the
assufance claim. <c)1)>; out€ome [d)]

NOTE 1  Forinstance, thesagreement usually includes such requirements as guarding against counterfeit parts,
tamplering, elements with'vulnerabilities, and revealing of confidential information. The confidential information
inclufles informationfabout vulnerabilities that makes certain that what is received is what is expected.

The project sheuld consider a multi-stage agreement when appropriate. <a)1)>; outcome [d)]

The |project:should revisit the approaches to showing achievement of the assurance claim if the
relatioriship between the acquirer and the supplier changes or if the acquirer’s requirements change.
<c)3)>;-outcome [f)]

NOTE 2  The relationship between the acquirer and the supplier changes when a new supplier participates, or
mergers and acquisitions (M&A) take place with respect to a supplier. The acquirer's requirements often have to
change in order to ensure that the supplier does not refuse to provide required information, enable a new threat,
or undermine existing safeguards for the system-of-interest.

NOTE 3 This action invokes change management carried out as a part of the configuration management
process.

Independent reporting of issues regarding the assurance claim should be required in the contract.
<c)1)>; outcome [f)]
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6.5.3 Supply process

The purpose of the supply process is to provide an acquirer with a product or service that meets
agreed requirements (ISO/IEC/IEEE 15288:2015, 6.1.2.1). This process should help ensure that all
requirements for achieving the assurance claim and for showing the achievement is passed to the
acquirer through the agreement.

The primary stakeholders should endeavour to ensure that the agreement includes achievement of the

accuranca clati fronn tho tachnical and racanircac ncnacte Tho yariabhlac ralavant o tbha alaymantc ]r\ein
oSSt ee-cra ot e a e Souree Sa5p et eV a o e S Fere vt to+tie- S+ hHts

supplied and influencing achievement of the assurance claim should be referred to in the agreement, as
well as the values of those variables. <c)1)>; outcome [d)]

The agreement should enable fulfilment of the requirements that are necessary for achievement qf the
assurance claim. <c)>; outcome [d)]

The project should incorporate the following considerations into the negotiations’and the agreement
with the acquirer, in order to achieve the assurance claim which offsets the resource available tp the
project:

a) confidence that there is a means to fulfil major requirements in a practical manner from techhical
and other aspects;

b) consideration of a multistage agreement, in the case that the precise cost estimation is difficfilt to
achieve;

c) consideration of stepwise commencement of operations of the system, should there be a possibility
of missing the deadline due to unexpected reason,xc)1)>; outcome [c), d)]

Independent reporting of issues regarding the assiirance claim should be required in the confract.
<c)1)>; outcome [f)]

The project should provide information thatisnecessary to select the assurance claim. <c)1)>; out¢ome

[a)]
6.5.4 Life cycle model management process

The purpose of the life cycle model management process is to define, maintain, and assure availabiljty of
policies, life cycle processes; lifé cycle models, and procedures for use by the organization with regpect
to the scope of ISO/IEC/IEEE 15288 (ISO/IEC/IEEE 15288:2015, 6.2.1.1).

The primary stakeholders should endeavour to ensure that the implemented life cycle model is fegsible
from the aspect oflaghievement of the assurance claim, and will be so through evolution of the life fycle
model. <a), ¢)>;-ottcome [d)]

6.5.5 Quality management process

The purpose of the quality management processis to assure that products, services and implementafions
of the quality management process meet organizational and project quality objectives and achieve
customer satisfaction (ISO/IEC/IEEE 15288:2015, 6.2.5.1).

The quality management process should be consistent with the requirements for achieving assurance
with the required degree of confidence. <a)1)>; outcome [d)]

The quality management process should document the justification for the requirements for achieving
the assurance to the extent of the required degree of confidence. <b)1)>; outcome [f)]

NOTE Often the justification for those requirements are established by an authority such as a standards
organization, industry organization or organizations responsible for contract management within a company.
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6.5.6 Project planning process

The purpose of the project planning process is to produce and coordinate effective and workable plans.
The project plans should include the means to ensure adequate resources to achieve the assurance
claim and show the achievement (ISO/IEC/IEEE 15288:2015, 6.3.1.1).

NOTE1 Achievement of the assurance claim and the argument showing the achievement can be documented
as an assurance case with the structure and format provided by ISO/IEC 15026-2.

The assurance objectives should be communicated to as many stakeholders of the project as possible,
including top management, customers and suppliers. <a)1)>; outcome [d)]

The |[development method, environment and tools should be determined in consideration \of-'the
assufance claim and the required degree of confidence in achievement of the assurance claim, decording
to an analysis of the workflow and information processed by the system. <a)2)>; outcome [d]]

NOTHE 2  Each of the development methodologies, such as process-oriented, data-oriented, and object-oriented
methpds, has its own suitability to different applications.

The [primary stakeholders should endeavour to ensure that personnel have“sufficient skills and
authprity which adequately cover all the requirements related to the assurdnce claim, and which
address achieving the assurance claim and showing the achievement. <b)4)3;.dutcome [d)]

NOTE 3  This action invokes the human resource management process, task 6.2.4.3.a.1: Identify skill needs
based on current and expected projects.

The [project plan should include planning to achieve assuranee claim, to help ensure that project
progfess enables to achieve the assurance claim in a timel§/mfanner, and to deal with the potential
effedts from vulnerabilities and weaknesses that can affectiachievement of the assurance claim. <a)3),
a)4),|b)1)>; outcome [d)]

The project should clarify the tasks and responsibilityrwith respect to the assurance claim. <a)4), b)4)>;
outcpme [d)]

The |project should incorporate decision points and milestones to manage cost, schedule, and
performance risks associated with uncertain, ambiguous and emerging requirements that contribute
to adhieving the assurance claim. These(decision points should be at the relevant points in the project
so thiat important decisions and requirements from stakeholders are not postponed, regardless of their
complexity. <b)3)>; outcome [d)]

The project objectives should-inc¢lude assurance objectives. <a)1)>; outcome [a), d)]

The gssurance objectives'should include constraints caused by the laws, regulations and standards. The
activlities and tasks forobtaining necessary licenses or certifications should be included in the project
plan}<a)1)>; outcomec)]

EXAMPLE 1 Ifithe assurance claim is related to safety, obtaining required safety certifications can be reflected
in project plaghihg.

NOTHE 4 « The assurance objectives are determined by the considerations of:

a) tthe r]ahgnrc’ adverse Pnncnqnnnroc' harm’ H'\vnafc’ and hazards that are to he managnr‘ or affected ]r\y the

system, and

b) the tolerable values of the variables related to the assurance claim and maximum acceptable uncertainties
of them.

The project should specify responsibilities for reporting and management of issues for the assurance
claim. <b)4)>; outcome [d)]

The project should determine the ancillary actions required for showing achievement of the assurance
claim, and calculate the cost, timescales and resources necessary for their completion. The goal for
these ancillary actions should be given quantitatively whenever possible. Quantitative estimation is

© ISO/IEC 2021 - All rights reserved
14 © IEEE 2021 - All rights reserved


https://standardsiso.com/api/?name=3a64d246a7afd7b739ad533d23842495

ISO/IEC/IEEE 15026-4:2021(E)

preferable for evaluation of achievement in the operation process. The evaluation of achievement should
be continued throughout the life cycle as needed. <a)3), a)4), a)5)>; outcome [f)]

EXAMPLE 2 In the nuclear industry, safety monitoring is continued throughout the life cycle.

Care should be taken when the project uses commercial off-the-shelf (COTS) items because their effect
to achievement of the assurance claim and its demonstration is often beyond control of the project.
Where customization is required, particular attention should be given to ensuring that the assurance
claim is not invalidated <a)3) a)4) a)5)>: outcome [d])]

NOTES5  Evaluation of the use of COTS and bespoke products can be done in the design definition prdcdesy.

6.5.7 Project assessment and control process

The purpose of the project assessment and control process is to assess if the pldansvare aligned and
feasible; determine the status of the project, technical and process performance; and direct execfition
to help ensure that the performance is according to plans and schedules, within projected budgets, to
satisfy technical objectives (ISO/IEC/IEEE 15288:2015, 6.3.2.1).

The primary stakeholders should endeavour to ensure that the project plan is feasible from the aspgct of
achievement of the assurance claim, and will be so through replanning,of the project. <a), c)>; out¢ome

[d)]
6.5.8 Decision management process

The purpose of the decision management process is toprovide a structured, analytical framework for
objectively identifying, characterizing and evaluating'd set of alternatives for a decision at any point in
the life cycle and select the most beneficial course of action (ISO/IEC/IEEE 15288:2015, 6.3.3.1)] The
decision management process should help ensure that the consequences of achieving the assurance
claim and showing the achievement are considéred whenever a decision is made.

The project should include decisions related to the assurance claim as a category of decision types in
the decision management strategy. <a)1)>; outcome [d)]

Decision criteria for trade-offs and other decisions should protect the assurance claim and should
involve the stakeholders relevant.to the assurance claim. <a), b)>; outcome [d)]

The decision managementstrategy should help ensure that any effects on achieving the assurance ¢laim
and showing the achieyement are included in the evaluation of consequences and associated risks of
alternative actions in-deeisions affecting policies, procedures, plans, personnel, environment, products,
services, and critical supporting infrastructure. <a)1)>; outcome [d), f)]

Once a decisien rélevant to the assurance claim has been made, its effect should be reflected ip the
approaches<o,showing their achievement. <c)3)>; outcome [f)]

6.5.9 C Risk management process

The purpose of the risk management process is to identify, analyze, treat and monitor the fisks
eontinually. The risk management process is a continual process for systematically addrefsing

riskthroughout the tife tycle of asystent product orservice. It cam be apptied to risks Tetated to the
acquisition, supply, development, maintenance or operation of a system (ISO/IEC/IEEE 15288:2015,
6.3.4.1).

NOTE1 The source of the paragraph above is ISO/IEC/IEEE 15288. The word “supply” is added to the last
sentence.

The risk management strategy should include determination of the required degree of confidence in
achievement of the assurance claim. <a)1)>; outcome [b)]
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Managing risks that are related to the assurance claim should be thoroughly integrated throughout the
risk management process in priority setting, decision making, establishing and maintaining the risk
profile, and risk treatment. <a), b), c), d), e)>; outcome [d)]

The assurance information can be used as a framework for organizing and addressing the risks related
to the assurance claim. <a)1), b)1), b)2), c)1), ¢)2), ¢)3)>; outcome [d)]

When establlshlng a rlsk proflle empha51s should be glven to causal factors and conditions for their

clainp. <b)2)> outcome b) d)]

Practices to analyse and mitigate adverse effects on achievement of the assurance claim should be
developed and used when suppliers of off-the-shelf or bespoke products make changes to these products
withput providing detailed information about those changes. <c)1), ¢)2), ¢)3), c)4)>; outcomed)]

The risk that the required degree of confidence is not achieved should be taken into consideration. <c)>;
outcpme [d)]

The possibilities of failing to achieve the assurance claim and failing to show tHis,achievement to an
acceptable extent should be realistically considered, including the risks of having to redevelop parts of
the slystem. <c)4)>; outcome [d)]

The project should evaluate the potential for not being able to achieve/the’assurance claim in a timely
manher, resulting in a risk to the system certification or accreditationor resulting in the system not
being used as intended. <c)1, c)2)>; outcome [d)]

Contjngency action in the event that the assurance claim cannot be achieved in a timely manner should
be identified, planned, and approved by the relevant stakehelders. <c)4)>; outcome [d)]

Careful attention should be given to difficulties in pregvision of needed evidence for achievement of
the gssurance claim, in ensuring prompt reporting afid assessment of reports, and in maintenance of
complete records. <c)4)>; outcome [e)]

The [isk profile should include information necessary for obtaining the degree of confidence. This
incluldes the tolerable risk, potential adverse'consequences, dangerous conditions, risk sources, and the
residual risk. <b)2)>; outcome [b)]

In order to determine the required degree of confidence, the risk management strategy can include the
following actions:

a) dletermine risk criteria andthe tolerable risk of the system-of-interest; <a)1)>; outcome [b)]

b) 4nalyse risks of thessystem-of-interest and record the result to the risk profile; <b)2), ¢)>; outcome

b)]

c) give a structOke’of the risk reduction measures, including the one implemented by the system-of-
interest; <c)4)>; outcome [b)]

d) ¢valuate risks and record the result to the risk profile; <c)3)>; outcome [b)]

e) determine the required degree of confidence in achievement of the assurance claim with acceptable

risk and emphasize the consequence of risks to support the decision on required degree of
confidence in achievement of the assurance claim. <d)2)>; outcome [b)]

6.5.10 Configuration management process

The purpose of configuration management (CM) is to manage and control system elements and
configurations over the life cycle. CM also manages consistency between a product and its associated
configuration definition (ISO/IEC/IEEE 15288:2015, 6.3.5.1). CM is concerned with assurance
information in the following two ways:

— Descriptions in configuration management are part of assurance information.
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— Assurance information itself is managed by the configuration management process.

The configuration management strategy should determine means to extract information relevant to the
assurance claim from the configuration management process and to incorporate it into the assurance
information. Maintenance should include this action. The configuration management strategy should
also provide protection of configuration item data and meta-data, both in repositories and under
modification. <a)1)>; outcome [d)]

e project-should-ide 2 assurance ormation-and-periodica combine . identified
configuration to constitute an organized version of the assurance information. Review and. dudit of
the configuration management process should recommend corrective and preventive actions'agpinst
accidental or unauthorized modifications of the assurance information. <a)1), b)1), c)1), ¢)2),le)3), d)4)>;

outcome [a), b), c), €), )]

The configuration management strategy should facilitate the achievement of the assurance clain} and
its demonstration. At a minimum, the following should be addressed:

— employing rigor and protective measures that are commensurate with the criticality of the sy§tem,
the data, the mission and the assurance argument, and are flexible engagh to enable a wide vafriety
of threats to be addressed;

— adjusting granularity within the configuration management-process to support the approath to
showing achievement of the assurance claim. <a)1)>; outcome,[d)]

The Configuration management process should be tailored if it is necessary for this facilitation. <g)1)>;
outcome [d)]

The project should establish and maintain required cenfidentiality, integrity, availability, authenticdtion,
accountability (including non-repudiation), and¢auditability of the assurance information. <d)1)>;
outcome [d)]

The primary stakeholders should endeavour to ensure consistency of integrity and security of the
configuration with the assurance information <a)1)>; outcome [d)]

Access control, distribution control\storage, and protection should be maintained throughouf the
product or service life cycle. <d)1);'d)2)>; outcome [d)]

The arguments and supporting’evidence should be built, collected, and maintained throughout thie life
cycle and are typically derived from multiple sources. <b)3), c)2)>; outcome [e), f)]

The primary stakehglders should endeavour to ensure consistency of integrity and security of the
configuration with-the approach to showing achievement of the assurance claim. <c)2), d)1)>; outgome

[f)]
6.5.11 Information management process

The parpose of the information management process is to generate, obtain, confirm, transform, rgtain,
retrieve, disseminate and dispose of information, to designated stakeholders (ISO/IEC/IEEE 15288:2015,
6.316.1). The information management process provides the relevant stakeholders including regulatory
or approval authorities with the assurance information.

The defined items of information that will be managed should include the assurance information.
<a)2)>; outcome [a), b), c), e), f)]

NOTE1 ISO/IEC 15026-2 provides a structure for this information.

When an assurance claim concerns “safety” or “security”, the assurance information should provide an
argument covering the full required scope for the safety or security. <a)2)>; outcome [f)]
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The project should collect, organize, and analyse the following information in addition to the assurance
information:

— information and evidence not necessarily directly related to the system-of-interest, including
information about prior versions of the system-of-interest, information about similar systems,
assurance patterns, templates or exchangeable assurance information elements relevant to the
system-of-interest, and arguments to mitigate risks and justifications for using that argument,

—  information concerning the validitv and inteoritv of the assurance information and
S o4 5oy 7

— information and reports about failure, human errors, faults, weaknesses, and incidents as regards
the assurance claim.

The information in the first item above should be generated for both successes and failures. <a)2}, a)4)>;
outcome [f)]

The project should plan for independent reporting regarding the assurance claim. In particular, the
following should be specified:

— dlocumentation of reports and issues regarding the assurance claim, and
— ¢oordination of reporting and dissemination of information regarding the‘assurance claim.

The feporting of dissemination of information regarding the assurane® claim should be coordinated
not gnly throughout the organization but the customers and suppliérs should be involved as needed.
<a)2), a)5)>; outcome [a), )]

The project should preserve integrity and validity of assurance information and, in order to do so,
shoufd conduct management and control the information. This includes:

— protecting assurance information from malicious,dnd non-malicious actions,

— limiting access to sensitive information such asinformation about threat and hazard,

— 1naintaining the required confidentiality,.and

— fesponding to incidents involving the\assurance information. <b)2), b)5)>; outcome [e), )]

Whehever a change is made in the infermation related to the assurance claim, the part of the agreement
that [is relevant to the change arnd the relationship between the change and the relevant part of the
agregment should be clarified(<b)2)>; outcome [e), f)]

NOTHE 2  This action invokes change management in the configuration management process and the agreement
procgsses.

6.5.12 Quality assurance process

The [purpose{of the quality assurance process is to help ensure the effective application of the
orgahization’'s quality management process to the project (ISO/IEC/IEEE 15288:2015, 6.3.8.1).

Qualjt§z-assurance is relative to quality requirements, while assurance as provided in this document

is retative totheassurance chaint—The primmary stakehotdersshoutdsort out output of the quatity
assurance process that can be used as evidence of achievement of the assurance claim, so that they can
also be used for this process view. <d)>; outcome [e), f)]

6.5.13 Business or mission analysis process

The purpose of the business or mission analysis process is to define the business or mission problem
or opportunity, characterize the solution space, and determine potential solution class(es) that could
address a problem or take advantage of an opportunity (ISO/IEC/IEEE 15288:2015, 6.4.1.1).
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The primary stakeholders should endeavour to ensure that the approach to showing the achievement of
the assurance claim is reconciled in the context of the business to be conducted with the system. <a)2),
b)2)>; outcome [e), )]

6.5.14 Stakeholder needs and requirements definition process

The purpose of the stakeholder needs and requirements definition process is to define the stakeholder
requirements for a system that can provide the capabilities needed by users and other stakeholders
in a defined environment. It identifies stakeholders, or stakeholder classes, involved with the system
throughout its life cycle, and their needs, expectations, and desires. It analyses and transfprms
these into a common set of stakeholder requirements. As a subset of stakeholder requiremlents,
critical properties required for achievement of the assurance claim are identified and\decumepted.
(ISO/IEC/IEEE 15288:2015, 6.4.2.1).

The assurance claim should be selected by analysis of the complete set of stakeholderrequirements. The
project should aid this selection from the technical point of view by, for instangce, identifying additjonal
risks, consequences and related uncertainties, and compliance requirement¢sd)2)>; outcome [a)]

NOTE1 As stakeholders define their requirements, some will emerge as requiring high confidence in|their
achievement because they are associated with important consequences, risks, regulations or other mandates
(e.g. anti-tamper, security), relating to properties of the system. Requirements requiring high confidence chn be
used to identify the assurance claim.

The project should prioritize sub-claims of the assurance claim. in order to select the critical sub-claims,
when not all sub-claims can be achieved and to pursue the next best measure is the only choice. e)1),
€)2)>; outcome [d), )]

NOTE 2  The assurance claim can be formed as conjuniction of sub-claims, so that the achievement of al{ sub-
claims entails the achievement of the assurance claim."The sub-claims created by this action and the justifidation
and rationale for their selection can be documented’as part of the assurance information and maintaingd for
later investigation when necessary.

The documentation of prioritization and\fiaintenance of its rationale is done as a part of maintajning
stakeholder requirements traceability.to the sources of stakeholder need. <f)2)>; outcome [d), f)]

The project should provide support to stakeholders as required, so as to help achievement of the
assurance claim. <d)2)>; outcome [d)]

NOTE3  Some stakeholders. do not have a technical background and need technical assistance in deflining
stakeholder requirementsy*or in negotiation to resolve conflicting stakeholder requirements. Explicit
interpretation of the stakeholder’s requirements and the technical application of those requirements woyld be
necessary to ensure/a'common understanding among both technical and non-technical stakeholders.

The stakeholders should agree that they all share the responsibility for the definition of stakehplder
requirements) When requested, they should provide necessary information such as their own ngeds.
If the system analyst has responsibility for eliciting requirements, other stakeholders should be
respousible for cooperating and collaborating with the analyst. <d)2)>; outcome [d)]

Althiough essential requirements are defined and confirmed under the Stakeholder require
definition process, they are subject to change as a result of resolving conflicts between requireme

of the System requirements definition process. The activities and tasks of these two processes are,
therefore, conducted iteratively. Due to cost, schedule, and other constraints or changes in stakeholder
needs, requirements will evolve. As agreements on changes in requirements are made, impacts on the
ability to achieve agreements related to the critical properties should also be addressed, although an
agreement should be respected and should not be changed too easily, even if no legal or financial action

results. <all activities>; outcome [d)]

NOTE4  Refer to ISO/IEC/IEEE 29148:2018, Clause 5, for more discussion of the iterative nature of these
activities and tasks.
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Among stakeholders, those who need to share an understanding of the risks of the system-of-interest
should be identified. <a)>; outcome [d)]

The

source (typically a standard) that provides the set of degrees of confidence should be identified.

<b)2)>; outcome [b)]

NOTES5  The set of degrees of confidence can be a set of integrity levels as defined in ISO/IEC 15026-3.

The
outc

stakeholder needs should entail the determination of the required degree of confidence. <b)2)>;

pme [b)]

NOTE 6  The required degree of confidence determined here can be integrity level as provided\.in
ISO/IEC 15026-3.

The

specified set of stakeholder requirements should yield the required degree of confidence in

achigvement of the assurance claim. <d)2)>; outcome [d)]

Simultaneously with the selection of the assurance claim, the project should preliminarily define means
for showing achievement of the assurance claim paying particular attention to/rade-offs related to
stake¢holder tolerance for risks. Stakeholders should identify their tolerance forfailure, degradation,

and

ompromise or loss, e.g. degraded modes of operation. The project also should identify any cultural,

socigl, and organizational context of the system that can affect achievement of the assurance claim or
showing the achievement. <d)2), f)1)>; outcome [f)]

NOTE 7  This activity is aided by using experience and records regarding previous versions of the system-of-
intergst, systems similar to it, assurance patterns/templates or exchahgéable assurance information elements
relevpnt to the system-of-interest, operational environments of the&§ystem, or known intentions or predictions
regailding the use of the system in its environment.

The
thel

primary stakeholders should endeavour to ensure that decisions necessary in the later stages of
fe cycle are based on the stakeholder requirements’defined in this process. <e)1)>; outcome [d)]

NOTKE 8  This action invokes the decision managemerit‘process.

The
(e.g.

primary stakeholders should endeavour, to ensure the involvement of all relevant stakeholders
those stakeholders familiar with the ‘business need for the critical property and knowledge of

the dritical property) in requirements_definition to keep the introduction of additional stakeholder
requjrements to a minimum in later stages of the life cycle. <f)1)>; outcome [d)]

NOTE9  Collaboration is essentialin defining the purpose of the system product (e.g. new business enabled by
the npw system). The project perisonnel have the system or software development technology knowledge but no
detailed image of the use of thé system, while the acquirers, customers, or users understand what the use of the
systejm would be without the technical skill to build it.

The
clai
soft

primary stakehdélders should endeavour to ensure that the approach to achieving the assurance
n is reconciled\in the context of the business or concept of operations to be conducted with the
are. <c)>; eutcome [d)]

Stake¢holderneeds and requirements are a key input to the risk management process. Stakeholder needs

process. <d)2]> outcome [d)]

The

following actions help achievement of the assurance claim by improving communication between

stakeholders and reducing the likelihood of misunderstanding between stakeholders.

a)

20

During the analysis of the stakeholder requirements, the fact that each stakeholder has their own
circumstance and set of values should be taken into account. <a)>; outcome [d)]

The project should work across the set of technology-knowledgeable stakeholders to determine the
feasibility of requirements across the lifecycle. The full life cycle should be considered to determine
the requirements feasibility and avoid modifications that drive undesirable changes in costs,
© ISO/IEC 2021 - All rights reserved

© IEEE 2021 - All rights reserved



https://standardsiso.com/api/?name=3a64d246a7afd7b739ad533d23842495

ISO/IEC/IEEE 15026-4:2021(E)

schedule and/or performance later in the lifecycle when more technical detail about the system is
known.

b) The stakeholder requirements should be stated as simply as possible in order to make the
achievement of the critical properties easier to be shown. <b)>; outcome [d)]
c) The project should try to minimize both the number of work items that are necessary but not listed

in the stakeholder requirements and any duplication of work items in the stakeholder requirements.

<A >: gutcame [d]
T =T

The assurance claim should include claim that necessary standards relevant to the critical props
are considered in the stakeholder requirements. <b)1), b)2)>; outcome [a)]

6.5.15 System requirements definition process

The purpose of the system requirements definition process is to transform the’ stakeholder,
oriented view of desired capabilities into a technical view of a solution that meéts the operational
of the user (ISO/IEC/IEEE 15288:2015, 6.4.3.1).

The required values for the variables used in the assurance claim should be defined in the sy
requirements definition process. The following items should be eXplicitly specified in the sy
requirements, in so far as they are related to the assurance claim:

— the functional boundary of the system;

— the functions;

— implementation constraints;

— the critical performance measures;

— system requirements in terms of values\for variables pertaining to the assurance claim;

— the priority among the system requirements;

— the maintenance of traceability of the system requirements. <b)2), b)3), b)4)>; outcome [d)]

EXAMPLE If functional safety is chosen as the critical property, the part of system requirements requit
be specified in this process view would be “safety lifecycle requirements,” as described in IEC 61508-1.

The constraints for the system environment required to achieve the assurance claim and to shoy
achievement should beidentified by performing analysis of risks or consequences. This analysis sh
be facilitated by the following information for each sub-claim of the assurance claim:

— risks assdeiated with the system not achieving the assurance claim;
— allowed values of variables related to the sub-claim;
— allowable degree of uncertainty related to the sub-claim and its achievement;

—. "applicable conditions related to the sub-claim. <c)1)>; outcome [a), e), f)]

rties

iser-
eeds

stem
stem

ed to

v the
ould

Before the assurance claim is selected and validated, the project should review the system requirements

related to the assurance claim and determine:

— whether they are consistent with stakeholder requirements, and

— whether they have adequately captured those critical properties the violation of which has severe

consequences and for which stakeholders require high confidence. <a), b)>; outcome [a), d)]
The project should document the assurance claim and their relationships to stakeholder and sy

requirements that justify them. <c)1)>; outcome [a), d)]
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The system requirements should be unambiguous and well examined, so that the risk of
misunderstanding about the assurance claim is reduced. <b)4)>; outcome [d)]

NOTE See ISO/IEC/IEEE 29148 for additional guidance on the characteristics of good requirements.

The system requirements should reflect the risk reduction measures established by the risk
management process. <b)3)>; outcome [d)]

The system requirements should also capture the necessary degree of confidence in achievement of the

assufance claim, and the requirements, when met, that will provide the required degree of confidence
in achievement of the assurance claim. <b)3)>; outcome [b), d)]

The ¢xplicit agreement on the system requirements and its traceability should be provided wherever it
is nefessary to show the achievement of the assurance claim. <d)1), d)2)>; outcome [e)]

6.5.16 Architecture definition process

The purpose of the architecture definition process is to generate system architectur€ alternatives, to
seledt one or more alternative(s) that frame stakeholder concerns and meet systefw’requirements, and
to exipress this in a set of consistent views (ISO/IEC/IEEE 15288:2015, 6.4.4.1)(

Each|architecture alternative should enable the system to achieve the assurahce claim <c)1), ¢)2), c)4)>;
outcpme [d)].

Inforjmation produced in this process and required as evidence of achievement of the assurance claim
or r¢quired for showing achievement of the assurance claim-should be provided. <c)1), c)2), c)4)>;
outcpme [e), )]

The architecture definition and evaluation strategy, as well as traceability of the architecture, should
be provided whenever it is necessary to show the achievement of the assurance claim. <f)5), f)6)>;
outcpme [e)]

6.5.17 Design definition process

The purpose of the design definition process is to provide sufficient detailed data and information
about the system and its elements to enable the implementation consistent with architectural entities
as dgfined in models and views of the system architecture (ISO/IEC/IEEE 15288:2015, 6.4.5.1).

The project should evaluate thefuse of off-the-shelf and bespoke products as elements according to the
projgct needs. <c)>; outcome-{d)]

NOTH The effect of use'of/COTS and bespoke products can be done in the project planning process.

The map of design-characteristics to the system elements, design document and its rationale, and
tracdability of design should be provided whenever it is necessary to show the achievement of the
assurance claim;»<d)2), d)3)>; outcome [e)]

6.5.18 System analysis process

The purpose of the system analysis process is to provide a rigorous bhasis of data and information

for technical understanding to aid decision-making across the life cycle (ISO/IEC/IEEE 15288:2015,
6.4.6.1).

The degree of confidence in achievement of the assurance claim identified in outcome b) of this process
view should be considered in the definition of level of fidelity of system analysis, assuming the result of
system is used in the argument f) of this process view. <a)3)>; outcome [b)]

The traceability of system analysis results should be provided whenever it is necessary to show the
achievement of the assurance claim. <c)1)>; outcome [e]]
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6.5.19 Implementation process

The purpose of the implementation process is to realize a specified system element
(ISO/IEC/IEEE 15288:2015, 6.4.7.1).

The objective evidence that the system element meets system requirements, implementation results
and encountered anomalies, as well as traceability of the implemented system elements, should be
provided whenever it is necessary to show the achievement of the assurance claim. <b)3), c)1), ¢)2)>;

oltcorma [a\‘l

vvvvvvvvv <71

6.5.20 Integration process

The purpose of the integration process is to synthesize a set of system elements-into a realized
system (product or service) that satisfies system requirements, architectire, and dgsign
(ISO/IEC/IEEE 15288:2015, 6.4.8.1).

The project should check that the result of integration achieves the assurance’claim. <b)3)>; outgome

[d)]

Recorded integration results and encountered anomalies, as well a§ traceability of the integrated
system elements, should be provided whenever it is necessary to showthe achievement of the assuifance
claim. <c)1), ¢)2)>; outcome [e)]

6.5.21 Verification process

The purpose of the verification process is to providé objective evidence that a system or system
element fulfils its specified requirements and characteristics (ISO/IEC/IEEE 15288:2015, 6.4.9.1)| The
verification plan should be consistent with the strategy for achieving the assurance claim and showing
the achievement.

The primary stakeholders should endeavour to ensure that the verification plans, activities| and
decisions contribute to achieving the asSurance claim with confidence to the required degree| The
effect of reliability of means and tools*to the uncertainty of achieving the assurance claim shou|d be
considered. <a)4), a)5)>; outcome [b})]

The verification plan should be)consistent with the plans for achieving the assurance claim and for
showing the achievement. In particular, it includes:

— identification of verification criteria,
— measurementexiteria,
— means to résolve problems related to the assurance claim, and

— meangtolet the assurance information reflect the resolution of the problems. <a)4)>; outcomg [d),

e), £)}

Recorded verification results and encountered anomalies, operational incidents and problems and [their
resolution, and traceability of the verified system elements should be provided whenever it is necegsary
to show the achievement of the assurance claim. <c)1), ¢)2), c)4)>; outcome [e)]

6.5.22 Transition process

The purpose of the transition process is to establish a capability for a system to provide services
specified by stakeholder requirements in the operational environment (ISO/IEC/IEEE 15288:2015,
6.4.10.1).

The assurance claim should be demonstrated with respect to the result of installation. <b)4), b)7),
b)8)>; outcome [d)]
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Recorded transition results and encountered anomalies, operational incidents and problems and their
resolution, and traceability of the transitioned system elements should be provided whenever it is
necessary to show the achievement of the assurance claim. <c)1)>; outcome [e)]

6.5.23 Validation process

The purpose of the validation process is to provide objective evidence that the system, when in use,
fulfils its business or mission objectives and stakeholder requirements, achieving its intended use in its

interjded operational environment (ISO/IEC/IEEE 15288:2015, 6.4.12.1).

The yalidation plan should be sufficient to obtain confidence in achievement of the assurance claim.to
the required degree. <a)6)>; outcome [b)]

Recorded validation results and encountered anomalies, operational incidents and problems and
their resolution, and traceability of the validated system elements should be provided whenever it is
necepgsary to show the achievement of the assurance claim. <c)1)>; outcome [e)]

6.5.24 Operation process

The purpose of the operation process is to use the system to deliver its servicés'a’capability for a system
to prjovide services (ISO/IEC/IEEE 15288:2015, 6.4.12.1). The operation, plan should include plans for
achigving the assurance claim and showing the achievement.

The pperation plan should provide for regular audits of operationtecords to verify that there is no
evid¢nce that the system or the demonstration of the achievenient of the assurance claim have been
unknjowingly subverted. <a)1), a)2), a)5)>; outcome [e), f)]

The plan should include adequate measures that prevent harm or loss of sensitive information related
to the assurance claim even if the control of the systems lost or transferred. <a)1)v)>; outcome [d)]

The project should establish reporting systems and”procedures for investigation and disposition of
incidents related to the assurance claim. Examples of such incidents are:

attempted violations and violations of tHe assurance claim,

— Iroduct vulnerabilities or weakness\that can contribute to violations, and

ew sources of danger potentially resulting in violation of the assurance claim throughout the life
¢ycle. <c)2)>; outcome [d)]

Apprijopriate safeguards should be put in place for required confidentiality when communicating the
planfand reporting the incidents above. <b)3)>; outcome [d)]

The pperation plan-should conform to the operational restrictions that derive the assumptions of the
argument showing achievement of the assurance claim. The operation plan should also prescribe that
violations of those operational restrictions are reported, recorded, and resolved. The operation plan
should also ‘Centain training information on how to establish and maintain compliance with those
operptionalrestrictions. <a)1)>; outcome [d)]

Resullts”of operation and any anomalies encountered, operational incidents and problems and their

resolution, and traceability of the operations elements should be provided whenever it is necessary to
show the achievement of the assurance claim. <c)1), ¢)2), ¢)3>; outcome [e)]

The operation plan should cope with changes in operational conditions even if it is not encompassed in
the assurance claim; for that purpose, the plan should prescribe the means to modify the approach to
showing achievement of the claim and the related assurance information so as to reflect the changes.
<a)1), ¢)2)>; outcome [d)]

The operation plan should include assessment of effects of changes in the system or its operational
environment on the usability related to the assurance claim and on assumptions of the assurance
argument. <a)1)>; outcome [d)]

© ISO/IEC 2021 - All rights reserved
24 © IEEE 2021 - All rights reserved


https://standardsiso.com/api/?name=3a64d246a7afd7b739ad533d23842495

ISO/IEC/IEEE 15026-4:2021(E)

6.5.25 Maintenance process

The purpose of the maintenance process is to sustain the capability of the system to provide a service
(ISO/IEC/IEEE 15288:2015, 6.4.13.1). The maintenance plans should include plans for continual
achievement of the assurance claim throughout the life cycle.

The maintenance plan should provide for evaluation of the effect of changes of the system or system
elements on information related to the assurance claim. <a)1)>; outcome [d)]

The plan should include provision for the controlled update and release of artefacts related t¢ the
assurance claim. <a)1)>; outcome [d)]

The maintenance plan should include assessment of the effects of changes in the $ystem qr its
operational environment, e.g. on usability, that can impact the assurance claim. This assessment should
include ongoing measurement of the critical properties when maintenance changes'dre made. a)l),
b)1), b)7)>; outcome [d)]

NOTE1  Effect of changes to assurance claim is assessed by invoking change management activities ¢f the
configuration management process. This includes examination of the plan as welkasthe result of change.

Implication of change should be disseminated widely and should be clear, concise and comprehensible.
<b)>; outcome [d)]

NOTE 2  Such information can be disseminated by means of formalreports to management personnel, Jafety
newsletters, bulletins, and training. This is accomplished by invokiilg the information management process.

The maintenance plan should provide measures to prévent replacement, retirement, or dispodal of
parts or components of the system from compromising achievement of the assurance claim. {a)1),
a)4)>; outcome [d)]

The maintenance plan should have provisions<for informing the risk management strategy off risk
information related to the assurance claim.and guidance related to modifications, workarounds} and
other risks related to maintenance. <a)1),)2), d)5)>; outcome [d)]

In order to maintain the achievementyof the assurance claim, a risk assessment or analysis of efffects
related to the assurance claim of these changes should be performed. <b)1), b)5), b)6), b)7)>; outgome

[d)]

All proposed product changes, including changes to requirements not related to the assurance claim,
design, and components,should undergo analyses of impact related to the assurance claim.

The maintenance plan/should include resources for updating the assurance argument and assuijance
information as required, including new evidence. <b)1), b)7)>; outcome [e), f)]

Maintenance-and logistics results and any anomalies encountered, operational incidents and prohlems
ant theiresolution, trends of incidents and problems in maintenance and logistics actions, and
traceability of the maintenance elements should be provided whenever it is necessary to show the
achievement of the assurance claim. <d)1), d)2), d)3), d)4)>; outcome [e)]

6.5.26 Disposal process

The purpose of the disposal process is to end the existence of a system element or system for a specified
intended use, appropriately handle replaced or retired elements, and to properly attend to identified
critical disposal needs (e.g. per an agreement, per organizational policy, or for environmental, legal,
safety, security aspects) (ISO/IEC/IEEE 15288:2015, 6.4.14.1).
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The primary stakeholders should examine whether the result of the disposal process is relevant to the
assurance claim and, if there is anything relevant, should endeavour to ensure that the disposal process
contributes to achievement of the assurance claim. <a)1), c)2), ¢)3)>; outcome [d)]

NOTE An example of the result that can be relevant to the assurance claim is the data stored in the systems.
The assurance claim can require that such data be scrapped appropriately so as to keep security and privacy of
the users.

7 Software assurance process view

7.1 | General

This|clause provides the software assurance process view. 7.2 provides its purpose; 7.3 provides its
outcpmes; 7.4 identifies the processes, activities and tasks that implement the processiew; and 7.5
provjdes guidance about and recommendations for some of the processes that implemeént'the process
view] Since all processes of ISO/IEC/IEEE 12207 are applied iteratively and recursively, in the life cycle,
the guidance and recommendations should also be applied iteratively and recursively:

NOTE1 ISO/IEC/IEEE 12207:2017, E.6 describes the process view for software)assurance (information
secuifity). Although its process view name is identical to the process view being.défihed in this clause, the two
procgss views are defined independently of each other and their purposes are completely different.

NOTE 2  See ISO/IEC/IEEE 24748-1 for more information about life €ycle models and the iteration and
recuision of processes.

NOTE 3  Performance of the software assurance process view iszaffected crucially by the quality of assurance

claim, which in turn reflects the quality of requirements. See ISQ/IEC/IEEE 29148 for guidance on requirement
engirfeering.

7.2 | Purpose

The purpose of the software assurance process\wiew is to achieve the assurance claim and to provide
assufance information that the assurance claim is achieved.

NOTH This process view depends not only on the software-of-interest but also on the assurance claim.

7.3 | Outcomes
As afesult of the successful implementation of the software assurance process view:
a) the assurance claim-for'the software is identified;

b) the required degree of confidence in achievement of the assurance claim is identified;

c) justificationef selection of the assurance claim is produced;
d) the assurance claim identified by outcome a) has been or will be achieved.

e) ¢vidence of achievement of the assurance claim is produced;

f) an argument about how the evidence in e) supports achievement of the assurance claim a) is
produced.

The degree of confidence in outcome b) includes the required integrity level of the software with
respect to the assurance claim. Outcomes c), d), e) and f) should be obtained to the extent that the
degree of confidence identified by outcome b) is attained.
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7.4 Processes, activities and tasks that implement the software assurance process view

Table 1 shows the ISO/IEC/IEEE 12207 life cycle processes that should be applied in order to achieve
outcomes of the software assurance process view.

The processes, activities, and tasks of ISO/IEC/IEEE 12207 that should be used to achieve the outcomes
provided in 7.3 are provided in the list below with their respective ISO/IEC/IEEE 12207:2017 subclause
numbers. Table 1 shows the processes that contain activities or tasks listed below. Guidance and

7L
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NOTE

— Acquisition process (6.1.1)

— Supply process (6.1.2)

— Quality management process(6.2.5)

— UProject planning process (6.3.1)

The five processes which are discussed in 7.5 are marked with an asterisk (*) in the followingis}.

Define a strategy for how the acquisition will be conducted. (6.1.1.3.a.1)

Prepare a request for the supply of a product or service that includes the requiremlents.
(6.1.1.3.a.2)

Communicate the requestfor the supply ofa productor service topoténtial suppliers. (6.1.1.3.b.1)
Develop an agreement with the supplier that includes accepgante criteria. (6.1.1.3.c.1)
Evaluate impact of changes on the agreement. (6.1.1.3.¢t3)

Negotiate the agreement with the supplier. (6.1.1.3.¢.4)

Assess the execution of the agreement. (6.1.1.3yd1)

Negotiate an agreement with the acquirer that includes acceptance criteria. (6.1.2.3.c.1)
Negotiate the agreement with thesacquirer, as necessary. (6.1.2.3.c.4)

Deliver the product or servicejin accordance with the agreement criteria. (6.1.2.3.e.1)

Establish quality management policies, objectives, and procedures. (6.2.5.3.a.1)
Define responsibilities and authority for implementation of quality management. (6.2.5.3.h.2)
Define quality evaluation criteria and methods. (6.2.5.3.a.3)

Provideresources and information for quality management. (6.2.5.3.a.4)

Gather and analyze quality assurance evaluation results, in accordance with the defined criteria.
(6.2.5.3.b.1)

Identify the project objectives and constraints. (6.3.1.3.a.1)

Define the project scope as established in the agreement. (6.3.1.3.a.2)

Define and maintain a life cycle model that is comprised of stages using the defined life cycle
models of the organization. (6.3.1.3.a.3)

Establish a work breakdown structure based on the evolving system architecture. (6.3.1.3.a.4)
Define and maintain the processes that will be applied on the project. (6.3.1.3.a.5)

Define and maintain a project schedule based on management and technical objectives and
work estimates. (6.3.1.3.b.1)
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Define roles, responsibilities, accountabilities, and authorities. (6.3.1.3.b.4)

Decision management process (6.3.3)

Define a decision management strategy. (6.3.3.3.a.1)
Identify the circumstances and need for a decision. (6.3.3.3.a.2)

Involve relevant stakeholders in the decision-making in order to draw on experience and

knowledge. (6.3.3.3.a.3)

Select and declare the decision management strategy for each decision. (6.3.3.3.b.1)
Determine desired outcomes and measurable selection criteria. (6.3.3.3.b.2)
Identify the trade space and alternatives. (6.3.3.3.b.3)

Evaluate each alternative against the criteria. (6.3.3.3.b.4)

Record, track, evaluate and report decisions. (6.3.3.3.c.3)

Risk management process (6.3.4)

Define the risk management strategy. (6.3.4.3.a.1)
Define and record the context of the risk management process. (6.3.4.3.a.2)

Define and record the risk thresholds and conditions under which a level of risk may be accepted.
(6.3.4.3.b.1)

Establish and maintain a risk profile. (6.3.4.3.b.2)

Periodically provide therelevantrisk profile tostakeholders based upon their needs. (6.3.4.3.b.3)
Identify risks in the categories described’in the risk management context. (6.3.4.3.c.1)
Estimate the likelihood of occurrence'and consequences of each identified risk. (6.3.4.3.c.2)
Evaluate each risk against its-risk thresholds. (6.3.4.3.c.3)

Identify recommended alternatives for risk treatment. (6.3.4.3.d.1)

Implement risk treatment alternatives for which the stakeholders determine thatactions should
be taken to make-a.risk acceptable. (6.3.4.3.d.2)

When the stakeholders accept a risk that does not meet its threshold, consider it a high priority
and monitgnjit'continually to determine if any future risk treatment actions are necessary or if
its priority-has changed. (6.3.4.3.d.3)

Oncearisk treatment is selected, coordinate management action. (6.3.4.3.d.4)

Continually monitor all risks and the risk management context for changes and evaluate the
risks when their state has changed. (6.3.4.3.e.1)

Implement and monitor measures to evaluate the effectiveness of risk treatments. (6.3.4.3.e.2)

Continually monitor for the emergence of new risks and sources throughout the life cycle.
(6.3.4.3.e.3)

Configuration management process (6.3.5)"

Define a configuration management strategy. (6.3.5.3.a.1)

Select the software system elements to be uniquely identified as configuration items subject to
configuration control. (6.3.5.3.b.1)
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Perform configuration change management. (6.3.5.3.c)
Perform release control. (6.3.5.3.d)

Develop and maintain the CM status information for software system elements, baselines, and
releases. (6.3.5.3.e.1)

Capture, store and report configuration management data. (6.3.5.3.e.2)

— Information management process (6.3.6)

— Quality assurance process (6.3.8)

— Business or mission analysis process (6.4.1)

— Stakeholder needs and reguirements definition process (6.4.2)

Define the items of information that will be managed. (6.3.6.3.a.2)
Designate authorities and responsibilities for information management. (6.3.6.3,a.3)
Define information maintenance actions. (6.3.6.3.a.5)

Maintain information items and their storage records, and record the status of informdtion.
(6.3.6.3.b.2)

Dispose of unwanted, invalid or unvalidated information. (6.3.6:3\b.5)

Create records and reports related to quality assurance activities. (6.3.8.3.d.1)
Maintain, store, and distribute records and reports. (6.3.8.3.d.2)

Identify incidents and problems associated ‘with product, service, and process evaluatfions.
(6.3.8.3.d.3)

Define the business or mission analysis strategy. (6.4.1.3.a.2)
Define the mission, business,or operational problem or opportunity. (6.4.1.3.b.2)

Maintain traceability of biisiness or mission analysis. (6.4.1.3.e.1)

Prepare for stakeholder needs and requirements definition. (6.4.2.3.a)
Define stakeholder needs. (6.4.2.3.b)

Define context of use within the concept of operations and the preliminary life cycle congepts.
(6.4:2,3'b.1)

[dentify stakeholder needs. (6.4.2.3.b.2)

Develop the operational concept and other life cycle concepts. (6.4.2.3.c)

Identify the stakeholderrequirements and functionsthatrelate to critical quality characteriptics,

such as assurance, safety, security, environment, or health. (6.4.2.5.d.2)

Define stakeholder requirements, consistent with life cycle concepts, scenarios, interactions,
constraints, and critical quality characteristics. (6.4.2.3.d.3)

Analyze the complete set of stakeholder requirements. (6.4.2.3.e.1)

Define critical performance measures that enable the assessment of technical achievement.
(6.4.2.3.e.2)

Obtain explicit agreement on the stakeholder requirements. (6.4.2.3.f.1)

© ISO/IEC 2021 - All rights reserved
© IEEE 2021 - All rights reserved 29


https://standardsiso.com/api/?name=3a64d246a7afd7b739ad533d23842495

ISO/IEC/IEEE 15026-4:2021(E)

30

— Maintain traceability of stakeholder needs and requirements. (6.4.2.3.£.2)

System/software requirements definition process (6.4.3)"

— Prepare for system/software requirements definition. (6.4.3.3.a)

— Define system/software requirements. (6.4.3.3.b)

— Define each function that the software system or element is required to perform. (6.4.3.3.b.1)

1

]

q

1+ Define necessary implementation constraints. (6.4.3.3.b.3)

1+ Identify requirements that relate to risks, criticality of the software system, or critical quality

characteristics. (6.4.3.3.b.4)

1+ Define system/software requirements and requirements attributes. (6.4.3.3.b.5)
1+ Analyze system/software requirements. (6.4.3.3.c)

1+ Analyze the complete set of system/software requirements. (6.4.3.3.c.1)

1+ Manage system/software requirements. (6.4.3.3.d)

1+ Obtain explicit agreement on the system/software requirements. (6.4.3.3.d.1)

1+ Maintain traceability of the system/software requirements.-(6.4.3.3.d.2)

Architecture definition process (6.4.4)

1 Define the system context and boundaries in terms.of interfaces and interactions with external

entities. (6.4.4.3.c.1)

+— Identify architectural entities and relationships between entities that address key stakeholder

concerns and critical software system requirements. (6.4.4.3.c.2)

1— Select, adapt, or develop models of the candidate architectures of the system. (6.4.4.3.c.4)
1+ Maintain the architecture definition and evaluation strategy. (6.4.4.3.£.5)

1+ Maintain traceability of the architecture. (6.4.4.3.£.6)

Design definition process (6,4.5)"

1— Identify candidate-alternatives for software system elements. (6.4.5.3.c.2)
1 Capture the désign and rationale. (6.4.5.3.d.1)

1 Establishtraceability between the detailed design elements, the system/software requirements,

and théarchitectural entities of the software system architecture. (6.4.5.3.d.2)

$ystem‘analysis process (6.4.6)

+L~Define the scope, objectives, and level of fidelity of the analysis. (6.4.6.3.a.3)

— Maintain traceability of analysis results. (6.4.6.3.c.1)

Implementation process (6.4.7)

— Record objective evidence that the software system element meets system requirements.

(6.4.7.3.b.6)

— Record implementation results and anomalies encountered. (6.4.7.3.c.1)
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Maintain traceability of the implemented system elements. (6.4.7.3.c.2)

— Integration process (6.4.8)

Check that the integrated software interfaces or functions run from initiation to an expected
termination within an expected range of data values. (6.4.8.3.b.3)

Record integration results and anomalies encountered. (6.4.8.3.c.1)

— Verification process (6.4.9)"

— Transition process (6.4.10)

— Validation process((6,4.11)

=~ Operation process (6.4.12)

Maintain traceability of the integrated system elements. (6.4.8.3.c.2)

Define the verification strategy. (6.4.9.3.a.1)

Identify constraints from the verification strategy to be incorporated in the)system/software
requirements, architecture, or design. (6.4.9.3.a.2)

Review verification results and anomalies encountered and jidentify follow-up actjions.
(6.4.9.3.c.1)

Record incidents and problems during verification and trackéheir resolution. (6.4.9.3.c.2)

Maintain traceability of the verified software system elements. (6.4.9.3.c.4)

Demonstrate proper installation of the software system. (6.4.10.3.b.5.i)

Demonstrate the installed or transitioned preductis capable of delivering its required functjions.
(6.4.10.3.b.5.ii)

Demonstrate the functions provided by the system are sustainable by the enabling systems.
(6.4.10.3.b.5.iii)

Record transition results and-anomalies encountered. (6.4.10.3.c.1)
Record transition incidents and problems and track their resolution. (6.4.10.3.c.2)

Maintain traceability of the transitioned system elements. (6.4.10.3.c.3)

Identify and plan for the necessary enabling systems or services needed to support validgtion.
(6.4.11.3a.5)

Recond validation results and anomalies encountered. (6.4.11.3.c.1)
Récord incidents and problems during validation and track their resolution. (6.4.11.3.c.2)

Maintain traceability of the validated system elements. (6.4.11.3.c.4)

Define an operation strategy. (6.4.12.3.a.1)

Identify system constraints from operation to be incorporated in changes to the system/
software requirements, architecture, design, implementation, or transition. (6.4.12.3.a.2)

Identify or define training and qualification requirements for personnel needed for system
operation. (6.4.12.3.a.5)

Monitor system operation. (6.4.12.3.b.3)

Record results of operation and anomalies encountered. (6.4.12.3.c.1)
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Record operational incidents and problems and track their resolution. (6.4.12.3.c.2)

Maintain traceability of the operational services and configuration items. (6.4.12.3.c.3)

Maintenance process (6.4.13)"

Define a maintenance strategy. (6.4.13.3.a.1)

Identify and plan for the necessary enabling systems or services needed to support maintenance.

]

(6.4.13.3.a.5)
Perform maintenance. (6.4.13.3.b)

Review stakeholder requirements, complaints, events, incident and problem reports to identify
corrective, adaptive, perfective and preventive maintenance needs. (6.4.13.3.b.1)

Perform preventive maintenance by replacing, patching, augmenting, or upgrading software
system elements, to improve the performance of a software system that is,projected to reach
unacceptable service levels, e.g. lack of capacity due to increases in demand or stored data,
or to avoid unacceptable operating conditions, e.g. running with outdated security software.
(6.4.13.3.b.5)

Identify when adaptive or perfective maintenance is required. (6:4)13.3.b.6)

Record incidents and problems, including their resolutionsiahd significant maintenance and
logistics results. (6.4.13.3.d.1)

Identify and record trends of incidents, problemss{and maintenance and logistics actions.
(6.4.13.3.d.2)

Maintain traceability of the system elements being maintained. (6.4.13.3.d.3)
Provide key artefacts and information items that have been selected for baselines. (6.4.13.3.d.4)

Monitor and measure customer satisfaction with system and maintenance support. (6.4.13.3.d.6)

Disposal process (6.4.14)

Define a disposal strategy for the software system, to include each system element and to
identify and address critical- disposal needs. (6.4.14.3.a.1)

Return the enviropment to its original state or to a state that specified by agreement.
(6.4.14.3.c.2)

Archive information gathered through the lifetime of the system to permit audits and reviews
in the event, -of long-term hazards to health, safety, security and the environment, and to
permit fature software system creators and users to build a knowledge base from experience.
(6.4.14.837c.3)

Guidance and recommendations

7.5.1 General

This subclause provides guidance and recommendations with respect to some of the activities and
tasks of the processes in ISO/IEC/IEEE 12207 identified in 7.4. Necessary extensions to the activities
and tasks are provided. Their special interpretation, if necessary;, is also given.

The description of notation given in 6.5.1 also applies to this clause.
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