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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodi

es that

are members of ISO or IEC participate in the development of International Standards through

technical committees established by the respective organization to deal with particular f

ields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

takanartin tha worlk
oI C-po Tt ey ot

he procedures used to develop this document and those intended for its further mainteng
escribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed

nce are
for the

ifferent types of ISO documents should be noted. This document was drafted in aceordance yith the

ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ttention is drawn to the possibility that some of the elements of this document may be the
f patent rights. ISO and IEC shall not be held responsible for identifying’/any or all such
ights. Details of any patent rights identified during the development pf\tHe document will b
ntroduction and/or on the ISO list of patent declarations received (see Wwww.iso.org/patents) ot
ist of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for-the convenience of users and g
onstitute an endorsement.

For an explanation of the voluntary nature of standdrds, the meaning of ISO specific ter
¢xpressions related to conformity assessment, as wellas information about ISO’s adherenc
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see W
Jorg/iso/foreword.html.

ISO/IEC Guide 63 was prepared by a Joint-Working Group of ISO/TC 210, Quality managem
rorresponding general aspects for medicdl~devices, and IEC/SC 62A, Common aspects of e
e¢quipment used in medical practice.

This third edition cancels and replaces the second edition (ISO/IEC Guide 63:2012), which h
technically revised.

The main changes compare@:with the previous edition are as follows:
+ restructuring of content to more closely follow the structure of ISO/IEC Guide 51:2014;

1+ revision of clause numbering, including the inclusion of Clause 2 on normative refere
order to respect the fixed clause structure for the first three clauses specified in the
Directives, Part 2;

+ upddting of defined terms in Clause 3, with many derived from ISO/IEC Guide 51:2014,
definitions of “manufacturer” and “medical device” now based on the GHTF guidance doq
GHTF/SG1/N055:2009 and GHTF/SG1/N071:2012;

subject

patent
e in the
the [EC

oes not

ms and
b to the
FWW.iS0

ent and
ectrical

as been

hces, in
SO/IEC

and the
uments

— addition of new content in Clause Z to provide guidance on the use ol the terms  satety
“effective” and “effectiveness”;

: “Safe",

— reorganization of existing content into Clause 5 discussing the principles, Clause 6 discussing the
nature of risk, Clause 7 focusing on the process for developing standards that include aspects of

safety, and Clause 8 providing an overview of the application of medical device standards;

— revision of Figure 1 to better illustrate how a sequence of events can transform a hazard into a

hazardous situation that can lead to harm;

— addition of Figure 2 to illustrate the iterative process of risk management.
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document provides practical guidance to standards writers on how to include safety aspects in the
development of medical device standards, including management system standards related to medical
devices. This document is based on risk management principles and ISO/IEC Guide 51:2014 to address

the needs of the medical device sector.

The concept of safety, as descrlbed in this document, is closely related to protectmg patients who

3 ffected persons Safety is also related to harm to property or the env1ronment

he approach described in this document aims to reduce the risk arising during thelife cy

entially

cle of a

edical device, including design, production, distribution, installation, use, service, imgintenance, and

dlestruction or disposal. The complete life cycle of a medical device (including both-the inten
and the reasonably foreseeable misuse) is considered. The goal is to achieve acceptable risk for
property and the environment.

ps different circumstances warrant different approaches to ensuring safetyj it is impossible to
precise requirements and recommendations that apply to every case.xamples of such dif
gre the development of standards for manufacturers of medical devices and standards for he
providers and institutions. However, this document, when followed 0n a judicious “use when apy
lpasis, will help in developing standards that include aspects of'safety which are consistent ¥
generally acknowledged state of the art.

$pecifications, Publicly Available Specifications, Technical Reports and Guides developed by ISO or IEC.

ded use
people,

provide
erences
th care
licable”
vith the

INOTE The term “standard” used throughout this document includes International Standards, Technical
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Guide to the development and inclusion of aspects of safety
in International Standards for medical devices

1 Scope

his document provides requirements and recommendations to writers of medical device standards
n the inclusion of aspects related to safety in International Standards, based on well-established risk
anagement concepts and methodology.

his document is applicable to any aspect related to the safety of people, property, the environient, or
combination of these.

n this document, the term “product” includes a medical device or a system consisting of one pr more
edical devices, possibly combined with non-medical devices.
2 Normative references

There are no normative references in this document.

B  Terms and definitions
For the purposes of this document, the following terms and definitions apply.
1SO and IEC maintain terminological databases for use in standardization at the following addresses:

1+ ISO Online browsing platform: available at https://www.iso.org/obp

1+— IEC Electropedia: available at http://www.electropedia.org/

3.1

arm
Ljury or damage to the health of people, or damage to property or the environment
SOURCE: ISO/IEE Guide 51:2014, 3.1]

3.2
hazard
potential'source of harm (3.1)

SOURCE: ISO/IEC Guide 51:2014, 3.2]

.3
hazardous situation
circumstance in which people, property or the environment is/are exposed to one or more hazards (3.2)

[SOURCE: ISO/IEC Guide 51:2014, 3.4]

3.4

intended use

use for which a product, process or service is intended according to the specifications, instructions and
information provided by the manufacturer (3.6)

Note 1 to entry: The intended medical indication, patient population, part of the body or type of tissue interacted
with, user profile, use environment, and operating principle are typical elements of the intended use.

© ISO/IEC 2019 - All rights reserved 1
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3.5

life cycle
series of all phasesin thelife of a medical device (3.7), from the initial conception to final decommissioning
and disposal

3.6

manufacturer

natural

or legal person with responsibility for design and/or manufacture of a medical device (3.7) with

the intention of making the medical device available for use, under his name; whether or not such a

medica

davica 1c dacignad and /oy s fastiend ey that sapcany haivacnlf A o Tae hohalf by S atrh s

person

Note 1t
applicab)
be made
Authorit

Note 2 t
respons
eventre

Note 3
fabricati
remanuf
amedica

Note 4 t
person fi
the asse

Note 5 t
behalf o
the man

Note 6

contact dletails to the medical device or the packaging, without covering or changing the existing labelling, is nof

consider

Note 7 t
person 1

[SOURC
include

3.7

medical device

instrun
materia
combin

OV TICC T Ot oToTIC U ot OT oo raCtur ooy oot PpCT SUTT It ST UT UTE 11y OTTIolT Uy oIro T

)

entry: This "natural or legal person” has ultimate legal responsibility for ensuring compliance with all
le regulatory requirements for the medical device in the countries or jurisdictions where it is-intended t
available or sold, unless this responsibility is specifically imposed on another person by the*Regulatory
y within that jurisdiction.

<

p entry: The manufacturer’s responsibilities are described in other GHTF guidance’)documents. Thesg
bilities include meeting both pre-market requirements and post-market requiréments, such as advers¢
borting and notification of corrective actions.

to entry: “Design and/or manufacture” can include specification—'development, production,
on, assembly, processing, packaging, repackaging, labelling, relabelling; sterilization, installation, of
acturing of a medical device; or putting a collection of devices, and possibly other products, together fof
| purpose.

entry: Any person who assembles or adapts a medical device'that has already been supplied by anothef
pr an individual patient, in accordance with the instructions'for use, is not the manufacturer, providedl
mbly or adaptation does not change the intended use (3.4) of the medical device.
b entry: Any person who changes the intended use of, or modifies, a medical device without acting o
the original manufacturer and who makes it available for use under his own name, should be considere$
Ifacturer of the modified medical device.

o entry: An authorized representative, distributor or importer who only adds its own address andl

ed a manufacturer.

14

entry: To the extent that an accessory is subject to the regulatory requirements of a medical device, th
esponsible for the design and/or manufacture of that accessory is considered to be a manufacturer.

E: GHTF/SG1/N055:2009, 5.1, modified - The words "may include" have been replaced with "ca
in Note 3 to entryf{

ent, apparatus, implement, machine, appliance, implant, reagent for in vitro use, softwarg
| or other’similar or related article, intended by the manufacturer (3.6) to be used, alone or in
htion,\for human beings, for one or more of the specific medical purpose(s) of

— dia

O

3 43 14 3 4 4 4 1 3okl £33
ITUSI1S, PITVEIILIULL, TTTUITITUL llls, LI TAtllITIIU Ul dl1Cviatiull Ul UistdadstC,

— diagnosis, monitoring, treatment, alleviation of or compensation for an injury,

— investigation, replacement, modification, or support of the anatomy or of a physiological process,

— supporting or sustaining life,

— control of conception,

— disinfection of medical devices,

— pro

viding information by means of in vitro examination of specimens derived from the human body;,

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=01d9bf0eb126cd72d6713ff255b885e8

ISO/IEC GUIDE 63:2

and which does not achieve its primary intended action by pharmacological, immunological or m

019(E)

etabolic

means, in or on the human body, but which can be assisted in its intended function by such means

Note 1 to entry: Products which can be considered to be medical devices in some jurisdictions but not in others

include:
— disinfection substances,

— aids for persons with disabilities,

devicesincorvorating animal and/or human tissues
T =) 7 7

1 devices for in-vitro fertilization or assisted reproductive technologies.

SOURCE: GHTF/SG1/N071:2012, 5.1, modified — The words "may be assisted" have, been
ywith "can be assisted" in the definition, and the words "may be considered" have béen replad
can be considered" in Note 1 to entry.]

3.8

reasonably foreseeable misuse
se of a product or system in a way not intended by the manufacturer {3/6), but which can res;
eadily predictable human behaviour

ote 1 to entry: Readily predictable human behaviour includes the behaviour of all types of users, e.g
rofessional users.

ote 2 to entry: Reasonably foreseeable misuse can be intentipnal’or unintentional.

SOURCE: ISO/IEC Guide 51:2014, 3.7, modified — *Fhe word “supplier” has been replacg
{manufacturer”, the example in Note 1 to entry has been modified, and Note 2 to entry h
eplaced with a new Note to entry.]

9
esidual risk
isk (3.10) remaining after risk control (3-12) measures have been implemented

SOURCE: ISO/IEC Guide 51:2014;3:8, modified — The words “risk reduction measures” ha
eplaced with “risk control measures”.]

10
isk
ombination of the probability of occurrence of harm (3.1) and the severity (3.17) of that harm

ote 1 to entry: The probability of occurrence includes the exposure to a hazardous situation (3.3)
ossibility to avgidor limit the harm.

SOURCE;ISO/IEC Guide 51:2014, 3.9, modified — The words "the occurrence of a hazardou
ave beenwremoved from Note 1 to entry.]

A1

eplaced
ed with

i1t from

lay and

bd with
hs been

e been

and the

b event”

isk analysis

systematic use of available information to identify hazards (3.2) and to estimate the risk (3.10)
[SOURCE: ISO/IEC Guide 51:2014, 3.10]

3.12
risk control

process in which decisions are made and measures implemented by which risks (3.10) are reduced to,

or maintained within, specified levels

© ISO/IEC 2019 - All rights reserved
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3.13

risk estimation

process used to assign values to the probability of occurrence of harm (3.1) and the severity (3.17) of
that harm

3.14

risk evaluation

process of comparing the estimated risk (3.10) against given risk criteria to determine the acceptability
of the risk

3.15
risk mgnagement

systematic application of management policies, procedures and practices to the tasks of analysing
evaluat|ng, controlling and monitoring risk (3.10)

3.16
safety
freedom from unacceptable risk (3.10)

3.17
severity
measurg of the possible consequences of a hazard (3.2)

3.18
state of the art
developled stage of technical capability at a given time as regards products, processes and serviceg,
based op the relevant consolidated findings of science, technolegy and experience

<

Note 1 td entry: The state of the art embodies whatis currently and'generally accepted as good practice in technolog)
and medjicine. The state of the art does not necessarily imply, the most technologically advanced solution. The stat¢
of the arf described here is sometimes referred to as the “generally acknowledged state of the art”.

[SOURCE: ISO/IEC Guide 2:2004, 1.4, modified —— Note 1 to entry has been added.]

3.19
verification
confirnmation, through the provision -of objective evidence, that specified requirements have been
fulfilled

Note 1 tp entry: The objective evidénce needed for a verification can be the result of an inspection or of othef
forms of|determination such asperforming alternative calculations or reviewing documents.

Note 2 t¢ entry: The activities carried out for verification are sometimes called a qualification process.
Note 3 t¢ entry: The word “verified” is used to designate the corresponding status.

[SOURCE: IS0 9000:2015, 3.8.12]

”» «

4 Useofthe terms “safety”, “safe”, “effective”, and “effectiveness”

4.1 Safety

The use of the term “safety” in medical device standards should be as a noun rather than as a descriptive
adjective. As an adjective, it is likely to be misinterpreted as an assurance of freedom from risk. The
recommended approach is to replace, wherever possible, the terms “safety” with an indication of the
objective.

EXAMPLE “Protective helmet” instead of “safety helmet”; “protective impedance device” instead of “safety
impedance".

4 © ISO/IEC 2019 - All rights reserved
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4.2 Safe

The term “safe” in medical device standards should be used to indicate the state where the risks from

recognized hazardous situations have been reduced to an acceptable level.

The term “safe” should only be used with the term “effective” to describe the situation where a
has been achieved between the state where the risks from recognized hazardous situations ha

balance
ve been

reduced to an acceptable level and the product is achieving the intended use. Other uses of safe should

be replaced, whenever possible, with an indication of the objective.

XAMPLE “Slip resistant floor-covering” instead of “safe floor-covering”.

.3 Effective

he term “effective” in medical device standards should be used to characterize a-medical dev
ulfils its intended use.

.4 Effectiveness

he term “effectiveness” can be used in medical device standards-to express a variety of
oncepts depending upon the context of where it is used. Standards-writers need to carefully e
he meaning within the context of their standard, if it differs.from the context established
ocument, and then use it consistently. In this document, the term is used in the context of veri
frisk control measures.

XAMPLE In IEC 62366-1:2015, 3.4, "effectiveness” is\defined as "accuracy and completeness wit

ice that

related
stablish

in this
fication

h which

sers achieve specified goals". In IEC 80001-1:2010, 2¢6,)"effectiveness" defined as "ability to prodluce the

intended result for the patient and the responsible orgapization".

Principles for including aspects of safety in medical device standards

.1 Scope of medical device standards that include aspects of safety

he planning and development 0f;medical device standards that include aspects of safety re
lobal approach that includes ‘manufacturers, users, regulatory authorities and other stake
his document is intended-to\assist committees responsible for different medical device stand

Juires a
holders.
lards to

reate a coherent approach/to the treatment of safety in the preparation of those standards. Pefining

he scope of these standards will ensure that each standard is restricted to specific aspects ¢
ach standard makes reference to standards of wider application for all other relevant aspects.
ierarchy is builton?

1+ basic standards, including fundamental concepts, principles and requirements with re
general@aspects of safety applicable to all kinds or a wide range of products, processes and
(basicstandards are sometimes referred to as horizontal standards);

+-"group standards, including aspects of safety applicable to several products, processes or

nd that
A useful

gard to
ervices

ervices

dealt with by two or more technical committees or subcommittees, making reference

s far as

possible, to basic standards;

— (a family of) specific product and/or process standards, including all necessary aspects of
safety applicable to a specific, or a family of, product(s), process(es), or service(s) within the scope
of a single technical committee or subcommittee, making reference, as far as possible, to basic
standards and group standards (family product and process standards are sometimes referred to

as vertical standards);

— other standards containing aspects of safety, but which do not deal exclusively with aspects of
safety, making reference as far as possible to basic standards, group standards, and family product

and process standards.

© ISO/IEC 2019 - All rights reserved
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This hierarchy is based on ISO/IEC Guide 51:2014, 7.1.

Requirements dealing with aspects of safety for medical devices can be incorporated in different types
of standards (see 5.3) that can be found at any appropriate level in the hierarchy described above.

5.2 Objective of medical device standards that include aspects of safety

The goal of medical device standards including aspects related to safety is to support the development
and production of medical devices with a predictable, consistent level of safety.

To achigve this goal, these standards should:
a) ass|st manufacturers in the design and production of safe and effective medical devices;

NOTE See 4.2 and 4.3 for guidance on the use of the terms "safe" and "effective".

<

b) ass|st manufacturers, certification bodies, testing laboratories or test houses,~and regulatory
authorities in assessing compliance with legal and market requirements;

c) ass|sthealth care providers and users in managing risks associated with théuse of medical devices.

To produce medical device standards that include aspects of safety that are:well suited to assisting th¢
stakehdlders listed above, standards writers should employ the risk-based\framework in this document

When writing medical device standards that include aspects of(safety, standards writers should
carefully adhere to the definitions in Clause 3 in order to supporf\this goal and to help ensure that thg
standards can be correctly applied.

14

5.3 Types of standards

5.3.1 |Product standards
These chn be:

a) stahdards that state safety or performdnce parameters and include reference test methods thaf
can be used to demonstrate conformance to those parameters; or

b) stahdards that require prowision of information for safety or test method standards wherg¢
adHerence to declared pass/fail criteria are necessary for safety and performance.

See Clalise A.1 for a discussien of how product standards can contribute to safe and effective medical
devices

5.3.2 |Process standards

These chn be:

a) mahagementsystem standards, such as those addressing quality or risk management, that establis
.““3 adthinwhich-the many ] ] 1
consistently meet specifications; or

b) process standards that establish a framework within which the manufacturer can design, develop
and produce consistently safe and effective medical devices, (e.g. sterilization, biological evaluation,
clinical investigation).

See Clause A.2 for a discussion of how process standards can contribute to safe and effective medical
devices.

Some types of standards cannot be easily allocated to one of these categories since they combine
properties of product standards and process standards. Examples are described in 5.3.3 and 5.3.4.

6 © ISO/IEC 2019 - All rights reserved
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5.3.3 Installation and environmental standards

019(E)

These standards are generally appropriate for complex, integrated systems, active medical devices and

medical devices operating in an information technology (IT) environment. These can be:

a) construction and installation standards (e.g. X-ray shielding, electrical wiring);

b) system standards that address the proper precautions and procedures for interconnection of

multiple devices into a single system;

] commissioning standards that address the proper testing and Ispection procedures to
permanently installed equipment and systems prior to initial use;

@) environmental standards that address precautions and testing to ensure that a médica
does not negatively affect its environment and that the environment does not degrade or ot
impair the performance of a medical device (e.g. electromagnetic compatibility’standards);

¢) IT security or cybersecurity standards.

b.3.4 In-service standards
These can be

4) routine in-service testing standards to ensure that the saféty and effectiveness of medical
is maintained over the useful life of the equipment; or

Ib) quality assurance and calibration standards to ensure the continued proper function and a
of medical devices where relevant to safety.

b.4 Taking a practical view of safety

Risk needs to be balanced against other_demands on the product, process or service. Thes
dlemands include benefit, suitability andcavailability. Standards writers should remember that t
of required effort from the manufacturer (e.g. for required documentation or testing) should b
jo the level of risk.

Because zero risk is unattainable, safety is defined as freedom from unacceptable risk. A ¢
approach is to establish a lewel of acceptable risk that takes into account available information,
the generally acknowledged’'state of the art and known stakeholder concerns, and that results i
evel of safety and protection of health.

n assessing the safety of medical devices, it is also necessary to consider that certain medical
because of theirymeans of operation, composition or the circumstances of their use, carry wi

hpply to

device
herwise
or

devices

ccuracy

e other
he level
b scaled

ractical
such as
h a high

levices,
h them

an inherent fisk that cannot be eliminated without degrading their effectiveness (e.g. surgicall lasers,

¢lectrosurgery, X-ray imaging and radiotherapy devices).

Differences exist in medical and health practices in different parts of the world including juc

gments
fime as

5.5 Coordination of medical device standards

specific

The development of each new medical device standard needs to be viewed in the context of existing
medical devices and standards, as well as national, regional and international laws. New standards

should make use of the body of existing standards, whenever relevant, either by referenc
reproduction of text where this is justified by convenience or clarity.
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5.6 Implications of the regulatory or legal use of standards

Standards writers should be aware of the possible legal and regulatory implications of the standard
they develop.

Safe and effective medical devices, whose sale and use is regulated in many countries, are of particular
concern to regulatory authorities in those countries. However, International Standards should not be
written to address only a specific regulation.

Standards can be cited in regulations and legislation, in which case the standards themselves become
legally binding. Alternatively, there are regulatory schemes where a medical device that complies witl
a speciffied standard is “deemed to comply” with the regulations.

<

Standailds writers need to be aware that the application of standards can also be modified by regulatory
authorities.

Standailds can also be cited in litigation as what should reasonably be expected by society, and thus
used tolestablish compliance with these expectations.

Experignce shows that non-normative information, like an informative annex. ér notes with rationales
and exgmples can be misinterpreted as normative. The inclusion of informative annexes other than
explandtory rationales should be carefully considered and be worded accardingly.

6 The nature of risk

6.1 The elements of risk

The risk associated with a particular hazardous situatiett’is a combination of the following element$
(see Figure 1):

a) the|probability of occurrence of harm, which.can be considered to be composed of:

— | the probability P; that a specific sequence or combination of events leads to the hazardou$
situation (i.e. exposure to the hazatd);

— | the probability P, that the hazardous situation leads to a harm;

b) the|severity of harm that can(result from the hazardous situation.

Dependfing on the complexity)of the medical device, the intended use, or the frequency or duratio

risk control measures, the higher the requlred rlgour of the relevant risk control

In situations where either P; or P, can be estimated and the other probability cannot, a conservative
approach can be followed by setting the unknown probability equal to 1. The risk can then be assessed
based on the severity and the conservative estimate of the probability of occurrence of harm.

NOTE Annex B provides guidance on the use of sources and methods for obtaining risk information.
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https://standardsiso.com/api/?name=01d9bf0eb126cd72d6713ff255b885e8

ISO/IEC GUIDE 63:2019(E)

6.2 Systematic or random nature of risks

6.2.1 Types of causes of risks

Risk can arise from either systematic or random causes. Consequently, the probability of occurrence of
harm can be related to either a systematic or a random cause.

For example, a toxic substance can be on a product resulting from a systematic flaw in the production
process (e.g. insufficient washing steps, insufficient aeration after sterilization). On the other hand,

f toxic substances. Confidence in risk estimates is enhanced when a quantitative estimat¢ of the
robability of occurrence of harm can be made on the basis of accurate and reliable ddta or|when a
easonable qualitative estimate is possible. However, this is not always achievable. When‘the accuracy
f the estimation of the probability of occurrence of harm is in doubt, it is often necessary to establish
4 broad range for the probability of occurrence of harm, or to determine that it is @o worse thgn some
particular value.

$tandards writers need to consider the difference between systematiccand random causes|for the
gtandard they are writing.

Hazard

45

Sequence of evepts)| Circumstances
affecting severity

Probability of
a hazardous
situation
occurring

PR

Hazardous situation

Probability of
a hazardous situation Circumstances

teading to harm affecting severity
(P2)

I [
I'| Probability of '
| occurrence of Severity of |
i harm harm i
I |
I [
I [
| |

(P=P1 xPz)

NOTE ¥~ Depending on the complexity of the medical device, a hazard can lead to multiple hazardous sifuations,
gdnd.each hazardous situation can lead to multiple harms.

NOTE 2  The probability of occurrence of harm (P) can be composed of separate P; and P, values.

NOTE 3  The thin arrows represent elements of risk analysis and the thick arrows depict how a hazard can
lead to harm.

Figure 1 — Illustration of the relationship between hazard, sequence of events, hazardous
situation and harm
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6.2.2

Risks arising from systematic causes

An error in any activity can lead to a systematic cause, which will give rise to a failure when a particular
combination of inputs or conditions arises. These errors can occur any time during a product’s life cycle.

The pro

bability that a systematic cause will occur can be difficult to estimate.

Examples include the following:

a) software caused failures;

b) ina
c) noy

In cases
cause o

result il a hazardous situation, and a hazardous situation does not always result in harm.

Exampl
followit

— rigour of applied processes in design, development and manufacturing:_it'is usually assumed thaf

the
the

— app
usuy

— reducing the time window within which two or more indépendent events contributing to a hazardous

sity
to g

— app
sub

6.2.3

For ma
quantit
circums

Figure
The foll

—  pov

— contamination of an IVD reagent resulting in its deterioration;

— pre

fequate design or Ilaws 1n the INStructions ror UsE,
el medical applications.

where a hazardous situation occurs due to a systematic cause, the probability of acsystemati¢
Ccurring is not the same as the probability of the occurrence of harm. A cause does not alway$

es of risk control measures applicable for risks arising from systematic causes can include th¢
1S

more rigorous the processes used in the design and development ot manufacturing, the lower
probability of systematic faults being introduced or remainingtindetected;

lying redundancy of risk control measures: more than ofie)independent risk control measur¢
ally increases confidence in the overall protection from aspecific risk;

ation and subsequent harm need to happen: detailed actions can range from periodic self-checks
eriodic maintenance;

lying processes and mechanisms for the\continuous monitoring of critical parameters, and
sequent evaluation and corrective actiofi;

Risks arising from random causes

hy events, a numerical value can be given for the probability that the failure will occur. 4
htive estimate can only beapplied if sufficient information is known about the hazard and thg¢
tances affecting the prgbability of a hazardous situation occurring (exposure to hazard) (P, ifp
) and the probability of a hazardous situation leading to harm (P, in Figure 1).

pwing are some examples of random failures:

ver surge resulting in a failure of a part such as an integrated circuit in an electronic assembly;

serice 'of an infectious agent in or on a medical device leading to a biological reaction;

— pre

sence of a toxic substance in or on a medical device leading to an allergic reaction.

7 Risk-based process for developing a medical device standard that includes
aspects of safety

7.1 General

When writing medical device standards that include aspects of safety, standards writers should use
a risk-based framework including risk management planning, which includes determination of risk
acceptability criteria, risk analysis, a risk evaluation, risk control, and evaluation of overall residual
risk acceptability. The information in this clause can be applied to both product and process standards.

10
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The subclauses below outline the procedural steps to follow and describes a risk management
framework to be used when developing the standard.

7.2 Preparatory work

7.2.1 Identifying the need for a new or revised standard including aspects of safety

Before beginning a project to prepare or revise a standard including aspects of safety, those proposing
the project should identify what needs to be addressed in the standard and for whom it is intended.
This is usually achieved by answering the following questions.

4) To which medical device(s) or related medical device process will the standard apply?
) Are there already existing standards?
)  Who is the target audience for the standard?
— Who will apply the standard and how?
— Who and/or what will be affected by the standard including a possible environmental jmpact?
— What do those applying and/or affected by the standard require from it?
— Which stakeholders need to be engaged during development of the standard?
@) What type of standard is it to become:
— abasic standard;
— agroup standard;
— aspecific product or process standard?
¢) What is the purpose of the standard?
— Identify characteristics that.¢an influence the safety that will be addressed?
— Will the standard beused for testing?
— Will the standard.serve as a basis for conformity assessment?

— Will the stadard be used to assess the conformity of products commercialized prior to
publication®f the standard (i.e. legacy products)?

This information/can be included in a New Work Item Proposal to the responsible Technical Comimittee.

7.2.2 _Establishing the risk management framework under which the standard will be
Ieveloped

he/risk management work on a standard starts with the identification of the aspects of safefy to be
covered. At this stage, it is essential to gather all relevant information (e.g. accident data, research
reports). A detailed outline should then be prepared which will serve as a basis for the standard.
Expertise that reflects the knowledge required to develop the standard needs to be assembled within
the committee. Such knowledge includes, for example, the following:

— detailed working knowledge of the product or process;

— requirements and guidelines from various origins, both general and specific to the standard to be
developed;

— human behaviour studies and anthropometric data;

— injury/incident data of defects, and the recall history of the product;
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— knowledge of the potential health and environmental effects of the product;

— feedback based on experience of end users of the product;

— knowledge of the potential risk control measures (protective measures);

— knowledge of the implications of possible future developments of the product;

— industry standards and guidelines;

— reg

Once th
conside

— inte
— abi

— eny
phe

— erg

— exi

latory and legal requirements.

e principle content of the standard has been established, the following safety aspects‘should b¢
red (not all of these are necessarily relevant to a given standard):

nded use and reasonably foreseeable misuse;
ity of a product to perform under expected conditions of use;

ironmental compatibility (e.g. considering electromagnetic, mechanical and climati¢
nomena);

bnomic and usability factors;

ting relevant standards;

— avalilability and/or reliability of known risk control measures;

— Se

—

— ass

— infq

7.2.3

yiceability (including “service maintenance”, such~ds ease of access to serviceable items and th¢
hod of refuelling/lubrication);

ntenance and care;

ability and dependability of known riskcontrol measures;

posability (including any relevant instructions);

cial needs of end users of the'\product (e.g. obvious as opposed to unseen);
ire characteristics;

'kings, informationajd labelling;

bmbly instructions;

rmation for’safety.

Risk'acceptability criteria

7.2.3.1

Establishing risk criteria

It is important for standards writers to establish risk criteria suitable for use in evaluating the
appropriateness of the requirements in the standard.

Standards writers should first define criteria to be used to evaluate the significance of risk. The criteria
should reflect the technological capabilities and health care delivery values, objectives and resources.
Some criteria can be imposed by, or derived from, legal and regulatory requirements and other
requirements which apply to the technology under consideration. Different risk acceptability criteria
can be defined for patients, care givers and other persons.

12
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When establishing risk criteria, factors to be considered should include the following:

— the nature and types of causes and consequences that can occur with the technology and how they

will be measured;
— how probabilities will be defined;
— the timeframe(s) of the probability and/or harm/consequence(s);

— how the level of risk is to be determined;

1— how the views of stakeholders are to be determined.

7.2.3.2 Determining acceptable risk

Using the risk criteria, standards writers determine what level of risk can be coftsidered acc
Methods of determining acceptable risk include, but are not limited to, the following:

1+ use of applicable basic and group standards representing the generally acknowledged stat
art, and including requirements for the demonstration of acceptablerisk balanced towards
risk to benefit ratio;

1+ comparing levels of risk evident from medical devices already-in use, being considered g
acknowledged state of the art;

1+ use of expert opinion;
1+ use of scientific research results, including clinicakdata;
1+ stakeholder concerns and societal expectations;

1— applicable national or regional regulations:

7.2.3.3 State of the art

In establishing the risk criteria, standards writers should consider the generally acknowledg
f the art, which embodies what'is’currently and generally accepted as good practice in technol
edicine. The state of the artidoes not necessarily imply the most technologically advanced sol

.2.3.4 Stakeholder concerns

t is well establishéd that the perception of risk often differs from empirically determin
stimates. Thus,.the perception of risk from a wide cross-section of stakeholders should be tal
ccount whemdeciding what risk is acceptable. To meet the expectations of public opinion, if
ecessary torgive additional weight to some risks. In some cases, the only option can be to consi
dentified\stakeholder concerns reflect the values of society and that these concerns have bee
nto account.

eptable.

e of the
clinical

enerally

bd state
pgy and
tion.

ed risk
ken into

can be
der that
n taken

The perception of risk can differ from society to society, and this should be taken into account.

Nevertheless, it would be assumed for a medical device standard which incorporates aspects o

f safety,

that differing societal expectations are included once the standard is accepted by the approval process.

7.2.3.6 Risk determination and acceptability when the probability cannot be estimated

For situations for which either the probability of a sequence of events leading to a hazardous situation
(P;) or the probability of a hazardous situation resulting in harm (P, as defined in 6.1) cannot be
estimated, a conservative estimate of the probability of occurrence of harm can be made by setting the
unknown probability equal to 1. When the probability of occurrence of harm cannot be estimated at all,

© ISO/IEC 2019 - All rights reserved
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the possible consequences should be considered to determine the risk and to evaluate the acceptability
of the risk.

7.3 Drafting

7.3.1 General

The rules and recommendations given below complement the ISO/IEC Directives, Part 2, and apply to
the drafting of documents intended to become standards that include aspects related to safety.

Writers| of medical device standards that include aspects related to safety should be familiar wit
hazardd and hazardous situations associated with the product or process that is the subject)of th
standaild. For a product standard, they should consider including a list of the known hazards and/o
hazardqus situations common for the particular medical device or system (e.g. in the form ofan annex).
For profess standards, they should include a rationale explaining how the application, of.the standar
will reduce risk.

The stahdard should contain, whenever possible, those requirements importantin eliminating hazard
or in otherwise reducing risks. These requirements should be expressed .in{terms of risk contr
measurgs (e.g. protective measures), which should be verifiable as specified(in'the standard.

Requirdgments for risk control measures should be:
a) laid down in precise and clearly understandable language;
b) technically correct;

c) verjfiable.

4

Standailds should contain clear and complete statemerits specifying methods for verifying that thg
requirements have been met.

Where performance-based risk control measutes are prescribed by the standard, the requirement$
should nclude:

— alist of the risks to be controlled;

— clegr performance requirements:\for each risk control measure;

— dethpiled verification methods for determining compliance with the performance requirements.

to safety, using performance characteristics (parameters) together with their values (e.g. a required stoppin

distanceg of x m for a~mhobile machine with a travelling speed of y km/h as characteristic for the require
performpnce of the braking system), rather than merely design descriptive characteristics.

NOTE 1| It is advisable to.express risk control requirements in terms of verifiable performance with regar}

14

NOTE 2| It isvadvVisable to minimize the use of subjective terms or words unless they are defined in th
standardl.

Standands=writers should consider creating a brief hicfnry or rationale for decisions taken in thé

development of the standard.

7.3.2 Iterative process of managing risk

Development of the aspects of safety should be based on hazard identification. The goal of standards
development is to produce standards that identify hazards and describe measures to control risks such
that a level of acceptable risk is achieved.

The iterative process of risk analysis, a risk evaluation and risk control for hazardous situations is
suitable in achieving acceptable risk. Standards writers need to remember that a medical device
goes through the complete life cycle from development to disposal. The critical issue for the writers
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of product standards or process standards is to determine whether the iterative process of risk
management is assumed by:

— the standards drafting committee — to perform the risk analysis and a risk evaluation for specific
and known hazards (e.g. a product-specific standard that is used to demonstrate regulatory
compliance); or

— the standard readers/users (e.g. the manufacturer/supplier of the product) — to perform the risk
analysis and a risk evaluation for hazards and hazardous situations that they identify.

hese considerations should then be taken into account as standards writers determine the appropriate
equirements to be included in the standard.

OTE When the standard includes aspects of safety, it can only provide safety requirements for| specific
azardous situations. This does not remove the obligation for the manufacturer to identify any agditional
azardous situations and control the risks associated with the identified hazardous situatiéns.
The following procedure should be followed to reduce risks to an acceptable level (Figure 2):
4) identify the intended use and the reasonably foreseeable misuse of theproduct (see 7.3.3.1};

) identify the characteristics of the product or process that can influence safety (see 7.3.3.2);

) establish risk criteria and determine the level of acceptable risk (see 7.2.3);

¢l) identify each hazard (including reasonably foreseeablehdzardous situations) arising in the ljfe cycle
of the medical device, for example: conditions for the se of the product, installation, operation,
maintenance, repair and destruction/disposal (see\A3.4);

¢) estimate the risk to the affected user group.arising from the hazard(s) and hazardous situation(s)
identified using the risk criteria established'in c) above (see 7.3.5);

f) evaluate the risk against the level of aceéptable risk established in c) above — evaluation ¢an also
be made by comparison with similarimedical devices (see 7.3.6);

g) if the risk is not acceptable, identify risk control measures to reduce each risk, as needed, [to meet
the risk acceptability criteria (see 7.3.7);

h) verify the effectiveness.ofithe selected risk control measures (see 7.3.8);

) estimate and evaldate the residual risk remaining after the risk control measure wpuld be
implemented (se€ %3.9);

Il determine iftnew hazards or hazardous situations have been introduced or existing risks affected
by the riskicontrol measures (see 7.3.10);

k) determine if all the identified hazards have been considered (see 7.3.11).

Clause>8 provides an overview of how medical device standards that include aspects of safety can
faeilitate the implementation of a risk management system that is compliant with the risk manggement

ramawaork
T oo vv- o 15T
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Identify the intended

[7.3.2 )]

v

Identify hazards,
hazardous situations
and events [7.3.2 d)]

—

Estimate the risk for
each hazard and
hazardous situation
[7.3.2 €)]

I

use
[7.3.2 a)]
Is
¢ risk reduction necessary No
[7.3.21)]
tdentify
characteristics that
can influence safety Yes
[7.3.2 b)]
Identify appropriate
risk control
measures
Establish risk criteria [7.3.29)]

Y

Verify effectiveness
of the risk control
measures
[7.3.2 h)]

Are new
hazards or hazardous
situations introduced or

No

existing risks affected?

Have
all identified hazards been

considered?
[7.3.2 k)]

Figure 2 — Overview of the iterative process of risk management activities

7.3.3 Intended use and characteristics that can influence safety

7.3.3.1 Intended use

Determination of the application of the product or processes under consideration includes the following:

a) intended medical indication (e.g. condition(s) or disease(s) to be screened, monitored, treated,

diagnosed, or prevented);

16
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b) intended patient population (e.g. age, weight, health, condition);
c) intended part of the body or type of tissue applied to or interacted with;
d) intended user profile;

e) intended environment conditions and methods of use.

7.3.3.2 Characteristics that can influence safety

Characteristics of the product or process can influence the safety of patients and userd These
haracteristics should be taken into account when considering the need for a standard:|Typical
haracteristics include the following:

1+ production processes and service procedures (e.g. assembly, calibration);
1+ design process control (e.g. software development);
1+ sterility;

1+ biocompatibility;

1— pyrogenicity;

1+ reliability;

1+ usability;

1+ functionality;

1+ sensitivity and specificity;

+ environmental impacts;

1+ electrical safety;

1+ mechanical strength;

1+ radiation safety;

1+ stability;

1+ homogeneity;

1+ dataintegrityand security.

n order to-systematically identify hazards and hazardous situations, it is important to define the
product.@r)process under consideration in sufficient detail to establish where safety issues cdn arise.
loweyer, standards writers should understand that they can only identify the hazards and hagardous
itwations in general, and they should not attempt to include every hazardous situation encountered by
¢vepy manufacturer.

[P N e —|

7.3.4 Identification of hazards and hazardous situations

7.3.4.1 Hazard identification

Hazard identification related to the intended use and reasonably foreseeable misuse usually includes
the identification of known and foreseeable hazards associated with the product in both normal and
fault conditions.

NOTE Events related to fault conditions can include medical device life cycle processes including, but not
limited to, those related to the design, manufacturing, installation, servicing or decommissioning of a product.
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7.3.4.2

Once th

Types of hazards and hazardous situations

e hazards have been identified, then the sequences or combinations of events that can result in

hazardous situations that can lead to harm are to be considered. According to the definitions, a hazard
cannot result in harm until such time as a sequence of events or other circumstances (including normal
use) results in exposure to the hazards. i.e. leads to a hazardous situation (P in Figure 1). Even the
presence of a hazardous situation does not necessarily result in harm (P, in Figure 1).

7.3.4.3

Medical device-related hazards and hazardous situations

To a gr
Since it
of the n
health 4
standar

a) the
b) the
c) the
d) the

infé

Table 1

harm fgr some simplified examples.

7.3.5

For ide
informa
the prol
limited
harm r¢

For haz
possible

This do
risk reld

Risk es
general
and the

pat extent, the possible medical device-related hazards depend on the nature of the product.
is not possible to ensure that a product will not fail, the standard should recognize the hazard$
hedical devices as they pertain to the condition, health and the safety of the patient-and thd
nd safety of the user and other persons. When identifying hazards and hazardous(situations
ds writers should consider factors contributing to hazardous situations primarily #elated to:

14

design, construction or chemical stability of the medical device;
patient's condition and the patient environment;
application of the medical device by the user;

use, service or repair of the medial device where persons can:be exposed to hazards such a$
ctious substances, hazardous chemicals or radiation.

illustrates the relationship between hazards, sequences of events, hazardous situations andl

Risk estimation

14

htified hazardous situation(s), the associated risk(s) need to be estimated using availablg
tion or data. In principle, there is no preference for quantitative versus qualitative estimation o{

pability of occurrence of harm. Quantitative probability estimates of occurrence of harm can b
to those factors which can be backed:by valid statistical data. The probability of occurrence o
lated to systematic causes can be'difficult to estimate (see 6.2.2).

4

hrdous situations for which the probability of the occurrence of harm cannot be estimated, the
consequences should be considered.

rument does not suggest that standards writers use a particular tool or method for estimating
ited to a hazardous_situation to be addressed by the standard.

o

timation performied by standards writers should consider available data representing the¢
y acknowledged state of the art to obtain a reliable set of requirements. Reference to the sourc¢
rationalefor using these data should be included in the standard.

Table 1| —Réelationship between hazards, foreseeable sequences of events, hazardous situations

and the harm that can occur

Hazard Foreseeable sequence of events Hazardous situation Harm
Electromagnetic|(1) Electrode cable unintentionally Line voltage appearson |Serious burns
energy plugged in power line receptacle electrodes Heart fibrillation
(high voltage)

Chemical (1) Incomplete removal of volatile Development of gas embo- |Infarct
(volatile solvent, solvent used in manufacturing lism (bubbles in the blood .
. . . Brain damage
embolus) stream) during dialysis
(2) Solventresidue converts to gas at
body temperature

18
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Table 1 (continued)

Hazard Foreseeable sequence of events Hazardous situation Harm
Biological (1) Inadequate instructions provided Bacteria released into Bacterial infection
(microbial con- for decontaminating re-used airway of patient during
tamination) anaesthesia tubing anaesthesia

(2) Contaminated tubing used during
anaesthesia
Functionality (1) Electrostatically rhm‘gpd pnfipnr Failure to deliver insulin Minor organ da mage
(no delivery) touches infusion pump patient with elevated Decreased:dotikcious-
blood glucose level, no
(2) Electrostatic discharge (ESD) causes |warning given ness
pump and pump alarms to fail
|Functionality (1) Implantable defibrillator battery Defibrillator cannot Death
(no output) reaches the end of its useful life deliver shock when an
arrhythmia occurs
(2) Inappropriately long interval
between clinical follow-up visits
easurement |[(1) Measurement error Incorrect information Progression of|disease
(incorrect in- ' reported to clinician, lead- Serious iniur
ormation) (2) No detection by user ing to misdiagnosis and/ jury
or lack ofiproper therapy

.3.6 Risk evaluation

sing the risk acceptability criteria established in 7.2.8, standards writers decide which of the risks
nder consideration are to be controlled through requirements in the standard.

.3.7 Identification of risk controls

.3.7.1 Selection of risk control measures

he risk control measures selected_can include both product design features and process dontrols.
he selection is dependent upon the product and/or process that is analysed, the resulting rifks that
re identified, and the effectiyeness and feasibility of the available risk control measures. The $cope of
he standard should refleet this. The selected risk control measures need to be both appropriate and
onsistent with a practicalview of safety (see 5.4).

.3.7.2 Hierarchical approach to risk control

hen deciding on the risk control measure(s) that are appropriate for reducing the risk($) to an
cceptable level, the following risk control options shall be applied in the priority order listed:

) inhekent safety by design;

) protective measures including alarms in the medical device itself, or control of processes rdlated to

Ao bl g A b A A

information for safety.

Standards writers shall consider the practicable risk control options at each level in this hierarchy
before moving to a lower level.

Inherent safety by design is the first and most important step in the risk control process. This is because
design solutions inherent to the characteristics of the product are likely to remain effective, whereas
experience has shown that even well-designed guards and protective measures can fail or be violated,
and information for safety is not necessarily followed.
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Whenever inherent safety by design measures do not reasonably make it possible either to remove
hazards or to sufficiently control risks, guards and protective measures shall be considered. It can
be necessary to implement complementary protective measures involving additional equipment (e.g.
emergency stop equipment).

The end user has a role to play in risk control by complying with the information for safety or training
provided by the manufacturer. However, information for safety or training shall not be a substitute
for the correct application of inherent safety by design measures, guards or complementary protective
measures.

7.3.7.3| Product or process standard requirement as an appropriate risk control

When 4 risk needs to be controlled, standards writers determine if a requirement(s) in a preduct of
process|standard is an appropriate risk control.

Product standards should contain, where possible, verifiable technical requirements and.specification$
that stajndards writers consider effective in reducing the risk to an acceptable level.

Risk coptrol measures can reduce the severity of the harm or reduce the prohability of occurrence on‘
the harm, or both. When determining which control measures can be included.in the standard to dea

with the unacceptable risks identified in 7.3.6, the general approaches available for controlling risk
should e considered first. See 7.3.7.2.

7.3.7.4| Labelling as a risk control measure within product orprocess standards

7.3.7.41 Type of information

The staphdard should specify all information necessary for-the intended use to be provided to person$
involvedl with the product (e.g. purchasers, installers; testing technicians, end users and servic¢

personIel).

The infgrmation in the labelling should be pergeivable, understandable and support the correct use of
the progluct in the intended use environment

Standailds writers should clearly identify whether the information presented in the labelling i$
informdtion for safety or a disclosure of residual risk. Disclosure of residual risk is not considered a risk
control measure.

In the dase of process standards, these standards can require verification or validation activities for
informdtion for safety.

In the |[case of produet/standards, these standards should clearly indicate what safety-related
informdtion needs t¢/be:

— displayed ofnnthe product itself and/or on its packaging;

— mafle elearly visible at the point of sale; or

— giverr I the nstruction manual(s); €-g- for instatiation, use, mmaimtenarnce and disposatr thisshout
include information on the necessity of training or personal protective equipment.

Where working practices will significantly reduce the risks if followed by the persons involved, the
information should describe appropriate working practices. Where product safety depends to a
considerable degree upon appropriate working practices, and where these practices are not self-
evident, a marking referring to the instruction manual(s) should be specified as a minimum.

Unnecessary information should be avoided, because it tends to decrease the value of the information
for safety that is essential for the use of the product.
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