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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organlzatlon to deal Wlth partlcular flelds of technlcal act|V|ty ISO and IEC technlcal commlttees
collaborateTr T ' ] mmental, in
liaison wit

ISO and IEC also take part in the work.

In the field of information technology, 1SO and IEC have established a joint technical committee,; ISO/IEC JTC 1.
Draft Interpational Standards adopted by the joint technical committee are circulated to national bodies fgr voting.
Publication| as an International Standard requires approval by at least 75 % of the national badies casting a yote.

Internationfl Standard ISO/IEC 9979 was prepared by Joint Technical Committee 4SO/IEC JTC 1, Information
technologyf, Subcommittee SC 27, IT Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 9979:1991), which has been technically fevised.

Annex A fdrms an integral part of this International Standard. Annex B is ferinformation only.

© ISO/IEC 1999

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced
or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm, without permission in writing from the publisher.

ISO/IEC Copyright Office « Case postale 56 « CH-1211 Genéve 20 « Switzerland
Printed in Switzerland
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Information technology — Security techniques — Procedures for
the registration of cryptographic algorithms
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rnational Standard specifies the procedures for the registering of cryptographic algerithms and
entries.

ernational Standard is for use by those wishing to make entries in the register and by the R

/IEC register of cryptographic algorithms serves as a common réference point for the iden
aphic algorithms by a unique name. The register is also a repository’of basic parameters identifi
entry. The principal purpose of the register is to enable entities to identify and negotiate
aphic algorithm.

native references

bwing standards contain provisions which, through reference in this text, constitute provisi
bnal Standard. At the time of publication, the“editions indicated were valid. All standards are
and parties to agreements based onythis International Standard are encouraged to inve
y of applying the most recent editions ef-the standards indicated below. Members of IEC and IS
of currently valid International Standards.

8825:1990, Information technelogy — Open Systems Interconnection — Specification of Basi
r Abstract Syntax Notation One(ASN.1).

9834-1:1993, Informatien technology — Open Systems Interconnection — Procedures for the d
istration AuthoritiesyGeneral procedures.
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istration-Authority shall be an organization designated by ISO/IEC Councils.
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4 Role of the Registration Authority

The Registration Authority shall maintain a register of cryptographic algorithms and this will be known as the
"ISO/IEC Register of Cryptographic Algorithms"”. The Registration Authority performs a technical role in ensuring
that register entries conform to the registration procedures given in this International Standard.

1 For the purposes of this International Standard and according to the rules for the designation and operation of Registration
Authorities in the ISO/IEC JTC 1 Procedures, ISO/IEC Councils have designated the National Computer Centre, Oxford Road,

Manches

ter, UK, to act as the Registration Authority.
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The Registration Authority does not evaluate or make any judgement of the quality of protection provided by the
registered algorithm.

The Registration Authority is entrusted with the following functions:

a) toadd

, modify and delete register entries in accordance with the rules provided,;

b) assign ISO-entry names to registered cryptographic algorithms as needed;

c) update and to have published the register when required.

mainta

ms in which the complete description of the process is definedin an ISO document, or a
ined by a Member Body of ISO or by a liaison organization;

¢) Algorithms in which the complete description is not fully defined (er-not defined at all).
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ssion of new entries to the register may be-originated or sponsored only by a Member Body
Committee, or liaison organization.

prime  responsibility of the body-‘or-organisation submitting the new entry to provide ¢
able and unambiguous details in respect of the information described in 7 (b to i) and optionally
shall be rejected if they fail to comply with these requirements.

ntry proposals shall be in the-form specified in clause 9.

ceptance of a submission for a new entry to the register, the Registration Authority will assign
b algorithm.

ssions for modification or deletion of existing entries to the register may be originated by a Mem
Fganizatiom.

a submission concerns the modification or deletion of a registered entry, it shall be subject to
JTC1 and the originator of the register entry.
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2 |nformation protection services include confidentiality, integrity, authentication and non-repudiation.
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7 General Contents of the Register

For each algorithm to be registered, the Register Entry will contain the following details:

Mandatory (a to i)

rmal ISO-entry name for the algorithm;
proprietary name (or names) given to the algorithm by its originator or owner;

ded range of applications for the algorithms;

a) afo
b) the
c) inte
d) cryy
e) asq
f) the
g) the
h) whe
i) patd

Opt]
) alis
k) des

[)  modges of operation;

tographic interface parameters;

t of test words to check basic functionality;

dentity of the organization that requested registration of the algorithm;
dates of registration and modifications;

ther the entry is the subject of a national standard;

Nt licence restriction information;

onal (j to m)

t of references to any associated algorithms;

Cription of the algorithm;

br information.

The date of submission is provided by:the submitter, and the date of registration and modification is pro|
on Authority.

ishing of Register Entries
e Registration Authority shall
ish a list of entries yearly if changes have occurred,;

ish the complete register on request;

ply.ihdividual register entries on request;

m) othg
NOTE

Registrat
8 Pub
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a) pub)
b) pub
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changes 10 all sponsoring authorities within three montns.

ISO/IEC 9979:1999(E)

ided by the

The entries shall be grouped in three parts, each part classified according to the registered algorithm types given in
clause 5.

8.2 The publication of entries shall make clear that the registration authority has not evaluated or made any
judgement of the quality of protection provided by the registered algorithm. Each entry shall be labelled with a
statement saying that registration of the algorithm does not imply that the algorithm is an 1ISO standard.
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The headings of this clause are those that shall be used in the Register Entry. The contents of each clause and
subclause are defined in the corresponding text below.

9.1 1SO Entry Name

The form of this subclause is an object identifier.

The object identifier values for 1ISO entry names shall be composed |n accordance Wlth the general rules for the
compositiop-ofL

standard
algorithm r

979 algorrthmrdenufrer (n)} where algorrthm-rdenufrer |dent|f|es a specrflcentry |n the crypt
gister by means of the index value "n

In addition [to object identifiers being assigned to algorithms, such identifiers can be assigned to, valid com

of an algofithm and a mode of operation. These should be in the form {iso standard 9979 algorithm-iden
mode-identifier (m)}, where n is the index of the algorithm in the register and a different value-of m is used t
each of thg modes of operation identified in entry (I) of the register. See Annex B for further.information.

9.2 Proptietary Entry Name

This subclause shall specify the proprietary name (or names) given to the Register Entry by its originator @
A typical example is Data Encryption Standard (DES). The sponsor needs {0 clear any issues regarding pr
or trade names before submitting a new entry to the register.

9.3 Intenfled Range of Applications

This subclause shall specify the intended range of uses of the-cryptographic algorithm identified in the
Entry. Thigd will typically be done by reference to a comman set of security functions or associated math
transformations. Typical examples are

a) confidentiality;

b) authentication;

c) data integrity;

d) digital|signatures;

e) hash functions.

9.4 Cryptographic Interface Parameters

orm {iso
pgraphic

binations
tifier (n),
b denote

r owner.
bprietary

Register
ematical

This subclause shall-specify those parameters necessary for the use of the cryptographic algorithm.
Examples pf commonly known parameters are

a) input dize;

b) output size;

c) key length;

d) Initializing Value size;

e) encrypt or decrypt mode.
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9.5 Test Words

9:1999(E)

This subclause specifies test words and any necessary procedures to check the functionality of the implementation
of the cryptographic algorithm. It is the responsibility of the originator of the entry to ensure that the tests and any
necessary procedures are sufficient to validate the basic functionality.

NOTE

9.6 Na

These test words are intended only to be used to ensure that an implementation of the algorithm works. The test
words are not intended to demonstrate the full functionality of the algorithm or that it conforms exactly to any mathematical
description that might be available.

me of Sponsoring Authority

This suf
the Reg

ster Entry, and a point of contact for questions and comments.

9.7 Dates of Registration and Modifications

This suld

9.8 WH
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9.10 R

This sulf

clause shall contain the name of the sponsoring ISO Member Body or liaison organization whictl\ submitted

clause shall contain the dates when the record was added and modified by the Registration Authprity.
ether the Subject of a National Standard

This sulpclause shall contain information as to whether the cryptographic algorithm is the subject of|{a National
1(s), and if so which.
fent Licence Restrictions
pclause shall contain any known patent licence restfictions on the cryptographic algorithm| and/or its
ntation.
eferences
clause may be used to contain, in the form required by the 1SO Directives, a list of all other [documents
ed in this Register Entry. These would ‘generally be 1SO International Standards or ITU (Ipternational

referenc
Telecon
National
9.11 D

This suld

munications Union) recommendations, ;but may be other material covered by the ISO Directivd
Standards.

escription of Algorithm

clause describes the algorithm.

9.12 Nlodes of Operation

This suf
a) Ele
b) Cip

clause shall specify a set of applicable modes of operation. Examples are
tronic Caode Book;

her’Feedback;

s including

c) Cipher Block Chaining;

d) Output Feedback;

e) Add

itive Stream Cipher;

f)  Black Box.
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9.13 Other Information

This subclause may contain any other relevant information not given in above. Typical examples might be:
a) designrules;

b) its cryptographic strength (or any associated analysis);

c) any judgements regarding its suitability for specific applications or systems;

d) transmission characteristics;

e) guidarjce on key selection.
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Annex A
(normative)

Definition of a cryptographic algorithm for confidentiality

ISO/IEC 9979:1999(E)
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ex defines a cryptographic algorithm for confidentiality for the purposes of registration.

efinition

graphic algorithm for confidentiality is defined as an algorithm which transforms data in order
5 information content and which uses at least one secret parameter. This.is shown in figure A.1.

nition includes both symmetric algorithms (e.g. DES and FEAL) andasymmetric algorithms (e.g
n the case of a symmetric algorithm the data is hidden and revealed using a secret parameter.
ymmetric algorithm the data is hidden using a public parameter.and revealed using a secret paral

gure A.l

cleartext \Cryptographic ciphertext ciphertext Cryptographic clearte

Algorithm s > Algorithm >
secret parameter secret parameter

or public parameter

Figure A.1
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